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INTRODUCTION 

Society is increasingly dependent on the proper functioning of the electric power system, which 
in turn supports most other critical infrastructures: water and sewage systems; 
telecommunications, internet and computing services; air traffic, railroads and other 
transportation. Many of these other infrastructures are able to operate without power for shorter 
periods of time, but larger power outages may be difficult and time consuming to restore. Such 
outages might thus lead to situations of non-functioning societies with devastating economical 
and humanitarian consequences. 

The operation of the power system is today highly dependent on computerized control systems. 
These industrial control systems can be resembled to the central nerve system of the power 
system. Industrial control systems both perform highly advanced logic that automatically controls 
the power network as well as provide human operators with vital information and functional 
support needed to make advanced decisions such as identifying emerging problems and take 
actions preventing them. At the same time as control systems enables more efficient, qualitative, 
and safe infrastructure products and services their vulnerabilities are also direct vulnerabilities of 
the power system itself.  

In addition to the potential severe consequences of a compromised control system, security 
management of these systems is a really complex issue. First of all security is inherently suffering 
from a weakest-link syndrome. This means that in principle can just a single misconfiguration in 
the control system architecture be a vulnerability that jeopardizes the whole power system. This 
is truly a challenge since control systems are extremely complex: they contain highly advanced 
functionality; they are heterogeneous and include several third party components; they are 
extensively networked, both internally and with external systems, and they depend on the human 
organization that manages and uses them. Moreover is the security level of the control system 
depends on external factors. For instance, a protocol developed in-house by a vendor can perhaps 
be considered a relatively secure as long as relatively few people know how it works. But as soon 
as the protocol specification pops up at Wikipedia or similar the circumstances have changed; the 
exact same protocol has shifted from secure to insecure, potentially without its users knowledge. 
Altogether control system security management can be described as keeping track of moving 
target that consists of a great number of details that are interrelated in very complex ways.  

Now, how is control system security managed? Since the situation is so complex, it is completely 
impossible for a single person to keep everything in his or her head. The state-of-the-art 
management approach to system management in general is to adopt system architecture models. 
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So is it for control systems. Since our systems are so complex we need simplified descriptions of 
maps of our systems. The challenge is however to make sure that our models are reflecting the 
true state of affairs for the relevant properties of the systems. For security oriented models it is 
for instance vital that information about firewall configurations and locations are included 
whereas we are not as interested in source code length or user interface layout. With such a 
relevant system map security can be effectively managed. 

Outline 

This article examines state-of-the-practice control system models and investigates how these are 
missing to illustrate system configurations that have vital consequences when it comes to the 
security level of the system configuration. The examples provided are based on a number of case 
studies performed at critical infrastructure operators in Sweden. The common denominator for 
these examples is that the operator was deceived to believe that the security level was better than 
what it was since details were not scrutinized enough. 

In chapter 2 we describe what a typical control system architecture model looks like. In chapter 3 
we then examine this general picture more closely and provide 6 examples of system 
vulnerabilities that were not captured by the initial model. In chapter 4 these vulnerabilities are 
summarized into a “new picture of the truth.” The paper is concluded in chapter 5. 

A TYPICAL SCADA SYSTEM 

Perhaps the most common architecture for SCADA (Supervisory, Control, And Data 
Acquisition) systems is an hierarchically organized structure [4]. Typically we find a central 
control unit that contains the high level operation functionality as well as the control center with 
interfaces for the process operators. At the heart of this part of the SCADA system we find the 
database(s) with the reflection of the process status. Connected to this database various kinds of 
functionality is connected from simpler sequential steering algorithms and alarm monitoring to 
distribution management functionality. In addition, there are information and functionality for 
performing data engineering tasks. Technically, this software is divided on a number of hardware 
units. How many is depending on the size and complexity of the process that is being controlled. 
The central unit is collecting all its information from a (varying) number of local field sites or sub 
stations. These distributed nodes are communicated to with some sort of wide area network 
solution. Each field site can then be more or less complicated and containing a whole local area 
network solution with a large amount of intelligent electronic devices as in power sub-stations or 
just single and more simple remote terminal units. The common denominator for the field sites is 
that they are managing the fast and time-critical aspects of the process. Field devices control local 
operations such as opening and closing valves and breakers, collecting data from sensor systems, 
and monitoring the local environment for alarm conditions [4]. 

As mentioned, the SCADA systems are not operating stand-alone. Today are almost all SCADA 
systems interconnected with corporate office networks or possibly directly to the Internet. Several 
control centers are also typically connected to each other [7][11]. In Figure 1, a generalized 
SCADA system architecture is depicted.  



 

Figure 1. A typical SCADA system is used to control a geographically distributed process where 
centralized data acquisition and control are critical to system operation. 

EXAMINATION OF SCADA SYSTEMS 

Descriptions such as the one illustrated in Figure 1 is commonly employed in industry today. 
They provide a holistic picture of the system architecture and it is indeed a powerful tool for the 
SCADA system owners and others that needs to understand the system configuration. However, 
the world is not always what it looks. We will now provide a red pill1 that takes a closer look on 
this picture a reveal a number of cases of how this picture can make the world “nicer” than what 
it actually is from a security perspective. 

Network operation outsourcing 

A fundamental concern regarding SCADA security is the increased connectivity to other, internal 
or external, computer networks. The typical and often recommended solution is to only carefully 
connect the SCADA system to the controlled office LAN which in turn can be designed to 
mitigate cyber threats from the internet at the network perimeter by using firewalls, application 
proxies and related technologies. Sometimes additional de-militarized zone (DMZ) networks are 
also used for an extra careful integration. The operations of office networks are however often 
not regarded a core competence at the enterprise, especially for small and medium-sized 
enterprises (SMEs), and consequently they are often outsourced under the rationale of achieving 
cost savings or improved quality of service. 
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1  The terms blue pill and red pill have become a popular metaphor for the choice between blissful ignorance (blue) 
and embracing the sometimes painful truth (red). 



 

Figure 2. During our practical assessments we have seen corporate local area networks (LANs) 
of one company “A” that has been too closely interconnected with another company “B” due to 
bad configurations and lousy passwords of the infrastructure at the outsourcing vendor. In this 
particular case the separation between the different companies was more or less chimaeras. 

The business case for the outsourcing vendor is to be as cost efficient as possible and 
consequently it looks for economy of scale in the internal operation. A solution to this problem is 
naturally to operate several customers’ networks in the same physical network but logically 
separated, cf. Figure 2. From a security point of view this could however become an additional 
threat. Misconfigurations in any of the other outsourcing vendor customers’ equipment may 
affect the network security but the lack of knowledge of this network architecture may lead to a 
situation where safeguards such as firewalls are not restrictive enough. In this configuration, a 
threat agent with access to some of the other networks outsourced to the partner might have an 
unexpected attack vector and backdoor in to the network. Taking this further, the backbone 
network used by the outsourcing partner can in turn be controlled by another part and capacity 
over this network may be shared with other external parties, which introduce further threats 
[11][15]. 

Unknown communication interfaces 

Also internally in the organization can it be difficult to keep track of exactly how all the SCADA 
components are connected. For instance, many of the components are equipped with functions or 
services through which suppliers and control engineers can access them. Such interfaces are 
present because they bring many benefits to system management as they enable staff and external 
suppliers to install, update and configure software of various components over the Internet or a 
public switched telephone network, without physically visiting them. Components that have this 
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kind of remote management features are many, from printers in the office network to Intelligent 
Electronic Devices (IEDs)2 out on field sites.  

If these remotely accessible interfaces at all are depicted in diagrams of computer networks they 
are typically considered secure since they shall be disconnected by default or is considered 
secured through authentication. Weak authentication of dial-up modems is however a common 
vulnerability [22] and both password protection and dial-back routines are possible to circumvent 
[16]. Default passwords and generally weak passwords are a common phenomenon for field 
devices [5][20][22] and it is not uncommon that supposedly disconnected interfaces actually are 
plugged in and accessible on a constant basis. 
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Figure 3. There are often many different communication interfaces to the SCADA system which 
are not depicted in the architectural model.  

Unknown and possibly unsecure interfaces from field devices to public networks open these up 
for a wide range of threats, cf. Figure 3. Since the interfaces usually are intended for support 
personnel access to them usually provide privileges that could be used to reconfigure devices, 
assign new set points or alarm levels, delete configurations or remove protection equipment 
functionality. Hence, unauthorized could to severely compromise the functionality of field 
devices and also influence the behavior of other parts of the system.  
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2 The IED is a term often used in the electric power industry to describe microprocessor-based controllers of power 
system equipment, such as circuit breakers, transformers, and capacitor banks. 



Best practice is to only connect the control network to other network through a firewall and 
connect all other devices to only one network. Network diagrams often depict this, however, 
unknown or unconsidered interfaces may exist in engineering stations equipped with dual 
network interface cards to enable downloads of software updates and configurations to the 
SCADA system. These computers are designed to transport data over network perimeters and 
may very well be used as a way in to the control network [22]. Yet, they might not be considered 
as a network interface since they are not intended to be used as such. 

What services does your control system provide? 

One reason for why there exists more connectivity to the surrounding environment than what is 
desired is perhaps that much software provides such connections by default. Operating systems 
and application software are often developed with interoperability and ease of use as high 
prioritized requirements, resulting in a wide range of services made easily accessible. A great 
deal of security can be achieved if unnecessary and unneeded services and ports were 
deactivated, i.e. the systems are hardened. However, the system suppliers might be unsure of 
what services that are needed for their system to function properly and might be unwilling to 
leave guaranties for the system if services are disabled or removed, cf. Figure 4.  

 

Figure 4. Which software services are running in the SCADA system, and are all really 
necessary? 

With services activated the attack surface of the system is opened up as plausible vulnerabilities 
in these might be exploited. This is especially the case when it comes to systems and their 
services that are not patched regularly. If we are unaware of exactly what services that are 
activated in the various components of the SCADA system it easy to make sub optimizations in 
when deploying other security countermeasures.  
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How solid is your firewall? 

In our model of the system we typically depict the firewalls position and might as well denote 
what IP-addresses and ports that are opened. However, the real case is probably that the firewalls 
allow other data flows than these as well, cf. Figure 5. Tests performed by Idaho National 
Laboratories did for example find weaknesses in all firewall configurations tested through the 
National SCADA Test Bed Program [5]. 

 

Figure 5. What’s the size of the holes in your firewall? 

The configurations required for communication between the control center network and the 
administrative network and internet are typically complex and diverse. As a mix of COTS 
technologies are applied within the control system domain the number of protocols, ports and 
services used increases and often to an extent that makes it difficult to keep track of. Hence, in 
the same way as there might be a lack of information about what services that must be to be 
activated for the computers to work, information is typically lacking regarding the parameters 
required to configure firewalls restrictively without jeopardizing operations [1]. 

Information about logical configuration does not reveal physical arrangement 

Network segregation and controlled data flows is an important factor in SCADA security. If the 
control center and its network are connected to other networks the undisputed recommendation is 
to do so through a firewall, preferably connected to a DMZ [22]. Diagrams often reveal the 
logical dimension of networks and here depict a clear separation of networks and the devices that 
control the flow over boundaries. However, in the physical dimension several of these logical 
devices might be implemented in one single physical entity by, for example, configuring a switch 
or router to treat some of its ports as separate logical networks, i.e. to create virtual LANs 
(VLAN), cf. Figure 6. Although this is sometimes recommended by suppliers of infrastructure 
equipment, this is not recommended from a security point (see [22] section 5-3). Separating 
networks only through the logic implemented in software will make it possible to bypass this 
virtual separation if the software contains flaws that can be exploited from one of the networks 
connected to the device. Furthermore, maliciously created packages might circumvent the virtual 
separation and extreme conditions can alter the configuration of the equipment. Some network 
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equipment do for instance starts behave like a network hub (data is transmitted/receive on all of 
its ports) when they are overloaded with network traffic. 

 

 

Figure 6. Logical and physical mismatch. In the logical schema to the left (a) one gets the 
impression that the different networks are well separated. However, in reality it looks like (b) the 
networks are physically connected to the same switch and the separation is only made logically 
by the VLAN configuration. Sometimes with only one firewall separating the different networks. 

Moreover, access to the configuration of the network equipment can also be a way to bypass 
logical controls over data flows. NIST [22] and NISCC [14] recommends that the configuration 
of firewalls shall only be accessible through specific management stations and that the 
configuration traffic should either go over a separate secured network or over a network with 
encrypted communication and two factor authentication. This is seldom the case and the network 
architecture that appears to be robust may only be a short or default password away from being 
changed to a less secure architecture. 

Wireless communication extend the access perimeter  

It is common security practice to make sure that the logical security perimeter resides within the 
physical security perimeter. In this way the protection is reinforced by making physical access a 
prerequisite for obtaining logical access. The physical barriers around buildings, facilities, rooms, 
equipment, establish these physical security perimeters. Physical security controls meant to 
protect physical locations include fences, walls, reinforced barricades, gates, or other measures. 

However, the increased use of wireless technologies (e.g. Bluetooth and 800.11x), within both 
control centers, office LANs and substations often extends the logical access perimeter outside of 
the physical security perimeter, see figure 7 below. 
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Figure 7. The use of wireless technologies easily extends the logical access perimeters beyond 
the physical security perimeter.  

It might for instance be possible to connect to a substations process bus or to connect to the office 
LAN in a safe distance outside of the fence and locks controlling physical access. Many wireless 
computer networks do not apply authentication or communication protection which will provide 
an attacker direct access to the network. When communication protection are used, the security 
technology often are of older type (e.g. Wired Equivalent Privacy) [2], and obtaining 
unauthorized network access is just a matter of minutes using publically available tools [3]. 

Geographically distributed processes (such as electric power distribution) often use a range of 
communication means, including radio links and power line carrier (cf. figure 7). Although these 
geographically dispersed networks rarely use authentication methods to distinguish authorized 
from unauthorized communication, the access to the physical connection is more or less 
unrestricted. In conjunction with the fact that both power line carrier and radio communication 
suffer from poor security [18], this open up another plausible security hole often unaccounted for 
in architectural models. 

Hence, a part of the system architecture which typically is considered secure and kept within the 
same zone as the control center and remote stations are in fact open to a wide range of attacks. 
Especially as modern protocols bring IP based communication, to which many tools exists. 
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THE ACTUAL SCADA SYSTEM CONFIGURATION 

Our department has been doing research in the field of industrial control systems for decades but 
it’s only during the last few years we started to perform assessment focused on SCADA security 
[8][9][10][11]. Earlier the interest and focus of utilities, vendors and researchers have been on 
functionality and increased availability and safety-critical aspects [12], but as the 
interconnections between critical parts of the industrial control systems and other, not as reliable, 
networks increased the cyber security has come in center of attention [11][20][22][23].  

Earlier the SCADA systems have been isolated but nowadays they are being made available via 
public networks such as the Internet to a progressively higher degree. They are increasingly based 
on the same technology used in common IT systems and are being integrated with administrative 
IT systems. We have noticed that real SCADA system is in practice far more complex and less 
isolated than what traditional theoretical models usually illustrates. This gap between the reality 
and our models are dangerous since it oppresses the awareness of the increased threats to 
SCADA systems. Figure 8 illustrated some of the complexity and weakness that frequently can 
be found in actual SCADA system configurations of today.  

 

Figure 8. Illustration of the complexity and weakness of todays SCADA system configurations. 

Consequently, this trend of integration together with the gap of awareness entails a fundamentally 
altered risk situation.  
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CONCLUSIONS AND DISCUSSION 

SCADA systems constitute a critical component in the supply of vital societal services such as 
electricity, heating, drinking water, fuel and transports of persons and goods. In contrast to 
administrative IT systems, in which information processing in itself is often the final goal, 
disturbances in SCADA systems can cause direct disturbances in the underlying physical 
processes and ultimately lead to interruptions of critical societal services. 

In this paper we have highlighted a number of vulnerabilities that can be difficult to detect when 
using control system architecture models. The immediate response from these illustrations might 
perhaps be to not use architectural models at all. This does however not make the situation better; 
on the contrary this will worsen the situation. If you don’t have the big picture clear, knowledge 
about details would be taken out of context and quickly become meaningless. Imagine for 
instance how tedious and costly it would be to physically follow every network cable as soon as 
the system is to be reviewed or maintained. 

This paper essentially promotes two general reflections about control system architecture models. 
Firstly, it is vital to design the architecture model so that it contains the relevant entities and 
properties [8]. If these are not included, the analyses that we want to do can simply not be done. 
From our experience we often find that hardware related aspects of the system are fairly covered 
in the architecture, but software related aspects and organizational issues are oftentimes missing. 
It is important to remember that one model is not inherently more “true” than another just 
because they include different phenomena, they are simply different views of the same system. 
But in a hardware oriented architecture it is for instance impossible to determine if the access 
control is set properly, for this we need to know who is accessing what, both physically and 
logically, and under what circumstances. Secondly, it is of vital importance to be aware of the 
credibility of the architectural model [6]. How thorough was for instance the information 
collection endeavor that populated the architecture model in the first place and when was it done? 
Practically this is reflected by how much we can trust that for instance an IED does not have a 
modem actively connected to it. Do we dare making important decisions based on this fact when 
this particular piece of information is based on a quick interview with the former system 
administrator five years ago? On the other hand is quite costly to make thorough audits and 
update the current architecture model. So the consequence of not being sure in the end needs to 
be traded against the benefits of being sure, i.e. something that should be part of a risk analysis. 

Still, today’s SCADA systems are increasingly based on the same technology used in common IT 
systems and are being integrated with administrative IT systems. Subsequently, this development 
requires a radically changed risk situation. It is time for increased awareness about the need for 
increased security in SCADA systems and using good architectural models constitute an 
important tool in this effort. 
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