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Abstract  

The interconnection of components of industrial automation and control systems (IACS) and enterprise systems 
involved in processes ranging from generation and transmission to billing within electric utilities poses challenges 
regarding cyber security as well as division of organisational responsibility. One means of organising these 
components and systems is to use a zone model in which they are segmented, offering layered defences as well as a 
logical grouping. One such zone model is the zone model under review, which was presented by Zerbst et al. in a 
CIRED paper from 2009. This master thesis reviews that zone model and compares it to other industry standard 
zone models which have been found to be able to be categorised into either functional based models or layered 
defence models. The outcome is a rough definition of what kind of content fits in the various zones of the reviewed 
model, as well as a normalised zone model to be used for comparison. A suggested method for dividing system 
components into zones is based on the 4R-method considering the response time, resolution, reliability and 
reparability of the system component, although its accuracy has not been empirically tested. 
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GLOSSARY 
This section provides a list of abbreviations used in this report, presented in Table 1. 
 
Table 1 - Abbreviations used in this report 

CDA Critical Digital Asset 
CIM Computer Integrated Manufacturing 
DCS Distributed Control System 
DiD Defence-in-Depth 
DoS Denial of Service 
HMI Human Machine Interface 
I/O Input/Output 
IA Information Assurance 
IACS Industrial Automation and Control System 
ICS Industrial Control System 
IDPS Intrusion Detection and Protection System 
ISS Information Systems Security 
LAN Local Area Network 
PLC Programmable Logic Controller 
RTU Remote Terminal Unit 
SIS Safety Instrumented System 
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1 INTRODUCTION 

This report is the result of a master thesis conducted at the Royal Institute of Technology in Stockholm. It was 
requested by a large Swedish company within the electric utilities industry, henceforth referred to as the requestors of 
this master thesis, or simply the requestors.  

1.1 Background 

In the electric utilities industry today, industrial automation and control systems (IACS) are widely adapted as a 
means of offering optimisation and supervision of industrial processes such as power generation and transmission. 
Borrowing from the ANSI/ISA99 [1] definition of IACS, the term: 

Industrial Automation and Control Systems (IACS) includes control systems used in manufacturing and 
processing plants and facilities, building environmental control systems, geographically dispersed operations 
such as utilities […] that use automated or remotely controlled or monitored assets.1 

Apart from aiding the industrial process, the production data generated in these systems is also often employed in 
the business functions of the power company in order to do enterprise resource planning and demand forecasting. 

This implies connecting and integrating IT systems ranging from the industrial process to the market related 
enterprise functions involved in a generic power company of today, either directly through network connections, or 
simply by sharing of data. Being part of the critical infrastructure of today’s society, the proper functioning of electric 
utilities is of utmost importance, and as the interconnectivity of the various systems involved in the generation, 
transmission and sales of electricity increases, there is a potential risk of introducing new cyber security threats by 
introducing new attack vectors. 

When these threats have the potential to affect real-time systems that control the physical process by adjusting e.g. 
relays and valves, the criticality of a possible malfunction of the process under control is potentially at a level where it 
involves physical danger and destruction. At the same time, these real-time systems and other parts of the 
infrastructure related to the industrial process are often difficult to harden from a cyber security perspective, e.g. 
because the platform they run on do not allow for anti-virus applications to run concurrently due to performance 
issues, or because the protocols they use do not support encryption. Vulnerabilities like these that arise from the 
technical constraints of the systems can sometimes be alleviated through the use of a strategy known as Defence-in-
Depth; a strategy reviewed in this report. 

Apart from cyber security, organisational and management aspects also pose challenges of controlling such a vast 
amount of interconnected processes. 

One tool used in organising the processes and system landscape is reference architectures and various models for 
segmenting functions or system components into logical and/or physical clusters, a tool that also has the potential of 
fitting a Defence-in-Depth approach. A zone model is suggested to reach this goal, and this master thesis aims to 
review that zone model. 

1.2 Scope 

The scope of this master thesis is to review the zone model described in the CIRED paper from 2009 [2], and 
propose a formalised method for dividing industrial automation and control systems (IACS) and enterprise systems 
into the zones defined in the current model. As requested, the review will pivot around comparisons to industry best 
practices and industry standards. 

1.3 Problem Definition 

The problem at hand will be defined by the following questions. By combining the answers to these questions, a 
suggested solution to the problem will be reached, and the purpose of this thesis fulfilled.  

                                                           
1 Quote from page 14 in [1] 
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1.3.1 What is the Definition of a Zone? 

This question regards the definition of a zone, and what implications that arise from dividing a system into zones. 
What industry standards use a zone model to categorise or cluster IT systems or their functions, and what is the 
purpose of the division? 

1.3.2 What are the Characteristics of Each of the Zones? 

This question concerns the respective zones of the zone model and what defines each zone. What kind of systems or 
components do they contain? 

1.3.3 What Parameters Are Needed for Dividing the System into Zones? 

This question identifies the input to the zone division method. What needs to be considered and what data needs to 
be collected? 

1.3.4 How Will These Parameters Be Combined to Result in a Zoning Division? 

This question defines how the data from 1.3.3 will be combined and used for analysis to yield a zone division. The 
outcome should be a formalised method for dividing into zones. 

1.4 Delimitations 

As the aim for this thesis is to summarise industry best practices, and review a general zone model and its division 
method, the following delimitations are defined: 

1. The thesis will be of a theoretical nature, in that it does not attempt to collect empirical knowledge on 
concrete systems. Instead it will focus on systems at a conceptual level, using reference architectures and 
conceptual system components common to the industry of electrical utility or computer integrated 
manufacturing. 

2. The thesis will not attempt to prescribe the technological countermeasures needed to fulfil the security 
requirements of the different zones. 

2 METHOD 
This section describes the method by which the master thesis work aims to be conducted in order to answer the 
problems defined in section 1.3. 

2.1 Comparison to Industry Best Practices 

As one of the main drivers behind this master thesis is to compare the zone model under review with other zone 
models based on industry best practices, a lion’s share of the contribution from this thesis will be of a theoretical 
nature, offering a summarising review of other zone models found in industry standards. The standards are limited 
to those currently available without additional cost to the requestors of the thesis or KTH, touching on the fields of 
IACS, Computer Integrated Manufacturing (CIM) or the electric industry while at the same time mentioning a model 
in which systems or components are divided into various logical and/or physical groupings in a defined manner. 

This part of the master thesis is based in large on qualitative studies, in which triangulation of sources and 
triangulation of perspectives are the methods mostly employed, in order to examine the zone model concept from 
various industry standards, and their different aims in suggesting the zone models. These types of triangulation are 
used to improve the validity of the study, as described by Patton [3].  

2.1.1 Normalised Zone Model 

As a means of comparison between the different models chosen, the different zones, layers, or levels described in the 
reviewed industry standard zone models will be attempted to be mapped to each other, offering a descriptive text as 
background to support the mapping. This will be referred to as a normalised zone model, following the notation 
used by Zerbst, Schaefer and Rinta-Jouppi [4]. It can be seen as a kind of Rosetta Stone for zone models, as it 
attempts to describe all of the zone division systems from the various industry standards in the same table to bring 
them together into one model containing zones with aspects referring to the different underlying models. 
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The aim of creating such a normalised zone model is to enhance the ability to compare systems and components 
divided into the various zones of different models, thereby enabling communication and translation between the 
different models, insofar as possible. 

2.2 Suggested Empirical Validation 

A quantitative approach is also suggested here for verifying the answer to question 1.4 in section 1.3.4, although not 
performed as it is considered to be outside of the scope of the thesis. As such, the method is still outlined here for 
reference and suggestion to guide future research within the field. Combining a qualitative method comparing 
different standards and a qualitative method for validating the suggested zoning division in such a way can be seen as 
a comparative method utilising the strength of method triangulation to increase the validity of the study [3]. 

2.2.1 Abstract Components Used for Dividing 

To provide reference systems or components to be considered in the survey as likely candidates to be entered into 
the formalised zone division scheme, Abstract Components from the international standard IEC 61968-1 [5] will be 
used. These abstract components are used in the standard in relation to the field of distribution management, and are 
considered to serve as a good source of reference components, as the experts responding to the survey are expected 
to be familiar with the standard, or that they are at least able to look them up, seeing as the IEC is an international 
standard within the industry. 

Out of a total list comprising of 178 such abstract components, taken directly from the IEC 61968-1, 25 will be 
randomly selected to provide the reference basis for the empirical validation. The number 25 was chosen to 
hopefully get enough components to be divided into the zones in the model under review in the whole range of 
zones, whilst at the same time limiting the amount of questions presented to the respondents in order to achieve a 
high response rate. 

2.2.2 Reference Zone Division 

The model currently under review is considered by the requestors of this master thesis to be of good quality, albeit 
they are currently seeking a formal scheme for dividing systems and components into its zones, without having to 
rely on expert knowledge. 

This implies that the division into the current model as performed relying on the expert knowledge is considered by 
the requestors of this thesis to be of high quality, and results in a division of the systems and components into a 
sought-after stage. Thus, by having the requestors of this thesis divide a given amount of randomly selected 
components into the zones of the model under review, this will act as the reference zone division, representing the 
wanted state they would like a formalised scheme to reach if the same randomly selected components were to be 
divided into the zones using the scheme. 

2.2.3 Survey Content 

A group of experts within the field could be asked to respond to a survey in which they give their view of how the 
parameters considered in the answer to question 1.3 of section 1.3.3 relate to the abstract components chosen for 
comparison. In other words, the abstract components would be presented to the group of experts who are 
respondents of the survey, and each expert gives his or her opinion on how “aspect a” applies to each abstract 
component, if the answer to question 1.3 was that “aspect a” should be considered in the zone division scheme. 

The set of responses will then be considered an unbiased expert opinion on how the given parameters relate to the 
given set of abstract components, thereby allowing for the suggested scheme arising from the answer to question 1.4, 
to be applied using the parameter mapping onto the abstract components, as found from the survey. 

It is suggested that for each abstract component and parameter, the mode as found from the responses be 
considered the expert opinion. The distribution of the answers from the experts will also be shown for each 
component and aspect, as an indication of how unison the response is, thereby showing to which extent the 
components and aspects thereof are agreed upon by the group of experts. 

2.2.4 Comparison 

When the reference zone division has been created by utilising the expert knowledge of the requestors of this master 
thesis, and the abstract components have all been judged by the group of expert survey respondents, according to 
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the parameters found in response to question 1.3, the suggested zone division scheme from question 1.4 will be 
applied to the abstract components based on their stated parameters. 

A comparison can then be made to show the match between the wanted state, represented by the reference zone 
division, and the reached state. This comparison could be based on calculating a percentage of how many of the 
abstract components ended up in the same zone as in the reference zone division, and a similar measure showing 
what percentage of the abstract components whose zones do not match are in adjacent zones, and how many were 
placed in adjacent zones less superficial (closer to the core of the model), respectively how many were placed in an 
adjacent zone more superficial. This would show if the accuracy is high, and whether a systematic error is made 
whereby abstract components are consistently placed in zones more or less superficial. 

3 ENTERPRISE SECURITY 
This section will describe the theory relevant to the zone model and its division scheme. 

3.1 Information Security Principles 

As described in the introduction, the growing amount of interconnections between information systems within the 
computer integrated manufacturing industry increase the demand for added information security. More clearly, the 
need is for Information Systems Security; a concept defined by the ATIS Telecom Glossary 2007 as [6]: 

Information Systems Security (INFOSEC and/or ISS) [The] protection of information systems against 
unauthorized access to or modification of information, whether in storage, processing or transit, and against 
the denial of service to authorized users, including those measures necessary to detect, document, and 
counter such threats. 

ISS itself can be seen as the means towards ensuring Information Assurance (IA), defined thusly in the same ATIS 
Telecom Glossary 2007 [6]: 

Information Assurance Information operations (IO) that protect and defend information and information 
systems (IS) by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation. This 
includes providing for restoration of information systems by incorporating protection, detection, and reaction 
capabilities. 

Out of the five key values of Information Assurance, three of them are commonly referred to as the CIA-triad, 
standing for Confidentiality, Integrity and Availability. 

Confidentiality is the assurance that information is only available for comprehensible interpretation by those entities 
for which it is intended. To fulfil the goal of confidentiality, information must be protected so that unauthorised 
entities cannot make use of it. An example of a breach in confidentiality is if a classified document is read in clear 
text by an individual who does not possess the right permission to access its information. 

Integrity is the state that information is in when it is authentic, complete and correct. To ensure integrity implies 
making sure the information has not been created, modified or erased without authorisation. An example of a breach 
of integrity is if a file in a database is deleted – whether with malignant intent or by mistake – that should not have 
been erased. 

Availability of information and information systems implies that authorised entities have access to it when required. 
Protecting against Denial of Service (DoS) attacks is one part of ensuring availability of an information system and 
its data. An example of a breach of availability of an information system is if an application attempts to gather 
information from a database on the LAN, but the service is rendered unavailable due to network connectivity 
disruptions. 

3.2 Defence-in-Depth 

One strategy employed towards achieving IA, known as Defence-in-Depth, is described by the American National 
Security Agency (NSA) as a practical strategy in order to achieve information assurance in today’s highly networked 
environments, and refers to it as a “best practices” strategy [7].  
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The basic principle of Defence-in-Depth is not relying on a single line of defence, and its historical roots lead to a 
warfare principle that dates back as far as to the 4th century and Emperor Constantine of Rome. Instead of defending 
one line with all forces, the first line of defence was light, enabling the soldiers to retreat back to the second line of 
defence. This would spread out the oncoming enemy’s forces and slow their progression down sufficiently to rally 
defensive forces from nearby [8]. As such, the primary role of the defence in place was not to defeat the attacking 
enemy forces, thereby annihilating the attack, but rather to slow their momentum to gain enough time to be able to 
respond appropriately [9]. 

Stemming from such an old principle, the interpretations of the concept are many and vary to some extent, which 
will be shown in this section by presenting some of the different interpretations. One thing they have in common 
though is in using several kinds of defensive countermeasures, to provide a multilayered approach, which it is sometimes 
also referred to as [10]. This section will first present DiD as a principle for general information technology, covered 
in sections 3.2.2 to 3.2.4, and then as applied to control systems in section 3.2.5, and finally present a study of the 
DiD concept as applied to different areas, in section 3.2.6. 

3.2.1 Four Lines of Defence 

One interpretation of Defence-in-Depth as an IA strategy is 
presented here by reviewing the work of Victor Hazelwood – 
certified information systems security professional (CISSP) at the 
San Diego Supercomputer Center – presented in a whitepaper 
titled “Defense-In-Depth – An Information Assurance Strategy for the 
Enterprise” [11]. In this paper, the focus is on IA and of segmenting 
the protective measures into four main components, each 
representing a line of defence in the organisation. Each such line of 
defence contains three sub-components, explaining more what 
activities and roles the different lines deal with, as is presented in 
Table 2. 

The idea is that the protective measures of the sub-components of 
each line of defence synergise to provide a level of protection that 
is higher than the individual protective measures themselves.  

The first line of defence consists of people, whose proceedings 
should follow the organisation’s policies, thereby not allowing for 
IA breaches. In the event that an attacker breaches this first line of 
defence, the network component’s security measures should hinder 
the attacker from escalating the attack. Beyond the network line of defence is the host line, comprising of the routers, 
workstations, servers and other physical information system components. This layer of defence should offer 
protection that can detect an ongoing attack, potentially allowing for the attack to be stopped before reaching the 
innermost line of defence – the application component. 

3.2.2 Three Elements and Two Principles of Information Assurance 

A slightly more intricate take on Defence-in-Depth is described by the NSA in an online document named “Defense in 
Depth” [7]. The NSA states that an important principle of DiD is to reach a balance where defensive measures are 
split between the three elements of People, Technology and Operations, and mentions five IA principles to adhere 
to.  

 

 

 

 

Table 2 - Components of the IA Defence, 
According to SDSC Whitepaper on Defence 
in Depth. 

PEOPLE – 1ST  
Roles, Policy & Awareness 
Incident Response 
Skills & Training 

NETWORK – 2ND 
Firewall / VPN 
Network IDS & Audit 
Network Topology 

HOST – 3RD 
Capability, Capacity & Configuration 
Host IDS & Audit 
Host & Data Integrity Assurance 

APPLICATION – 4TH 
Design & Implementation 
Firewall IDS & Audit 
Integrity Assurance & Cryptography 
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3.2.2.1 People, Technology & Operations 

These three elements that the NSA suggest security safeguards 
be split between as prescribed by their view of DiD are 
described briefly here, and examples of the categories of 
defensive countermeasures that are parts of each element are 
provided in Table 3. 

The people element of defensive measures needed to achieve IA 
relates to those safeguards that are enforced by the workforce 
itself. The gist for this element is to hire good people, train and 
reward them well and to penalise unauthorised behaviour. 

For the technology element, the essence is to apply evaluated 
products and solutions for security and to support a layered 
defence strategy. In order to do so, system level IA architectures 
are to be developed, IA criteria defined for the security products 
employed, and methods defined for risk assessment of the 
integrated system. 

The third element, operations, deals with the everyday activities 
needed to maintain a secure organisation. The key activities are 
to enforce security policies, respond quickly to intrusions and to 
restore critical services. This is also where certification and 
accreditation of changes are handled, which provides 
information input to risk management decisions. 

3.2.2.2 Two IA Principles 

The NSA’s DiD-strategy also prescribes five IA principles to 
adhere to.  

Defence in multiple places is the label for the first principle, which stresses the importance of providing defensive 
measures at multiple points of the system, in order to protect from both external threats as well as from internal 
threats, such as arising from insider attackers. The NSA suggests a division of these multiple points into what they 
refer to as “focus areas”. These are the Network & Infrastructure; Enclave Boundary; Computing Environment; and 
Supporting Infrastructure. 

For the network and infrastructure, the key goals are to protect the local and wide area network from denial of 
service attacks, and to ensure confidentiality and integrity of the data in transfer over the network, e.g. by means of 
encryption. The enclave boundary refers to the logical gateways to the organisation’s systems, and protecting them 
means defending from active network attacks, e.g. by deploying firewalls and intrusion detection systems. Defending 
the computing environment means employing access controls in order to prevent insider attacks. The final focus area 
is supporting infrastructure, which is not described in detail, but mentions key management infrastructure, public key 
infrastructure and detecting and responding to attacks. 

Employing layered defences is the second principle, which recognises that any single IA defensive tool will have 
weaknesses that will eventually be exploited to result in unwanted security breaches. As such, multiple layers of 
defensive countermeasures should be applied that present an attacker with different kinds of obstacles to surpass in 
order to succeed with the attack. The countermeasures should also provide a combination of detection and 
protection possibilities, in order to increase the risk for the attacker to get caught, as well as lowering the success rate 
of the attack. 

The NSA also mentions an additional three unlabelled principles, which more resemble prescribed practices to 
improve the IA efforts. The first suggests specifying a measure of strength and assurance for each IA component to 
match the value of the asset it protects, and the threat at the point of its application. The second recommends using 
proper key management and public key infrastructure to support all IA components in order to safeguard the 
infrastructure. The last is to implement infrastructure that can detect ongoing attacks in order to help the operational 

Table 3 - Examples of Countermeasures by 
Elements, According to NSA Defence in 
Depth Description. 

PEOPLE 
Facilities Countermeasures 
Personnel Security 
Physical Security 
Policies & Procedures 
Senior Management Commitment 
System Security Administration 
Training & Awareness 

TECHNOLOGY 
Acquisition & Integration of Evaluated 
Products 
IA Architecture 
IA Criteria: 
  Security 
  Interoperability 
  Public Key Infrastructure 
System Risk Assessment 

OPERATIONS 
Attack Sensing, Warning & Response 
Certification & Accreditation 
Key Management 
Readiness Assessment 
Recovery & Reconstitution 
Security Management 
Security Policy 
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controls by providing information about the targets and scale of the attack so that they can take informed actions 
against the attacks. 

3.2.3 Eight Components Comprising Defence-in-Depth 

The description of DiD by the Computer Emergency Readiness Team 
at the Carnegie Mellon University, presented in their report “Defense in 
Depth: Foundations for Secure and Resilient IT Enterprises”, focuses instead 
on conceptual components of DiD [12]. This report lists eight 
management components needed in order to secure IA within an 
enterprise, shown here in Table 4. 

Due to their managerial nature, they are sometimes more process 
based than the previous interpretations of DiD, in the sense that they 
prescribe a certain process to follow that leads up to implementing ISS 
in a  way that complies with DiD strategies. One example is 
prescribing risk management, which is more of a means for an 
organisation to figure out how to deal with the risks they encounter, 
rather than an actual defensive mechanism.  

In comparison to the previous two, this interpretation of DiD is less layer-oriented, as these management 
components are not as easy to relate to the several lines of defence that the ancient warfare strategy referred to. As 
the lengthy document it is, however, the use of a layered defensive architecture is briefly suggested under 
accountability management, although more as a principle and not in detail about what the different layers should 
contain. 

3.2.4 Six Layers of Protection 

The SANS Institute is another eminent source of ISS research and guidelines that also provides an interpretation of 
DiD in a paper titled “Information Security: Managing Risk with Defense in Depth” [13]. This paper prescribes the use of six 
layers, each comprising of a different kind of security mechanism. The layers 
are presented in Table 5. 

As can be seen in this DiD-model, the layers range from the organisation-level 
components, such as security policies and password rules, to the 
communications-level components prescribing the use of firewalls and IDPS, 
to the message-level of content filtering and data encryption. 

Applying these security measures in this layered way implies that the data 
encryption layer is the core protection, thereby having the aggregated security 
of the prior levels of protection. As such, an attack that breaches an outer layer 
will still have the chance to be hindered or at least detected by the consecutive 
inner layers. 

3.2.5 U.S. Homeland Security’s Defence-in-Depth for Control Systems 

As opposed to the previous DiD-strategies, the one prescribed by the U.S. Department of Homeland Security in an 
external report prepared by the Idaho National Laboratory, labelled “Recommended Practice: Improving Industrial Control 
Systems with Defense-In-Depth Strategies” [14], is specified for use in a control systems setting.  

As such, it presents a common control system architecture comprising of five domains, or zones, in which the 
systems provide different kinds of services. The zones and the services provided in them are shown in Table 6. 

In its application to control systems, the DiD strategy adopts a slightly different aspect of layering, where the 
architecture itself becomes layered to provide shielding for the core system zone. In this case, the core zone is that 
providing the control systems operations, which can be either SCADA or process based. That zone 5 is the core 
zone means, in analogy to an onion, that the only other zone connected to it is that on its outside, here zone 4. The 

Table 4 - Eight Components of DiD 
According to the CERT Team at 
Carnegie Mellon University. 

Compliance Management 

Risk Management 

Identity Management 

Authorisation Management 

Accountability Management 

Availability Management 

Configuration Management 

Incident Management 

 

Table 5 - Six Layers of DiD 
According to the SANS Institute 

Security Policies Layer 

Strong Password Layer 

Perimeter Protection Layer 
with Firewalls 

IDPS Layer 

Content Filtering Layer 

Data Encryption Layer 
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rationale for adding this extra aspect of layering system 
zones upon system zones is given as the paper highlights 
some of the differences between ordinary IT-systems and 
control systems. A basic example would be how control 
system operations are usually time-critical, making the 
extra time needed for e.g. packet inspection, or encryption, 
in the transmission of data unacceptable.  

By encapsulating these core zones in this manner, the goal 
is to be able to offer cascading countermeasures without 
impeding the business functionality. Using the same 
example, this would mean that e.g. packet inspection might 
be performed in a more peripheral zone to ensure external 
traffic is safe, thereby freeing up the inner zones from 
applying the same packet  

In the light of this, the paper proceeds to suggest the multiple layers of controls to put in place to enforce this onion-
layered defence. On the technical side of controls, firewall and DMZ application schemes are described, followed by 
suggestions for IDS installation points. Non-technical controls suggested are applying security policies, staff security 
training and preparing for incident response. 

3.2.6 DCSSI Review of In Depth Defence 

To wrap up the topic of DiD, a memo by the French government agency in charge of coordinating information 
system security measures for the secretary of national defence, is reviewed. The memo whose English title is “In 
Depth Defence applied to Information Systems” describes their study of the concept that they have chosen to call in depth 
defence (henceforth considered equal to Defence-in-Depth), with the aim of defining and formalising its meaning 
[15].  

The study investigated three areas of usage of the concept of DiD, being in a military setting, an industrial setting 
and in ISS, finding that a common factor is the use of multiple 
independent barriers for protection. When attempting to define the 
concept more specifically, the study uses the concepts of barriers, lines 
of defence, and severity levels. Barriers here relate to security measures, 
lines of defence being groupings of barriers for communication 
purposes and for relating them to severity levels, which define how 
severe a breach of the line of defence would be.  

From a risk management perspective, the barriers can be related to 
threats to the information system, whereas the security levels are 
related to the assets protected, in defining how severe an attack 
towards them would be. The lines of defence can then be seen as the 
borders between different security levels. 

After defining what constitutes Defence-in-Depth with the help of those three concepts, the study prescribes a 
method for implementing DiD in ISS. The method comprises of five steps, their activities being listed in Table 7. 

In the second step, dealing with defining the system architecture, some interesting points are presented. The formal 
method prescribes dividing the system into zones depending on the risks, actors and the organisation’s key functions. 
The zones should then be classified according to how sensitive the assets therein are, and rules should be established 
for how to interconnect zones of different security levels, regarding information classification and technical measures 
taken. Furthermore, deciding which zones are trusted or not can identify different domains within the organisation, 
whereupon it can be specified which elements are domain-private and which are shared between different domains. 

The method also defines step four as validating the organisation and architecture to ensure compliance with DiD 
principles and the organisation’s formalized method for implementing the strategy. Here the study references chapter 

Table 6 - Zones Described in US Homeland’s Suggestion 
of Defence in Depth for Control Systems 

# ZONE SERVICE 

1 External 

External connectivity  to: 
The Internet 
Peer Locations 
Backup Facilities 

2 Corporate Corporate LAN Access 

3 
Manufactur
ing & Data 

Monitoring & Control 
Operational Support 
& Engineering Mgmt. 

4 
 

Control / 
Cell 

Connection to PLCs, HMIs 
& I/O devices. 

Control Operations 
5 Safety Safety Instrument Systems 

 

Table 7 - Steps and Activities of 
Suggested Method for Implementing 
Defence in Depth, According to DCSSI. 

STEP ACTIVITY 

1 
Determine Assets and Security 

Objectives 

2 Define System Architecture 

3 Develop Defence Policy 

4 
Check Qualification & 

Compliance  

5 
Continuous & Periodic 

Evaluation 
 



   
   

 14 
 

7 of ISO 15408 as a qualitative approach for qualification, but also suggests a proof-based approach by performing 
risk analysis and analysing possible attack scenarios. 

3.2.7 Defence-in-Depth & Layered Defences: Concluding Remark 

The sources reviewed in sections 3.2.2 to 3.2.6 are all concerned with the concept of Defence-in- Depth, but show a 
great diversity in what different meanings the concept conveys as described in those texts. These different meanings 
make it a versatile but rather vague concept, and while some seem to use it mostly as a way of grouping security 
measures into different categories and emphasise the importance of implementing security measures from each 
category, others use it to describe a layered approach. 

Indeed, layered defences or layered security may be seen as only one of the components of a Defence-in-Depth 
strategy [16]. A concluding remark to be made from this finding is that while there are common points of contact, 
the concept of layered defences and that of Defence-in-Depth are not synonymous.  

4 STANDARDS & LITERATURE REVIEW 
This section presents the important findings from the industry standards, reference architectures and other literature 
sources, divided into different sections based on which research question they refer to. 

4.1 Zone Models: What Is the Definition of a Zone? (1.1) 

This will describe the different zone models in the standards and other referenced literature, in order to portray what 
kinds of definitions of zones there are. At the end of this chapter, in section 4.1.8, a matrix will be constructed 
showing how the divisions of the different zone models relate to each other. 

The models reviewed here have been chosen from industry recognised standards and regulations, but as can be seen 
in section 3.2, some standards prescribing defence in depth also state they use a model with different layers, levels or 
zones. However, some of these models are considered to be of a different character, in that they promote the use of 
different protective countermeasures, and that these are what are divided into different classes of protection. An 
example is the kind of defence-in-depth suggested in the CISSP document reviewed in section 3.2.1. The models 
chosen for this section are considered to be zone models of the type comparable to the model under review in that 
they divide the functionality and/or systems into different zones. 

4.1.1 Purdue Reference Model for Computer Integrated Manufacturing 

First out is a reference model for CIM is that developed at Purdue University, Indiana USA, and published by the 
ISA as “A Reference Model For Computer Integrated Manufacturing (CIM)” [17]. Also referred to as the Purdue Enterprise 
Reference Architecture, in this report it will henceforth be abbreviated PERA. 

Several of the models in the ISA95 report part 1 are based on this PERA model, and they are in turn referred to in 
the ISA99 report part 1 [18], [1]. The previously reviewed Defence-in-Depth report by the US Department of 
Homeland Security also refers to the Purdue Reference Model for CIM [14]. 

The model presents an example of a 
manufacturing system implementation, 
which contains six levels, described in Table 
8. As the scope of the Purdue CIM reference 
model is the computer integrated 
manufacturing, it focuses on the innermost 
four of these six levels. The outermost level 
(enterprise) is considered an external entity, 
the reason being it contains innovative 
functions which cannot be modelled 
mathematically. The first level – level 0 – is 
excluded because of the wide differences of 
equipment and functions within different 
industries.  These two layers are italicised in the table to show their peripheral status. 

Table 8 - Purdue Reference Model for CIM Levels Description. 

LEVEL HIERARCHY ACTIVITIES 

null Enterprise Corporate Management 

4 Facility Planning Production 

3 Section Material/Resource Supervision 

2 Cell Coordinate Multiple Machines 

1 Station Command Machine Sequences 

0 Equipment Activate Sequences of Motion 
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Functions and departments mentioned as relating to corporate management, thereby outside the scope of the CIM 
reference architecture albeit interesting as a means of delimiting the model, are: Finance & Administration; 
Marketing & Sales; Research & Development; Engineering; Intermediaries; Suppliers and Customers. 

Although the six levels in Table 8 are the levels presented in the model, the report also mentions that different 
applications might require more or fewer levels of this kind, and indeed that the number of levels is likely to vary 
between implementations. An example alteration to the levels, as suggested in the report itself, is the addition of 
levels for reasons of compounding; where an industry using a single plant might have four levels, one with multiple 
plats may add another level on top for coordination of the plants. The reason the model settled on six levels, 
however, is explained to be that this amount was considered sufficient to identify where integration standards are 
required, as that was one of the objectives of developing the reference architecture. 

The six levels of the model are also declared to be functional levels, in that they are grouped according to what 
function in the manufacturing process, and management thereof, they perform. As such, another grouping of the 
“real tasks” of the levels is made as the division between level 2 and 3 is highlighted, which is also shown in Table 8 
using a thicker line. This grouping portrays the real tasks of level 1 and 2 to be control computation and control enforcement, 
whereas those of level 3 and above are production scheduling and management information. 

An interesting side note is that despite their functional grouping the levels are not clearly mapped to the different 
functional entities of the CIM system which are described in chapter 4 of PERA. In this chapter, a set of data flow 
diagrams are presented, showing what kind of information is passed between these functional entities. However, 
there is no clear distinction as to what data is communicated between the different layers. From the point of view of 
IT security, such a mapping of data flows between different layers would have been interesting indeed. 

4.1.2 ANSI ISA95, Part 1 

As mentioned, the PERA model explained in section 4.1.1 above was 
the basis for the models in this document, “Enterprise-Control System 
Integration, Part 1: Models and Terminology”, published by the Instrument 
Society of America (ISA) under the code ISA 95 [18]. Due to this 
relationship, this section will focus on pointing out the differences 
between the ISA95 model and the PERA model.  

Where the PERA model’s objective is to identify different levels at 
which integration standards are required, the main goal of the ISA95 
model is specifically to identify the boundary between the enterprise 
level and the manufacturing & control level, in order to then be able to 
specify the interface content between these levels. 

With this goal in mind, the ISA95 model presents five levels, numbered from 0 to 4, matching those of the same 
numbers in the Purdue model, i.e. disregarding the top one mentioned in, but not included in the scope of, the 
PERA model. These levels are presented in a way which portrays the focus on the interface between level 3 and 4 by 
grouping level 0, 1 and 2 together and then presenting level 3 and 4 individually. The labels have also changed, as can 
be seen from Table 9. 

Interestingly, there is a grouping showing the real tasks of the levels also in the ISA95 model, even using the same – 
but edited – diagram as in the PERA model. However, the alteration made to the diagram now places the division 
between level 3 and 4, whereas in the PERA model it was between level 2 and 3. As in the table showing the PERA 
model levels, the division is shown in Table 9 by a thicker line. 

4.1.3 ANSI ISA 99, Part 1 

Building on the model they presented in ISA95, the ISA present a similar layered model in their publication Security 
for Industrial Automation and Control Systems, Part 1: Terminology, Concepts, and Models, also known under the name of 
ISA99 [1]. 

Table 9 - ISA95 Levels and Labels 

LEVEL LABEL 

4 
Business Planning & 

Logistics 

3 
Manufacturing Operations 

& Control 

2 Supervision 

1 Operation 

0 Process Control 
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The ISA99 model keeps the same amount of levels as the ISA95 
model, however re-labelling the five levels some, as can be seen 
in Table 10. 

As in the ISA95, a special distinction is made between level 4 
and 3, shown in Table 10 by a thicker line. In the ISA99 model, 
this line demarks the border of what are considered Industrial 
Automation and Control Systems (IACS), namely the 
components of level 0-3. 

After presenting this reference model for the ISA99 standards, 
another view of the same model is shown, as applicable to 
SCADA applications. An interpretation of the view is presented in Table 11. 

In this view, the sites at which the different 
activities of the different levels take place are 
shown, and even the Wide Area Network that 
connects the control centres with the remote 
sites. The plural form used in the name of 
control centres and remote sites also shows 
that the SCADA system is capable of 
acquiring data from multiple instances of 
such centres and sites. 

The role of the reference model described in 
the ISA99 standards is that of giving a 
descriptive generic view of a system where 
IACS play a part, to be used as a frame in 
which to place the more detailed models that 
are generated as part of the process towards 
securing the IACS, as defined in the 
document. As such, the levels in this reference model are logical groupings based on the functionality of the levels, as 
described in the model in ISA95, which is referred to in ISA99. 

In the ISA99 document however, another meaning is reserved for the word zone. This pertains to the concept of a 
security zone, which the document defines to be a “grouping of logical or physical assets that share common security 
requirements”2. These security zones can be cascading in that they contain sub-zones, thereby allowing for a DiD-
approach to be used. An example could be that the boundaries of a physical plant could be aligned with a security 
zone A, but that the control centre within that plant belongs to another, nested security zone B. This would imply 
that the systems belonging to the control centre zone would still have to live up to all the requirements of security 
zone A, but also those of security zone B. 

These security zones can refer to physical zones, like in the example above, but also virtual zones in which case they 
are logical groupings of assets that do not need to share the same location. Instead they share functionality or 
characteristics that make them similar in some aspect that make them share security requirements. 

These commonalities allow the security zones to be used for specifying requirements of the systems within the zone, 
and also to enable the use of another concept described in this standard, namely the conduits. Conduits are like a 
specialisation of security zones, dealing particularly with communication. As such, it can define the requirements for 
the communication within or between zones, for instance requirements on the communications occurring over a 
local area network (LAN) within a power plant. 

Once their boundaries are defined, security zones and conduits can have a security level assigned to them in order to 
deal with threats and security countermeasures based on logical groupings, rather than for each individual system. To 

                                                           
2 From the definition of the term Security Zone, of Section 3.2.116, page 30 of [1].  

Table 10 - ISA99 Levels and Labels 

LEVEL LABEL 

4 
Enterprise Systems 

(Business Planning & Logistics) 

3 Operations Management 

2 Supervisory Control 

1 
Safety & Protection 
+ Basic Control 

0 
Process 

(Equipment under control) 
 

Table 11 - ISA99 Levels, SCADA Version 

ENTITY LEVEL ACTIVITY 
Enterprise 
Systems 

4 Engineering Systems 

Control 
Centres 

3 

Operations Management: 

System Management 

Supervisory Control 

Wide Area Network 

Remote Sites 

2 Site Monitoring & Local Display 

1 
Protection 

Local Control 

0 Equipment Under Control 
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this goal, there are three kinds of security levels used with the security zone and conduit concept; target security level, 
achieved security level and security level capability, where the latter is assigned to countermeasures to indicate how 
effective a countermeasure is. The target level is the benchmark level that needs to be reached by all the systems that 
are placed within the zone, and the achieved level is a measurement of how effective the security of the zone is at 
present, which should then always trump the target security level of the zone. 

In conclusion, there are several zone definitions within the ISA99 standard, and these can largely be divided into two 
kinds, depending on their goals. The first kind is that of the different levels of the reference model. The goal of that 
model is to provide a common point of reference for the other models developed in the process of securing the 
industrial automation and control systems within an enterprise. These levels are divided by functionality of the 
systems. The second kind of zones are those called security zones and conduits, which are zones described in more 
detail as they can have security levels assigned to them. These are also not based only on the reference models, but 
also the reference architecture which is optimally specific for the enterprise going through the security enhancing 
process defined in the ISA99 standard. The goal of using this kind of zones is to define common security principles 
and assign countermeasures based on logical groupings instead of having to do so for each component of a system. 

4.1.4 NRC Regulatory Guide 5.71 

Another layered model is that described in the U.S. Nuclear Regulatory 
Commission’s Regulatory Guide 5.71, published in January of 2010 [19]. As 
is befitting of that organisation, the model, referred to as a security 
defensive architecture, pertains specifically to nuclear powerplants. One of 
the goals of the guide is to direct how to comply with the requirements 
specified in the NRC regulation labelled 10 CFR 73.54 – “Protection of digital 
computer and communication systems and networks”, which came into effect in 
November 2009. 

The model presents five concentric security levels, numbered from 0 to 4 
and labelled as shown in Table 12. As can be deduced from their labels, 
level 4 is the vital and innermost level, being the furthest from level 0, 
which is public, such as the internet. Note that the numbering of the levels is reversed here in comparison to the 
models based on the Purdue reference architecture. 

These levels are separated by security boundaries where technical security measures such as data diodes and firewalls 
restrict and monitor the data flows. Therefore, systems that require a high degree of security, but whose nature make 
them hard to harden (e.g. safety systems requiring real time operation) should be placed in level 4 in order to place as 
many security boundaries between them and the public level. 

Also, any communication between levels must pass through a device that is capable of ensuring that the data flow is 
in compliance with the security policy defined between those levels. This is to fulfil the objectives of this zone model, 
which are to isolate systems and control data flow in order to promote Safety, Security and Emergency Preparedness 
(SSEP).  

4.1.5 U.S. Department of Homeland Security & NIST 800-82 

A different zone model is presented by the National Institute of Standards and Technology (NIST) in the 
publication “Guide to Industrial Control Systems (ICS) Security”, also known under the code NIST 800-82 [20]. This 
model is more applied in the sense that it is mentioned as an example of a network architecture, and it is adopted 
from a U.S. Department of Homeland Security’s publication on Defence-in-Depth. The referenced document [21] 
later evolved into a new publication about Defence-in-Depth [14], a document reviewed in section 3.2.5. Note that 
the model referred to in the NIST is from the older publication from the U.S. Department of Homeland Security, 
published in 2006, whereas the one described here is from 2009. 

Because it was used in the description of the Defence-in-Depth, the zone model from the U.S. Homeland Security is 
already presented in Table 6 on page 13. This model is also mentioned to be developed from the Purdue Model for 
Control Hierarchy, which is based on a functional segmentation.  

Table 12 - Levels Suggested in NRC 
Regulatory Guide 5.71 

LEVEL LABEL 

4 Vital 

3 Protected 

2 Owner-Controlled 

1 Corporate Accessible 

0 Public 
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As it is presented in the U.S. Department of Homeland Security’s publication, the goal of the model is to divide the 
control systems architecture in order to be able to apply multiple layers of defence at appropriate places of 
interconnection. In the NIST publication, the reference to the model was used for prescribing a Defence-in-Depth 
approach with multiple defensive countermeasures, e.g. using multiple firewalls and IDPS. 

4.1.6 The Zone Model under Review 

The zone model that was the starting point for this master thesis is that 
described in a paper titled “Zoning Principles in Electricity Distribution and 
Energy Production Environments”, presented at the CIRED conference of 
2009 [1]. This zone model has six zones, numbered 1-6, based in large on 
a functional division which follows the PERA model, but also containing 
parts inspired by the NIST and NRC models reviewed in sections 4.1.4 
and 4.1.5. The zones are shown in Table 13. 

The goal of this model is to provide a multi-layered Defence-in-Depth 
approach by segmenting the IACS and IT systems and only allowing data 
and control flow to be passed between consecutive levels. By doing so, 
potential outsider attackers must deal with several cascading protective 
countermeasures and risk detection at several stages of the attack.  

Consequently, attacks to the critical processes at the core, which are considered to be the main target of malignant 
attacks, become more risky and the breach of the outlying security devices yields less in return for the attack, as the 
inner layers remain shielded.  

This logical grouping into zones also allows for protection requirements to be defined in a way that applies to a 
whole segment of the systems in use, thereby allowing for countermeasures to be customised to that level. This also 
offers flexibility in the choice of countermeasures, allowing for controls in one zone to be changed without affecting 
the security level of surrounding zones. 

4.1.7 Categorisation of the Models 

When inspecting the purpose and usage of the different zone models reviewed here in section 4.1, they can be 
categorised into two different kinds of zone models. They are either based on a functional division or on layered 
defences. In the case of the reviewed model, it is a mix of the two, but as it is the model at the core of comparison to 
other industry standards, it will remain in a central role and not be placed into any category. 

4.1.7.1 Functional Based Models 

The functional based models are the PERA model and those stemming from it, namely the ISA 95 and ISA 99. In 
these models, the division into different zones (or levels by their nomenclature) is based on the functions performed. 
These zones are then sequenced in the way that they span a range from functions close to the industrial process, to 
functions closer to planning of that process. This means the lowest level contains the functions directly involved in 
the process, and for each step up, the functionality becomes more involved with coordinating that process.  

4.1.7.2 Layered Defence Models 

The models based on layered defences are the NRC R.G. 5.71, reviewed in section 4.1.4, and the DHS and NIST 
models, reviewed together as one model in section 4.1.5. Here, the division into different zones (or layers as they are 
called in the NRC guide) is performed with the goal to provide layered defences, in order to enhance IT security. 
This implies that actual components or systems are divided into the zones, rather than the functionality these 
components and systems provide. Indeed, some of the components or systems within a given zone are likely to be 
performing tasks providing similar functionality, but the key for division is based on system isolation and network 
segmentation in order to achieve a layered defence system architecture. 

4.1.8 Summary: Normalised Zone Model 

To summarise the different zone models reviewed in section 4.1, a normalised zone model is presented here. This 
model will act as a mapping between the zones of the different models described above, in a manner similar to the 
model presented in a paper titled “Zone Principles as a Cyber Security Architecture Element for Smart Grids” [4].  

Table 13 - CIRED Zone Model: 
Zone Numbers and Labels 

Zone Label 

1 Critical Automation 

2 
Critical Operation 

Control 

3 Operation Support 

4 Administrative Support 

5 Common IT Services 

6 Extranet 
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Compared to the normalised zone model presented in that paper, however, this normalised zone model contains two 
additional zones, in order to enable additional distinction. These zones are Safety Instrumented Systems, and Corporate IT, 
and the reasons for adding them are described below as their sources are explained. 

Since the ISA95 and ISA99 are both based on the PERA model, those three models’ zones map one-to-one to each 
other. 

The NIST 800-82 model [20], or rather the 2009 version of the document – from the U.S. Department of Homeland 
Security (DHS) [14] – that the NIST 800-82 model refers to, is slightly different from the previous three. This model 
makes a special segregation between the safety-zone, containing safety instrumented systems (SIS), and the cell zone 
containing the control room workstations as well as sensors and actuators. To accommodate for this difference, the 
normalized model has been extended with a zone for safety instrumented systems.  

When it comes to the model from the NRC regulatory guide 5.71, it is not described in much detail. However, there 
are data-flow restrictions stating that level 4 systems may only communicate one-way with level 3 systems (from 4 to 
3), and it is stated that the safety systems should be in level 4.  This means that in order for the safety instrumented 
systems (SIS) to be able to get input from the process, the process must also be located in level 4. Furthermore, since 
the control needs to send signals to the process, it too must be in level 4. It is also hard to understand what to place 
in level 3 as it is not allowed to receive data from level 2, and not allowed to send data to level 4, which critical 
operation/supervisory control should be able to do in order to affect the process.  

As the model under review contains a distinct zone for Corporate IT, this has been added to the normalised model.  
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Table 14 - Normalised Zone Model, Full Grid Layout 

 Process 
Basic 
Control 

Safety 
Instrumented 
Systems 

Critical 
Operation/ 
Supervisory 
Control 

Operations 
Support/ 

Management 

Business 
Automation/ 
Logistics 

Corporate 
IT 

External 
Partner 

Connection 

Reviewed 
Model 

- 1 1 2 3 4 
5 

6 

PERA 0 1 1 2 3 4 - - 
ISA95 0 1 1 2 3 4 - - 
ISA99 0 1 1 2 3 4 - - 
DHS 

(NIST 800-
82) 

4 4 5 4 3 3 3 2 1 

R.G. 5.71 4 4 4 3 2 2 1 0 
 

Table 15 - Normalised Zone Model, Merged Cells 

 
Proces
s 

Basic 
Control 

Safety 
Instrumented 
Systems 

Critical 
Operation/ 
Supervisory 
Control 

Operations 
Support/ 

Management 

Business 
Automation/ 
Logistics 

Corporate 
IT 

External 
Partner 

Connection 

Reviewed 
Model 

 1 2 3 4 
5 

6 

PERA 0 1 2 3 4  
ISA95 0 1 2 3 4 
ISA99 0 1 2 3 4 
DHS 
(NIST 
800-82) 

4 5 4 3 2 1 

R.G. 5.71 4 3 2 1 0 
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4.2 Characteristics of the Reviewed Model’s Zones (1.2) 

Based on the normalized zone model, the characteristics of the different zones of the reviewed model can be 
extracted from the corresponding zones in the literature describing the other zone models, and potentially other 
literature regarding IT-security for those zones. This will be needed to describe the particular qualities and attributes 
of components and systems within the given zones. A first step is to define in general terms what the zones are to 
contain, which is done as the zones are presented in section 4.2.1 to 4.2.6. 

As has been found in the review of different zone models, there are two general categories of models: the functional 
ones, represented by PERA, and by its extension also the ANSI/ISA 95 and ANSI/ISA 99 models, and the layered 
defence ones, represented by the R.G. 5.71 and the U.S. D.H.S. and by its extension the NIST 800-82. 

The reviewed model borrows from both of these categories of models, and as the content of the zones are defined 
below, it is mentioned which content is from the functional zones and which is from the layered defence zones.  

To present the relationship between the two different categories of zone models and the reviewed model graphically, 
an additional kind of normalised zone model is presented in Figure 1 below.  In this figure the reviewed model is in 
the centre and its 6 zones are the basis for comparison, instead of the 8 zones in the normalised zone model 
presented in section 4.1.8. The zones which correspond to each other are aligned vertically, implying e.g. that the 
Corporate Zone in the layered defences models corresponds to the zones on the same height, namely Zone 5: Common 
IT, and Corporate Management from the functional based models. Note also that this corporate management zone in 
the lane of the functional models is presented differently from the others. This is to show its peripheral status that 
comes from it being mentioned in the PERA model, but referred to there as external, which lead to its exclusion in 
the ISA 95 and ISA 99 models. It is shown here in the model for reference. 

To show another anomaly, arising from the fact that the zones of these three lanes are hard to align into a perfect 
one-to-one-to-one mapping, two red double-headed arrows have been included at the bottom zones. These show a 
correspondence between the end-zones they connect, in order to overcome the limitations of this two-dimensional 
display. In this case, it shows that the control/cell zone of the layered defences contains parts that are placed in the 
process level of the functional based models, but that the safety zone of the layered defences is still at the core of that 
model, whereas it is one level above the core in the functional based models. 
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Figure 1 - Comparison between the Zone Model under Review and the two Zone Model Categories 

4.2.1 Zone 1: Critical Automation 

Labelled as Local or Basic Control in ANSI/ISA 99, and described as Commanding Machine Sequences and Motion in 
PERA, in the functional based models this zone deals with directing and coordinating the activity of the shop floor 
equipment. 

PERA only mentions one main function performed in its zone 1, namely Shop Floor Production on Station Level. The 
ANSI/ISA 99 description of zone 1 is that its functions include those involved in sensing and manipulating the 
physical process. It even mentions that some of the components typically found in this zone are:  

• DCS (Distributed Control System) controllers 

• PLCs (Programmable Logic Controllers) 
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• RTUs (Remote Terminal Units) 

The ANSI/ISA 99 also mentions specifically that Safety Instrumented Systems (SIS) are considered to belong to this 
zone.  

In the DHS model, however, this zone is split into two, where the innermost zone is reserved for precisely the SIS. 
As can be seen in the normalized zone model in Table 15, the DHS model is the more detailed one here, where its 
zone 4 and 5 can both be considered as matching to the whole zone 1 of the functional models. This implies that 
those two zones of the DHS model can be used as sub-zones of the functional models’ zone 1. Unfortunately, this 
matching is not entirely exhaustive, as the DHS model mentions HMIs to be a part of its zone 4, whereas these are 
not included in zone 1 of the functional models, but instead zone 2 of that model. A description of these two zones 
in the DHS model follows below. 

The DHS’ zone 4 is labelled as the Control/Cell Zone, and is said to contain components such as PLCs, HMIs and 
basic I/O devices such as actuators and sensors. 

The DHS’ zone 5 is labelled as the Safety Zone, and is the innermost zone in the layered defences. Its components are 
those that have the ability to automatically control the safety level of an end device. This includes the Safety 
Instrumented Systems (SIS).  

The layered model of the R.G. 5.71 also places systems related to safety in the innermost zone, mapping to the level 
4 of the R.G. 5.71 model. Indeed, of the levels mentioned in the guide, it presents the most detailed explanation of 
its level 4, in that it is at the core of the model. The guide defines a concept of Critical Digital Asset (CDA) and 
states that CDAs should be placed in this innermost level if they: 

• Are associated with, or otherwise important to, safety and security functions 

• Support systems or equipment which are themselves important to safety and security functions, or in other 
way would adversely impact safety if they are compromised 

4.2.2 Zone 2: Critical Operation Control 

Labelled as Supervisory Control in ANSI/ISA 99, and described as Coordinating Multiple Machines and Operations in PERA, 
in the functional based models this zone deals with sequencing and supervision of the jobs at the shop floor, and 
supervising various supporting services. 

PERA mentions only one main function performed in zone 2, as in zone 1, namely Shop Floor Production, but for this 
zone on cell level. The ANSI/ISA 99 description says zone 2 is involved in monitoring and controlling the physical 
process, outlining the activities of this zone to be (although it can be discussed whether all of these are indeed 
activities): 

• Operator Human-Machine Interface 

• Operator Alarms and Alerts 

• Supervisory Control Functions 

• Process History Collection 

As can be seen from the normalized zone model in Table 15, this is also where zone 3 of the layered defence model 
of DHS starts, which overlaps to encompass zone 2-4 of the reviewed model. That zone of DHS is said to contain 
the vast majority of monitoring and control, where operation support and engineering management devices, as well 
as data acquisition servers and historians are located. As the functional models are more detailed in splitting this into 
three different zones, zone 2-4 of the reviewed model are mapped as a whole to zone 3 of the DHS model, implying 
that the functional models’ zones 2-4 can be used as sub-zones of the DHS model’s zone 3. However, as has been 
mentioned, due to the placement of the HMIs, the zone 4 of the DHS model also plays a role in the mapping to 
zone 2 of the functional models. 
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The R.G. 5.71 is less detailed in its descriptions, but level 3 is assumed by its description of “protected area” to be 
mapped to this zone 2 of the reviewed model, without the R.G. 5.71 mentioning which components or functions 
should reside in it. 

4.2.3 Zone 3: Operation Support 

Labelled as Operations Management in ANSI/ISA 99, Manufacturing Operations & Control in ANSI/ISA 95, and as 
Allocating and Supervising Materials & Resources in the PERA model, in the functional based models, this zone 
coordinates the production and supports in obtaining and allocating resources to the jobs. 

 The functions of this zone are mentioned in PERA to be: 

• Shipping 

• Waste Material Treatment 

• Low Level Production Management 

• Low Level Procurement 

• Low Level Resources Management 

• Low Level Maintenance Management 

And more detailed in ANSI/ISA 99, these activities are involved in this zone: 

• Collecting and maintaining area data on production, inventory, manpower, raw materials, spare parts & 
energy usage 

• Reporting on area production and variable manufacturing costs 

• Establishing and modifying detailed production schedules, including maintenance, for its own area  

• Performing data collection and off-line analysis as required by engineering functions, such as quality 
analysis and related control functions 

• Locally optimizing the costs for its individual production area, while carrying out the production schedule from 
zone 4 

• Performing human resource functions such as: work period statistics, vacation & work force schedules, 
union line of progression and in-house training & personnel qualification 

As can be seen from the activities above, the “low level” mentioned in the functions refers to the activities being 
performed with regards to a certain area, or locally performing the tasks. This implies the detailed parts of these 
activities will be performed here, and as can be seen in zone 4, the same functions occur there but at “high level”. 
This means that the results of the low level activities from various areas of zone 3 are collated and coordinated in 
zone 4. 

4.2.4 Zone 4: Administrative Support 

Labelled as Enterprise Systems in ANSI/ISA 99 [1], Business Planning & Logistics in ANSI/ISA 95 [18], and as Planning 
Production in the PERA model [17], in the functional based models this zone contains the business-related functions 
involved in running a manufacturing process.  

Among these functions are, according to PERA: 

• Product Design & Production Engineering 

• High Level Production Management 

• High Level Procurement 

• High Level Resources Management 

• High Level Maintenance Management 

More detailed, as outlined in ANSI/ISA 99, these activities are involved in this zone: 

Collecting and maintaining: 
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• Raw material & spare parts usage and inventory 

• Overall energy use and inventory 

• Overall goods in process and production 

• Quality control files 

• Machinery & equipment use and life cycle history 

• Manpower use data 

And also: 

• Establishing and modifying the basic plant production schedule based on resource availability, and planned 
and unplanned production interruptions 

• Doing materials resource planning and spare parts procurement 

• Developing maintenance schedules 

• Performing capacity planning based on the activities above 

4.2.5 Zone 5: Common IT Services 

While mentioned as external in the PERA model, and therefore not labelled with a number, the outmost level is that 
of Corporate Management, which corresponds to zone 5 of the reviewed model. The PERA description of this zone is 
that its basic functions are those of: 

• Corporate Management 

• Finance 

• Marketing & Sales 

• Research  & Development 

However, since this is not actually included in the scope of the PERA model, it is not present in the ANSI/ISA 95 
or ANSI/ISA 99. 

In the layered defence models, this is mentioned as the corporate zone (DHS) or corporate accessible area (R.G. 
5.71). Typical components belonging to this zone are E-mail servers, DNS servers, and IT business system 
infrastructure components.  

4.2.6 Zone 6: Extranet 

This, the outmost zone in the reviewed model, does not have any clear corresponding level in the functional zone 
models.   

In the reviewed model, this zone acts as an interface zone between the corporation and external connections.  

As such, this zone has a match in the Layered Defences models. In the R.G. 5.71 this is represented by level 0, the 
outmost one, described as a public area. In the DHS model, it is represented by zone 1, the external zone, described 
as handling connectivity to the Internet, peer locations and backup and remote facilities.  

4.3 Parameters Needed for Division Method (1.3) 

This will present any references in the different standards and zone models about which aspects and parameters to 
regard in dividing into zones. 

4.3.1 ISA95 

When defining the scope for the ISA95 document, a distinction is made between the Manufacturing Operations & 
Control domain, and the Enterprise domain [18]. When drawing the line between these domains, i.e. between level 3-
0 and level 4 of the model described in section 4.1.2 above, a list of criteria was used for inclusion of functions and 
information flows in the Manufacturing Operations & Control domain (level 3 and below). 

These criteria state that if a function is either: critical to maintaining regulatory compliance, critical to plant reliability, 
or impacts the operation phase of a facility’s life, then it should be included in level 3 or below. For information 
flows the criteria for inclusion in level 3 or below is that it is needed by facility operators to perform their jobs. 
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4.3.2 ISA99 

When the ISA99 describes security zones and how to use them, a note is presented regarding the physical areas or 
zones, stating that there can be distinct advantages in aligning them with the logical security zones [1]. 

4.3.3 NRC Regulatory Guide 5.71 

The defensive architecture from the NRC Regulatory Guide 5.71 [19] is presented together with two flowcharts used 
for identifying critical systems (CSs) and critical digital assets (CDAs) respectively.  

Critical systems are those that: directly perform functions promoting Safety, Security or Emergency Preparedness 
(SSEP functions); affect critical systems, critical functions or pathways; support critical systems; or protect critical 
systems. 

After identifying these CSs, the CDAs can be identified as those digital assets that: directly perform SSEP functions; 
affect critical digital assets, critical functions or pathways; support critical assets; or protect critical assets. 

The regulatory guide then states that in order to be acceptable, the defensive architecture should ensure that all 
CDAs that are associated with safety and that are important to safety and security functions should be placed in level 
4, the innermost level. The same goes for support systems and equipment that are important to safety and security 
functions, or that, if compromised, would adversely impact safety.  

An interpretation of this is that the criticality of a particular system, or the systems supported by that particular system, 
is an important parameter used in deciding in which zone to place the system. 

Furthermore, the defensive architecture of the regulatory guide allows for communication between systems of the 
same level, although suggests digital isolation insofar as possible, i.e. to only create the communication pathways that 
are absolutely necessary. The guide also sets the requirements that this innermost level 4 should only be allowed one-
way data flow going to level 3, and similarly from level 3 to level 2, and that data flow between any two levels must 
pass through a device that enforces the security policies of the involved levels. Depending on what data flows are 
required for a certain system or component to be able to function properly, this constraint needs to be addressed in 
the division scheme in order to ensure that the required communication lives up to the one-way demands on data 
flows. 

4.3.4 PERA Webpage 

An article titled “Design of Enterprise Architectures” [22], presents additional aspects to 
consider when dividing systems into zones. The article can be found on the PERA 
Enterprise Integration Web Site3. This site is hosted by Ted Williams, the editor of the 
previously referenced Purdue reference model for CIM [17], and is dedicated to providing 
a reference site for PERA material. 

In this article the author presents the “4 R’s” of networking as a means of classifying the 
systems into zones. These refer to response time, resolution, reliability and reparability, as 
shown in Table 16 to provide an overview. The author states that if a system is analysed to 
set a time for these four aspects, the systems in the higher levels of the Purdue Enterprise 
Reference Architecture will have higher values for these aspects whereas the lower levels, closer to the process, 
generally have lower values.  

Response time is the time it takes a system to consume, or respond to, the data produced. For instance, when data is 
created by taking measurements at the process level, the controllers and PLCs which are placed at the innermost 
zone in the architecture respond quickly to that data. The systems in higher zones however, such as those presenting 
statistical displays of performance of a production unit, can deal with data that was acquired several days ago. As 
such, this can also be seen as a measurement of how much time delay the system can tolerate in input data. 

Resolution is related to response time, but refers to the intervals at which data is collected. Close to the process, the 
data collection will occur often – in short intervals – in order to be able to respond quickly to deviations in the 

                                                           
3 Http://www.pera.net 

Table 16 - The 4 R’s 
of Networking 

Response Time 

Resolution 

Reliability 

Reparability 
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production process. When presenting statistical data in higher zones, on the other hand, the data points do not have 
to be as many, and interpolations can be made, which allows for the volume of data to be kept lower. 

Reliability refers to the consequences of failure of the system, and to be able to appoint a time to this aspect, it can 
be considered to be the maximum time tolerated before the system needs to be restored 

Reparability is connected to reliability, but is a measure of how easily the system can be maintained. In order to set a 
time to this aspect, it can be considered to be the maximum tolerated time the system can be down as a result of 
maintenance procedures. 

As these four aspects seem to be coupled strongly in the two pairs of response time-resolution and reliability-
reparability, it could be suggested that these be further abstracted into two different concepts. One regarding data 
collection rate, and the other regarding demands on system availability, the latter of which would also be tied to the 
system’s criticality. 

4.4 Combining the Parameters into a Zoning Division (1.4) 

With IT security in mind as the main goal of the zone division, the following objectives should be considered: 

•  Minimize amount of data flows between systems (digital isolation) 
o Especially over zone boundaries 

• Shield the most critical yet vulnerable systems at the core of the layered architecture 

• Match system components to zones using the 4 R’s: 
o Data Collection 

� Response Time 
� Resolution (of data) 

o Criticality 
� Reliability 
� Reparability 
� + (not an R) criticality of the implications of system failure/malfunction 

• Align physical zones with logical zones insofar as possible 

The priorities as to the order in which these objectives should be fulfilled, or how important they are relative to each 
other, is not stated here as that has not been found in the literature reviewed for this report. However, a promising 
method to be used for dividing the systems into zones has been mentioned in the 4R-method. How good this 
method is at delivering a zone division that fulfils the objectives mentioned above is still not known, and this would 
be a good focus for an empirical study such as the survey study suggested in section 2.2 could offer, where expert 
judgements are collected and analysed. 

5 QUALITATIVE METHOD PRE-STUDY 
This section presents a pre-study of the qualitative method suggested in section 2.2. In this pre-study, the suggested 
method was attempted at a small scale, in order to acquire meta-input on the survey method. In order to do this, two 
surveys were created, one with the aim to receive the requestor’s zone division, and one to receive input on the 
selected aspects, being the 4R mentioned above. 

5.1 Survey Design 

As mentioned in section 2.2.1, 25 abstract components out of 178 from IEC 61968-1 [5] were randomly selected to 
provide the components for the survey. The components are shown in Table 18 in Appendix A: Selected Abstract 
Components for Survey.   

The zoning division survey was presented to the requestor of the thesis – who is also an expert in the zone model 
implemented within the requestor’s company – and simply presented the 25 components in the given order and 
asked for them to be placed in one of zones 1-6 of the zone model under review. The respondent was also asked the 
meta-question about the survey: “How easy was it to understand what to do?”, with the possible answers: “Very 
Easy”, “Easy”, “Difficult” or “Very Difficult”.   
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Table 17 – 4R Survey Results 

ID 
Requestor’s 
Employee 

External 
Expert 

1 2 4 

2 2 2 

3 4 5 

4 4 5 

5 2 3 

6 4 4 

7 4 4 

8 4 5 

9 1 5 

10 3 4 

11 1 2 

12 2 3 

13 4 5 

14 2 4 

15 4 4 

16 3 5 

17 4 4 

18 1 3 

19 2 2 

20 2 2 

21 1 2 

22 1 2 

23 2 1 

24 3 1 

25 2 2 

 

The second survey was sent to one employee within the requestor’s company who is well familiar with the zone 
model under review, and to one external expert within the same industry of electric utilities, albeit a different 
company – note that this is not the same as the requestor of the thesis; although they are both referred to as experts, 
this one is external.  

This survey presented each abstract component in the same order, and asked for the respondents to select one 
combined value for the 4R aspects, ranked on a 5-graded scale of: “Very Low”, “Below Average”, “Average”, 
“Above Average” and “Very High”. 

The same meta-question about the ease of understanding what to do in the survey was presented here too.   

5.2 Survey Results 

The result of the zone division survey will not be presented as it 
could disclose important information as to how systems are related 
to each other at the requestor’s company. It can be mentioned 
however, that not all zones were represented in the answers. Instead, 
it was only 3 out of the 6 zones that got abstract components 
assigned to them. 

The requestor of the thesis also responded that the survey was 
Difficult. 

The results of the second survey, however, contain less sensitive 
information and are shown in Table 17. The ID of the abstract 
components correspond to those in Appendix A: Selected Abstract 
Components for Survey, although as the specific abstract 
components are not focussed on in this trial survey, the long names 
are for ease of reading left out of Table 17, but the ID corresponds 
to that of Table 18, found in Appendix A: Selected Abstract 
Components for Survey. 

Statistics about the results from the 4R survey show that the two 
respondents were in agreement about the 4R ranking in 8 out of 25 
(32%) of the abstract components. Furthermore, the external expert 
gave a higher 4R ranking than the requestor’s employee on 15 of the 
25 (60%) components, and hence a lower ranking on 2 of the 25 
(8%). 

The requestor’s employee stated that the survey was “Difficult”, 
whereas the external expert rated it as “Easy”. 

6 PRE-STUDY ANALYSIS 
This section provides a brief analysis of the outcome of the pre-
study of the surveys described in section 5 above. 

6.1 Zone Division Survey 

Although not presented for reasons of non-disclosure, what was 
stated about the result of this survey was that not all zones of the 
model under review were used in assigning the 25 random abstract 
components into the model’s zones. 

This could be seen as a limitation of the selected abstract components, and perhaps even of the abstract components 
in large, being mainly specified for distribution management, and not for e.g. generation. It would be preferable if the 
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components or systems used in the survey would cover the entire spectrum of zones in the model, in order to test 
for its completeness. 

As an initial test before looking for another source of components or systems, one could test the survey again, but 
with another randomised, preferably larger, set of abstract components. If a similar result is reached, another source 
could be sought, but it is suggested that this source is also a standard or well-known and recognised within the 
industry, so that the respondents can have a common point of reference of the components. 

Other than this, the respondent answered that the survey was difficult, but that can be expected, as the act of 
dividing the components into zones is what required expert knowledge, and this task’s inherent difficulty was the 
initial reason this master thesis was requested. 

6.2 4R Survey 

As can be seen from the results from the two respondents to this survey, the rate of agreement between the two 
respondents was 32%. Keeping in mind that there were only two respondents, it is important not to draw too many 
conclusions based on this input. Using it this way for meta-data about the survey, however, could give an indication 
that the task of assigning an abstract component a ranking for 4R, where the four different aspects are combined 
into one, might be difficult.  

The observation that the external expert in large ranked the abstract components as having higher 4R aspects, could 
for instance suggest that an improved survey should offer a way to reach a common baseline for the respondents, in 
order to achieve better means of comparing respondent’s replies. 

This time, the survey followed the 4R description used in the literature in which it was found [22], in which a given 
component or system is labelled with the same rank for all four Rs. It could be interesting for an alternative survey to 
attempt the same question, but allowing for the respondents to give one ranking for each of the four aspects. 

These suggestions are left for future endeavours to validate the 4R method.  

7 DISCUSSION 
One of the outcomes of the literature review performed in order to compare the reviewed zone model to other 
industry standard zone models was the categorisation of the reviewed zone models into either those based on a 
functional division, or those based on layered defences. This highlights the various goals behind the zone models. 
The functional models originated from the PERA model, whose aim was to identify where integration standards 
were needed. That is, it was not in regard to cyber security, which by comparison was the perspective out of which 
the layered defence models were developed. 

The model under review, however, attempts to address cyber security issues, and this can be seen from the additional 
two outmost zones which are inspired by the layered defence models, but not present in the functional based models. 
Apart from cyber security issues, it also aims to perform a division supporting in organisational responsibility, 
physical protection and legal requirements.  

These multiple objectives makes the reviewed model a good transitional model, to be used in comparing different 
models much in the way a normalised model does, in order to alleviate in the communication and translation 
between divisions using different zone models. 

At the same time, the focus of the reviewed model seems to be in enhancing cyber security, and if improving this 
objective by further specialising the reviewed model to that goal is wanted, it might be suggested to enhance the 
model with some additional cyber security components inspired by other literature which was reviewed in writing 
this master thesis. These enhancements are mentioned briefly in section 7.1 where suggestions for further study are 
collected. 

7.1 Suggestions for Further Study 

In the answer of question 1.4, the literature reviewed has given some hints as to what to consider in developing a 
division method, where the most promising one seems to be that which mentions the 4Rs of response time, 
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resolution, reliability and reparability. The reason why this is considered the most promising is that it is the only 
specific mention of a method leading to a mapping to a zone model, in this case the PERA model. 

To test the accuracy of the 4R-method, a survey study is suggested, in which a selected group of experts is asked to 
be respondents. If they were to be presented with an amount of abstract components from zones that would be 
present within the whole spectrum of zones of a generic electric utility company and asked to by pair-wise 
comparison state which has the “stronger “4R-requirements, a relative ranking could be reached. This could then be 
compared with a zone division performed manually on the same system components by an expert within the field, 
and a comparison between the ranking and the zone division could be conducted. 

This would correspond to using the method suggested in section 2.2, where the parameters under consideration for 
the 25 abstract components are the 4R.  

7.1.1 Possible Additions to Strengthen the Cyber Security Aim 

This section mentions some additions that could be made to the reviewed model that would strengthen its cyber 
security aim, albeit maybe make it harder to combine with the other aims, have been found in other parts of 
literature that was studied for this master thesis, although which have not yet been reviewed in this report. These 
suggested additions are as follows: 

• Extending the zones with security levels & conduits as described in ANSI/ISA99. These define e.g. 
requirements on interfaces between the zones, by which protection of the data flows between zones could 
be specified [1]. 

• In a similar manner, the security-related logical interface categories from NISTIR 7628 [23] could be 
applied in which the impact that a breach in confidentiality, integrity or availability would have if the 
connections between two given systems were compromised. This could potentially be adapted so that 
interfaces between zones are defined, thereby adding granularity as to why a system has high demands in e.g. 
availability, if it has a data flow that supports a more critical system. 

• Adding a description of the systems within the different zones based on the FIPS199 security 
categorisations [24], in which confidentiality, integrity and availability are measured for how high impact 
levels their compromise would lead to. Doing this for the systems of a zone could enable a high-water mark 
to be defined for these three aspects for each zone, so that e.g. if zone 3 contains a system with high 
integrity requirements, it could steer the security policies for the whole zone. 

• Extending on this added security categorisation for each zone, security control baselines and something 
similar to the control catalogue from NIST 800-53 could be used to match control types needed for 
different zones, depending on their security categorisations [25]. 

• Building further upon this security categorisation of zones, the mappings from NIST SP-800-60 of types of 
information and information systems to security categories could be used as a check to see what systems 
could possibly have been placed in the wrong zone [26]. 

8 CONCLUSIONS 
This report has focussed on the literature review of published industry standards and guidelines and selected five 
zone models described therein, which have been compared to the model under review. In the process of analysing 
the zone models, a distinction was made that lead to the categorisation of the models into either functional based models, 
or layered defence models.  

The major difference between these categories is the objective they try to fulfil, and the reviewed model is to be 
considered to try to tailor to both these objectives, in that it attempts to combine cyber security efforts in providing a 
segmentation that offers and a Defence-in-Depth approach, and organisational efforts in using a functional division. 

The reviewed model has been thoroughly compared to these two categories of zone models, thereby offering a 
definition of the zones by comparison to the descriptions of zones of the other industry standard zone models. This 
comparison between the different types of zone models, displayed in a common table in Figure 1, is considered to be 
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the greatest contribution of this master thesis by creating something of a Rosetta Stone for deciphering the 
correlations and commonalities between the zone model types. 

It should also be noted that the review of the characteristics of the zones, detailed in section 4.2, contains 
descriptions of what kinds of systems and components are present in each zone, thereby acting as guidelines for 
dividing into zones. 

Some suggestions have been found regarding a method for division, where the most promising seems to be that 
investigating the aspects of 4R, being response time, resolution, reliability and reparability. The accuracy of this 
division method remains untested until further empirical studies have been carried out.  
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APPENDIX A: SELECTED ABSTRACT COMPONENTS FOR SURVEY 
This presents the 25 abstract components randomly selected from the collection of 178 in the international standard 
IEC 61968-1 [5], as mentioned in section 2.2.1. The abstract components are presented in Table 18 below. 

Table 18 – Abstract Components Randomly Selected for Survey 

ID Business Function 
Business Sub-
Function 

Abstract Component 

1 
Records and asset 
management (AM) 

Geographical inventory 
(GINV) 

Cartographic maps 

2  
Asset investment 
planning (AIP) 

Budget allocation 

3 
Network operation 

(NO) 
Network operation 

monitoring (NMON) 

Management of data acquired through 
operation (field crews, customers, scheduled 

and unscheduled outages) 

4 . Network control (CTL) 

Automatic controls: 
Protection (fault clearance) 

Sectionalising 
Local voltage/reactive power control 

5 
Operational planning 
and optimisation (OP) 

Network operation 
simulation (SIM) 

Load forecast 

6 . . Switching simulation 

7 . . Incident simulation 

8 . 
Switch action 

scheduling/operation 
work scheduling (SSC) 

Release/clearance remote switch command 
scheduling 

9 . . 
Field crew loading analysis and work order 

scheduling 

10 
Maintenance and 
construction (MC) 

Maintenance and 
inspection (MAI) 

Manage inspection readings 

11 . . Asset maintenance history 

12 . . Work order status tracking 

13 . Work dispatch (DSP) Real-time communication 

14 
Network extension 

planning (NE) 
Network calculations 

(NCLC) 
Contingency analysis 

15 . . Energy loss calculations 

16 Customer Support (CS) 
Trouble call 

management (TCM) 
Outage calls 

17 External to DMS (EXT) 
Energy management and 
energy trading (EMS) 

Generation 

18 . 
Supply chain and 
logistics (SC) 

Contract management 

19 . . Materials management 

20 . 
Customer account 
management (ACT) 

Customer profiling 

21 . Financial (FIN) Strategic planning 

22 . . Business development 

23 . . Regulatory relations 

24 . Premises (PRM) Right of ways, easements, grants 

25 . Human resources (HR) Safety administration 
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APPENDIX B: SURVEY DESCRIPTION OF 4R 
The goal of the survey is to gather your input for each of these components regarding a principle of "The 4 R:s", 
stating four principle criteria for such components to be:  

• Response Time 
• Resolution 
• Reliability 
• Reparability 

Your input on these aspects will then be used to later test a method for dividing components into the zones of the 
CIRED zone model.    
 
4R Explained 

In the survey you will be asked to give an estimate of how high the 4R requirements are for each of the 25 abstract 
components. You will be asked to give one estimate that represents a combined value requirements on response 
time, resolution, reliability and reparability. It is up to you to decide how to weigh these together to combine the 
overall 4R-value. 

R: 
RESPONSE 

TIME 
RESOLUTION RELIABILITY REPARABILITY 

Explanation: 

A measure how 
much delay can 
be tolerated 

before 
information 

gathered about 
the process 

becomes too old 
for the 

component to 
use it 

meaningfully. 

A measure of what 
level of detail the 
data regarding the 
process has, as used 
by the component. It 
can be seen as the 

answer to: how long 
time has passed in 

the real world 
between two 
consecutive 

measurements in the 
data used? 

A measure of how 
long the component 
can be tolerated to be 
malfunctioning or out 

of order. 

A measure of how easily the 
component can be repaired or 

have maintenance performed on 
it. Some components might 

need to be offline or shut down 
while performing the work, and 
if it is a critical component it 
might then require a backup 
component to provide its 

functionality while off-line. This 
would imply it is more difficult 

to repair. 

Example: 

E.g. the oxygen 
tank readings on an 
active space suit of 
an astronaut are 
expected to have very 
low response time, 
whereas a system 
used for resource 
planning using 
readings of the 

oxygen level of tanks 
in storage can allow 
for more delay, i.e. 
higher response time. 
Thus, the space suit 
has higher response 
time requirements 
than the tank 
storage system. 

E.g. the readings of 
oxygen levels in the active 
space suit might be stored 
at second-intervals to be 
used later for analysis of 
what activity caused a 
high oxygen usage, 

whereas the readings of 
the tanks in storage may 
be stored in the resource 
planning system with 
weekly intervals to 
minimize the data 

storage size. Thus, the 
space suit has higher 
resolution requirements 
than the tank storage 

system. 

E.g. the space suit oxygen 
tank reading functionality 
needs to be online and 
working at a fairly short 
interval, whereas the 

oxygen resource planning 
system for tanks in 

storage can be allowed to 
malfunction for longer 
periods of time without it 
posing any serious threat. 
Thus, the space suit has 

higher reliability 
requirements than the 
tank storage system. 

E.g. the active space suit oxygen 
reading functionality could be turned 
off for a few minutes if the tank is 
known to be full, but needs to be 

replaced with a backup if it does not 
start working after that. The oxygen 
planning system for the tanks in 

storage can be taken offline for repairs 
for a longer period of time without 
having to engage a backup system. 
Thus the reparability of the oxygen 
planning system is easier than that of 
the space suit, which implies the space 

suit has higher reparability 
requirements than the tank storage 

system. 

 

Note: in the survey sent out, a link was also included to [22], allowing the respondents to read the source of the theory. 


