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Abstract 
 
Today the extent and value of electronic data is constantly growing. Dealing across the 
internet depends on how secure consumers believe their personal data are. And therefore, 
information security becomes essential to any business with any form of web strategy, 
from simple business-to-consumer, or business-to-business to the use of extranets, e-mail 
and instants messaging. It matters too any organization that depends on computers for its 
daily existence.      

This master thesis has its focus on Information Security Governance. The goal of this 
thesis was to study different Information Security processes within the five objectives for 
Information Security Governance in order to identify which processes that organizations 
should prioritize in order to reduce negative consequences on the data, information and 
software of a business from security incidents. By surveying IT experts, it was possible to 
gather their relative opinion regarding the relationship between Information Security 
Governance processes and security incidents.  

By studying the five desired objectives for Information Security Governance, Strategic 
Alignment, Risk Management, Resource Management, Performance Measurement and 
Value Delivery the result indicated that some processes within Performance 
Measurements have a difference in relation to other processes. For those processes a 
conclusion can be made that they are not as important as the processes which they were 
compared to. A reason for this can be that the processes within performance measurement 
are different in such a way that they measure an incident after it has actually happened. 
While other processes within the objectives for ISG are processes which needs to be 
fulfilled in order to prevent that an incident happens. This could obviously explain why 
the expert‟s choose to value the processes within performance measurement less 
important compared to other processes.  

However, this conclusion cannot be generalized, since the total amount of completed 
responses where less than expected. More respondents would have made the result more 
reliable. The majority of the respondents were academicals and their opinion and 
experience may be different from the IT experts within the industry, which have a better 
understanding of how it actually works in reality within an organization.      
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1 Introduction 
 

This initial chapter presents the background, the research question, purpose and goals, 
and clarifies the delimitation as well as the disposition of the thesis.  

 

1.1 Background 
 
Corporation‟s needs to provide secure, accurate and reliable information when 
dependency on IT (Information Technology) becomes greater for each day. Today 
organizations use technology in managing, developing and communicating important 
assets such as information and knowledge, this makes IT Governance (ITG) a key factor 
for each organization. [8] Good ITG makes the use of information more effective and 
reduces cost and complex threats that are related to information and information security. 
[1] The purpose of IT Governance is to ensure that IT is handled strategically and that 
strategy and goals for IT is in congruence with the enterprise strategy and objective. This 
means that the core activity must define and communicate their business requirements 
and needs concerning IT. [1]  
 
Information Security Governance (ISG) is an essential element of enterprise governance 
and consists of the leadership, organizational structures, and processes involved in the 
protection of informational assets. ISG helps organizations to address the questions 
regarding information security from a corporate governance point of view. [3] Governing 
information security is an essential part in the largely part of information security 
environment. It is important that the information assets are well secured in order to 
achieve the objectives of ISG and the overall objectives of the organization. [14] The 
purpose of ISG is to ensure that all requirements which are enforced on the system not 
only protect the resources and information of the organization, but also guarantees that 
the system is controlled in such a way that security requirements can be assured. [15] 
 
ISG is the responsibility of the board of directors and senior executives. They have the 
responsibility to evaluate and take action to the concerns and sensitivities raised by 
information security, and to make ISG an essential and transparent part of corporate 
governance and aligned with the IT Governance framework. [8] To be able to govern 
effective enterprise and ISG, boards and senior executives must have a full understanding 
of what to expect from their enterprise information security program. They need to know 
how to manage the implementation of an information security program and how to decide 
the strategy and objectives of an effective security program. [8] 
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However, in order to increase the information security and address any information 
security-related issue it is essential for organization‟s to know what ISG processes that 
needs to be prioritized in order to achieve the desired objective for ISG. [23] It is 
therefore the aim of this thesis to evaluate what ISG processes reduces the negative 
consequences on the data, information and software of a business from security incidents. 
One way of doing this assessment is to use the knowledge and expertise of IT 
professionals. By interviewing them and obtaining their relatively judgment, we can 
create an understanding of which ISG processes that needs to be more focused on in 
order to achieve the goals of ISG.    
 
 



3 

Master Thesis          December 22, 2010 
Department of Industrial Information and Control Systems 
KTH, Royal Institute of Technology, Stockholm, Sweden 

 

 

Adnan Farnian 
 

  

1.2 Research Question 
 
The task given was to answer the following question: 
 

“What Information Security Governance processes reduces the negative consequences 
on the data, information and software of a business from security incidents?” 

 
In order to solve this question literature, scientific articles and surveying IT experts on 
the relative importance of the different ISG processes needed to be gathered.  

1.3 Purpose and Goals 

The purpose of this master thesis was to identify Information Security Governance 
processes that organizations should prioritize in order to reduce negative consequences 
on the data, information and software of a business from security incidents. In order to 
fulfill its purpose the following objectives were identified:  
 
 Gather all relevant information concerning the research area from articles and 

literature. 
 

 Define the concept of Information Security Governance and create an 
understanding of its theoretical structure. 

 
 Assess the relative importance of Information Security Governance processes by 

surveying IT experts.  

1.4 Scope and Delimitations 
 
The entire focus of this master thesis lies on the framework of Information Security 
Governance and its processes. The empirical data was collected from a group of experts 
which had expertise in the following areas; Information Technology, Information 
Security Governance and Information Security. This thesis is delimited to only study the 
impact of Information Security Governance on security incident which affects the data, 
information and software of a business.   
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1.5 Outline 
 
In this master thesis there will be a method on how to solve the research questions, and 
that method is developed in an early stage so that the strategy is clear the whole way 
through the thesis. The master thesis is divided into different steps that can be seen in 
figure 1 and that picture also reflects the outline of the master thesis which is described 
below. 
 

 
Figure 1 Outline of the master thesis 

 

Introduction 
 
The first section describes some background information regarding of what the master 
thesis is about, it sorts out the goals and the purpose and creates a research question. The 
reader will also get a brief introduction to the research area.  
 

Theory 

 
In the theory chapter the concept of Information Security Governance and other concepts 
related to it, are explored and defined, based on the theory from adequate literature. 
 

Methodology 

 
In the methodology chapter the methods are presented and described, and will be 
incorporated and used to confront the problem. This is done to simplify for the reader and 
increase the understandability of the report and allow the reader to follow the structure of 
the report.  
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Empirical Data 

 
A presentation and explanation of what empirics that has been gathered is highlighted in 
this section. From the method chapter it is known how the survey will be conducted and 
important factors to consider when doing surveys. The collected data from the surveys 
are shown in this chapter. 
 

Analysis 

 
An analysis is conducted after the gathering of empirical data has been achieved. In this 
chapter statistical methods will be used in order to analyze the difference between the 
collected data.  
 

Discussion and Conclusions  

 
In this section, a discussion regarding the validity and reliability of this study will be 
brought up. A set of conclusions regarding the results and discussion will also be 
presented in this chapter. 
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2 Theory 
 

In this chapter the concept of Information Security Governance and other concepts 
related to it, are explored and defined, based on the theory from adequate literature.    

 

2.1 Information Security 
 
Information plays a major role in supporting organization´s business operations, and 
therefore one of the most important questions is what efforts should be made to protect 
such information against harm from threats leading to different types of impacts, such as 
loss, inaccessibility, alteration or wrongful disclosure. [4] Security relates to the 
protection of valuable and important assets. Assets are data or information recorded on, 
processed by, stored in, shared by, transmitted or retrieved from an electronic medium. 
The protection of these assets arise from different technological and non-technological 
safeguards such as physical security measures, background checks, user identifiers, 
passwords, smart cards, biometrics and correctly implemented and managed firewall. 
Figure 2 shows in what way the different security layers in an organization, were data 
security became computer security, and computer security became IT security and IT 
security became information security.  
 
 
 
      
 
 
 
Figure 2 Security layers  

 
 
The objective of information security is to protect the interests of those relying on 
information, and the systems and communications that deliver the information, from 
harm resulting from failures of availability, confidentiality and integrity. [6] 
According to [6] the security objective is met when:  
 
 Information systems are available and usable when required, can appropriately 

resist attacks and recover from failures (availability). 
 

 Data and information are disclosed only to those who have a right to know 
(confidentiality). 
 

 Data and information are protected against unauthorized modification (integrity). 
 

 Business transactions can be trusted (authenticity and non-repudiation). 

 
Data Security 

 
Computer  

Security 

 
IT Security 

 
Information 

Security 



7 

Master Thesis          December 22, 2010 
Department of Industrial Information and Control Systems 
KTH, Royal Institute of Technology, Stockholm, Sweden 

 

 

Adnan Farnian 
 

  

2.1.1 Confidentiality 

 
In order to protect the confidentiality of information assets they must be kept secret. All 
business information which is sensitive for the organization should not be available to 
whoever may wish to gain access to it. The information must only be given to those who 
have been given authorization. There is two approaches which may protect the 
confidentiality of information, these include restricting access to confidential information 
or additionally, encrypting sensitive business information. [7]    

2.1.2 Integrity 

 
Protecting the integrity of information resources implies maintaining the correctness and 
comprehensiveness of that information. Information integrity is important because 
information plays a major role in the decision making process. If such information is not 
correct or complete this could initiate misguided decisions on the part of executive 
management. Eventually such misguided decisions could lead towards unwanted 
situations in an organization. A violation of integrity could result from planned 
modification of information by unauthorized parties or it could also be from its 
unintentional modification while information is being stored, processed or transmitted. 
[7] 

2.1.3 Availability 

 
In order to protect the availability of the information resources, an organization must 
ensure that such resources are available for use by the relevant parties, at the right time. If 
the availability of information is not appeasing an organization would be unable of 
continuing its normal operations. Correct information at the right time gives the 
management the possibility to make well-timed business decisions, which will give the 
organization competitive advantage. Figure 3 illustrates some of the ramifications if an 
incident occurs. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3 Impact of a Security Incident [6] 
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2.2 Information Security Governance 
 
Enterprise governance is about actions from the executive management that provide 
strategic direction to the firm in order to achieve its objectives, improving risk, and 
managing resources in the most successful and efficient way possible. [10] Information 
Security Governance (ISG) is an essential part of enterprise governance and be aligned 
with the IT Governance framework. ISG consider leadership, organizational structures, 
and processes that which can protect informational assets. With ISG firms can effectively 
track the subject of information security leading to [9]: 
 
 

 Desired outcomes of Information Security Governance 
 

 Knowledge and protection of information assets 
 

 Benefits of Information Security Governance 
 

 Process integration 
 

2.2.1 Desired Outcome 

 
The five fundamental outcomes from Information Security Governance include: [9] 
 

1. Strategic Alignment; ISG allows firms to align security with business strategy to 
support organizational objectives.  

 
2. Risk Management; Firms also execute appropriate measures to minimize the risks 

and potential impacts to an acceptable level and combine all essential aspects to 
ensure processes to operate correctly.  

 
3. Resource Management; ISG allows the firm to use security knowledge and 

infrastructure in the most efficient and effective way. 
 

4. Performance Measurement; ISG enables the measuring, monitoring and reporting 
of security processes to ensure the achievement of objectives. 

 
5. Value delivery; ISG supports the optimization of security investment in support of 

business objectives. 
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2.2.2 Knowledge and Protection of Information Assets 

 
Data are raw material that holds information and only provide information when they are 
organized and manipulated. Information contains data that has a meaning, importance 
and a purpose which is the basis for knowledge. Knowledge is, in turn, detained, 
transferred and stored as organized information. Information and knowledge is becoming 
a business asset which enables the business for any organization. To provide adequate 
protection for this essential resource, the security over information assets must be 
addressed at the top level of the organization. [9]       
 

2.2.3 Benefits of Information Security Governance 

 
Good Information Security Governance generates benefits such as reduction in risk, 
reduction in the impact if a security accident occurs. It can also improve reputation, 
confidence and improve efficiency by avoiding wasted time and effort recovering from a 
security accident. Here are some benefits which add value to the organization [9]: 
 

 Improving trust in customer relationships 
 
 Protecting the organization‟s reputation 

 
 Decreasing likelihood of violations of privacy 

 
 Providing greater confidence when interacting with trading partners 

 
 Enabling new and better ways to process electronic transactions 

 
 Reducing operational costs by providing predictable outcomes - mitigating 

risk factors that may interrupt the process 
 

2.2.4 Process Integration 

 
Process integration focuses on the integration of organizations management assurance 
processes regarding security. Assessing management processes from start to finish, along 
with their controls, can mitigate the tendency for security gaps to exist amongst various 
functions. 
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2.2.5 The Relationship Between IT Governance and ISG 

 
One of the big topics in ITG is information security. ISG includes IT Security element, 
physical security and paper security. [22] IT security element is one example of 
intersection between ITG and ISG. IT security element is a computer access control 
system which indentifies the accessed personnel by ID and password and permits her to 
access the protected data. [22] See figure 4  
 
 

Corporate Governance

Information Security 
Governance 

IT Governance

IT Security 
Element

 
Figure 4 Relationship between ISG and ITG 

 
 

2.3 The Importance of Information Security Governance 
 
The main purpose of information security is to reduce the negative impacts on the 
organization to an acceptable level of risk. Information security protects not only 
information assets, but also prevents the increasing potential for civil or legal liability. 
All information processes, physical and electronic, whether they involve people and 
technology or relationships with trading partners, costumers and third parties are 
protected by information security. Information security structures information protection, 
confidentiality, availability, and integrity all the way through the life cycle of the 
information. [8]  
 
Information security must be a connected part of enterprise governance, aligned with IT 
Governance and integrated into strategy, concept design, implementation and operation. 
Thus, the Information Security Governance involves senior management commitment, 
security awareness, and good security performance and compliance with policy. To 
ensure that all relevant factors are addressed in an organizational security strategy several 
security standards have been developed, such as COBIT, ISO 17790 and others. [8] 
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Together with the security standards, an efficient security management program ensures 
the protection of information assets through a series of technological and non-
technological safeguards and controls. These safeguards and controls are necessary in 
order to prevent threats and vulnerabilities. To achieve effective Information Security 
Governance, management must establish and maintain a framework to guide the 
development and maintenance of an information security management program. [8] 
 
Information Security Governance framework consists of: 
 
 An information security risk management methodology 

 
 A comprehensive security strategy explicitly linked with business and IT 

objectives 
 
 An effective security organizational structure 

 
 A security strategy that talks about the value of information protected and 

delivered 
 
 Security policies that address each aspect of strategy, control and regulation 

 
 A complete set of security standards for each policy to ensure that procedures and 

guidelines comply with policy 
 
 Institutionalized monitoring processes to ensure compliance and provide feedback 

on effectiveness and mitigation of risk 
 
 A process to ensure continued evaluation and update of security policies, 

standards, procedures and risks  
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2.3.1 The Outcome of Information Security Governance 

 
Information Security Governance includes leadership, organizational structures and 
processes that secure information. These structures and processes can only be 
implemented successfully only when there is effective communication amongst all parties 
based on constructive relationships, a common language and shared commitment to 
addressing the issue. [8] These following outcomes are desired objectives for Information 
Security Governance when having properly implemented processes: See figure 5 
 
Objective 1 Strategic Alignment  
 

 Information security policies must be aligned with business strategy in order to 
support organizational objectives. 

 
Objective 2 Risk Management  
 

 Execute appropriate measures in order to manage and mitigate risks and reduce 
potential impacts on information resources to an acceptable level.  

 
Objective 3 Resource Management 
 

 Utilizing the information security, knowledge and infrastructure in order to be 
more efficiently and effectively.    

 
Objective 4 Performance Measurement 
 

 Measuring, monitoring and reporting information security governance metrics to 
ensure that organizational goals s are achieved.   

 
Objective 5 Value Delivery 
 

 Optimizing information security investments in support of organizational goals.   
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Strategic Alignment  
These are the processes that needs to be properly implemented, conducted and controlled 
in order to achieve the goals of Information Security Governance: [8] 
 

 Ensure transparency and understanding of IT security costs, benefits, strategy, 
policies and service levels. 

 Develop a common and comprehensive set of IT security policies. 
 Communicate the IT strategy, policies and control framework. 
 Enforce IT security policies. 
 Define security incidents in business impact terms. 
 Establish clarity on the business impact of risks to IT objectives and resources. 
 Establish IT continuity plan that supports business continuity plans. 

 
Risk Management 
These are the processes that needs to be properly implemented, conducted and controlled 
in order to achieve the goals of Information Security Governance: [8] 
 

 Establish and reduce the likelihood and impact of IT security risks. 
 Perform regular risk assessments with senior managers and key staff. 
 Permit access to critical and sensitive data only to authorized users. 
 Ensure critical and confidential information is withheld from those who should 

not have access to it. 
 Identify, monitor and report security vulnerabilities and incidents. 
 Develop IT continuity plans that can be executed and are tested and maintained. 

 
Resource Management 
These are the processes that needs to be properly implemented, conducted and controlled 
in order to achieve the goals of Information Security Governance: [8] 
 

 Maintain the integrity of information and processing infrastructure. 
 Ensure that IT services and infrastructure can resist and recover from failures due 

to error, deliberate attack or disaster. 
 Ensure proper use and performance of the applications and technology solutions. 
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Performance Measurement 
These are the processes that needs to be properly implemented, conducted and controlled 
in order to achieve the goals of Information Security Governance: [8] 
 

 Number of incidents damaging reputation with the public. 
 Number of systems where security requirements are not met. 
 Number and type of suspected and actual access violation. 
 Number and type of malicious code prevented. 
 Number and type of security incidents. 
 Number and type of obsolete accounts. 
 Number of unauthorized IP addresses, ports and traffic types denied. 
 Number of access rights authorized, revoked, reset or changed. 

 
Value Delivery 
These are the processes that needs to be properly implemented, conducted and controlled 
in order to achieve the goals of Information Security Governance: [8] 
 

 Ensure automated business transactions and information exchanges can be trusted. 
 Make sure that IT services are available as required. 
 Minimize the probability of IT service interruption. 
 Minimize the impact of security vulnerabilities and incidents. 
 Ensure minimum business impact in the event of an IT service disruption or 

change. 
 Establish cost-effective action plans for critical IT risks. 

 

 
 
Figure 5 Desired outcomes from Information Security Governance  
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3 Methodology 
 

In this chapter the methods are presented and described, and will be incorporated and 
used to confront the problem. This is done to simplify for the reader and increase 
understandability of the report and allow the reader to follow the structure of the report. 

 
In order to achieve the objectives and fulfill its purpose this master thesis needed to 
complete following stages. The first step was to review the academic literature and 
scientific articles on the research area. Secondly the theory needed to be developed based 
on the knowledge which was gained from the literature. The third step was to collect data 
from experts, using the methods selected. The fourth step was to analyze the data and 
present the result. 

3.1 Theory Collection 
 
In the first phase of this master thesis, theory collection, all the significant information 
regarding the research area was gathered. The theory has been supported by former 
research by multiple sources in order to increase the reliability. For the use of important 
and numerous sources in this master thesis different sources were used: 
    

 Academic literature 
 

 Scientific articles 
 

 IT Governance Institute 
 

 The IT Governance Institute was established in 1998 to advance 
international thinking and standards in directing and controlling an 
enterprise‟s information Technology. Effective IT governance helps ensure 
that IT supports business goals, optimizes business investment in IT, and 
appropriately manages IT-related risks and opportunities. The IT 
Governance Institute offers original research, electronic resources and case 
studies to assist enterprise leaders and boards of directors in their IT 
governance responsibilities. [8]  

 
When the theory was collected the theory phase could be initiated. This included defining 
all concepts regarding IT Governance and information security in order to create a better 
understanding of Information Security Governance. The relationship between effective 
ISG processes that enables the goals of ISG were also analyzed and presented to envision 
these interrelations.  
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3.2 Data Collection 
 
There are two types of methods to perform a study and what type to use is deducted from 
the problem formulation. These two methods are inductive and deductive methods. An 
inductive study implies that the study proceeds from empirical data, and the gathered data 
is used afterwards to create a theory. A deductive study implies that theory and postulates 
are a basis for the study. Empirical data is important for the success of the thesis. To be 
able to solve the research question in this master thesis surveys was implemented as a 
research strategy, since the empirical data was gathered from a large extent of experts. 
[12] 

3.2.1 Survey Research 

 
Doing a science research it is important to choose the most suitable research strategy in 
order to solve the problem. There are many examples of research methods, such as, case 
study, experiments, surveys, and archival analysis. And every one of them has their own 
way of collecting and analyzing empirical data.  
 
According to Yin the choice should be done based on three aspects; the research 
question, control over behavior events and the focus on contemporary events. The 
different methods together with the three aspects can be seen in Table 1. [11] 
 

  Form of research question  
Requires control of 
behavioral events 

Focuses on contemporary 
events 

Case study 

How, why No Yes 

Experiments  

How, why Yes Yes 

Surveys 
Who, what, where, how 
many, how much No Yes 

Archival Analysis 
Who, what, where, how 
many, how much No Yes/no 

 
Table 1 Different strategies and aspects 

 
Survey research is one of the most important areas of measurement in applied social 
research. The broad area of survey research covers any measurement procedures that 
involve asking questions of respondents. A "survey" can be anything from short paper-
and-pencil feedback to an intensive one-on-one in-depth interview. [13] 
The term „survey‟ refers to the selection of a relatively large sample of people from a pre- 
determined population, followed by the collection of a relatively small amount of data 
from those individuals. Data is gathered by questionnaire or interviews. [16] Surveys are 
designed to present a „Snapshot‟ of how things are at a specific time [16], and surveys are 
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well suited to descriptive studies, but can also be used to explore aspects of a situation, or 
to seek explanation and provide data for testing hypotheses. [16]           
 
There are different types of survey methods and the most common include postal 
questionnaire, face-to-face interviews, and telephone interviews. [13] Postal 
questionnaires method involves sending questionnaires to a large sample of people 
covering a wide geographical area. There is no previous contact between researcher and 
respondent. The response rate of this type of method is low, approximately 20 percent, 
depending on the content and length of the questionnaire. It is therefore important that a 
large sample is gathered when using postal questionnaires, in order to ensure that the 
demographic profile of survey respondents reflects that of the survey population and to 
provide an adequately large data set for analysis. [16]    
 

3.2.2 The Selection of Experts 

 
Expertise is a concept which is used in relation to analysis of human performance, in task 
analysis, in human reliability analysis, in studies of learning and training, in interface 
design and in cognitive modeling. The interest in expertise is as an attribute of an 
individual which will affect their reliability and quality of performance. The definition of 
are numerous and varied. Expertise can describe skills, knowledge or talent, in tasks, 
activities, jobs, sport and games. [17] Experts are indentified by referrals from others in 
the profession. It refers to those considered by colleagues to be the best at making 
decisions. Experts are those who have reached the top of their profession, thus only those 
who are the best at what they do should be considered as experts. [19] 
 
An expert‟s judgment should be consistent over repeated trials in order to achieve 
reliability. [18] An expert judgment must satisfy two essential criteria, the first is that 
expertise calls for discriminating among the stimuli within the domain. The ability to 
differentiate between similar but not identical stimuli is a feature of expertise. The second 
is the internal consistency which is a necessary condition because experts in a given field 
should agree with each other. [18] These to criteria are necessary in order to establish 
expertise. In this study experts were selected from different scientific articles and 
organizations.  
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3.3 Validity & Reliability 
 
To conduct a master thesis with a high quality it is important that the result is reliable and 
valid. There are three kinds validity according to [11]: 
 

 Construct validity  
 
 Using multiple sources of evidence 
 Establishing a chain of evidence 
 Having key informants review draft of the report 

 
 Internal validity  

 
 Do pattern matching  
 Do explanation building 
 Addressing rival explanations 
 Use logic models 

 
 External validity 

 
 Use theory 
 Use replication logic (only applicant in multi case studies) 

 
Reliability is achieved by avoiding untraceable processes. This means that it must be 
possible to execute the study again. Every section of the report must be clearly explained 
and the sources used in the report must also be clearly specified in order to achieve 
traceability. A discussion regarding the validity and reliability of this master thesis will 
be given in chapter 6.  
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3.4 Statistical Methods 
 
In this master thesis statistical methods have been used in order to measure the difference 
between the object of study, which in this case has been the data collected from the 
surveys. 

3.4.1 Confidence Interval 

 
A confidence interval is an estimated range of values which includes an unknown 
population parameter. The estimated range is calculated from a given set of sample data. 
When independent samples are taken repeatedly from the same population and a 
confidence interval is calculated for each sample, then a certain percentage of the 
intervals will include the unknown population parameter. [20] 
 
Confidence intervals are usually calculated so that this percentage is 95%, 90% or 99%. 
The width of the confidence interval gives an idea about how uncertain the unknown 
parameter is. A wide interval indicates that more data should be gathered in order to give 
more certain answer about the parameter. A confidence interval for a mean indicates a 
range of values within which the unknown population parameter, in this case is the mean. 
[20]  

3.4.2 Box Plot 

 
A box and whisker diagram, or boxplot, provides a graphical summary of a set of data 
based on the quartiles of that data set. See figure 6 Quartiles are used to split the data into 
four groups, each containing 25% of the measurements. The quartiles are numbers that 
separate the data into quarters. Within the box, a vertical line is drawn, the median of the 
data set. Two horizontal lines, called whiskers, extend from the front and back of the box. 
The front whisker goes from lower quartile to the lower extreme-outlier in the data set, 
and the back whisker goes from upper quartile to the upper extreme-outlier. [20]  
 

 
 
 

Figure 6 Box plot 
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4 Empirical Data 
 

In this chapter a presentation and explanation of what empirics that has been gathered is 
highlighted.  

 

4.1 The Studied ISG processes 
 
The purpose of the survey was to identify ISG processes that organizations should 
prioritize in order to reduce negative consequences on the data, information and software 
of a business from security incidents. By conducting a survey for which the 
questionnaires aimed to codify the experience and knowledge possessed by IT experts in 
Sweden, USA and other countries like South Africa, Japan and Spain.   
 
The survey was divided into five parts. Each part was based on one of the five basic 
outcomes of ISG. Each outcome had several different processes and the respondents 
needed to answer whether if that process was important for achieving the goals of ISG. 
For each process the experts were asked to answer on a scale from 1 to 5, were 1 = 
strongly disagree, 2 = disagree, 3 = partly agree, 4 = agree and 5 = strongly agree.  
 
The following processes were studied: 
 
Strategic Alignment: 
 

 Ensuring transparency and understanding of IT security costs, benefits, strategy, 
policies and service levels 

 

 Developing a common and comprehensive set of IT security policies 
 

 Communicating the IT strategy, policies and control framework 
 

 Enforcing IT security policies 
 

 Defining security incidents in business impact terms 
 

 Establishing clarity on the business impact of risks to IT objectives and resources 
 

 Establishing IT continuity plan that supports business continuity plans 
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Risk Management 
 

 Establishing and reduce the likelihood and impact of IT security risks 
 

 Performing regular risk assessments with senior managers and key staff 
 

 Permitting access to critical and sensitive data only to authorised users 
 

 Ensuring critical and confidential information is withheld from those who should not 
have access to it 

 

 Identifying, monitor and report security vulnerabilities and incidents 
 
 Developing IT continuity plans that can be executed and are tested and maintained 

 
Resource Management 
 
 Maintaining the integrity of information and processing infrastructure 
 

 Ensuring that IT services and infrastructure can resist and recover from failures due to 
error, deliberate attack or disaster 

 

 Ensuring proper use and performance of the applications and technology solutions 
 

Performance Measurement 
 

 Measuring number of incidents damaging reputation with the public 
 

 Measuring number of systems where security requirements are not met 
 

 Measuring number and type of suspected and actual access violations 
 
 Measuring number and type of malicious code prevented 
 

 Measuring number and type of security incidents 
 
 Measuring number and type of obsolete accounts 
 

 Measuring number of unauthorised IP addresses, ports and traffic types denied 
 
 Measuring number of access rights authorised, revoked, reset or changed 
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Value Delivery 
 
Ensuring that automated business transactions and information exchanges can be trusted 
 
 Making sure that IT services are available as required 
 

 Minimising the probability of IT service interruption 
 

 Minimising the impact of security vulnerabilities and incidents 
 

 Ensuring minimum business impact in the event of an IT service disruption or change 
 

 Establishing cost-effective action plans for critical IT risks 
 
The selection of the experts was from several scientific articles, universities worldwide 
and companies. As the experts consulted in this study were widely geographically spread, 
a mail survey was used. The internet-based application Relationwise [21] was open for 30 
days. A reminder was sent to non-responding participants in order to increase the 
response rate. The survey was emailed to 163 respondents. 46 respondents began the 
survey only 22 of them completed it. See table 2  
 
 
 

Targeted Respondents 163 

Received Responses 46 

Completed Responses 22 

Percentage of Completed Responses 13.5% 

 
Table 2 Result from the survey 
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As shown in figure 7 the majority of the respondents were academicals. The respondents 
in category Other were from not for profit professional association and IT research.      
 
 

 
 

Figure 7 Respondents divided by Industry 
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5 Analysis 
 

In this chapter the gathered data from the surveys will be analyzed. Different statistical 
method, such as confidence interval and Box plot are used in order to study and measure 
the difference between the empirical data.   

 

5.1 Strategic Alignment  
 
This section shows the perspective of the respondents towards the processes within 
Strategic Alignment.  
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Figure 8 Box plot for the processes within Strategic Alignment  

 
 

Labels Process 1 Process 2 Process 3 Process 4 Process 5 Process 6 Process 7 

Min 1 3 2 3 1 1 3 

Q1 3 4 3 4 3 4 4 

Median 4 4 4 4 4 4 4 

Q3 4.75 4 5 4.75 4 5 4 

Max 5 5 5 5 5 5 5 

IQR 1.75 0 2 0.75 1 1 0 

Upper Outliers 0 4 0 0 0 0 4 

Lower Outliers 0 5 0 0 1 1 3 

 
Table 3 Box Plot data summary for Strategic Alignment  
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The Box plot in figure 8 shows the result from the respondents. Processes 1, 5 and 6 have 
a lower extreme value which is 1 and an upper extreme value which is 5, processes 2, 4 
and 7 has a lower extreme value which is 3 and an upper extreme value which is 5, 
followed by process 3 which has a lower extreme value 2 and an upper extreme value 
which is 5. This means that the answers varied for processes 1, 5 and 6 from 1 to 5, for 
processes 2, 4 and 7 from 3 to 5 and for process 3 from 2 to 5.  
    
The lower quartile which accounts for 25% of the answers for processes 1, 3 and 5 is 3, 
and for processes 2, 4, 6 and 7 the lower quartile is 4. The upper quartile which accounts 
for 75% of the answers for processes 2, 5 and 7 is 4, and for processes 1 and 4 the upper 
quartile is 4.75 and for processes 3 and 6 the upper quartile is 5. The median for each 
process is 4. Processes 2 and 7 do not have a box in the chart, due to the same value (4) 
for the lower quartile, upper quartile and the median. This indicates that greater part of 
the respondents agreed with these processes.              
 
As shown in table 4 below, the mean value for process 6 is 4.18 (which is the highest 
among the processes) with a standard deviation of 1.006 and a confidence interval of 
0.421. Standard deviation indicates that there is a variation of 1 from the mean value and 
a confidence interval value of 0.421 indicates that the true value of the mean is between 
4.60 and 3.76 with a confidence level of 0.95. 
 
 

 
 
 

 

 

 

 

 

 

 
 
Table 4 Strategic Alignment data 

Strategic Alignment 

Process Mean 

Standard  

Deviation 

Confidence  

Interval 

1.Ensuring transparency and understanding of IT 

security costs, benefits, strategy, policies and  

service levels 

3.77 1.109 0.464 

2. Developing a common and comprehensive 

set of IT security policies 

3.95 0.653 0.273 

3. Communicating the IT strategy, policies     

and control framework 

3.95 0.898 0.375 

4. Enforcing IT security policies 4.05 0.722 0.302 

5. Defining security incidents in business  

impact terms 

3.59 0.959 0.401 

6. Establishing clarity on the business  

impact of risks to IT objectives and  

resources 

4.18 1.006 0.421 

7. Establishing IT continuity plan that  

supports business continuity plans 

4.05 0.575 0.240 
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5.2 Risk Management 
 
This section shows the perspective of the respondents towards the processes within Risk 
Management.  
 

0

1

2

3

4

5

6

Process 1 Process 2 Process 3 Process 4 Process 5 Process 6

Min Outlier Max Outlier
 

Figure 9 Box plot for the processes within Risk Management  

 
 
Labels Process 1 Process 2 Process 3 Process 4 Process 5 Process 6 

Min 3 2 3 3 3 3 

Q1 4 4 4 3 3 4 

Median 4 4 4 4 4 4 

Q3 4.75 4 4.75 4 4 5 

Max 5 5 5 5 5 5 

IQR 0.75 0 0.75 1 1 1 

Upper Outliers 0 1 0 0 0 0 

Lower Outliers 0 4 0 0 0 0 

 
Table 5 Box Plot data summary for Risk Management 

 
 
The Box plot in figure 9 shows the result from the respondents. Processes 1, 3, 4, 5 and 6 
have a lower extreme value which is 3 and an upper extreme value which is 5. Process 2 
has a lower extreme value which is 2 and an upper extreme value which is 5. This means 
that the answers varied for processes 1, 3, 4, 5, and 6 from 3 to 5, for process 2 from 2 to 
5.  
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The lower quartile which accounts for 25% of the answers for processes 1, 2, 3 and 6 is 4, 
and for processes 4 and 5 the lower quartile is 4. The upper quartile which accounts for 
75% of the answers for processes 2, 4 and 5 is 4, and for processes 1 and 3 the upper 
quartile is 4.75 and for process 6 the upper quartile is 5. The median for each process is 4. 
Process 2 do not have a box in the chart, due to the same value (4) for the lower quartile, 
upper quartile and the median. This indicates that greater part of the respondents agreed 
with these processes.                  
 
As shown in table 6 below, the mean value for process 6 is 4.23 (which is the highest 
among the processes) with a standard deviation of 0.752 and a confidence interval of 
0.314. Standard deviation indicates that there is a variation of 0.752 from the mean value 
and a confidence interval value of 0.314 indicates that the true value of the mean is 
between 4.54 and 3.92 with a confidence level of 0.95.  
 
 

Risk Management 

Process Mean 

Standard  

Deviation 

Confidence 

Interval 

1. Establishing and reduce the  

likelihood and impact of IT security 

risks 

4.18 0.588 0.246 

2. Performing regular risk  

assessments with senior 

managers and key staff 

3.82 0.588 0.246 

3. Permitting access to critical and  

sensitive data only to authorized 

users 

4.05 0.722 0.302 

4. Ensuring critical and confidential  

information is withheld from those 

who should not have access to it 

3.86 0.710 0.297 

5. Identifying, monitor and report 

security vulnerabilities and  

Incidents 

3.82 0.664 0.278 

6. Developing IT continuity plans 

that can be executed and are 

tested and maintained 
4.23 0.752 0.314 

 
Table 6 Risk Management data 
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5.3 Resource Management 
 
This section shows the perspective of the respondents towards the processes within 
Resource Management.  
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Figure 10 Box plot for the processes within Resource Management  

 
 
Labels Process 1 Process 2 Process 3 

Min 3 3 3 

Q1 4 3 4 

Median 4 4 4 

Q3 4 4.75 4 

Max 5 5 5 

IQR 0 1.75 0 

Upper Outliers 5 0 4 

Lower Outliers 2 0 4 

 
Table 7 Box Plot data summary for Resource Management 

 
 
The Box plot in figure 10 shows the result from the respondents. Process 1, 2 and 3 have 
a lower extreme value which is 3 and an upper extreme value which is 5. This means that 
the answers varied from 3 to 5.  
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The lower quartile which accounts for 25% of the answers for process 2 is 3, and for 
processes 1 and 3 the lower quartile is 4. The upper quartile which accounts for 75% of 
the answers for processes 1 and 3 is 4, and for process 2 the upper quartile is 4.75. The 
median for each process is 4. Process 1 and 3 do not have a box in the chart, due to the 
same value (4) for the lower quartile, upper quartile and the median. This indicates that 
greater part of the respondents agreed with these processes.               
 
As shown in table 8 below, the mean value for process 1 is 4.14 (which is the highest 
among the processes) with a standard deviation of 0.560 and a confidence interval of 
0.234. Standard deviation indicates that there is a variation of 0.560 from the mean value 
and a confidence interval value of 0.234 indicates that the true value of the mean is 
between 4.37 and 3.91 with a confidence level of 0.95.  
 
 

Resource Management 

Process Mean 

Standard  

Deviation Confidence Interval 

1. Maintaining the integrity of  

information and processing  

infrastructure 

4.14 0.560 0.234 

2. Ensuring that IT services and  

infrastructure can resist and  

recover from failures due to error, deliberate 

attack or disaster 

3.82 0.853 0.356 

3. Ensuring proper use and  

performance of the applications and  

technology solutions 

4.00 0.690 0.288 

 
Table 8 Resource Management data 
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5.4 Performance Measurement 
 
This section shows the perspective of the respondents towards the processes within 
Performance Measurement.   
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Figure 11 Box plot for the processes within Performance Measurement  

 
 
 

Labels Process 1 Process 2 Process 3 Process 4 Process 5 Process 6 Process 7 Process 8 

Min 1 2 2 1 1 2 1 1 

Q1 3 3 3 3 3 3 3 3 

Median 3 4 3 3 4 3 3 3.50 

Q3 4 4 3.75 4 4 4 4 4 

Max 5 5 5 5 5 5 5 4 

IQR 1 1 0.75 1 1 1 1 1 

Upper Outliers 0 0 2 0 0 0 0 0 

Lower Outliers 1 0 0 2 1 0 1 1 

 
Table 9 Box Plot data summary for Performance Measurement 

 
The Box plot in figure 11 shows the result from the respondents. Process 1, 4, 5, 7 and 8 
have a lower extreme value which is 1 and an upper extreme value which is 5 except for 
process 8 which has an upper extreme value of 4. Process 2, 3 and 6 have a lower 
extreme value which is 2 and an upper extreme value which is 5. This means that the 
answers varied for processes 1, 4, 5, and 7 from 1 to 5, for process 8 from 1 to 4 and for 
processes 2, 3 and 6 from 2 to 5.  
The lower quartile which accounts for 25% of the answers is 3 for each process. The 
upper quartile which accounts for 75% of the answers is 4 for each process except for 



31 

Master Thesis          December 22, 2010 
Department of Industrial Information and Control Systems 
KTH, Royal Institute of Technology, Stockholm, Sweden 

 

 

Adnan Farnian 
 

  

process 3 were the upper quartile is 3. The median for processes 1, 3, 4, 6 and 7 is 3, for 
process 8 the median is 3.50 and for processes 2 and 5 the median is 4.     
 
As shown in table 10 below, the mean value for process 2 is 3.77 (which is the highest 
among the processes) with a standard deviation of 0.869 and a confidence interval of 
0.363. Standard deviation indicates that there is a variation of 0.869 from the mean value 
and a confidence interval value of 0.363 indicates that the true value of the mean is 
between 4.13 and 3.41 with a confidence level of 0.95.  
 

 

Performance Measurement 

Process Mean 

Standard  

Deviation 

Confidence 

Interval 

1. Measuring number of incidents  

damaging reputation with the  

public 

3.27 0.935 0.391 

2. Measuring number of systems 

where security requirements are 

not met  

3.77 0.869 0.363 

3. Measuring number and type of  

suspected and actual access  

violations 

3.27 0.767 0.321 

4. Measuring number and type of  

malicious code prevented 

3.09 1.065 0.445 

5. Measuring number and type of 

security incidents 

3.64 0.848 0.354 

6. Measuring number and type of  

obsolete accounts 

3.50 0.740 0.309 

7. Measuring number of  

unauthorized IP addresses, ports 

and traffic types denied 

3.41 1.008 0.421 

8. Measuring number of access 

rights authorized, revoked, reset or 

changed 

3.36 0.790 0.330 

 
Table 10 Performance Measurement data 
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5.5 Value Delivery 
 
This section shows the perspective of the respondents towards the processes within Value 
Delivery.  
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Figure 12 Box plot for the processes within Value Delivery 

 
 

Labels Process1 Process 2 Process 3 Process 4 Process 5 Process 6 

Min 2 2 2 3 2 3 

Q1 4 3 4 3.25 4 4 

Median 4 4 4 4 4 4 

Q3 4 4 4 4.75 4 4 

Max 5 5 5 5 5 5 

IQR 0 1 0 1.5 0 0 

Upper Outliers 4 0 4 0 5 4 

Lower Outliers 5 0 5 0 4 4 

 
Table 11 Box Plot data summary for Value Delivery 

 
The Box plot in figure 12 shows the result from the respondents. Processes 1, 2, 3 and 5 
have a lower extreme value which is 2 and an upper extreme value which is 5. Processes 
4 and 6 have a lower extreme value which is 3 and an upper extreme value which is 5. 
This means that the answers varied for process 1, 2, 3 and 5 from 2 to 5 and for process 4 
and 6 from 3 to 5.  
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The lower quartile which accounts for 25% of the answers is 3 for process 2 and 3.25 for 
process 4. For processes 1, 3, 5 and 6 the lower quartile is 4. The upper quartile which 
accounts for 75% of the answers for processes 1, 2, 3, 5 and 6 is 4, and for process 4 the 
upper quartile is 4.75. The median for each process is 4. Processes 1, 3, 5 and 6 do not 
have a box in the chart, due to the same value (4) for the lower quartile, upper quartile 
and the median. This indicates that greater part of the respondents agreed with these 
processes.                   
 
As shown in table 12 below, the mean value is 4.00 (which is the highest among the 
processes) for processes 4, 5 and 6. The standard deviation for processes 4 and 5 is 0.756 
and 0.690 for process 6. The confidence interval is 0.316 for processes 4 and 5 and 0.288 
for process 6. The standard deviation for processes 4 and 5 indicates that there is a 
variation of 0.756 from the mean value and a confidence interval value of 0.316 indicates 
that the true value of the mean is between 4.32 and 3.68 with a confidence level of 0.95 
for processes 4 and 5. The standard deviation for processes 6 indicates that there is a 
variation of 0.690 from the mean value and a confidence interval value of 0.288 indicates 
that the true value of the mean is between 4.29 and 3.71 with a confidence level of 0.95 
for processes 6.     
 

 

Value Delivery 

Process Mean 

Standard  

Deviation 

Confidence 

Interval 

1. Ensuring that automated  

business transactions and  

information exchanges can be 

trusted 

3.91 0.750 0.313 

2. Making sure that IT services are  

available as required 

3.77 0.752 0.314 

3. Minimizing the probability of IT 

service interruption 

3.91 0.750 0.313 

4. Minimizing the impact of  

security vulnerabilities and  

incidents 

4.00 0.756 0.316 

5. Ensuring minimum business  

impact in the event of an IT service 

disruption or change 

4.00 0.756 0.316 

6. Establishing cost-effective  

action plans for critical IT risks 

4.00 0.690 0.288 

 
Table 12 Performance Measurement data 
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5.6 Summary of the Analysis 
 
By using confidence interval on the mean value for each process, the range for which the 
true mean value is between could be determined. By studying the range for each mean 
value gives an understanding of whether the processes are equaled to each other or not. A 
process is equal to another process when they have a true mean value that could be in the 
same range. Notice that “equal” means that the processes are having the same value of 
importance. For each ISG outcome there is a table that presents the range of the mean 
value for that particular process. In the tables below the range of the mean value for each 
process is presented, measured with a confidence level of 0.95.  
 
 

Strategic Alignment 

Mean Value 

Range

Process 1 4.23 - 3.31

Process 2 4.22 - 3.68

Process 3 4.33 - 3.58

Process 4 4.35 - 3.75

Process 5 3.99 - 3.19

Process 6 4.60 - 3.76

Process 7 4.29 - 3.81  
 
Table 13 Mean value range for Strategic Alignment processes  
 
 

Risk Management

Mean Value 

Range

Process 1 4.43 - 3.93

Process 2 4.07 - 3.57

Process 3 4.35 - 3.75

Process 4 4.16 - 3.56

Process 5 4.10 - 3.54

Process 6 4.54 - 3.92  
 
Table 14 Mean value range for Risk Management processes  
 
 

Resource Management

Mean Value 

Range

Process 1 4.37 - 3.91

Process 2 4.18 - 3.46

Process 3 4.29 - 3.71  
 
Table 15 Mean value range for Resource Management processes  
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Performance Measurement 

Mean Value 

Range

Process 1 3.66 - 2.88

Process 2 4.13 - 3.41

Process 3 3.59 - 2.95

Process 4 3.54 - 2.65

Process 5 3.99 - 3.29

Process 6 3.81 - 3.19

Process 7 3.83 - 2.99

Process 8 3.69 - 3.03  
 
Table 16 Mean value range for Performance Measurement processes  
 

Value Delivery

Mean Value 

Range

Process 1 4.22 - 3.60

Process 2 4.08 - 3.46

Process 3 4.22 - 3.60

Process 4 4.32 - 3.68

Process 5 4.32 - 3.68

Process 6 4.29  - 3.71  
 
Table 17 Mean value range for Value Delivery processes 
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6 Discussion and Conclusions  
 

In this section, a discussion regarding the validity and reliability of this study will be 
brought up. Discussion regarding the results will also be presented in this chapter.  

 
 
By using the relatively opinion of the experts and comparing the one to one relationship 
between each process within the five objectives for ISG the result indicated that some 
processes were not as important as other processes when it comes to reducing the 
negative consequences on the data, information and software of a business from security 
incidents. According to the expert‟s some processes within Performance Measurements 
were less important compared to other processes (see tables below). For those processes 
within Performance Measurements a conclusion can be made that they are not as 
important as the processes which they were compared to. All other processes within 
Strategic Alignment, Risk Management, Resource Management and Value Delivery, were 
according to the expert‟s equally important. Those processes should have the same 
priority when in it comes to implementation in order to reduce negative consequences on 
the data, information and software of a business from security incidents. 
  
The processes within Performance Measurement are different in such a way that they 
measure an incident after it has actually happened, while other processes within the 
objectives of ISG are processes which needs to be fulfilled in order to prevent that an 
incident happens. This can be an explanation of why the result indicated a difference 
between the processes within Performance Measurement and the other processes.    
 
However, this conclusion cannot be general, since the comparison is made between each 
process. This means that a particular process can be less important when comparing it 
with one process, but at the same time be equally important with another process. When 
equally important relationship exists between two processes, the organization should 
have the same priority for those processes. 
     
The result could also be different if a larger number of respondents could have completed 
the survey, and the result could have been more validated. Also the majority of the 
respondents were academicals and their opinion and experience may be different from the 
IT experts within the industry, which have a better understanding of how it actually 
works in reality within an organization. Confidence interval has been the main statistical 
tool when analyzing this specific population, if more accurate statistical tool were used 
then probably the result could have been more reliable. This type of security assessment 
is relatively because it relies on the relative opinions of the expert‟s. A natural extension 
and further research of this study would be to include system statistics instead of the 
expert‟s assessments. 
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According to the expert‟s relatively opinions following processes have a difference 
between each other: See the tables below. 
 

Strategic 

Alignment

Performance 

Measurement

Process 2 not equally important as Process 1, 3 and 4

Process 3 not equally important as Process 4

Process 4 not equally important as Process 1, 3 , 4 and 8

Process 6 not equally important as Process 1, 3 , 4 and 8

Process 7 not equally important as Process 1, 3 , 4 and 8  
 
Table 18 Not equal processes between Strategic Alignment and Performance Measurement   

 
 

Risk 

Management

Performance 

Measurement

Process 1 not equally important as Process 1, 3, 4, 6, 7 and 8

Process 2 not equally important as Process 4

Process 3 not equally important as Process 1, 3 , 4 and 8

Process 4 not equally important as Process 4

Process 6 not equally important as Process 1, 3, 4, 6, 7 and 8  
 
Table 19 Not equal processes between Risk Management and Performance Measurement   
 

Resource 

Management

Performance 

Measurement

Process 1 not equally important as Process 1, 3, 4, 6, 7 and 8

Process 3 not equally important as Process 1, 3 , 4 and 8  
 
Table 20 Not equal processes between Resource Management and Performance Measurement   
 
 

Value 

Delivery

Performance 

Measurement

Process 1 not equally important as Process 3 and 4

Process 3 not equally important as Process 3 and 4

Process 4 not equally important as Process 1, 3 and 4

Process 5 not equally important as Process 1, 3 and 4

Process 6 not equally important as Process 1, 3, 4 and 8  
 
Table 21 Not equal processes between Value delivery and Performance Measurement   
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6.1 Validity  
 
Having a clear and constructive discussion regarding how this master thesis has been 
performed and how the results have been interpreted is important. It is not only essential 
to analyze and discuss the validity of the evidence, but also how the evidence have been 
managed during this master thesis is important. In chapter 3.3, requirements regarding 
validity and reliability were mentioned. In this section a description will be given on how 
those requirements have been taken into account in this master thesis. [11] 
 

6.1.1 Construct Validity   

 
By constructing validity means how well the literature or other methods which are being 
used in this thesis are correct. It is essential to use multiple sources in order to verify the 
information several times. The sources which are being used needs to be objective. [11] 
 
In this thesis multiple sources were used when collecting evidence. Chain of evidence has 
been established containing a master thesis report. Also all digital evidence such as 
results from the online survey has been stored with backup. This master thesis has also 
been validated by a receiver which in this case has been the supervisor. The supervisor 
has read through the thesis and has given his opinion regarding sections that was missing, 
sections that needed to be described more or sections that needed more sources. In that 
way a receiver has been involved in and informed towards the establishment of this 
master thesis. 
 

6.1.2 External Validity 

 
External validity means how well the theories are generalized so that the result can be 
used on other studies. [11] 
 
In this thesis a group of experts within the area of IT, ISG and IS were selected, doing so 
will normally decrease the external validity. Although this will not be considered as a 
problem since the result is aimed for organizations which deals with those areas 
mentioned above. A problem which definitely decreases the external validity is the 
limited amount of respondents. A larger amount of respondents would have increased the 
external validity.  
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6.2 Reliability 
 
Reliable study means that if another researcher follows the same procedures then the 
results must be the same. Every step must be well documented in a comprehensive way. 
By having a reliable study, the errors and preconceptions will be minimized. [11] 
 
The structure of the survey questionnaires was very important when thinking about 
reliability, since the result is very much depend upon the way they are formulated. The 
intention was to obtain a very objective perspective as possible.    
 

6.3 Future Work 
 
The main purpose with this thesis was to identify the ISG processes that reduce the 
negative impact of information Security incidents. The author‟s opinion is that with this 
study some processes was indentified, however there is room for improvements for future 
study. 
 
 More respondents – if the timeframe of the online survey were extended maybe 

more respondents could have completed the survey, and the result could be more 
validated and reliable. 
 

 Other industries – by including experts from other industries, maybe the 
difference between the processes within each outcome could be more significant. 

 
 Other statistical methods – by using other statistical method, the difference 

between the processes could have been even more validated.   
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2 I am a professional in this industry: Antal Procent

1. Academia 12 54.55%

2. Commerce 0 0.00%

3. Telecommunication 0 0.00%

4. Energy 1 4.55%

5. Banking 1 4.55%

6. Insurance 0 0.00%

7. Public Administration 2 9.09%

8. Software Vendor/Developer 2 9.09%

9. Manufacturing 1 4.55%

10. Other* 3 13.64%

Totalt 22 100.00%

* Not for Profit Professional Association and IT Research

3
The following processes REDUCES negative impacts of information 

security incidents experienced by the organisation: Antal Procent

3.1 Ensuring transparency and understanding of IT security costs, benefits, 

strategy, policies and service levels

1. Strongly disagree 1 4.55%

2. Disagree 2 9.09%

3. Partly agree 4 18.18%

4. Agree 9 40.91%

5. Strongly agree 6 27.27%

Totalt 22 100.00%

Medelvärde 3.77

3.2 Developing a common and comprehensive set of IT security policies

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 5 22.73%

4. Agree 13 59.09%

5. Strongly agree 4 18.18%

Totalt 22 100.00%

Medelvärde 3,95

3.3 Communicating the IT strategy, policies and control framework

1. Strongly disagree 0 0.00%

2. Disagree 1 4.55%

3. Partly agree 6 27.27%

4. Agree 8 36.36%

5. Strongly agree 7 31.82%

Totalt 22 100.00%

Medelvärde 3,95

3.4 Enforcing IT security policies

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 5 22.73%

4. Agree 11 50.00%

5. Strongly agree 6 27.27%

Totalt 22 100.00%

Medelvärde 4,05

3.5 Defining security incidents in business impact terms

1. Strongly disagree 1 4.55%

2. Disagree 1 4.55%



3. Partly agree 7 31.82%

4. Agree 10 45.45%

5. Strongly agree 3 13.64%

Totalt 22 100.00%

Medelvärde 3,59

3.6 Establishing clarity on the business impact of risks to IT objectives and 

resources

1. Strongly disagree 1 4.55%

2. Disagree 0 0.00%

3. Partly agree 3 13.64%

4. Agree 8 36.36%

5. Strongly agree 10 45.45%

Totalt 22 100.00%

Medelvärde 4,18

3.7 Establishing IT continuity plan that supports business continuity plans

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 3 13.64%

4. Agree 15 68.18%

5. Strongly agree 4 18.18%

Totalt 22 100.00%

Medelvärde 4,05

4
The following processes REDUCES negative impacts of information 

security incidents experienced by the organisation: Antal Procent

4.1 Establishing and reduce the likelihood and impact of IT security risks

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 2 9.09%

4. Agree 14 63.64%

5. Strongly agree 6 27.27%

Totalt 22 100.00%

Medelvärde 4,18

4.2 Performing regular risk assessments with senior managers and key staff

1. Strongly disagree 0 0.00%

2. Disagree 1 4.55%

3. Partly agree 3 13.64%

4. Agree 17 77.27%

5. Strongly agree 1 4.55%

Totalt 22 100.00%

Medelvärde 3,82

4.3 Permiting access to critical and sensitive data only to authorised users

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 5 22.73%

4. Agree 11 50.00%

5. Strongly agree 6 27.27%

Totalt 22 100.00%

Medelvärde 4,05

4.4 Ensuring critical and confidential information is withheld from those who 

should not have access to it

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 7 31.82%



4. Agree 11 50.00%

5. Strongly agree 4 18.18%

Totalt 22 100.00%

Medelvärde 3,86

4.5 Identifying, monitor and report security vulnerabilities and incidents

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 7 27.27%

4. Agree 12 59.09%

5. Strongly agree 3 13.64%

Totalt 22 100.00%

Medelvärde 3,82

4.6 Developing IT continuity plans that can be executed and are tested and 

maintained

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 4 18.18%

4. Agree 9 40.91%

5. Strongly agree 9 40.91%

Totalt 22 100.00%

Medelvärde 4,23

5
The following processes REDUCES negative impacts of information 

security incidents experienced by the organisation: Antal Procent

5.1 Maintaining the integrity of information and processing infrastructure

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 2 9.09%

4. Agree 15 68.18%

5. Strongly agree 5 22.73%

Totalt 22 100.00%

Medelvärde 4,14

5.2 Ensuring that IT services and infrastructure can resist and recover from 

failures due to error, deliberate attack or disaster

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 10 45.45%

4. Agree 6 27.27%

5. Strongly agree 6 27.27%

Totalt 22 100.00%

Medelvärde 3,82

5.3 Ensuring proper use and performance of the applications and technology 

solutions

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 4 18.18%

4. Agree 14 63.64%

5. Strongly agree 4 18.18%

Totalt 22 100.00%

Medelvärde 4,00

6
The following processes REDUCES negative impacts of information 

security incidents experienced by the organisation: Antal Procent

6.1 Measuring number of incidents damaging reputation with the public

1. Strongly disagree 1 4.55%

2. Disagree 2 9.09%

3. Partly agree 11 50.00%



4. Agree 6 27.27%

5. Strongly agree 2 9.09%

Totalt 22 100.00%

Medelvärde 3,27

6.2 Measuring number of systems where security requirements are not met 

1. Strongly disagree 0 0.00%

2. Disagree 1 4.55%

3. Partly agree 8 36.36%

4. Agree 8 36.36%

5. Strongly agree 5 22.73%

Totalt 22 100.00%

Medelvärde 3,77

6.3 Measuring number and type of suspected and actual access violations

1. Strongly disagree 0 0.00%

2. Disagree 2 9.09%

3. Partly agree 14 63.64%

4. Agree 4 18.18%

5. Strongly agree 2 9.09%

Totalt 22 100.00%

Medelvärde 3,27

6.4 Measuring number and type of malicious code prevented

1. Strongly disagree 2 9.09%

2. Disagree 3 13.64%

3. Partly agree 10 45.45%

4. Agree 5 22.73%

5. Strongly agree 2 9.09%

Totalt 22 100.00%

Medelvärde 3,09

6.5 Measuring number and type of security incidents

1. Strongly disagree 1 4.55%

2. Disagree 0 0.00%

3. Partly agree 7 31.82%

4. Agree 12 54.55%

5. Strongly agree 2 9.09%

Totalt 22 100.00%

Medelvärde 3,64

6.6 Measuring number and type of obsolete accounts

1. Strongly disagree 0 0.00%

2. Disagree 1 4.55%

3. Partly agree 11 50.00%

4. Agree 8 36.36%

5. Strongly agree 2 9.09%

Totalt 22 100.00%

Medelvärde 3,50

6.7 Measuring number of unauthorised IP addresses, ports and traffic types 

denied

1. Strongly disagree 1 4.55%

2. Disagree 2 9.09%

3. Partly agree 9 40.91%

4. Agree 7 31.82%

5. Strongly agree 3 13.64%

Totalt 22 100.00%

Medelvärde 3,41

6.8 Measuring number of access rights authorised, revoked, reset or changed



1. Strongly disagree 1 4.55%

2. Disagree 1 4.55%

3. Partly agree 9 40.91%

4. Agree 11 50.00%

5. Strongly agree 0 0.00%

Totalt 22 100.00%

Medelvärde 3,36

7
The following processes REDUCES negative impacts of information 

security incidents experienced by the organisation: Antal Procent

7.1 Ensuring that automated business transactions and information 

exchanges can be trusted

1. Strongly disagree 0 0.00%

2. Disagree 1 4.55%

3. Partly agree 4 18.18%

4. Agree 13 59.09%

5. Strongly agree 4 18.18%

Totalt 22 100.00%

Medelvärde 3,91

7.2 Making sure that IT services are available as required

1. Strongly disagree 0 0.00%

2. Disagree 1 4.55%

3. Partly agree 6 27.27%

4. Agree 12 54.55%

5. Strongly agree 3 13.64%

Totalt 22 100.00%

Medelvärde 3,77

7.3 Minimising the probability of IT service interruption

1. Strongly disagree 0 0.00%

2. Disagree 1 4.55%

3. Partly agree 4 18.18%

4. Agree 13 59.09%

5. Strongly agree 4 18.18%

Totalt 22 100.00%

Medelvärde 3,91

7.4 Minimising the impact of security vulnerabilities and incidents

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 6 27.27%

4. Agree 10 45.45%

5. Strongly agree 6 27.27%

Totalt 22 100.00%

Medelvärde 4,00

7.5 Ensuring minimum business impact in the event of an IT service disruption 

or change

1. Strongly disagree 0 0.00%

2. Disagree 1 4.55%

3. Partly agree 3 13.64%

4. Agree 13 59.09%

5. Strongly agree 5 22.73%

Totalt 22 100.00%

Medelvärde 4,00

7.6 Establishing cost-effective action plans for critical IT risks

1. Strongly disagree 0 0.00%

2. Disagree 0 0.00%

3. Partly agree 4 18.18%

4. Agree 14 63.64%



5. Strongly agree 4 18.18%

Totalt 22 100.00%

Medelvärde 4,00
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