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Abstract 
 
The continuous growth of traffic demand driven by the brisk increase in number of Internet 
users and emerging online services creates new challenges for communication networks. The 
latest advances in Wavelength Division Multiplexing (WDM) technology make it possible to 
build Transparent Optical Networks (TONs) which are expected to be able to satisfy this 
rapidly growing capacity demand. Moreover, with the ability of TONs to transparently carry 
the optical signal from source to destination, electronic processing of the tremendous amount 
of data can be avoided and optical-to-electrical-to-optical (O/E/O) conversion at intermediate 
nodes can be eliminated. Consequently, transparent WDM networks consume relatively low 
power, compared to their electronic-based IP network counterpart. Furthermore, TONs bring 
also additional benefits in terms of bit rate, signal format, and protocol transparency. 
However, the absence of O/E/O processing at intermediate nodes in TONs has also some 
drawbacks. Without regeneration, the quality of the optical signal transmitted from a source to 
a destination might be degraded due to the effect of physical-layer impairments induced by 
the transmission through optical fibers and network components. For this reason, routing 
approaches specifically tailored to account for the effect of physical-layer impairments are 
needed to avoid setting up connections that don’t satisfy required signal quality at the 
receiver. Transparency also makes TONs highly vulnerable to deliberate physical-layer 
attacks. Malicious attacking signals can cause a severe impact on the traffic and for this 
reason proactive mechanisms, e.g., network design strategies, able to limit their effect are 
required. Finally, even though energy consumption of transparent WDM networks is lower 
than in the case of networks processing the traffic at the nodes in the electronic domain, they 
have the potential to consume even less power. This can be accomplished by targeting the 
inefficiencies of the current provisioning strategies applied in WDM networks. 
  
The work in this thesis addresses the three important aspects mentioned above. In particular, 
this thesis focuses on routing and wavelength assignment (RWA) strategies specifically 
devised to target: (i) the lightpath transmission quality, (ii) the network security (i.e., in terms 
of vulnerability to physical-layer attacks), and (iii) the reduction of the network energy 
consumption. Our contributions are summarized below. 
 
A number of Impairment Constraint Based Routing (ICBR) algorithms have been proposed in 
the literature to consider physical-layer impairments during the connection provisioning 
phase. Their objective is to prevent the selection of optical connections (referred to as 
lightpaths) with poor signal quality. These ICBR approaches always assign each connection 
request the least impaired lightpath and support only a single threshold of transmission 
quality, used for all connection requests. However, next generation networks are expected to 
support a variety of services with disparate requirements for transmission quality. To address 
this issue, in this thesis we propose an ICBR algorithm supporting differentiation of services 
at the Bit Error Rate (BER) level, referred to as ICBR-Diff. Our approach takes into account 
the effect of physical-layer impairments during the connection provisioning phase where 
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various BER thresholds are considered for accepting/blocking connection requests, depending 
on the signal quality requirements of the connection requests. We tested the proposed ICBR-
Diff approach in different network scenarios, including also a fiber heterogeneity. It is shown 
that it can achieve a significant improvement of network performance in terms of connection 
blocking, compared to previously published non-differentiated RWA and ICBR algorithms.   
 
Another important challenge to be considered in TONs is their vulnerability to physical-layer 
attacks. Deliberate attacking signals, e.g., high-power jamming, can cause severe service 
disruption or even service denial, due to their ability to propagate in the network. Detecting 
and locating the source of such attacks is difficult, since monitoring must be done in the 
optical domain, and it is also very expensive. Several attack-aware RWA algorithms have 
been proposed in the literature to proactively reduce the disruption caused by high-power 
jamming attacks. However, even with attack-aware network planning mechanisms, the 
uncontrollable propagation of the attack still remains an issue. To address this problem, we 
propose the use of power equalizers inside the network nodes in order to limit the propagation 
of high-power jamming attacks. Because of the high cost of such equipment, we develop a 
series of heuristics (incl. Greedy Randomized Adaptive Search Procedure (GRASP)) aiming 
at minimizing the number of power equalizers needed to reduce the network attack 
vulnerability to a desired level by optimizing the location of the equalizers. Our simulation 
results show that the equalizer placement obtained by the proposed GRASP approach allows 
for 50% reduction of the sites with the power equalizers while offering the same level of 
attack propagation limitation as it is possible to achieve with all nodes having this additional 
equipment installed. In turn, this potentially yields a significant cost saving.     
 
Energy consumption in TONs has been the target of several studies focusing on the energy-
aware and survivable network design problem for both dedicated and shared path protection. 
However, survivability and energy efficiency in a dynamic provisioning scenario has not been 
addressed. To fill this gap, in this thesis we focus on the power consumption of survivable 
WDM network with dynamically provisioned 1:1 dedicated path protected connections. We 
first investigate the potential energy savings that are achievable by setting all unused 
protection resources into a lower-power, stand-by state (or sleep mode) during normal 
network operations. It is shown that in this way the network power consumption can be 
significantly reduced. Thus, to optimize the energy savings, we propose and evaluate a series 
of energy-efficient strategies, specifically tailored around the sleep mode functionality. The 
performance evaluation results reveal the existence of a trade-off between energy saving and 
connection blocking. Nonetheless, they also show that with the right provisioning strategy it is 
possible to save a considerable amount of energy with a negligible impact on the connection 
blocking probability. 
 
In order to evaluate the performance of our proposed ICBR-Diff and energy-aware RWA 
algorithms, we develop two custom-made discrete-event simulators. In addition, the Matlab 
program of GRASP approach for power equalization placement problem is implemented.   
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Chapter 1 
 
Introduction 

 
A tremendous growth of Internet traffic volume has been observed in the last few years, 
mainly due to an increased number of Internet users along with a massive deployment of 
broadband access networks and the development of new bandwidth demanding Internet 
applications. With the latest advances in web-based applications available for both business 
and residential users such as e-services and multimedia as well as emerging social networks, it 
is expected that this trend of traffic growth will continue in the future. Furthermore, low price 
mobile services, making it possible to access online applications anywhere and at any time, 
are also driving the enormous increment of today’s capacity demand.  
 
Moreover, there are currently increasing concerns regarding environmental issues, e.g., global 
warming. Given the extensively growing demand for traffic, the amount of electricity required 
to operate telecom networks cannot be overlooked. Thus, future communication networks 
should have the ability to support an enormous amount of bandwidth in an energy efficient 
way.  
 
Among the different transport network technologies, transparent optical networks (TONs) 
based on Wavelength Division Multiplexing (WDM) are considered to be the most promising 
option to support the brisk growth of bandwidth demand at relatively low energy 
consumption. In such networks, optical fiber links carry a large number of wavelength 
channels which are transported from sources to destinations entirely in the optical domain via 
all-optical channels called lightpaths. Each lightpath can be modulated at a very high data 
rate, currently up to 100 Gbit/s [1], without the need of optical-to-electrical-to-optical (O/E/O) 
processing at intermediate nodes. The absence of O/E/O converters reduces not only the cost, 
but also the energy consumption compared to the opaque networks. This type of networks 
also provides transparency to signal format, bit rate, and protocol. 
 
However, optical transparency might cause signal degradation due to physical-layer 
impairments accumulated along the transmission path as a consequence of the absence of 

1 
 



2 Chapter 1 Introduction 
 

signal regeneration functionality at intermediate nodes. Physical-layer impairments can be 
divided into linear and nonlinear. Linear impairments affect each channel individually and do 
not depend on the signal power. The most significant linear impairments include Amplified 
Spontaneous Emission (ASE) noise, Polarization Mode Dispersion (PMD), and Group 
Velocity Dispersion (GVD). On the other hand, nonlinear impairments not only impact each 
channel individually but also interfere with those channels with which they share the same 
optical fiber and/or component. The effect of nonlinear impairments is crucial at high bit 
rates, i.e., above 10 Gbit/s, and/or at high signal power. The most significant nonlinear 
impairments include Self Phase Modulation (SPM), Cross Phase Modulation (XPM), and 
Four Wave Mixing (FWM). Both linear and nonlinear impairments are highly dependent on 
fiber characteristics which in turn are sensitive to temperature and depend on the fiber length 
and on the age of the fiber.  
 
Considering the advantages of transparent optical networks but keeping in mind their intrinsic 
vulnerability, one of the fundamental challenges in the design and operation of WDM 
networks is to find an optimal solution for the routing and wavelength assignment (RWA) 
problem. It might be difficult to treat the RWA problem in a single step and therefore it can be 
divided in two sub-problems: (i) finding the physical routes for the lightpath demands, and (ii) 
assigning a wavelength for each founded route. RWA can be solved either offline (static 
provisioning case) or online (dynamic provisioning case). A static RWA problem is solved 
during the WDM network design phase while a dynamic RWA is solved while the network is 
in operation. WDM network design is based on traffic forecasts where the traffic matrix is 
known in advance. The most common objective for a static RWA problem is to minimize the 
network resources needed to support a given traffic matrix, e.g., the number of wavelengths 
used, or the number of fiber links traversed by the lightpaths. In contrast, one of the main 
objectives in a dynamic scenario, where the RWA problem is solved at the arrival of a 
connection request, is to minimize the blocking probability.    
 
In this thesis we focus on different aspects of WDM network provisioning in both static and 
dynamic scenarios, addressing some specific challenges. 
 
As new Internet applications (e.g., peer-to-peer (P2P) applications, high definition television 
(HDTV), audio video on demand (AVOD), and real-time interactive gaming) are 
continuously coming up, next generation networks are expected to support a variety of 
services with different quality of transmission requirements. Papers I, II, and III of this 
thesis address network operation in such demanding network scenario and propose a novel 
Impairment Constraint Based Routing (ICBR) algorithm supporting differentiation of 
services, in a dynamic environment, referred to as ICBR-Diff. The ICBR algorithm is a 
routing algorithm which considers the effect of physical-layer impairments during the 
connection provisioning phase, with the objective not only to minimize the amount of 
resources used, but also to guarantee the required quality of transmission. 
 
Meanwhile, network operators are presently facing a situation where their current fiber 
infrastructure needs to be upgraded with new fibers supporting higher capacity. This is mainly 
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to keep pace with the growth of bandwidth demand while replacing the old fibers which were 
deployed in the 80s [2]. This situation leads to a heterogeneous fiber plant where old and new 
deployed fibers are coexisting. This in turn creates a challenge in accommodating traffic 
demanding high transmission quality at high data rates since the characteristics of old and 
new fibers are different. Such a scenario calls for a provisioning approach able to adapt to 
different fiber configurations while satisfying service requirements. By considering this 
realistic scenario, Paper IV of this thesis extends the work in Paper I by evaluating the 
ICBR-Diff approach in a network with heterogeneous fiber characteristics.     
 
Apart from physical-layer impairments, inherent to transparent optical networks, TONs are 
also highly vulnerable to physical-layer attacks. As a result of the absence of signal 
regeneration at intermediate nodes, a malicious attacking signal can spread and propagate 
unhindered through various part of the network, causing damage to a large set of connections. 
The concept is different from component malfunctions which affect only the set of 
connections directly passing the failed network element. It is therefore crucial to address this 
problem and to limit the propagation of physical-layer attacks in TONs. With this objective in 
mind, Papers V and VI of this thesis propose the use of power equalizers inside network 
nodes to limit the propagation of high-power jamming attacks. Furthermore, due to an 
increased cost of the network nodes equipped with power equalizers, Papers V and VI also 
present a set of strategies aimed at minimizing the number of power equalizers used.      
 
Although transparency might create a problem regarding physical-layer impairments and 
attacks, it is beneficial in terms of energy efficiency. In fact, considering that the Information 
and Communication Technology (ICT) sector is currently responsible for about 8% of the 
total energy consumption worldwide [3] with an estimated increase rate of 20-25% per year 
[4], it is clear that the energy consumption of telecom networks, which represent a significant 
part of the energy consumed in the ICT sector, will play an important role in overall energy 
footprint of the planet. For this reason, new network design and operation strategies, able to 
maintain the same level of functionality while consuming a lower amount of energy, need to 
be developed.  
 
On the other hand, as already mentioned, WDM networks are capable of carrying a 
tremendous amount of information, thus even a single link failure may disrupt a huge number 
of services and cause an enormous loss of data. It makes network survivability very crucial 
for network operators. To address the network survivability problem different protection 
techniques have been proposed [5][6]. One of the most common protection schemes is 1:1 
dedicated path protection (DPP) where each (primary) lightpath is assigned its own and 
dedicated path, called secondary, over which the traffic can be rerouted in case of a failure. In 
normal operating condition, the signal is transmitted over the primary path while the 
secondary path is reserved and maintained in an active mode. This means that the optical 
components at intermediate links and nodes, e.g., in-line amplifiers and switches, along the 
secondary path are always consuming power even if they are not used. Furthermore, 
considering the fact that the secondary paths are on average longer than their corresponding 
primaries, it becomes clear how the power consumption of secondary paths will play a 
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significant role in the overall power consumption of the network. Keeping this in mind, Paper 
VII of this thesis investigates the potential power saving achievable by setting protection 
resources in a low-power, stand-by mode, referred to as sleep mode. Note that with this 
feature one can have protection resources in sleep mode during normal operating condition, 
and re-activate them upon the occurrence of a failure. Despite the fact that this stand-by 
option is not yet supported by the current network technology, it is widely recommended by 
the standardization bodies and governmental programs [7] because of its ability to reduce 
energy consumption in communication networks. In addition, Paper VII also proposes a set 
of dynamic provisioning strategies exploiting this sleep mode operation option in 1:1 DPP 
provisioning scenario. 
 

1.1 Outline of the thesis 
 
The work included in this thesis addresses a broad set of aspect peculiar of the provisioning 
paradigm in WDM transparent optical networks, i.e., transmission quality, security, and 
energy efficiency. It is based on a number of research papers published in the international 
journals and conferences. This thesis is organized as follows. 
 
Chapter 2 provides a general description of RWA problem for both the design and 
provisioning of WDM networks. It also discusses some aspects of the RWA problem 
considered in this thesis, i.e., network survivability, signal quality constraints, physical-layer 
attacks, and energy consumption.  
 
Chapter 3, Chapter 4, and Chapter 5 focus on our contributions. More specifically, Chapter 3 
presents first a review of the related works in the context of ICBR algorithms. Then the 
description of our proposed ICBR approach supporting differentiation of services is provided, 
and some interesting findings from Paper I, II, III, and IV of this thesis are presented. 
Chapter 4 first gives an overview of the previous works regarding physical-layer attacks. The 
architecture of a node equipped with power equalizers, as proposed in Paper V and VI of this 
thesis, is then described. After that, the proposed heuristic approaches used to solve the power 
equalization placement problem are presented, and some selected results from Paper V and 
VI of this thesis are discussed. Chapter 5 focuses on our contributions on energy-aware RWA 
strategies, presented in Paper VII of this thesis. It first provides the assumption used in 
defining our power consumption model. Then, the proposed energy-efficient survivable 
dynamic provisioning approaches, applied in 1:1 dedicated path protection, are described and 
followed by some interesting findings from Paper VII of this thesis. 
 
Chapter 6 reviews the methodology used to evaluate the performance of the algorithms 
presented in this thesis. Two discrete-event simulators are described. One of them is for the 
evaluation of our ICBR-Diff approach (Paper I, II, III, and IV). The other one is for testing 
the performance of the energy-aware RWA strategies (Paper VII). Furthermore, the Matlab 
program used to implement the GRASP approach presented in Paper V and VI is also 
explained in Chapter 6. 
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Finally, this thesis presents some concluding remarks and a description of possible future 
research activities related to the various topics addressed in the thesis. In the end we provide a 
brief summary of the papers included in the thesis along with the author’s contributions in 
each of them. 
 

 
 
 
 
 
 
 

 
 



 



Chapter 2 
 
Optical Network Design and Provisioning 

 
A circuit switched TON based on WDM technology is also referred to as a wavelength-
routing network as the connection requests between source and destination nodes in such a 
network are routed over wavelength channels. One of the challenges in a wavelength-routing 
network is to solve the routing and wavelength assignment (RWA) problem. 
 
Originally, RWA algorithms assume that optical fibers and components are ideal. But this is 
not actually the case in practice. As mentioned in Chapter 1, with the absence of O/E/O 
conversion at intermediate nodes the optical signal in TONs might be degraded due to 
physical-layer impairments induced by transparent transmission through fiber segments and 
optical components. Thus, it is important to consider the effect of physical-layer impairments 
during the network design and connection provisioning phase, i.e., the need to solve so-called 
Impairment Constraint Based RWA problem. Another crucial issue to be considered in TONs, 
also due to the absence of signal regeneration at intermediate nodes, is high vulnerability to 
physical-layer attacks.  
 
This chapter first provides some background information about RWA algorithms applied in 
static (offline) and dynamic (online) scenarios. Then, the aspects of RWA problem including 
resiliency, physical-layer constraints, i.e., impairments and attacks, and energy efficiency in 
TONs are presented.  
 

2.1 Routing and wavelength assignment problem 
 
RWA is the process to find physical routes and assign wavelengths to lightpath requests, 
subject to a set of constraints. It may be difficult to solve the RWA problem altogether, due to 
its computational complexity. Therefore, RWA is typically divided into two sub-problems: (i) 
routing, and (ii) wavelength assignment. The RWA problem is known to be NP-complete [8], 

7 
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and many heuristic approaches considering various objectives and constraints have been 
proposed. 
 
Depending on a certain objective, the RWA problem can be solved either offline (static case) 
for a set of lightpaths to be supported that is known in advance, or online (dynamic case) upon 
arrival of each lightpath request. The static case is referred to as network design and is based 
on the traffic forecasts. In other words, given a certain physical topology, one of the most 
common objectives of a RWA strategy in a static scenario is to minimize the number of 
network resources required to support a given set of lightpaths, e.g., the number of 
wavelengths, and/or the number of fibers. On the other hand, RWA solved during the network 
operation (dynamic case) is referred to as network provisioning. In this case, lightpath 
requests arrive to the network following stochastic process and they are setup upon arrival 
(given that enough resources are available for their establishment) and released after the 
connection holding time. Unlike the static case, one of the most common objectives of a 
RWA strategy in a dynamic scenario is to minimize the connection blocking probability, 
defined as ratio between the number of provisioned lightpaths over the total number of 
connection requests arriving to the network during a certain period of time. 
 
In both static and dynamic cases wavelength-clash constraint must be obeyed in the 
wavelength assignment. Namely, lightpaths sharing the same physical fiber link must be 
assigned different wavelengths. In addition, if the wavelength conversion capability is not 
available, wavelength-continuity constraint has to be satisfied, i.e., the entire lightpath must 
be assigned the same wavelength on each traversed fiber link from its source to destination. 
 

2.2 Routing and wavelength assignment approaches 
 
The RWA problem is shown to be NP-complete. Hence, it is not possible for heuristic 
approaches to obtain an optimal solution in polynomial time. In order to find an optimal 
solution to this problem, many works based on Integer Linear Program (ILP) formulations 
have been proposed [9][10]. However, the computation of an ILP formulation is highly 
complex, especially when applied to large problem instances. Even though commercial 
software products are readily available to solve an ILP formulation, the process is still time 
consuming considering the capabilities of nowadays computing facilities. Hence, to reduce 
the computational complexity of an ILP formulation, approximation techniques, such as 
randomized rounding approach [11], are needed, although at the expense of the optimality of 
the solution in large network. For this reason, ILP formulation can be used to jointly solve 
RWA problem only for small networks. Moreover, using an ILP formulation in dynamic case 
is very challenging due to its long computational time which may lead to an unacceptable 
connection setup delay. To overcome the difficulty in solving RWA in one single step, RWA 
problem is partitioned into routing (R) and wavelength assignment (WA) sub-problems, each 
of which is solved independently.  
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As mentioned previously, a common objective of an RWA approach in a static scenario is to 
minimize the number of network resources needed to establish a certain set of lightpaths for a 
given physical topology, e.g., the number of wavelengths. The work in [11] presents an 
approximate approach based on the ILP formulation for the routing sub-problem with the 
objective to minimize the maximum number of lightpaths on the links (referred to as the 
network congestion), which in turn represents a lower bound for the number of required 
wavelengths in the network.  
 
Once a route for each lightpath request has been calculated, a wavelength is assigned to each 
of them by solving the wavelength assignment (WA) sub-problem, which under wavelength-
clash and wavelength-continuity constraints is equivalent to solving the graph coloring 
problem [10]. The wavelength assignment based on graph coloring can be defined as follows 
[11]: 
 
(1) Construct an auxiliary graph G(V,E) so that each route is represented by a node in graph 
G. Any two nodes in graph G are connected by an undirected edge if and only if their 
corresponding routes share at least one same physical link. 
(2) Assign wavelength to each node in graph G such that no two adjacent nodes have the same 
wavelength.  
 
Fig. 2.1 shows an example of a network with six routed lightpaths, while Fig. 2.2 gives an 
example how an auxiliary graph for the case in Fig. 2.1 is created. It can be seen that three 
wavelengths are needed to support six lightpaths in Fig. 2.1. 
 

 
 

Fig. 2.1. A network with six routed lightpaths. 
 

 
 

Fig. 2.2. The auxiliary graph for the lightpaths in the network. 
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However, the minimum number of wavelengths needed to color a graph G is difficult to 
determine in large networks. The work in [12] presents an efficient sequential graph coloring 
algorithm which is able to achieve a sub-optimal result for the number of wavelengths used.  
 
Although a lower bound for the number of wavelengths required for routing a certain set of 
lightpath demands can be calculated by using ILP formulations in the static case, these 
globally optimal algorithms may be not applicable in a dynamic scenario. Moreover, as 
previously mentioned, ILP is not scalable with respect to the network size, and solving ILP 
formulations is time consuming. Thus, much faster heuristic approaches (due to their lower 
computational complexity) are needed in particular in dynamic scenarios where a setup delay 
may be an issue. Note that a heuristic approach can also be used in the network planning 
phase (static case). However, in contrast to the ILP formulation it might not be able to give 
the optimal solution. 
 
In the following, the various heuristic approaches for solving routing and wavelength 
assignment sub-problems are described.  
 
Heuristic approaches for solving routing sub-problem 
 
Fixed routing 
Fixed routing is one of the most straightforward approaches used for solving the routing sub-
problem. In this approach, the same pre-determined path is always selected as the route for all 
the connection requests between a specific source/destination pair. One commonly used fixed-
routing approach is based on the shortest-path algorithm that computes the shortest route 
between a given source/destination pair. The most used shortest path implementations are 
based on the Dijkstra algorithm or Bellman-Ford algorithm [13]. Fig. 2.3 shows an example 
of feasible fixed routes between node A and node D, while R1 and R2 represent the shortest 
routes in terms of number of hops. 
 

 
 

Fig. 2.3. An example of fixed routing. 
 

Due to the fact that in fixed routing only one route is pre-computed for each 
source/destination pair, a connection request will be blocked if resources along the route are 
occupied, which in turn may lead to an unnecessarily high blocking probability. In addition, 
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with only a single route pre-computed, no alternative route is available for rerouting the traffic 
in case of a failure. 
 
Fixed-alternate routing 
In fixed-alternate routing, a certain number of alternative routes are pre-computed for each 
source/destination pair. At each node in the network, a routing table which contains an 
ordered list of such multiple routes to each destination node is stored. When a connection 
request arrives, the first route in the list is checked whether there are resources available to set 
up the lightpath. If all wavelengths on that route are occupied, the second route is tried, and so 
on. If no route in the list has available resources to accommodate the connection request, the 
request is blocked. One of the most commonly used fixed-alternate routing approaches is 
based on the k-shortest path algorithm where k candidate routes between a given source and 
destination pair are calculated [14]. Typically these k candidate routes are ordered by their 
corresponding distance in terms of physical length or the number of hops. However, other link 
costs, such as impairments penalty or link power consumption, can also be considered when 
finding k shortest routes. 
 
Compared to the fixed routing, fixed-alternate routing does not only significantly reduce 
connection blocking [15][16], but it also provides the possibility to be fault tolerant to 
link/node failures. For instance, in Fig. 2.3 R2 can be considered as a protection route for a 
connection between node A and node D since it does not share any links, i.e., is link-disjoint, 
with R1.   
 
Adaptive routing 
Unlike fixed and fixed-alternate routing where the path(s) are pre-computed, adaptive routing 
calculates a path for each connection request dynamically, basing on the current network 
state. The network state is determined by all the lightpaths which are active in the network. 
Adaptive routing is able to achieve lower connection blocking compared to fixed and fixed-
alternate routings. However, its computational complexity is higher as the current network 
state has to be examined while routing each connection request. Moreover, in this approach an 
extensive support from control and management protocols is required since a routing table at 
a node needs to be updated continuously. Fig. 2.4 shows an example of adaptive routing 
where the link is assigned the cost according to the resource availability of the link, i.e., cost 
of busy link = ∞ and cost of link with available resources = 1. If a lightpath request between 
node A and node D arrives to the network, adaptive routing based on minimum cost would 
provision the request on R3. In contrast, fixed-routing approach with fixed shortest path as 
shown in Fig. 2.3 would block the request.  
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Fig. 2.4. An example of adaptive routing. 
 
One example of adaptive routing approach is least-congested-path (LCP) routing [17] where 
the least-congested route among a set of pre-determined routes is selected upon the arrival of 
a connection request. Note that links are considered to be more congested if they have fewer 
available wavelengths than the others. The congestion of a route is determined by the highest 
number of occupied wavelengths on the links along the path. The work in [18] shows that 
using shortest-path routing together with LCP can give better performance than using LCP 
alone. Keeping this in mind, Paper VII of this thesis applies adaptive routing which considers 
the current network state for breaking a tie created by shortest-path routing. 
 
Heuristic approaches for solving wavelength assignment sub-problem 
 
In a dynamic environment, connection requests arrive to the network following stochastic 
process. In such a scenario a fast and efficient wavelength assignment strategy should be 
applied. Many heuristic algorithms have been proposed for solving the online wavelength-
assignment sub-problem [19]. These algorithms may also be applied to the static (offline) 
problem and combined with any routing scheme by first ordering the set of lightpaths and 
sequentially assigning wavelengths to each of them. The heuristic algorithms typically offer 
lower computation complexity than ILP formulations but at the expense of sub-optimal 
solutions. In the following a brief explanation of the most common wavelength-assignment 
strategies is given. 
 
Random 
This approach first searches the space of wavelengths and determines the set of wavelengths 
which are available on the considered route. Then one of them is randomly selected (usually 
with uniform probability) [13]. 
 
First-Fit 
In this scheme, the wavelengths are numbered and searched sequentially from the lower 
number to the higher number. The first available wavelength found on a given route is then 
chosen. This approach is preferred in practice as it performs well in terms of connection 
blocking while provides lower computational cost compared to the Random assignment. In 
addition, similar to Random scheme, First-Fit does not introduce any communication 
overhead since no global information is needed [13]. 
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Least-Used 
This algorithm selects the least-used wavelength in the network to balance the load among all 
the wavelengths. Compared to Random and First-Fit approaches, this scheme does not only 
perform worse in terms of connection blocking but also introduces the communication 
overhead as global information is needed to compute the least-used wavelength. With the 
additional memory and computational cost, this approach is not preferred in practice. 
 
Most-Used 
In contrast to the Least-Used, this algorithm selects the most-used wavelength in the network. 
It significantly outperforms Least-Used, while also performs better than Random and First-Fit 
approaches in some network topologies [20]. Similar to Least-Used, this algorithm also 
introduces communication overhead, extra storage and computational cost. 
 
Although RWA algorithms in both static and dynamic scenarios typically base their decisions 
in selecting the route and wavelength only on the availability of network resources, there are 
also some other aspects, such as network survivability, transmission impairments, physical-
layer attacks, or energy consumption, that need to be considered during the RWA process in 
order to guarantee a certain network performance. In the next sub-chapters, these aspects of 
RWA are presented.   
 

2.3 Selected aspects of RWA problem 
 
In this thesis we consider different aspects of the RWA problem to be taken into account in 
network provisioning process in order to offer network survivability, guaranteed signal 
quality, prevention of physical-layer attacks propagation, and energy efficiency.  
 
2.3.1 Network survivability 
 
As previously mentioned in Chapter 1, it is very crucial to address the network survivability 
problem in TONs based on WDM. In fact, a single failure in such high capacity networks may 
interrupt a huge number of services and cause an enormous loss of data. In order for the 
network to continue providing services in the presence of failures, different survivability 
mechanisms have been proposed [5][6][21][22][23]. Typically, these mechanisms can be 
divided into two types, i.e., restoration and protection. There are two categories of restoration 
mechanisms, i.e., (i) real-time where restoration paths are computed and spare resources are 
reserved upon occurrence of failures, and (ii) preplanned where a set of restoration paths are 
pre-computed in advance while spare resources are reserved after a failure occurs. In contrast, 
in protection mechanisms, backup resources are both pre-computed and reserved in advance. 
In this way, protection can provide faster recovery times compared to restoration, at the 
expense of a lower efficiency in network capacity utilization.  
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Furthermore, restoration schemes can be categorized as: (i) link restoration, (ii) path 
restoration, and (iii) sub-path restoration. In link restoration, for each disrupted connection 
request the end node of the failed link dynamically computes a route that goes around the link. 
In path restoration, the source and the destination of each connection traversing the failed link 
are informed about the failure via a message from the nodes adjacent to the link. Then the 
source and/or the destination of each failed connection request calculate a backup route on an 
end-to-end basis. For sub-path restoration, the upstream node of the failed link computes a 
backup route from itself to the corresponding destination of each active connection request 
traversing the failed link. Among these three restoration schemes, link restoration has the 
fastest recovery time, followed by sub-path restoration and path restoration, respectively. 
 
Similarly to restoration strategies, protection schemes can also be classified into three groups, 
i.e., (i) link protection, (ii) path protection, and (iii) sub-path protection. In path protection, 
two types of paths are assigned to each connection request, i.e., a primary path that carries the 
traffic under normal operations, and a protection path which is an alternative path, used for 
rerouting the traffic in case of failure. The number of protection paths assigned depends on 
the number of failures a connection should be able to recover from. For instance, in the case 
of a single failure, one protection path is assigned to a connection request. Primary path and 
protection paths need to satisfy a specific disjointness condition, e.g., link, node, shared risk 
link group (SRLG), depending on the survivability requirements of the connection request. In 
this way primary and protections paths are not simultaneously disrupted in the case of a single 
link, node, or SRLG failure. Differently from path protection, in link protection the traffic is 
rerouted only around the failed link. Link protection can be faster compared to path 
protection, however, at the expense of less efficient backup resource utilization. Fig. 2.5 
shows an example of path protection and link protection for the same connection from node A 
to node D. 
 

 
 

Fig. 2.5. An example of protection schemes (a) path protection and (b) link protection. 
 
Another protection scheme is sub-path protection, also known as segment protection. In sub-
path protection, a primary path is divided into a sequence of segments, and each of them is 
protected separately. A segment is defined as a subset of links along a primary path [24]. Sub-
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path protection has higher scalability and faster recovery time, but less resource efficiency, 
compared to path protection [25].  
 
Considering how efficiently they can use resources, protection schemes can be classified into 
two types, i.e., (i) dedicated and (ii) shared. In dedicated path protection, backup resources 
cannot be used to protect more than one primary path at a time. While in shared path 
protection, backup resources can be shared by multiple disjoint primary paths while still 
provide 100% survivability from a single failure. Our work in Paper III and VII focuses on 
dedicated path protection and shared path protection.  
 
There are two types of dedicated path protection, i.e., (i) 1+1 protection and (ii) 1:1 
protection. In 1+1 protection the traffic is transmitted from source to destination on both 
primary and protection paths simultaneously. The destination node receives data from both 
paths and selects the best signal, i.e., strongest, between the two. 1+1 protection scheme can 
achieve a very fast recovery time since no signaling between the two end nodes is needed. In 
contrast, in 1:1 protection scheme the traffic is transmitted only on the primary path, while in 
the event of a failure the traffic is rerouted to the protection path. Generally 1:1 protection has 
better capacity efficiency, compared to 1+1 protection scheme. In such approach, the 
protection path can be used during the normal operation to carry some low-priority traffic 
which can be preempted at the event of failure. However, 1:1 protection requires a longer 
recovery time, compared to 1+1 protection, since the destination node has to communicate 
with the source node to switch the traffic.  
 
On the other hand, in a shared path protection scheme, in order to survive from a single 
failure, protection resources can be shared if and only if their corresponding primary paths 
satisfied the required disjointness condition, e.g., link, node, SRLG. Shared path protection is 
also referred to as M:N protection, where M represents the number of protection paths shared 
by N primary paths. Also with this strategy protection resources can be used to carry low 
priority (i.e., preemptable) traffic during normal conditions. Compared to dedicated path 
protection, shared path protection provides better resource utilization but with longer recovery 
time since the switches on the protection path cannot be configured until the failure occurs. 
Fig. 2.6 shows an example of 1+1, 1:1, and M:N path protection schemes. 
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Fig. 2.6. An example of path protection schemes (a) 1+1, (b) 1:1, and (c) M:N. 
 
2.3.2 Signal quality consideration 
 
As previously mentioned, in TONs the optical signal quality can be degraded as a 
consequence of transmission impairments (referred to as physical-layer impairments) 
accumulated along the transparent path due to the lack of signal regeneration. Physical-layer 
impairments can be classified into linear and nonlinear. Linear impairments do not depend on 
the signal power and affect each channel individually, whereas nonlinear impairments do not 
only originate from the response of optical fiber to the signal power but also cause 
interference and disturbance to the other channels. However, both linear and nonlinear 
impairments are highly dependent on the fiber characteristics which in turn are sensitive to 
temperature and depend on the fiber length and the age of the fiber. 
 
2.3.2.1 Linear impairments 
 
A list of the most significant linear impairments includes Amplified Spontaneous Emission 
(ASE) noise, Polarization Mode Dispersion (PMD), and Group Velocity Dispersion (GVD). 
In this subchapter a brief description of each one of these impairments is provided. 
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Amplified Spontaneous Emission noise 
 
Amplified Spontaneous Emission (ASE) noise is generated by optical amplifiers used to 
compensate the optical power losses in TONs. ASE originates from photons which are 
emitted via a spontaneous emission while electrons in an upper energy level return to a 
ground state. Although these photons have the same energy as the incident optical signal, they 
are emitted in random directions, polarizations, and phases. The emitted photons travelling in 
the forward direction get amplified and add fluctuations to the amplified incident optical 
signal that in turn are converted to the current fluctuations during the photodetection process 
at a receiver. The ASE noise is the dominant noise source which limits the transparent reach 
in TONs. The electrical variance of the ASE noise [26] can be calculated from, 
 

                                         oB
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ASEPavgPRASE ⋅= 242σ  ,                                            (2.1) 

 
where R   is the responsivity of a receiver,   is the average signal power at a receiver, 

  is the ASE power of amplifiers [26],   and   are the optical and the electrical 
bandwidth of a receiver, respectively. 
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Polarization Mode Dispersion 
 
Polarization Mode Dispersion (PMD) is a linear phenomenon of pulse broadening originating 
from the fact that the orthogonally polarized components of a pulse travel along the fiber with 
different group velocities due to fiber birefringence. PMD is a limiting factor for long haul 
optical communication systems operating at high bit rates [26]. The PMD-induced pulse 
broadening can be estimated by using the differential group delay between the two 
polarization components obtained after averaging over random birefringence changes. For a 
fiber of length , the differential group delay [26] can be presented as, L
 

                                          LDT P=Δ ,                                                       (2.2)                        
 
where PD   is the fiber PMD parameter measured in ps/√km. On the other hand, the power 
penalty due to PMD [27] can be calculated as, 
 

      LDBpen PPMD
222.10= ,                                                  (2.3) 

 
where B  is the signal bit rate.  
 
Group Velocity Dispersion 
 
Group Velocity Dispersion (GVD) or Chromatic Dispersion (CD) is caused by the frequency 
dependence of the fiber refractive index which in turn impacts the propagation delay among 
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different spectral components of a pulse. Consequently, the pulse broadens and the 
transmitted signal is degraded as consecutive symbols interfere with each other. GVD can 
increase or mitigate the effect of fiber non-linearity such as Self Phase Modulation (SPM) 
since both GVD and SPM are responsible for pulse broadening. In Paper I, II, III and IV of 
this thesis the combined effect of SPM/GVD is evaluated through the eye closure penalty 
parameter discussed in the next sub-chapter. 
 
2.3.2.2 Nonlinear impairments 
 
This sub-chapter gives a short description of nonlinear impairments, which significantly affect 
the quality of the signal transmitted in optical fibers, including Self Phase Modulation (SPM), 
Cross Phase Modulation (XPM), and Four Wave Mixing (FWM). 
  
Self Phase Modulation 
 
Self Phase Modulation (SPM) is caused by the fiber refractive index dependence on the signal 
intensity. As a result, a phase shift which is proportional to the signal intensity is induced via 
the Kerr effect [26], which in turn causes the frequency chirping of the pulse. This SPM-
induced chirp affects the pulse shape through GVD and amplifies the pulse broadening. For 
this reason, the effects of SPM and GVD can be combined and considered together [28][29]. 
By convoluting the transfer function of the fiber with the assumed frequency chirping at the 
transmitter, the eye closure penalty due to SPM/GVD can be calculated as, 
 

( ) ( )ωω fiberchirppedeye HApen *=  ,                                    (2.4) 

 
where ( )ωchirppedA   is the transmitted pulse with frequency chirping (modeled as in 

[26][29][30]), and ( )ωfiber

eyepen

H   is the transfer function of the fiber. The detailed steps to 

compute the value of  can be found in [31]. 

 
Cross Phase Modulation 
 
In WDM systems, the dependence of the fiber refractive index on the intensity of the 
transmitted signal is worsened by the fact that two or more optical channels are transmitted 
simultaneously. In such cases, the nonlinear phase shift of a specific channel is not only 
caused by its own signal power but also by the power of other channels co-propagating in the 
same fiber. This effect is referred to as Cross Phase Modulation (XPM). Similar to SPM, 
XPM also introduces spectral broadening of the optical signal. The electrical variance of 
XPM can be obtained by using the following expression [32], 
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where  is the average channel power,  is the total number of fiber spans,  is 

the XPM-induced intensity modulation frequency response originated by the pump channel b 
on the probe channel a, 
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  is the power spectral density of pump channel b. The detailed 

calculation of  can be found in [33]. )ω
 
Four Wave Mixing 
 
Four Wave Mixing (FWM) is the phenomenon that the optical signals are generated by 
another three optical channels co-propagating simultaneously in the fiber. If the three co-
propagating optical channels are transmitted with carrier frequencies fa, fb, and fc, the 
frequency of the generated optical signal fm can be expressed as:  fm = fa  fb  fc. In practice, 
the signals originated by FWM have lower powers compared to the other transmitted signals 
due to the lack of perfect phase matching and signal attenuation from fiber losses. However, 
under the circumstance that channel wavelengths are spaced near to the zero-dispersion 
wavelength region of the fiber, the phase matching condition can be approximately satisfied. 
In such case, the signals generated at the frequency combinations of the form fm = fa + fb – fc 
can significantly degrade the system performance [26], especially the channels located at fm. 
The electrical variance of FWM can be expressed by [34], 
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where R   is the reponsivity of the receiver, and   is the transmitted signal power of each 
channel. The first summation term represents the FWM power [35] in the case when all 
channels including the one under consideration (m) are using difference frequencies (fa ≠ fb ≠ 
fc ≠ fm), the second summation represents the FWM power when   fa ≠ fb ≠ fc but fc = fm, and 
the last summation represents the FWM power when fa = fb ≠ fc ≠ fm. 
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2.3.2.3 Transmission quality 
 
In order to assess the signal quality of a lightpath at the receiver, several performance 
parameters can be considered, e.g., bit error rate (BER), optical signal-to-noise ratio (OSNR) 
as well as Q factor (Q) [26]. BER is defined as the probability of an incorrect identification of 
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a bit by the decision circuit of the receiver. OSNR is the ratio between the average received 
signal power and the received optical noise power. On the other hand, Q is a good 
intermediate parameter between BER and OSNR [36]. The relation between BER and Q 
factor can be expressed as [26]:  
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where the relation between ONSR and Q factor can be presented as [30], 
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2.3.3 Physical-layer attacks 
 
As mentioned in Chapter 1, another important issue that needs to be considered in TONs is 
their vulnerabilities to physical-layer attacks. Due to lightpath transparency, physical-layer 
attacks can cause severe service disruption or even service denial as a result of their ability to 
appear sporadically and propagate throughout the network. Moreover, detecting, locating the 
source, and limiting the spreading of such attacks are difficult since monitoring must be 
performed in the optical domain. Various physical-layer attacks in TONs are described in 
[37][38][39].  
 
Attacks can be classified as: (i) service disruption attacks, which prevent communication or 
degrade the Quality of Service (QoS) of the existing connections, and (ii) tapping attacks, 
which compromise privacy by providing unauthorized users access to data, which then can be 
used for eavesdropping or traffic analysis [37]. An attacker usually exploits the vulnerabilities 
of the key components used in TONs, in particular fibers, optical amplifiers, and switches.  
 
Under normal operation conditions, optical fiber are immune to electromagnetic interference 
and only a negligible level of power radiates out of the fiber. However, this is not the case for 
unshielded fibers where light may radiate into or out from the fiber by slightly bending it [40]. 
By utilizing this weak point, an attacker with physical access to the fiber can inject a signal at 
a certain wavelength into the fiber to cause service degradation, the so-called in-band 
jamming attack. On the other hand, an injected powerful jamming signal interacts also with 
the other channels propagating in the same fiber via nonlinear effects, e.g., XPM, and FWM, 
which in turn causes inter-channel crosstalk. Moreover, an attacker can tap a signal first, i.e., 
by bending the fiber to retrieve part of the signal, and then inject a signal downstream of the 
tapping point. This combined tapping and jamming attack is called correlated jamming. 
Normally a correlated jamming has a worse effect on the network performance than a simple 
jamming attack because part of a transmitted signal is replaced with noise.  
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In the case of an optical amplifier, an attacker can induce service disruption by utilizing the 
gain competition phenomenon. In other words, an optical amplifier has a finite amount of gain 
available for all the signals traversing through it, and this gain is divided proportionally to the 
signal power. Thus, by injecting a high-power jamming signal on a different wavelength than 
legitimate channels but within the amplifier passband, the weaker (legitimate) signals can be 
deprived of gain while the jamming signal itself receives extra amplification. With an 
additional increased power, this kind of attack, referred to as out-of-band jamming, can 
further propagate to the other parts of the network and cause service degradation or even 
service denial on the other legitimate lightpaths propagating far away from the attacker’s 
access point. Besides, as gain competition happens very rapidly, i.e., at modulation rate, an 
out-of-band jamming can be used to tap a signal by observing cross-modulation effects.    
 
In optical switching nodes a high-power jamming signal injected on a legitimate lightpath can 
cause a service disruption and tapping via intra-channel crosstalk effect. Compared to inter-
channel crosstalk, which usually happens in a fiber, an intra-channel crosstalk is more severe 
since it is cumulative, hence its aggregate effect over the whole network can cause more 
damage. Fig. 2.7 presents an example of the potential consequences of a high-power jamming 
attack. Let us assume that a high-power jamming signal is injected on 1λ , shown as attacker 
in Fig. 2.7. As a result, it can cause gain competition in optical amplifier and inter-channel 
crosstalk in fiber, which in turn affect the signal of user 2 on 2λ . Moreover, this attacker can 
also disrupt user 1 on 1λ  via intra-channel crosstalk in switch. With the power of attack 
transferred to user 1, user 1 can further affect user 3 which shares a common switch with it. 
Consequently, user 4 sharing the same switch with user 3 is also disrupted. In this way, it can 
be seen that without needing to inject the attacking signal into a switch and without the need 
to operate any switch in the network, once inserted an attack can spread across the network far 
beyond the original point of the attacker. 
 

 
 

Fig. 2.7. An example of potential consequences of high-power jamming attack. 
 
Rather than injecting a high-power jamming signal into the network, an attacker can create the 
so-called low-power QoS attack [41] by attaching a splitter at the beginning of a link to 
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attenuate the signal power to a certain level lower than that optical amplifiers placed along a 
link can compensate for. With this induced attenuation, the signal quality at the receiver can 
be significantly degraded. 
 
In order to limit the high-power jamming attack propagation in the network, power equalizers 
based on wavelength-selective attenuators can be placed in the network nodes, as proposed in 
Paper V and VI of this thesis. Moreover, in Paper V and VI heuristic approaches dealing 
with the power equalization placement problem are also developed, with the aim of 
minimizing the number of required power equalizers in the network and in this way limiting 
the additional equipment cost.   
 
2.3.4 Energy efficiency 
 
Power consumption reduction in optical networks can be addressed at different levels: 
component, transmission, network, and application [42]. At the component and transmission 
level, energy-efficient devices such as optical switching fabrics, transmitters as well as 
receivers are being developed [43][44]. At the network level, energy-efficient resource 
allocation approaches have been introduced [45][46], while energy-efficient network 
connectivity mechanisms at the application level are also proposed to decrease the power 
consumption [47][48].  
 
In this sub-chapter, we focus on the power reduction at network level in optical core networks 
which typically comprise multi-layer network architectures, i.e., IP (Internet Protocol) over 
WDM. Hence, to decrease the energy usage in such networks both electrical (IP) and optical 
(WDM) layers should be considered.  
 
The authors in [49] propose a Mixed Integer Linear Programming (MILP) model and two 
heuristic approaches aiming at minimizing the energy consumption in IP over WDM 
networks. It is found that by extensively applying lightpath bypass strategy, power 
consumption can be significantly reduced. Moreover, their results also show that IP routers 
consume much more power (around 90%) than EDFAs and transponders in the optical layer. 
To cut down the energy consumption in IP routers, the work in [50] presents a scheme to 
switch off idle IP router line cards and their corresponding lightpaths in low-demand hours, 
while in [51] the authors study the potential traffic disruptions if line cards are switched off. 
On the other hand, the authors in [52] investigate the limitation of energy saving in load 
adaptive networks. Besides, the power consumption of IP layer can be reduced by using the 
energy-efficient IP packet forwarding approach proposed in [53]. 
 
In [54], the authors discover that network elements still consume a considerable amount of 
power even without any traffic flow, and that the energy consumption in majority of 
switching architectures depends on the traffic load. These findings lead to the idea that 
energy-aware traffic grooming algorithms may help to reduce the power usage. The authors in 
[55] express the total network power consumption in terms of the power consumed by 
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individual lightpaths, and based on the proposed power model they develop an ILP 
formulation of the grooming problem with the objective to minimize the energy consumption. 
The solution shows that in a small network the significant power saving can be obtained with 
energy-efficient traffic grooming. In [56], an energy-aware dynamic traffic grooming 
heuristic based on an auxiliary graph is introduced. It is found that, for the daily traffic 
variation during different hours, the proposed approach can considerably reduce the energy 
consumption in the network.  
 
Moreover, the power-aware network design problem is treated in [45] where an ILP 
formulation and a heuristic approach aiming at minimizing the number of powered on 
network devices are presented. Similarly, the authors in [46] introduce an ILP model and 
some greedy heuristics with the objective to minimize the total network power consumption. 
Their obtained results indicate that by selectively switching off nodes and links the total 
network power consumption can be decreased while guaranteeing that the resource utilization 
is still below a given threshold, i.e., 50%.  
 
To tackle the energy issue in the optical layer, Paper VII of this thesis addresses the energy-
efficient survivable connection provisioning problem in a dynamic scenario. 
 



 



Chapter 3 
 
Impairment-Aware Routing and Wavelength 
Assignment 

 
All-optical networks based on WDM technology have been considered as an ultimate solution 
for the drastic growth of capacity demand driven mostly by bandwidth-hungry applications 
such as video presence, High-Definition Television (HDTV), and real-time data backup. In 
such networks, the costly O/E/O conversions can be avoided, enabling transparency to bit 
rate, protocol, and modulation format. On the other hand, due to the lack of signal 
regeneration at intermediate nodes the quality of the transmitted signal might be degraded by 
physical-layer impairments induced in optical components and fiber links. As already 
mentioned in Chapter 2, this introduces the need to consider the effect of physical-layer 
impairments during the RWA process, i.e., to solve the so-called Impairment-Aware Routing 
and Wavelength Assignment (IA-RWA) problem with the objective of not only minimizing 
the network resource usage, but also to guarantee the required transmission quality. 
 
Transmission impairments can be considered in network design and provisioning in three 
ways [57]: (i) the signal quality is verified after a route and a wavelength are assigned using 
one of the conventional RWA algorithms, (ii) the impact of impairments is considered during 
the routing and/or wavelength assignment decisions, and (iii), as a combination of (i) and (ii), 
the effect of transmission impairments is quantified/modeled and used as a constraint for the 
routing and/or wavelength assignment problem, and the signal quality of a selected lightpath 
is then verified. Below we provide a brief overview of IA-RWA algorithms proposed in the 
literature. 
 
The work in [58] presents a RWA algorithm based on a shortest path approach performed on 
each available wavelength originating at the source node. The objective is to find a series of 
candidate routes for the primary and the protection paths obeying the wavelength-continuity 
constraint, each one using a different channel. Then, for each one of these routes the end-to-
end Q factor is calculated. The route with the highest Q factor is selected to establish the 
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connection request. The authors in [36] propose two different IA-RWA algorithms. In the first 
scheme, a lightpath with shortest physical distance is selected first, and then its signal quality 
taking into account PMD and ASE is checked. In the second approach, a shortest path routing 
algorithm is used to find a path in the wavelength-layered topology graphs by considering the 
first wavelength first.  Then the shortest path of the first available wavelength is picked and 
the signal quality of the selected lightpath is examined. If the signal quality of the lightpath is 
better than the pre-determined threshold, the connection request is established. Otherwise, the 
shortest path of the second available wavelength is checked, and so on, until either a suitable 
path is found or the options are exhausted. The work in [59] presents an ILP formulation and 
two heuristic approaches where a route is computed using link cost associated with the effects 
of PMD and ASE, while a First-Fit wavelength assignment strategy is used. Differently from 
[59], the authors in [60] focus on wavelength assignment, where the wavelength with 
minimum crosstalk intensity is selected. In [61] a wavelength assignment scheme based on a 
wavelength spectrum separation technique taking the impact of crosstalk into account is 
proposed. The work in [62] presents an adaptive routing algorithm where route computation is 
based on the real-time Q factor measurements, collected from devices on a link basis. Rather 
than using a Q factor measured in real-time as in [62], the work in [63] utilizes the noise 
variance of ASE, XPM, FWM, and crosstalk as the link cost while computing a candidate 
route for a connection request. Given the found route, all the wavelengths which meet the 
wavelength-continuity constraint are checked and the first wavelength that satisfies the pre-
defined BER threshold is selected. If no wavelength with acceptable signal quality is found, 
the connection request is blocked. The authors in [64] propose a dynamic routing scheme 
where the value of dispersion, ASE noise, and crosstalk are considered as constraints during 
RWA decisions. In their algorithm, if the signal quality threshold is met, the lightpath with the 
least number of optical fiber links is selected. Otherwise, the connection request is blocked.   
 
The IA-RWA algorithms outlined above are usually referred to as Impairment-Aware Best-
Path (IABP) algorithms since they always select the lightpath with the best signal quality, i.e., 
the least impaired. Furthermore, in these approaches if the lightpath’s transmission quality is 
verified before establishing a connection request, its signal quality is compared against only a 
single threshold regardless to the signal quality requirement of a connection request. As 
mentioned in Chapter 1, next generation networks and the future Internet are expected to 
support a wide variety of new online services (e.g., real-time interactive gaming, 
telemedicine, and remote surgery) with different requirements in terms of bandwidth, delay, 
and signal quality. In such a paradigm, an IA-RWA scheme which supports only a single 
signal quality threshold uniformly for all connection requests, may overprovision network 
resources to those demands which could tolerate higher signal degradation. This has a direct 
impact on the overall blocking probability, whereas demands that could sustain a lower 
transmission quality than the threshold may be unnecessarily blocked. To overcome these 
deficiencies, our work in Paper I, II, and III of this thesis proposes for the first time an 
Impairment Constraint Based Routing (ICBR) algorithm supporting differentiation of services 
based on the required BER level of each connection request. This approach is referred to as 
ICBR-Diff. Moreover, Paper IV of this thesis evaluates our ICBR-Diff approach in 
heterogeneous WDM networks where fibers with different physical characteristics coexist. 
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The next sub-chapter presents the physical-layer impairments model used to define the link 
costs for the routing computation phase of the ICBR-Diff approach. It also provides the 
formula used to calculate the transmission quality of a lightpath. After these details are 
presented, the ICBR-Diff algorithm is described and some interesting findings from our 
simulation results presented in Paper I, II, III, and IV are discussed. 
 

3.1 Physical-layer impairments model 
 
To incorporate the impact of physical-layer impairments in RWA approaches, two general 
models can be used [57]; (i) analytical models, where the impairments are evaluated using a 
close-form formula, and (ii) hybrid models where simulation results or real-time signal 
monitoring are used. Furthermore, among the available performance metrics, e.g., OSNR, 
PMD and/or ASE values, Q factor is considered the most suitable parameter to use during the 
routing process as it has a close correlation with both OSNR and BER.  
 
Hence in our contributions, the effect of physical-layer impairments is quantified by using the 
Q-penalty factor, following the analytical model presented in [65]. In addition, the power 
penalty due to PMD proposed in [27] is used to extend the Q-penalty model presented in [65] 
in order to account for the impact of PMD. The Q-penalty factor including the impact of ASE 
noise, PMD, SPM/GVD, XPM, and FWM, of k-link is expressed as,  
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is the power penalty due to PMD calculated by using equation (2.3),  

is the relative eye closure attributed to SPM/GVD calculated by using equation (2.4) 

and the sequence of steps in [31],  is the electrical variance of ASE noise computed by 

using equation (2.1),  and  are the electrical variance of XPM and FWM 

induced degradation calculated by using equations (2.5) and (2.6), respectively. The formula 
of the Q-penalty factor presented here can also be found in Paper IV of this thesis.  
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After selecting a lightpath which is assumed to be a sequence of fiber links, its signal quality 
can be verified by using the following Q factor equation, 
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where  is the transmitted signal power,  is the eye closure penalty due to 

SPM/GVD effects computed basing on the total length of a lightpath, is the power 

penalty due to PMD of a lightpath,  is the total electrical variance of ASE noise of 

a lightpath, and  and  are the total noise variance of XPM and FMW 

of a lightpath, respectively. Note that the electrical variances of ASE noise, XPM, and FWM 
of a lightpath can be calculated as the summation of the corresponding electrical variances of 
the links comprising a lightpath because in our work the constant signal power model and the 
same link architecture for all the links in the network are assumed. The BER value of a 
lightpath can then be calculated by using equation (2.7).  
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3.2 Impairment Constraint Based Routing  
 
In traditional Impairment Constraint Based Routing (ICBR) algorithms such as in [36][58] 
[63][65], the impact of physical-layer impairments is considered in the routing and/or 
wavelength assignment decisions, and a lightpath with the best signal quality is selected using 
a single quality threshold. Since traditional ICBR approaches always select the best quality 
(i.e., least impaired) lightpath, they are also referred to as Impairment-Aware Best-Path 
(IABP) algorithms. For example, the routing decisions of the strategy presented in [65] are 
made using a weighted graph where the effect of impairments is translated into a link cost, 
while the wavelength assignment decisions are made by selecting the wavelength channel 
(among the free ones) able to provide the best overall Q factor for the considered connection 
requests. The approach in [65] first chooses a lightpath with the highest Q factor, and then it 
compares this value against a single and pre-defined signal quality threshold corresponding to 
the highest level of signal quality requirement in the network, to decide whether to accept or 
reject the connection request. All this is done without taking into account what is the actual 
signal quality requirement of a connection request, with the risk, in some cases, to be in a 
situation where connections are provisioned with a transmission quality that greatly exceed 
their real need. Ultimately this results in a non efficient utilization of the resources in the 
network, with detrimental effects on the overall blocking probability.    
 
Our contributions in Paper I, II, III, and IV try to overcome this problem and propose an 
ICBR algorithm which takes the different signal quality requirements of connection requests 
into consideration during the RWA process.  
 
Considering the fact that protection paths are on average longer than their respective primary 
paths, it is obvious that the effect of physical-layer impairments on protection paths cannot be 
overlooked. Keeping this in mind, Paper III of this thesis extends our contribution in Paper I 
and II to address the network resilience problem in the context of ICBR algorithm that not 
only support service differentiation but also the network survivability.   
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Fig. 3.1 presents the flowchart of our proposed ICBR-Diff algorithm which can also be found 
in Paper III. Note that Paper I, II, and IV of this thesis include only the primary path 
provisioning, while Paper III considers also provisioning of the protection path.  
 

 
 

Fig. 3.1. Flowchart of ICBR-Diff algorithm. 
 

Two routing schemes are considered in both primary path provisioning and protection path 
provisioning phases, i.e., shortest path routing, and IA routing. Both routing algorithms start 
with an initialization phase where network topology information and physical parameters are 
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collected. After a connection request arrives, link cost is assigned by using either the physical 
link distance or the Q-penalty expressed in equation (3.1) depending on the chosen routing 
approach (i.e., shortest path routing and IA routing, respectively). Then, k routes are 
calculated between the source and the destination of the connection request using iteratively 
Dijkstra algorithm (for the detailed computation, check Paper II). After that these routes are 
analyzed one by one. If there is at least one common available wavelength on every link of 
the route under consideration, this route is then stored in the set of candidate routes. At the 
end of this process if no route is found, the connection request is blocked. In the case of 
shortest path routing, the candidate route with the shortest physical distance is selected first, 
and then its BER is computed. While in the case of traditional IA routing, i.e., IABP 
algorithm, and our ICBR-Diff, the BER of every candidate route is calculated. With IABP the 
candidate route with minimum BER is then selected. For both shortest path and IABP, the 
BER of the selected route is compared against a single signal quality threshold regardless of 
the signal quality requirement of the connection request. If the BER is greater than the 
threshold, the connection request is blocked. In contrast, in our ICBR-Diff approach the BER 
of each candidate route is compared against the signal quality requirement of the connection 
request, i.e., different BER thresholds according to the request needs, and the route with the 
highest BER, which satisfies the signal quality requirement, is selected. After that the first 
available wavelength is assigned to the chosen route. 
 
Protection path provisioning phase works in a similar way as the primary path provisioning, 
except that the links used in the primary path are excluded from the topology first in order to 
obtain a protection path which is link-disjoint to the primary path. Two protection schemes 
are considered in Paper III of this thesis, i.e., (i) dedicated path protection, and (ii) shared 
path protection. In the dedicated path protection case, link cost assignment is carried out in the 
same way as the primary path link cost assignment. While in the shared path protection case, 
the links are assigned a cost equal to zero if they can be shared with the already provisioned 
protection paths, under the condition that the respective primary paths are link-disjoint. 
Otherwise, the link cost is set according to the routing scheme used in primary path 
provisioning phase. For both protection approaches, BER examination and wavelength 
assignment are done identically to the primary path provisioning. 
 
Simulation results in Paper I, II, and III show that a significant improvement in terms of 
total blocking probability accounting for both blocking due to insufficient resources and 
blocking due to impairments can be achieved by our ICBR-Diff approach, compared to 
shortest path routing and IABP algorithm. Moreover, the results obtained in Paper IV 
exhibits that our ICBR-Diff is also highly adaptive in a heterogeneous fiber composition 
scenario.  
 
Table 3.1 presents some selected results from Paper I, II, and III, using the COST239 Pan-
European test network topology [66] at a traffic load such that resources are not a reason to be 
concerned of in the network, i.e., connection requests are blocked only because of an 
insufficient signal quality. This set of results is chosen in order to emphasize the difference in 
the way shortest path, IABP, and ICBR-Diff solve the IA-RWA problem. In our study, we 
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consider two classes of connection requests with regard to their signal quality requirements, 
where Class-1 connection requests require a better signal quality in terms of maximum 
tolerated BER than Class-2. It is also assumed that Forward Error Correction (FEC) is not 
available, or if it exists, it might not be available at all nodes. In Table 3.1 two different traffic 
mixes of connection requests are shown in the case of ICBR-Diff. ICBR-Diff 50/50 represents 
an equal combination of Class-1 and Class-2 traffic in the networks, while ICBR-Diff 30/70 
represents a case with 30% of Class-1 traffic and 70% of Class-2 traffic. Note that the signal 
quality threshold used for the shortest path and the IABP algorithms is BER < 10-15 regardless 
of the signal quality requirements of connection requests, while in ICBR-Diff different 
thresholds are set according to the classes of connection requests, i.e., BER < 10-15 for Class-1 
connection requests and BER < 10-9 for Class-2 demands.  
 

Table 3.1  
Blocking probability due to insufficient signal quality in COST239 [66]  

 

Routing algorithm 

Without 
protection path 

provisioning 
(at 120 Erlangs) 

With protection path provisioning  
(at 60 Erlangs) 

Dedicated Path 
Protection 

Shared Path 
Protection 

Shortest path 0.1044 0.3948 0.6025 
IABP 0.035 0.3378 0.1906 

ICBR-Diff 50/50 0.0134 0.1004 0.0862 
ICBR-Diff 30/70 0.008 0.0593 0.0546 

 
The results in Table 3.1 shows that the considerable reduction of the blocking probability due 
to insufficient signal quality can be obtained by ICBR-Diff, compared to shortest path and 
IABP algorithms. This is because ICBR-Diff chooses the lightpath with acceptable BER 
performance with respect to the connection requirements. Consequently, it avoids blocking 
the connection requests with unnecessarily high signal quality threshold.     
 
In order to create the heterogeneous fiber scenarios considered in Paper IV, equation (3.1) is 
used assuming two different fiber types, i.e., old fibers and new fibers, each one with a 
different PMD parameter. The PMD parameter of an old fiber is equal to 0.5 ps/√km, while 
the PMD parameter of a new fiber is assumed to be equal to 0.1 ps/√km [26].   
 
Some selected results of COST239 [66] from Paper IV are shown in Table 3.2. Similarly to 
the results in Table 3.1, the value of the load is such that the only reason for blocking a 
connection request is an insufficient signal quality, i.e., resources blocking is equal to zero. 
The type of fiber in the network is randomly chosen according to the five heterogeneous fiber 
scenarios under consideration: (i) 100% old fiber, (ii) 80% old fiber – 20% new fiber, (iii) 
50% old fiber – 50% new fiber, (iv) 20% old fiber – 80% new fiber, and (v) 100% new fiber. 
It can be seen from the results that ICBR-Diff can achieve a significant blocking probability 
improvement already in the case of 100% old fiber. This is because ICBR-Diff is able to adapt 
its lightpath provisioning decisions to the signal quality requirements of the connection 
requests. Blocking connections due to unnecessary high signal quality constraint is avoided, 
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leading in turn to a more efficient resource utilization and a higher adaptability to 
heterogeneous fiber scenarios, as compared to shortest path and IABP approaches.  
 

Table 3.2  
Blocking probability due to insufficient signal quality in heterogeneous fiber scenarios 

 

Routing 
algorithm 

100% 
old fiber 

80% 
old fiber – 

20% 
new fiber 

50% 
old fiber – 

50% 
new fiber 

20% 
old fiber – 

80% 
new fiber 

100% 
new fiber 

Shortest path 0.1944 0.1712 0.1401 0.1265 0.1108 
IABP 0.117 0.1045 0.0934 0.0714 0.0581 

ICBR-Diff 
50/50 0.0529 0.0493 0.04 0.0285 0.019 

ICBR-Diff 
30/70 0.0302 0.0248 0.0171 0.0108 0.0105 

 
Note that for all the results presented here, the simulation time is set to achieve a confidence 
interval of 10% or better, at the 90% confidence level. 
 



Chapter 4 
 
Prevention of Physical-Layer Attacks Propagation in 
Transparent Optical Networks 
 
As it was already discussed in the previous chapters, transparency in all-optical networks 
makes it possible to simultaneously transmit signals with different modulation formats, bit 
rates, and protocols. This is possible thanks to the fact that O/E/O conversion is not needed at 
intermediate nodes. By keeping the signals entirely in the optical domain, a significant cost 
reduction due to the removal of O/E/O converters can be achieved. However, the absence of 
signal regeneration functionality does not only lead to the accumulation of physical-layer 
impairments along the lightpaths, but also makes TONs highly vulnerable to physical-layer 
attacks. 
 
Unlike component malfunctions/failures that affect only the connections passing through 
them, physical-layer attacks can cause damage to a large set of lightpaths. In TONs malicious 
attacks can propagate uncontrollably throughout the network since signals are not interpreted 
or regenerated at intermediate nodes. Moreover, transparency also makes attack detection and 
localization difficult. A brief overview of the works dealing with physical-layer attacks is 
provided next. 
 
In [39], the authors present a new method for detecting attacks at the optical nodes and along 
fiber links. They propose to tap a small portion of the signal at both the input and the output 
ports of an inspected device for testing purposes. The rationale behind this idea is that the 
input and output signals of a device should obey a mathematical relationship (i.e., a transfer 
function) that is well known by the network management system. If the amplitude and/or the 
phase of the measured signals do not behave as expected, it is then possible to assume the 
presence of an attack. Similarly, the work in [67] presents a conceptual framework for attack 
management, including detection, localization, protection, and also restoration. Differently 
from the work in [39] and [67] where various kinds of attacks (e.g., out-of-band jamming 
signal, and tapping) are studied, the authors in [68] focus on crosstalk attacks only. They 
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propose a detection and localization method based on the use of sparse monitoring. They use 
the power level of connections as diagnostic data, and they prove that only a small number of 
monitors, installed at a subset of network nodes, are enough to detect crosstalk attack. In 
contrast to the methods presented in [39][67][68] which deal with high-power jamming 
attacks, the authors in [41] address the low-power QoS (Quality of Service) attacks and their 
impact on the BER values of legitimate lightpaths. Moreover, they also propose the 
performance monitoring mechanisms to protect the network from such attacks. Unlike the 
works presented in [39][41][67][68] which are focused on fast detection schemes triggered in 
a case of attack, the authors in [69] propose a prevention approach aimed at minimizing the 
potential damage caused by high-power jamming attacks. They focus on the design phase of a 
network based on a routing approach that minimizes the potential damage in the networks if 
an attack occurs. With this purpose in mind, they present both an ILP formulation and a tabu-
search-based heuristic able to solve the network design problem where a new objective 
function called maximum Lightpath Attack Radius (maxLAR) is minimized. maxLAR is 
defined as the maximum number of lightpaths that any one lightpath shares a common fiber 
link with. It is also equal to the maximum number of lightpaths that any one jamming signal 
injected on any lightpath in the network can attack via gain competition in optical amplifiers 
and inter-channel (out-of-band) crosstalk in fibers. In [70], the authors introduce a multi-
objective bin-packing-based heuristic for solving the wavelength assignment sub-problem. 
The objective in this work is to minimize the potential propagation of intra-channel (in-band) 
crosstalk jamming attacks as well as the number of wavelengths used.  
 
High-power jamming attacks cause gain competition in optical amplifiers, inter-channel 
crosstalk in fibers, and intra-channel crosstalk in switches, but their propagation can be 
efficiently limited by installing power equalizers at all network nodes. In this way, a high-
power jamming signal injected on a legitimate lightpath will lose its attacking capability after 
passing through the first network node with a power equalizer installed. With this approach, 
the only lightpaths that are disrupted by an attack are the ones sharing the same fiber with the 
attacking signal up to the node, in which the power equalizer is installed. Fig. 4.1 presents an 
example of how the propagation of an attack can be limited by the installation of power 
equalizer. Let us assume that a high-power jamming attack is injected on lightpath 1 (LP1). As 
a result, other lightpaths (i.e., LP2 and LP3) sharing the same fiber links with the attacked 
lightpath (i.e., LP1) could be affected. But, if node 2 has a power equalizer installed, the 
power of attacking lightpath LP1 is attenuated to an acceptable level after passing through the 
node, and lightpath LP3 will not be disrupted.   
 

 
 

Fig. 4.1. Example of attack propagation. 
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Because the network nodes equipped with power equalizers are more expensive than the ones 
without power equalizers, their number should be minimized and their respective placement 
should be done in such a way that the potential damage on the legitimate lightpaths is 
minimized. 
 
Keeping this in mind, Paper V and VI of this thesis propose: (i) to place power equalizers, 
based on wavelength-selective attenuators, at a subset of network nodes in order to reduce the 
propagation of high-power jamming attacks, and (ii) Greedy Randomized Adaptive Search 
Procedure (GRASP) and four of greedy algorithms that can all be used to solve the power 
equalization placement problem with the objective to minimize the number of power 
equalizers needed to achieve the desired level of attack vulnerability. 
 
This chapter is structured as follows. Sub-chapter 4.1 provides a description of the 
architecture of a node equipped with power equalizers. It also presents an example of how the 
value of maxLAR, used in [69] can be computed when lightpaths traverse nodes with power 
equalizers. Sub-chapter 4.2 presents the proposed greedy and GRASP approaches along with 
some selected results from Paper V and VI. 
 

4.1 Node architecture with power equalizers 
 
Fig. 4.2 presents a possible architecture of a node equipped with power equalizers based on 
wavelength-selective attenuators. A wavelength-selective attenuator consists of a set of 
variable optical attenuators (VOAs), an array of photodetectors, and a control unit able to 
dynamically control the desired level of attenuation. After passing through such node, a power 
of jamming attack will be attenuated to an acceptable level. In this way, the lightpaths sharing 
the same fiber links with the attacking channel downstream of this node will not be affected. 
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Fig. 4.2. Node architecture with power equalization, with m input fibers and n lightpaths each. 
 
Fig. 4.2 also shows how the presence of wavelength-selective attenuator helps in limiting the 
spreading of the disruptive effects of an attack. In fact, with a power equalizer installed at the 
node a jamming attack injected on lightpath 1 on input fiber 1 can only disrupt the lightpaths 
sharing the same fiber until the attenuator unit. After that the attacking lightpath loses its 
attacking capability. According to the example in Fig. 4.2, lightpath n on input fiber m will 
not be disrupted by sharing the common output fiber (i.e., output fiber 1) with lightpath 1 
from input fiber 1, as it would be the case if power equalizers were not installed. 
 
To measure the attack propagation when power equalizers are installed at the network nodes, 
the definition of maxLAR proposed in [69] is modified as the maximum number of (sub) 
lightpaths that any one (sub) lightpath shares a common fiber link with. Note that a lightpath 
is divided into sub-lightpaths if it passes through an intermediate node equipped with a power 
equalizer. maxLAR can be formally defined as, 
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where  is the set of network nodes, and  is a binary variable where N ),)(,( bajis 1),)(,( =bajis  if 

the lightpath/sub-lightpath originating at i and terminating at j shares at least one common 
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physical link with the lightpath/sub-lightpath originating at a and terminating at b, 
 otherwise. Fig. 4.3 presents an example of how maxLAR is computed.  0),)(,( =bajis

 

 
 

Fig. 4.3. Example of maxLAR calculation (a) without power equalizer, and (b) with power equalizer. 
 

Without power equalizer, the maxLAR of the routing scheme in Fig. 4.3(a) is equal to 4. 
Namely, a high-power jamming attack injected at the beginning of lightpath LP1 can cause 
damage on lightpath LP1 itself and on lightpaths LP2, LP3, and LP4. In the case presented in 
Fig. 4.3(b), where power equalizers are installed at node 3, lightpaths LP1 and LP3 are divided 
into two sub-lightpaths each. As a result, a jamming signal injected on sub-lightpath LP1,1 can 
disrupt only lightpaths LP2, LP3 (i.e., more precisely sub-lightpath LP3,1), and LP1,1 itself, 
resulting in a maxLAR equal to 3.   
 

4.2 Heuristic approaches for power equalization placement 
problem 
 
In Paper V and VI of this thesis, we develop a set of greedy approaches and a GRASP 
algorithm to solve the power equalization placement problem. Given a network topology and 
the solution of a specific instance of the static RWA problem, the objective of our proposed 
heuristic algorithms is to place the minimum number of power equalizers at the network 
nodes in order to reduce the attack propagation to a desired level.  
 
In order to do so it is essential to understand which nodes should be prioritized for installation 
of power equalizers. In Paper VI, a series of greedy algorithms are studied and evaluated 
with this objective in mind. Each greedy algorithm applies a different greedy function that is 
used to select the nodes that should be equipped with power equalizers. Before going into the 
details of each greedy algorithm, it should be mentioned that the load of a node is defined as 
the number of lightpaths originating at, or passing through that particular node. Furthermore, 
note that for all the greedy algorithms explained next, all the possible attacking lightpaths are 
considered while calculating maxLAR.  The first greedy algorithm evaluated in Paper VI can 
be divided into two steps: (i) find the lightpath or sub-lightpath with attacking capability equal 
to maxLAR, and (ii) place a power equalizer at the most loaded node of the lightpath or sub-
lightpath found in step (i). These two steps are repeated until maxLAR is lowered to a desired 
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level. The second greedy algorithm starts by sorting all the links in the network in the 
descending order of the number of lightpaths traversing them. After the list is complete, the 
source node of the link traversed by the highest number of lightpaths has a power equalizer 
installed. This process is repeated until maxLAR reaches a desired level. The third greedy 
algorithm comprises two steps. First the lightpath or sub-lightpath with attacking capability 
equal to maxLAR is selected. Then each node of this lightpath/sub-lighpath is temporarily 
equipped with a power equalizer and its performance in terms of average LAR is recorded. At 
the end the node able to achieve the minimum value of recorded average LAR is assigned a 
power equalizer. In the fourth greedy algorithm, all the nodes in the network are first sorted in 
the descending order of their load. Then, starting from the most loaded, each node is equipped 
with a power equalizer until the desired level of maxLAR is reached. The greedy algorithm 
that gives the best performance is the last one. The pseudo-code of this greedy algorithm can 
be found in Paper VI.  
 
It should be noted that adding a power equalizer at a specific node might not affect maxLAR 
of the network. For this reason, the order in which a node is selected becomes important and 
can possibly yield to the different final performance result. To overcome this problem, a 
GRASP algorithm is thus presented and evaluated in Paper V and VI with the objective to 
provide a better solution than the one achieved by the set of the greedy approaches. Our 
proposed GRASP algorithm consists of two main phases: (i) a construction phase where a 
feasible solution is computed, and (ii) a local search phase where the neighborhood of the 
feasible solution found in construction phase is iteratively searched until the best solution in 
the neighborhood of the feasible one is reached. The aim is to reduce the number of required 
power equalizers without affecting the desired maxLAR. A detailed explanation and the 
pseudo-code of our GRASP approach can be found in Paper V and VI. 
 
Some selected results from Paper V and VI are presented in Table 4.1. We tested our greedy 
and GRASP algorithms using three different routing schemes, i.e., (i) shortest path routing, 
(ii) the attack-aware tabu-search-based routing presented in [69], and (iii) k-shortest path 
algorithm. In our simulations we used the 30-node European COST266 reference network 
[71]. Moreover, it is assumed that a high-power jamming attack can be injected on any 
legitimate lightpath, and can propagate unhindered in the network. Simulation results show 
that our GRASP approach requires on average less than 50% of power equalizing nodes over 
all routing schemes in order to obtain a maxLAR value equal to the network congestion. Note 
that the network congestion is the maximum number of lightpaths routed over any one 
physical link in the network, and it is the lower bound of maxLAR. In addition, congestion 
also depends on the routing scheme. The congestion of shortest path routing is highest among 
the considered routing schemes, resulting in the lowest number of required power equalizers 
to achieve maxLAR to be equal to the congestion. However, it results in the highest attack 
vulnerability. On the other hand, the congestion in the case of tabu-search routing, which a 
priori reduces the maxLAR, is significantly lower than the ones of both shortest path and k-
shortest path routing, making the power equalization placement problem more challenging. 
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Table 4.1  
Number of power equalizers needed to obtain maxLAR equal to congestion 
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1 68 36 8 6 51 26 15 12 73 33 16 12 
2 75 35 10 7 52 24 17 13 83 28 20 17 
3 75 33 11 7 55 23 18 14 76 30 16 14 
4 75 32 12 9 55 23 21 18 86 27 22 16 
5 63 32 13 8 45 23 18 14 76 29 19 16 

 
Another interesting finding is that, although the target maxLAR, i.e., congestion, in a tabu-
search routing is obviously lower than the one in k-shortest path routing, both greedy and 
GRASP require a fewer number of power equalizers in the case of tabu-search than in the 
case of k-shortest path. This indicates that an attack-aware routing strategy in conjunction 
with a power equalization placement algorithm could be a desirable attack-aware planning 
approach. 
 

 
   
 



 



Chapter 5 
 
Energy-Efficient Provisioning in Survivable WDM 
Networks 
 
The exponential growth of traffic demand results in the need for continuous installation of 
new network equipments in communication networks. This, in turn, is the reason for a rapid 
increase of the network energy consumption. The energy escalation is a result of the 
tremendous build up of Internet users, and in the emergence of an ever increasing number of 
online applications that require continuous and ubiquitous broadband access. The Information 
and Communication Technology (ICT) sector consumes already around 8% of the total 
electricity worldwide [3] and considering that telecom networks plays an important role in the 
ICT, it is understandable that their power consumption cannot be overlooked. In an effort to 
reduce the power consumption of communication networks, WDM technology is recognized 
as a power-efficient option [72], when compared to its power-hungry electronic-based IP 
network counterpart, and is already widely used in telecom networks nowadays [13].  
 
This is the reason why, in order to make further improvements, energy efficiency in the 
optical layer has attracted a lot of attention and a wide range of related aspects are addressed 
in the literature. Energy-efficient strategies for network design [73] and provisioning 
[45][74][75] have been proposed to minimize the power necessary to support the traffic 
demands. Among all these studies, there are a few that focuses on the energy efficiency in 
survivable WDM networks, where also the power consumed by backup resources is 
optimized, as explained next. 
 
Typically, network equipment along the secondary paths is always in an active state 
regardless of its state of operation. Considering that the secondary paths are on average longer 
than their respective primaries, it becomes evident that the impact of the power consumed by 
secondary paths cannot be neglected. Energy-efficient survivable algorithms applied to the 
optical network design problem have been presented in [76][77]. These works assume that 
during normal network operations all unused protection resources can be set into a sleep 

41 
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mode. This state is a low-power, stand-by mode, from which sleeping resources can be 
promptly awakened and switched back to a normal operating mode upon a triggering event, 
i.e., a failure. Despite this sleep mode feature is not yet available in most of network devices, 
there are extensive efforts from standardization bodies and governmental programs [7] to 
promote this functionality, as it can potentially provide substantial benefits towards energy 
efficient network operations. 
 
In [76], the authors propose an ILP formulation to solve the energy-aware shared backup path 
protection problem. By exploiting the sleep mode and by assuming in their model that either 
backup links or paths can be shared, their ILP solution can achieve up to 40% of power saving 
compared to energy-unaware shared backup path protection approach, where the aim is to 
minimize the bandwidth usage and to maximize the share-ability of the backup wavelengths. 
Similarly to the work in [76], the authors of the work in [77] present an ILP formulation with 
the objective to minimize the overall network power consumption in a 1:1 dedicated path 
protection scenario. Their simulation results show that by utilizing the sleep mode feature it is 
possible to achieve up to 25% energy saving.  
 
As mentioned in Chapter 2, although the optimal number of required wavelengths to route a 
certain set of lightpath demands can be calculated by using ILP formulation, this approach is 
not applicable in a dynamic scenario where timely decision has to be taken in order to not 
delay lightpath set up. Fast and low computational complexity heuristics represent a viable 
alternative to ILP formulations. Among all the works reviewed here and in Chapter 2, none of 
them has tackled the energy efficiency problem in survivable WDM networks in a dynamic 
provisioning scenario. Keeping this in mind, Paper VII of this thesis proposes three energy-
efficient dynamic provisioning strategies applied to the 1:1 dedicated path protection case. 
Moreover, by exploiting the sleep mode functionality, the potential power savings achieved 
by the proposed energy-efficient algorithms are also investigated.  
 
The rest of this chapter is organized as follows. Sub-chapter 5.1 describes first the assumption 
used in defining the power consumption model and then it presents an example showing the 
possible energy saving that can be obtained when protection resources are put in sleep mode 
in the case of the 1:1 dedicated path protection. In sub-chapter 5.2 the proposed energy-
efficient survivable dynamic provisioning approaches are described together with some 
selected results. 
 

5.1 Sleep mode of protection resources 
 
In our study in Paper VII, it is assumed that an optical device is able to operate in three 
different modes, i.e., active, sleep, and off modes, and that the power consumed by a device 
depends on its operational mode. Namely, in active mode, an optical device is fully functional 
and consumes a certain amount of power that is traffic independent and a part proportional to 
the traffic volume. In off mode, a device does not operate, thus it consumes zero power. In 
sleep mode, a device is set in a hibernation state, from which it can be promptly switched to 
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active mode when needed and it is assumed to consume a negligible amount of power. Hence, 
to maximize the network power savings one needs to: (i) maximize the number of optical 
devices, i.e., in-line optical amplifiers, switching nodes and ports, that can be potentially set 
into sleep mode, and (ii) maximize the number of components in off mode.  
 
Fig. 5.1 shows an example of energy-unaware, Fig. 5.1(a), and energy-aware, Fig. 5.1(b), 
approaches used for a 1:1 dedicated path protection technique. In the scenario described by 
the example the traffic is routed over the primary path under normal condition and a dedicated 
secondary path is assigned for rerouting the traffic in the event of a failure. It is assumed that 
all the links shown in the network in Fig. 5.1 have the same physical length and each link is 
bidirectional. 
 

 
 

Fig. 5.1. Example of (a) energy-unaware and (b) energy-aware approaches. 
 

Let r1(1,3), r2(1,5), and r3(5,3) be the first three connection requests to arrive to the network. 
When r1 arrives, the network is empty. By using shortest path routing, both energy-unaware 
and energy-aware approaches assign the same primary path P1(1-2-3) and the same secondary 
path S1(1-4-5-6-3) to r1. After that, connection request r2 arrives to the network. The energy-
unaware algorithm picks primary path P2(1-4-5) and secondary path S2(1-2-5) (see Fig. 
5.1(a)). In contrast, the energy-aware approach, whose aim is to minimize the network power 
consumption, selects P2(1-2-5) as the primary path and S2(1-4-5) as the secondary path (Fig. 
5.1(b)). The reason is twofold: since working resource on link (1-2) and protection resource 
on links (1-4) and (4-5) are already used by P1(1-2-3) and  S1(1-4-5-6-3), respectively (as 
shown in Fig. 5.1(b)), this choice allows to minimize the number of extra power needed to 
route P2(1-2-5) and to have exclusively protection resources along links (1-4) and (4-5). 
Finally, when r3 arrives, the energy-unaware approach assigns P3(5-6-3) as the primary path 
and S3(5-2-3) as the secondary path of r3 (Fig. 5.1(a)). On the other hand, the energy-aware 
approach chooses primary path P3(5-2-3) and secondary path S3(5-6-3) to route r3 in order to 
share the already-provisioned working resource and protection resource with P1(1-2-3) and  
S1(1-4-5-6-3) (see Fig. 5.1(b)). As a result, with the energy-aware approach (Fig. 5.1(b)) links 
(1-4), (4-5), (5-6), and (6-3), and nodes 4 and 6, can be switched to sleep mode since they are 
used only by secondary paths. Consequently, this can save power when compared to the result 
of the energy-unaware approach where all the links and nodes need to be active since they 
need to accommodate primary paths. 
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In the next sub-chapter, a brief explanation of our proposed energy-aware dynamic 
provisioning approaches exploiting the sleep mode feature is presented. 
 

5.2 Energy-aware dynamic provisioning strategies with 1:1 
dedicated path protection 
 
Paper VII presents three different energy-aware survivable approaches. Two of them are 
specially tailored for the sleep mode option, while the third one is designed without 
accounting for the sleep mode. For all approaches, the followings are the input parameters: (i) 
the network topology information such as the number of nodes, the number of links, and the 
link lengths, (ii) the fiber capacity in terms of the number of wavelengths, (iii) connection 
requests, (iv) a set of up to x alternative primary routes for each possible node pair in the 
network, and (v) for each of the primary route, a set of up to y alternative routes used to 
provision a link-disjoint secondary path. The objective of our proposed energy-aware 
approaches is to provision a link-disjoint path pair for each connection request in order to 
minimize the increase in total network power consumption.  
 
Table 5.1 presents three provisioning strategies proposed in Paper VII. The important 
difference among them is the link cost assignment, showed in Table 5.1 (it can also be found 
in Paper VII). In the table, L represents the set of fiber links in the network, C represents the 
set of links used by the primary paths, and D represents the set of links used by the secondary 
paths. Moreover, Ptotal is the total power consumption of the network computed with the 
assumption that all network components are active, and Pamp,l is the power consumption of 
link l  L. Ptotal can be expressed as, 
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where N is the set of network nodes,   is   the power consumed by node  . xn and 

xl are two binary variables that are equal to 1 if node n (resp. link l) is active, and equal to 0 
otherwise. The power consumption of node n can be expressed as,  
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where  is the power consumed by the switching fabric at n, cn and OXCP nc   are the number 

of primary paths originating from and terminating at n,  dn and nd   are the number of 
secondary paths originating from and terminating at n, and PTx and PRx are the power 
consumed by a transmitter and a receiver. Pamp,l can be expressed as,  
 

                                                              
ampllamp PkP ⋅=, ,                                                        (5.3) 
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where kl is the total number of amplifiers along l calculated by using equation (5.4), where dl 
is the total link length, dspan is the length of a single mode fiber span, and the additive term, 
i.e., 2, accounts for the optical amplifiers in the pre and post dispersion compensation 
modules, refer to Paper II. Pamp is the power consumed by an optical amplifier. All the 
formulas presented here can also be found in Paper VII.  
 
In our study, the link costs are classified into four values: (i) zero cost, (ii) the value of power 
consumption of the link, Pamp,l, (iii) the value of the total network power consumption, Ptotal, 
and (iv) the value of |L| • Ptotal which is the highest cost among the four. |L| • Ptotal  is used 
because it is not possible that the power consumption of any lightpath in the network would 
be greater than the value which is equal to the total number of links in the network times the 
total network power consumption.   
 
In energy-aware dedicated path protection with differentiation of primary and secondary paths 
(EA-DPP-Dif), the link costs are assigned with the objective to isolate primary and secondary 
paths from each other as much as possible. This can be done by assigning the highest cost (|L| 
• Ptotal) to the links which are used only by secondary paths during the primary path 
provisioning, and assigning the highest cost to the links only used by primary paths during the 
secondary path provisioning. In addition, the mixed links, i.e., the links used by both primary 
and secondary paths, are assigned the second highest cost (Ptotal) among the four considered 
values in our study. In contrast, the cost equal to the power consumption of the link, Pamp,l, is 
used for the free links. As a result, in EA-DPP-Dif the free links are preferred for provisioning 
a connection request instead of the mixed links. 
 
On the other hand, in energy-aware dedicated path protection with mixing of secondary and 
primary paths (EA-DPP-MixS) algorithm, the isolation of primary and secondary paths is not 
prioritized. Thus, the mixed links are not assigned a cost as high as the one in EA-DPP-Dif 
approach. Namely, in EA-DPP-MixS Pamp,l is the cost of the mixed links, as opposed to Ptotal 

used by EA-DPP-Dif. EA-DPP-MixS is proposed to reduce the blocking probability in EA-
DPP-Dif caused by the separate packing of primary and secondary paths, which in turn might 
lead to a situation where some particular links become highly loaded.  
 
The third energy-aware algorithm proposed in Paper VII is called energy-aware dedicated 
path protection or EA-DPP where it is assumed that the sleep mode option in the optical 
devices is not supported. In order to reduce the total network power consumption by 
switching on as few devices as possible, EA-DPP tries to pack all the paths without 
differentiating between primary and secondary. This is done by assigning a cost equal to zero 
to all the links which are already in use regardless of the type of traffic they are carrying, i.e., 
primary and/or secondary traffic.  
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Table 5.1  
Link cost assignment for different energy-aware routing approaches 

 

Algorithms 
Link usage 

C \ D C  D  D \ C L \ (C  D) 
Link cost 

Primary path provisioning phase 
EA-DPP-Dif 0 Ptotal |L| • Ptotal Pamp,l 

EA-DPP-MixS 0 Pamp,l |L| • Ptotal Ptotal 
EA-DPP 0 0 0 Pamp,l 

Secondary path provisioning phase 
EA-DPP-Dif |L| • Ptotal Ptotal 0 Pamp,l 

EA-DPP-MixS 0 0 0 Pamp,l 
EA-DPP 0 0 0 Pamp,l 

 
Initially in all approaches and for all possible source and destination pairs in the network, a set 
of up to x shortest routes used to provision a primary path and a set of up to y shortest routes 
used to provision secondary path are pre-computed and stored in a database. All the proposed 
algorithms comprise two provisioning phases, i.e., (i) primary path provisioning phase, and 
(ii) secondary path provisioning phase. It is assumed in our study that wavelength conversion 
capability is not available, i.e., wavelength continuity constraint is enforced. When a 
connection request arrives, the primary path provisioning phase starts and the set of pre-
computed routes between the specific source and destination nodes of a connection request is 
retrieved from the database. Each route in the set is then analyzed. If at least one common 
wavelength is available on every link of the considered route, this route is stored in the set of 
candidate routes. Otherwise, the connection request is blocked. After that the link cost (see the 
link cost for primary path provisioning phase in Table 5.1) is assigned according to the 
executed algorithm, and the cost of each candidate route is computed by summing up the cost 
of all included links. Then, the route with minimum cost is selected and the wavelength is 
assigned by using First-Fit.  
 
Similarly, in the secondary path provisioning phase, the set of pre-computed secondary routes 
is fetched from the database first, and then the wavelength availability of each route is 
examined. If there is at least one common wavelength available on every link of the retrieved 
secondary route, the route is stored in the set of secondary candidate routes. After that, the 
cost of each candidate route is computed in the same way as it was for the primary candidate 
routes. Namely, each link of the secondary candidate route is assigned the cost specified in the 
lower part of Table 5.1, and the sum of the costs of all the links comprising the route is 
calculated. Finally, the route with minimum cost is chosen and the first available wavelength 
is assigned to form the secondary path for the connection request.   
 
In case of a tie, i.e., multiple candidate routes have the same cost, the average number of 
primary paths/secondary paths which are currently running on those candidate routes will be 
computed. In EA-DPP-Dif the route with the highest (average) number of primary paths or 
secondary paths is chosen in the primary path selection phase or in the secondary path 
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selection phase, respectively. Similarly, in the primary path provisioning of EA-DPP-MixS 
the route with the highest (average) number of primary paths is selected. But in the case of 
ties in the secondary path selection phase EA-DPP-MixS picks the route with the shortest 
physical distance instead. The same rationale is also applied to break a tie in both the primary 
path provisioning and the secondary path provisioning of EA-DPP. 
 
We evaluated our energy-aware routing algorithms by using (i) the Pan-European test 
network topology (COST239) [66], and (ii) a sample US network topology (USNet) [78]. For 
benchmarking purpose, a two-step dedicated path protected provisioning algorithm based on 
shortest path routing (SP-DPP) is used. SP-DPP works in the same way as our proposed 
algorithm, except that the link physical length is used as the link cost. In addition, it is 
assumed that the routing decisions are made at a centralized entity which has the complete 
knowledge of how resources are used in the network. 
 
Some selected results of COST239 [66] and USNet [78] from Paper VII are presented in 
Table 5.2 and Table 5.3, respectively. The tables exhibit the value of the total power 
consumption normalized with the highest value of power consumed, and the blocking 
probability. Note that for both networks the same interval for the network load is considered.  
 

Table 5.2  
Normalized total power consumption and blocking probability of proposed approaches in COST239  

 

Load 
(Erlangs) 

SP-DPP EA-DPP 
Normalized total 

power consumption 
(%) 

Blocking 
probability

Normalized total 
power consumption 

(%)
Blocking 

probability
Total Sleep Total Sleep 

180 59.331 41.913 0 48.132 35.757 0 
252 78.002 59.636 1.969E-05 69.809 55.298 1.651E-04 
324 100 74.227 4.279E-03 99.429 73.019 5.503E-03 

Load 
(Erlangs) 

EA-DPP-Dif EA-DPP-MixS 
Normalized total 

power consumption 
(%) 

Blocking 
probability

Normalized total 
power consumption 

(%)
Blocking 

probability
Total Sleep Total Sleep 

180 52.286 31.465 3.102E-05 55.404 33.585 0 
252 72.260 46.067 1.978E-03 74.899 49.226 2.035E-05 
324 99.548 64.515 2.113E-02 99.567 65.890 4.575E-03 
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Table 5.3  
Normalized total power consumption and blocking probability of proposed approaches in USNet 

 

Load 
(Erlangs) 

SP-DPP EA-DPP 
Normalized total 

power consumption 
(%) 

Blocking 
probability

Normalized total 
power consumption 

(%)
Blocking 

probability
Total Sleep Total Sleep 

180 67.346 55.995 4.786E-03 59.45 55.101 7.872E-03 
252 81.442 66.896 5.888E-02 74.988 65.424 6.428E-02 
324 100 79.012 1.390E-01 97.84 78.625 1.469E-01 

Load 
(Erlangs) 

EA-DPP-Dif EA-DPP-MixS 
Normalized total 

power consumption 
(%) 

Blocking 
probability

Normalized total 
power consumption 

(%)
Blocking 

probability
Total Sleep Total Sleep 

180 61.467 45.315 3.247E-02 63.514 47.266 5.657E-03 
252 76.644 58.563 1.077E-01 78.881 60.469 6.152E-02 
324 98.177 70.851 1.882E-01 99.26 71.677 1.426E-01 

 
Note that for all the results presented here, the simulation time is set to achieve a confidence 
interval value of 5% or better, at the 95% confidence level.  
 
Simulation results show that our energy-aware approaches can obtain significant power 
savings when compared to SP-DPP in both COST239 and USNet. In particular, EA-DPP-Dif, 
which performs best among all algorithms, can save up to 14% (COST239) and 12% (USNet) 
of power compared to SP-DPP, when the protection resources are in sleep mode. On the other 
hand, in the case that the sleep mode is not supported, EA-DPP achieves the best power 
savings, i.e., up to 12% of power can be reduced compared to SP-DPP routing. 
 
By packing primary paths and secondary paths separately, EA-DPP-Dif introduces a 
relatively high blocking probability as it creates resource bottlenecks on some particular links. 
In contrast, EA-DPP-MixS, which has similar energy saving performance to EA-DPP-Dif, 
can obtain blocking probability values that are close to the ones of SP-DPP routing. This 
indicates that EA-DPP-MixS may be a good energy-aware approach when a sleep mode 
option will be supported in optical devices. More detailed results in terms of power 
consumption, blocking probability, and wavelength usage can be found in Paper VII.  
 



Chapter 6 
 
Evaluation Methodology 
 
There are several options for performance evaluation of RWA algorithms applied in optical 
networks, i.e., analytical models, experimentation using a real system or an emulated version 
of it, and software simulation. Due to the complex traffic patterns and the complicated details 
of network structure, it may be difficult to develop the analytical models. On the other hand, 
experimental evaluation is costly, though considered as the most beneficial evaluation method 
among the three. Thus, in many cases software simulation can be a feasible approach to 
evaluate the performance of RWA algorithms. This is because via simulation it is possible to 
represent the variability and complexity of a system in a cost-efficient way. In this thesis, a 
series of custom-made simulation tools based on discrete-event-driven system are presented. 
These tools are used to evaluate the performance of the RWA algorithms proposed in Paper 
I, II, III, IV, and VII of this thesis. 
 
This chapter is structured as follows. Sub-chapter 6.1 presents the general idea of a discrete-
event simulation as well as its main components. Then the tools developed for evaluation of 
our ICBR-Diff approach and for the energy-aware RWA algorithms are described in sub-
chapter 6.2 and sub-chapter 6.3, respectively.  Finally, sub-chapter 6.4 provides the 
description of the GRASP approach, applied in the power equalization placement problem 
presented in Paper V and VI, and the program written in Matlab [79] used to implement the 
GRASP-PEP strategy proposed in Paper V and VI of this thesis. 
 

6.1 Discrete-event simulation 
 
In discrete-event simulation, a system is modeled as a series of events which occur at different 
points in time and may change the system state. For example, in the simulation of a RWA 
algorithm, a possible event would be the arrival of a lightpath request to the network. 
Consequently, an arrival of a lightpath request triggers a RWA algorithm to find a route and 
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assign a wavelength for this lightpath.  A discrete-event simulation model typically consists of 
the following parts [80]. 
 
System state: The variables describing the system at a particular time. 
 
Simulation clock: A variable representing the current value of the simulated time. In a 
discrete-event simulation, all the changes in the system state are assumed to happen 
instantaneously at the time of the events. This implies that the simulation time automatically 
jumps over the inactive period between the occurrences of two events. In most of simulation 
software and in custom-made simulations, the next-event time-advance approach [80] is used 
for advancing the simulation clock. In such a scheme, at the very beginning the simulation 
clock is initialized to zero. After this initial phase, the simulation clock is then advanced to the 
time when the first event would happen. Then the system state is updated based on the effects 
of the triggered event. This process is repeated until the simulation stopping condition is 
reached. 
 
Event list: A list of events including their occurrence time and the event type. 
 
Statistics counters: The variables used for keeping track of the information regarding the 
system performance. For instance, in dynamic RWA algorithm, one interesting performance 
parameter is the blocking probability of lightpath requests. 
 
Initialization routine: A subprogram used to initialize all the variables used during the 
simulation. For example, while simulating RWA algorithm, the initialization routine is in 
charge of collecting the network topology information, e.g., the number of links, the number 
of nodes, and the link lengths.   
 
Timing routine: A subprogram that determines the event occurring next from the event list, 
and that advances the simulation clock to the occurrence time of that event. 
 
Event routine: A subprogram to update the system state and the statistics counter when a 
particular type of event happens. The event routine also generates the times of the occurrence 
of the future events triggered by the event which is happening, and adds this information to 
the event list. Note that for each event type there is one event routine. 
 
Library routines: The set of routines used to perform operations such as integration, 
differentiation, and random number generation. For instance, the integration and 
differentiation operations are used when calculating the effect of physical-layer impairments 
on the optical signal. Random number generator is sometime required to generate a future 
event, e.g., the arrival time of next lightpath request in the simulation of dynamic RWA 
algorithm.  
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Report generator: A subprogram which processes the results of the performance 
measurements stored in the statistics counters, and which produces a report when the 
simulation ends.  
 
Main program: A subprogram that repeatedly invokes the timing routine and the event routine 
in the following way. After finishing the initialization of the simulation, the main program 
calls the timing routine to determine which event will be the next one to take place and then 
invokes the corresponding event routine. The main program also checks whether all the 
processes have been completed and whether the simulation should be terminated or not. If the 
simulation is over, the main program will activate the report generator to calculate the desired 
performance parameters.   
 
The discrete-event simulators designed for evaluation of ICBR-Diff and energy-aware RWA 
algorithms are described in the following sub-chapters. 
 

6.2 Simulator for evaluation of ICBR-Diff algorithm 
 
To evaluate the performance of the ICBR-Diff algorithm, proposed in Paper I, II, III, and IV 
of this thesis, a discrete-event simulator was developed in Matlab [79]. Fig. 6.1 presents the 
framework of this simulator.  
 

 
 

Fig. 6.1. Framework of the simulator used for the evaluation of ICBR-Diff algorithm. 
 
The most important events in our simulation are the arrivals and the departures of connection 
requests. The initialization routine includes collecting the network topology information, e.g., 
the number of nodes, the number of links, the link lengths, the link capacities, and all the 
physical parameters required for computing the Q-penalty factor of each link. Our simulator 
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applies a centralized adaptive routing scheme. It transforms the network into a directed graph 
with weighted edges, where the weights are (i) the current resource usage in the network and 
(ii) the link Q-penalty factor.  
 
The connection request generator in our simulator is based on generic pseudorandom-number 
extractions. Source/destination node pairs of connection requests are randomly selected with 
equal probability following a uniform distribution, while the connection holding time is 
determined following an exponential distribution. At the beginning of each experiment, a 
certain number of connection requests are generated depending on the value of the traffic load 
to be tested. In our simulator, the number of connection requests to be generated in a given 
experiment is a function of the specific value of the arrival rate and service time. For example, 
if the traffic load under exam is 100 Erlangs and the average connection holding time is set to 
1, then 100 connection requests will be generated for one experiment. Our simulator assumes 
a dynamic network environment where connection requests are sequentially served without 
prior knowledge of future incoming connection requests. Moreover, in our study, connection 
requests are divided into classes with regard to their signal quality requirements in terms of 
maximum tolerated BER threshold. It is also assumed that wavelength conversion capability 
is not available, i.e., wavelength continuity constraint is enforced while solving the routing 
problem in our simulator.         
 
Whenever a connection request arrives to the system, its route is computed by running the 
Dijkstra algorithm on the weighted graph. If no route is found or if there is no common 
available wavelength on all the links of the found route, the connection request is blocked. 
Next, the BER value of the route is computed and compared against the signal quality 
threshold of the connection request. If the BER of the route is better than the threshold, the 
wavelength is assigned to provision the lightpath for the connection request. The system state 
is then updated with the information regarding the newly allocated resources. Once the 
connection request leaves the system, the occupied resources on the corresponding lightpath 
are released and the system state is updated accordingly.  
 
One of the statistics counter in our simulator measures the blocking probability of the 
connection requests. For a given value of the traffic load, our simulation will comprise as 
many experiments as necessary to reach average blocking probability values that lay within a 
pre-defined confidence interval for a specific confidence level [81]. For example, the 
simulation time of the results presented in Paper I is set to achieve a confidence interval of 
10% or better, at the 90% confidence level. Moreover, the execution time of our simulator 
depends on the network size, the network nodal degree, as well as the total number of 
available wavelengths.  
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6.3 Simulator for evaluation of energy-aware RWA 
algorithms 
 
In Paper VII of this thesis, a discrete-event simulator was implemented in Matlab [79] to 
evaluate the performance of the proposed energy-aware RWA algorithms. Fig. 6.2 illustrates 
the framework of our energy-aware RWA simulator. 
 

 
 

Fig. 6.2. Framework of the simulator for evaluation of the energy-aware RWA algorithms. 
 
The most important events of energy-aware RWA simulator are the same as ICBR-Diff 
simulator, i.e., the arrival and the departure of connection requests. On the other hand, their 
initialization routines are different. The initialization routine of the energy-aware RWA 
simulator consists of: (i) gathering the network topology information, (ii) calculating, using 
Yen’s implementation [82], up to k-shortest primary routes for all possible node pairs in the 
network, and, for each primary, calculating up to k-shortest secondary routes, and (iii) 
determining the number of optical amplifiers required on each link in the network. Similar to 
the ICBR-Diff simulator, a centralized adaptive routing scheme is applied to a directed graph 
with weighted edges where each weight represents: (i) the current resource usage in the link, 
and (ii) the energy cost defined in Chapter 5. Furthermore, it is assumed that wavelength 
conversion capability is not available in our study, imposing the wavelength continuity 
constraint. Once a connection request arrives, a link-disjoint primary-secondary path pair with 
available resources and minimum path cost is selected, a common available wavelength is 
chosen, and resources in the system are allocated. When the connection request departs from 
the network, the occupied resources are released and the system state is updated. 
 
Some of the statistics counters in our energy-aware RWA simulator measure the blocking 
probability of the connection requests and the total power consumption of the network. 
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Furthermore, the stopping condition and the connection request generator are the same as the 
ones implemented in ICBR-Diff simulator.    
 

6.4 Code for GRASP approach 
 
As previously mentioned in Chapter 4, a high-power jamming attack injected on a legitimate 
lightpath in TON can lead to gain competition in the EDFAs, inter-channel crosstalk in the 
optical fibers, as well as intra-crosstalk in the optical switches. In Paper V and VI of this 
thesis, we propose the use of power equalizers placed at a subset of the network nodes in 
order to reduce the propagation of high-power jamming attacks. Due to the high cost of such 
equipment, in Paper V and VI of this thesis we also propose a GRASP-based algorithm used 
for power equalization placement (GRASP-PEP) with the objective of minimizing the number 
of power equalizers necessary to reduce the attack vulnerability to a desired level. Our 
proposed GRASP-PEP strategy implemented in Matlab [79] was developed.  
 
GRASP [83] is a multi-start metaheuristic used for combinatorial optimization problem. Each 
iteration of GRASP consists of two main steps, i.e., a construction phase and a local search 
phase. During the construction phase, a feasible solution is built by using a randomized 
greedy algorithm. This algorithm first creates a list of candidate elements, called Restricted 
Candidate List (RCL), consisting of the elements which are not yet included in the solution 
and that satisfy a set of conditions which may vary from problem to problem. For example, in 
Paper V and VI of this thesis the load of a node is considered as the discriminating parameter 
to decide whether or not a node should be included in RCL. This is because, in order to limit 
the attack propagation, it seems reasonable to place power equalizers at the most loaded 
nodes. The size of RCL can be limited by the number of elements or by their characteristics 
with respect to the best candidate element. As previously mentioned, in our power 
equalization placement problem the most loaded node is considered as the best candidate 
element. However, in order to create a diverse RCL, other nodes rather than the most loaded 
one should also be included in RCL. Once the RLC is built, an element is randomly selected 
from the RCL and included in a feasible solution. RCL is updated after each iteration of the 
greedy algorithm. The construction phase finishes when all the elements needed for a feasible 
solution are included. In our code, a feasible solution is defined as a subset of nodes equipped 
with power equalizers able to reduce the attack vulnerability to a desired level. The RCL is 
built by including (n-1) of most loaded nodes plus one node randomly selected among those 
not yet included in the RCL. Note that n represents the given maximum size of RCL.  
 
The feasible solution found in construction phase is not necessarily optimal, so a local search 
phase is performed. The neighborhood of a solution is defined as the set of all those solutions 
which can be obtained by applying an element transformation to the current one. During the 
local search phase, neighboring solutions are iteratively searched to find the best neighboring 
solution or the first improving one compared to the current solution, which then replaces the 
current solution. In our source code, a neighboring solution is determined as a solution which 
uses one less power equalizer while maintaining the desired level of attack vulnerability. 
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Furthermore, to obtain a neighboring solution of the current one, our code applies a strategy in 
which a power equalizer is removed from one and only one node in the current solution. After 
running a pre-defined number of GRASP iterations, or a pre-defined number of iterations 
without improving the incumbent solution, the best solution found over all iterations is 
considered as the final result. The pseudo-code of our proposed GRASP-PEP approach for 
power equalization placement problem can be found in Paper V and VI. 
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Conclusions and Future Works 
 
This thesis addressed the RWA problem in circuit-switched Transparent Optical Networks 
(TONs) based on Wavelength Division Multiplexing (WDM) technology. The work focused 
on network survivability, transmission quality, physical-layer attacks, and energy 
consumption. 
 
While addressing the optical signal quality, we proposed a novel Impairment Constraint 
Based Routing (ICBR) algorithm supporting service differentiation based on the Bit Error 
Rate (BER) level required by each connection request. In contrast to the existing ICBR 
approaches, in our algorithm the signal quality requirement of the connection request is 
considered during the RWA process. Compared to the shortest path routing and the 
Impairment Aware Best Path (IABP) approach, the proposed ICBR-Diff algorithm can 
achieve a significant reduction of connection blocking probability by keeping the least 
impaired paths for the most demanding connection requests. In this thesis, we also presented 
and evaluated an ICBR-Diff approach supporting network survivability. Simulation results 
show that, when applied to dedicated and shared path protection scenario, ICBR-Diff is able 
to obtain better resource utilization, compared to the shortest path routing and the IABP 
scheme. Furthermore, we evaluated the performance of ICBR-Diff in heterogeneous WDM 
networks where fibers with different Polarization Mode Dispersion (PMD) characteristics 
coexist. By assigning to a connection request a lightpath having acceptable BER level with 
respect to the pre-defined threshold, our ICBR-Diff approach is able to offer high adaptability 
in heterogeneous fiber scenarios. This also translates into network performance improvement, 
in terms of blocking probability, compared to shortest path routing and IABP.  
 
Our study on physical-layer attacks in TONs focused on the attack propagation. We proposed 
the use of power equalizers based on wavelength-selective attenuators at the network nodes to 
limit the propagation of high-power jamming attacks. A set of greedy algorithms in addition 
to a Greedy Randomized Adaptive Search Procedure (GRASP) approach were presented with 
the objective to minimize the number of power equalizers needed to thwart the propagation of 
high-power jamming attacks to a desired level for any given routing scheme. The numerical 
results show that the approaches proposed in this thesis can lower the level of attack 
vulnerability down to the level obtainable when all nodes are installed with power equalizers, 
but requiring, on average, power equalizers installation only in less than 50% of the nodes. 
Moreover, the proposed GRASP approach outperforms each greedy algorithm in all tested 
scenarios at the expense of slightly increased execution time. 
 
To address the problem of reducing the energy consumption in TONs, we introduced a few 
energy-aware RWA strategies applied to a dynamic provisioning scenario with 1:1 dedicated 
path protection. In this context, we first investigated the potential power saving achieved by 
setting all unused protection resources during normal network operations into a low-power, 
stand-by state, referred to as sleep mode. We observed that in this way up to 25% of power 
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can be saved. For this reason, we proposed two energy-aware RWA approaches specially 
tailored around the sleep mode option. It is found that a provisioning strategy able to 
differentiate the links used by primary paths and the links used by secondary paths can bring 
significant energy saving benefits from exploiting the sleep mode option. However, there is a 
trade-off between energy saving and connection blocking probability when primary paths and 
secondary paths are isolated from each other. This problem can be overcome by using 
different strategies for primary path provisioning and secondary path provisioning. Moreover, 
we also proposed an energy-aware RWA approach designed by considering that sleep mode is 
not supported by network devices. Simulation results show that approaches taking into 
account the sleep mode feature early in a routing phase can achieve up to 35% of power 
saving, compared to sleep mode-unaware algorithm.   
 
In order to assess the performance of various approaches presented in this thesis, two tailor-
made discrete-event simulators and a Matlab implementation of a GRASP metaheuristic were 
developed. From the experiences on running different instances, it can be said that our 
simulators and program are quite efficient. 
 
In terms of future work for impairment-aware routing topic, we plan to develop and evaluate 
an ICBR approach supporting both service differentiation and network survivability in 
heterogeneous WDM networks. We would also like to consider a heterogeneous network 
scenario that includes different characteristics of optical components such as the noise figure 
of optical amplifiers and the crosstalk ratio of optical switches. These parameters were not 
taken into account so far in our work.  
 
In the context of physical-layer attacks, we plan to derive an ILP formulation for the power 
equalization placement problem in order to solve it optimally at least for small network 
instances. This new results will be then available to get an additional insight into the quality 
of the solutions obtained by the heuristic algorithms proposed in this thesis. Moreover, we 
plan to extend our study to consider also reconfigurable optical network nodes currently 
available in the market. They are important because they come with power equalization 
capability already installed, i.e., they inherently have the capability to limit the spreading of 
physical-layer attacks. On the other hand, it is shown that they are not available everywhere 
and the tendency is to use reconfigurable nodes only in 50% of total network nodes, while the 
remaining nodes will still remain non-reconfigurable. It would be interesting to study the 
attack-aware RWA approach in a dynamic provisioning scenario where the level of 
reconfigurability (and consequently the power equalization capability) is an input of the RWA 
problem, and it is available only in some nodes.   
 
Possible future research topics in the area of green approaches for TONs may include the 
investigation of the trade-off between the limitations and the benefits from using the sleep 
mode option, e.g., the time needed to wake up optical devices in sleep mode and how this 
affects the reliability of the provisioned connections. Another interesting aspect to address 
would be a sensitivity analysis targeting those energy-aware RWA strategies where the power 
consumption of the devices in sleep mode is not negligible.   



Summary of the Original Work 
 
Paper I:  Amornrat Jirattigalachote, Kostas Katrinis, Anna Tzanakaki, Lena 

Wosinska, and Paolo Monti, “Quantifying the Benefit of BER-based 
Differentiated Path Provisioning in WDM Optical Networks”, in Proc. of 
IEEE International Conference on Transparent Optical Networks 
ICTON'09, Portugal, June 2009. 

 
In this paper, we propose the use of BER as a differentiation of service parameter for 
connection provisioning in all-optical WDM networks. This is achieved through the use of 
ICBR algorithm, whereby various BER thresholds are set for accepting/blocking connection 
requests at the connection provisioning phase, depending on QoS requirements. The 
performance of the proposed scheme is evaluated through simulations, using dynamic traffic 
demands as an input at 10 Gb/s bit rate. The evaluation results reveal significant 
improvement in terms of connection blocking, as compared to non-differentiated 
conventional RWA and ICBR algorithms. 
 
Contribution of the author: the original idea, the implementation of the discrete-event 
simulator to evaluate the performance of the proposed approach, all numerical simulations, 
the first draft of the manuscript, and presentation slides. 

 
 

Paper II:  Amornrat Jirattigalachote, Paolo Monti, Lena Wosinska, Kostas 
Katrinis, and Anna Tzanakaki, “ICBR-Diff: an Impairment Constraint 
Based Routing Strategy with Quality of Signal Differentiation”, Journal of 
Networks, Special Issue on All-Optically Routed Networks, vol. 5, no. 11, 
pp. 1279-1289, November 2010. 

 
This paper completes the work in Paper I and presents an ICBR algorithm supporting 
differentiation of services at the BER level. In the proposed algorithm, various BER 
thresholds are considered for accepting/blocking connection requests in the connection 
provisioning phase, depending on the signal quality requirements of the connection 
requests. Simulation results on the Pan-European test network topology and NSFNet 
topology show significant improvement in terms of connection blocking, compared with 
shortest path routing and IABP. 
 
Contribution of the author: the original idea, the implementation of the discrete-event 
simulator to evaluate the performance of the proposed approach, all numerical simulations, 
and the first draft of the manuscript. 
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Paper III: Amornrat Jirattigalachote, Lena Wosinska, Paolo Monti, Kostas 
Katrinis, and Anna Tzanakaki, “Impairment Constraint Based Routing 
(ICBR) with Service Differentiation in Survivable WDM Networks”, in 
Proc. of European Conference on Optical Communication ECOC'09, 
Vienna, Austria, September 2009. 

 
In this paper, we propose and evaluate a novel survivable ICBR algorithm with service 
differentiation at the Bit Error Rate level. Simulations show significant improvement in 
connection blocking compared to conventional ICBR solutions. 
 
Contribution of the author: the original idea, the implementation of the discrete-event 
simulator to evaluate the performance of the proposed approach, all numerical simulations, 
the first draft of the manuscript, and presentation slides. 
 
 
Paper IV: Amornrat Jirattigalachote, Lena Wosinska, Paolo Monti, Kostas 

Katrinis, and Anna Tzanakaki, “Impairment Aware Routing with Service 
Differentiation in Heterogeneous WDM Networks”, in Proc. of Asia 
Communications and Photonics Conference and Exhibition ACP'09, 
Shanghai, China, November 2009 (Best student paper award). 

 
In this paper, we evaluate an Impairment Constraint Based Routing algorithm with service 
differentiation (ICBR-Diff) applied in WDM networks with fiber links having varying 
Polarization Mode Dispersion characteristics. Simulation results show high adaptability of 
the ICBR-Diff approach to this heterogeneous fiber scenario when compared to conventional 
routing schemes. 
 
Contribution of the author: the original idea, the implementation of the discrete-event 
simulator to evaluate the performance of the proposed approach, all numerical simulations, 
the first draft of the manuscript, and presentation slides. 
 
 
Paper V: Amornrat Jirattigalachote, Nina Skorin-Kapov, Marija Furdek, Jiajia 

Chen, Paolo Monti, and Lena Wosinska, “Limiting Physical-Layer Attack 
Propagation with Power Equalization Placement in Transparent WDM 
Networks”, in Proc. of Asia Communications and Photonics Conference 
and Exhibition ACP'10, Shanghai, China, December 2010 (Best student 
paper award). 

 
In this paper, we propose and evaluate a Greedy Randomized Adaptive Search Procedure 
applied to minimize the number of power equalizers (GRASP-PE) needed to limit the 
propagation of high-power jamming attacks in WDM networks. Simulation results show that 
GRASP-PE significantly reduces the required number of power equalizers when compared to 
a greedy approach.  
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Contribution of the author: some of the original idea, the implementation of the greedy and 
the GRASP algorithms, all numerical simulations, the first draft of the manuscript, and 
presentation slides. 
 
 
Paper VI: Amornrat Jirattigalachote, Nina Skorin-Kapov, Marija Furdek, Jiajia 

Chen, Paolo Monti, and Lena Wosinska, “Sparse Power Equalization 
Placement for Limiting Jamming Attack Propagation in Transparent 
Optical Networks”, Optical Switching and Networking (OSN) Journal, 
Special Issue on Optical Network Architectures and Management, vol. 8, 
no. 4, pp. 249-258, December 2011. 

 
In this paper, we propose the use of wavelength-selective attenuators as power equalizers 
inside network nodes to limit the propagation of high-power jamming attacks. Due to the 
increased cost of optical switching nodes associated with the addition of power equalizers, we 
aim at minimizing their number through sparse power equalization placement. We develop a 
set of greedy algorithms to solve what we call the Power Equalization Placement (PEP) 
problem with the objective of minimizing the number of power equalizers needed to reduce, 
to a desired level, the propagation of high-power jamming attacks for a given routing scheme. 
We further improve upon these results by proposing a GRASP (Greedy Randomized 
Adaptive Search Procedure) heuristic with a somewhat longer execution time, but with 
significantly superior results. The performance evaluation results indicate that the proposed 
GRASP heuristic can achieve the same attack propagation reduction as can be obtained by 
equipping all nodes with power equalizers by placing them at less than 50% of the nodes on 
average, potentially yielding significant cost savings. 
 
Contribution of the author: some of the original ideas, the implementation of the greedy and 
the GRASP algorithms, all numerical simulations, and the first draft of the manuscript. 
 
 
Paper VII: Amornrat Jirattigalachote, Cicek Cavdar, Paolo Monti, Lena Wosinska, 

and Anna Tzanakaki, “Dynamic Provisioning Strategies for Energy 
Efficient WDM Networks with Dedicated Path Protection”, Optical 
Switching and Networking (OSN) Journal, Special Issue on Green 
Communication and Networking, vol. 8, no. 3, pp. 201-213, July 2011. 

 
The contribution of this paper is two-fold. First the potential power savings achieved by 
setting unused protection resources in a low-power, stand-by (sleep) mode are assessed 
in 1:1 dedicated path protection applied in dynamic provisioning scenario. It is found that 
significant reduction of power consumption (up to 25%) can be obtained by putting 
protection resources into sleep mode. Second, in order to enhance this energy saving 
figures, this paper proposes and evaluates different energy-efficient algorithms, specifically 
tailored around the sleep mode option, to dynamically provision 1:1 dedicated path protected 
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connections. The trade-off between energy saving and blocking probability is discussed and 
an efficient mechanism to overcome this trade-off is devised. Our results reveal that 34% 
reduction of energy consumption can be achieved with a negligible impact on the connection 
blocking probability. 
 
Contribution of the author: some of the original ideas, the implementation of the discrete-
event simulator to evaluate the performance of the proposed algorithms, all numerical 
simulations, and the first draft of the manuscript. 
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