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Chapter 1 Introduction 
 

 

The growing interactivity between the organizations in a distributed systems 

environment makes software systems interdependent and complex. Since software 

controls the organizations systems, the loss of information, as well as financial 

loss, depends to a large extent, on how insecure software is (Goertzel et al., 2008, 

Rice, 2008; McGraw, 2006). The reason that organizations’ systems are targets 

for attacks is due to the defects that most software systems contains, which makes 

software insecure and vulnerable. Poorly constructed software systems can induce 

security weaknesses and defects, which, commonly, result in vulnerabilities that 

can be exploited by malicious users and violate one or more software security 

properties. Weaknesses in software may be used to gain access to and control of 

the system, steal sensitive information via the system, and use the system against 

the owners and users (Rice, 2008). Software defects affect the ability of software 

to function as intended. Different statistical reports show that insecure software 

systems result in high economic and social costs. The importance of security is 

widely recognized. However, security is still an “afterthought” in many 

organizations (Schumacher, Roedig, 2001) — security comes in too late in the 

software development, if at all. It might be considered after the software is 

developed and in use (Schumacher, Roedig, 2001). 

Some of the reasons for software insecurity are negligence of security, lack of 

control over the software engineering process, lack of knowledge and 

understanding when it comes to software security engineering. We believe that 

security should be considered during the whole engineering process starting from 

the pre-study phase and ending when the software is in use.  

An additional reason for insecure software is the choice of commercial off-the-

shelf (COTS) components. Software components are, e.g., used in e-commerce 

(including financial transactions), on-line banking, and to enable e-mails.  Thus, 

component security should also be considered. Many software systems execute in 

the critical infrastructure of the modern society, for example, biological, chemical, 

transportation, banks, governmental, defense, medical, and healthcare (Goertzel et 

al., 2008; McGraw, 2006; Rice, 2008). Therefore, the execution environment 

should be taken into consideration. A vast number of software systems are 

interdependent. These systems are interconnected via the Internet. Conclusively, 

many of the organizations’ systems that handle sensitive information are 

connected to the Internet. A vast amount of these systems are increasingly being 

exposed as services, i.e., Web services. Web services enable access and 

modification of information by other Web services, which are, themselves, 

software systems — all without human intervention, i.e., machine-to-machine 

(Moradian and Håkansson 2006).  

With respect to the above, security in software engineering is crucial for 

organizations' systems and plays an increasingly important role for the 

infrastructure of modern society. To build secure and robust software, it is 

significant that software engineers know how to build secure software systems.  

As Andersson (Andersson, 2001) states: “The essence of good security 

engineering is understanding the potential threats to a system, and, then, applying 

an appropriate mix of protective measures – both technological and organizational 
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– to control them”.  "... the development process by and large is not controlled to 

minimize the vulnerabilities that attackers exploit" (President’s Information 

Technology Advisory Committee, 2005). "Commercial software engineering today 

lacks the scientific underpinnings and rigorous controls needed to produce high-

quality, secure products at acceptable cost. Commonly used software engineering 

practices permit dangerous errors, such as improper handling of buffer overflows, 

which enable hundreds of attack programs to compromise millions of computers 

every year" (President’s Information Technology Advisory Committee, 2005). 

1.1 Research Problem 

Organizations, commonly, use distributed software systems to store and transmit 

their most sensitive information (Allen et al., 2008). Distributed environments, 

which software is executed in, increase the exposure of software, and the 

information it handles, to diverse types of attacks (Moradian, Håkansson, 2010). 

Malicious users, which often belong to criminal organizations’, exercise attacks 

that target specific selected software of which most provide access to sensitive 

information. Unfortunately, a large number of these systems have vulnerabilities 

and are not resistant to attacks. This is due to several problems: security is not a 

part of the development process, control over the software engineering process is 

missing, and security knowledge of developers is low or absent. Software 

engineering processes lack continuity and visibility, which makes it difficult to 

perceive progress and traceability in software development (Vliet, 2004). In 

addition, security is often neglected during the system development process. 

Software systems are constructed by engineers during the development process. 

Such systems do not exist in a vacuum and must, during the system lifetime, 

interact with the users, other systems (both software and hardware), and the 

environment (Schoderbek et al., 1998). “System thinking” is about seeing the 

whole and how the parts within the whole are interrelated (Yngström, 1996), 

which can provide an opportunity to build security in software lifecycle but also 

incorporate control over the engineering process. "Effective security in a complex, 

many-layered, global infrastructure, such as the Internet and its nodes, requires 

more than the security of its component parts" (President’s Information 

Technology Advisory Committee, 2005). System thinking involves identifying, 

observing, and understanding patterns, behavior, and interactions of system 

elements in the environment (Schoderbek et al., 1998). Therefore, systemic-

holistic viewpoint have been considered to address the research problem. 

Commonly, when security is considered, it is “relegated to the status of a few 

add-on fixes when all other design decisions have been frozen” (Sherwood et al., 

2005). Thus, security solutions, when implemented are isolated from the system 

functionality, and can be inadequate to the organization’s and stakeholders’ 

requirements. Lodderstedt et al. (Lodderstedt et al., 2002) point out three reasons 

for isolation, which are: lack of understanding that security should be integrated in 

the development process, lack of tools supporting security engineering and lack of 

experience of the developers. Goertzel et al. (Goertzel et al., 2008) point out that 

most people involved in software development do not have enough knowledge 

when it comes to software security engineering. Therefore, in the research 

presented in this dissertation it is argued that security must be a part of the 

software engineering process. Furthermore, it is believed that security must be 
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considered early in the software development process. Therefore, a new 

methodology is needed to incorporate security aspects in early phase of the 

Software Development Life Cycle (SDLC) (President’s Information Technology 

Advisory Committee, 2005). This methodology should support engineers to 

develop more secure software, as well as provide necessary control over the 

engineering process. Adding security activities in the test phase or maintenance 

phase or even when the software is deployed is too late, since the structure of the 

source code is affected by the design, which, in turn, is affected by the 

requirements of the system.  

1.2 Research question 

We claim that software security can be achieved by fulfilling three conditions. 

The first condition is the essence of security in software: engineers must have a 

clear understanding of what kind of security activities are needed during each 

specific phase of the software development process and the reasons for having 

them. The second is satisfaction: engineers must have knowledge about how to 

implement security in software engineering process with respect to business and 

security goals and their impact on software to be implemented. The third is 

control: the development process must be controlled to provide continuity and 

visibility. We propose three contributions to support engineers in fulfilling these 

conditions.  

The following research question addresses the research problem:  

How to integrate security with software system engineering? 

To be able to answer the research question, it is divided into two sub-questions: 

1. How to develop a methodology that integrates security lifecycle and software 

lifecycle? 

2. How to provide security by a software security engineering process? 

1.3 Research objectives 

The primary research objective is to develop a methodology to support engineers 

when building security in the software engineering process and ensure the control 

of the system development process. The proposed methodology aims at 

supporting engineers in developing more secure software systems and enabling 

control of the development process. The methodology conforms to ISO/IEC 

15408 (Common Criteria) (ISO/IEC 15408:2009), and ISO/IEC 15288 (ISO/IEC 

15288:2008). ISO/IEC 27000 series, and ISO/IEC 12207 are also considered. 

The methodology, presented in this thesis, is general and can be applied and 

implemented in different types of organizations regardless of the development 

environment, i.e., software development method(s), software model, standards, 

and techniques used in the organization, as well as organizational environment. 

1.4 Scientific Contributions 

The main scientific contribution of the research conducted for this thesis is a 

methodology that supports security in software system development. The 

proposed methodology demonstrates how to implement security in software 
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system engineering. The methodology is developed to support engineers in 

building security in the software engineering process. 

More specifically, this methodology 

 integrates the software lifecycle with the security lifecycle 

 provides traceability of security requirements throughout the development 

lifecycle. Each requirement can be traced to corresponding customer 

requirement and also to legal requirements, threats, and security controls, 

i.e. countermeasures 

 enhances control of the engineering process 

 supports managers and developers during the development and maintenance 

of software systems. The support is enabled by using security patterns 

designed on ontology techniques, which provide security knowledge 

representation 

The methodology incorporates security patterns and the system engineering 

process control to support engineers in building more secure software by handling 

security in the whole software engineering process. 

The use of security patterns is the second contribution of this research. Security 

patterns focus on what kinds of problems need to be solved and provide the 

information (knowledge) about to how the specific problem should be solved. 

Patterns can be accessed by a multi-agent system (MAS) and presented to users 

accordingly, that is whenever the users request the patterns through the user 

interface. 

The design of semi-automated multi-agent system in order to provide control of 

the system engineering process and give security advices in a form of checklists.   

1.5 Research Approach  

Most widely used methodologies for carrying out research are quantitative and 

qualitative research methodologies (Myers, 2009). According to Myers (Myers, 

2009) quantitative research methodology focuses on numbers and is useful for 

research working with simulations, mathematical modeling, and statistical 

analysis. In contrast, qualitative research provides in-depth and interpreted 

understanding of the social world of research participants by observing their 

perspectives and understandings (Myers, 2009). Qualitative research involves 

information where a rich set of data is collected via close contact between the 

researcher and the research participants; analyses that may identify patterns or 

develop explanations (Myers, 2009).  Qualitative research addresses research 

questions that require explanations or understanding of complex processes that 

occur over time and their context. (Snape and Spencer, 2003) Therefore, to be 

able to answer the research question, “How to integrate security with software 

system engineering” qualitative research is conducted. The research process 

consists of several components: philosophical assumption, research approach, 

research methods, data collection and data analyses techniques (Myers, 2009; 

Saunders et al., 2009). 

Interpretivism is the philosophical assumption underlying qualitative 

methodology. Interpretive research seeks to understand the social world, which is 
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complex and consists of multiple, subjective realities. According to Orlikowski 

(Orlikowski et al., 1991), interpretive research increases the understanding of a 

phenomenon within cultural and contextual situations, i.e., trying to understand 

phenomena through accessing the meanings that participants assign to them. To 

address the research problem defined in this thesis, the choice of interpretive 

philosophical assumption is the natural choice. Another philosophical assumption 

underlying qualitative methodology is critical assumption. Critical assumption is 

focused on history and how history implies on a certain result, which is not 

important for the research in this thesis. 

Inductive and deductive research approaches are the most frequently used 

approaches. The inductive research methodology goes towards a theory and 

deductive research methodology goes from a theory (Fielding, 1993), as 

graphically depicted in Figure 1.1. 

 

Hypothesis

Theory

Pattern

Observation

Theory

Hypothesis

Confirmation/

Evaluation

Observation

 

Figure 1.1: Inductive and deductive research methodologies 

Inductive research methodology concerns making observations of phenomena in 

order to build a general theory. Induction is a process of finding a single case and 

observing relationships by studying the same relationship in several more cases 

and, finally, constructing a general theory to cover all the cases (Fielding, 1993). 

By other words, induction is an approach where the researcher moves from a set 

of observations to a general theory.  

Deductive research methodology concerns applying the general theory on the 

data, in particular case, in order to conclude an explanation of the data (Fielding, 

1993). Deduction is a process where a specific conclusion is drawn from a general 

theory, i.e., a process which starts from a specific theory or hypothesis and moves 

to the specific solution. Hence, deduction is an explanation and evaluation of a 

proposed solution. Deductive methodology gives the possibility to prove that the 

premise, or statement, that is assumed to be true, is actually true. To carry out the 

research in this thesis both inductive and deductive methodologies are applied. 
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For finding security aspects in software, inductive methodology is applied and for 

developing the proposed methodology, deductive methodology is utilized. 

There exist a lot of research methods for qualitative research where the most 

common are action research, grounded theory, ethnography and case study. 

Action research and ethnography are similar research methods since they are 

iterative methods. One significant difference is that action research results in a 

hypothesis and grounded theory results in a general theory. Ethnography is about 

learning and understanding people and their culture with the aim to gather 

empirical data. Myers states that ethnographic research is the most “in-depth” or 

“intensive” research method possible (Myers, 2009). The aim of ethnographic 

research is to learn from people. Action research, grounded theory, and 

ethnography study particular phenomenon that can be conducted, for example, 

through data collection methods, such as participant observation and interviews 

(Lapan et al., 2012). Participant observations involve gaining understanding of 

people and their activities, but also researcher participation in these activities 

provided the opportunity to gain understanding of the people; their actions, 

behavior, made decisions. Participant observation can be of two types: more-

structured and less-structured observations (Sapsford et al., 2006). More-

structured observations aim to produce specific quantitative data. In contrast, less-

structured observations aim to produce detailed qualitative data, which is needed 

for this research. Therefore, less-structured observations are the natural choice for 

this research. 

A case study is a research method where the phenomenon is studied within its 

context (Yin, 2003). Case study considers "understanding the dynamics present 

within single settings" (Eisenhardt, 1989). According to Myers (Myers, 2009) 

most of the empirical evidence in a case study research comes from interviews 

and documents. In this research, case study is applied in order to study software 

security in organizations. The case study research aims to study people, i.e. 

decision makers, software developers, and security professionals. 

Interviews are an efficient way to explore the problem and to obtain rich, 

empirical data (Eisenhardt and Graebner, 2007; Myers, 2009). To get the most out 

of interview and limit biases, M. Eisenhardt and E. Graebner (Eisenhardt and 

Graebner, 2007) recommend using many “highly knowledgeable informants who 

view the focal phenomena from diverse perspective” (Eisenhardt and Graebner, 

2007). This is the reason why experienced decision makers, software developers 

and security professionals are chosen. Interviews can be divided into three basic 

types: structured, unstructured and semi-structured (Myers, 2009). Structured 

interviews consist of predefined questions asked in a specific order. Semi-

structured interviews involve the use of some pre-formulated questions, but the 

order questions are asked is not of a great importance. Furthermore, during the 

semi-structured interview new questions can emerge. Unstructured interviews can 

involve one predefined question as a starting point and then allow the interviewee 

to talk freely.  In this thesis, semi-structured and unstructured interviews have 

been carried out. 

Another way to collect data is to use documents. According to Myers (Myers, 

2009) documents can be of great value and provide important details of events. 

Documents, such as projects documents and agreements have been used for the 

research in this thesis.  
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Literature review considers the review of information, existing results, and 

interpretations performed by others and for this research both security and 

software engineering are two relevant topics to be reviewed. Search possibilities 

are many and, besides books and articles, the Web offers a vast amount of 

publication. Common data analysis methods for qualitative research are analytic 

induction, and grounded theory. Analytic induction alternates between collection 

and analysis. It strives to confirm hypothesis and form universal explanations. 

Grounded theory use coding to break data into and strive to induce theories. 

1.6 Research Strategy 

Due to the nature of the research question using both inductive and deductive 

reasoning approaches is the most appropriate choice. The inductive approach is 

chosen to define a general theory. Qualitative methods, such as observations, 

interviews, case studies, and literature studies are used to explore the problem and 

derive similarities, i.e., observe a common pattern and formulate a tentative 

theory. To explain the induced theory, evaluate and apply that theory, deductive 

methodology is used. For development, explanation and evaluation of the 

methodology, case studies and revised interviews (the second round and the third 

round) are carried out.  Steps and methods followed in this research are depicted 

in Figure 1.2. 

 

 

 

 

 

 
 

 

 

 

 

 

 

Figure 1.2: Research steps and methods 

In this research, ethnographic research is carried out in order to gain in-depth 

understanding how software security is carried out, in practice, by engineers, and 
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organizations, such as, system documents, project documents, e-

mails, trouble tickets, requests for changes (RFCs), and agreements. 

 Literature review has been performed to examine what has been done in 

the area of security in software engineering. This includes identification 

and understanding the existing issues and analyzes of existing solutions 

with the strength and weaknesses behind them. The literature study 

includes academic research papers (journal and conference papers), printed 

books, and e-books. Further, studies on the standards for security and 

software have been performed.  

Literature review is performed for identification of a common pattern and 

for development of the proposed methodology. 

 Observations are used as a starting point to recognize and understand the 

common pattern. From the pattern a following hypothesis has been 

derived: 

- Security can be incorporated in software engineering 

- Methodology can provide support for engineers  

Observation revealed the problem similarity. To be able to define a common 

pattern and define a general statement, participant observations have been 

performed in two middle size organizations during a period of 1.5 years. 

Observations of ten development projects have been carried out at companies 

during the period of eighteen months in order to investigate how and why 

decisions regarding software security are made. The observations revealed reasons 

why security is neglected.  

The possibility to participate in the activities provided valuable understanding 

of the activities, actions and their meanings. The less structured participant 

observation is performed to understand the world from the engineers’ point of 

view. The purpose of less structured observation was to produce detailed 

qualitative data on behavior of a target group. The essence is the flexibility and 

the wholeness, which include conversation, discussions, and interviews with the 

engineers and managers.  

To assess validity of the observations, techniques such as, reflexivity, 

respondent validation, and triangulation are used (Sapsford et al., 2006). 

Reflexivity is used to monitor and reflect on the research process. Respondent 

validation confirms the accuracy of the observations and is carried out through 

discussions with the observed subjects. Triangulation is used to check the validity 

of observations by cross-checking them with other sources of data.  

In this thesis, to strengthen the results of the observations, interviews have been 

carried out, iteratively. Interviews have been performed in three rounds: the first 

round aimed to identify problems regarding security for software systems during 

development and operation, as well as reasons to those problems. The second 

round was to identified requirements, the work process, including risk 

management, and possible improvements. Interviews have been carried out with 

the representatives, such as decision makers, managers, security professionals, 

and software developers at the following organizations: 

- Telecom company in Sweden, Germany, Netherlands, France, Italy, 

Austria 

- Software development organization in Estonia 
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- National Police Board of Sweden 

- Swedish Defense Materiel Administration and Swedish Defense Forces 

- Software development organizations in Sweden and USA 

- Consulting companies 

All interviews were either semi-structured or unstructured. Interviews were 

executed repeatedly, i.e. in three rounds. Due to the confidential nature of 

discussions, the interviews were not official recorded. That gave the possibility to 

respondents to answer questions, freely. The number of interviews carried out was 

20 and each interview took about 2 hours. Interviews enabled important insights 

into identified problems in the security area.  

Data collection, from the interviews, was performed by making notes, which 

later, was summarized and presented to interviewees in order to give an 

opportunity to correct any misinterpretations and complete the content. The 

interviews were not recorded due to the agreement with interviewees; however, 

there was a possibility to contact informants afterwards for correction and 

completion.  

The initial questions, for the first two rounds, are as follows: 

First round  

 The initial questions for the first rounds are as follows: 

1. There are many different methodologies, security standards, security 

processes and activities to integrate security into the software 

development lifecycle. However, security problems in software 

systems still continue to grow. What do you think are the reasons 

that we have seen this trend?  

2. How does your organization address security issues?  

3. How can security knowledge be transferred to software engineers? 

What do you think?  

One trend that could be clearly identified, when it comes to software security, is 

discrepancy between, on the one hand, formal decisions and defined procedures, 

and, on the other hand, the actual practice. Interviewees pointed out that, despite 

of existence of security policies and standards, these policies and standards were 

rarely followed and simply neglected. It could be due to: 

- security experts are not a part of development team 

- amount of existing security standards and overlapping content of some of 

the standards brings confusion 

- many standards and methodologies provide guidance about what should 

be done to build secure software systems instead of how 

Interviewees indicated the lack of control over the engineering process. Another 

pattern that emerged is that security is, in fact, often treated as add-on fixes, 

usually, after a software system is delivered. The latter, however, does not apply 

to National Police Board and Defense organizations. Interviewees repeatedly 

mention that, on the one hand, there is lack of knowledge when it comes to 

security, and, on the other hand, security lifecycle is separated from the software 

engineering lifecycle.  

Second round 

The initial questions of the second round are: 
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1. What do you think is required to be able to build secure software 

systems? Why?  

2. How do you identify security requirements, security threats, and 

security controls?  

3. What improvements can be made regarding security in SDLC?  

Majority of interviewees expressed a need for security integration with the 

software engineering process. Clear defined tasks, with the information about 

when and how such tasks should be implemented, were requested by all 

interviewees. It appears that security requirements, security threats, and security 

controls are often identified in an ad hoc manner. During the ongoing research 

work activities and security patterns have been discussed, back and forth, with 

leading security professionals and software engineers, which provided invaluable 

input and supported the development work. During observations and interviews, a 

need for a methodology that integrates security with software development 

lifecycle has been expressed a number of times. The essential needs and wishes 

have been identified, analyzed and studied, and taken into consideration during 

the development of the Controlled Security Engineering Methodology (CSEP). 

Furthermore, during the interviews other, not formalized, questions were asked. 

Also, the interviewees were given an opportunity to talk freely. Unstructured 

interviews with developers were performed by only asking a pre-formulated first 

question in order to get them to talk freely. The interviews revealed some 

important issues that, otherwise, might not be identified. Mostly unstructured 

interviews worked well; although, sometimes some additional questions were 

necessary to ask in order to keep the interviewee on track. 

The majority of respondents mentioned that software lifecycle process is not 

synchronized with the security lifecycle. Representatives from business 

organizations pointed out that non-synchronization and neglecting of security lead 

to the consequences that the security is not considered until the software is 

developed. Implementation of security activities are considered to be complicated 

in one way or another, by the majority of interviewed software developers.  

The output of observations and interviews revealed the common pattern, which is: 

security is absent during the development of software. To examine the influence 

of security on the software, documents have been studied, and literature review 

has been conducted. The output of observations, literature review, and document 

studies was a tentative hypothesis, such as: 

 Security can be incorporated in software engineering 

 Methodology can provide support for engineers  

Thus, the general theory can be formulated as follows: There is a need of 

structured methodology that supports developers in building “secure enough” 

software systems. To narrow the general theory, additional interviews have been 

carried out, which resulted in following theory: A methodology that supports 

engineers in building secure systems can be developed. From this theory 

following hypotheses have been stated: 

 It is possible to develop a methodology that supports engineers in 

integrating security with the software engineering  

 traceability of requirements can be provided 

To develop a methodology, the case study research method has been utilized in 
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combination with the interviews. Case study research has been conducted in 

middle-sized organizations that develop IT systems.  

 Case study method has been used in order to:  

1. map the reasons behind decision-making, which concerns security 

during the development of software systems  

2. examine the main obstacles hindering engineers from considering 

security during development process  

3. test and evaluate the applicability of the methodology. Proposed 

methodology has been tested and evaluated during the project 

context.   

Interviews and case study enabled verification of different steps and activities in 

developed methodology. Furthermore, a case study and interviews have been used 

to evaluate the proposed methodology.  

In order to evaluate, verify, and test the developed methodology, it has been 

implemented for the development of Battlefield Management System (BMS), 

which is developed for Swedish Armed Forces. During the implementation of the 

proposed methodology, participant observations, as well as interviews (third 

round) were carried out. The methodology, in particular activities and patterns of 

the pre-study, requirements, and design phases, has been successfully 

implemented on BMS project. 

Besides that, the CSEP methodology has been evaluated and verified by a 

number of interviews (third round) at the above-mentioned organizations. The 

purpose of the third round of interviews was to evaluate the CSEP methodology 

and inspect:  

 the usefulness of the methodology and how willing the organizations are 

to implement the methodology in their own software development projects 

 if the methodology met the needs expressed during the first and second 

rounds of the interviews 

Respondents’ validations confirm the utility of the solution. To carry out semi-

structured interviews three (third round interviews’) questions were prepared 

before the interviews, which are  

1. How well security activities are integrated in the software development 

process and how can it help you?  

2. What do you think about information (knowledge) provided in patterns 

and why?  

3. What improvements can be made in methodology and why?  

We have got positive responses from interviewees regarding the CSEP 

methodology, such as, needs were met and tasks, in every development phase, 

were well structured. The methodology makes it easier to see when a specific 

activity or task should be performed with the use of security pattern. Thus, each 

activity is described as security pattern. The way to provide information, about 

how activities should and can be implemented, was appreciated a lot. 

Interviewees’ response about security patterns was that it is easy to understand the 

patterns and work accordingly. 
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1.7 Structure of the thesis 

The thesis is organised as follows: 

Chapter 2 presents most significant software engineering models. The chapter 

describes and discusses models and methodologies for secure software 

development, such as Appropriate and Effective Guidance in Information Security 

(AEGIS), Secure Software Development Model (SSDM), Waterfall-Based 

Software Security Engineering Process Model, Lightweight Application Security 

Process—CLASP, The Security Development Lifecycle (SDL), and Seven touch 

points for Software Security. 

Chapter 3 presents and discusses fundamental security properties, concepts and 

relationships. The impact, which software security leave on web services, is 

discussed. The usefulness of security patterns as reusable solutions that can be 

used in the development process is presented. Furthermore, the most significant 

security and software engineering standards are presented. The chapter presents 

key security activities and mapping those activities into the lifecycle phases.  

Chapter 4 presents contribution of the research in this thesis. The overview of 

the CSEP methodology is presented by the extended V-model. Each phase of the 

security engineering process is explained in details, where security activities are 

discussed. Activities are defined in structured processes, which are illustrated in 

the chapter. Patterns designed by ontology techniques are discussed, as well as 

design of the multi-agents system is presented in this chapter.  

Chapter 5 provides a summary of the articles included in this thesis. The first 

paper presents possible attacks on web services. The paper discusses web services 

architecture, analyzes security issues of xml and web services. Possible attacks on 

web services are revealed and categorized in the paper. The paper points out that 

knowledge and security awareness about security problems in the development 

process is essential in order to prevent those problems to occur.   

The second paper presents some important issues within organizations systems 

and business processes emphasized by observations. The case study investigates 

electronic order and electronic bill presentment services offered by the service 

organization and implemented by the intermediary organization. The case, 

presented in this paper is created based on security problems concerning 

transmission and processing of sensitive financial messages in organizations 

networks. Practical investigations of security problems, such as disclosure, 

disruption, incorrect input data acceptance, service availability and reliability of 

application performance were an important part of the observation that have 

revealed an essential factor of the security problem origination. Investigation was 

done in software systems developed and used by a couple of middle-sized 

Swedish companies that act as intermediaries for large organizations worldwide. 

Several security issues were identified in software that was used to provide these 

services. 

The third paper highlights the shortcomings and points out some important 

security problems in development process. The paper states that security should 

be integrated in software lifecycle. A methodology with which security can be 

incorporated into the software development lifecycle (SDLC) is introduced in the 

paper. 

The fourth paper presents the Controlled Security Engineering Process (CSEP). 

The Controlled Security Engineering Process (CSEP) is developed to support 
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developers in integration of security with the engineering lifecycle. The problems 

of missing, insufficient, and incorrect requirements are addressed in this paper. It 

argues for the importance and necessity of having the security expertise involved 

in the engineering process. The modules of the multi-agent system have been 

identified. 

The fifth and sixth papers extend the work in previous papers and focus on the 

architectural and design phases as well as the secure coding phase and testing 

phase of the development process. Security issues that can emerge from 

components or services are emphasized. Multi-agent system is presented: the 

agents’ task and responsibilities are discussed and message exchange between the 

agents is demonstrated. 

The seventh paper proposes utilization of security patterns and introduces 

patterns for pre-study and requirements phases. Moreover, the paper introduces 

patterns designed on ontology-based techniques, which allow machine-readable 

format and can be utilized in the multi-agent system. 

The eighth paper proposes the taxonomy of the security ontology and discusses 

necessity, importance and usefulness of the security ontology. In this paper a 

security ontology that enables knowledge representation of the security 

professionals is proposed. The paper also shows how security knowledge can be 

integrated in a structured way. Security ontology is used, by the agents, to retrieve 

software security patterns and provide mapping between security requirements 

and risks. 

Chapter 6 presents the evaluation of the proposed methodology. The 

methodology has been evaluated by case study and interviews. Case study is 

presented and evaluations steps are discussed, as well as results from interviews 

are discussed in the chapter. 

Related work is discussed in chapter 7. Chapter 8 presents concluding remarks 

are discussions along with suggestions for the further work. 
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Chapter 2 Software Models and 
Methodologies 

2.1 Software Engineering Models 

Software engineering concerns system development, operation and management 

in a systematic and disciplined manner. The systematic approach concerning the 

development divides the work into analysis, design, assessment, implementation, 

and testing. Software engineering is a difficult and time consuming process, 

which requires understanding the nature of the problem (Pfleeger, 2001). Errors in 

software can lead to "very unfortunate consequences" (Vliet, 2004). During the 

years, different models were proposed to structure and manage the development 

lifecycle. Among the most common and well known are: Waterfall model, Spiral 

model, V-model, and Agile methods (Pfleeger, 2001). Despite a used model, the 

process of software development contains common steps, such as requirements 

engineering, design, implementation, testing, and operation and maintenance.  

The Waterfall Model 

The Waterfall model expresses the interaction between the phases in a sequential 

linear way through a series of phases, which means that one development phase 

must be completed before the next phase begins (Sommerville, 2006; Vliet, 2004; 

Phleeger, 2001). The schematic view of the model is presented in Figure 2.1. The 

Waterfall model provides an abstract view of the phases, i.e., it does not give any 

insight into the activities within the phases and how to transfer between the 

phases. The model comprises of the following phases: system feasibility, software 

plans and requirements, product design, detailed design, code, integration, 

implementation, and operation and maintenance.  
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Figure 2.1: The waterfall model of the software lifecycle. Source (Vliet, 2004) 

The Waterfall model has been criticized due to the inability to iterate between the 

phases. Some authors view the Waterfall model as unrealistic (Vliet, 2004; 

Phleeger, 2001). However, the Waterfall model is still widely used (Vliet, 2004). 

The inability to adapt to changed requirements and impossibility to provide risk 

management and control over the lifecycle are the main reasons not to use the 

waterfall model in our research. It is extremely difficult to go backward in the 

lifecycle. 

Spiral Model 

The Spiral model is an iterative development approach developed by Boehm 

(Boehm, 1988). It attempts to overcome deficiencies in the Waterfall model and 

support iterations (Boehm, 1988). The cycle is based on following activities: 

identify the objectives of the portions of the software, identify alternatives and 

constraints, evaluate the alternatives, identify and evaluate the project risks (may 

involve prototyping, simulation, benchmarking, administering user questionnaires, 

and analytic modeling). The outcome of each phase is produced prototype. The 

model is depicted in Figure 2.2.  
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Figure 2.2: Spiral Model, Source (Boehm, 1988).  

An important characteristic of the spiral model is that each cycle is completed by 

a review that covers all the products developed during the previous cycle (Vliet, 

2004; Boehm, 1988). The main drawbacks of the spiral model are that it relies on 

risk-assessment expertise and a hard time achieving flexibility and freedom 

without losing accountability and control. This can result in situations where 

specific activities may overlap multiple spirals. There is a need for guidelines and 

checklists to identify the project risks. Boehm (Boehm, 1988) points out that 

original spiral model was planned to address concurrent engineering with a 

project’s main risks "used to determine how much concurrent requirements 

engineering, architecting, prototyping, and critical-component development was 

enough". However, the explanation and guidance about controlling concurrent 

activities were not sufficient "to keep all of these concurrent activities 

synchronized and stabilized" (Boehm, 1988). Due to inability to keep activities 

syncronized and stabilized we have chosen not to apply CSEP methodology on 

the spiral model. 

V-Model 

The traditional V-model, illustrated in Figure 2.3, has V-shape, where the left 

hand side involves requirements, architecture, design, and coding phases and the 

right hand side constitutes testing, including unit testing, integration testing, 

system tests, and acceptance testing (Phleeger, 2001). The right hand side verifies 

and validates the left hand side. Thus, the traditional V-model is a test oriented 

model and gives the opportunity to verify and validate each phase of the 

development lifecycle (Goertzel et al., 2008).  
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Figure 2.3: Traditional V-model.  

Clear structure and documentation, produced at the end of each phase, is an 

advantage that can enhance understanding and awareness of previous phases. The 

main drawback of the V-model, according to many authors (Sommerville, 2006; 

Phleeger, 2001) is the absence of iterations. However, if issues are found, the left 

side can be re-executed in order to correct or improve requirements, and correct or 

resolve the problem in the design or code.  

Agile methods 

Agile methods are iterative approaches with focus on incremental specification, 

design, and implementation (Sommerville, 2006). Agile methods are 

characterized by quickly producing correct functionality, which implies no or 

little documentation, little testing, and absence of verification and validation 

(V&V). There exist different agile approaches, such as, XP (extreme 

programming) and SCRUM. However, security is not the objective of agile 

methods; instead, the focus is on the correctness and time, i.e., to produce 

functionally correct software as quickly as possible. Agile methods approach aim 

on producing individual components of functionality and, then, integrating them.  

However, even if individual components are secure, the aggregation of those 

components will not necessarily result in a measurably secure software system. 

Moreover, security expertise is absent, since security professionals are rarely 

involved in development teams.   

 

From the aforementioned, we can conclude that there is not a single traditional 

model that addresses security in the lifecycle. To apply CSEP methodology in 

software development, the V-model is utilized since it has a good foundation that 

gives us the opportunity to make extensions in order to integrate security lifecycle 

with software lifecycle. An extended V-model for controlled security engineering 

process is developed in this thesis and presented in Chapter 4. The model contains 

all the development phases, as well as allows iterations, which are vital for 

security management and traceability purposes.  
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2.2. Models and Methodologies for Secure Software 
Development 

Research in security encompasses a wide variety of methods and processes that 

addresses security during development of software systems. Many attempts have 

been made in order to integrate security in software development life cycle 

(SDLC) by using different software models. Various security enhanced 

methodologies and processes in academic research have been proposed with either 

modification or insertion of new activities in the traditional lifecycle (Goertzel et 

al., 2008).  

The research model 'Appropriate and Effective Guidance in Information 

Security' (AEGIS), have been developed by researchers at University College 

London. AEGIS uses a spiral model to provide integration of security and 

usability, based on UML, and defines a UML meta-model of the definition and 

the reasoning over the system’s assets (Flechias, 2006). AEGIS aims to support 

developers to address security and usability requirements in system design. 

Authors (Flechias, 2006) define a UML meta-model identifying assets, the context 

of operation and supporting the modeling of security requirements. In AEGIS all 

security decisions are based on knowledge of assets of the system. Core security 

activities for system design sessions in AEGIS are: identifying assets and security 

requirements, risk analysis and secure design, and identifying the risks, 

vulnerabilities, and threats to the system. These activities result in design 

document that contains system architecture with all identified countermeasures. 

The main drawback of AEGIS is that security specialists are not involved in 

development process at all. Moreover, stakeholders are deciding on security 

countermeasures. The reason is, according to the authors, is that decision makers 

are "better suited to dealing with the enforcement of the social requirements of 

security" while developers are "necessary for the technical implementation of 

security" (Flechias, 2006).   

    Another security model is 'Secure Software Development Model' (SSDM), 

which is developed at the Nigerian University of Agriculture (Sodiya et al., 2006). 

SSDM incorporates security activities in the engineering process, which are: 

security training, threat modeling, security specification, review of security 

specification, and penetration testing (Sodiya et al., 2006).  Nonetheless, the 

SSDM model contains a number of drawbacks. The activities start from education 

in previous attacks, although it is not sufficient since developers have no idea 

about assets or threats for software to be developed. Furthermore, activity that 

identify and value assets and resources are not present in the model. Actually the 

authors (Sodiya et al., 2006) do not even mention risk management including risk 

analysis, so the question is how developers should know the probability and 

impact of a risk of a specific potential attack on the specific asset. 

      The 'Waterfall-Based Software Security Engineering Process Model' 

developed by Zulkernine and Ahamed (Zulkermine and Ahamed, 2009) is based 

on the original version of the waterfall model. Authors (Zulkermine and Ahamed, 

2009) renamed the phases of the original waterfall model and add 

specific/different security engineering activities in every phase of development 

lifecycle. The security activities for system engineering phase consist of analyses 

of security threats, definition of security needs and constraints, and informal 

security requirements. Requirements specification phase constitutes of the 



20 

 

security activities, such as identification of attack scenarios, producing formal 

security specification, and integration of security and functional requirements, 

which result in the formal and security requirements specification. Security 

activity for the design phase is the definition of scenario-based architecture where 

attack scenarios are considered. During the implementation phase security flaws 

are identified and addressed (Zulkermine and Ahamed, 2009). During the last 

phase, which is the System operation phase, security activities are limited to 

detecting failures and producing new attack specifications. Moreover, security 

activities, such as, testing, verification, and validation are absent in Zulkernine 

and Ahamed (Zulkermine and Ahamed, 2009) process model, which is the main 

drawback of the 'Waterfall-Based Software Security Engineering Process Model'. 

The security process 'Comprehensive, Lightweight Application Security 

Process' — CLASP (Viega, 2005) is a lightweight process for building secure 

software. CLASP provides a structured methodology for deriving security 

requirements of software systems (Viega, 2005). CLASP define seven key best 

practices, such as: institute awareness programs, perform application assessments, 

capture security requirements, implement secure development practices, build 

vulnerability remediation procedures, define and monitor metrics, and publish 

operational guidelines.  Besides practices, CLASP defines a set of activities that 

should be integrated in the development process. It is possible to choose activities 

and the order of execution is left open. Grégoire et al. (Gregoire et al., 2007) state 

that CLASP is not an integrated process. CLASP defines roles that are used as an 

additional perspective to structure the set of activities. CLASP also provides a set 

of security resources that supports the implementation of the activities. 

'The Security Development Lifecycle' (SDL) is a security assurance process, 

developed by Microsoft that is focused on software development and aims at 

reducing the number of vulnerabilities in software (Microsoft Corporation, 2010). 

SDL comprises a set of activities that address security issues. However, Grégoire 

et al. (Gregoire et al., 2007) point out that security activities are mostly related to 

functionality-based construction activities. The Activities in SDL are grouped in 

stages, which can be mapped to standard software development phases. "SDL 

seems to have no activities that are specific to the analysis phase and lacks real 

implementation activities" (Gregoire et al., 2007). 

McGraw (McGraw, 2006) points out that security can be interleaved into 

existing development processes and proposes software security best practices, i.e., 

seven "touchpoints" depicted in Figure 2.4. 
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Figure 2.4: Seven touch points for Software Security. Source (McGraw, 2006) 

The Seven 'touchpoints' demonstrate how software engineers can apply them in 

the development process. McGraw (McGraw, 2006) organizes 'touchpoints' in due 

to effectiveness: code review, architectural risk analysis, penetration testing, risk-

based security tests, abuse cases, security requirements, and security operations.    

As appears from aforesaid many contributions have been proposed, however, 

most of them have been focused on WHAT is needed to build secure software 

systems. The proposed CSEP methodology is a structured goal and risk driven 

process that provides both WHAT is needed to build secure software systems and 

the way HOW to build security in software development lifecycle. Hence, CSEP 

methodology enables building secure software systems in a structured, repeatable, 

and measurable way.  
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Chapter 3 Software Security 
Engineering 

 

3.1 Fundamental Software Security Properties, Concepts 
and Relationships 

A common belief of what is security is the following: security is a state of being 

(Smith, Marchesini, 2008) However, "security" is vague term unless it is 

discussed in a specific context (Oaks, 2001) since what is secure in one context 

may be insecure in another. In this work, security is discussed as a dependability 

property of software system, which ensures that software operates as intended 

even under unexpected circumstances and can resist accidental or deliberate 

intrusion (Sommerville, 2006; Avizienis et al., 2001). Security is the most 

important property of dependability for most critical systems, i.e., systems that 

handle confidential and sensitive information, such as e-commerce systems, and 

military systems (Sommerville, 2006; Avizienis et al., 2001). Software security 

depends on the following key factors: technological, human, and isolation 

(Lodderstedt et al., 2002). These factors include the knowledge and ability of the 

engineers to view a software system in two paths both from defender perspective 

and attacker perspective. With regards to the security, during the years, 

technological factor has been addressed mostly. However, threats can arise from 

humans, as well as technology. Software processes are complex and rely on 

humans that make decisions (Sommerville, 2006). Software faults often originate 

from misunderstanding requirements and incorrect handling of technology. In 

addition, internal threats are obstacles that are difficult to handle.  

During software development process, security is often neglected and, even, if 

considered, security constitutes of a few add-on fixes when requirements and 

design decisions have been determined (Sherwood et al., 2005) or when software 

is deployed. The reasons for isolation are lack of understanding that security must 

be a part of the development process, lack of tools supporting security engineering 

(Lodderstedt et al., 2002) and lack of security knowledge of the engineers. 

Security aspects must be considered in every single decision that concerns 

software and security must be considered in every phase of software engineering. 

Moreover, awareness of the environment, which system will operate in, is 

essential due to the possible influence on the software system. Therefore, when 

considering software security engineering, it is necessary to take a holistic point 

of view, which encompasses all aforementioned aspects.  

Security comprises a number of properties, such as confidentiality, integrity, 

availability, accountability, and non-repudiation, which can characterize both 

information and software security (Goertzel et al., 2006). Confidentiality means 

that information, as well as software features and content are hidden from 

unauthorized entities (Allen et al., 2008). Integrity ensures that the software and 

the assets, it manages, are resistant to any unauthorized modification, such as 

modification to the software code, tampering, destruction, insertion, or deletion. 

Availability implicates that the software and the assets, it manages, are 

operational and accessible for authorized users but, at the same time, inaccessible 
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to unauthorized entities. Users and entities can be humans, processes, functions, 

or systems. Accountability controls, by recording and tracking, security relevant 

actions of the software. Non-repudiation ensures responsibility of user and/or 

software for performed actions (Allen et al., 2008). Some other important 

properties of security are dependability, reliability, and software assurance. 

“Software security has as its primary goals three aspects, the preservation of the 

confidentiality, integrity, and availability of the information assets and resources 

that the software creates, stores, processes, or transmits including the executing 

programs themselves” (Davis et al., 2004). 

The concepts of asset, threat, risk, and countermeasure are used frequently by 

researches and practitioners in the security area (Mouratidis, 2006; Sherwood et 

al., 2005; McGraw, 2006; Haley et al., 2006). Unfortunately, the definitions of 

these concepts do not always have the same meaning, which brings confusion and 

lead to misunderstandings between software developers and security professionals 

(Haley et al., 2006). 

Moreover, security concepts and relationships presented in Common Criteria 

(Common Criteria, 2009) do not provide the concepts of software security. 

However, the model, depicted in Figure 3.1, includes the concept of an asset, as 

well as concepts of threat, risk, and countermeasure, which are necessary to 

consider during software development process.  

 

 

Figure 3.1: Concepts and relationships. Source (Common Criteria, 2009).  

Threat, risk, and countermeasure are defined as follows: Threat is a potential 

danger (deliberate or unintentional) to software that can be exercised by a threat 

agent to exploit vulnerabilities, and, if executed, affects security properties of 

software negatively. Threat agent aims to harm an asset. Threat modeling intends 

to understand the threat profile of the software, i.e., threat agent's view, its 

intentions and methods, and identify assets, which can be threatened. Risk is the 

danger that a random event negatively affects the possibilities of reaching a set of 

defined targets. Risk is the overall assessment of the probability that the adverse 
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event to be realized and the consequence the event may cause. Countermeasures 

are security controls (also called security mechanisms) that prevent danger, 

mitigate or eliminate risks.  

We claim that the concepts of asset, threat, and risk are important for software 

security since software is an asset itself. Software, also, manages or controls 

assets (for example information assets) that have an owner, which implies that 

software can have a threat exploited by a threat agent. A threat agent can threaten 

software during the development, deployment, and operation. During 

development of the software most threats originate from "insider" threats caused 

by engineers, such as developers, testers, but also from configuration managers, 

and administrators. Threats during deployment and operation can originate both 

from internal, i.e., insider threats, and external, i.e., outsider threats. Insider 

threats can be categorized as malicious, unintentional, and intentional but non-

malicious. Malicious threats can include exploitable flaws and a backdoor in the 

source code. An example of unintentional threat can be the use of insecure 

programming language, while intentional but non-malicious threat is, for example, 

removal of input validation functions. Nowadays, software enables and controls a 

vast amount of critical assets, such as information, systems networks, and 

applications. 

An application or a service may consist of single or multiple software 

components that are located locally or over the network (Steel et al., 2006). A vast 

amount of software systems are utilized as web services, which are increasingly 

deployed in organizations. Therefore, to secure web services it is essential to 

secure both service development and software that the service utilize. However, as 

pointed out by Allen et al., (Allen et al., 2008) it implies that the number of 

threats targeting software is increasing and "the majority of network-and system-

level attacks now exploit vulnerabilities in application-level software".  

3.2 Role of Software Security for Web Services  

There are different ways and models of software distribution. The traditional 

model of software distribution implies that software is purchased and installed on 

personal computers. In contrary, software as a service (SaaS) is a software 

distribution model in which applications are hosted by a vendor or service 

provider and made available to customers over a network (Techtarget). The latter 

implicates that an organization creates software and hosts that product on multiple 

servers, but also manages the hardware and software.  

The W3C defines a service as a software component that participates in a 

service-oriented architecture to provide a specific functionality. The definition of 

web service provided by W3C is as follows: "Web service is a software system 

designed to support interoperable machine-to-machine interaction over a network" 

(W3C).  

Guide to Secure Web Services (NIST Special Publication 800-95, 2007) points 

out that all software, including web services, need to satisfy security. NIST 800-

95 (NIST Special Publication 800-95, 2007) does not discuss security of web 

services as a software, possibly due to Web services are subject to the same 

security issues as all software, including network-based application software 

(Goertzel, Hamilton, 2007). However, NIST (NIST Special Publication 800-95, 

2007) points out that web services security should be driven by changes in the 
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types of software attacks and to prevent availability risks web service software 

should be maintained in order to return service in a reliable state. Conclusively, as 

it appears from aforesaid software is a vital part of web services. Web service 

software, as any other software can be exposed to the insider threats both during 

the development and deployment (Goertzel, Hamilton, 2007). 

Despite of the software distribution model software, need to be developed by 

software engineers. To assure that software meet its requirements, designing and 

implementing security in software must be considering from the very beginning.  

Threats to software in development may be unintentional or intentional, and 

coming from non-malicious or malicious developers. During the development, 

web service software can be subject to the threats in a form of malicious code, 

which if inserted into source code, will remain in software, in case of failure of 

security code review and analyses. “Web Services provide direct access to 

program logic, so these services need to be written with great care against 

malformed input" (Hartman et al.,, 2003). In addition, weaknesses and 

vulnerabilities, such as defects, errors, and faults often originate during 

requirement or design phases (Goertzel, Hamilton 2007). Defensive programming 

techniques and information hiding can result in more robust web service software 

(NIST Special Publication 800-95, 2007). Poorly implemented software can 

compromise security of Web services (NIST Special Publication 800-95, 2007). 

Most of the insider threats indicate that developers lack security knowledge. 

Therefore, security should be considered at an early stage of system development, 

i.e., during requirement phase or earlier.  

Understanding web services threats and risks can facilitate definition of security 

requirements, and improve design and code. Common attacks on Web Services 

are presented in (Moradian, Håkansson, 2006). Testing is essential and helps to 

find errors in requirements, design flaws, and code defects. Therefore, security 

patterns can support developers in gaining and enhancing security knowledge. 

Test techniques include security oriented code reviews, security fault injection 

tests, and penetration testing.  

There is no doubt that software security is essential to prevent a number of 

vulnerabilities from being introduced into the Web services. In addition to that, 

service's composition, interactions and interfaces must be secure. Web Services 

interacts with each other through Simple Object Access Protocol (SOAP) 

(Hartman et al., 2003). SOAP defines bindings to actual transport protocols that 

specify how SOAP message is transmitted over HTTP/HTTPS (Moradian, 

Håkansson, 2006). Web Service interface is defined in WSDL. Service discovery 

in Web Services is based on UDDI specification. UDDI is built on SOAP over 

HTTP. UDDI defines the structure of Web Services registry and its API structure 

(Alonso et al., 2004). UDDI register store the information about the service 

provider (for example address), categorization information, information about the 

service interface, and pointers to the service provider (Moradian, Håkansson, 

2006). Automatic service discovery makes it easier for attackers to locate and 

access potential targets. Publishing of repository entries about services through 

WSDL and UDDI disclose service processing details. "Moreover, to accomplish 

automatic service discovery, privileges must be granted to unknown entities 

outside the organization that owns the services being discovered" (Goertzel, 

Hamilton, 2007). 
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A large number of security problems are well known. However, these problems 

still occur over and over again (Schumacher, Roedig, 2001). Apparently, there is 

lack of understanding security issues since software engineers are not security 

specialists. Consequently, knowledge about how to implement solutions to 

security issues is absent or inadequate (Schumacher et al., 2006).  

From aforementioned it can be concluded that developers need support about how 

to implement security when building software systems and components. Suitable 

design strategies and use of security patterns (if applied correct), can provide such 

support and, hence, enhance security of software that might be utilized as a web 

service (Steel et al., 2006). 

3.3 Security Patterns 

Security patterns are reusable solutions that consist of expert knowledge, and 

therefore, can be useful to utilize security patterns during the development 

process. Patterns are defined as a description of a specific problem within a 

specific context with the well-proven generic solution (Schumacher, Roedig 

2001). Throughout literature a vast amount of different patterns, catalogues, and 

techniques have been proposed (Schumacher et al., 2006). Patterns are not 

isolated but depended of one another (Schumacher, Roedig 2001). Despite of the 

fact that patterns have a defined structure, that facilitates their use, patterns are 

loosely structured documents and not properly organized (Youshioka et al., 2008; 

Hafiz et al., 2007). Moreover, there are overlaps between different patterns 

catalogues (Hafiz et al., 2007) and patterns can be applied in a wrong way. To 

adapt security patterns to each phase of software development is still difficult 

(Youshioka et al., 2008).  

To our best knowledge, there are no methodologies that provide information 

about when a particular security pattern should be used during development of 

software. Yoshioka et al. (Yoshioka et al., 2008), present a number of activities 

for pattern application, such as recognition of context and problems in software 

development, selecting software patterns, applying the selected patterns to the 

target problem, and evaluating the result (Yoshioka et al., 2008). The authors 

(Yoshioka et al., 2008) point out difficulty to select an appropriate security pattern 

that satisfies specific security requirement. Many attempts have been made to 

overcome that problem, among others by Schumacher (Schumacher et al., 2001; 

Steel et al., 2006). Schumacher et al., (Schumacher et al., 2001) developed a 

security pattern toolkit that was mainly aimed at maintenance of security patterns, 

i.e., creating, editing, publishing, and reading patterns. Schumacher (Schumacher 

et al., 2001) proposed a security pattern system, which is intended to find security 

patterns, i.e., security pattern search engine for a specific problem. Schumacher et 

al. (Schumacher et al., 2006) state that it is next to impossible, to make patterns a 

machine-readable and automatic. We claim the opposite: by using ontology 

techniques and agents in multi-agent system there is a good possibility to make 

patterns machine-readable. Moreover, ontology techniques applied on pattern 

design can provide dependencies between patterns and proper organization.  

 



27 

 

3.4 Security Engineering Standards    

In order to implement security in the software systems there are a number of 

security standards that can be used as a guidance and support. A few examples, 

presented in this thesis, are: ISO/IEC 15408 (Common Criteria, 2009), ISO/IEC 

15288:2008, ISO/IEC 27000-series, SSE-CMM, and NIST SP 800-64.  

ISO/IEC 15408 Common Criteria 

International Organization for Standardization/International Electrotechnical 

Commission ISO/IEC 15408, The Common Criteria, provides a framework for 

evaluating how well software has met a set of security requirements (ISO/IEC 

15408, 2009). The Common Criteria (ISO/IEC 15408, 2009) supports evaluations 

of Protection Profiles (PP) and evaluations of products or systems against Security 

Targets (ST). Protection Profile (PP) is a set of security requirements for a 

category of systems that meet specific consumer needs. PP describes products in 

term of threats, security objectives, environmental issues, and CC requirements 

(Bishop, 2005). A PP contains following sections: Introduction, including PP 

identification, Product or System Family Description, Product or System Family 

Security Environment, Security Objectives, IT security requirements, and 

Rationale, which includes objectives and requirements.  

A Security Target (ST) is a set of security requirements and specifications to be 

evaluated. A security target contains Introduction, Product or System Description, 

Product or System Family Security Environment, Security Objectives, IT security 

requirements, Product or SystemSummary Specification, PP claims, and rationale. 

CC defines both functional and assurance requirements, which are divided into 

classes, for example, security functional requirements class and assurance classes. 

Classes define families of functions or assurance needs. Families, in turn, contain 

components, which are combined into packages that met some requirements or 

level of trust.  

CC has some drawbacks: Common Criteria focuses on individual targets of 

evaluation (TOE), which implies that dependencies to other IT-systems and 

components could be missed (ISO/IEC 15408, 2009). Moreover, analysis or 

testing of the TOE for implementation faults that may lead to vulnerabilities, are 

omitted in Common Criteria (ISO/IEC 15408, 2009). In addition, the evaluation 

process is very complex, costly and time consuming, and also requires a lot of 

background knowledge. According to (Goertzel et al., 2007) direct vulnerability 

testing of the software components of systems under evaluation is omitted in 

Common Criteria, and "the vulnerability analyses focus solely on system-level 

vulnerabilities in security functions of the system, rather than on the types of 

software vulnerabilities that may be exploited to compromise the system’s overall 

dependability" (Goertzel et al., 2007).  

ISO/IEC 15288:2008 

ISO/IEC 15288:2008 (ISO/IEC 15288, 2008) entitled 'Systems and software 

engineering 'System life cycle processes' is an international standard that defines a 

set of processes and associated terminology for the full life cycle including 

conception, development, production, utilization, support and retirement. The 

system lifecycle processes are described in relation to a system, which contains a 
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set of interacting system elements. The activities, which may be performed during 

the life cycle of a system, are divided into four process groups: agreement 

processes, organizational project-enabling processes, project processes, and 

technical processes (ISO/IEC 15288, 2008). Agreement processes address 

acquisition and supply. Organizational project-enabling processes include 

life‐cycle model management, infrastructure management, project portfolio 

management, human resource management, and quality management. Project 

processes are concerned with managing and applying the resources and assets to 

fulfill the organization's agreements. Project processes include project planning, 

project assessment and control, decision management, risk management, 

configuration management, information management, and measurement. 

Technical processes are concerned with technical actions throughout lifecycle. 

Technical processes include stakeholder requirements definition, requirements 

analysis, architectural design, implementation, integration, verification, transition, 

validation, operation, maintenance, and disposal (ISO/IEC 15288, 2008). 

ISO/IEC 27000 series 

ISO/IEC 27000 series address information security matters and include following 

information security standards: ISO/IEC 27001:2005, ISO 27002:2005, ISO/IEC 

27005:2008. 

ISO/IEC 27001:2005 (ISO/IEC 27001:2005) specifies requirements for the 

implementation of security controls for establishing, implementing, operating, 

monitoring, reviewing, maintaining and improving a documented Information 

Security Management System. ISO/IEC 27001:2005 provides a “Plan-Do-Check-

Act model” (Moradian et al., 2010) to structure the organizations processes. The 

standard can be used as a guide to formulate security requirements and objectives 

and to ensure that the specific security objectives of an organization are met. 

ISO 27002:2005 provides guidance for “initiating, implementing, maintaining, 

and improving information security management within an organization” 

(Moradian et al., 2010). ISO 27002 potential outlines different controls and 

control mechanisms that are intended to address the specific requirements 

identified via a risk assessment (Moradian et al., 2010). ISO 27002:2005 is the 

standard for security baseline and can be used as requirement catalogue. 

ISO/IEC 27005:2008 (ISO/IEC 27005:2008) provides guidance for information 

security risk management and provides support for implementation of information 

security based on risk management approach.  

Systems Security Engineering Capability Maturity Model  

The Systems Security Engineering Capability Maturity Model (SSE-CMM) 

(Model Description Document, 2003) is a process-oriented methodology based on 

Software Engineering Capability Maturity Model. The methodology provides 

guidance in designing and improving capabilities of security engineering 

processes. SSE-CCM defines goals and requirements for processes and provides 

maturity levels for fulfillment of those goals and requirements (Bishop, 2005).    

The system security engineering addresses the complete lifecycle of concept 

definition, requirements analysis, design, development, integration, installation, 

operation, maintenance, and decommissioning (Model Description Document, 

2003). 
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NIST SP 800-64 

NIST SP 800-64 is a standard that (NIST Special Publication 800-64, 2008) 

provides a roadmap for integrating security functionality and assurance into the 

SDLC. Key security roles and responsibilities are also presented in the standard. 

NIST SP-64 provides a description of lifecycle phases with identified control 

gates, and major security activities. Each security activity has a description, 

expected outputs, synchronization, and interdependencies (NIST Special 

Publication 800-64, 2008).   

3.5 Security Activities and the System Lifecycle 

Distributed systems improve efficiency and effectiveness of organizations through 

integration of different components and services (Papazoglou, 2008). However, 

such integration induces security risks. Incorporating security in system lifecycle 

can mitigate these risks. For each life-cycle activity, security goals and policies 

should be addressed, and methods, to ensure security, incorporated. A key 

characteristic of secure systems is the capability to maintain essential security 

properties, i.e., specified levels of confidentiality, integrity, availability and other 

security properties and withstand attacks in adverse environments.  

Security lifecycle involves a number of phases, such as, pre-study phase 

including system initiation and assets valuation, security requirements, which 

involve threat modeling and risk management activities, secure design, secure 

coding, security tests, and secure deployment. 

The key security activities, presented in Table 3.1 must be carried out to produce 

secure software systems. 

 

Lifecycle Phase Security Activities 

Pre-study  Identification of steering documents, 

such as, security policies and security 

standards 

Assets valuation 

Security classification  

Requirements Engineering  Security Use case Development  

Misuse cases 

Threat Modelling  

Risk management 

Secure Design Logical security architecture 

Physical security Architecture 

Component/Service security 

architecture 

Design rules 

Refined (Architectural) Risk analysis 

Secure Coding Use of secure programming language 

Place value on security 

Code reviews and analyses 

Security Tests Component testing 

Integration testing 

Penetration testing 
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Secure distribution and 

deployment 

Secure installation   

Security training 

Secure maintenance 

Table 3.1: Key Security Activities 

Pre-study  

The Pre-study phase of the software development initiates the project, determines 

the nature of the customer’s problem or need, describes possible stakeholders’ and 

how to derive organization’s requirements, define the system boundary. Steering 

documents, valuated assets, as well as security classification are necessary inputs 

to the requirements phase. 

Organizational/Security Requirements 

Requirement engineering is a critical phase of the software development process 

as errors at this phase lead to problems at next coming phases. Organizational 

requirements constitute of user requirements that a system must provide. Such 

requirements involve functional requirements, such as, calculations, as well as 

non-functional, such as performance, and reliability. Inadequate organizational 

requirements can adverse the system. Security requirements force organizational 

requirements to be implemented in a secure way and constitute of requirements 

that refer to the capabilities of a system to retain security properties, i.e., maintain 

a secure state and withstand an attack. Security requirements can be categorized 

as follows: access control, security logging, intrusion prevention, malware 

prevention, and secure administration.  

Design/Secure Design 

Design satisfies all required properties, such as, performance, scalability, and cost. 

Software elements, such as, protocols, operating systems, and applications are 

identified. Patterns and components are selected and described in terms of 

functionality. Secure design incorporates security considerations into the 

development process and involves physical, logical, and component security 

architecture. Here properties, interconnection, and interdependencies are 

described and analyzed, in order to, specify communication and control 

mechanisms. Logical security architecture specifies logical security services, such 

as, confidentiality and integrity protection; entities, such as, users and 

administrators; domains; and security processing cycle, such as, registration, 

login, and session management. Physical devices, rules, security technology 

architecture are specified by physical security architecture. Component security 

architecture involves security analyses of components and security evaluation of 

each identified component and all components together (Sherwood et al., 2005). 

Implementation/Secure Coding 

Security code reviews (both manual, semi-automated, and automated) attempt to 

identify security bugs, such as, buffer overflow, race conditions, and incorrect 

input validation, as well as software security flaws including error handling and 

broken access control (Howard, LeBlanc, 2003). Security code reviews should be 
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performed by a developer that is experienced in programming languages and 

possess security domain knowledge.  

Testing/Security Testing 

Testing is an essential part of the development process, which ensures that the 

implementation of each requirement is tested and that the system is ready for 

delivery. Common tests are system functionality tests and user tests. Security 

testing involves component testing, integration testing, and penetration testing. 

Security testing comprises negative scenarios, i.e., emphasizes what a software 

should not do and determines the behavior of the system during an attack and 

ensures that security functions are working as intended. Security testers must 

think like an attacker during the testing. Component testing focuses on one 

component that might be used in the system in a way that is not specified in 

system design. Components or services can be found in the component/service 

pool (during the design phase). Component tests attempt to verify that the 

component is functioning as expected. Component testing is, usually, performed 

in a controlled testing environment. Interaction between components implies 

vulnerabilities. Automated vulnerability scans can be part of this phase. 

Integration testing focuses on identification of components or services.  

Penetration testing attempts to compromise a system and identify failures in 

configuration and deployment. Penetration focuses at system level properties of 

the integrated software systems and can be useful when testing integration of 

shared services (web services) and components. 
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Chapter 4 Contributions 
 

4.1 Methodology for Controlled Software Security 

Engineering  

"From avoiding basic programming errors to developing massive systems that 

remain secure even if portions of the system software are compromised, 

significant new research on secure software engineering is needed" (President’s 

Information Technology Advisory Committee, 2005).  

 

The main contribution of the research in this thesis is software security 

engineering methodology that supports developers in managing security in each 

phase of software development and enhances the control in the engineering 

process. The proposed methodology demonstrates how to implement security in 

software system engineering by integrating software lifecycle and security 

lifecycle. To accomplish this, a Controlled Security Engineering Process (CSEP) 

is developed.  

The Controlled Security Engineering Process (CSEP) methodology addresses 

security problems in development lifecycle. The CSEP methodology provides 

holistic view over the full development process and consists of the following 

phases: pre-study phase, requirements phase, design phase, implementation phase, 

and testing phase. Each phase consists of a number of tasks or activities, which 

are described as security patterns. One activity contains one or more security 

patterns. Security patterns are used as security controls. Some of the controls can 

be implemented in an automated way, while other controls still have to be carried 

out, manually. Security patterns are documented knowledge of security 

professionals, which are developed based on knowledge representation 

techniques, i.e., ontology-based techniques, where each pattern is designed as 

ontology. Ontology-based techniques allow machine-readable format that can be 

utilized in a multi-agent system. To search for ontologies, analyze the content and 

combine the ontologies in order to create more complete solutions, agents in 

multi-agent system are applied. Furthermore, the agents support implementation 

of automated controls and provide traceability between security requirements, 

threats and security controls, as well as support monitoring and logging services. 

In this thesis, a design of a multi-agent system, that can fulfil these tasks, is 

presented.  

As stated in Chapter 2, there is not a single traditional development model that 

addresses security in the lifecycle. Thus, integrating security with software 

development lifecycle is highly needed. Existing approaches that consider security 

in the development process concentrate, mainly, on what should be done, and not 

how security should be incorporated in SDLC. Therefore, a methodology is 

needed to provide step-by-step directions about WHAT activities and tasks should 

be carried out to integrate security in the development process and HOW it can be 

done. To this objective, the Controlled Security Engineering Process (CSEP) 

methodology is developed. The methodology provides processes and activities 

that are necessary to produce secure enough software system. The CSEP 
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methodology is based on and consistent with ISO/IEC 15288:2008 and ISO/IEC 

15408:2009. ISO/IEC 27000 series are also considered.  

To address security in the development lifecycle emphasize we extend the 

traditional V-model. The V-model is utilized since it provides a good foundation 

and the opportunity to make extensions in order to integrate security lifecycle with 

software lifecycle. Moreover, the V-model highlights the need of verification and 

validation of the requirements, as well as risk management. For an illustration of 

included parts in the model, see Figure 4.1.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.1: Controlled Security Engineering Process 

The CSEP perspective is based on system thinking. The extended model provides 

holistic view over the full development process, as well as enables control and 

continuity that supports the developers. The holistic view enables an 

understanding of the systems behavior in a larger context, and, thus, enhances the 

understanding about how to manage systems.  

In CSEP, iterations take place in each phase of the lifecycle to ensure that 

requirements are satisfied and operable. The methodology is generic, which allow 

its utilization in different types of organizations for traditional software 

development and component-based software development.  

Every phase is itself a process with defined control gates. Each process imposes 

consistency and structure on a set of activities. Every activity, in the process, has 

established decision points, milestones, and deliverables, where input and output 

criteria are specified in order to coordinate activities, to avoid conflicts between 
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dependable activities and risks the activity may induce, and provide control. There 

exist interdependencies between activities. To know how to implement activities, 

security patterns are used. 

4.1.1 Pre-study Phase/Classification of System Security Level 

Comprehensive view on the requirements is essential because of impact the 

requirements have on the final result. Initial values, that are inputs to pre-study 

phase, are: project plan, business rules, goals and requirements (that include 

studies and investigations), legal documents, such as, standards and agreements, 

and domain knowledge. Security activities are combined with the software 

development activities. The pre-study process consists of the following process 

activities: identification of stakeholders, identification of stakeholders' goals and 

requirements, identification of the supporting and steering documents, such as, 

security standard, laws and regulations, definition the system boundary, definition 

of the system security level, and identification and valuation of the assets. Pre-

study phase activities are depicted in Figure 4.2. 

 

Identify 

stakeholders

Identify stakeholders 

goals and 

requirements 

Pre-study/

Classification of 

the system 

security level

Identify supporting 

steering 

documents

Define security 

level

Identify and 

valuate

assets

Define system 

boundary

       

Figure 4.2: Pre-study phase activities 

Identify Stakeholders 

Possible stakeholders are users, organizations, decision‐makers, and support 

organizations. Stakeholders should be identified through determination of people, 

processes, and resources involved, as well as relationship between them. The 

output is defined stakeholders.  

Identify Stakeholders Goals and Requirements 

Besides the documents where stakeholders state their requirements, can, for 

example, interviews and discussions with customers and users of the system be 

carried out in order to identify requirements, i.e. find out the needs and 

constraints. The output is identified and documented stakeholders’ requirements.  

Identify Supporting and Steering Documents 

Applicable standards including security standards, laws and regulations, policies 

(including security policy), and agreements are to be examined in order to identify 
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steering documents. These documents should be defined and taken into 

consideration when defining the software constraints (Moradian, 2009; Moradian 

et al., 2010). The output of the activity is determined steering documents.  

Define System Boundary 

Stakeholders are the entities that have knowledge about the intended operational 

environment and also adjacent systems. The system boundary should be 

determined through identification of the operational environment, adjacent 

systems, data items that pass from one roll to another and processes that transform 

the data from one state to another. Interaction with stakeholders is needed to 

define system boundary (Moradian, 2009; Moradian et al., 2010). The output here 

is determined system boundary.  

Define Security Level 

Security level should be defined by classes with five following levels: TOP 

SECRET, SECRET, CONFIDENTIAL, RESTRICTED, and UNCLASSIFIED. 

TOPSECRET implies that any unauthorized disclosure result in severe damage. 

SECRET level means that any unauthorized disclosure results in significant 

damage. CONFIDENTIAL data or process must be protected from unauthorized 

access that can cause disruption and significant losses. Restricted data or process 

can contain sensitive information but disclosure will not cause damage to the 

organization. UNCLASSIFIED level means that disclosure will not cause any 

violation to confidentiality or integrity. The output is a defined security level. 

Classification should be done in accordance with the defined organization’s 

security policy. The security policy specifies security properties of the system, 

which is essential in the process of developing Protection Profile (PP). Next, the 

asset owner and relevant asset details should be defined.  

Identify and Valuate Assets 

Identification and classification of the assets should be performed according to 

security properties, such as confidentiality, integrity, availability and steering 

documents, such as, policies, laws and directives. The assessment of how critical 

the asset is for business should be based on what effect it has on business when 

the asset is not working properly or if it is lost or damaged, and, accordingly, the 

vulnerability of the asset. From aforesaid determine protective value of the assets. 

Hence, the outputs of the pre-study phase are identified stakeholder's 

requirements, determined system boundary and security level, identified steering 

documents, and valuated assets. These become inputs into requirements phase 

(Moradian et al., 2010). To implement activities defined for pre-study phase 

security patters should be used. 

4.1.2 Requirements Phase/Security Requirements 

Requirement phase involves the process of analysis of stakeholder's requirements, 

threat modeling, generation of possible threat scenarios, risk management, 

demonstration of traceability between security requirements and stakeholders’ 
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organizational requirements (verification), and requirements validation by 

stakeholders (Moradian, 2009, Moradian et al., 2010). Process activities are 

presented in Figure 4.3. 
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OK?          

/ no

Figure 4.3: Requirements process activities 

Requirements Analysis 

Interaction with stakeholders facilitates requirements analyses, which include but 

not limited to identifying of conflicting, unrealistic, and missing requirements, 

resolving problems connected to those requirements, and assigning priority to 

requirements. The focus is on definition of technical problems for system-in-focus 

and, if possible, identification of the alternative solutions for the problems and 

confirmation of the requirements correctness. Capturing requirements in a correct 

way is essential in order to avoid or minimize risks of misunderstandings, and 

conflicts, as well as provide traceability. Requirements process is goal and risk 

oriented, which implies that each requirement is associated with the risk 

(Moradian, 2009, Moradian et al., 2010). Developers can express requirements by 

using a formal notation, for example rules.  

Threat Modeling 

During this phase threat modeling and analysis is performed. Objects for analysis 

can be selected using the list of assets, and the list of the threat agents. Intention of 

the agents and their possible activities should be identified. Possible actions of the 

threat agents can be revealed from vulnerabilities assets possess and possible 

threats that arise by exploiting these vulnerabilities (Moradian et al., 2010). Asset 

vulnerability can be determined from vulnerability databases and threat and attack 

patterns.  

Generate Possible Threat Scenarios 

Use cases, as well as misuse cases are created during this phase. While use cases 

are created by software developers, the misuse cases are constructed by security 
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experts. Misuse cases demonstrate the mind of an attacker, i.e., what happens in 

the case of security failure. Misuse cases can be created from a set of 

requirements and a list of threats. To create misuse cases, attack patterns can be 

used.  

Analyze and Manage Risks 

Criticalities of the system are assessed through risk management, which include 

risk analysis, prioritization and acceptance of risks. The risk management process 

is necessary for analyzing implementing adequate security level (Moradian, 

Håkansson, 2010). Usually, analysis is limited to choosing assets that are central 

and critical and that will be managed by the software system. The first step is to 

assess criticalities of the system to be developed through identification of risks. 

Risk analysis calculates probability and consequence of the risk of the asset. 

Security requirements address the software threats and risks. The output is 

finalized requirements specification (security requirement document can be a 

separate document or it can also be included in the stakeholders requirements 

document) (Moradian, 2009; Moradian, Håkansson, 2010; ISO/IEC 12288:2006, 

ISO/IEC 15408:2009). Security patterns for requirement phase should be utilized 

to perform requirement phase activities. 

Verify and Validate Security Requirements  

To provide verification and validation, security requirements need to be traced to 

and checked against stakeholders’ organizational requirements, as well as steering 

documents and "relevant" threats. Traceability can be achieved by mapping 

security requirements to the organizational requirements, laws and regulations, 

and threats. Security requirements must be measurable in order to assure that 

security requirements can be satisfied.  

 4.1.3 Design Phase/Secure Design 

The requirements specification becomes an input to the next phase that embraces 

security architecture and secure design. Process activities are shown in Figure 4.4. 
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Figure 4.4: Design phase activities 
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During design phase, solutions that satisfy stakeholders and security requirements 

are developed. Security design patterns that supply knowledge of security experts 

should be used in order to demonstrate how the specific issue can be solved or 

how to carry out each activity. The process encapsulates definition of logical 

security design, as well as physical design and component design, including 

design rules, and further requirements decomposition into the security functions 

(Moradian, Håkansson, 2010).  

Logical design specifies: 

 logical security services, i.e., confidentiality and integrity protection  

 entities, i.e., users, administrators, domains  

 security processing cycle, i.e., registration, login, session management  

Physical design specifies: 

 data model and structures, i.e., tables, messages, signatures,  

 rules, i.e., conditions, procedures, actions,  

 security mechanisms, i.e., access control, encryption, virus scanning,  

 security technology infrastructure, and time dependency, i.e., events, time 

intervals (Moradian, Håkansson, 2010; ISO/IEC 15288:2008, ISO/IEC 

15408:2009).  

Design Phase Activities 

Software components to be utilized are identified during this phase.  Software 

systems are usually built by ready-made components, such as, COTS. Thus, 

requirements are applied between numbers of system elements that usually are 

obtained from different suppliers. Therefore, component security must be 

analyzed. System elements and their interrelationships are defined, as well as 

requirements are updated. 

To identify new potential threats and risks that can arise from COTs, the threat 

and risk analysis are refined. During design phase, security requirements should 

be decomposed to more precise and detailed and also measureable security 

functions. Design specifications can be considered as a guide for programmer 

regarding functions of the system. The outcome is defined baseline 

configuration(s) that becomes a determined system definition of a system-in-

focus. System definition contains a description of the solutions with included 

system components, system environment, external and internal boundaries, as 

well as design requirements (both functional and security) decomposed to system 

element level.  The baseline configuration must meet verification and validation 

criteria, such as, satisfaction of the requirements.  

4.1.4 Implementation/Secure Coding 

In the next phase, which is the secure coding phase, the implementation of the 

system takes place, i.e., design is translated into executable programs, and 

integration of components, i.e., system elements is carried out (Moradian, 

Håkansson, 2011). The purpose is to realize defined system elements. Hence, 

secure coding involves writing and debugging code. Each organization follows 

own policy when it comes to programming language that a programmer should 

use. Those policies should be taken into consideration, already, during the design 
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phase and carried out in implementation phase. The process is presented in Figure 

4.5. The activities of this process are as follows:  

- coding, involves development of software elements, i.e., creation or 

adaptation, as well as integration of software elements (reused or 

acquired), and compilation, inspection and test in order to verify 

design 

- code analysis, i.e., code review 

 

Implementation

Secure coding

Coding

and 

integration

Code inspection

Security code 

review

/ no

OK?          

/ system element

 

Figure 4.5: Secure Coding activities 

Security Coding 

 

Security coding can be achieved by using "more secure" programming languages, 

keeping the program simple, and by using secure coding techniques. Secure 

coding techniques involve cryptographic algorithms, applying principle of least 

privilege, and determination of appropriate access control (Moradian, Håkansson, 

2011). Security patterns, which demonstrate how specific steps can be performed, 

should be used.  

 

Code Inspection 

  

Storing secret information in software is hard. Code inspection focuses on 

identification of inconsistencies and finding bugs that threaten software ability to 

operate correctly and predictably. Code inspection is usually performed by a team 

that involves a programmer and other technical experts, such as programmers, 

technical writers, and a moderator. Security code review is a way to detect 

security flaws (Moradian, Håkansson, 2011). Commonly, code is examined to 

detect possibilities to execute an intentional malicious input, for example, buffer 

overflow, parameter tampering, and password guessing. All found flaws shall be 

referred to the threats, mitigated, and stored as logs in a database. The outputs of 

this phase are: implemented system elements that satisfy specified design 

requirements and corresponding documentation. Hence, the correspondence 

between design and code is achieved, which implies that algorithms, functions, 

interfaces, and data structures are easily traced from design to code and vice 

versa. This provides evidence that design requirements are satisfied in the 

implementation. 
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4.1.5 Testing Phase 

Testing determines that system specifications, design processes complies 

requirements. Testing is an essential phase of software development process, 

which ensures that the implementation of each requirement is tested and that the 

system is ready for delivery (Moradian, Håkansson, 2011). Testing phase involves 

functionality testing, security testing, penetration testing, and acceptance test. The 

testing process, which includes Functionality testing, Security testing, Integration 

testing, Penetration testing, and Acceptance testing, is presented in Figure 4.6. 

 

 

Testing 

Functionality testing 

Security testing

Integration testing

Penetration tesding

Acceptance test

/ Coding

OK?          

/ no

/ delivery

 

Figure 4.6: Testing phase 

Functionality testing is performed to verify that functionality features works as 

intended. In contrast, to verify that the design and code can withstand attack, 

security testing is performed. Thus, to reduce risks, security testing of the whole 

system can be performed. It involves integration testing and component testing, 

which sometimes is called a module or unit testing. Component testing is 

performed in a controlled testing environment and concern one component at a 

time in order to verify that the component functions as intended. Risk analysis of 

the component should be taken into account during component testing. Defined 

security requirements, misuse cases, attack trees, threat models can, for example, 

be used to define test case scenarios. Integration testing verifies that all the 

components, to be used, work together in a correspondence with the 

specifications. The output is integrated system elements that satisfy design. 

Documentation about integration result is produced.  

Penetration testing attempts to violate constraints that are stated in security 

requirements, and evaluates the strength and effectiveness of all applied security 

controls. Penetration testing is a simulation of the actions of a malicious user, i.e., 

penetration testing is about attacking the system. Penetration tests are performed 

in order to identify design flaws and failure of component integration, as well as 

verify that software can withstand attacks. Penetration tests should be based on 

risk analysis. There are different automatic tools that testers usually use. The 

result of verification process confirms that all stated requirements are fulfilled by 

the system. 

Reporting and documentation is an important part and is produced after each 

performed activity. 
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4.2 Support for Use of Software Security Methodology  

The realization of the above presented methodology is supported by software 

security patterns, which are incorporated in CSEP methodology. Software security 

patterns are designed using ontology-based techniques that allow machine-

readable format and can be utilized by the multi-agent system (MAS). 

4.2.1 Software Security Patterns 

Software security patterns describe problems that can arise during software 

engineering and present solutions that have been successfully applied many times 

in the past. Software security patterns are defined as documented knowledge or 

experience of the experts in the security field. The purpose of these patterns is to 

present solutions to specific problems, which address security engineering 

(Moradian, Håkansson, 2012). Patterns, developed in this research, are based on a 

number of interviews with security experts at different levels within educational 

sector, financial and governmental organizations. However, different pattern 

templates are available in the literature (Moradian, Håkansson, 2012), and, we 

adopted the most common, which consist of the following parts:  

- Pattern name, i.e., a defined name associated with pattern content. 

- Problem, i.e., a description of the addressed problem. 

- Conditions, i.e., conditions and constraints regarding security problem. 

- Solutions, i.e., description of solutions, such as analyses, functions, and 

countermeasures.   

- Implementation, i.e., descriptions on how to solve the defined problem.  

- Security Factors and risks, i.e., what factors and risks should be 

considered. 

- Related Patterns, i.e., patterns that concern the same or related problem. 

Software security patterns present a roadmap for security activities that take place 

during software engineering process, i.e., each security activity, presented in 

previous section, has corresponding pattern(s). These security patterns are 

developed to be used by engineers with little or no security expertise (Moradian, 

Håkansson, 2012). Patterns can also be used by security experts to check 

solutions, verify taken decisions, and expand the knowledge. Certainly, there exist 

new security problems for each software system engineering project; however, 

there are also a number of basic security problems that are well understood and 

solved. Unfortunately, the problems and solutions, captured in literature, have not 

been presented in a way that enables easy access to the information. Moreover, it 

is difficult to conceive, connect, and define relationships between the problems, 

solutions and consequences, and hence, solutions cannot be easily obtained by 

engineers. To our best knowledge, all existing security patterns, and also 

engineering patterns, are documented in a text format, which do not differ much 

from guidance provided by security standards or methodologies. That implies that 

developers need manually search for solutions and examine literature, which 

require knowledge, time and effort. Patterns in this research are developed based 

on knowledge representation techniques, such as ontology-based techniques 

(Moradian, Håkansson, 2012). The design of the security ontology is based on 

CSEP methodology, ISO/IEC 15408:2009, and ISO/IEC 15288:2008 and aims at 

structuring the security knowledge. The process involves a number of definitions 
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of security concepts and relationships between them. Figure 4.7 presents the 

security concepts and relationships. 

In the process an owner is responsible for the asset and assigns a value to it. 

The asset can be threatened by an agent. The agent is an entity with malicious 

intention that aims to abuse the asset, in order to achieve winnings. The agent 

exercises a threat, which is an indication of danger or harm. The threat represents 

a potential danger to the asset with impact on the security properties, such as 

confidentiality, integrity, and availability. Threat exploits vulnerability, which is 

the weakness of the asset. Vulnerability of an asset implies loss of confidentiality, 

integrity, and availability. Vulnerability can be used to violate security 

requirement. Threat gives raise to risks to the asset. Risk can realize an attack to 

the asset. Risk is a danger that an event adversely affects the possibility of 

reaching the goal (Moradian, Håkansson, 2012). Attack is an action performed by 

a threat agent. 

Other parts of the process are security requirement, security goals, and security 

controls. Security requirements satisfy security property. These security 

requirements contribute to achieving security goals. Security controls are 

countermeasures to avoid, mitigate or reduce security threats, risks, and 

vulnerabilities. Security controls protect security properties, such as 

confidentiality, integrity, and availability. Security concepts are utilized to 

describe the ontology of security domain. 
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Figure 4.7: Security concepts and relationships 

 

The ontology is developed by applying a top-down approach. The core ontology, 

in the software security ontology set, is the Main Security ontology. The Main 

Security Ontology has a separate class ´SecServices´ that enables specification of 

the security objectives. The partial view of security ontology is depicted in Figure 

4.8.  
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Figure 4.8: Partial Overview of Software Security Ontology 

Ontology-based techniques are used, because of these techniques allow machine 

readable format and enable definition of security concepts and relationships for 

software security engineering and corresponding security patterns (Moradian, 

Håkansson, 2012). Hence, the proposed security ontology presents security 

concepts and relationships and can be utilized by the multi-agent system (MAS). 

The Ontology stores the security concepts, represented as classes and their 

relations (Moradian, Håkansson, 2012). As the ontological model is updated with 

new values for the context elements, the old values are updated. Rules, which are 

stored in knowledge base, run by rule engine. 

4.2.2 Multi-Agent System Design 

Multi-agent system design is applied to search for ontologies (ontology patterns), 

analyze the content and combine the ontologies in order to create more complete 

solutions. The general goal of, proposed in this research, multi-agent system 

(MAS) is to support stakeholders, developers and managers during the 

engineering lifecycle. Multi-agent system has two main purposes: to provide 

control over the development lifecycle and provide advices regarding security 

activities and security controls in a form of checklists.   

The multi-agent system is a web-based system that can operate both internally 

(within the organization’s network) and in distributed networks, since the needed 

data can reside in distributed environment. (Moradian, Håkansson, 2010). The 

designed multi-agent system concerns with how agents cooperate to achieve 

goals, i.e., requests from users, and what is required of each individual agent in 

order to accomplish the goals. For design of the multi-agent system, Unified 

Modeling Language (UML) is used. Some of the concepts, such as hierarchy, 

roles, responsibilities, and permissions are adopted from Gaia methodology 

(Cernuzzi et al., 2004). Multi-agent system consists of different modules, such as, 

interface and authentication module, search module, and match and check 

module.  
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Two types of agents are used: meta-agents and software agents. The agents in 

multi-agent system are organized in hierarchy, which consists of meta-agents and 

ground level software agents. Meta-agents operate at macro-level, while software 

agents operate at micro-level. Meta-agents perform mapping, while 

SoftwareAgents perform searching for patterns. Developer can request patterns 

with corresponding templates, where they fill in necessary information. Each 

agent has allocated a specific role, which for meta-agents can be any of following: 

InterfaceAgent, AuthenticatorAgent, Management and Coordination Agent, 

ControlAgent, and MatchAgent. Ground level software agent is assigned a 

SearchAgent role. The IntefaceAgent processes requests from developers where a 

search request can contain terminology, as well as classes and/or properties. The 

AuthenticatorAgent authenticates the user and checks access rights. The 

ManagementAgent assigns tasks, coordinates the search, and manages software 

agents. Software agents can retrieve ontology-based patterns from local 

knowledge repository, as well as data from databases and repositories, for 

example, vulnerability databases and control catalogues. The ManagementAgent 

merges the results from the SoftwareAgents, which means that a meta-agent can 

compare and map different ontologies (Moradian, Håkansson, 2010). The process 

is as follows: InterfaceAgent receives a request from the user and passes it to the 

ManagementAgent. ManagementAgent manages and coordinates the activities of 

SoftwareAgents. ManagementAgent also assigns the task to the Software Agents, 

to search and retrieve ontology patterns from repository. The ontologies are 

retrieved from a local knowledge base. The meta-agent uses a knowledge base, 

which contains facts and rules, to compare the ontologies, and an interpreter to 

match and execute rules. Rules can be constructed by terms or rules with several 

different alternatives, such as synonyms. The interpreter browses through the 

ontology with knowledge from the knowledge base. The ontologies are checked 

against the knowledge base with tags like owl:Ontology, owl:Class, 

rdfs:subClassOf, and owl:onProperty. Ontologies must contain related parts in 

order to make the mapping possible (Moradian, Håkansson, 2012). 

The search request can contain terminology, as well as classes and/or 

properties. The ManagementAgent merges the result from the SoftwareAgents 

and passes it to the InterfaceAgent. Thus, the meta-agent perform mapping by 

comparing different ontologies. If there is a direct match the meta-agent can 

continue to work with the next part of the ontologies.  

Each role, that the agent possesses, is associated with a service (function). Each 

service has an input, an output, pre-condition, and post-condition. For example, as 

input 'GetDocument' function can take keywords (for example, asset pattern, 

threat pattern) and a security level value and compare input tags to document tags. 

For example, pre-condition and post-condition for 'GetDocument' function is that 

the knowledge base must not be empty (knowledge base empty=false).  

A role is defined by following attributes: responsibilities, permissions, and 

activities. A role also has the ability to generate information, to monitor and log 

events. Responsibilities are divided into two properties, such as satisfaction and 

security. Satisfaction defines states where an agent fulfills the goal. Satisfaction 

expression are activities that define an action the agent can perform, for example, 

SearchAgent = search. The agents work with one task at time. To increase 

efficiency and shorten search time, software agents, in our work, execute in 
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parallel, i.e., the group of software agents can perform one or more tasks to one or 

more destinations (Moradian, 2009, Moradian, Håkansson, 2010). 

Every activity corresponds to a security property. Security property states that 

the system is monitored and security properties of the multi-agent system, such as 

confidentiality, integrity, availability, accountability, and non-repudiation, are 

satisfied.  

Agents are assigned permissions due to responsibilities. The principle of least 

privilege is applied (Moradian, Håkansson, 2010, Moradian, Håkansson, 2011), 

which implies that an agent must be able to access, i.e., read, write, execute, and 

generate only the resources (information resources or knowledge the agent 

possess) that are necessary for its legitimate purpose, i.e., execution and 

fulfillment of the assigned task (goal). Communication pathways define 

communication between agents, which can be unidirectional (a→b) or 

bidirectional (c ↔ d). The process is initiated by user request.  

The user in MAS is defined as a human agent (HA). Human agent roll can be 

assigned to stakeholders, managers, and engineers, i.e., security specialists, 

requirements engineers, architects, designers, programmers, and testers.  

To the HA, Interface agent is acting as an interface. A Role Schema of the 

InterfaceAgent is presented in Table 4.1: 

 

Role Schema: InterfaceAgent 

Description 

 Receives request from the customer, passes request to 

ManagementCoordinationAgent, and returns response. 

Function and Activities:  

                    AuthenticateUser, CheckAccessRights, PassRequest, InformUser. 

Permissions:  

                         read, execute         supplied userInformation   //login information 

                         generates               checklist 

Responsibilities:  

 Satisfaction          InterfaceAgent = (IdentifyUser. PassRequest. 

GenerateChecklist) 

                              IdentifyUser = (AuthenticateUser. CheckAccessRights) 

                              GenerateChecklist = (ProduceChecklist. InformUser) 

Security:  

 UserInformation = bad ⇒ login =nil 

 LoginAttempt (monitorEvent, logEvent) 

 
Table 4.1: Role Schema Interface Agent 

The table 4.1 demonstrates role, functions and activities of the InterfaceAgent. 

The activities are as follows: AuthenticateUser, CheckAccessRights, PassRequest, 

and InformUser. The agent possesses following permissions: read and execute the 

login information, provided by the user, and generate a checklists. Satisfaction 

expressions are activities that define actions the InterfaceAgent can perform. The 

activities involve:  

- IdentifyUser, which include AuthenticateUser and CheckAccessRights.  

- PassRequest.  
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- GenerateChecklist, which involve ProduceChecklist. InformUser 

Security constraints defined are as follows:  

- IF input, i.e., the user login information is incorrect THEN  access shall be 

denied 

- Login attempts shall be monitored and logged 

The environment, the agents can work within, is cooperative, accessible, episodic, 

deterministic, dynamic and discrete. In the cooperative environment, 

communication between the agents takes place. Accessible environment implies 

that agents have access to the information and knowledge needed to perform a 

task. The environment is divided into atomic episodes, where each episode has an 

agent that performs a single task. Deterministic means that next state of the 

environment is determined by the current state and the action that is being 

executed by an agent. Dynamic environment refers to the environment that can 

change. Discrete environment can have a finite number of states; it also can have 

a discrete set of perceptions and actions. Dynamic environment refers to the 

environment that can change (Moradian, Håkansson, 2010). The agents are 

communicative, mobile, cooperative, goal-oriented, autonomous, adaptive, and 

reactive. The agents are mobile, and can move between different locations over 

the networks while searching for components and services (Moradian, Håkansson, 

2011).  
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Chapter 5 Survey of papers 
 

5.1 Paper 1: Possible attacks on XML Web Services 

The purpose of this paper is to identify and categorized possible attacks on Web 

Services. These attacks are important to consider in the design of secure software 

systems because a vast number of software systems are utilized as Web Services. 

 

The research in this paper is about identifying possible attacks on XML Web 

Services. In order to be able to protect software during operation in the networks, 

and to provide operational defence in depth, that detect and block attacks, 

knowledge about how to recognize security weaknesses and its implications is 

required. Web services provide direct access to the back-end systems, which are 

usually very valuable. The attacks on Web Services might cause halt the entire 

network communication or expose confidential information in an organization. 

However, the difficulty to understand emerging technologies and their security 

mechanisms, within a limited time, is an important issue.  

Web services technologies are increasingly deployed in business organisations 

since they enable integration of complex applications. In this paper, Web services 

technologies, as well as web services security have been discussed. Furthermore, 

web services security issues have been identified.  

The work in this paper, examines and discusses core Web services architecture, 

namely service provider, service registry, and service requestor. The paper 

demonstrates the service development cycle with the following phases: publish, 

find, and bind. When software is developed, an organization can offer it as a web 

service. To offer a web service, an organization needs to describe the service 

interface, so users can understand how to access it. Description of a web service is 

usually defined by using the Web Services Description Language (WSDL). 

Service provider publishes the service descriptions in a service registry. 

Service requestors can search in UDDI register for possible providers and learn 

about the organization that offers the service, the service offered, and the interface 

to the service. Service requestor implements the service interface, after the 

decision to use the service is determined. 

5.1.1 Results and Discussion 

The main contribution of this research is the analysis of web services security 

architecture and web services security weaknesses and vulnerabilities. Knowledge 

about web services vulnerabilities can imply that risks are considered during 

development and implementation of a web service, and hence, result in more 

secure web service. This paper examines web services security in a network 

environment. A primary purpose of Web Services architecture is to integrate 

different Web Services and to open up the corporate network to the external 

world. The work in this paper examines the differences between web application 

and web services attacks in order to derive and reveal web services attacks. The 

result of the investigation is categorization of possible attacks and 

countermeasures, presented in table 5.1. 
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  Attack Description   Countermeasures 
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s 
Dictionar

y attacks 

 

By obtaining passwords, usernames 

an attacker acts as legitimate user 

and gains access to the service 

 Cryptographic technology: 

digital certificates, digital 

signatures, SSL. 

 

 

 

IP 

spoofing 

 

By pretending to be a service an 

attacker entice a client to make 

requests to his directory 

Message 

eavesdrop

ping 

An attacker gathering sensitive or 

other information through analysing 

Web Services messages                 

Data 

tampering 

An attacker can modify legitimate 

message with illegal data 

S
es

si
o

n
 a

tt
a

ck
s 

 

Replay 

attacks 

To overload Web Service an 

attacker stoles messages and sends 

stolen message repetitively  

Using message identifier or 

serial number control that 

message is used only once. 

Man-in-

the-

middle 

 

An attacker inserts fake routing 

instructions so that message travels 

to malicious location. Then the 

attacker sends malicious instruction 

to original destination.  

Cryptographic technology 

P
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Recursive 

payloads 

An attacker attempt to stress and 

break an XML parser 

Good XML parsing should 

be used 

Oversize 

payloads 

Unlimited file size allows an 

attacker to overload parser  

Check parser for abnormal 

conditions (large element 

and attribute names)  

Schema 

poisoning 

An attacker compromises XML 

schema and replaces it with similar, 

but modified one 

Schema validation 
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a
tt
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Buffer 

overflow 

attacks 

This attack is aimed on SOAP 

engine through Web server. An 

attacker sends larger input than the 

program can handle, which can 

cause the service crash 

Perform input validation 

C
o

d
e 

a
tt

a
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s 

SQL 

Injection 

An attacker inserts and executes 

malicious SQL statements into 

XML 

Input validation, exception 

control 

XPath 

Injection 

 

An attacker forms SQL-like queries 

on an XML document using XPath 

to extract an XML database 

User input must be sanitize 

Single and double quotes 

characters should not be 

permitted 
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ck
 XML 

Denial-of-

Service 

attack 

XDoS 

An attacker trying to prevent 

legitimate users from accessing a 

service by flooding the service with 

thousands of requests 

Reject traffic from an 

address when it is clear that 

it has initiated an attack 

W
S

D
L

 a
tt

a
ck

s 

WSDL 

scanning 

Through information revealed from 

WSDL file an attacker guesses 

methods  

Should not have any 

leakage, SSL, only 

necessary methods 

Parameter 

tampering 

An attacker tampers parameters in 

order to retrieve unauthorized 

information 

Cryptographic technology 

Table 5.1: Possible attacks and countermeasures  

The paper identifies security issues and vulnerabilities in the web services 

technologies, i.e., Simple Object Access Protocol (SOAP), Universal Description, 

Discovery and Integration (UDDI), and Web Services Description Language 

(WSDL).  

The security of SOAP header and body are discussed and analyzed in the paper. 

SOAP messages may or may not have a header – it is an optional part of a SOAP 

message. SOAP headers provide security information and protect the individual 

SOAP messages that are transmitted. A security element of the SOAP message 

header targets at a specific role. Each role can have at most one security element, 

however, multiple security elements in the header are allowed. Message security 

information targeted at different receivers must appear in different security header 

elements. Besides the security information relevant to the role security element 

can also contain several types of sub elements, for example UsernameToken 

KeyInfo, SecurityTokenReference, Signature, and EncryptedData.  

WSDL and UDDI are used for discovering of the service and design of the 

implementation. WSDL describes the interface used by Web Services and 

contains significant information on how the service is used and how it can be 

implemented. Consequently, the WSDL makes it easy to design attacks and 

exploit possible failure cases. Weaknesses of WSDL is identified and presented in 

the paper. SOAP, WSDL and UDDI are built by using Extensible Markup 

Language (XML) and various Internet protocols for example HTTP. To attack 

XML Web Services, attackers search vulnerable components. Thus, the XML 

security is analyzed and how to reduce vulnerabilities is discussed.  

The paper demonstrates how the web service should be implemented in a secure 

way. Security mechanisms such a cryptography, authentication, authorization, 

data integrity and confidentiality are discussed in the paper. 

The current research also identifies possible attacks that can target web 

services. The paper proposes following categorization of the potential attacks on 

XML Web Services: Identity attacks, Session attacks, Parsing attacks, Overflow 

attacks, Code attacks, XDoS attacks, WSDL attacks, and Internal attacks. The 

paper presents countermeasures (checkpoints) that should be implemented during 

development in order to prevent occurrence of such attacks during web service 

operation.   
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The paper points out the essence of security integration with the software 

development lifecycle at the early phase and the importance to increase the 

knowledge about the security problems in the engineering process, in order to 

prevent a number of security problems to occur later. 

5.2 Paper 2: Secure transmission and processing of 
information in organisations systems 

This paper examines the origination of security problems. Observations of the 

software development process and the software utilization as a web service 

revealed the importance of controlled development process. 

 

The paper presents some important issues within organizations systems and 

business processes emphasized by observations. The case, presented in this paper, 

is created based on security problems concerning transmission and processing of 

sensitive financial messages in organizations networks. The research for this 

paper was strengthened by literature studies in areas, such as, security, web 

services, electronic commerce and artificial intelligence. Books, journals, and 

conference papers were studied. Moreover, interviews were carried out with the 

experts in service provider organizations within different departments, such as, 

development, operation, and maintenance. Interviews with the customers were 

also performed. Informal unstructured and semi-structured interviews were 

carried out. Studies were strengthened by the observations of discovered security 

problems. Practical investigations of security problems, such as, disclosure, 

disruption, incorrect input data acceptance, service availability and reliability of 

application performance were an important part of the observation that have 

revealed an essential factor of the security problem origination. To reveal security 

problems, investigation have been executed in software systems, developed and 

used by a couple of middle-sized Swedish companies, which act as intermediaries 

for large organizations worldwide. The investigation gave insight into possible 

approach of solving strategies for previously mentioned problems. The approach, 

the secure transmission and business process control, is presented in this paper. 

The research highlights the need for integration of security in each phase of 

software development lifecycle. 

5.2.1 Results and discussion 

Organizations use software applications for different purposes, among others to 

develop products and provide services. The paper presents a case study based on 

interviews and observations carried out with concerned organizations. The case 

study investigates electronic order and electronic bill presentment services offered 

by the service organization and implemented by the intermediary organization. 

Several security issues were identified in software that is used to provide 

electronic order and electronic bill presentment services.  

Fundamental hallmarks of the General System Theory (GST), such as 

interrelationship and interdependence of objects and their attributes, holism, goal 

seeking, inputs (input is data or information that provides the system with its 

operating necessities) and outputs (output is the result of the operation of the 

process, the purpose for which the system exists) are presented. The paper 
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discusses a system approach and show the possibility it provides to control 

organizations’ software system. System approach views an enterprise as a set of 

objects with a given set of relationships between the object and their attributes, 

connected or related to each other, as well as to their environment in such a way 

as to form a whole. 

The more complex a system, the more difficult is to control it, and consequently 

predict its behaviour. Ashby’s Law of Requisite Variety (Schroderbeck et al., 

1998) states that “with increases in the complexity of a system, the variety of 

uncertainties also increases”. 

Software system but also the process used for implementing the above services 

are complex and lack some important controls. The paper proposes an approach 

that enables the needed controls that may provide solutions to identified issues. 

System approach and holism were discussed. Use of system holistic approach 

helps in dealing with structuring complexity of organizations systems and to 

control business processes. The paper also describes how to transmit, coordinate, 

monitor and process information in business processes within and outside the 

organizations. 

A system approach is also used to address some important issues, such as data 

modification and loss, and propose an approach for securing message 

transmission and processing. To secure and control customer and financial 

information, as well as structure the business process, the use of intelligent agents 

has been adopted. Investigations and analyses of literature reveal a number of 

existing theories and implementations of agents. The approach proposed in this 

paper is based and built on the work that has been implemented and proved in 

operation by (Håkansson and Hartung, 2007a).  

In the paper, the role of the agents as implicit controllers, such as, detector, 

comparator, and effector, is discussed. Ground-level software agents have two 

roles: detector and comparator where detector constantly monitors the changes in 

input over time and comparator compares the input against a set of standards, i.e., 

agreed predefined variables. The meta-agent, which is a supervisor agent, has the 

role of effector that makes a decision and evaluates corrective action on the 

significance of the deviations gathered from comparator. 

5.3 Paper 3: System Engineering Security 

The previously presented papers aimed at identification and examination of 

security problems and the security problems origination. In this and the following 

three papers, the focus is on the development of a security engineering 

methodology. 

 

This paper highlights the shortcomings in software development process, such as 

lack of the visibility and continuity, which implies difficulties to actually see 

progress in software development process. Moreover, absence of the security 

during the development process lead to serious consequences. The consequences 

can cause financial problems and even affect human life, if the developed 

software system is classified as safety-critical. Furthermore, adding security 

afterwards can be costly for organizations. For cost of fixing security flaws during 

different development phases see Figure 5.1.  
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           Figure 5.1: Cost of fixing security flaws during different development phases  

           Source Graff, van Wyk, 2003) 

To overcome the aforementioned problems, the paper discusses integration of 

security in the software lifecycle. Moreover, the paper introduces a methodology 

that can enable incorporation of security into the software development lifecycle 

(SDLC).  

The engineers, who are involved in software development, are developers, 

designers, programmers, and testers, which commonly, are not security experts. 

As a consequence, security is seldom considered during development process. 

Since the development of secure system requires the expertise from security 

professionals, the security professionals have to be a part of the development 

team.  

Indeed, different standards, such as, ISO 27000 series, ISO/IEC 15026-2:2011 

(ISO/IEC 15026-2:2011), ISO/IEC 15408 (ISO/IEC 15408:2009), and ISO/IEC 

12207:2008 (ISO/IEC 12207:2008), which can be used in secure software 

development. For example, ISO/IEC 12207 (ISO/IEC 12207:2008) provides 

guidance to software life cycle architecture and ISO/IEC 15026 (ISO/IEC 15026-

2:2011) defines a process for establishment of integrity levels, where risk analysis 

and system architecture analysis are included.  

However, some important obstacles for using standards, such as the 

shortcomings and overlaps in different standards, are presented in the paper. 

Moreover, the paper emphasizes the issue of choosing security standards and 

working according to these security standards. The approach raises the necessity 

of the semi-automated controls and the need for monitoring of the development 

work in order to provide visibility and continuity of the software engineering. 

Controls can be used to provide security and play a proactive role, i.e., security 

controls are intended to prevent occurrence of security problem. Monitoring, on 

the other hand, plays reactive role, i.e., monitoring conduce detection of the 

problem, such as unauthorized login attempts.   

5.3.1 Results and Discussion 

There are many problems with developing secure software systems. Some 

important security problems in development process have been pointed out to 

provide the managers and the developers with information about the gaps in 

communication, as well as common lack of visibility and continuity that usually 

have impact on security of system engineering.  
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A security engineering methodology have been developed and presented. The 

methodology integrates security in every phase of software engineering process 

and implements control in order to log changes in checklist and record 

developers’ actions during the development process. Definitions of a Protection 

Profile (PP) and a Security Target (ST), where security functional requirements 

and security assurance requirements are expressed, are suggested. The paper 

presents the existence of overlaps and gaps in standards and discusses issues of 

using security standards during software development. The idea of checklists that 

can be used as security checkpoints is introduced in the paper. The checklist with 

checkpoints is considered, on one hand, as support for managers, developers and 

testers in decision-making and, on the other hand, as control of actions taken. 

Furthermore, the paper points out the importance of security level classification of 

a software system. The most important result is the methodology for integration of 

security lifecycle with software lifecycle.  

The CSEP approach is applied on a software development model, namely, V-

model. The V-model makes verification and validation easier, i.e., the left side 

contains steps, such as requirements, design and coding while the right side 

contains various test types that verify the steps performed on the left side. The 

reason of using the V-model is that it enables building security in SDLC. The 

extensions to the V-model are made in order to integrate security. The left side is 

used to build in security in the software development while the right side is 

directed to verify the realization and satisfaction of security requirements. The 

top-down approach of the V-model fits security where, for example, security 

requirements definition and analysis are followed by design. Furthermore, the V-

model is suitable to perform testing, iteratively, and enforces testing throughout 

the lifecycle, which is an important aspect from security point of view.  

The paper indicates that each phase of the development process must be examined 

separately, in order to detect possible problems and limitations, as well as identify 

security activities when integrating security with the software lifecycle. The latter 

implicates detailed examination of the activities in each phase, such as inputs, 

constraints, outputs, and resources. The proposed software engineering security 

methodology can enable qualitative, secure and effective way of system 

development.  

5.4 Paper 4: Multi-agent System Supporting Security 

Requirements Engineering 

This paper presents the Controlled Security Engineering Process (CSEP) with 

focus on requirements engineering. CSEP is developed in such a way that security 

becomes a part of the development process.  The modules of multi-agent system 

have been identified.  

 

Controlled Security Engineering Process is a dynamic process that enables 

control, visibility and continuity of the software development, i.e., users and 

developers are able to view what activities are performed and how they affect 

resources and artifacts. CSEP also provides information about when an activity 

should take place.  

In CSEP, security activities that contribute to development of more secure 

software are identified for each phase of the development process. CSEP enables 
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coordination of activities of the development team by providing information, 

suggestion and support for the actions.  

The current work concentrates on pre-study and requirements phases. The inputs 

in the pre-study phase are stakeholders’ requirements. Risk management, 

discussed in the paper, is an on-going process, which take place throughout the 

lifecycle. Risk analysis, which is a part of the risk management process, identifies 

the degree of the risks if assets would be compromised. The degree of risk is 

identified by, for example, calculating the probability and the consequence of the 

risk of an asset. The paper states that choice of countermeasures should be based 

on the risk analysis. In the paper, the activities for the requirement phase are 

examined with a focus on requirements verification and validation.   

This paper also proposes a multi-agent system that can enable search for 

different types of documents. The condition for enabling search is that documents 

are tagged. The agents can, for example, search for requirements and legal 

documents in catalogues, such as: threat, attack, and pattern catalogues. 

Moreover, agents can support verification of security requirements and present 

suggestions how this can be carried out. The agents’ environment is cooperative, 

accessible, deterministic, episodic, dynamic, and discrete.  

5.4.1 Results and Discussion 

The main contribution of the paper is the development of the Controlled Security 

Engineering Process (CSEP), with the focus on pre-study and requirements phase 

that enables integration of security with software engineering lifecycle, where the 

verification of security requirements is an important part.  

The Controlled Security Engineering Process (CSEP) is developed to support 

developers in integrating of security with the engineering lifecycle. The paper 

argues that security goals and requirements must be given the highest priority 

during the development of the software systems. More importantly, the security 

requirements must be the first priority when changes are made during the 

development. This is due to the impact of requirements on the final result, i.e., the 

software system. Security requirements are constraints on the functions of the 

system that operationalize one or more security goals. The requirements process 

should be driven by risk because the risk management process is necessary for 

analyzing vulnerabilities and implementing adequate security level. Therefore, 

goal and risk driven requirements engineering is proposed in the paper.  

The problems of missing, insufficient, and incorrect requirements are addressed 

in the work and it is argued for the importance and necessity of having the 

security expertise involved in the engineering process. This is due to the 

knowledge and ability to identify security goals for the system, to classify the 

assets and identify and model threats that might harm the assets. Moreover, the 

security professionals understand how the system can be misused by the malicious 

actor and the impacts of the misuse. CSEP can support developers to identify 

security breaches, and vulnerabilities and support implementation of needed 

controls throughout the development process. Such controls can be, for example, 

threat modelling and analysis, and risk analysis. Some controls, such as mapping 

threats to the assets, can be implemented in an automatic way by using a multi-

agent system. The paper proposes to monitor developers' activities during the 

development lifecycle, in order to, provide controlled and structured development 
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environment. Another contribution of the research work, presented in this paper, 

is the identification of the modules in multi-agent system and the suggested 

approach for requirements verification, as well as automatic matching of 

requirements to goals, steering documents, such as, policies, laws and standards, 

which tend to be performed by the agents. 

An overview of multi-agent system architecture is presented in the paper, as 

well as the primary modules that may enhance software security engineering. The 

paper also discusses how control of the software development process can be 

implemented with the help of the multi-agent system.  

Two types of agents are proposed: the meta-agent and the software agent. The 

meta-agent represents the intelligent agents that can take decisions while software 

agents are search agents. The environment that agents work in is identified and 

described. The independency of the agents enables parallel search process that can 

increase efficiency and minimize the search time. Parallel search implies that 

more than one agent are executed simultaneously, i.e., a group of software agents 

can perform one or more task to one or more destination. 

5.5 Paper 5: Controlling Security of Software Development 
with Multi-Agent System 

This paper extends the work in previous papers and is focused on secure design 

phase, i.e., the architecture and design phase of the development process. Logical, 

physical and component security architecture are involved in secure design. 

Therefore, the concerns and security issues of the logical, physical and component 

security architecture are designated. Multi-agent system is presented: the agents’ 

task and responsibilities are discussed and message exchange between the agents 

is demonstrated. 

 

The paper emphasizes the security issues that can emerge from components or 

services. Since ready-made components are built by external parties, which can be 

represented by service providers or organizations that develop different types of 

software, it is essential to examine security of those components. During the 

development process, software is constructed to satisfy specific goals and 

requirements. However, software components are, commonly, used for purposes 

other than the purposes components were developed for. This can give rise to new 

threats and vulnerabilities. Therefore, when ready-made components are utilized, 

it is significant to examine security of those.  

Components and services tend to improve the efficiency of the organizations. 

However, applying the improvements often imply new security risks that 

organizations must respond to by relevant security processes and activities. These 

processes and activities are security controls. In the paper, the security processes 

and activities for secure architecture and secure design are identified and 

discussed.  

The paper presents architecture of the multi-agent system and defines and 

presents the main roles, behaviour, and tasks of the agents. Furthermore, some 

primary interactions between the agents, that are needed to execute request from 

the developers, are specified.  
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5.5.1 Results and Discussion 

The main contribution of this paper is the development of the Controlled Security 

Engineering Process where the focus is on the secure architecture and design 

phases, which is the next phase after requirement phase. The important part is the 

identification of the security activities required for the development of secure 

software.  

In this paper, research on further developing the CSEP methodology continues. 

The work identifies and proposes the processes and activities that are needed to 

ensure security in architecture and design. The importance of performing 

architectural risk management is emphasized. The paper states that security 

architecture should encompass a holistic view that spans from goals and 

requirements to operation and maintenance.  

During a development of software systems it is anticipated that developers 

might need to use ready-made components and/or services. The paper points out 

the essence of performing security analysis and security evaluations of the 

components, since a component becomes an element of the whole system and its 

integration affects security of the overall system. Therefore, we propose that 

security goals and requirements are updated and refined. Furthermore, the paper 

stresses the importance of an iterative process during the whole SDLC. Refining 

threat and risk analysis and updating security requirements are significant parts of 

the secure design.   

Another contribution is the design of the agents where the agents’ roles, 

activities, and tasks are identified. The suggested creation of the automated 

checklists with defined security activities and security patterns can facilitate 

problem solving, as well as provide essential information about the state of the 

development process.  

The interaction between the MAS and the developer is discussed in the paper 

and the role of developer as human agent is suggested. The description of the 

multi-agent system is presented in more details, where the roles, activities, and 

tasks of the agents, including the meta-agents and software agents, are identified. 

Furthermore, the behaviour of the different agents is defined and the interaction 

between the agents is discussed.  

The main goal of the agents is task fulfilment. The task is an input or request 

from the users and developers, which is executed by the agents. Tasks can require 

the following actions: search, check and analyze, match, generate and present. In 

the proposed architecture, the meta-agents have the supervisory role and 

coordinate the tasks between the agents. In the system, the meta-agents create 

checklists, where the necessary security activities for the development of the 

software are specified. The paper emphasizes the importance of security analyses 

of the components, as well as security evaluation of each identified component 

and all components together. This is necessary to achieve goals and fulfil stated 

requirements. In order to reduce security flaws, mapping threats to the potential 

vulnerabilities and the security controls are highlighted. Mapping can be handled 

by the multi-agent system. 
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5.6 Paper 6 Software Security Engineering Monitoring and 
Control 

The work in this paper extends the research in previously presented papers. The 

focus is on implementation and test phases. The paper accentuates the importance 

of authentication and authorization of the developers. Multi-agent system design 

is presented in this work. 

 

Internal threats are a big issue for organizations. Developers can, intentionally or 

unintentionally, induce weaknesses in software during its development. In order to 

avoid unauthorized access to the documents and specifications within the 

development environment and minimize internal threats, authentication and 

authorization of developers are proposed.  

Development involves writing code, i.e., converting design into executable 

programs. The paper presents and discusses the secure coding phase and testing 

phase. The research shows the importance of secure coding and discusses the 

guidance that can facilitate secure coding. By performing the code review, it is 

possible to detect security flaws. Since testing ensures that the implementation of 

each requirement is proved and confirms that the system is ready for delivery, 

different testing types are needed. The paper describes different types of testing 

and emphasizes the importance of testing for security purposes.  

The paper discusses monitoring and control activities that can be handled by the 

multi-agent system. The work discusses the agents’ task and responsibilities and 

demonstrates message exchange between the agents. The proposed model of 

multi-agent system can enable the visibility and control, and thus, a holistic view 

of software engineering process.  

5.6.1 Results and Discussion 

The main contribution of this paper is the design of multi-agent system that is able 

to provide monitoring and control of the activities that take place during the 

development process. Another contribution is the reduction of internal attacks 

through authentication and authorization of the developers, and logging of their 

actions.  

A number of threats emerge from developers involved in the development of 

software. To provide the controlled development environment, developers need to 

be authenticated and their access rights checked. The authentication and 

authorization process is described and discussed in the paper. Furthermore, the 

paper demonstrates how the authentication should be implemented with the help 

of a multi-agent system. Such process can minimize internal threats that are of 

intentional nature. To manage user authentication, authorization and access rights, 

security pattern is supplied. The principle of least privilege is applied here. The 

paper demonstrates how the multi-agent system supports security properties, such 

as confidentiality, integrity, availability, accountability, and non-repudiation.  

Misunderstandings and communication ambiguity between developers, when 

developing complex software, can induce software weaknesses. Therefore, 

security monitoring and logging activities throughout the lifecycle are proposed.  

Parts of the multi-agent system were designed and presented by UML’s 

(Larman, 2002) class diagrams and sequence diagrams. Again, two types of 
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agents, such as meta-agents and software agents are used (Håkansson and 

Hartung, 2007a). The meta-agents can compare, analyse and combine information 

received from software agents. Software agents are defined as ground level 

software agents that are able to perform internal search, i.e., search for documents 

within organizational network, as well as external search in component pools and 

service registries to find available requested components or services. We defined 

following meta-agents: Authenticator/Interface agent(s), 

Coordination/Management agent, Control agent and Match agents. The paper 

explains check functions and match functions performed by the agents (Moradian, 

Håkansson, 2011).  

During the deployment phase, software must be able to respond to changes in 

environment to remain in a secure state. The paper demonstrates how the agents 

can be used for the identification of insecure state points. The meta-agents can 

react to and record changes in environment, as well as generate report with 

necessary information. This is due to their ability to learn, respond and adapt to 

changed environments.  

The issues with detecting vulnerabilities in coding and testing of the software are 

highly important and highlighted in the research. Also, how to perform secure 

coding and security testing, which is also known as a component or unit testing, 

are discussed in the paper. One must keep in mind that missing security 

requirements, security flaws in architecture and design will produce unreliable test 

results. 

5.7 Paper 7 Ontology Based Patterns for Software Security 
Engineering 

This paper proposes utilization of security patterns and introduces patterns for 

pre-study and requirements phases. The paper presents software security patterns 

and proposes the design of security patterns by knowledge representation 

techniques, namely, ontology based techniques.  

 

The research in this paper is based on the Controlled Security Engineering Process 

(CSEP). Security is considered as troublesome and difficult to deal with. To 

overcome the difficulty with implementation of security in the software, that 

developers are struggling with, we propose software security patterns.  

Software security patterns are created to document the knowledge of the experts 

in security field and allow developers to incorporate security in the development 

lifecycle. Security patterns presented in this work, are in line with the security 

standards, such as ISO/IEC 15408:2009 and ISO/IEC 27005:2008, as well as 

conform ISO/IEC 15288:2008 standard and based on CSEP methodology. 

Security patterns are designed by using ontology techniques. Patterns provide 

structured security information, which may help to solve security problems that 

can arise during the development of software systems. The security patterns are 

available in a machine readable format and can be utilized by the agents in the 

multi-agent system, which can retrieve security information according to the 

request from engineers. The security patterns can enhance understanding of the 

security issues that implicate reduction of the risks and, hence, support 

implementation of security in software engineering process. 
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5.7.1 Results and Discussions 

The paper argues for usefulness of patterns during the software development. The 

proposed security patterns address software security engineering. Security 

patterns provide security information and knowledge of security professionals to 

support engineers during the development lifecycle. In the research in this paper, 

patterns are defined as documented knowledge or experience of the security 

professionals. Security patterns are used for problem solving.  

The paper presents the elements/components that patterns consist of, i.e., 

pattern template that consists of the following parts: pattern name, problem, 

context, solution, implementation, security factors and risks, and related patterns. 

Patterns as, demonstrated in the paper, can be integrated in the most software 

development processes. Software security patterns are suggested to be utilized as 

controls and checkpoints that support implementation of the proposed 

methodology.  

For pre-study phase, the System Initiation Pattern and the Asset Identification 

and Valuation Pattern are identified and defined. The System Initiation Pattern 

describes how to determine the nature of the customer’s problem. The pattern 

presents the possible stakeholders’, the way to derive organization’s requirements 

and define the system boundary. The pattern determines how to classify the 

system security level, as well as identify and define the steering documents, such 

as security standards, security policy, laws and regulations.  

The Asset Identification and Valuation pattern describes how to identify and 

assign value to the assets. The Asset Identification and Valuation Pattern is 

presented in Table 5.2. 
 

Asset Identification and Valuation Pattern 

Problem: Pattern determines how to perform assets identification and valuation, as well as 
what happens if they are not protected. 

Condition: Stakeholders requirements must be identified, laws and regulations defined, and 
standards determined. 

Solution: Define the asset owner and relevant asset details, for example locations, IDnumbers, 
version numbers, and asset status. Identify assets. Classify assets. Asset should be classified 
according to security properties, such as confidentiality, integrity, availability and steering 
documents, such as laws and directives. Security labeling implies to assigning sensitivity level to 
the asset. 

Implementation Identify assets according to needs specified in stakeholder’s requirements. 
Assets can include: information and resources related to information management, IT systems, 
data/information, people, Internet capacity, etc. Find out requirements for each identified asset in 
order to be able to classify the assets. Efforts to find the requirements can be divided into 
requirements that come from contracts, laws and regulations, legal requirements, and 
requirements that the business makes to achieve its objectives. Then, classify assets according to 
security properties, and requirements. Template for asset description and classification is 
provided below. 
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Template for asset description and classification 

 

Title of the asset Date Asset owner 

Asset Description 

Requirements for the asset  (Stakeholder’s Requirements, Legal Requirements ) 

Asset classification by confidentiality, integrity, availability.  

Classes, such as, Very high, High, Medium, and Low should be defined for each asset. 

Consequence in case of the loss of the asset confidentiality, integrity, and/or availability. 

The assessment of how critical the asset is for business should be based on what effect it has on 

business when the asset is not working properly or if it is lost / damaged, and accordingly the 

vulnerability of the asset. A number of steps can be performed to reach a result: define value, 

determine the effect/impact on the business, and define the vulnerability. 

Value Effect/Impact on business 

0 No effect/very low 

1 Low 

2 Medium 

3 High 

4 Critical 

Security factors and risks This pattern result in valuated asset which is important input for 

threat modeling and risk management. 

Related patterns:  System Initiation pattern. 

Table 5.2: Asset Identification and Valuation Pattern 

 
For requirements engineering phase, the paper presents threat modeling pattern 

and risk management pattern. Threat modeling pattern defines how to perform 

threat modeling, i.e., how to determine the possible adversaries and their probable 

intentions, as well as the methods the adversaries, possibly, can use to achieve 

their goals.  

The Risk Management Pattern presents the solution on how to perform risk 

analysis and assess risks. The pattern defines inputs, which are necessary to 

perform risk management.  

The proposed security patterns are designed by using knowledge representation 

techniques, such as ontology-based techniques. A small example of ontology of 

Threat Modelling Pattern is presented below.  

<owl:Class rdf:ID="ThreatModelling"> 

 <rdfs:subClassOf rdf:resource="#RequirementEngineering"/> 

 </rdfs:subClassOf> 

 <rdfs:subClassOf> 

  <owl:Restriction> 

   <owl:onProperty> 

    <owl:ObjectProperty rdf:about="identifyThreatenAsset"/> 

   </owl:onProperty> 

   <owl:someValuesFrom rdf:resource="#Asset" /> 

  </owl:Restriction> 

 </rdfs:subClassOf> 

</owl:Class> 

Ontology-based techniques allow machine-readable format and can be utilized in 

the multi-agent system. Moreover, ontology-based patterns can be combined into 

a more complete ontology that can be created by using agents in multi-agent 
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system. Security patterns proposed in this paper, can facilitate the integration of 

security with SDLC.  

5.8 Paper 8 Ontology Design and Mapping for Building 
Secure E-Commerce Software 

This paper presents security ontology that aims to support engineers during 

software engineering process and improve security of software systems.  

 

Security ontology enables representation of knowledge of the security 

professionals. The design of security ontology is described and security concepts 

and relationships are defined in the paper. Moreover, this paper defines taxonomy 

of the security ontology and discusses why security ontology is needed, i.e., its 

importance and usefulness.  

The paper shows how security knowledge can be integrated in a structured way. 

Security ontology can be utilized by the agents in multi-agent system in order to 

retrieve software security patterns. Moreover, the agents can provide mapping 

between security requirements and risks.  

A descriptive model of security concepts and relationships is explained in the 

paper. A scenario of software development for web invoice presentation is 

presented in the paper. The scenario describes the reasoning process and 

demonstrates how mapping of security ontologies can be performed. 

5.8.1 Results and Discussions 

The main contribution of this paper is the design of security ontology. The design 

of the security ontology is based on security process described in CSEP 

methodology and ISO/IEC 15408 standard (ISO/IEC 15408:2009).  

Security ontology aims at structuring the security knowledge. We have 

developed the security ontology by applying a top-down approach. In a set of 

software security ontology, the core ontology is the Main Security ontology. The 

process involves a number of definitions and relationships between them. 

Ontologies represent knowledge in a specific domain. In this paper, ontology 

represents knowledge of security professionals. Security ontology defines security 

terminologies, describes domain, i.e., provides holistic view over the security 

concepts and build relationships between these concepts. The taxonomy of 

security concepts and relationships is presented in Figure 4.7.   

The usage of ontology based techniques for security knowledge representation 

and multi-agent system that enables mapping between security requirements, 

security threats and security controls is proposed in this paper. 

To demonstrate how the security ontology can be utilized, a scenario about the 

development of software system is presented in the paper. The scenario illustrated 

that ontologies in combination with a multi-agent system can provide software 

engineers with the information about specific threats, vulnerabilities, and security 

controls, i.e., countermeassures, which is needed for developing secure enough 

software system.  

We propose mapping of different security ontologies to provide traceability. To 

enable traceability between security requirements, threats, risks and 
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countermeasures, a multi-agent system that uses security ontologies is applied, 

which is depicted in Figure 5.2 
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Figure 5.2. Ontology Integration by Agents 

 

Security ontologies contain knowledge about the security requirements, threats, 

risks, and countermeasures, which are categorized according to security properties 

of confidentiality, integrity, and availability, and stored in knowledge base. The 

search request can contain terminology, as well as classes and/or properties. The 

agents check ontology by terms, classes or properties. The knowledge base 

contains rules, as well as has equivalent terms, properties or classes. If equivalent 

term is not found an indirect mapping is performed. To represent knowledge 

about threats, threat ontology is used. The ManagementAgent merges the result 

from the SoftwareAgents and passes it to the InterfaceAgent. The meta-agent 

perform mapping by comparing different ontologies. After performed search and 

examination of ontologies, the system can present a threat list from the ´Threat´ 

ontology. Relationship between Threat ontology and SecurityControl ontology 

enables identification and mapping threats to security controls, which are 

countermeasures. Hence, usage of ontologies in combination with multi-agent 

system can provide engineers with the information about the specific threat, 

vulnerability that the specific threat exploits, as well as, what security properties 

the threat impacts. Engineers can, also, obtain information about countermeasures 

that can be implemented in order to avoid or minimize the threats. 
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Chapter 6 Evaluation of the CSEP 
Methodology 

  
 

The proposed CSEP methodology is evaluated by applying it to the development 

of the Battle Management System (BMS) project for Swedish Defense Forces. 

The methodology’s phases with security suggestions are applied to system 

development process, until implementation of the system.  

The methodology is also evaluated through a number of interviews (the third 

round). These interviews were carried out with managers and security 

professionals, as well as with project managers and software developers. 

6.1 Introduction 

The Battle Management System is intended to provide support to military users, 

such as, soldiers and officers, and commanders by displaying and distributing the 

available Command, Control, and Communication (C3) information. The goals 

with the project are to gain knowledge when applying the methodology to a real 

project to evaluate and validate the methodology utility. The purposes of BMS 

project are to identify security goals and requirements, identify assets that need 

protection, as well as model threats, and perform risk analysis. These activities are 

performed by using patterns, which are developed in our research. The BMS 

system shall provide near-real-time information about the situation in the area of 

military operations and make it possible to prepare and transmit commanders' 

plans.  

Battle Management System (BMS) is an armed forces joint management system 

for time critical operational command. BMS must be able to receive, process, 

display and manage data and information about situations regarding neutral, 

friendly and enemy forces to perform missions in near real time via external 

communication channels, local area network (LAN) and direct interfaces with 

other systems. The BMS system should enable information exchange between 

multiple systems instances. Information handled in BMS is security classified. 

The system, though, should also be able to provide information to the systems 

with higher security classification.  The system is planned to be used in several 

units on the ground arena, each with different activities and, therefore, different 

requirements and conditions. BMS should, among other activities and 

functionalities, support soldiers by displaying and distributing available and 

necessary information for order management and fulfillment, message 

management, etc. An order can, for example, contain information about a hostile 

target, target detection, and target destruction/elimination. In order to do so, a 

typical BMS will consist of several hardware and software parts, i.e., subsystems. 

The development team comprises of software engineers at different organizations, 

security experts, testers, and managers. Orders consist of instantiation of planning 

information, time, tasks and activities.  
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6.1.1 System Development according to CSEP Methodology 

6.1.1.1 Pre-study Phase 

The development process comprises several phases, with each phase containing a 

number of activities introduced by CSEP methodology. From the very beginning 

of the project, software engineers and security experts have been working 

together. The members of the development team had different roles in the project. 

Several project meetings and a couple of workshops were organized to discuss the 

"system status" and argue about the security issues. During this pre-study phase 

stakeholders and their requirements were identified. During the next step steering 

documents, such as policies, laws and regulations, for example Armed Forces 

regulations on security, were identified. After studying stakeholder´s requirements 

and communication with stakeholders and users regarding the system 

environment, as well as adjacent systems, the team consisted of software 

engineers and security experts defined the system boundary. To determine the 

system's protection level and identify and assign value to the assets, the patterns 

proposed in the CSEP methodology, namely, System Initiation pattern and Asset 

Identification and Valuation pattern were utilized and evaluated. Assets were 

identified and assigned a protective value. Stakeholders played a significant role 

in identification and valuation of the assets. It was determined that information 

assets are the most valuable assets to be handled by the software. In consultation 

with stakeholders, developers and security managers, the system's protection level 

was determined.  

6.1.1.2 Requirement Phase 

Goals express important and necessary objectives to be achieved by the system. 

The risk management process is necessary for analyzing risks and implementing 

adequate security level. Therefore, during the joint project meetings, security 

experts had discussions regarding security goals, presented argumentations and 

explanations in order to demonstrate the significance of security goals and risks, 

and their impact on the System-in-Focus. This resulted in primary attention and 

prioritization of security goals and risks during the development process.  

In collaboration with software developers, in particular requirements analysts, 

we analyzed stakeholders' goals and requirements. An example of business 

(stakeholders) goal (BG) and requirement (BR) is as follows: 

BG1: Provide secure information management  

BR1: Provide position of the vehicle 

To discover threats, we performed threat modeling, which was carried out 

according to the threat modeling pattern defined by CSEP. Threat modeling 

revealed threatened assets, potential threat agents, their intentions and possible 

methods. All threats were classified according to confidentiality, integrity, and 

availability security properties. The development team, also, performed risk 

analysis that was focused on identifying and evaluating threats to the 

confidentiality, integrity, availability, and traceability. The risks have been 

calculated using a combination of the probability of a threat occurring and the 

consequences the threat has on business, i.e., if it occurs. Risk management 

pattern have been utilized to perform risk analysis. Particular attention was given 
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to security requirements, since requirements have impact on all other phases of 

software development process. Identified security requirements constitute the 

following requirements: requirements on functions of authentication, access 

control, message routing, and integrity checking mechanisms. At the next step, 

security goals and requirements were determined. These security requirements are 

derived from customer needs in accordance with legal requirements and identified 

threats. Each requirement has been traced to corresponding stakeholders' 

(business) requirements, as well as to legal requirements, threats, and security 

controls, i.e. countermeasures. Two examples of security goals (SG) and security 

requirements (SR) derived from BG1 and BR1 are presented below: 

SG1: Protect communication channels  

SR1: Extern communication channels must be protected from unauthorized 

intrusion 

SG2: Position data must be correct  

SR1: Provide accurate data  

SR2: Provide exact time 

Security requirements, security threats, as well as security controls 

(countermeasures) have been classified by security properties of confidentiality, 

integrity, and availability. For example SG1, SR1 is example of confidentiality 

requirement. This confidentiality requirement is a constraint that addresses 

security threat, such as, disclosure. Disclosure, here, means that an entity or some 

entities are listening to communication channels. Security controls of access 

control, in this case cryptography, counter the disclosure threat.  

6.1.1.3 Design Phase 

BMS is connected to networks at which the system exchanges information with 

other software and hardware systems via both external and internal networks. 

BMS consists of a number of components. Design phase activities, which are 

defined in CSEP, were utilized. First, all system components (subsystems) have 

been identified and their interrelationships defined. Second, security of the 

components has been analyzed and, consequently, BMS requirements have been 

updated and the threat analysis and the risk analysis refined. Multi-layered 

security architecture has been applied in order to address identified security issues 

(threats and risks) and fulfill stated requirements. The design of Battle 

Management System comprises all levels of the Open Systems Interconnection 

(OSI) model, from physical level to application level. Security services that 

intended to be utilized at a specific layer include:  

 prevention services, for example entity authentication (including login 

procedure, smart cards) and authorization (role based access control), 

message integrity protection (including digital signatures, cryptographic 

controls), stored data protection (stored data encryption), software 

integrity protection (configuration controls, delivery and installation 

control), and security administration (role separation) 

 prevention (firewalls), detection and notification services, for example 

intrusion detection (real time system monitoring) 

 authentication and access control services, for example entity 

authentication and authorization 
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 recovery and restoration services, for example incident response (data 

collection and analysis), backup, and crisis management  

 physical security (locks) 

 evidence collection and event tracking services, for example security 

monitoring (event logs, user activity logs, admin activity logs) 

Security requirements have been decomposed to detailed security functions with 

maintained traceability between security requirements and security functions. 

Logging is applied to collect evidences and track events security. A couple of 

examples of security relevant information to be logged are: login attempts 

(containing userID, date and time) and intrusion attempts. Design specification(s) 

contains detailed information (including design rules) about how each 

requirement is satisfied. Common computer-aided tools have been utilized to 

document design solutions here. Due to security classification of BMS, we cannot 

present any design solutions. The outcome is determined system definition of the 

system-in-focus (the baseline configuration) where design solutions are 

documented.  The BMS baseline configuration meets verification and validation 

criteria, such as, satisfaction of the requirements.  

The development process has reached the implementation phase and continues 

according to the CSEP methodology.  

6.2 CSEP Evaluation through Interviews 

To evaluate the utility of CSEP methodology in practice interviews with 20 

individuals (interviewees) were carried out. Interviews were performed at 

National Police Board of Sweden, Swedish Telecom, consulting companies, 

which provide services both in the security field and software development. In 

order to capture as many relevant responses as possible, respondents with 

different roles within software development projects were selected.  

Interviews were carried out with people involved in software development 

process, such as decision makers, developers, programmers, and testers. Besides 

that, interviews also have been performed with the security managers, risk 

analysts, and penetration security testers.   

The purpose with these interviews was to validate:  

 usefulness of the methodology and how willing the organizations are to 

implement the CSEP methodology in their own software development 

projects 

  if the methodology met the needs expressed during the first and second 

rounds of the interviews 

 

The interviews were both semi-structured and unstructured  

 To carry out semi-structured interviews three questions that the interviews 

aimed to answer were prepared. The questions are: 

1. How well security activities are integrated in the software 

development process? 

2. What do you think about information (knowledge) provided in 

patterns 

3. What improvements can be made in CSEP methodology? 
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Data Collection 

 

The data collection from the interviews was performed by making notes, which 

later have been summarized and presented to interviewees in order to give an 

opportunity to correct any misinterpretations and complete the content. The 

interviews were not recorded due to the agreement with interviewees; however, 

there was a possibility to contact informants afterwards for correction and 

completion.  

6.3 Results and Discussions 

The main purpose of evaluation of the proposed methodology was to evaluate the 

utility of the methodology in the organizations, gain knowledge about benefits and 

drawbacks, and learn from experience when using the methodology. CSEP 

methodology was accepted and successfully applied on the first phases of the 

development of BMS. We got positive responses from engineers regarding the 

CSEP methodology, including patterns, such as threat modelling and risk 

management: it was easy to understand the patterns and work according to them. 

Team members were very satisfied with the CSEP methodology steps and 

activities. Software engineers were happy to work with the security experts in the 

same project team and it turned to be very close cooperation. Hence, all activities 

defined for pre-study, requirements, and design phases were performed together. 

Every performed activity produced output and was considered as control 

checkpoint. The team decided to continue to work according to CSEP 

methodology during implementation and testing phases.  

During project meetings, different security issues regarding requirements and 

design specifications were raised by security experts. Some issues were not so 

easy to make software developers to understand. Hence, it was verified that 

software developers needed support in a form of patterns and checklists, since 

they commonly do not possess knowledge in security area. Joint activities, 

defined in CSEP methodology, proved to be an efficient way to develop secure 

enough software system. Each produced output was approved by the stakeholders 

and decision makers. One example of the output is defined security requirements. 

The study confirmed, from participant observations and interviews, that security 

patterns can be used by non-experts, i.e., software developers. Hence, security 

patterns (applied on BMS project) proved to be an effective tool that facilitates the 

work of developers and security experts. Developers utilize and benefit 

information from patterns about solutions regarding the specific problems. The 

structure of patterns and the ease of use resulted in willingness to implement 

patterns for future projects.  

The idea of designing patterns by using ontology-based techniques, and also, 

the design of multi-agent system were presented and discussed with stakeholders, 

managers, and developers. The ability to retrieve needed information from a 

document, for example a paragraph from a specific legal document or content in a 

specific pattern, by simply querying the system was evaluated. Decision-makers 

and developers, interviewed, expressed the interest regarding automating some 

processes as automation opens opportunities to 

- provide support for developers in their daily work 

- build, retain, use, and increase knowledge within the organization 
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- enable automated mapping of documents or part of the content in the 

documents  

- generate checklists  

- reduce the workload 

- enable control of the development process 

- save time and money  

The knowledge acquired was very valuable.  Security activities determined 

potential security problems worth consideration, and a number of protective 

actions (countermeasures) have been identified based on risk assessment. Our 

statement "There is a need of structured methodology that supports developers in 

building security software systems" was confirmed. 

Main drawback of the methodology is that no trust aspects were taken into 

consideration.  

6.4 Conclusions from evaluation 

Working according to the CSEP methodology brought together two areas, viz. 

software engineering and security. The case study and interviews confirmed 

usefulness of activities proposed in CSEP. Moreover, proposed patterns were 

applied with the positive results.  Provided security patterns facilitated the work of 

security experts, as well as enhanced understanding and increased knowledge of 

software developers in security field. The need for automated support was 

confirmed.  
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Chapter 7 Related Work 
  

 

Software security is an important issue which cannot be avoided considering the 

crucial role that software plays in today's society (McGraw, 2006). Unfortunately, 

software security was not given attention; instead researches were focusing on the 

network solutions, such as firewalls. However, many researches realize that 

software insecurity is a growing problem that needs to be addressed. Therefore, 

different approaches have been proposed during recent years.    

Many researches try to solve security problems of software systems in one way 

or another (Mouratidis et. al., 2003; Mouratidis et. al., 2005; Mouratidis, 2006; 

Haley et al., 2006; Mellado et al., 2007).  

Researchers at the University of Trento created a methodology, called Tropos, 

for building agent-oriented software systems (Mouratidis, 2006). Tropos is based 

on i* modeling framework and contains five main development phases, such as: 

Early Requirements, Late Requirements, Architectural Design, Detailed Design, 

and Implementation. Tropos (Mouratidis, 2006) uses the concepts of an actor, 

which can be an agent, role or position, and social dependencies between actors. 

Two features of Tropos methodology are: the notion of an agent and related 

"mentalistic notions", such as belief, desire, and intention, and importance to early 

requirements analysis. From the beginning security was not considered in Tropos 

methodology. After understanding the importance of security for development of 

more secure multi-agent systems and realizing that the fact that agent oriented 

software engineering methodologies have not integrated security concerns 

throughout their developing stages, security extensions to Tropos methodology 

have been defined. Incorporation of security aspects in Tropos is an attempt to 

support developers in integration of security related analysis in order to identify 

security aspects, reason about those aspects, and develop agents that satisfy the 

desirable security aspects of the system.  Considering security when developing 

agent systems is, certainly, needed. Security extensions are used to model security 

requirements, as well as design security functionality and security properties. 

Tropos methodology was developed for development of agent-based information 

systems that comprises whole lifecycle (Mouratidis, 2006).  

Haley et al. (Haley et al., 2006) presented a framework for security 

requirements elicitation and analysis. The authors (Haley et al., 2006) point out 

the existing problems, such as:  

- existence of different definitions of what is meant by security requirement  

- security requirements are inconsistent, and it is difficult to understand how 

security requirements have been satisfied  

- there is still no clear way to determine whether the security requirements 

satisfy the security goals, and whether the system can satisfy the 

requirements 

The framework is based on constructing a context for the system, representing 

security requirements as constraints, and developing satisfaction arguments for the 

security requirements. The authors (Haley et al., 2006) state that security 

requirements must satisfy three criteria: definition of security requirements, 

incorporation of assumption and behavior, and satisfaction of security 
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requirements. The authors put a great attention on the system context, such as 

people and environment and incorporate context into a framework for security 

requirements engineering. Context is then used to discover trust assumptions and 

to develop the satisfaction arguments.  

Mellado et al. (Mellado et al., 2007) propose Security Requirements Engineering 

Process (SREP). SREP is an asset-based and risk-driven method for the 

establishment of security requirements in the development of secure Information 

Systems (Mellado et al., 2007). SERP is a CC-centered process, which also 

integrates the SSE-CMM into the development lifecycle. Following activities are 

defined in SREP:  

- agree on definitions 

- identify vulnerable and/or critical assets 

- identify security objectives and dependencies 

- identify threats and develop artifacts 

- risk assessment 

- elicit security requirements 

- categorize and prioritize requirements 

- requirement inspection 

- repository improvement 
 

SERP presents different roles that participate in each defined activity. These roles 

are: business modeler, security requirement engineer, risk expert, security expert, 

security developer, quality assurer, and inspection team.  Mellado et al. (Mellado 

et al., 2007) propose a Security Resources Repository (SRR), which stores all the 

reusable elements.   

Presented frameworks are needed indeed, however, these frameworks, mainly, 

provide a guidelines, and none of the aforementioned frameworks consider the 

problem that software engineers lack knowledge in security field. Moreover, the 

methodologies focus on WHAT should be done, and not HOW the activities 

should be implemented. 
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Chapter 8 Conclusions and Future 
Work 

 

 

 

The subject of the research in this thesis is the incorporation of security in 

software system development. For this, a Controlled Security Engineering Process 

(CSEP) methodology is created to enable development of more secure software 

systems. This thesis is intended to support stakeholders, managers, software 

developers and testers, and also security professionals.  First and foremost, this 

research is of interest for the developing of secure software systems, including all 

the development phases and control of the development process. Furthermore, the 

methodology supports automatic utilization of the security domain expertise, but 

the degree to which this can be achieved is a subject of the future work. 

8.1 The results of the research  

Using CSEP methodology for building security in software systems is highly 

recommended. Involvement of security professionals and utilizing CSEP 

methodology in the development process provide necessary prerequisites for 

constructing more secure software systems. 

The main contribution of the research in this thesis is the software security 

engineering methodology that supports developers in managing security in each 

phase of software development and enhances the control in the engineering 

process. The proposed methodology demonstrates how to implement security in 

software system engineering by integrating software lifecycle and security 

lifecycle. To accomplish this, a Controlled Security Engineering Process (CSEP) 

is developed.  

Security issues in software systems, nowadays, have been given attention due to 

the severe impacts software systems have on the human society, including 

governmental, military, financial, health, telecom, and transport sectors. Software 

systems do not exist in a vacuum and must, during their lifetime, interact with the 

users, other systems (both software and hardware), and the environment. 

Therefore, systemic-holistic viewpoint have been considered during the 

development of the CSEP methodology, since system thinking involves 

identifying, observing, and understanding patterns, behavior, and interactions of 

system elements in the environment. The traditional V-model has been extended 

in order to intersperse security in the software lifecycle. The CSEP methodology 

is applied on V-model. However, the focus of the CSEP methodology is not on 

the development model itself but on the development phases. V-model is utilized 

due to: 

 V-model makes verification and validation easier, i.e. the left side contains 

steps, such as requirements, design and coding while the right side 

contains various test types that verify the steps performed on the left side.  

 V-model enables building security in SDLC. The left side is used to build 

in security in the software development while the right side is directed to 

verify the realization and satisfaction of security requirements  
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 The top-down approach of the V-model fits for security lifecycle where, 

for example, security requirements definition and analysis are followed by 

design. Furthermore, the V-model is suitable to perform testing, 

iteratively, and enforces testing throughout the lifecycle, which is an 

important aspect from security point of view.  

 

The Controlled Security Engineering Process (CSEP) methodology addresses 

security problems in development lifecycle. Construction of a secure software 

system involves specific steps, which include security requirements specifications 

of system behavior, secure software design, an analysis of the design, 

implementation, i.e., secure coding, testing and integration, and operating and 

maintenance procedures.  

To assimilate security domain knowledge into the software development, we 

propose utilizing software security patterns. CSEP methodology incorporates 

software security patterns. Software security patterns are created to document the 

knowledge of the experts in security field and allow developers to incorporate 

security in the development lifecycle. Patterns provide structured security 

information, which may help to solve security problems that can arise during the 

development of software systems. The purpose of software security patterns is to 

capture the security problems and describe solutions. Security patterns focus on 

the problem to be solved and provide information (knowledge) about to how the 

specific problem should be solved. Security patterns can be utilized as knowledge 

source and control checkpoints.  

Security patterns are designed by using ontology techniques, are available in a 

machine readable format and can be utilized by the agents in the multi-agent 

system. The security patterns can enhance understanding of the security issues 

that implicate reduction of the risks and, hence, support implementation of 

security in software engineering process. 

Some of the controls can be implemented in an automated way, while other 

controls still have to be carried out, manually. To support implementation of 

automated controls, support developers’ teams and provide visibility over the 

development process, a multi-agent system that can fulfil these tasks is presented. 

To search for patterns, to analyze the content and combine the ontologies in order 

to create more complete solutions according to the user request, agents in multi 

agent system are applied. Multi-agent system has two main purposes: to provide 

control over the development lifecycle and provide advices regarding security 

activities and security controls in a form of checklists.   

The design of multi-agent system concerns with how agents cooperate to 

achieve goals, and what is required of each individual agent in order to 

accomplish the goals. For design of the multi-agent system, UML language is 

used. Multi-agent system consists of different modules. Two types of agents are 

used: meta-agents and software agents. The agents in multi-agent system are 

organized in hierarchy, which comprises of meta-agents and ground level 

software agents.  

To evaluate the result case study and interviews were carried out. The proposed 

CSEP methodology is evaluated by applying it to the development of the Battle 

Management System (BMS) project for Swedish Defense Forces.  
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The methodology is also evaluated through a number of interviews (the third 

round). These interviews were carried out with managers and security 

professionals, as well as with project managers and software developers.  

The case study and interviews demonstrated a positive outcome and confirmed 

usefulness of the proposed CSEP methodology. 

 

Software systems do not exist in a vacuum and must, during their lifetime, interact 

with the users, other systems (both software and hardware), and the environment. 

System thinking involves identifying, observing, and understanding patterns, 

behavior, and interactions of system elements in the environment. Therefore, 

systemic-holistic viewpoint have been considered during the development of the 

CSEP methodology.  

8.2 Future Work 

There are a number of points that still need to be considered. Future research will 

be carried out to address the following: 

 We have proposed the design of multi-agent system, which 

illustrates suggested support activities. There is a need to implement and 

test the system. 

 We have not fully addresses security in multi-agent system. 

 We proposed security patterns designed by ontology techniques. 

Future research will be carried out to tag security patterns, as well as 

security standards and implement those in the multi-agent system. 

 Trust aspects need to be considered in CSEP 
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