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Abstract 
 

 

Encryption is the art of preserving confidentiality of digital information. It is 

considered to be one of the most ideal solutions for providing data 

confidentiality and safety of computer hard disk. Many disk encryption 

software are commercially available with a variety of features. But how much 

effective security is provided by those software is the ultimate question. 

Encryption algorithms used by those software are vulnerable to known 

cryptanalysis. Design and implementation weaknesses critically leave 

backdoors inside those software themselves. Easy and smart methods are used 

to defeat the software’s security either by manipulating external hardware or 

by exploiting user unawareness. 

This thesis evaluates the potential vulnerabilities of commercial hard disk 

encryption software that are claimed to provide absolute security of hard disk 

content.  
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Chapter 1  
Introduction 
 

“A laptop is stolen in every 53 seconds, while 12,000 laptops disappear every 

week from U.S. airports alone. Of all lost laptops, 46% had confidential data 

and no encryption [Intel Corporation, 2012]”. When lost or stolen laptops 

are found by illegitimate personnel, there exist high possibilities of leaking out 

sensitive information. If personal computers are kept unsecured to access by 

unauthorized users, they can be tempered by physical memory threats, 

hardware based threats, or illegitimately accessed before the devices reach 

off- state while running on authorized mode. Laptops are in the highest risk of 

data theft as they are frequently traveled out in public in unsecured states that 

are vulnerable to the attacks. 

Researchers found no easy alternatives for these vulnerabilities. Developers 

come out with simple software changes which are proven ineffective in most 

of the cases. Computer manufactures introduced expensive hardware changes 

or Trusted Computing1 technologies, but they are unable to protect the secret 

keys that already reside in the memory. As a result, disk encryption becomes 

attractive because they encrypt data before written to the storage medium. 

Thus disk encryption systems are widely adopted and relied by the common 

users for their ease and transparent use. In fact, these encryption programs 

neither can preserve the physical integrity of the storage devices nor can keep 
                                                           

1 Trusted computing is the technologies for resolving computer security problems through hardware enhancements and 

associated software modifications[26]. 
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secrecy of the existence of data. Encryption systems are useless when secret 

keys can be recovered from the memory while computers are in sleep or 

screen saver mode. Encryption software leave traces on the physical disk 

while their executions create temporary files or working copies [1]. 

Our research re-evaluates disk encryption facts and features which could 

prompt a rethinking of security of disk encryption systems as they are 

believed to be perfectly secured. The second chapter introduces basic 

cryptographic security issues of information security. A brief review of 

Advanced Encryption Algorithm is presented in the third chapter. Chapter 

four presents the internal working mechanism of two popular cryptosystems. 

The main part of this thesis about the potential vulnerabilities against the 

crypto systems is described in chapter five, and the last part is devoted to 

countermeasures and conclusion. 

 

1.1 Problem Statement 
 

Disk encryption scheme is not only a software implementation of encryption 

algorithm but also considered as an interactive protocol that is operated 

between the file system of the operating system, the encryption module, and 

the physical hard disk. An adversary can corrupt the file system or the disk, or 

both. I state four different scenarios for protecting encrypted data from the 

adversary: 

When a computer is stolen or lost: The aim is to preserve the confidentiality 

of the storage medium so that the adversary is unable to read the confidential 

data stored in the disk or unable to trace the existence of secret data in the 

storage medium. 
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Passive monitoring: When an adversary can observe the data that are read 

from or written to the disk. The aim is to preserve the integrity of the 

encrypted data so that the adversary cannot modify the monitored data. Such 

situations occur when attacker tap the network traffic from a computer 

connected to network or situation like access to the read-only storage devices 

used for transport or leakage of electromagnetic radiation from the medium 

between storage device and the user device. 

Computer recovered after theft:  When a computer is first theft or occupied 

by the adversary, then the theft or capture is noticed, and it is immediately 

recovered. The aim is to preserve confidentiality as well as integrity, because 

the storage medium (memory or hard disk) or the hardware devices (chips) 

may be tempered with. 

Active attack: When the adversary either has read and writes access to the 

storage medium or has access to the target system. The aim is to protect 

confidentiality as well as integrity of the data. In such situation, the adversary 

tries to gain the secret keys either by attacking the core encryption system or 

by manipulating the encryption software itself. Different crypto analysis, 

ciphertext modification, bypassing the security checks etc. are the typical 

example of active attack [2]. 

 

1.2 Goal 
 

The goal of this thesis is to reveal the vulnerabilities of disk encryption 

softwares. The objective of this report is to seek whether hard disk encryption 

software ensure security as the software companies claimed and mentioned, 

and to find if these software are capable to defend against any known attacks. 
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1.3 Purpose 
 

The purpose of this report is to build security awareness among the users.  

This thesis will review, analyze, conduct experiments and recommend several 

potential methods to mitigate the security breaches; hence to stimulate 

researches and developers to come up with new encryption systems to 

enhance disk encryption security. 

 

1.4 Methodology 
 

The research involved in this report excavates the security of hard disk 

encryptions. It also provokes the necessity of redesigning and artifacting the 

existing system to solve the presented problems and to achieve the required 

goal indentified in the preceding sections. 

This research focuses on two popular hard disk encryption software of current 

time and is done in the following ways-  

• I reviewed literature study very precisely regarding to the encryption 

standards and techniques to understand the basic principles needed to design a 

cryptosystem. Further study was followed to see how these principles comply 

with the internal working mechanisms of our studied encryption software 

while they are implemented on different platforms. 

• For analyzing the security vulnerabilities, I conducted experimental attacks on 

the encryption software regarding to active and passive attacks. For selecting 

the attacks meticulously, I prioritized the vulnerabilities associated to 

cryptographic goals (more precisely to confidentially, integrity, 

authentication, and non repudiation). 
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• To testify confidentiality loss through the information leakage, I conducted 

active attacks on the disk encryption software with security evaluation 

features and tools of Windows operating system. 

• For evaluating authentication violation, I conducted passive attacks on the 

disk encryption software with the tools and procedures developed by the 

security researchers of Princeton University (for Memory Dumping attack) 

[3], and by Peter Kleissner, Austria (for Stoned BootKit attack) [4]. 

• For further sophisticated experiments related to authentication, non 

repudiation and integrity violation, I reviewed the related experimental results 

conducted by the security researchers of Princeton University (for Cold Boot 

attack) [3], and by Bernhard Kauer, Technische Universität Dresden (for TPM 

Reset attack) [37], and literature review (for Side Channel attacks). 
 
Considering the cryptographic goals, I followed the ‘test and proof’ 

philosophy in this report to break the security features of the encryption 

software, and tried to justify whether the established weakness still exist 

inside disk encryption products by compromising the cryptographic goals.  

At the end of this report I tried to come up with several potential 

countermeasures and security practices by addressing most of the security 

issues. 

 

1.5 Limitations 
 

• Among the available disk encryption systems, I conducted our research 

only on Microsoft’s Windows BitLocker™ Drive Encryption software 

and Truecrypt open-source disk encryption software for Windows 

7/Vista/XP, Mac OS X, and Linux. 
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• Cryptanalysis and attacks on the core encryption schemes are analyzed in 

terms of literative explanations rather than in practical simulation. 

• Active attack of the hard disk encryption system through online was not 

performed. 

 

1.6 Active Readers 
 

The active readers or audiences of this thesis are assumed to be from the area 

of Information Technology or from the related fields having basic idea in 

cryptography and data encryption techniques. 
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Chapter 2 
Overview of Information Security 
 

2.1 Information Protection Technology 
 

The challenge of information security is to build a system by keeping 

confidentiality and integrity of information intact. The potential threat for 

breaching security is mainly imposed by the authentic users who have the 

legitimate access to the operational process but posse high risk of abusing the 

access right. One solution is to limit the user’s access right, but it will result 

in slowing down the systems’ performances. High performance is assured 

when information security mechanisms works in real time that will reduce 

non-productive delays related to control and analytical functions of data 

protection transformations. The most useful and effective security mechanism 

is the cryptographic transformation to preserve information security assuring 

its performance.  

Encryption is the mechanism of transforming original data, called plaintext, 

into a form that appears to be unreadable or random, called ciphertext [5]. 

Plaintext can be document or executable codes that can be understood either 

by humans or computers. When it is transformed into ciphertext, neither 



Security Of Hard Disk Encryption                                                                                                                      
                                                             Overview of Information Security|  Chapter 2| 

 

 

 

  8 

human nor computer can process it until it is decrypted (Figure 2.1) by the 

same algorithm it was encrypted. In this way encryption mechanism makes it 

enable to transmit confidential information over insecure channels without 

unauthorized disclosure. Data is protected by logical or physical access 

control when stored in computer. But when transmitting over a network, 

sensitive data no longer can be granted those access controls for protection, 

and thus information become to be in a much more vulnerable state. 

A cryptosystem refers to the system that performs encryption and decryption 

(Figure 2.2) by the help of encryption algorithms [6]. Encryption algorithms 

are set of mathematical formulas which construct how enciphering and 

deciphering take place. A cryptosystem can be implemented either through 

hardware components or by writing a software program. Algorithms are not 

themselves secret parts of the encryption process but the way those 

algorithms works are kept secret from the public. A secret value, called a key 

[5], is used in conjunction with the encryption algorithm to kept the 

mechanism secret [7], as shown in Figure 2.3.  
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The key usually consists of a long string of bits that is generated from random 

bits. The length of a key is ranged by a key space (Figure 2.4). The wider the 

key space, the greater the values available to construct different keys and the 

more random the keys are, the harder the security is as it becomes difficult to 

determine those keys.  

 

 

 

 

 

 

 

 

 

 

 

 

 

If an eavesdropper tapes a massage passing between two entities, the 

encrypted message can be visible but unusable. Even if the algorithm is 

known to the attacker, without the proper key the message remains useless 

Figure 2.5. 
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2.2  Cryptographic goals  
 

Four fundamental goals of cryptography are: (1) privacy, (2) integrity, (3) 

authentication, and (4) non-repudiation [8] [13].  

1. Confidentiality means allowing information access and disclosure to the 

authorized persons and preventing access or concealing information to the 

unauthorized persons. In a word, maintaining secrecy of information with 

controlled access [13]. 

2. Data integrity means the trustworthiness of the information. It also refers 

to preservation of source without corruption, i.e. keeping the originality 

intact. Integrity restricts data alteration by unauthorized users [13]. 

3. Authentication refers identifying who or what it is claimed to be. It is 

applicable for identifying both entities and information itself. Determining 

identity of an entity or attribute can be user name and a password, smart card, 

fingerprint or any other challenge-response methods [13]. 

4. Non-repudiation refers inability to deny an action, performed by an entity, 

by providing the proof of origin of data. Non-repudiation establishes data 

integrity of its origin with an unforgettable proof that can be verified by the 

third party for resolving disputes. To prevent repudiation, electronic 

documents or transactions are signed by digital signature1 for establishing the 

authenticity [13]. 

 

 

                                                           

1 A digital signature  is a mathematical scheme for establishing the authenticity of a digital 
message or document 
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The types of common computer security threats are shown in Figure 2.6 [6]. 

External, internal, and combined threats might be occurred due to the 

violation of the cryptographic goals. 

 

2.3 Taxonomy of Cryptographic Primitives 

 

Cryptographic primitives provide us with the services to fulfill the 

cryptographic goals. These primitives are grouped in to three categories: 

unkeyed primitives, symmetric key primitives and asymmetric key (public-

key) primitives [14]. Each of these groups is extended further into elementary 

tools. Figure 2.7 shows taxonomy of cryptographic primitives. 
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2.3.1 Unkeyed Encryption 
Unkeyed primitives refer to the cryptographic tools that are not based on any 

keys. Without keys, they do not themselves fulfill the cryptographic security 

objectives but act as active participants with other cryptographic protocol. 

Cryptographic hash functions, one-way functions and random number 

generators belong to this group [14]. 
 

2.3.2 Symmetric Key Encryption 
In symmetric key encryption, (Figure 2.8) same key is used for encryption 

and decryption [9].  The key must be installed on both the sender and receiver 

computers. So that sender can encrypt the secret information using the secret 

key to transmit it and on the other side receiver can decrypt the encrypted 
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cipher text using the same secret key. It is important to know the pair of the 

computers that are communicating with each other. There are two types of 

ciphers in symmetric key encryption, block ciphers and stream ciphers [15]. 

In block ciphers, messages are divided into fixed length blocks and encrypted. 

Each of these plain text blocks is transformed into same size of ciphertext 

with the help of the secret key. In stream ciphers, each single plain text digit 

is encrypted at a time [10]. 

 

2.3.3 Asymmetric (Public) Key Encryption 

In asymmetric key encryption two different keys are used, one is called 

Public key and the other is Private Key [9]. Private Key remains secret to the 

owner computer (receiver, sender) and public key is sent or shared by the 

communicating parties. The purpose of the Private Key is to only encrypt the 

plain text, and the purpose of the correspondent public is to decrypt the same 

cipher text. It seems like to use two keys, one is to close and other is to open 

the same box or door (Figure 2.9). 
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In Asymmetric key encryption, the agreeing parties exchange their own 

public keys to each other. Each sends message to each other by encrypting it 

using individual private key. The receiving party encrypts the message with 

the sender’s public key. Pretty Good Privacy2 (PGP)[47] is very popular and 

good asymmetric key encryption program. Another secured and trusted 

mechanism for using asymmetric encryption in a vast level is called Public 

Key Infrastructure3 (PKI) [10] [16]. In PKI, digital certificates are used for 

authentication of the users and a certificate authority works in between the 

parties as a trusted middle authority to issue, verify the certificates and share 

the public keys to each other. These certificate authorities at the low level 

also have some other higher level authorities to authenticate them, and this 

hierarchy of verification cascaded from bottom to root level authority. 

                                                           

2 Pretty Good Privacy is an encryption program which uses public key cryptography to 
protects the privacy of files and electronic mail [10]. 

3 A Public Key Infrastructure is a set of agreed upon standard to support and manage Public 
Key-based digital communication [10]. 
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2.4 Types of Hard Disk Encryption: 
 

Storage encryption system uses symmetric encryption by using the same key 

for encryption and decryption.  It can be generally categorized into three 

different methods:  

• Software-based encryption 

• Controller based encryption  

• Internal disk encryption.  
 

2.4.1 Software based encryption 
It is the most commonly used encryption process where specialized software 

program are developed on the basis of the encryption algorithms to encrypt 

storage data. Encryption can be done through full disk encryption (FDE), or 

by just partially encrypting some files or folder or even complete volumes in 

the disk. 

File encryption refers to the way of encrypting only selected file or files in 

the disk. Authentication must be provided to access the encrypted files. 

Folder encryption is also analogous to file encryption where it encrypts 

selected folder or folders [7]. 

Volume encryption is the process of encrypting a container. The concept of a 

container is such that it emerges as a single file after encryption but consists 

of files and folders that are invisible until the container is decrypted. 

Authentication must be provided to access the encrypted container [7]. 

Full disk encryption is the process of encrypting portable storage drives and 

whole hard disk including the entire system file, program files and the 

operating system [7]. That means FDE encrypt each and every bit of the 

selected disk. An authentication is needed before boot process to access the 
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encrypted disk. The authentication code is basically the symmetric key of the 

algorithm used to encrypt and decrypt the data of the disk. A resident memory 

program is run in the background by the encryption software during the boot 

process. This program is used as an interpreter between the boot loader and 

the container file. If the authentication is successful (secret key is matched) 

then boot process load the operating system and decrypt the storage disk. 
 

2.4.2 Controller-based encryption  
It is a hardware based encryption where pre-designed microchip hardware is 

used. The encryption decryption process is performed by an external 

hardware module or chip separate from the storage device as illustrated in 

Figure 2.10 [10]. This dedicated processor gives it the high speed and 

performance over software based encryption. Trusted Platform Modules 

(TPM4) is an example of a controller-based encryption which protects the 

cryptographic keys deep inside the hardware [6] [11]. 

 

 

                                                           

4TPM (Trusted Platform Modules) is a dedicated chip for authentication and 
encryption functions utilizing stored secret keys [26].   
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2.4.3 Internal disk encryption 
It performs the encryption within a closed environment with restricted I/O 5 

and secured firmware [12] with the help of embedded hardware inside the 

storage device, as shown in Figure 2.11 [11].  Security threats are almost 

negative as the encryption process is performed totally inside the storage 

device internally.  

 

2.5  Key Factors In Implementing Encryption 
 

Using data encryption to the widely used computer security system should be 

most technological. But developing fast software-oriented module of 

ciphering algorithm is also must for system performance. This requires 

maximum speed for the cryptographic transformation methods used, provided 

they are secure enough.  
The following problems should be solved from the technological perspective: 

                                                           

5 I/O is used to describe any program, operation or device that transfers data to or 
from a computer and to or from a peripheral device. 
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• Developing  real-time file encryption algorithms  

• Developing algorithms to encrypt the information in the hard drive boot  

sector (mini-algorithms) 

• Developing fast disk encryption algorithms to encrypt data before writing  

them to the built-in hard disk  

Each of these algorithm types must satisfy particular requirements related to 

their specific roles in the security systems. From a user’s perspective, a 

computer security system should satisfy the following requirements: 

• The system should not change the usual working way with the computer. 

• The system should not demand too much action from users. 

• The system allows users to use the applications when needed. 

• The system should not result in additional delays. 

For the economic efficiency, the following requirements should be satisfied: 

• The system should be at low cost 

• Maintenance and operation would  be easy and coast effective 

• Full-scale functionality using minimum number of security tools to 

provide maximum level of security 

• Real-time operating mode without interruption in  data processing 

To develop a security system that complies with these requirements should 

satisfy the following design principles: 

• The system should provide total disk encryption. 

• The system should provide multilevel encryption (disk encryption, 

transparent file encryption, encryption on demand) 

• The system should keep the basic operating system untouched 

• The system should ensure information integrity in real-time mode. 
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Chapter 3 
Cryptography in Disk Encryption Systems 
  

3.1 Implemented Algorithm 
Advanced Encryption Standard (AES) 
 

The Advanced Encryption Standard (AES) was announced by National 

Institute of Standards and Technology (NIST) as U.S. Federal Information 

Processing Standard Publications (FIPS PUBS 197) on November 26, 2001 

[17]. The Advanced Encryption Standard (AES) is a block cipher which takes 

input of a 128 bit data block and gives the output as the same size. A key of 

128, 192, or 256 bits is inserted for processing encryption and decryption 

operation. A mode of operation is chosen which along with the algorithm 

constitutes the particular implementation of encryption and decryption 

process. 
 

3.1.1 AES Processing Steps 
AES is based on a design principle called Substitution Permutation Network1   

[23] [10]. AES works on a 4×4 array of bytes and repeats a number of 

transformational rounds to produce ciphertext from plain text. Each round 

executes several processing steps by using an encryption key. Ciphertext are 

                                                           

1  Substitution-permutation network (SPN), is a series of linked mathematical operations 
which  takes a block of  plaintext and the key as inputs, and applies several alternating 
"rounds" or "layers" of substitution boxes  and permutation boxes to produce 
the ciphertext block [46]. 
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deciphered to the plain text by repeating reverse rounds using the same 

encryption key. The numbers of rounds are dependent on the length of the 

input key, for example, 128-bit keyed AES performs 11 rounds, 192-bit keyed 

AES performs 13 rounds and 256-bit keyed AES performs 15 rounds. 

The design steps of AES encryption shows in Figure 3.1 are: 

 

Step 1:  Key Expansion, Step 2: Initial Round, Step 3: Intermediate 

Rounds, Step 4: Final Round 

The encryption steps are briefly described below:                                                 
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Step 1:  Key Expansion: The Key Expansion step expands and transforms 

the encryption keys into fixed length subkeys using the Rijndael2 key 

expansion algorithm. Thus a 128-bit key is expanded to 11 subkeys (128-bit 

long each), 196-bit key is expanded to 13 subkeys (128-bit long each) and 

256-bit key to 15 subkeys (128-bit long each). One subkey represents as a 

round key corresponds to each AES processing round. The set of 11, 13, or 15 

round keys constitutes the key schedule [10]. 

 

  

 

 

 

 

 

 

 

 

Step 2: Initial Round  

AddRoundKey: Where each byte of the data is combined with a byte of the 

round subkey using bitwise exclusive OR (⊕). It is described below as Round 

4 in Figure 3.2. 

Step 3: Intermediate Rounds: Round 1  SubByte: This is a non-linear 

substitution step where each byte of data is replaced with its entry in a fixed 8-
                                                           

2 Rijndael is the block cipher algorithm chosen by the National Institute of Science and 
Technology (NIST) 
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bit lookup table S, called the Rijndael S-box3; where aij is replaced with bij 

such that bij = S [aij], (Figure 3.3). 

 

 

 

Round 2  ShiftRows: This is a transposition process operated on the rows 

of the matrix. It performs on the each row by cyclically shifting the data bytes 

by a certain offset. Exceptionally, the first row is remained unchanged. Each 

byte of the second row is shifted to the left by one position, the third row by 

two positions and the fourth by three positions respectively, Figure 3.4.  

 

 

 

  

                                                           

3 The S-box used is derived from the multiplicative inverse over GF(28) ⃰, constructed by 
combining the inverse function with an invertible affine transformation  [46]. 

⃰  A Galois field(GF) is an algebraic field that has a finite number of members[46]. 
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Round 3  MixColumns: This is a mixing operation where the four bytes of 

each column of the matrix are combined using an invertible linear 

transformation, Figure 3.5. More precisely, each column of the matrix is 

multiplied with a fixed polynomial c(x) 4; which is a known matrix, Figure. 

3.6. The multiplication operation dictates that: multiplication by 1 means 

leaving unchanged, multiplication by 2 means shifting byte to the left, and 

multiplication by 3 means shifting to the left and then performing exclusive-

OR with the initial unshifted value [20]. 

  

Round 4  AddRoundKey: This is a process (Figure 3.7) where each byte 

of the matrix is combined with the associated byte of the round subkey using 

bitwise exclusive-OR operation (⊕), such that, 

 bij := aij ⊕ kij , where k= Subkey        [10] 

                                                           

4  A fixed polynomial c(x) = 0x03 · x3 + x2 + x + 0x02. The coefficients are displayed in 
their hexadecimal equivalent of the binary representation of bit polynomials from GF(2) [46] 
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Step 4: Final Round (no MixColumns): This step simply executes round1 

(SubBytes), round2 (ShiftRows) and round 4 (AddRoundKey) sequentially by 

skipping round3 (MixColumns). 

 

3.2 Block Ciphers Modes of Operations 
 

A block cipher mode is a symmetric key algorithm to provide confidentiality 

or authentication [10][23]. The National Institute of Standards and 

Technology (NIST) have approved nine modes of block ciphers[18]. They 

consist of six confidentiality modes (ECB, CBC, OFB, CFB, CTR, and XTS-

AES), one authentication mode (CMAC), and two combined modes for 

confidentiality and authentication (CCM and GCM) [24]. 
 

3.2.1 AES Cipher Block Chaining (CBC) Modes Cryptography (A 
Confidentiality Mode of cryptography) 
AES-CBC Block Encryption procedure [8] [9] [25] [27] 

It is a chaining encryption process where each plaintext block is combined 

with the previous ciphertext block and resultant cipher text block is combined 
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with the next plain text block and so on. For the very first block of plaintext, a 

random Initialization Vector (IV5) is combined with the first block of plain 

text. The combination function is a bitwise exclusive-OR operation between 

the blocks [25]. 

The mathematical formula for CBC encryption is  
 

Ci = Ek ( Pi  Ci-1  ), C0 = IV  [25] 

[Where C: block of 128 bits of ciphertext resulting from the operation, Ek: Encryption function of block 
cipher; P: Block of 128 bits (i.e., the plaintext), i: Sequence Number, IV: Initialization Vector] [22].  

The encryption steps (Figure 3.8) are: 

1. The first block of plaintext and the IV are XOR-ed. 

2. The XOR-ed output is then feed as the input block for the AES encryption 

function to produce block of ciphertext.  

3. Then, successive block of ciphertext is XOR-ed with the next block of 

plaintext. 
                                                           

5  Initialization vector (IV) is an arbitrary random number used only one time in any session. The length 
of IV is comparable to the length of encryption key or block of the cipher[5][8]. 
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4. Repeat step 2 to step 3. 

 

AES-CBC Block Decryption procedure  

The mathematical formula for CBC decryption is 

Pi = Dk ( Ci  Ci-1 ,    C0 = IV            [22] 

[Where P: Block of plaintext,, Dk: Decryption function of block cipher; C: block of  ciphertext, i: 
Sequence Number, IV: Initialization Vector] [22].  

In CBC decryption, decryption function is executed to the first ciphertext 

block, and the resulting output block is Exclusive-ORed with the initialization 

vector to get the first plaintext block [22].  

The decryption steps (Figure 3.9) are: 

1. Apply AES decryption function to the block of ciphertext. 

2. The resulting output from decryption function is XOR-ed with previous 

ciphertext (for the first block use IV to XOR) to get plaintext. 

3. Repeat step 1 to step 2. 
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3.2.2 AES- Counter (CTR) Mode: A Confidentiality Mode of 
cryptography 
The Counter (CTR) mode uses counters as the input block of the encryption 

function to produce a sequence of output block, Figure 3.10[15][19]. Each 

block of input generated from the counter should be random and different 

from each other. The output of the encryption function is then combined with 

the plaintext block using exclusive-OR operation to produce ciphertext [19]. 

 

 

 

 

 

Encryption algorithm: Ci: = EK ( ti ) ⊕ xi    for all i>0. 

The steps are: 

1. Apply cipher function on the counter block  

2. Resultant output blocks are combined with the plaintext block using 

exclusive-OR operation to produce ciphertext [19]. 
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Decryption algorithm: Xi: = DK (ti) ⊕  Ci for all i>0  [19] 

The steps (Figure 3.11) are: 

1. Apply decipher function on the counter block  

2. Resultant output blocks is combined with the block ciphertext using 

exclusive-OR operation to produce plaintext [19]. 
 

3.2.3 CBC-MAC (Cipher Block Chaining Message Authentication 
Code) 
It is a mechanism for generating a message authentication code from a block 

cipher [8][14][19]. Block cipher algorithm encrypts the plaintext message 

using a key in CBC mode. Each successive block of plaintext depends on the 

previous ciphertext block for the combining operation. This chaining 

interdependency significantly detects changing of any bit in any block of 

plaintext which results to corrupt the final encrypted block (Figure 3.12). 

 

 

 

 

 

 

 

For a given message consisting of n blocks P1, P2,…, Pn, where E(k,P) is the 

block cipher encryption function using the secret key k, the CBC-MAC 

procedure is as follows [19]:  

• Start with the all zero seeds, i.e,  IV:= 0 
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• X0 := E( K, IV ) 

• Xi+1:= E( K,   Xi  Pi+1 )    for i=0, ... , n 

• MAC:= Xn+1. 
 

3.2.4 AES-CCM Modes Cryptography: An Authenticated Mode of 
cryptography 
CCM (Counter with Cipher Block Chaining - Message Authentication 

Code)[21] modes of operation combine the Counter mode with the Cipher 

Block Chaining- Message Authentication Code (CBC-MAC) mode. Counter 

modes provides confidentiality and CBC provides authentication [20]. 

CCM Encryption and Decryption 

A block diagram representation of CCM Encryption is shown in Figures 3.13 

- 3.15. 

Steps in CCM processing are as follows: 

Pre-processing of the Message - Block of message is rearranged into a 

suitable form for CCM processing in this step. CCM encryption processes two 

types of input blocks. One is Payload Block which should be encrypted and 

authenticated, and the other one is Associated Data Block which should be 

authenticated but not encrypted. The first block of message B[0] represents 

initialization vector and determines the length of the payload, l(m). If any 

Associated data exists, the block(s) after B[0] will consist of all associated 

data left. The incomplete (if any) last associated data block is padded with 

zeros. Associated data blocks are immediately followed by payload blocks 

[20][21]. 

Computing CBC-MAC (Cipher Block Chaining Message Authentication 

Code)  

CBC-MAC (described in section 3.2.3) is computed by: 
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X[1] := E( K, B[0] ) 

X[i+1] := E( K,   X[i]  B[i] )    for i=1, ... , n 

Y [r] := X[n+1]  

where E() is the block cipher encryption function, and Y[r] is the MAC 

value (Figure.3.13) [13].  

 

 

 

  

 

 

Encryption using Counter Mode – Payload blocks are encrypted using 

Counter (CTR) mode (section 3.2.2) , which is computed by: 

S[i] := E( K, Ctr[i] )   for i=0, 1, 2, ...  

The initial value of counter variable (denoted as Ctr[0] in Figure.3.14) is an 

Initialization Vector (IV) and subsequent value of preceding counter are set by 

simply incrementing the current counter value by one and so on. S[i] denotes 

the ciphertext for corresponding Ctr[i] counter value [20].  

 

 

 

 



Security Of Hard Disk Encryption                                                                                                                             
                                               Cryptography in Disk Encryption Systems |  Chapter 3| 

 

 

 

31 

Calculating Authentication Tag - Authentication tag (denoted as Tag in 

Figure.3.15) is generated by XOR-ing S[0] (the first encrypted block from 

CTR  encryption) with the computed CBC-MAC  Y[r]. 

Tag:= Y[r]  S[0] 

 

 

 

 

 

 

[EK: Encryption function of block cipher; B[i]: Processed CCM input block; Y [i]: CBC 

output blocks; Ctr[i]: ith input block in Counter mode; S[i]: Output blocks in Counter Mode; 

P[i]: ith payload] [19][20] 

Calculating the Ciphertext - Ciphertext is computed by XOR-ing the result 

of counter encryptions S[i] with the corresponding payload blocks P[i],  

for i > 0.  

c[i] := S[i]  P[i] 

C:=c[1] || c[2] || ….      Where || indicates concatenation of two strings 
Generating the final output - The final output of the CCM mode is 

generated by concatenating encrypted message C with the encrypted 

authentication Tag. 

AES-CCM_Output:= C || Tag, where || indicates concatenation of two strings 

[20][23]. 
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3.2.5 AES-XTS Cryptography: A Confidentiality Mode Designed 
for Storage Devices 
AES-XTS mode [22] was introduced to preserve the data confidentiality on 

block-oriented storage devices. It does not provide data authentication. AES-

XTS encrypts and decrypts at the disk sector level by using a secret AES key, 

and a "tweak6" value derived from the logical position of the disk block. The 

location of encrypted data differs from the location of plaintext on the disk 

after encryption. 

 

AES-XTS encryption procedure of a single 128-bit block [23] 

The AES-XTS encryption procedure for a single 128-bit block can be 

formulated by [23]: 

C ← XTS-AES-blockEnc(Key, P, i, j).  

[Key: 256 or 512 bit AES-XTSkey,  P: Block of 128 bits (i.e., the plaintext), i: Value of 

the 128-bit tweak j: the sequential number of the 128-bit block inside the data unit,  C: block 

of 128 bits of ciphertext resulting from the operation] [22][23].  

The ciphertext is computed by the following steps (Figure 3.16): 

1) T ← AES-Enc(Key2 , i) ⊗ αj    

                                                           

6 The tweak operates much like an initialization vector, assigned consecutively, starting from 
an arbitrary non negative integer [19]. 
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The key is split into two equal size keys called Key1 and Key2 such that: 

Key = Key1 | Key2. AES-Enc() is the encryption function which encrypts 

tweak i using the key2.  

 

 

 

 

 

⊗ represents modular multiplication of two polynomial over the binary 

field GF(2) ⃰,modulo x128 + x7 + x2 + x + 1, where α† is the  primitive [23]. 

2) PP ← P ⊕ T,      where ⊕ is bit-wise exclusive-OR operation 

The 128-bit plaintext is XOR-ed with the output from step1. 

3) CC ← AES-Enc(Key1 , PP)  

AES-Enc() encrypts the output from step2 using key1. 

                                                           

⃰  A Galois field(GF) is an algebraic field that has a finite number of member [29] 

† The constant α is either: the primitive element GF(2128) represented by the value 2 if the 

elements of GF(2128) are represented as bit strings, or: the polynomial x if the elements of 

GF(2128) are represented by polynomials. Modular multiplication (⊗) of two polynomials 

over the binary field GF(2), modulo x128 + x7 + x2 + x + 1 [29] 
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4) C ← CC ⊕ T 

AES-XTS encryption is done by XOR-ing the result from step1 with the 

result from step3. 

 

AES-XTS Decryption procedure of a single 128-bit block  
The AES-XTS decryption procedure of a single 128-bit block is formulated as 

bellow [23]. 

 

P ← XTS-AES-blockDec(Key, C, i, j) 

[Key:  256 or 512-bit AES-XTSkey, C: 128-bit block of ciphertext, i:  Value of the 128-bit 

tweak j: Sequential number of the 128-bit block inside the data unit, P:  128-bit block of 

plaintext resulting from the operation, of the same bit-size as C] [23]. 

 

The ciphertext is computed by the following steps (Figure 3.17) [22][23]: 

T ← AES-Enc(Key2 , i) ⊗ αj
 

Where AES-Enc() is the decryption function which decrypts tweak i 

using the key2. ⊗ represents modular multiplication and α is the 

primitive 
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The steps are: 

1) CC ← C ⊕ T,      where ⊕ is bit-wise exclusive-OR operation 

The 128-bit ciphertext is XOR-ed with the output from step1. 

2) PP ← AES-Dec(Key1 , CC)  

AES-Dec() decrypts the output from step2 using key1. 

3) P ← PP ⊕ T 

AES-XTS decryption is done by XOR-ing the result from step1 with the 

result from step3. 

 

3.3 Hash Functions 
 

A hash function H() is a transformation function which takes input of  a 

variable-size and produces string of a fixed-size called the hash value (h) 

(Figure 3.18). For arbitrary size of data m, hash h = H(m) [8] [45]. 
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The basic properties for a cryptographic hash function are [8][9][10]: 

• Takes any length of input, 

• Produces fixed length of output, 

• H(x) is relatively easy to compute for any given x , 

• H(x) is collision-free. 

• H(x) is one-way, i.e. computationally infeasible to find some input x such 

that H(x) = h 
 

3.3.1 HMAC (Hash-Based Message Authentication Code) 
HMAC is a message authentication code which generates keyed hash value by 

using a cryptographic key with a hash function. HMAC can be represent by  

H:= H(APPEND(KEY,MESSAGE)), which is extremely difficult to create 

without the key [10].  

By the function  APPEND (MESSAGE,H(APPEND(KEY,MESSAGE)), 

one can verify both the message integrity and message authenticity with the 

key [10]. To compute HMAC over the data `Message' the formula is: 

 

HMAC:= H (K  XOR  Outer_pad,    H (K XOR Inner_pad, Message))    

Where, K is the authentication key, Inner_pad = the byte 0x36 repeated 64 

times, Outer_pad = the byte 0x5C repeated 64 times. 
 

3.3.2 Message Digest Algorithm 5 (MD5) 
It takes input of 512 bit message and produces a hash value of 128 bit long. 

The compression function consists of four rounds and each round performs 

sixteen steps [7][45]. 
 

3.3.3 SHA-1, SHA-256, SHA-384, SHA-512   
These four hash functions are repetitive and one-way hash functions. They can   

process a message and produce a digital summary called a message digest [45] 
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The Secure Hash Algorithm (SHA-1) takes input of 264bits and produces a 

160 bit hash value. The compression function consists of four rounds and each 

round performs twenty steps. SHA-256, SHA-384, and SHA-512 hash 

algorithms have difference with SHA-1 by the input block size; hence the 

length of the message digests. Figure 3.19 shows the basic properties of all 

four secure hash algorithms.  

 

 

 

3.3.4 RIPEMD-160 
It takes input of 264 bits and produces 160 bit hash value [45]. During 

compression, the input block is divided into blocks of 512 bits each. Each 

block is further split into 16 strings of 4 bytes each and each such 4-byte 

string is converted to a 32-bit word. 
 

3.3.5 Whirlpool 
It takes input of 256 bit message and produces a hash value of 512 bit long 

[45]. It has a compression function which is built on a 512-bit cipher 

algorithm that uses a 512-bit key. The compression function consists of 

iterated applications. 
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Chapter 4 
Encryption Scheme of Disk Encryption 
Systems 
  

4.1 BitLocker Cryptosystem Overview 
 

BitLocker Drive Encryption is a data protection feature available in Windows 

platforms [25]. It uses either a Trusted Platform Module1 (TPM, section 4.1.1) 

or a USB. BitLocker provides full drive encryption along with cryptographic 

integrity check. Integrity checking of early boot components check whether 

components are tempered by the intruders or encrypted drive is  resided in the 

original machine, and thus ensures their integrity. During the boot process 

BitLocker asks for a user PIN or a USB that contains key; until provided 

authentication, it is capable to lock the normal boot process. 
 

4.1.1 Bit Locker Disk Encryption Scheme 
The BitLocker modules use the following cryptographic algorithms [25]: 

1. Hashing: SHA-1 (for TPM communications), SHA-256                    

2. Keyed hash: HMAC, AES in CCM mode (128 and 256 bit)            

3. Symmetric key encryption: AES in CBC mode (128 and 256 bit 

                                                           

1 A TPM is a cryptographic coprocessor [15]. 
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The Advanced Encryption Standard (AES) in Cipher Block Chaining mode 

(CBC) is used for encryption in BitLocker [25]. The user can configure to use 

128 bit or 256 bit AES with a diffuser2 or without a diffuser to encrypted data.  

The default mode is AES 128 + diffuser [27]. The encryption steps are as 

follows: 

1. XOR Plaintext data with Sector Key 

2. Run Diffuser A in encryption direction 5 times 

3. Run Diffuser B in encryption direction 3 times 

4. Encrypt with a Full Volume Encryption Key (FVEK) in AES-CBC mode 

5. Ciphertext 

                                                           

2 The diffuser is a nonstandard cryptographic algorithm added to the cryptosystem to 
provide additional security properties that are absent in AES-CBC cryptography [25]. 
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First, plaintext data is XOR’ed against a sector key, then diffused, and finally 

encrypted with AES-CBC as shown in Figure 4.1. The diffuser performs two 

functions, A and B. When encryption they must be exhibited in the order, A to 

B, and for decryption the vice versa, B to A. The entire key element used to 

encrypt and decrypt data is produced from the 512-bit Full Volume 

Encryption Key (FVEK) [25].  
 

4.1.2 BitLocker Disk Decryption Process  
BitLocker Decryption process Figure4.2 is illustrated bellow [25]: 

1. After booting, BIOS initializes TPM and TPM verifies  the measured value 

with  Platform Configuration Registers (PCRs) 

2. Successful matching allowed TPM to decrypt the volume master key  

(VMK) with uses the storage root key (SRK) 

3. Volume master key (VMK) is used to decrypt full volume encryption key 

(FVEK) that is kept in the volume 

4. Full volume encryption key (FVEK) decrypts disk sectors. 

5. The plaintext data are available for use. 
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4.1.3 Trusted Platform Module (TPM) 
A TPM is a cryptographic coprocessor which securely store information used 

to authenticate a computer or platform. It is soldered on various motherboards. 

TPM is defined by the Trusted Computing Group (TCG) [26]. 

 

The main components of a TPM are shown by the Figure 4.3: 

Non-volatile Memory (NV):  NV memory keeps certain values which stay 

unchanged even when there is no power in the TPM [26]. The Endorsement 

Key is a pair of RSA3 keys that is installed during the TPM manufacturing. 

The Storage Root Key is also a pair of RSA keys which is used to encrypt 

other keys stored outside the TPM. 

Volatile Memory (VM): This is a temporary memory where data is flushed 

every time the computer reboots or no power in the TPM [26]. 

                                                           

3 RSA is an algorithm for public-key cryptography which is published in 1978. RSA stands for Ron 
Rivest, Adi Shamir and Leonard Adleman[31] 
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Platform Configuration Register (PCR):  These registers store platform 

configuration measurements that are normally hash values (SHA-1) of the 

running application [26].                                                                       

Attestation Identity Key (AIK):  AIK is used to identify a valid TPM-

enabled platform during remote attestation [26]. 

Asymmetric key generation: It generates RSA keys for the TPM [26]. 

Hash engine:  It provides SHA-1 functionality [26]. 

Random Number Generator: It generates symmetric and asymmetric keys 

[26]. 
 

4.1.4 BitLocker Key Management 
The BitLocker uses a couple of keys by its key management system [28]. The 

first one is called Full Volume Encryption Key (FVEK) which is 512-bit long 

and kept in the protected volume. It provides 256 bit long key elements for 

both the sector key and AES-CBC key. The Volume Master Key (VMK) is a 

256-bit AES key which is used to encrypt the FVEK in Counter with CBC-

MAC (AES-CCM) mode. A couple of duplicate VMK are kept in the volume 

encrypted each with a different key. Different keys facilitate to use different 

access mechanisms to access data. Each copy of VMK is decrypted by a 

different access mechanism. Decrypted VMK is then used to decrypt the 

KVEK that in turns decrypt the encrypted data. In Windows, the supported 

access mechanisms are: a Trusted Platform Module (TPM) chip, TPM plus a 

PIN, an external USB device, or a recovery password. AES-CCM mode is 

used to encrypt these keys, and the ciphertext includes a Message 

Authentication Code (MAC), or a hash using either SHA-1 or SHA-256. 

During the decryption MAC for the decrypted value is computed and matched 

with the stored MAC to check the authenticity.  A 12-bytes long initialization 

vector is used for AES-CCM mode. 



Security Of Hard Disk Encryption                                                                                                              
                                      Encryption Scheme of Disk Encryption Systems |  Chapter 4| 

 

  

 

43 

4.2 TrueCrypt Cryptosystem Overview 
 

TrueCrypt was introduced on February of 2004 by the TrueCrypt Foundation. 

It is a free and open-source4 disk encryption system available for Windows 

and Linux. The technique it uses is called on-the-fly-encryption which means 

encryption or decryption is automatically executed, without any user 

intervention, right before data is saved/copped to/from the storage device [29].  

It has the ability to encrypt entire file system and system partition/drive5 with 

pre-boot authentication [30]. 
 

4.2.1 Truecrypt and Hidden Encrypted Volumes 

Truecrypt offers a hidden volume which is created within the free space of a 

standard TrueCrypt volume [30]. At the creation of a TrueCrypt standard 

volume, the free spaces are filled with random data. So any dismounted 

hidden volume cannot be distinguishable from the random data though the 

TrueCrypt volume is mounted. Both the standard and hidden volume must be 

mounted separately by different passwords. Figure 4.4 shows the hidden 

volume inside a standard Truecrypt volume 

 

 

  

 

 

                                                           

4 Open-source software is software whose source code is published and made available to the public, 
enabling anyone to copy, modify and redistribute the source code without paying royalties or fees 

5 A space on the disk where a operating system is installed 
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The process by which a true-crypt volume that contains a hidden volume is 

decrypted as follows: 

• User enters password 

• TrueCrypt first attempts to decrypt the standard volume header with 

the password. 

• If the password mismatched for standard volume header it attempts 

load the area of the volume where a hidden volume header can reside 

(cannot be easily indentifies as it contains random data). 

• If the decryption succeeded then size of the hidden volume is retrieved 

from the decrypted header. 

• The hidden volume is successfully mounted. 
 

4.2.2 Truecrypt Encryption Scheme 
 
TrueCrypt uses the following cryptographic algorithms: 

1. Symmetric key Encryption: AES 

2. Modes of operation: XTS 

3. Hashing: RIPEMD-160, SHA-512, Whirlpool  
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On-The-Fly encryption: 

Software-based on-the-fly encryption is done by implementing a 

cryptographic “filter” that works as an inceptor for accessing the disk  and 

allows upper layers to read and write to the disk (figure 4.5 ).  

 

 
 

When user authentication is verified, the cryptosystem unlocks a symmetric 

encryption key and hand it over to the cryptographic filter. Once getting the 

key, the filter is capable of transparently encrypting and decrypting data on-

the-fly passes through it. 

We begin to mount a Truecrypt volume which starts with a pre-boot 

authentication assuming that there are no cached passwords or keyfiles. The 

following steps (Figure 4.5) are performed sequentially [30]: 

 

1. First of all, the standard volume header needs to be read into the RAM.  

The first 512 bytes of the logical drive is specified as the standard volume 
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header of which first 64 bytes is treated as the salt6. The last 512 bytes of 

the logical drive are used for the system encryption and read into the 

RAM. Note that, the first track of the system drive contains the TrueCrypt 

Boot Loader. 

2. In search of a hidden volume header, bytes 65536–66047 of the first 

partition are read into the RAM. If no hidden volume exists, these bytes 

represent random data rather than hidden volume header. 

3. Next, TrueCrypt starts to decrypt the standard volume header which was 

already read in steps one. Decryption process keeps all the data in the 

RAM which are used for and produced from the process. 

4. Header key derivation function is initiated to derive the header key that 

encrypts and decrypts the TrueCrypt volume header. The Volume header 

contains the master key [31].  

5. The derivation function uses both the salt (read in step 1) and a user 

password to generate the header encryption key and secondary header key 

that are used to decrypt the volume header in AES-XTS modes of 

operation. 

6. If the decryption succeeded, it attempts to read the hidden volume header 

by initiating again the process in step 3 using the data read in step 2.  

In case of fail attempts (due to incorrect password, corrupted volume, non 

existence of TrueCrypt volume), the mounting process is aborted, 

otherwise proceeds to the next step. 

7. The encryption process is reinitialized in AES-XTS mode which uses 

primary master key and the secondary key. 

                                                           

6 The salt is a 512-bit random value which is used to generate keys (probable 2512 keys for 
each password).  
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Pool Mixing Function: This function is used to carry out diffusion[30].  
Random Number Generator: It is used to generate the master encryption 

key, the secondary key, salt, and keyfiles (random data). It creates a pool of 

random values in RAM. The pool cursor position is forwarded by one byte 

after each byte is written to the memory. The cursor position is put back at the 

beginning after reaching the end of the pool. The pool mixing function is 

applied to the entire pool after every 16th byte written to the pool [30]. 

Keyfiles Generation: TrueCrypt key file is any kind of file or a file of 

random data whose content is put together with a password. User can also 

generate a keyfile from random data using TrueCrypt random number 

generator. Before TrueCrypt volume formatting starts, the random number 

generator generates a temporary encryption key and a temporary secondary 

key that are used to encrypt random plaintext blocks to fill the free space of 

the volume. The temporary keys are removed from the RAM afterwards [30]. 
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Chapter 5 
Security Analysis and Results 
 

In this chapter, we will discuss about the potential security threats against 

BitLocker and Truecrypt encryption systems, and attack against the Advanced 

Encryption Standard (AES) cipher algorithm. 

 

5.1 TrueCrypt Security Precautions 
 

We preciously introduce several security issues of TrueCrypt encryption 

scheme and classified them according to their merits.  
 

5.1.1  Operating System Issues 

Unencrypted Paging File: Paging files, also called swap files, are temporary 

files used by Windows as a memory management. Windows uses secondary 

storage medium to store and retrieve data that are not fit into the memory 

while used by the memory. This scheme allows operating system to write 

unencrypted data to hard disk while memory processed passwords, encryption 

keys, and other sensitive data during TrueCrypt operation. As paging file is a 

virtual memory implementation of Windows, TrueCrypt effectively fails to 

stop this application. As a result, opening a file which is in TrueCrypt volume 

always exposes its content unencrypted by paging file. So TrueCrypt cannot 

protect from saving the unencrypted data from the memory to paging file [32]. 
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Unencrypted Hibernation File: When a computer hibernates, the memory 

content is written to the hibernation file on the hard disk. By default, 

TrueCrypt dismounts all mounted TrueCrypt volumes, and deletes their 

master keys and cached passwords in the RAM before going to hibernation. 

But TrueCrypt failed to prevent from saving the unencrypted data from the 

memory to hibernation file [33].  

Unencrypted Memory Dump Files: Incase of system failure or error, the 

memory content is immediately writing to the memory dump file on the hard 

disk for later recovery. This debugging strategy of the operating system stores 

unencrypted cached passwords, encryption keys and sensitive data to the 

memory dump file. TrueCrypt cannot prevent from saving unencrypted data to 

the memory dump file. 

Unprotected Multi-User Environment: When a TrueCrypt volume is 

mounted, the content of the mounted volume is visible to all other logged-on-

users of the system. Windows also allows sharing of the password cached by 

all logged-on-users. In case of switching of users, TrueCrypt leaves a mounted 

volume mounted by not dismounting it. Moreover, a user can mount any 

partition or TrueCrypt volume without having any administrator privileges on 

Windows (it requires only to enter right password) but can dismount only self-

mounted volume. A multiuser TrueCrypt system cannot provide true privacy 

to each user as it exposes threat of stealing data by spooky users. 

No Integrity and Authenticity of Encrypted Data: TrueCrypt preserves 

confidentiality by providing encryption to data. But it can neither preserves 

nor verifies the integrity or authenticity of encrypted data. Intruder can easily 

modify encrypted data by setting the value of any 16-byte data block to an 
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arbitrary value. So it fails to stop modification of encrypted data by 

unauthenticated users, and thus provides no integrity. 

Changing Passwords and Keyfiles: Truecrypt encrypts its volume with 

Master key which resides in the volume header. The volume header is 

encrypted with a header key that is acquired from a password or keyfile. If an 

intruder got the chance to copy the volume before changing volume password 

or keyfiles, it is possible to mount TrueCrypt volume. He can use his copy of 

old header with a compromised password or keyfiles to mount that volume 

before changing its password or keyfile(s). If an adversary knows password 

and has access to the volume, he might have the chance to occupy the Master 

key. With the Master key, he is able to decrypt the volume even after 

changing the volume password or keyfile(s) (because the Master key remains 

unchanged even after the volume password or keyfiles is changed). 

 

5.1.2  Deniable File System (DFS) Issues  
Deniable File System (DFS) refers to the file system where encrypted files 

emerge as random noise, and where the existence or non-existence of 

encrypted files is impossible to prove [34].That means the existence of 

ciphertext can in itself be incriminating, regardless of whether or not anyone 

can decrypt it. TrueCrypt has a feature known as Hidden volume by which it 

serves the purpose of DFS. If the existence of the encrypted data can be 

proved then it compromises the purpose of DFS without decrypting the data.  

Three classes of information leakage through which DFS is compromised are: 

 

Leakage through the Operating System: Most of the Operating systems’ 

architectures are designed for the purposes other than to preserve the 
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deniability of DFS. So, the regular execution of an operation system may leak 

out the existence of a deniable file system, even though the deniable file 

system is cryptographically secure. Windows Registry file logs information 

about all the installed applications. Truecrypt cannot reliably remove all the 

traces and locations at where TrueCrypt volumes were mounted. Through the 

container’s file name, location, size, the type of mounted volume is Windows 

indirectly exposes the existence of TrueCrypt hidden volume. 

The ‘Shortcut’ feature of Windows also can leak the information about 

TrueCrypt hidden volume. Suppose, a shortcut ‘C:\shortcut.lnk’ might be 

linked to the file D:\dfs.doc. By double clicking on C:\shortcut.lnk would 

cause Microsoft Word to open D:\dfs.doc. These shortcut links leaves the clue 

to access files from the hidden volume. Shortcuts that are created by 

Operating System for instance, are saved in Recent Item Directory with 

tagging information of the file name, location, attributes, length, access time, 

creation time, modification time, volume type, and volume serial number of 

the file system on which the original files are stored. For example, while on a 

plane, Bob was editing a secret file (say TopSeret.doc) kept on a hidden 

volume, and dismounts the hidden volume before passing though custom. If 

the customs officer scrutinizes Bob’s computer, the officer will soon discover 

that Bob was editing a file which might leak important information for Bob. 

More over if the officer investigate further, he might track the volume serial 

number tagged with the file *.lnk in the Recent Items directory which will 

reveal the existence of the hidden volume. Furthermore, if the officer 

interrogates Bob whether he has a TrueCrypt hidden volume or not, Bob 

cannot deny the existence of TrueCrypt while it is logged by the Windows 

registry. If he was asked to identify and mount all the TrueCrypt volumes 

along with all mountable file system and USB sticks on his computer, he has 
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no other option but do so. He cannot hide any hidden volume, because each of 

the mounted volumes has a unique serial number which is not kept in the 

Windows registry but stored in the shortcut.lnk files through the primary 

applications after the volumes are mounted. The officer can compare all the 

volume serial numbers in the ‘.lnk’ files to the relevant serial numbers for all 

mounted volumes. So it will be easily noticed if there is a discrepancy. 

 

Leakage through a Primary Application: A deniable file system does not 

exist in isolation. Rather, users create deniable file systems to hide data that 

are currently being used and for future use. Applications like Microsoft Word, 

Adobe Photo-Shop are not designed to preserve deniability and may leak 

existence of the files in the hidden volume. ‘Word Auto Saves’ [48] feature in 

Microsoft Word application is used to backup or recover files when "Save 

AutoRecover Info every <n> Minutes" is activated. Backup files are images of 

the original files which record all changes made to the original one, saves all 

modifications, and then closed after successful termination of the applications. 

If a file is opened from the hidden volume, the auto recovery mechanism 

facilitates to copy the running file from the hidden volume to the local hard 

disk.  

When a primary file is closed by the user, Word removes the associated 

backup file but Word does not enforce the secure deletion. As a result, by 

running a simple data recovery tool one can recover the earlier-edited files 

stored on the hidden volume. During a crash, power off or termination 

command, Microsoft Word will recover the auto-recovery files without the 

TrueCrypt volume being mounted. An intruder can discover the existence of 

hidden volumes revealed from the leakage by the primary application, and 

also can use the contents. 
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Leakage Through a Non-Primary Application: Desktop search applications 

and anti-viruses software blindly search and scan for all volume in the system. 

These mostly used non-primary applications poorly interacts with the 

deniability of a hidden volume. They appeared to have no direct interaction 

with the hidden volume data but in fact access the hidden volume. Google 

Desktop is featured to view previous states of a webpage or view of accessed 

Microsoft Word documents if the caching feature called ‘Enhanced Search’ is 

enabled. When users work out with document files, Google Desktop caches 

snapshots of those for later use. It has the capability of viewing cached 

snapshots of a file from latest to multiple versions cached at different times. 

These cache features exposes not only the current state of a document but also 

a brief summary of its evolution over time.  To examine this issue we created 

a Word document file called DiscoverSecrets.doc in a TrueCrypt hidden 

volume and added sections Coca-Cola Recipes to that file.  
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With Google Desktop installed and running, we edited and saved the 

document several times. Later on, we un-mount the hidden volume and 

searched for only the file name in Google Desktop. Surprisingly, the search 

result published a number of snapshots of the same file edited over different 

time, though the searching includes no word from the file content. These 

result can be repeated also with irrespective of the volume’s mount point (any 

drive letter E, F, G) or mount type (normal or fixed and removable medium), 

Figure 5.1. 

Therefore, for protection concern, users cannot only rely on True Crypt’s 

encryption for hiding data; moreover users must aware of the risk exposed by 

the non-primary applications.  
 

5.1.3  Physical Memory access 
It is a common perception of the security peoples that memory contents is 

erased as soon as the computers loose power. Another belief is that residual 

data cannot be retrieved from the memory if memory modules are cut off from 

power. A group of security researchers from Princeton University showed that 

these perceptions are incorrect [3]. The researchers found that typical Memory 

modules (such as DRAM) loose contents gradually over a period of second in 

standard operating temperatures even if they are disconnected from the 

motherboard. Surprisingly, they discovered that memory contents persists for 

minutes or for hours if the modules are shifted to a extremely low temperature 

quick after they are plugged off from the operation. They used canned air 

(liquid Nitrogen) to cool the memory down to -50o C. After cutting off the 

power, shifting and keeping the memory into a canister of liquid nitrogen for 

60 minutes, and then returning it to the  machine, they measured only 14,000 

bit errors within a 1 MB test region (0.17% decay). So this experiment 

concludes that data from a memory module can be recoverable after hour or 
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days of delay with extreme cooling process. The Princeton University 

researcher present a suite of attacks that exploit DRAM remanence effects to 

recover cryptographic keys held in memory even if the computer is screen-

locked or suspended [3]. 
 

5.1.4 Boot kit attack  
Austrian IT security specialist Peter Kleissner developed a bootkit called 

stoned which is capable of bypassing the TrueCrypt partition and system 

encryption [4]. 

 
 

             

 

 

 

 

 

A bootkit is a specially developed rootkit that has the capability to modify a 

PC’s Master Boot Record (MBR) that is a piece of unencrypted code. Bootkit 

injects itself into the Master Boot Record (MBR) and activates it even before 

the operating system is started. During startup, BIOS (Basic Input Output 

System) first calls the bootkit, and bootkit runs the TrueCrypt boot loader. 

Bootkit uses a “double forward” (Figure 5.2) to redirect I/O interrupt 13h, 

which allows it to insert itself between the Windows calls and TrueCrypt. 

Once the operating system has been loaded, bootkit runs in parallel with the 

actual Windows kernel, and install malware in the system [4]. 
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5.2 BitLocker security Analysis 
 

In this section, we introduce several security issues of BitLocker encryption 

scheme. 
 

5.2.1 Memory Dumping Attack on RAM 
This attack is developed by the researchers of the Princeton University [3]. 

AES key, in BitLocker system, is used to encrypt the disk sectors and resides 

in RAM, in scheduled form, for as long as the disk is mounted. The basic idea 

of this attack is to discover the key from the memory. The attack is executed 

from a bootable external USB hard disk that contains Linux, a custom 

SYSLINUX-based boot loader, and a FUSD [35] filter driver that allows 

BitLocker volumes to be mounted under Linux. The first step is to cut off the 

power to a running Windows system installed with BitLocker. The USB disk 

is connected then which reboots the system again.  The integrated code 

module inside the USB automatically dumps the memory image into the USB. 

A keyfinder module is run to filter the correct keys from the image.  
 

5.2.2 Plausible Recovery attack 
The aim of this attack is to modify the BitLocker code on disk to implement a 

backdoor. The backdoor, in turn, saves a key on disk location in the system 

from where the key be retrieved later. Assumed that, the attacker has the 

privilege of physical access to the targeted system. The code modification will 

be detected immediately when a legitimate user starts the system next time. 

The user then applies the TPM-independent recovery mechanisms to 

overcome the problem. The attacker revisits the system to collect the key. 

Each time the attacker visit, he can copy encrypted volume data could from 

the target system as the actual encryption key does not usually change. 
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Another possible implementation of this kind of attack is to provoke a 

situation where the user accepts seemingly legitimate modification by 

attempting repair the target system. Just sneak before the state where the user 

accepts the modification and thus malicious change would be masked with the 

legitimate one. This kind of attack is unlikely to be noticeable by the victim, 

which might leak encrypted data and the secret key. 
 

5.2.3 Spoofed Prompt attack 
In this attack, the attacker assumed to have the privilege of physical access to 

the targeted system. He injects a malware by modifying BitLocker code, and 

let the TPM detect the modification. The malware pop-ups a spoofed prompt 

either for a recovery key or for normal user interface. It might be designed to 

drag the user to such a level where users disclose the secrets. In this way 

attacker collects key materials though which he can decrypt the volume. 

Note that, the TPM will deny unsealing its part of the key material while the 

platform operates in a modified state. 
 

5.2.4 Tamper and Revert attack 
This is an extension of the spoofed prompt attack. In Spoofed prompt attack it 

is assumed that platform modifications will be detected. But in this attack, 

instead of accepting the detection, the attacker attempts to exploit tampering 

yet hiding it. It is done with an additional boot cycle. The attacker attempts to 

modify TPM-verified code by adding a cleanup function that restores the 

previous platform state. The malicious code will initiate a bogus error 

message prompting to reboot the system, so that the platform state, as 

measured, will be compliant with the reference PCR (Platform Configuration 

Registers) values again. This attack generates copies of keys controlled by the 

user.  
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5.2.5 Preemptive Modification attack 
This attack is similar to the plausible Recovery attack but implementation 

time is different. Recovery attack is initiated on a system where BitLocker is 

already activated but preemptive modification attack targets a system before 

BitLocker has been activated. During BitLocker activation, the user simply 

use the current platform state, when asks to define, as the reference state for 

the future booting. There is no means of verifying the particular property of 

the current state. If an intruder manages to modify critical values of platform 

before BitLocker is activated, he will be able to incorporate this modification 

into the trusted platform state which goes unnoticed. Therefore, attacker can 

gain read and write access to data handled on the target system [36]. 

 

5.3   BitLocker Security Analysis Summary 
 

5.3.1 Authenticated boot 
There exist the possibilities of changing the parameter of boot state. That’s 

why secure boot always need an adequate action of interruption if the 

measured state deviates from the reference. There should be effective 

mechanisms either to stop the boot process or to fix it whenever the change is 

detected. TPM only ensures authenticated boot. But it does not enforce a 

trusted platform state; it only denies unsealing a key if the state is considered 

un-trusted.  
 

5.3.2 No trusted path to the user 
BitLocker uses PIN and key material to authenticate the legitimate users.  The 

channel between the legitimate users and the system is vulnerable to spoofing 

attacks and man-in-the-middle attacks.  
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5.3.3 No context-awareness 
The BitLocker has no means of verifying whether the system is under control 

of an authenticate user or is compromised. It blindly accepts a user as a 

legitimate who simply provides correct keys and credential, though requesting 

a PIN or key is treated as authentication. 
 

5.3.4 Threats against the Trusted Computing Base (TCB) 
The Key Concept of Trusted Computing Base (TCB) is ‘chain of hashes’. The 

chain of hashes considered to be trustworthy if it fulfills the conditions [37]: 

1. The first code running and extending PCRs (Platform Configuration 

Registers) after a platform reset is trustworthy, and the code cannot be 

replaced. 

2. The PCRs are not resettable, without passing control to trusted code. 

3. The chain is contiguous. There is no code in between which is executed but 

not hashed. 

Assume, process A runs process B, then B runs process C. Now C is only 

trusted if A and B are trusted. A measures B and hands over control to B. 

Then B measures C and hands over control to C. But A is remained 

unmeasured. The ‘Root of Trust’ is referred to that entity which must be 

trusted implicitly. By this fact, A would be the Root of Trust for Measurement 

(RTM) [37].  

 

 

 

 

 

Figure 5.3 shows a trust chain based on a Static Root of Trust for 

Measurement (SRTM), namely the BIOS [37]. 
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TPM          BIOS         Option ROMs          Boot Loader          OS        Application 

There exist several practical constraints of the architecture and usability of 

TPM which leave them open to attack. 

• Bios Attack: The BIOS contains the Core Root of Trust for Measurement 

(CRTM). CTRM is a piece of code which extends platform configuration 

register (PCR) initially zero. A CRTM can only be modified or upgraded with 

vendor signed code. Now a day CRTM can be freely patchable in many 

machines where the patches require no signature checking on updates. The 

first condition of trust chain dictates that CRTM remains trustworthy until and 

unless the first code is not replaced without vendor sign code. The ability to 

update the CRTM without vendor sign code clearly violates the first condition 

needed by a trust chain. This patching facility turns the machine from a 

trustworthy level to an untrustworthy level where trust cannot be bought back 

any more without an expensive certification process [37]. 

• TPM Reset attack: This attack imposes a security risk to a resettable 

TPM. A resettable TPM (v 1.1 TPM) can be reset by setting its control 

register without resetting the whole platform. It can be done by physically 

connecting the LRESET# pin to ground. This violates the second condition of 

TPM where PCR cannot be reset without passing control to trusted code. For 

resetting a TPM, we need to separate the pin from the bus and reinitialize the 

chip by reloading the driver, and then sending a TPMStartup 

(TPM_CLEAR) to the chip. Thus attacker can avail a resetted TPM which is 

fully activated and operated in a state only visible to the BIOS [37]. 
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5.4  Attacks on AES 
 

5.4.1 Cache attack 
A cache is a small piece of high speed memory [42]. It reduces the load on the 

main memory by keeping the CPU a busy as possible. Modern processors 

consist of two level of on chip cache, called L1 and L2. When a data element 

is accessed from an array, two phenomena can be happened. One is called a 

hit when the element exists in the cache memory; and it does not exist in the 

cache memory then it is called a miss because the data block has to be loaded 

from the main memory.  

 

 

 

 

 

 

 

AES is implemented using only table lookup, xor, and shift operations [44]. 

AES requires large tables (4 x 1024 bytes) in order to be calculated efficiently. 

One encryption accesses only a small portion of the tables, which is tied to the 

encryption’s secret data. Mix Column and Sub Byte transformation in AES 

Algorithm are implemented by lookup tables, thus AES encryption and 

decryption process can be summarized into a sequence of memory accesses to 

these lookup tables. Cache attacks (Figure 5.4) depends both on the sequence 

of the memory accesses and on the cache initial state [38]. For example if 

each encryption is executed from an empty cache or from a chosen cache 

initial state, then cryptanalysis mainly detect cache misses which will recover 
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the most significant bit of each key byte of AES. On the other hand if there 

exists a cache initial stage in which all lookup tables remain in the cache 

before each encryption then no cache misses occur. We can classify the 

following cache attacks depending on various initial state of cache: 

• Empty initial state (reset attacks): These attacks are performed when the 

cache contains no lookup tables of the encryption process before any 

observation. 

• Forged initial state (initialization attacks): These attacks require to 

initialize the cache into a known state before the encryption 

• Loaded initial state (micro-architecture attacks): These attacks perform 

when the cache consists of all lookup tables for the encryption process. 
 

5.4.2    Side-Channel Attacks  
Side channel attack are done by estimation and comparison of the side-

channel leakages that are parameters like electromagnetic radiation, samples 

of the supply current or execution time [39].  

 

 

Basically, cryptanalysis directly interacts with the fundamental mathematical 

formula whereas Side-channel attacks (Figure 5.5) estimate assumptions 
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about the mathematical implementations and conduct attacks against those 

implementations. The basic idea is to discover what data have been generated, 

what mathematical operations have been executed, or to find out the secret 

key by measuring side channel parameters. 

Power analysis attack: Power analysis attacks are kwon as non-invasive 

attack. These attacks are classified into simple power analysis (SPA) and 

differential power analysis (DPA) [40].   

Simple power analysis (SPA) is a method which directly interprets power 

consumptions that are measured from small number or even from a single bit 

of power trace [40]. Power traces are generated during cryptographic 

operations by the devices.  The attackers interpret with the graph made by the 

shape and numbers of power traces, and try to obtain the key bits of the secret 

key. Differential power analysis (DPA) depends on a wide set of power 

consumption curves measured during the encryption and decryption process 

of different data inputs. Unlike in SPA measuring a single power trace, DPA 

interacts with power consumption at a fixed segment of time. Then different 

statistical tools are applied on the curves over time to guess the correct key. 

Timing attack: Timing attacks are conducted by observing the time taken by 

a particular encryption operation [41]. It preciously monitors data flow in and 

out of the CPU or memory, on the hardware running the cryptosystem. Then 

statistically analyse these timing samples to obtain the entire secret key. 

 Prime and Probe attack: This is a covert side channel attack performed on a 

cache memory (Figure 5.6)[38] [42]. Presume that the attacker has the 

privilege to user-level access to perform an encryption. The aim is to see if a 

given encryption operation E(palintext, key) looks up some table index y .  

Firstly, an attacker writes his own data into the cache. He waits for the 

encryption process to load  AES table values into the cache. Finally attacker  
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reloads  his own data from cache and  try learn the key bytes from the retrived 

value. 

Result: Suppose that for a given value of palintext1, table index y is always 

looked up. So it can be guessed that first-round table lookup is performed, and 

a key byte can be learned [42]. 
 

5.4.3    Ciphertext manipulation attacks  
These kinds of attacks are performed in a AES-XTS mode. AES-XTS mode 

performs with 16 byte blocks which are a suitable size of data block for 

ciphertext manipulation attacks [22]. The aim of this attack is to manipulate 

the cipher text so that attacker can randomize a plain text of any block. The 

objective of this attack is to manipulate the cipher text in such a way that 

some part of the plain text can be changed to a value of attacker choice. Two 

different contexts of this attack are: code modification and data modification. 

Code modification: In this attack attacker attack a randomize block of code 

and attempt to manipulate the code in such a way that attacker will be able to 

create a security hole in the crypto system by keeping the system functional 

simultanouly. It involves the attacker to modify any of the access control code 

module, so that either it escapes certain checks or it doesnot flush  untrusted 

input [22].  

Data modification: This attack targets the security settings of an operating 

system. The objetive of the attaker is to find a block of cipher text 

corresponding to the parameter of certainn security settings. By manipulting 

the ciphertext attackers try to alter the value of the parametter which will turn 

the secirity setting to an insecure state [22]. 
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Chapter 6 
Countermeasures and Discussion 
 

In the following discussion I propose several potential techniques and 

security practices to address most of the security issues.  

 

6.1 Defeating Key Identification in Memory dump 
Attack 
In memory dumping attack, memory image is dumped into the external 

devices and appropriate key is extracted from the huge memory residue-data 

by key scheduling tool. Truecrypt saves users’ passphrases in a value of 

four-byte length within a buffer structure. By using this knowledge along 

with a developed set of rules, attacker can form the signature to recover the 

cached passphrases easily. Key extraction from the memory image can be 

easily defeated if the entire key or the key scheduler is kept in parts in 

different memory locations which made it harder to identify the address of 

each block of key material related to the first one. Moreover, they could be 

dissembled in a complicated fashioned to break their contiguous structure. 

Another alternative is to re-compute the key whenever necessary rather than 

rescheduling the key from the memory, which may avoid the use of a full 

key scheduler in the memory but hinder the performance of the disk 

encryption. These alternatives effectively prevent the key schedule attack 

from the captured memory image. 

 

 

 



Security Of Hard Disk Encryption                                                                                                                      
                                                              Countermeasures and Discussion | Chapter 6| 

 

  

 

 66 

6.2 Countermeasures against cache-based 
attack  
 

6.2.1 Avoiding memory accesses during AES processing 
AES accesses the cache memory during the processing of table lookups.  

One can exploit the effect of cache memory. We can introduce a technique 

which represents the table lookups in terms of equivalent bitwise logical 

operations. Then we can vectorize the operations across registers and 

execute parallel encryptions. Thus replacing the table lookups requires 

partial redesigning of chipper algorithm in terms of series of logical 

operations.  This has a performance impact on overall encryption process 

depending on the architecture of the cipher. AES can achieve a higher 

efficiency in bitwise implementation than lookup-based implementations, in 

parallelized encryption modes such as CTR rather than chained modes such 

as CBC.  

Another way for avoiding memory access is to implement the table in the 

registers in spite of cache, which may require independent AES hardware 

module with co-processor. 
  
 

6.2.2 Data-independent memory access with Cache state 
normalization 
If we employ table lookups, rather than avoiding it, we have to ensure that 

the memory access patterns (such as the instruction scheduling, access 

scheduling, and their timing) are absolutely independent of the data running 

through the algorithm. More concisely, to apply a memory access we can 

load all entries of the correspondent table according to definite order and 

execute just the selected one needed for the instance. If any memory content 
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is disclosed by the processor, then it guarantees that the accesses sequences 

to memory blocks are data-independent. To confirm this one can read an 

agent component from every memory block upon every lookup. 

To avoid cache attack we can map the cache into a data independent 

normalized state. It can be achieved by loading all lookups table elements 

into cache at any entry to the encryption code and at any exit from the 

encryption code (including interrupt and context switching by the operating 

system) [42]. We have to normalize the state of the cache instantly before 

encryption and also after each interrupt resulting during an encryption 

(which requires operating system support). 
 

6.2.3 Disabling cache sharing 
One of the effective countermeasures again software-based attacks is to stop 

cache state effects from spanning process boundaries. To achieve it through 

multithreading processors, the processor is programmed to admit separate 

processes to use separate logical caches that are statically mapped within the 

physical cache. Two processes can be separated by mapping the memory, 

accessible by single process, into a group of cache sets that is dissociate 

from that of other processes. 
 

6.2.4 Static or disabled Cache 
One straight forward approach against the cache- based attack is to totally 

disable the CPU’s caching mechanism which will drastically slow down the 

performance of encryption operation.  The alternative approach is to initiate 

a ‘special’ mode where the accesses, which hit the cache, are directly 

executed from the cache, and the accesses, which miss the cache, are 

directly executed from the memory. The encryption routine works by 1) 

loading first the AES table into the cache, 2) then initiating the ‘special’ 
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mode, 3) running the encryption process, and 4) finally deactivate the 

‘special’ mode. During the processes (1) and (2), attacker processes must 

not be allowed to be executed. It ensures a safe execution of step (3).  
 

6.2.5 Dynamic table storage 
Cache-based attacks scans memory access pattern to gather information 

about table lookups. Rather than giving up the use of the table lookups, we 

may use them in a de-correlation manner. For instant, we can creates copies 

of each table and place them at various offsets in the memory. Each table 

lookup use a pseudo randomly chosen table. The numbers of copies of the 

tables will be equivalent to the numbers of cache sets. However, it will make 

most table lookups to occur cache misses. Another clever way of using 

single table is either to randomly moving it around in the memory or to mix 

the order of the table elements for a couple of times during each encryption. 

This technique requires sufficiently strong permutation with lookup. 

 

6.3 Countermeasures against Timing Attacks 
 

6.3.1 Adding Delays 
Timing attack can be counter measured by allocating the same exact amount 

of time for all operations, but it is truly unfeasible. Instead of allocating 

same amount of time, we can delay to return results until a pre-specified 

time by using a timer. Factors such as system responsiveness or power 

consumption may still very in a way which can be detected after the 

operation finishes.  

Attacker will have collections of access measurements when random delays 

are added. Attacker would have to analyze more samples than regular 

(before adding delay) to perform a successful timing analysis attack. The 
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number of current required samples for the attacker is now equivalent to the 

square of the timing noise [43]. 
 

6.3.2 Time Equalization of Multiplication and Squaring 
We can set the unit exact time for performing both the multiplication and 

exponential operations. It makes the attacker hard to guess the numbers of 

total multiplication and total exponential operations at any time. However, 

we can use the trick to confuse the attacker by keeping both the operations 

equal to their numbers. The equalization can be maintained by always 

performing both operations at the same time, regardless of the operation that 

is required at any given time.  

Instead of executing one single operation required to run at any time, both 

the operations are executed, and afterward the result of the unnecessary 

operation is discarded quietly. 

 
6.4  Countermeasures  against  Power   Analysis attacks 
 

6.4.1  Power Consumption Balancing 
To prevent power analysis attack, we can use the techniques for balancing 

power consumption to a constant value. This requires adding dummy 

registers and gates to execute unnecessary operations to balance power 

consumption into a constant value. Whenever an operation is executed in 

hardware, at instant, another complementary operation would be executed 

on a dummy hardware operator to keep balance of the total power 

consumption of the unit to some higher value. This technique prevents 

power consumption attacks by keeping the power consumption constant and 

independent on input and key bits. 
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6.4.2 Addition of Noise 
We can add noise into power consumption measurements to significantly 

increase the numbers the samples to make it unfeasibly for attack. However, 

adding noise alone only increases the number of samples required. Along 

with noise, adding random calculations also increase the noise level enough 

to make the power analysis signal spikes undetectable. 
 

6.4.3 Modification of the Algorithms Design 

Another approach against power analysis attacks is to design cryptosystems 

along with realistic assumptions compatible with underlying hardware. One 

suggestion is to employ nonlinear key update procedures to prevent 

correlation of power traces between transactions. For example, if we hash a 

160-bit key with SHA and use the hashed key, then it would be able to 

destroy the partial information about the key gathered by the attacker. In 

addition, public key schemes can be used with huge exponent and modulus 

modification processes to keep away the attacker from gathering 

information across large numbers of operations. This may require design 

modification in the algorithms and protocols themselves. 

 

6.5 Operating System Support 
 

Most of the recommended countermeasures require the operating systems 

privilege and secure executions of cryptographic primitives as ‘Operating 

System’ services. Open source operating system Linux kernel contains a 

modular library of cryptographic primitives to execute internal crypto-

operations securely. Additionally, through creating an appropriate interface, 

user processes can be able to access this functionality. 
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Operating system can provide secure code execution to the user processes 

which will allow the user to mark “Secure Function” in his code so that 

operating system can execute it in secure premises to ensure high integrity. 

The secure execution is guaranteed which ensure a fail execution to 

terminate safely. Whenever a secure function is required to execute, 

operating system try to set the machine into the secure operation mode for 

satisfying the premise, which may need privileged operations. After setting 

appropriate mode of operation it attempts to execute the code of the secure 

function under user’s normal permissions. In case of fail attempt (due to 

interrupted context switching) the execution of the secure function is 

immediately aborted and prescribed cleanup procedure will be followed up 

(e.g., complete cache invalidation before any other process is executed). The 

process will log the fail attempt and restart it later on. 

 

6.6 Future Work  
Use of Smart card with TMP: To Defeat attacks related 
to authentication violation  

Considering the authentication security related to Boot Kit attack , memory 

dumping attack or any similar attacks, which exploit authentication process 

of the PC to access booting from external device, cannot be easily solved 

because of the design problem of the platform. TPM cannot stand alone 

against this attack. One alternative solution is to involve the use of a secured 

sealed user credential as an authentication PIN together with TPM security.  

In a security system, user credential is more sensitive, and requires a higher 
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level of protection. Smart card1 provides user identity and preserve user 

credentials. On the other hand, TPM provides platform trustworthiness and 

protects platform credentials.TPM keeps platform credentials which are 

attached to their host computers, while Smart card holds user credentials 

which work beyond the platform boundaries and gives ease of portability.  

The combined use of TPM with a Smart card has the advantages of securing 

both the user and platform authentication. A Smart card can provide a 

authentication protocol by implementing JavaCard2 applet to support all the 

cryptographic processing. The main task is to incorporate Smart card 

authentication protocol with TPM authorization protocol (assume that there 

exist a secure channel between Smart card to TPM). The Model works as 

bellow: 

1. User power on computer (start BIOS). 

2. BIOS ask Smart card to initiate authorization  

3. Smart card ask for user PIN  

4. Valid PIN initiates the Smart card to compute data by using stored user 

credential and response back the computed data to BIOS. 

5. BIOS forward the data to TPM for verification. 

6. TPM protocol responses and gives platform access to the authenticate 

user. 

When using only TPM+ PIN(USB) authentication, an attacker has the 

chance to boot from an external device (as booting from external device is 
                                                           

1 A Smart card is a card with embedded integrated circuit which provides identification, authentication, 
data storage and application processing. 

2 Java Card refers to a technology that allows Java applications (applets) to be run securely on smart cards  
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activated) and can forge the PIN or plant malware directly from the external 

device to bypass the authentication. But TPM+ Smart card authentication 

requires an attacker the Smart card and also the PIN associated to that card 

to access the machine through TPM. A Smart Card enabled machine will not 

give the attacker to boot from the external device as authentication through 

Smart card securely initializes the platform by TPM. 

6.7 Conclusion 
 

Disk encryption is useful for preventing exposure of personal information 

when a laptop is lost or stolen; but it is ineffective for preventing attacks that 

aim to access data from a target machine. 

I believe that my thesis emphasizes a new direction for the design and 

analysis of disk encryption systems for protecting information technology 

from the external environment. 

Addressing these issues is both timely and important when laptops are 

searched at international borders, and where laptops are exposed out in 

public places in states that are vulnerable to attacks.  

There seems to be no quick fix for these vulnerabilities, many researchers 

opine. Even though it seems that risks likely to be mitigated by simple 

software modifications, but still remain to be ineffective. On the other hand, 

hardware modifications are more trust worthy but costly and time 

consuming. Trusted Computing technologies proven to be helpless to 

protect the keys when keys reside in memory. 

My research could stimulate a rethinking of how to safeguard sensitive data 

if computers are stolen or lost locked in sleep or screen saver mode where 

attackers can fetch the encryption key from the contents of the memory by 

executing memory-dump utility module while rebooting. Threats remains 
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still with emerge of a new technique which explains how to supercool the 

RAM with compressed air and then physically remove the cooled memory 

from the victim’s computer to attacker’s computer to recover the memory 

residue.        

 I referred to the result of origin for some tests (example, cold boot attack) 

which require sophisticated tools and techniques, where the referred result is 

sufficient enough to address the new discovery rather than actually 

conducting the test. So, I consider this limitation as a considerable degree of 

complexity but impose no effect to deviate the ultimate goal of this report. 

 In addition, my future work emphasizes on an excellent feasible model 

which introduces Smart card incorporation with TPM architecture to 

overcome the authentication problem relate to the design issue. 

Considering the goal, I think my report achieves the satisfactory degree of 

level which looks forward to increasing public concerns and awareness to 

protect their personal computer as well as to develop new cryptosystems for 

disk encryption. 

Proposition: 

• Use TPM+PIN (Smart Card) based secure boot which enables the use of 

TPM with Smart Card token for authentication. 

• For non-TPM-based machine, disable BIOS booting from external 

devices and lock BIOS setup with an admin password. 

• Computers with sleep or screensaver modes are no longer safe to keep the 

data of a mounted encrypted disk secure. Servers with encryption keys in 

RAM are vulnerable. 

• Practice regular to turn off the computer and wait at least for one minute 

to give the memory sufficient time to cool down. 
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• We can use a distributed encrypted file system, such as a PGP disk [47] to 

store sensitive data, which is mounted only when needed and immediately 

unmounted when not in use, and also ensures the deletion of keys from the 

memory. 

• Set operating system to disable MBR over writing in Windows and make 

MBR genuine verification. Secure code execution with secure operation 

mode is an effective method to prevent information leakage through 

primary and non primary application which requires design modification 

of existing operating systems. 

 

         It is now right time to believe the popular adage –            

“If you let your machine out of your sight, it’s no longer your machine”

                         Physical Access = Game Over  
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