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Abstract—We consider the problem of code design for compres-
sion of correlated sources under adversarial attacks. A scenario
with three correlated sources is considered in which at most
one source is compromised by an adversary. The theoretical
minimum achievable sum-rate for this scenario was derived by

Kosut and Tong. We design layered LDPC convolutional codes
for this problem, assuming that one of the sources is available
at the common decoder as side information. We demonstrate
that layered LDPC convolutional codes constitute a sequence
of nested codes where each sub-code is capacity-achieving for
the binary symmetric channels used to model the correlation
between sources, and therefore, can ideally achieve the theoretical
minimum sum-rate. Simulated performance results for moderate
block length show a small gap to the theoretical limit, and as the
block length increases the gap vanishes.

I. INTRODUCTION

In recent years, advances in communication systems have

led to new applications of networks such as sensor networks,

distributed storage systems, and smart grid power networks. As

systems become more and more distributed, their vulnerability

to malicious attacks increases. A malicious adversary can po-

tentially take control of some of the nodes in the network, and

unbeknownst to the other nodes, aim at sabotaging the system

by e.g., injecting corrupted information into the network.

In the context of distributed source coding, Slepian and Wolf

[1] showed that the output of correlated sources which do not

cooperate can be compressed and reconstructed losslessly at

a common decoder with the same sum-rate as if they were

cooperating, which would be the joint entropy of the sources.

However, this is not the case when there is the possibility of

adversarial activities. Kosut and Tong [2] studied this problem

and derived the minimum achievable sum-rate for compression

of correlated sources. They showed that due to the adversarial

attacks, there is a rate penalty to be paid, compared to the

standard Slepian-Wolf result, so that the common decoder can

correctly reconstruct the source outputs. Note that the true

outputs of the compromised sources cannot be retrieved if

the adversary chooses not to transmit them. Therefore, the

decoder’s goal is to be able to correctly reconstruct the outputs

of the sources which are not under attack, without knowing

exactly which ones they are.

In this paper, we propose to use regular LDPC convolutional

codes for distributed source coding under adversarial attacks.

LDPC convolutional codes were first introduced by Felström

and Zigangirov in [3]. Since then, there has been a significant

amount of research on LDPC convolutional ensembles, e.g.,

see [4], [5] and references therein. Due to their impressive

performance, LDPC convolutional codes have been proposed

for various applications such as coding in relay networks [6],

wiretap channels [7], and hybrid ARQ [8]. In addition, it has

been demonstrated that these ensembles have near-universal

performance for the Slepian-Wolf problem over noisy channels

[9].

Kudekar et al. showed that, for transmission over binary

erasure channels (BEC), the reason behind the excellent

performance of these codes is that the belief-propagation

(BP) decoding threshold of LDPC convolutional ensemble is

essentially the maximum a-posteriori (MAP) threshold of the

underlying regular LDPC ensemble, and as degrees become

large for a fixed rate, this will tend to the Shannon threshold

[5]. This phenomenon was also observed for binary-input

memoryless symmetric channels (BMS) [10], and therefore,

was conjectured to hold for general BMS channels as well.

This conjecture, however, has recently been proved to be true

[11].

In this work, we design layered LDPC convolutional codes

and apply them for compression of correlated sources under

adversarial attacks. We demonstrate that layered LDPC con-

volutional codes constitute a sequence of nested codes where

each sub-code is capacity-achieving for the binary symmetric

channels used to model the correlation between sources, and

therefore, can ideally achieve the theoretical minimum sum-

rate.

II. SYSTEM MODEL

A. Source and Adversary Model

We consider a scenario with three correlated binary sources

as depicted in Fig. 1. These sources are compressed by

independent encoders and transmitted to a common decoder

via noiseless channels. We assume that at most one of the

sources can be compromised by an adversary who has full

knowledge of all source sequences, and it can output an

arbitrary bit sequence from that source as the true sequence.

Based on the received information, the decoder should be able



to correctly reconstruct the source sequences which have not

been manipulated, no matter what the adversary’s actions are.

When there is no adversarial manipulations, let Xi
1 denote

the ith binary source sequence with P [Xi = 1] = 1/2 for i ∈
{1, 2, 3}. We assume that sources are pairwise correlated with

the same correlation parameter p, i.e., P [Xj 6= Xi|Xi] = p
for i, j ∈ {1, 2, 3}, j 6= i, and p ≤ 1/2. Therefore, correlation

between each pair of sources, Xj and Xi, can be modeled

as a binary-symmetric channel (BSC) with Xj as the input,

Xi as the output, and crossover probability p. However, the

dependency between Xi and Xk (k 6= j, i), when Xj is also

known at the decoder, depends on the values of Xi and Xj .

In this case, we have [12], [13],

P [Xk 6= Xi|Xi = Xj ] =
p/2

1− p
,

P [Xk 6= Xi|Xi 6= Xj ] =
1

2
,

which corresponds to a BSC channel with crossover probabil-

ity
p/2
1−p , if Xi = Xj (which occurs with probability 1 − p),

and a BSC channel with crossover probability 1
2 , if Xi 6= Xj

(which occurs with probability p and corresponds to erasures).

Therefore, the conditional entropies are given by

H(Xj |Xi) = h(p),

H(Xk|XiXj) = (1− p)h(
p/2

1− p
) + p, (1)

and the joint entropy by

H(X1X2X3) = 1 + h(p) + (1− p)h(
p/2

1− p
) + p, (2)

where h(·) denotes the binary entropy function.

If there were no adversarial attack, the rate H(X1X2X3)
can be used for communication. Now, if the adversary becomes

active and takes control of one of the sources, it can simulate a

sequence based on its knowledge of the other source sequences

and output the simulated sequence as the true values from that

source. Consequently, the joint distribution of the sequences

is manipulated which results in a rate penalty. It was shown

in [2] that the minimum achievable sum-rate in this scenario

is

R∗

s = H(X1X2X3) + max{I(X1;X2|X3),

I(X1;X3|X2), I(X2;X3|X1)},
(3)

where the first term is the joint entropy of the sources which

would be the minimum achievable sum-rate if there were no

adversarial attacks, and the second term corresponds to the

rate penalty we should pay for making sure that the decoder

can correctly reconstruct the sources which have not been

compromised.

Due to symmetry in the correlation model, mutual infor-

mation terms in (3) are equal, and substituting (1)–(2) in (3)

1We use boldface letters to denote sequences as well as row vectors, and
regular letters to denote random variables.
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Fig. 1. System model with three correlated sources, independent encoders,
and a common decoder. At most one source is compromised by an adversary—
Source 3 in the figure.

gives

R∗

s = 1 + 2h(p). (4)

B. Transmission Scheme

We assume that the ith source sequence, Xi, can be

compressed and transmitted at rate RXi
= H(Xi) and is

available at the common decoder as side information. Then,

we try to compress the other two sources in such a way that

the sum-rate would be as close as possible to the minimum

achievable rate in (3).

Using the correlation channel model and a channel code

of length N for each correlation channel, we can apply the

syndrome approach [14] to compress the source sequences

Xj and Xk. In this approach, N input bits of Xj are mapped

into their corresponding N(1−Rj) syndrome bits using Sj =
HjX

T
j , where Hj is the binary parity check matrix of the

channel code. These syndrome bits are then transmitted as the

compressed version of Xj . We consider full rank and sparse

check matrices such that BP decoding can be employed. For

decoding, syndrome bits are included in the check-to-variable

node messages of the BP decoding algorithm. Note that the

syndrome Sj labels the coset of the underlying code that the

decoder uses to decode Xj based on the side information X i.

If the channel code is capacity-achieving for the correlation

channel between Xj and Xi, i.e., a BSC with crossover

probability p and capacity Cj = 1−h(p), number of syndrome

bits would be Nh(p), which from (1), corresponds to the

Slepian-Wolf theoretical limit RXj
= H(Xj |Xi). Similarly, if

the channel code used to compress Xk is capacity-achieving

for the correlation channel between Xk and (Xi,Xj), then,

Xk can be compressed with rate RXk
= H(Xk|XiXj).

Since the decoder does not know which source is compro-

mised and what actions the adversary has taken, the standard

source coding approach for three sources cannot be employed

directly. However, we take the basic idea of the achievable

scheme described in [2] and apply the above syndrome ap-

proach to obtain a sum-rate as close as possible to the mini-

mum achievable rate given in (3). In this scheme, transmission

takes place in a round-based manner. In every round, N bits of

one source sequence, e.g., Xi, are encoded at entropy rate and

used as side information at the decoder. Each of the other two

encoders compresses a block of N bits from the corresponding

sources and transmits a sequence of incremental messages



to the decoder until the decoder can correctly decode the

source sequences2. That is, after transmitting one incremental

message, the encoder sends an additional message only if, due

to adversary’s actions, the decoder requires more information

for decoding the source sequence. We assume that the decoder

can communicate to the encoder via a feedback channel which

completely protected from any noise and adversarial attacks.

The incremental messages, e.g., for the second source, are

created by additional syndrome bits as
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An increase in the transmission rate indicates that there is

an adversarial attack, however, it does not determine which

source is under attack. Once the decoder correctly decodes

the sequence, it moves on to the next source. In this way, the

rate at which each source is transmitted is as small as possible.

The decoder maintains a list D of possible sources that are

not compromised and updates it after each decoding round.

That is, the decoder eliminates the source i from the list, if

this source has been used as the side information and the

decoder has failed to decode at least one of the other two

sources based on this side information using a rate less than

the source entropy. In the subsequent transmission round, one

of the sources from D will be used as side information. The

main goal of keeping this list is to prevent the adversarial

source from being used as the side information based on which

the other two source sequences are estimated.

Considering the impressive performance of LDPC convo-

lutional channel codes, we employ them for source coding

with the syndrome approach. As each source encoder should

be able to transmit the source sequence at different rates,

we design layered LDPC convolutional codes which form

a sequence of nested codes. In the following, we discuss

the construction and performance analysis of layered LDPC

convolutional ensembles.

III. LAYERED LDPC CONVOLUTIONAL CODES

In this section, we briefly introduce the LDPC convolutional

codes. Then, we describe the code design for layered LDPC

convolutional ensembles followed by the threshold analysis.

A. LDPC Convolutional Codes

The LDPC convolutional code ensemble {l, r, L, w} can be

defined by a parity check matrix where variable nodes are at

positions t ∈ [1, L], L ∈ N. In each position, there are Mb

variable nodes, Mb ∈ N and l
rMb check nodes. We assume

that each of the l edges of a variable node at position t is

uniformly and independently connected to a check node in the

range [t, . . . , t+w−1], where w ∈ N is called the “smoothing”

2Note that, in each iteration, a successful decoding can be verified in the
decoder by calculating the estimated syndrome based on the hard-decision

on the variable node log-likelihood ratios (LLR), i.e., Ŝj = HjX̂
T

j and
comparing it to the received syndrome Sj from the encoder.
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Fig. 2. An illustration of the Tanner graph for the sequence of nested codes.

parameter [5]. Similarly, we assume that each of the r edges

of a check node at position t is independently connected to a

variable node in the range [t− w + 1, . . . , t].
The design rate of the LDPC convolutional code ensemble

{l, r, L, w}, with w ≤ L− 1, is given by

R(l, r, L, w) = 1−
l

r
−

l

r

w + 1− 2
∑w

i=0

(

i
w

)r

L
. (5)

A more detailed description of the above ensemble can be

found in [5].

B. Layered LDPC Convolutional Code Design

We now describe the structure of layered LDPC convolu-

tional codes. Meanwhile, we assume that the rate of the LDPC

convolutional ensemble {l, r, L, w} equals the asymptotic de-

sign rate, i.e., R = 1 − l/r as L tends to infinity in (5), and

the boundary effects can be ignored.

Due to the potential adversarial attack, encoders should

be able to transmit each source at different compression

rates which translate into channel code rates denoted by

R1, . . . , RM , where R1 is the highest rate and RM the lowest.

We start by choosing a variable node degree l1 and check node

degree r such that we obtain the rate R1 = 1 − l1/r. Then,

we construct the first layer of the parity check matrix H1

from the ensemble {l1, r, L, w} with block length N = MbL
as described in [5]. For a fixed r and N , we proceed to

construct the mth layer of the parity check matrix Hm with

lm = r(Rm−1−Rm) for m = 2, . . . ,M . Extending the parity

check matrix with the mth constructed layer as

H =
[

H
T
1 H

T
2 · · · HT

m

]T

, (6)

results in the code with rate Rm. In this way, a sequence of

nested codes is constructed which can be used for generating

the incremental syndrome bits as shown in Fig. 2. We denote

the layered LDPC convolutional code ensemble with M layers

by {l1, . . . , lM , r, L, w}.

C. Analysis

For transmission over binary erasure channels (BEC), it

was proved in [5] that the belief-propagation (BP) threshold

for {l, r, L, w} LDPC convolutional ensemble is essentially

the maximum a-posteriori (MAP) threshold of the underlying

LDPC ensemble, and as degrees become large with a fixed

rate, this will tend to the Shannon threshold l/r. It has recently

been proved in [11] that similar results also hold for binary-

input memoryless symmetric channels (BMS). That is, the



following holds for the {l, r, L, w} ensemble with infinite Mb

and the design rate R over BMS channels:

lim
w→∞

lim
L→∞

R(l, r, L, w) = 1−
l

r
, (7)

and the ensemble’s BP threshold tends to 1−R = l/r, which

is the Shannon threshold as degrees tend to infinity with a

fix ratio l/r, and thus, the {l, r, L, w} ensemble is capacity-

achieving over BMS channels [11, Corollary 42].

In the following, we study the performance of layered

LDPC convolutional codes and show that each sub-code in

this sequence of nested codes is capacity-achieving over BMS

channels, including BSC channels used to model the correla-

tion between sources. For density evolution (DE) equations,

we consider the limit in which Mb tends to infinity. We also

adapt the notation and terminology from [15]

Lemma 1. The layered LDPC convolutional code ensemble

{l1, . . . , lM , r, L, w} has the same BP threshold as the stan-

dard LDPC convolutional code ensemble {l′, r, L, w} with

l′ =
∑M

m=1 lm.

Proof: Let aℓm,t denote the L-density3 of the message at

iteration ℓ which is emitted from a variable node along the

edges of the mth layer at position t. For t /∈ [1, L], we set

a
ℓ
m,t = ∆+∞ where ∆+∞ is the delta function at +∞. For

t ∈ [1, L] and m ∈ [1,M ], the density evolution equations for

the mth layer can be written as

a
ℓ+1
m,t = aBMSC ⊛
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,

where aBMSC is the density of the log-likelihood ratio (LLR)

received from the channel.

When ℓ = 1, i.e., the first iteration, we have a
1
m,t = aBMSC

for all layers m ∈ [1,M ] and all positions t ∈ [1, L]. In

the second iteration, we obtain a
2
1,t = · · · = a

2
M,t for all t.

Recursively, this equality holds for all iterations, i.e., aℓm,t = a
ℓ
t

for t ∈ [1, L]. Therefore, DE equations for the M -layer code

is reduced to a one-dimensional recursive equation given by

3Densities are conditioned on the transmission of all-zero codeword.

a
ℓ+1
t =aBMSC⊛
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.

Consequently, we can conclude that the layered LDPC con-

volutional code has the same BP threshold as the {l′, r, L, w}
ensemble with l′ =

∑M
m=1 lm.

Lemma 2. The design rate of the layered LDPC convolutional

code ensemble {l1, . . . , lM , r, L, w}, with w ≤ L− 1, is given

by

R(l1, . . . , lM , r, L, w) =1−

∑M
m=1 lm
r

−

∑M
m=1 lm
r

w + 1− 2
∑w

i=0

(

i
w

)r

L
,

(8)

which is the same as the rate of the standard LDPC convolu-

tional code ensemble {l′, r, L, w} with l′ =
∑M

m=1 lm.

Proof: Following from [5, Lemma 3], the number of

check nodes Cm at the mth layer of the code is

Cm = Mb
lm
r

[

L− w − 1 + 2

w
∑

i=0

(

1−

(

i

w

)r)
]

. (9)

The design rate of the layered LDPC convolutional code is

given by

R(l1, . . . , lM , r, L, w) = 1−
C1 + · · ·+ Cm

N
, (10)

where N = MbL is the number of variable nodes. Substituting

(9) in (10) gives (8).

Theorem 3. The layered LDPC convolutional code ensemble

{l1, . . . , lM , r, L, w} constitutes a sequence of nested codes

with rates R1, . . . , RM where each sub-code is capacity-

achieving over BMS channels.

Proof: Following [11, Corollary 42], the standard LDPC

convolutional code ensemble {l1, r, L, w} achieves the capac-

ity R1 over BMS channels. Now set M = 2. By Lemma 1

and Lemma 2, the code ensemble {l1, l2, r, L, w} achieves

the capacity R2. Using recursion, we can prove that the code

ensemble {l1, l2, . . . , lm, r, L, w} achieves the capacity Rm for

every m ∈ [1,M ].

IV. NUMERICAL RESULTS

In this section, we provide simulation results on the perfor-

mance of layered LDPC convolutional codes for distributed

source coding under adversarial attacks. Results are shown for

different correlation parameters between every pair of sources,

p = 0.05, p = 0.11, and p = 0.2, which are assumed to

be known at the encoders. Source sequences are generated

using the correlation model described in Sec. II-A. One of the

sources is randomly selected as the adversarial source. This

source ignores the original distribution of the sequences and,

unbeknownst to the decoder and the other two sources, outputs



TABLE I
ACHIEVED SUM-RATE Rs FROM COMPRESSION OF 2000 BLOCKS OF

LENGTH N = MbL BITS WITH r = 20, Mb = 1000, L = 50, 100,
COMPARED TO THE THEORETICAL LIMIT R∗

s IN (3).

p 0.05 0.11 0.2

Rs(L = 50) 1.85 2.37 2.66
Rs(L = 100) 1.81 2.21 2.59

R∗

s 1.57 2 2.44

a new sequence based on the correlation with only one of the

other two sources which is chosen randomly. Consequently,

the joint distribution of the sequences that are observed by

the common decoder would be different from that of the true

distribution.

We use a special variation of the LDPC convolutional codes,

namely the {l, r, L} ensemble [4], [5], in which the smoothing

parameter is exactly equal to the variable node degree, i.e.,

w = l. This variation is shown to provide good numerical

performance with moderate values of Mb and L when l ≥
3. The layered LDPC convolutional code is constructed as

described in Sec. III-B with r = 20, Mb = 1000, and two

values of L, i.e., L = 50 and L = 100. For each value of p,

the first layer is constructed using the asymptotic design rate

R1 = 1 − h(p) from which l1 = r(1 − R1) is obtained. The

other layers are constructed based on the asymptotic design

rates R2, . . . , RM equally spaced in the range (0, R1). The

number of layers M varies depending on the value of L. This

stems from the inevitable rate loss for finite values of L that

can be observed in (8).

For transmission, one source is randomly selected and a

block of N = MbL bits from its output sequence is encoded

with entropy rate. The encoder of the second source forms

the syndrome of its corresponding source sequence using the

first layer of the code with rate R1. The decoder employs the

standard BP decoding utilizing the syndrome bits. Initially, the

list D at the decoder consists of all the source indices. Upon

receiving the syndrome bits and based on the side information,

the decoder estimates the source values of the second source.

If the decoder can correctly reconstruct the source values, it

moves on to the next source, otherwise, it asks for more bits.

Then, the encoder transmits additional syndrome bits using the

second layer of the code. If at the last layer using the code

with rate RM , decoding also fails, the encoder employs the

entropy coding scheme, and the decoder eliminates the source

which is used as side information from the list D. This process

is repeated for the next transmission round with the updated

list D of possible sources that are not compromised.

The performance of the constructed code is measured by

compressing 2000 blocks of N bits for each source, recon-

structing them using the BP decoder, and obtaining the average

sum-rate. It was observed that in all cases, either the bit error

rate of each block was more than 10−3, due to the adversarial

modifications, in which case more bits were transmitted again,

or the code could correct all bit errors. However, this does

not guarantee that the compression is completely lossless, but

it shows the loss is negligible. The obtained sum-rates are

shown in Table I along with the minimum achievable rates

from (3). It can be observed that as L increases, the rate loss,

and therefore, the gap to the theoretical limit decreases.

V. CONCLUSIONS

We presented the construction of layered LDPC convolu-

tional codes which form a sequence of nested codes, and

showed that each sub-code is capacity-achieving over the

binary symmetric channels used to model the correlation

between sources. We demonstrated that this construction can

be employed for compression of correlated sources under

adversarial attacks, and can ideally achieve the minimum

theoretical sum-rate. Numerical results show a small gap to

the theoretical limit for moderate values of Mb and L, and as

L → ∞ this gap vanishes.
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