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Abstract 

Near Field Communication (NFC) is a short distance radio frequency communication technology 

that is suitable for use in a mobile handset. The technology enables payment cards, transport 

tickets and access cards to be replaced by software in the handset, thereby creating a mobile 

wallet with virtual cards.  

This thesis is focused on the mobile phone payment environment including NFC technology, 

industry collaboration and security. The research is based on literature studies, interviews and the 

development of a prototype system. The prototype was developed to demonstrate payments and 

loyalty membership transactions using an NFC-equipped mobile phone.  

The technology of NFC is ready for commercial use since the most critical standards have been 

published. What remains to be done before widespread technology implementation is to establish 

the payment infrastructure. This consists of compatible systems and a solid business model 

supported by industry collaboration agreements.  

When wireless communication and embedded systems including software applications are 

introduced to the payment environment, new threats to payment security arise. Due to this, there 

is a need for continuous research to maintain the security and suppress new attack methods but 

the current protection against attacks in these areas is strong. 

A suggestion for future work is to further study the threats from software attacks as well as 

usability aspects regarding mobile phone payment systems. Another suggestion is to further 

develop the prototype for integration into an existing payment system. 
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Sammanfattning 

Near Field Communication är en radiokommunikationsteknologi för korta avstånd som lämpar 

sig väl för användning i mobiltelefoner. Teknologin möjliggör att betalkort, transportbiljetter och 

accesskort kan ersättas med mjukvara i telefonen, vilket innebär att mobiltelefonen kan användas 

som en virtuell plånbok. 

Det här examensarbetet fokuserar på området kring mobila betalningar. Rapporten är uppdelad i 

tre huvudteman: NFC-teknologi, affärsmodell och säkerhet. Efterforskningen inom området är 

baserad på litteraturstudier, intervjuer och utvecklingen av en prototyp. Prototypen har utvecklats 

för demonstration av hur betalning och bonuskortstransaktioner via mobiltelefon kan utföras. 

NFC-teknologin är redo för kommersiellt bruk tack vare att de mest kritiska standarderna är 

publicerade. Det som kvarstår innan teknologin kan implementeras på bred front är 

infrastrukturen kring betalningar med mobiltelefon. Denna består av kompatibla system och en 

solid affärsmodell understödd av överenskommelser inom industrin. 

När trådlös kommunikation och inbyggda system inklusive mjukvaruapplikationer introduceras i 

betalningsmiljön, uppkommer nya hot mot betalningssäkerheten. På grund av detta behövs det 

kontinuerlig forskning för att upprätthålla säkerheten och stävja nya attackmetoder men det 

nuvarande skyddet mot attacker inom dessa områden är starkt.  

Ett förslag för vidare arbete är att utföra ytterligare studier om mjukvaru-attacker och om 

användbarhet beträffande betalsystem för mobiltelefoner. Ett annat förslag är att vidareutveckla 

prototypen för integrering i ett existerande betalsystem. 
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1 Abbreviations and definitions 

 

AES Advanced Encryption Standard 

APDU Application Protocol Data Unit 

API Application Programming Interface 

Applet Java Application running on a secure element 

CA Certification/Controlling Authority 

CPU Central Processing Unit 

CRC Cyclic Redundancy Check 

DES Data Encryption Standard 

EEPROM Electrically Erasable Programmable ROM 

ETSI European Telecommunications Standards Institute 

FIPS Federal Information Processing Standard 

GP GlobalPlatform 

GSM Global System for Mobile communications 

IC Integrated Circuit 

IDE Integrated Development Environment 

ISD Issuer Security Domain 

Java EE Java Enterprise Edition 

Java ME Java Micro Edition 

Java SE Java Standard Edition 

JDK Java Development Kit 

JPS Java Persistence API 

JRE Java Runtime Environment 

JSF Java Server Faces 

JSR Java Specification Request 

MIDP Mobile Information Device Profile 

MNO Mobile Network Operator 

NDEF NFC Data Exchange Format 

NFC Near Field Communication 

NIST National Institute of Standards and Technology 

OSI Open System Interconnection 

OTA Over The Air 

PCD Proximity Coupling Device 

PCI Payment Card Industry 

PIN Personal Identification Number 

PKI Public Key Infrastructure 

POS Point of Sale 

RAM Random Access Memory 

RAN Radio Access Network 

RFID Radio Frequency Identification 

ROM Read Only Memory 

RTD Record Type Definition 

SAM Security Access Module 
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SD Secure Digital 

SDK Software Development Kit 

SE Secure Element 

SHA Secure Hash Algorithm 

SIM Subscriber Identification Module 

SP Service Provider 

SSL Secure Socket Layer 

SWP Single Wire Protocol 

TDEA Triple Data Encryption Algorithm 

TSM Trusted Service Manager 

UICC Universal Integrated Circuit Card 

UML Unified Modeling Language 

URI Unified Resource Identifier 

UTMS Universal Mobile Telecommunications System  

VCD Vicinity Coupling Device 

VPN Virtual Private Network 

 

Contactless card A card with an embedded integrated circuit and a radio frequency 

antenna 

Handset A cellular mobile device 

MIDlet A Java Application running on a mobile phone 

NFC device A device equipped with an NFC module that can communicate 

through radio frequency technology. It can be both passive and 

active.  

NFC forum tag One of four tags specified by the NFC forum. 

Personalization The process of storing personal payment information on a secure 

element of a mobile phone. 

Proximity card A contactless identification card (smart card) with a communication 

range of around 10 cm. 

RSA A cryptographic algorithm developed by R. Rivest, A. Shamir and 

L. Adleman. 

Service Provider Any organization that provides a service. In this report, SPs 

generally supply a software application in the handset to provide 

their service.  

Smart Card An identification card with an embedded chip. 

Smart Poster A poster with an embedded tag able to share information to an active 

NFC device. 

Tag A passive device communicating through radio frequency technology 

without its own power source. 
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2 Introduction 

2.1 Background 

Electronic payment with credit and debit cards is a worldwide technology available at most 

points of sale today. The technology evolves constantly and the use of so-called smart cards 

with an embedded integrated circuit becomes more common in both contact-based and 

contactless environments.  Smart cards are popular when it comes to areas such as 

identification, payment, ticketing and access control. The next step of payment evolution 

might be to integrate the smart card technology into mobile phones. 

Near Field Communication (NFC) is a short-range wireless communication technology 

developed for use in mobile phones that enables it to act as a contactless smart card. 

Almost a billion mobile phones are sold each year and the number is still increasing. They 

have become a natural part of the daily life and its area of use grows larger and larger. NFC 

enabled mobile phones offers the possibility to use them as payment cards, loyalty 

membership cards, tickets and keys. It is possible to have multiple NFC applications on a 

single device enabling the user to switch between different services at any time.  

2.2 Definition: mobile payment 

In this report, we use the term mobile payment for the payments made using a mobile phone 

with NFC technology.  

2.3 Purpose 

This thesis is a part of a Master’s degree in embedded systems at KTH. The thesis originates 

from the corporation ÅF as a mean to enhance their knowledge of the technology. The 

purpose of this thesis is to present a foundation of the technology Near Field 

Communication and the related mobile payment environment. A part of this thesis is to 

demonstrate how the technology could be implemented by developing a demonstrative 

prototype.  

2.4 Problem statement 

In this thesis, we have focused on problems related to three important areas: security, 

infrastructure and usability.  

2.4.1 Security of mobile payment 

Similar to current payment methods there are several threats against the security of payment 

systems. Criminals continuously develop attack methods and the fact that the technology 

involves wireless communication, results in yet another dimension of security issues. 
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2.4.2 Infrastructural challenges 

The current business model for managing payments is not sufficient for this payment 

technology. New roles need to be created to support the new dimension of payment services 

that is made available. This in turn requires the establishment of a new business model to 

manage the multiple agreements that arises between the stakeholders.  

In addition, the technology is not yet implemented in a satisfactory number of mobile phone 

models or point of sale terminals.  

2.4.3 Usability aspects 

Mobile payments introduce the use of software to the payment procedure to enhance the 

service possibilities. This however increases the level of user understanding that is required 

to take advantage of these possibilities. The payment procedure requires the user to 

understand and be able to handle the software inside a mobile phone to be able to perform a 

purchase. The user might also have to install and manage the software of the handset. 

2.4.4 Objectives 

The scope of this thesis is to examine the above mentioned problems concerning mobile 

payments and how they can be solved. The main objectives are the following: 

 Gain knowledge about the technology of NFC and payment with NFC enabled 

mobile phones. 

 

 Investigate what is needed for mobile payment to be adopted and widely spread, 

including hardware and software infrastructure, cooperation models for involved 

actors and standardization of technology. 

 

 Examine and describe the threats against the security for NFC communication as 

well as counter measures. 

 

 Design and implement a prototype system for demonstration of how a mobile 

payment can be performed. 

 

 Usability aspects will be discussed based on the technology study and results of the 

prototype development. 

2.4.5 Scope and limitations 

NFC technology creates many possibilities for user convenience related to mobile phone 

services. This thesis is focused on mobile payment and loyalty membership transactions. 

Areas related to, but not considered to be within the scope of this thesis are listed below. 

 NFC applications and services related to ticketing, identification, digital advertising 

and data transactions. 
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 Agreements that need to be made between stakeholders concerning profits, authority 

and information.  

 Questions concerning lead-time and costs for development and maintenance of NFC 

applications and systems related to NFC payment. 

 Cost issues concerning hardware development for phones and contactless payment 

terminals. 

 Cryptography will not be implemented in the prototype system and no security tests 

will be performed. 

 No specific research or empirical study concerning usability will be done. 

2.5 Method 

Execution of this project has included the following steps: 

 Preface – The scope of the thesis will be defined based on a brief study of NFC 

technology and related issues. 

 Literature study – A thorough study of NFC technology, mobile payment 

infrastructure and security related to mobile payment will be done by collecting 

information from scientific reports, books and websites. 

 Interviews – Interviews will be held with representatives from organizations with 

different involvement in mobile payment development. The purpose is to collect 

knowledge about mobile payment technologies and business models that cannot be 

found in literature. 

 Prototype design and implementation – For demonstration purpose and for the 

understanding of NFC technology a prototype system will be designed and 

developed. The system should emulate a mobile payment situation including a cash 

register system, a contactless smart card reader and an NFC equipped mobile phone. 

 Analyze – The results will be discussed and conclusions concerning the scope of this 

thesis will be drawn. 

2.5.1 Division of work 

There are two authors of this report and the work has been equally divided. The study of 

NFC technology was done by L. Corp and the study of security was done by M. Mattsson. 

The rest of the work has been done through cooperation. 
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PART 1: Near Field Communication 

3 NFC overview 

The following sections present an overview of NFC technology, its fields of use and the 

standards that relate to NFC. Section Error! Reference source not found. (Error! 

Reference source not found.) gives an overview of how far development has reached 

regarding payment with mobile phones using NFC. It includes the status of hardware 

infrastructure development and the implementation of field trials as well as a presentation of 

the key stakeholders involved. 

3.1 Technology overview 

Near Field Communication (NFC) is a short-range wireless communication technology 

based on Radio Frequency Identification (RFID). NFC was jointly developed by Philips 

Electronics and Sony in 2002 and has its origin in both companies’ smartcard technology. Its 

communication range is up to 10 cm, but normally used at 4 cm. The short range makes it 

more selective and enables an inherently secure information transfer between electronic 

devices when it comes to eavesdropping or initiating communication. [1] 

An NFC device can be both passive and active, meaning it can act either as a passive RFID 

device or as an active RFID reader. When active, it radiates a very low-power 13.56 MHz 

Radio Frequency (RF) field from a coil antenna that can activate and power up a passive 

device such as a smart card or an RFID tag. 

NFC is designed to be compatible with the RFID systems MIFARE and Sony FeliCa and 

with proximity smart cards defined in the ISO/IEC 14443 standard. These technologies 

dominate the worldwide market for contactless payment, ticketing and access control.  

An important feature of NFC is that it can operate in an active communication mode where 

two NFC devices can communicate by generating their own RF fields alternately. This 

means that two-way peer-to-peer communication is possible. [1] 

Compared to other short-range wireless technologies integrated into mobile phones, 

Bluetooth, Infrared and NFC shares the possibility of peer-to-peer communication, but the 

short range makes it more suited for exchange of sensitive information. Infrared (IR) 

communication is more selective than Bluetooth since the device has to be pointed at 

another device, but the range is still too wide for sending sensitive information. [2] 

3.2 Fields of application 

NFC can be used in many devices and in many situations. It can be used in mobile phones 

for electronic payment, ticketing, information transfers and for access control. It can also be 

used in devices such as cameras, personal computers, audio players, TV sets, and printers for 

transferring information between devices. The primary uses for NFC are listed below [3]: 
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 Accessing digital content, using a wireless device such as a mobile phone to access 

information from embedded RF tags. The tags can for example be placed in labels, 

posters and advertising signs to offer information about products, events, movies etc. 

They can also contain links to Internet websites. 

 Making contactless transactions, including those for payment, access and ticketing 

by emulating contactless smart cards. 

 Exchanging media such as business cards, music, images and notes with other NFC 

devices. 

 Connecting/pairing electronic devices by holding them close to each other and then 

switching to another communication technology for the actual data transfer. The 

tranfer speed of NFC is much lower than for example Bluetooth, but Bluetooth can 

be slow when it comes to pairing two devices. This can be used for connecting 

devices such as components in a home office system or headset to a mobile phone. 

This paper focuses on transactions for payment and for handling loyalty membership 

cards. 

3.3  Standards and compatibility 

NFC is specified in the standards ISO/IEC 18092 [4], ECMA-340 [5] and ETSI TS 102 190 

[6]. These standards specify the NFCIP-1 (Near Field Communication Interface and 

Protocol 1) that describes the RF signal interface, transfer speeds, the general protocol flow, 

initialization protocols and the transport protocol.  

NFC devices are compatible with the standards describing identification cards, ISO/IEC 

14443 (Proximity cards) and ISO/IEC 15693 (Vicinity cards). Just as NFCIP-1, they specify 

13.56 MHz as their working frequency. However, they all specify distinct communication 

modes defined as PCD (Proximity Coupling Device), VCD (Vicinity Coupling Device) and 

NFC (Near Field Communication) respectively. The PCD and VCD modes enable NFC 

devices to emulate proximity and vicinity identification cards respectively. The protocol 

NFCIP-2, standardized in ISO/IEC 21481 [7], ECMA-352 [8] and ETSI TS 102 312 [9], 

specifies how to detect and select one of the three possible communication modes. [8] 
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Figure 3-1 describes the relationships between NFC and related standards. NFC complies 

with these standards when it comes to radiofrequency power and signal interface, 

initialization, anti-collision and transmission protocol. 

 

Figure 3-1: An NFC device can select between NFC, PCD and VCD mode. The NFC mode conforms to the 

NFCIP-1 specification. In PCD and VCD mode, the device emulates proximity and vicinity identification cards 

respectively. 

NFC is compatible with the commonly used contactless smart card technologies Mifare and 

FeliCa, which are trademarks of NXP Semiconductors and Sony respectively. They are 

designed to be used as payment cards for ticketing systems in public transport and for 

similar applications [10,11]. 

Mifare DESFire is a further development of the original Mifare classic with enhanced file 

handling and security features [12]. The DES in DESFire reflects the updated hardware 

cryptographic engine named 3DES, which is used to protect the stored sensitive information 

[13].  

3.3.1 Organizations working for NFC development 

3.3.1.1 Forums 

NFC Forum [20] is an association formed in 2004 by Nokia, Philips and Sony to advance 

the use of NFC technology by developing specifications and educating the market. Since 

2004, it has grown to 140 members representing manufacturers, application developers and 

financial service institutions among others. It has generated several technical specifications 

describing how to exchange data between NFC devices and between devices and tags. Data 

exchange format, record type definitions, reference applications and protocols have been 

specified by the forum. 

NFC Forum is cooperating with the global financial industry forum Mobey Forum to 

advance development of mobile payment. Mobey Forum is a non-profit organization driven 

NFC 

ISO/IEC 14443 

PCD mode 

ISO/IEC 18092 (NFCIP-1) 

NFC mode 

ISO/IEC 15693 

VCD mode 

Passive Communication 

(Read/write) 

Active communication 

(Peer-to-peer) 

Mode selection 

defined in NFCIP-2 

Card emulation 
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by the finance industry and aims to create the Mobile Financial Services ecosystem and 

enable banks to offer mobile financial services. 

3.3.1.2 Standardization and specification bodies 

GlobalPlatform [21] is the international specification body for smart card infrastructure with 

cross industry representation from all world continents. It aims to maintain and drive 

adoption of its technical specifications, which provide an open and interoperable 

infrastructure for smart cards, devices and systems. Its technology supports multi-

application, multi-actor and multi-business model implementation.  

In 2007 GlobalPlatform launched a project in which around 44 member companies currently 

participate to actively contribute to the development of mobile telecommunications 

standards worldwide. [22] 

The Smart Card Alliance [23] is another non-profit association with members from a variety 

of industries, such as banking, financial services, computer, telecommunications and more. 

They are active in USA and Latin America and they work with education programs, market 

research, advocacy, industry relations and open forums.  

The European Telecommunications Standards Institute (ETSI) [24] produces global 

standards for Information and Communications Technologies (ICT), including fixed, 

mobile, radio, converged, broadcast and internet technologies.  

3.3.1.3 Mobile communication industry 

The GSM Association [25] represents the mobile communication industry worldwide and 

has mainly mobile network operators as members. They also have members within the 

broader mobile ecosystem such as handset manufacturers, software companies, equipment 

providers, internet companies, and media and entertainment organizations. GSMA focuses 

on innovating, incubating and creating new opportunities for its members with the end goal 

of driving the growth of the mobile communications industry. 

EMVCo [26] is a cooperation between MasterCard, VISA, JCB and American Express with 

the main purpose to provide compatibility and interoperability within card payments and 

maintain a high security standard. The association manages, maintains and enhances the 

EMV
1
 Integrated Circuit Card Specifications for chip-based payment cards and acceptance 

devices.  

3.3.1.4 A European initiative 

StoLPaN (Store Logistics and Payment with NFC) [27] is a pan-European consortium 

supported by the European Commission. It examines the potential for bringing NFC 

technology and mobile communication together. The aim is to define open commercial and 

technical frameworks for NFC-enabled services on mobile devices. 

                                                

1
 EMV is a global standard for credit and debit payment cards based on chip card technology. 
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4 NFC technology 

4.1 Comparison to RFID 

Radio Frequency Identification technology includes a large variety of operating principles 

and has a wide range of uses and NFC is a small subset of RFID. It has a more specific 

range of around 4 cm up to around 10 cm, works at a frequency of 13.56 MHz and 

communicates through inductive coupling.  

RFID however, include systems with ranges of a few millimeters up to around 15 meters, 

that operates at frequencies from 135 kHz to over 5 GHz and that uses different coupling 

methods [28].  

Both NFC and RFID can be passive and active but NFC enables two-way peer-to-peer 

communications, which is not possible with RFID systems. 

4.2 NFC Architecture 

NFC can used in three possible operating modes, peer-to-peer mode, read/write mode and 

card emulation mode. In the NFC standard (ISO/IEC 18092), active and passive 

communication is described as well as the definition of an active and passive device (see 

4.3).  
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Figure 4-1 gives an overview of NFC architecture based on the OSI model
2
. The architecture 

is characterized by the three operating modes and the different communication protocols that 

are used in each mode are shown in the same figure.  

 

Figure 4-1: NFC communication architecture with high-level applications in the top and radio frequency 

communication specifications in the bottom. The figure shows which standards and specifications that are used 

in the different communication layers for each operating mode [29,30]. 

Here follows a description of the three operating modes: 

 The peer-to-peer mode allows two NFC devices to communicate with each other 

according to the NFCIP-1 protocol (ISO/IEC 18092). Both devices are active devices and 

communicate by alternately generating their own RF fields. This two-way 

communication is supported by the Logical Link Control Protocol (LLCP) [31] described 

in 4.3.4.  

 The read/write mode uses passive communication where the NFC device is the active 

device generating an RF field in order to read information from a passive device. 

Communication in this mode follows the NFCIP-1 protocol (ISO/IEC 18092). This mode 

allows the NFC device to act as a contactless reader and to communicate with four types 

of RF tags defined by NFC Forum. For reading and writing tags the NFC Data Exchange 

Format (NDEF) and several Record Type Definitions (RTD) has been specified. The 

NDEF and the RTDs are described in 4.3.2 and 4.3.3 respectively. 

                                                

2 The Open System Interconnection is a standardized model of how network protocols and equipment 

communicate and interoperate. [105] 
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 The card emulation mode also uses passive communication but the NFC device is here 

passive, emulating a contactless smartcard. The NFC device can be read by an external 

reader generating an RF field. This mode is suitable for contactless payment and ticketing 

and conforms to the standard for contactless integrated circuit proximity cards, ISO/IEC 

14443.  

4.3 NFCIP-1 communication (ISO/IEC 18092) 

4.3.1 The Active and Passive communication modes 

Communication between two NFC devices can be either active or passive [5]. Active 

communication involves two active devices and is illustrated in Figure 4-2. Both devices can 

initiate transmission and they alternately generate an RF field to communicate. This requires 

a protocol for collision avoidance to assure that the devices cannot initiate transmission if 

there is already a generated RF field in the vicinity. 

 

Figure 4-2: Active communication between two active devices where the devices alternately generate an RF 

field to initiate and reply respectively. 

Passive communication occurs between an active and a passive device as in Figure 4-3. The 

active device then generates an RF field to energise the passive device through inductive 

coupling. The passive device transmits data using load modulation, described in 3.3.1. 

 

Figure 4-3: Passive communication between an active device acting as initiator and a passive device acting as 

a target 

For compatibility with different systems, NFC devices can transfer data at speeds of 106, 

212 and 424 kbps and during one transaction the devices may switch between these rates by 

performing a parameter change procedure. However, change of mode (passive or active) 

cannot be performed during a transaction; to change mode the target must have been 

deactivated or removed. [5] 
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4.3.2 The NFC Data Exchange Format (NDEF) 

The NFC Data Exchange Format is the data format for NFC Forum-compliant devices and 

tags specified by the NFC Forum. This format is used in read/write operating mode. 

The specification describes a binary message format designed to encapsulate one or more 

payloads of arbitrary type into a single message construct. As shown in Figure 4-4 an NDEF 

message contains one or more NDEF records, which respectively carry a payload and three 

parameters describing it: payload length, type and identifier (optional). [32] 

 

Figure 4-4: The NFC Data Exchange Format (NDEF) 

When an application wants to encapsulate one or more related documents into a single 

NDEF message an NDEF generator encapsulates each document in NDEF records as 

payload or chunked payload. The records are then put together to form a single NDEF 

message which is transmitted across an NFC link to another device or a tag.  

4.3.3 The Record Type Definitions (RTD) 

NFC Forum has specified standard record types used in messages between two NFC Forum 

compliant devices or between devices and tags. The NFC Record Type Definition Technical 

Specification [33] specifies the format and rules for building standard record types for NFC 

devices. There are also four specific RTDs describing how to store, send and retrieve 

messages. These are the record types: plain text, URI
3
, smart poster and generic control.  

4.3.4 The Logical Link Control Protocol (LLCP) for peer-to-peer communication 

The Logical Link Control Protocol (LLCP) manages traffic over the physical layer 

supporting peer-to-peer communication between NFC devices. The protocol is specified by 

NFC Forum in the LLCP technical specification [31], which defines two forms of data 

transport service types:  connectionless and connection-oriented.  

Connectionless transport provides a simple data transmission service with minimal setup 

allowing spontaneous exchange of service data units, but has no reliability or flow-control 

guarantees. Connection-oriented transport on the other hand provides a data transmission 

service with in-order and reliable delivery of service data units.  

                                                

3 URI is short for Uniform Resource Identifier which is a locator (URL) or a name (URN) or both describing a 

location and an identity of an item. 

 NDEF message 

 NDEF record  NDEF record 

 NDEF payload   Payload length  
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Devices can be classified as three different link service classes depending on which service 

type they offer. Devices can offer connectionless service only, connection-oriented service 

only or both services, classified as link service class 1, 2 and 3 respectively. 

4.3.5 General protocol for NFCIP-1 devices 

The general protocol flow between NFCIP-1 devices describes how to initialize 

communication and how to select targets in passive and active communication mode 

respectively. It can be divided in two parts, initialization and transport protocol. 

Initialization includes collision avoidance and the selection of communication mode. The 

transport includes activation of target, parameter selection, data exchange and de-activation. 

The general protocol flow is illustrated in Figure 4-5. [5] 

 

Figure 4-5: General protocol flow for NFCIP-1 devices including initialization and transport protocol [5] 
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4.3.6  Initialization 

4.3.6.1 Collision avoidance for active communication 

Every NFCIP-1 device is in target mode by default and waits silently for a command from 

an initiator. When an application requests to initiate communication the device may switch 

to initiator mode. The application then determines transfer speed and communication mode 

(either active or passive). 

An initiator shall then make sure that there is no external RF field present and cannot 

activate its own RF field if another is detected. If no RF field is detected the initiator 

activates the field. Thereafter a command is transmitted by the initiator followed by a 

response from the target. In active communication mode, the target should make sure that no 

other target is responding before sending a reply by sensing if any other RF field is present. 

The communication mode and transfer speed of the target shall be the same as of the 

initiator.  

4.3.6.2 Single device detection for passive communication 

In passive communication mode, Single Device Detection (SDD) is performed to avoid 

response from more than one target. It is performed differently, depending on which transfer 

speed is selected.  

An illustration of the SDD protocol flow for 106 kbps is shown in Figure 4-6. At this speed, 

the active device can only communicate with one target. [4].  

 

Figure 4-6: Single Device Detection protocol flow for passive communication mode at 106 kbps [4] 

 The steps of SDD are the following: 

1. The initiator initiates communication. 

2.  Both targets reply with their complete NFCID1 number, which is an identification 

number randomly generated by every target. 

3.  The initiator detects a collision and registers its position. 

4.  The initiator sends the fragment of the NFCID1 number registered before collision. 
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5a. Target 1 checks if the NFCID1 fragment matches with its own number. It is a match 

and transmits the remaining bits of the NFCID1 number. 

5b. Target 2 checks if the NFCID1 fragment matches with its own number. It is not a 

match and the target remains silent. 

6.  The initiator sends clearance to the selected target. 

7.  Target 1 enters selected state and starts to transmit data. 

For 212 kbps and 424 kbps, a time slot method is used which enables NFC devices to 

communicate with multiple targets. The initiator sends a polling request with a number 

indicating how many time slots should be used (up to 16 is possible). The targets then 

respond within a randomly chosen time slot given by an integer between zero and the given 

time slot number. The targets also send their NFCID2 number (an identification number 

similar to NFCID1 but used for 212 kbps and 424 kbps), which enables the initiator to 

identify the targets. If another collision occurs, the initiator repeats the SDD. An example is 

illustrated in Figure 4-7 where the time slot number is 2 and where the Initiator can receive 

information from targets 2 and 3. Targets 1 and 4 have chosen the same time slot, which 

results in a collision. [4] 

 

Figure 4-7: Single Device Detection for passive communication mode at 212 kbps and 424 kbps using time 

slots [4] 

4.3.7 The RF signal  interface 

The transfer speed for NFC can be 106, 212 or 424 kbps. For the speed of 106 kbps in active 

communication mode, the data is encoded through modified Miller bit encoding with 100 % 

ASK modulation (Amplitude-Shift Keying) of the RF operating field. For all the other 

modes and transfer speeds is Manchester bit encoding used, with 8-30 % ASK. Type of 

modulation and bit encoding for every mode and speed respectively is presented in Table 1. 
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Table 1: Modulation and Bit encoding used for the different communication modes and speeds [5,34] 

Speed [kbps] Active communication Passive communication 

 Modulation Bit encoding Modulation Bit encoding 

106 ASK 100% Modified Miller ASK 8-30% Manchester 

212 ASK 8-30% Manchester ASK 8-30% Manchester 

424 ASK 8-30% Manchester ASK 8-30% Manchester 

 

Modified Miller encoding uses short pulses at different positions of a bit duration to 

represent data and is described in Figure 4-8. A one is represented by a pulse starting in the 

middle of a bit period. A zero after a one is a straight high signal but a zero after another 

zero is represented by a pulse occurring in the beginning of the bit period [35]. 

 

Figure 4-8: Modified Miller bit encoding 

Manchester bit encoding is illustrated in Figure 4-9 and is characterized by transitions at the 

midpoint of a bit period. A one is represented by a transition from low to high and a zero is 

represented by a transition from high to low. Reversed polarity in amplitude is also 

permitted, which means that a one is represented as a low-to-high transition and vice versa. 

This is determined during initialization by two SYNC bytes. [35] 

 

Figure 4-9: Manchester bit encoding with obverse and reverse amplitude 

4.4 Card emulation communication 

When an NFC device is in card emulation mode it can either emulate a proximity coupling 
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frequency of 13.56 MHz. PCDs have an operating range of 10 centimeter and transfers data 

at a rate of 106 kbps while VCDs have an operating range of up to 1 meter and transfers data 

at a maximum rate of 26 kbps. [36] 

4.4.1 VCD mode 

In VCD mode, the NFC device can emulate a vicinity identification card according to the 

standard ISO/IEC 15693 or read tags defined in the same standard. [37] The wide operating 

range of vicinity smart cards makes it suitable for applications such as payment at drive-

through restaurants, access control at parking lots or payment of road taxes. These areas are 

considered to be outside the scope of this thesis and therefore the VCD mode will not be 

discussed further.  

4.4.2 PCD mode 

In PCD mode, the NFC device can emulate either a smart card reader/writer device or a 

contactless smart card according to the standard ISO/IEC 14443. This standard is commonly 

used worldwide for contactless payment and ticketing and is supported by the financial 

industry
4
.  

4.5 Inductive coupling 

NFC communicates through inductive coupling which is one of many possible operating 

principles within RFID technology. As all RFID systems, an NFC system is made up of a 

transponder (the passive device) and a contactless reader (the active device). The reader 

typically contains a high frequency module (transmitter and receiver), a control unit and a 

coupling element to the transponder (an antenna). [28] 

The transponder is always a target and it has no need for an internal power source since it is 

powered by the RF field of an active device. It normally consists of a coupling element and 

an electronic microchip. [28] 

                                                

4 Visa International and MasterCard International have both implemented contactless technology based on 

ISO/IEC 14443 [36]. 
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4.5.1 Load modulation 

When the transponder is placed within the magnetic RF field of the reader’s antenna, as in 

Figure 4-10,  it draws energy from the magnetic field. This results in a voltage drop in the 

antenna of the reader that can be measured. 

 

Figure 4-10: RFID communication where the reader generates a magnetic field and the transponder draws 

energy from it. 

By switching a load resistance at the antenna of the transponder on and off the voltage 

changes in the reader’s antenna. This will have the effect of an amplitude modulation of the 

antenna voltage by the transponder and can be used for transferring data from the 

transponder to the reader. This type of data transfer is called load modulation and is used for 

transmitting data between an RF tag and an RF reader. [28] 

5 NFC in mobile phones 

Mobile handsets used for NFC transactions include an NFC chip, an RF antenna and a 

Secure Element (SE) for storage of personal information and for applications supporting 

NFC transactions.  

5.1 The Secure Element 

The SE is needed for storage and management of sensitive information such as PIN code, 

account information as well as payment applications. It is the PIN code and the account 

information stored by the payment application that tie a user identity to the SE. Hence, it 

needs to be separated from the phone’s internal memory. It is a dynamic environment in 

which application code and application data can be stored and administered, and in which 

secure execution of applications can occur.  

5.1.1 Smart card technology 

The SE conforms to smart card technology whose fundamental characteristics and functions 

are specified in ISO/IEC 7816 family of standards.  

A smart card is an identification card with an embedded integrated circuit that can process, 

store and transmit data. Data can be transmitted either via contacts on the surface or 

contactless using RF technology. [38] 

Reader Transponder 
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There are two types of smart cards: memory cards and microprocessor cards. The SE in 

mobile phones is a type of microprocessor smart card including a CPU, RAM, ROM and 

EEPROM. 

5.1.2 Java Card technology 

Java Card is a subset of the Java programming language suitable for smart card applications. 

Applications designed for the Java Card platform are called Java Card applets and they run 

on smart cards under the control of the Java Card Runtime Environment (JCRE). An applet 

is a Java application that is normally included in an Internet site. It is executed by a Java 

Virtual Machine, which is a plug-in for Internet browsers. The Java Card applet is a subset 

of the Java applet with some restrictions, i.e. there is no support for the string data type or 

for multiple threads. 

The JCRE includes the Java Card Virtual Machine (JCVM), which is a subset of the Java 

Virtual Machine that loads and executes the applets. Multiple applications can be deployed 

on a single card and it is possible to install new or remove applications after the card has 

been issued to the end user. [39] 

The platform is independent of operating system and communication is done through 

APDUs (Application Protocol Data Units). The Java Card reacts on an APDU command, 

processes it and returns a response. The structure of an APDU is defined in the ISO/IEC 

7816-4 standard [40]. [41] 

5.1.3 Possible framings of the SE 

The SE is not limited to only one framing and could be placed into many categories. The 

most common categories discussed are Secure Digital Memory Card (SDMC), embedded 

chip, Universal Integrated Circuit Cards (UICC), advanced secure USB (ASUSB) and 

software based solutions [42]. They can all be categorized in their rank of mobility 

according to Figure 5-1.  

 

Figure 5-1: Mobility categories of secure elements 

The UICC is usually called Subscriber Identity Module (SIM) card, but is in fact a platform 

for managing multiple application where the SIM application is one of them. This is further 

described in 5.1.4. 
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In terms of using NFC applications in mobile phones the most interesting alternatives to a 

secure element are most definitely UICC, SDMC, embedded chip and possibly software. In 

fact, other sources with contemporary research support this claim but classify the software 

solution only as a future possibility [43] [44] [45]. In this report, the focus will therefore be 

on the three most plausible and contemporary suggestions. Figure 5-2 shows these three 

options for integrating the SE in mobile phones [44].  

 

Figure 5-2: Illustration of different placements of the SE in mobile phones. To the left: SE on an embedded 

chip. Center: SE on an external SD memory card. To the right: SE on a UICC 

In the following sections, the different types of SE are described and compared to each 
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5.1.4 Universal Integrated Circuit Card (UICC) 

The UICC is the IC card supplied by the network operator containing information about the 

mobile network subscription and is inserted into the mobile device. Predecessor to the UICC 

is the SIM card, which is an IC card with a GSM
5
 application. As illustrated in Figure 5-3 

the UICC is a platform containing multiple applications including a SIM application. It also 

includes a USIM (Universal SIM) application that runs if the UICC uses a UTMS
6
 network 

instead of the GSM network. [46] 

 

Figure 5-3: The UICC architecture, which enables multiple applications to run simultaneously [46]. 

Every mobile device using the GSM network needs a (U)SIM application to be identified 

and granted access to the operator network. The (U)SIM application typically resides on a 

25x15 mm UICC inserted into the mobile device. Although the physical appearance of the 

cards has been the same for decades its functions and possibilities has developed drastically. 

The first mobile phone smart cards were only used for identification and storing the data of 

the subscription. All the cards were more or less the same throughout the operator’s 

networks and they were personalized (filled with data) before issued to the end user. 

The next generation of phone smart cards was able to store smaller applications on them, 

which opened up possibilities especially interesting for enterprises and financial institutions 

[47]. These applications also implied a requirement for being managed remotely, after it was 

issued to the customer.  This was the first step towards post-personalization and was enabled 

through a secure channel of short messages.  The following 3
rd

 generation is the ones 

previously mentioned as UICC cards which supports multiple application management, 

multiple networks, Java compliance and most of all security features. The technology has a 

tamper resistant design and enables encrypted communication. This is a requirement when 

performing information sensitive transactions such as mobile payments [48].  

According to [49] today’s mobile devices are not compatible with the high-level security 

SIM cards that are needed to perform proximity payments. Although the technology of using 

                                                

5 Global System for Mobile communications (GSM) is an open, digital cellular technology used for 

transmitting mobile voice and data services [106]. It is also known as the second generation of mobile of 

telecommunication standards. 

6 Universal Mobile Telecommunications System (UMTS) is the third generation of mobile telecommunication 

standards [107]. 
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the UICC as SE exists and the protocols defining the communication interface have just 

recently been standardized to comply with the mobile devices. ETSI has defined the Single 

Wire Protocol (SWP) in ETSI TS 102 613, which specifies hardware layer and data link 

layer communication. The layer on top of the SWP is a Host Controller Interface (HCI), 

which is a logical interface enabling contactless applications hosted on the UICC. This is 

specified in ETSI TS 102 622 and was released in April 2010. [50] 

5.1.5  Secure Digital Memory Card (SDMC) 

The SDMC has roughly the same advantages concerning mobility as the UICC. The positive 

properties of the SDMC compared to the UICC are that the memory storage is larger and 

that the processing power used for cryptographic algorithms are greater. The 

counterargument to this is that the UICC probably will have enough memory and processing 

power for the needed applications. The downsides of the SDMC are related to that a phone 

will always have to have a UICC anyway for the network subscription. This means also that 

both cards have to be moved in case of a handset switch.  

5.1.6 Embedded chip 

The embedded chip was the technology used in the first NFC equipped mobile phones on 

the market. The advantage is that it does not require compatibility between different 

manufacturers, handset towards SE and vice versa. This was a natural choice in the early 

models since the compatibility standards still were under development. Unfortunately, it 

suffers great mobility losses against the other options since the SE is at all times fixed to 

one, and one handset only. This creates issues when the user wishes to switch handsets e.g. 

in case of a lost/broken/stolen phone or in case of battery failure. After the release of the 

6212 classic with embedded SE, Nokia decided to try the UICC method. A new mobile 

phone model was supposed to have been launched as late as December 2009 but was 

withdrawn at the last minute because of technical issues [49] or user experience difficulties 

according to [51].  

5.1.7 Summary 

Using a UICC as SE seems to have the most promising advantage of mobility; the user 

could easily transfer its secure applications along with its mobile network subscription to 

any other cell phone at any time. The technical difficulties encountered by Nokia have not 

been reflected throughout the rest of the industry. Although, a recent report [52] states that 

all three variants of SE still are plausible and that the most important challenge is to keep 

several SEs (of different kinds) manageable and compatible in the same device.  

5.2 Applications for mobile transactions 

5.2.1 Application Programming Interfaces 

Applications installed on the phone’s internal memory can communicate with the NFC chip 

through an API (Application Programming Interface). For Java, the API JSR-257 enables 
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communication between the mobile phone host controller and the NFC controller. Since 

April 2010, the Open NFC API is available for Android, Windows Mobile and Linux. [53] 

5.2.2 Card emulation applications (Applications for mobile payment) 

For card emulation, applications must be installed on the SE. Readers for contactless 

payment transactions communicate with the SE through the NFC chip and send commands 

appropriate for the applications installed there. Different payment organizations, such as 

Visa and MasterCard, can each have their own applications designed for their specific brand 

installed on the same SE. This enables an application in the internal memory of the phone to 

manage the different application interfaces. The user can then choose between different 

payment brands for every transaction. 

5.2.3 Loyalty membership applications 

As for payment transactions, it is possible to install applications used for loyalty 

membership registration and identification. Merchants can offer their customers a 

membership application to be installed on the SE enabling the phone to emulate a loyalty 

membership card.  
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5.3 Communication with the secure element 

As mentioned earlier, an external contactless reader communicates with the applets stored 

on the SE when the NFC device is in card emulation mode. The device parameters needed 

for NFC communication between the reader and the NFC chip are established according to 

ISO/IEC 14443 and data is exchanged using APDUs. Other applications running on the 

NFC device, such as user interface applications, communicate with the SE in the same way. 

This is illustrated in Figure 5-4. 

 

Figure 5-4: External readers and user interface applications communicate with applications installed on the 

secure element through APDU commands defined by ISO/IEC 7816-4. Device parameters are set according to 

ISO/IEC 14443 enabling communication with the NFC chip. 

6 Mobile payment infrastructure 

Mobile payment infrastructure refers both to the spread and availability of systems 

supporting mobile payments, and the collaboration network between the organizations 

involved in mobile payments. 

6.1 System availability 

6.1.1 Contactless payment terminals 

Since NFC is compatible with existing technology for contactless payment such as 

proximity cards (ISO 14443), Mifare and FeliCa the hardware infrastructure for NFC is 

mature and available on the market. Many cities around the world already use contactless 

smart cards for payment and many manufacturers are selling contactless payment terminals. 
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VISA Paywave and Mastercard Paypass are two contactless payment systems available 

today.  

Contactless payment has not been adopted in Sweden yet and so there is no infrastructure for 

contactless payment card terminals there. However, the Swedish company TechPay (a 

developer of payment solutions) works on promoting this technology and aims to spread 

contactless card terminal in the Nordic countries [14]. 

6.1.2 NFC mobile phones 

Today there are several mobile phones equipped with NFC technology available on the 

market. Nokia, Sagem, Samsung, Motorola and BenQ have developed NFC phones, but only 

the models from Nokia are commercially available. There are also Secure Digital (SD) 

memory cards with NFC functionality integrated available for most Smartphones and 

Personal Digital Assistants (PDAs) [15,16]. They can be inserted into the regular SD slot 

and then used for making NFC transaction such as reading and writing RFID tags as well as 

making contactless payments transactions. 

6.1.3 Field trials 

Many NFC payment and ticketing trials have been realized all over the world where limited 

groups of test persons and merchants have participated. Users have been given phones with 

applications and personal information pre-installed with which they have been able to make 

transactions at merchant stores supporting contactless payment or to use as tickets. Most of 

these trials have been in closed environments or with only a few representatives from each 

involved business area. Typically, the trials have included one or two financial institutes, 

one mobile network operator and one service provider (mobile phone application developer). 

In Sweden, contactless smart cards are mainly used for ticketing and keycards. A trial for 

contactless payment was executed in Stockholm by Coop in 2009 where smart cards and key 

tags were used as loyalty membership payment cards connected to a prepaid account. [17] 

On Gotland, Sweden, the company PayEx Mobil has introduced a new mobile payment 

service where NFC and RFID are used. They offer NFC sticker tags that can be placed on 

the mobile phone shell and used for contactless payment. They also offer a payment 

application for mobile phones with an NFC chip integrated. The purchase amount is 

withdrawn from a prepaid account over the internet. I.e. there is no contact and direct 

authorization with a bank at the time of purchase. The service is available at several 

restaurants in Visby, Gotland and the results have been positive. [18] 

Another mobile payment trial is being executed during spring 2010 in Uppsala. Two 

hundred mobile phone users have been equipped with a payment application for their mobile 

phone connected to a personal bank account. They are thereby able to use their phones to 

pay in around 50 participating shops and restaurants using NFC or Bluetooth. The company 

plans to increase the number of participants to over 2000 within six months from the start of 

the trial and aims for a national commercial launch thereafter. [19] 
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6.2 Industry collaboration 

6.2.1 New demands and roles 

For the implementation of mobile NFC payments to be successful, it is necessary that 

involved parties collaborate through standards and agreements. The mobile payment 

collaboration model between financial institutions will not differ from the model used for 

credit and debit payment, which is accepted and used today. Since NFC mobile phones act 

identically to contactless smart cards, methods used for debit and credit payment today are 

applicable also for mobile payment. However, mobile payment demands new methods for 

management, storage and installation of personal information and security applications on 

the mobile phone. When using the UICC
7
 as a Secure Element for storage of applications 

and personal information Mobile Network Operators (MNO) will also be involved in the 

mobile payment process. In order to create an interoperable mobile NFC ecosystem, new 

ways of communication and collaboration must be established between MNOs and Service 

Providers
8
 (SP). The GSM Association has therefore created the role of Trusted Service 

Manager (TSM) who establishes the link between service providers and MNOs in a 

technical point of view [54].  

In Figure 6-1, the entities considered involved in the ecosystem are presented.  

 

Figure 6-1: The mobile payment ecosystem. [55] 

The financial institutions, including banks and the payment card industry (described below), 

MNOs and TSMs are together with point of sale (POS) merchants, key stakeholders in the 

                                                

7 Universal Integrated Circuit Card (UICC) is described in 5.1.4. 

8
 Service Providers are entities such as banks, transport companies, retailers, etc., providing a service to consumers and 

need to have their application implemented on a UICC card. 
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mobile payment industry. Their roles in the mobile payment ecosystem are described further 

in the following sections.  

6.2.2 Financial institutions 

The Financial institutions are in this report a sum up of the network that handles the actual 

bank transactions. The organizations involved are banking institutions, clearing institutes 

and to some extent the Payment Card Industry (PCI) with brands such as VISA, MasterCard 

and American Express. The financial role of the PCI is mainly to maintain a global network 

to synchronize payments between banks in different countries. The role of the banks is to 

execute the actual transactions and distribute the cards branded by the PCI.  

6.2.2.1 The Four-Corner model 

In Europe, the European Payment Council (EPC) is the decision-making and coordination 

body of the European banking industry in relation to payments. The EPC develops the 

payment schemes and frameworks to realize the Single Euro Payments Area (SEPA). SEPA 

is an infrastructural initiative from the European Commission and the European Central 

Bank to create a common payment market across Europe [56].  

The SEPA describes the Four-Corner model, which is a globally used payment scheme for 

direct debit payment involving four main actors [57]: 

 The Creditor initiates a transaction after having received a mandate from the debtor. 

 The Debtor is the one who makes the purchase and gives a mandate to the creditor to 

initiate the transaction. The debtor is always the holder of the account to be debited. 

 The Creditor Bank is the bank where the creditor's account is held and initiates the 

debit transaction by forwarding transaction instructions to the debtor bank.  

 The Debtor Bank is the bank where the account to be debited is held. Based on an 

agreement between the debtor and the debtor bank it debits the debtor’s account. 

Other parties indirectly involved are clearing and settlement mechanisms (CSMs), such as 

an automated clearing house or other mechanisms upholding agreements between involved 

parties, and intermediary banks offering intermediary services to debtor banks and/or 

creditor banks. 

The relationships and the interaction between the main actors are described in Figure 6-2. 
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Figure 6-2: The 4-corner model for direct debit payment described by the European Payments Council (EPC). 

[57] 

The debtor gives a mandate to the creditor, authorizing the creditor to initiate a transaction 

and allowing the debtor bank to debit the debtor’s account. The mandate-related data is 

transmitted from the creditor to the creditor bank and then forwarded to the debtor bank 

through a selected CSM.  

The model used for credit payment is also based on the Four-Corner model and involves 

parties from the same segments. For details, refer to [58]. 

The EPC is working together with mobile operators and other stakeholders to establish the 

necessary standards and business rules with regard to the initiation and receipt of credit and 

debit payments through mobile phones. [59] 

6.2.3 Mobile Network Operators (MNO) 

The MNOs are the group of carriers that supply the consumers with a subscription that 

allows access to the mobile network. Their role within security is largely depending on 

which role they decide to take in the mobile payment environment. Their role may also 

become even more essential if the SIM card is chosen to hold the sensitive payment 

information. Since the operators can be seen as a middle hand between SIM card 

manufacturers and the consumers, they would get the responsibility of managing the SE, 

which is one of the most important parts of mobile payment security. 

6.2.4 Trusted Service Manager (TSM) 

For NFC-technology to be widely accepted by users it needs to be easy to use and easily 

manageable. If a user purchases a new phone, changes network operator or service provider 

he/she does not want to face unnecessary difficulties. The processes of personalization 

described below are definitely a subject of difficulties that the average user is not 

comfortable dealing with. This is where the trusted third party i.e. the Trusted Service 

Manager (TSM) is needed. The TSM may take two roles in the ecosystem of mobile 

payments [44] [45]. The first one is being the part of user guidance in technical difficulties 

when managing the payment applications. This could be done remotely and without 
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interaction from the user and (explained in section 6.3, Personalization and provisioning). 

The second one is being the role of remotely managing the SE, which means update 

security, allocate and divide storage and manage access keys. This role also includes the part 

of being a middle hand between service providers, banks and MNOs. The TSM will be 

holding contracts to simplify the communication and cooperation between these three 

segments, preventing the mess of contracts otherwise needed. The example is shown in 

Figure 6-3. 

 

Figure 6-3: The business role of a Trusted Service Manager (TSM) is to be the link between involved parties in 

the mobile payment ecosystem. 

6.2.5 Point of sale (POS) merchants 

POS merchants are all the companies that use a card terminal to interact in purchases with 

customers. This includes all the common retailers that can be seen in every street corner that 

accept payment cards with terminals. The POS merchants always include a kind of back 

office system that ensures the security processes and communicates with the banks and other 

instances.  

6.3 Personalization and provisioning 

There is an initial process required to start making mobile payment transactions. This 

process consists of transferring all the payment account data from the financial institutions 

into the handset. The personalization process is where the payment information is connected 

to an identity i.e. stored on the SE. The provisioning is the distribution of payment 

applications by downloading and installing the applications in the SE. The personalization 

and provisioning are carried out in the following order [60].  

1. Provision the payment application code on the SE.  

2. Personalize the payment application with account details.  

3. Provision the user interface application on the mobile device.  

4. Personalize the user interface application with any account specific details.  

These events may occur in one session or in several depending on the environmental 

circumstances. 
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 In all the current payment models the account details and information needed on a payment 

card was added before it was issued to the user, i.e. it was pre-personalized [45] for each 

user. This meant that the information could be transferred in a secure environment and 

locked up with keys safely distributed to the certification authorities. The opposite, post-

personalization is one of the greater challenges of mobile NFC infrastructure. Even though 

several actors within the payment card industry have launched pilot projects with mobile 

payments using NFC, the devices used were all prepared and pre-personalized before they 

were distributed to the test users.  

A pre-personalization is in the long term not applicable on the usage of mobile NFC-

technology for several reasons. The payment card is issued by a bank as a standalone 

product and needs no further modifications after being issued. A payment application inside 

a mobile phone however is subject to many circumstances that might require a software 

renewal in quite frequent intervals. Every time the user signs up for a new card, it needs to 

be personalized and provisioned on the phone. The phone could be lost, stolen or damaged 

and the user could want to buy a new phone or change its network subscription. Besides, for 

security reasons the software should also be able to be updated to sublime upcoming 

fraudulent threats. All these circumstances create a requirement for post-personalization. 

Post-personalization could be managed over disk e.g. the user could turn it their handset to 

the application issuer every time any of the above changes occurs. This however would 

cause an enormous disadvantage for the users considering all of the above scenarios. On top 

of that, the option of managing the SE over disk is very expensive. Hence, the post-

personalization needs to be done Over the Air (OTA).  

In the environment of mobile payments, the role of OTA management is assigned to the 

TSM as previously described. This is done by establishing a secure channel according to 

protocol SCP02 or SCP80 defined in [61]. The TSM then retrieves information about the 

handset and compares to a database over the available handsets on the market [49]. This 

information is used by the TSM to avoid compatibility issues during the communication. 

The information is then sent in the secure channel which not even the MNO (who provide 

the network) is able to monitor.  

PART 2: Security 

7 Security overview 

7.1 Introduction 

It is very hard to create a completely secure system. The objective for developers and users 

must be to ensure that the time, effort and costs required to compromise a system would 

yield no gain to the attacker. Another way to put it is that the security is acceptable when the 

cost for a successful attack is larger than the potential profit [48].  
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As stated in [62] the security of contactless payments relies not on the security of individual 

actors but rather in the security of the entire network. This means that even if one part of the 

networks suffers a breach or attack, the other parts of the network will still protect the user. 

Still, to maintain a secure network each part of it must seek to uphold the individual 

protection or else it would fall upon the false assumption that the other parts always would 

cover for the weak link.  

Conclusively, in order to achieve a secure chain of events when performing a mobile 

payment there must be a collaboration of several parts creating a system. One part is the 

stakeholder network and services, described in section 0. Detailed security of this part of the 

system is not included in this report.  

The second part is the communicating devices e.g. the cell phone and corresponding 

hardware which in turn consists of subsystems with numerous mechanisms. No single 

mechanism provides complete security on its own and on the device level. It is the 

collaboration between the different mechanisms that creates the security. The argument is 

reversible; no single component should be able to compromise the entire system.  

In the previous section, there was a brief overview of the actors of the contactless payment 

environment. The different instances of the collaboration model and their responsibilities 

within security are summarized in the following Table 2. 

Table 2: Security responsibilities of different instances [63]. 

Instance Security responsibility 

TSM Manages NFC applications on the handsets by providing secure downloads OTA and lifecycle 

management services. Enabling payment methods by converting new technology to existing 

standards. 

MNO Maintain integrity of the cryptographic keys that protect and manage the secure elements on 

the mobile devices it provides to end consumers. Maintain integrity of the keys and certificates 

that protect communication across its radio and core networks. 

POS Maintain secure back-office system procedures and equipment compatible with security 

standards. 

 

Financial Institutions Authorizing users in the enrollment process and maintaining sensitive user information. Provide 

and maintain secure payment applications. 

 

Mobile Handset 

Manufacturers 

Prepare mobile handsets for different types of secure elements.  

Service providers Provide and maintain secure payment applications. 

7.2 The Payment Card Industry 

Another instance working in the background of the financial institutions is the Payment Card 

Industry (PCI). The PCI is a general term for the largest corporations that supply payment 

card brands. In 1994, the three companies Europay, MasterCard and VISA created the 

alliance EMVCo. A few years later Europay became a part of Mastercard. In 2004, JCB 

joined the organization and in 2009 American express followed making the organization the 
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most influential one in the industry. Their main purpose is to provide compatibility and 

interoperability within card payments and maintain a high security standard.  

The PCI is perhaps the most important actor regarding security in the mobile payment 

environment. Since they have such a large part of the market of electronic payments, their 

specifications for security are extremely penetrating.  

7.2.1 Industry security measures 

Actors within the PCI encourage the merchants to follow their risk management systems 

[64], which amongst other guidelines include their fraud control recommendations. This is 

basically a set of recommendations similar to ―check the signature on the back of the card‖ 

and to ―report any unusual behavior‖ [65]. These procedures seem more or less voluntary 

and hence create more value to their brand than it does to user security. The PCI has 

however created standards more complex and penetrating. These are explained in the 

following paragraphs.  
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7.2.1.1 PCI DSS 

To ensure a secure procedure for card payment, the major players in the PCI along with the 

non-profit organization Mobey Forum, united and created the Payment Card Industry Data 

Security Standard (PCI DSS). This is a set of requirements that any merchant or dealer will 

have to fulfill in order to be approved and authorized to handle information related to card 

payments. Organizations dealing with larger value transactions have to be verified by a 

Quality Security Assessor (QSA) in order to be approved. For smaller companies it is 

sufficient to fill out a checklist and provide a signature ensuring its authenticity. The PCI 

DSS consist of twelve main requirements categorizes under six general guidelines. Each 

requirement is then divided into sub-requirements that are more specific.  The main 

categories and requirements are summarized in Table 3 [66]. 

Table 3: PCI DSS guidelines and requirements 

PCI DSS Guidelines and Requirements 

Build and Maintain a Secure Network 

1. Install and maintain a firewall configuration to protect cardholder data 

2. Do not use vendor-supplied defaults for system passwords and other security parameters 

Protect Cardholder Data 

3. Protect stored cardholder data  

4. Encrypt transmission of cardholder data across open, public networks  

Maintain a Vulnerability Management Program  

5. Use and regularly update anti-virus software on all systems commonly affected by malware 

6. Develop and maintain secure systems and applications  

Implement Strong Access Control Measures 

7. Restrict access to cardholder data by business need-to-know 

8. Assign a unique ID to each person with computer access 

9. Restrict physical access to cardholder data  

Regularly Monitor and Test Networks 

10. Track and monitor all access to network resources and cardholder data  

11. Regularly test security systems and processes  

Maintain an Information Security Policy  

12. Maintain a policy that addresses information security 

 

The sub-requirements are numerous and specify very closely how to achieve the main 

requirements. As an example, requirement 3.4 states that the Primary Account Number 

(PAN) read from the cards must be held by strong encryption wherever it is stored. Strong 

encryption is defined in the supporting document [67] as industry tested and accepted 

algorithms, along with strong key lengths and proper key management practices. The same 

document further declares that Industry-tested and accepted standards and algorithms for 

encryption include AES (128 bits and higher), TDES (minimum double-length keys), RSA 
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(1024 bits and higher), ECC (160 bits and higher), and ElGamal (1024 bits and higher). A 

closer description of the cryptographic algorithms is found in section 9.2.2.2. When using 

open public networks as the Internet, wireless technologies, GSM or GPRS the requirement 

is to use strong cryptography along with security protocols such as SSL/TLS. 

7.2.1.2 EMV 

EMVCo published in 2006 the EMV specifications for chip card payments [26]. EMV is the 

new chip card protocol standard. The most important difference from previous technologies 

is that EMV cards use a secure integrated circuit, a chip, which replaces the magnetic stripe. 

The chip enables security measures such as cryptography and it also prevents the fraudulent 

behavior of counterfeiting by skimming the magnetic stripe.   

The EMV standard is supported by SEPA, which have a main goal of reducing cash 

payments and make electronic transactions less costly and more secure. A measure to reach 

this goal is the requirement for all purchase terminals in the region to be EMV compatible 

by the end of 2010. 

In Sweden, only 65% of all merchants in Sweden are equipped with EMV-enabled point of 

sales terminals [68]. To increase this percentage, laws and regulations as of January 1
st
 2010 

make the merchant responsible for any fraud if it lacks EMV compatibility. Earlier this was 

the responsibility of the banks and payment card companies. By 2011, all terminals will be 

replaced according to [68].  

The security of the EMV standard is based on a number of security mechanisms. These are 

explained in the following sections.  

Offline Authorization 

Not all merchants have access to the internet to verify card transactions. Still they have to 

verify that the card information is authentic and not tampered with after it was issued. The 

offline data authentication of payment cards in the EMV standard is based on the 

asymmetric cryptography algorithm RSA. Apart from the algorithm, the infrastructure 

requires a Certification Authority (CA) that identifies the user and certifies him or her for 

payment cards through an enrollment process. EMV has developed two procedures for 

offline authentication. The first one is the Static Data Authentication (SDA). The SDA 

detects any unauthorized alteration of data after the personalization process by confirming 

the legitimacy of the static data inside the IC. The procedure is illustrated in Figure 4, 

slightly modified from [69].  
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Figure 4: Static Data Authentication 

During the enrollment process, the terminal (or back office-system) receives the public key 

of the CA and stores it. The public key of the issuer (often a bank) is stored along with 

information about the issuer on a certificate signed (and sealed) by the private key of the 

CA. The certificate is then stored on the ICC. The user information and static application 

data is encrypted with the private key of the issuer and stored on the ICC. At the time of the 

purchase, the card provides the issuer PK certificate to the terminal, which uses the public 

key from the CA to verify its authenticity. Then the public key (found on the certificate) is 

used to ensure that the SSAD was signed by no one else then the card issuer. It the data is 

verified it means that the data is not altered after it was signed.  

In spite of these security measures, the card is not protected against counterfeiting 

(skimming, duplication). The SDA does not require any processing on the card, which 

makes it available to cards without an IC. The more sophisticated method that prevents 

counterfeiting is called DDA. It is basically the same as SDA with the difference of an extra 

pair of RSA keys belonging to the ICC. The ICC is signed by the issuer through a certificate 

that is sent to the terminal at the time of the purchase and the terminal uses the PIC to verify 

it. Scheme is represented in Figure 5, also from [69].  
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Card provides to Terminal:  Terminal: 

 Issuer PK Certificate (PI signed by the CA SCA) 

 ICC PK Certificate (PIC and static application data 
signed by Issuer SI) 

 Card and terminal dynamic data and digital signature 
(dynamic data signed by Card SIC) 

 Uses PCA to verify that the Issuer’s PI was signed by CA 

 Uses PI to verify that Card PIC and static application 
data were signed by Issuer 

 Uses PIC to verify the card’s signature on the dynamic 
data 

Figure 5: Dynamic Data Authentication 

PIN Encipherment 

When the terminal supports it, the PIN entered at the keypad is encrypted using the same 

asymmetric algorithm used in the DDA. Specifically, a public key pair is associated with the 

PIN. The public key is stored on a certificate signed by the issuer (which itself is signed by 

the CA). The private key and the certificate are stored in the ICC. The keypad (or a logic 

unit connected to it) enciphers the entered PIN code with the public key of the ICC, which 

then verifies it with its private key.  The public key is retrieved the same way as in the 

procedure for the DDA.  

7.2.1.3 EMV in mobile payment 

The PCI has developed sub-brands for these kinds of cards such as VISA Paywave and 

Mastercard Paypass. Along with this development, EMV agreed on specifications for the 

contactless communication in a new instance called EMV Contactless [70]. The next 

upcoming technology is the one for mobile payments, which EMV has not yet defined 

standards for. EMVCo has assigned a Mobile Payment Working Group (MPWG) that is in 

the process of identifying and producing various documents with the intent of providing a 

common payment industry position in support of a consistent mobile payment infrastructure 

[71]. Other issues that EMVCo is currently working on related to the mobile payments are: 
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 The collaboration with GlobalPlatform (GP) to develop a GP Configuration that 

supports EMV mobile proximity contactless payments functionality and that 

supports multiple brands, multiple issuers, multiple payment instruments, etc. 

 The process of defining a common Proximity Payment System Environment (PPSE) 

architecture that will support the presence of multiple brands, multiple issuers and 

multiple payment applications on a single mobile device for use in the mobile 

proximity contactless payment environment. 

 EMVCo is in the process of drafting a set of high-level device functional 

requirements intended to provide best practices guidelines for proximity contactless 

payment capable mobile devices. In addition, EMVCo is also in the process of 

drafting a set of device usability requirements/guidelines to complement the device 

functional requirements. 

7.2.2 Summary 

The PCI puts great effort in creating specifications for the security of the cards and the 

actors handling the sensitive information. These specific demands ensure a high level of 

security at least in their part of the payment network. The PCI has great influence over the 

global payment market and will be an important stakeholder in the future area of mobile 

payments. Any payment applications involving their brands will have to conform to the 

industry’s security standards and evaluated before deployed in their networks [63]. Security 

implementations like this make attackers likely to seek out weak links in other part of the 

communication e.g. the back-office structure of merchants or the NFC.  

7.3 Industry security evaluations 

7.3.1 Common Criteria 

Common Criteria (CC) is an internationally approved framework for evaluating IT products. 

In the area of mobile NFC payments, CC is used to evaluate IC hardware configurations, 

operating systems and software applications [48]. CC measures a products ability to meet 

security standards against one or several specific protection profiles. A protection profile is a 

standard set of requirements for a specific type of product or specific area e.g. operating 

systems.  
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To get a CC certificate a vendor requests an evaluation of a product, which is then 

performed by an accredited laboratory. The vendor supplies information about potential 

threats and environment of the product along with an appropriate level of testing. This level 

is measured by the depth of engineering review and the product will be graded thereafter by 

an Evaluation Assurance Level (EAL) reaching from 1 to 7 [72]. An illustration of the EAL 

concept is shown in Figure 6.  

 

Figure 6: Common Criteria Evaluation Assurance Levels 

7.3.2 PCI security evaluation 

As previously mentioned, the PCI requires all payment applications that will engage in their 

network to be subject of a security evaluation [63]. 

EMVCo launched in 2007 a Security Evaluation Working Group (SEWG) to be responsible 

for evaluating any implementations of the framework for EMV applications, Common 

Payment Application (CPA) [73]. The evaluations focus on software and are performed in 

the MasterCard Analysis Laboratory according to a common agreement within EMVCo. 

Evaluation of IC hardware is performed in external accredited laboratories. EMVCo 

recognizes the evaluation standard of Common Criteria and are able to certify a product 

supplier with a CC certificate of the appropriate EAL [48].  

7.3.3 NIST 

The National Institution of Standards and Technology (NIST) is a very large organization 

that develops standards for e.g. cryptographic modules and secure embedded systems. The 

specifications related to the NFC environment are the Federal Information Processing 

Standards (FIPS). There are several relevant FIPS publications that amongst others EMVCo 

refer to when developing their payment security specifications, e.g. [69].  

When it comes to security in embedded systems such as the mobile NFC environment, NIST 

has standardized a level based security rating system [74]. The levels reach from one to four 
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where the fourth is the most secure and tamper resistant. The rating is based on requirements 

that satisfy a secure system regarding physical security as well as software.  

 Level 1 specifies basic requirements for cryptography (e.g. one approved algorithm 

or security function) and no specific physical requirements 

 Level 2 specifies requirements that beyond those for Level 1 also are corresponding 

to CC Protection Profiles defined in [75] and EAL 2 or higher. It also requires 

tamper-evident casing or sealing of circuitry to prevent physical access.  

 Level 3. Beyond the requirements for Level 2, it requires EAL 3 or higher, a 

mechanism for authorizing users and more tamper-resistance. The seal or enclosing 

should be equipped with sensors that have high probability of detecting physical 

attempts to probe the module and should in that case zero out any Critical Security 

Parameters (CSPs).  

 Level 4. Level 3 requirements must be fulfilled as well as EAL 4 or higher. The 

security mechanisms for physical attacks should provide a complete protection, 

which means detecting and preventing all attempts to physical access. This level also 

requires that the cryptographic module should be surrounded with environmental 

sensors, e.g. voltage and temperature, which has the possibility to zeroize CSPs in 

case of fluctuations outside the normal operating ranges for the module.  

8 Wireless security of NFC 

8.1 Wireless attacks 

These attacks are focused on affecting the RF field between two communicating devices. 

Since NFC is merely an interface covering several standards and protocols, all attacks 

related to those standards apply to NFC as well.  

8.1.1 Relay attacks 

A relay attack is often called Man-in-the-middle attack because it is based on equipment 

placed between the user’s RF device (e.g. a contactless card or NFC phone) and the actual 

reader. This makes the user appear to be standing next to the reader although he/she is 

actually not. Practically, the attack is implemented by introducing a fake reader, a mole, 

connected to a card emulator, a proxy. The real reader connects to the proxy, which relays 

the information to the mole that is interpreted by the user’s card as a legitimate reader, even 

though it is not. The cryptographic algorithms at the application layer are circumvented 

since the information is merely passed on. A successful relay attack on an ISO 14443A 

(NFC compatible) contactless card was performed and described in [76].  

8.1.2 Eavesdropping 

Since NFC is an RF based communication, the threat of eavesdropping is eminent. The 

purpose of such an attack is to retrieve sensitive data from the payment transaction. The 
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severity of this threat is greatly depending on the physical distance within which the attack is 

possible to conduct. The distance is according to [77] depending on several factors such as: 

 RF filed characteristic of the given sender device (i.e. antenna geometry, shielding 

effect of the case, the PCB, the environment) 

 Characteristic of the attacker’s antenna (i.e. antenna geometry, possibility to change 

the position in all 3 dimensions) 

 Quality of the attacker’s receiver 

 Quality of the attacker’s RF signal decoder 

 Setup of the location where the attack is performed (e.g. barriers like walls or metal, 

noise floor level) 

 Power available in the NFC device 

Due to the number of parameters involved, it is very hard to determine an exact distance. An 

approximation made by [77] is that an active NFC device could be eavesdropped from a 

distance of 10 m. With a passive device such as the NFC mobile device, the distance is 

significantly reduced to 1 m.  

8.1.3 Data modification 

Another way to perform a wireless attack is to affect the communication with another RF 

field. In the simplest case, the attacker just corrupts the data by disturbing the signal with 

appropriate frequencies and timing. This results in a Denial of Service (DoS) attack, which 

prevents the communicators from understanding each other. DoS attacks are mostly 

implemented to create mistrust between a customer and a service provider [78].   

A more sophisticated attack of this kind is where data is modified in a controlled manner. 

According to [77] this is only feasible under certain conditions. When using Modified Miller 

with 100 % ASK it is feasible to modify certain bits but impossible to modify other bits. 

When using Manchester coding with 10 % ASK it is feasible to modify all bits. Cross-

referencing to Table 1, one can draw the conclusion that data modification is feasible in 83 

% of the communication modes of NFC.  

8.2 Wireless security measures 

8.2.1 Relay attacks 

The relay attack described above was successful under two conditions: The user had no 

supervision of the card and there was no user interference needed for activating the card. 

Apart from solving these rather non-technical issues, the conclusion was that new 

mechanisms need to be introduced to either detect the time delay that the relay attack causes 

or detect the range between the card and the actual reader. Theoretical solutions to these 

problems are further discussed in [79].  

The above relay attack could be easily prevented by control measures such as user 

confirmation (of NFC transactions) and/or user authentication (PIN code). This way an 
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attacker will not be able to even access the application layer or if so, fail at the 

authentication.  

Even if the attacker should manage to get hold of any information, the data in the mobile 

payment environment will be encrypted and hence useless to a relay attacker.  

The above relay attack is performed with a rather long distance between the target and the 

authentic reader. Considering relay attacks on shorter distances, [77] states that a relay 

attack is practically impossible to perform with NFC due to RF difficulties. An attacker must 

neutralize the field generated from the reader, which is the active initiator. At the same time, 

it must send out another field to the passive target, i.e. the phone. Assuming that neither the 

target nor the initiator has disturbance detection it is still nearly impossible to manage the 

multiple fields to any controlled purpose.    

8.2.2 Eavesdropping 

The best protection against eavesdropping is to create a secure channel [77]. This can 

achieved using a key exchange protocol and encryption, which will be explained below, in 

the software section. 

If no secure channel is used, NFC still has a minor advantage in overcoming the threat of 

eavesdropping. The communication is only detectable within a relatively short distance. 

8.2.3 Data modification 

NFC has a built in collision avoidance and single device detection protocols described in 

section 4.3.6, that enables the NFC devices to discover other interfering RF fields. This will 

prevent an external field from modifying the data. On the other hand, an attempt of data 

modification can be considered to be a DoS-attack since the devices will not engage in 

communication in the presence of an external interfering RF-field [77].  

Another precaution is to do as in the case of eavesdropping, i.e. use a secure channel and 

encryption.  

9 Embedded Security 

When the payment transactions are performed by the embedded system inside a mobile 

device, the device becomes a subject for embedded attacks. This section focuses on the 

security in the embedded systems related to the mobile payment devices. 

9.1 Embedded system attacks 

Attacks are in [80] divided in different categories depending on their purpose.  

 Availability: The normal functioning of the system is disrupted in a way that either 

makes it inaccessible or inoperable for users.   

 Integrity: Code or data in the system is changed or corrupted so that the system 

outputs other values than intended.  
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 Privacy: Attacks are performed in order to retrieve sensitive data stored or 

communicated on a system. The most sensitive information stored on the payment IC 

is the user verification code (CVC, CVV etc.), personal user information, PIN code 

and payment account number.  

9.1.1 Power analysis attack 

The power analysis attack is mainly used in the purpose of privacy attacks. Due to the fact 

that the switching activity in a processor is data dependent, it is possible that a power 

consumption analysis could reveal for example the key to a cryptographic algorithm [80]. 

There are two kinds of power analysis attacks: Simple Power Analysis (SPA) and 

Differential Power Analysis (DPA). An SPA measures the power profile over a wide range 

of input data. The method requires extreme resolution in the measurements to reveal any 

direct data but is otherwise rather effective at determining which algorithm is used. DPA 

analyses differences between power traces to reduce measurement error and noise. The 

results are then used in a statistical analysis to extract the data. Because this method is 

slightly more advanced, it makes it possible to reveal actual keys with less precise (and less 

expensive) measurement equipment.  

9.1.2 Physical attacks 

Physical attacks are mostly privacy attacks based on eavesdropping data by probing inter-

component communication. More precisely, electron microscopes, focused ion beams and 

micro probing are used to obtain values on buses and component interfaces [80]. However, 

in embedded systems like smart cards there are a lot of obstacles to overcome just to get to 

the physical communication layers. De-packaging the covering layers and seals followed by 

dissolving resin layers covering the silicon using acid are examples of this. Beyond that, 

there is the recognition and reconstruction of the electronic layout.  

In short, this is a technique that requires precision and very expensive equipment. Although, 

once performed on one module the knowledge can be scaled to multiple units and used as a 

pre-cursor to other attacks such as SPA or fault injection. Hence it is also possible to 

perform physical attacks in both integrity and availability purposes. 

9.1.3 Fault injection 

The attack is based on inducing errors in the IC that when analyzed could reveal information 

about the chip. The errors derive from changing the external parameters such as temperature, 

supply voltage, radiation etc. Fault attacks are typically performed in all of the above 

mentioned purposes. With privacy purposes, faults are injected to interpret cryptographic 

algorithms in order to retrieve sensitive data. It has been shown in [81] that a fault induced 

in a signature of the RSA algorithm can make the RSA modulus easily factorized when 

compared to a correct signature.  The factors of the modulus can in turn be used to compute 

the encryption key.  
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Fault injection is often used as a pre-cursor for software attacks [80]. Accurately aimed fault 

injections in components can be used by software, which in turn acts in any of the three 

purposes above.  

9.1.4 Software attacks 

These attacks are performed through malicious software agents usually named worms, 

viruses and Trojan horses. Software attacks are flexible in their purpose; they can be used in 

all of the above purposes (privacy, integrity etc.). These attacks are typically aimed at 

shortcomings in the software application code and uses vulnerabilities to gain access. A 

typical software attack is the buffer overflow exploit, which is described in several variants 

in [82]. The purpose is to overflow unbound allocated buffers and thus be able to overwrite 

memory on the stack or heap with execution path pointers to malicious software.  

9.2 Embedded security measures 

The mechanisms defending the sensitive information are divided into two categories, 

software and hardware. The base line is that software strengthens the security of hardware 

and vice versa. Although on this low level of operations, the line between software and 

hardware is not always clear.   

9.2.1 Secure integrated circuits 

The Integrated Circuits (IC) handling sensitive information can be rated in their level of 

security considering their physical, hardware and software configurations. The National 

Institution of Standards and Technology (NIST) have standardized a level based security 

rating of embedded systems in [74]. The levels reach from one to four where the fourth is 

the most secure and tamper resistant see also section 7.3.3. 

Most smart card applications have minimal security requirements that can be fulfilled using 

a secure memory IC. The only security these circuits hold is that they primarily use ROM or 

similar access control of the memory. Applications storing non-sensitive information could 

use this kind of IC.  

The other type of IC is the secure microcontroller (hereby named µc) [48]. An overview of 

the components of a secure µc is shown in Figure 7.  
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Figure 7: Components of a typical secure microcontroller, inspired by [48] 

One of the physical differences from a regular µc is the extra cryptography engine (Crypto) 

which makes the encryption algorithms execute faster and without interfering with threads 

on the CPU. Another feature is the extended set of sensors used to detect various physical 

and fault injection attacks. The sensors available for ICs are: 

 Low and high frequency sensors for the internal clock 

 Sensors and filters for the external clock 

 External high and low voltage sensors 

 Internal voltage sensors 

 Temperature sensors 

 Peak voltage sensors 

 Glitch sensors on internal voltage 

 Light sensors on the IC surface 

Any system trying to access memory without authorization will be held out by the memory 

management unit (MMU). The MMU is a vital part of the µc since it is the component that 

provides the hardware firewall within the IC. Applets or other software without 

authorization will have no access unless it first is approved by the MMU.  

The bus encryption unit (ENCRPT) uses a symmetric algorithm with keys stored in any of 

the memories RAM, ROM or Non-Volatile Memory to encrypt the data on the bus. In case 

of a successful attack conquering any of the other security mechanisms, the critical data 

from the crypto module or any kind of memory is still secure. The bus is also able to 

scramble addresses of sent data or to send out noise on idle buses to confuse any unwanted 

listener. The scrambling is performed with Random Number Generator (RNG), which also 

is a foundation of other cryptographic modules in the IC. When basing cryptographic keys 

on RNGs that changes the keys in predefined timing intervals, they are more difficult to 

analyze. This increases the time substantially for any attacker trying to retrieve information.   

Attempts to probe or force internal signal lines are deflected by an active shield layer while 

power and timing analyzes are protected by a functional scrambling engine.  
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A structure of the one described above is a structure of high-level security. A remaining 

issue is of course whether or not to implement all the mechanisms. This will depend on costs 

and demands from institutions, laws and organizations. In the field of NFC payment or any 

kind of mobile financial services, the requirement for security is to prevent any kind of 

known or defined threats. This will require a standardized and high level of hardware 

security.  

OTA management of the SE enables the security to be updated if new threats would arise. 

Minor security measures such as resetting RNGs for an even more secure environment are 

also possible.  

9.2.2 Counter measures for software attacks 

The main goals of the protection against software attacks are [80]: 

 Make certain that a program or piece of code is safe to execute. 

 Ensure privacy and integrity of sensitive code and data during every step of 

execution. 

 Eliminate security vulnerabilities in the software, e.g. out-of-bound buffer access. 

A common countermeasure to achieve the first two goals is to set up security perimeters in 

form of firewalls. The firewalls regulate the access of various software to other system 

components, such as registers and memories, during different parts of execution. This allows 

the system to detect intrusions and activate recovery mechanisms that zeroes out memories 

or disables processors.  

The last goal is achieved mainly by keeping a high level of secure programming since these 

vulnerabilities is created when the software is coded. To aid the programmers there are  

software verification engines available that checks for potential security flaws in the code. 

One example of this is the extended static checking [83].  

9.2.2.1 Operating System security enhancements 

Operating systems can have a great influence on the security of the system, specifically in 

the case of software attacks. A secure OS should provide process isolation and process-level 

attestation [80]. Process isolation keeps private recourses protected during execution and 

attestation makes sure code is authenticated before it is used for communication between 

processes and devices.  

Another feature of secure OS is Cryptographic File Systems (CFS) [84]. This solves issues 

related to high-level application cryptography, which in case of an unsecure OS can be 

circumvented at a lower level. CFS encrypts data and file paths and stores it into the file 

system of the OS. In [84] CFS is implemented in Unix, but the method is not bound to any 

specific OS.  

A secure OS in many cases uses software authentication to verify code before executing it 

[80]. There are several methods to do this. The most common ones are to calculate a hash or 

a checksum of a part of the code and compare to a pre-calculated value affiliated with the 
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code. This is similar to a certification process that will be explained further in the next 

section.  

Even though there are methods for authenticating code, occasionally untrusted code must be 

able to execute as well. Secure OS provide restricted environments for untrusted code to be 

executed in which access to other sensitive areas is limited. These restricted execution areas 

are called sandboxes and are located in e.g. Java Virtual Machine. 

9.2.2.2 Cryptography  

The demands for stronger cryptographic algorithms increase due to a constant increase of 

available computing power. The previously mentioned organization NIST constantly works 

to develop, standardize and enhance cryptographic algorithms. These algorithms are an 

important part of a secure mobile payment environment, e.g. for secure OTA channeling and 

encryption of sensitive information.  

9.2.2.2.1 Symmetric Algorithms 

There are basically two types of algorithms, symmetric and asymmetric algorithms. The 

symmetric ciphers use the same key both for encryption and decryption. The most common 

symmetric algorithms used are the Data Encryption Standard (DES) [85], Triple Data 

Encryption Algorithm (TDEA) [86], and Advanced Encryption Standard (AES) [87]. The 

TDEA is a block cipher (encrypts blocks of 64 bits each) that uses DES algorithm three 

times with two or three different keys. Hence, there are extensions of the algorithm named 

2TDEA and 3TDEA. 

The symmetric algorithms always require a key exchange protocol to deliver the keys to 

both parties in a secure way. Such a key exchange protocol is in turn based on an 

asymmetric algorithm.  

9.2.2.2.2 Asymmetric algorithms 

The asymmetric algorithms, also known as public key cryptography, are used to create a 

mathematically related key pair, a private key and a public key. The keys are generated 

according to the following scheme.  

1. Choose two very large prime numbers, p and q.  

2. Set n = pq, where n is the modulus of both the private and the public key. 

3. Choose an integer, e so that e and (p-1)(q-1) are coprime
9
 and 1 < e < (p-1)(q-1).  

4. Compute an integer, d so that ed ≡ 1 (mod (p-1)(q-1)). 
10

 

The public key now consists of the numbers e and n, and the private key of the numbers d 

and n. Because there is no efficient method for factorizing prime numbers, one cannot 

compute the primes p and q within reasonable time. Hence, even though e and n are known, 

                                                

9 Two integers are said to be coprime or if they have no common positive factor other than 1 or, equivalently, if 

their greatest common divisor is 1. 

10
 If a ≡ b (mod n) then both a and b have the same remainder when divided by n.  
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d cannot be computed. The most common asymmetric algorithm that is based on this 

scheme is RSA. [88] 

The basic usage of an asymmetric algorithm is this. Alice wants to send a message to Bob. 

Alice uses Bob’s public key to sign (encrypt) the data. Now the only way to decrypt the data 

is to use Bob’s private key, hence Bob is the only one who can read it. Another usage is that 

Alice can sign a message with her private key. If Bob wants to control that it really is Alice 

who has written the message he can use her public key to decrypt the message. If the 

decryption is successful, Bob has verified the Alice wrote the message.  

9.2.2.2.3 Digital signatures and certificates 

The digital certificates are an extension of the public key cryptography. The purpose of 

digital certificates is to verify that a piece of code or data has not been changed since it was 

signed by the developer. In the NFC environment, this is used to verify the payment 

applications that will be loaded into the mobile handset.  

The signing procedure works like this. A secure hash (see next section) is computed from 

the code that needs to be signed. The hash is then encrypted with the private key of the 

signer. The signature is verified by first decrypting the encrypted hash using the public key 

of the signer. Then it is verified for equality with a computed hash of the code. If the two 

(the signed hash, and the computed hash) are equal it means that the code signature was 

verified. 

The digital certificate is a file consisting of the public key and the identity of the key holder. 

Therefore, when a software application is signed, using the same procedure as above, it is 

the verified against the signer’s certificate. This certificate is also signed (to prevent fake 

certificates) by a Controlling Authority. Since the CA is a trusted authority, they have a root 

certificate that their signatures are verified against. These root certificates must be available 

for verification by the system that is executing the application. In the mobile NFC 

environment, these certificates are stored on the mobile devices. The certification process 

described in this section is also used in e.g. EMV’s SDA and DDA described in section 

7.2.1.2.  

A comprehensive standardized protocol for procedures including key exchange, digital 

signing and the role of the CA is the Public Key Infrastructure further explained in [89].  

9.2.2.2.4 Secure hash 

A hash function is an algorithm that transforms data sequence into a shorter value, which 

serves as an index in an array. This enables quick searching without the need for sorting. 

The result of the hash function is often called a hash or message digest. The Secure Hash 

Standard [90] defines several hash functions with various key lengths (length of the message 

digest). With SHA-1, SHA-224 and SHA-256, a message of any length smaller than 2
64

 bits 

turns into a 160, 224 or 256 bit-sized key respectively. With SHA-384 and SHA-512 the 

message are allowed to be 2
128

 bits and the key size is indicated by the name of the hash 

functions. The reason for increasing the key size is to avoid collisions that occur if two 

messages end up as the exact same digest. The downside is like with all cryptography the 

processing power needed to calculate the algorithm within reasonable time.  
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9.2.2.2.5 Summary 

The current recommendations of NIST for using cryptography in secure system applications 

[91] such as the mobile payment environment are summarized in Table 4. 

Table 4: NIST recommendation for cryptographic algorithms. 

Function  Algorithm  Key size (bits)  Recommendation  

Secure hash  SHA-1  

SHA-224 

SHA-256 

SHA-384 

SHA-512 

160  

224 

256 

384 

512  

Not recommended 

Until 2010 

After 2010 

Symmetric crypto  DES 

2TDEA  

3TDEA  

AES  

64 

80  

112  

128  

Not recommended 

Until 2010  

Until 2030  

After 2030  

Asymmetric crypto  RSA  

RSA 

RSA 

1024  

2048  

3072  

Until 2010  

Until 2030  

After 2030  

10 Mobile payment security 

In the area of mobile payments, there are a lot of sensitive information that needs to be 

protected in order to maintain user security and integrity. It needs to be stored in something 

only the user or a trusted authority has access to. In the mobile phone, this is the SE. This is 

the area in which major part of the security within mobile payment is rooted. The secure 

element will be a secure microcontroller that provides tamper resistance and support for 

cryptography. The secure element within mobile payment can be compared to the EMV chip 

on current payment cards. Since this is the secure storage for the payment applications, it 

must conform in all aspects to the security standards of the PCI.  

A large issue in the implementation process of NFC in society is based on the complexities 

in the industry collaboration. Several of the issues related to the business models revolve 

around the uncertainties of the SE management [92]. A key consideration has been to solve 

the security of an SE shared between several stakeholders. Several alternatives for the 

implementation of the SE in mobile phones have been previously discussed in section 5.1.3. 

10.1 Structure of SE 

According to the model of logistics and infrastructure in [45] the SE issuer must have 

complete control over how the storage capacity is divided between different applications and 
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what rules they will have to comply to. Issuers must also govern the access to the SE, i.e. 

who gets access and under what conditions. This means that the SE issuer has to set up 

regulations and form contracts with Service Providers that eventually will install software 

applications on the SE. A hierarchical structure of the SE proposed by [63] is shown in 

Figure 8. 

 

Figure 8: Architectural view of secure element 

The Issuer Security Domain (ISD) is created during the manufacturing of the SE and the 

management keys must be securely delivered to the issuer. The ISD has privileges for all 

kinds of management of the SE: global, authorized and security domain management. Once 

the ISD is created, it governs the creation of other Supplemental Security Domains (SSD). 

The SSDs are then allowed to have their own management keys for loading applications. 

The rules are set by the ISD and can differ between the other distributed SSDs. The TSM 

have more privileges than the SP since they are responsible for the OTA management on the 

SE. The applications on the TSM SD are applications that collect and store information 

about the device in which the SE is located. This is required to perform the OTA channeling 

properly [49]. The applications on the SPSD are e.g. the payment, banking or ticketing 

applications.  

There is also the Controlling Authority Security Domain, which stores the root certificates 

that the applications is verified against. This hierarchical structure enables the key 

management and verification processes between the Issuer, TSMs and SPs.  
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10.2 SE Internal communications 

The SE is built up by several layers of communication. The foundation of the SE is like 

most smart cards consisting of an IC configured with an operating system (OS). The main 

purpose of the OS is to provide a hardware-neutral API as well as a secure storage and 

execution space for applications. The applications must be separated from each other and 

managed in a controlled environment. As a solution to this, [93] suggests hardware firewalls 

(such as MMU) to isolate each application.  

The NFC environment has adapted the compatibility standards of GlobalPlatform [94], 

which resides on top of the OS as an extension towards the Security Domains described 

above. GlobalPlatform has specified an API that handles the communication between the 

domains and their applications. Besides the GP platform, there will be a runtime 

environment that executes the applications through another API. Such a runtime 

environment that is in use in existing NFC-handsets [95] is the Java Card platform [96]. An 

overview of the internal communication layers of an SE using Java Card is shown in Figure 

9.  

 

Figure 9: Internal communication layer hierarchy of a secure element 

The runtime environment is also the communication link to the applications of the handset. 

These applications are run in the device specific OS, which must be equipped with, 

appropriate APIs to provide compatibility with the SE. The GP environment and GP API are 

the foundation of the OTA communication with the security domains of the SE. 
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10.3 Case: lost or stolen handset 

10.3.1 User actions 

The loss of a handset device loaded with payment applications is just as serious as the loss 

of a normal debit or credit card and should hence be treated in a similar way. The first thing 

that should be done when a mobile handset is lost or stolen is to contact the current MNO or 

the bank to which the possible payment applications are connected. The MNO will through 

the TSM establish a secure channel to the SE and disable it, or just certain applications. The 

channel requires that the handset is connected to the MNO network.  

The bank blocks the account in just the same way as done if a credit/debit card is lost or 

stolen.  

In the aftermath processes, the user needs to install and personalize payment applications in 

a new phone. Because of the NFC collaboration model, this should not have to be a hassle. 

In fact, it should be a lot easier than retrieving all of the different cards lost in a regular 

wallet.  

The user needs a new handset and a new SIM card from the MNO. Hence, in this case, it 

does not matter where the SE was located; the user still has to get a new one. The user then 

needs to connect his or her identity to the new SE and retrieve the lost applications. How 

this is securely done in detail is beyond the scope of this thesis. A suggestion however 

would be to authenticate the user through either over desk identification or a predefined reset 

code. Thereafter a list of the applications could be loaded from a database at the TSM and 

the applications would be reinstalled in the new device OTA.  

10.3.2 Security threats 

A lost or stolen handset is considered a plausible subject for embedded attacks. Attackers 

can use any attack method mentioned in section 9.1 in the purpose of retrieving sensitive 

information or as a pre-cursor attack. However, when it comes to the sensitive information, 

there are not much data that an attacker could use for gain except for the PIN code. In 

addition, if the PIN code is what the attacker would like to have, there are easier ways of 

obtaining it than e.g. probing a microcontroller. Above that, it would due to the tamper 

resistant microcontrollers, take such a long time to retrieve it that the user would have a 

good chance to disable the device.  

The pre-cursor attacks are used to analyze the components in order to perform another 

attack, e.g. malware
11

. The pre-cursor threat is though not specific to the case of a lost or 

stolen phone since it can be performed by anyone who owns a handset with payment 

applications. The only way a pre-cursor attack could be a threat to a single specific user is if 

the device is stolen, tampered with and then returned, either unnoticed by the user, or not.  

                                                

11
 Malicious software such as worms, trojans or viruses. 
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Part 3. Implementation 

11 The Prototype 

11.1 System overview 

The system simulates a payment transaction situation where an NFC mobile phone is used 

as a payment device at a point of sale. The transaction is made through NFC communication 

between the phone and a contactless reader connected to a PC. The reader represents a 

payment card terminal and an application running on the PC represents a cash register 

system. An overview of the system design is illustrated in Figure 10. 

 

Figure 10: Basic design of the prototype system. 

The mobile phone is equipped with an NFC chip and an embedded secure element (SE) 

chip. During a transaction, it operates in card emulation mode and the contactless reader is 

the active device generating an RF field.  

An application on the SE stores and manages personal information about the cards being 

emulated. It is a Java applet, which is a kind of Java program that can be executed by the 

Java Virtual Machine running on the SE. The applet works as a wallet in the sense that it can 

store several cards and that a user can choose between them for use as a payment card or as 

a loyalty membership card. Instead of placing a chosen plastic card in the card terminal, you 

choose a card from a list on the phone and wave the phone in front of the contactless reader. 

Another application is installed in the phone’s internal memory forming the graphical 

interface between the user and the SE-application. It obtains a list of all cards installed on 

the SE from the SE-application and presents them on the screen, enabling the user to choose 

between them. When a card is chosen, the information connected to that card is available for 
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the contactless reader to receive. This application is a MIDlet, which is a Java Micro Edition 

(ME) application typically used for graphical applications on mobile phones. It uses the 

Mobile Information Device Profile (MIDP), which is part of the Connected Limited Device 

Configuration (CLDC) in Java Micro Edition. [97] 

11.2 Development environment 

11.2.1 Tools 

The tools used for software development are presented in Table 5. 

Table 5: Development tools used for each program in the prototype system. 

 MIDlet development Applet development Cash register development 

Integrated 

Development 

Environment 

NetBeans IDE 6.8 NetBeans IDE 6.8 Microsoft Visual Studio 2008 

Platforms Java ME Java SE ACR122 NFC Reader SDK 

 Java Development Kit (JDK) 

1.6 

Java Development Kit 

(JDK) 1.4.2 

 

 Series 40 Nokia 6212 SDK 

v1.0 

Java Card Development Kit 

2.2.1 

 

File conversion  GPShell 1.4.2  

11.2.2 Unlocking the SE 

By default, the SE is locked from installing any software on it unless you are certified with 

keys to access it. The manufacturer hands over these keys to the TSM who takes on the role 

of managing the SE remotely. However, from a prototype developer’s point of view the need 

for a free environment is greater than the need for end-user integrity (since there probably 

does not exist any end-users). This is why most phone manufacturers develop and provide 

an ―unlock‖ MIDlet. The unlocking of the SE is done by installing and running this MIDlet 

on the device. After the SE is unlocked, the device is considered unsecure and cannot be 

used for commercial applications. I.e. there are no commercial companies that would like to 

place a security sensitive application on an unlocked SE. For developers however this is 

almost considered a prerequisite.  

11.2.3 Java application certificate 

A MIDlet installed on the mobile phone’s internal memory must be certified by a third party 

in order to communicate with the SE. The MIDlet written in this project is certified with a 

Code Signing Certificate for Sun Java from Thawte. The certificate authenticates the code’s 

source and is recognized by the Java Runtime Environment (JRE). 

11.2.4 Testing, converting and deploying the applet 

To test the applet during development and before installation on the phone’s SE the Java 

Card Workstation Development Environment (JCWDE) kit was used. The tool is included in 
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the Java Card Development Kit (JCDK) and allows the running of Java Card applets on a 

PC by emulating the card environment. [98] 

The JCWDE uses the Java Virtual Machine (see section 5.1.2) to emulate the Java Card 

Runtime Environment (JCRE) and can run class files, which means that no file conversion is 

needed. A test script with all APDU commands was written to simulate the MIDlet and card 

terminal communication. The APDU tool included in the JCDK was used to run the script 

against the applet. 

Before installation on the phone’s SE the class files had to be converted into one Converted 

Applet (CAP) file. A CAP file is a binary representation of a converted Java package and the 

conversion was made using the converter tool in the JCDK. 

Installation was done using GPShell communicating with the phone’s SE through the 

contactless reader. GPShell installs application by converting the CAP file into a sequence 

of APDU commands and sending them to the JCRE on the SE.  

11.3 Communication 

11.3.1 Overview 

Communication between the different instances of the system is described in Figure 11. All 

cards are stored by the applet on the SE and the MIDlet communicates with it through 

APDU commands (defined in ISO/IEC 7816). The MIDlet implements the API JSR-257 as 

interface to the SE.  

The contactless reader communicates with the SE through the NFC chip according to the 

ISO/IEC 14443 standard, i.e. in card emulation mode, and through APDU commands. 

 

Figure 11: System communication overview. 
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11.3.2 APDU structure 

The applet reacts on APDU (Application Protocol Data Unit) commands and does not take 

any initiatives. Every command sent to it is followed by a response. 

An APDU command is an array of bytes and consists of a mandatory header and an optional 

body as illustrated in Figure 12.  

 

Header Body 

CLA INS P1 P2 Lc Data Le 

Figure 12: Structure of an APDU command. 

The header includes a class byte, an instruction byte and two parameter bytes. The class byte 

indicates structure and format of the APDU, the instruction byte tell which task that is to be 

performed and the parameters byte provide further information if needed.  

The body of an APDU consists of an Lc byte, data bytes and an Le byte. The Lc byte 

indicates the number of data bytes present in the data field and the Le byte indicates the 

expected maximum number of bytes in the response data field. 

An APDU response consists of an optional data field and a mandatory status field as 

illustrated in Figure 13. The trailer includes two status word (SW) bytes giving information 

about the processing status. 

 

Data field Status field 

Data SW1 SW2 

Figure 13: Structure of an APDU response. 

11.3.3 Interface between PC and contactless reader 

The contactless reader from Omnikey is connected through a USB interface to the PC. For 

the PC to make contact with the reader it uses the Windows built-in driver for smart card 

readers generally called PC/SC driver and an Omnikey specific synchronous API [99]. The 

application imports the driver functions from a local file, winscard.dll in the System32 file 

system. The imports are performed in a separate class file, ModWinsCard, which originated 

from the ACR122 SDK. The application calls the functions in ModWinsCard when the 

reader needs to be activated.  
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11.4 System specifications 

11.4.1 Components 

The components used in the system are presented in Table 6. 

Table 6: Components of the prototype. 

Mobile phone Nokia 6212 Classic 

Cash register PC 

Contactless reader Omnikey 5321, RFID reader  

11.4.2 Functions 

The system is designed to follow the specification of requirements attached in Appendix 1. 

11.4.2.1 The applet 

The tasks performed by the applet are presented in Table 7 and in a UML state flow diagram 

attached in   
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Appendix 2. 

Table 7: Tasks performed by the applet. 

Function Description APDU command 

Send list of cards Returns the names of all payment cards or all bonus cards 

stored on the SE. 

GET_PAYCARD_LIST 

GET_BONUSCARD_LIST 

Activate card Makes a chosen card available for an external reader. ACTIVATE_CARD 

Deactivate card All cards are deactivated, meaning that no external reader 

can detect any card on the phone. 

ACTIVATE_CARD 

Verify Verifies a PIN code received through an APDU 

command and locks the applet from being executed if 

wrong PIN code is entered three times. 

VERIFY 

Send card Card data of a requested card is returned to initiator. GET_ACTIVATED_CARD 

Add card A new card is added with card data received from an  ADD_CARD 

Delete card The card pointed out by the initiator is erased. DELETE_CARD 

Delete all cards All cards are erased. DELETE_ALL 

Update PIN The PIN code for a card specified by the initiator is 

replaced with a new PIN code received from initiator. 

UPDATE_PIN 

11.4.2.2 The MIDlet 

The tasks performed by the MIDlet are presented in Table 8 and in a UML state flow 

diagram attached in Appendix 3. 

Table 8: Tasks performed by the MIDlet. 

Function  Description 

Open ISO 14443 

connection 

Initiates communication with the SE. 

Select applet The correct applet is selected. Sends SELECT APDU command, including the 

applet ID (AID), to the Java Card Virtual Machine on the SE 

Retrieve payment card list Retrieves the names of all payment cards stored on the SE by sending the 

GET_PAYCARD_LIST command to applet. 

Retrieve bonus card list Retrieves the names of all bonus cards stored on the SE by sending the 

GET_BONUSCARD_LIST command to applet.  

Show payment card list The retrieved names of all payment cards are listed on the display. 

Show bonus card list The retrieved names of all bonus cards are listed on the display. 

Get PIN input A PIN code is requested from the user. The PIN code is  

Verify user The PIN code entered by the user for a chosen card is sent to the applet for 

verification through the VERIFY command.  

Activate card ID of the selected card is sent to the applet for activation of the card through the 

ACTIVATE_CARD command with parameters set for activation of card. One or 

two cards can be selected at the same time. 

Deactivate card Deactivates all activated cards by sending the ACTIVATE_CARD command 

with parameters set for deactivation.  
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11.4.2.3 The cash register 

The tasks performed by the cash register program are presented in Table 9 and Table 10. 

The administrator functions are not meant to exist in a real POS cash register system. 

Adding and removing cards should be handled by banks or a trusted third party. In this 

demonstration prototype, the functions are implemented as a part of the cash register in 

order to simplify the development process. 

Table 9: Functions of the cash register system. 

Cash register functions Description 

Select warehouse Sets a global variable to the selected warehouse index. Displays a 

picture on the GUI to indicate the current warehouse.  

Initialize cash register Reads groceries and prices from external file.  

Initialize reader Calls the SCardEstablishContext [100] command which 

returns a context handle used in further communications with the 

reader. 

Calls the SCardListReaders [101] command, which returns 

handles to the available readers of the system. From the available 

readers (usually only one), the Omnikey reader is chosen as active 

reader. 

Initialize purchase Clears displays, prints welcome screen and enables buttons. 

Add item Adds a random item to the purchase list.  

Summarize purchase Presents the sum and possible member discount to the customer.  

Polling  Starts a timer function that calls the SCardConnect [102] 

command every 100 ms. If a compatible device is in the proximity 

of the reader the function returns a handle to this device.  

When a device is detected, a SELECT command is sent along 

with the AID of the payment application applet to select this 

applet. 

Get card data  The GET_ACTIVATED_CARD command is sent to retrieve data 

from the activated card in the applet.  

Display to clerk Detailed information about all processes is displayed on the clerk 

display (for presentation reasons).  

Display to customer Item information and masked card information is displayed on a 

simulated customer display.  

Display to NFC ―reader/terminal‖ Payment information is displayed on a simulated NFC 

terminal/reader display. 
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Table 10: Administrator functions that should be appointed to an organization with the authority to handle 

personalization of the SE. 

Administrator functions Description 

Add a card (requires initialized reader) The operator selects card type:  

 Payment card 

 Bonus card 

 Bonus enabled payment card 

The operator chooses which warehouse the bonus should be 

affiliated with (in case of the last two card types). 

The operator fills out user information: 

 First name 

 Last name 

 PIN code 

A card number is generated: 

 1st digit indicates the card type: 1, 2 or 3. 

 2nd digit indicates warehouse: 1-6. 

 The remaining 14 digits are random numbers. 

The card is previewed. 

The Polling function is called and when connected to the applet, 

an ADD_CARD command is sent along with the card 
information.  

Remove a card (requires initialized 

reader) 

The operator selects the type of card that shall be deleted. 

The operator selects the list index of the card that shall be 

removed. 

The Polling function is called and when connected to the applet, a 

DELETE_CARD command is sent along with the above 

parameters. 
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11.4.3 System operating sequence 

Table 11 shows the operating sequence of a transaction step by step. 

Table 11. Operating sequence of the prototype 

 Cashier  Terminal  NFC Handset  User 
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2 

 New customer text: Choose 

your payment application. 

Do not forget your bonus 

card! 

  

3 ―Scans‖ wares   Starts application 

4     

5   Application starts  

6 

  Lists available payment 

cards and extra choices: 

―Only Bonus‖ and ―Add 

bonus‖. 

 

7 

   Chooses payment card or 

bonus options. If payment 

card is chosen, proceed 

from sequence number 12. 

8 

  If ―Only bonus‖ or ―Add 

bonus‖ is chosen, go to 

bonus list 

 

9 
   Chooses bonus card from 

bonus list 

10 

  If ―Only bonus‖ was 

chosen, send card number 

to applet. Proceed from  

sequence number 15. 

 

11   Return to payment card list.   

12    Chooses payment card 

13   Ask user for pin code  

14    Enters pin code 

15    Press ―ok‖ 

16 

  Send list index for selected 

card(s) along with pin code 

to applet. Compare entered 

pin to stored pin. 

 

17 
  Send response to MIDlet; 

―Ok‖ or ―Wrong pin‖. 

 

18 
  If ―Ok‖: Applet activates 

the selected card(s) 

 

19 

Enters the sum to pay 

and initiates 

transaction 

   

20 
 Print purchase amount w/ 

and w/o bonus card 

  

21  Poll for card(s)   



 

71 

 

22 
   Swipes the phone in front 

of the reader 

23 

 Receives card information. 

Detects possible bonus 

cards. 

  

24 
 Print purchase information 

to customer and clerk. 

  

25 
Finish purchase. Press 

―New Customer‖. 
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Part 4. Closure 

12 Discussion 

12.1 Usability  

12.1.1 User Authentication 

There is often an inherent tradeoff between usability and security. One of the cornerstones in 

the security/usability tradeoff is the user authentication process. User authentication 

mechanisms tend to be either secure, but less usable, or very usable, but less secure. 

Traditionally a user authentication mechanism is considered secure if it is a combination of 

something the user has (e.g. a smartcard), something the user knows (e.g. a password), or 

something the user is (i.e. a physiological trait) [103]. The simplest way to translate these 

criteria to mobile payment is the PIN code user authentication. When launching the 

standards for contactless payment, EMVCo removed the PIN code for accumulative 

purchases up to a small amount [104]. They motivate this change with advantages like 

 User convenience – greater satisfaction 

 Cash registry quickness – shorter lines, fewer cashiers 

 Larger and more frequent purchases due to the convenience 

 Higher usage of card payments instead of cash - reduces cash handling costs 

However as described earlier in section 8.2.1, the most effective way to defend against relay 

attacks is the user authentication. Even though there is a limit to the possible value that 

could be retrieved without PIN code, it might be enough to create suspiciousness against the 

technology and involved corporate brands.  

12.1.2 Control measures 

Control measures such as ―Activate NFC‖ or ―Confirm connection‖ in the mobile devices 

are a slightly more usable method but far less secure. These would theoretically protect 

against a relay attack performed against a device located for example in a pocket. However, 

such control measures are in the prototype device, Nokia 6212, configurable. From a 

usability point of view it is rather inconvenient for the user to manually turn the NFC 

antenna on and off after each transaction. Similarly, some users would likely not want to 

confirm each transaction if he/she had the choice to remove it. These control measures are 

then likely to be disabled by the majority of users and serve no protective function.  

12.1.3 Software 

The possibilities of usability are largely enhanced when a software application is included in 

the user payment procedure, but it also introduces challenges. Software is easily adaptable 
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but it is hard to fit to a large number of users’ preferences. Some might consider the use of 

payment applications complicated compared to the common payment card.  

Technically, it is actually possible to make it as simple as the current payment cards. The 

technology allows for the handset device to work as a regular contactless payment card. The 

drawback from this scenario is that the device will only be able to contain one application 

(one card). In this case, the user will interact with the terminal during the purchase process. 

12.2 Lesson learned from interviews 

During the initial phase of this project, we decided to perform a series of interviews to get a 

different perspective of the stakeholders related to this technology. We prepared a set of 

questions and rounded up possible stakeholders to interview. The stakeholders were 

categorized according to the actors of the business model: Service providers, banks, MNOs 

and TSMs. 

The focus of the interview series was to enhance our knowledge of the subjects that are hard 

to find in the literature, e.g. the real life business model and different stakeholders’ parts in 

the implementation of NFC payments.   

We started by interviewing one actor from each category, receiving a lot of interesting 

information in some areas and ran into a total stop in other, more confidential areas. The 

interesting parts were about implementation planning and development progress. Although 

they were interesting, we felt that the answers did not contribute enough to our other 

research. Additionally, the answers that were of most interest and that would have confirmed 

parts of our theories were classified. Nevertheless, after the first round of interviews we 

decided that another round would not give enough additional knowledge compared to the 

time and effort invested.  

Perhaps the questions were a bit out of scope or missing the edge that made the answers not 

being anymore than interesting. This is plausible since we created the questions in an early 

stage of the project when we knew little about the technology or related business 

collaboration. To make the interviews count for more, perhaps they should have been carried 

out at a later stage in the project.  

Another factor that could have made a difference was that only one interview was made 

face-to-face. Two were made over the telephone and one was made in writing with a 

telephone follow up call. We accepted this because we know that the interviewees are 

working full time and probably consider an interview a moment of stress. Therefore, to 

reduce the time for searching interviewees we offered the choice of interview flexibility. 

When performing an interview face to face you get a better contact on a personal level, 

which enhances the dialogue and expands the window of information exchange.  

All material from the interviews is summarized in Appendix 4.  
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12.3 Prototype validation 

The main purpose of developing the prototype was to demonstrate a payment procedure with 

a mobile phone. To make the purchase process more authentic we decided to add bonus 

registration with either combined bonus/payment cards or a bonus card alone. The main 

purpose of the prototype is fulfilled. With the prototype, we can simulate a purchase 

including the most significant events of a real purchase for both customer and cashier.  

Other circumventing events that happen without the customer’s or the cashier’s notice were 

not prioritized during the development. Such events are e.g. execution of cryptographic 

algorithms, back-office procedures and bank account clearings. These procedures may affect 

the execution time of the payments and in turn, the overall purchase experience. This we are 

aware of. However, the most significant difference from a purchase performed at a merchant 

today is the transaction from the handset to the terminal and the user interface of the 

handset. In this aspect, we believe that these developments are rather close to what it could 

end up as in the market-implemented solution.  

Apart from the main purpose of the development, there was also an educational purpose. 

From developing the prototype, we got a better understanding of the standards and 

communication protocols of the NFC technology. We also got hands-on experience of the 

SE management that included several important phases like certifying and installing 

software, setting the communication modes and managing the inter-software communication 

to the MIDlet. These experiences also helped us understand the literature on a deeper level 

and draw conclusions. Above this, we enhanced our programming skills and knowledge of 

contactless readers, interfaces etc. Conclusively, we learned a lot about the technology of 

NFC and the surrounding environment by creating the prototype system. 

The requirements specification has been reviewed and updated during the development 

because of changed conditions and new knowledge. Some features were added and some 

were edited. The edited features were changed because we either realized that another 

solution would be better or because of lack of time. In the case of removing features, we 

valued the implementations against the purpose of the prototype and the time needed for 

implementation. 

13 Conclusions 

13.1 Mobile payment infrastructure 

13.1.1 Technology standards 

Many standards have been released concerning the technology of NFC and it is mature for 

the commercial market.  

However, an issue that remains to be solved is to agree on which component that should be 

used as secure element in mobile phones. The strongest candidate seems to be the SIM card 

because of its mobility advantages and the standard for communication with the SIM card 

has just recently been released by ETSI. 
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13.1.2 Back-office communication 

Communication between a POS, service providers and banks at the moment of a debit or 

credit payment transaction is not affected by the implementation of NFC payment. A 

contactless card terminal cannot tell the difference between an NFC device and a contactless 

smart card. Hence, there is no need to change communication and collaboration procedures 

adopted today for debit and credit payment. 

13.1.3 Industry collaboration 

Some collaboration changes are necessary when it comes to provisioning and management 

of payment applications as well as personalization of NFC mobile phones. The mobile 

payment ecosystem involves many parties and it is essential to agree upon a collaboration 

model that makes cooperation easy. A suggested solution is to establish the role of Trusted 

Service Manager that would serve as a link between banks, payment card industry, service 

providers and mobile network operators. The number of agreements needed would be 

reduced and it would make the mobile payment ecosystem more dynamic. In the existing 

mobile environment, there are actors that already possess the technical knowledge to 

perform OTA management. These could also be the ones taking on the role as TSMs 

assuming they would want to shoulder the related responsibilities.  

The process of agreeing on standards and distribution of roles is difficult since all involved 

parties aim to profit and earn additional market shares. Thus, many different forces want to 

influence the standardization process. It is hard to say when mobile payment will be adopted 

in a large scale, but the interest shown and the efforts done worldwide to advance the 

development indicate that it is just a question of time.  

13.1.4 Availability 

The amount of commercially available NFC mobile phones is very limited and must be 

increased. An alternative is to further develop SD memory cards with NFC functionality to 

comply with more mobile phone models. Implementation of NFC in mobile phones has been 

delayed since the industry has not yet agreed on which type of SE is to be used as standard. 

It is possible to use NFC stickers as an alternative solution before NFC is a standard 

component in mobile phones. 

The spread of contactless payment card terminals is very limited in Sweden, but in other 

parts of the world, the use of contactless payment systems is more common. However, 

contactless readers compatible with NFC are available on the market for merchants to buy. 

The development of hardware infrastructure is a slow process. Merchants will not be willing 

to invest in new terminals if there is no demand from customers and customers will not buy 

new phones only to get NFC if the possibility to use it is limited. It is therefore important 

that NFC becomes a standard component in all new mobile phones. 

Today there is no commercial adoption of mobile debit and credit payment in Sweden. The 

first pilot projects have started and plans are that these systems will end in commercial 

launches. 
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13.2 Wireless security 

The wireless nature of contactless mobile payments increases the number of threats related 

to the payment security. This report discusses the most important wireless attack scenarios 

and precautions to counter them. It is plausible that the attacks will be more sophisticated as 

the technology reaches the market and the measures should hence be a subject to continuous 

development. The conclusion at the current state is however that there are adequate 

countermeasures available to suppress the threats against user integrity and privacy and 

therefore also payment security. 

The PCI will have an important role in setting the security specifications for mobile payment 

services. This is an ongoing process and so the only conclusion that can be drawn is that it 

will be similar to the one for contactless payments, which is based on the same or adjacent 

RF standards.  

13.3 Embedded security 

Similar to the wireless security, the PCI will also have a dominant role in setting the security 

specifications for embedded security in mobile payments. They use guidelines such as the 

CC and FIPS publications and this way the specifications set for the embedded systems will 

follow thoroughly evaluated security standards. Once the standards are set, the attack 

methods evolve rapidly around the technology. The security should therefore be 

continuously evaluated and updated according to the latest standards.  

Thanks to the usage of microcontrollers as a secure element, the potential to create a secure 

environment and respond to the possible threats are great. However, price is also a factor 

since mechanisms that enhance security adds costs to the devices. The PCI will set 

satisfactory security specifications related to existing threats and possible developments 

within a specific timeline. The developers will then adapt the security measures according to 

the specifications.  

The area of software attacks is possibly the greatest threat in embedded security. Since the 

NFC payment procedure requires an environment based on software, new possibilities for 

software attacks will emerge continuously. This area however, is too extensive to be 

analyzed in this report and is hence merely mentioned.  

On the other hand, the software environment of the handsets have a great possibility of 

adapting to new software threats. Considering the OTA management of the SE, software 

security updates can be sent to any handset connected to the telecommunication network.  

14 Future work 

14.1 Threats from software attacks 

The area concerning threats from software attacks is comprehensive and has not been 

closely studied in this thesis. Since this is potentially the largest threat against the security of 

mobile payments it should studied further. 
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14.2 Usability study 

Usability is an important subject for the success of mobile payments. It would be interesting 

to thoroughly investigate usability aspects concerning the payment process as well as the 

process of provisioning and personalization. This could be done through literature studies, 

interviews, field studies and user testing. 

14.3 Prototype development 

14.3.1 Security 

The security should be improved by implementing cryptography.  

A possible extension of the wireless security study is to test the prototype by exposing it to 

possible threats and see how it reacts. 

Another issue to examine is the possibility of interference from surrounding apparatus, such 

as other mobile phones, Bluetooth communications, magnetic fields and so on.  

14.3.2 Usability 

The usability has been compromised due to lack of time and should be improved. Here 

follows a list of suggested improvements: 

 The user should get a digital receipt sent to the phone after a purchase.  

 The applet should store branding images showing which organization that has issued 

each card. 

 The user should be able to have more control over the MIDlet by being able to 

choose between different options. E.g. the user should be able to set a payment card 

and a loyalty membership card of choice as default. Another suggestion is to 

implement the choice to receive a digital receipt or not. 

14.3.3 Personalization and provisioning 

The personalization and provisioning process should be further developed. A user interface 

for receiving and installing the payment application on the phone, e.g. a website from which 

software can be downloaded or an OTA service interface, would improve the prototype.  

14.3.4 Integration 

Further integration with the phone’s native NFC interface is needed. The built in NFC 

interface allows the user to turn NFC on and off and to choose the level of visibility to other 

devices. If the payment MIDlet is started while NFC is turned off, a payment transaction 

cannot be accomplished and there will be no warning. The application should warn the user 

that NFC is deactivated and preferably it should be able to activate NFC if the user conforms 

to it.  
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14.4 Pilot project 

A possible future project is to perform a pilot test by cooperating with an organization 

interested in implementing a mobile payment system. The prototype could be further 

developed and integrated into an existing payment system for tests in real-life situations. 

14.5 Loyalty membership 

The area of loyalty membership has not been investigated as much as planned. There are 

many new advantages with putting loyalty membership cards in mobile phones, both for 

users and for retailers. By putting all cards in one device they will be easier to carry and will 

not be forgotten at home as easily. Retailers gains new ways of offering bonuses, discounts 

and more to customers as well as the possibility to see what customers usually shops and 

give individual offers. The technology also brings new ways for marketing products and 

offering extended information through passive tags in stores. 

This area could be investigated further and implemented in the prototype. 
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Appendix 1 – Specification of requirement for the prototype 

 

February 2010 

Introduction 

Product overview 

This product is a demonstration prototype and is done as part of a Master's thesis. 

Purpose 

The purpose of the prototype is to show the functionalities of a mobile device designed 

for mobile payments. The prototype will be used to show how to install and uninstall 

payment applications and add or remove specific payment brands e.g. VISA or 

MasterCard. Finally, it will be used to perform a simulated purchase with a simulated 

sales terminal. 

Overall description 

Product perspective 

The phone should be used to communicate through NFC with a reader/transmitter 

connected to a simulated sales terminal. It should demonstrate how mobile transactions 

can be made in a POS environment including mobile payment, loyalty membership 

registration and bonus withdrawal.  

The prototype should be easy enough to use for a first time user and still enjoyably used 

for the experienced ones. It should send signals to the user that the sensitive information 

is handled in a secure way. 

System functions 

The following are the product functions of the payment system: 

 Starting the MIDlet application 

o Automatically when close to a scanning reader or manually 

o EDIT, v.2: Manual start was chosen for the user to achieve a sense of control 

 Choose  type of transaction 

o Payment 

o Payment and bonus registration 

o Bonus registration 

o Member registration 

o EDIT, v.2:  Although member registration is available, the user does not 

have the option to ―enable‖ it from the phone. 



 

 

 

o EDIT, v.2: The user has three choices. The first choice is to select a payment 

card directly. The second choice is to add a bonus card and then select a 

payment card. The third choice is to choose only a bonus card (and pay 

cash). 

 Start transaction 

o Automatically or manually 

 EDIT, v.2: The user is required to enter a pin code and confirm. Then 

the transaction is started. 

 Enter PIN code in text field 

 Show confirmation information 

o Card chosen 

 EDIT, v.2: Card chosen is displayed on phone and in the customer 

display on the terminal.  

o Sum to pay 

 EDIT, v.2: Sum to pay is displayed in the customer terminal display. 

o Digital purchase receipt 

o Bonus received 

 EDIT, v.2: A discounted ―member‖ price is shown at the terminal. 

This is for customers with the correct bonus card compared to the 

current warehouse (setting in the terminal). 

o Registration confirmation 

 Finish transaction (exit application) 

 Adding a new card (Initialized by the clerk at the terminal . No user involvement) 

 Erase card (Initialized by terminal and managed by applet.  No user involvement) 

 Register as a member (i.e. add bonus card, see ‖Adding new card‖) 

User control 

 The user can install one or more cards for simulated mobile payment at the 

terminal. 

 The user can create, edit and delete personal bonus cards for membership 

registration at the terminal. 

 If the user has a bonus card it can register as a loyalty member at the terminal. 

 If the user is a member at the current warehouse it can de-register as a member 

at the terminal. 

 EDIT, v.2: The ―user‖ should not be able to perform any changes to installed 

cards. The one handling the terminal, i.e. the clerk, is the one in control of all 

card-managing functions.  

Specific requirements 

Functional requirements 

User interface 



 

 

 

Installation 

 The user should be able to install and uninstall the MIDlet 

 The user should be able to add and remove payment applications such as VISA 

or MasterCard inside the MIDlet.  

 EDIT, v.2: The ―user‖ should not be able to perform any changes to installed 

cards. The one handling the terminal, i.e. the ―clerk‖, is the one in control of all 

card-managing functions.  

Personalization 

 The user should be able to choose if it wants to be prompted with a "Confirm 

NFC connection"-warning every time the device is affected by an NFC 

transmitter. 

o If the warning is turned off the payment MIDlet should start 

automatically when the device is within reach of a transmitting 

transmitter and NFC is enabled on the device 

o If the warning is turned on the device should ask to confirm the 

connection before starting the payment MIDlet. 

 ADDED, v.2: There are three types of cards 

o Payment cards 

o Payment enabled bonus cards 

o Bonus cards 

 ADDED, v.2: The information stored on the payment cards and payment 

enabled bonus cards is:  

o Card type  

 1 byte with a numeric value of 1 or 2. Value 1 means payment 

card, value 2 means bonus card (only). 

o Card brand 

 Maximum 20 bytes with ascii values of the card brand e.g. 

―VISA‖. 

o Owner name 

 Maximum of 26 bytes with ascii values of the owners full name 

including space between first and last name. 

o Card expiration date 

 4 bytes containing numeric values. 

 ADDED, v.2: The information stored on a bonus cards is the same as on 

payment cards except that it doesn’t contain an expiration date 

General 

 The application can at any time be shut off or turned on manually by the user. 

 When the application is started, NFC will automatically be activated if it is not 

active already. 

 When the application is running it will detect a transfer request from the contactless 

reader. 



 

 

 

 A transaction will be initiated when the user holds its phone close to the contactless 

reader if the application is running and if the reader has requested a transfer and is 

searching for an active device. 

 When connection between the handset and the reader is established, the reader will 

determine which type of transaction is to be made. The decision is to be made by a 

user operating the terminal i.e. a clerk. 

 The following types of transactions are possible (received from the reader): 

o Payment  

o Payment including bonus registration 

o Bonus registration 

o Add card 

o Remove card 

Software interfaces 

 ADDED, v.2: A J2ME MIDlet will be developed as a graphical user interface 

towards the card managing applet 

 ADDED, v.2: A Java applet will be developed and installed in the Java card 

environment in the secure element on the Nokia 6212. 

 ADDED, v.2: A C#-application will be developed 

Hardware interfaces 

 Nokia 6212 classic mobile telephone 

 Personal Computer 

 Omnikey 5321 USB smart card reader  

 The software applications on the different hardware will communicate through the 

NFC modules inside the Nokia 6212 and the Omnikey reader. 

Communication protocols 

General 

 Communication between NFC module and the contactless reader will be done 

through APDU commands (ISO/IEC 7816). 

 The transfer speed will be 212 kbps. 

Security 

 Cryptography 

Performance requirements 

 The time of the purchase should not exceed the current time of a purchase with a 

chip-equipped smart card. It should preferably be less.  

 If the purchase is aborted the session should be saved and continued when contact is 

re-established.  

 The transaction should be prepared for implementing encryption 

  



 

 

 

Appendix 2 – State machine diagram for the Wallet applet 

 

Receive APDU command 

entry / Get APDU buffer 

do / Get instruction 

install() 

Send list of cards 
[ Instruction == 

GET_BONUSCARD_LIST || 

Instruction == 

GET_PAYCARD_LIST ] 

Process command 

 

[ Payment Cards ] 

Process command 

[ Instruction == 

GET_ACTIVATED_CARD ] 

Add card to card file [ Instruction == ADD_CARD ] 

Delete card [ Instruction == DELETE_CARD ] 

[ Instruction == DELETE_ALL ] Delete all cards 

Verify with PIN code [ Instruction == VERIFY ] 

Update PIN code 

do / storeNewPIN 

[ Instruction == UPDATE_PIN ] 

Send list 

entry / getPayCardList 

exit / sendList 

 

Send list 

entry / getBonusCardList 

exit / sendList 
[ Bonus Cards ] 

[ Instruction == 

ACTIVATE_CARD ] 

Activate card 
[ isValidated == true ] 

[ (isValidated == false) && 

(triesRemaining > 0) ] 

Send card 

entry / getActivatedCard 

exit / sendCard 

 

[ cardActivated == true ] 

[ (isValidated == 

false) && 

(triesRemaining == 0) 

] 

[ cardActivated == false ] 

[ PIN == notValid && triesRemaining > 0 ] 

Validate user 

do / isValidated = true 

 

[ PIN == notValid && triesRemaining == 0 ] 

Reset PIN 

Lock 
applet 



 

 

 

Appendix 3 – State machine diagram for the Wallet MIDlet 

 

Get Display 

startApp() 

[ Command == ExitCmd ] 

 

Show Payment Card List 

entry / openAppletConnection 

do / sendSelectCmd 

do / sendGetPayCardListCmd 

do / closeAppletConnection 

do / listReceivedCards 

Send Activate Card command 

do / sendActivateCardCmd 

do / closeAppletConnection 

[ Command == ActivateCardCmd ] 

Send Verify command 

entry / openAppletConnection 

do / sendSelectCmd 

do / sendVerifyCmd 

do / receiveResponse 

[ PIN == Verified && 

triesRemaining > 0 ] 

Show Alert: Wrong PIN code 

do / printWarning 

do / closeAppletConnection 

[ 
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 n
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 ]
 

Show PIN textfield form 

do / getPinInput 

[ 
tr

ie
sR

em
ai
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g 
> 

0
 ] 

[ triesRemaining = 0 ] 

Show Bonus Card List 

entry / openAppletConnection 

do / sendSelectCmd 

do / sendGetBonusCardListCmd 

do / closeAppletConnection 

do / listReceivedCards 

bonusCardOnly() || addBonusCard() 

[ bonusCard == notAdded ] 

[ Command == 

ActivateCardCmd ] 

bonusCardOnly() || addBonusCard() 

[ Command == BackCmd ] 

 

[ Command == BackCmd ] 

 

View Swipe instruction 

do / print(Swipe your phone to pay) 

Deactivate card 

entry / openAppletConnection 

do / sendSelectCmd 

do / sendActivateCardCmd 

do / closeAppletConnection 

[ Command == 

ExitCmd || 

Command == 

BackCmd ] 

 

[ 
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==
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ru
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] 

 

[ Command == ExitCmd ] 

 



 

 

 

Appendix 4 – Interview material 

 

Nordea: Olov Brandt (Product Manager), 2010-03-15 

Payex: Mikael Hellberg (Head of product development), 2010-03-16 

TeliaSonera: Roger Bengtsson (Head of business renewal, TeliaSonera Mobility 

services – Research and innovation), 2010-03-10 

SmartTrust: Jari Nyholm (Director of Product Management), 2010-02-09 

 

 

1. How well aware of NFC technology is your company? 

 

Nordea: We have a very good insight in the technology at an overall level. 

Details in the specifications are not commonly known by our staff. Furthermore, 

some parts of the specifications are not yet completed. 

PayEx: Well aware. 

TeliaSonera: Very well. We have been involved in this area since 2005. We 

have launched pilots within the EU SmartTouch project, we are involved in NFC 

Forum, GSMA, Mobey Forum etc. We have ongoing projects or discussions 

right now with partners concerning banking, ticketing and access control. 

SmartTrust: We are well aware of the technology. 

 

2. What pros and cons does your company see in the NFC mobile payments? 

 

Nordea: Pros: Simplicity and convenience to the customers. Swift transactions. 

Reduced customer queues for the merchants and travel companies.  

Cons: Missing standards (see above). It will take some time to implement the 

clearing structure and terminal infrastructure. The business logic is not entirely 

complete. Some security and standardization issues still feel unresolved.  

PayEx: NFC is just one technology amongst others and it is not exactly rocket 

science. It is a cheap and simple technology. The chip card technology is 

expensive. Other advantages is that it is easy to swipe your phone and that there 

is no physical element that wares out e.g. a magnetic stripe. 

TeliaSonera: The SIM card is an excellent location for storing secure 

information and the mobile handset is an excellent payment instrument since 

you always have it with you. The downside is that it takes time to roll out NFC 

compatible handsets with support for SWP. 

SmartTrust: The advantages are obvious with all your cards assembled in one 

device. This has other advantages such the possibility to block the payment 

device both OTA and through the bank. A disadvantage is perhaps that the user 

gets too dependent of the handset. But again, you will notice quicker if your 

phone is lost compared to your wallet.  



 

 

 

 

3. Are you a part of developing and integrating the technology in society, and 

if so, in what way? 

 

Nordea: We are very much a part of the development and the implementation of 

the technology. Our company is involved in several of the organizations that is 

standardizing and developing the NFC technology.  

PayEx: Yes, through PayEx mobile. We have shown that there is no excuse to 

blame the handset manufacturers for not supplying compatible handsets and that 

the development on that front is very slow. We have created a solution that 

works on all cell phones. We care less about the integration in society and more 

about creating smart payment options. 

TeliaSonera: We are definitely involved. The mobile phone is used increasingly 

to other functions besides telecommunication, which we think is a good thing. 

Right now we are, with partners, trying to create sustainable ecosystems, both 

regionally and globally.  

SmartTrust: We provide the software for various OTA services and ensure 

compatibility with the new standards related to NFC. 

4. What will be your role in the implementation phase of NFC compatible 

equipment? 

 

Nordea: Same role as we have today, as a card issuer, card acquirer and payment 

provider. 

PayEx: We will continue with the PayEx product and evolve from there.  

TeliaSonera: We plan to sell NFC compatible handsets and provide NFC 

compatible SIM cards. In addition to that we are planning to provide a variety of 

Mobile Wallet services together with our partners. We are experimenting 

with different prototypes.    

SmartTrust: Our main focus is compatibility between instances. We have a 

database containing information about every mobile phone on the market (screen 

size, OS, hardware etc.). We use this to determine the compatibility for that 

device. The interface between service providers and TSMs is not fully developed 

so this might be an area of research.   

 

5. What would be your role in the 

usage/distribution/manufacturing/development if the technology were to be 

fully implemented? 

 

Nordea: As a first step we probably won’t change that much. In the following 

time horizon however we will probably have to adapt our services and establish 

new contracts to our suppliers. 

PayEx: We will have several roles but it is for the future to tell. Basically there 

is a issuer (or service provider) side and an acquirer side. Right now we are 

involved in both but we are ready to open up for other actors. Which these actors 



 

 

 

are is classified. If NFC penetrates we might reduce our involvement on the 

issuer side.  

TeliaSonera: We issue SIM cards. We also have our own stores were we are in 

control of the distribution of phones.  

SmartTrust: We already have the technology and knowledge for OTA 

management so the most natural role for us would be one of a TSM. 

 

6. How far have you come in the development to adapt your products to NFC 

payments? 

 

Nordea: We have come far. What is missing is the clearing structure of the 

payments and to roll out NFC enabled mobile phones. 

PayEx: We have software but at the moment it is not prepared for swiping your 

phone etc. With NFC integrated in the phone the possibilities increase but since  

there are basically no phones on the market today, we haven’t focused on that 

part. Our application is compatible with any technology (even magstripe) but we 

have chosen NFC stickers (tags). Our software application on the phone does not 

communicate with the tag. At the same time we have no demand for using our 

tag. You can connect any card with MiFare compatibility to our software.   

TeliaSonera: We have discussed for quite some time with different 

stakeholders. We are planning to run a pilot regarding mobile payments within 

a year or so.   

SmartTrust: We have several products that are related to the technology. 

SmartLicentio is used for validating digital signatures and SmarTrust TSM 

Enabler connects to any TSM thru a standardized interface. We were going to 

launch a pilot project in Norway during December 2009 but the handsets and 

terminals were withdrawn at the last second.  

 

7. What contracts would you need to establish or have established to enreal 

NFC payments? 

 

Nordea: That which I see as most important is to create contracts concerning the 

new types of cards, especially for the virtual cards and their settings in mobile 

phones. Perhaps we also need contracts with certificate suppliers. If we don’t 

develop our own service application we will have to arrange contracts there as 

well. 

PayEx: That is top secret.  

TeliaSonera: We have partners involved in banking and access control but I 

can’t give you the names of them.  

SmartTrust: The role of the TSM includes making contracts with each MNO so 

that the service providers (which can be numerous) only need to deal with the 

TSM to be able to reach all of their customers. But there is still missing proper 

and complete business models for this. SmartTrust have over 100 MNOs in their 



 

 

 

list of customers today.  

 

8. What is your prediction of the future for payments through mobile NFC? 

Nordea: What is your prediction of the future for payments through mobile 

NFC? As previously described, very prospectorously. 

PayEx: Brilliant. But it doesn’t have to include NFC. The main advantage is that 

you can pay with your mobile phone instead of plastic cards. There you carry 

your own pin pad along with you and there are many security advantages related 

to using the handset as payment instrument.  

TeliaSonera: NFC is a technology that offers a very attractive solution to 

proximity payments, ticketing and related services such as loyalty and PR. The 

usability and convenience is another great advantage for NFC. However, it 

will still take some years before the technology has a very wide penetration 

in the market.   

SmartTrust: There are still issues concerning the technical compatibility for 

using SIM cards (as SE). Compatibility is also needed to MiFare Desfire which 

is the more secure version of MiFare (it has not been cracked). The transport 

section will be the first ones on the market using NFC but to do this they have to 

update their access system for Desfire. The Merchants have just updated their 

terminals for EMV compatibility. They are probably not in the mood to change 

again anytime soon. When it comes to the banks, mobile payments are just extra 

expenses during the first years. They cannot scrap the current card system and 

will have to do both simultaneously. Finally there is still the issue of costs and 

price. All the stakeholders want to profit from this technology and in the end it is 

the customer that will have to pay. The question is how much they are willing to 

pay. 

 

 


