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Sammanfattning 
Syftet med examensarbetet var att undersöka möjligheten att integrera ett 
produktspårningssystem med ett övervakningssystem under utveckling på Fifth Generation 
Technologies (P) Ltd. En litteraturstudie över RFID teknik och nätverken ZigBee och MiWi har 
gjorts. Utifrån litteraturstudien togs ett koncept för ett distribuerat system fram.  

Konceptet bygger på att ha ett flertal RFID läsare placerade i det område som ska övervakas och 
låta dem kommunicera med varandra med trådlös kommunikation. RFID läsarna ska kunna bilda 
zoner och filtrera de data som ska skickas vidare från zonerna till servrarna och på så vis utföra 
en del av det arbete som servrarna annars skulle få göra. Konceptet har utvärderats genom 
prototyputveckling och tester. Prototypen använder sig av en ultrahögfrekvent RFID läsare och 
ett MiWi nätverk. 

Testerna påvisade en del begränsningar med de valda teknikerna. Det visade sig att bl.a. att 
vinkeln mellan RFID taggen och RFID läsarna, densiteten av RFID taggar samt närvaron av 
svårgenomträngliga material påverkar läsningarna avsevärt samt att nätverket visade sig att ha 
tillförlitlighetsproblem när det gäller onlinetiden. 

Förslag ges på hur de flesta problemen går att undvika. Med överlappande täckning, 
strukturering av produktflöden och behovet att analysera och skräddarsy varje implementering 
blir systemet kostsamt att implementera och en djupare analys av vinningen måste göras. Väl 
installerat så kan systemet visa sig vara en mycket användbar resurs i både redovisningssyfte 
samt det dagliga arbetet. 
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Abstract 
The aim of this thesis was to investigate the possibility of integrating an item tracking system 
with a monitoring system currently under development at Fifth Generation Technologies (P) Ltd. 
A literature study of RFID technology and the networks ZigBee and MiWi was done. Based on 
the literature study a concept for a distributed system was developed.  
 
The concept is to have several RFID readers placed in the area where tracking is to be performed 
and allow them to communicate with each other through wireless communication. The RFID 
readers shall be able to form zones and filter the data that is forwarded from the zones to the 
servers and thus perform some of the work that the server would normally have to do. The 
concept has been evaluated by prototype development and testing. The prototype uses an ultra 
high frequency RFID reader and a MiWi network. 

The test indicated some limitations with the selected technologies. The angle between the RFID 
tag and RFID readers, the density of RFID tags and the presence of certain materials was some 
of the things identified to affect performance. It was also shown that the network had reliability 
problems in terms of online time. 

Proposals are given on how most of the problems can be avoided. With overlapping coverage, 
structuring of product flows and the need to analyze and tailor each implementation the system 
becomes costly to implement and a deeper analyze of the gain must be done. Once installed the 
system could prove to be a very useful resource for both accounting and the daily work.  
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5G Fifth Generation Technologies (P) Ltd. 

ACK Acknowledgement 

EAM Enterprise Asset Management 
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EPC Electronic Product Code 

FFD Full Function Device 

GUI Graphical User Interface 

HF High Frequency 

IC Integrated Circuit 

ISM Industrial, Scientific, Medical 

ISO International Organization of Standardization 

LF Low Frequency 

LR-WPAN Low Rate Wireless Personal Area Networks 

MAC Medium Access Control 

PAN Personal Area Network 

PHY Physical 

RF Radio Frequency 

RFD Reduced Function Device 

RFID Radio Frequency Identification 

SCM  Supply Chain Management 

SPI Serial Peripheral Interface bus 

UART Universal Asynchronous Receiver/Transmitter 

UHF Ultra High Frequency 

USB Universal Serial Bus 

WLAN Wireless Local Area Network 
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1 INTRODUCTION 

This chapter describes the background, the purpose and problem definition of the presented 

project. The chapter also describes the delimitations and report outline. 

1.1 Background 

Fifth Generation Technologies Ltd, known as 5G, is a software product development company 
based in Chennai, India. One of their products is Enterprise Gateway (EG), a powerful real time 
asset management solution that enables continuous improvement in plant reliability. EG provides 
a link between the plant systems and business systems making the information available in real 
time and also contains a rule engine which can generate orders for action. Today EG is 
dependent on Enterprise Asset Management (EAM) systems to gather information and perform 
actions. To eliminate the need for an EAM system and further extend the capabilities of EG a 
multipurpose logging and communication device, called mBox, is under development at 5G. The 
mBox is planned to handle and collect data from almost all types of sensors and be able to 
forward the data onto a server network for analysis. The mBox will, except from collecting data, 
also let EG take action based on the information by changing machine parameters or stopping 
them when something goes wrong. The main focus is to use the mBox for predictive 
maintenance. There are many other possible implementations and this thesis is investigating the 
possibility to use the mBox for automated item tracking using RFID.  

RFID item tracking can be used to obtain an updated inventory of a warehouse or to track the 
item movement through one or several processes in an industry. An item tracking system 
converts the position of every item into useful information. With constantly updated information 
of inventory stocks can be decreased and automatic orders can be placed when stock is running 
low. Information of product flow with quantities and timings provides a good base for 
optimization. The uses and benefits are in accounting, efficiency, safety etc. 

1.2 Purpose 

The purpose with this thesis is to investigate the suitability to use an RFID system together with 
the mBox and EG. The aim of this study is to develop a concept for item tracking with mBox 
and to support the concept with test results of a prototype setup. 

1.3 Problem Definition 

The desired system should consist of the following parts, all visible in Figure 1: 

• Tagged objects to be identified. 

• An information gathering system using RFID to detect the presence and ID of tagged 
objects. 

• A communication system to communicate the information gathered. 

• A data analysis unit computing and presenting data for the user. 

The focus of this thesis is the information gathering and communication systems, with the data 
analysis unit already available in form of EG. However, the system needs to be configured to 
send relevant data to the EG and therefore some analysis might need to be done on a lower level. 
Examples of relevant data could be that only the amount of items in inventory is sent and not 
information about every scanned item. 
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Figure 1. Overall system setup 

The work is not defined by many specific boundaries but rather by an interest in what can be 
performed. Though no specific implementation projected there were however some demands on 
performance that could be established. A range requirement of more than 0.5 m was determined 
and the system needs to follow standards to be compatible with existing techniques and other 
implementations. The first objective is therefore to determine the most appropriate RFID 
standard. A typical implementation would be a warehouse or manufacturing industry, but the 
system should be applicable in other facilities as well, such as an office environment.  

During concept development it was decided to use several RFID readers equipped with wireless 
communication so that placement of the readers would not be limited. This means that a wireless 
solution needs to be investigated. 

Theoretical studies of standards seldom give a clear picture of the performance of a real system 
and a simple prototype will therefore be developed. The prototype will not implement any higher 
levels of intelligence since the aim is to evaluate if the hardware and technologies chosen can 
support the system in a satisfactory way. Tests will show performance in different scenarios and 
the results will reveal if it is possible and suitable to implement this concept in a solution. 

1.4 Delimitations 

Since the mBox was already under development no hardware changes in this was to be proposed. 
The mBox was planned to support wireless communication through ZigBee and therefore the 
investigation was limited to look into the suitability to use ZigBee to communicate the RFID 
information. In the development of a prototype system it was decided to use an assembly of 
finished modules and not develop any advanced hardware in the process. This delimitation was 
based on both time restraint and to assure that the results were based on reliable and tested 
hardware. Hardware will be developed to connect these modules together and also provide some 
output for analysis. This hardware will not implement the full capabilities of the full solution but 
should verify that the solution is possible in terms of hardware and technology. 
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1.5 Report Outline 

The report will first present the technologies for identification and communication investigated. 
Description of the RFID is written by Payam Yavari while Petter Bellander focused on the 
wireless networking solution and similar system implementations. In the following chapters 
work has been conducted jointly between the authors. After the technology review a concept 
solution is presented followed by the description of the prototype developed. Test and results are 
then presented followed by analysis and conclusions by the authors. 
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2 FRAME OF REFERENCE 

This chapter presents the theoretical reference frame that is used during the performed research. 

2.1 Radio Frequency Identification 

2.1.1 Introduction to RFID Technology 

Radio frequency identification (RFID) is a generic term for technologies that uses radio waves to 
identify objects [1]. RFID is a sub-group under Auto-ID technologies where other sub-groups are 
bar codes, optical character readers and biometric technologies. Auto-ID technologies are used to 
automate the registration and identification of items and to improve data accuracy [1]. Bar codes 
have been a good way to identify objects but a person needs to do the registration manually and 
the reader needs to have full sight of the object it will identify. The advantage of RFID is that it 
does not need full sight of the tag it will identify and the identification process can be fully 
autonomous. 

A typical RFID system consists of a reader, a transponder (tag) attached to an object and a host 
device, referred to as the application system in Figure 2. The reader identifies objects by sending 
out radio waves. As soon as a tag enters the reader’s magnetic field, the tag sends its ID to the 
reader. The host device handles data read by the reader often by storing the ID in a database 
where other information corresponding to the ID is stored for future processing and tracing. 

 

Figure 2.Overveiw of an RFID system [2] 

The tag cost has limited the usage of RFID in the past but as the price is reduced more and more 
applications with RFID are developed and used. RFID journal reported in 2006 that the tags can 
be purchased for less than 10 cents in volumes of 1 million or more [3]. 

2.1.2 Readers 

The reader can be handheld or fixed and there are two main types of readers. Read only readers 
which are restricted to only reading information of tags and read/write readers that also can alter 
the information stored, assuming the specific tag is writeable. Readers are expensive and power 
consuming, whilst tags are cheap and require comparatively low levels of energy [4]. Readers 
can have one or several antennas which depending on application can improve the read range. 
Readers support different standards and dependent on which standard they use different 
techniques is used to avoid read collision between several readers. When choosing a reader there 
are several parameters that needs to be taken into account in order to get a reader suitable to the 
application: 

• Air Interface standards and frequency 

• Read only or read/write possibility 

• Read range and write range 

• Tags read per second 

• Number of antennas 
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• Interface to host 

2.1.3 Tags 

There are two main components in an RFID tag: An integrated circuit (IC) and an antenna. Tags 
come in many different sizes, shapes and weights suitable for different applications. The tags can 
be divided into various types depending on if they are passive or active, read only or writeable, 
etc.  

Passive Tags 

Passive tags have no internal power source, instead they get their power by inducing power from 
the electromagnetic signal sent from the reader. The energy is obtained through the RFID tags 
antenna and stored in an on-board capacitor. When enough energy is accumulated to power the 
tags circuit the tag will transmit a modulated signal to the reader. That return signal contains the 
information stored in the tag [5]. 

Passive tags use one of two different methods to modulate the ID signal to the reader. LF and HF 
tags use inductive coupling while UHF and microwaves uses backscattering [5].  

Inductive coupling is when tags varies the energy it draws from the reader by switching a resistor 
on and off. The tag can draw energy from the reader’s magnetic field when the reader’s 
transmission frequency corresponds to the tags self-resonant frequency. The energy consumed 
by the tag can be measured as a voltage drop at the reader. Data is sent to the reader by switching 
the load resistor on and off according to the data and the reader reads the data by interpreting the 
voltage drops, see Figure 3. 

 

Figure 3.Inductive coupling [6] 

Backscattering is that the tags IC changes the resistance over the antenna in order to mirror back 
radio waves to the reader. If there is a short circuit over the antenna the signals are reflected 
while they are absorbed if there is an open circuit antenna, see Figure 4. Passive tags are simpler, 
smaller, cheaper and have longer lifetime than active tags. 

Active Tags 

Active tags have an internal power supply, which is used to power the integrated circuit and to 
send information to the reader. The power supply can also be used for on board sensors like 
temperature sensors, humidity sensors, etc. Active tags can be used with a greater range 
compared to passive tags since they use their own power supply to create radio waves instead of 
using the magnetic field from the reader. The communication between active tags and the reader 
are often more reliable than with passive tags. 
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Figure 4. Simplified physics of backscatter signaling [7] 

Semi-active Tags 

Semi-active tags have their own power supply but use the same technique as passive tags to send 
information the reader. The power supply is used to power and run the IC and potentially on 
board sensors. This allows longer read range at the same time as it can send onboard states from 
sensors, since the tag does not need power from the reader to run the IC and sensors. The main 
advantages of semi-active tags are [4][8]:  

• Greater sensitivity than passive tags. 

• Longer life time than active tags. 

• They can perform active functions such as sensor logging. 

2.1.4 Frequencies 

RFID operates on the unlicensed industrial, scientific medical (ISM) radio band. Frequencies 
allowed to be used differ due to variations in national radio regulation. RFID uses frequency 
bands organized into four groups: Low frequency (LF), high frequency (HF), ultra high 
frequency (UHF) and Microwave. These bands have different advantages and disadvantages and 
RFID systems for different applications are more suitable to use certain frequency bands. Lower 
frequencies have less read range and data transfer speed compared to higher frequencies while 
they can penetrate through more materials than higher frequencies due to longer wavelength. 
Table 1 shows different characteristics for the different frequency groups.  

HF and UHF are most suitable for item tracking due to their read range and tag cost. HF systems 
have been used for long time and the tags are cheap. The price of ultra high frequency tags is 
decreasing and UHF system are therefore getting implemented at an increasing scale. HF readers 
should be able to read tags up to 1.5 meters [9], but no HF reader has been found on the market 
with a specified read range greater than approximate 30 cm. 
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Table 1. RFID operating frequencies and associated characteristics [9] 

Band Low frequency High frequency Ultra high 

frequency 

Microwave 

Frequency 30–300kHz 3–30MHz 300 MHz-3GHz 2–30 GHz 

Typical RFID 

Frequencies 

125–134 kHz 13.56 MHz 433 MHz, 

865 – 956MHz, 

2.45 GHz 

Approximate 

read range 

Less than 0.5 
meter 

Up to 1.5 meters 433 MHz = up to 
100 meters 

 865-956 MHz = 
0.5 to 5 meters 

Up to 10m 

Typical data 

transfer rate 

Less than 1 
kilobit per second 
(kbit/s) 

Approximately 
25 kbit/s 

433–956 = 30 
kbit/s  

2.45 =100 kbit/s 

Up to 100 
kbit/s 

Characteristics Short-range  

Low data transfer 
rate 

Penetrates water 
but not metal 

Higher ranges 

Reasonable data 
rate (similar to 
GSM phone) 

Penetrates water 
but not metal 

Long ranges,  

High data transfer 
rate 

Concurrent read of 
<100 items  

Cannot penetrate 
water or metals 

Long range 

High data 
transfer rate 

Cannot 
penetrate water 
or metal 

Typical use Animal ID  

Car 

Immobiliser 

Smart Labels  

Contact-less 
travel cards 
Access 

Security 

Specialist animal 
tracking 

Logistics 

Moving vehicle 
toll 

2.1.5 Standards 

The standard situation for RFID is complex. There exist several independent organizations that 
develop standards for RFID. The different standards have in the past been incompatible with 
each other but efforts have been made to create new standards that are compatible. Standards 
have been produced to cover four key areas of RFID application:  

• Air interface standards (for basic tag-to-reader data communication) 

• Data content and encoding (numbering schemes) 

• Conformance (testing of RFID systems)  

• Interoperability between applications and RFID systems 

The two biggest organizations developing RFID standards are International Organisation of 
Standardisation (ISO) and EPCglobal. Figure 5 shows a non complete overview of air interface 
standards from ISO and EPCglobal. 
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Figure 5. RFID technology standards and frequency bands [2] 

Air Interface Standards 

ISO have developed ISO 18000 for item tracking that defines air interface, collision detection 
mechanisms and the communication protocol for item tags in different frequency bands. ISO 
18000 is divided into 6 parts where part 1 describes the reference architecture and parts 2 to 6 
specify the characteristics for the different frequencies. [2] Interesting standards for this work are 
part 3 for HF and part 6 for UHF.  

Part 3 supports two incompatible air interface operation modes. Mode 1 is compatible with ISO 
15693 while mode 2 specifies a new standard with higher bandwidth and faster scanning of 
multiple tags. Most readers and tags found for HF only supports ISO 18000-3 mode 1.  

EPCglobal have developed an UHF Generation 2 air-interface protocol. ISO approved the EPC 
Class 1 generation 2 standard in 2006 as ISO 18000-6C [10]. Most UHF readers and tags found 
in the market supports EPC Class 1 generation 2 tags. Some of the features EPC Class 1 
generation 2 supports are [11]: 

• Dense reader mode for managing a large number of readers in a confined space. 

• Dual signaling modes that allow for both fast reads or slow reads in noisy environments. 

• Parallel sessions that allow for tags to interact with different readers simultaneously. 

• Data transfer rates of up to 640 kb/s. 

• Avoiding ghost reads, i.e. a tag has to pass five tests until recognized as a valid tag. 

• Tag select command that enables the selection of tags before inventorying them. 

• Kill command for permanent tag deactivation in order to protect consumer privacy. 

Electronic Product Code  

The Electronic Product Code (EPC) is a numbering scheme developed by MIT Auto-ID Center 
to identify all kinds of physical objects. EPC is currently managed by EPCglobal. The main 
requirement for EPC was that it should be sufficiently large to handle all objects and to be able 
to handle all current and future naming methods [11]. The EPC consists of an 8 bit header that 
defines the EPC encoding scheme (length, type and structure of the EPC). The EPC Type 1 
scheme consists of a 96 bit value including the header divided into three sections: EPC manager, 
object class and serial number, see Figure 6. 
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Figure 6.Structure of the EPC type 1 [9] 

EPC manager defines the manufacturer, object class the product type and serial number the serial 
number unique for the product type and manufacturer. The 96-bit code can provide unique 
identifiers for 268 million manufacturers. Each manufacturer can have 16 million object classes 
and 68 billion serial numbers in each class [9]. Different header for different schemes can be 
used. For example the global trade identification number shown in Figure 7 uses another 
encoding scheme. 

 

Figure 7. EPC-encoded serialized general trade item number [11] 

EPC Tags 

EPCglobal has developed standard for different tag types. This standard have changed over time 
and the latest standard EPC generation 2 consists of 4 different classes show in Table 2. The 
EPC Class 1 generation 2 air interface standard is a standard to communicate with EPC class 1 
tags.  
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Table 2. EPCglobal tag classification [12] 

Class Features 

Class-1: Identity Tags 

(Passive-backscattering tags) 

• An electronic product code (EPC) identifier 

• A Tag identifier (Tag ID) 

• A function that renders a tag permanently non-
responsive 

• Optional decommissioning or recommissioning 
of the Tag 

• Optional password-protected access control 

• Optional user memory 

Class-2: Higher-Functionality tags 

(Passive-backscattering tags) 

Same as class 1 and: 

• An extended Tag ID 

• Extended user memory 

• Authenticated access control 

Class-3: Semi-Passive Tags Same as class 2 and: 

• A power source that may supply power to the 
Tag and/or to its sensors, and/or 

• Sensors with optional data logging 

Class-4: Active Tags • An electronic product code (EPC) identifier 

• An extended Tag ID 

• Authenticated access control 

• A power source 

• Communications via an autonomous transmitter 

• Optional User memory 

• Optional sensors with or without data logging 

 

2.1.6 Non Standard RFID Systems 

There are many systems that do not follow the standards mentioned in this report. RFID is, as 
mentioned in the introduction, a technology that uses radio waves to identify objects. A system 
that uses wireless communication like ZigBee can therefore be a RFID system if it is used to 
identify objects. Standards mentioned in the report are compiled to make the tags as cheap as 
possible at the same time as the system should be robust. RFID readers following standards are 
expensive compared to other RF transceivers while RFID tags following standards are cheap 
compared to other tags. RFID systems that do not follow standards can therefore be better for 
certain application. Closed applications with no need to interact with other systems and 
applications with few tags that can be reused are examples where it can be cheaper to not follow 
the standards. 

2.1.7 Savants 

Savants are middleware servers that gather data read by readers. They convert collected raw data 
to useful information and pass on only relevant information to business applications. For 
example when products will expire or when products need to be ordered from manufactures etc. 
This is done by linking the EPC code with information about the item in a database where all the 
collected raw data after filtering is stored [4].  
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2.1.8 Reliability 

There are several factors affecting the reliability of a RFID system. Some of the factors effecting 
tag reading are: 

• Distance between reader and tag 

• Tag placement on object 

• Tag density 

• Tag velocity in respect to reader 

• Interference in environment 

The distance between the reader and tag affects the response rate of the tags. Research shows 
that there is a specific range, the strong field, where almost 100% of the tags can be read by the 
reader [13]. Tags outside this range can be read but with a much slower response rate. In an 
autonomous system where the data accuracy must be as near to 100% as possible this strong 
field distance must be known and fully tested to be able to trust the collected data. 

Tag collision occurs when several tags tries to respond to the reader at the same time. Different 
standards avoid this problem using different techniques to singulate a tag. The tag placement on 
objects and the tag density may therefore affect the response rate of the tags. The singlulations 
techniques used by different standards makes the reading time for several tags longer. If several 
tags pass by the reader it may take too long time singulating every tag which affects the 
performance of the readings. 

Radio-waves can be reflected or absorbed when they come in contact with different materials. 
Examples of such materials are liquids, moisture and metal. This makes it harder for the reader 
to identify tags near such objects. 

There are several other systems using radio waves in the ISM band. Engines and other things 
may also send out noise in the environment. All these radio waves may affect the response rate 
of tags and have to be taken into account when designing an RFID system. 
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2.2 ZigBee Wireless Network 

2.2.1 Introduction to ZigBee Technology 

A good description of ZigBee technology is given by ZigBee Alliance, the association behind the 
development of the ZigBee specification; “ZigBee was created to address the market need for a 
cost-effective, standards-based wireless networking solution that supports low data-rates, low-
power consumption, security, and reliability." [14] A ZigBee network is often identified with its 
easy setup and automatic reconfiguration if the network structure changes. 

2.2.2 The ZigBee Alliance 

The ZigBee Alliance is a group of over 300 companies which maintain and publish the ZigBee 
standard. In order to distribute commercial products using ZigBee networking you have to be a 
member of the ZigBee alliance and therefore the alliance is growing rapidly. The goal of the 
ZigBee Alliance is “to provide the consumer with ultimate flexibility, mobility, and ease of use 
by building wireless intelligence and capabilities into everyday devices.”[14] 

2.2.3 Evolving Standard 

When reading about ZigBee it is good to know about the different versions of the specification 
that exists on the market today. Simply having support for ZigBee does not necessarily mean that 
you have support for a specific ZigBee network. As you can see in the next section these terms 
can be a little bit confusing.  

The first ZigBee specification was ratified in December 2004. Since then the specification has 
been updated two times and the most recent update of the ZigBee specification was announced in 
October 2007.  In order to keep track of different versions of the specification they are usually 
referred to by the year they were released; ZigBee 2004 (or ZigBee specification 1.0), ZigBee 
2006 (also called the ZigBee Feature Set) and ZigBee 2007 (also referred to as the most recent 
version of the ZigBee Feature Set). In 2007 the ZigBee Feature Set PRO was also introduced, 
this is often called ZigBee 2007 PRO or simply ZigBee PRO.  

In order to describe the differences between the specifications there will first be a description of 
the ZigBee 2004 specification and then a description of the updates. 

2.2.4 Overview of Different Layers in the ZigBee Specification 

The ZigBee specification is built on the IEEE 802.15.4 standard and consists of several layers. A 
simplified overview of the layer structure in a ZigBee application is seen in Figure 8 which also 
shows by which organization the layers are defined. 
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Figure 8. Simplified overview of the different layers in ZigBee  

When looking more into detail the structure is however far more complex, shown in Figure 9. 
This report will not go into every detail of the layers but instead give a functional description of 
them.

 

Figure 9. Overview of the different layers in ZigBee [15] 

2.2.5 IEEE 802.15.4 

IEEE 802.15.4 is a standard which defines the Medium Access Control (MAC) and Physical 
(PHY) layer for Low Rate Wireless Personal Area Networks (LR-WPANs) such as ZigBee or 
MiWi [16]. 
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Some of the characteristics of an LR-WPAN are 

• Over-the-air data rates of 250 kb/s, 40 kb/s, and 20 kb/s 

• Star or peer-to-peer operation 

• Allocated 16 bit short or 64 bit extended addresses 

• Allocation of guaranteed time slots (GTSs) 

• Carrier sense multiple access with collision avoidance (CSMA-CA) channel access 

• Fully acknowledged protocol for transfer reliability 

• Low power consumption 

• Energy detection (ED) 

• Link quality indication (LQI) 

• 16 channels in the 2450 MHz band, 10 channels in the 915 MHz band, and 1 channel 
in the 868 MHz band 
[16] 

Physical Layer 

The physical layer handles how the RF communication is being performed. IEEE 802.25.4 
specifies the activation and deactivation of the radio transceiver, channel selection, clear channel 
assessment (CCA), and transmitting as well as receiving packets across the physical medium 
[16]. Together these functions are used to listen for traffic or noise and then select a channel that 
is not occupied. With every received message there is an indication of the link quality (the 
strength of the signal). 

MAC Layer 

The MAC layer is used for listening for network traffic, searching for nodes in the network and 
handles the timing of transmissions. The layer is implemented in both hardware and firmware. 
Features of the MAC layer are beacon management, channel access, GTS management, frame 
validation, acknowledged frame delivery, association, and disassociation. In addition, the MAC 
layer provides hooks for implementing application appropriate security mechanisms [16]. IEEE 
802.15.4 supports multi-access network, meaning that all nodes have equal access to the medium 
of communication. This can be done in two different ways, either by a beacon enabled network 
or a non-beacon enabled network. In a beacon enabled network the coordinator divides time slots 
where the other nodes are allowed access to the medium. In a non-beacon enabled network all 
nodes are allowed to transmit as long as the channel is idle. 

2.2.6 ZigBee Specification Layers 

As seen in Figure 9 the ZigBee specification is a combination of layers, sublayers and interfaces. 
Instead of describing these components in detail a brief description of the layers is given and 
focus is instead on the functionality and features that they provide. 

Network Layer 

The network layer is the lowest layer in the ZigBee specification. This layer handles the 
addressing, and therefore keeps track of nodes that connects or disconnects from the network. 
This layer also handles the self building and self healing of the network. 

Application Layer 

The application layer consist both of a sublayer defined by the ZigBee Alliance and a device 
specific implementation. The sublayer handles the continuous tasks, according to which device 
that is specified in the top layer. The application implementation is created by the end 
manufacturer or customer and specifies which kind of network role the device has, what data 
should be sent, how it is interpreted and other functions of the device. 
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2.2.7 Device Types and Roles 

There are many names and terms that one needs to be familiar with in order to fully understand 
the function of a ZigBee network. This section describes the two different device types, FFD and 
RFD, along with the three different roles a device can have in a network; Coordinator, Router 
and End Device. The different roles are put into contents in section 2.2.8. 

Full Function Device 

A Full Function Device (FFD) supports all network trafficking but not all power modes. Since it 
is always ready to transmit and receive data it cannot power down its RF transceiver. 

Reduced Function Device 

The Reduced Function Device (RFD) is as the name indicates a device with limited 
functionality. Mainly this means that the device saves power by turning of the RF transceiver 
when idle and only activates it when a transmission is to be handled. This means that an RFD 
cannot forward traffic and that it only can receive data when it activates its RF transceiver and 
requests data from its parent. 

Coordinator 

The Coordinator, or PAN Coordinator, is the creator and administrator of the network. This unit 
is responsible to assign addresses to others and keep track of them in a binding table. In forming 
a network the Coordinator is always assigned the same default address. The Coordinator is an 
FFD. 

Router 

A router may or may not be found in a network. Its role is to extend the physical range of the 
network and allow more nodes to join the network. It may also perform monitoring and/or 
control functions. A router is always an FFD. 

End Device 

An end device performs monitoring and/or control functions, meaning it is usually connected to 
a sensor and/or an actuator. An end device can be either a FFD or a RFD depending on what 
functionality that is requested. 

2.2.8 Network Topologies 

One of the big advantages about ZigBee is the different network capabilities. In this section the 
different types of networks is described. 

Star Network 

The most basic network type described in the ZigBee specification is called a star network. A 
star network consists of a coordinator and one or several end devices. All traffic is sent via the 
coordinator which forwards the traffic if it is intended for another end device [17]. An 
illustration of this is shown in Figure 10 
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Figure 10. Star network [17] 

 

Cluster Tree Topology 

A more advanced network structure is found in a cluster tree topology. In this configuration, end 
devices may join either to the coordinator or to one of the routers. In the cluster tree topology 
routers are used both to increase the number of nodes that can be on a network and to increase 
the physical range of the network, see Figure 11. Since a package can be routed through multiple 
devices before reaching its target a cluster tree is also known as a multi-hop network, in 
comparison to the star network configuration which is a single-hop network [17].  

 

Figure 11. Cluster tree topology [17] 

Mesh Network 

Further expansion of the network structure leaves us with a mesh network. In a mesh network an 
FFD route messages to other FFDs directly instead of following a tree structure. This way a 
network can be expanded more dynamically, the message latency can be reduced and reliability 
is increased. If one node disappears from the network the packets can simply be forwarded 
through another node within reach. Messages to RFDs must still go through the RFD’s parent 
and therefore the use of RFDs still depends of the presence of a router, see Figure 12 [17].  
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Figure 12. Mesh network [17] 

2.2.9 Addressing and Binding 

Every ZigBee device is equipped with a hardcoded unique 64-bit MAC address and a 16-bit 
network address assigned by the coordinator. A package can be sent using either one of the 
addresses but because of the difference they use different message types. Both of these message 
types require that the sender knows the address of the receiver and are called direct messages. 
The problem is to know what address to use. In a very simple application the addresses can be 
hardcoded into the devices but for a more agile configuration there is a great deal of overhead 
involved in discovering and maintaining these destination addresses. To facilitate this process the 
ZigBee protocol offers indirect messaging called binding. The coordinator keeps a list of devices 
and services. When a message is sent through binding it is sent to the coordinator intended for a 
specific service. The coordinator then forwards the message to the concerned devices. 

2.2.10 Specification Updates 

According to the ZigBee Alliance “The major work on the ZigBee specification is considered 
complete, with only minor maintenance issues to be dealt with for the foreseeable future. No 
additional updates to the ZigBee Specification are anticipated or scheduled.” [14] This means 
that a product developed with the ZigBee 2007 specification should be compatible with all future 
devices. A brief description of the main points of the updates from the original specification is 
given below. 

Updates in 2006 

When the first update was released in 2006 many where concerned since it was not backward 
compatible with the specification from 2004. The main reason for this was that the addressing 
had changed. The tree structure in addressing that was previously used supported many devices 
in theory, but if the network structure differed from a perfect tree the number of possible nodes 
quickly decreased into a fraction of the theoretical value. With the update the addressing was 
changed into random addressing with conflict resolving so that the full address register could be 
used. [18] 

Updates in 2007 

In 2007 two different version of the ZigBee protocol was introduced. Both an update of the 
previous version updated in 2006 and also a version called ZigBee Pro. The main updates are the 
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support for fragmentation and frequency agility. Fragmentation gives the possibility to send 
packages larger than 128 bit that was the previous limitation. Before the application had to 
divide a large package into smaller chunks but this is now fully integrated into the stack. 
Frequency agility is the ability to seamlessly transcend to another channel if too much noise 
occurs on the channel used. The ZigBee Pro specification offers amongst other things improved 
security and better support for large scale networks. 

2.2.11 Reliability 

Since most ZigBee devices operates in the 2.4 GHz spectrum it is reasonable to assume that they 
may cause or be affected by interference from other radio frequency devices using the same 
spectrum. The ZigBee alliance however contradicts this and refers to studies concluding that 
there is no problem with coexistence of ZigBee and e.g. WLAN. There are other independent 
reports claiming that tests has been performed under unrealistic circumstances and that 
concludes that there can be problems with interference if the physical distance between the units 
is small and the traffic load is high [19]. The most recent study referred to by the ZigBee 
Alliance does recognize the problems published in several individual reports but concludes that 
even though latency can be increased, the delivery is not impacted in a typical 
implementation[20]. In the conclusion the safety net provided by the frequency agility should be 
enough to make the system future proof.  

2.2.12 Alternatives to ZigBee 

Although having a relatively small overhead the ZigBee standard is very extensive, ensuring 
reliability and support for many different implementations. This is good in many ways but also 
implies that it will still need a substantial amount of memory and most importantly, is quite 
costly to implement. Even though the hardware is low cost the membership of the ZigBee 
alliance and the verification process for a product using ZigBee is costly for a small scale 
project. Therefore less extensive specifications based on the same IEEE standard as ZigBee are 
emerging. As mentioned in the introduction the hardware for wireless communication was 
already decided prior to the pre-studies, however there is one low-cost alternative compatible 
with the implemented hardware. This protocol is called MiWi and is described in section 2.3. 
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2.3 MiWi Wireless Network 

One of the less extensive protocols based on IEEE 802.15.4 is called MiWi and is developed by 
Microchip. The MiWi software stack uses the same transceiver as the ZigBee stack developed by 
Microchip and is therefore fully compliant with the hardware implemented in the mBox. 

There are two versions of the MiWi protocol, MiWi P2P and MiWi. MiWi P2P is, as the name 
indicates, peer to peer and used only for a direct link between two devices. This software stack is 
making use of many of the advantages with IEEE 802.15.4 but is still relatively small in memory 
usage. MiWi P2P is however limited to only two devices and in order to have a network one 
have to use MiWi. 

MiWi is very similar to ZigBee but limited to only 2 hops from the PAN coordinator. Therefore 
a message can travel a maximum of 4 hops to be compared to infinite number of hops available 
when using the ZigBee protocol. A maximum of 1024 nodes can be connected to the network 
through 8 coordinators (corresponding to the ZigBee definition of a router). An illustration of the 
network structure is seen in Figure 13. MiWi has support for mesh networking and the use of a 
socket, which is similar to the binding used in ZigBee. A socket is created by two devices that in 
a short time-frame both contact the PAN coordinator and inform that they want to create a 
socket. The two devices are then connected through a virtual direct connection. This is usually 
triggered during installation so that devices are setup to communicate with each other without 
having hardcoded addresses in their firmware. 

 

Figure 13. MiWi Network structure  

The MiWi software stack is free to use and modify, with a condition to only use it with 
Microchip hardware. There have been a few updates to the stack since its original release but the 
manual has not yet been updated, so implementing certain functions can sometimes be a very 
contradicting process. 
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2.4 Possibilities of RFID Item Tracking Systems 

To implement an RFID item tracking system is not only to place several readers and store the 
information. The challenging and rewarding part of the implementation is to make use of the 
information provided, to integrate the tracking system into the supply chain and/or warehouse 
management, allowing the full potential of the system to be used. Nine out of ten companies rate 
supply chain management (SCM) and stock control as the key to their company's future success, 
even survival [21], and an investment in an RFID item tracking system can provide the 
possibility to optimize them in different ways. 

The main advantage of an RFID system is that it is easy to automate. Since RFID does not 
require line-of-sight when reading the tags it has a broad acceptance for handling and little need 
for human interaction or supervision. This can mean a big reduction in typically labor intensive 
jobs such as checking and scanning incoming inventory. With a system that always produces 
updated information, and on top of that a history or a trend, the visibility offered by RFID could 
help to reduce loss by reducing waste, lowering inventory levels and improving safety. Instead of 
an employee that manually checks the inventory, guesses the need for stock and then places an 
order the a RFID system could sense when stock inventory is going below a critical level and 
then autonomously place an order based on trends and economical calculations. 

Many products require special reusable containers or packaging for transportation purposes as 
they move along the supply chain. An RFID system could provide comprehensive information 
on where the containers or pallets have been sent and can query retailers who have not returned 
them [21]. 

Since an item tracking system is always honest one of the beneficial side effects is the 
pinpointing of theft. The system will tell where and when the merchandise disappeared, and can 
be set to raise a flag if the merchandise does not show up on time. 
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2.5 Existing Implementations of similar systems 

Commercial applications in the supply chain are often described in general but specifics about 
the technology used are seldom disclosed. It is therefore only possible to conclude that there are 
numerous successful implementations. A selection of the more well known of companies who 
have implemented RFID solutions with promising results are Wal-Mart, Chevrolet Creative 
Services, United Biscuits, Semiconductor Industry, The Port of Singapore, Ford Motor Company 
and Toyota[21][22]. 

Unilever uses several RFID systems within the company. From large scale implementation in 
product tracking from factory [23] to trial test of more advanced monitoring and logging of 
product health [24] and warehouses equipped with readers and scales to synchronize and check 
the deliveries against a log [22]. According to Gordon McWilliams, the Tibbett & Britten 
development manager working with Unilever on the project "If we can identify very clearly and 
accurately and in a timely manner exactly where product is throughout the supply chain, we 
believe we can reduce inventory throughout the chain and reduce costs." furthermore he says that 
"Antitheft is really a byproduct of us getting these supply chain efficiencies"[23]. There are 
examples of systems where standardized RFID readers have been used in combination with a 
LR-WPAN or WLAN but none of the commercial systems found with that setup were used for 
individual material tracking [25] 

Looking at RFID systems using ZigBee there are many systems using ZigBee as the RF standard 
to communicate the identification process. There is an implemented system for patient tracking 
in a hospital in Missouri [26] where patients and rooms are equipped with ZigBee transceivers. 
Since the “tags” can be reused for other patients and the system is not intended to be compatible 
with any other system a tailored RFID system using the low-cost ZigBee standard for the RF-
part can be a very effective implementation considering both cost and performance. Another 
example of this type of RFID-system is found in a plan to implement sensors in commercial 
buildings in Chicago to locate firemen wearing an active RFID tag [27].  

To be able to use the same tag in different systems the RFID tag need to follow a standard. An 
automatic parking management system would benefit intensely in being able to use the same tag 
already placed on the car for other parking management systems or other uses. A trial setup of 
such a system was setup at Inha University Incheon [28], using ZigBee to overcome the 
distances in the parking garage. Even though quite different in both surrounding and tracked 
items, the same principles apply for item management in the manufacturing industry. 

Many systems use active RFID tags for identification of the tracked object/person. Since active 
tags gives a far better range they are more effective when tracking moving objects such as 
forklifts in a warehouse or a person with an unknown route.  

There are numerous other implementations in product and asset tracking using different 
technologies and techniques. Many of them are making use of resources already available; an 
example of this is WLAN triangulation [25]. 
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3 CONCEPT AND PROTOTYPE DEVELOPMENT 

This chapter describes the concept for item tracking and the prototype developed within the 

frame of this thesis. 

3.1 Concept for Item Tracking 

During this thesis work a concept for item tracking using RFID was created. The research 
focused on item tracking in manufacturing environments but the concept presented here will 
work for all RFID tracking systems. A requirement from 5G was that the system can interact 
with the mBox and EG. 

3.1.1 Item Tracking in Zones 

The concept is to create a flexible and capable tracking system using multiple RFID readers 
connected to the mBox that in turn is connected to EG. To do this every reader is connected to a 
light version of the mBox with only communication capabilities. From now on the RFID reader 
together with the slim mBox will be called RFID mBox. Several RFID mBoxes will 
consequently be connected to the mBox that is connected to EG. To start with the concept is to 
divide the tracked area into zones. When performing item tracking it is often only interesting to 
determine in what area an item is located, and not in which specific position. A zone would 
correspond to such a geographical area and can be monitored by a single RFID mBox or multiple 
RFID mBoxes working together to form a unified read area. By assigning the RFID mBoxes to 
different zones several RFID mBoxes can be viewed as one at application level. Figure 14 shows 
the zone based system with tags located within the zones. 

 
Figure 14. Overview of the zone based system.  

Top: Object is detected by RFID mBox 1 in zone B. Bottom: Application indicates object in zone B. 

The most basic way of dividing the RFID mBoxes is at the application level. This would mean 
forwarding all raw data to the server network and then filtering the information before presenting 
it. This provides a good ground for deeper analysis, providing all collected data, but this also 
implicates a high traffic load on the server network and most importantly a workload on the 
application when extracting relevant data from the information. Instead the RFID mBoxes are 
given the ability to communicate with each other and only send relevant data to the server 
network. The system is now given a far more optimized and capable structure and forms the base 
for a distributed system. 
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3.1.2 Distributed System 

With some computing capabilities already available in the RFID mBox and the ability to 
communicate with other RFID mBoxes it is possible to build some intelligence into the system. 
This way, every zone can decide what data is relevant to send to the server and reduce the 
workload of the server application. Figure 15 shows the zone based system with cross 
communication. To start with the zone would only report when an object is detected within the 
zone and when it leaves the zone, no matter which reader or readers that reports the presence or 
if the object moves within the zone. There are more examples of possible uses where the 
intelligence can be utilized further. In a production line RFID mBoxes are placed at all the 
important workstations. The RFID mBoxes can then communicate with each other and tell the 
next coming station that a specific item are coming in order to filter misreading and prepare the 
next workstation for that specific item. Not every item tracking system would need the position 
of every item as long as everything goes as planned. An effective setup would be that the 
distributed system would send only valuable data, such as if something is lost in the way or has 
been delivered to the wrong place, and sending alerts without heavy processing in the server 
application. The zones are set up with predefined rules to make these decisions based on the 
implementation needs. With local intelligence some local rules can be implemented as well, 
sending warnings to an operator if the system seems to malfunction or readings are poor due to a 
possible misplacement. To be able to realize this structure the communication is made wireless, 
equipping the RFID mBoxes with MiWi transceivers. A wire connection between every node 
would make the system bulky and inflexible, with or without a collective bus. Wireless nodes are 
more easily placed in good positions and are easy to move if the system requirements or the 
environment changes. 

 

Figure 15. Cross communication between nodes and zones 

With a modularized system like this reconfigurations would be flexible, adding or removing a 
RFID mBox to or from a zone will only change the physical setup and will impose no change at 
application level. With simple replacement and no distributed workload the cost of maintenance 
is also reduced. The system structure relieves server traffic and workload but in turn increases 
the overall traffic, setting some demands on the MiWi network performance. 

3.1.3 Integration with EG 

The information procured by the RFID system obtains its true value when it is integrated into an 
information system. This is where the mBox and EG come in. The mBox acts as a physical link 
between the reader zones and EMG. The wireless network is used to transport the data from the 
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RFID mBoxes to the mBox. The mBox will function as a network coordinator and be able to 
communicate with several RFID mBoxes nodes as well as other devices using the same protocol. 
Regarding zones the mBox can be outside the zone system or form a zone together with several 
other mBoxes, all depending of the specific implementation. When relevant data is obtained the 
mBox will forward it to a server through TCP/IP. In this server the data is organized into a 
database and then reports can be generated in correspondence for the user's needs. 
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3.2 Evaluation Prototype 

A prototype system based on the concept was developed. The prototype has reduced 
functionality in terms of intelligence in the distributed system, but the basic functionalities of 
RFID and wireless networking is there. 

The initial thought was to evaluate both HF and UHF readers for the RFID system. Looking at 
products on the market there were no HF readers compliant with the range requirement of at 
least 0.5 m, even though it is possible according to theory. Therefore a solution using only UHF 
was chosen. For wireless communication it was originally decided to use ZigBee but when 
compared to MiWi it was concluded that a ZigBee solution was unnecessarily expensive. A 
monitoring system was included in the design in order to get better evaluation and results. 

3.2.1 Node Functionality 

The prototype is produced with components similar to those used in the mBox. The prototype 
consists of a main microcontroller that is able to communicate with the RFID reader and the RF 
transceiver used for the MiWi communication. One more microcontroller with USB support is 
added to the prototype in order to be used during development for testing and debugging. The 
main microcontroller communicates with the RF transceiver via SPI, the RFID reader via UART 
and a computer via the added microcontroller with USB support. See Figure 16 for prototype 
overview. This solution is chosen since the microcontrollers available from microchip with USB 
support could not use UART and SPI at the same time.  

 

 

Figure 16. Node overview 

This solution adds some complexity to the prototype. The communication between the main 
microcontroller and RF transceiver and the communication between the two microcontrollers 
will both be using SPI. The slave select pin will be used to decide which one to communicate 
with. Semaphores and other protection mechanisms will be needed for the communication since 
the MiWi stack uses interrupts. This means that parts of the stack need to be modified in order to 
get a working system. 

3.2.2 PC Software 

A debugging and evaluating software is written in C# in order to make it easier to produce tests 
and to evaluate them. The software communicates with the prototype via USB. The software 
takes in all the data from the prototype, interprets it and displays it in a GUI window. It logs all 
relevant data for further analysis in Matlab. The user can also send data to the prototype and 
configure variables in order to perform MiWi and RFID tests. See Figure 17 for a print screen of 
the software 
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Figure 17. Print screen of the GUI 

3.2.3 MiWi 

All information between the nodes and the mBox are sent over the MiWi protocol. It is essential 
that every message is delivered since a tracked item otherwise will be wrongfully declared. In 
order to assure this the system needs to be self diagnostic and self healing. 

The MiWi stack is a lightweight stack and some essential features like message delivery report 
and network status information is therefore added in order to get a reliable protocol for item 
tracking. A layer between the MiWi stack and the application layer is therefore to be added to 
make the network more reliable and easy to use. 

The receiver sends an acknowledgment byte (ACK) when it receives a package but the MiWi 
stack has no implementation to send this information to the application layer. The stack is 
therefore modified in order to pass this information to the application layer. 

The MiWi stack has an inbuilt network table that stores information of all nodes connected to the 
network. This table is not updated if a node disconnects form the network. A solution where the 
added layer sends out an internal “I Am Alive” package to the PAN coordinator with a certain 
frequency is therefore added. If a node does not get an ACK after sending several “I Am Alive” 
packages in a row it knows that it is disconnected from the PAN coordinator. The PAN 
coordinator will also know that the nodes are disconnected if it does not get an internal “I Am 
Alive” message after a certain time. This information can be used for a self-healing of the 
network by restarting nodes that have lost communication with the network. 

The application uses the added layer in order to send and receive messages. A special package 
structure for the data sent by the application has also been defined in order to distinguish internal 
packages sent by the added layer and packages sent by the application layer.  
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4 TESTS 

In this chapter the test cases are described in terms of objective and procedure. 

4.1 RFID Performance 

Testing of the RFID system is not intended for benchmarking of the RFID technique but to 
evaluate how the chosen system is performing and to develop guidelines for implementing it in 
an application.  

All testing is performed in a confined area in an office environment. The presence of radio traffic 
is inevitable but the only known traffic is WLAN, which at 2.4 GHz does not operate in the same 
frequency spectrum and therefore should have no impact on the performance. In initial testing it 
was discovered that just the presence of a metallic object or a human being (consisting of a 
substantial amount of fluids) in the test area could affect the results, even if they were not 
positioned close to the tag. The test area is therefore cleared from any metallic objects and no 
persons have been present during testing. 

The hardware used is the prototype board with a RFID reader module to perform the readings 
and a computer with an application to control the reader and log the data. The RFID tags used 
are all following the EPC Class 1 Gen 2 standard but have two different characteristics. One type 
is the standard tag, an inlay tag from Texas Instruments. The other type is a tag designed for 
direct mounting on metallic objects from Philips, here called a metallic tag. Some real time data 
is shown by the computer application and the data later is interpreted and analyzed using Matlab. 

The axes are defined as follows: 

• x is the distance in lengthwise direction 

• y is the distance in sideways direction 

• z is the distance in vertical direction 

The default parameters used during RFID performance tests are shown in Table 3 and 
orientations are visualized in Figure 18. 

 Table 3. Default parameters for RFID performance tests 

Test Parameter Test Value 

Reader: Skyetek Skyemodule M9 

Start frequency: 865 MHz 

End frequency: 867 MHz 

Reading mode: Fast inventory mode, EPC Gen2 Class1 only 

Optimal tags: 50 
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Figure 18. Test orientation 

 

4.1.1 Tag Distance 

Objective 

The objective is to assess the reliability for RFID readings at different distances between tag and 
reader. This test should show the characteristics of the RFID system and form basis for the 
following tests. 

Procedure 

 

Figure 19. Setup for tag distance test 

According to both theory and initial testing the optimal angle and position is established as 
having the tag antenna parallel to the reader antenna, centered in front of the reader antenna. The 
tag is therefore positioned in this way at increasing distances from the reader antenna, see Figure 
19 for the test setup. The test is stopped at the distance where the tag is no longer detected. Test 
parameters are listed in Table 4. 

Table 4. Parameters for tag distance test 

Test Parameter Test Value 

Reading time: 10 seconds 

Iterations per position: 30 times 

Distance steps: 10 cm 

Tag type: Standard and Metallic 
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4.1.2 Tag Orientation 

Objective 

The orientation of the tag will affect performance and it essential to know how when 
implementing the system. This test aims to assess the reliability for RFID readings at different 
tag orientations. With this knowledge a system can be setup so that problems with orientations 
are avoided. 

 

Figure 20. Tag rotations 

Procedure 

The tag is placed in front of the reader at a fixed distance. The tag is then in turn rotated around 
all three axes. Since the tags are symmetrical the rotations are stopped at 90°. Figure 20 shows 
how the rotation around the axes corresponds to the tag alignment. The test parameters are 
shown in Table 5. 

Table 5. Parameters for tag orientation test 

Test Parameter Test Value 

Reading time: 10 seconds 

Iterations per position: 5 

Angle steps: 15° 

Distance from reader: 120 cm 

Tag type: Standard 

 

4.1.3 Read Volume 

Objective 

The objective is to assess the volume that the reader antenna covers by finding the limits of 
width and height for different distances. 

Procedure 

The tag is placed in parallel to the reader antenna in front of the reader antenna with different 
distances. The tag is moved sideways or vertically until the readings no longer meet the criteria. 
Table 6 shows the test parameters. 
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Table 6. Parameters for read volume test 

Parameter Value 

Reading time: 10 seconds 

Iterations per position: 1 times 

Distance steps: 20 cm 

Distance sideways or vertically: 5 cm 

Test ends at: < 100 readings 

Tag type: Standard 

 

4.1.4 Metallic Objects 

Objective 

UHF radio waves, as mentioned in the frame of reference, cannot penetrate through metallic 
objects. Tags placed in front of metallic object can be interfered by the object or use the object as 
an antenna. The objective of the test is to see how tags are affected by metallic objects and to see 
if it is possible to change the behavior by adding a small distance between the tag and the object.   

Procedure 

 

Figure 21. Setup for metallic objects test 

Tags will be attached to two different metallic objects and placed in front of the reader antenna. 
One of the objects can be described as a bent aluminum profile and the other object as thin plate 

made of galvanized steel. Both the distance between the reader antenna and the tag (x1), and 
between the tag and the metallic object (x2) will be changed, see Figure 21. The tag will be 
placed in parallel with the reader antenna. See Table 7 for the test parameters. 

Table 7. Parameters for metallic objects test 

Test Parameter Test Value 

Reading time: 10 seconds 

Iterations per position: 5 times 

Distance steps x1: 10 cm 

Distance steps x2: 2.5mm 

Objects: Steel and aluminum 

Tag type: Standard and Metallic 
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4.1.5 Interference by Tags 

Objective 

The objective is to assess the reliability for RFID readings at high tags density, where the tags 
may interfere each other. 

Procedure 

 

Figure 22. Test setup for interference by tags 

Tags are placed in a checked pattern with two layers in front of the reader antenna at different 
distances. The distance between the tags are chosen after consultation with handler in order to 
simulate a real scenario with parts structured in pallets. All tags are placed in parallel to the 
reader antenna in order to get optimal signals. Figure 22 shows how the tags are placed and 
Table 8 shows the test parameters. 

Table 8. Test parameters for interference by tags. 

Test Parameter Test Value 

Reading time: 40 seconds 

Iterations per position: 5 times 

Distance steps: 20 cm 

Tags in row: 5 

Tags in column: 5 

Layers: 2 

Tag type: Standard 

4.1.6 Interference by Readers 

Objective 

The objective is to assess the possibility to use several readers with overlapping area and to 
determine the impact of the interference caused by another reader. 

Procedure 

Two readers will be placed with their antennas at the same distance from the tag. This test is 
done both with the antennas parallel to and facing each other, where interference is most likely, 
and with the antennas perpendicular to each other, where the antennas may be able to work 
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together and cover more tag orientations. The setup visualized in Figure 23 and Figure 24 and 
the test parameters are listed in  

Table 9. 

 

Figure 23. Test setup 1 for interference by readers 

 

Figure 24. Test setup 2 for interference by readers 

 

Table 9. Test parameters for interference by readers 

Test Parameter Test Value 

Reading time: 10 seconds 

Tag distance: 1 m 

Tag type: Standard 
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4.2 Network Performance 

The MiWi network is fully supportive of transferring the RFID information in theory but in an 
implementation performance is affected by hardware and application. Therefore the suitability to 
use MiWi in the concept developed needs to be evaluated. The aim is to both test the 
performance on the prototype hardware and to create a few guidelines when developing an 
application using MiWi. 

4.2.1 Procedure 

An application is written to automate the network performance tests. The application consists of 
firmware for the PAN coordinator, firmware for the FFD nodes and software for a computer. The 
different parts of the system work together as follows. A number of FFD nodes send packages 
with a certain speed to the PAN coordinator. The PAN coordinator saves the packages in a buffer 
and dependent on configuration sends back a package to the FFD. The PAN coordinator sends 
with a certain frequency its buffer to a computer that logs the information. The application logs 
how many packages are sent by every FFD node, received by the PAN coordinator, returned to 
every FFD node, and the time. 

The firmware is written with speed in mind in order to give the MiWi stack as much time as 
possible. The flowchart in Figure 25 is a simplified picture of the logic running in the FFD 
nodes. It provides an overview of what the overall tasks are.  

 

Figure 25. Flowchart for FFD nodes 

In a similar way the PAN coordinators logic is shown in Figure 26. At startup the units will 
create and join the network and after that follow the illustrated flows. 
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Figure 26. Flowchart for the PAN coordinator 

Figure 27 shows how the transceiver module and the MiWi stack works when sending a 
message. All packages have a one byte sequence number in order to identify the package. The 
transceiver sends the package and listens for ACK for the specific sequence number. If it does 
not get an ACK within a certain time it will try to resend the package up to three times. This 
means that for every package different amount of bytes can be sent. Table 10 shows the general 
parameters used in the network performance tests. 

Table 10. General parameters for network performance tests 

Test Parameter Test Value 

Transceiver: MRF24J40MA 

Radio frequency: 2,475 GHz 

FFD node clock frequency: 29.4912 MHz 

Distance: 10 m 
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Figure 27. Flowchart for how the transceiver module works 

4.2.2 Transfer Speed 

These tests are intended to investigate the behavior of the network with increasing data traffic. 
As a result of this investigation it will be possible to verify if the MiWi network is capable of 
transmitting the RFID information and which approximate limits that needs to be considered in 
an application. Testing will also be done to see if the performance in transfer speed can be 
changed by changing the hardware setup. 

In all tests regarding transfer speed the speed will be gradually increased at an interval of 10 
seconds. The interval step will vary depending on the amount of data sent with every package. 

Test will be done for both one way and two way communication with one and two nodes. One 
way communication is a plausible implementation for a very simple application but hardly for a 
more complex setup. It is however interesting to see if the performance differ between the two 
when designing a network structure. In the two way communication the PAN coordinator will 
respond to every received message with a package of the same size as the one received. 

It is also interesting to see the difference between one and two nodes. The test will investigate 
whether the speed will be affected when two nodes are sending information at the same time and 
to see if they will interfere with each other. 

The impact on package size will also be tested since this is also something very useful when 
setting up a network, in this case focused on the higher level of communication protocol. The 
MiWi stack can have maximum transmitter and receiver buffer of 127 byte and the application 
layer can use 100 bytes in every package. Large packages will therefore have 100 bytes of 
application data and small packages will have a size of 10 bytes. With maximum package size 
the protocol overhead will be a smaller part of the traffic, although a retransmission will have a 
larger effect on performance. 

By decreasing the speed of the microcontroller the stack gets less time to handle the incoming 
and outgoing data which should make a difference in performance unless the stack already has 
resources well over the critical limit. This will also illustrate what would happen if a very 
demanding application would be implemented on the same computing hardware as the MiWi 
stack. In the test the PAN coordinator speed is decreased from 16 MHz to 4 MHz while the node 
speed is intact. 
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4.2.3 Reliability 

Speed tests will show at what speeds it is possible to transfer data momentarily but what happens 
if something goes wrong? Initial tests showed that the network sometimes stopped working for 
no apparent reason and this test will investigate if reliability can be assured. Tests will be done 
within the speed limits for two way communication, which is the critical case. The package size 
is chosen for optimal performance according to previous tests. This package size of 100 bytes 
can with marginal be said to have space for 10 tags (8 bytes x 10 = 80 bytes) and an application 
header. At a maximum tag reading speed at approximately 25 tags per second the reliable speed 
needs to be at least 2.5 packages per second. This is for the transfer of raw data per reader and 
even if an application has a filter the presence of other readers and cross communication will 
increase the traffic well over this limit. Tests will be performed both with and without the 
presence of a strong WLAN. The presence of nearby networks can however not be avoided in an 
office environment and other sources of interference might be present. Parameters used during 
this test are shown in  

Table 11. Parameters for network reliability test 

Test Parameter Test Value 

Package size 100 bytes 

Communication type Two way 

Distance 10 m 

Sending interval 15 packages/s 
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5 CONCLUSIONS AND RESULTS 

In this chapter the test results are presented and discussed.  

5.1 RFID Performance 

5.1.1 Tag Distance 

The test showed that the reading speed in respect to the distance was almost constant within the 
distance where the reader could read the tags. The read range was 180 cm for the standard and 
150 cm for the metallic tag see Figure 28. 

 

Figure 28. Read range 

The distances shown are in a clean environment with no sources of interference and provide an 
upper limit for what can be obtained in an implementation.  
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Tag Orientation 

The test showed that the tag reading was affected by tag rotation round the x- and z-axis but not 
affected by tag rotation round the y-axis, see Figure 29.  

 

Figure 29. Rotation around x- (left), y- (center) and z- (right) axis  

It is possible to improve the readability for the rotation around the x-axis by using a different tag. 
The tag used during this test is a dipole tag but there exists dual-dipole tags that consist of two 
dipole antennas perpendicular to each other. Dual-dipole tags should not be affected by tag 
rotation round x-axis since the test showed that tags rotated 45° round the x-axis had good 
readings. This test shows that the performance of RFID readings is highly dependent on proper 
placement of tags and readers. In an implementation both tags and tagged objects needs to be 
placed in a structured way so that the problematic angles are avoided. 

5.1.2 Read Volume 

The volume is estimated from measurements in xy-plane and xz-plane and the two resulting 
areas are shown in Figure 30 and Figure 31. Note that axes have a ratio 1:2, which means that the 
areas are wider than they look. 

 

Figure 30. Read area in xy-plane 
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Figure 31. Read area in xz-plane 

A clear difference is shown between the two areas where the tag could be read at a larger z-
distance from the reader than y-distance. The measured areas are approximated by straight lines 
shown in the figures. In the xy-plane the angle between this line and the x-axle is 10° and in the 
xz-plane the corresponding angle is 24°. The antenna used is not symmetrical and the different 
results are therefore not surprising. It should however be noted that the tag was constantly 
parallel to the antenna during the test. An increase in z therefore corresponds to a small rotation 
around the y-axis which according to the tag orientation test did not inflict any decrease in 
performance. The increase in y however corresponds to a small rotation around the z-axis which 
at this small angle did not show to affect the performance, but the orientation did show to impact 
the performance. The angle of the tag in respect to the reader is well within the interval of good 
readings derived from the test but the impact in the boundary zone has not been investigated and 
could be more. In an implementation it is however unlikely that the tag orientation would change 
when passing by the reader and the test can therefore be said to give a reasonable picture of the 
volume where the tag can be read. 

5.1.3 Metallic Objects 

The standard tag is more affected by metallic objects than the metallic tag. Figure 32 and Figure 
33 shows that both tags have reoccurring dips in reading performance but that the standard tag is 
more affected. It is possible to improve the performance by adding a small distance between the 
tag antenna and the object as the tests shows. It should also be noted that the metallic tag is 
thicker than the standard tag and therefore has an inbuilt distance between the antenna and the 
object.  



 42 

 

 

Figure 32.Standard and metallic tag attached to a thin plate made of galvanized steel 

 

Figure 33. Standard and metallic tag attached to a bent aluminum profile 

5.1.4 Interference by Tags 

As seen in Table 12 there was not a single reading that managed to perceive all tags, but after a 
small realignment other tags were read and the total sometimes added up to all tags. This could 
impose a big problem in a stationary situation as correct inventories will not be given by the 
reader other than at the time the items are placed and removed. An overall decrease in 
performance can be related to distance since both reading speed and average number of unique 
tags read is lower in the end interval than in the beginning. An interesting observation is that 
during the first second the number of unique tags identified was about the same as the average 
speed, indicating that the collision detection seems to be working in this interval. 

Table 12. Tag interference results 
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Distance 

from reader 

[cm] 

Average no. 

of unique 

tags read 

Number of 

iterations 

with all tags 

read 

Tags missed 

after 5 

iterations 

Average 

reading 

speed 

Average no. 

of unique 

tags first 

second 

20 45.0 0 0 21.1 18.0 

40 44.8 0 1 21.9 20.0 

60 47.4 0 0 20.9 22.6 

80 43.0 0 2 21.6 22.0 

100 40.4 0 6 19.6 21.6 

120 43.0 0 0 15.5 13.8 

140 42.0 0 4 14.3 17.8 

160 38.0 0 8 16.1 14.4 

Table 13 and Table 14 illustrate the readability in relation to the physical position of the tag. The 
number indicates in how many positions the tag could not be read in any of the five iterations. 
By comparing the two tables an overlapping pattern is visible, showing that where there was no 
problem to read in one layer there was more problems in the other layer, and vice-versa. This 
phenomenon can be due to that the tag mask or detune each other.  

Table 13. Unreadable distances per tag front layer 

1 1 1 1 0 

0 0 0 0 0 

0 0 0 0 0 

0 0 0 0 1 

0 0 0 1 1 

Table 14. Unreadable distances per tag back layer 

0 0 0 0 0 

1 1 2 0 0 

1 1 1 0 1 

1 3 1 1 0 

0 0 0 0 0 

A similar overlapping can be seen in Table 15 and Table 16 but not as clearly. These tables also 
show the number of times a tag was not read but in this case every iteration is considered. 

Table 15. Unreadable tests per tag front layer 

11 9 12 11 4 

2 3 4 5 7 

3 1 1 2 1 

8 6 2 8 9 

2 3 8 7 10 

Table 16. Unreadable tests per tag back layer 
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1 4 2 1 4 

7 10 11 2 12 

6 6 9 3 8 

8 19 8 10 2 

1 3 3 1 2 

5.1.5 Interference by Readers 

Having two read areas overlapping each other resulted in absolutely no readings for any of the 
readers. This phenomenon is avoided if the readers are set on different frequencies, but this 
would mean that one of the readers would have to use a frequency prohibited by law. There is 
however a solution to the problem. In a system where the readers are able to communicate with 
each other they can take turns in making readings and avoiding interfering with the other reader. 
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5.2 Network Performance 

5.2.1 Transfer Speed 

The test results are summarized in Table 17. The IEEE standard that MiWi is based upon 
supports a transfer speed of 250 kb/s accounting header bytes. The test result shows a maximum 
speed of 7.5 kb/s with headers, which is more than 30 times slower than the theoretical speed. 

The test also showed that the transfer speed is highly dependent on which clock frequency the 
nodes are running at. When the PAN coordinator is running at 4 MHz the transfer speed was 2.7 
kb/s. The results shown in Table 17 are the maximum transfer speed possible when the PAN 
coordinator is running a light application at 4 and 16 MHz. It should therefore be possible to 
improve the network speed by running the microcontroller on a higher clock frequency. 

An obvious observation is that it is possible to send data with a higher transfer speed when the 
packages are bigger. This is due to the headers and ACK package that is sent for every package. 

One interesting observation is that the total transfer speed is improved when two nodes are 
sending packages to the PAN coordinator in one way traffic. While it reduced when two nodes 
are sending packages to the PAN coordinator in two way traffic. The reduced transfer speed is 
most probably caused by traffic collision. This can be avoided by implementing a polling 
system. Every node should be able to store data in a buffer and only send the information when 
the intended receiver requests the information. In this way a node will communicate only with 
one other node at a time, still allowing several different nodes to communicate with each other at 
the same time. By doing this the workload for every node will be reduced. 

 

Table 17. Transfer speed results 

Test PAN 

Coordinator 

clock 

frequency 

[Mhz] 

Number 

of Nodes 

Package size 

[byte] 

Reliable 

package 

speed 

[package/s] 

Total 

Speed 

[kb/s] 

Total 

speed 

with 

headers 

[kb/s] 

One 

way 

16 1 100 58 5.8 7.5 

4 1 100 27 2.7 3.5 

16 1 10 188 1.9 7.5 

16 2 100 33 6.6 8.6 

Two 

way 

16 1 100 25 5.0 6.5 

16 1 10 43 0.86 3.4 

16 2 100 8 3.2 4.2 

Figure 34 shows that the node is incapable to send packages with a higher speed then 
approximate 188 package/s. This formed the upper limit for the one way traffic test with 10 byte 
packages.  
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Figure 34. One way traffic with 10 bytes packages 

Figure 35 shows that PAN coordinator is unable to send response packages to the node after the 
speed is increased. This can be due to several reasons.  

• The PAN coordinator is running at a lower clock frequency compared to the nodes.  

• The PAN coordinator runs a heavier application compared to the node. The MiWi stack 
is larger for the PAN coordinator compared to for the nodes and the application written 
for the test is performing more tasks comparing to the node. 

 

Figure 35. Two way traffic with 100 bytes packages 
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5.2.2 Reliability 

The reliability test showed a random behavior. The node was online for up to eight hours 
sometimes and sometimes it just died after a few seconds. Results could be linked to the 
presence of strong WLAN, which could even completely prevent the MiWi connection when it 
was strong. Since the tests were performed in an office environment there was no way to ensure 
that there were no sources of interference on the unlicensed 2,4 GHz band, not least from 
WLAN, but that will not be possible in an implementation either. It was therefore not possible to 
conclude if it was interference causing this inconsistent behavior although it is highly likely. 
That the stack is not able to cope with interference is a major drawback but there is at least a 
possibility to work around this. Unless a very strong WLAN is present the node will always 
reconnect after a reset, indicating that the loss of connection most probably is caused by the node 
getting stuck somewhere in the MiWi stack state machine when receiving or transmitting a 
package. A solution is to reinitiate the MiWi stack if the node can’t send packages to other nodes 
or if it doesn’t get packages for a certain time period, since it will reset the MiWi stack state 
machine. It should be noted that when the nodes sends a few packages per minutes, the network 
is online for as long time as the tests have been performed. 
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5.3 Concept and Prototype Evaluation 

The concept of using RFID and MiWi together is overall a working configuration. A demo setup 
showed that both RFID and MiWi worked well when used simultaneously to gather and forward 
data. There is however some limitations in the individual technologies that will affect the 
performance of the system.  

RFID performance tests showed some limitations with the RFID performance. The tests showed 
that the performance is affected by tag orientation in respect to the reader, tag density and tags 
near metallic objects. This shows that RFID at present is most suitable for controlled 
environment when only a few tags needs to be read at the same time and some confirmation 
system that indicate when all tags are read. 

The concept presented in this report can however improve the results by working around some of 
the limitations. The zone system can improve tag readings by having several readers within an 
area reading tags from different position in order to avoid having the same tags being masked all 
the time and be able to read the tags with different angles. The reader interference can easily be 
avoided by letting each reader read tags for a specific time period or by using the communication 
between the nodes to tell each other when to start to read. In this case the reading time can be 
condition based letting a reader read for example 70 % of the tags before another reader starts to 
read.  

One of the major drawbacks of the technology is however the effect of metal or water, being on 
the tag or just within the read area. As shown in the results it is possible to improve performance 
by adding a distance between the metal and the tag but since the performance will be different 
for every part and environment it needs to be tested and tailored for every implementation.  

An automated tracking system is supposed to be more reliable than the persons working with it. 
With easy masking of the tags by metal of just a human body the system needs to be stabile and 
intelligent enough to only raise flags that need to be investigated, otherwise a real alarm could 
easily be lost in an ocean of false alarms. Due to all these limitations it will be expensive to make 
the tracking system completely reliable with overlapping coverage, structuring of product flow 
and the need of analyzing the need of every implementation. Once installed however the system 
could prove a very valuable partner. 

The MiWi network proved to be adequate in terms of transfer speed but showed some limitations 
with respect of the network online time. An implementation could likely work around this 
limitation by making nodes rejoin the network if connection is lost but this needs to be tested 
before any conclusions can be made. The concept is however not dependant on MiWi and 
another wireless solution can be used. 
  



 49 

 

6 RECOMMENDATIONS AND FUTURE WORK 

This chapter presents recommendations on future work.  

The MiWi stack needs to be extended with functionalities for reinitiating the MiWi stack if it is 
disconnected from the network. More tests needs to be performed in order to see if the network 
is stable when these functionalities are implemented. 

5G should also look at other wireless networks optimized for high traffic instead of power 
consumption since the RFID reader is anyway consuming a lot of power. A wireless network 
that is using frequency hopping in order to avoid interference is recommended.  

Most importantly the whole system also needs to be tested in the intended manufactory industry 
in order to see how the RFID and network is performing together in intended environment. The 
test results presented in this report are references to be used in future testing of the system. 
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