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Sammanfattning 
I denna rapport presenteras ett examensarbete inom mekatronik på KTH, utfört av Anja Bottinga och Maria 
Boberg på Scania CV AB. Syftet har varit att undersöka möjligheterna för framtagning av en förebyggande 
åtgärd mot kriminalitet vid lastbilstransporter, vilket är ett växande problem i Europa. Målet var främst att 
ta fram ett koncept för lastbilssäkerhet, som kan implementeras i Scania CV AB:s Fleet Management-
system. Ytterligare ett mål var att ta fram en säkerhetsmodell som ska användas som ett verktyg vid 
framtida utvecklingsprojekt av transportsäkerhetskoncept på Scania CV AB. 

Arbetet har utförts i tre huvuddelar: en bakgrundsstudie rörande kriminalitet vid lastbilstransporter, 
transportsäkerhet, Scania CV AB:s lastbilar och marknadsanalys, en intressentundersökning med en enkät 
och intervjuer, och en konceptutvecklingsdel. De viktigaste resultaten från de två första delarna var att en 
allmän säkerhetsmodell och en kravspecifikation utformades.  

Baserat på bakgrundsstudien och kraven togs olika konceptförslag fram. Det koncept som visade sig både 
vara tekniskt genomförbart och uppfylla intressenternas krav, var det så kallade HPG-konceptet (Halting 
Places Guide). Detta är en rastplatsguide som förser föraren och trafikplaneraren med information kring 
säkerhetsnivå, tillgängliga faciliteter, kriminell aktivitet och lediga platser på parkeringar längs med 
Europas vägar och även möjliggör bokning av parkeringsplatser. Informationen kan tillhandahållas av 
organisationen TAPA-EMEA (The Transported Asset Protection Association – Europe Middle-East and 
Africa) och SETPOS (Secure European Truck Parking Operational Services), ett projekt med stöd från 
Europakommissionen. Genom att dessutom använda information och tjänster från KingsClub, Scania CV 
AB:s webbforum för lastbilsintresserade, skulle även möjligheter att dela med sig av kommentarer och 
betyg på t.ex. faciliteter på parkeringen ges. 

För att skapa bättre förståelse för HPG-konceptet, togs en prototyp fram, som visar på funktionaliteten och 
utgör ett förslag på hur det grafiska gränssnittet skulle kunna se ut i fordonsdatorn. Prototypen består av ett 
bildspel i Microsoft Office Power Point och visualiserar nio olika funktionsfall.  

För att kunna realisera HPG-konceptet bör Scania CV AB fortsätta det påbörjade utbytet med SETPOS, 
TAPA-EMEA och KingsClub, utföra en stor kundanalys för att anpassa konceptet ännu bättre till 
kundkraven, sätta upp en kostnadsplan för framtagning av konceptet och efterfråga tillägg till CoPilot®:s 
API (Application Programming Interface) från navigatortillverkaren. 

Slutresultaten, HPG-konceptet och säkerhetsmodellen, uppfyllde de mål och det syfte som sattes upp för 
projektet. Projektets slutprodukter blev högt värderat på Scania. 
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Abstract 
This report presents a KTH Master Thesis project in Mechatronics, carried out by Anja Bottinga and Maria 
Boberg at Scania CV AB. The purpose was to investigate the technical and customer oriented possibilities 
for the development of a transport security measure against cargo crime, which is a growing problem in 
Europe. The main goal was to develop a concept that is possible to implement in the Scania CV AB Fleet 
Management System. Another goal was to develop a security model that will be used as a tool during 
Scania CV AB’s future development projects of transport security concepts. 

The work was divided into three main parts: a background study, handling cargo crime, transport security 
Scania CV AB trucks and market analysis, a stakeholder investigation including a questionnaire and 
interviews, and a concept development session. The most important results evolving from the first two parts 
were the creation of a general security model and the designing of a requirement specification.  

Based on the background study and requirements, concepts were generated and evaluated. The concept that 
was found technically feasible and applicable to the stakeholder requirements and thus best suited for the 
task was the HPG (Halting Places Guide) concept. The HPG concept idea is to provide the driver and the 
traffic planner with information regarding security levels, available facilities, criminal activity and 
available spaces in the parking areas that are situated along the European roads and also to enable the user 
to reserve spaces in the parking areas. The information can be provided by the organization TAPA-EMEA 
(The Transported Asset Protection Association, Europe Middle-East and Africa) and the European 
Commission supported project SETPOS (Secure European Truck Parking Operational Services). By also 
involving the Scania CV AB truck community KingsClub to the information and service providers, 
possibilities to share comments and grades on e.g. facilities in the parking area, is given.  

In order to provide better understanding of the HPG concept, a prototype was carried out demonstrating the 
functionality and providing a suggestion of what the graphical user interface at the Interactor screen could 
look like. The prototype constitutes Microsoft Office Power Point slides, visualizing nine use cases. 

In order to realize the HPG concept, Scania CV AB should continue the interchange with SETPOS, TAPA-
EMEA and KingsClub, perform a larger customer survey in order to adjust the concept even better to the 
customer demands, carry out a financial plan for the realization of the concept, and request additions to the 
CoPilot®’s Application Programming Interface (API) from the navigator manufacturer.  

The final results, the HPG and the security model, fulfilled the goals and purposes of the project as well as 
the requirements. The project outcomes were highly valued at Scania. 
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1. Introduction 
This chapter describes the problem background, the purpose, goal and questions at issue for a Master 
Thesis project on transport security.  Furthermore the report disposition is described and terms that will be 
used throughout the report are defined. 

1.1 Problem background 
Road transports account for almost three quarters of the total cargo transports in the European Union, 
according to “Inland freight and passenger transport in the EU-27 up to 2007”, published by Eurostat in 
February 2009 [1]. This makes it the most common cargo transport type in Europe. A report on logistics 
written by students at the Gothenburg School of Economics [2] points out that this growing number of 
trucks on the European roads results in an increase of the goods values that are traveling. This creates new 
means of attraction for criminals, resulting in cargo crime forming a growing threat in Europe. The losses 
amount to billions of Euros, according to the Local Freight Newsletter from November 2007 [3]. In 
Europol’s “Cargo Theft Report” published in March 2009, the Transported Asset Protection Association 
(TAPA) estimated losses of 8.2 billion Euros during 2008 across the whole of Europe. These losses are, 
according to the report, in terms of full economic loss, including cost of replacement goods, re-shipping 
and reputational damage etc. just a fraction of the actual damage [4].  

According to a Swedish report on cargo crime “Brott mot yrkestrafik på väg”, published by the 
organization Transek AB in 2006, criminal actions towards drivers, trucks and cargo constitute a large 
problem and trend analyses show that the situation aggravates in many countries [5]. According to the 
report “Security in road transports”, published by the International Road Transport Union (IRU) in 
September 2008, a large part of the cargo crimes take place at parking places [6].  

The Cross Functional Fleet Management System department (REIX) at Scania CV AB has until now not 
taken part in the transport security market. This report describes a Master Thesis project that investigates 
the possibilities for REIX to enter this market and to start developing means that can tackle the cargo crime 
situation described above.  

1.2 Project purpose and goal 
The project is a 30 hp Master Thesis in Mechatronics at the Royal Institute of Technology (KTH), under 
the supervision of Bengt Eriksson and examined by Martin Törngren. The work has been carried out by 
Anja Bottinga and Maria Boberg at Scania CV AB, under the supervision of Fredrik Callenryd, Mats 
Axelsson and Markus Eriksson at REIX. The work underlies a pre-study for the creation of a new Scania 
strategy for the development of future truck security systems. 

More tangibly described, the project purpose is to investigate the technical and customer oriented 
possibilities for the development of transport security measures. The main goal is to develop a truck 
security system concept that is possible to implement in the Scania Fleet Management System. Another 
goal is to develop a security model that will be used as a tool during Scania’s future development projects 
of transport security concepts. 

1.3 Questions at issue 
The questions at issue that will be further examined in order to fulfill the purposes and reach the goals of 
the Master Thesis project are presented in the list below. These questions will be answered throughout the 
report. 

1. What is security? (How can it be defined?) 

2. What is currently on the “transport security”-market? (What products and services are offered?) 

3. What products and services does Scania offer its customers today? 

4. What kind of security measures are the customers of Scania interested in? (What are the customers 
willing to pay for?) 

5. What would the requirements be on a transport security measure? 

6. What solutions are technically possible? 

7. What legal aspects must be taken into consideration (regulations, standards etc)? 
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1.4 Delimitations 
In section 1.2 it was stated that in this Master Thesis project the work has been focused on transport 
security. According to a Master Thesis report on “Nomadic Computing Towards Secure Cargo Transports” 
from the IT University of Göteborg, a definition of transport security settled by the European Commission 
2003 is: “Transport security is the combination of preventive measures and human and material resources 
intended to protect transport infrastructure, vehicle systems and workers against intentional unlawful 
acts.” [7]. When referred to in this report, the term includes protection from criminal actions committed on 
vehicle, driver and goods. 

Delimitations that were included in the given instructions from the supervisors at Scania were that the 
solution should be possible to implement in the Fleet Management System and that it must not require any 
additional hardware that is not currently present in the Scania trucks, due to production costs [8][9][10].  

The geographical area should be limited to the European countries, according to Mats Axelsson [9], due to 
e.g. the facilitated access to information and interesting contacts. The US market is not included in Scania’s 
selling market, which automatically excludes the US market from the Master Thesis project. According to 
the Newsletter of TAPA-EMEA America counts for 28% or the companies’ cargo losses, whilst the EMEA 
region stands for 53% and Asia for 18%. [11]. Asia and South America stands thereby for a smaller part of 
the cargo losses of the world and logic delimitation should thus be to focus on the EMEA region (Europe, 
Africa or the Middle-East). Due to Europe constituting the largest market for Scania, (verified in the latest 
Scania Interim Report, January-March 2009 [12]) and also being better covered with statistics and 
information about cargo crime, delimitation into only including the European countries was proposed by 
the Scania representatives.  

Another limitation that should be done is to not include trailers in the thesis work, due to Scania 
manufacturing the tractors (the vehicle that pulls the trailer) and not the trailers, according to Fredrik 
Callenryd [8]. The solution should be something that can be integrated in the existing equipment in the 
cabin. 

The rest of the instructions permitted an open interpretation of the task. 

1.5 Report disposition 
In the first chapters of the report the work approach is described and valuable background knowledge is 
collected and presented. In the latter chapters the concept development process is described, the resulting 
concept is presented and evaluated and suggestions for further work are presented. In the text below, a short 
description of each of the chapters in this report is given. 

Chapter 1: In this Introduction chapter the problem background, purpose, goals and questions at issue are 
described. Furthermore the report disposition is presented and definitions of terms are given. Anja Bottinga 
has been main responsible for the writing of this chapter. 

Chapter 2: In the Approach chapter the approaches and strategies that have been used throughout the 
Master Thesis project are described. In this chapter the background study, the stakeholder investigation and 
concept development approaches are presented. The main responsible for the work with the documentation 
for this chapter has been Anja Bottinga. 

Chapter 3: In the Background study chapter relevant information for creating the necessary knowledge base 
that is needed in order to fulfill the assignment is provided. Here information regarding cargo crime, 
products and services on the transport security market and within related fields, the truck and its associated 
information systems, regulations and standards, goods transport categorization and security and accident 
models is presented. In this chapter Anja Bottinga has been main responsible for the documentation that is 
found in sections 3.1, 3.4, 3.5 and 3.6 and Maria Boberg for the documentation found in sections 3.2 and 
3.3.  

Chapter 4: In the Security definition and model chapter a newly-created security model and a definition that 
has been developed in order to find a general meaning of the term security are presented. Anja Bottinga has 
been main responsible for the documentation found in this chapter. 

Chapter 5: In the Stakeholder investigation chapter the stakeholder investigation that was carried out during 
the Master Thesis project in order to identify the special demands that the concept need to take into 
consideration is presented. Here the results from the carried-out interviews and the questionnaire are 
presented. This chapter’s main responsible has been Anja Bottinga. 
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Chapter 6: In the Requirements chapter the requirements that evolved during the Master Thesis project are 
described. This chapter’s main responsible has been Maria Boberg. 
Chapter 7: In the Concept generation and analysis chapter a description of possible transport security 
measures are given. Furthermore the concepts are investigated and evaluated, leading to a concept 
selection. This chapter’s main responsible has been Maria Boberg. 

Chapter 8: In the Result chapter a description of the resulting concept that was selected during the concept 
generation and evaluation, the so-called HPG (Halting Places Guide) concept, is provided. In this chapter 
the concept idea, the system structure and architecture, the functionality and the prototype are described. 
Anja Bottinga and Maria Boberg collaborated in the documentation work for this chapter. 

Chapter 9: In the Discussion and conclusions chapter the project and results are discussed and evaluated 
and suggestions for further work are presented. Anja Bottinga and Maria Boberg collaborated in the 
documentation work for this chapter. 

Chapter 10: In the References chapter the information sources that have been used throughout the Master 
Thesis project and have been referred to in the report are provided. Furthermore recommendations 
regarding related literature are given. 

Appendix A: In this document the requirements are presented. Maria Boberg and Anja Bottinga have both 
been responsible for the documentation for this appendix. 

Appendix B: In this document services and products on the market that were found during the market 
analysis are presented. Maria Boberg has been main responsible for the documentation for this appendix. 

Appendix C: In this document a short description of all generated concepts during the project are presented 
and evaluated. Maria Boberg has been main responsible for the documentation for this appendix. 

Appendix D: This document contains an extract from the EU regulations related to road transports, 
including the driving and rest regulations. Anja Bottinga has been main responsible for the documentation 
for this appendix. 

Appendix E: In this document a matrix showing the results from the stakeholder investigation is presented. 
Anja Bottinga has been main responsible for the documentation for this appendix. 

1.6 Definitions 
In this section the specific terms that have been used throughout the report are explained according to the 
way the terms have been defined in the Master Thesis project. Some of the definitions are taken direct from 
sources and others have been formulated during the project and are here presented in the way they are 
referred to in the report. 

Cross-pollination: Creation of something new through juxtaposition of seemingly unrelated ideas or 
concepts [13]  

Fraud: Theft by deception; offense of deliberately deceiving another in order to damage them – usually, to 
obtain property or services from the victim unjustly. [14]  

Halting place: A place where a vehicle could make a stop, including parking areas and lay-bys 

Hijacking: incidents where force, violence, threats and/or kidnapping of the driver are used in order to steal 
a vehicle and its cargo [14].  

High value goods transport: Transportation of goods that have a high value, such as transportations of e.g. 
jewelry, electronics and kitchen appliances. 

Lay-by: Halting place alongside road that could not be considered a parking area 

Normal goods transport: Transportations of cargo that is neither hazardous, nor highly valuable. These 
could be e.g. distribution of food, building materials 

Parking area: A marked off halting place where there are parking spaces dedicated to vehicles 

Safety: 1: the condition of being safe from undergoing or causing hurt, injury or loss 2: a device (as on a 
weapon or a machine) designed to prevent inadvertent to hazardous operation [15]  

Security: Security is a real or believed state of safeness, which can be created by measures taken to 
prevent, handle or minimize effects of unwanted actions. [16][17][18][19] 
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Theft from vehicle: The stealing of cargo from vehicle (truck, van, lorry, trailer etc.), without any 
confrontation with the driver (driver may or may not be present). [14]  

Theft of vehicle: Stealing of vehicle (truck, van, lorry, trailer, etc.), – with/without the cargo, while driver 
is not present. [14]  

Transport security: the combination of preventive measures and human and material resources intended to 
protect transport infrastructure, vehicles systems and workers against intentional unlawful acts. [7] 
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2. Approach 
This chapter describes the approaches and strategies that have been used throughout the Master Thesis 
project. 
   
The Master Thesis project included an investigation of the possibilities and interests for development of a 
transport security measure and a development of a concept.  

The work was divided into the following sessions: 

1. Background study, handling cargo crime, transport security, Scania trucks and market 
analysis 

2. Stakeholder investigation, including a questionnaire and interviews 

3. Concept development and evaluation 

These sessions are further described in the following sections.  

2.1 Background study approach 
In order to find information to cover the background study, the choice fell at first hand information from 
the Scania supervisors and their colleagues, and recent reports and statistics provided by them or found on 
the Internet. This approach was chosen since the subject is in need of updated data and the latest statistics. 
When visiting the library of the Royal Institute of Technology the only useful material regarding this part 
of the Master Thesis were reports from similar projects. 

During the background study, the areas of cargo crime, transport security and truck transports were 
investigated. The information was collected from several reports and articles provided by Transek AB [5], 
IRU [6], TAPA [14], Europol [4], and Eurostat [20]. These sources have been regarded as trustable due to 
their status as European statistics providers and/or organizations connected to EU. A thesis report published 
by the Gothenburg School of Economics [2] has also been used as source. This report has been 
recommended and provided by the police officer that is one of its main sources of information. This 
indicates that the police officer has agreed on the way the information provided by him is presented in the 
report and the information should thus be trustable. Though, since the rest of the sources in the Gothenburg 
School of Economics report cannot be checked, it is important to be critical to the information and thus of 
course base the study on more than one source, which has been done. This is also the case for the news 
website Eye For Transport [21] [22], from which some of the information from TAPA has been collected. 
The reliability of the information has not been confirmed by any external instance and the information has 
therefore been compared to information from other sources. 

One part of the background study involved searching for definitions and models handling the term security. 
The sources used for this were the Merriam-Webster web based dictionary [15] [16] and two papers in 
Engineering and Computing [19][23]. The work resulted in a security model that clarified the term and 
security measure types, together with a new-formulated definition of security.  

During the market analysis that also was included in the background study, existing security solutions on 
the market were studied and evaluated in order to find interesting solutions that could be useful in the 
concept development process. Information about products and services was found at the homepages of 
providers of personal security and transport security. Since the information there concerns the companies’ 
own products and services they are regarded as trustable. The sources were found based on 
recommendations by the supervisors at Scania and by searching for information on the Internet using 
Swedish and English search words such as security, alarm, transport security, security systems, etc. 

The background study did also include investigation of the Scania trucks and their associated information 
systems. The information presented in the report regarding this has been provided and approved by 
software developers, software architects and other colleagues at Scania. All meetings have been 
documented and all written interpretations from open conversations have at a later occasion been approved 
by the information provider. The information is thus regarded to be trustable. 

In order to investigate the so called legal environment [24], regulations and standards that might affect the 
possibilities of a final concept within the area of transport security were searched for and studied. These 
were searched for at UN’s and EU’s official websites and Swedish authorities’ homepages. Interesting 
material was found from: the Council Regulation (EEC) [25],  ADR and the United Nations (UN) [26], 
Myndigheten för samhällsskydd och beredskapsföreskrifter om transport av farligt gods på väg och i 
terräng (MSBFS) [27], SIKA – the Swedish institute for communication analysis [28] and the Swedish 
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Society for Nature Conservation [29]. These sources have been regarded as trustable due to their status as 
European statistics providers and/or organizations connected to either Swedish authorities, EU or UN. 
Furthermore useful information was found at the Reuters news site [30], which has been regarded as a 
trustable news organ.  

2.2 Stakeholder investigation approach 
During the stakeholder investigation contact was taken with stakeholders in order to form a picture of what 
they see is missing on the market and what is required and demanded by the customers. 

The stakeholder investigation was divided into two sessions including a pre-investigation and an interview 
session. After these sessions analysis and summation of the results were made.  

The pre-investigation included the following parts: identification of possible stakeholders for transport 
security and a formulation of a questionnaire that would be sent to selected representatives of the 
stakeholders. The purpose of the pre-investigation was to create a knowledge base for the upcoming 
interviews and to start setting up the reference frame for the concept development. Thereby a more 
comprehensive basis could be created in order to formulate accurate questions and receive valuable 
answers during the interview session. The stakeholders were identified by looking at other projects’ 
identified stakeholders and comparing these to the image of the transport security area that was created 
during the background study.  

In order to increase the chances of receiving responses to the questionnaires, personal contact with the 
receivers of the questionnaire was initially taken over the phone. By doing so the questionnaire could be 
sent directly to the most suited persons and the responses could be received quickly. Additionally, it 
enabled a few questions to be posed to the stakeholders over the phone in order to ensure that the most 
important questions would be answered by every single one of the selected representatives of the 
stakeholders, even if they would not send back the questionnaire. At the same time they got a short glimpse 
of the subject and hopefully their curiosity of the project was awakened. Another approach could have been 
to only interview the stakeholders over the phone, but this would not have enabled recording of the 
answers, since this type of equipment was not available. The risk for misunderstandings and mishearing 
would have been present. Furthermore it is easier to quantitatively compare answers to a questionnaire than 
answers during an interview. By sending out questionnaires the stakeholders could choose the appropriate 
time for answering. Compared to only having face-to-face interviews instead of sending out questionnaires, 
this approach made it easier to reach out to many stakeholders across Sweden. (In order to also collect 
answers and viewpoints from European stakeholders outside of Sweden, contact was taken with Scania 
Italy and Great Britain, but unfortunately no answer was received.) One downside with questionnaires is 
though that it is hard to interpret if the person answering the questions really has perfectly understood what 
is asked and also the reason to why some of the questions are left unanswered. Therefore several interviews 
were conducted. 

The interview session included two parts: identification of interviewees and carrying out face-to-face 
interviews. In order to reduce the risks of misunderstandings and mishearing and in order to secure the 
quality of the interviews a dictaphone was used. The purpose of the interview session was to create a more 
detailed picture of the stakeholders’ demands and wishes, in order to be able to formulate a good 
requirement specification. During the final stages of the project it would also thereby be possible to verify 
that the chosen concept matches the stakeholder needs by comparing the concept to the requirements. The 
session also provides a valuable possibility to ask direct questions about the concept and discuss possible 
solutions with the stakeholders. If only questionnaires would have been used, this possibility would not 
have been given. Another approach could have been to only look at statistics and survey results collected 
by others, but that would not have provided the possibility to communicate with the stakeholders and ask 
direct questions. 

In order to receive comments on the final concept an extra interview was carried out in the very end of the 
Master Thesis project; after the concept development session.  

2.3 Concept development approach 
The concept development process contained concept generation, main concept identification, main concept 
investigation and evaluation of the main concept. The aim of concept generation is to find the largest 
amount of solutions as possible, in order to totally cover the solution space, according to the book on 
product development and realization “Produktutveckling – effektiva metoder för konstruktion och design” 
[24]. Thus it is important to give abstract descriptions of the problem and to avoid too detailed and precise 
definitions that are too close to solutions  [24]. 
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The concept generation process was initiated with brainstorming sessions. The goal was to find solutions 
within transport security that could be able to show reduced costs or increased income for the buyer and at 
the same time could match Scania’s portfolio; i.e. only include tasks that Scania are willing to do or 
capable of doing. In order to obtain abstract concept ideas the first brainstorming sessions were held before 
the market analysis, described in section 3.2, and the stakeholder investigation described in chapter 5. A 
few more brainstorming sessions were held in parallel with the stakeholder investigation and market 
analysis, where the concept ideas also were complemented with solutions inspired by the solutions found in 
these sessions. The brainstorming session provided a large variety of solution. The market analysis served 
to fill the holes in the solution space generated with the brainstorming. The customer interviews then lead 
to a refinement of concepts and provided a good picture of what the customers might be interested of.  

After the stakeholder investigation the requirement specification was outlined and in order to make sure 
that the concepts fulfilled the mandatory requirements. For this purpose an elimination matrix was used, 
this process is described in Appendix C. According to a book regarding product development written by H. 
Johansson, J. G. Persson and D. Pettersson called “Produktutveckling – effektiva metoder för konstruktion 
och design” an elimination matrix is a valuable tool used to identify the solution alternatives that fulfills the 
requirements [24]. The generated concepts that did not fulfill these were ruled out from the process.  

The concepts that remained were thoroughly investigated in order to find out whether they were technically 
feasible and how well they responded to the customer demands. After the investigated concepts were 
evaluated, a final concept was chosen. It is presented in the results in chapter 8. 
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3. Background study: Cargo crime, market, 
technology and regulations 

This chapter aims to provide relevant information for creating the necessary knowledge base that will be 
needed in order to fulfill the assignment.  

3.1 Cargo crime statistics 
With the intention of getting a more detailed picture of the situation, statistics regarding cargo crime have 
been studied. Aspects that have been investigated are what goods that are stolen, what type of cargo crimes 
there are, the most common crime locations, parking areas and halting places and time aspects. The aim is 
to identify important aspects of the situation for the concept generation. 

3.1.1 The cargo crimes are increasing 
According to the Swedish report on cargo crime “Brott mot yrkestrafik på väg”, published by Transek AB 
in 2006, the organization TAPA received 423 reports of criminal incidents towards road transports during 
the year of 2004, compared to 131 in 2000, thus showing an increase of more than 300% [5]. When looking 
at the figures from year to year, the increase seems to be persistent every year, except for the time between 
the years 2000 and 2001 when a decrease of reported incidents to TAPA was shown (from 131 to 118 
incidents). After 2001 the tendency of increasing figures has not been broken in the material from TAPA. 
Between 2001 and 2002 the number of reported incidents to TAPA increased from 118 to 234, thus an 
increase of 98%, between 2002 and 2003 the increase was of 43% and between 2003 and 2004 the increase 
was of 27%. The tendency shows though that the velocity of the increase is slowed down. A summary of 
the number of reported incidents to TAPA during the years 2000-2004 is shown in Table 1. 

 

Year Number of incidents 

2000 131 

2001 118 

2002 234 

2003 334 

2004 423 

Table 1: Yearly summary of the number of incidents in Europe 2000-2004. [5] 

According to the latest TAPA-EMEA Newsletter, an increasing tendency was shown also between the 
years 2006 and 2007. The number of incidents reported to TAPA increased during this time from 748 
incidents to 833 incidents, thus representing an increase of 11% [11].  

3.1.2 Type of cargo crimes and cargo crime locations 
Examples of common cargo crimes that have been found in the various reports and materials from 
collectors and providers of statistics on cargo crime are hijackings, theft from vehicle, theft of vehicle and 
fraud. Below follow definitions of these terms. 

• Hijackings can be defined according to Europol’s “Cargo Theft Report” as: “Occasions where 
force, violence or threats are used against a driver and the vehicle is stolen with its load (this 
includes theft by robbery)” [4]. Another definition of hijacking given by TAPA-EMEA is: “The 
use of force (armed or unarmed), threat or intimidation to kidnap the driver in order to take the 
vehicle” [14]. In this report the word refers to incidents where force, violence, threats and/or 
kidnapping of the driver are used in order to steal a vehicle and its cargo. 

• Theft from vehicle is defined by TAPA-EMEA as: “The stealing of shipments/cargo from vehicle 
(truck, van, lorry, trailer etc.), without any confrontation with the driver (driver may or may not 
be present).” [14]. In this report the term does not include shipments when referred to. 

• Theft of vehicle is defined by TAPA-EMEA as: “Stealing of vehicle (truck, van, lorry, trailer, 
etc.), – with/without the shipment/cargo, while driver is not present” [14]. In this report the term 
does not include shipments when referred to. 
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• Fraud is defined by TAPA EMEA as: “Theft by deception”; offense of deliberately deceiving 
another in order to damage them – usually, to obtain property or services from the victim 
unjustly” [14].  

According to Transek AB, curtain slash is common, i.e. that a hole is cut in the side of the trailer coating 
before the goods are stolen. In the police district of Northwestern Skåne in Sweden, 79 cases of cargo crime 
that had occurred between January and November of 2004 were studied, whereof 46 cases included curtain 
slash, thus 58% of all studied cases [5]. According to Europol’s “Cargo Theft Report”, curtain slash 
constituted one of the largest contributors to the cargo crime losses in 2008 [4]. Another type of incident is 
hijacking. According to the news website Los Angeles Times there are examples of this kind of incident 
when insider jobs are suspected, since the thieves somehow have known that the truck is worth hijacking, 
even though it does not feature any obvious sign of the goods inside [31]. Insider jobs are also mentioned in 
an investigation made by students at the Gothenburg School of Economics [2]. They conclude that some of 
the cargo crimes are insider jobs, but also crimes conducted by criminal gangs.  

According to Transek AB, the crimes take place foremost at halting places along the European roads, at 
terminals or in industry areas. During 2004 TAPA reported that the most common cargo crime location was 
terminals (18%), according to the same report by Transek AB. The second most common site for cargo 
crimes was halting places (17%) [5].According to the more recent report “The needs of the Cargo 
shippers”, published by TAPA in 2007, 60% of all cargo crime incidents that had been reported to TAPA 
took place during stops and 15% were hijacking or armed robbery [32]. 

According to the investigation made by the students at the Gothenburg School of Economics (2008), the 
thefts at terminals have decreased whereas the thefts associated to parking and hijackings have increased, 
as well as the thefts of entire vehicles [2]. In an even more recent report from TAPA (2009) it is stated, 
according to the TAPA newsletter in March 2009, that the hijackings decreased with 47.7% during 2008, 
perhaps as a result of additional training that companies now are giving to drivers, whereas the number of 
vehicle thefts nearly doubled [33]. It is also stated that the majority of these vehicle theft incidents occurred 
in non secure parking areas in the UK, Germany and France. The results from the IRU report “Security in 
road transports” from the same year shows similar figures, with parking areas on first place, representing 
42% of the attack locations, and service areas (19%) and lay-by (13%) at second and third place [6]; see 
Figure 1.  
 

Parking

Service area

Lay-by

Other

Unknown

 
Figure 1: Crime locations for attacks on truck drivers according to the IRU survey [6]. 

3.1.3 Stolen goods and lost values 
(The following information is based on material from “Brott mot yrkestrafik på väg” [5].) 

The cargo that is stolen consists chiefly of electronics, clothes and shoes, but also groceries, food, alcohol 
and cigarettes. In a survey made by TAPA for the period 1999-2000, the lost amounts for the 13 
participating companies were equivalent to 320 million SEK in 14 months, spread on 150 incidents. In 
2004 the reported lost cargo among the participators (the TAPA members) amounted to ca 500 million 
SEK. 

In order to get a picture of the share of the contributes from the different type of cargo crimes, Table 2 
shows the values for different crime types during 2004 in M SEK, based on information from TAPA for the 
Europe, Middle East and Africa (EMEA) region, compiled by Transek AB. 
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Type of crime <0,8 mkr 0,8-4 mkr 4-8 mkr 8-16 mkr 16 mkr Total mkr 

Terminal 32 19 4 4 1 60 

Parking 41 14 1 1  57 

Hijack 34 6 3 1 1 45 

Theft of vehicle 26 13 1 2  42 

Loss during 
transit 40 4    44 

Jump up 31 7 1 1  40 

Fraud 8 7 1 2 1 19 

Airport 11 1  1  13 

Total 223 71 11 12 3 320 

Table 2: Type of crime connected to the lost value in MSEK during 2004 in Europe [5]. 

More recent statistics from TAPA-EMEA states, according to the logistics and transportation news website 
Eye For Transport, that the total value of the 3756 incidents of cargo crime that were reported during 2008 
was of more than €170.6 million within the EMEA region (Europe, Middle-East and Africa) [21]. This 
figure will increase with incident data still being collected for 2008. According to the same website, the 
conference lead for TAPA-EMEA, Mark Schwarz, estimates that cargo crime alone cost European 
businesses some €8 billion a year [22]. According to Europol’s “Cargo Theft Report” from March 2009, 
the estimated loss caused by cargo crime in Europe was of €8.2 billion during 2008 [4].  

According to the “Cargo Theft Report”, a report from February 2008 published by the International Road 
Union (IRU) and International Transport Forum (ITF) highlights that over the period 2000-2005 30% of 
truck drivers that had been exposed to cargo crime attacks did not report the incident to the police [4]. 

3.1.4 Demands and problems on halting places and parking areas 
The minimum demands on parking places in Sweden made by Vägverket consider, according to the report 
by the students at the Gothenburg School of Economics, the location, capacity, form, control and 
information of the parking places. It is important that the parking place is situated close to a larger road, but 
far away from dwellings, that the area is surrounded by open areas, that all drivers and vehicles are 
registered at the arrival and that an ID control of the driver is done before giving permission to enter or 
leave the area. [2]. 

A problem on the European parking places is that the parking space is limited. The result of this is that 
private cars and trucks have to park next to each other, which decreases the possibilities to have a good 
overview in a crime situation. Another result is that the truck drivers park on the verge along the entrance 
and exit of the parking places, which is bad from a traffic security point of view. According to a Dutch 
inquiry made by Transport en Logistiek Nederland and mentioned in the Transek AB report, 63% of the 
asked companies state that they often or very often have problems with overcrowded parking places. 23% 
have occasional problems, whereas only 14% have never experienced any problems with overloaded 
parking places [5]. These figures are illustrated in Figure 2. 
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often

Occasionally

Never

 
Figure 2: Problems with overloaded parking places in Europe according to a Dutch survey. [5] 

3.1.5 The time aspect connected to the cargo crimes 
According to Transek AB, the frequency of crimes varies over the hours of the day. Most of the cargo 
crimes take place during the night, foremost between 01.00 and 05.00 when the truck has been parked for 
the night [5]. The investigation made by students at the Gothenburg School of Economics confirms these 
results, and has identified the most common time for cargo crimes being between 00.00 and 05.00. On the 
most part of the occasions the driver was asleep inside the truck [2]. 

3.2 Market analysis of transport security and related fields 
In order to further expand the knowledge base that was formed during the background study, a market 
analysis was carried out. The analysis provides an overview of what solutions already exists on the 
transport security market and related fields. This section summarizes the studied existing security systems. 
The security systems have different complexity levels and have different functions in our society. Although 
the security systems have different market origins (personal alarm systems, transport security, etc) they 
might be applicable or inspirational to the project.  

Below follows an overview of the security systems studied in the Master Thesis project, more details 
concerning the companies providing the security solutions and their product portfolio can however be 
found in Appendix B. 

3.2.1 Personal alarm services and products on the market 
A personal alarm service is a system where a person can get external help, usually by pushing an alarm 
button. This is a common service used by people working in possibly dangerous environments, i.e. security 
guards, social service personnel, woodmen, etc. and also senior citizens.  

A number of companies providing personal alarm security services in Sweden and Europe have been 
studied, namely: SOS Alarm Sverige AB [34], Securitas Sverige AB [35], G4S Security Services AB [36], 
Rapid Larmcentral AB [37] and Satsafe Security Invest AB [38].  

Their services have in common that they are based upon GPS and GSM/GPRS technology, but differ 
somewhat in their response actions when an alarm goes off. In the scenario below most variants of the 
functionalities are described. 

1. The alarm button is pushed or the alarm is activated automatically, e.g. if the distressed falls, goes 
away “far from home” (Geofence) or does not show on a certain place at a certain time.  

2. The distressed person’s position is determined with GPS.   

3. A message, SMS or e-mail, containing information about position, the time of and/or type of 
alarm is sent to some predetermined receivers, e.g. parent, partner, friend, employer, Security 
Company and/or emergency central. 

4. Possibility to log in to the alarm central via a computer or a mobile phone where it is possible to 
follow the distressed person’s motions on a map. It is sometimes possible to communicate with 
and/or listen in to the distressed. 

3.2.2 Security systems for transportation of valuables 
Transportation of valuables, such as cash and jewels, are extremely attractive to criminals and are in great 
risk of hijacks and robbery. These transportations are unique in the transport industry from the aspect that 
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they have highly trained and armed drivers. The companies that provide transport of valuables security 
services that have been studied in the project are: Panaxia Security AB [39], CashGuard Sverige AB [40] 
and Loomis Sverige AB [41]. 

Below, a few standard products and services adjusted for their market are presented. 

• Security case: A product that protects valuable cargo. If there would be an attack against e.g. a 
cash transport all of the contents in the security case would be dyed and if the cases get lost they 
can be tracked via a control central.  

• Softcar: A product developed for transport of valuables in ordinary cars. The concept combines 
the security case with an automatic storage and locking system. The Softcar concept makes 
armored vehicles unnecessary when transporting cash.   

• Employee tests and training: Education and thorough tests (such as drug testing) are done of the 
drivers before they are hired. The training continues after the employment and never really stops 
since the working conditions are under constant changes. 

• Communication: The drivers are in constant radio contact both inside and outside the vehicle with 
control central personnel. 

3.2.3 Transport security measures 
Transport security is a wide market, the losses due to criminal activities are large and many haulage 
companies invest in security measures. Also private persons invest in protecting their vehicles, e.g. cars and 
boats. There are many different alarm systems designed for vehicles and there are many companies that 
produce and sell them. Vehicles, that can be moved, usually have GPS based alarm systems connected to 
them.  

In this section a description of the transport security products and services directed to private people and to 
haulage contractor companies are presented. The information regarding transport security measures is 
gathered from the producers’ homepages. The companies that have provided information to this chapter 
are; Axtech AB [42], Vikinglarm HB [43], G4S Security Services AB [44], Eurosafe Sweden AB [45], 
Tecnoblock® [46], and Maple Fleet Services Ltd [47]. 

Below, different types of transport security measures are listed. 

• SOS alarm: activated by pressing a button on the alarm unit (in the vehicle), which triggers a SMS 
to be sent to a predetermined number 

• Speeding alarm: activated when the vehicle is going faster than a given speed 

• Bugging: enables eavesdropping in a vehicle, can be done with a built-in microphone 

• Vehicle escort: specially designated armed personnel that accompanies a transport and answers for 
its safety 

• Advance guard point: personnel that secure delivery points and halting places before the transport 
arrives 

• Surveillance: supervision of objects and areas, e.g. vehicles, containers, terminals and hardstands. 
The surveillance can use equipment such as Closed-Circuit Television (CCTV), technical area 
surveillance (surveillance robots) and Digital Video Recorder (DVR) 

• Education: transport security education, e.g. about robberies and threats of violence  

• Investigation: analysis of embezzlement and other irregularities.  

• Mechanical reinforcement and protection: reinforcements, e.g. ballistic armors, intrusion defenses 
against slasher, trailer anti-theft devices (when not connected to the tractor), protective films for 
windshields  

• Anti-syphon devices: mechanical device to prevent the theft of fuel from the tank. It consists of a 
pierced siphon that does not allow inserting any siphoning device into the tank. The position and 
dimensions of the holes allow refueling in any case. 

• Biometric identification: identifies e.g. fingerprints and weight of drivers, used as “password” 

• Sensors: sensors connected to an alarm, e.g. explosion sensor, gas detection sensor, breaking glass 
sensor 
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• Decals for vehicles: alerts the surrounding that an alarm system is used 

• Driver identification: identifies the driver of the vehicle, via his unique key card and enables the 
vehicle to operate only within a particular driver’s pre-defined security level 

• Cargo Geofence lock: access controlled, air operated load area door slam lock. Can be Geofenced 
(meaning that the locks can only be operated at the customers’ depot) 

• Inactivity alert: alert when excessive idling occurs except in known maintenance areas  

3.2.4 Transport security organizations 
The losses due to criminal activities are large and many high-value goods manufacturing companies and 
haulage contractor companies have identified this problem, and efforts to counteract the criminal activities 
have been initiated. In this section organizations and companies specialized in transport security and the 
services they offer are presented. 

TAPA-EMEA  

(The following information is based on material from TAPA-EMEA’s homepage [14].) 

TAPA is short for the Transported Asset Protection Association and is an association of security 
professionals and related business partners from various manufacturing and transportation companies who 
have come together for the purpose of addressing the emerging security threats that are common to the 
relevant industries. The aim of the association is to provide a forum for responsible managers and to share 
professional information for mutual benefit. The goal is to identify target areas where losses are perceived 
as occurring and share the knowledge to different business areas. TAPA-EMEA handles the Europe, 
Middle-East and Africa regions. 

The so-called Incident Information Service (IIS) is a database created by TAPA-EMEA members 
containing information about crime statistics. It is designed to improve the availability and flow of 
information on crimes against high value logistics transports within the industry, and between the industry 
and law enforcement agencies. Its goal is to provide a centralized resource of knowledge related to 
criminality against cargo in transit within the EMEA region and to facilitate the dissemination of that 
information to member companies and to law enforcement agencies. The knowledge resource is updated by 
the many TAPA members all over the world. 

An official sample of the database that can be found at the TAPA-EMEA homepage is presented in Figure 
3.  

In order to be able to use the information provided by TAPA, a membership would be necessary. In order 
to become member of TAPA it is necessary to belong to one of the groups mentioned in the list below. 

• Manufacturers and other shippers  
• Representatives of industry supporting the security of the whole supply chain including 

production, transportation and logistics  
• Local, State and Federal Law Enforcement Representatives  
• Consultants working in the support of the whole supply chain  
• Legal firms that have specialists in transport/marine law  
• Students in related fields  
• Other Security Groups with similar aims.  

The fee for joining TAPA-EMEA with a full membership is €2000 per company per year, according to 
TAPA-EMEA’s homepage [14]. 
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Figure 3: Example from the sample of the TAPA-EMEA database that is available at the TAPA-EMEA 
homepage [14]. 

SETPOS 

(The following information about the Secure European Truck Parking Operational Services (SETPOS) is 
based on information gathered from their homepage [48].) 

SETPOS is a project supported by the European Commission (Directorate General for Energy and 
Transport). It collaborates with numerous of companies and organizations all over Europe, e.g. TAPA that 
have already been described in this section. The overall goal of the SETPOS project is to handle the 
increasing crime problem within the trans-European road network by the mean of establishing secure 
parking areas and associated services.

According to SETPOS’s homepage [48] their objectives are to: 

1. “assess and validate the requirements of the various stakeholders, such as drivers, dispatchers, 
forwarders, rest area operators, insurers, public authorities and shippers 

2. formulate a common standard for secured parking 

3. construct a number of secured parking areas in trans-border regions, to demonstrate this 
standard 

4. establish an information, guidance and reservation platform for all types of truck parking.” 

(The following information about the SETPOS security levels and standards is based on materials from 
“Secured European Truck Parking, Best Practice Handbook” [49].) 

In order to realize the second objective the SETPOS project has identified security levels of the halting 
places based on the security measures applied to the places, such as: perimeter security, the perimeter 
entrances and exits, the parking area, the surveillance, CCTV, procedures, and other security measures. 

 15  
 



Based on information about these types of security measures, a categorization of halting places can be done 
in three levels:  

1. SETPOS Secure, which demands the minimum reasonable requirements for physical security  

2. SETPOS High Security, which aims to provide a high security service for the transport industry 

3. SETPOS Special Security, which provides users of the facility with a higher degree of security 
that includes driver identification 

The things that the security levels have in common are demands on e.g. fence or alternative barriers 
separating the parking from its surroundings, a secondary physical barrier which is sufficient to protect the 
fence from unintentional damage, clear zone around perimeter of the area, the lighting level covering 100% 
of the perimeter and the driving and pedestrian lanes at all times, CCTV system covering 100% of the 
fence, entrances and exits at all times recording in real-time, closable and controlled entrances and exits 
and registration of incoming and outgoing vehicles clearly linking the driver and the vehicle.  

The SETPOS High Security additionally demands e.g.:  

• A secondary physical barrier which is sufficient to stop a truck driving through the fence (e.g. 
ditch, natural structures) 

• CCTV system covering of 100% of the parking area surface and the driving and pedestrian lanes 

• Manning of the site around the clock with guards being present during opening times and site staff 
during closure times as a minimum 

Apart from these demands, the SETPOS Special Security also requires:  

• Identification registration of the driver and license plate registration of the vehicle 

• Logging of all entry/exit movements, including pedestrians 

• That the trucks are sealed on arrival and that the seal is checked on departure 

In order to realize the fourth objective SETPOS provides an ICT network that offers a “guidance and 
reservation system”. This system is accessible through a website called Truckinform, that is depicted with 
an example in Figure 4.  
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Figure 4: Example from the SETPOS Truckinform homepage [50]. 

(The following information about Truckinform is based on information gathered from their homepage 
[50].)

The information presented on the homepage is foremost provided by the parking area managers, including 
information about facilities such as restaurants and toilets but also information about parking space 
availability and access to a booking system. The Truckinform service is free of charge when accessed via 
the Truckinform homepage. However, the information provided on the homepage is currently not 100% 
verified and there is no guarantee that all halting places are included. 

The Truckinform services are divided into three levels: presenting parking area information, checking 
availability/offering guidance and offering a reservation system. The first level, providing parking area 
information is visualized in Figure 4 where information regarding security and parking area facilities is 
presented. The second level provides the possibility to get guidance; if a truck driver needs to go from 
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Stockholm to Berlin he/she can get a route suggestion and information about the parking areas that lies 
along the road. Furthermore real-time information about available parking spaces is provided. The third 
level offers a reservation system of parking spaces. Only parking areas that the owners have chosen to be a 
part of this service are possible to book. The third service is available but the service is not yet fully 
extended. When searching the Truckinform homepage it is shown that only seven parking areas are part of 
the reservation system in Europe [50]. The three-level concept is illustrated in Figure 5.  

 
Figure 5: The SETPOS services levels [48]. 

Europol 

The following information is found at the Europol homepage [51]. Europol is the European Union law 
enforcement organization that handles criminal intelligence. Its mission is to assist the law enforcement 
authorities of Member States in their fight against serious forms of organized crime.  

3.3 The truck and its associated information systems 
The main project goal, described in section 1.2, is to develop a concept that can be implemented in Scania’s 
Fleet Management System (FMS). In order to give an understandable image of this environment a 
description of the system is provided together with a description of its users. Furthermore the 
communication within the system and some of the system components are described in this section.  

3.3.1 The Fleet Management System 
The following information regarding the Scania’s FMS was gathered during an interview with Håkan 
Nilsson, a senior engineer at the on-board platform department at Scania, and has been verified by the 
same. [52]. 

The Scania FMS is a system that provides the haulage contractor companies and the drivers a 
communication platform. There are two parts of the FMS, one located inside the truck cabin and one 
located outside the truck. The parts have different users, user interface, components and user functions. The 
system is depicted in Figure 6.  
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Figure 6: The implementation environment – the Scania FMS, including the truck cabin and the Fleet 
Management Portal [53]. 

The main components involved in the truck cabin part of the FMS are: the Communicator, the Interactor 
and the Digital Tachograph. The communicator is a communication platform that is installed in all new 
Scania trucks. It performs low level applications such as communication and GPS data reception. The 
Interactor serves as a supplementary option for the customers who have a need for services with a graphical 
interface, e.g. navigation and order support (these functions will be described further on in this section). 
The Digital Tachograph records driving hours that can be used in e.g. wage calculations.  

The part of the FMS that is situated outside the truck, namely the Fleet Management Portal (FMP), handles 
many functions, such as order support and drivers log (they are described in section 3.3.6). The user 
interface to the FMP is a web portal where the traffic planner can overview the fleet of trucks and interact 
with the functions. The FMS user interface to the driver is the Interactor touch screen where the driver can 
interact with the functions and communicate with the traffic planner. The user environment is further 
described below. 

3.3.2 User environment 
The users of the FMS are the truck driver and the traffic planner. The driver’s main job is to deliver the 
truck cargo to the designated destination. It has been verified by Per Johnsen that the truck is not only the 
driver’s working place but also his home when he is on the road. This means that he has to perform all his 
daily routines in the truck and along the route. This can imply everything from eating, sleeping, taking care 
of the personal hygiene and shopping to fueling and cleaning the truck. The traffic planner’s main job is to 
plan the route for the truck driver. It is necessary for the truck driver and traffic planner to communicate 
regularly, so that they can be flexible to changes in traffic and new incoming orders. Some haulage 
contractor companies let the traffic planner plan the delivery routes in detail (exactly where to rest, which 
roads to take etc), while other traffic planners only coordinate the truck fleet and decide which drivers will 
take which order (i.e. they only decide the driver’s destination, the rest is up to the drivers themselves). 
However, it is mostly large haulage contractor companies with several trucks that have designated traffic 
planners, while small companies usually let the driver take care of the planning as well [54]. 

Scania’s FMS aspire to facilitate the communication between the traffic planner and the driver. The 
driver’s interface to the system is the Interactor touch screen and the traffic planner’s interface is the FMP 
web portal; their respective environment and user interface is depicted in Figure 7. 
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Figure 7: To the left the driver using the Interactor is presented. To the right a traffic planner environment 
is depicted where the FMP web interface is used [53]. 

3.3.3 Communication 
The following information regarding the comuunication within the FMS was gathered during an interview 
with Håkan Nilsson, a senior engineer at the on-board platform department at Scania, and has been verified 
by the same [52]. 

The FMP and the truck can communicate via GSM by sending an SMS or via GPRS using the SCPv2 
(Scania protocol). Messages sent to the Interactor have an identification header. This means that the 
communicator forwards any messages (via an Ethernet cable) with such headers to the Interactor 
automatically. If the transport security measure is implemented in the Interactor and messages are sent to 
and from the FMP, there should thus be no need to alter anything in the communicator.  

According to Tobias Jansson an Internet connection is currently not available in the Interactor. However, it 
is possible to connect to the Internet with a mobile broadband USB stick if the user desires it [55].  

3.3.4 The CoPilot® navigator 
The navigator that is situated in the Interactor is called CoPilot® and is manufactured by ALK. According 
to Tobias Jansson the source code is not available for the Master Thesis project since the navigator is 
provided externally. However there are a number of functions available through an Application 
Programming Interface (API). The functions in CoPilot® and the API are developed specifically for the 
Interactor and are updated with improvement suggestions from the engineers at Scania on a regular basis; 
about once every year or once every second year [55]. 

According to Anders Hasselkvist and Håkan Nilsson the routing approach of the CoPilot® navigator is to 
find the shortest route from point A to point B. This could either be defined as the route with the least km 
distance to the destination or the shortest time distance to the destination. All roads in the map database 
have ID numbers and attributes (e.g. how well adapted the roads are for trucks and speed limitations) 
connected to them. The time distance is calculated from the speed limits and length that are connected to 
the roads [56][57]. The standard CoPilot® routing approach is depicted in Figure 8. According to the 
CoPilot® manual [58] the navigator offers the driver a choice between finding the shortest route in km 
distance or time distance.  
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Figure 8: Visualization of how CoPilot® finds the shortest route. The length of the road can either 
symbolize geographical distances or time distances. 

According to Tobias Jansson Points Of Interest (POI’s) regarding gas stations, restaurants etc are presented 
visually on the Interactor screen. CoPilot® provide a default list with such basic information and they also 
provide a possibility for the user to upload personal POI’s, such as friends’ houses etc. [55]. 

3.3.5 Transport security applications 
There are already transport security related applications available in the Scania environment. The vehicles 
that Scania provide are made on demand and what security applications that are implemented depend on 
the customer need and on local laws and regulations. For instance, customers that choose to equip their 
vehicle with the Interactor can employ a security measure called Geofence. Other transport security 
measures that can be found in Scania trucks are: vehicle tracking, immobilizers, remote vehicle shutdown 
and theft alarm. Below follows a short description of the mentioned applications. 

Geofence 

The following information regarding Scania’s Geofence system was gathered during an interview with 
Björn Wikander, a software consultant at the on-board platform department at Scania, and has been verified 
by the same [59]. 

The Geofence system consist of both Geofence alarm and Geofence notifications. The Geofence alarm 
system is used to warn the traffic planner if members of his fleet are driving outside the areas of their 
routes. This information is valuable in order to keep track of the drivers. If a vehicle is found outside the 
Geofence area a message (SMS, message on the traffic planner portal or e-mail) is sent to the traffic 
planner. 

Another aspect of the Geofence system is the Geofence notifications. They are used to inform the traffic 
planner and/or the cargo receiver of the transport progress. Notifications (SMS, message on the FMP or e-
mail) are sent when the vehicle has passed or arrived to certain sites or the destination, i.e. check points.  

The Geofence alarm area, i.e. the area the vehicle should limit itself to, has the shape of a pentagon. The 
Geofence notification area is usually much smaller than the alarm area and is specified by the user as a 
point with radius.  

Vehicle tracking 

According to Mats Axelsson the Scania vehicle tracking provides a possibility to view the trucks position 
on the FMP web portal. The vehicle’s GPS position is sent via the communicator and displayed graphically 
on the FMP [60]. 

Immobilizer 

According to the report “Commercial Vehicle regulations – Anti-theft systems” written by K-E Olsson, 
published on Scania’s internal computer network, an immobilizer is a device which is intended to prevent 
the driving away of a vehicle powered by its own engine. [61] According to Mats Axelsson an immobilizer 
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is installed in all Scania trucks manufactured in Sweden. It is a system that ensures that the vehicle does not 
start without inserting the engine key [60]. 

Remote vehicle shutdown 

(The following information regarding Remote vehicle shutdown is given and verified by Mikael Lindberg  
[62].) Remote vehicle shutdown allows the vehicle to be stopped on the order of a control central. This 
solution is a legislative demand in Brazil and is therefore developed by Scania Brazil for that market. 
However, it is highly unlikely that this solution would even be legal in Europe, due to the fact that remotely 
stopping a vehicle in high speed is too dangerous. There are ways to make sure that the vehicle only is 
stopped at low speed but even immobilizing the vehicle at low speed, or standing still, is still risky since 
there is currently no way of controlling where it stops.  

Theft alarm 

According to Mikael Lindberg there are sensors in the vehicle doors that can set off the theft alarm. If the 
theft alarm is set off an audible signal around the vehicle is heard and an SMS to the FMP is sent [62]. 

3.3.6 Other Scania applications and services 
The Interactor offer many applications apart from navigation and Geofence. The following information 
regarding the Interactor functions Order support and Driver’s log is gathered from the Scania internal 
computer network and has been approved by Bernt Andersson [63].  

Order support 

The purpose of the order support is to speed up business communication. The application provides the 
haulage contractor companies a tool to manage their customer orders. The traffic planner enters order 
details into the transport management system. The information is sent to the driver and presented on the 
Interactor, where the driver chooses to accept the order or not. He continuously updates changing order 
status, e.g. accepted, rejected, delivered, and this information is automatically sent back to the office 
system. The traffic planner can monitor vehicle locations and therefore keep track of each vehicle and its 
status – whether it is available for another job and how far it is away from the next job.  

Driver’s log 

This application provides the driver a tool to record their activities and working hours. The driver manually 
records his actions (driving, resting, etc) on the Interactor and details such as time, odometer reading and 
fuel consumption are automatically added. These facts, as well as the vehicle position, are logged in 
relation to a specific activity. The logging system reduces the amount of paper work and simultaneously 
provides the traffic planner with reliable data (since it is harder to manipulate an automatic system it 
increases the reliability) for activity reports, wage calculation and business analysis. 

KingsClub 

(The following information regarding KingsClub is based on material from the KingsClub homepage [64].)  
KingsClub is a web based community directed towards Scania truck drivers and fans. The community 
contains a site where members can create their own profile, called Truck Book. This is a forum where 
everything concerning e.g. Scania trucks and truck life can be discussed, and news about Scania trucks can 
be found. Additionally services such as the Truck Stop Guide and a shop where different KingsClub 
products are provided. The Truck Stop Guide provides information about restaurants, halting places, gas 
stations and places to stay overnight. The searches can be done directly via the map or with an address. In 
this guide the members can grade, comment and share information about truck stops all over the world. The 
KingsClub membership is free. In  
Figure 9 an example from the Truck Stop Guide is given. 
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Figure 9: An example from KingsClub’s Truck Stop Guide [64]. 

3.4 Regulations and standards 
In order to investigate what regulations and standards that later on could possibly affect the concept 
development prerequisites, an Internet investigation was made. During this investigation three interesting 
regulations and directives were found: the working time and rest regulations, the ADR transport directives 
and the European Union kilometer taxes. These are presented in the sections below. 

3.4.1 Working time and rest regulations  
The working times and rests for the truck drivers are regulated by European Union law. These will be 
presented in short form in this section, but first a couple of terms need to be defined. Daily driving period is 
the driving period between any two daily rest periods or between a daily rest period and a weekly rest 
period, daily rest period is the rest period between any two daily driving periods that is not referred to as 
the weekly rest period and weekly rest period is the extended rest period that shall be taken in the course of 
each week, after no more than six daily driving periods. 

Below follows a summary of the most important regulations taken from the EU directive concerning this 
working group [25]. A more detailed extract from the directive is presented in Appendix D. 

1. A daily driving period shall not exceed 9 hours, with a possible extension to 10 hours twice in any 
one week. 

2. The total period of driving in any 14-days period shall not exceed 90 hours. 

3. After 4.5 hours’ driving, the driver shall take a break of at least 45 minutes. 

4. The break may in some cases be replaced by breaks of at least 15 minutes each distributed over the 
driving period or immediately after this period. 

5. During these breaks, the driver may not carry out any other work. 
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6. In each period of 24 hours, the driver shall have a daily rest period of at least 11 uninterrupted 
hours, which may be reduced to a minimum of 9 uninterrupted hours not more than three times in 
any one week. This on condition that an equivalent period of rest is compensated before the end of 
the following week. 

7. During each period of 30 hours when a vehicle is manned by at least two drivers, each driver shall 
have a rest period of not less than 8 uninterrupted hours. 

8. Weekly rest should be taken in the course of each week and comprise a total of 45 uninterrupted 
hours of rest. Each reduction shall be compensated by an equivalent rest taken all at once before 
the end of the third week following the week in question. 

9. A weekly rest period which begins in one week and continues into the following week may be 
attached to either of these weeks. 

10. The daily rest period may be taken in a vehicle, as long as it is fitted with a bunk and is stationary. 

3.4.2 ADR transport directives 
(The following information is based on materials from ADR, European Agreement [26].) 

ADR is a European agreement concerning the international carriage of dangerous goods by roads, done 
under the auspices of the United Nations Economic Commission for Europe. Dangerous goods are in the 
agreement defined as “substances and articles in the international carriage by road of which is prohibited 
by, or authorized only to certain conditions”. Examples of dangerous goods are explosives, gases, 
flammable liquids and solids, and substances that are toxic, infectious, radioactive or corrosive. 

The Swedish correspondence is called ADR-S and it is based on the European agreement and regulates all 
domestic transports of dangerous goods [27]. 

The European agreement provides instructions of what roads to take and on what kind of parking places the 
ADR transports are allowed to stop. The regulations for parking say that a vehicle carrying dangerous 
goods shall first of all be parked under supervision or in a secure depot or secure factory premises. If such 
facilities are not available the vehicle may be parked in a vehicle park supervised by an attendant, where it 
is not likely to suffer damage from other vehicles, on a spot separated from public highway and dwellings 
[26]. 

3.4.3 Kilometer taxes in the European Union 
Many countries in the European Union are, with the purpose of e.g. to reduce the pollution of carbon 
dioxide and nitrogen oxides and to reduce the road wear, according to an article at the Swedish institute for 
communication analysis [28], considering the imposition of a kilometer tax for heavy vehicles. In a report 
from the Swedish Society for Nature Conservation it is said that Germany, Austria and the Czech Republic 
have already imposed a kilometer tax and the UK, Hungary, Slovakia and Sweden are preparing for similar 
actions [29]. According to an article from 2008 a kilometer tax in France is also considered by the French 
economy minister [30]. The solutions and the charges differ between the countries. In Germany and the 
Czech Republic, only vehicles over 12 tones have to pay the tax, whereas all vehicles over 3.5 tones are 
charged in Austria [29]. 

3.5 Goods transport categorization  
There are many types of transports that can be looked at for a transport security measure. These are e.g. 
food transports from producer to distributor (e.g. from Pågen to ICA), transports of gas from provider to 
user (e.g. from AGA to hospital), transport of fuel to gas stations (e.g. HydroStatoil to Statoil gas station) 
transports of electronics from manufacturer to distributor (e.g. from Samsung to MediaMarkt), transports of 
kitchen appliances from manufacturer to distributor (e.g. from Bosch to Elkedjan), transports of jewelry 
from producer to distributor, transports of art from artist to distributor (e.g. from Ulrika Hydman-Vallien to 
NK), transports of building materials between construction sites. To be able to identify the level of security 
needed for different types of transport, a categorization is needed. One way to make this categorization, 
according to Fredrik Callenryd, is to divide the different transport types on the three categories, based on 
the type of goods [8].  

• ADR transports 

• High value cargo transports  

• Normal cargo transports 
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ADR transports are regulated by the ADR transport directives, presented in section 3.4.2 and are e.g. gas 
and fuel transports from the examples above. When referring to high value cargo transports in this report 
this includes all transportation of cargo that have high value, such as e.g. electronics, kitchen appliances, 
jewelry and art from the examples above. Normal cargo transports are transports that are not ADR 
transports or high value cargo transports, e.g. transports of food and building materials from the examples 
above. 

3.6 Security and accident models 
In the web based dictionary Merriam-Webster, security is defined as: “1: The quality or state of being 
secure as a: freedom from danger: safety; b: freedom from fear or anxiety; c: freedom from prospect of 
being laid off <job security>; 2a: something given, deposited, or pledged to make certain the fulfillment of 
an obligation; b: surety; 3: an instrument of investment in the form of a document (as a stock certificate or 
bond) providing evidence of its ownership; 4 a: something that secures : protection; b (1): measures taken 
to guard against espionage or sabotage, crime, attack, or escape; (2): an organization or department 
whose task is security.” [16] The many part definitions here (1-4) indicates that it is not perfectly simple to 
find a general definition that covers all of the aspects of the term.  

A comparison can be made to the definition of the term safety, which is included in the definition of the 
term security as it was given above. In Merriam-Webster the definition of safety is given as: “1: the 
condition of being safe from undergoing or causing hurt, injury or loss 2: a device (as on a weapon or a 
machine) designed to prevent inadvertent to hazardous operation”. [15] (A third definition is also given, 
defining safety as a sport term.) 

A security model or a so called accident model could be a helpful tool when developing new systems and 
concepts. N. Leveson expresses in her paper “A New Accident Model for Engineering Safer Systems” that 
“Accident models form the basis for investigating and analyzing accidents, preventing future ones, and 
determining whether systems are suitable for use (risk assessment).” [17] Furthermore she states that “Most 
accident models view accidents as resulting from a chain or sequence of events”. In the paper N. Leveson 
argues for the need for “better and less subjective understanding of why accidents occur and how to 
prevent future ones”. 

A chain of events, mentioned above, could also be referred to as an action chain. An example of an action 
chain from the website Learn NC, distributed by the University of North Carolina at Chapel Hill, is “I 
caught my toe in the carpet, fell forward and tumbled down the stairs” [18].  

One model that describes the terms security and dependability has been designed by A. Avižienis, J-C 
Laprie, B. Randell and C. Landwehr in the paper “Basic Concepts and Taxonomy of Dependable and 
Secure Computing” in order to “explicate a set of general concepts, of relevance across a wide range of 
situations and, therefore, helping communication and cooperation among a number of scientific and 
technical communities including ones that are concentrating on particular types of system, of system 
failures, or of causes of system failures” [19]. In the paper the authors present the so called dependability 
and security tree, visualized in Figure 10. 

The dependability and security tree model shows an attempt to categorize the two terms security and 
dependability and distinguish attributes, threats and means regarding computing and communication 
systems. The paper’s discussion of the definition of dependability expresses that: “The original definition 
of dependability is the ability to deliver service that can justifiably be trusted. This definition stresses the 
need for justification of trust.” [19] Security stands in the paper for: “a composite of the attributes of 
confidentiality, integrity, and availability, requiring the concurrent existence of 1) availability for 
authorized actions only, 2) confidentiality, and 3) integrity with “improper” meaning “unauthorized” [19].  

The attributes in the dependability and security tree are availability, reliability, safety, confidentiality, 
integrity and maintainability. The definitions for these are given as: “availability: readiness for correct 
service”, “reliability: continuity of correct service”, “safety: absence of catastrophic consequences on the 
user(s) and the environment”, “integrity: absence of improper system alterations”, “maintainability: 
ability to undergo modifications and repairs” and “confidentiality: the absence of authorized disclosure of 
information” [19].  The threats are expressed as faults, errors and failures. Faults are in the paper defined 
as: “The adjudged or hypothesized cause of an error”, errors are defined as: “A deviation from the correct 
service state”, and: “the part of the total state of the system that may lead to its subsequent service 
failure”, and failures or service failures are in the paper defined as: “an event that occurs when the 
delivered service deviates from correct service”. The purposes of the means are given as: “Fault 
prevention means to prevent the occurrence or introduction of faults”, “Fault tolerance means to avoid 
service failures in the presence of faults”, “Fault removal means to reduce the number and severity of 
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faults”, and “Fault forecasting means to estimate the present number, the future incidence, and the likely 
consequences of faults” [19]. 

 
Figure 10: The dependability and security tree [19]. 
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4. Security definition and model 
This chapter presents a newly-created security model and a definition that has been developed in order to 
find a general meaning of the term security. 

4.1 General meaning of security 
Before the development of a transport security concept, a definition of the term security should be chosen 
in order to know what solution space that should be covered, as was mentioned in the concept development 
approach in section 2.3. The accident models that were mentioned in section 3.6, could perhaps be used as 
a tool when trying to find a definition of security and also when any type of security concept is to be 
developed. The dependability and security tree [19] that was presented in section 3.6 is applicable foremost 
to computing and communication system developments. In order to fulfill the Master Thesis project goal to 
develop a security model that will be used as a tool during Scania’s future development of transport 
security concepts, as it was stated in section 1.2, a more general model is wished for. Although not directly 
applicable, the dependability and security tree can be used as source of inspiration.  

In the definitions of security that were given in section 3.6, safety was included in the meaning of the term 
security, and in the dependability and security tree other attributes, namely availability, reliability, 
confidentiality, integrity and maintainability were also included in the definition. In the tree model 
dependability and security were handled as one unit. As stated in delimitations in section 1.4 the Master 
Thesis project only considers transport security and not dependability. Therefore the general security model 
that is to be developed for Scania should not include dependability. 

The dependability and security tree could be interpreted to show that security (and dependability) includes 
many different aspects (attributes) and should manage different types of threats by using different types of 
means. The means could either be preventive (Fault Prevention), handling the situation by avoiding 
unwanted effects (service failures) in the presence of faults (Fault Tolerance), minimizing the effect of the 
faults (Fault removal), or forecasting by estimations of the current and the future consequences of faults 
(Fault Forecasting). The forecasting means do thus include analysis and evaluation of the system. 

In a general security model the guidelines above could be used after some generalization of the 
terminology. All types of threats could e.g. be looked upon as unwanted actions and the different types of 
means could be referred to as measures taken to prevent, handle, minimize or evaluate these unwanted 
actions.  

As was stated by N. Leveson in section 3.6, most accident models view accidents as resulting from a chain 
or sequence of events. In general terms this could be applied to all actions. Each could be identified to have 
a cause and an effect. A security measure could then be something that affects either one of these three, i.e. 
cause, action or effect. These three events could be referred to as an action chain, presented in section 3.6. 
In the example from Lear NC, “caught my toe” would then be the cause, “fell forward” the action and 
“tumbled down the stairs” the effect.  

4.2 General security model and definition 
In the discussion above a general security definition was approached by using a model designed for 
computing and communication systems and making generalizations of the terminology. In this section the 
result of the investigation of security is presented, providing a definition and a model in an attempt to 
involve all types of security aspects.  

In the action chain, i.e. cause – action – effect, the cause could be hindered by a preventive security 
measure that attacks the root of the problem and thereby lessens the risk of the action to occur. An example 
of a preventive measure is e.g. security clearance at the airport or in the example from Learn NC in section 
3.6 to remove the carpet. If the cause of an action is not prevented, it will take place and could at this point 
be managed by a handling measure. An example could be safety belts that handle the action of a car 
accident, or in the example from Learn NC it is possible that a stair rail could have been used. If the action 
takes place and is not totally handled by a measure, the action will have effects. The only thing that is left is 
to seek to minimize the effects, e.g. by taking a painkiller after an accident, such as a fall down the stairs, as 
in the example from Learn NC. This train of thought is summarized in a security model presented in Figure 
11.  
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Figure 11: Security model, result from the creation of a tool for future security system development 
projects at Scania.  

In the Merriam-Webster definition, presented in section 3.6, the term security comprises the state of being 
free from danger, fear and anxiety (safety), something that is free from doubt or providing freedom from 
doubt regarding e.g. an investment (such as a document proving ownership), protection, guarding measures 
against espionage, sabotage, crime, attack, or escape and an organization or department whose task is 
security. The difference between being free from danger and free from fear, anxiety and doubt is that free 
from danger comprehends a real state of safety, whilst free from fear, anxiety and doubt implicates a 
believed state of safety that does not necessarily guarantee real safety. Protection, guarding and security 
departments and organizations are all measures that could be used or that could be addressed when seeking 
security. 

The argumentation leads to a new general definition of security: 

“Security is a real or believed state of safety, which can be created by measures taken to prevent, handle or 
minimize effects of unwanted actions.”  

When compared to the dependability and security tree that was presented in section 3.6 and discussed in 
section 4.1, the general security model and definition include all types of measurements that are represented 
in this, except for the evaluating measures (corresponding to the Fault Forecasting means). These are not 
represented explicitly, since this is something that has to be done in every step of the action chain and it has 
therefore not been given its own space. In order to develop e.g. a preventive security measure an evaluation 
of consequences of a not prevented action and its effects provides a motivation to why the preventive 
security measure is needed. It is thus clear why an evaluation has to be made.  
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5. Stakeholder investigation 
This chapter describes the stakeholder investigation that was carried out during the Master Thesis project 
in order to identify the special demands that the concept need to take into consideration. 

5.1 Purpose of the stakeholder investigation 
The general purposes of the stakeholder investigation are listed below. 

1. To identify the stakeholders for the transport security measure.  

2. To identify the requirements and demands of the stakeholders in order to gather these in the 
requirement specification. 

3. To investigate the exposedness to crime for different types of customers. 

4. To investigate the users’ and buyer’s habits and particular demands and requirements in order to 
find out how to make the transport security concept attractive on the market and adjust it to the 
needs of these customers. 

5. To investigate the economical aspects and possibilities of the transport security concept. 

6. To investigate Scania’s particular interests in order to figure out how the transport security 
measure could be adjusted for their product portfolio. 

7. To investigate the possibilities of a cooperation with an extern organization, such as TAPA-
EMEA or SETPOS. 

5.2 Identified stakeholders and interviewees 
The stakeholders were initially identified by looking at similar researches within the field of transport 
security. The identified stakeholders in a report on transport security, “Om transportsäkerhet”, published on 
commission of the criminal investigation department (Länskriminalpolisen) in Västra Götaland in Sweden 
2007 are listed below [65]: 

1. EU 

2. Politicians 

3. Municipalities 

4. Authorities 

5. Police 

6. Vägverket (and Transportstyrelsen) 

7. Insurance companies 

8. Manufacturers (of the cargo) 

9. Consumers (of the products in the cargo) 

10. Traffic planners 

11. Operative personnel 

12. Haulage contractor companies 

13. Truck drivers 

14. Goods receivers 

15. Logisticians 

16. Truck manufacturers 

17. Security consultants 

Complementary stakeholders that were not included in the list above, but were identified during the pre-
investigation are listed below: 

18. Transport security organizations, e.g. TAPA-EMEA, SETPOS 
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19. Labor unions 

20. Roadhouses and owners of halting-places 

Out of these 20 stakeholders the haulage contractor companies, the traffic planners and the truck drivers are 
potential direct users and buyers of a transport security system. Their demands and requirements are 
therefore particularly interesting to investigate. It is important that the representatives from these 
stakeholder groups cover all three types of transport categorization levels, defined in section 3.5 in order to 
create a representative picture of these stakeholders’ demands. The stakeholders from these groups chosen 
for the interviews and the questionnaire were therefore traffic planners, truck drivers and haulage contractor 
company representatives from all three transport categorization levels. The interviewed representatives 
from these groups are presented in Table 3.  

Type of goods 
Company name Description AD

R HV N 
Interviewees Title / Responsibility 

Börjes Logistik AB Haulage 
contractor X X X Kalle Darnell Security administrator 

Stefan Jennersjö Manager Inbound 
Engineering/Traffic planner 

TP Scania logistics 
division   X 

Leo Bronkhorst Manager External Logistics 
Europe/Traffic planner 

Transport-
laboratoriet 

Haulage 
contractor   X Traffic planner/Former truck 

driver Per Johnsen 

Table 3: Stakeholders from the haulage contractor companies, traffic planners and truck drivers chosen 
for interviews (HV = high value goods, N = normal goods). 

The concept is developed for Scania, which means that Scania representatives are interesting interviewees 
for finding out what is suiting and possible from the company’s point of view. Therefore appropriate 
representatives at the Fleet Management System development division (REI) and the Driver Interface 
development division (RCI) at Scania were chosen to be interviewed. The interviewees from these 
divisions are presented in Table 4. 

Name Title / Responsibility Division 

Mikael Lindberg Senior Engineer RCIC – Climate and Safety 
System 

Josefin Johansson Software Architect REII – Internet Platform 

Tobias Jansson Software Developer REIV – On-Board Platform 

Mats Axelsson Function specialist REIX – Cross Functional 
Coordination 

Fredrik Callenryd Function specialist REIX – Cross Functional 
Coordination 

Markus Eriksson Function specialist REIX – Cross Functional 
Coordination 

Bernt Andersson REIX – Cross Functional 
Coordination Head of Cross Functional Fleet Management System 

Table 4: Scania representatives chosen for interviews. 

In order to find out how the concept could be made economically interesting, representatives from a 
financial instance should be contacted. Since the questions of interest involve insurances in general and 
legal aspects for Scania, an insurance company within Scania was chosen to be contacted. Two 
representatives from Corporate Insurance (FI) at Scania were chosen for an interview: Mikael Östlund, 
Insurance Advisor and Claims Coordinator, and Martin Westergren, Senior Insurance Advisor. 
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Contact with transport security organizations was also taken in order to investigate how their services and 
experiences can be used and perhaps be integrated with a transport security solution developed for Scania. 
Therefore TAPA-EMEA and SETPOS were chosen to be contacted.  

Requirements and demands from the remaining stakeholder, such as EU, politicians, authorities, the police, 
Vägverket, etc. have been covered by looking at information provided by these stakeholder groups, e.g. in 
the form of reports and regulations. The most important materials collected during these studies were 
presented in section 3.1.and 3.4. 

5.3 Stakeholder investigation results 
The questionnaire was sent out to 22 haulage contractor companies. Out of these 11 companies returned 
completed questionnaires. In the results presented in this section, these answers have been supplemented 
with the results from the short phone interviews with the remaining 11 haulage contractor companies and 
the interviews with Börjes Logistik AB and Transportlaboratoriet. In order to fulfill the purposes listed in 
section 5.1 the results from the haulage contractor companies investigation have been supplemented with 
results from the insurance company and Scania representatives interviews.  

When contacting the haulage contractor companies over the phone, a clear tendency was that they did not 
want their company names to be exposed in connection to their answers. According to Transek AB, 
companies do not want to expose losses of money to the competitors. [5]. Therefore the company names of 
the haulage contractor companies that are chosen as receivers of the questionnaire are chosen not to be 
presented. Instead they have been labeled with the letters A to Y when referred to in the tables showing the 
results of the stakeholder investigation in Appendix E.  

The exposedness to crime for different types of costumers has been investigated, according to the third 
purpose presented in section 5.1, i.e. to investigate the exposedness to crime for different types of 
customers. The company type has been represented by the number of trucks within the organization, the 
type of goods transported by the company and the geographical sites within which the goods are 
transported. The types of crimes that have been mentioned in the investigation are hijacks, theft of goods, 
theft of fuel, embezzlement of goods or fuel, theft or damage of other items than the goods and other types 
of criminal actions. The reason to why these types of crimes were chosen to be investigated is because they 
were the first types that came up during the background investigation when the questionnaire was 
formulated, and it appeared that these types were very common. 

Furthermore the user’s and buyer’s habits on the subject of traffic planning and handling of information has 
been investigated, with the intention of investigating the users’ and buyer’s particular demands and 
requirements in order to find out how to make the transport security concept attractive on the market and 
adjust it to the needs of these customers. The economical aspects and possibilities of the transport security 
concept have been investigated with the aim of investigating the economical aspects and possibilities of the 
transport security concept. Additionally specific interests from Scania have been investigated, with the 
intention of investigating Scania’s particular interests in order to figure out how the transport security 
measure could be adjusted for their product portfolio, and solution suggestions to a transport security 
concept, given and discussed by the companies themselves, have been discussed.  

5.3.1 Crime exposedness connected to number of trucks 
The results show that 18 out of the 24 haulage contractor companies (22 + Börjes Logistik AB and 
Transportlaboratoriet AB) that participated in the surveys had been exposed to criminal actions during the 
last five years. When looking at the numbers of trucks that each haulage contractor company possesses, it 
was clear that it is not necessarily so that many vehicles within the company automatically results in many 
criminal actions towards the company. The probability for the company to be exposed to criminal actions 
should of course increase with the number of vehicles out on the roads, but according to the results it is 
clear that also other aspects affect the outcome.  
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5.3.2 Crime exposedness related to goods type 
Among the companies transporting high value goods participating in the investigation, no one of the 
companies had never been exposed to criminal actions, hence all of the companies transporting high value 
goods that participated in the investigation had been exposed to crime. 

In Figure 12 it is shown how the different types of criminal actions are connected to the different kinds of 
transported goods (ADR, high value and normal). 
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Figure 12: Chart showing the distribution of different types of crimes, connected to what type of goods that 
is transported by the company. The share is given in percent of the total number of companies with this 
type of goods. [%]

The results in Figure 12 indicate that “theft of goods” is the most common criminal action for all three 
transport goods types. Furthermore the chart shows that the risk of being exposed to “theft of goods” is 
highest for high value goods transports and lowest for the normal goods transports. It should though be 
noted that most of the companies are not only transporting one type of goods. Many of them transport 
combinations from the three levels, e.g. many companies transport normal goods besides their ADR or high 
value transports. A lot of companies are not specialized at all and transport all three types of goods. 

5.3.3 Crime exposedness connected to geographical sites 
No company among the companies that are transporting goods over Europe had never been exposed to 
criminal actions, thus all of the companies driving in Europe that participated in the investigation had been 
exposed at least once. This can be compared to the number of companies transporting goods only within 
Sweden that have been exposed to criminal actions (71%). 

In order to compare and illustrate the share between the different types of criminal actions connected to the 
geographical aspect of the transports, a chart of this is presented in Figure 13. 
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Figure 13: Chart showing the distribution of different type of crimes, connected to the geographical 
destinations of the company’s drives. The frequency is given in percent of the total number of companies 
transporting goods only in this geographical area. [%] 
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The results shown in Figure 13 indicate that “theft of goods” is the most common criminal act towards 
transports through Europe. “Theft/damage”, “theft of fuel” and “theft of goods” are equally common 
criminal actions in Sweden. In Scandinavia there is a tie between “theft of goods” and “theft of fuel”. The 
risk of becoming exposed to hijacking is largest when driving all over Europe.  

When being asked what type of sites that are the most common for the crime incidents that had occurred to 
the companies, seven companies responded. Out of these all mentioned halting and parking places as sites 
for at least one of the incidents that had been committed against them. 

5.3.4 Incident reporting 
The incident reporting was investigated among the haulage contractor companies in order to get a picture of 
how many of the occurred incidents that might be known to the police and thereby are represented in the 
statistics. 

The results show that the mean of the percentage of reported incidents was 76%. If these figures are 
representative it indicates that figures provided by statistics based on police reporting probably are too low. 
In section 3.2.4 it was said that more than 700 incidents had been reported to TAPA during 2006 and more 
than 800 incidents during 2007. Considering that one of the information sources of TAPA’s are police 
reports, the numbers of incidents for these years would probably be essentially higher if all incidents were 
reported. Hence, the cargo crime problem could thus be even more severe than what is shown in the 
statistics. 

5.3.5 Traffic planning and handling of information 
When investigating the habits of the users and buyers the results show that the percentage of companies 
that use a traffic planner when planning the routes for the goods transports was as high as 79%.  

The interest for different kind of information was investigated during the stakeholder investigation. In the 
results, the interest in information about secure and non-secure points respectively could be interpreted 
equal. A third of the companies participating in the investigation use a combination of secure and non-
secure area information when planning routes. 33% use information only about non-secure zones when 
routing and 33% use information only about secure zones. The need for more information about non-secure 
zones was also equal between the two types: 42% report that they need more information about both non-
secure and secure zones. Only 17% would only like information about non-secure zones, and 8% would 
need information about only secure zones. When the question about what kind of information that would 
probably be most interesting was posed, the answer was non-secure zones to 50%, secure zones to 37.5% 
and a combination to 12.5%. The result could be interpreted as both kinds being interesting in a transport 
security system.  

In order to investigate how much of the information discussed above that could be provided by the 
organization TAPA-EMEA, questions about membership in the organization were posed in the 
questionnaire and during the interviews with the haulage contractor companies. The result is that 2 
companies out of 13 (11 questionnaire responders plus 2 interviewees) are members of the organization 
TAPA-EMEA. One of these two companies uses the TAPA-EMEA Incident Information Service (IIS). In 
order to be able to use the information provided by TAPA-EMEA, a membership would be necessary, as 
stated in section 3.2.4.   

During the stakeholder investigation, contact was established with representatives from SETPOS in order 
to investigate the possibilities to use them as information provider of foremost secure area information. The 
key SETPOS representative, Ursula Wucher at Move & Park (responsible for Truckinform, a part of the 
SETPOS project), implied that there are possibilities for Scania to collaborate with them and that one of 
their goals is to start up collaborations with different vehicle manufacturers [66]. Cooperation with Daimler 
Fleetboard is, according to the homepage, already in progress [48]. In order to be able to get access to the 
SETPOS information database without using the web based Truckinform homepage, a member fee will be 
requested, according to Wucher [66]. 

When interviewing Markus Eriksson at Scania, the possibility to tie the Scania related truck community 
KingsClub to a transport security concept as information provider was discussed. According to him this 
would be positive for Scania, since it would constitute a way of combining Scania’s services and thereby 
reinforce the brand [67]. Furthermore it would constitute a possibility to enlarge the application area for 
KingsClub and thereby making it more attractive to costumer. Additionally it would give a more nuanced 
image of the provided information for the concept. 

The information in question could also come from the drivers and traffic planners themselves. Per Johnsen 
at the Transportlaboratioriet has all the information inside his own head from many years in the business, 
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both as traffic planner and former truck driver. He knows exactly what areas to avoid and what halting 
places to choose. If he needs more information about a certain area he has a large social network that he can 
use to get the information [68]. 

Other important aspects when planning the route, except for information about safe and unsafe zones, were 
discussed during the interviews with Johnsen at Transportlaboratoriet, Jennersjö and Bronkhorst at TP, and 
Darnell at Börjes. According to Johnsen, the most important aspect when planning a route is the time 
consumption; the fastest route is always chosen [68]. According to Jennersjö and Bronkhorst the flexibility 
is the most important aspect. To the drivers and haulage contractor companies it is important that they are 
able to change the route during the drive to be able to pick up more goods from another manufacturer on 
the way [69] [70]. This increases the income from one assignment, since the driver thereby can perform 
more orders during the same drive. The profitability is highly important, according to Jennersjö and 
Bronkhorst. When the question was posed to Darnell he stated that the most important aspect when 
planning a route is the customer demands [71]. Each customer has special requirements and demands for 
the transports of their goods. The customers have the money and they pay for the things they want.  

Another aspect that was discussed during the interviews was the security level. The security demands seem 
to vary essentially between different kinds of transports and customers. For some of the high value and 
ADR transports the route is planned in detail and has to be followed. One example is when Börjes e.g. 
transport weapons for the Danish defense. During these drives the security demands are very high and the 
route is meticulously planned and kept secret, according to Darnell [71]. When Börjes are transporting 
explosives, permission is needed for drives outside freeways, which means that these transports are not 
allowed to diverge from the planned route. For normal goods transports the drivers are often not given 
detailed routes to follow. At Transportlaboratoriet the traffic planner informs the driver when to take breaks 
and when to have lunch, but the drivers make their own choice of route [68]. According to Johnsen, it 
would be interesting to have a transport security system where the security settings are adjustable to 
different kind of transports, but the driver should not have access to make any changes of these settings 
[68]. This should be done by the traffic planner. 

5.3.6 Economical interests 
In order to get an overview of the economical losses that the crimes constituted for the haulage contractor 
companies, the costs per crime incidents were investigated. 

As stated earlier, 75% or the participating haulage contractor companies had been exposed to criminal 
actions during the past five years, thus 18 out of the 24 companies that participated in the investigation. It 
was noticed that out of the 18 survey participators, only 7 haulage contractor companies reported what 
amounts of money that the criminal actions towards them represented. This means that more than 60 % of 
the participators chose not to report the costs, probably due to this being a sensitive question for the 
companies. This indicates an estimated number of unknown cases that might influence their answers. 

The highest cost reported during the survey was 1.5 million SEK, due to an incident of theft of goods 
towards a company transporting high value and normal goods within Sweden.  

A chart showing the distribution between different costs caused by criminal incidents during truck 
transports is presented in Figure 14. 
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Figure 14: Chart showing cost per incident given in 1000 of SEK. The costs were raised by criminal 
actions during truck transports. 
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The 7 responding companies reported costs evolving from a total of 11 criminal incidents. The results show 
that out of these, 27% of the incidents involved costs above 250 000 SEK. The total amount of money that 
these 11 incidents represented totaled more than 2.6 million SEK. 

This could be interpreted as if there could be a great economical profit in a transport security system that 
tackles the cargo crime problem. In order to investigate this economical aspect further, Mikael Östlund and 
Martin Westergren from Corporate Insurance at Scania were interviewed.  

The results from this interview show that the things that could make a product attractive on the market is an 
assurance of reduced costs or increased income for the customer, e.g. by affecting the insurance premium. 
For e.g. small haulage contractor companies the insurance premiums are though ruled by the company 
turnover, the mileage, the geographical sites for the destinations and the types of goods that are transported, 
according to Östlund and Westergren [72] [73]. At the moment security drives has no effect on the 
insurance premium. 

Östlund and Westergren do not think that reduced premiums are to be expected for a company buying a 
security system at the moment. Even if this might change in the future, a possible reduction of the 
insurance premium would only be a plus and probably not critical in a buy-or-not situation, according to 
Östlund and Westergren. The biggest gain of a security system is probably that it could work as an 
assurance that the goods will reach their destination. The costs for an insurance premium are probably 
small in the context, when compared to the amounts of money that would be lost if the goods are stolen. 
The costs do not only include the direct costs amounted by the losses of the cargo and reparations of the 
vehicle, according to Östlund and Westergren. A theft of cargo could also emerge costs due to stop in 
production when the goods do not reach their final destination and an order drop due to negative publicity 
[72] [73]. These costs cannot be compensated via e.g. the insurance. The best measure against such 
criminal actions is, when looking back at the general security model that was presented in section 4.2, a 
preventive measure that hinders the incident to occur, according to Östlund and Westergren. 

5.3.7 Solution suggestions 
During the interviews possibilities to discuss solution suggestions with the interviewees were given. One 
suggestion, presented by Johnsen, was a transport security concept including pop-up warnings that the 
driver would get whenever driving into inappropriate halting places and areas. A commentary to Johnsen’s 
idea was given by Jennersjö and Bronkhorst stating that it is important to let the driver be informed of the 
secure and non-secure areas in time, so that he is given a chance to plan the route [69]. According to 
Jennersjö and Bronkhorst it is important to avoid that the driver stops at a halting place when the driving 
time has run out and not until then receives a message saying that the chosen halting place is non-secure. At 
that time he has no longer the possibility to choose another halting place. Also Darnell had comments on 
Johnsen’s idea. Darnell pointed out that it, as a supplement to the functionality discussed above would be 
interesting to be informed of that the driver is two hours away from a secure parking and perhaps at the 
same time be informed of the parking’s status: is it full or not? [71] Perhaps could it even be possible to be 
able to book a parking lot in advance? This idea is, according to Darnell, something that definitely would 
be of use for many transports, whatever the transportation level. 

Another suggestion of a transport security system that was given by Darnell is one that generates the local 
emergency telephone number for the place in Europe where a truck is situated at the moment. Thereby the 
company and driver would know exactly where to call if there is an emergency situation of some kind 
around or inside the truck [71]. According to Darnell this functionality is something that is missing on the 
market. When asked to compare the need for this kind of solution to the need for e.g. a system that provides 
information about halting places, Darnell points out that halting places information providence would be 
more valuable.  

According to Darnell, there are companies (manufacturers and owners of the goods) who plan the route for 
the drive of their goods themselves and prefer to have 100% control of where the truck driver is taking the 
cargo [71]. Darnell believes that there is an interest for a security system that has a Geofence functionality 
connected to it. Thereby the customer can be sure that the drivers are taking the exact route that they have 
requested. This solution could be applied in combination with the suggestion that was mentioned by the 
supervisors at an early stage, namely a system that creates some kind of secure corridor. 

5.3.8 Scania interests 
In order to identify specific requirements from Scania’s point of view, representatives from the company 
were interviewed. The most important general comments regarding a transport security measure are 
presented below. 
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• When it comes to purchasing information about secure and non-secure zones from an external part 
e.g. TAPA-EMEA or SETPOS, this could be a possibility for Scania, according to Mikael 
Lindberg [62]. According to Markus Eriksson the usage of data from an official organization leads 
to higher credibility of the information and this can therefore be used as a sales argument for the 
haulage contractor companies when trying to attract new customers [67]. One thing that will have 
to be considered regarding security information is though the legal aspect concerning the 
responsibility for a potential security assurance, according to Bernt Andersson and Mats Axelsson 
[74] [75]. Preferably decisions are made by the customer (the driver) and not by Scania. If a 
system developed by Scania recommends a route based on security aspects and the truck driver 
experiences a crime incident on this very route, the situation might become troublesome for 
Scania. Therefore Scania could provide the information, but preferably without giving a too 
detailed interpretation of it.  

• It is likely that in the future also other attributes than security will be considered (e.g. effects on 
the environment) when planning a route. It is therefore important that the transport security 
measure is possible to be combined with e.g. other databases with another kind of information, 
according to Fredrik Callenryd and Markus Eriksson [76] [67]. It is also important that the system 
is attractive to many different types of customers and therefore it would be preferable if the system 
would be flexible and adjustable to different needs, according to Fredrik Callenryd and Markus 
Eriksson. 

• If a security measure that considers e.g. secure and non-secure parking places or routing need to be 
integrated to the CoPilot®, changes to the API will have to be done. Changes to the API are carried 
out relatively seldom (once every year or every second year), according to Tobias Jansson in 
section 3.3.4. This implies inflexibility in the development process. Developing a navigation 
system at Scania could be a solution to circumvent the problem, but the starting up of a 
development of a Scania manufactured navigator is not an option, according to Josefin Johansson 
[77]. She explains that it would have to involve a whole new department at Scania and that it 
would not be possible to include in the company’s product portfolio.  

5.4 Stakeholder investigation discussion and conclusions 
The investigation of the haulage contractor companies, drivers and traffic planners provided an insight in 
the particular requirements and demands of the users and buyers of a truck transport security system. A 
need for a transport security measure was identified among the representatives from these stakeholder 
groups. The costs related to the incidents amounted to large sums. Many of the companies did however not 
want to expose the sums in the survey, and they admitted that not all incidents had been reported to the 
police. This fright of exposing figures implies that the cargo crime problem is even larger in reality than it 
is shown to be in the statistics. When compared to the statistics studied and presented in the background 
study in section 3.1.3, the occurrence was recognized also in these figures. In the stakeholder investigation 
76% of the participating companies reported the incidents that they were exposed to, whereas 70% of the 
incidents in the studied statistics were reported. 

All kinds of haulage contractor companies had been affected by cargo crime, but the most significant 
groups were the companies transporting high value goods and the companies who were driving all over 
Europe. Many of the crimes were thefts of goods, taking place at halting places. These results agrees with 
the statistics presented in section 3.1, stating that the most common site for theft of goods is parking areas. 

The investigation of the transport planning and handling of information of the haulage contractor 
companies shows that a majority uses a traffic planner, but that the companies beyond that have varying 
requirements and demands. Different customers let different routing aspects come in first hand, e.g. time 
consumption, flexibility, profitability, or customer demands. Also the need for security varies between the 
customers. Therefore the transport security system should preferably be made very flexible and adjustable 
to different kind of demands, e.g. with the opportunity to choose different security levels. The user access 
should perhaps also be made adjustable to different security demands, in order to either let everyone be 
able to change the settings of the security system or only let the traffic planner have this opportunity. This 
adjustability would make the system more attractive on the market, together with an assurance of reduced 
costs or increased income for the customer. Unfortunately a security system would not affect the insurance 
premium for the company at the moment, but this might change in the future. 

For reasons stated from the interview with FI, described in section 5.3.6, the most profitable transport 
security concept would be a preventive measure. 
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Information about both secure and non-secure areas could be interesting in a transport security system. The 
information could be provided by an extern part, possibly by TAPA-EMEA, SETPOS, KingsClub and/or 
the drivers and traffic planners themselves. The legal aspect must not be forgotten; all decisions of the 
system should as long as it is possible be made by the customer and not by the Scania provided system. A 
recommendation could perhaps be given to the customer, but it is preferably that it is presented as a 
suggestion and not as a choice of the system.  

Interesting concept suggestions that evolved during the interviews were:  

A. a solution where information about halting places is presented to the driver  

B. a solution where the local emergency number for the place in Europe where a truck is 
currently situated is presented to the driver and the traffic planner 

C. a system that has a Geofence functionality connected to it so that the customer can be 100% 
sure that the truck driver is choosing the route decided by the customer 

An identified problem is the scenario when the driver reaches a halting place when his driving time has run 
out and finds it full. Due to the avoidance of this problem concept suggestion A should be supplemented 
with information about availability and booking possibilities of the halting place.  

Additional Scania interests require that the transport security solution should be adapted to the European 
market and be possible to integrate in the existing equipment in the truck cabins. 

The questionnaire survey only covered a part of the Swedish haulage contractor companies. The number of 
representatives from ADR, high value and normal goods transports did perhaps not respond to the 
distribution of these over the whole EU population. When comparing the answers coming from the 
investigation made in the Master Thesis with answers given by drivers in other European surveys, 
presented in section 3.1, the answers seem to resemble. One example is the incident reporting, according to 
the discussion above. A second example is the cargo crime site, also discussed above. A third example is 
the values covering the cargo losses due to criminal incidents, which was represented by very high numbers 
in the European businesses in section 3.1.2 – € 8 billion per year. In the stakeholder investigation the 11 
incidents that the participating haulage contractor companies had experienced, totaled more than 2.6 
million SEK, during the last five years, thus a mean of 520000 SEK a year. This represents in the present 
exchange rate losses of more than € 47 000 a year. The losses that the participators in the stakeholder 
investigation and the TAPA members experienced are high. The figures indicates that the losses that have 
been reported to TAPA are even higher than the losses that the stakeholder investigation participators were 
exposed to. One interpreted reason to this is that it is perhaps foremost the most severe losses that are 
reported to TAPA, whilst it was perhaps the least severe losses that the haulage contractor companies dared 
to report during the stakeholder investigation. 

Only 50% of the receivers of the questionnaire responded to the questions. Was the other half not interested 
or did they have things to hide that they did not dare to expose? When it comes to the responses: there is a 
question of whether the questions were well formulated or not and if they could have been misinterpreted 
by the responding companies. 

Since the stakeholder investigation was chosen to be conducted during the part of the project where the 
knowledge base was formed, the exact choice of project bias had not yet been made, since the concept had 
not been selected. The reason to this was that the concept development was intended to be based upon the 
information evolving from the stakeholder investigation. In retrospect, it is though recognized that this 
entailed that the questions in the questionnaire and interviews could not be entirely biased in the way that 
would have the most convenient for the final concept. Due to this it would have been appropriate to carry 
out a second stakeholder investigation in the end of the process as well, where the second questionnaire and 
interviews could be based on knowledge from the first investigation and be focused on the selected 
concept. The time frames could though not enclose this. What it could enclose, though, was one 
stakeholder interview, carried out in the very end of the project. The results from this interview are 
presented in the product analysis section in 9.3.2. 

During the face-to-face interview sessions a dictaphone was used as stated in section 2.2. This approach is 
meant to make sure that the information that was provided by the interviewees has been correctly 
interpreted and has high trustworthiness. During the interviews carried out over the phone there was no 
recording done, which implies that the reliability could be regarded to be somewhat lower for these than for 
the interviews carried out face-to-face.   
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6. Requirement specification 
This chapter describes the requirements that evolved during the Master Thesis project. 

The knowledge base that was formed during the background study and the stakeholder investigation was 
used when formulating a specification of the requirements on the concept that was going to be developed. 
The purpose of the requirement specification was to facilitate the identification of a good concept, to help 
to easily spot and eliminate inappropriate solutions and to verify a concept selection. The requirement 
specification has been in constant transformation during the whole project process and new requirements 
have been added along the way to the original requirements that have been given in chapter 1. Many 
requirements where formed during the stakeholder investigation in chapter 5. The full requirement 
specification is found in Appendix A.  In Table 5 the most important requirements are listed. 

Mandatory requirements: Requirement origin 

The solution must be able to implement in Scania’s 
Fleet Management System  

Scania: requirement from delimitations in section 
1.4 

The solution must not require any additional 
hardware on the Scania trucks 

Scania: requirement from delimitations in section 
1.4 

The solution must match Scania’s product portfolio, 
i.e. only include tasks that Scania are capable of 
doing or are willing to do, in present time or in the 
near future 

Scania: strategy from concept development 
approach in section 2.3 

The solution must not cause the European Union’s 
working time and rest regulations to be violated 

Society: requirement formed to follow the 
European law. The requirements are described in 
section 3.5.1 

Optional requirements: Requirement origin 

The solution should increase the transport security 
for truck, cargo and driver 

Scania: requirement from delimitations in section 
1.4 

The solution should be flexible and adjustable in 
order to please different customer demands: 

• Offer different security levels  

Requirement formed during customer (haulage 
contractor companies) interviews, described in 
section 5.3.5 and 5.3.8 

• Offer adjustable user access  

The solution should be able to show reduced costs 
or increased income for its buyer (the haulage 
contractor company)  

Scania: strategy from concept development 
approach in section 2.3 

The solution should be preventive  Formed during the stakeholder investigation and 
the FI interview. The underlying reasons are 
explained in section 5.3.6 

The solution should be adapted to the European 
market; i.e. standards, laws and regulations that are 
valid only in the rest of the world can be ignored  

Scania: requirement from delimitations in section 
1.4 

Security related decisions made in the system 
should be made by the customer and not offered by 
the Scania system (legal aspects concerning 
responsibility) 

Scania: This requirement was formed during the 
stakeholder investigation (interview with FI and 
during a discussion with Bernt Andersson and Mats 
Axelsson at REIX) in section 5.5.6 and 5.3.8 

Table 5: The most important requirements from the requirement specification. 
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7. Concept generation and analysis  
This chapter entails a description of possible transport security measures. It also describes an investigation 
of them and an evaluation that leads to a concept selection.   

7.1 Potential security concepts 
During the concept generation phase, described in section 2.3, 35 transport security measure ideas were 
formed. A list and description of all the generated concepts can be found in Appendix C. The concept ideas 
were formed through brainstorming sessions and during a transport security market investigation, found in 
section 3.2, and a stakeholder investigation, found in chapter 5.  

In order to identify appropriate concepts for the Master Thesis project an elimination matrix, also found in 
Appendix C, using the mandatory requirements from chapter 6 was set up. Most of the generated concepts 
were ruled out during this process since they did not fulfill the mandatory requirements and only 4 concepts 
were approved of. Below follows a description of the concepts that were considered being worth further 
attention.  

1. HPG: A concept that provides information to the driver regarding halting places (about security 
features, vacant parking places, restaurants, etc) and perhaps even recommends parking areas. 
Furthermore a booking system could beneficially be added to the solution. The idea was formed 
during the stakeholder interviews described in section 5.4 (concept suggestion A) and is depicted 
in Figure 15. The halting places guide concept would need a database containing information 
about secure and/or non-secure parking areas.  

 
Figure 15: Visualization of the HPG concept. Information about the parking area in the picture is 
given in the menu in the lower right corner. 

2. LECI: A concept that provides contact information about the closest local authority (local police 
stations and other local emergency centrals) to the vehicle. The contact information would at all 
times be presented to the driver on the Interactor and to the traffic planner via the FMP which is 
depicted in Figure 16. The idea is to facilitate getting help if anything happens to the driver abroad 
and was formed during the stakeholder interviews described in section 5.4 (concept suggestion B). 
For this solution a database with information about local emergency centrals would be required. 
The closest central could be determined by comparing the vehicle’s GPS position with the 
information in the database.  
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Figure 16: Visualization of the LECI concept. 

3. Secure routing: A concept that plans a route so that the vehicle avoids non-secure areas and/or 
passes secure areas. The concept is depicted in Figure 17. The system would help the haulage 
contractor companies to plan the route for their truck transports in order to reduce their exposure 
to criminal actions on the road and/or on halting places. A database (similar to the HPG database) 
with information about secure and/or non-secure areas would be required. 

 
Figure 17: Visualization of the secure routing concept. 

4. Time stamp: A concept that alarms the traffic planner if a vehicle is late to a checkpoint. The time 
to reach certain checkpoints during the route is calculated on beforehand (with margins for time 
delays) and if the vehicle is late to it an alarm is triggered. An idea of how the concept could look 
like is presented in Figure 18. Since the solution would further develop the monitoring 
possibilities via the FMP it would help the traffic planner to keep track of his fleet and quickly 
notice irregularities. 
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Figure 18: Visualization of the time stamp concept. 

7.2 Identification of main concept contestants 
The concepts presented in the previous section do not necessarily need to constitute pure solutions. Cross-
pollinating, i.e. taking inspiration from different fields or concepts and applying it to new fields or 
concepts, between the different ideas is welcomed as long as it benefits the result. However, it is crucial to 
select a main concept so that it can be thoroughly investigated. In order to identify the best suited main 
concept for the Master Thesis project it was investigated how well the concepts fitted the optional 
requirements in chapter 6.  

It was determined that two of the concepts did not fulfill the optional requirement stating that “The solution 
should be preventive”, namely; LECI and time stamp. The time stamp concept’s security effect only serves 
to notify the traffic planner during or after a crime has been completed (but even this effect cannot be 
guaranteed) and the LECI concept’s security effect serves then only to handle the situation and/or reduce 
the damage of a committed crime, i.e. according to the security model presented in section 4.2 they are 
handling/minimizing security measures.  

Therefore, the LECI and the time stamp solutions are ruled out as main concept for the project. However, it 
is still possible that their functionalities can be combined with the main concept that is chosen.  

The two contestants for the main concept are thus the secure routing concept and the HPG concept. Both 
concepts have received positive feedback from the stakeholder interviews (referring to section 5.3.7) and 
the questionnaire showed a clear interest for information concerning secure and non-secure areas (referring 
to section 5.3.5). 

As stated above, cross-pollination could be done between the two main concept contestants: the HPG and 
the secure routing. The main concept could also be combined with the two non-preventive solutions: the 
LECI and the time stamp concepts. Furthermore it is possible that they can (or must) be combined with 
existing applications in the Scania environment (described in section 3.3). Below follows a short evaluation 
of each of the existing Scania applications’ integration possibilities with the main conception contestants. 

• CoPilot®: Both main concepts contestants probably need to be integrated with the CoPilot®, 
described in section 3.3.4, at some level since it provides navigation and a graphical interface to 
the driver. Any transport security measure that considers e.g. secure and non-secure parking areas 
or routing would have to involve the navigator the CoPilot®.  

• Geofence: Geofence alarm and/or notifications, described in section 3.3.5, could be used to 
complement secure routing and HPG. A complementary Geofence solution was suggested during 
the stakeholder interviews described in section 5.4 (solution C) and could thus be interesting as a 
supplementary feature for the project. 

• Order support: The order support system, described in section 3.3.6, receives the destination for 
a delivery from the FMP. This information could be useful for both main concepts. The 
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information concerning destination is thus an interesting part of the order support system for the 
project. 

• Driver’s log: The driver’s log function, described in section 3.3.6, records e.g. driving time and 
resting time of the driver. Information about driving time and resting time could possibly be useful 
for the secure routing and HPG concepts since both concepts have to follow the working time and 
resting regulations (described in section 3.4.1). 

• KingsClub: Tips concerning everything from good halting places to suspicious activities noticed 
by truck drivers can be shared on this forum to all drivers on the road. In section 5.3.5 Markus 
Eriksson stated that KingsClub could prove to be a good information provider for a transport 
security measure. The forum could thus be implemented in combination with both the secure 
routing and the HPG concept. 

In the following sections the main concepts are further studied in order to investigate if they are technically 
feasible and if they fulfill the customer demands. 

7.3 Investigation of main concept contestants 
The purpose of the main concept contestants’ investigation is to determine whether the concepts are 
technically feasible and whether they fulfill the customer demands or not. 

7.3.1 HPG concept investigation 
The purpose of the HPG concept investigation is to determine whether the concept is technically feasible 
and whether it fulfills the customer demands or not. 

The HPG concept is based on information about halting places. The investigation of the HPG concept 
implies studying what type of information about the halting places is required and what possible 
information providers there are. A discussion of how well the concept fulfills the customer demands is also 
held. Furthermore the system architecture and information flows are discussed. 

Type of information 

The HPG solution provides the driver and the traffic planner with information regarding halting places. In 
the stakeholder investigation in section 5.3.5 it was identified that information regarding secure and non-
secure areas in Europe is needed. Furthermore it was identified during the customer interviews in section 
5.3.7 that information regarding available parking spaces is of interest. Additional information about the 
parking areas such as restaurant options, toilet occurrences, gas station availability, accommodations and 
crime frequency can also be valuable. 

Information providers 

The information that the customer desires needs a provider. According to Mats Axelsson it is not part of the 
”Scania product portfolio” to collect, maintain  and provide such information. He believes that a third part 
information provider is needed in order to realize the HPG concept [78]. Depending on the type of 
information that is desired, different types of providers can be used. 

Possible external information providers regarding parking areas’ security have been searched for. SETPOS, 
TAPA-EMEA, Transportstyrelsen, Europol and Securitas AB have been investigated for this purpose. 
However, the only providers of dynamic information regarding parking areas’ security were SETPOS and 
TAPA-EMEA. 

For objective information about halting places in Europe the SETPOS ICT network, mentioned in section 
3.2.4, could be used. The Truckinform website presents the required information about halting places and 
also solves the problem with full halting places, mentioned in section 3.1.4, thanks to their evolving 
booking system. The information in the database is updated by halting place owners.  

For statistics about previous crimes it might be possible to use TAPA-EMEA’s database that is mentioned 
in section 3.2.4. The suiting data from TAPA-EMEA for the HPG concept would primarily be data 
regarding halting places in Europe. The information in this database is provided by its members and 
includes police reports and companies’ reports. 

It is also possible to let the companies create their own database using the information that they have 
knowledge of from years of route planning experience and sharing this information within the company. 
The information could e.g. be stored in a database updated by the traffic planner via the FMP. This 
information could thus be shared with all FMP users or only within the company. 
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Another way of using the vast knowledge that the truck drivers possess, and to spread this information 
among them, is to utilize the web based community KingsClub, mentioned in section 3.3.6. The 
KingsClub’s Truck Stop Guide gathers and provides information about restaurants, halting places, gas 
stations and places to stay overnight. This information could be applicable to the HPG concept. The 
KingsClub website also includes a forum that perhaps could be connected to the HPG concept as well.  

Information provider analysis 

Using an external database, such as TAPA-EMEA’s or SETPOS’s, has the advantage of providing access 
to a large existing information base. Furthermore, the credibility of using data from an official international 
organization is high, as was stated in section 5.3.8, and can therefore be used as a good sales argument for 
haulage contractor companies when trying to attract new customers.  

According to Mikael Lindberg the reliability of the data in TAPA-EMEA’s database is hard to guarantee 
since it is known that the reporting frequency of crimes is highly shifting from country to country [62]. This 
statement is supported by the results from the stakeholder investigation, in section 5.3.4, that imply that 
76% of the crimes are reported to the police by the haulage contractor companies that participated in the 
stakeholder investigation. This implies that a parking area where crimes have not been reported is not 
warned of although many crimes occur there. However this does not affect the reliability of a classification 
of a dangerous parking area since it will most certainly be a dangerous one. 

The fact that the SETPOS project cannot guarantee that information about all halting places is included 
does not necessarily imply a great obstacle.  Since the system is a publicity tool for the halting place 
owners, updates concerning those with a business interest (restaurants etc) hopefully will increase in the 
near future. Also the participants of the booking system should eventually increase due to economical 
advantages of employing it. According to Truckinform’s homepage the system is being improved 
constantly [50]. 

Implicating a third party information provider often means higher expenses; the data would have to be 
analyzed and classified (which perhaps is not possible to do automatically) and apart from the development 
costs for the system a service/members fee could also be implicated. This is e.g. the case for both TAPA-
EMEA and SETPOS whom both require a yearly fee, as was stated in section 3.2.4 and section 5.3.5. 

Having the drivers and traffic planners updating a database would be economical compared to a third party 
solution. Furthermore, the solution would take advantage of the vast knowledge that the truck drivers 
possesses (as Per Johnsen stated in chapter 5.3.5, most truck drivers know by heart where it is safe to stop 
and not). According to Per Johnsen a database that is updated by the drivers could appeal to the drivers for 
reasons of professional pride [54]. However, the volume of data in a self-generated database will probably 
be much smaller than the volume of data provided by an external part. Therefore the information in a self-
generated database might be somewhat incomplete (especially for smaller haulage contractor companies). 
This problem can be eased by adding a layer with data from an extern database or by sharing information 
amongst all FMP users.  

Another way of sharing drivers’ knowledge among them is to use the KingsClub platform where many 
drivers from different haulage companies are active. Information and comments from the drivers could give 
a more personal portrait of the halting places than information based on criminal statistics (from e.g. 
TAPA-EMEA) or objective information regarding the halting places (provided by e.g. SETPOS). 
Furthermore, as mentioned in section 3.2.4 there might be halting places in Europe that are not yet 
represented in the statistics or published on Truckinform that could be covered by the drivers.   

Information provider conclusion 

No technical delimitations have been identified that prevent the solutions from including information from 
several sources. The limit is instead set to where additional information stops being beneficial for the 
concept (from a security, a complexity and a financial view point). 

The information that can be provided by SETPOS, TAPA-EMEA and KingsClub is varied. SETPOS’s 
information is an objective description of a parking area, TAPA-EMEA’s information provides objective 
crime statistic regarding halting places and KingsClub’s members contributes with a more personal, 
perhaps subjective, view of an halting place. Since the sources provide information about the same area but 
from different angles they are all considered interesting to use as information providers. The collected 
information regarding halting places could then be presented to the driver and traffic planner. 

There have not been found strong reasons to use the FMP users as information providers and they would 
not provide a different angle to the view of the parking area. Furthermore, a customer interest for such a 
solution has not been established. Therefore the FMP users will not be considered as information providers.  
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Security level categorization 

The requirement specification in chapter 6 states that the solution should be flexible and adjustable in order 
to please different customer demands (by e.g. offering different security levels of the system and adjustable 
user access). In the stakeholder investigation in section 5.3.5 it was identified that information regarding 
secure and non-secure areas in Europe is needed. 

In order to provide security levels associated with parking areas a categorization of the areas is required. 
Depending on what kind of security information should be categorized different strategies could be used. In 
the discussion above it is stated that information regarding parking areas’ security can be provided by many 
different sources. The information providers that have been identified for this project are TAPA-EMEA, 
SETPOS, KingsClub and the FMP users. TAPA-EMEA and SETPOS both provide security information 
about halting places; TAPA-EMEA provides crime statistics and SETPOS offer information regarding the 
security level (that reflects the security attributes available at the site) of the parking area. Thus they 
represent different views of security. 

For TAPA-EMEA, no official categorization of crime statistics has been found. A categorization could 
however be done by regarding the number of reported incidents on a specific area during a certain time. 
Many incidents during this time would logically mean a high criminal activity grade connected to the area. 
For instance the criminal activity levels could be set to low, medium and high criminal activity. Boundaries 
that separate the different levels would then have to be identified. A suggestion to how the categorization 
between the different levels is given here, but the boundaries should be set based on a thorough 
investigation of halting places and statistics.  

• Low activity level: areas where 0-2 incidents have occurred during the last 5 years.  

• Medium activity level: areas that have had a criminal activity of 3-9 incidents during the past 5 
years.  

• High activity level: areas where 10 or more incidents have occurred during the past 5 years.  

The SETPOS project’s security standard categorization is presented in section 3.2.5. This categorization is 
applicable to the HPG concept especially since SETPOS information is suggested to be used. The SETPOS 
security level regarding security attributes is given in three levels: secure, high security and special 
security. However, the lowest security level given by SETPOS, “secure”, poses quite high demands:  

• a fence or alternative barriers separating the parking from its surroundings 

• a secondary physical barrier which is sufficient to protect the fence from unintentional damage 

• clear zone around perimeter of the area 

• the lighting level covering 100% of the perimeter and the driving and pedestrian lanes at all times 

• CCTV system covering 100% of the fence, entrances and exits at all times recording in real-time  

• closable and controlled entrances and exits 

• registration of incoming and outgoing vehicles clearly linking the driver and the vehicle 

There are thus parking areas with installed security attributes that do not fulfill the lowest security level 
demands. Information regarding such parking areas might be of interest for the driver and the traffic 
planner. Therefore it might be beneficial to add security levels to the SETPOS levels. A suggestion of what 
security levels could be added is given here: 

• 0: Non-secure. No security attributes installed at parking area 

• 1: Semi-secure. Security attributes are installed, but the “secure” level is not attained 

• 2: Secure. SETPOS security level 

• 3: High Security. SETPOS security level 

• 4: Special security. SETPOS security level 

Letting KingsClub users grade the security level of the halting places is not necessary. According to Per 
Johnsen a KingsClub security level grade would be superfluous, this aspect is covered by the SETPOS 
security grade. What is interesting to let the KingsClub user grade are foremost other attributes such as: 
shops, restaurants, accommodations and shower/WC [54]. Furthermore it would be complicated to define a 
security grading scale that everyone who uses the HPG system can agree upon. Every KingsClub user will 
probably have slightly different ideas of what makes a parking area secure or non-secure. Therefore the 
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KingsClub grades will only regard non-security attributes. This is especially difficult if information is 
shared between companies with different criminal exposure. 

The FMP users could also set the security level of a parking area. As stated above, regarding the KingsClub 
users, it might be hard to define a security grading scale that everyone who uses the system can agree upon. 
Therefore the FMP users will not be regarded as information providers regarding security attributes. 

Security level presentation 

The two information providers, SETPOS and TAPA-EMEA, grade the security level regarding different 
aspects, thus they need to use different categorization strategies (the strategies were presented above). 
These grades could separately be presented to the driver and traffic planner. However, they could also be 
presented as a weighted sum of the security grades from SETPOS and TAPA-EMEA.  

The security grade would be easier to quickly interpret if the security level is given as a weighted sum. 
However, morphing the grades would remove some of the depth of the parking area description since the 
security category (crime statistics and security attributes) would not be identifiable any longer. At the same 
time the information from SETPOS and TAPA would have to be interpreted before a weighing strategy can 
be chosen. Hence, Scania would have to make a decision of how much the data from TAPA and SETPOS, 
respectively, should affect the weighed sum and this is wanted, as stated in the requirement specification in 
regarding the legal aspect in chapter 6.  Furthermore, a strategy that weights the grades in a way that is 
representative to reality would have to be implemented. Even if such a strategy is found for TAPA-EMEA 
and SETPOS, the same challenge would reappear each time an information source is added or removed to 
the project (as stated above, there is no technical limit to the number of information providers that is 
possible).  

Thus one security grade for each information type will be desired; one for the statistics based information 
from TAPA-EMEA and one for the information from SETPOS. 

Facility grades 

The information regarding the facilities connected to the parking areas, provided by SETPOS, have no 
grades attached to them. As it is stated in the section above it would be convenient to let the KingsClub 
users set this grade, since such attributes are hard to grade objectively. 

The facilities that are interesting to grade according to Per Johnsen are: shops, restaurants, accommodations 
and shower/WC [54]. 

Each facility type should thus be gradable. It is important to use a simple grading scale that is easy for the 
driver to interpret. A suggestion of how the facilities could be graded is given here: 

• Green: Excellent facility 

• Yellow: Mediocre facility 

• Red: Bad facility 

User access 

As stated above in the section the requirement specification in chapter 6 demands an adjustable user access 
and security levels.  

In order to offer the haulage contractor companies a possibility to adjust the HPG system after their needs, 
the users could be allowed to set what security level of parking areas they are interested in. For example the 
traffic planner might only want information regarding parking areas with at least security level 1 (see 
previous section regarding security levels). 

The HPG concept would have two direct users of the system; the traffic planner and the truck driver. Thus 
the user access concerns the driver and the traffic planner. A suggestion of the user accessibility is given in 
Table 6. 
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Information provider: Truck driver user access: Traffic planner user access: 

TAPA-EMEA • Access to information • Access to information 

SETPOS • Access to information 

• Access to reservation 
system 

• Access to change what 
type of halting places that 
should be shown 
depending on the security 
level 

• Access to information 

• Access to reservation 
system 

• Access to change what 
type of halting places that 
should be shown 
depending on the security 
level 

KingsClub • Access to information 

• Set grades on parking 
area facilities 

• Give comments on 
parking area and 
facilities 

• Access to information 

• Set grades on parking 
area facilities 

• Give comments on 
parking area and 
facilities 

Table 6: The user access to the HPG concept. 

The access levels for the users could be made adjustable in order to fulfill the demands of different haulage 
contractor companies, e.g. some companies might only want the traffic planner to have access to the 
reservation system of parking areas. 

System architecture 

It is stated in section 1.2 that the security solution should be implemented in the Scania FMS. The system is 
described in section 3.2.  

The information that is required by the HPG concept is provided by external sources (SETPOS, TAPA and 
KingsClub). Their information is stored on servers that should be in communication with the Scania servers 
in order to provide the necessary information for the HPG concept. 

As it was stated in section 3.3.3 the drivers do not have browsing possibilities in the Interactor at present. 
The information from the web based tools KingsClub and Truckinform are thus not directly reachable from 
the truck (i.e. the Interacator). The traffic planner has Internet access and can thus directly use the web 
based tools. However, the tools are of course not yet available via the FMP and in order to use the tools the 
traffic planner would have to use a different browsing window. If the traffic planner were to use the web 
based tools in this manner he/she would lose the comparing “quality” of the HPG concept (only one source 
can be searched at a time). Furthermore the tools would not have been integrated with the FMS. The 
advantage of integrating it with the FMS is to make it possible to present the collected information from all 
information providers directly in the environment that the driver and the traffic planner are working in, i.e. 
the CoPilot® view on the Interactor touch screen and the FMP web page on a PC. By avoiding the web 
browser format the driver and the traffic planner does not have to search for the information on a web site. 
Thereby they are hopefully prevented from missing vital information (e.g. if he/she does not read the thread 
where information he needs is written or if he/she does not check web page at all). 

Since the truck does not have Internet access the information from the external servers will have to go via 
the Scania servers. The information between the truck and the Scania servers is sent via the Scania protocol 
SCPv2 (described in section 3.3.3). The system architecture of the HPG concept integrated with the FMS is 
illustrated in Figure 19. 
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Figure 19: The system architecture of the FMS when the HPG is integrated. 

Information flows 

The main function of the HPG concept is to provide the appropriate information from the external sources 
to the driver and to the traffic planner. This information flow is depicted in Figure 20. The visual 
description is followed by a written below the figure.  
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Figure 20: The HPG information flow in the FMS when providing information about parking areas along 
a route. 

Providing information about halting places: 

1. The CoPilot® navigator,  a software application in the Interactor, decides the route for the driver as 
usual (based on the destination that has been set by the driver via the Interactor screen) 

2. The route is sent via the communicator to the Scania servers using the Scania protocol SCPv2. 

3. The Scania servers send the route information to the SETPOS server, requesting information about 
what parking areas are passed along that route and the related information regarding the parking 
areas 

4. The parking area identities on the route that have been returned to the Scania servers are sent as 
requests to the TAPA and to the KingsClub servers. Available information regarding the parking 
areas are sent back to the Scania servers 

5. From the Scania servers the collected information is then sent back to the Interactor (CoPilot®) 
and to the FMP 

6. The information is presented on the Interactor screen to the driver and on the FMP web interface 
to the traffic planner 

There will naturally be other information flows for the HPG concept for the other suggested functions, e.g. 
when reserving a parking space, setting grades on facilities and giving comments on the parking areas. 
Below follows a written description of how these information flows could be implemented. 

Traffic planner reserves a parking space: 

1. The traffic planner requests reservation for a parking area via the FMP web interface 

2. The request is sent together with the parking area identity via the Scania servers to the SETPOS 
server that forwards the reservation to the parking area owner’s reservation system 

3. An affirmative or negative answer is returned to the traffic planner 
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Driver reserves a parking space: 

1. Requests reservation for a parking area via the Interactor touch screen interface 

2. The request is sent together with the parking area identity via the Scania servers to the SETPOS 
server that forwards the reservation to the parking area owner’s reservation system 

3. An affirmative or negative answer is returned to the driver 

Driver set grade, give comment: 

1. Gives comment/sets grade via the graphical interface on the Interactor 

2. The new information is sent together with the parking area ID to the Scania server and forwarded 
to the KingsClub server that updates its database 

Traffic planner set grade, give comment: 

1. Gives comment/sets grade via the FMP 

2. The new information is sent together with the parking area ID to the Scania server and forwarded 
to the KingsClub server that updates its database 

7.3.2 Secure routing investigation 
The idea of the secure routing concept is to plan a route by secure and/or non-secure areas. The main 
technical issue for this concept is to solve how the data about secure and/or non-secure areas should be 
considered when choosing a secure route. A discussion concerning the different routing possibilities is 
therefore conducted in this section. Two approaches have been identified for navigating by secure and non-
secure areas: a deterministic and a probabilistic. Following the discussion of routing approaches is a 
discussion of routing data; what data should be considered, and how. Furthermore the fulfillment of the 
customer demands is discussed and evaluated. 

Routing approaches 

The standard approach to navigation that e.g. CoPilot® uses is described in section 3.3.4. The approach is to 
determine the shortest route, as depicted in Figure 21. This could either be defined as the route with the 
least km distance to the destination or the shortest time distance to the destination.  
 

 
Figure 21: Visualization of a standard routing approach. 

The probabilistic routing approach that has been identified is inspired by the CoPilot® routing approach. 
The CoPilot® approach regards speed limit attributes and length of road attributes connected to a certain 
road ID. The probabilistic approach does the same but also adds a security attribute into the routing 
algorithm. In the HPG investigation in section 7.3.1 different types of security attributes and levels are 
discussed. The route is then decided by weighting the risk (security risk and potentially great economic loss 
connected to theft, hijacking etc) of taking the fastest route against the sometimes longer more secure road 
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(with certain economical losses such as extra time and extra fuel consumption), i.e. by comparing the 
different attributes connected to the roads in different routes. The route that is statistically more favorable 
will be chosen. This means that an area that has been classified as non-secure might be passed if there are 
not enough economical reasons to avoid it.  

In Figure 22 an example of how a probabilistic routing approach might be applied is presented. In the 
example the security attributes are simply added up together with the length of the route (secure areas 
“reduce” the length and non-secure areas “extend” it). The actual length of the probabilistically chosen 
route in the example is 13; however, when considering the security attributes it is regarded to be 14. Out of 
all possible routes considering security attributes in the example, the shortest route is found to be 14 (the 
chosen route), although in reality there is a shorter route, but not as secure, i.e. the route chosen in Figure 
21.The example in Figure 22 aspire to give a simple explanation of the approach, however different and 
more complex ways of regarding the security attributes than this can of course be applied. Also, in order to 
make the outcome of the weighting algorithm as good (a relevant choice considering the reality) as 
possible, it is probably necessary to involve additional information for the weighting algorithm; such as the 
value of the cargo being transported. 

 
Figure 22: Visualization of the probabilistic routing approach. 

The deterministic routing approach is inspired by an existing functionality in truck navigators; namely 
“vehicle restriction settings” (this functionality can be found when e.g. using the CoPilot® version 10 
software [58]). It is a feature that enables the driver to set truck restrictive parameters, e.g. height. The 
purpose of this setting is to make sure that the navigator excludes roads that go under e.g. too low bridges 
(where it is impossible for the truck to go under). The same feature can be translated to non-secure roads, 
i.e. that the navigator never allows non-secure areas to be passed. Thus, avoiding areas can be 
accomplished by denying the navigator the possibility to include all roads within an area that are 
considered dangerous in the route calculation. This approach is visualized in Figure 23. 
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Figure 23: Visualization of the deterministic routing approach. 

If all non-secure areas should be avoided then, analogously, secure areas should always be passed. 
Handling secure areas is therefore more complicated compared to non-secure, since it is not desired that 
e.g. all secure places in Sweden should be passed on a trip from Stockholm to Gothenburg.  

Routing approach analysis 

The probabilistic solution can handle both secure and non-secure areas when planning a route, whilst a pure 
deterministic solution only can take information about non-secure areas into consideration (for reasons 
explained earlier in the section above). However, if the deterministic approach is chosen and if information 
about secure areas must be provided a combination of the deterministic approach and the probabilistic 
approach could be implemented. This would imply that the secure areas are probabilistically chosen while 
the non-secure areas are deterministically avoided. Furthermore the deterministic approach could be 
complemented with a HPG functionality (i.e. an information provider functionality) in order to include 
information about secure areas, e.g. presented as POI’s. It would then route by non-secure areas whilst 
secure halting places a would be presented in the same way as the navigator informs of where to find gas 
stations (described in section 3.3.4).This would thus result in a cross-pollination solution inspired by the 
HPG concept.  

The most serious negative aspect of the deterministic solution is that the method might lead to extremely 
long routes. This tendency of forming long routes can be noticed when comparing Figure 21, Figure 22 and 
Figure 23. It is therefore necessary to be able to make exceptions from the algorithm when unacceptably 
long routes are suggested or no good solution can be found, and to produce “the next best” one. This could 
perhaps be a route that avoids only the most dangerous areas. 

The probabilistic solution does not suffer from the above mentioned risk of not finding a route since it is 
more flexible, by allowing dangerous areas to be passed if necessary. However, this also implies that it 
cannot be guaranteed that the route does not pass non-secure areas. The task of translating all routing 
aspects to values that can be weighed against each other is also a complex task and many factors can 
influence the outcome. Furthermore the probabilistic solution implicates a route comparing algorithm, i.e. a 
simple navigator of some sort. This makes the probabilistic solution more complicated than the 
deterministic and it is stated in section 5.3.8 that creating a navigator does not match the Scania’s product 
portfolio. Subsequently the probabilistic approach violates the requirement from chapter 6 stating that the 
solution must match Scania’s product portfolio. The most troubling aspects of the probabilistic solution are 
thus that it violates a mandatory requirement and that the level of uncertainty when trying to define the 
most secure route is high.  

The above discussion leads to the conclusion that a deterministic approach to routing is the best option 
considering the prerequisites for the Master Thesis project. Below follows a discussion of how the routing 
approach could be implemented in the FMS. 
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Routing approach implementation 

The Master Thesis project goal states that the security measure needs to be possible to implement in the 
FMS. According to Tobias Jansson the function “avoid roads”, that is available in the CoPilot® interface, 
can be used for that purpose. The function is in its current state not accessible via the Interactor API and 
can only be used manually via the touch screen. This means that if the solution needs to automatically use 
the “avoid roads” function, the API must be altered by ALK (manufactures the CoPilot®). This could 
possibly be demanded in future function updates as explained in section 3.4.4 [79].  

According to Mats Axelsson another way of realizing the deterministic solution, without having to modify 
the CoPilot®, could be to make it module based. This can be realized by e.g. verifying the route suggested 
by CoPilot® with a database containing information about non-secure areas before it is presented to the 
driver. If the route is non-secure a new suggestion has to be offered. Requesting an alternative route for the 
same destination is not an available feature in the CoPilot®, so the new suggestion has to be presented at a 
higher level in the FMS [75]. This does however implicate a navigation algorithm, and for Scania to 
develop a navigator would not concur with their product portfolio according to [77] in chapter 5.3.8 and 
thereby violate the requirement in chapter 6.  

The best of implementing a deterministic routing approach in the FMS, without violating any requirements, 
would thus be to use the avoid roads function.  

A routing approach has been identified in the section above, but what type of information to regard when 
routing is still undecided. In the section below follows a discussion of what information should be 
considered when routing. 

Information considered when routing  

In the standard routing approach description above, and in section 3.3.4, the need to have information 
attributes connected to Road ID’s for standard routing was stated. Furthermore the necessity to connect 
security attributes to geographical locations when routing by security was acknowledged. The security 
attributes illustrate the security level of the area; secure or non-secure. The level of security is of course 
crucial for the routing decision. However, when choosing a route it is perhaps even more important to 
consider what type of location the data should concern (e.g. roads, docks, parking areas and suburbs) than 
its actual security level, since they require quite different routing algorithms.  

According to Per Johnsen the choices for terminals and delivery locations are usually few and not too many 
options are available (for the delivery location there is no option). However the liberty for the driver and 
traffic planner to choose which roads to take and where to rest is much bigger [68]. Therefore routing by 
roads or routing by halting places should be the most beneficial data to route by. 

Routing by data concerning halting places is complicated. If for instance there is a dangerous halting place 
along a highway it does not necessarily mean that the highway is unwise to travel along (only that it is 
imprudent to stop at that particular halting place). The difficulty when trying to route by halting places is 
thus that it is necessary to know when the driver needs to rest (according to the regulations in section 3.5.1) 
otherwise the advised route might be inaccurately classified as dangerous. Criminal activity on halting 
places is relatively high. As it has been stated in section 3.1.2 attacks on parking areas is the most common 
attack location, 42%, according to statistics provided by the IRU. On the second place are service areas 
with 19%, then lay-bys with 13 % and other and unknown crime represent 26% [6]. The sum of the crimes 
committed at areas where truck parks are thus 74% (parking areas, service areas and lay-bys). 

Routing by data concerning roads is compared to halting places relatively simple; avoid roads that are 
dangerous, choose roads that are secure. It is then necessary to identify what aspects make a road non-
secure. It is logical to try to identify dangerous areas by regarding previous events that have occurred there. 
A road can thus be classified as non-secure if statistics show that the road/area is largely subjected to 
criminal activity. The criminal activity that occurs while the truck is on the road is hijacking. Hijacks are 
much less frequent than criminal activities that occur when the truck is parked. Crimes while parked 
represent 74% while crimes on route represent a part of the “other and unknown” share, i.e. included in the 
26%. It was also stated in section 3.1.2 that hijacking is a crime that is decreasing. Furthermore it was 
stated that hijacks could be insider jobs and insider jobs are hard to counteract with a preventive security 
measure like secure routing. The relevance of routing by roads seems thus more and more futile. 

The above discussion leads to the conclusion that routing by roads probably is ineffective and that routing 
by halting places is complicated. However, security information about halting places would probably be 
more valuable to the driver when planning a route. Therefore it is desirable to investigate if it is technically 
feasible to implement routing by halting places and if it can fulfill the customer demands. In the next 
section the routing by halting places investigation is performed. 
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Routing by halting places  

Routing by halting places has in the discussion above been identified to be a complex task because of the 
working time and rest regulations, described in section 3.4.1. It is possible to determine a secure route (if a 
secure route exists) that does not violate the regulations by considering the time distance to halting places, 
their security level and the driving time left (before a regulation is violated). Calculating time distances 
between two locations can be done by considering the speed limits associated with the roads and their 
lengths, described in section 3.3.4. The most suiting halting places to rest at is chosen with regard to the 
security level associated with it and the driving time left before a pause is required. According to Mats 
Axelsson [80] it is possible to utilize the driver’s log function in order to compare the time since the last 
break with the working time and rest regulations and thereby determine how much driving time there is left 
before the driver needs to rest. 

In Figure 24 an example of how routing by halting places could be conducted is depicted. In the example 
the relationships (time distances) between the halting places are given and are represented in a matrix. The 
numbers in the matrix describes the time distance in hours between two parking areas. Note that the time 
distances are set in order to give a clear example; they do not provide a good representation of reality. In 
the example there are only three halting places that allow only one stop when traveling from the current 
position to the destination. Assuming that the fewest stops possible are wanted, one of these is probably 
preferred by the driver and traffic planner. Halting place number five have no security attribute connected 
to it, i.e. there is nothing is reported on this place. Halting place number six is considered secure, i.e. there 
are certain security attributes installed, see section 3.2.4 for information regarding the classification of a 
“secure” halting places. Halting place number seven is considered dangerous, i.e. the criminal activity there 
is high. The shortest route would be to rest at number seven and would imply a six hour route. The most 
secure route would however be to rest at number six, but that would imply a seven hour route. Stopping at 
the “neutral” halting place, number five, would also imply a seven hour route. When routing with a 
deterministic approach, where the shortest secure route is chosen, the route that halts at number six is thus 
chosen.  

 
Figure 24: Visualization of how routing by halting places could be implemented. The matrix on the right 
describes the relationship between the halting places alternatives along the truck’s route. The numbers in 
the matrix describes the time distance in hours between them.  

Information providers 

In the discussion above it is determined that security information regarding halting places is required for 
routing. The deterministic routing by non-secure areas requires information about the danger connected to a 
certain area. In the HPG concept investigation in section 7.3.1 possible information providers regarding 
halting places are presented, namely: TAPA-EMEA, SETPOS, KingsClub and the customers (the haulage 
contractor companies) themselves via the FMP.  

Since the routing approach avoids non-secure halting places the information provided by SETPOS, i.e. 
information about security attributes, is useless (it gives information where to stop, not what places to 
avoid). Therefore it will not be considered for the secure routing concept. 

The information provided by TAPA-EMEA is however useful since it concerns criminal activity at halting 
places (among other areas) and thus provides information about which areas to avoid.  
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As stated in the HPG investigation it is not  advantageous to let the KingsClub members set security grades 
(partly because it is hard to define a security grading scale that every user can agree upon), only grades 
regarding other types of attributes regarding a halting place. 

As it is suggested in the HPG investigation it is also possible to let the haulage contractor company update 
information about parking areas via the FMP.  

Information provider analysis 

For the secure routing concept interesting information providers is thus TAPA-EMEA and the FMP users. 
An analysis of the information providers is conducted for the HPG concept in section 7.3.1. Much of the 
discussions held there apply to the secure routing concept as well.  

As stated in the HPG investigation including TAPA-EMEA as information provider would have the 
advantage of having access to a large database and providing a high credibility. However, the 
disadvantages would be that the information costs and that the data might not represent the reality well due 
to shifting crime reporting frequencies. The last mentioned negative aspect might have great impact on the 
secure routing concept, since this information is what the routing decisions rely on.  

Using the FMP users as information providers for the secure routing concept would be advantageous from 
the point of view that it would permit personalizing of the routing. For instance, the haulage company’s 
own facilities, garages and other possible parking areas not included in the system could be added so that 
these are considered by the routing algorithm. Furthermore, known non-secure areas to the haulage 
contractor companies, e.g. places they never want their drivers to rest at, could be excluded from the 
routing algorithm. From the HPG investigation it was also concluded that FMP users as information 
providers would take advantage of the drivers’ existing knowledge and be an economical solution 
compared to an external information source. However, the volume of data will be smaller than an external 
provider and there might be difficulties connected to deciding security grading scales.  

TAPA-EMEA and the FMP users complement each other as information providers. However the negative 
aspect mentioned above concerning the reporting frequency of crime would not be lessened. This means 
that the secure routing concept cannot guarantee fulfilling the optional requirement from chapter 6 stating 
that “the solution should increase the transport security for truck, cargo and driver”. 

Routing by halting places analysis 
It has been concluded in the sections above that halting places is the most relevant data to route by for the 
haulage contractor companies. It has also been shown that possible information providers exists, although it 
has not been proven that they justly represent reality, and that it is possible to realize such a solution. 
However, there are other aspects of the concept that need to be considered, such as complexity, flexibility, 
profitability and responsibility issues. 

Creating a system that automatically plans a route by halting places is a complex matter to undertake. In the 
section above discussing routing by halting places it was shown how the shortest secure route can be found. 
However, the example in Figure 24 ignores several aspects that are important to the truck driver in 
particular but also to the traffic planner. It is important to acknowledge that the truck is not only the drivers 
working place but also his home when he is on the road, which has been described in section 3.3.2. Since 
time is essential for a truck driver it is convenient to perform daily routine tasks when he is in a parking 
area, forced to stop by the working time and rest regulations (described in section 3.4.1). It is therefore also 
important to consider the facilities at the parking area when planning the route, which would however 
implicate many more parameters to set. It would also be best to give these parameters as driver inputs, e.g. 
if he needs a grocery store at the next stop he has to set that parameter.  

It is also a possibility that the driver has other parking options than the ones given in the database, e.g. the 
company’s own garage. This is however not a problem if the haulage contractor company is allowed to add 
possible halting places to the system.  

The working time and rest regulations are more complicated than implied in the example in Figure 24. The 
rules are more flexible than just; drive 4.5 hours, rest 45 min. The driver can e.g. choose to divide his 
driving time and take more frequent, but shorter, breaks. For instance it is perhaps preferred on a six hour 
route to take the break after three hours and not after four and a half. This freedom makes a routing 
algorithm even more complicated. If the flexibility of the working time and rest regulations needs to be 
considered, even more parameters need to be set by the driver. 

Acording to Per Johnsen it would probably be highly unpopular among the drivers to give them more work 
to do by forcing him/her to set a number of parameters [81]. A solution to this problem might be to let the 
routing algorithm calculate several route options and let the driver choose the one best suited. However, 
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this will only provide a number of options for the driver and he will have no direct influence over the routes 
that are being offered to him/her. 

As stated in the stakeholder investigation in section 5.3.5 the haulage contractor companies are only 
interested in taking the route that involves the lowest costs for the company, or the highest income.  The 
suggested route provided by the secure routing concept would be longer and thus lead to higher fuel costs 
as long as the shortest route is not also the most secure route. The kilometer taxes that are prepared for in 
Sweden and all over Europe, described in section 3.4.3, would of course contribute to the resistance of 
choosing longer routes than the shortest. When the usage of the security solution itself implicates higher 
costs than normal it is even harder to justify the economical benefits of the system and thereby it is harder 
to sell to the customer. 

Although a secure route can be calculated, there is no guarantee that the chosen parking areas are available. 
As was stated in section 3.1.4 there is a problem with overcrowded parking areas in Europe. However, if a 
reservation system allowed booking of the planned parking area, e.g. a reservation system such as 
SETPOS’s described in section 3.2.4, this problem would be solved. However, that would implicate 
involving SETPOS as an external partner for this purpose only. Furthermore, as it is stated in section 3.2.4 
there are at present there are not many parking areas, 7 in all of Europe, that can be reserved. 
Recommending a route where it is not possible to stop at can implicate legal complications and as it is 
stated in the stakeholder investigation in section 5.3.8 it is not wise to let a service that is offered by Scania 
recommend a route based on security aspects because of the responsibility issues that would inflict. 
Subsequently the secure routing concept violates the optional requirement from chapter 6 stating that 
security related decisions made in the system should be made by the customer and not offered by the 
Scania system.  

7.4 Evaluation of the investigated concept contestants  
7.4.1 Evaluation of the HPG concept 
The investigation of the HPG concept has shown that the information required for the concepts realization 
exists.  

The stakeholder investigation in section 5.3.5 states that information regarding secure and non-secure areas 
in Europe is needed and during the customer interviews in section 5.3.7 it was stated that information 
regarding available parking spaces is of interest. Both of these customer demands are matched by the HPG 
concept. In order to provide a nuanced and unique picture of the parking area the solution uses several 
information sources; SETPOS’s information is an objective description of a parking area, TAPA-EMEA’s 
information provides objective crime statistic regarding halting places and KingsClub’s members 
contributes with a more personal, perhaps subjective, view of an halting place.  

The HPG investigation has not shown that any requirements in the requirement specification have been 
violated. It has been concluded that several of the requirements from chapter 6 have been fulfilled: 

• The solution can be implemented in Scania’s Fleet Management System 

• The solution do not require any additional hardware on the Scania trucks 

• The solution does not cause the European Union’s working time and rest regulations to be violated 

• The solution is be flexible and adjustable: it can offer different security levels and adjustable user 
access 

• The solution is preventive 

• The security related decisions made in the system are made by the customer and not offered by the 
Scania system  

The customer demands were well met and no requirements have been showed violated. Therefore the HPG 
concept is considered to fulfill the main project goal stated in section 1.2; “to develop a truck security 
system concept that is possible to implement in the Scania Fleet Management System”.  

7.4.2 Evaluation of the secure routing concept 
The secure routing investigation showed that the concept is technically feasible, that routing by halting 
places is the most relevant object to route by and possible information providers exists. However, the 
concept has also been proven inflexible and complex and it has been shown that it has difficulties with 
fulfilling the customer demands, foremost the following:  
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• No good solution to how a route that considers the driver’s personal preferences has been found. 
The concept can only provide a suggestion that follows the working time and rest regulation but 
cannot consider the flexibility allowed within them. 

• Choosing a secure route will in many cases implicate choosing a longer route. This means higher 
fuel consumption and higher expenses for the haulage contractor company. 

Furthermore, the concept failed to fulfill the following requirements from the requirement specification:  

• The secure routing concept violates the optional requirement from chapter 6 stating that “security 
related decisions made in the system should be made by the customer and not offered by the 
Scania system”. 

• The information from TAPA-EMEA, that constitutes the base of the routing decision, is 
inconstant, i.e. the reporting frequency is low and varies from country to country. Therefore the 
optional requirement from chapter 6 stating that “the solution should increase the transport 
security for truck, cargo and driver” cannot be showed or guaranteed. 

Because of the ill met customer demands and requirements the secure routing concept will not be further 
considered in the Master Thesis project.  
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8. Results: Concepts, design and prototype 
This chapter provides a description of the resulting concept that was selected during the concept 
generation and evaluation, the HPG.  

8.1 HPG concept idea 
According to the argumentation in section 7.4, the selected final concept for the Master Thesis project is a 
so called HPG.  

The HPG concept is a Halting Places Guide that provides the driver and the traffic planner with information 
about halting places and parking areas that are situated along the European roads. The idea is to increase 
the truck transport security by making it easier for the traffic planner to reach information upon which 
choices of halting places can be based. Thereby it is easier for the driver or the traffic planner to choose a 
more secure halting place and to avoid that the breaks are taken at places where the risks for cargo crime is 
known to be high. The concept is thus a preventive measure against cargo crime, that Scania’s Fleet 
Management department could realize in order to create a first truck security system that could be used 
when entering the transport security market. 

The HPG system gives the user the possibility to base the route planning between two geographical points 
on information about the halting places that are passed on the way. It also enables the user to make sure that 
there are available spots left at the chosen parking area at the time of arrival, by the usage of a booking 
system. At the same time the driver is able to reach information about facilities in the parking area when 
being on the road. 

8.2 Concept description 
The HPG system comprises handling of information about halting places provided by more than one 
source. The information should be categorized into different security levels and it should also enable 
adjusted access settings in order to apply to all types of customer demands. The different parts of the 
system structure are described in detail in the following sections. 

8.2.1 Information providers 
The HPG system collects information from many different sources. Thereby the choice of halting places 
along the route can be based not only on the traffic planner, but also on experience and knowledge from 
drivers and traffic planners all over Europe, on police investigations, on collected statistics, and on 
information from halting places owners, by combining the three sources TAPA-EMEA, SETPOS and 
KingsClub. 

The organizations TAPA-EMEA and SETPOS provide guidelines based on quantitative information 
collected by external parts such as the police and the parking places owners, and the Scania community 
KingsClub provides information collected by the Scania truck drivers.   

8.2.2 Security levels 
Due to requirements in the requirement specification in chapter 6, identified during the stakeholder 
investigation in chapter 5, the HPG is made flexible and adjustable to different customer demands.  

Security levels: 

• 0: Non-secure. No security attributes installed at parking area 

• 1: Semi-secure. Security attributes are installed, but the area does not fulfill the SETPOS security 
demands 

• 2: Secure. SETPOS security level, which demands the minimum reasonable requirements for 
physical security 

• 3: High Security. SETPOS security level, which aims to provide a high security service for the 
transport industry 

• 4: Special security. SETPOS security level, which provides users of the facility with a higher 
degree of security that includes driver identification 

In order to make the concept flexible, the user should be able to choose to only let halting places with a 
certain security level be show. 
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8.2.3 User access 
Due to requirements in the requirement specification, stated in the stakeholder investigation in chapter 5, 
the access to change the settings of the HPG functions should be made adjustable to the different 
customers’ need. According to some of the stakeholders, the driver should be able to change the security 
level settings for different types of goods transports, whilst others want only the traffic planner to have that 
ability. 

8.2.4 System architecture 
The HPG is developed for the Scania FMS environment, with the FMP, the Interactor and the CoPilot® as 
the three major parts. In addition to this HPG involves external databases provided by TAPA-EMEA, 
SETPOS and KingsClub. The system architecture is illustrated in Figure 25. 

 
Figure 25: The system architecture of the FMS when the HPG is integrated. 

8.3 Use cases and prototype 
In order to demonstrate the functionality of the HPG concept, a prototype was carried out, as a suggestion 
of what the graphical user interface at the Interactor screen could look like. The prototype constitutes 
Microsoft PowerPoint slides and could be used during a presentation of the concept for potential customers 
or staff at Scania before further developing work on the idea. The prototype visualizes nine use cases that 
are presented in the section below, representing different parts of the functionality sequence.  
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Figure 26: Route is drawn up, case 1. 

 
 
 
The route is drawn up by the navigator 
between the starting point (red, nearby 
Stockholm) and the destination point (blue, at 
the border of Finland) on the Interactor screen 
and is at the same time sent to the SETPOS 
server. (See Figure 26) 

Figure 27: Parking spaces are presented, case 2. 

 
 
 
 
The parking spaces that are passed on the 
route are identified and sent back from the 
SETPOS server and presented on the 
Interactor screen in the form of circular 
buttons marked with P. (See Figure 27) 

Figure 28: Parking space is selected, case 3. 

 
When one of the circular P-buttons is pressed 
on the Interactor screen, information about the 
selected parking space is presented in the 
menu in the lower right corner of the 
Interactor screen. The symbols represent from 
left to right: available parking spaces (11 in 
the example), time left to the selected parking 
space (5h 45min in the example), criminal 
activity (low in the example), security level (2 
in the example) and KingsClub grade, shown 
only with a color around the symbol (yellow in 
the example). (See Figure 28) 
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Figure 29: Detailed parking information, case 4. 

When the parking symbol is pressed on the 
screen, more detailed information about the 
parking space is given, additionally presenting 
information regarding mean coverage (thus the 
percentage of not available parking spaces 
expressed with a mean value), facilities (in the 
example gas station, restaurant, store, toilets 
and shower are available in the parking area) 
and the current status, where information 
about unexpected or planned closure could be 
informed (in the example the parking area is 
open). The color of the circle around the 
parking symbol indicates if there are parking 
spaces left; green means that there are enough 
spaces left, yellow: a few (1 or 2) and red: full. 
(See Figure 29) 

Figure 30: Detailed distance information, case 5. 

When the time symbol is pressed on the 
screen, more detailed information about the 
distance to the selected parking area and the 
parking that is closest before it and closest 
after it along the route is presented. (In the 
example the time distance to the parking area 
“Kullen” is 5h 45 min from the current site, 
the km distance is 42.3 km, the time distance 
to the closest parking before is 4 h 05 min and 
the closest after is 6h 52 min.) The color of the  
circle around the time symbol indicates if the 
parking space is possible to reach within the 
driving time (4.5 h); green means that it is 
possible to reach (< 4.5 h), yellow: at the edge 
(4.5 h) and red: not possible to reach in time 
(> 4.5 h). (See Figure 30) 
 

Figure 31: Criminal activity information, case 6. 

When the criminal activity symbol is pressed 
on the screen, more detailed information about 
the criminal history of the parking area is 
given. This information is provided by TAPA-
EMEA and includes criminal activity level 
(low in the example), total number of cargo 
crimes during the last 5 years (1 in the 
example), most common type of cargo crime 
at the parking space (theft in the example) and 
the total stolen value during the last 5 years 
presented in Euros (500 € in the example). The 
color of the circle around the criminal activity 
symbol indicates the activity level of the 
parking space; green means low (< 3 
incidents), yellow: medium (3-9) and red: high 
(≥ 10). (See Figure 31) 
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Figure 32: Detailed security information, case 7. 

When the security level symbol is pressed on 
the screen, more detailed information about 
the security at the parking space is presented. 
This information is provided by SETPOS and 
includes security level, based on the SETPOS 
security levels: Secure represented with a 2, 
High Secure represented with a 3 and Special 
Security represented with 4. If the parking 
space has no security attributes this is 
represented with 0, and if there are some 
security attributes but not enough for being 
labeled “Secure” this is represented with 1. (In 
the example the parking space has camera 
surveillance, fence and approved lighting level 
and has thus been given security level 2.) (See 
Figure 32) 

Figure 33: KingsClub information, case 8. 

When the KingsClub symbol is pressed on the 
screen, more detailed information regarding 
the parking space from KingsClub is given. 
Here the facilities are graded and other users’ 
comments about the parking space are 
provided. The user is also able to post own 
comments about the parking. The colored ring 
around the facility symbol indicates what 
grade it has been given; grey: no grade has 
been given, green: excellent, yellow: mediocre 
and red: bad. Black symbols inside the ring 
means that the facility is available at the 
parking and gray that it is not. The figures in 
parenthesis show the number of votes. (In the 
example the parking space has an excellent 
restaurant, a mediocre shop, no possibilities to 
stay overnight, a bad toilet and not commented 
shower). (See Figure 33) 
When the parking space is to be reserved, the 
reserve parking space button is pressed and 
detailed information about the reservation can 
be filled in by the user. Information regarding 
the name and vehicle registration number is 
fetched from e.g. the driver’s log and does not 
have to be filled out. Only the arrival and 
departure times, together with the size of the 
time span have to be filled out. The time span 
allows flexibility that could be needed if there 
is a traffic jam or if a ferry is missed on the 
way. When all the information is filled out, the 
user presses the “Book now!” button and the 
reservation is sent e.g. as an SMS to the 
parking space owners. (See Figure 34) 

Figure 34: Reservation and booking, case 9. 
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9. Discussion and conclusions 
In this chapter the project and results are discussed and evaluated and suggestions for further work are 
presented. 

9.1 Project evaluation 
The project has been evaluated considering the fulfillment of set up project goals and the concept’s 
fulfillment of the requirements in the requirements specification, the time usage and project deadline 
keeping. 

9.1.1 Result evaluation 
In order to evaluate the results, the questions at issue that were posed in section 1.3 and the goals, presented 
in section 1.2, have been looked back on. Each point has been studied in order to see if all questions were 
answered during the project and if all requirements were fulfilled through the development of the final 
concept.  

The first question at issue was “What is security?”. This question was answered via the theory on security 
and accidents models in section 3.6 and the discussion and presentation of the newly-made general security 
model and definition in sections 4.1 and 4.2. The second question, “What is currently on the transport 
security market?” was answered during the market analysis, presented in section 3.2. The third question, 
“What products and services does Scania offer its customers today?” was answered in the description of 
Scania applications and services, in section 3.3.5 and 3.3.6 in the background study. The fourth question 
“What kind of security measures are the customers of Scania interested in?” was answered in the 
stakeholder investigation, described in chapter 5. The fifth question “What would the requirements be on a 
transport security measure?” was answered in the requirements specification in chapter 6. The sixth 
question “What solutions are technically possible?” was answered in the concept generation and evaluation 
in chapter 7. The seventh question “What legal aspects must be taken into consideration?” was partly 
answered in the section about regulations and standards, section 3.4, and partly in the stakeholder 
investigation section 5.3, where Scania’s interests were described. The conclusion that all questions at issue 
have been answered in the project could thus be drawn. 

The main goal throughout the project was to develop a truck security system concept, possible to 
implement in the FMS. The result, the HPG concept, is a security system concept that, designed for trucks 
and according to the evaluation of the investigated concept contestants in section 7.4, the addict was that 
the HPG concept was possible to implement in the FMS. A second goal was to develop a security model 
that will be used as a tool during Scania’s future development projects of transport security concepts. Such 
a model was developed and is presented in section 4.2. According to Markus Eriksson, the resulting 
security model and definition are valuable to Scania [67]. He believes that it will be a helpful tool when 
aiming to find new solutions and to come up with new ideas regarding security in Scania’s future transport 
security projects. 

9.1.2 Time aspect discussion 
The project plan was early set up and was seen as a dynamic document. The plan was all the time upgraded 
in order to include all upcoming aspects of the project. Even though the planned work could be held 
flexible the keeping of the major deadlines was regarded as highly important and thus prioritized. The final 
deadline was set already in the beginning of the project and it was successfully kept in the end of the 
project. 

Risks were identified in the starting phase of the project and measures in order to avoid any possible 
problem was taken, e.g. backing up important documents and saving time for unexpected events with 
buffer time in the plan.  

9.2 Further work  
In this section suggestions of work that can be carried out after the conclusion of the Master Thesis project 
are presented. Some of the working tasks mentioned here are required for the realization of the chosen 
concept, the HPG, as it is described in the previous sections of this report. These tasks are described in 
section 9.2.1. Other working tasks are suggested with the purpose of further improving the HPG concept by 
adding supplementing functions. The supplementing function suggestions are given in section 9.2.2. 
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9.2.1 The next steps 
The first steps that should be taken in order to realize the HPG concept are to: 

• continue the interchange with SETPOS, TAPA-EMEA and KingsClub in order to reach 
agreements that enable the integration of external databases and information providence in the 
HPG system. 

• perform a larger customer survey in order to investigate the attitude to each of the suggested 
functions (presented in section 9.2.2) of the HPG concept and adjust these even better to the 
demands. 

• carry out a financial plan for the realization of the concept. 

• request the additions to the CoPilot® API from ALK that are required in order to realize the 
concept. 

9.2.2 Supplementing function suggestions 
Friend information function 

A function that informs the driver of what truck driver friends that have already booked a space in a 
specific parking area. This function could be interesting for the drivers, considering their many hours alone. 
The downside of this idea is though that there might be a security issue in broadcasting information about 
who is parked in an area. Criminals might use the information to map the drives for different drivers. 

Available parking areas request function 

A function that handles a request from the driver asking for the halting places that are reachable within a 
certain time. The question could e.g. be formulated as: are there any halting places within 2 hours drive 
with specific facilities or attributes connected to it from my current position? The interest for this 
functionality should be investigated through a customer interest investigation. 

Routing function based on the working time and rest regulations 

A function that provides suggestions of parking areas along the route that matches the driving and resting 
plans for the drive. When being in default mode the function makes the suggestion based on the most basic 
rules of the working time and rest regulations. In order to fulfill demands on route planning flexibility 
(enable exceptions from the regulations) the driver or traffic planner could choose an advanced mode where 
the resting and driving times for the route could be filled out manually. This idea could be seen as a cross-
pollination between HPG and secure routing. 

Time check function 

A function that controls if it is possible for the driver to reach a reserved parking space before the booked 
arrival time. Whenever there is an unexpected event, e.g. a traffic jam or a closed bridge that causes the 
driver to arrive too late to a reserved parking space, the function notifies the driver or the traffic planner of 
parking space reservations that will have to be changed due to the delays. This function is a version of the 
time stamp concept that was presented in chapter 7, cross-pollinating between the time stamp and the HPG 
concepts might thus be beneficial. 

Geofence notification function 

A function that is a cross-pollination between Geofence and HPG, that was mentioned during the 
stakeholder investigation and described in the solutions suggestions in section 5.3.7. The idea is e.g. that 
the traffic planner would be notified when driver reaches planned or reserved booking areas. 

9.3 Product analysis 
The product could be evaluated considering the aspects’ correspondence to the requirement specification 
and the stakeholder’s spontaneous comments. These aspects are discussed in the sections below. 

9.3.1 The final concept’s correspondence to the requirements 
The requirements that were listed in the requirement specification in chapter 6 say first of all that the 
solution must be able to be implemented in Scania’s FMS, which already has been discussed and verified in 
section 9.1.1. Furthermore it is required that the solution should not require any additional hardware and 
not cause the EU’s working time and rest regulations to be violated. The HPG concept fulfills both of these. 
Additionally the concept should increase the security for truck, cargo and driver, which it does by being a 
cargo crime preventive measure. The concept was also required to be flexible and adjustable, which it is if 

 66  
 



the security and user access option attributes are chosen to be implemented. It should also be preventive, 
adapted to the European market and all decisions should be made by the customer and not by Scania. 
Preventive it is, as already stated and it has been designed for the European market. It could though be 
appropriate to make a deeper investigation of the latter in order to confirm that this is really done. The 
designing of the function has been made in order to let the concept be information providing and to not take 
any decisions or give any recommendations. According to the requirement specification the concept should 
also be able to show reduced costs or increased income for its buyer. This requirement is hard to assure, but 
since the concept is made for preventing crimes and thus is thought to lead to fewer crimes towards the 
buyer and his business, it should lead to fewer cargo losses and thus reduced costs. This should though be 
further investigated. 

9.3.2 Stakeholder comments on the final concept 
Comments from an interview held with Per Johnsen at Transportlaboratoriet AB the 23rd of June 2009 are 
given below [82]. 
 
Generally about the HPG concept:  

• The function is reasonable and important.  
• But the main concern is the inflexibility that the working time and rest regulations imply. 

However, changes here needs to be done on a political level.  
• One risk aspect is also that criminals can gain access to the HPG information as well and target 

popular parking areas.  
About the graphical user interface: 

• The information needs to be comprised. As few and as big fields of information as possible and 
use symbols instead of text. This is especially important since it is certain that from time to time 
the driver will have to use the function when driving. 

About the available spaces and reservation system:  
• It would be valuable for the driver to be able to get information about the average degree of 

coverage of the parking area as well as the information about currently available spaces. This 
gives a fairer picture of the chances of finding an available spot (assuming that there is no booking 
option). 

• It is necessary that the driver and the traffic planner both have access to the HPG function and that 
they both can book parking areas. 

• It would be preferable to be able to be able to book a parking place 24 hours in advance. Any 
further in advance than that is not good, since that would probably make the parking areas more 
fully booked. 

About the SETPOS security level information:  
• This is valuable information for the driver and traffic planner. 
• This information is more valuable when choosing a parking place than the information about 

criminal activity.  
• The security level needs to be updated often. Twice a year is too seldom, once a month is more 

appropriate. 
About the TAPA-EMEA criminal activity level information:  

• This information is not that intresting, at least not on its own. Per suggests that high criminal 
activity could affect the SETPOS security level negatively if the parking area has been subjected 
to high criminal activity. By combining the two grades fewer fields are used in the function and 
thus simpler for the driver to read (discussed in general comments on the concept). Authors’ 
comment: Perhaps not use TAPA-EMEA information at all if it is expensive to get access to and 
not that interesting to drivers. 

About the KingsClub information:  
• It is a good idea, and probably popular among the drivers, to let the drivers grade facilities of the 

parking areas and add comments about them. 
• The attributes should be visualized with symbols, not the actual word. 

About the function suggestions described in further work (section 9.2.2):  
• Parking request function: This is a good function that can be valuable to the driver. Perhaps give 

the driver an option of 3 levels when requesting parking areas, where the level reflects on the 
attributes connected to the parking area, e.g. level 1 = shower/WC, level 2 = shower/WC + petrol 
station, level 3 = shower/WC + petrolstation + restaurant/shop. 

• Routing by halting places: Routing by halting places is not going to work due to the working time 
and rest regulations. Per does not see this function ever being useful, it is better to just provide the 
driver/traffic planner with information. 
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• Time check function: This function will probably not be useful to the driver/traffic planner. The 
driver has full control of the time distance and when he should be where and can rebook 
himself/herself if necessary, without a reminder. 

• Pal information function: It is doubtful that this function is very useful. The truck drivers probably 
have contact with their friends on the road that they are interested in meeting up with. But Per is 
not certain that the function is superfluous, he suggests that the driver interest should be 
investigated before discarding the function. 

Suggestions: 
• Provide information not only about how far it is (km) to a parking area, but also how far it is to the 

closest parking area “after” and “before” that one. This makes it easier for the driver to quickly 
decide which parking area to choose.   
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Appendix A:  Requirement specification  
This document lists all delimitations and requirements that were identified during the Master Thesis. 

A.1 Introduction 
This requirement specification defines the requirements and delimitations that have been identified for a 
transport security concept for a Master Thesis project. The requirements have been formulated by the 
project supervisors at Scania CV AB and the project stakeholders, they were identified during the setting up 
of the goals and delimitations of the project and during the background study and the stakeholder 
investigation that were carried out during the project. In the following section the delimitations and 
requirements are described. They have been categorized into mandatory and optional. Furthermore concept 
suggestions that were formed during the stakeholder investigation are described.  

A.2 Delimitations 

A.2.1 Mandatory delimitations 
The concept must: 

• Not require any additional hardware that is not currently present in the Scania trucks – formed 
during the project goal identification 

• Not include any new features of the trailers – formed during the project goal identification 

• Be something that can be integrated with the existing equipment in the cabin – formed during the 
project goal identification 

A.2.2 Optional delimitations 

The concept should: 

• Increase the transport security for truck, cargo and driver – formed during the project goal 
identification 

• Consider only the geographical area that includes the European countries – formed during the 
project goal identification 

A.3 Requirements 

A.3.1 Mandatory requirements 

The concept must: 

• Be a transport security measure – goal, 1.2 

• Be a truck security system concept – goal, 1.2 

• Be possible to implement in Scania’s Fleet Management System – goal, 1.2 

• Match Scania’s product portfolio – formed during the stakeholder investigation 

• Not counteract the Working time and rest regulations – EU regulations, 3.4.1 

A.3.2 Optional requirements 

The concept should: 

• Not evolve higher total costs of the drive by elongating the route– formed during the stakeholder 
investigation 

• Include a traffic planner and a driver as users – formed during the stakeholder investigation 

• Consider the time consumption of the route – formed during the stakeholder investigation 

• Enable flexibility in the choice of route and in the security settings and user access – formed 
during the stakeholder investigation 

• Assure reduced costs or increased income for the customer – formed during the stakeholder 
investigation 
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• Be a preventive measure – formed during the stakeholder investigation 

• Let the driver have a chance to plan the route and therefore not give necessary information too late 
– formed during the stakeholder investigation 

• Not make the driver stop at a place after the driving time has run out, finding it full or not secure 
enough – formed during the stakeholder investigation 

• Consider the legal aspects concerning the responsibility for a potential security assurance, i.e. 
Scania should only provide information and not interpret the data or give recommendations – 
formed during the stakeholder investigation 

• be possible to combine with other databases that provide another kind of information – formed 
during the stakeholder investigation 

• be attractive to many different types of customers – formed during the stakeholder investigation 

A.3.3 Concept suggestions 

The concept could: 

• Provide information about secure and non-secure points – formed during the stakeholder 
investigation 

• Be tied to Scania’s web community for truck drivers; KingsClub – formed during the stakeholder 
investigation 

• Provide information about the local emergency telephone number for the place in Europe where 
the truck is currently situated at the moment – formed during the stakeholder investigation 

• Have a Geofence functionality connected to it – formed during the stakeholder investigation 

• provide information regarding availability of parking areas – formed during the stakeholder 
investigation 

• provide booking possibilities of parking areas – formed during the stakeholder investigation
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Appendix B: Security products and services 
This investigation of the security products and services on the market attempts to summarize the existing 
security systems of different level and function in our society. Although the security systems have 
different market origins they might be applicable or inspirational to a transport security measure. This 
document is however an overview of the security systems found and no detailed technical descriptions 
are presented here. 

B.1 Personal alarm services and products on the 
market 
A personal alarm service is a system where a person can get external help, usually by pushing an alarm 
button. This is a common service used by people working in possibly dangerous environments, i.e. 
security guards, social service personnel, woodmen, etc. A number of companies providing personal 
alarm security services in Sweden and Europe are presented in this chapter along with the service they 
provide. The services have in common that they are based upon GPS and GSM/GPRS technology, but 
differ somewhat in their response actions when an alarm goes off. 

B.1.1 SOS alarm 
SOS Alarm Sverige AB is responsible for managing the Swedish emergency number. They offer a 
personal alarm service, of which information about can be found at their homepage. [1] The service has 
the following basic principles: 

Alarm button is pushed  Emergency service central receives a message (via GSM) with information 
about identity, global position (GPS) and nature of emergency  Operator decides and arranges what 
kind of aid is needed: police, fire department, medical care etc. 

B.1.2 Securitas Sverige AB 
Securitas Sverige AB is a part of the corporate group Securitas AB, the world leading (foremost in 
Europe and North America) security service company. They offer a personal alarm service, of which 
information about can be found at their homepage. [2] Their personal alarm service has the following 
basic principles: 

Alarm button is pushed  Phone connection is established with the distressed and his/her position is 
determined with GPS  If no communication can be established a predetermined (by costumer) action is 
taken. If communication is established the operator can make a different decision than the predetermined 
choice of aid. 

B.1.3 G4S Security Services AB 
G4S Security Services AB is a global company that delivers risk management and protection to 
governments and the business world. Among many services they offer a personal alarm service, 
information about the service is given on their homepage. [3] Their personal alarm service has the 
following basic principles: 

Alarm button is pushed  Operator listens in to what is going on in the surroundings of the distressed 
and determines his/her position with GPS and what aid to send: police, fire department, medical care etc. 

B.1.4 Rapid Larmcentral AB 
Rapid Larmcentral AB is a Sweden based security company. They offer a personal alarm service, of 
which information about can be found at their homepage. [4] Their personal alarm service has the 
following basic principles: 

Alarm button is pushed  Position, speed and direction is determined with GPS  Operator can listen in 
and make other decisions than the predetermined (same as G4S). 

B.1.5 Satsafe Security Invest AB 
Satsafe Security Invest AB is a company that offers personal and vehicle alarm systems for private 
persons and the business world. They offer a personal alarm service, of which information about can be 
found at their homepage. [5] Their personal alarm service has the following basic principles: 

Alarm button is pushed or alarm is activated automatically, e.g. if the distressed falls, walks away “far 
from home” (Geofence) or does not show up on a certain place at a certain time  Position determined 
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with GPS  A message, SMS or e-mail, containing information about position, the time and type of 
alarm is sent to some predetermined receivers, e.g. parent, partner, friend, employer and/or a security 
company.  Log in to the alarm central via a computer or a mobile phone where it is possible to follow 
the distressed motions on a map. It is possible to communicate with and/or listen in to the distressed. In 
addition they offer a “safe corridor” function where you can follow a safe route e.g. to and from work. 

B.2 Property alarm services and products 
There are many different alarm systems for property and there are many companies that produce and sell 
them. Listed below are a couple of such companies along with a description of products and services they 
offer that might be applicable to this project.  

B.2.1 Axtech AB 
The following information about Axtech AB is gathered from their homepage. [6]  

Axtech AB is a Swedish company who develop and market GSM/GPS based alarm and positioning 
systems for all types of vehicles and properties, however they are specialized on the marine market. Their 
products go under the brand redKnows. When an alarm goes off an SMS can be sent to a couple of 
predetermined mobile numbers, after which the receiver can localize the vehicle on a map on their 
homepage (with a mobile phone or computer). The alarm can be triggered for different reasons: if the 
vehicle is moved outside a certain area, i.e. Geofence, or if someone tries to break in to the vehicle. The 
software can be upgraded via GPRS. It is also possible to connect other detectors to the alarm system, 
such as a motion detector, a “water level” sensor, an “open door” sensor and/or a vibration sensor. 

B.2.2 Vikinglarm HB 
The following information about Vikinglarm HB is gathered from their homepage. [7]  

Vikinglarm HB is a Swedish company who market alarm systems for private persons, their homes, 
vehicles and other properties. Amongst other alarm systems they offer a so-called GPS Vehicle Tracker. 
When this alarm is triggered an SMS is sent via GSM to a predetermined mobile phone number. Below 
follows a description of the GPS Vehicle Tracker functions. 

• Geofence: a virtual fence, defined as a min and max latitude and a min and max longitude, 
which results in a box. If the vehicle is outside the area the alarm goes off.  

• Tracking: activated by calling the alarm unit, who responds with an SMS containing tracking 
information. 

• Remote Vehicle Shutdown: Shut down engine with an SMS. 

• SOS alarm: activated by pressing a button on the alarm unit (in the vehicle), which triggers an 
SMS to be sent to a predetermined number. 

• Speeding alarm: activated when the vehicle is going faster than a given speed. 

• Alarm interaction: if the regular theft alarm goes off, the tracking function is started and an alert 
message is sent.  

• Bugging: can be done with a built-in microphone. 

• Built-in battery back-up: Extra battery with 48 hours of operation. 

• GPRS: makes it possible to perform real time tracking of vehicle. 

B.3 Security systems for transportation of valuables 
Transportation of valuables, such as cash and jewels, are extremely attractive to criminals and are in 
great risk of hijacks and robbery. These transportations are unique in the transport industry from the 
aspect that they have highly trained and armed drivers. Below, a few companies and their products and 
services are listed and presented. 

B.3.1 Panaxia Security AB 
The following information about Panaxia Security AB is gathered from their homepage. [8] 

Panaxia Security AB is a Swedish transportation of valuables company. All transportations of valuables 
are performed with safety equipment approved by the SSF (Svenska StöldskyddsFöreningen). All of their 
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drivers have security education. If there would be an attack against a cash transport all of the contents in 
the security cases would be dyed. Would the cases get lost they can be tracked via Panaxia’s control 
central. 

B.3.2 CashGuard Sverige AB 
The following information about CashGuard Sverige AB is gathered from their homepage. [9] 

CashGuard Sverige AB is the self-proclaimed leading provider of closed and secure cash handling 
solutions for the Nordic, European and international grocery and retail industry. Some of their services 
and products that might be interesting for the Master Thesis project are listed below. 

• CashGuard's security case (SFF approved) is based on unique dying technologies for perimeter 
protection. The contents of the case are fully protected against tampering and tracking options 
are available. 

• SQS Softcar – transport of valuables in ordinary cars. The concept combines the security case 
with an automatic storage and locking system. The Softcar concept makes armoured vehicles 
unnecessary when transporting cash. Automatic radio control is used for delivery. 

B.3.3 Loomis Sverige AB 
The following information about Loomis Sverige AB is gathered from their homepage. [10]  

Loomis Sverige AB is leading the cash handling market in Sweden. Their services are mainly intended 
for banks, retailing concerns and other commercial businesses and provide a safe and effective handling 
of cash flow. 

The drivers are put through thorough tests (such as drug testing) and education before they are hired, also 
their police record is checked out. The training continues after the employment and never really stops 
since the working conditions are under constant changes. All Loomis assignments are carried out with 
security equipment approved by SFF. The security cases automatically destroy the content if the case is 
tampered with. Loomis always know their vehicles positions by using a satellite system and a control 
central. The drivers are in constant radio contact both inside and outside the vehicle with control central 
personnel. 

B.4 Transport security measures 
Transport security is a wide market, the losses due to criminal activities are large and many haulage 
companies invest in excessive security measures. In this section companies that have specialized in 
providing haulage contractor companies with transport security are presented along with a description of 
their products and services. 

B.4.1 G4S Security Services AB 
The following information about G4S Security Services AB is gathered from their homepage. [11]  

G4S Security Services AB offer their customers logistic security which can mean both personnel and 
technical solutions. They are members of the transport security organization TAPA-EMEA (Transported 
Asset Protection Association, Europe Middle-East and Africa). Below follows examples of services they 
offer. 

• Vehicle escort. 

• Advance guard point that secure hardstands or resting places. 

• Surveillance of objects, e.g. vehicles and containers. 

• Surveillance of area, e.g. terminals and hardstands. 

• Track & Trace – A service where an alarm central can track a vehicle via GPS, in all of Europe, 
and in some cases establish telephone connection with the person in distress. 

• Operating personnel of technical equipment such as X-ray, screening, particle detectors and 
“Radiac” (radioactive substances). 

• Technical equipment such as CCTV (closed-circuit television), technical area surveillance 
(surveillance robots), theft alarm, operation alarm and fire alarm. 

• Transport security education, e.g. about robberies and threats of violence.  
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• Investigation of embezzlement and other irregularities.  

B.4.2 Eurosafe Sweden AB 
The following information about Eurosafe Sweden AB is gathered from their homepage. [12]  

Eurosafe Sweden AB is a small Swedish family business profiled towards transport security. They 
produce, develop and install custom made security systems for transportation of valuables, trucks, vans, 
containers etc. They are members of TAPA- EMEA. Listed below are some examples of what they offer 
their clients. 

• Ballistic armors 

• Lock systems for security cases 

• Alarm and lock systems (in general) 

• Positioning and navigating systems 

• Camera surveillance systems 

• Biometric identification (fingerprints/weight) 

• Explosion sensors  

• Intrusion defenses against slasher 

• Lift systems for coin boxes, security cases etc  

• Control cards for CAN-bus, Digital I/O etc  

• Protective films for windshields  

• Decals for vehicles 

• Fog generators (Fills the trailer with a thick, harmless but extremely unpleasant, fog that 
obstruct stealing the cargo) 

• Products from Tecnoblock® (mentioned below) 

• Products from Maple Fleet Services Ltd (mentioned below) 

B.4.3 Tecnoblock®

The following information about Tecnoblock® is gathered from their homepage. [13] 

Tecnoblock® designs, produces and markets security systems for motor vehicles. Below follows 
examples of the security services and products they offer.

• Mechanical immobilizers: The mechanical Tecnoblock® immobilizers work on the pneumatic 
and/or hydraulic clutch circuit, on the pneumatic hand brake circuit and electrically on the 
vehicle start. 

• Electronic immobilizers: These electronic devices of the last generation prevent the vehicle 
starting by operating exclusively on the electronic circuits.  

• Vehicle Satellite Tracking: An always active operative room guarantees the “control” of motor 
vehicles, transportation means and goods traveling. An on-line assistance service through a 
technical control center is available. 

• Semi-trailer antitheft devices: The security devices for semi-trailers offer protection against the 
theft of the semi-trailer when it is not coupled to the tractor. 

• Trailer antitheft devices: The security devices for trailers are suitable for automatic towing 
attachments, manual towing attachments, caravan and carriages. 

• Anti-syphon devices: Mechanical device to prevent the theft of fuel from the tank of industrial 
vehicles. It consists of a pierced siphon that does not allow to insert any siphoning device into 
the tank. The position and dimensions of the holes allow refueling in any case. 

B.4.4 Maple Fleet Services Ltd 
The following information about Maple Fleet Services Ltd is gathered from their homepage. [14] 

 78  
 



Maple Fleet Services Ltd is the UK’s leading authority on commercial vehicle security and fleet 
management systems. They are members of TAPA-EMEA. Eurosafe (mentioned above) uses them as a 
supplier. They offer many different security solutions that are listed below.  

Cab Area Security 

• DVR and 3G Router: Designed to digitally record and simultaneously send images. Images can 
be accessed via a 3G network or stored and then downloaded to a laptop periodically. 

• Driver identification: Identifies the driver of the vehicle, via his unique key card and enables the 
vehicle to operate only within a particular driver’s pre-defined security level. 

• Anti hijack vehicle control unit: Activated by a threat event, the system electronically degrades 
the performance of the vehicle safely to a near zero level. This makes the vehicle useless to 
drive. 

• Front facing surveillance camera: Located discretely within the vehicle grill, the front facing 
camera continually records all forward events and images. 

• Internal cab cam: ‘Hidden’ security camera designed to record and to discretely monitor all the 
activity in the cab area of the vehicle. 

• Telematics: GSM/GPRS Tracking & controlling of Maple locks within the vehicle. 

• Mirror monitor: A video monitor in the rear-view mirror displays all camera images. 

Load Area Security 

• GPS controlled trailer lock: Access controlled, air operated load area door slam lock. Can be 
geofenced (meaning that the locks can only be operated at the customers’ depot). 

• Door security cargo lock: Increasing load area protection; prevents the doors from being opened 
by removal of exterior hinges. 

• Reversing sensor and camera: Increases driver visibility/awareness when reversing and 
continually records activity to the rear of the vehicle for increased security and monitoring. 

• Internal load area camera: Infra red/Low light security camera, mounted within the load area, 
records cargo being loaded and unloaded. 

B.5 Traffic security measures 
The following information about the so-called Radio Data System – Traffic Message Channel (RDS-
TMC) is gathered from the article ”Nyttan med RDS-TMC?” published by Vägverket (the Swedish road 
administration) in April 2005. [15] 

The RDS-TMC technique is visualized in Table I. Navigators who have RDS-TMC receivers installed can 
by radio messages get updated about car accidents and road makings when planning the route. This 
means that the navigator dynamically considers other factors than the shortest road.  

 
Table I: A schematic view of the RDS-TMC service. [16] 
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Appendix C: Concept generation and 
elimination 

This document provides a short description of the concepts that have been evaluated in the Master Thesis 
project. Furthermore a rough concept evaluation is conducted throughout the means of an elimination 
matrix. 

C.1 Generated concepts 
The concept ideas sprung from the execution of several different methods. During a brainstorming phase 
numerous concepts were thought of. The investigations of the existing solutions on the market served as an 
inspiration source and the list of the brainstormed concepts was complemented. During the stakeholder 
investigation a few additional concepts were formed. Below follows a list of all the concept ideas generated 
during the different processes in this project.  

Concepts developed during brainstorming sessions: 

1. GPS controlled trailer lock: The trailer stays locked until the geographical destination is reached. 
This deprives the driver of access to the cargo and thereby minimizes the risks of him/her being 
threatened. 

2. Receiver controlled trailer lock: The receiver of the cargo at the destination has password to the 
trailer lock. This also deprives the driver of access to the cargo and minimizes the risks of him/her 
being threatened. 

3. Traffic planner controlled trailer lock: The traffic planner (located at the haulage contractor 
company’s office) has password to trailer lock and can unlock the trailer whenever.  

4. Time controlled trailer lock: The trailer is unlocked automatically when it is calculated that the 
vehicle has reached the destination.  

5. Give away cargo: When attacked, the cabin locks the driver in and the trailer doors unlock. This 
almost guaranties the driver’s safety since the cargo so often is the goal.  

6. Impact sensor outside vehicle: Detects movement outside the truck which triggers an actuator, 
e.g. spotlights are lit. 

7. Impact sensor inside vehicle: Detects movement inside the truck which triggers an actuator, e.g.  
an alarm siren is activated. 

8. Biometric identification: Identification of driver’s biometric properties, e.g. weight or 
fingerprints, in order to start truck and/or unlock trailer. 

9. Surveillance camera: Video surveillance inside or outside vehicle. May help e.g. a traffic planner 
or police to determine what kind of situation the driver is in. Video documentation can also be 
used later on as evidence in a court room. 

10. Vehicle door opening sensors: Sensors that are triggered when door handles are pulled, i.e. when 
someone is checking if the doors are unlocked/trying to enter the vehicle or trailer. 

11. Windshield breaking sensors: Sensors that are triggered when a windshield is breaking, i.e. when 
someone is forcing entry. 

12. Body heat detection: Used for detecting humans in the cabin or trailer (activated when there 
should not be anyone there). 

13. Lock’em up: Movement sensors in trailer that triggers a locking mechanism. If there is a break-in 
in the trailer the robbers will be trapped inside it. 

14. Tracking of cargo: Hide a GPS sensor in the cargo so that the cargo can be tracked if removed 
from the vehicle, i.e. stolen. 

15. Multiple GPS sensors: Implement hidden GPS sensors so that the truck can be followed even if 
the original “easily detectable” sensor has been tampered with. 

16. Vehicle escort: Have armed personnel escort the truck. 
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17. Attached cargo: Have the cargo attached to trailer somehow so that it becomes difficult to remove 
the cargo from the trailer. 

18. Neutralize wheels: Make the wheels useless by disconnecting them, by puncturing them or by 
other measure neutralize them so that the truck and trailer are harder to move away in the case of 
e.g. a hijack. 

19. Vehicle anchor: By somehow anchoring the vehicle to the environment so that it is made harder 
to move, i.e. the same effect as neutralize wheels. 

20. Leave a trace: If the vehicle is stolen it could leave a trace behind that can be followed by a 
search patrol. 

21. Human/animal protection: If the driver is accompanied by other humans or animals (e.g. a dog) 
the risk of attacks should be smaller. 

22. Truck Caravans: Again the argument with “safety in numbers” is used; the risk of hijacking 
should be smaller if the trucks traveled together during parts of the route. 

23. Time stamp: The time to reach certain checkpoints during the route is calculated on beforehand 
(with margins for time delays). If the vehicle is late to a checkpoint an alarm is triggered. 

Concepts inspired by the market analysis: 

24. Anti-siphon device: A mechanical hindrance for siphoning fuel from the truck’s tank, inspired by 
a product offered by Tecnoblock®. [1]  

25. Sound surveillance: Microphones that allow a person outside the truck, e.g. at a control central, to 
listen in to what is going on in the truck. This might help when determining what has happened 
once an alarm has been triggered. Sound surveillance is for example offered by Vikinglarm HB. 
[2] 

26. Extra mechanical protection: Such as strengthened glass and ballistic armors. This concept is 
inspired by products offered by e.g. Eurosafe Sweden AB. [3] 

27. Investigations: Investigation of embezzlement and other crimes, inspired by a service offered by 
G4S Security Services AB. [4] 

28. Education: Transport security education can prevent future incidents from occurring, inspired by 
a service offered by G4S Security Services AB. [4] 

29. Police record check: A thorough check-up before employing someone might prevent the wrong 
person being hired. This concept is inspired by the hiring procedures of Loomis Sverige AB. [5] 

30. Drug test: A thorough check-up before employing someone might prevent the wrong person being 
hired. This concept is inspired by the hiring procedures of Loomis Sverige AB. [5] 

31. Decals: Decals that warn of security measures might discourage criminals, inspired by a product 
offered by e.g. Eurosafe Sweden AB. [3] 

32. Devalue of cargo: Devalue of cargo can be conducted in many different ways. One way is to 
destroy the cargo if it is stolen; this is the case of money transported in security cases. A security 
case with that function is e.g. offered by CashGuard Sverige AB. [6] Another way of devaluing the 
cargo is to transport incomplete products, e.g. transport different parts of weapons in different 
trucks so that if one is hijacked the stolen cargo is useless by its own. This method of devaluation 
was described by Mikael Lindberg during an interview. [7] 

Concepts formed during the stakeholder investigation: 

33. Secure routing: A route is planned so that the truck avoids non-secure areas and/or passes secure 
areas. This concept was first suggested by the Master Thesis supervisors at Scania CV AB; Mats 
Axelsson, Fredrik Callenryd and Markus Eriksson. [8] The concept was then further developed 
during the customer interviews and foremost during an interview held with Kalle Darnell, security 
administrator at Börjes Logistik AB. [9] 

34. Halting Places Guide (HPG): E.g. pop-up windows that recommend or discourage stopping at 
certain halting places that are nearby. This concept was formed during several interview sessions. 
The first interview was held with Per Johnsen, a former truck driver and the traffic planner at 
Transportlaboratoriet AB. [10] The second interview was held with Stefan Jennersjö and Leo 

 82  
 



Bronkhorst, traffic planners at TP; the logistic division at Scania CV AB. [11] The third interview 
that helped forming the concept was held with the security administrator at Börjes Logistik AB, 
Kalle Darnell. [9] 

35. Local Emergency Central Identification (LECI): When an alarm goes off (panic alarm or other) 
the nearest emergency station is contacted (via SMS or phone call established) or contact 
information displayed to driver and/or control central. The closest help is determined with the 
vehicle position and some sort of database with information on local authorities. This concept idea 
was formed during an interview held with security administrator Kalle Darnell at Börjes Logistik 
AB. [9] 

C.2 Elimination of concepts 
In order to make a rough concept selection and take out the undesirable ones, the concepts were evaluated 
in an elimination matrix. According to a book regarding product development written by H. Johansson, J. 
G. Persson and D. Pettersson called “Produktutveckling – effektiva metoder för konstruktion och design” an 
elimination matrix is a valuable tool used to identify the solution alternatives that fulfills the following 
criteria: [12] 

• Solves the main problem  

• Fulfills the requirements 

• Possible to realize  

• Within the margin of expenditure 

• Safe and ergonomic 

• Fits the company’s product portfolio 

Since the concepts in section C.1 only are “sketches” and not yet further developed, not all of the above 
mentioned criteria were considered applicable to the elimination process in the Master Thesis project. The 
criteria considered worth including in the elimination matrix were; does the concept solve the main 
problem, does it fulfill the requirements and does it fit the company’s product portfolio. The solution to the 
main problem is to increase transport security for the driver, cargo and truck. The mandatory requirements 
for the Master Thesis project are: 

• The solution must be implemented in Scania’s Fleet Management System. [13] 

• The solution must not require any additional hardware on the Scania trucks. [13]  

• The solution must not violate the European Union’s working time and rest regulations [14]  

The criteria described for the concept evaluation were used in the elimination matrix that has been set up in 
Table I. 
 
 Elimination criteria: 

 
Elimination matrix for: Transport Security 

(+) 
(-) 
(?) 
(!) 

Yes 
No 
More information is needed 
Check the requirement specification 

Decision: 
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Search for more information 
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Comment Decision 
1 GPS controlled trailer lock + - - ? + The trailer is not a part of the FMS - 

2 Receiver controlled trailer 
lock 

+ - - ? + The trailer is not a part of the FMS - 

3 Traffic planner controlled 
trailer lock 

+ - - ? + The trailer is not a part of the FMS - 

4 Time controlled trailer lock ? - - ? + The trailer is not a part of the FMS - 
5 Give away cargo ? ? - ? + The trailer is not a part of the FMS - 
6 Impact sensor outside vehicle + ? ? - + Requires additional hardware - 
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7 Impact sensor inside vehicle + ? + - + Requires additional hardware - 
8 Biometric ID ? ? + - + Requires additional hardware - 
9 Surveillance camera + ? ? - + Requires additional hardware - 

10 Vehicle door opening sensor + ? + - + Requires additional hardware - 
11 Windshield breaking sensor + ? + - + Requires additional hardware - 
12 Body heat detection + ? + - + Requires additional hardware - 
13 Lock’em up + ? - - + The trailer is not a part of the FMS - 
14 Tracking of cargo + ? - - + The trailer is not a part of the FMS - 
15 Multiple GPS sensors ? ? + - + Requires additional hardware - 
16 Vehicle escort + - - + + Does not match Scania’s product portfolio - 
17 Attached cargo ? - - - + The trailer is not a part of the FMS - 
18 Neutralize wheels ? ? - - + Requires additional hardware - 
19 Vehicle anchor ? ? - - + Requires additional hardware - 
20 Leave a trace ? ? ? - + Requires additional hardware - 
21 Human/animal protection ? - - + + Does not match Scania’s product portfolio - 
22 Truck caravans + - ? + ? Does not match Scania’s product portfolio - 
23 Time stamp ? ? + + +  ? 
24 Anti-siphon device + ? - - + Requires additional hardware - 
25 Sound surveillance + ? + - + Requires additional hardware - 
26 Extra mechanical protection + ? - - + Requires additional hardware - 
27 Investigations + - - + + Does not match Scania’s product portfolio - 
28 Education + ? - + + Cannot be implemented in the FMS - 
29 Police record check + - ? + + Does not match Scania’s product portfolio - 
30 Drug test + - - + + Does not match Scania’s product portfolio - 
31 Decals ? + - - + Cannot be implemented in the FMS - 
32 Devalue of cargo ? - - ? + Does not match Scania’s product portfolio - 
33 Secure routing ? ? + + ?  ? 
34 HPG + ? + + ?  ? 
35 LECI ? ? + + +  ? 

Table I: Elimination matrix for the transport security concepts. 

The concept ideas that were not eliminated were; time stamp, secure routing, HPG and LECI. The decision 
formed from the matrix is that more information regarding the concept is needed, thus that they need to be 
further investigated. 
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Appendix D: EU regulations related to road 
transports 

This document includes an extract from the Council Regulation of the working time and rest regulations. 

D.1 Working time and rest regulations 
Extract from 31985R3820, Council Regulation (EEC) [1]: 

SECTION IV  

Driving periods  

Article 6  

1. The driving period between any two daily rest periods or between a daily rest period and a weekly rest 
period, hereinafter called 'daily driving period', shall not exceed nine hours. It may be extended twice in any 
one week to 10 hours.  

A driver must, after no more than six daily driving periods, take a weekly rest period as defined in Article 8 
(3).  

The weekly rest period may be postponed until the end of the sixth day if the total driving time over the six 
days does not exceed the maximum corresponding to six daily driving periods.  

In the case of the international carriage of passengers, other than on regular services, the terms 'six' and 
'sixth' in the second and and third subparagraphs shall be replaced by 'twelve' and 'twelfth' respectively.  

Member States may extend the application of the previous subparagraph to national passenger services 
within their territory, other than regular services.  

2. The total period of driving in any one fortnight shall not exceed 90 hours.  

SECTION V  

Breaks and rest periods  

Article 7  

1. After four-and-a-half hours' driving, the driver shall observe a break of at least 45 minutes, unless he 
begins a rest period.  

2. This break may be replaced by breaks of at least 15 minutes each distributed over the driving period or 
immediately after this period in such a way as to comply with the provisions of paragraph 1.  

3. By way of exception from paragraph 1, in the case of national carriage of passengers on regular services 
Member States may fix the minimum break at not less than 30 minutes after a driving period not exceeding 
four hours. Such exceptions may be granted only in cases where breaks in driving of over 30 minutes could 
hamper the flow of urban traffic and where it is not possible for drivers to take a 15-minute break within 
four-and-a-half hours of driving prior to a 30-minute break.  

4. During these breaks, the driver may not carry out any other work. For the purposes of this Article, the 
waiting time and time not devoted to driving spent in a vehicle in motion, a ferry, or a train shall not be 
regarded as 'other work'.  

5. The breaks observed under this Article may not be regarded as daily rest periods.  

Article 8  

1. In each period of 24 hours, the driver shall have a daily rest period of at least 11 consecutive hours, 
which may be reduced to a minimum of nine consecutive hours not more than three times in any one week, 
on condition that an equivalent period of rest be granted as compensation before the end of the following 
week.  

On days when the rest is not reduced in accordance with the first subparagraph, it may be taken in two or 
three separate periods during the 24-hour period, one of which must be of at least eight consecutive hours. 
In this case the minimum length of the rest shall be increased to 12 hours.  
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2. During each period of 30 hours when a vehicle is manned by at least two drivers, each driver shall have a 
rest period of not less than eight consecutive hours.  

3. In the course of each week, one of the rest periods referred to in paragraphs 1 and 2 shall be extended, by 
way of weekly rest, to a total of 45 consecutive hours. This rest period may be reduced to a minimum of 36 
consecutive hours if taken at the place where the vehicle is normally based or where the driver is based, or 
to a minimum of 24 consecutive hours if taken elsewhere. Each reduction shall be compensated by an 
equivalent rest taken en bloc before the end of the third week following the week in question.  

4. A weekly rest period which begins in one week and continues into the following week may be attached 
to either of these weeks.  

5. In the case of the carriage of passengers to which Article 6 (1), fourth or fifth subparagraph, applies, the 
weekly rest period may be postponed until the week following that in respect of which the rest is due and 
added on to that second week's weekly rest.  

6. Any rest taken as compensation for the reduction of the daily and/or weekly rest periods must be attached 
to another rest of at least eight hours and shall be granted, at the request of the person concerned, at the 
vehicle's parking place or driver's base.  

7. The daily rest period may be taken in a vehicle, as long as it is fitted with a bunk and is stationary.  

Article 9  

Notwithstanding Article 8 (1) where a driver engaged in the carriage of goods or passengers accompanies a 
vehicle which is transported by ferryboat or train, the daily rest period may be interrupted not more than 
once, provided the following conditions are fulfilled:  

- that part of the daily rest period spent on land must be able to be taken before or after the portion of the 
daily rest period taken on board the ferryboat or the train,  

- the period between the two portions of the daily rest period must be as short as possible and may on no 
account exceed one hour before embarkation or after disembarkation, customs formalities being included in 
the embarkation or disembarkation operations,  

- during both portions of the rest period the driver must be able to have access to a bunk or couchette.  

The daily rest period, interrupted in this way, shall be increased by two hours.  
 
D.2 References 
[1] : the EU directive, 31985R3820, Council Regulation (EEC) No 3820/85 of 20 December 1985 on the 
harmonization of certain social legislation related to road transport, available at: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31985R3820:EN:HTML, 2009-05-26 
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Appendix E: Stakeholder investigation 
results 

In this document detailed data from the stakeholder investigation results are presented in the form of 
matrices. 
 

 
Table I: Table showing the results regarding crime exposedness connected to the company type.(ADR = 
transports of dangerous goods, HV = high value goods transports, Normal = normal goods transports). 
(The colored areas are only there in order to clarify the picture of the answers yes and no and of the not 
answered questions; there is no difference between green and orange fields, except for that they belong to 
different columns) 

 Results received only from short phone interviews. 
 
* The company has no vehicles of its own. The company is e.g. leasing trailers. 
** Everything is handled within the company. 
 
W = Western Europe (Germany, BeNeLux, France, Spain, Portugal) 
E = Eastern Europe 
N = Norway 
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nE = Europe, except for England 
FC = Theft of fuel card 
TT = Theft of entire trailer 
 

 
Table II: Table showing the results regarding traffic planning and handling of information.(TAPA = 
Transported Asset Protection Association). (The colored areas are only there in order to clarify the picture 
of the answers yes and no and of the not answered questions; there is no difference between green and 
orange fields, except for that they belong to different columns) 
 Results received only from short phone interviews. 
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