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Sammanfattning 

Målet med detta examensarbete är att utreda de möjligheter som erbjuds 
vid introduktion av närvarodetektion och ett kommunikativt nätverk 
för vanliga vägguttag. Detta har undersökts med införandet av ett 
trådlöst nätverk med Smartphone styrning.  
 
En förundersökning har genomförts undersökandes de eventuella 
besparingar som kan göras genom att reducera standby-förluster i 
hushåll. Undersökningen ledde till slutsatsen att standby-energi står för 
en onödigt hög del av den totala energiförbrukningen i moderna 
hushåll. 
 
En prototyp med syftet att utvärdera genomförbarheten och nyttan av 
närvarodetekterande, styrbara och nätverkade strömuttag har designats 
och konstruerats. För kontroll av nätverket har även en mjukvaruproto-
typ för Smartphones tagits fram i programspråket Symbian C++. Infor-
mationsnätverket är baserat på Bluetooth-teknologi.  
 
Funktionaliteten hos den färdiga prototypen visar att det förslagna 
konceptet som sådant är fullt genomförbart men att blåtandstekniken 
har vissa begränsningar som måste arbetas runt för att få tillfredställan-
de prestanda inom nätverket. 
 
Nyckelord:  Bluetooth, Inbyggda system, Symbian, Standby energi,  
Smartphone.  
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Abstract 
The aim of this master thesis has been to investigate the possibilities 
made available with the introduction of user awareness and network 
capabilities to an ordinary wall socket. This is done by the usage of 
wireless network construction and Smartphones for control of said 
network. 

A preliminary investigation was performed regarding the possible gains 
of reducing standby power consumption in households. The investiga-
tion concluded that standby power consumption stands for an unneces-
sary high part of the total energy consumption of a modern household. 

A prototype with the purpose of evaluating the feasibility and use of 
user aware, controllable and networked power sockets has been de-
signed and constructed. An application using Symbian C++ deployed on 
a Smartphone has been developed for control and configuration of the 
network.  
The information network is based on Bluetooth technology.  

The functionality of the finished prototype shows that the proposed 
concept is fully realizable but that the Bluetooth technology has some 
inherent limits that need to be worked around in order to achieve 
satisfying network performance. 

Keywords:  Bluetooth, Embedded System, Symbian, Standby power, 
Smartphone.  



 

 

Table of contents  

Terminology ...................................................................................................... 6 

1 Introduction ............................................................................................ 8 

1.1 Aim / High level description ............................................................. 9 

1.2 Methodology and delimitations ....................................................... 9 

1.3 Author’s contribution ....................................................................... 10 

1.4 Requirements ..................................................................................... 10 

2 Theory and technologies .................................................................... 13 

2.1 Standby consumption and Smartphone market analysis ........... 13 

2.1.1 Standby energy consumption in home appliances 13 

2.1.2 The necessity of reducing standby energy. 15 

2.1.3 Operating systems in Smart Phones 16 

2.2 Symbian .............................................................................................. 20 

2.2.1 History 20 

2.2.2 Architecture 22 

2.3 Wireless networks ............................................................................. 30 

2.3.1 Bluetooth 30 

2.3.2 ZigBee 36 

2.3.3 Network topologies 37 

2.3.4 Wireless Local Area Networks 41 

2.4 Hardware environment.................................................................... 44 

2.4.1 STK500+STK501 44 

2.4.2 ATmega128L 45 

2.4.3 Ezurio Limited Bluetooth Module 46 

2.4.4 Carbide C++ Integrated Development Environment 49 

3 Implementation and design ............................................................... 50 

3.1 Prototype requirements ................................................................... 50 

3.2 System Architecture .......................................................................... 51 

3.2.1 Network 52 

3.2.2 Electronics architecture 54 

3.2.3 Embedded Software 58 

3.2.4 Smartphone Control Software 62 

4 Conclusion ............................................................................................. 67 

4.1 Prototype evaluation ........................................................................ 67 

4.1.1 Future development 71 

4.2 Conceptual Analysis ......................................................................... 72 



 

5 References .............................................................................................. 75 

Appendix A Radio Modulation techniques…………...……………….. 79 
Appendix B RS232 - EIA/TIA–232–E…………...…………………..…… 80 
Appendix C UART…………...…………………..……………………….. 84 
Appendix D PCB Layout…………...…………………..………………… 86 

Appendix E Prototype Schematic…………...…………………………… 87  
 



CHAPTER 1 Introduction 

6 

Terminology  
Adapted 

Piconet 

Bluetooth physical channel used for transferring data. 
Using a modified frequency span. 

API Application Programming Interface, a source code 
interface that an operating system, library or service 
provides for usage by applications. 

Basic Piconet Bluetooth physical channel used for transferring data.  

Beacon Frame used for waking up devices in a network and 
preparing them for data transfers.  Usually surrounds 
data packet for synchronization purposes. 

Beacon train A pattern of reserved slots within a basic or adapted 
piconet physical channel. Transmissions starting in 
these slots are used to resynchronize sleeping devic-
es. 

DCE Data circuit-terminating equipment. Sits between the 
DTE and a transmission circuit. Performs for example 
coding ,signal conversion, and line clocking. 

DTE Data terminal equipment. An end tool that converts 
user information into signals for transmission or 
reconverts received signals into user information. 

EDR Enhanced  data rate, system for achieving higher 
transfer speed over Bluetooth links. Achieves its 
higher data rates by using a Phase Shift Keying 
modulation instead of Gaussian Frequency Shift 
Keying. 

Energy Detec-

tion 

The receiver ED measurement is intended for use by 
a network layer as part of a channel selection algo-
rithm. It is an estimate of the received signal power 
within the bandwidth of the channel. 

Gaussian-

frequency shift 

keying 

A type of Frequency-shift keying modulation used by 
Bluetooth.  

GUI A graphical user interface. 

Inquiry Scan Bluetooth physical channel used for discovering 
Bluetooth devices, scans over frequency looking for 
responses. 
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L2CAP The Bluetooth Logical Link Control And Adaptation 
Protocol. Controls how multiple users of the link are 
multiplexed together, handles packet segmentation 
and reassembly, and conveys quality of service 
information. 

Page Scan Bluetooth physical channel used for establishing 
device to device connections. 

Piconet A small ad-hoc computer network containing one 
master and up to seven active slave devices. 

RFCOMM Radio Frequency Communication. A set of transport 
protocols on top of the L2CAP protocol, providing 
emulated RS-232 serial ports. 

RSN-nodes Remote Switch Network Nodes. Naming convention 
used for the socket prototype developed in this thesis.  

Standby 

consumption  

Defined as the excess power consumption used by 
apparatus when not used actively, also called vam-
pire power. 

UID Unique Identifier, a globally unique 32-bit number 
used in a compound identifier to uniquely identify an 
object, file type, etc.    

UIQ A Symbian software platform, essentially a GUI layer 
produced by the software firm UIQ Technology. 
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1 Introduction 
Standby consumption, the power consumption of a device in standby 
mode, is a modern problem. According to the Swedish energy agency 
the standby consumption in home appliances is 5-10% of the total 
energy consumption (1). The standby mode can be classified into two 
groups; standby that provides functionality (e.g. TV’s in standby 
waiting for user to interact using a remote control) and standby that 
adds no functionality (e.g. Devices using transformers left in the wall 
socket).  
 
The possibility of replacing energy thieving standby functions with 
actual turning off of the electronics is one and perhaps the most 
straightforward way of eliminating this energy leakage. An assortment 
of timers and radio controlled relays currently exists on the market 
providing a solution to just this problem.  
The communication between these nodes is also at best unilateral and 
status and information about the nodes is at best complicated and 
requires some form of infrastructure in place.  
The establishment of a network for controlling such nodes may increase 
the availability of information but may also increase the potential 
usability. 
A network that enables the end user to adapt existing apparatus such as 
mobile phones and hand held computers is an attractive idea. 
 
Bluetooth is a common networking standard used frequently in 
personal appliances such as headsets and GPS receivers. It has a 
relatively short range (10-100m) that makes it possible to support a large 
number of small Bluetooth networks inside a small volume without 
running the risk of individual networks interfering with each other.  
This can be considered an advantage in densely populated suburbs. 
There are however some inherent limitations in the Bluetooth 
specification such as a limit on the number of nodes in a network. 
Therefore it is of interest to determine the possibility to use Bluetooth in 
larger Personal Area Networks, and also how well you can adapt such a 
network to the adding of new nodes. 
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1.1 Aim / High level description 
This master thesis investigates the possibilities of introducing 
intelligence in power sockets. A communications link will be introduced 
in the sockets, providing multidirectional information flow. The power 
sockets, in this thesis described as nodes, will form a wireless network 
that enables cooperation between the nodes. The nodes will not just 
operate using direct communication but also use passive information 
regarding the network i.e. an entity connected to the network being 
removed will be detected. This enables a form of proximity detection of 
roaming devices. As a part of this thesis an intelligent power socket will 
be designed. The socket will be based on microprocessor, a 
communication module and a relay. An application will also be 
developed on a mobile phone forming a roaming entity. The roaming 
entity will act as an advanced remote control. The user will interact with 
the network using the roaming entity. 
Details on the prototype will be discussed further in later chapters, but 
the basic technologies are: Bluetooth as a communication medium and a 
Smartphone as a roaming entity. 
 
This thesis will discuss the aptness of the technologies used in the 
prototype. It will also include a discussion on whether it’s beneficial to 
add intelligence in power sockets based on environmental and/or 
economical reasons.  
 

1.2 Methodology and delimitations  
This master thesis evaluates the concept of power saving with intelligent 
power sockets. It is done by developing a working prototype with a 
Bluetooth interface controlled by a Smartphone running Symbian.  
This thesis aims not to evaluate the optimal communications standard 
nor is it an analysis of the adaptability of the different mobile OS. 
Included in the thesis is a brief introduction to alternative 
communication standards (ZigBee and WLAN). Alternatives to 
Symbian is handled in the same manner, a brief overview is included. 
Evaluation of the aptness is conducted by empirical testing the 
developed prototype environment running Bluetooth and Symbian. No 
testing with other communication standards will be evaluated. No 
Smart phone application will be developed running on any other OS 
than Symbian. The proof of concept prototype being developed is not 
optimized in regards of price, manufacturability or standby power 
consumption.  
An examination of existing smart home systems will not be a part of this 
thesis.  
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1.3 Author’s contribution 
The research and analysis of the concept is a collaborative effort of both 
authors. 
The software on the RSN-nodes is developed by Oskar Nyqvist. 
Development of the Symbian Smartphone software is done by Björn 
Cederborg.  
Design of the hardware is a result of collaborative effort of both authors. 
  

1.4 Requirements 
This section contains a more detailed goal description of the different 
elements of the prototype that will be developed as a part of this master 
thesis. These demands are based on discussion between participants in 
this master thesis, the commissioner ÅF-Combra and KTH Deparment 
of Machine Design. 
 
The detailed description of the switch construction details requirements 
on the node, described in chronological order in what should be a 
natural development and evaluation path. 
The requirements are spelt out in form of what the hardware and 
software should be able to do in the form of action/interaction elements. 
Boundaries are described in a somewhat technical fashion and delimit 
the capabilities of the nodes as well as the boundaries of the 
development environment. 
The description of the mobile unit details what type of operations the 
unit should be able to perform with and without the network and also 
what type of information the unit shall be able to provide.  
Goal formulation is in the form of demands on the prototype when 
working in conjuncture with surrounding hardware. 
  
The network detail description contains the framework for what type of 
communication the different elements of the network should be able to 
provide.  
In the theoretical part of this paper, a division between what types of 
background information will be examined and which techniques will be 
looked upon has been done. 
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Table 1 shows the goal and requirements of each part of the prototype. 
The requirements are divided into shall and should demands. Shall 
demands are mandatory for the prototype to fulfill the higher level 
requirements regarding functionality and usage. Should demands are 
not obligatory but includes items that were deemed interesting but that 
may not fall into the specified time frame or technological boundaries of 
this master thesis. 
 

Table 1 Detailed Prototype Goal Description 

  1 Detail level description RSN-node 

1.1 Goal 

 The goals of the network and nodes are that: 

1.1.1 Nodes must be able to detect if end user is in proximity of 
node. 

1.1.2 Any node must be able to report on/off status of self.  
1.1.3 Nodes must be able to operate in networked environment.  
1.2 Requirements 

 The Network/Nodes shall be able to: 

1.2.1 Give visual feedback, uses led’s for status indication. 
1.2.2 Do state switch due to manual user interaction 
1.2.3 Do state switch due to automatic user interaction(proximity) 
1.2.4 Switch relay on /off, capable of handling 230 AC 
1.2.5 Report status of self to calling node 

 
The Network/Nodes should be able to: 

1.2.7 Have real-time awareness of roaming node 
1.2.8 Report status of full network to any calling node 
1.2.9 Do measurement of power consumption 
1.2.6 Handle dynamic expansions of network 

 
1.3 Boundaries 

 
The Bluetooth node implementation will not contain 

the following: 

1.3.1 No power saving optimizations 

1.3.2 No implementation of other wireless technologies except 
Bluetooth 

1.3.3 No requirements on data transfer speed between nodes 
1.3.4 No lower level programming of Bluetooth  
1.3.5 No high current control 
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  2 Detail level description, mobile unit 

2.1 Goal 

 The goals of the Smartphone software are to be able 

to: 

2.1.1 Gather and display data of active nodes in network 
2.1.2 Act as a bridge between user and power switch 

 
2.2 Requirements 

 The software shall be able to: 

2.2.1 Send change status command to power switch 
2.2.2 Save status of nodes on disconnect 
2.2.3 Present saved status when disconnected 
2.2.4 Present active status when connected 

 
The software should be able to: 

2.2.5 Present power consumption of nodes 
 

2.3 Boundaries 

 The Smartphone software will not: 

2.3.2 Use any further form of input (Multimedia interface, voice 
control etc) 

2.3.3 Handle more than one controlling node (user) in network. 

 
 

  3 Detail level description, Bluetooth network 

3.1 Goal 

 The goal of the Bluetooth network software is to: 

3.1.1 Develop and implement a protocol for data management in 
network 

 
3.2 Requirements 

 The network shall be able to handle: 

3.2.1 Node to Node communication 
3.2.2 Handle primitive commands, on/off and status reporting 

 
The network should be able to handle: 

3.3.3 Relay commands to distant nodes not in direct contact with 
controlling phone. 

3.3.4 Building of more complex networks 
 

3.3 Boundaries 

 The network will not use the following: 

3.3.1 Higher level protocol, no direct implementation of communi-
cations below RFCOMM 
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2 Theory and technologies  
This chapter will cover most of the tools and techniques used in this 
master thesis. It will also include a market review and some 
explorations on the potential winnings of the concepts analyzed in this 
paper. 

2.1 Standby consumption and Smartphone market analy sis  
This section contains a light overview of the potential market and 
savings possible with a working product such as the one investigated 
and prototyped in this thesis. 

2.1.1 Standby energy consumption in home appliances  

Standby consumption is in this paper defined as power consumed by an 
electric device in non-operating or standby mode. This includes not only 
the obvious example of TV screens and HiFi equipment but also all 
appliances with power transformators with no power switch, such as 
chargers. It also includes devices that provide secondary features such 
as a LED-display on kitchen appliances.  
A report from The National Appliance and Equipment Energy 
Efficiency Committee (2) in Australia shows that the majority of 
microwave ovens have an standby power consumption of two to five 
watts. It could be reasonable to assume that an average person uses the 
microwave about 10 minutes a day on full effect. This gives according to 
the Table 2 a standby consumption of 38% per day on a microwave with 
3.5 w power consumption on standby.   
 

Table 2 Standby power consumption for an average microwave oven 

  Power [w]  Time active 
[min] 

Consumption 
[wH] 

Consumption 
[%] 

Active  800 10 133,3 62% 
Standby  3,5 1430 83,4 38% 

Microwaves are effective compared to other common home appliances 
such as entertainment systems. In general microwaves are only active 
short periods of the day. TV sets, DVD players and home computers are 
used more frequently and for longer periods. In a comparison between 
79 different TV sets by CNET.COM (3) it is shown that a majority of the 
total consumption is between 500 and 1500 Wh. Calculations are made 
with the assumption of 4 hours of active mode per day. Figure 1 shows 
the different TV sets with total consumption on y axis and the standby 
percentage on the x-axis on a logarithmic scale. In most TV sets the 
standby consumption is less than 3%.  
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Figure 1 Standby percentage and total consumption of home for LCD, Plasma and 

RPTV’s.  Data from (3) 

According to Peter Bennich, project manager in the Swedish energy 
agency currently  conducting a 400 household metering study 
conducted by the Swedish energy agency, the standby consumption in 
Sweden is between 5-10% of the domestic power consumption. (1). As 
shown in Table 3  below the estimated total standby consumption is 
between 0.9 and 1.8 TWh per year in Sweden.   
 

Table 3 Estimated yearly standby consumption in Sweden 

  Average 
[kWh]/year 
/household 

Number of 
households[1000] 

Total standby 
loss low(5%) 

estimate [kWh] 

Total standby 
loss high(10%) 
estimate [kWh] 

Apartments  3000                  2 020               303 000 000             606 000 000    

Houses  5100                  2 420               617 100 000          1 234 200 000    

    Sum:         920 100 000          1840 200 000    

In comparison these numbers are equivalent to the total power 
consumption of an Afghanistan or Uganda (4). In monetary means this 
is comparable to 1 – 2 billion SEK or 106 – 212 million EUR, with an 
assumed price of 100 Swedish öre per kWh. 
Power consumption is between 120 – 240 MW.  
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In a report by Alan Meier et al. (5) a list of common appliances and there 
standby consumption is presented. As seen in Table 4 home 
entertainment system are the largest contributors to overall 
consumption.  
 

Table 4 Summary statistics of standby power measurements. Data from (5) 

Product  Count Standby Power [W] 

   Minimum  Average  Maximum  

Cooking fan 1 1,2 1,2 1,2 
Microwave oven 5 0,5 2,9 3,7 
Air conditioner 32 1,0 3,1 9,3 
Digital versatile disk (DVD) 1 3,6 3,6 3,6 
Refrigerator 12 0,5 4,1 12,0 
Rice cooker 1 5,2 5,2 5,2 
Television (TV) 31 2,4 9,6 21,0 
Audio system 5 3,6 10,0 20,0 
Video cassette recorder (VCR) 1 13,0 12,8 13,0 
Video compact disk (VCD) 16 3,4 12,9 22,0 
Amplifier 2 19,0 31,7 45,0 

There is a current trend that the amount of appliances in households is 
increasing (6).  
 

2.1.2 The necessity of reducing standby energy. 

There has recently been a lot of debating on the so called vampire power 
or standby power, but in many cases the resources invested in reducing 
standby power usage could be better off directed toward actually 
reducing the energy usage and increasing the efficiency of appliances. 
This is according to a recent study done at the institute for economical 
research in Köln (7). 
Regulating standby power usage via regulations and laws can be 
expensive, arguments can and have been made against the diverting of 
resources towards regulating standby power. 
Standby power is appreciated to lie behind approximately five to ten % 
of the total energy consumption in a typical small house household in 
typical industrialized countries such as USA and France (8). While this 
might seem like a significant number, even bigger energy savings can be 
made by replacing older technology with newer more efficient product. 
One recent example can be found in the replacement of CRT’s (cathode 
ray tube) with TFT’s, where typical energy usage goes down from 75 
watts to 25 watts, newer developments such as OLED displays may 
decrease these numbers even further.  
(This is confirmed in reports from another sources including  (9)). 
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Another interesting quote can be found on the home page of the US 
federal Energy Star programs home page: "If every household in the U.S. 

replaced one (standard incandescent) light bulb with an Energy Star-qualified 

compact fluorescent light bulb, it would prevent enough pollution to equal 

removing one million cars from the road”. (10) 
In northern countries such as Sweden and Canada one counter 
argument to this could be that the “wasted” energy from incandescent 
lights is not actually waste energy. It contributes in heating the indoor 
environment, and thereby reducing the load on other heating sources. 
Pushing this even further one could counter again with the argument 
that in temperate or warmer climates using incandescent bulbs have a 
two-fold negative impact, where the “waste” energy in many cases here 
must be cooled using AC systems.  
In summation one would conclude that standby reduction is not a black 
and white, though there could be significant gains made by reducing 
standby consumption, there are many other areas that need attention 
and there would be a mistake in focusing too much resources in either 
area. 
 

2.1.3 Operating systems in Smart Phones 

The chosen Smartphone platform for software development in this 
thesis was selected after some research and a discussion with the 
commissioner. Symbian C++ was deemed the appropriate choice based 
on commissioner preferences and platform capabilities. 
Besides being a technically mature platform and having all the 
capabilities deemed necessary in the planning phase of this thesis there 
are also other aspects in which could be of interest to the feasibility of a 
commercial product in later stages. This overshadowed the high 
introductory developing threshold that Symbian traditionally seems to 
be associated with. 
With the overall goal of the project to use hardware already in use by 
the end user and the dependence of project software to work on such 
hardware, the market penetration of the chosen platform is off course of 
great interest. Symbian here holds a not inconsiderable advantage.   
Traditionally there have only been two big players on the Smartphone 
market, namely Symbian and Microsoft. A third party and one of some 
interest is also Linux, but because of its open source nature no specific 
platform can be pinned to its numbers. 
Looking at 2006 and 2007 there has been some introduction of new 
players to the Smartphone market:  



CHAPTER 2 Theory 
 

17 

Android 

Android, a Linux based platform developed by a business alliance 
compromised by Google, HTC, Intel, Motorola, Qualcomm, Samsung, 
LG, T-Mobile, and Nvidia. 
  
Supported by some real heavy hitters in the hardware and software 
market, this platform has gained a lot of interest and although there are 
currently no hardware on the market supporting android, products are 
likely to appear on the market during 2008 (11) 
 
Android and the open software alliance are putting emphasis on 
openness and transparency and have therefore gained a lot of interest 
from advanced users and developers. 

Windows Mobile OS 

Windows mobile is one of the Smartphone players with a lot of 
experience, being on the market since early 2000 then with the name 
Pocket PC 2000. 
 
Despite its longevity on the Smartphone market, and the backing of 
Microsoft, the currently dominating player on the desktop operating 
system market, Windows mobile has never gained any significant share 
on the Smartphone market, mostly because of the lack of usage from any 
of the big handset player, the Taiwan-based High Tech Computer 
Corporation (12) being the exception. (As a side note Sony-Ericsson 
recently announced a flagship Windows Mobile based Smartphone, the 
XPERIA X1, something which could indicate a change in trends.)  

iPhone OS 

Apple, being known as a trendsetter in both the hardware and software 
market, released the iPhone with the complementing operating system 
the iPhone OS. 
 
Breaking the trend of open software Apple instead chooses to tightly 
lock down its operating system. It has only recently opened up for third 
party development (13) 
  



 

Other Linux based Smartphone OS’s

It is beyond the scope of this report to detail information about the 
various other Smartphone Linux solutions currently on the market, but 
it is worth mentioning their existence. Currently there are at least four 
such in products existing on the market: 
 

• Openmoko Linux

• Access Linux Platform

• Qtopia (on Embedded Linux)

• Maemo (Linux based)

Symbian 

Symbian OS is the currently dominating operating sys
Smartphone market and has been 
Smartphone. Symbian was founded in 1998 by Ericsson, Motorola, 
Nokia and Psion. It has since added Samsung and Sony Ericsson.

Figure 2 The six Symbian Sh

As seen in Figure 2 Nokia has the 
 
Symbian currently produces the core operating system for three 
different user interfaces:  
Nokia’s S60 
NTT DoCoMo’s MOAP user interface f
UIQ, a user interface developed by UIQ technologies, a joint venture by 
Motorola and Sony Ericsson.
 
Though different user interfaces exist, the Symbian base remains, 
meaning that most applications can be easily ported between the 
different solutions. 
Although Symbian currently 
market, industry analysts are currently predicting a fall down to 46% by 
2012. 
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based Smartphone OS’s  

It is beyond the scope of this report to detail information about the 
various other Smartphone Linux solutions currently on the market, but 

worth mentioning their existence. Currently there are at least four 
such in products existing on the market:  

Openmoko Linux 

Access Linux Platform 

Qtopia (on Embedded Linux) 

Maemo (Linux based) 

Symbian OS is the currently dominating operating system on the 
Smartphone market and has been so since the introduction of the 
Smartphone. Symbian was founded in 1998 by Ericsson, Motorola, 
Nokia and Psion. It has since added Samsung and Sony Ericsson.

The six Symbian Shareholders 

Nokia has the dominating share of Symbian. 

Symbian currently produces the core operating system for three 
different user interfaces:   

NTT DoCoMo’s MOAP user interface for the FOMA™ 3G network 
UIQ, a user interface developed by UIQ technologies, a joint venture by 
Motorola and Sony Ericsson. 

Though different user interfaces exist, the Symbian base remains, 
meaning that most applications can be easily ported between the 

Although Symbian currently holds a 73% share of the Smartphone 
market, industry analysts are currently predicting a fall down to 46% by 
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Smartphone market shares and predictions

Figure 3 show the market share of Smartphones versus regular mobile 
phones.  

Figure 3 Smartphone market share 2007

As shown in Figure 3
% of the total mobile phone market, although this is a number that is 
expected to rise. 
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continue to grow by approximately 30% each year
reaching a market share of 20%

Figure 4 Predicted Smartphone sales (data from 
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Smartphone market shares and predictions  

show the market share of Smartphones versus regular mobile 

Smartphone market share 2007 

3 Smartphones are currently covering just about ten 
total mobile phone market, although this is a number that is 

-Stat research) predicts that Smartphone sales will 
continue to grow by approximately 30% each year (14) (see figure 4
reaching a market share of 20% (15) in 2011.  

Predicted Smartphone sales (data from (15)) 

With the introduction of handsets such as the iPhone and some of the 
newer Nokia handsets, increased Smartphone adaptation 

crowd feels likely. 
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2.2 Symbian 
Symbian OS is in its fundamentals an operating system for mobile 
devices designed to allow efficient multitasking and memory protection.  
It was developed in the nineties with the objectives to minimize the use 
of resources, principally memory (memory prices has since fallen 
exponentially but the main principles remain sane), minimize the effort 
of the Smartphone user and to allow tight security. 
 
As a means to these ends, the operating system is therefore based on a 
microkernel, a system of services with communication between services 
and a kernel based on a request and callback approach. 
Symbian OS is also heavily partitioned in that it separates the user 
interface from the core API’s, encouraging hardware developers to 
develop their own interfaces and thereby creating a more unique feel for 
products from different developers. 
 
Symbian also has a heavy emphasis on openness extensibility and  
low-power optimizations.  
 

2.2.1 History 

Symbian began as an initiative by Psion, a company mostly known for 
introducing what has been argued to be the world’s first handheld 
computer in 1984. Psion approached Nokia, Motorola and Ericsson with 
the idea of creating a whole new operating system for mobile devices 
based on Psion’s then quite evolved next generation OS project.  
 
The idea from the beginning was to provide a full suite of software, 
covering software all the way from device drivers and kernel up to the 
user interface. 
Due to internal company politics and to the nature of user interface 
development at that time, a host of user interfaces based on early Psion 
reference designs were developed. Some as part of Symbian’s internal 
plan to offer finished user interfaces as part of Symbian, other such as by 
Nokia, developed externally for usage in their own products and in 
Nokia’s case, as a continuation of their old GEOS Series 80 user 
interface.  
 



 

Blackberry

It took until 2001 until Symbian started reali
of developing a full software suite including 
focusing more on the core part of the OS, moving the UI part out to 
external developers such as UIQ and Nokia (both which were already 
working on their own 
 
UIQ were then still a part of Symbian as a continuation of the former 
Ericson Mobile Application Lab, acquired from Ericsson by Symbian in 
1999. 
 
Development continued and the first Symbian based phone, the R380 hit 
the market in late 2000 early 2001. This was the beginning of the road to 
market domination for Symbian as not many other developers had yet 
hopped aboard the Smartphone bandwagon.
The following years several other companies including Sony Ericsson 
and Samsung joined the Symbian family as Symbian continued to 
develop and release new versions of its operating system.
The user interface part 
of small internal UI component call Uikon and Product UI remaining.
Since 2004 Symbian has rema
markets in Europe and Asia
65% mark and above.

 
North America however is still and has for t
different story (see 
company Canalys shows a market image effectively dividing North 
America and the rest of the world
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took until 2001 until Symbian started realizing the full cost and effort 
of developing a full software suite including user interface and started 
focusing more on the core part of the OS, moving the UI part out to 
external developers such as UIQ and Nokia (both which were already 

wn user interfaces). 

UIQ were then still a part of Symbian as a continuation of the former 
Ericson Mobile Application Lab, acquired from Ericsson by Symbian in 

Development continued and the first Symbian based phone, the R380 hit 
2000 early 2001. This was the beginning of the road to 

market domination for Symbian as not many other developers had yet 
hopped aboard the Smartphone bandwagon. (16) (17) 

ears several other companies including Sony Ericsson 
and Samsung joined the Symbian family as Symbian continued to 
develop and release new versions of its operating system.
The user interface part was almost completely phased out, only a couple 

ternal UI component call Uikon and Product UI remaining.
Since 2004 Symbian has remained largely unchallenged on its home 
markets in Europe and Asia, with market shares hovering around
65% mark and above. 

North America however is still and has for the most part been a 
different story (see Figure 5). Statistics published in 2007 by analyst 
company Canalys shows a market image effectively dividing North 
America and the rest of the world (18).  

Figure 5 Symbian North American market 
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As can be seen, the entrance of the iPhone and the more dominant 
position of the domestic firms Microsoft and RIM have shifted Symbian 
to the outer edge of the market. 
Future predictions for the Smartphone are very optimistic, with most 
analysts predicting continuation of the exploding Smartphone sales, 
citing sale increases in the 30 and 40 % range in the coming years. 
(Which would still be a stagnation compared to current sales increases.) 
(17) 
 

2.2.2 Architecture 

This section handles the Symbian framework architecture.  

Symbian OS layers overview 

The Symbian OS architecture is described in five different layers, each 
higher layer is in some form an abstraction of the layer beneath with 
dependencies only going downward, never upwards. Figure 6 displays 
the Symbian layers and objects.  

    

 
(19) 
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The User interface framework 

 
The user interface in Symbian differs from most common operating 
systems. 
Since most of the actual user interfaces are created by third parties (UIQ, 
Nokia) there is only need for Symbian to provide base classes 
substructures. There is however a fully working UI interface component 
integrated into Symbian intended for developers called Uikon. 
A graphical presentation of the Symbian UI architecture can be seen 
below in Figure 8: 

 
 
 
The Applications are basically polymorphic dynamically linked 
libraries, thus cannot own static data, they run as independent processes 
by being called from a process called apprun.exe. 
Applications use the UIKON and vendor GUI classes to create and 
implement a user interface, applications can choose and pick between 
these two but are also allowed direct control to the UI control 
framework and can thereby gain even more control over screen events 
and the window server.  
 

Applications 

UIQ, Series 60 

UIKON 

UI control Framework 
(CONE) 

 

Application 
Architecture 

Look and Feel 

Window Server 

User input and screen 

Hierarchical 
relationships 

Figure 8 Symbian graphical User Interface Framework Overview 
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UIKON is a UI framework implementation by Symbian providing 
controls and event handling classes. It also contains some resources for 
handling command line options and application documents. If a 
developer or vendor wants to alter the appearance and/or size of the 
GUI elements without altering UIKON or vendor GUI code there is a 
library called the LAF library that allows some minor flexibility in this 
sense.  
The UI control framework or control environment (CONE) is an 
abstraction layer between the window server and the application, 
allowing applications to communicate with the windows server without 
needing low level knowledge of the window server/client 
communication details. 
At the bottom (or top) of the hierarchy lies the window server and the 
user input and screen drivers. 
The window server handles screen drawing routines (via libraries) and 
keeps track of window/application ownership. (20) 

Application Services 

The Symbian Application Services layer describes some classes and 
routines that provide basic OS functionality for developers. 
This can vary a bit between vendors but will always provide basic 
functionality such as “PIM Application Services”, “Messaging  
Application Services” and “Browser Application Services.” 
This means that all the basic functionality of the operating system is 
separated from the kernel, and for most of the functionality of the 
operating system this layer will be called. 
What is distinguishing about applications services in comparison with 
applications are that application services are an integral part of the OS 
and provides exposure towards Symbian OS interfaces. 
For more details, each revision of Symbian comes with a system 
architecture overview (21). 

OS services 

OS services are also part of the core framework provided by Symbian 
and their purpose is to extend the core into a fully functional OS, 
providing services across a full range of technologies, in other words 
providing service to graphics, communications, multimedia, and more. 
Once again more details can be found in the Symbian System model 
(21). 
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Base Services 

The base services contain the basic service libraries that turn the 
Symbian microkernel into a programmable framework. It provides an 
abstraction layer above device drivers and kernel that enables the basic 
creation and running of programs. It is thereby basically the gate from 
which any hardware must be able to reach and communicate with the 
rest of the Symbian framework. 

Kernel Services & Hardware Interface 

The Kernel Services and Hardware Interface contain device drivers for 
making any installed hardware functional, the kernel itself and any 
other necessary low level components.  
It provides hardware abstraction and an interface for the base services to 
build upon as well as the management of the core kernel elements such 
as memory management and a scheduler. 
The kernel services also effectively provide a barrier for all other layers 
from doing any actual hardware interfacing. 
In addition to these tasks it is also the Kernel Services and hardware 
interface layers tasks to bootstrap the device or emulator on which the 
OS is to run. That is, to enable the boot sequence and ensure the low 
level start up processes work in correct order. 

OS explanation, small technical overview 

In its most basic configuration, Symbian is divided into four 
components divided by process, DLL and privilege boundaries.  

 
Figure 9 Symbian OS Components 

Figure 9 shows an overview of these components and the boundaries 
that separate them. 
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Applications 

Applications are executable processes that run with a user interface and 
separate from the kernel and services. Applications also have their own 
virtual address space. The application level is the highest and the one 
that programs usually are written for. 

Servers 

Servers are essentially applications or programs without a user 
interface, they provide services for higher level applications also called 
application programming interfaces. Symbian also makes much use of 
the client-server model and transient servers for resource efficiency. 
Transparent servers are servers that only exist when necessary, 
sometime after the last user request to the server and the last client 
request has been done, the server shuts itself down. 

Engines 

Engines are in the Symbian documentation (20) defined as “The UI and 
view independent portion of an application, concerned with data 
manipulation and other fundamental operations independently of how 
these are eventually represented to the user.”That is, engines operate in 
and between applications and supports them without concerning 
themselves with user interfaces and other more none data handling 
processes. All data handling should if possible be done by engines 
instead of in the UI application. 
 

Kernel 

The kernel is the absolute core of an operating system.  Symbian as an 
OS follows a quite modern design, and is based on a microkernel 
approach, where all executables are dynamically linked in to a shared 
library called the user library. The kernel in Symbian handles memory 
management, a scheduler and some device drivers. 
Other elements of Symbian never gets to interface with the kernel 
directly, they instead have to interface to the kernel through a 
dynamically linked library called euser.dll. By using euser.dll executive 
calls and kernel server requests can be made. (20) Figure 10 shows a 
simplified version of the call structure and the two kernel threads. 
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The kernel consists of two main parts, the kernel executive that runs 
privileged code, usually code that executes in user mode and thereby 
can be preempted. And the kernel server, it is the main thread of its own 
process; it is a privileged process and can thereby be preempted. 

 

Executive calls (also known as system calls in other OS’s) to the kernel 
allows a user thread to enter a privileged mode, and thereby access in a 
restricted and predefined way, kernel space objects and hardware 
resources. What an executive call really does is that it switches control to 
the kernel executive. A software interrupt occurs and the processor 
branches to the correct kernel function (defined by the type of the exec 
call). Because of memory protection executive calls are also the only way 
for programs to communicate between each other and share memory.  
The other type of request that can be to the kernel is the Kernel Server 
request. This operation is the only one that is allowed to make 
allocations/deallocations on the kernel heap and create/destroy kernel 
side objects.  Typical such calls are calls that deal with thread 
creation/destruction, memory creation and process creation. They 
basically start as exec calls which code kernel server requests, and are 
then sent to the kernel server thread. The kernel server thread is the 
thread with the highest priority in the whole system and will therefore 
immediately execute. 
 

Figure 10 The Symbian Kernel Threads 



 

Symbian Active Objects

Active Objects are a Symbian specific entity that enables handling of 
several asynchronous activities at the same time without the use of 
threading. An object call
handling any created Active Objects.
After creation an Active Object may request an execution of its 
function. 
The RunL function is the function that will contain code for executing an 
asynchronous command in
code will branch depending on the nature of a status variable inherent 
to the Active Object class and the return of the previous call. The Active 
Objects follows the so called “open closed principle” and are ope
usage by external objects or servers by letting these external objects 
respond or request RunL execution (Figure 1
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outstanding requests will be automatically queued for execution. 
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Symbian Active Objects   

are a Symbian specific entity that enables handling of 
several asynchronous activities at the same time without the use of 
threading. An object called Active Scheduler works as a manager for 

created Active Objects. 
After creation an Active Object may request an execution of its 

The RunL function is the function that will contain code for executing an 
asynchronous command in event of such a request. In many cases this 
code will branch depending on the nature of a status variable inherent 
to the Active Object class and the return of the previous call. The Active 
Objects follows the so called “open closed principle” and are ope
usage by external objects or servers by letting these external objects 
respond or request RunL execution (Figure 11).  

Figure 11 Active objects overview 

The scheduler also contains handling of priority of Active Objects and 
outstanding requests will be automatically queued for execution. 
In effect Active Objects solves the problem of that that most applications 
spend their time waiting for input. 
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Security management 

Since version 9 of the Symbian OS, Symbian has taken a quite original 
route to ensure the security of the platform and its users. This has been 
quite controversial and has caused quite a stir in the developer 
community. With version 9 Symbian added a system called Symbian 
Signed that basically requires developers to send in any applications 
that use a certain level of system resources (specifically those that are 
deemed a risk). If certain demands are met the applications are then 
given a certification that enables them to run under restrictions of the 
certificate. 
Symbian calls this approach Platform Security.  This was developed as a 
response to the more ubiquitous threat of malicious developers and 
users. 
The base of platform security is a system called capabilities. Basically 
what Symbian did was that they required every API to contain a 
description of what resources or “capabilities” the package uses. 
Usage of said API will then need a certificate that covers that specific 
capability if the program is going to be allowed to run by the system. 
Only about 40% of Symbian API’s are however covered by this system, 
the rest are open for full usage directly. That is, their capabilities 
requirements are nonexistent.   
 
An application which has passed the signing process via Symbian signed 
will receive a digital certificate which will be validated at install time. 
API accesses that require capabilities will also be validated (and may 
require user input for authorization at runtime).  
 
Since developers need to test their applications and therefore sometimes 
need to access full functionality including capabilities protected API’s 
Symbian signed has a system where developer certificates can be issued, 
these are however bound to the UID of specific device and can therefore 
not be used in application distribution.  
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Such certificates can also be had from the Symbian Signed webpage. 
Figure 12 shows the process schematically.  

 

 
 
In addition to the capabilities program, other security features include 
data caging and hardware memory protection. Data caging is a way of 
blocking in the memory access of applications to only necessary areas, 
effectively hiding system files and other volatile memory areas. 
 
 

2.3 Wireless networks 
There are a number of different wireless network techniques currently 
existing on the market. This thesis will focus on three of the more 
common techniques; Bluetooth and Wireless LAN who have been a 
mainstay on the market for many years, and ZigBee a more recent 
technique, yet to reach mass market adaptation. 

2.3.1 Bluetooth 

Bluetooth networks consist of piconets. A piconet consists of two or 
more devices. Nodes are connected via physical channels. Physical 
channels will be explained in “Hardware architecture”. A piconet must 
have one master and one or more slaves. Figure 13 displays the layout 
of a piconet. One node can be connected to several piconets; a scatternet 
topology, this is achieved by time-division multiplexing but there is no 
support for this topology in the Bluetooth standard. Each piconet is 
using a common clock (the master’s) and hopping schedule.   
 

Figure 12 Capabilities and the Symbian signed process 
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The schedule is derived from the master’s clock and Bluetooth address. 
Due to the frequency hopping multiple piconets can coexist in the same 
geographical location.   
 

 
 
 
 
 
 

Hardware architecture 
The Bluetooth radio is operating in the 2.4 GHz industrial, scientific and 

medical (ISM) band which spans from 2400 MHz to 2483.5 MHz. The 

Bluetooth standard divides the band into 79 channels numbered 0 – 78. Each 

channel spans over 1 MHz, and the first channel is located at 2402 MHz, thus 

the effective bandwidth is 2402 – 2480 MHz.  

Bluetooth uses a frequency-hopping spread spectrum (FHSS) technique for 

collision avoidance. The hopping scheme used in operation is pseudo random 

and calculated using the Bluetooth address and the clock of the device, the 

scheme is known to all devices in the network. Devices in the network are kept 

synchronized using a common clock. The Bluetooth clock determines the hop 

phase. Bluetooth incorporates Adaptive frequency hopping (AFH) which 

enables the device to coexist in environments where other equipment is using 

parts of the 2.4 GHz spectrum.  The Basic Piconet hop rate is 1600 times/s or 

625 µs/hop.  The time period between hops are defined as slots.  

Data Transmission 
Data is transmitted using two types of modulation. The first (Basic Rate) uses 

binary frequency modulation (FM) using Gaussian frequency-shift keying 

(GFSK). Symbol rate for Basic Rate is 1 Mbps. The second type of modulation 

(Enhanced rate) comes in two variations: Either ð/4-DQPSK or 8DPSK 

modulation is used. Symbol rate for both variants are 1MBps but gross data 

rate is 2 MBit/s using ð/4-DQPSK and 3 MBit/s with 8DPSK.  

Physical Channel 

Master Node 

Slave Node 

Figure 13 Piconet overview 
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When Enhanced Rate is used the access code and packet header are modulated 

using FM modulation and the subsequent payload and trailer is modulated 

using either of the two variants. Both Basic Rate and Enhanced rate is 

supporting Time-division duplex (TDD).  This and some other modulation 

techniques are briefly explained in section Appendix A. 

There are three different classes of Bluetooth devices, the classes refer power 

output. As seen in Table 5 operating range spans from 1 to 100m.  

Table 5 Bluetooth classes and range 

Power 

Class 

Maximum Output 

Power [mW] 

Minimum Output 

Power [mW] 

Approximated 

operating  range 

[m] 

1 100 1  100m 

2 2.5 0.25 10m 

3 1 n/a 1m 

The Bluetooth standard is supporting adaptive power output using Received 

Signal Strength Indication (RSSI). The received signal strength indicates the 

distance to the device, and thus the output power can be regulated to fit within 

this approximated distance.  

Data transport architecture 

Bluetooth frames size varies in the range of 126 – 2871 bits. Table 6 

displays a schematic view of a Basic Rate Bluetooth frame. Overhead 

bits in a frame with full payload constitute 4.6% of the full frame size.  

Table 6 The Basic Rate Bluetooth Frame 

Access code (72 Bits) Header (54 Bits) Payload (0 – 2745 bits) 

With Enhanced Data Rate, 3 more entities are added to the frame: the 
guard period, a synchronization sequence and a trailer. The payload 
differs from the basic payload and is now named EDR payload. Table 7 
displays an EDR frame, as mention above phase shifting modulation is 
used in the synchronization sequence, EDR Payload and the trailer.  
To ensure the reliability of the communication, Bluetooth have 
incorporated three types of error checking into the baseband. A forward 
error correction (FEC) and a header error check (HEC). This enables the 
receiver first to detect and correct errors via the FEC and after this is 
done the HEC gives information of the validity of the transmission. The 
third type of error checking is cyclic redundancy check (CRC) in the 
payload. 
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Table 7 The Bluetooth EDR frame 

Access 

code 

Header Guard 

period 

Synchronization 

sequence 

EDR 

Payload 

Trailer 

Access codes are referring to the physical channel that is used. There are 
three different types of access codes; device access code (DAC), channel 
access code (CAC) and inquiry access code (IAC).  
A Bluetooth device address (BD_ADDR) is a unique identifier of a 
Bluetooth device. An address must be obtained from the IEEE 
Registration Authority.  

Physical Channels 

A physical channel consists of the hopping sequence, the packet timing 
and an access code. There are four types of physical channels: Basic 

Piconet, Adapted Piconet, Page Scan and Inquiry Scan.  
The traffic in the basic piconet channel is controlled by the master using 
a polling scheme. Piconets are established when a slave is requesting a 
connection by paging the master. Once the connection is established 
master-slave role may be exchanged.  
Adapted Piconets is a variant of the basic Piconet with the difference 
that it does not need the full 79 frequencies to operate. Another 
distinction is that the slave is using the same frequency as the master in 
the preceding transmission. Adapted Piconet channels are used when 
adaptive frequency hopping is enabled.  
Page scan channels are used to establish connection between devices. A 
connectable device listens on its page scan channel. When a page is 
initiated by a connecting device, information for setting up a 
Basic/Adapted Piconet is transferred. A connecting device iterates 
through all possible page scan frequencies and requests a connection 
until it finds the searched after device.  
The Page Scan physical channel has a slower hopping rate then the Basic 

Piconet channel. As with the basic piconet the master is the paging 
device and slave is the page scanning device.  
The Inquiry Scan channel is used to discover Bluetooth devices. A device 
that is discoverable listens for inquiry request on a reserved set of 
frequencies. These frequencies are the same for all Bluetooth devices. A 
discovering device hops through all the inquiry scan frequencies and 
sends a request and waits for a response.  The Inquiry scan physical 
channel is similar to the page scan channel in the aspect of master/slave 
relation and the hop frequency rate. 
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Physical links 

Physical links represent a connection between devices in the baseband 
protocol. Each physical channel is associated with one physical link. A 
physical link regulates the following properties: Power control, Link 
supervision, encryption, Channel quality-driven data rate change and 
multi-slot packet control.  There are two types of physical links, active 
and parked links. A link is active if there exists a default ACL between 
the devices. ACL (Asynchronous Connection-Oriented Link) is a logical 
transport. The default ACL is automatically set up when a connection is 
made between two devices. Active physical links can also be placed in 
hold or sniff mode. Parked physical links, when there is no default ACL, 
can carry unidirectional traffic. This is called parked slave broadcast 
(PCB), this is associated with the beacon train. A beacon train is used to 
provide synchronization between a piconets parked slaves.  

 

Logical links and Logical Transports 

Logical links are used to support different transport requirements. Each 
logic link is associated with a logical transport. Logical transports have 
characteristics such as flow control, acknowledgment/repeat 
mechanisms, sequence numbering and scheduling behavior. Logical 
transport indications and link control signaling are carried in the packet 
header. In some of the logical links identifications are carried in the 
payload header. Control signaling can also be carried in the Link 
Manager Protocol (LMP).  
 
Table 8  describes the different types of logical transports and the links 
that use them as well as the physical link layer being used by the 
transport. There is also a short summary of characteristics of the logical 
transports.  
 

Table 8 Bluetooth logical transports and links (22) 

Logical Transport Links Support Supported By Overview  

Asynchronous 
Connection-
Oriented (ACL) 

Control (LMP) 
ACL-C  
User (L2CAP) 
ACL-U  

Active physical link, 
basic or adapted 
physical channel  

Reliable or time-bounded, bi- 
directional, point-to-point.  

Synchronous 
Connection-
Oriented  
(SCO)  

Stream 
(unframed) 
SCO-S  

Active physical link, 
basic or adapted 
physical channel  

Bi-directional, symmetric, point-
to-point, AV channels. Used for 
64Kb/s constant rate data.  
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Extended 
Synchronous 
Connection-
Oriented 
(eSCO)  

Stream 
(unframed)  
eSCO-S  

Active physical link, 
basic or adapted 
physical channel  

Bi-directional, symmetric or 
asymmetric, point-to-point, 
general regular data, limited 
retransmission. Used for 
constant rate data synchronized 
to the master Bluetooth clock. 

Active slave 
broadcast 
(ASB)  

User (L2CAP) 
ASB-U  

Active physical link, 
basic or adapted 
physical channel.  

Unreliable, uni-directional 
broadcast to any devices 
synchronized with the physical 
channel. Used for broadcast 
L2CAP groups.  

Parked slave broad- 
cast (PSB)  

Control (LMP) 
PSB- C, User 
(L2CAP) PSB-
U  

Parked physical 
link, basic or 
adapted physical 
channel.  

Unreliable, uni-directional 
broadcast to all piconet devices. 
Used for LMP and L2CAP traffic 
to parked devices, and for 
access requests from parked 
devices.  

 

L2CAP 

The L2CAP layer provides asynchronous and isochronous data 
transport using framed packets. Casting is either unicast or broadcast. 
Broadcast transmissions are only unidirectional where as the unicast can 
also be bi-directional. Channels created with L2CAP include Quality of 
Service (QoS) implementation. Metadata regarding the packet can be 
included. For example can a limit of the validity of the data be included 
in isochronous transfer. The L2CAP channel manager is responsible for 
arranging the L2CAP channels into appropriate baseband logical link. 
Streaming data or unframed data can be transferred directly via a 
baseband logical link and thus do not need to use the L2CAP channels.  
On Asynchronous Connectionless Link (ACL) logical transport the 
result of the error detection algorithms are used in an Automatic repeat-
request (ARQ) protocol. If the packet is faulty the receiver demands the 
packet to be resent.  
Bluetooth used in broadcast mode have no feedback route, this to evade 
that Bluetooth devices are transmitting same packet multiple times. 
Instead the broadcast packets are sent a multiple of times. This does not 
guarantee a successful transmission but at least increases the 
probability.  
Data classes can be divided into two main types, control (LMP) and user 
data. User data can be divided into framed and unframed data. Framed 
data is handled by L2CAP. Unframed data or streaming data is for 
example voice streaming. Figure 14 shows the Bluetooth layer hierarchy. 
(23) (24) 



 

 

2.3.2 ZigBee 

Technology 

ZigBee is a protocol suite based on the specification IEEE 802.15.4
which is a standard for low
WPAN's).  
The two lowest layers of the ZigBee standard is compromised by IEEE 
802.15.4- the low data rate standard of 802.15 
Medium Access Control (MAC) layer (

Figure 15 Layers in the 802.15 sta

The physical layer handles two different services, Data service and 
Management service.
The physical layer is responsible for activation and deactivation of the 
radio transceiver, performing Energy Detection(ED), Link Quality 
Management (LQM) for received management, collision avoidance 
(CSMA/CA), channel frequency selection and also for data transmission 
and reception. 
ZigBee or IEEE 802.15 works in 27 channels (0
different bands: 

• 868-868.8 MHz: Europe

• 902-928 MHz: North America

• 2400-2483.5 MHz: worldwide use

As of 2006 two additional physical layer configurations are made 
available for high data rate transfers in the 868/915 MHz bands.
The MAC layer handles all access to the physical radio channel and is 
responsible for handling following tasks 

• Generating network beacons if the device is a coordinator

ZigBee

802.15

802.15
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ZigBee is a protocol suite based on the specification IEEE 802.15.4
which is a standard for low-rate wireless personal area networks (LR

st layers of the ZigBee standard is compromised by IEEE 
the low data rate standard of 802.15 - the physical layer and the 

Medium Access Control (MAC) layer (Figure 15).  

802.15 standard 

The physical layer handles two different services, Data service and 
Management service. 
The physical layer is responsible for activation and deactivation of the 
radio transceiver, performing Energy Detection(ED), Link Quality 

QM) for received management, collision avoidance 
(CSMA/CA), channel frequency selection and also for data transmission 

ZigBee or IEEE 802.15 works in 27 channels (0-26) that work over three 

868.8 MHz: Europe 

North America 

2483.5 MHz: worldwide use 

As of 2006 two additional physical layer configurations are made 
available for high data rate transfers in the 868/915 MHz bands.
The MAC layer handles all access to the physical radio channel and is 

e for handling following tasks (25) 
Generating network beacons if the device is a coordinator 

Higher level protocols

Medium Access Control Layer (MAC)

Physical Layer

Figure 14 Bluetooth layers 
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The physical layer handles two different services, Data service and 

The physical layer is responsible for activation and deactivation of the 
radio transceiver, performing Energy Detection(ED), Link Quality 

QM) for received management, collision avoidance 
(CSMA/CA), channel frequency selection and also for data transmission 
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As of 2006 two additional physical layer configurations are made 
available for high data rate transfers in the 868/915 MHz bands. 
The MAC layer handles all access to the physical radio channel and is 
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• Synchronizing to network beacons 

• Supporting Personal Area Network (PAN) association and disassociation 

• Supporting device security 

• Employing the Carrier Sense Multiple Access with Collision Avoidance (CSMA-

CA) mechanism for channel access. 

• Handling and maintaining the Guaranteed Time Slot (GTS) mechanism 

• Providing a reliable link between two peer Media Access Con troll (MAC) enti-

ties. 

The Media Access Control layer contains Media Access Control Sub-
layer Management Entity (MLME). 
The MLME provides services to the Service-specific convergence sub 
layer (SSCS) and makes the MAC layer a functioning intermediary 
between the physical layer and the higher more developer focused 
layers. 
 
Because of the different spectrums available for ZigBee (around 900 and 
2400 MHz respectively) the range and speed characteristics vary 
between implementations.  
 

2.3.3 Network topologies  

The ZigBee protocol is centered on the notion of meshed networks but it 
also supports star and cluster three network types. 
Fig 16 gives an overview of these three topology types. 

 
 

 

Star 

Reduced function device 

Full function device 

Personal Area Network Coordinator 

Mesh 
Cluster tree 

Figure 16 ZigBee Network topologies 
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All topology types require a Personal Area Network (PAN) coordinator 
which builds and controls the network. After initiation each Full 
Function Device may take control of its own network and become a 
PAN coordinator. 
 

Star topology 

In a ZigBee star network a central PAN controller is used and each node 
communicates through this central controller. Each network will choose 
a currently not busy PAN identifier and can then operate 
independently. 
 

Mesh or Peer-to-peer topology 

In a mesh network every node can communicate with any other device 
in range and also with nodes out of range through routing. Mesh 
networks are or can be configured to be self healing and auto expanding 
and organizing. The ZigBee protocol supports  
 

Cluster tree topology 

Cluster tree topology is an expansion of the mesh topology that may be 
most useful when the network contains a lot of Full Function Devices 
(FFDs). A Reduced Function Device (RFD) can then connect to any FFD 
as a leave; the FFD’s then act as coordinating nodes and relay any 
information through other devices in the network. 
 
Cluster-tree network is a special case of a peer-to-peer network in which 
most devices are FFDs and an RFD may connect to a cluster-tree 
network as a leave node at the end of a branch. Any of the 
FFD can act as a coordinator and provide synchronization services to 
other devices and coordinators. 
This approach may lead to increased network coverage, but since 
packets may have to be routed through the PAN increased latency may 
be a side effect.  
 

High level protocols, the developer perspective 

Above the MAC layer in the OSI model lays the network layer, which is 
also the case in the ZigBee layer hierarchy. The network layer is 
responsible for providing a service interface to the application layer; 
services that therefore must be provided are those that handle network 
control, routing, addressing, device configuration, neighbor discovery, 
reception control. 
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Above the network layer lays the Application Layer, this is where the 
brunt of the ZigBee specific implementations lies.  
The Application layer contains four subsets or sub layers necessary for 
fulfilling the ZigBee specification (see Figure 17), ZigBee device objects, 
application support, application objects and security services. 
The application support sub-layer works as an intermediary interpreter 
between the network layer and the application objects or ZigBee device 
objects by providing a set of services used by both types of objects. 
The application support sub-layer also interfaces with the security 
services subset.   (26) (27) 

 
Figure 17 ZigBee layers overview 

 
 

Communications framework 

There are two types of ZigBee networks data transfer types depending 
on configuration, one can select to use a network using beacons and 
superframes or use a non synchronizing model which just 
communicates asynchronously with loose frames on demand.  



 

The ZigBee superframe

In a beacon activated network a superframe structure is used, this 
superframe is passed along the network surrounded by beacon frame
at predefined intervals. 
A ZigBee superframe consists of four basic frame types (

Figure 18 Frame types of ZigBee

The size of each frame may is max 127 bytes where the payload or 
command variable is the only one variable in size. The data frame 
contains the data mean to be sent across the network, the MAC control 
frame provides the ability to control and configure remote nodes, the 
ACK frame is not always necessary but may provide a good way t
ensure the receiving of data packets.
The final frame type, the beacon frame is as mentioned only used if this 
type of functionality is activated in the network, but then provides the 
wakeup call for clients and nodes in the network effectively updating 
and synchronizing the network.
Since there are two (three but routers are omitted here) types of nodes 
possible in a ZigBee network (Coordinators and end devices) there are 
three types of data transfers possible; Coordinator to device, device to 
Coordinator and device to device.
 
If a node needs to send data to a coordinator in the network, the node 
needs to wait for the network or superframe beacon to arrive; it then 
synchronizes with the superframe and at the right time transmits its 
data frame. 
For a corresponding data transfer between a Coordinator and a device
node it sets an indication in the superframe beacon that a packet is 
available, the devices listen to the network periodically and if a packet is 
seen the device transfers a MAC command requestin

•[Frame Control][Sequence number][Adress info][Payload data][Frame 
sequence number]

Data frame

•[Frame control][Sequence number][Frame check]ACK Frame

•[Frame control][Sequence number][Adress infor][Command 
type/payload][Frame check]

MAC 
Command 

Frame

•[Frame control][Sequence number][Adress infor][Beacon 
Payload][Frame check]

Beacon 
Frame
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The ZigBee superframe  

In a beacon activated network a superframe structure is used, this 
superframe is passed along the network surrounded by beacon frame
at predefined intervals.  
A ZigBee superframe consists of four basic frame types (

Frame types of ZigBee 

The size of each frame may is max 127 bytes where the payload or 
able is the only one variable in size. The data frame 

contains the data mean to be sent across the network, the MAC control 
frame provides the ability to control and configure remote nodes, the 
ACK frame is not always necessary but may provide a good way t
ensure the receiving of data packets. 
The final frame type, the beacon frame is as mentioned only used if this 
type of functionality is activated in the network, but then provides the 
wakeup call for clients and nodes in the network effectively updating 
and synchronizing the network. 
Since there are two (three but routers are omitted here) types of nodes 
possible in a ZigBee network (Coordinators and end devices) there are 
three types of data transfers possible; Coordinator to device, device to 

r and device to device. 

to send data to a coordinator in the network, the node 
to wait for the network or superframe beacon to arrive; it then 

the superframe and at the right time transmits its 

responding data transfer between a Coordinator and a device
node it sets an indication in the superframe beacon that a packet is 
available, the devices listen to the network periodically and if a packet is 
seen the device transfers a MAC command requesting this data.

[Frame Control][Sequence number][Adress info][Payload data][Frame 
sequence number]

[Frame control][Sequence number][Frame check]

[Frame control][Sequence number][Adress infor][Command 
type/payload][Frame check]

[Frame control][Sequence number][Adress infor][Beacon 
Payload][Frame check]
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In a beacon activated network a superframe structure is used, this 
superframe is passed along the network surrounded by beacon frames 

A ZigBee superframe consists of four basic frame types (Figure 18)

 

The size of each frame may is max 127 bytes where the payload or 
able is the only one variable in size. The data frame 

contains the data mean to be sent across the network, the MAC control 
frame provides the ability to control and configure remote nodes, the 
ACK frame is not always necessary but may provide a good way to 

The final frame type, the beacon frame is as mentioned only used if this 
type of functionality is activated in the network, but then provides the 
wakeup call for clients and nodes in the network effectively updating 

Since there are two (three but routers are omitted here) types of nodes 
possible in a ZigBee network (Coordinators and end devices) there are 
three types of data transfers possible; Coordinator to device, device to 

to send data to a coordinator in the network, the node 
to wait for the network or superframe beacon to arrive; it then 

the superframe and at the right time transmits its 

responding data transfer between a Coordinator and a device/ 
node it sets an indication in the superframe beacon that a packet is 
available, the devices listen to the network periodically and if a packet is 

g this data. 

[Frame Control][Sequence number][Adress info][Payload data][Frame 

[Frame control][Sequence number][Adress infor][Command 
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Comparing device to device communication using superframes or using 
collision detection and constantly listening to the network, the first 
approach is of course more power saving since the clients can sleep 
during the superframes inactive period and between frames. (26) (27) 

Implementation types, examples, common usage 

ZigBee has since its arrival had a focus on providing a low resources 
solution for wireless applications where the higher data rate of other 
solutions such as wireless LAN and Bluetooth is unnecessary. 
Because of the much lower energy consumption of ZigBee compared 
with other technologies is suitable for usage in for example the 
following areas: 
Mobile Services – m-payment, m-monitoring and control, m-security 
and access control, m- healthcare and tele-assist. 
Home Automation – Sensor networks, automated lighting, 
environmental control, entertainment control, remote controlling of 
media. 
Industrial sensor networks - Process Controlling, Environmental 
management and monitoring 
Office buildings – Passage control, security systems, energy monitoring  
 

2.3.4 Wireless Local Area Networks 

WLAN:s allow users in a local area to form a small network or access to 
the internet via an access point. 
Given that the users do not need access to network resources, a tempo-
rary network can be formed by a small number of users without the 
need of an access point. 
 
There are a number of wireless local area network standards built upon 
the 802.11 architecture and currently the standards 802.11a,b,g,n,y are in 
use or waiting for approval. 
Although most of these standards differ in aspects such as speed, range, 
modulation technique and more, they are required to behave as a wired 
LAN when interacting with higher layers in the IEEE 802 family. 
 
Wireless LAN is usually formed based on a cellular structure, dividing 
the system or network in to cells. These cells, called Basic Service Sets 
(BSS) are controlled by an access point. 
A WLAN network can be compromised by only one cell but is usually 
not. (Mostly several cells connected to a internet backbone in form of a 
Ethernet connection). 
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Because of the standard requirements mentioned above, the whole 
WLAN will be seen as a standard 802.xx network to higher layers, 
something which will enable backwards compatibility with a high 
number of applications. 
 
The 802.11 basic layer structure works according to Figure 19 (28) 
 

 
Figure 19 802.11 Reference Model 

 

The Physical Layer 

One interesting aspect of the different 802.11 standards is that the 
physical layer may differ between standards. The PHY layer of 802.11 
describes the RF modulation techniques used for transmitting the data 
over air as well as the other physical parameters necessary for successful 
communication.  As of this document there are currently four different 
modulation techniques (28): 

• Frequency-Hopping spread spectrum (FHSS) 

• Orthogonal frequency-division multiplexing(OFDM) 

• High Rate direct sequence spread spectrum (HR/DSSS) 

• Infrared (IR) 

Further description of these techniques may be found in Appendix  
Appendix A 
 
Infrared is no longer on the 802.11 support list and is not relevant for this 
paper and therefore not covered. 

The Media Access Layer 

As the nature of a MAC layer, the MAC in WLAN’s or specifically in 
802.11 standards functions primary to provide coordination access 
between stations and to enhance communications. 

802.11
Data Link Layer

Physical Layer

MAC Sublayer

PLPC Sublayer

PMD Sublayer

PHY Sublayer 
Management

Station 
Management,RSNA 
Key Management 
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The MAC Layer uses the Physical layer for performing transmission, 
reception and carrier sensing. 
Some of the other primary functions of the 802.11 MAC Layer are the 
following: 

• Scanning:  Passive or active, either receiving a beacon from an access point or 

requesting a scanning probe. 

• Authentication: Open system authentication or WPA. 

• Association: Synchronizes the client with the access point and provides confi-

guration data. Required before starting frames communication. 

• Request To Send/Clear To Send: Controls timing and verifies for nodes hidden 

from each other that access for sending frames is ok by using RTS/CTS com-

mands.  

• Power save Mode:  Enables a unit to enter a power saving “sleep mode”. A 

sleeping unit wakes up periodically to beacons sent from the access point. 

• Fragmentation: Enables the division of packets into smaller frames. Can help 

for avoiding a lot retransmission of packets if the signal to noise ratio is low 

or a source of disturbance is present. 

 

Higher level examples. 

For implementing an arbitrary network using WLAN above 802.11 
MAC layers there are a multitude of options.  
One of the most common one is the usage of an IP or IP subnet network 
protocol, implementing some form of TCP or TCP/IP and for example 
using Telnet or HTTP for the final application implantation.  
 
Though there is a lot to be said of such implementations and the various 
aspects that cover them the scope of such a discussion is to wide for this 
paper to cover and will be left for subsequent reports or for the reader to 
explore on its own.  

Security 

Earlier implementations of WLAN used an authentication system called 
Wired Equivalent Privacy (WEP) which used a technique called Shared 
Key authentication for authenticating clients. This system uses plain text 
for sending the encrypted shared keys and has been found to be very 
vulnerable to statistical analysis attacks. 
The newer and improved Wi-Fi Protected Access has a certification 
program and higher level of security using pre shared keys or a secure 
key server. 



 

The security of WPA is by nature much higher than that of WEP but the 
system is still hackable using brute force techniques such 
attacks. 
Still there is no known easy way pass WPA which makes it considered a 
secure solution for most types of non sensitive applications.
 

2.4 Hardware environment
This chapter gives a short introduction of the hardware used in develo
ing the prototype.  

2.4.1 STK500+STK501 

The ATMEL Starter Kit 500(ATSTK500)
Atmel’s AVR series
functionality: 
 

• In-System programming (ISP) 

• Support for 8-,20

• Two RS232 serial interfaces 

• Variable internal clock

• Variable supply voltage

• I/O connectors 

• Switches  

• LEDs  

The expansion board STK501 adds 64
driver and connector. 

The ATSTK500 and ATSTK501 include more features not listed here, for 
more information see 
 

Figure 21 STK500 
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The security of WPA is by nature much higher than that of WEP but the 
system is still hackable using brute force techniques such as 

Still there is no known easy way pass WPA which makes it considered a 
for most types of non sensitive applications. 

Hardware environment  
This chapter gives a short introduction of the hardware used in develo

ATMEL Starter Kit 500(ATSTK500) is a development system for 
series microcontrollers. It provides the following 

System programming (ISP)  

,20- ,28- and 40-pins microprocessors.  

Two RS232 serial interfaces  

Variable internal clock 

Variable supply voltage 

 

The expansion board STK501 adds 64-pin support and an extra rs232 
driver and connector.  

The ATSTK500 and ATSTK501 include more features not listed here, for 
see (29) (30). 

 

Figure 20 STK501 
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2.4.2 ATmega128L 

AVR ATmega128 is 8 bit microprocessor based on the AVR-RISC 
architecture. Of the 64 pins 53 are programmable I/O lines. The 
programs are stored in a flash memory. Internal clock frequency spans 
from 0 – 8 Mhz. Operating voltages from 2.7v to 5.5v. 
Available memory: Flash 128 kb, EEPROM 4 kb and SRAM 4 kb. (31) 
Power consumption is shown in  
Table 9. 
 

Table 9 Power consumption of the ATmega128L 

Power consumption 

Active (max, running at 8Mhz) 20 mA 
Idle (max, running at 8Mhz) 12 mA 
Pin layout of the ATmega128L is shown in Figure 22 
 

 
Figure 22 Pin configuration of ATmega128L 
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2.4.3 Ezurio Limited Bluetooth Module 

 
The Bluetooth module provides UART/USB to Bluetooth link. The 
Bluetooth module operates either in a single point (between two 
devices) or in multi point mode. The single point mode is controlled 
using an AT command protocol similar to Hayes protocol. The protocol 
has been adapted to support Bluetooth specific operations. Ezurio 
Limited accentuates that source code for operating modems could be 
reused to operate the Bluetooth module with some adaptations.  
The Multipoint protocol does not support the Hayes AT protocol 
standard. Instead of plain text commands sent with AT compatible 
protocol, command bytes (8*X bits) are sent via UART/USB. (32) 

Operations 

The basic functionality provided by the module is the establishment 
/disconnection of connections, neighborhood scans, the fetching of 
friendly names and device pairing. The module is equipped with 9 
digital GPIO and 2 analogue ports with 8 bits resolution. Bluetooth 
Profiles supported are:  

• GAP Generic Access Profile.  

• SDP Service Discovery Profile.  

• SPP Serial Port Profile. 

• DUN Dial Up Networking. 

• Audio Gateway. 

• HSP Headset Profile.  

• HFP Hands-free profile 

• FTP File Transfer Profile (full client support).  

The module operates in two modes, Local and Remote command mode. 
Local command mode is used to make connections, scan neighborhood 
and set parameters. Remote command mode relays data sent via UART 
to the receiver. Supported baud rate spans from 1200 to 921,600 Bps.  
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AT commands 

All commands sent to the module are ended with a carrier return <CR>.  
Replies from the module are ended with a linefeed and a carrier return. 
Bluetooth addresses and device codes (12 and 6 digit hexadecimal 
respectively) are handled as characters sent in plain text. (33) 
Example of AT commands: 

 
Function:  Connect to Bluetooth device with address 1234567890AB. 
To module:  ATD 1234567890AB<CR> 
Reply from module:  

<CR,LF>CONNECT 123456789012< CR,LF> 
Or  <CR,LF>NO CARRIER<CR,LF> 
 

Function:  Make Bluetooth device visible and connectable. 
To module:  AT+BTP<CR> 
Reply from module:  

<CR,LF> OK< CR,LF> 

Security 

Ezurio Bluetooth module supports encryption for in and/or outgoing 
connections. The module also supports authentication using a key for in 
and outgoing connections. Paired devices address can be stored in the 
module. The module can be set/unset to be discoverable and 
connectable.  

Power consumption 

There are three user dependent factors that have a large impact on the 
power consumption of the device; supply voltage level (3.6v or 5v), 
UART baud rate and mode of operations.  
Available modes are: idle, waiting for a connection, inquiring, initiating 
a connection, sniff and connected. Table 10 displays the power 
consumption in mA according to Ezurio Limited Module Datasheet. (32) 
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Range 

According to the Ezurio Bluetooth Module Datasheet the throughput of 
the module is limited to 280 Kbps when data is transferred through the 
RFCOMM stack. Transfer rate and distance are correlated according to 
Figure 23 below. (32) 

 
Figure 23 Ezurio Bluetooth module transfer rate over RFcomm 

 

Table 10 Ezurio Bluetooth power consumption [mA] over different modes and baud 

rates 

Mode of operation Supply 

Voltage [v] 

Power consumption [mA] 

Baud rate  9600 38400 115200 460800 

Idle Mode  3.6v 1.60 1.80 1.96 3.00 

 5.0v 2.00 2.10 2.30 3.40 

Wait for Connection Or Discovery 3.6v 2.75 2.94 3.10 4.12 

 5.0v 3.26 3.36 3.55 4.63 

Inquiring Mode 3.6v 50.00 50.00 50.00 50.00 

 5.0v 54.00 54.00 54.00 54.00 

Connecting Mode  3.6v 50.00 50.00 50.00 50.00 

 5.0v 54.00 54.00 54.00 54.00 

Connected Mode (No Data Transfer) 3.6v 6.00 6.10 6.40 7.20 

 5.0v 7.20 7.20 7.40 8.20 

Connected Mode (Max Data Transfer) 3.6v 21.50 22.50 24.50 32.50 

 5.0v 24.50 26.00 28.00 36.00 
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2.4.4 Carbide C++ Integrated Development Environmen t 

Carbide C++ (pictured in Figure 24) is a development platform and 
integrated environment for developing software for the Symbian OS 
platform. 
The carbide interface is built upon the Eclipse platform, an Integrated 

Development Platform (IDE) developed originally for Java development, 
but has since gained support for a multitude of different languages 
through plugins. 
Carbide is developed by Nokia and is their primary development 
platform for the Symbian operating system. The primary competitor to 
Nokias series 60 UI, UIQ has also developed plugins for carbide 
enabling developers to use the platform for UIQ Symbian development. 
(34) 

 
Figure 24 The Carbide IDE 

The license model of Carbide currently consists of four available 
software versions: 

• Express -- Most basic version. Emulator debugging only. 

• Developer -- Also contains online debugging. 

• Professional -- Includes system-level on-device debugging, and also 

performance profiling tools. 

• OEM – Targeted for driver and hardware developers. Contains every-

thing in Professional edition but also stop-mode debugging with in-

circuit emulators. 
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3 Implementation and design 
This section describes the prototype development process and the final 
result.  

3.1 Prototype requirements 
As a part of this master thesis a standalone hardware and software 
prototype is to be designed. The purpose of this prototype is mainly for 
demonstration and testing purposes. The following demands are put on 
the prototype as such a platform. 

Software requirements 

The prototype microcontroller software must be able to: 

• Detect if the end user is in the vicinity and execute instructions 
accordingly. 

• Report the status of the relay/node via a debug USER interface 
and/or via a Bluetooth link to the Smartphone control software. 

• Operate in a network fashion with a number of other nodes and 
handle the introduction and extraction of nodes in an autonom-
ous way. 

• Software will be developed in Symbian for usage using a Sony 
Ericsson Smartphone. 

The microcontroller software must also be able to relay commands to 
nodes not currently available to the controlling Smartphone.  

Requirements on the Smartphone software include: 

Show the status of the network using said Smartphone software which 
will also enable the user to interact with and configure the network in a 
limited fashion. This includes the enabling and disabling of the so called 
proximity mode as well as direct interaction and setting of node relay 
status. The status of the network must also be stored in persistent way 
for usage in a non connected mode.  

The Smartphone software will also be required to provide said functio-
nality using a graphical user interface which will be end user friendly 
and should require no further training or technical expertise before 
usage. 
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Hardware requirements 

One part of the prototype will be to construct a hardware platform with 
the functionality of a network node. This will then be connected to a 
wall socket to provide 230VAC switching functionality. 

This external hardware prototype is required to be able to handle 
switching Swedish standard wall socket electronics, which is 230V 
alternating current with a 50Hz frequency. Currents of up to 10 ampere 
are to be tolerated without hardware failure. Currently no requirements 
are set on the longevity of the hardware since it is only intended as a 
demonstrator.  

Besides being able to handle sourcing currents for any peripheral 
equipment the hardware platform is also required to be able to source 
current for internal usage from any plugged in 230VAC source. The 
platform will be developed in an integrated fashion with options for 
expansion using standard I/O gates. 

3.2 System Architecture 
The system can be viewed as four discrete parts:  

• Electronics design of the socket 

• Microcontroller software  

• Smartphone software  

• The network 

A User interacts mainly with the system using the application 
developed for Symbian Smartphone, for debugging purposes there is a 
support for direct computer to socket communication using RS232 
communication. 
The system supports active and passive user interaction.  With active 
interaction the user can use the Smartphone as a remote control for the 
socket. Active functionally is to switch a socket on/off, set socket in 
proximity mode, and request socket/network status. Socket status 
consist of current mode (proximity on/off) and status (socket relay 
on/off). When network status is requested the status of all nodes are 
transmitted to the Smartphone.  
All socket nodes in the network is kept updated of the current status of 
the other nodes using a periodic update mechanism. This procedure will 
be described more in detail in the Embedded Software section.  
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The passive interaction in the system consists of user awareness. This is 
achieved by letting the microprocessor periodically search for the 
Smartphone. If the phone is not found the system concludes the user is 
no longer in range, and thus all sockets in proximity mode will switch 
off. 
Figure 25 shows the basic layout of the system.  

 
Figure 25 Prototype layout 

3.2.1 Network 

This section gives a high level description on what/how information is 
transferred and how the network is established. For technical details on 
Bluetooth technology see the Bluetooth chapter. 

Architecture 

Connection between the nodes is done ad-hoc. There is no passive 
physical link between the nodes. Data transmission initiated with a 
connection to the receiving node, the data is being transferred and then 
the node disconnects (with the exception of the Smartphone device 
which can hold the connection while waiting for user input). To detect 
active nodes in the network, the nodes scan for active Bluetooth nodes. 
All nodes use a data handling system that stores the Bluetooth address 
of the network nodes. All nodes in the network are connectable and 
discoverable.   A naming algorithm is used to separate nodes from other 
Bluetooth devices.  

When a new node is introduced in the network it will be discovered the 
nodes periodic scans. When a node is introduced it will also in its 
startup perform a scan.  
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RSN-node to RSN-node 

As mentioned earlier the RSN nodes will perform a periodic informa-
tion sharing connection. The nodes exchange information of its current 
status and mode. Each node connects to all nodes in its database. All 
nodes have knowledge of the status of the entire node network. 

The nodes can also establish a connection between each other when a 
command is relayed. This occurs if the roaming node (Smartphone) 
request a command to be executed on a different node then the one 
which it is connected to.  

Smartphone to RSN 

The Smartphone or roaming node establishes a connection to the RSN 
nodes on user request. The user can request information of the current 
node, information of all nodes in network, set state and mode on all 
nodes. If the requested node is not answering the connection, the 
roaming node tries to establish a connection to another node. This 
happens when a nodes is out of reach, busy or not active. When the 
connection is established to the other node, the command is sent with a 
target marker. On disconnect the RSN nodes tries to establish a connec-
tion to the wanted node to perform transfer the requested command.  

Information architecture 

All data transferred over the network are in plain text. This text is 
marked up using a format based on XML.  

Table 11 XML format tags 

TAG Description 

<PACKET> Indicates that   information packet is transferred. 

Encapsulates the other tags.  

<TID> Request ID, to enable protection from circulating 

commands.  

< INSTRUCTION> The instruction tag encapsulates the target, source and 

command tags.  

<TARGET> Address of the node that should perform the command 

<SOURCE> Who is requesting the command (Roaming node)  

<COMMAND> Command to be executed 
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An example of a packet transmission is presented below:  

<PACKET> 

<TID> 
HHMMMM 
</TID> 
<INSTRUCTION> 

<COMMAND> 
SETMODEON 
</COMMAND> 
<TARGET> 
0002C7E613FF 
</TARGET> 
<SOURCE> 
0002C7E610EE 
</SOURCE> 

</INSTRUCTION> 

</PACKET> 
 

Carrying the data with XML markup enables easy debugging. It also 
simplifies migration to other network carriers. There is however a 
large overhead using this technique.  

3.2.2 Electronics architecture 

There are four types of signals handled by the system. These are 230V 
AC, 5V DC, RS232 Communication and 5V binary signals. Figure 26 
provides an overview of the electronic architecture. The dashed lines in 
the figure displays data signals. Solid lines are power supply lines. The 
Power supply unit (PSU) is supplied from the in socket. This in turn 
supplies the rest of the electronic circuits in the system, mainly the 
Microcontroller, Bluetooth Module, and the UART amplifier circuit.  
The relay is controlled by the Microcontroller and it relays the power 
from the in socket.  
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Figure 26 Electronics overview 

Power supply architecture 

The prototype operates on 5V DC. An overview of the process of 
transforming 230V AC to 5V DC is seen in Figure 27. The socket receives 
230V AC from the net. This is transformed to 9V AC.  

 

Figure 27 Power supply overview 

 
The next step rectifies the alternating current. As seen in Figure 28 the 
voltage is oscillating. Therefore a filter (a reservoir capacitor) is added to 
even out the slopes. The final step is a Voltage Regulator circuit which 
regulates the voltage to a stable 5V DC. (35) 

 

Figure 28 Voltage level with rectifier 
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Components 

This section provides a brief overview of different components used in 
the prototype module.  

 
Control 
Atmega128 
The atmega128 16 bit microcontroller from Atmel is the heart of the 
prototype and controls any operation performed in the module. For 
more information regarding the atMega128 see chapter 2.4.2. 
 
Communication 

Ezurio Module 

The Bluetooth component of the prototype is made by Ezurio, a subset 
of Laird Technologies. 
The module is a fully integrated circuit containing radio, antenna, 
persistent memory and its own UART module for data passing and 
configuration. Figure 29 shows the module and its different 
components.  

 
Figure 29 The Ezurio Bluetooth module (from  (32)) 

The module is driven by 3.7 DCV and has an ampere outage of 60mA. 
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Max202 

The Max202 integrated circuit is used for communications with any 
rs232 compatible external interface. The circuit transforms any lover 
level (in this case 0-5V) signal into rs232 standard -12 – 12 V. This is 
mainly used for debugging and diagnostics using a standard PC-
platform. 

 

Power 

PCB transformer - Hahn EI302 2021 

A PCB transformer of the German manufacturer Hahn is used for 
transforming the 230V AC current down to 12V AC. The transformer is 
a 1.5VA unit with a maximum current output of 166mA. Figure 30 
shows a cutout of the Hahn EI transformer series. 

 
Figure 30 Cutout of the Hahn PCB transformer  

 
 

Rectifier - Taiwan Semiconductor MBS2 

For rectification of the alternating current a Taiwan Semiconductor 
manufactured rectifier is used. Maximum current output is 0.8A and 
maximum input voltage is 200V, both values which are well within the 
maximum specification of the transformer. 
 
 

Voltage Regulator - National Semiconductor LM 78M05 

Since the preferred voltage for most components used is 5V or less a 
standard linear voltage regulator of the type 7805 is used. Maximum 
current output of the regulator is typical 0.5 Ampere. The regulator is 
coupled with a reservoir capacitor for flattening the signal. 
 

Switching 

Relay – Schrack RT114005 
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Switching operations of the prototype modules are handled by a Shrack 
single pole relay type RT114005. The relay is rated for 12A at 250VAC. 
Contact life is rated at 1200 operations at 1kW/250Vac. These 
specifications may be a bit low for a production unit but are well suited 
for a prototype unit. Longer lasting relays such as solid state contactor 
relays may be preferable for production units. 
 

3.2.3 Embedded Software 

The software is written in C using WinAVR as development 
environment. The software on the microcontroller is handled by 
interrupt triggered and periodic functions.  

Data structure 

The information stored in the database are name, state, mode and 
address of the other nodes in the network. Each of these posts is 
handled as a struct. A struct array handles the data posts stored. The 
data handling mechanism is implemented as a class although there is no 
built in support for object oriented programming in C. This is done to 
enable easy transition to other environments. The memory available is 
largely used by overhead data. As the data transferred over the network 
is in XML format there is need to store tag names. The debugging 
interface is conducted in plain text which also requires parsing. Other 
data such as port settings and counters are a small part of the systems 
memory load.  
 

I/O Port 

On the prototype developed 16 I/O pins are available.  These are used 
for controlling a led array and control of the relay. There are also a 
number of pins open for further development, these pins are connected 
to AD converters but can be used as general input/output.  
Four pins on the microprocessor are dedicated for USART 
communication covering the Bluetooth module and the computer 
debugging interface.  
There are also four pins connected to enable in system programming 
(ISP) of the device.  
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Bluetooth module 

Interaction with the Bluetooth module is done via a communication 
handler. The handler is an interface providing the program to use the 
Bluetooth module as an ordinary functions library. E.g. instead of  
sending “AT” via the UART and waiting for “OK” reply from the 
module the Boolean function isModuleReady is called.  
Table 12 displays the functionality used in the interface along with a 
short description.  

Connect Establish a connection to remote address 

Disconnect Disconnect active connection 

Enter Datamode When in transmit mode module enters data mode  

get Friendlyname get Friendly name set in the module 

get ID get Bluetooth address of current device 

isReady returns true if module is ready to receive commands 

Initialization Initialization  for Bluetooth module 

Ping “Ping” device using name resolve 

reset Resets module 

Scan neighborhood Scan neighborhood using discovery protocol 

Wait for OK Waits for OK from module, standard reply 

 
Table 12 Bluetooth module interface  

 
As there is no ‘ping’ function in the Bluetooth standard a name resolve 
is done instead. This enables the embedded device to passively detect 
the Smartphone. The inquiry connection that is established to transfer 
the friendly name is not detected by the Smartphone user.  
The Scan neighborhood function lets the Bluetooth module perform a 
neighborhood scan, the found nodes are sent back to the microprocessor 
in plain text. This text is parsed and the information is added to a 
database. Identification of which nodes are switch-nodes is done by 
their friendly name identification. All nodes have “RSN-“as a prefix and 
then a 3 digit suffix derived from their Bluetooth address. When 
performing a scan, there is no set number of units being detected and 
the call is asynchronous. Therefore the interface is consistently searching 
for the end of scan.  
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Interrupts and periodic functions 

A schematic view of the software is seen in Figure 31. 

  
Figure 31 Prototype software schematic view 

Each program cycle begins with an update of the RSN-nodes mode. The 
program determines the mode of the relay depending on status flags 
(Proximity activated/deactivated, Successful ping of roaming node, 
Requested Relay mode) according to Table 13. 
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Table 13 Truth table relay mode depending on status flags 

Proximity Successful 

ping 

Requested 

Relay 

Relay mode 

True True - Active 
True  False True Active 
True False False Deactivated 
False - True Active 
False - False Deactivated 

After the update the node is waiting for a event to occur. There are two 
possible events, either there is an incoming connection on the Bluetooth 
module or a timed function is executed. A connection can be either from 
the roaming device (Smartphone) or from a RSN-Node.  The roaming 
node can request a command or ask for status. If the node is not the 
target of the requested command the node disconnects the roaming 
node and connects to the targeted node and subsequently transmits the 
command. Alternatively the node changes the status flags according to 
the requested command.  
If the connection is from a RSN node then either it is a requested 
command that is being relayed, as mentioned above, or the node is 
requesting a status exchange. During a status exchange the connecting 
node and answering node sends their current status (status flags).  
 
When the node is waiting for events a counter is increased and thus 
enables the system to handle timed functions. There are two types of 
timed functions; scan and exchange procedure and proximity detection 
of the roaming node.  
The first step of the scan and exchange procedure is a Bluetooth 
neighborhood scan. The program then connects to all RSN-Nodes 
visible to the node. The information exchange is handled as discussed 
above. 
 
The proximity detection is using a form of ping function to determine 
the proximity of the roaming node. The proximity function is more 
frequent then the scan and exchange procedure.   
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Debugging interface 

Communication with the user is conducted via a plain text terminal 
communication. When connected the user is presented with status 
information of whether there is a connection on the module. In the 
debugging mode the user can set the relay manually. It is also possible 
to set the roaming node identification address. Functions that are 
implemented as timed events can also be called by the user. Finally the 
user can also request a printout of the database in plain text.  
 

3.2.4 Smartphone Control Software 

Since the proximity detection of network is based on the notion of a 
Bluetooth enabled Mobile Phone, it was natural to develop software for 
such a phone. 
The platform selected was Symbian for Sony Ericsson Mobile phones 
with the UIQ interface. 
Development was done in The Carbide integrated development 
environment, a subside of the well known Eclipse IDE. (see section 
Carbide under Tools)  

The purpose of the application developed was of 
that of controlling individual nodes in the 
network, to provide a oversight of the current 
network status and to configure the network. 
The application is built according to the Standard 
Symbian UIQ application architecture, that is, it 
contains the required application class, 
document class, and application user interface 
class. A class CBlue was created for handling 
Bluetooth sockets and communication and a 
CdataHand class for handling data storage and 
retrieval. The user interface was built using a 
application resource file and generated at 
application initialization. 

Figure 32 provides a quick overview of the data and header files of a 
early version of the Symbian project. 
 
Figure 33 provides an oversight of the basic application usage and 
describes some of the states which the application will enter depending 
on user and network action. 

Figure 32 File structure 

overview 
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The UML model presented presents a state when network is already set 
up and configured; the database is preferably already filled with node 
information.  
If mentioned requirements are fulfilled and the user elects to make a 
modification or to interact with the network in another way the 
following scenario: 
The user selects a commando from the GUI. This will then trigger a 
event handler which will initiate a connection attempt with the selected 
node. Depending on the success of the call and sub-sequential 
acknowledgement, a database entry will be created containing the 
updated status. A call to update the GUI with the newly updated 
database information will then be made to reflect upon the newly 
altered Network status. The application will then return to an idle state 
with event handlers ready to handle additional input from the user. 

 
Figure 33 Sequence Diagram of the Smartphone Application 
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The Bluetooth connection class 

There are several ways to interact with Bluetooth using the Symbian 
Smartphone platform. The common approach and the one elected for 
usage in this application prototype is the usage of sockets. Protocols, 
addresses and port numbers are defined before the connection is 
initialized.  
The socket connections are established using the standard Symbian 
ESocket protocols. These functions provide a client interface in which 
protocol modules can be plugged in. Typical such protocol modules can 
for example be TCP/IP or IrDa modules. 
The library functions RSocket and RSocketServ provide a subset of 
functions to the ESock Client. Together with RHostResolver it allows for 
connection to be setup and data to be sent according to a previously 
specified protocol.  
 
In order to establish a working Bluetooth connection via ESock the 
following steps must be taken: 

� A Connect attempt must be made to a defined RSocketServ. 

� A protocol must be defined (in this case RFCOMM) and found using RSocket-

Serv. 

� Here an opening attempt can be made with a RSocket, this requires input in 

form of an already connected RSocketServ, an address family, socket type and 

a protocol definition. 

� For the Bluetooth protocol here you have the option to add security settings 

to the connection protocol such as encryption PIN requirement and the de-

fault connection acceptance.  

� A TBTSockAddr object must then be initialized and will be stuffed with the 

remote address, any security settings and the remote port number. 

This address will either have to be found using the inherent discovery proto-

col in Bluetooth or taken from an already added object in the database. 

� If all of these steps have been taken successfully a connection attempt can be 

made submitting the TBTSockAddr object and a status parameter.  

If active objects (see corresponding section) are used (and this seems to 
be the preferable alternative) this object will return with a error code 
indicating the status of the outgoing connection. 
Any open connection such as described above is now open for both 
sending and receiving data.  
The idle state in a connected mode is by default to continuously read 
from the open port to a dummy buffer to handle any incoming data 
unless a outgoing data request is being made. 
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 Any incoming data is parsed according to a predefined xml-style 
protocol for data extraction and handling. Naturally outgoing request 
must also follow these basic protocol tags for any commands to be 
correctly processed by the Network. These commands are described 
further in the Network section 3.2.1.  
 

The database handling class 

Because of the persistent nature of network there was a need for 
implementation of a storage solution for storing node information and 
network status in between application sessions. 
Since Symbian support the usage of DBMS this became the natural 
solution.  
The database will be created anytime the application will be introduced 
in to a new network. The data stored for each node is the following: 
node name, node address and description.   
Once created the database is usable using a limited version of standard 
SQL syntax. This makes it easy to retrieve or add data from the database 
in a quick and moderately efficient way. 
Besides support of SQL the Symbian DBMS also supports Data 
Definition Language (DDL), and Data Modeling Language (DML) 
statement handling. 
 

The user interface class 

The aim of any user interface is to provide an easy and understandable 
way for the end user to interact with the application and system in 
effect. 
When developing user interfaces on any Symbian based platform the 
developer becomes bound to the user interface implementation selected 
for usage by the hardware developer. In this master thesis, the hardware 
of choice became the Sony Ericson Smartphone series based on the UIQ 
platform. 



 

Although certain UI libraries and objects are common to all Symbian 
interface solutions via the Ui
the user interface will unless heavily modified have to follow the form 
and structural rules of the independent UI implementation. This is also 
recommended to provide a familiarity for new users to the interface. 

For this prototype a simple one 
screen GUI was developed using the 
style-sheet like Symbian resource 
language. This code goes into a .rss 
file which defines the basic layout of 
the application GUI. The resource file 
is then compiled into a compressed 
binary by using the Symbian 
Resource compiler; this operation 
will usually be done automatically by 
the compiler when necessary. 
Figure 34 shows the initial interface 
as seen in the emulator upon start of 
the control software. 
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Although certain UI libraries and objects are common to all Symbian 
interface solutions via the Uikon framework the basic look and feel of 
the user interface will unless heavily modified have to follow the form 
and structural rules of the independent UI implementation. This is also 
recommended to provide a familiarity for new users to the interface. 

or this prototype a simple one 
screen GUI was developed using the 

like Symbian resource 
. This code goes into a .rss 

file which defines the basic layout of 
the application GUI. The resource file 
is then compiled into a compressed 

by using the Symbian 
Resource compiler; this operation 
will usually be done automatically by 
the compiler when necessary.  

shows the initial interface 
as seen in the emulator upon start of 
the control software.  

Figure 34 Overview of the Symbian 

interface 

3 Implementation 

Although certain UI libraries and objects are common to all Symbian 
kon framework the basic look and feel of 

the user interface will unless heavily modified have to follow the form 
and structural rules of the independent UI implementation. This is also 
recommended to provide a familiarity for new users to the interface.  

Overview of the Symbian 
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4 Conclusion 
The aim of this thesis was to investigate the possibility of the adding of 
intelligence and proximity awareness to regular household wall sockets. 
 
Initial studies indicated that such a product does not currently exist on 
the market and also that considerable economical and energy savings 
can be made by reducing the standby power usage in common 
households. 
 
A prototype was developed using an Atmel ATmega platform in 
combination with an Ezurio Bluetooth module. Control software for the 
prototype was written in Symbian and tested on a Sony Ericson P990. 

Initial tests of the final prototype indicate that the concept as such is 
workable and very much implementable.  

4.1 Prototype evaluation 

Network 

The network established by the nodes is a form of scatternet, but 
using only active links. Nodes establish connections when data is 
being transferred. This enables an arbitrary number of units to be 
connected to the network. No idle connections exist. A drawback with 
this technique is connection establishment latency, this is due to 
Bluetooth's slow inquiry procedure. 
 
Information between nodes in the network is carried in XML like 
coding. The data is in plain text. This enables easy debugging and 
possible further portability to other frameworks (e.g. WLAN). The 
choice of this type of structure implicates a large overhead of data. 
But since the overall latency of the network is largely due to 
establishments of connections and not transfers this is seen 
acceptable. 

Hardware design 

A hardware prototype was designed and implemented in the final part 
of this thesis.  
The final prototype was able to draw current from the wall socket for 
power. There is however a quite significant loss of efficiency because of 
the transformer and voltage regulator used. The module handles 
230VAC up to ten amperes and is capable of detecting and switching 
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said relay on/off depending of user proximity. There is a limitation of 
the current module design in its upper current bound of ten ampere and 
its non compliance with systems with more than one phase, disallowing 
for use with high powered equipment such as stoves and some washing 
machines. 
 
A more modular approach with more than one relay connected to each 
node could also provide even more efficient energy savings, reducing 
standby energy consumption and complexity in one sweep. 
 
The prototype developed also contains hardware only necessary for 
debugging such as UART amplification and ports. These might be 
unnecessary in a more streamlined design and could be removed. 
For overhead and rapid development purposes, the hardware selected 
for construction of the prototype has been significantly over-specified.  
The techniques and methods used are however completely scalable 
which means that a second prototype if developed should be able to 
shrink both cost, physical size and power usage considerably. 

Embedded software 

The Bluetooth module used in the prototype fulfilled the requirements 
set out in the specifications. The prototype was user aware, in the 
sense of it was able to detect the users Bluetooth device. 
This was done using a repetitive name resolve request. This 
implementation proved to fulfill the requirement of detecting a device 
without establishing a connection. A drawback using this technique is 
that the time it takes is arbitrary. A device can be found fast  
(within a few frequency hops) or not at all (it iterates through all 
frequencies). 
 
The interval of this procedure affects the prototypes response time,  
and also the power consumption. There is a tradeoff of power 
consumption and system response time. A high frequency gives fast 
response time (e.g. the time it takes for the prototype to detect the 
users presence) but also increases power consumption. 
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The nodes are exchanging information on the status of the nodes. Each 
node is periodically connecting to all nodes in reach and sends its 
own status and retrieves the status of the retrieving node. This 
enables the Smartphone to connect to arbitrary node in the network and 
request the status of the network. Each node is periodically 
performing a search for nodes in the network. In this prototype there 
is no coordination of the update. If a shared clock was introduced and 
a coordination framework the network could be more effective in 
keeping the system updated. 
 
User interaction is done in three different ways. Primarily the 
Smartphone is used. The prototype is parsing the request sent by the 
Smartphone via the Bluetooth link. This type of communication lets the 
user retrieve information regarding the nodes status; it also enables the 
user to configure the node (Switch on/off, activate/deactivate 
proximity). The functionality supported in the prototype is on a basic 
level. The Bluetooth links established are capable of transferring 
large amounts of data so the implementation can be seen as overkill. 
 
The user can also connect to the nodes directly via RS232 interface. 
This is a debugging interface. All functionally provided in the 
Smartphone case are implemented in the debugging interface. This is 
implemented to enable debugging without using the Bluetooth module. 
 
Finally a user can get an indication of activity and status of the nodes 
using a number of LED's. 
 
The software control a number of output ports, this enables 
controlling of a relay. 
Investigation of how well the software works on a large number of 
nodes have not been conducted. Timing issues and collisions regarding 
node access may prove severe in larger networks. 
 
In this implementation all nodes operates individually. There is 
currently no correlation between when nodes are being updated; one 
could argue that nodes that just have received an update from a remote 
node do not need to request that particular nodes status. This is a matter 
of implementation, due to size of the network (3 – 4 nodes) and 
development time this is left to further development. 
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Another possible weakness in this implementation is that the nodes 
periodic function is pre defined. This implies that if many nodes are 
started at the same time and are using the same clock frequency there is 
a chance of connection timeout or other forms of collision.  

Smartphone software 

For control and overseeing of the network a Symbian C++ applications 
was developed for the use on Sony Ericson Smartphones. The choice of 
this platform was done on the basis of market penetration and the 
feature set of the language and its implementation. Although the 
Symbian C++ implementation has been found a competent one, the 
entrance barrier for getting started was found quite high, and the 
documentation is lacking, often being nonexistent or incomplete. 
 
The final application handled the displaying and altering of network 
status, and also the storage and displaying of network data in a discon-
nected mode. There is however no clear distinction between these two 
as current. The connection and database implementation, although in no 
way perfect provides a stable foundation on which expansion of new 
features would be relatively easy. 
Although some refinement of the user interface and a more rigorous 
testing protocol should be implemented the application in general 
behaves as specified and there has been no need to alter application 
requirements. 
 
In the course of the development process of the Symbian application a 
number of extra features such as node grouping and call-in functionality 
were considered. These features were omitted, but given a sufficient 
allocation of time extension possibilities are close to endless; there has 
been no visible limitation in the language itself or its implementation 
during the course of this master thesis hindering such features. 
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4.1.1 Future development 

The following section will detail a number of improvements and 
highlight some of the weaknesses of the current prototype design. 
Possible extensions will be discussed  
 

Improvements 

Routing tables could be implemented, allowing a more efficient data 
transfer path. 
 

A sleep mode could be implemented, allowing nodes to reduce their 
energy consumption between operations. 
 

More relays could be connected per node, this to save resources and 
would be easy to implement because of the many spare I/O ports 
available. 
 
A more expansive GUI would provide the user detailed information on 
the network. A graphical overview based on icons would grant the user 
an instant update on the active devices.  
 

Faults 

Node timing interval for updates is uncoordinated, this could be 
replaced by a scheduled updates or propagating network updates. 
 

The microprocessor and Bluetooth module are unnecessarily advanced, 
a new prototype with a more specific and for the subject adapted 
selection of this hardware set should be able to save significant energy 
resources and reduce the overall node cost. 
 
 

The inherent nature of the dynamic point to point network leads to a 
sluggishness of the network response, using static persistent network 
links would allow for faster response times. 
 

Extensions  
A WLAN bridge could be a part of the design, allowing controlling of 
the network via any Wi-Fi enabled PC. 
 
Sensors for detecting for example temperature, lighting conditions etc. 
could be interfaced to the modules allowing more advanced operations. 
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One possible extension of the technology can also be as a help for 
persons with cognitive and memory difficulties. The automatic 
shutdown of apparatus could here work as an extra protection layer 
against accidents. The Smartphone could here be replaced by a bracelet 
or other simple accessory. 
 
Due to the limitations of Bluetooth Technology in regards of speed and 
access time it could prove fruitful to choose a different medium for 
information transfer, such as ZigBee or even LON.   
 

4.2 Conceptual Analysis 
The following section will discuss the aptness of the concepts 
introduced in this master thesis. Problems and their possible solutions 
are addressed. 
 

Network 

Is the implementation of a network really necessary? 

 
Although one could argue that point to point functionality could be 
satisfactory for some functions this concept aims to provide, there are a 
number of benefits and possibilities that comes with the realization of 
simple home network: 
 
Decentralization; cooperative features are implementable without the 
need of a central server or mainframe. This lowers cost and complexity. 
 
Increased reach; forwarding capability inherent to node networks 
enables communication with nodes outside the direct range of the 
roaming node. 
 
Higher information bandwidth:  An existing information highway. 
This enables expansions in the form of media networks, home control 
network for “smart home” functionality.   
 
Although existing solutions capable of the above point exists, none has 
so far reached mass market. One possible explanation of this might be 
that the complexity of said solutions is too high. An off the shelf solution 
with close to zero implementation time might make the introduction to 
end users easier.  
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Wireless solutions 

 
Why use Bluetooth? 

 
There are a number of wireless standards existing on the market, 
besides Bluetooth two of the most prominent are ZigBee and Wireless 
LAN.  
 
Introductions to these techniques can be found in 2.3 Wireless networks 
section of this thesis.  
Table 14 shows a comparison of these three techniques in respect to the 
requirements of this master thesis. 
 
Table 14 Comparing wireless techniques 

Technique Pros Cons 

Bluetooth • High market penetration. 

• Moving towards ubiquit-

ousness in mobile phones 

and laptops. 

• Low data rate. 

• High connection times. 

• Based on a slow dis-

covery and inquiry sys-

tem. 

ZigBee • Cheaper then Bluetooth  

• Inherent mesh capability 

• Quick connections 

• Not high enough mar-

ket penetration, 

• Nonexistent in personal 

appliances.  

WLAN • Ubiquitous in laptops or 

and at least common in 

advanced mobile phones. 

• High power output 

 

 
 
As one of the central points of this thesis was the introduction of user 
detection using existing hardware ZigBee was ruled out. 
Since Bluetooth has a higher mobile phone presence and lower power 
consumption compared with WLAN, the choice of Bluetooth became 
quite clear.  
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User awareness 

 

What are the actual benefits of user awareness? Is it necessary? 

 
One of the central points of investigation during this master thesis has 
been whether the concept of a user detecting network is realizable and 
/or beneficial using simple signal detection. 
 
Considering the habitual laziness of the modern individual together 
with the high standby consumption many modern apparatus; there is 
obviously an advantage to automatic shutdown of such apparatus.  
 
The concept of introducing even more standby consuming items to the 
household in order to save standby might seem as a case of selling coals 
to Newcastle. This would be the case if the standby consumption of the 
network would rise above the one of the powered down apparatus. 
There are a number of solutions to this problem, for example using 
efficient electronics such as switch mode power supplies or 
implementing power saving algorithms enabling hibernation between 
data sessions such as those already implemented by for example ZigBee. 
 
Implementation of one or more of these solutions should bring down 
node standby consumption to a negligible level.  
 
Another argument that could be proposed is that one is adding an 
unnecessary layer of complexity to the home appliance structure, and 
thereby increasing cost and environmental impact.  
The type of implementation examined in this thesis is however adding 
power saving functionality to existing home appliances. This is done 
without reducing the accessibility of the appliance. So as long as the 
manufacturing is sufficiently eco friendly and economically reasonable 
this concept will reduce the total resource consumption. 
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Appendix A  Radio Modulation techniques 
Frequency-Hopping spread spectrum uses a technique of rapidly switching 
a carrier among many frequency channels. The switching occurs 
according to a pseudorandom sequence which is known to both the host 
and client beforehand. Keeping the host and client in sync is therefore 
one of the most important considerations when using this type of 
modulation technique. 
 
 Orthogonal frequency-division multiplexing uses a frequency-division 
multiplexing (FDM) scheme, that is, several baseband signals are mixed 
using modulation on different carrier waves. The composite signal is 
then divided into subcarrier streams that each are modulated using 
binary, quadrature or phase shift keying. 
 
High Rate direct sequence spread spectrum multiplies the signal using a 
multiplication of the signal with a pseudorandom string of noise. These 
strings, also called chips are multiplied with a much higher frequency 
than the signal bit rate. The sequence of chips is known in advance by 
the receiver which then can use a de-correlation (or more technically 
correct “de-spreading”) process for extracting the original signal. 
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Appendix B RS232 - EIA/TIA–232–E 
Recommended standard 232 (RS-232) or EIA/TIA–232–E standard is 
defining serial communication between a host DTE and a peripheral 
DCE. This is done by defining the physical electrical layer, pin layout of 
connectors and finally it defines control information between DTE and 
DCE. DTE (Data terminal equipment) converts user information into 
signals for transmission or vice versa.  A common DTE is a computer. 
DCE (Data circuit-terminating equipment) is an interfacing equipment 
to connect the DTE to a transmission medium e.g. modem.  Figure 35 is 
a simple illustration of the scope of the RS232 standard. The connecting 
interfaces (25pin/9pin) and the electric levels are specified.  

 
 
 
Communication with RS232 is achieved by transmitting bits in a certain 
interval. The two states are defined as:  Mark, logic one and is equivalent 
to a negative voltage. Space, logic zero, is a positive voltage. Default state 
is Mark.  The standard defines the voltage levels at a maximum of +-25 
V and a minimum of +- 3 V.  If the voltage is in range of +-3v it’s 
undefined.  
 
 
 

State Voltage level 
Mark (High, 1) -3 … -15 

Space(Low, 0) +3 … +15 

Undefined -3 … +3 

Table 15 State and voltage level, RS232 

Computer 

_______________
_______________
_______________
_______________

MODEM MODEM 

Computer 

________________
________________
________________
________________
________ 

DTE 
DCE 

DTE 
DCE 

RS23

TEL

RS23

Figure 35 
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Originally the standard was specified for a baud rate of 20k bits/second. 
The allowed line capacitance is less than 2.5 mF and an impedance load 
of 3kOHM to 7kOHM. The standard also has a restraint on a maximum 
slew rate of 30 V/µS. As a rule of thumb a Baud rate of 19200 bps the 
maximum cable length is 20m and with 9600 Bps the length of cable can 
be extended to 200m. (36) 
 
Data transmission is conducted by timed voltage shifting. The Baud rate 
is determining how frequent the line is read. The green line indicates the 
+-3 V limit. 

Figure 36 displays the voltage levels and how the current bit is 
interpreted in binary terms.   

Figure 36 Voltage level and bit interpretation 

(37)  
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9-pin connector: 
Table 16 describes the port functions off the 9-bin connector. The RS-232 
standard is specifying a 25 pin connector as well, but it is left out of this 
report due to its lack of use in modern applications. A minimal data link 
can be created using only 3 wires: Ground, RxD and TxD. This type of 
serial cable is called a null-modem. A null modem is used when 
connecting two DTEs.  An alternative minimalistic implementation is a 
5-wire connector, in addition to the three wires used in the null-modem 
RTS and CTS is included to enable handshaking.  
 

 
 
 
 
 
 
 

Pin layout of the 9 wire connector using a normal DSUB9 connector is 
shown in Figure 37. Data signals are highlighted with blue color. 
Common ground is brown. The most frequent used controls, (RTS/CTS) 
are colored green. Pins with input from DCE are dashed.  
 

 
 
 

The functionality of the different pins is described in  
 
 
 
Table 17. 
 
 

Pin Name Abbreviation Direction Type 

1 Data carrier 
detect 

DCD From DCE Control 

2 Revieve data RxD From DCE Data 
3 Transmit data TxD To DCE Data 
4 Data terminal 

ready 
DTR From DCE Control 

5 Ground - - Common 
6 Data set ready DSR From DCE Control 
7 Request to send RTS To DCE Control 
8 Clear to send CTS From DCE Control 
9 Ring indicator RI From DCE Control 

Table 16 pin connector port functions 

6 7 8 9 

1 2 3 4 5 

Figure 37 PIN 9 Connector 
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Table 17 Pin functionality for the 9-pin  connector 

Name Description 

Data carrier detect ON when DCE is receiving signal from 
remote DCE. Remains ON as long as the 
signal is suitable.  

Revieve data Data generated by DCE and received by DTE. 
Transmit data Data generated by DTE and received by DCE.  
Data terminal ready ON when DTE ready to receive/transmit data 

to DCE.  
Ground Signal common. 
Data set ready ON when DCE is connected to 

telecommunications line.  
Request to send ON when DTE ready to transmit to DCE. 
Clear to send ON when DCE is ready to receive from DTE. 

Part of handshaking together with RTS.  
Ring indicator ON when ring signal is received.  

• ON is defined as +5 +15v signal, OFF as -5 -15v signal.  
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Appendix C UART 
A UART is an integrated circuit used to serialize data and transfers it to 
a remote device. Commonly UART modules are included in 
microprocessors, but external circuits are available. The core of its 
functionality lies in shift registers. Parallel registers are being 
sequentially fed into the register and thus allow binary transfer.  The 
data line is being sampled periodically; the frequency of this sampling is 
defined as the Baud rate. Both the receiver and transceiver must in 
beforehand agree on Baud rate, number of data bits and what type of 
parity if any being used. Regulation of Baud rate demands that the 
UART module is equipped with a clock generator. Clock signal is 
ideally a multiple of the desired Baud rate. This is to allow sampling in 
middle of a bit period.  
The data line is sampled periodically according to the BAUD rate. When 
the UART gets indication that new data is being sent (START bit is sent) 
the data bits are transferred into the shift register. After the stop bit is 
being sent (and the eventual error handling signals no errors) the shift 
register is being sent to the receiver in a parallel fashion. UARTs often 
incorporate the RS232 standard as specification for the physical layer. 
On top of the standard frame encoding and error handling is added.  
Figure 38 displays a schematic view of UART data transmission. (31) 
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Figure 38  Schematics of UART operation 

Encoding 

A UART frame carries 5-9 data bits with 2-4 overhead bits. The data bits 
are sent with the least significant bit first. Mandatory control bits are 
start and stop bit, an extra stop bit can be included in the frame. This 
extra bit will be ignored by the receiver if the first stop bit is detected.  
An optional control bit is the parity bit which provides a simple error 
detecting feature. Parity can either be odd or even. When even parity is 
used the bit will be 1 when the sum of the data bits is odd i.e. sum of data 

bits + the parity bit will equal an even number. When odd parity is used 
the sum of data bits + parity bit equals an odd number. This operation is 
easily achieved using a XOR function. Figure 39 shows a schematic of a 
UART frame. The start and stop bits are fixed Mark respectively Space, 
data bits and parity can vary arbitrary. 

 

Start D0 D1 D2 D3 D4 D5 (D6) (D7) (D8) (Parity) Stop (Stop) 

  Start: Always Mark, (0) 
  Stop: Always Space(1)  
  Data: Either Mark or State 
  Parity: Either even or odd 
() Optional bit 

Figure 39 UART Frame 

Local device register

UNICODE8

Local UART Serializing

least significat bit first

RS232 communication

predefined settings for 
Buad, Parity, Stopbit

Remote UART 
deserializeing

Remote device 
register

UNICODE8
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Appendix D PCB Layout 
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Appendix E Prototype Schematic 
 

 
 


