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Sammanfattning 
 
Examensarbetet initierades för att undersöka hur fordonstillverkare på ett effektivare sätt kan hantera och 
dra nytta av den växande marknaden av elektroniktillbehör så som mp3-spelare, GPS-navigatorer osv. 
Dessa produkter går förstås redan att använda i fordon idag, men är oftast inte möjliga att kontrollera med 
fordonets inbyggda kontrollenheter som till exempel volym knappar i ratten. En anledning är frånvaron av 
en standard över hur elekronikprodukter ska kommunicera med varandra. Produkterna är i första hand 
designade för att användas separat, en mp3 spelare har interface (USB) för filöverföring, men är för övrigt 
inte möjlig att påverka utifrån för att t.ex. byta låt.  
 
Rapporten beskriver hur ett system kan designas för att lösa detta problem. Inspiration och tekniska 
lösningar har tagits ifrån ämnen som autonoma system där några av dess grundläggande funktioner har 
stått som bas för framtagande av tekniker och lösningar. Utifrån denna bas har teknologier från CORBA, 
Enea och resurshantering i distribuerade miljöer (2K) stått för vidare idéer till tekniska lösningar. 
Implementering har sedan gjort i en demonstrationsplattform för att visa de tekniska lösningarnas 
betydelse och egenskaper för att göra ett system (delvis) själv-hanterande. 
 
Slutsatserna av undersökningarna är att det kvävs 3 delar för att skapa ett själv-hanterande system; 
infrastruktur, resurs- och konfigurations hantering. Infrastruktur behövs för att möjliggöra kommunikation 
över ett distribuerat nät på ett standardiserat sätt. Resurs hantering används för att kunna utnyttja 
ingående komponenters resurser som minne och CPU i ett nätverk. Konfiguration behövs för att styra 
komponenters funktionalitet i ett system utan att behöva byta ut dem. 
 
Implementering visar att infrastrukturen tillsammans med tjänsten name service är grunden till ett själv-
hanterande system. Alla andra komponenter är beroende av dess funktion för att publicera sina tjänster 
och även att lokalisera andra tjänster i nätverket. Resurshantering är implementerad som resurs 
allokering. Det möjliggör en kontroll resursutnyttjandet i en enskild enhet, men ger också en central bild 
av resursutnyttjande i ett helt nätverk. För att utnyttja resurshantering mer effektivt behövs 
konfigurationshantering byggas ut för att kunna styra hur resurser ska fördelas i ett system. 
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Abstract 
  
The thesis has been initialized to investigate how vehicle manufactures in a more effective manner can 
manage and utilize the growing market of electronic equipment of mp3-players, GPS-navigators etcetera. 
These products can, of course, already be used in vehicles today, but it is not possible to control them 
with a vehicle’s inbuilt control buttons, as for example volume controls. One reason is the lack of 
standards of how electronic equipment should communicate with each other. The products are designed 
to be used stand alone. An mp3-player has an interface for file transferring, but it is not possible to control 
its functions; changing track. 
   
The report describes how a system can be design to solve the problem. Inspiration and technical 
solutions are taken from domains as autonomic systems, from where some of key functions have been 
the base for the further research. From this base technologies from CORBA, Enea and resource 
management in distributed environments (2K) have been investigated to find suitable solutions. Results 
from the research have been implemented on a demonstration platform to show their importance in 
enabling a (partly) self-managing system.  
 
The result shows that it requires 3 main parts to solve a self-managing system; infrastructure, resource 
management and configuration management. The infrastructure is needed to enable communication over 
a distributed network in a standardized way. Resource management is utilized to enable usage of 
resources as memory and CPU in a distributed network. Configuration management is needed to control 
components functionality at runtime without any need of updating the code of the components. 
 
 The conclusion of the implementation is that the infrastructure together with the service name service is 
the key functions of enabling a self-managing system. All other components are dependent on their 
functionality to publish and localize services in the network. Resource management is implemented as 
resource allocation. It enables control of resource allocation in a single node but also a centralized picture 
of the resource utilization in the network. To be able to use the resource management more effectively 
the configuration management must be added to control how the resources how resources are used in 
the network. 
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1 Introduction 

1.1 Background 
The thesis is a part of the DySCAS (Dynamic SCalable Automotive Systems) project. The DySCAS 
project has been motivated by the increasing demand on vehicle functionality, and the difficulties to adapt 
automotive systems based on the static paradigm used today [1]. The configuration leads to difficulties to 
add third party products like MP3 players to the infrastructure of the vehicles when they are out on the 
market. To add a new device, a cars electronics software system must be updated. 
 
Hardware and OS functions are often not abstracted from the software programs. As the programs use 
the functions directly, the result is that it is difficult to change hardware or OS, because of the extensive 
work to adapt the program. This implicates that the hardware must be put on shelf for spare parts as long 
as the car is out on the market. One of the most important tasks to solve is that the system should be 
used to enable car manufactures to keep their cars up to date with the latest technology possible for 
infotainment devices.  

1.2 Purpose of the work 
The purpose of the work is to present the main mechanisms that the DySCAS middleware must support 
in order to solve the shortcomings of today’s vehicles infotainment infrastructure. The mechanisms should 
be implemented on a demonstration platform to be able to visualize them. 

1.3 Adopted approach 
Research of mechanisms, architectures and design patterns of different technologies in the domain of 
self-managing systems (or autonomic system) forms the base. The outcome of the research is a 
architecture for a middleware. The key functionalities are implemented in a platform to visualize how the 
different part can be implemented and used.  

1.4 Limitations of the work 
The focus was set on designing a middleware and adding new hardware and OS to a demonstration 
platform. Due to problems with hardware and OSes, the time to spend on implementing functionality was 
heavily reduced. With only a limited version of a development tool, not more than small parts of code 
could be implemented at the time.  

1.5 Outline of the report 
The report is divided into 13 sections. The two first section shows the background of the DySCAS project 
and the requirements set on the solution Section 3, 4 5, 6 and 7 how the requirements can be solved by 
using different technologies. The technologies are selected from different domains but the together have 
the goal to solve the DySCAS requirements. As an example of a middleware for embedded system is the 
RUNES middleware described in section 8. The theories are concluded in section 9. Section 10 shows 
the implemented functionality, and its design. The section 11 maps the developed components to the 
requirements and shows the result of the implemented parts. In part 12 are further development 
discussed.  The report is summarized in section 13. 
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2 A DySCAS system 
This section highlights the requirements set by DySCAS, Enea and the environment on which the 
framework are implemented on. 

2.1 Expected features and qualities of the system 
There are a number of features required by the DySCAS project. The requirements are set by both 
functional and non-functional requirements of the framework, and the environment of embedded systems.  

2.1.1 Environment  
Electronic devices used in a car environment are embedded. Due to cost and size limitations, they often 
don’t have powerful CPUs or large memories. They are distributed and often connected to each other 
with network technologies like CAN and MOST. A luxurious car can have up to about 60 embedded 
devices and the numbers of ECUs are increasing as the functionality is expanding for every new vehicle 
model. The increasing number of devices leads to a higher power consumption, which only can be 
satisfied by more powerful generators and batteries; which will lead to a higher cost in manufacturing and 
higher fuel consumptions due to the weight. It is therefore important to use electricity resources as sparse 
as possible, which makes it important to use hardware resources as effective as possible. Using resource 
effectively also saves money for the car manufactures as less memory and less powerful CPUs can be 
used. 
 
A car network can, roughly, be divided into three domains. The domains are shown in figure 1 as layers, 
where the top layer is called the infotainment/telematic domain. As the name implies the kind of 
functionality is bound to entertainment (e.g. DVD players). The second layer is for applications like 
electric windows, electric mirrors. The lowest layer is a safety-critical layer where ABS (Anti-lock Braking 
System) and ESP (Electronic Stability Program) resides.  
 

The layers are divided due to the application using them and the bus being used. The infotainment layer 
uses the MOST bus [4], and the second layer mostly uses the CAN bus [5]. Applications using the most 
bus are often data heavy applications like music or DVD players. The CAN bus is often used for 
applications which communicates via short messages, but where the arrival time of the messages are 
critical. 
 
The outcome of this project is to create a middleware possible to use in the upper most layers, the 
infotainment/telematic layer, and the second layer, the CAN layer. 
 
 
 

Figure 1, the different domains of a car network 
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2.1.2 DySCAS requirements 
The use cases the DySCAS project must meet are created by DaimlerChrysler [2]. They give examples of 
functionality the middleware must support, motivated by the needs of industrial partners. The use cases 
specify the functionality the middleware should support. 
  
The specific use cases are [2]: 

1. Software Download via WLAN Hot Spot 
2. Playing music stored on mobile devices 
3. Controlled/Graceful degradation in the face of power problems 
4. Short-lived system service 
5. Navigation data on portable storage 
6. Stable detection of configuration at system startup 

 
A list with requirements linked to the different use cases give a slightly more detailed view of what 
functionality the middleware must be able to provide [3]. Not all of the requirements and use cases can be 
fulfilled in this project; the following are selected and target to be fulfilled. 
 
Requirement id Description Linked to use-case 
#1 The vehicle IT-system must be 

able to download software from 
the infrastructure. 

1, 2 

#2 The configuration manager must 
be able to check the validity of 
the new software module. 

1, 2 

#3 The vehicle IT-system must be 
able to install the new module. 

1, 2 

#4 The newly downloaded software 
shall be activated seamlessly 

1  

#5 There shall be a resource 
manager that continuously is 
aware of the available resources, 
especially the battery power. 

3 

Table 1, DySCAS requirements 

Other requirements or rather suggestions of how the framework should be designed were provided in 
report [1]. The requirements in table 2 are formed from the text and from input from Enea.  
 
Requirement id Description Linked to use-case  
#6 Open to third part developers - 
#7 Portable to both different OS and 

hardware. 
- 

#8 Complexity reduction - 

Table 2, DySCAS requirements from Enea 

 
There are also hardware requirements in Table 5 after the 2nd sentence under the title “10.2.2”. 
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2.1.3 Mapping requirements to state of the art technologies 
Solutions to the requirements are found in state of the art middleware technologies. CORBA/TAO is a 
broadly accepted middleware technology where the concepts of a service oriented architecture is taken. 
CORBA is a standard for middleware technologies developed by the OMG consortium [28]. The 2K 
technology is based on a CORBA implementation (TAO) and has a solution for software download and 
integration in a distributed environment. 2K is developed by three software departments at the University 
of Illinois at Urbana Campaign [29].  
 
Table 3 shows the selected technologies mapped to the requirements 
 
Requirements Technology Description 
#1, download software 2K  
#2, validate software 2K  
#3, install software 2K Must be supported by 

OS 
#4, activated 
seamlessly 

2K Must be supported by 
OS 

#5, resource manager 2K  
#6, open CORBA, TAO, Enea  
#7, OS and hardware 
portable 

CORBA, TAO  

#8, complexity reduction CORBA, TAO, Enea  

Table 3, the system requirements mapped to technologies 

2.1.4 The goal of DySCAS – A Self-managing System 
The use cases and requirements set the functionality of the system. DySCAS has also a higher and more 
abstract goal; to create a self-managing system. 
 
A self-managing is about [1]: 

• self-configuration 
• self-healing 
• self-optimization 
• self-protecting 

 
The chosen technologies will of course support the goal, by combining their supported services. 
 
The approach of solving the requirements has been to look on IBM’s concept of autonomic systems, 
which is very close to DySCAS perspective of self-managing system [16]. In this thesis project, the 
concepts of autonomic computing is used for selecting mechanisms supporting a self-managing system. 
The mechanisms are taken from Enea, CORBA and 2K.  
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A middleware simplifies development on distributed platforms. It does so by providing services to the 
developers, as communicating over the network without having to know anything about the network.  The 
middleware and the services are called the infrastructure in the following text.  
A broadly accepted technology for solving infrastructure is using a middleware adopting the CORBA 
specification [14]. The middleware is developed onto a real-time OS of Enea [6] [7].  

Figure 2, Shows the three fundamentals steeps of the thesis project to fulfill the DySCAS goal; Autonomic 
System, Infrastructure and Resource Management 

 
The technologies look on how the infrastructure must be designed to allow components to interact over 
distributed systems, to follow the rules set up by an autonomic system. The broader scope of how to 
manage a system as whole and provide it with tools to be autonomic on a system level has led the 
research into 2K technology, which is a technique to solve autonomic component configurations. 
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3 Autonomic systems 
Autonomic systems is inspired by the autonomic nervous system of the body, breading heartbeats are all 
taken care of the system; you do not have to consciously control such functionality yourself. IBM has 
spent time on research of autonomic computer systems in order to manage the increasing complexity of 
computer systems. The increasing complexity is also a part of the reality in embedded systems and 
especially distributed embedded systems. IBM focuses on general purpose IT-systems, but the same 
concept should be possible to apply to some extent to the embedded world. Especially since the 
embedded devices is getting more advanced and more or less has the same functionality as a small 
computer, and is intended to collaborate with computers. The research on IBM’s concept of autonomic 
system has not led to any technical solutions but rather to design proposals of mechanism needed 
develop an autonomic system. 
 

 
 

Figure 3. IBM’s autonomic concept. 

 
IBM’s concept of an autonomic system is based on a service-oriented architecture with the goal of making 
the system: [16]: 
 

1. Autonomic on a component level 
2. Autonomic on a system level 

3.1 Autonomic Component 
An autonomic component must fulfill a set of behavioral, policies and component interaction 
requirements. The behavioral requirements specify what a component must do, how it should act 
responding to an outside request. 
 
Behavior: 

• Must be able to configure itself via policies 
• Must be capable of following policies 
• Must protect itself from external contact 

o One communication channel 
o No back doors 

• Must be capable of establish contact with other components 
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Policies 
• A very important part of controlling the behavior of components is using policies. Instead of 

implement the settings that controls the behavior of a component, which cannot be changed 
unless code is recompiled, the settings are placed outside the components. Policy is a name for 
these settings, and they can be specified in many different ways. See ch. 6 to view examples. 

 
Component interaction 

• Binding to allow a component to request service from another component 
 
 
These requirements set the most basic demand on the design of an autonomic component. Though, they 
are not enough to have a system built up by autonomic components to make the system as whole self-
managing. 

3.2 Autonomic system 
An autonomic system is built of a collection of autonomic components. To make the system autonomic on 
a system level, global components [16] must also be present. The global components enable e.g. 
components to discover each other. The global components should be centralized in the system. The 
most basic are: 
 

• A registry 
A component where services are registered, to provide a library where the location of the 
services are. 

• A sentinel 
A monitoring component, monitoring anomalies [21]. 

• An aggregator 
Combine two or more services to provide an improved service. 

• A broker 
Close to an aggregator, assist components with a type of service requiring a complex 
relationship. This could e.g. be a high availability file storage service, providing two storage 
components two achieve the high availability. 

 
The design patterns of IBM’s concept look on a broader scope how the system, as well as components, 
should work together to form an autonomic system: 
 

• Self-configuration 
The autonomic components should be configured locally via policies, preferably goal policies 
(more information about policy under the policy section 6). After its internal configuration the 
component are ready to bind to other components, and thereafter register its services. 

• Self-healing 
The system must as whole be self-healing by assigning all components to monitor its input 
service to verify that the data is correct, according to its rules. If the data are incorrect the 
component should respond to close down the input service and obtain a new. 

• Self-optimization 
Resources should be used as optimal as possible, which is applicable on both component and 
system level. 

• Self-protection 
The system must be able to protect it self from undesirable system behavior due to bugs, as well 
from malicious attacks. The system must require access controls, for both users and 
components, and other traditional security controls like authorization and encryption. The security 
controls should be implemented via security policies. 
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3.3 Conclusion 
The behavioral, interface, global components and design patterns form the base from which solutions and 
mechanisms are selected. The functionality needed for an autonomic system should be applied to the 
middleware concept.  
 
A summarize of the concept that the middleware should support:  
 

• A registry 
• Security mechanism 
• Interface for binding 
• Policies 

 
These concepts would to some extent solve the requirements of the DySCAS project, and certainly give 
the infrastructure and tools.  
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4 Solutions targeting basic communication infrastructure 
On the basis from the concept, different technologies have been under the scope of investigation. The 
technology chosen are two, which support the most fundamentals of the idea of an autonomic system, a 
service based system. CORBA/TAO and Enea technologies are interesting from several aspects. 
CORBA/TAO is a big framework solving most of what distributed computing stands for [17] [20], whereas 
Enea develops RTOS for distributed embedded systems and supports functions as the registry. 
Especially interesting with Enea is that it will form the base on which the implementation is developed. 

 

4.1 Technologies of Enea 
Enea is developing a real time operating system OSE. OSE is a highly specialized OS for embedded real-
time systems. Included in OSE is the component covering the most basic infrastructural function of an 
autonomic system, the registry. 

4.1.1 Registry functionality 
The registry is equal to a name service (NS). It is one of the most important services to have in an 
autonomic system. It enables services to be published and located in a distributed network. 
 
The functions of a name service are to publish services in the network. The name service keeps track of 
the address of the registered service. It is also possible to remove a service registration in case the 
service is about to be shutdown. 
 
   

 

 

Figure 4. The infrastructure of DySCAS 

Figure 5, Schematic view of register 
service 

Figure 6, Schematic view of unregister 
service 
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Any application interested in using a particular service asks the name service for its existence. In case the 
service is registered, the name service will respond with a handler to the service. The handler is more of 
less the address to the requested service. 
 

 
 
Another important function of a name service is the subscription function. If the requested service is not 
present in the network, an application can request for a notification when a service adds it self to the 
name service.  
 

 

Figure 7, Schematic view of getting reference to a 
service 

Figure 8, Schematic view of subscribing to a service 
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OSE’s attach service provides functionality for supervise the existents of a service, if a service is taken 
down or killed the listening service will be notified. This is especially good for supervising, service failures, 
link failures and board failures. 
 

• Process failure notification 

 
• Board failure notification 

 
• Link failure notification 

 
Using technology from Enea would solve two of the most basic services of an autonomic system. The 
name service and its functions for publishing and retrieving addresses to a service is a part of creating a 
self-configuring system. The biggest disadvantage for the name service of Enea is the lack of support for 
policies. This affects that the functionality of the name service cannot easily be configured. 

4.2 CORBA/TAO 
The Common Object Request Broker Architecture (CORBA) is a specification of how to design a 
middleware for distributed system. The main idea OMG had when they designed CORBA was to provide 
a framework making programming applications for a distributed system easier [8] [9] [15]. The framework 
aims to solve the complexity of distributed systems that all application developers face; publish services, 
binding, security and so on. This is the reason why CORBA is brought up in this report. It forms the base 
from which all distributed technologies can be compared to. 
 
CORBA is an object oriented solution for distributed programming; a typical application is an individual 
unit of running software. The core of CORBA is the use of interfaces OMG IDL. The IDL is used to 
separate implementation from the interface of the object. This solution makes it possible to implement an 
object in any language and still be able to use it with old program accessing it: the interface is always the 
same. OMG has mapped the IDL interface to many of the most popular programming languages as C, 
C++ Java Ada and more [41].  
 

Figure 9, Process failure notification 

Figure 10, Board  failure notification 

Figure 11,.Link failure notification 
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The IDL works like proxies on the client and servers enabling a contract of the methods in the server 
object. The IDL is compiled into both client stubs and object skeletons proxies. Because of the strict 
definitions of the IDL language the client and object proxies can be compiled into different programming 
languages [41]. Using IDL enables interoperability. Client access objects via the client proxy, the IDL 
stub. The client can only access the operations the object exposes via its IDL interface.  
 

 
Figure 12. Local invocation 

 
Remote invocations is enabled the same way, the only difference is that the ORB discovers that the 
object reference point to a remote object and routes the invocation out over the network to the remote 
object’s ORB. The request is sent on the IIOP protocol (defined by OMG); by using this protocol 
interoperability is assured.   
 

 
Figure 13. Remote invocation 

 
The key in the remote invocation structure is that the client does not tell whether the object is local or 
remote (the ORB knows); this is an important key in enabling location transparency.  
 
The adopted solution is to use a name service. The name service holds a list with names of services 
linked to their reference. Clients use the name service to retrieve references to an object 
 
The above describe functionality matches some requirements from DySCAS well, but the full CORBA 
specification is too large for embedded systems due to all the functions it support. It has therefore been 
used as the base for inspiration of research of middleware.  
 
TAO is an implementation of the CORBA specification and is fully compatible with the CORBA ORB [10]. 
TAO’s scope is to develop the middleware for distributed systems as well on embedded systems [11]. 
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They have also implemented the Real-time CORBA specification (1.0) for providing QoS support. TAO is 
an open source project and is possible to download [12]. TAO cannot be used though, due to its large 
footprint [40].  
 
Security is a main foundation of any computer system, and IBM defines how autonomic components must 
respond to it. Components in autonomic system must protect themselves, and for the infrastructure, the 
interaction must be secure in the way that it must use a protected communication channel for 
communication. Using another channel would enable the component to bypass the security. 
 
This concept can be found in the CORBA Security Service specification [19]. An application requesting a 
reference to another component does not need to be aware of the security. The security is implemented 
in the middleware and is hidden from the applications. Therefore can the security not be bypassed. 

4.3 Conclusion 
The Enea and CORBA techniques can be used for the infrastructure of an autonomic system. They 
provide the most basic functionality, as Register (name service, binding interface and security 
mechanisms). This enables the system to offer the middleware features an autonomic system builds on. 
 
CORBA does not solve how all components should act to policies. Though, the CORBA specification 
uses policies on different levels, for security reasons for example [19]. They suggest how to manage the 
policies by creating domain of policies to where objects are member of.  
 
There is no information about how to utilize computer systems resources in the CORBA specification or in 
the solutions of Enea, except for the end-to-end Real-time CORBA specification. This forces the 
applications and services to be deployed on the same node without any possibility to move it to another 
node during runtime, i.e. there is no possibility to adapt the system to environmental changes during run-
time. That is why the management of system configuration and resource management is a topic of great 
interest. 

Figure 14, Solving the “one communication 
channel” design. 
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5 Resource Management 
The concept of a self-managing system and the requirements of DySCAS set demands on the functions 
of the middleware. The view of an autonomic system of IBM is the following [22]: 
 

• Self-configuring 
Installing new software when required. 

• Self-healing 
Restarting a failed component 

• Self-optimizing 
Adjust the resource utilization if an increase of CPU/memory capacity is detected. 

• Self-protect 
Take resources offline when detecting malicious attacks. 

 
The DySCAS requirements points out the need of being able to download new software to the system as 
well as having a resource manager. The University of Illinois at Urbana Campaign has developed a 
system which handles both installing software and manages resources, the 2K solution. The most 
interesting part is that the solution could be used for automatic distribution of software in distributed 
systems. The resource management is used for keeping track of available resources, and with this 
knowledge are software distributed on nodes with available resources.   
 

 
    
 

5.1 2K 
2K aims to solve how to automatically configure software components, and manage resources by adding 
infrastructural components on top of a CORBA implementation. The solution decreases the complexity of 
administrating large distributed systems by letting the system self deal with where the components are 
placed, and how to deploy them. The dependencies between components requirement of CPU share and 
memory size and the available system properties must still be configured by humans, but no 
consideration has to be done according how the components are deployed under runtime, the system 
automatically select most suitable node. This concept is described in the following sections. 

Figure 15, The resource management part. 
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5.1.1 Architecture of 2K 
The concept of 2K is divided into two parts, automation of software maintenance and resource 
management. The key objectives of the software maintenance are network centrism and “What You Need 
Is What You Get” (WYNIWYG) model. The focus is to put the configuration and software on network 
nodes accessible from all distributed devices, letting the middleware be responsible for instantiating 
components according to its settings. The WYNIWYG model focuses on to use resources as sparse as 
possible, by just creating the minimum components needed to fulfill the functionality of the requested 
component. 
 
The components/services needed in this architecture are the following [23]: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
       
 
 
The architecture is divided into three layers, 1) network resources, 2) infrastructure resources, and  
3) object resources. The network resources are components that are global and exist in typical one 
instance in the system. They provide features available for all nodes in system. The infrastructure is the 
basic of the system on which both network resources and object resources relies. It provides support for 
communicating between nodes in the distributed system. The object resources provide support for each 
component on a node level. Such as loading new components, and keeping track of their relations.  
 
The Automatic Configuration Service is responsible for fetching the components and their configuration 
from the network resource components, Component Repository and the Prerequisite Specifications. 
When the Automatic Configuration Service creates the wanted components, it uses the Resource 
Management Service for direction of where to deploy the component. The Component Configurators are 
created from the Automatic Configuration Service and they keep track of dependencies between 
components. It is also responsible for communication between the components. 

5.1.2 Prerequisite specifications 
As mentioned, the configuration of the dependencies and resource properties must be configured by 
humans. The specification are stored on a special network component (infrastructure component 
according to IBM’s view), to easy be accessible from the whole distributed network. The complexity of the 
configuration can be both simple but also advanced using different kinds of languages expressing the 
requirements for the components. For the 2K’s solution they have chosen to cover three different kinds of 
information on a basic level using their own language [23]: 
 

1. The type of hardware the component requires 
2. The resources of the hardware the component needs 
3. The services the component requires 

 

Figure 17. Classification of the objects. 

Figure 16. Dependencies between 
2K’s components 
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The two first specifications are for the Resource Manager Service to determine where to deploy the 
component. This feature enables the system to support QoS (by reservation of resources). The last item 
specifies the dependencies of a component, in case there are other components to be loaded to fulfill the 
dependencies of the first loaded component. The specification could look similar to this according to 2K 
[22]: 

 
This specification follows the Simple Prerequisite Description Format (SPDF) 2K has developed for their 
verification implementation [23]. The hardware resources can be specified by pointing out the machine 
type, OS and resources needed for the application. The software requirements specify components in the 
Component Repository component. The need for components in different environments to specify 
different requirements has led to conclusion that there must be a component/service capable of 
interpreting different language specifications. That is the Automatic Configuration Service task. 

5.1.3 Automatic Configuration Service 
The Automatic Configuration Service is a framework allowing different prerequisite specification to be 
utilized. The framework solves this by having two basic classes for the interpretation of the configuration 
languages (policies). This enables an easy way to implement new classes whenever the configuration 
languages are changed [23]. 
 
The Automatic Configuration Service is responsible for creating the components from the Component 
Repository, and dynamically loads the code into the system runtime. It scans the configuration and issues 
recursive calls to load components depending on the component being processed. 
  
As the components are created the Automatic Configuration Service creates Component Configurator 
components dealing with the inter-component dependencies.  
 
The Automatic Configuration Service responds well to the self-configuration requirement of IBM’s 
concept, as it enables a system to install new components if it is missing. 

--hardware requirements 
machine_type  Intel 
os_name XP 
min_ram 10MB 
optimal_ram 100MB 
cpu_share 10% 
 
--software requirements 
FileSystem CR:/sys/storage/ntfs 
TCP  CR:/sys/networking/BSD-sockets 

Figure 18. Prerequisite requirements. 
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5.1.4 Component Configurator 
The Component Configurator (CC) is responsible for two tasks, keeping track of the dynamic run-time 
dependencies between objects and implementing policies to be able to take actions to events coming 
from other components. A Component Configurator is created for each component in the system, and all 
Component Configurators in the system are connected to each other. When a component is created, the 
Automatic Configuration Service creates a Component Configurator for that object. Any other component 
created, which the first component is dependant on, are hocked into the first created Component 
Configurator. Though, every component that the first component are dependant on, are also referenced 
to the first created component, but as a client. By using this architecture all components having 
relationships are linked and can receive events from each other. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
    

5.1.5 Resource Management Service 
The Resource Management Service (RMS) is the overall resource manager of the system. It is built upon 
Local Resource Managers (LRM) and Global Resource Managers (GRM) see figure 18. 

 
The RMS maintains information about the resource utilization of every node in the distributed network by 
using a trader service. This information is used for locating and allocating resources. 
 
The LRMs are responsible for collecting information about the resource (CPU, memory) utilization of all 
nodes in the distributed network. The DSRT (Dynamic Soft Real-Time Scheduler) is used as an interface 
towards the operating system of the node. The LRMs send the information to a GRM periodically, and 
only when the information has changed dramatically (20% increase of CPU utilization) or a keep alive 
period has expired. This keeps the network traffic down, but the GRM will not have a perfect view of the 
available resources. The GRM uses a CORBA Trader service to save the view of the system, which it 
uses when deciding where to load a new component.  

Figure 19. Hooked and client components 

 

Figure 20. The components of the Resource Management Service 
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By letting the CCs register themselves to the GRM, the GRM can send events to the them, this enables 
the system to dynamic adapt to changes in resource utilization. This requires that the CC have the 
knowledge of how to respond to information from the GRM, i.e. if the resource is decreasing, the CC can 
inform its component to use less resource. This makes the CC to actuators of the system; enabling the 
system to take self-optimization into account. 

5.1.6 Process of the behavior  of 2K 
The above described functions of 2K works together to enable dynamic component loading and resource 
management. The LRM and the GRM has both an interface, which lets the applications/services to 
execute new components/services. The execution of the components is described in detail in this section 
and in figure 19. 

 
When a new component is to be created, the user sends a signal to the local LRM (on the same node), 
(1). The LRM uses the DSRT to verify if there are enough resources to execute the application locally 
fulfilling the hardware requirements (2). If the local node can’t fulfill the resource requirements, it uses the 
GRM, which finds a node that can (3). The GRM uses the information in the trader service to find a 
suitable node. The GRM forwards the request to the LRM of the node, which fulfills the requirements (4). 
As the GRM does not have a fully updated view of the status of all nodes, it might not be possible for the 
new LRM to run the application. The local LRM uses the DSRT to try to allocate the resources; if it does 
not succeed it sends a not ok back to the GRM which tries to find a new node. If it succeeds, it uses the 
Automatic Configuration Service to get all the necessary components from the Component Repository 
and loads them into the created process (6, 7, 8). It thereafter returns a reference to the created 
component to the first LRM (9), which forwards it to the user (10). 

Figure 21. The creation of a new component/service. 
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5.2 Conclusion 
The 2K solution solves two problems, 1) How to automatically load new components 2) how to utilize 
available resources. The main idea is to put the configuration and components on the network accessible 
from all nodes, and have a resource supervising component. The “What You Need Is What You Get” 
approach conforms well to the environment of embedded system, where resource utilization is a critical 
task. The drawback with the 2K approach is that the components are loaded when they are needed on a 
local node. The Automatic Configuration Service should of course try to locate the service via a Name 
Service first, see figure 20. 

 
By using existing components on the network, resource is saved. This would of course make the system 
more complicated to due to that the resource allocation might differ from different application using the 
same service. One application might need that the loaded service must use 10% of the CPU time of the 
node. This works fine until there is another application requesting the same service. To be able to serve 
two applications the CPU share must be increased. The Resource Manager Service is the key 
component in this solution, and it has to be able to change the resource configuration on the fly. A 
problem with defining CPU utilization in percent is that it only can be applied when the distributed system 
is homogeneous, i.e. having the same processor power. 
Most of the requirements mentioned from IBM in this section can be fulfilled by using the 2K framework. 
The framework solves: 
 

• Installing new software if missing (self-configuring)  
• Starting components again if they the have crashed by just installing them again. (self-healing)  
• Adjust the resource utilization if increase CPU capacity is detected by using the RMS and 

specialized CC (self-optimize).  
• The self-protection is not direct solved, but the RMS could supervise the system for anomalous 

activities, such as if a nodes CPU utilization is too high, the GRM could stop using the node. 
 

Figure 22. Creating a component, use naming service instead of component repository  
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The DySCAS requirements are fulfilled as well 
Requirement id Description 2K 
#1 The vehicle IT-system must be 

able to download software from 
the infrastructure. 

Download by component AC, CR 
and RMS. 

#2 The configuration manager must 
be able to check the validity of 
the new software module. 

CR is responsible for providing 
information about the 
components and if they are 
suitable for the system regarding 
hardware and software 
requirements.  

#3 The vehicle IT-system must be 
able to install the new module. 

The AC component installs new 
modules on nodes. 

#4 The newly downloaded software 
shall be activated seamlessly 

This requires the operating 
system to be able to dynamically 
load software components. If it is 
supported the AC component 
would fulfill this requirement. 

#5 There shall be a resource 
manager that continuously is 
aware of the available resources, 
especially the battery power. 

The GRM and the LRM. 

 

Table 4. Fulfilled requirements of DySCAS 

 
The configuration of where the Component Repository (CR) is located is static in the 2K solution. The 
user wishing to create a new component must specify from which CR the component should be taken. 
Changing the CR to a service, registering itself in the naming service, would allow the use of different 
CRs. One use case could be if the CR is connected via WLAN on a node seldom connected to the 
network of the car.  When connected to the network the CR service can register itself and any component 
to wish to update itself could use it.  
 
The CR can not only be used for updating software, it could also take care of the version management as 
well.  
 
2K does not give any directives of how they should be used, but just hints. Policies are a big topic and the 
next section will bring up some of the latest research. 
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6 Policies 
The 2K solution uses static policies for the configuration of hardware/software requirements as well as for 
software dependencies. Policies are rules which components should follow. Policies can be implemented 
on a low level on local components which does not affect more than its own functionality, but 
implemented on an infrastructure component/service could make the system as whole to be effected. 
Possible both local and system policies is needed in order to achieve a self-managing system. 

6.1 Policy Languages 
There are a number of different ways to specify configuration of policy files. The complexity of it depends 
on the domain or need. Increase in complexity requires and more sophisticate parser and other 
resources. In computer environment where CPU and memory is not a limited resource, the complexity 
can increase without any effects on performance, but in an embedded environment where resources are 
spare, it would be suitable with a simpler policy specification.  
 
As an example of a policy language that can be suitable in an embedded environment is the Simple 
Prerequisite Description Format (SPDF). It is developed for the research of component requirement 
specification in the 2K project. The biggest advantages with this format are its simplicity and the readable 
format. 
The specification is divided into two sections (hardware and software requirements). The sections are 
specified with the “--” as identifier. In the sections, parameters are specified together in parameter <tab> 
value format. There is actually nothing more that can be specified in it, and can therefore seen to be a bit 
limited, but it fill its purposes well in the context where it is used. 

 

Figure 23. SPDF specification languages (policy) 

 

--hardware requirements 
machine_type SPARC 
os_name Solaris 
 
--software requirements 
FileSystem CR:/sys/storage/ntfs 
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Another example of a policy language is the web service policy framework (WS-Policy) [39]. Web 
services are not adapted to the embedded environment with scarce resources, but it is interesting to 
compare a very simple and a complex policy specification. The WS-Policy specification is a tool for 
providing secure, reliable and/or transacted Web services [39]. It is a policy with a collection of policy 
alternatives, specifying requirements as e.g. selection of transport protocol, security level or QoS 
characteristics. The policy specification uses XML Infoset to specify the policies. 
 
An example of a WS-Policy is in figure 24: 

 

Figure 24. WS-Policy specification 

 
1. The first tag, <wsp:Policy …>,  just describes that it is a policy. 
2. The second tag, <wsp:ExactlyOne>, is a collection of policy alternatives 
3. The tag, <wsp:All>, is a collection of policy assertion  
4. All tags under the <wsp:All> tag is policy assertion. They represent individual requirements as in 

this example which encryption algorithm that is supported by the web service. 
 
The policy is used in Web service to present to requester the requirements they have to fulfill in order to 
use the service. The tags can be combined and nested to archive any suitable policy. 
 
They are two different approaches on how to look on the policy area, both providing solutions that 
probably can be adopted to advanced embedded systems. 
 

6.2 Self-managing 
There are different researches on policies enabling a self-managing system. IBM research has come out 
with a plan of how to use policies for a self-managing system [16] [18]. They have divided the policies into 
3 groups, Action Policies, Goal Policies and Utility function Policies, where the action policy has the 
lowest level of specification. They claim that the goal and utility function policies are necessary to realize 
a self-managing system, due to the complexity of using a low level language. [18].  
 
Another research in the area is how the policies in itself adapt to new conditions [17].This approach does 
not go into the language of the policies but more how they can adapt themselves to changing 
environment conditions. They are divided into three main groups: 
 

• Static policies 
• Open-loop policies 
• Closed-loop policies 

 
The static polices are the simplest, but can be used to provide a self-configuring system. A static policy 
can be used to configure the security function to use, or specifying the maximum binding allowed for a 
service. The drawback is that if the policies are not “dynamic” enough the system might not be capable to 
adapt to changes, if a service is been used more frequent than expected it is not possible to change the 
number of allowed binding to it under runtime. The open-loop policies would go a step further; this 
concept would enable inefficiencies or conflicts between policies to be detected. User can be notified and 

<wsp:Policy 
 Xmlns:sp=http://schemas.xmlsoap.org/ws/2005/07/securitypolicy 
 Xmlns:wsp=http://schemas.xmlsoap.org/ws/2004/09/policy > 

<wsp:ExactlyOne> 
  <wsp:All> 
   <sp:Basic256Rsa15 /> 

      </wsp:All> 
  <wsp:All> 
   <sp:TrippelDesRsa15 /> 
       </wsp:All> 

</wsp:ExactlyOne> 
</wsp:Policy> 
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they could change the policies needed. The closed-loop would automatically change the policies to 
improve the overall functionality of the system. 
 

7 Security 
Security is a key for all open systems. Not many people would use bank services on internet unless the 
system where secure. The security of an autonomic system has already been mentioned as this is a key 
feature of an autonomic component.  
 
The security on a system level implies at least  
 

• Authentication – Verification that the user are who they claim to be 
• Authorization – What objects/services can the user access 
• Encryption – Secure the communication line from eavesdropping 

 
Using the concept of CORBA any security implementation could be used to achieve this. A DySCAS 
network will form itself in an ad hoc manner and therefore security patterns from such a network are 
suitable. The Bluetooth security pattern suits well due to its relationship to service based system, and the 
need of verification of devices connecting to each other. The next section describes what the Bluetooth 
security specification can do for DySCAS. 

7.1 Bluetooth 
The security architecture of Bluetooth has a function to skip the authorization once a device has been 
granted access to another device [13]. The devices will remember the security settings and there is no 
need for them to authorize them self at next connection. The function suits well to the DySCAS system, 
where as less manually actions as possible should be taken. This requires some kind of device database 
where security keys can be stored. Following the whole Bluetooth concept could be interesting due to the 
security transparence it would provide between a Bluetooth and DySCAS network. 
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8 RUNES - a middleware for embedded systems 
RUNES is a consortium with both industrial and academic partners [31]. They aim to create a middleware 
for large distributed heterogeneous embedded network systems. The reason they have started is the 
same as for DySCAS; the growing market of distributed embedded systems requires a standard 
architecture for simplifying software development. They also point out the convergence between the 
computer world and the embedded world. Interesting is the approach to make the middleware 
autoconfiguring, it responds to the DySCAS self-configuring requirement.  
 
The outcome of the research of RUNES is supposed to interest people in e.g. the healthcare, transport 
and emergency (disaster management) [33]. To show the result of the project a demonstrator is 
developed for one of their main scenarios, a tunnel fire [32].  
 
The general requirements set the base from where the architecture is designed [35]: 
 

• Energy efficient as many sensor nodes are powered from batteries 
• Scalable to a large number of nodes 
• Heterogeneity support by using IP 
• Data integrity to protect data 
• QoS to be able to deliver package on time 

8.1 Overall architecture of RUNES 
The architecture is divided into multiple hierarchical levels [38]. Figure 25 shows the four levels in 
RUNES, each layer has its own solution-specific sub-architecture. There is no security level shown, but it 
is implemented across all levels. 

 
The middleware of RUNES is designed to support four operating systems, Linux, freeRTOS, Contiki and 
TinyOS. This allows the middleware to support heterogeneous networks. Linux is a full OS, whereas the 
freeRTOS, Contiki and TinyOS have less functionality. freeRTOS is a portable open-source real time 
operating system. Contiki has contrary to TinyOS support for threads and dynamically loadable programs. 
TinyOS is often used in wireless sensor networks. 
 
The network architecture focuses to offer basic data transport facilities between nodes and networks. An 
important part is the development and adaptation of DHCPv4 of IEEE 802.15.4 networks. As the standard 
DHCP protocol does not reflect the RUNES requirements of bandwidth and power consumptions the 
protocol has been modified. Another important role has the IP stack. It supports a subset of the RFC1122, 
but enough to fulfill full host-to-host interoperability. The IP stack used is the uIP (micro IP). 
 

Service architecture

Middleware architecture

Network architecture

Hardware

Operatinig system

Service disscovery

Service disscovery

Figure 25, RUNES architecture 
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8.2 RUNES’ network architecture 
RUNES’ objective is to support a heterogeneous network. They have formed a general network 
architecture with the following components [38]: 
 

• IP networks 
Formed by IP enabled sensor/actuator nodes. 
 

• Non-IP networks 
Built by non IP enabled sensor/actuator nodes 
 

• Mobile Gateways 
The mobile gateways connect non-IP networks to a WAN infrastructure. 

 
• Mobile Routers  

Mobile routers connect IP networks to a WAN infrastructure. 
 
• WAN infrastructure 

Can be internet or private lines 
 

• Backend infrastructure 
Could be a network in the internet with monitoring and control capabilities for the network. 

 
These are the main building blocks of RUNES and the form any kind of network. The flexibility makes the 
network architecture heterogeneous in e.g. the use of different hardware, different link technologies. 
These difficulties could be applied to DySCAS, but the discussion of autoconfiguration is one of the key 
goals for this project and the RUNES version is presented below. 

8.2.1 Autoconfiguration 
Autoconfiguration is one possible solution to make a network node ready for network communication. The 
other solutions are manual configuration via human machine interface (HMI) or configuration provided by 
manufacturer. 
 
Using RUNES autoconfiguration is of great advantage, because of the difficulties to manually configure a 
network with over hundreds of nodes. In many cases is the position of the nodes not known a priori 
because of the ad hoc deployment of the networks. In those cases is it not possible to use configuration 
set by manufactories. 

8.2.1.1 Mechanisms for autoconfiguration 
RUNES shows options for enabling autoconfiguration for both IPv4 and IPv6 networks. For 
autoconfiguration of IP networks the following is needed: 
 
IP address autoconfiguration: Communication with other RUNES IP-enabled sensors requires an IP 
address. Communication with an Internet node requires a global unique IP address. 
 
Gateway discovery: To enable Internet communication IP-enabled nodes must discover the gateway to 
the Internet. 
 
Service discovery: Discovery of IP address DNS servers and other services may be of interest.  
 
IPv4 autoconfiguration: 
DHCP is a standard solution for autoconfiguration for IPv4 networks. DHCP is designed for multicast 
networks where messages can be sent to all nodes in a network via one hop. This is not something that 
can be taken for granted in a RUNES network as they are designed to be able to form multihop networks. 
 
The solution is to: 
 

• Implement a DHCP relay that forward DHCP messages from nodes to a DHCP server 
• Distribute DHCP messages throughout the complete network 
• Modify DHCP to not use broadcast 
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Ipv6 autoconfiguration 
Autotconfiguration in IPv6 networks is usually performed via IPv6 neighbor discovery and IPv6 stateless 
address autoconfiguration [38]. Both technologies require layer 2 multicast/broadcast capable links. This 
is a problem when using for example 802.15.4 links as they do not support link layer multicast by default. 
By deploying the technology would increase the consumption of bandwidth, processing power and battery 
power. Work is ongoing on how to solve the problem and decrease the message being sent for 
autoconfiguration.  

8.3 RUNES’ middleware architecture 
The middleware has a component based architecture, where the functionality of the components is 
hidden behind well-defined interfaces [38]. This enables different variants of the same component to be 
deployed, which can be used for support of dynamic reconfiguration to respond to changing conditions. 
 
The middleware is composed of two parts; a middleware kernel and on top of the kernel a component 
layer which offers middleware and application services. To accomplish support for heterogeneous 
network system the middleware kernel and component layer must be adapted to the environment by 
different implementations.  
 
The kernel provides abstractions and the functionalities needed for developers to implement any 
distributed mechanism. Developers access the middleware through a well-defined API. The main 
functionalities provided by the API is to load unload component types, instantiate and destroy 
components and bind components together [38]. The load and unload operations are responsible for 
dynamically load and unload component types into and from the system. Component types are described 
by attributes, which can be set via the API. The lifecycle of a components can be controlled with the 
instantiate and destroy operations. The bind operation takes care of binding between two components. 

8.3.1 RUNES’ middleware services 
The RUNES project has specified a number of services that should be implemented to solve the 
scenarios of RUNES [34] [37] [38]. 
 

• Local OS Services 
This is an abstraction layer over OS functionality. It can be used for implementing different 
scheduling policies or memory management. 
 

• Overlay Services 
The overlay services are a virtual communication layer that hides the underlying physical 
network. The benefit of abstract the physical network is that routing protocols can be treated the 
same way independent on network type (internet, mobile ad hoc or wireless sensor networks) 
[35]. 

 
• Interaction Services 

The interaction service takes care of the communication between applications. The RUNES 
consortium pushes on the need of having more support for communication than just Remote 
Procedure Calls (RPC) to cope with the requirements set by the targeted domains. Publish-
subscribe, group communication and media streaming etc are other communications services 
that should be implemented. 

 
• Context and Location Sensing Services 

In scenarios where embedded systems are supposed to work unattended and integrated with the 
physical environment, the system might need to sense the surrounding and perform adaptation. 
This can be done by having nodes that can share information about the surrounding with other 
nodes. 

 
• Advertising and Discovery Services 

Components in RUNES must be able to detect and publish their functionality as the nodes can be 
removed and added to a network dynamically.  
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• Logical Mobility Service 
The purpose of the Logical Mobility framework is to enable dynamic reconfiguration by enabling 
transferring of logical mobility units LMUs between nodes in a network. A LMU is a generalization 
of a class, object, data type or runes component.   
 

• Sensor Coordination Services 
Time coordination for time synchronization between sensor nodes. Can be used for timing sleep 
periods for when devices should turn of their radio. 
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9 Research conclusion  
Solving the project targets of DySCAS implies how a self-managing system could be built, e.g. the 
concept of IBM’s autonomic system. The basic mechanism has been used as the base for further 
research. The research has been targeted to the middleware area, and technology of Enea and the 
specification of CORBA have been of high interest.  
 
Both Enea and CORBA/TAO solve the infrastructure for distributed systems. They use the mechanism as 
IBM proposes, registry (name service), to provide a base for a service-based system. The name service, 
together with policies, solves the self-configuring mechanism. 
 
The security of an autonomic system is important. IBM suggests that an autonomic component should 
protect itself by just using a single communication channel to prevent different mechanisms to be used for 
communication. This is solved by CORBA by hiding security mechanism in the core of the communication 
component (the ORB). All components use the same communication mechanism and are forced to use 
the security implemented. 
 
The goal of DySCAS is to create a system managing itself without any help of humans. Another goal is to 
use the ECUs as virtually one ECU, enabling a better use of resources. This is the last part of the solution 
for DySCAS. 2K has looked on this problem, and has come up with a solution built on top of the CORBA 
specification. They introduce a component repository from where components can be loaded, and a 
resource manager keeping track of where to deploy components. The resource manager together with 
policies could be seen as a control loop, where the policies are the correct input signal, the report from 
the nodes are the current signal and the resource manager are the algorithm controlling the system. 
 
The RUNES middleware is an example of a design for embedded systems. They look on the same 
problems as DySCAS does, even though their approach is not just the automotive industry. Interesting is 
their specification of middleware services. The Logical Transfer Services is exactly one of the services 
that DySCAS aims to solve, moving software components between nodes. 
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10 Solution 

10.1 A Self-managing system  
The views of self-managing system from the state-of-the-art solutions are that there are three areas that 
must be investigated to really find out which the needed mechanisms are to create a fully self-managing 
system; IBM’s concept of autonomic systems, CORBA/Enea for the infrastructure and 2K for the dynamic 
management of the system. The concept has been further investigated. 
 
There are still three approaches explaining how a system can be built up and solve a self-managing 
system. They have slightly changed but ideas are taken from the research. It is the infrastructure, 
resource management and configuration management. They will together form a system which can be 
called self-managing. The basic of them are implemented and their functions are explained in this 
document. 

 

     
 
The infrastructure must be present in order to be able to communicate on a distributed network, and hide 
the complexity of it for application and service developers. The resource management takes care of 
resource allocation under run-time, and makes sure that the resources are used within its limits. The third 
part, the configuration management, is a tool for managing policies and controlling the systems 
configuration, together with the possibility of downloading code.  
 
The different parts are further explained later in the report. The infrastructure and the resource 
management are implemented, while the configuration management is still on a design level. 

Figure 26. A view of the main software necessary for DySCAS 
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10.2 Platform 
As a part of the thesis an existing demonstration platform is used to show and prove the functions of the 
developed middleware. The platform structure is covered in the next sections. 

10.2.1 Hardware 
An already built up platform was used for the development of the functionality. The platform has 6 ECUs, 
all Phytec development boards, with Infineon C167CR processors. The boards have a CAN interface and 
are connected to the CAN network of the platform. 

   
As operating system on the hardware were the Epsilon OS used. It is the OS with the smallest footprint of 
all Enea’s OSes. The main target for the Epsilon is not distributed systems, so there was no support for 
communicating between different targets. The communication part was developed by a parallel thesis 
project. 

10.2.2 Extension of platform 
The purpose of the thesis was to extend the platform with new hardware (the MPC5554 processor). The 
requirements of the hardware were that it should support the operating system OSEck. OSEck is an OS 
developed by Enea. Compared with the Epsilon OS it has more functionality, e.g. a link handler for 
distributed communication, and as a result it has a bigger footprint, approximately about 70-80 kB.  

 
 

Figure 27. 6 Phytec development boards connected to a can network. 

Figure 28. The platform with the Phytec development board (MPC5554) 
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Hardware, MPC5554 
Selection of the processor was determined by the requirements of OSEck. OSEck has support for a 
number of processors. After investigations of the available hardware, that fulfilled the requirements an 
ECU from Phytec was selected. The selected development board was the Phytec Development Kit 
phyCORE MPC5554 [24]. Due to delay of the shipment of the board from the manufacture, another ECU 
was used at the beginning; the Axiom axm-0321 board.   
 
Hardware requirements: 
CAN support 
Supported by OSEck  
Modern 
Used in the automotive industry 
Possible to buy 
Not too pricy 

Table 5. Hardware requirements 

10.2.3 Development tools  
Development tools for hardware consist (in this case) of two parts, a wiggler for the connection between 
computer and board, and a software tool for the code development and debugging. A development tool 
was provided with the Axiom board, the software tool was unfortunately limited to a code size of 64 kB 
and could not be used for building applications together with OSEck. Therefore another investigation was 
carried out in order to find another tool to use. Different suppliers of development tools were contacted, 
but most of the tools were too expensive.  
 
One tool was finally selected, a Wiggler from Macgraigor together with a freeware software tool that were 
also provided [26] [27]. The wiggler has a 14 pins JTAG interface for the board and a USB connection to 
the PC, see figure 25. 

Figure 29. Development configuration of Phytec 
development board. 
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10.2.4 Operating system, OSEck 
A precompiled version OSEck was already built for the Axiom board, but it was unfortunately not possible 
to build the OSEck for the memory address of the ram memory of the board (due to a limitation in a part 
of the available version of OSEck). Therefore source code of OSEck had to be changed. That was done 
by changing the code in the ClearCase environment of Enea. The limitation was corrected and the OSEck 
was built, but there were unfortunately problems of getting the configuration right. So it was not possible 
to make it working correctly on the hardware. Due to the schedule there was no time to solve all of the 
problems so the work with OSEck was ended.  

Problems 
As the OSEck didn’t function, the Infineon C167 processor together with Epsilon was used instead. 
Unfortunately was there only a limited version of the development tool, so the components had to be 
tested piece by piece, which slowed down the development process. 

10.2.5 Summary of used tools 

 

Table 6. Summary of used hardware, RTOS and development tools 

 

Hardware RTOS Development tools Comments 
Freescale, Axman, axm 
0321 board 

OSEck (3.2.1) P&E Nexus starter kit 
GDB 

The flash memory didn’t 
work.  

Phytech phyCORE 
MPC5554 

OSEck (3.2.1) P&E Nexus starter kit 
GDB 

The board worked 
properly, but OSEck 
didn’t work properly. 

USBWiggler, Macraigor  OCDRemote 2.18 
GDB 

OCDRemote was 
updated by Macraigor to 
support memory 
configuration. 
GDB tool might have 
stability issues for large 
software. 

Phytec minimodul C167 OSE epsilon Tasking (v8.6 r1) Limitations in Tasking, 
couldn’t use it to develop 
large components. 
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10.3 Architecture 
The architecture focuses on the infrastructure, resource management. The configuration management is 
important but is not implemented and is presented as future work.  
 

Figure 30, shows how the goal of the design was. The implemented middleware does not include “trace 
and error” method in the Middleware API, and the components in the middleware are not OS 
independent, see figure 31. The architecture in Figure 30 will be used in the following sections to describe 
how the building blocks should be related. 

10.4 Infrastructure  
The infrastructure is the base on where all other functionality in the system resides on. This section 
explains the mechanisms that are implemented in the platform and how the interaction between 
components works.  
 
The components in Figure 29 are fulfilling the infrastructure of the middleware.  
 

• Middleware API 
• Local Resource Manager 
• Link handler 
• Name Service 

Figure 31. The current design of the middleware Figure 30. Building blocks of full middleware design 

Figure 31. Shows the components used for the infrastructure 
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10.4.1 Service based 
The system is a service based system; all resource or all components that can provide functionality to the 
system are called services. They register themselves in a registry (Name Service). The registry is located 
on one node in the network. 
 
The registry is the base function in the system. All other components are dependant on its functionality. 

10.4.2 Communication model 
The communication model for the middleware is using structs as data carriers. That is the only thing that 
the applications/services have to know anything about. The communication between processes in the 
system uses OSE signals. By hiding how the data (structs) are transported between processes a lot of 
work is saved from the application/services developers and it also makes it possible to change it when 
using other OSes.  

10.4.2.1 Interface/protocol - Struct 
The structs must of course be known in both the sender application and in the receiving application. It can 
be seen as an interface, as it is used by CORBA [25]. The interface will be static, and changes have to be 
applied to both parts.  
 
In CORBA the interface definition is used to publish an object’s methods (object oriented middleware). In 
this middleware solution, the structs are data carrier, and any data can be transported to another process. 
There is one exception and that is that it is not possible to send reference data to a remote process if the 
process resides on another node. 

10.4.2.2 Communication to middleware services 
The middleware API hides the functionality of how the middleware are designed and implemented. There 
are 4 defined signals for the middleware service communication.  
 

• Registration/Unregistration of service 
dyscas_service_update_signal 

• Locate 
dyscas_locate_service_signal 

• Subscribe/Unsubscribe  
dyscas_subscription_service_signal 

• Retrieve information of system 
dyscas_system_info_signal 

 
All infrastructure signals are hidden for the applications. But the same signal is used from the top to the 
bottom, which can be a drawback since they can grow and be complex due to increasing number of 
address fields that must be added for each layer in the system. 
Example of communication in the middleware, this example shows the register signal. 

 

Figure 32. The register signal 
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Addressing 
The middleware API is a part of the application process, the LRM and the Link handler are two separate 
processes. The middleware sends the signal to the LRM process with no information of where the 
destination is. The LRM is always updated with the address to the Name Service. The LRM adds the 
middleware API process id to the signal. It thereafter sends the signal to the linkhandler 

10.4.2.3 Communication between applications and services 
Communication between applications and services are carried out via the middleware interface.  
 

Addressing 
The middleware API is a part of the application process, the middleware API sends the signal to the Link 
handler. By doing so the addresses of the signal can be used in the Link handler to add to the destination 
and source fields of the DySCAS protocol.  
 
This should be changed so that the destination and source are added by the middleware API. All signals 
should also go via the LRM to be able to record network utilization. 

10.4.2.4 Link handler 
All the components providing service in middleware are dependent on the layer hiding the hardware, the 
link handler. The link handler takes care of the signals and sends them out on the CAN network as bit 
streams. It is also responsible for receiving the bit streams and setting them back to signals again, and 
sending them to the destination process. Another function that the link handler is responsible for is to form 
a slave/master partnership with all other nodes on the network. One node is selected to be master and 
the other is set to slaves. 

Master/Slave 
The concept of master and slave is a part of making the system self-configuring. Network infrastructure 
components use the fact that there is only one master on the network; there should only be one Name 
Service on the network and it is only activated on the master node.  

Figure 33. Communication between an application and a service. 
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10.4.3 Basic System functionality 

10.4.3.1 The middleware API 
The middleware API hides the underlying functionality of the communication and services. This allows the 
application and services to always use the same methods independent of OS/communication model.  
 
The services the middleware provide are: 
 

• Publish service 
• Locate service 
• Notification of  

o Added service 
o Removed service 
o Node is removed where service reside 

• Communication between applications/services 

10.4.3.2 Name Service 
The NS is a core service in the middleware; it is an infrastructure component forming the base in the 
system; it is used by all other components to locate each other. The Name Service must be present in the 
system to make it work. It solves a part of how to make the system self-configuring, by removing the need 
of having static addresses to remote components. By using a NS, services can be placed anywhere in the 
network.  
 
By using its functionality of notification when a service is added, a service can be started at anytime and 
anyone interested in it can be notified of its presence and use it. The Name Service is always located on 
the master node, this is due to make use of the fact that there is only one master, and it should not be 
more than one Name Service on the network. 
 
See the following sections of how the basic functionality can be used. 

10.4.4 Basic system service provided by system 

10.4.4.1 Publish services 
The Name Service is accessed via the middleware API’s register method. The service does not know 
where the Name Service is located. It just passes an identifier of itself in a method call to the API. The 
API creates a signal, which is passed on to the Local Resource Manager. The LRM has information of 
where the Name Service is located and passes the signal on to the address of the Name Service. The 
signal is passed to the OS, which has a forward list to the link handler. The link handler retrieves 
information from the signal from which process the signal origins and to where the signal is sent. It uses 
the information to add it to the DYSCAS protocol sent on the CAN network. 
 

 
 
 
 

 
 Figure 34. Register service via LRM to Name Service 
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10.4.4.2 Notification of service actions 
 
It is possible to make the Name Service sending notifications of when services are added, removed or 
disappeared. The application/service that wants to a notification uses the subscribe method in the 
Middleware API. The application/service does not need to know where the Name Service is, that is taken 
care of by the Subscription Fail Safe component. 

 

10.4.4.3 Locating service 
 
By knowing the name of the service to access, it is possible to retrieve a reference to it from the Name 
Service. By retrieving the reference it is possible to communicate with the service. An application must 
know the identification of the service in advance, but does not need to know where the NS is. The 
location of NS is known by the LRM. 
 
  
 

 

10.4.4.4 Communication service 
By locating the service it is possible to send any struct to it by using the communication service. It does 
not use the LRM in this implementation but should do it to be able to record network utilization. 
 

 

Figure 35. Subscription 

Figure 36. Locate service 

Figure 37. Communication between 
application and service 
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10.5 Resource management  
The three mentioned functions are the core of a distributed system. It is used for enabling a distributed 
system to work. The next functions are added in order to give the system a more dynamic behavior, more 
self-managing. The concepts needed to provide an autonomic system is: 
 

• Resource management 
• Resource allocation 

 
The resource management idea is adopted from 2K’s design proposal. 2K solves how to deploy new 
components if they are missing in a PC environment. They use resource management for deciding where 
to deploy the components; if there is resource enough to run the new components.  
 
The idea of the thesis was to see whether it was possible adopt the design and make a solution where it 
was possible to download code, for more detailed information look in the section about 2K. Because of 
lack of time, the only part of 2K’s design that actually was implemented was the resource monitoring and 
part of resource allocation. 

The concept of 2K is to have a Local Resource Manager (LRM) on every node, and one Global Resource 
Manager (GRM). The LRM keeps track of the resource utilization on the node, and allocates resources on 
the node. The GRM receives periodically information from each LRM, by doing so the GRM have a view 
of how the resources are used in the system. 

10.5.1 Local Resource Manager (LRM) 
In this solution, the LRM is responsible for two tasks: 
 

1. Keep track of all service registrations 
2. Send resource utilization information to the GRM 

 
The LRM keeps track of all registrations for two reasons. 
 

1. Be able to resend registration in case the name service is changed 
2. Keep track of all services running on the node, which it can send to the GRM. 

 
All components (GRM, GCM, and from the middleware API) use the LRM to send their registrations, 
locate and information signals to the Name Service. As the application and middleware API does not 
know anything about where the Name Service is, the LRM fills in node id and the original process id in the 
signal sent to the Name Service. 

Figure 38. The involved components in resource management 
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The LRM should also take care of other signals in the future, to be able to calculate how much the node 
uses network resources. It should send the information to the GRM. 
 
Start up of LRM 
 
The LRM keeps track if there are any master on the node. If there is no master, it is not possible to send 
any system signals on the network; no service can e.g. register itself on the network.  

     
 
The LRM requests a master and node id from the lower layer of the system (link handler). When the 
nodes in the network have negotiated which node to be master, the link handler has the information about 
it and updates the LRM. When the LRM is updated with the master identification and node id, it is 
possible to send signals to the master node; to the Name Server. 
 
The LRMs send signals to the GRM, to get a reference to it the LRM sends a notification request to the 
name service when started. When the GRM register itself, the LRM will be notified and it will receive the 
reference to it. When having the reference, it can communicate to it and send resource information 
periodically. 

 
 

Figure 39. System ready 

Figure 40. Requesting registration notification of GRM 
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10.5.2 Global Resource Manager (GRM) 
The GRM is built as a service; it registers itself in the Name Service when started. Note that it collects 
information of on which type of node it resides on; it only register itself when it resides on a master node. 
By doing so it is easy for every component that wants to access it just asks the Name Service for its 
reference.  
 
The GRM has two functions: 
 

1. Resource monitoring on a system level 
2. Resource allocation 

 
The LRMs send resource utilization information to the GRM. They find the GRM by sending a 
subscription signal to the NS so that they are informed when the GRM is registered and ready to use. The 
GRM utilizes the infrastructure to send a registration signal via the LRM. The GRM does not know where 
the Name Service is. 
 

 
Start up of GRM 
 
The GRM asks the system where it is located. If it is on the master node, it registers itself in the Name 
Service, if it is not on the master node it does nothing. 

Figure 41. Registration of GRM to the Name Service 

Figure 42. Start of GRM 
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10.5.3 Global Configuration Manager (GCM) 
The GCM is also built as a service. Just as the GRM, it registers itself on the Name Service only when it 
resides on the master node. The GCM has (at the time) one function, but should be further implemented 
to support handing out policies and selecting between an already loaded service in the Name Service or 
downloading code for the requested service.  

 
Implemented functionality: 
 

1. Makes sure a service is ok to use 
a. Verifies if it is available (in the Name Service) 
b. Verifies if there is enough resource on the node it resides on. 

 
The GCM uses the NS to find where components are registered, and it uses the GRM to allocate 
resources on the node where the services are.  

 
This architecture makes it possible to keep a view of how resources are utilized on the system.  
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Figure 43. GCM register itself in the name service 

Figure 44. Find component/service and allocate resources 
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Start up of GCM 
 
When the GCM starts up, it must be notified of the node it is located on. It uses the node and master id to 
decide on which node it is. In case it is on the master node it sends a registration to the Name Service. 

   
If it does not receive a reference to the GRM it will of course not use the functionality of the GRM and only 
forward signals to the Name Server. 

Figure 45. Start up of GCM 
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10.5.4 Extended system functionality provided by system 

Resource allocation 
The system can allocate resources for the use of a service. If the GCM and GRM are present on the 
system, the GCM will always ask the GRM if the node, on where the requested service reside, have 
available resources. This is done by sending over a static request of increasing the use of the CPU with 
30% for each request. This should of course be changed to the actual need of the requester and service.  

 
    

Figure 46. Resource allocation from the GCM 
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11 Result 
The goal of the thesis is to provide proof-of-concept solutions for some of the requirements set by 
DySCAS, and to show how a self-managing system can be built. The following section shows the parts 
that are fulfilled and those who are not. 

11.1 Dyscas requirements 
 
The sovled DySCAS requirements mapped to components. 
 
 Components 
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Requirements Solved        

#1, the vehicle IT-system 
must be able to download 
software from the infrstructure 

No, parts of it is solved by the design 
from 2K with LRM, GRM 

x X      

#2, the configuration manager 
must be able to check the 
validity of the new software 
moduel. 

No        

#3, the vehicle IT-system 
must be able to install new 
module. 

No, but help functions as resource 
allocation implemented. 

 x x     

#4, the newly downloaded 
software shall be activated 
seamlessly. 

No        

#5, there shall be a resource 
manager that continuously is 
aware of the available 
resources, especially the 
battery power. 

Yes, there is resource manager local and 
global. They cannot monitor battery 
power but could be able to do so. 

x x      

#6, open Yes, middleware API offers the services 
of the middleware to applications and 
services. 

    x   

#7, portable to both different 
OSes and hardware 

Yes, API hides the functions for 
applications and servives 

    x   

#8, complexity reduction Yes, communication details are hidden 
from applications and services 

x x x x x x X 

Table 7. Functionality solved by components in the middleware. 
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Since the DySCAS project where newly started the requirement evolved during the thesis, some of them 
are solved as well and they are listed here. 
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Requirements Solved        
Resource monitoring 
(resources used) 

Yes, infrastructure for monitoring nodes 
and system. 

x X      

Resource management 
(resources requested) 

Yes, infrastructure for allocating 
resources. 

x X      

Producer/Subscriber 
registration 

Yes, services can register in name 
service. Subscription for services 
possible. 

x  x x    

OS independent Partly, applications and services are OS 
independent. 

    x   

Hardware independent Yes, by another thesis       x 
Fault tolerant Yes, the Name Service states are 

updated when name service change 
node.  

x      x  

Table 8. Late specified DySCAS requirements 

11.2 OS and hardware requirements 
The software was supposed to be implemented on a new OS and hardware. Due to lack of time and 
difficulties making it work, this part was not finished.  
 
Generic functionality Solved Description 

New hardware Almost A lot of work was spend on expanding the 
platform with another hardware, the MPC5554 
processor. Due to hardware and development tool 
problem, there was no time to implement the new 
hardware. 

New OS Almost The OS was built, but it never successful ran on 
the MPC5554 processor. A solution is probably 
very close. Difficulties with the debbuging tool 
made it more difficult to find the errors, due to that 
single step didn’t work as it should (freeze 
problem). 

Table 9. OS and hardware requirements 
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12 Future work 
There are many more functions that must be implemented in order to fulfill a system that is self-
managing. The most basic of such system is solved in this solution, with the infrastructure and resource 
management.  
 

• Configuration management 
o Policies 
o Code download 
o System state 
o (Authentication) 

 
By combining the infrastructure, resource management and configuration management it would be 
possible to create a self-managing system.  
 
The infrastructure take cares of the signaling between components, registration and fault handling. The 
resource management will take care of how the resources are used on the system. It is needed due to 
control whether it is possible to add new functionality to the system and still be able to serve the old 
functionality without any interruptions.  
 
The configuration management is the last piece that would put the system to a whole self-managing 
system. By using policies, the systems characteristics can be changed without changing the functionality 
of the components. Policies will also be responsible for managing the state of the system (running, 
maintenance); can be used to shut down functionality when software is updated. By allowing the system 
to download code, new functionality could be possible to add without having to change the software on a 
whole ECU, but just adding new small pieces of code.  
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12.1 Configuration Management  
The configuration of the system is a big part of making the system self-managing. Included in the 
configuration management are the important parts of 
 

• Dynamic code loading 
• Policies 
• Global configuration 
• Local configuration 
• State of the system/nodes 

 
Policies 
 
Policies are in its simplest state nothing more than configurations files. The complexity of the policies is 
dependent of how they can be interpreted.  
 
The reason to use policies or configuration files is that the behavior of application/services can be 
changed without having to change the code. There is nothing difficult to make an application be controlled 
by a policy; the question is how to control a whole systems functionality by policy files. 
 
Configuration should be handled both locally and globally. There are three variants on looking on 
configuration management: 
 

1. All configurations are handled locally 
2. All configuration are centralized 
3. Using both 

 
The concept is further developed in the next sections. 

Figure 47. Configuration management components 
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12.1.1 Configuration management design 
The adopted solution is a suggestion of how to handle configuration of the system. The solution is based 
on a global configuration manager together with local configuration managers on each node. With this 
solution all three possibilities of configuration can be fulfilled. 

12.1.2 Global Configuration Manager (GCM) 
The GCM is also built as a service. Just as the GRM, it will register itself on the Name Service only when 
it resides on the master node. 
 
The GCM has at the time the functionality of verifying if services are loaded and allocating resources. It 
should be implemented with more functionality  
 

1. Decide if code is available 
c. If no Service is available, it should check with a component repository to verify it the code 

of the component can be downloaded 
2. Policies       

d. Hand out policies to requesting node/application/services 
e. Keep track of which policies that should be used. 

 
The GCM are responsible for handing out policies to applications and services on the nodes on the 
network. The Local Configuration Managers ask the GCM for different policies. The GCM keeps a system 
wide policy, where all policy and its versions should be defined.  

12.1.3 Local Configuration Manager (LCM) 
The LCM is not yet implemented but it should be responsible for keeping track of the policies on a node. 
All applications must register themselves to the LCM, even though they do not want a policy. The reason 
they should register to the LCM is that the LCM takes care of the states of the node; e.g. running or 
maintenance mode. The applications/services must obey to the settings set by the LCM. 
 
State of the system 
 
The system must have the possibility to have different states. Changes of the system might not be 
possible when vehicle is running; the vehicle might need to be standing still in a garage when changing 
code in the ECUs. 
 
Possible states: 
 

• Running mode 
• Maintenance mode 

 
The states of the system are determined by a policy that all components must understand.  
 
The local configuration manager keeps track of the nodes state and policies. At startup it registers to the 
GCM and collect policies. The GCM keeps a list of all LCMs in the system and can by that keep track of 
all nodes and their state. This will allow anyone to talk to the GCM and affect it so that it can change 
settings of any node in the system. 
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12.1.4 GCM and LCM 
Figure 52, shows how they could work together; the GCM is responsible for policies and each LCM 
collect policies from it when an application or service requests one. 

 
 
The idea of letting the LCM collect policies via the GCM is that the policies are stored central in the 
system. It allows the GCM to select the correct version of the policy. Another point is that the GCM can 
store the requesting LCMs references. It enables the GCM to have a system view of every node on the 
system, and by having that, it can force updates of policies by sending policies to any LCM on the 
network. 
 
The idea of how forcing policies can be used is shown in figure 53. The concept is that functionality is 
controlled by policies. If an application wants to start trace of a service, a policy is forced out to the 
service node enabling trace.  
 

Figure 48. LCM request for a policy 
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1) 2) The application sends out a request for trace (a signal) to the GCM. 3) The GCM uses the Name 
Service to find out the reference to be able to send the policy to the LCM. 4) It search for a policy in the 
policy repository, 5) it thereafter verifies that there are enough resource on the network to send out trace 
signals. 8) If the allocation of resources is ok, the GCM pushes a policy to the LCM. The LCM updates the 
trace and error setting on the node so that trace signals are sent out on the network the requester of the 
trace. The LCM acknowledges the request and the GCM finally acknowledge to the application that the 
request succeeded. This an example of how configuration can be change. 

 
 
 

Figure 49. Pushing policies to node 
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13 Summary 
Three main areas cover a self-managing system: 
 

• Infrastructure 
• Resource management 
• Configuration management 

 
The infrastructure was implemented, and it covers the components of the: 
 

• middleware API 
• Local Resource Manager 
• Name Service 
• Link handler 

 
With the functionality from them, a part of a self-managing system is fulfilled. Service registration and 
service subscription allows the system to find the functionality of the system and be notified of the 
changes. It allows functionality to be added under run-time without any static reconfiguration. 
 
The infrastructure allows more functionality to be added to the system. Both the resource and 
configuration management is dependant on the infrastructure, but the infrastructure is not dependant on 
them. This shows that the infrastructure could be used to implement any other functionality needed. 
 
Basic resource management is implemented in the system, the components are: 
 

• Local Resource Management  
• Global Resource Management 

 
With their functionality resource utilization can be supervised in order not to allocate more resource than 
available to avoid that the system does not work properly.  
 
The last part, just partly implemented, is the configuration management. The components are: 
 

• Local Configuration Management (not implemented) 
• Global Configuration Management (partly implemented) 

 
They will allow the system to be controlled by policies, and make it possible to update code. The GCM 
has implementation of finding components in the name server and ask the GRM for resource allocation. It 
must be further developed to support finding service by code, allowing nodes to download it. 
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Appendix A – Acronyms 
 
DySCAS   Dynamic SCalable Automotive Systems 
CAN    Controller Area Network 
CPU   Central Processing Unit 
ECU   Electronic Control Unit 
OS   Operating System 
OSE    Operating System Embedded 
RTOS   Real-Time Operating System 
CORBA  Common Object Request Broker Architecture 
API   Application Programming Interface 
 
 


