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Abstract

The growth of wireless networks has been considerable over the last decades.
Due to the broadcast nature of these networks, security issues have taken a
critical role in today’s communications. A promising direction towards achiev-
ing secure communications is information theoretic secrecy, which is an ap-
proach exploiting the randomness of the channels to ensure secrecy. Based on
this approach, there has been a recent surge of interest in a potential cooper-
ation between users to enhance the secrecy of communications. In this thesis
we investigate the interaction between cooperation and secrecy. In particular
the contributions of the thesis can be divided into two parts.

In the first part, we study cooperative strategies for secrecy for wireless
channels. Our goal is to evaluate the effect of fading and limited CSI on
the eavesdropper’s channels. In that purpose we consider a scenario where a
helper aims at increasing the secrecy of the communication between a source
and destination in the presence of an eavesdropper. Several strategies are
discussed for the helper, namely decode-and-forward, amplify-and-forward,
and cooperative jamming. We introduce the secrecy outage probability, the
conditional secrecy outage probability and the secure throughput as secrecy
measures. For each measure, we investigate and compare the secrecy per-
formance of cooperation. We furthermore elaborate a system optimization in
terms of strategy selection, node positioning, power allocation and rate design.

In the second part, we consider cooperation in the 4-node scenario against
a more sophisticated adversary: an active eavesdropper, which can either
passively eavesdrop, or jam the transmission. A game-theoretic perspective is
a natural way to analyze the competitive interaction between the helper and
the eavesdropper. Therefore we define several secrecy games, for which we find
the Nash and Stackelberg equilibria as well as the corresponding secrecy rate
outcomes. Another important consideration in this scenario is the interaction
between the source and the helper, which we model and solve as a Stackelberg
game, and we illustrate its impact on the achievable secrecy rates.
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Notation

We will use the following notation throughout this thesis.

X random variable
X alphabet or set

X × Y cartesian product of sets X and Y
|X | cardinality of a set X
x realization of X

X ∼ p random variable X with probability distribution p
H(X) entropy of the discrete random variable X
h(X) differential entropy of the continuous random variable X

H(Y |X) conditional entropy of the random variable Y given X
EX expected value over random variable X

I(X;Y ) mutual information between random variables X and Y
Xn vector of n random variables X1, . . . ,Xn

xn vector of n realizations x1, . . . , xn

W message

Ŵ estimate of message W
P{X} probability of event X

C capacity
Cs secrecy capacity
R(i) achievable rate with strategy i at the relay

N (µ, σ2) normal distribution with mean µ and variance σ2

CN (µ, σ2) complex normal distribution with mean µ and variance σ2

|x| absolute value of a complex number x
x+ positive part of x, i.e., x+ = max(x, 0)
x∗ conjugate complex of a complex number x
⌈x⌉ unique n ∈ N such that x ≤ n < x + 1
log logarithm to the base 2
C(·) 1

2 log(1 + ·)

1



2 Notation

K1 (.) first order modified Bessel function of the second kind

G game
Si set of strategies for player i
si strategy of player i
s−i vector of strategies of all players except i
ui utility of player i

uNE NE utility
u∗ SE utility
σi mixed-strategy profile of player i
σ∗ mixed-strategy NE profile

D Destination
E Eavesdropper
S Source
H Helper
Pi transmission power at node i
xi transmitted signal from node i
yi received signal at node i
hij channel coefficient between node i and node j
dij Euclidian distance between node i and node j
α path-loss exponent
γij instantaneous SNR between node i and node j
γ̄ij average instantaneous SNR between node i and node j

R
(i)
s achievable secrecy rate with strategy i at the relay

CH1
relay located in (0.1, 0.1)

CH2
relay located in (0.5, 0.1)

CH3
relay located in (0.9, 0.1)

CE1
Eve located on the line (x, 0.8)

CE2
Eve located on the line (x, 0.1)

CEp
no restriction on Eve’s location

P
(sH)
out (R) secrecy outage probability with strategy sH

and secrecy rate R

P
(sH)
out,c(R) conditional secrecy outage probability with strategy sH

and secrecy rate R
Ts secure throughput

sH strategy of the helper
sE strategy of the eavesdropper



Notation 3

C(sH,sE) transmission state of the network
R(sH,sE) achievable secrecy rate for a state C(sH,sE)

γ̃ij instantaneous equivalent SNR between node i and node j
BCSo best-case scenario with static eavesdropper
BCSp best-case scenario with adaptive eavesdropper
WCSo worst-case scenario with static eavesdropper
WCSp worst-case scenario with adaptive eavesdropper

R∗
i Stackelberg equilibrium secrecy rate in scenario i





List of Acronyms

AF Amplify-and-forward relaying
AWGN Additive white Gaussian noise
bpcu Bits per channel use
cdf Cumulative distribution function
CF Compress-and-forward relaying
CJ Cooperative jamming
CSI Channel state information
CSOP Conditional secrecy outage probability
DF Decode-and-forward relaying
DMC Discrete memoryless channel
DT Direct transmission
i.i.d. Independent and identically distributed
MAC Multiple-access channel
MAC-WTC Multiple-access wiretap channel
MIMO Multiple-input and multiple-output
MRC Maximum ratio combining
MSNE Mixed strategy Nash equilibrium
NE Nash equilibrium
pdf Probability density function
pmf Probability mass function
RC Relay channel
SE Stackelberg equilibrium
SIMO Single-input and multiple-output
SINR Signal to interference plus noise ratio
SNR Signal-to-noise ratio
SOP Secrecy outage probability
TD Time division
WTC Wiretap channel
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Chapter 1

Introduction

1.1 Background

Wireless networks have developed considerably over the last few decades. As
a consequence of the broadcast nature of these networks, communications can
potentially be attacked by malicious parties, and therefore, security has taken
a fundamental role in today’s communications. Security issues can generally
be categorized into two main types: active attacks and passive attacks. The
former type corresponds to an attacker intentionally disrupting the commu-
nication, while the latter type characterizes an attacker eavesdropping the
communication, thus causing loss of confidentiality and secrecy. Such attacks
are usually addressed in layers above the physical layer, using techniques based
on cryptography [MvOV96]. In contrast to the traditional cryptographic ap-
proaches, there exists a promising direction towards achieving secure commu-
nications, namely information theoretic secrecy.

The information theoretic secrecy approach, initiated by Shannon [Sha49]
and later developed by Wyner [Wyn75], exploits the randomness of the com-
munication channels to ensure the secrecy of the transmitted messages. How-
ever, similarly to communication networks without secrecy constraints, the
overall performance is limited by the channels’ conditions. In particular,
the legitimate parties need to have some advantage over the eavesdropper
in terms of channel quality to guarantee secure communications. Many tech-
niques have been proposed to overcome this limitation, such as the use of
multiple antenna systems, e.g., multiple-input multiple-output (MIMO) nodes
in [OH08], [SLU09], [LS09], or advanced channel coding techniques, e.g.,
in [TDC+07]. Recently, there has been a substantial interest in the secrecy

7



8 Chapter 1. Introduction

of multi-users systems [LPSS09], with a particular emphasis on a potential
cooperation between users to enhance the secrecy of communications.

Cooperation in communication networks is an emerging technique to im-
prove the reliability of wireless communication systems, and it involves multi-
ple parties assisting each other in the transmission and decoding of messages.
Since the introduction of the relay channel in [vdM71], which is the simplest
form of cooperative communication, cooperative strategies have been investi-
gated in a tremendous number of works, e.g., in [LTW04], [KGG05]. The anal-
ysis of the interaction between cooperation and secrecy is however more recent.
If the cooperatives nodes are also potential eavesdroppers, the interaction be-
tween cooperation and secrecy appears to be complex [HY10], [YLE11], and it
is unclear whether cooperation can, in fact, improve secrecy, or whether there
is a trade-off between cooperation and secrecy. Assuming that the cooperative
node(s) can be trusted and aim at increasing the secrecy of the transmission in
the presence of a possible external eavesdropper, several cooperative strategies
have been proposed [LEG08], [TY08], [LSBP+09], [DHPP10], [EU11].

Cooperative strategies for secrecy can be classified into two types. In the
first type, the cooperative parties improve the secrecy performance of the
system by weakening the eavesdropping link. Hence, in contrast with wire-
less communications without secrecy where interference is considered as an
undesired effect, interference can potentially be a beneficial phenomenon for
secure communications. Many works have considered the impact of differ-
ent variants of interference injection, under names such as noise-forwarding
[LEG08], cooperative jamming [TY08], or interference assisted secret com-
munication [TLSP11]. The second type corresponds to the classical sense of
cooperation, where the cooperative nodes strengthen the main transmission by
using common relaying techniques such as decode-and-forward, amplify-and-
forward [DHPP10], or compress-and-forward [KP11].

The literature on cooperative techniques to enhance secrecy has flourished
in the recent years; yet, some fundamental questions remain unanswered. The
first challenge concerns the feasibility of physical layer secrecy with limited
channel state information on the eavesdropper’s channel. In the majority of
the works, a perfect knowledge about the channels of the adversary is as-
sumed, which can be viewed as an optimistic assumption. The question is
then to evaluate the impact of limited CSI on the secrecy performance of the
cooperative schemes. Another point of interest, related to the previous one, is
the practicality of information theoretic secrecy for wireless channels, that is,
in a fading environment. Without secrecy concerns, the performance of coop-
erative schemes is usually measured in terms of outage probability [LTW04].
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When secrecy comes into play, the difficulty is further increased as secure
codes must be designed depending also on the quality of the eavesdropper’s
channels. The second question is therefore to measure the performance of
cooperation in a fading environment. The next topic is inherent to the nature
of the malicious nodes. Their purpose is to cause the maximal disruption in
order to prevent the secure communication. Consequently, cooperative strate-
gies must be designed not only against eavesdropping, but also, for instance,
against malicious jamming, if such a strategy would result in lower secrecy
rates. The question is thus to design cooperative strategies against such re-
alistic adversaries. A natural approach to this question is to model the inter-
action between the legitimate entities and the attacker from a game-theoretic
perspective [AB11].

The aim of this thesis is to address these essential questions. In order to
do so, we introduce new performance measures taking into account practical
constraints such as fading, and limited CSI on the eavesdropper’s channel. In
particular we evaluate and compare different cooperative strategies for these
measures. We also define a game-theoretical framework to model the inter-
action between a legitimate system and an advanced eavesdropper, and we
analyze thoroughly this scenario under this perspective.

1.2 Outline and Contributions

This section outlines the thesis and summarizes the main contributions along
with the references to the corresponding publications.

Chapter 2

This chapter is a review of the theoretical foundations of the work presented
in this thesis. It is divided into four parts. In the first part, we review im-
portant notions of communication and information theory with an emphasis
on the cooperative relay network. In the second part, we develop the con-
cept of information-theoretic secrecy, and we give in particular an overview
of the main results regarding Wyner’s wiretap channel. In the third part, we
establish the connection between the two previous parts, as we discuss the
interactions between cooperation and secrecy in wireless networks. In the last
part, we review fundamental concepts of non-cooperative game theory that
will be useful throughout this thesis.
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Chapter 3

In this chapter, we study cooperative strategies for secrecy for quasi-static
Rayleigh fading channels. We consider a scenario where a helper aims at
increasing the secrecy of the communication between a source and destina-
tion in the presence of an eavesdropper. Several strategies are discussed for
the helper, namely decode-and-forward, amplify-and-forward, and coopera-
tive jamming. We introduce the secrecy outage probability, the conditional
secrecy outage probability and the secure throughput as secrecy measures.
For each measure, we investigate and compare the secrecy performance of
the cooperative schemes. In particular we derive closed-form expressions for
these measures for the different schemes. We furthermore elaborate a global
system optimization in terms of strategy selection, node positioning, power
allocation, and rate design.

The material in this chapter is based on the following papers:

• [GTS11c]: F. Gabry, R. Thobaben, and M. Skoglund, ”Outage Per-
formance for Amplify-and-Forward, Decode-and-Forward and
Cooperative Jamming Strategies for the Wiretap Channel”, in
Proceedings of the IEEE Wireless Communications & Networking Con-
ference (WCNC), Mexico, March 2011.

• [GTS11b]: F. Gabry, R. Thobaben, and M. Skoglund, ”Outage Per-
formance and Power Allocation for Decode-and-Forward Re-
laying and Cooperative Jamming for the Wiretap Channel”,
in Proceedings of the IEEE Conference on Communications Workshops
(ICC), Kyoto, Japan, June 2011.

Chapter 4

In this chapter, we investigate cooperative strategies against an active eaves-
dropper, which has the ability to be either passively eavesdropping, or actively
jamming. The helping node chooses between decode-and-forward and coop-
erative jamming to improve the secrecy. We use a game-theoretic perspective
to analyze this scenario in this chapter. We define several secrecy games to
study the opposite interests of the helper and the eavesdropper. We find the
equilibria of the games and we illustrate the rate outcomes. Another impor-
tant consideration in this scenario is the interaction between the source and
the helper, which we model as a Stackelberg game and then investigate. The
material in this chapter is based on the following published/submitted papers:
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• [GTS11a] F. Gabry, R. Thobaben, and M. Skoglund, ”Cooperation
for Secrecy in Presence of an Active Eavesdroppper: A Game-
Theoretic Perspective”, in Proceedings of the IEEE International
Symposium on Wireless Communication Systems (ISWCS), Aachen,
Germany, November 2011.

• [GTS12] F. Gabry, R. Thobaben, and M. Skoglund, ”Cooperation
for Secrecy against Active Eavesdropping: A Game-Theoretic
Analysis”, submitted to the IEEE Journal on Selected Areas in Com-
munications (JSAC), Special Issue on Signal Processing Techniques for
Wireless Physical Layer Security, August 2012.

Chapter 5

This chapter concludes the thesis with a discussion on the results, and direc-
tions for future research. The topics discussed in this chapter are partially
based on the results published in the following papers:

• [GLS+12] F. Gabry, N. Li, N. Schrammar, M. Girnyk, E. Karipidis,
R. Thobaben, L. K. Rasmussen, and M. Skoglund, ”Secure broad-
casting in cooperative cognitive radio networks”, in Proceedings
of Future Networking and Mobile Summit (FNMS), Berlin, Germany,
July 2012.

• [GSG+12] F. Gabry, N. Schrammar, M. Girnyk, N. Li, R. Thoba-
ben, and L. K. Rasmussen, ”Cooperation for secure broadcasting
in cognitive radio networks”, in Proceedings of IEEE International
Conference of Communications (ICC), Ottawa, Canada, June 2012.





Chapter 2

Review

In this chapter we give a review of the theoretical foundations of the work
presented in this thesis. This chapter aims first at introducing the notation
and the common expressions used throughout the thesis. Secondly, this chap-
ter provides a summary of the existing results on the topics being investigated
later in this work.

This chapter consists of four sections. In Section 2.1, we review important
notions of communication and information theory. An emphasis is placed on
the cooperative relay network. In Section 2.2, we introduce the concept of
information-theoretic secrecy and in particular we give an overview of the
main results regarding Wyner’s wiretap channel (WTC). In Section 2.3, we
establish the connection between the two previous sections, as we discuss the
interactions between cooperation and secrecy in wireless networks. Finally, in
Section 2.4, we give the basic concepts of non-cooperative game theory that
will be put into practice later on.

2.1 Fundamentals

In this section, we summarize some of the most fundamental results in com-
munication and information theory. In Section 2.1.1, we introduce the basic
definitions of information theory used throughout this thesis. In Section 2.1.2,
we investigate the point-to-point communication channel introduced by Shan-
non [Sha48]; in particular, we define the notion of channel capacity. Finally,
in Section 2.1.3, we introduce the relay channel, which is the simplest model
of cooperative network.

13



14 Chapter 2. Review

2.1.1 Basics of Information Theory

In this section, we introduce the most important definitions in the field of
information theory required for the understanding of this thesis, namely the
entropy and the mutual information [CT06].

Entropy We define the entropy, which is a measure of the uncertainty of a
random variable. Let X be a a discrete random variable (drv) with alphabet
X and probability mass function (pmf) p(x).

Definition 2.1. The entropy of the discrete random variable X ∼ p(x) is
defined as

H(X) = −
∑

x∈X

p(x) log p(x). (2.1)

The entropy is measured in bits, and we use the convention 0 log 0 = 0,
where log(·) is the binary logarithm.

Remark 2.1. From (2.1), we observe that the entropy of X can be interpreted
as the expected value of the random variable − log p(X), with X ∼ p(x).
Therefore,

H(X) = −EX(log p(x)).

Let X and Y be two discrete random variables with joint pmf p(x, y) and
marginal pmf’s p(x) and p(y). We define the conditional entropy of Y given
X as follows.

Definition 2.2. The conditional entropy H(Y |X) for (X,Y ) ∼ p(x, y) is
defined as

H(Y |X) =
∑

x∈X

p(x)H(Y |X = x) = −EX,Y (log p(Y |X)). (2.2)

Differential Entropy Similarly, we define the differential entropy for X
a continuous random variable defined over X and with probability density
function (pdf) f(x) as follows.

Definition 2.3. The differential entropy of the continuous random variable
X ∼ f(x) is defined as

h(X) = −
∫

x∈X

f(x) log f(x) = −EX(log f(x)). (2.3)



2.1. Fundamentals 15

W

Transmitter

Encoder p(y|x)

Channel

Decoder Ŵ

Receiver

Xn Y n

Figure 2.1: Communication model.

Mutual Information We now introduce the mutual information, which is
a measure of the amount of information that one random variable contains
about another random variable.

Definition 2.4. The mutual information I(X,Y ) is defined as

I(X;Y ) =
∑

(x,y)∈X×Y

p(x, y) log
p(x, y)

p(x)p(y)
. (2.4)

Relation between Entropy and Mutual Information From (2.1), (2.2)
and (2.4), we deduce the following equality:

I(X;Y ) = H(X) − H(X|Y ) = H(Y ) − H(Y |X). (2.5)

Therefore, the mutual information I(X;Y ) corresponds to the reduction in the
uncertainty of X with the knowledge of Y , or equivalently, to the reduction
in the uncertainty of Y with the knowledge of X. A similar interpretation of
the relation between differential entropy and mutual information also holds
for continuous random variables. For a further analysis of the properties of
the entropy and the mutual information, we refer the reader to [CT06].

2.1.2 Point-to-Point Communication

In this section we consider the communication model depicted in Figure 2.1.
This communication system model has been introduced by Claude E. Shannon
in the paper [Sha48] which laid the foundations to the field of information
theory. In this model, the transmitter wishes to send the message W to the
receiver. This message has to be sent through a communication channel, which
is a representation of the physical medium shared by the transmitter and the
receiver.

The goal of Shannon was to provide the mathematical tools for the analy-
sis of this communication system. In particular, he introduced a probabilistic
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approach to model the communication channel. This channel can be repre-
sented as a discrete memoryless channel (DMC), defined by two finite sets X
and Y and a collection of conditional pmf’s p(y|x). The collection of transition
probabilities p(y|x) describes the behavior of the channel, i.e., the response of
the channel when it is fed by a given input.

The memoryless property signifies that if Xn is transmitted over n channel
uses, then the output Yi at time i ∈ {1, . . . , n} is distributed according to
p(yi|xi, yi−1) = p(yi|xi). In other words, the output of the channel at time i
only depends of the input at the time i, via the transition probability p(yi|xi).
The memoryless property implies that, if there is no feedback,

p(yn|xn) =
n∏

i=1

p(yi|xi). (2.6)

Channel Capacity An essential parameter of the communication system is
the communication rate, which roughly characterizes the proportion of infor-
mation that the transmitter can convey through the channel to the receiver.
Formally, we can define the communication rate as follows:

• Let the message W be chosen uniformly from a finite set W of size M .

• The encoder assigns a codeword xn(w) ∈ Xn to each message w ∈ W.

• The decoder assigns an estimate Ŵ or an error message to each received
sequence yn ∈ Yn.

Then the communication rate is given by

R =
log(M)

n
bits per transmission, (2.7)

and we call the corresponding code a (2nR, n) code.
One fundamental question arises:

What is the maximum rate R at which can we reliably transmit W?

As a measure of reliability, we define the average probability of error of a
(2nR, n) code as

P (n)
e = P{Ŵ 6= W} =

1

|W|
∑

w∈W

P{ŵ 6= w}. (2.8)
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A rate R is said to be achievable if there exists a sequence of (2nR, n) codes

such that P
(n)
e → 0 as n → ∞. The capacity C of the DMC is then defined

as the supremum of all achievable rates. That is, C is a rigorous definition of
the answer of our question, and for any rate R < C, the transmission of W
with an arbitrarily low average probability of error is possible.

In his original work [Sha48], Shannon established the following fundamen-
tal theorem:

Theorem 2.1 (Channel Coding Theorem [Sha48]). The capacity of the DMC
(X ,Y, p(y|x)) is given by

C = max
p(x)

I(X;Y ). (2.9)

The capacity of the DMC can consequently be derived by solving a maxi-
mization problem over all possible input distributions. This optimization can
be arduous for certain channels, but one can alternatively look for lower and
upper bounds on the capacity. If these bounds happen to coincide, then the
capacity is found.

Example 2.1 (The Gaussian Channel). We consider the real-valued additive
white-noise Gaussian (AWGN) channel as follows:

yi = xi + zi, with zi ∼ N (0, N), (2.10)

with the average power constraint

1

n

∑

i

[x2
i ] ≤ Ps, (2.11)

for every codeword xn. For this AWGN channel, the capacity is known and
is given in the following theorem

Theorem 2.2 (AWGN Capacity [Sha48]). The capacity of the AWGN chan-
nel with average power constraint Ps is given by

C =
1

2
log

(

1 +
Ps

N

)

, C
(

Ps

N

)

. (2.12)

While the capacity for the point-to-point communication model of Figure
2.1 has already been derived by Shannon in [Sha48], for many other com-
munication networks of interest, the problem stays open. In the following
section, we introduce the relay channel, a 3-node network whose capacity is
still unknown, in spite of its apparent simplicity.



18 Chapter 2. Review

2.1.3 Relay Channel

Relay Encoder

W Encoder p(y, yr|x, xr)

Channel

Decoder Ŵ
Xn Y n

Y n
r Xn

r

Figure 2.2: The relay channel.

The relay channel, which is the simplest model of a cooperative network,
was introduced more than three decades ago in [vdM71]. This network, de-
picted in Figure 2.2, consists of three nodes: a transmitter, a relay, and a
receiver. The sole purpose of the relay node is to help increase the rate of
communication between the transmitter and the receiver.

Despite the simplicity of this model, the capacity of the general relay
channel is still unknown. In their fundamental work [CEG79], Cover and El
Gamal derived the cut-set upper-bound on the capacity. They also proposed
achievable schemes, namely decode-and-forward (DF) relaying and compress-
and-forward (CF) relaying, which result in lower bounds on the capacity of the
general relay channel. Since then, the relay channel has been thoroughly in-
vestigated, and a comprehensive review of the advances, ideas, and techniques
related to the relay channel can be found in [EGK10].

The Orthogonal Gaussian Relay Channel In this thesis, we will con-
sider a special case of the relay channel, namely the the Gaussian relay chan-
nel with orthogonal receivers, as shown in Figure 2.3. This model takes into
account some practical constraints for wireless transceivers; specifically, the
relay node cannot receive and transmit simultaneously on the same frequency
channel. The relay is then said to operate in a half-duplex mode, in opposition
to the full-duplex mode.

By definition, the relay channel is said to have orthogonal receivers if the
destination receives Y ≡ (Y1, Y2) with Y1 and Y2 respectively received from
the source and the relay. The channel pmf simplifies as

p(y, yr|x, xr) = p(y1, yr|x)p(y2|xr) = p(y1|x)(yr|x)p(y2|xr), (2.13)
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Figure 2.3: The orthogonal Gaussian relay channel.

where the second equality results from the independence of the channels in the
scenario of Figure 2.3. The received signal at the relay yr, and the received
signals at the destination y1 and y2 are then given by:

yr = hsrx + nr

y1 = hsdx + nd

y2 = hsdxr + nd.

The thermal noises Nd at the destination and Nr at the relay are zero-mean
AWGNs with unit variance, i.e., Nd ∼ N (0, 1) and Nr ∼ N (0, 1). Finally, we
assume the following average power constraints on the transmitted signals:

E[X2] ≤ Ps and E[X2
r ] ≤ Pr. (2.14)

This model has been extensively investigated, e.g., in [EGMZ06] [HMZ05].
In particular, upper and lower bounds on the capacity of this channel have
been found. Furthermore, achievable rates have been derived for several relay-
ing protocols, namely decode-and-forward (DF), amplify-and-forward (AF) ,
and compress-and-forward (CF). We describe these strategies briefly in the
following, and we give their achievable rates for the orthogonal Gaussian relay
channel. The specific code constructions and transmission strategies for the
different relaying protocols are detailed in [EGK10].

Decode-and-forward relaying In the DF scheme, the relay decodes the
transmission from the source and re-encodes the message before retrans-
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mitting it to the destination.
The rate achieved by DF is given by [EGMZ06]:

R(DF ) = min
{
C(h2

srPr), C(h2
sdPs) + C(h2

rdPr)
}

. (2.15)

We observe that the rate achievable by the DF strategy is limited by
the quality of the source-relay link.

Remark 2.2. To achieve the rate of (2.15), the relay chooses codewords
independent from the source codewords to transmit the information.

If the relay uses the same codewords as the source, i.e., repetition cod-
ing, C(h2

sdPs) + C(h2
rdPr) in (2.15) becomes C(h2

sdPs + h2
rdPr). Indeed,

this simple strategy for DF relaying is mathematically equivalent to a
1 × 2 SIMO system, with maximum ratio combining (MRC) being per-
formed at the destination [EGK10]. This strategy is clearly suboptimal
as C(h2

sdPs+h2
rdPr) < C(h2

sdPs)+C(h2
rdPr), however it has the advantage

of simplicity regarding its implementation.

Amplify-and-forward relaying In the AF scheme, the relay simply for-
wards its received signal after a power scaling such that the transmitted
signal satisfies the relay power constraint Pr. Specifically, we have

xr =

√

Pr

1 + h2
srPs

yr.

The rate achieved by AF is then given by [EGMZ06]:

R(AF ) = C
(

hsdPs +
h2

srPsh
2
rdPr

1 + h2
srPs + h2

rdPs

)

. (2.16)

Compress-and-forward relaying In the CF scheme, the relay does not
decode the source message. Instead it compresses the source signal,
considering that the destination has the direct signal from the source
as side information. The rate achieved by CF with Gaussian codebooks
and Gaussian Wyner-Ziv quantization is given by [EGMZ06]:

R(CF ) = C
(

h2
sdPs +

h2
srPs

1 + N̂r

)

with (2.17)

N̂r =
1 + h2

sdPs + h2
srPs

(1 + h2
sdPs)h2

rdPr
. (2.18)

We observe that R(CF ) ≥ R(AF ) by comparing (2.16) and (2.17).
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A quantitative analysis of the achievable rates reveals that DF relaying
is optimal when the source-relay link is strong, while CF relaying is optimal
when the relay-destination link is strong [KGG05]. In fading environments,
this would translate into DF being optimal when the relay is close to the
source, while CF is optimal when the relay is close to the destination.

Remark 2.3. Another representation of the half-duplex constraint on the relay
node is captured in the time-division (TD) relaying model, where the relay
receives the source message during a fraction of the overall transmission win-
dow, and transmits the rest of the time. Achievable rates for the TD relaying
model are derived in [HMZ05] for different relaying strategies.

2.2 Information Theoretic Secrecy

In this section, we develop the notion of information theoretic secrecy. Com-
pared to conventional cryptographic techniques, information theoretic secrecy
aims to secure communication networks without using an encryption key. Such
an approach was introduced by Wyner in his fundamental work [Wyn75], in
which he introduced the wiretap channel, which is the simplest model to study
secrecy in communications.

We start with a review of Wyner’s wiretap channel in Section 2.2.1. We
then extend the results from the wiretap channel to wireless channels in Sec-
tion 2.2.2.

2.2.1 The Wiretap Channel

Eavesdropper H(W |Zn)

W Encoder p(y, z|x)

Channel

Decoder Ŵ
Xn Y n

Zn

Figure 2.4: The wiretap channel.

The wiretap channel (WTC) is a 3-node network depicted in Figure 2.4.
As for the point-to-point channel, the source message W is chosen uniformly
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from a message set W. The encoder then assigns (stochastically) a codeword
xn(w) ∈ Xn to each message w ∈ W. xn is transmitted over the DMC channel
with transition probability pY Z|X(· |· ) and there are two output sequences yn

and zn received at the legitimate receiver and the eavesdropper, respectively.
The decoder assigns an estimate ŵ ∈ W of the message to each received
sequence yn ∈ Yn.

This wiretap channel model generalizes the model introduced by Wyner
in [Wyn75], where it was assumed that the broadcast channel to the receiver
and the eavesdropper was physically degraded, i.e., the eavesdropper received
a noisy version of the channel output at the legitimate receiver. This more
general model was investigated by Csiszàr and Körner in [CK78], in a work
that establishes the main results on the general WTC.

For the wiretap channel, we are interested in two performance measures:
reliablility and secrecy, which we define as follows.

Reliability: The reliability is measured, as in Section 2.1.2, by the average
probability of error defined as

P (n)
e = P{Ŵ 6= W} =

1

|W|
∑

w∈W

P{ŵ 6= w}. (2.19)

Secrecy: Secrecy is measured by the equivocation rate R
(n)
e defined as

R(n)
e =

1

n
H(W |Zn). (2.20)

The equivocation rate describes the level of confusion of the eavesdrop-
per about the message W , given its observations Zn. Therefore, the
level of secrecy increases when the equivocation rate increases.

We then define an achievable rate-equivocation pair (R,Re) as follows:

Definition 2.5. A rate-equivocation pair (R,Re) is achievable if there exists
a sequence of message sets Wn with |W| =

⌈
2nR

⌉
, and a sequence of encoder-

decoder pairs, such that

P (n)
e −−−−→

n→∞
0 (Reliability) (2.21)

Re ≤ lim
n→∞

inf R(n)
e . (Secrecy) (2.22)

The capacity-equivocation region C is then defined as the closure of all achiev-
able rate-equivocation pairs (R,Re).
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The rate-equivocation pair (R,Re) shows the confidential rate R achieved
under a secrecy level Re. Whenever Re < R, information is leaking to the
eavesdropper. When R = Re, we have perfect secrecy and R is called a perfect
secrecy rate, or more usually a secrecy rate. The notion of perfect secrecy is
particularly important in this thesis, as we will look for achievable perfect
secrecy rates for different cooperative network models.

We note that a stronger notion of secrecy has also been considered, see
e.g., [LPSS09], in which the condition (2.22) is replaced by:

nRe ≤ lim
n→∞

inf H(W |Zn). (2.23)

This notion is called strong secrecy , in contrast with the weak secrecy con-
straint in (2.22), which is the notion considered in this thesis.

As for the point-to-point channel without eavesdropper, the highest achiev-
able secrecy rate is a fundamental measure: this is the secrecy capacity .

Definition 2.6. The secrecy capacity Cs is the largest rate achievable with
perfect secrecy, i.e.,

Cs = max
(R,R)∈C

R. (2.24)

For the wiretap channel described in Figure 2.4, the secrecy capacity is
given by the following theorem [CK78]:

Theorem 2.3 (Secrecy Capacity of the Wiretap Channel [CK78]). The se-
crecy capacity of the wiretap channel is given by

Cs = max
pUXpY Z|X

[I(U ;Y ) − I(U ;Z)]+, (2.25)

where the auxiliary random variable U satisfies the Markov chain U → X →
(Y,Z) and U is bounded in cardinality by |U| ≤ |X | + 1.

Theorem 2.3 implies that for every rate R < Cs, the message W can be
reliably transmitted while being kept perfectly secret from the eavesdropper.

We should note that the expression of Theorem 2.3 for the secrecy capacity
can be simplified for several classes of wiretap channels [LPSS09]. The secrecy
capacity of the WTC was first derived in [CK78], by generalizing the WTC to
a broadcast channel with confidential messages. A rigorously detailed proof
of the theorem can be found in [BB11].
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Coding for the Wiretap Channel In his original work [Wyn75], Wyner
describes the basic strategy for designing practical codes to achieve secrecy for
wiretap channels. This strategy can be interpreted with the notion of nested
codes, which we summarize here.

The nested secure code consists of the linear code pair (Cn
0 , {Cn

w}w∈[1:|W|]),
where n is the length of the codeword. The code Cn

0 is the fine code, which
is partitioned into the coarse codes {Cn

w}w∈[1:|W|], where Cn
w are cosets of Cn

0 .

The code Cn
0 is a linear code (n, k0n) with rate R0 = k0n

n , and Cn
1 is a linear

code (n, k1n) with rate R1 = k1n

n . The transmitter maps each message w
to a coarse code Cw, and randomly chooses one codeword in the coarse code
as the channel input. The goal of coding design is then to find the pair
(Cn

0 , {Cn
w}w∈[1:|W|]) such that the legitimate receiver can successfully decode

over C0 and hence identify the coarse code and the corresponding message and
the eavesdropper is not able to determine which coarse code Cw contains the
transmitted codeword.

In [TDC+07], it was shown that if each code Cw approaches the capacity
over the channel from the transmitter to the eavesdropper, then perfect se-
crecy is achieved. Indeed, the eavesdropper decodes over each subcode at the
maximum rate (the capacity of the channel to the eavesdropper). It is thus
unable to decode any additional information, in particular, the index of the
subcode that contains the information about the source message.

2.2.2 Secrecy over Gaussian and Wireless Channels

In this section, we extend the secrecy capacity results of Section 2.2.1 to the
case of Gaussian and wireless channels. Gaussian channels are particularly
important, since they represent a reasonable approximation of the effects on
the channels at the physical layer. Moreover, the analysis of Gaussian channels
is fundamental for the study of more general wireless channels.

The Gaussian Wiretap Channel The complex Gaussian WTC is de-
picted in Figure 2.5. The source, commonly named Alice in the literature,
transmits Xn over the channel. The received signals at the destination (Bob)
and the eavesdropper (Eve) are Y n and Zn, respectively. For i ∈ {1, . . . , n},
we have:

yi = hsdxi + nd,i (2.26)

zi = hsexi + ne,i, (2.27)
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Figure 2.5: The complex Gaussian wiretap channel.

where the noise sources are complex and circularly symmetric, i.e., nd,i ∼
CN (0, σ2

d) and ne,i ∼ CN (0, σ2
d), hsd ∈ C and hse ∈ C are constant coefficients.

Finally, we assume the following average power constraint on the transmitted
signal:

1

n

∑

i

|xi|2 ≤ Ps. (2.28)

For this complex Gaussian WTC, the secrecy capacity is known and given in
the following theorem [BB11]:

Theorem 2.4 (Secrecy Capacity of the Complex Gaussian WTC [BB11]).
The secrecy capacity of the complex Gaussian WTC is

Cs =

(

log

(

1 +
|hsd|2Ps

σ2
d

)

− log

(

1 +
|hse|2Ps

σ2
e

))+

= (Cd − Ce)
+, (2.29)

where Cd , 2C(Ps

σ2
d

) is the capacity of the legitimate channel and Ce , 2C(Ps

σ2
e
)

is the capacity of the eavesdropper’s channel.

We make several important observations here:

• Theorem 2.4 is a consequence of Theorem 2.3. In particular the achiev-
ability follows from Theorem 2.3 with the choice of the auxiliary random
variable U ∼ CN (0, Ps), and X , U . A rigorous proof can be found
in [BB11].
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• Theorem 2.4 can be viewed as an extension of the secrecy capacity of
the real Gaussian WTC, found by Leung-Yan-Chong and Hellman in
[LYCH78], by:

Cs =

(
1

2
log

(

1 +
Ps

σ2
d

)

− 1

2
log

(

1 +
Ps

σ2
e

))+

= (Cd − Ce)
+. (2.30)

The factor 2 results from the complex Gaussian WTC being equivalent
to two parallel real Gaussian WTCs.

• From (2.29), we deduce that secure communication is possible if and
only if the legitimate receiver has a better signal-to-noise ratio (SNR)
than the eavesdropper. In practice, this can be interpreted as the eaves-
dropper being further away from the legitimate transmission.

The Quasi-Static Fading Wiretap Channel We generalize here the
model of Figure 2.5 to wireless channels. In particular, the communication
channels are now modeled as fading channels, which implies that the complex
coefficients hsd and hse are randomly distributed.

We restrict ourselves to the quasi-static fading model, i.e., the fading co-
efficients remain constant over the transmission of an entire codeword, and
only change indepently from one codeword to another. This model differs
from the ergodic-fading model and the block-fading model, which have also
been considered in the literature, e.g., [BB11].

The model reduces to a complex Gaussian WTC defined by (2.26) and
(2.27) for each coherence interval. Secure communication over quasi-static
channels is therefore determined by the instantaneous fading realization. Al-
ice, Bob and Eve are assumed to have perfect knowledge of the instantaneous
realizations of the fading coefficients (hsd, hse), such that the wiretap code is
chosen opporunistically for each realization of the fading. The secure commu-
nications rate over a long period of time, i.e., the average secrecy capacity is
then given in the following theorem [BBRM08]:

Theorem 2.5 (Average secrecy capacity of the quasi-static fading wiretap
channel [BBRM08]). With full channel state information (CSI), the average
secrecy capacity of a quasi-static fading wiretap channel is

Cavg
s = EHsd,Hse

[Cs(Hsd,Hse)], (2.31)

where Cs(hsd, hse) is the instantaneous secrecy capacity, defined as

Cs(hsd, hse) =

(

log

(

1 +
|hsd|2Ps

σ2
d

)

− log

(

1 +
|hse|2Ps

σ2
e

))+

. (2.32)
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The assumption of full CSI in Theorem 2.5 is essential. As a matter of
fact, when the transmitter does not know the fading coefficient hse, the average
secrecy capacity for the quasi-static fading channel is 0 [BB11].

However, within each coherence interval, the transmitter can guarantee
reliability by adapting the rate of the code, but perfect secrecy cannot be
assured, as the realization hse is unknown. Consequently, one needs to adopt a
probabilistic view of security. In particular, the probability that information is
leaked to the eavesdropper for a chosen transmission rate should be considered.
This leads to the fundamental notion of secrecy outage probability, which will
be the central topic of Chapter 3. Finally, in this thesis, we will consider the
case of i.i.d. Rayleigh fading, which we define in the following.

Rayleigh Fading Channels For quasi-static Rayleigh fading channels, the
fading coefficient hij between node i and node j remain constant over the
transmission of an entire codeword. From a codeword to another the fading
coefficients hij change randomly according to a complex Gaussian distribution,
i.e., we have hij ∼ CN (0, αij).

In particular, we will consider in the remainder of this thesis the path-loss
model to describe the behaviour of Rayleigh fading channels.

Definition 2.7 (Geometric model for Rayleigh fading channels). If we denote
the Euclidian distance between node i and node j by dij , then we have

hij ∼ CN (0, 1/dα
ij), (2.33)

where α represents the path loss exponent. Furthermore, we define the in-

stantaneous SNR as γij =
Pi|hij |

2

σ2 , where Pi is the transmission power of node
i, and σ2

i represents the variance of the thermal noise. We assume in the
remainder of the thesis the thermal noise to be the same for every node, i.e.,
σ2

i = σ2, ∀i. The random variable γij is exponentially distributed, with mean
γ̄ij . That is, its probability density function (pdf) is given by:

fγ(x) =

{
1

γ̄ij
exp (−x/γ̄ij), if x ≥ 0

0, if x < 0

with

γ̄ij =
Pi

dα
ijσ

2
. (2.34)

The results described in this section have been generalized to a MIMO
scenario where all nodes are equiped with multiple antennas. In particular,
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the secrecy capacity of the MIMO wiretap channel has been characterized
in [KW10], [LS09], [SLU09], and [OH08]. However, we will consider single
antenna nodes in the remainder of this thesis, and therefore one must find a
different manner to overcome the channels’ limitations. This leads to the next
section, where we describe cooperation between nodes to enhance secrecy.

2.3 Cooperation for Secrecy

In this section, we investigate the interaction between cooperation, introduced
in its simplest form with the relay channel in Section 2.1.3, and secrecy in
communication networks. We should note that, in this thesis, we assume that
the cooperative node(s) can be trusted and aim at increasing the secrecy of
the transmission in the presence of an external eavesdropper.

A more complex kind of interaction between cooperation and secrecy has
been the subject of several recent works, e.g., in [HY10], in which the coop-
erative nodes are also treated as potential eavesdroppers. In this model, it is
not clear whether cooperation can, in fact, improve secrecy, or whether there
is a trade-off between cooperation and secrecy. For instance, if the untrusted
cooperative node performs a decode-and-forward strategy to convey the infor-
mation to the destination, cooperation and secrecy appear to be conflicting
goals.

However, we focus here on achieving secrecy with a trusted cooperative
node. This scenario was first captured in [LEG08], by the relay-eavesdropper
channel model. We first introduce this model in Section 2.3.1, and we summa-
rize the main results obtained in [LEG08]. We then characterize two different
types of cooperation, namely oblivious cooperation and active cooperation. In
the former, described in Section 2.3.2, the cooperating node improves secrecy
by increasing the equivocation at the eavesdropper, e.g., by sending jamming
signals. In the latter, considered in Section 2.3.3, cooperation is accomplished
in the classical sense, i.e., by increasing the reliability of the main transmis-
sion.

2.3.1 The Relay-Eavesdropper Channel

The relay-eavesdropper channel model is represented in Figure 2.6. It was
introduced and deeply investigated in [LEG08]. This 4-node network is com-
posed of a source, a relay, a destination and an eavesdropper.This model
combines to some extent the simplest cooperative network, namely the re-
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Figure 2.6: The relay-eavesdropper channel.

lay channel, and the simplest network with secrecy constraints, namely the
wiretap channel.

In [LEG08], achievable secrecy rates are derived for different strategies
for the relay. These strategies fall into two categories, as later characterized
in [LT09, Ch. 7]. In the first category, the relay attempts to confuse the eaves-
dropper by sending codewords independendent of the source’s message, this
strategy is labeled noise-forwarding (NF) in [LEG08]. In the other category,
the relay implements a classical relaying scheme, e.g., DF and CF are pro-
posed in [LEG08]. In the following, we describe the two types of cooperation
in the case of Gaussian channels.

2.3.2 Oblivious Cooperation: Cooperative Jamming

In this section, we discuss a cooperative strategy where the helper does not
need to have any information regarding the transmitted message, namely coop-
erative jamming (CJ). This model is represented in Figure 2.7. We can notice
that this relay-eavesdropper channel with a relay ignoring the transmitter’s
message is equivalent to a multiple-access wiretap channel (MAC-WTC).

Before describing the cooperative jamming strategy, we should note that
another kind of oblivious strategy has also been considered in the literature:
noise forwarding (e.g., in [LEG08]). In this strategy, the helper sends dummy
codewords from a codebook to confuse the eavesdropper and increase the
achievable secrecy rate. In particular, if the helper-receiver link is stronger
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Figure 2.7: Cooperative Jamming for the Gaussian relay-eavesdropper chan-
nel.

than the helper-eavesdropper link, the receiver is able to decode the dummy
codewords sent by the helper, while the eavesdropper is not able to decode
them.

Instead of the noise-forwarding strategy, the helper might instead explic-
itly attack the eavesdropper. This is the main idea of cooperative jamming,
introduced in [TY08] for the MAC-WTC, and later used for different channel
models, e.g. the interference channel with secrecy constraints [TLSP11]. In
Gaussian channels, this attack is implemented by injecting additional Gaus-
sian noise to the channel. Due to the broadcast nature of the channels, this
noise also hurts the legitimate receiver; however, if the helper-eavesdropper
link is stronger than the helper-receiver link, the eavesdropper is more affected
by the jamming.

To illustrate this mechanism, we consider Figure 2.7. If the helper is not
present, the following secrecy rate is achievable (this is the Gaussian WT
secrecy capacity):

(log (1 + γsd) − log (1 + γse))
+

. (2.35)

Now, if the helper transmits Gaussian noise with power Pr, the following
secrecy rate is achievable

(

log

(

1 +
γsd

1 + γrd

)

− log

(

1 +
γse

1 + γre

))+

. (2.36)
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Figure 2.8: Active cooperation for the Gaussian relay-eavesdropper channel.

From the expression of (2.36), we observe that CJ is making both chan-
nels noisier than they actually are, resulting in a lower Signal-to-Interference
ratio (SINR). This strategy can thus be thought of as sending dummy code-
words whose rate is above the decoding capability of both the eavesdropper
and the receiver. The achievable secrecy rate of (2.36) might improve the
secrecy capacity of the Gaussian WTC in (2.35), if the helper-eavesdropper
channel is strong enough, i.e., if jamming hurts the eavesdropper more than
the legitimate receiver.

2.3.3 Active Cooperation: Relaying Schemes

In the previous section, the helper helped the main receiver by weakening
the eavesdropping link without using any knowledge of the message being
transmitted. In this section we review cooperative schemes where the helper
helps the main receiver by strengthening the main link, i.e., by acting as a
relay.

Active cooperation was first considered for the relay-eavesdropper channel
in [LEG08]. We represent the model for Gaussian channels in Figure 2.8.
In [LEG08], inner bounds on the secrecy capacity, i.e., achievable secrecy rates
are given for different relaying strategies for the general discrete memoryless
relay-eavesdropper channel of Figure 2.6. In particular, DF and CF strategies
in the presence of an eavesdropper are investigated. In [DHPP10], DF and
AF are compared to CJ for Gaussian channels, and achievable secrecy rates
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are derived. In [Yuk07], achievable secrecy rates are also given for CF in the
case of Gaussian channels and time-division relaying.

As for the relay channel without an eavesdropper, the performance of DF
depends on the quality of the transmitter-relay link as the overall rate is
limited by the rate of this link. Moreover, in the relay-eavesdropper channel,
the relative strengths of the relay-receiver and the relay-eavesdropper links
become critical. For example, if the relay-eavesdropper link is stronger than
the relay-receiver link, then all of the information sent by the relay will be
decodable by the eavesdropper. In this case, the relay may not improve the
secrecy of the transmitter. A similar analysis based on the relative strength of
the links can be performed for AF and CF. We will elaborate on the achievable
secrecy rates for those three relaying strategies in Chapter 3 for the channel
model considered in that chapter.

Finally, we should note that other cooperative networks with secrecy have
been deeply investigated in recent works, such as the relay-broadcast channel
with secrecy constraints in [EU11], or the cognitive interference channel with
secrecy constraints in [LSBP+09]. A comprehensive review of the main results
for multi-user networks with secrecy can be found in [LPSS09].

2.4 Game Theory Basics

In this chapter, we introduce the game theoretical framework which we will
apply in this thesis. Game theory can be defined as in [HNS+12] as: ”a
formal framework with a set of mathematical tools to study the complex in-
teractions among interdependent rational players”. Recently, there has been
a growing interest in using game theoretical approaches to model and ana-
lyze communication systems. In particular, game theory has been applied
to solve problems in many wireless systems, e.g., cognitive radio [SHD+09],
cooperative networks [HL08], and power control [HL05].

In this thesis, we will apply game theoretical tools in the context of coop-
eration for secrecy. In particular, we will use one important branch of game
theory, namely non-cooperative game theory. Therefore, the aim of this chap-
ter is to provide the fundamental concepts of non-cooperative game theory
used throughout this thesis. In Section 2.4.1, we introduce some fundamen-
tals of non-cooperative game theory. Then, in Section 2.4.2, we investigate
static non-cooperative games, which are games where the players take their
actions only once, independently of each other. In contrast to static games, in
Section 2.4.3, we develop dynamic non-cooperative games, where the players
have some information about each others’ choices.
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2.4.1 Basics of Non-Cooperative Game Theory

In this section, we introduce the basic concepts and the terminology of non-
cooperative game theory. As defined in [HNS+12], a non-cooperative game is
a game describing a competitive situation where each player needs to take its
decision independently of the other players, given the possible choices of the
other players, and their effect on the player’s objectives.

In order to describe a non-cooperative game, the concept of strategic form
is the most common representation. A strategic game is composed of a set of
players, their strategies, and their utilities, and is defined as follows:

Definition 2.8. A non-cooperative game in strategic form is a triplet G =
(N , (Si)i∈N , (ui)i∈N ) where:

• N is a finite set of players, i.e., N = {1, . . . , N},

• Si is the set of available strategies for player i,

• ui : S → R is the utility function (also called payoff) of player i, with
S , S1 × . . . × SN .

Given this definition of a strategic game, we denote by s−i the vector of
strategies of all players except player i, and s = (si, s−i) ∈ S is then called a
strategy profile. For a game in strategic form, each player selects a strategy
to optimize its utility function, and when each player i chooses a strategy si

with probability 1, this strategy is said to be a pure strategy.
One common type of non-cooperative games is the two-player zero-sum

game, which characterizes a game where the gains of one player represent the
losses of the player. In wireless networks, a common way to model security
games involving an attacker and a defender is a zero-sum game, where the
attacker’s gains correspond to the defender’s losses [AB11].

However, many problems can also be modeled as non-zero sum games,
in which all players can be viewed as maximizers or minimizers without any
constraint on the total sum of utilities. As an example of non-zero sum game
in wireless networks, we can consider the power-control non-cooperative game,
where the players are the users, their strategies are the chosen transmit powers
and their utilities are the communication rates.

2.4.2 Static Non-Cooperative Games

In this section, we consider static non-cooperative games in their strategic
form. In particular, we use two classic examples of non-cooperative games to
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Table 2.1: Prisoner’s Dilemma.

Prisoner 2
Prisoner 1 Confess Not confess

Confess (−8,−8) (0,−10)
Not confess (−10, 0) (−4,−4)

Table 2.2: Matching Pennies.

Player 2
Player 1 Heads Tails

Heads (−1, 1) (1,−1)
Tails (1,−1) (−1, 1)

illustrate some fundamental concepts such as the Nash Equilibrium (NE) and
mixed strategies profile.

A two-player static non-cooperative game in strategic form is commonly
represented in a matrix format, where the rows and columns represent the
strategies of the players and the entries of the matrix give the utilities for the
two players. The rows represent the strategies of player 1 while the columns
represent the strategies of player 2 such that the entry (x, y) in row i and
column j show the utility x of player 1 and the utility y of player 2 for the
strategy profile (s1, s2) = (i, j).

Example 2.2 (Prisoner’s Dilemma). The classic prisoner’s dilemma is rep-
resented in matrix form in Table 2.1. The players in the prisoner’s dilemma
game are both suspects of a crime. Each of the suspects can either confess
and implicate the other, or not confess. If both confess, they both go to jail
for 8 years, while if they both deny, they both go to jail for 4 years. If only
one confesses while the other denies, the one that did not confess will go 10
years in jail while the other will be set free. This game is clearly a non-zero
sum game.

Example 2.3 (Matching Pennies). In the game of matching pennies, repre-
sented in Table 2.2, both players secretly choose to turn a penny to heads or
tails. The outcome of the game is the following: if both pennies match, player
2 wins a dollar from player 1, while if the pennies show different sides, player
1 wins a dollar from player 2. This game is a two-player zero-sum game.
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For Examples 2.2 and 2.3, we have expressed the game in its matrix form.
The next step of the analysis is to solve the game, i.e., to predict the strate-
gies that the players will adopt, and hence to determine the corresponding
outcome. In the following we discuss a fundamental solution concept for non-
cooperative games: the Nash Equilibrium.

Nash Equilibrium The Nash equilibrium, introduced by Nash in [Nas50],
is the most accepted solution concept for non-cooperative games. Formally, it
is defined as follows:

Definition 2.9 (Nash Equilibrium). A pure-strategy Nash Equilibrium of a
non cooperative game G = (N , (Si)i∈N , (ui)i∈N ) is a strategy profile s∗ ∈ S,
such that ∀i ∈ N , we have:

ui(s
∗
i , s

∗
−i) ≥ ui(si, s

∗
−i) ∀si ∈ Si. (2.37)

Therefore, a strategy profile is a pure-strategy NE if no player can improve
its utility by unilaterally deviating to another strategy, given the other play-
ers’ fixed strategies. To illustrate the NE concept, we use the two previous
examples.

For Example 2.2, we find by inspection of Table 2.1 that {Confess,Confess}
is the unique NE of the game. Indeed, no players has an incentive to deviate
from the strategy ”Confess” to the strategy ”Not Confess”, when the other
player does not change its strategy, as the player deviating would in this case
go to jail 10 years instead of 8.

Similarly, we can inspect Table 2.2 to conclude that there exists no pure-
strategy NE for example 2.3, since we notice that for any entry in the matrix,
one of the players can increase its utility by changing its strategy.

Based on the two examples, we can make two important remarks:

• A non-cooperative game does not necessarily have a pure-strategy NE
equilibrium, as shown by Example 2.3.

• The NE does not necessarily lead to the best outcome in terms of pay-
offs, as we can deduce from Example 2.2. If both players choose ”Not
Confess”, their utilities are larger than in the unique NE of the game,
however the strategy profile {Not Confess, Not Confess} is not a NE. In
this thesis, we will not discuss the issue of the efficiency of the equilib-
rium. A discussion on equilibrium selection based on efficiency criteria,
such as the Pareto optimality, can be found in [HNS+12].
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Mixed Strategies In contrast to the previous sections, where only pure
strategies were investigated, we consider here the concept of mixed strategy,
i.e., the ability of the players to select pure strategies with certain probabilities.
Given a non-cooperative strategic game G = (N , (Si)i∈N , (ui)i∈N ), we define
the mixed strategy σi(si) of player i as a probability distribution over the
pure strategies si ∈ Si. We assume that the strategy sets Si are finite, and we
denote by sup(σi) = {si ∈ Si|σi(si) > 0} the support of the set of strategies
which are assigned positive probabilities.

Given the profile of mixed strategies σ, the payoff for a mixed strategy
corresponds to the expected value of the pure-strategies profiles in its support,
i.e.,

ui(σ) =
∑

s∈S




∏

j=1...N

σj(sj)



ui(si, s−i). (2.38)

Similarly to pure strategies, we define the mixed-strategy Nash equilibrium
(MSNE) as follows:

Definition 2.10 (Mixed-Strategy Nash Equilibrium). A mixed-strategy Nash
Equilibrium of a non cooperative game G = (N , (Si)i∈N , (ui)i∈N ) is a mixed-
strategy profile σ∗, such that ∀i ∈ N , we have:

ui(σ
∗
i , σ∗

−i) ≥ ui(σi, σ
∗
−i) ∀σi ∈ Σi, (2.39)

where Σi is the set of probability distributions over the finite set of strategies
Si, and σ∗ ∈ Σ , Σ1 × . . . ΣN .

To find the MSNE, the following lemma [FT91] is often useful:

Lemma 2.1. A strategy profile σ∗ is a mixed-strategy Nash equilibrium if,
and only if, ∀i ∈ N , the following two conditions hold:

1. The expected payoff given σ∗
−i to every si in the support of σ∗

i is the
same.

2. The expected payoff given σ∗
−i to the strategies which are not in the

support of σ∗
i is less than (or equal) to the expected payoff in (2.38).

The first condition of the lemma means that the players are indifferent to
the pure strategies contributing to their support set. Indeed, if the strategies
in the support have different payoffs, then choosing the pure strategy with the
highest expected payoff would contradict the fact that σ∗ is a NE. The second
condition is similarly understandable.
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To illustrate the concept of MSNE, we consider Example 2.3. We assume
that player 1 chooses tails with probability p, while player 2 chooses tails with
probability q. Applying the first condition of Lemma 2.1 for the first player’s
strategies we have

−1 × q + 1 × (1 − q) = 1 × q + (−1) × (1 − q)

which gives q = 1
2 . We obtain similarly p = 1

2 , and the MSNE is given by
(p∗, q∗) = (1

2 , 1
2 ). We notice that for Example 2.3, no pure-strategy NE exists,

while there is a MSNE. This is an illustration of the following fundamental
theorem:

Theorem 2.6 (Mixed-Strategy Nash Equilibrium [Nas50]). Every finite non-
cooperative game in strategic form has a mixed-strategy Nash equilibrium.

This result ensures the existence of a mixed-strategy NE for finite non-
cooperative games. We will therefore be able to analyze and solve the non-
cooperatives games investigated later in this thesis via the concept of MSNE.

2.4.3 Dynamic Non-Cooperative Games

In this section, we investigate dynamic non-cooperative games. In contrast to
the static games previously considered, in dynamic games, players have some
information about the actions chosen by the others. In particular, we study
in this section sequential games, in which the players take their actions (i.e.,
select their strategies) in a definite order. Therefore, some players observe
the actions of the players who acted before them, and they can choose their
strategy accordingly. For simplicity, we will restrict the analysis of sequential
games to sequential games with perfect information, where each player knows
perfectly the actions of the players moving before itself.

Extensive Form Representation Dynamic sequential games are usually
represented in their extensive form as a game tree, which depicts the order of
the moves of the players. The root node represents the initial decision to be
made by one of the players, and the edges show the moves made by a player
at a certain node.

We represent the two examples of the previous section, the prisoner’s
dilemma and the matching pennies, in respectively Figure 2.9a and Figure
2.9b. For both games, we assume that player 1 acts first, and that player 2
observes player 1’s move and accordingly chooses its best response.
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(a) Prisoner’s dilemma

P1
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(−1, 1)

H

(1,−1)

T

H
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(1,−1)

H

(−1, 1)

T

T

(b) Matching pennies

Figure 2.9: Extensive form representation for (a) the Prisoner’s dilemma game
in Example 2.2 and (b) the Matching Pennies game in Example 2.3.

The method to find equilibria in a dynamic game in extensive form with
perfect information is backward induction. The first step is to determine the
optimal choice of the last player acting for every possible previous move of the
first player. Then, the optimal action of the first player is determined, given
the possible best responses of the second player. For example, in Figure 2.9a,
if the first player confesses (”C”), then the second player will choose C, while
if the first player does not confess (”NC”), then the second player will choose
C, each time to maximize its utility. Finally, given those best responses of
player 2, player 1 will choose C to maximize its utility, and the equilibrium is
given by (C,C).

For the zero-sum game of the matching pennies, depicted in Figure 2.9b,
we observe that by choosing heads (H) when player 1 chose H, and tails (T)
when player 1 chose T, player 2 maximizes its utility. This leads to two
equilibria (H,H) and (T,T). Thus, in a two player zero-sum game, acting last
is an important advantage, since maximizing its own payoff corresponds to
minimizing the other’s utility.

Stackelberg Games The Stackelberg game is a game model where there
exists a hierarchy among the competing players. For instance, in economics,
a Stackelberg competition models the game between the leader firm which
moves first and the follower firms, which move after the leader [SC73]. The
leader holds the best position as it can impose its own strategy upon the



2.4. Game Theory Basics 39

followers.
We consider for the following definitions a two-player non-cooperative

game between a leader (player 1) and a follower (player 2), with respective
strategy sets S1 and S2. The optimal response set R2(s1) of player 2 to the
strategy s1 ∈ S1 of player 1 is defined as:

R2(s1) , {s2 ∈ S2 : u2(s1, s2) ≥ u2(s1, s),∀s ∈ S2}. (2.40)

We are now able to define the Stackelbrium equilibrium strategy (SE) as
follows:

Definition 2.11 (Stackelberg Equilibrium). A strategy s∗1 ∈ S1 is called a
Stackelberg equilibrium strategy for the leader, if

min
s2∈R2(s∗

1)
u1(s

∗
1, s2) = max

s1∈S1

min
s2∈R2(s1)

u1(s1, s2) , u∗
1. (2.41)

Furthermore, if s∗1 ∈ S1 is a Stackelberg strategy for the leader, then any
strategy s∗2 ∈ R2(s

∗
1) that is in equilibrium with s∗1 is an optimal strategy

for the follower. The pair (s∗1, s
∗
2) is then called a Stackelberg solution for

the game, and the corresponding Stackelberg equilibrium outcome is given by
(u1(s

∗
1, s

∗
2), u2(s

∗
1, s

∗
2)).

Given those definitions, we have the following important result [BO99]:

Theorem 2.7 ( [BO99]). Every two-person finite game admits a Stackelberg
strategy for the leader. Moreover, let u∗

1 and uNE
1 be, respectively, the Stack-

elberg utility and the Nash equilibrium utility for player 1. If R2(s1) is a
singleton set ∀s1 ∈ S1, then

u∗
1 ≥ uNE . (2.42)

Theorem 2.7 shows that the leader in the Stackelberg solution performs at
least as well as at the Nash equilibrium, if the follower has a single optimal
response for every strategy of the leader.

Finally, if we assume that the two-person Stackelberg game is also a zero-
sum game, we can make the following observation.

Property 2.1. The Stackelberg solution of the game is the same as the so-
lution of the dynamic game where the follower acts first and the leader acts
second after observing the follower’s move.

Property 2.1 follows from the definition of a zero-sum game and Definition
2.11. Therefore, in that case, we can visualize the advantage of being the
leader in the Stackelberg game, as it corresponds to acting last in the zero-
sum dynamic sequential game.





Chapter 3

Cooperation for Wireless

Secrecy

In this chapter, we investigate cooperative strategies for secrecy for wireless
channels. We consider in particular quasi-static Rayleigh fading channels.
In such an environment, the common assumption of perfect knowledge of
Eve’s channels is not satisfying, and the performance of the schemes must be
analyzed from an outage perspective [BB11, ch. 5]. As explained in Chapter 2,
cooperation can improve secrecy in two ways: either by improving the quality
of the legitimate transmission or by decreasing the amount of information
obtained by the eavesdropper. For the former way, we consider decode-and-
forward and amplify-and-forward as possible strategies for the helping node,
while for the latter, we consider cooperative jamming with noise. We introduce
important secrecy measures for the cooperative schemes, namely the secrecy
outage probability, the conditional secrecy outage probability and the secure
throughput. These measures take into account the fading model as well as
the limited CSI about Eve’s channels. We derive closed-form expressions for
these measures. Moreover, we illustrate the performance of the schemes for
different scenarios to characterize the effect of the nodes’ geometry.

This chapter is divided into three parts. In the first part, we describe the
model and the cooperative strategies investigated throughout this chapter.
In the second part, we analyze and compare the secrecy outage probability
and the conditional secrecy outage probability performance of the cooperative
schemes. Finally in the last part we elaborate a global system optimization
regarding strategy selection, node positioning, power allocation and rate de-
sign.

41
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Figure 3.1: Network model.

3.1 System Description

In this section, we first describe the system model investigated throughout
this chapter. Secondly, we give achievable secrecy rates for the considered
cooperative schemes in this model. Finally we define our performance mea-
sures, namely the secrecy outage probability and the conditional secrecy out-
age probability.

3.1.1 System Model

We will consider the four-node network illustrated in Figure 3.1. The source
(S) wishes to communicate a message to the destination (D) in the presence
of the helping node (H) and the eavesdropper (E).

Network Model We make the following assumptions regarding the consid-
ered network:

• The source transmits with a fixed power Ps = Pmax and the relay trans-
mits with a power Pr ∈ [0, Pmax].

• The additive noise n for all nodes is zero-mean white complex Gaussian
with variance σ2. For simplicity, we will assume that σ2 = 1 and that
SNRmax , Pmax

σ2 = 10.

• All channels are Rayleigh quasi-static fading channels. From a codeword
to another, the fading coefficients hij change randomly according to a
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complex Gaussian distribution:

hij ∼ CN
(
0, 1/dα

ij

)
, (3.1)

where α represents the path loss exponent, and dij is the Euclidian
distance between node i and node j.

• We note γij = Pi |hij |2 the instantaneous SNR between node i and node
j, where Pi is the transmission power of node i. The random variable
γij is exponentially distributed, with mean γ̄ij = Pi

dα
ij

.

Transmission Model For the relaying schemes, we assume that a time
division is imposed by the network, such that the source transmits in the first
time slot and the relay transmits in the second time slot. The source remains
silent during the second time slot. Both time slots have the same length. In
the first time slot, we have

yr = hsrxs + n(1)
r ,

y
(1)
d = hsdxs + n

(1)
d ,

y(1)
e = hsexs + n(1)

e ,

while in the second time slot, we have

y
(2)
d = hrdxr + n

(2)
d ,

y(2)
e = hrexr + n(2)

e .

In contrast to relaying, we also consider the cooperative jamming (CJ) scheme
described in Chapter 2 where the helper transmits the Gaussian noise xj with
power Pr while the source transmits in the first time slot. In the first time
slot, we have

y
(1)
d = hsdxs + hrdxj + n

(1)
d ,

y(1)
e = hsexs + hrexj + n(1)

e ,

while we assume that both source and helper remain silent in the second time
slot, such that the comparison between the relaying schemes and cooperative
jamming is fair in terms of average power consumption.
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3.1.2 Achievable Instantaneous Secrecy Rates

In this section, we give achievable secrecy rates of the cooperative transmis-
sion schemes, namely direct transmission (DT), decode-and-forward relaying
(DF), amplify-and-forward relaying (AF), and cooperative jamming (CJ). We
then briefly summarize the main cooperative relaying schemes for secrecy in-
vestigated in the related literature.

In this section we assume that full channel state information (CSI) on all
channels is available at the legitimate nodes. This particular assumption will
then be discussed in the next section.

Direct Transmission For DT, the relay is turned off and the source simply
transmits the message to the destination during the first time slot. We are
therefore treating DT as a special case of the considered relaying schemes.

Theorem 3.1 (Instantaneous Secrecy Rate for DT [BB11]). For quasi-static
Rayleigh fading channels with instantaneous SNRs γsd and γse on the links
from S to D and from S to E, respectively, an instantaneous achievable secrecy
rate is given by

R(DT )
s =

1

2

(

R
(DT )
d − R(DT )

e

)+

, (3.2)

where

R
(DT )
d = log (1 + γsd) , (3.3a)

R(DT )
e = log (1 + γse) . (3.3b)

Remark 3.1. We note that the factor 1/2 comes from the fact that the source
only transmits during the first time slot.

Remark 3.2. The achievable secrecy rate in (3.2) is the instantaneous secrecy
capacity in this case.

Decode-and-Forward Relaying In the first time-slot, the source broad-
casts the message xs. Then in the second stage, the relay decodes the infor-
mation transmitted by the source and re-encodes it using the same codebook
(repetition coding) as the source to transmit the information to the destina-
tion. The receiver uses maximum ratio combining (MRC) to optimally com-
bine both observations. Furthermore, we assume that DF is implemented only
if γsd < γsr. This particular DF scheme is considered in [DHPP10]. Other
strategies can be implemented by the relay which lead to different achievable
secrecy rates (e.g., in [Yuk07], an independent codebook is used at the relay).
The instantaneous achievable secrecy rate is given in the following theorem.
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Theorem 3.2 (Instantaneous Secrecy Rate for DF [DHPP10]). For quasi-
static Rayleigh fading channels with instantaneous SNRs γsd, γrd, γsr, γse

and γre, an achievable instantaneous secrecy rate for the described decode-
and-forward scheme with repetition coding is given by

R(DF )
s =

1

2

(

R
(DF )
d − R(DF )

e

)+

, (3.4)

where

R
(DF )
d = min (log (1 + γsr) , log (1 + γsd + γrd)) , (3.5a)

R(DF )
e = log (1 + γse + γre) . (3.5b)

As noted in [DHPP10], this particular DF scheme is mathematically equiv-
alent to a 1 × 2 SIMO wiretap channel, for which the secrecy capacity (and
thus achievable secrecy rates) is known (e.g., [OH08], [SLU09]). (3.5a) rep-
resents simply the achievable rate for DF without eavesdropper, while (3.5b)
characterizes the amount of information leaked to the eavesdropper during
the transmission.

Amplify-and-Forward Relaying In the AF scheme, the relay scales the
signal received after the first time slot, and then it simply forwards it such
that

xr =
√

Pryr with Pr ∈
[

0,
Pmax

1 + γsr

]

,

i.e., ∃β ∈
[

0, 1
1+γsr

]

with Pr = βPmax.

Again, the receiver combines the observations optimally by using MRC.

Theorem 3.3 (Instantaneous Secrecy Rate for AF [DHPP10]). For quasi-
static Rayleigh fading channels with instantaneous SNRs γsd, γrd, γsr, γse and
γre, an achievable secrecy rate for the described amplify-and-forward scheme
is given by

R(AF )
s =

1

2

(

R
(AF )
d − R(AF )

e

)+

, (3.6)

where

R
(AF )
d = log

(

1 + γsd +
γsrγrd

1 + γsr + γrd

)

, (3.7a)

R(AF )
e = log

(

1 + γse +
γsrγre

1 + γsr + γre

)

. (3.7b)
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As for DF, the AF scheme is mathematically equivalent to a 1 × 2 SIMO
wiretap channel, and this instantaneous achievable secrecy rate is known,
e.g., [DHPP10], [Yuk07].

Cooperative Jamming In the CJ scheme, the helper interferes while the
source is transmitting its message, in order to confuse the eavesdropper. We
choose to the jamming strategy where the helper transmits Gaussian noise,
which has the advantage of simplicity. For this strategy, the achievable in-
stantaneous secrecy rate is well-known and is given in the following theorem.

Theorem 3.4 (Instantaneous Secrecy Rate for CJ [VBBM11]). For quasi-
static Rayleigh fading channels with instantaneous SNRs γsd, γrd, γse and
γre, an achievable secrecy rate for the described cooperative jamming scheme
is given by

R(CJ)
s =

1

2

(

R
(CJ)
d − R(CJ)

e

)+

, (3.8)

where

R
(CJ)
d = log

(

1 +
γsd

1 + γrd

)

(3.9a)

R(CJ)
e = log

(

1 +
γse

1 + γre

)

. (3.9b)

Related Works Both DF and AF relaying have been investigated as a
means to enhance secrecy, see e.g., an overview in [LT09, Ch. 7]. In [DHPP10]
and [Yuk07] it is argued that the secrecy rate analysis for DF with independent
codewords would be the same as for repetition coding. Other relaying strate-
gies such as compress-and-forward (CF) relaying have also been considered
with secrecy constraints. In particular, in [Yuk07] and [HY10], CF with an
untrusted relay is analyzed; yet, achievable secrecy rates with the CF scheme
and a trusted relay are difficult to derive, as remarked in [YE07]. Multiple im-
plementations of CJ exist, as we mentioned in Chapter 2, see e.g., [LT09, ch. 4].
More recently, a sophisticated scheme based on noisy network coding has been
studied in [XDDL12]. However, the aim of this chapter is to consider coop-
erative schemes which are simple to implement and easily adaptable, hence
we choose the DF and AF strategies previously described. Furthermore, more
elaborated relaying schemes often require perfect CSI on all channels and they
also are sensible to modifications of the channels’ coefficients, and thus, they
are less suitable for the scenario studied in this chapter.
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Figure 3.2: Geometrical model.

3.1.3 Numerical Examples for the Achievable Secrecy Rates

In order to illustrate the achievable rates summarized in the previous section,
we consider in this section the geometrical model introduced in Section 3.1.1.
We assume the source and the destination are located at the respective fixed
positions (0, 0) and (0, 1), which means that the distances between different
nodes in this model are normalized w.r.t. the source-destination distance.
The geometrical model is depicted in Figure 3.2.

We will consider in this chapter three possibilities for the positioning of
the helping node:

Case CH1
: The helping node is located in (0.1, 0.1) i.e., close to the source.

In other terms, γ̄sr ≫ γ̄sd ≈ γ̄rd.

Case CH2
: The helping node is located in (0.5, 0.1) i.e., in the middle of the

transmission. In other terms, γ̄sr ≈ γ̄rd.

Case CH3
: The helping node is located in (0.9, 0.1) i.e., close to the destina-

tion. In other terms, γ̄rd ≫ γ̄sd ≈ γ̄sr.

Furthermore, we consider different scenarios to model the uncertainty
about the eavesdropper’s location. In particular, we choose the three fol-
lowing cases of interest:
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Case CE1
: The eavesdropper is located on the line (x, 0.8) with x ∈ [−1.5, 1.5]

i.e., far from the transmission.

Case CE2
: The eavesdropper is located on the line (x, 0.1) with x ∈ [−1.5, 1.5]

i.e., close to the transmission.

Case CEp
: We do not make any restriction on the eavesdropper’s location.
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Figure 3.3: Achievable instantaneous secrecy rates for different locations of
the helper, in the case CE1

.

In Figure 3.3, the secrecy rate performance of the different schemes is
illustrated in the case CE1

.
Since the eavesdropper is located quite far away, CJ never outperforms

DT (red curve). It shows that no power is allocated for the helper in the CJ
scheme, i.e., the scheme degenerates into DT. In contrast to the CJ scheme
that cannot perform well when the eavesdropper is not within the transmission
range, using the helper as a relay improves the performance compared to DT.
In Figure 3.3, the green curves represent DF, and the blue curves represent
AF. Furthermore, the cases CH1

, CH2
, and CH3

are respectively represented
by solid lines, dashed lines and dash-dotted lines.

We observe that with both relaying schemes, positive secrecy rates are
achievable in the region of the eavesdropper’s location x ∈ [−1, 1] where CJ
could not achieve non-zero secrecy rates. Moreover, we notice that DF per-
forms better than AF for the cases CH1

and CH2
, as it is the case for the
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relay channel without secrecy constraint. This is expected, as relaying does
not increase the secrecy level of the transmission, but it allows transmitting
securely at higher rates, using the opportunity that Eve is located further
away. Finally, the optimal relay location between the three possible choices is
(0.5, 0.1) (i.e., CH2

) against an eavesdropper in the case CE1
.

In Figure 3.4, we investigate the secrecy rate performance of the different
schemes in the case CE2

. In particular, we represent the achievable secrecy
rates for the relaying schemes in Figure 3.4a and for cooperative jamming in
Figure 3.4b.

In the case CE2
, the eavesdropper is close to the transmission, and secrecy

is highly compromised. Intuitively, increasing the reliability of the main link
should not be the matter of concern, but rather decreasing the amount of
information acquired by the eavesdropper. Thus, we should expect CJ to
outperform the relaying schemes for those locations of Eve.

We can indeed observe that for CH1
and CH2

, CJ achieves higher se-
crecy rates than the relaying strategies, with a maximal performance when
the helper is located close to the eavesdropper. However, in the case CH3

,
the helper is located too close to the destination, and jamming disrupts the
main transmission as well, which leads to small secrecy rates. Again, when
the eavesdropper is further away, relaying performs better than CJ, and the
optimal relay choice of scheme and location is DF in the case CH2

.

3.1.4 Secrecy Outage

In this section, we define the notion of secrecy outage probability, which plays a
central role in this chapter. For wireless channels without secrecy constraints,
an outage event happens when the chosen communication rate R exceeds
the capacity of the channel. If that event occurs, reliable communication is no
longer possible according to the definition of the channel capacity. The outage
probability is then naturally defined as the probability of such an event. For
a fading channel with instantaneous SNR γsd between the source and the
destination, the outage probability is defined as [TV10]:

Pout (R) = P {log (1 + γsd) < R} . (3.10)

If the transmitter knows perfectly the channel coefficient, and thus γsd,
it can accordingly design R such that an outage never occurs. However, if
the channel realization is unknown, an outage occurs with a probability as in
(3.10), which depends on the probability distribution of the channel coefficient.

For wireless networks with secrecy constraints, the assumption of perfect
channel knowledge from the source to the eavesdropper is commonly used
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(a) Decode-and-forward and Amplify-and-forward.
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Figure 3.4: Achievable instantaneous secrecy rates for different locations of
the helper, in the case CE2

, for (a) Relaying Schemes and (b) Cooperative
Jamming.

for the computation of the secrecy capacity or achievable secrecy rates. This
limiting assumption can be justified in certain types of networks where the
eavesdropper is also part of the system; e.g., it can be a legitimate receiver for
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the messages of certain users and simultaneously be viewed as an eavesdropper
for the messages of other users as in [LSBP+09], [WL11]. However, in our case
of a passive external eavesdropper, this assumption is far too optimistic and we
must assume that the transmitter has only limited channel state information
on the eavesdropper’s channel.

In this chapter, we will assume that the legitimate nodes have full CSI
on the legitimate channels (i.e., the channels between S, D and R). We will
also assume that only the channel statistics, i.e., the average SNR’s, of the
eavesdropper’s channels are known, but not the instantaneous realizations
of these channels. This corresponds to the path-loss model for quasi-static
Rayleigh fading channels scenario where only the location of Eve is known.

For that model, we will use the secrecy outage probability (SOP) as a
measure of the system performance. The notion of secrecy outage probability
was first introduced in [BBRM08], in the case of the quasi-static Rayleigh
fading wiretap channel. Similar to the outage probability without secrecy
constraint, it was defined as the probability that the instantaneous secrecy
capacity is less than a target secrecy rate. The meaning of the secrecy outage
probability can be explained as follows.

Without the CSI on Eve’s channel, but with the knowledge of the instan-
taneous capacity Cd of the main channel, the source is forced to choose a
secrecy rate R. In some sense, the source is assuming that the capacity of
the eavesdropper’s channel is Ce = Cd − R. As long as R ≤ Cs, i.e., the
chosen rate is below the instantaneous secrecy capacity, the assumption is op-
timistic as Eve’s channel is worse than the source’s estimate and the wiretap
codes ensure perfect security. However, if R > Cs, secrecy is compromised.
We can also interpret the secrecy outage in terms of wiretap code design.
Optimally, the nested secure code consists of the linear code pair (C0, Cs)
where C0 is a linear code with rate Cd, and Cs is a linear code with rate
Cs = Cd − Ce. However, without CSI on Eve’s channels, the source is forced
to choose R , R̂s = Cd − Ĉe for the rate of the fine code, and the secrecy
constraint is violated when R̂s > Cs.

This analysis shows that the secrecy outage probability is a security mea-
sure particularly adapted to the situation where the legitimate nodes have
limited CSI about the eavesdropper’s channels, as the transmitter must choose
the secrecy rate R without the exact information on the eavesdropper’s chan-
nels.

For the relay-eavesdropper channel considered in this chapter, the instan-
taneous secrecy capacity is unknown. However, according to the instantaneous
achievable secrecy rates for different strategies defined in the previous section,
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we can then define the secrecy outage probability as follows:

Definition 3.1. The secrecy outage probability for the strategy sH of the
helper is defined as the probability that the chosen transmission rate R exceeds
the achievable instantaneous secrecy rate Rs i.e.,

P
(sH)
out (R) = P {Rs < R} . (3.11)

Alternative definitions of the secrecy outage probability exist, e.g., in
[GSJ12]. At this point, the important following remark is worth mention-
ing:

Remark 3.3. For DT and CJ, the achievable instantaneous secrecy rates given
in Section 3.1.2 coincide with the instantaneous secrecy capacity, that is

R
(DT )
s = C

(DT )
s and R

(CJ)
s = C

(CJ)
s [VBBM11]. In this case, if Rs < R,

then a secrecy outage occurs certainly since the secrecy capacity is the supre-
mum of all achievable secrecy rates. However, we notice that our performance

measure is somewhat pessimistic for the relaying schemes, since the R
(DF )
s

and R
(AF )
s obtained in Section 3.1.2 are only achievable secrecy rates for the

proposed strategies; i.e., there could be higher achievable rates within the
secrecy capacity region of these strategies.

We also define an alternative measure of secrecy, based on our CSI as-
sumptions. With the assumption of full CSI on the legitimate channels, a se-
crecy outage probability conditioned on the known fading coefficients becomes
meaningful. Since the channel coefficients are known during the transmission
of the whole codeword under the quasi-staticity assumption, the distribution
of the fading coefficients will not influence the outage events during this trans-
mission. Therefore, γsr, γrd and γsd are not considered as random variables,
but as given realizations of the channels. This leads to the notion of condi-
tional secrecy outage probability (CSOP) , which we define as follows:

Definition 3.2. The conditional secrecy outage probability (CSOP) for the
strategy sH of the helper is defined as the probability that the chosen trans-
mission rate R exceeds the achievable instantaneous secrecy rate Rs, given
γsr, γrd and γsd, i.e.,

P
(sH)
out,c (R) = P {Rs < R|γsr, γrd, γsd} . (3.12)

In Section 3.2 we will investigate and compare the different schemes in
terms of both the SOP and the CSOP.
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3.2 Secrecy Outage Performance of Cooperation

In this section, we consider the cooperative schemes described previously. We
investigate the performance of the different schemes in terms of our two per-
formance measures: the secrecy outage probability and the conditional secrecy
outage probability. We provide closed-form expressions for the SOP and the
CSOP of the different schemes. For each cooperative strategy we give first
closed-form expressions for the SOP. Then, we analyze the conditional secrecy
outage probability. This measure of performance is particularly relevant since
it takes into account the CSI knowledge of the legitimate nodes about their
channel realizations. In some sense, the CSOP takes into account that only
the uncertainty about Eve’s channels remains. We should note that there ex-
ists a mathematical relation between the SOP and the CSOP of the scheme
sH:

P
(sH)
out (R) = Eγsr,γrd,γsd

P
(sH)
out,c (R) . (3.13)

Finally, we give numerical examples based on our geometrical model previously
introduced. We will use the case CH2

since this particular positioning of the
helper appeared to be advantageous in the light of the results of the previous
section.

3.2.1 Direct Transmission Performance

We consider first the wiretap channel without any cooperation of the helper.
We can view it as the reference model to which we will compare the perfor-
mance of the proper cooperative schemes.

Secrecy Outage Probability

In the following theorem, previously shown in [BBRM08], we give the secrecy
outage probability for the direct transmission strategy.

Theorem 3.5 (SOP for Direct Transmission [BBRM08]). The secrecy outage
probability for DT is given by

P
(DT )
out (R) = 1 − γ̄sd

γ̄sd + 22Rγ̄se
e
− 22R−1

γ̄sd . (3.14)
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Proof. The secrecy outage probability is defined as

P
(DT )
out (R) = P {log (1 + γsd) − log (1 + γse) < 2R}

= P
{
γsd < 22R (1 + γse) − 1

}

=

∫

(R+)

22R(1+γse)−1∫

0

fγ (γsd) fγ (γse) dγsddγse.

The result of Theorem 3.5 follows from standard calculus.

We can analyze the secrecy outage expression for several extreme cases:

γ̄sd → ∞: When the average SNR of the main channel is arbitrarily large then
from (3.14) it follows that

P
(DT )
out (R) → 0.

γ̄se → ∞: When the average SNR of the eavesdropper’s channel is arbitrarily
large then from (3.14) it follows that

P
(DT )
out (R) → 1.

R → 0: In this case, we have:

P
(DT )
out (R) → γ̄se

γ̄se + γ̄sd
,

which means that even for an arbitrarily small target secrecy rate, there
will always be a strictly positive probability that the transmission is not
secure, due to the fading nature of the channels.

Conditional Secrecy Outage Probability

We now consider the CSOP for the direct transmission scheme. We first need
to define the following auxiliary function Qa,b (R), which will be useful in this
section:

Qa,b (R) ,
2−2R (1 + a) − 1

b
. (3.15)

where R ∈ [0, 1/2 log (1 + a)], a > 0, and b > 0.
In the following theorem, we give the conditional secrecy outage probability

given γsd for the direct transmission strategy.
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Theorem 3.6. The conditional secrecy outage probability for DT is given by

P
(DT )
out,c (R) = e−

2−2R(1+γsd)−1

γ̄se = e−Qγsd,γ̄se (R), (3.16)

with R ∈ [0, C (γsd)] to ensure the reliability of the DT scheme.

Proof. The secrecy outage probability is defined as

P
(DT )
out,c (R) = P {log (1 + γsd) − log (1 + γse) < 2R|γsd}

= P
{
γse > 2−2R (1 + γsd) − 1|γsd

}

=

∞∫

2−2R(1+γsd)−1

fγ (γse) dγse.

The result of Theorem 3.6 follows from standard calculus.

We can analyze the conditional secrecy outage expression for several ex-
treme cases:

γ̄sd → ∞: When the average SNR of the main channel is arbitrarily large,
then from (3.14) we have

P
(DT )
out,c (R) → 0.

γ̄se → ∞: When the average SNR of the eavesdropper’s channel is arbitrarily
large, then from (3.14) we deduce that

P
(DT )
out,c (R) → 1.

R → 0: In this case, we have:

P
(DT )
out,c (R) → e−

γsd
γ̄se ,

which means that even for an arbitrarily small target secrecy rate, there
will always be a strictly positive probability that the transmission is not
secure, due to the fading nature of the channels.

R → 1
2 log (1 + γsd): In this case, we have:

P
(DT )
out,c (R) → 1.
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3.2.2 Decode-and-Forward Relaying Performance

In this section, we analyze the SOP and the CSOP performance of the DF
scheme. As for DT, we first investigate the SOP, and then, we consider the
CSOP.

Secrecy Outage Probability

In the following theorem, we give a closed-form expression for the secrecy
outage probability for the considered DF scheme.

Theorem 3.7 (DF Secrecy Outage Probability). The secrecy outage proba-
bility for the DF strategy is given by

P
(DF )
out (R) =

aγ̄sr
(γ̄re) − a (γ̄sr

γ̄se)

(γ̄re − γ̄se)

+ γ̄sr
aγ̄sr

(γ̄se) (h (γ̄se, γ̄sd) − h (γ̄se, γ̄rd))

22R (γ̄re − γ̄se) (γ̄rd − γ̄sd)

− γ̄sr
aγ̄sr

(γ̄re) (h (γ̄re, γ̄sd) − h (γ̄re, γ̄rd))

22R (γ̄re − γ̄se) (γ̄rd − γ̄sd)
, (3.17)

where we define the following auxiliary functions






h (x, y) =
yγ̄sr

x (y + γ̄sr) + γ̄sr2−2Ry
,

ay (x) =
x2

y2−2R + x
e−

(2−2R−1)
x .

(3.18)

In order to prove Theorem 3.7, we need to define the following random
variables:

γd , γsd + γrd (3.19)

γe , γse + γre (3.20)

We give in the following the probability density functions of the two newly
defined random variables.

Lemma 3.1. The probability density function of γd (resp. γe) is given by

gγd
(γ) = gγsd+γrd

(γ) =
1

γ̄rd − γ̄sd

(

e
− γ

γ̄rd − e
− γ

γ̄sd

)

, (3.21)

gγe
(γ) = gγse+γre

(γ) =
1

γ̄re − γ̄se

(

e−
γ

γ̄re − e−
γ

γ̄se

)

. (3.22)
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Lemma 3.1 results from the probability density function of the sum of two
independent random variables being the convolution of their separate density
functions. Using Lemma 3.1, we prove Theorem 3.7 in Appendix 3.A.

Conditional Secrecy Outage Probability

In the following theorem, we give the conditional secrecy outage probability
given (γsd, γsr, γrd) for the DF strategy.

Theorem 3.8. The conditional secrecy outage probability for the DF scheme
is given by:

P
(DF )
out,c (R) =

γ̄ree
−Qmin(γsr,γd),γ̄re

(R) − γ̄see
−Qmin(γsr,γd),γ̄se

(R)

γ̄re − γ̄se
, (3.23)

with R ∈ [0, C (min (γsr, γd))] to ensure the reliability of the DF scheme.

Proof.

P
(DF )
out,c (R) = P {min (log (1 + γsr) , log (1 + γd)) < log (1 + γe) + 2R}

= P
{
2−2R (1 + min (γsr, γd)) − 1 < γe

}

=

∞∫

(1+min(γsr,γd))2−2R−1

gγe
(γe) dγe

and the result of Theorem 3.8 follows from standard integration.

Remark 3.4. We notice that when Pr → 0, P
(DF )
out,c (R) → P

(DT )
out,c (R).

In the following proposition we give a condition for DF to improve the
CSOP performance in comparison to DT.

Proposition 3.1. If we have

|hrd|2 > 22RE[|hre|2], (3.24)

and if we assume that min (γsr, γd) = γd, i.e., the source-relay link is strong,
then there exists a power Pr > 0 used by the helper such that DF improves the
CSOP performance.
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Proof. We note Pr = βPmax. From (3.23) we derive

∂P
(DF )
out,c (R)

∂β β→0

=

(

E[|hre|2] − 2−2R |hrd|2
γ̄se

)

e−
2−2R(1+γsd)−1

γ̄se (3.25)

The relay is used if P
(DF )
out,c (R) is a decreasing function of the power when

evaluated in 0, that is,

∂P
(DF )
out,c (R)

∂β β→0

< 0 (3.26)

Proposition 3.1 follows from (3.25) and (3.26).

Proposition 3.1 shows that we can opportunistically activate the relay to
improve the CSOP performance with DF relaying when the strength of the
relay-destination link is above a threshold depending on the strength of the
relay-eavesdropper link.

3.2.3 Amplify-and-Forward Relaying Performance

In this section, we analyze the SOP and the CSOP performance of the AF
scheme. As for the previous schemes, we first investigate the SOP, and then,
we consider the CSOP.

Secrecy Outage Probability

The secrecy outage probability for the AF scheme is defined as

P
(AF )
out (R) = P

{

R
(AF )
d − R(AF )

e ≤ 2R
}

= P

{

C
(

γsd +
γsrγrd

1 + γsr + γrd

)

− C
(

γse +
γsrγre

1 + γsr + γre

)

≤ R

}

= P

{(

γsd ≤
(

22R

(

1 + γse +
γsrγre

1 + γsr + γre

)

−
(

1 +
γsrγrd

1 + γsr + γrd

)))}

=

∫

(R+)4

h∫

0

fγ (γse) fγ (γrd) fγ (γre) fγ (γsr) dγsddγsedγrddγredγsr, (3.27)

with

h ,

(

22R

(

1 + γse +
γsrγre

1 + γsr + γre

)

−
(

1 +
γsrγrd

1 + γsr + γrd

))

.
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The integral expression (3.27) cannot be simplified. However, under a high
SNR assumption, we can simplify the secrecy outage probability to obtain a
closed-form expression. This expression is given in the following theorem.

Theorem 3.9 (AF Secrecy Outage Probability for high SNR). The secrecy
outage probability for the AF strategy and for high SNR is given by

P
(AF )
out (R) =

γ̄d′

(
aγ̄d′ (γ̄e′) − aγ̄d′ (γ̄se)

)
− γ̄sd (aγ̄sd

(γ̄e′) − aγ̄sd
(γ̄se))

(γ̄e′ − γ̄se) (γ̄d′ − γ̄sd)
(3.28)

with ay (x) is defined as in (3.18), and where γ̄d′ and γ̄e′ are defined as follows

1

γ̄d′

,
1

γ̄sr
+

1

γ̄rd
, (3.29)

1

γ̄e′

,
1

γ̄sr
+

1

γ̄re
. (3.30)

Proof. We give the proof of Theorem 3.9 in Appendix 3.B.

Conditional Secrecy Outage Probability

We now consider the CSOP of AF relaying. In the following theorem, we
derive the conditional secrecy outage probability given (γsd, γsr, γrd) under a
high SNR assumption for the AF strategy.

Theorem 3.10. The conditional secrecy outage probability for the AF strategy
and for high SNR is given by:

P
(AF )
out,c (R) =

e−
A+γsr

γ̄se

(

γ̄see
γsr
γ̄se + γsre

1
γ̄re E1 (1/γ̄re − γsr/γ̄se)

)

γ̄se
, (3.31)

where E1 (x) ,
∞∫

x

e−t

t dt, c , 2−2R+R
(AF )

d − 1 with R
(AF )
d defined in (3.7a),

and R ∈
[

0, R
(AF )
d

]

to ensure the reliability of the AF scheme.

Proof. We give the proof of Theorem 3.10 in Appendix 3.C.

3.2.4 Cooperative Jamming Performance

In this section, we analyze the SOP and the CSOP performance of the CJ
scheme. As for the previous schemes, we first investigate the SOP, and then,
we consider the CSOP.
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Secrecy Outage Probability

First, we investigate the SOP performance of CJ. In the following theorem,
we give the secrecy outage probability for the CJ scheme. This result was
derived first in [BBVM10].

Theorem 3.11 (CJ Secrecy Outage Probability [BBVM10]). The secrecy
outage probability for the CJ strategy is given by

P
(CJ)
out (R) =1 +

e−c

γ̄reγ̄rdl

(
1

g
− 1

hlg2

)

F (g + gh)

+
e−c

γ̄reγ̄rdl

((
1

hlg2
+

1

hg

)

F

(
1 + h

hγ̄re

)

− γ̄re

g

)

, (3.32)

where

c ,
22R − 1

γ̄sd
, g ,

1 + γ̄rdc

γ̄rd
, h ,

γ̄sd

γ̄se (1 + γ̄sdc)
,

E1 (x) =

∞∫

x

e−t

t
dt, l , 1 − 1

γ̄regh
, F (x) = exE1 (x) .

Proof. We give the proof of Theorem 3.11 in Appendix 3.D.

Conditional Secrecy Outage Probability

We now consider the CSOP. In the following theorem, we derive the condi-
tional secrecy outage probability given (γsd, γsr, γrd) for the CJ strategy.

Theorem 3.12. The conditional secrecy outage probability for the CJ scheme
is given by:

P
(CJ)
out,c (R) =

e
−Q γsd

1+γrd
,γ̄se

(R)

1 + γ̄reQ γsd
1+γrd

,γ̄se
(R)

, (3.33)

where R ∈
[

0, C
(

γsd

1+γrd

)]

to ensure the reliability of the CJ scheme.

Proof. The proof follows is similar to the proof of Theorems 3.6 and 3.8, and
it is therefore omitted here.

Remark 3.5. As for DF, when Pr → 0, P
(CJ)
out,c (R) → Pout,c (R)

(DT )
.
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Similar to Proposition 3.1, we derive in the following proposition a criterion
for CJ to improve the CSOP performance in comparison to DT.

Proposition 3.2. If we have

|hrd|2 < 22RE[|hre|2]
(

2−2R(1 + γsd) − 1

γsd

)

, (3.34)

then there exists a power Pr > 0 used by the helper such that CJ improves the
CSOP performance.

Proof. We note Pr = βPmax. From (3.33) we have

∂P
(CJ)
out,c (R)

∂β β→0

=

(

2−2R(E[|hre|2](22R − 1 − γsd) + γsd |hrd|2)
γ̄se

)

e−
2−2R(1+γsd)−1

γ̄se

(3.35)

The helper is used if P
(CJ)
out,c (R) is a decreasing function of the power when

evaluated in 0, that is,

∂P
(CJ)
out,c (R)

∂β β→0

< 0 (3.36)

Proposition 3.2 follows from (3.35) and (3.36).

3.2.5 Numerical Example

In this section we use numerical examples based on the geometrical model
in Section 3.1.3 to illustrate the secrecy outage performance of the different
schemes. In the plots, the X-axis and the Y -axis represent the location of the
eavesdropper in the plane. We use a target secrecy rate of R = 0.1 (bpcu).

Strategy Mapping

In Figure 3.5, we illustrate the best strategy mapping depending on the eaves-

dropper’s location. For each location, we compute P
(sH)
out (R) for all the strate-

gies sH, and we then choose the strategy minimizing the SOP. We can make
some important observations:

• When the eavesdropper is within an area around the helper, CJ is the
best strategy.
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Figure 3.5: Strategy mapping for Cases CH2
and CEp

.

• When the eavesdropper is outside the CJ area, DF is optimal for an
important majority of the locations of the eavesdropper. However there
exists a small area for the eavesdropper’s location where cooperation
cannot improve the SOP performance. In particular, when Eve is close
to the destination, neither DF nor CJ performs better than DT.

• AF is never the optimal strategy in our case of investigation CH2
. Con-

sequently, we eliminate AF from the set of possible strategies for the
helper, since it always performs sub-optimally.

We will now consider the CSOP of the cooperative schemes, and we choose
γsd = γ̄sd, γsr = γ̄sr, and γrd = γ̄rd in our numerical examples.

Numerical Example for Decode-and-Forward

In Figure 3.6, we illustrate the conditional secrecy outage probability for DF
in the case CH2

and we also show how DF performs in comparison with DT.
The upper plot in Figure 3.6 depicts the CSOP for the DF scheme. The

darker a point in the plot is, the lower the CSOP for an eavesdropper located
at this point is. We observe that the CSOP is particularly high when Eve is
located in the middle of the transmission. When the eavesdropper gets further
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Figure 3.6: Secrecy outage probability for DF for Cases CH2
and CEp

.

away, the CSOP decreases. Thus, the CSOP has a similar behavior as for the
wiretap channel without relay, i.e. for the DT strategy.

In order to quantify the benefit provided by the DF scheme compared
to DT, we now analyze the lower plot in Figure 3.6, where the difference

P
(DT )
out,c (R) − P

(DF )
out,c (R) is represented. A high difference is equivalent to a

large decrease of the CSOP using the DF scheme, which corresponds to the
desired effect of the scheme.

We can distinguish 3 main areas for the location of the eavesdropper:

• When the eavesdropper is in the middle of the transmission, secrecy is
highly compromised, and increasing the reliability via DF relaying is
useless.

• When the eavesdropper is far away, the CSOP was already close to 0
without the relay, and the CSOP can thus not be further decreased.

• There is a half circular area around the source for Eve’s location, for
which the helper can securely relay the source message. This leads to a

decrease of the CSOP, up to a difference P
(DT )
out,c (R) − P

(DF )
out,c (R) ≈ 0.4.



64 Chapter 3. Cooperation for Wireless Secrecy

y
o
f
E

ve

P
(CJ)
out,c (R)

 

 

−1 −0.5 0 0.5 1

−0.5

0

0.5

1

x of Eve

y
o
f
E

ve

P
(DT)
out,c (R) − P

(CJ)
out,c (R)

 

 

−1 −0.5 0 0.5 1

−0.5

0

0.5

1

0.2

0.4

0.6

0.8

0

0.2

0.4

0.6

Figure 3.7: Conditional secrecy outage probability for CJ for CH2
and CEp

.

Numerical Example for Cooperative Jamming

In Figure 3.7, we illustrate the CSOP performance for the CJ scheme in the
case CH2

. The first observation is that CJ performs differently than the
relaying schemes depending on Eve’s location. In particular, when the eaves-
dropper is close to the helper, the performance is significantly improved due
to the efficiency of jamming Eve. When the eavesdropper is further away,
no jamming power is used by the helper, and the scheme reduces to DT as
shown in the lower plot in Figure 3.7. The difference of CSOP over DT is

P
(DT )
out,c (R) − P

(CJ)
out,c (R) ≈ 0.7, which is a more substantial improvement of

performance than the relaying schemes.

Secrecy Outage Decrease

In Figure 3.8, we illustrate the difference in terms of CSOP for the optimal
strategy s̃H in comparison to DT in the case CH2

. We make the following
observations:

• Using the helper in the case CH2
leads to an improvement in terms of

CSOP up to around 0.7 when the eavesdropper is located close to the
helper using CJ.
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Figure 3.8: Conditional secrecy outage probability decrease for the optimal
strategy for Cases CH2

and CEp
.

• When DF relaying is chosen, the decrease of CSOP is less compared to
CJ, however there is still a benefit in terms of CSOP performance.

• The gain is extremely low when the eavesdropper is located far away
from the transmission. The explanation is two-fold. First, the condi-
tional secrecy outage probability for DT in this case is already low, and
it can therefore be hardly improved. Furthermore, CJ is not efficient for
these locations of the eavesdropper, and the helper is thus bounded to
increase the reliability of the transmission.

Conclusions

We can draw some general conclusions from our observations concerning the
secrecy outage performance of the different schemes:

• The presence of a helper allows higher secrecy rates, and it also leads to
lower secrecy outage probabilities.

• When the eavesdropper is close to the helper, CJ decreases the proba-
bility of a secrecy outage by significantly reducing the amount of infor-
mation obtained by the eavesdropper.
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• When the eavesdropper is further away from the helper, the relaying
schemes improve the reliability of the main transmission, and there-
fore they lower the probability of a secrecy outage by increasing the
achievable secrecy rates. In particular, DF seems to be the best relaying
strategy compared to AF.

• The case of study was CH2
, i.e., the helper exactly in the middle of the

transmission, as this positioning leads to the highest achievable secrecy
rates. A similar analysis can be made for CH1

and CH3
, and similar

conclusions hold. However, CJ does not perform well for CH3
anymore

as the helper is located too close to the destination.

3.3 System Optimization

In this section, we investigate the global optimization of the system. We first
introduce a new performance measure, namely the secure throughput. Then,
we describe how the legitimate nodes would proceed to optimize the system
performance in terms of CSOP and secure throughput.

3.3.1 Secure Throughput

We recapitulate our assumptions:

1. (γsd, γsr, γrd) are known to the legitimate nodes.

2. The helper can choose between two cooperative strategies: DF and CJ
and three possible locations given by the cases CH1

, CH2
and CH3

.

3. The performance measure is given by the conditional secrecy outage
probability, which depends on the eavesdropper location, the fixed se-
crecy rate R and the power allocation at the helper characterized by β
defined as follows:

Pr = βPmax. (3.37)

First, we have the following lemma:

Lemma 3.2. For any strategy sH ∈ {DT,DF,CJ} chosen by the helper,

P
(sH)
out,c (R) is an increasing function in R.

Proof. Proving Lemma 3.2 is straightforward using (3.16) for DT, (3.23) for
DF and (3.33) for CJ since Q is a positive decreasing function of R.
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The consequence of Lemma 3.2 is that the optimal rate to optimize the
system performance in terms of CSOP is R = 0, which is clearly not a sat-
isfactory result. Therefore, we introduce the following performance measure,
which evaluates the performance in terms of throughput.

Definition 3.3. We define the secure throughput of the strategy sH given
(γsd, γsr, γrd) for a secrecy rate R by

Ts , R
(

1 − P
(sH)
out,c (R)

)

. (3.38)

The secure throughput characterizes the rate of information transferred to the
destination without secrecy outage.

Using Definition 3.3, we are now able to develop the optimization steps in
the following section.

3.3.2 Optimization

We describe in this section how the legitimate nodes proceed to optimize the
system performance in terms of CSOP and secure throughput. We assume
that the helper is at a fixed location. For instance, in previous sections, we
analyzed the cases CH1

, CH2
, and CH3

for possible positioning of the helper.
Three parameters can be optimized by the legitimate nodes: the target secrecy
rate R, the helper’s strategy sH and the power allocation β.

We give in the following proposition the successive steps to optimize the
system performance, in terms of conditional secrecy outage probability and
secure throughput.

Proposition 3.3. The optimal
(

R̃, s̃H, β̃sH

)

, where R is the secrecy rate, sH

is the strategy of the helper, and β represents the power allocation, are the
solution of:

β̃sH
(R) = arg min

βsH

P
(sH)
out,c (R, βsH

) (3.39)

s̃H(R) = arg min
sH

P
(sH)
out,c

(

R, β̃sH

)

(3.40)

R̃ = arg max
R

Ts = arg max
R

R
(

1 − P
(s̃H)
out,c

(

R, β̃s̃H

))

. (3.41)

Therefore, the optimization must follow the successive steps:
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1. For every strategy sH of the helper, choose the power allocation β̃sH
that

minimizes the conditional secrecy outage probability for a given secrecy
rate R.

2. Once the power allocations are optimized, choose the strategy s̃H that
minimizes the conditional secrecy outage probability for a given secrecy
rate R.

3. Finally, choose the secrecy rate maximizing the secure throughput.

Proof. From the expression of the secure throughput (3.38), we see that the
(

s̃H, β̃
)

minimizing the conditional secrecy outage probability for a given

secrecy rate will maximize the secure throughput, therefore they are optimal
for both performance measures.

Thus, the first step optimization must consist of choosing the optimal
power allocation, for every strategy and secrecy rate R. At the end of the

first step, we have a set of CSOPs P
(sH)
out,c

(

R, β̃sH

)

for every strategy sH. In

the next step, we naturally select the strategy in this set that minimizes the
CSOP.

The final step consists of optimizing the second measure performance,
i.e., the secure throughput, w.r.t. the only non-optimized parameter left, the
secrecy rate R.

The positioning and the strategy of the helper have been discussed in
previous sections. In the following, we will focus on the parameters β and R.

Discussion on the Optimization of the Power Allocation β

In this section, we illustrate the first step of the optimization 3.3, namely the
power allocation β for the helping node.

Finding a closed-form solution for

β̃sH
= arg min

βsH

P
(sH)
out,c (R, βsH

) ,

using (3.23) and (3.33) is not possible due to the complexity of the expressions.
However, we obtain the following condition for the optimal βCJ :

Proposition 3.4. If βCJ ∈ [0, 1] is an optimal power allocation for the CJ
scheme then βCJ is a solution of the polynomial equation

a3X
3 + a2X

2 + a1X + a0 = 0, (3.42)
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Figure 3.9: Optimal power allocation β at the helper, in the case CH1
, for (a)

Decode-and-forward and (b) Cooperative Jamming.

where

a0 = 22Rγ̄se(E[|hre|2](22R − 1 − γsd) + γsd |hrd|2),
a1 = |hrd|2

(

γ̄seγsd(E[|hre|2](−22R + 1 + γsd))
)

+ |hrd|2
(

22Rγ̄se(E[|hre|2](−3 + 3 × 22R − γsd) + γsd |hrd|2)
)

,

a2 = (−1 + 22R)E[|hre|2](3 × 22Rγ̄se − γsd) |hrd|4 , and

a3 = 22R(−1 + 22R)γ̄seE[|hre|2] |hrd|6 .
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Proof. Proposition 3.4 follows from solving

∂P
(CJ)
out,c (R)

∂β
= 0, (3.43)

since βCJ is an extremum for P
(CJ)
out,c (R).

We use our numerical example to illustrate the optimal power allocation.
In Figure 3.9a and 3.9b, we illustrate the behavior of βDF and βCJ , respec-
tively, depending on the eavesdropper’s location for CH1

. For DF, we can
observe that in the regions where DF performs well (see e.g., Figure 3.6), the
power used by the relay is a high fraction of the maximal available power,
close to βDF = 0.8.

In comparison to DF, CJ needs less power (βDF ≈ 0.6) where it out-
performs the other schemes, that is, Eve being close to the helper. This
observation could be justified by the fact that there is no need to use a large
amount of power to confuse the eavesdropper when it is located close to the
helper, as using additional power might only disrupts the main transmission.
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Figure 3.10: Optimal power allocation β at the helper, in the case CH2
and

for Cooperative Jamming.

With the aim of verifying this justification, we represent in Figure 3.10
the optimal power allocation βCJ for the case CH2

. We observe that for the
optimal regions, a small fraction of the available power is used βCJ ≈ 0.1.
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This means that CJ performs well, and that, moreover, it does not require a
high power consumption.

Discussion on the Optimization of the Secrecy Rate R

Finally we discuss the optimization of the last parameter: the target secrecy
rate R. The objective is to design R such that R = R̃ according to

R̃ = arg max
R

Ts = arg max
R

R
(

1 − P
(s̃H)
out,c

(

R, β̃s̃H

))

. (3.44)

In the following proposition, we argue that there exists at least one optimal
value of R which maximizes the secure throughput Ts.

Proposition 3.5. There exists (at least) one optimal target secrecy rate R̃
for every strategy sH ∈ {DT,DF,CJ}, such that

R̃ = arg max
R

Ts. (3.45)

Proof. First, Ts is a positive, continuous function of R, for R ∈ [0, RsH
max],

∀sH. Secondly, we have

(3.16) =⇒ P
(DT )
out,c (R(DT )

max ) = 1 =⇒ Ts
(R=R

(DT )
max )

= 0

(3.23) =⇒ P
(DF )
out,c (R(DF )

max ) = 1 =⇒ Ts
(R=R

(DF )
max )

= 0

(3.33) =⇒ P
(CJ)
out,c (R(CJ)

max ) = 1 =⇒ Ts
(R=R

(CJ)
max )

= 0.

Furthermore, Ts(R=0)
= 0, ∀sH. Finally, we use the extreme value theorem to

claim that Ts being continuous in a bounded interval, Ts attains its maximum
within that interval, that is ∃R̃ ∈ [0, RsH

max] such that R̃ = arg maxR Ts, and
moreover Ts(R̃) > 0.

In Figure 3.11, we illustrate the last step of the optimization 3.3 and Propo-
sition 3.5. β̃sH

and s̃H are chosen according to the optimization protocol. We
compare the secure throughput with optimal secrecy rate R̃ and the secure
throughput with the design secrecy rate R̂ being an estimate of the instan-
taneous achievable secrecy rate where the source assumes that γse = γ̄se and
γre = γ̄re. We observe the importance of the secrecy rate design since the
difference of secure throughput between the optimal design and a suboptimal
design is as high as 1.2 b.p.c.u in Figure 3.11.
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Figure 3.11: Secure throughput increase with optimal secrecy rate R̃ in the
Case CH2

.

In Figure 3.12, we show how cooperation increases the secure throughput
by computing the difference between the secure throughput Ts obtained with
the optimization protocol and the secure throughput with direct transmission.
Figure 3.12 shows that, in general, higher secure throughput is achieved with
cooperation. Moreover, it seems that the secure throughput increase is higher
in the regions where DF is optimal compared to CJ. We distinguish in par-
ticular the optimal CJ area located around the helper, and the optimal DF
region when Eve is further away. However, we observe that there is an area
surrounding the source and the destination for which the secure throughput
is not increased by cooperation, since T̃s − Ts(DT ) = 0.

Summary

In this chapter we investigated the cooperative schemes introduced in Chapter
2 for wireless channels. Our model takes into consideration the fading nature
of the channels, and the limited CSI on the eavesdropper’s channels, which
are both reasonable and practical assumptions. For this model, starting from
the SOP as a secrecy measure, we introduced the CSOP, which takes into
account the CSI about the legitimate channels, and the secure throughput.
These two new measures provided insights on the performance of the schemes,
and they allowed us to elaborate an optimization of the system in terms of
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Figure 3.12: Secure throughput increase with cooperation and optimal design
parameters.

power allocation, strategy and positioning of the helper node and rate design.

3.A Proof of Theorem 3.7

According to (3.11), the secrecy outage probability can be formulated as:

P
(DF )
out (R) = P {(C (min (γsr, γsd + γrd))) < C (γse + γre) + 2R} . (3.46)

We can notice that this formulation takes into account the possibility of a
secrecy outage occurring during the first time slot. Indeed, we are in secrecy
outage after the first phase if:

R
(DF )
d − log (1 + γse) < 2R. (3.47)

Similarly, we are in secrecy outage after the second phase if:

R
(DF )
d − log (1 + γse + γre) < 2R. (3.48)

Since (3.47) implies (3.48), we can deduce that we are in secrecy outage if and
only if (3.48) holds. The outage probability for the DF scheme can therefore
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be written as:

P
(DF )
out (R) = P {min (log (1 + γsr) , log (1 + γd)) < log (1 + γe) + 2R}

= P
{
2−2R (1 + γd) − 1 < γe ∩ γsr > γd

}

+ P
{
2−2R (1 + γsr) − 1 < γe ∩ γsr < γd

}
,

which gives

P
(DF )
out (R) =

∫

(R+)

∞∫

γd

∞∫

(1+γd)2−2R−1

gγd
(γd) gγe

(γe) fγsr
(γsr) dγedγsrdγd

+

∫

(R+)

γd∫

0

∞∫

(1+γsr)2−2R−1

gγd
(γd) gγe

(γe) fγsr
(γsr) dγedγsrdγd.

Theorem 3.7 follows from standard integration calculus.

3.B Proof of Theorem 3.9

The secrecy outage probability for the AF scheme is defined as:

P
(AF )
out (R) = P

{(

R
(AF )
d − R(AF )

e ≤ 2R
)}

= P

{(

C
(

γsd +
γsrγrd

1 + γsr + γrd

)

− C
(

γse +
γsrγre

1 + γsr + γre

)

≤ R

)}

≈ P

{(

log

(

1 + γsd +
γsrγrd

γsr + γrd

)

− log

(

1 + γse +
γsrγre

γsr + γre

)

≤ 2R

)}

.

where the last inequality is a consequence of the high SNR assumption.
We will use the following lemma [HA03]:

Lemma 3.3. If X1 and X2 are two independent exponential random variables
with parameters γ1 and γ2, respectively, (i.e., with respective means 1/γ1 and
1/γ2), then the harmonic mean X of X1 and X2 given by X = X1X2

X1+X2
has for

cumulative distribution function (cdf) FX (x):

FX (x) = 1 − 2x
√

(γ1γ2)e
−x/(γ1+γ2)K1

(

2x
√

(γ1γ2)
)

where K1 (.) is the first order modified Bessel function of the second kind.
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Applying the lemma for X = γsrγrd

γsr+γrd
, we obtain

FX (x) = 1 − 2x
√

(1/γsrγrd)e
−x/
(

1
γsr+γrd

)

K1

(

2x
√

(1/γsrγrd)
)

≈ 1 − e
−x/
(

1
γsr+γrd

)

,

since K (x) ≈ 1/x for small x (high SNR assumption).
This cdf corresponds to the CDF of an exponential random variable γd′

with parameter 1
γ̄d′

= 1
γ̄sr

+ 1
γ̄rd

.

Similarly, we define γe′ with parameter 1
γ̄e′

= 1
γ̄sr

+ 1
γ̄re

.

The secrecy outage probability becomes:

P
(AF )
out (R) ≈ P {log (1 + γsd + γd′) − log (1 + γse + γe′) ≤ 2R}

= P {log (1 + γd′′) − log (1 + +γe′′) ≤ 2R}
= P

{
2−2R (1 + γd′′) − 1 < γe′′

}

=

∞∫

0

∞∫

(1+γd′′ )2−2R−1

gγd′′ (γd′′) gγe
(γe′′) dγe′′dγd′′

since γd′′ , γsd + γd′ and γe′′ , γse + γe′ have for PDF g as shown in Lemma
3.1.

The result of Theorem 3.9 follows from standard integral calculations.

3.C Proof of Theorem 3.10

The conditional outage probability for the AF scheme is defined as:

P
(AF )
out,c (R) = P

{(

R
(AF )
d − R(AF )

e ≤ 2R|γsd, γsr, γrd

)}

= P

{(

γse +
γsrγre

1 + γsr + γre

)

≥ c

}

,

with c defined in Theorem 3.10.
First we have γsrγre

1+γsr+γre
≈ γre

1+ γre
γsr

as a consequence of the high SNR as-

sumption. Since γre

γsr
∼ exp (γ̄reγsr), it follows that the random variable

U , 1 + γre

γsr
is Benktander Weibull distributed with pdf given by

fU (x) =
1

γ̄reγsr
e( 1−x

γ̄reγsr
) for x > 1.
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The pdf gY (y) of the random variable Y ,
γre

U is then obtained according
to the ratio distribution formula as

gY (y) =

∞∫

−∞

fγre
(yz)fU (z) |z| dz

= e−( y
γ̄reγsr

) (γsr + γ̄reγsr + y)

γ̄re(γsr + y)2
.

Finally the pdf hT (t) of the random variable T , Y + γse is given by

hT (t) =

∞∫

0

gY (y)fγse
(t − y)dy. (3.49)

The conditional outage probability for the AF scheme is then written as

P
(AF )
out,c (R) =

∞∫

c

hT (t)dt, (3.50)

and the result of Theorem 3.10 follows from combining (3.49) and (3.50).

3.D Proof of Theorem 3.11

We define c, g, h and l as in Theorem 3.11 and

b ,
2R

γ̄sd (1 + γre)
.

The secrecy outage probability for the CJ scheme is defined as:

Pout,CJ (R) = P

{

log

(

1 +
γsd

1 + γrd

)

− log

(

1 +
γse

1 + γre

)

≤ 2R

}

= P {(γsd ≤ k (γrd, γrd, γre, R))} ,

with

k (γrd, γrd, γre, R) ,

(

22R

(

1 +
γse

1 + γre

)

− 1

)

(1 + γrd) .
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Then we have

Pout,CJ (R) =

∫

(R+)3

k(γrd,γrd,γre,R)∫

0

fγ (γsd, γse, γrd, γre) dγsddγsedγrddγre

= 1 −
∫

(R+)3

e
−

k(γrd,γrd,γre,R)
γ̄sd fγ (γse, γrd, γre) dγsedγrddγre

= 1 − e−c

∫

(R+)2

fγ (γre) fγ (γse) e−bγse

bγ̄rdγse + (1 + cγ̄rd)
dγsedγre.

We introduce the new variable t , bγ̄rdγse + (1 + cγ̄rd):

Pout,CJ (R) = 1 − e−c

∫

(R+)

fγ (γre) e
(1+cγ̄rd)

bγ̄rd
(b+ 1

γ̄se
)

bγ̄rdγ̄se

∞∫

1+cγ̄rd

e(
b+ 1

γ̄se
) −t

bγ̄rd

t
dtdγre

= 1 − e−c

γ̄rdγ̄se

∫

(R+)

fγ

b
(γre) eg(1+ 1

bγ̄se
)E1

(

g

(

1 +
1

bγ̄se

))

dγre.

Finally, using the variable u , g + gh + ghγre:

Pout,CJ (R) = 1 − e−ce
1+h
hγ̄re

hgγ̄rdγ̄re

∞∫

g+gh

(
u

g
− 1

)

eluE1 (u) du,

= 1 − e−c

hgγ̄rdγ̄re

(
γ̄reh

l
−
(

1

l
+

1

gl2

)

F

(
1 + h

hγ̄re

))

− e−c

hgγ̄rdγ̄re

(−h

l
+

1

gl2

)

F (g + gh) ,

with an integration by parts, which is equivalent to (3.32) in Theorem 3.11.





Chapter 4

Cooperation against Active

Eavesdropping

In this chapter, we investigate cooperation against an active eavesdropper.
Such a sophisticated eavesdropper has the ability to lower the secrecy of the
transmission by either passively eavesdropping, or by actively jamming. The
helping node on the other hand intends to enhance the secrecy of the trans-
mission, by using one of the cooperative strategies investigated in Chapter
3. A common way to model the interaction between transmitters and mali-
cious jammers is a game-theoretic formulation, with the mutual information as
payoff [SU09]. When secrecy comes into play, the payoff becomes the secrecy
rate, since the legitimate parties aim at maximizing it, while the advanced
eavesdropper tries to lower it. Thus, it seems natural to use a game-theoretic
perspective to analyze the scenario in this chapter. Using the framework in-
troduced in Chapter 2, we define several secrecy games to study the opposite
interests of the helper and the eavesdropper. Another important consideration
in this scenario is the interaction between the source and the helper, which
will also be addressed in this chapter.

This chapter is divided into three parts. In the first part, we introduce the
model considered in this chapter. In the second part, we introduce the game-
theoretic formulation of the interaction between the helper and the eavesdrop-
per. In particular we define a static game and a sequential game, for which
we find the Nash equilibria and Stackelberg equilibria solutions. We also il-
lustrate our results using the geometrical model of Chapter 3. In the last part
we investigate the interaction between the helper and the source. We define a
Stackelberg formulation of the game, and we study the equilibria of this game.

79
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4.1 System Description

In this section, we introduce the model considered in this chapter. In particu-
lar, we highlight the main difference with the model in Chapter 3, that is, the
ability of the eavesdropper to disrupt actively the communication. We then
describe the possible strategies available for the legitimate system and for the
eavesdropper. Finally we derive the achievable secrecy rates for the different
schemes in this model.

4.1.1 System Model

H

S D

E

hsr hrd

hre

her

hsd

hse

hed

Figure 4.1: Network model.

In this chapter we consider the four-node network illustrated in Figure
4.1. As for Chapter 3, the source (S) wishes to communicate a message to the
destination (D) in the presence of the helping node (H) and the eavesdropper
(E). However we consider now a more sophisticated adversary: an active
eavesdropper.

Active Eavesdropping The eavesdropper (Eve) has the dual capability of
either passively eavesdropping or actively jamming the transmission. Such
an adversary has been considered recently in the literature, e.g., in [MS10].
The objective of Eve is to prevent the secret transmission of the message, and
therefore she aims at minimizing the secrecy rate. Furthermore, we make the
following assumptions:
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• Eve operates in a half-duplex mode, and therefore she can either be in
eavesdropping mode (E) or jamming mode (J), but not both at the same
time.

• Eve only uses white Gaussian noise for jamming since this is the most
harmful uncorrelated jamming strategy [DC01].

Cooperative Strategies The intent of this chapter is to compare the per-
formance of classic relaying and cooperative jamming against an active eaves-
dropper. Therefore, for simplicity, we restrict ourselves to only one relaying
strategy, namely DF relaying. The helper node can thus either be used as
a half-duplex relay implementing decode-and-forward relaying (DF) or as a
cooperative jammer (CJ).

Network Model We make the following assumptions regarding the consid-
ered network:

• The source transmits with a fixed power Ps = Pmax, the relay transmits
with a power Pr ∈ [0, Pmax] and the eavesdropper jams with a power
Pe ∈ [0, Pmax].

• The additive noise n for all nodes is zero-mean white complex Gaussian
with variance σ2. For simplicity, we will assume that σ2 = 1 and that
SNRmax , Pmax

σ2 = 10.

• The channel coefficients between node i and node j are noted hij and
they remain constant over the transmission of an entire codeword. Fur-
thermore, we assume a simple geometrical model in the numerical illus-
trations in this chapter. If we note dij , the Euclidian distance between
node i and node j, then we have hij = CN (0, 1/dα

ij), where α repre-
sents the path loss exponent. All channels are considered reciprocal,
i.e., hij = h∗

ij .

• We note γij = Pi |hij |2 the instantaneous SNR between node i and node
j, where Pi is the transmission power of node i.

• We assume that every node has full CSI on all channels. The knowledge
of the CSI on Eve’s channels can be justfied by the fact that Eve is
active in the network.
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Transmission Model In this chapter, we note C(sH,sE) the transmission
state of the network, with sH representing the strategy adopted by the helper,

and sE the strategy of the eavesdropper. We also note R
(sH,sE)
s an achievable

secrecy rate corresponding to the case C(sH,sE).

• For the DF strategy, we assume that a time division is imposed by the
network, such that the source transmits in the first time slot and the
relay transmits in the second time slot. The source remains silent during
the second time slot. Both time slots have the same length.

Eve can either eavesdrop (C(DF,E)) during the two phases, or jam during
both phases (C(DF,J)). If Eve is able to change her strategy between the
two time slots, she has two other possible strategies: that is, eavesdrop
and then jam (C(DF,EJ)) or jam and then eavesdrop, (C(DF,JE)). The
cases C(DF,EJ) and C(DF,JE) imply that Eve is allowed to alternate her
strategy after the first time slot. We will discuss this case in Section
4.2.1.

We define the variables j1 and j2 such that ji = 1 if Eve is jamming in
the time slot i and ji = 0 otherwise.

In the first time slot, we have

yr = hsrxs + n(1)
r + j1herxe

y
(1)
d = hsdxs + n

(1)
d + j1hedxe

y(1)
e = (1 − j1)hsexs + n(1)

e ,

while in the second time slot, we have

y
(2)
d = hsdyr + n

(2)
d + j2hedxe

y(2)
e = (1 − j2)hsexr + n(2)

e .

• As an alternative to DF, we consider the CJ scheme described as in
Chapter 3 where the helper transmits the Gaussian noise xj with power
Pr while the source transmits in the first time slot. Eve can either be
listening while the helper is jamming C(CJ,E), or jamming while the
helper is jamming C(CJ,J). In the first time slot, we have

y
(1)
d = hsdxs + hrdxj + n

(1)
d + j1hedxe

y(1)
e = (1 − j1)(hsexs + hrdxj) + n(1)

e ,

while in the second time slot, both source and helper are silent.
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In the following section, we derive the achievable secrecy rates for the
described transmission schemes.

4.1.2 Achievable Secrecy Rates

In this section, we give the achievable secrecy rates, depending on the strate-
gies employed by the helper and the eavesdropper.

Eve being able to alternate between eavesdropping and jamming corre-
sponds to a modification of the channels statistics [Ama09, Ch. 5]. For in-
stance, when Eve is in pure jamming mode, the SNRs on her channels are 0
since she cannot both eavesdrop and jam; that is, no information is leaked to
her. The achievable secrecy rate reduces in this case to the achievable rate
from the source to the destination with a new interference term caused by the
jamming signal transmitted by Eve. In particular when Eve is in J mode, the
instantaneous SNR between the legitimate node i and the legitimate node j
becomes

γij

1+γej
.

We generalize this observation in the following definition by introducing
the notion of equivalent channel SNR.

Definition 4.1. We define the equivalent channel SNRs γ̃ij (see e.g., a similar
approach in [CSS99]) as follows:

γ̃ij =

{
γij

1+γej
with Eve in J mode,

γij with Eve in E mode,
(4.1)

when i and j are legitimate nodes, and

γ̃ie =

{

0 with Eve in J mode,

γie with Eve in E mode.
(4.2)

The achievable secrecy rates are given in the following theorem.

Theorem 4.1. The achievable secrecy rates R
(sH,sE)
s with sH ∈ {DF,CJ}
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and sE ∈ {E,J,EJ,JE} are given by:

R(DF,E)
s = (min (C(γsr), C(γsd + γrd)) − C(γse + γre))

+ (4.3)

R(CJ,E)
s =

(

C
(

γsd

1 + γrd

)

− C
(

γse

1 + γre

))+

. (4.4)

R(DF,J)
s = min

(

C
(

γsr

1 + γer

)

, C
(

γsd + γrd

1 + γed

))

(4.5)

R(CJ,J)
s = C

(
γsd

1 + γrd + γed

)

(4.6)

R(DF,EJ)
s =

(

min

(

C (γsr) , C
(

γsd +
γrd

1 + γed

))

− C(γse)

)+

(4.7)

R(DF,JE)
s =

(

min

(

C
(

γsr

1 + γer

)

, C
(

γsd

1 + γed
+ γrd

))

− C(γre)

)+

. (4.8)

Equations (4.3) and (4.4) correspond to the passive eavesdropping investigated
in Chapter 3, Equations (4.5) and (4.6) correspond to Eve purely jamming the
transmission, and Equations (4.7) and (4.8) correspond to Eve adapting her
strategy between the two relaying phases.

Proof. Similarly to Chapter 3, the achievable secrecy rates for the DF and CJ
strategy are then given by

R(DF,sE)
s = min (C(γ̃sr), C(γ̃sd + γ̃rd)) − C(γ̃se + γ̃re))

+, (4.9)

R(CJ,sE)
s =

(

C
(

γ̃sd

1 + γ̃rd

)

− C
(

γ̃se

1 + γ̃re

))+

. (4.10)

We obtain the achievable secrecy rates for every (sH, sE) by combining (4.9)
and (4.10) with the definition of the equivalent SNRs.

4.2 Game between the Helper and the Eavesdropper

Modeling the interaction between a legitimate node and an attacker with zero-
sum games is a common approach [AB11]. In [YLE11], a game between the
source and a jammer aiming at decreasing the secrecy rate has been investi-
gated. Recently, some works have also considered the security game between a
source and an active eavesdropper, e.g., [Ama09] and [MS10]. In this section,
we model the interaction between Eve and the helper as a strictly competitive
game. We define naturally the payoff for the helper as the achievable secrecy
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rate. The helper tries to maximize its payoff, while Eve tries to minimize it,
which leads to a zero-sum game formulation. In Section 4.2.1, we will con-
sider the strategic game where the helper and Eve choose their strategies at
the same time. Then, in Section 4.2.2, we will investigate the dynamic game
where either the helper or Eve has to choose its strategy first, and then the
other can choose its strategy consequently.

4.2.1 Strategic Game

In this section we consider the case where the helper and Eve choose their
strategies simultaneously before the transmission occurs. First, we define the
corresponding strategic game. Then, we investigate the existence of pure-
strategy and mixed-strategy Nash equilibria for the defined game. We finally
illustrate our results, using an example based on the geometrical model pre-
viously used in Chapter 3.

Basics for the Strategic Game Using the formal framework of Definition
2.8, we model the game between the helper and the eavesdropper as a strategic
game defined as follows:

Definition 4.2. We define the strategic game Gs = (N ,Si, R
(si,sj)) where:

• N = {H, E} is the set of players: the helper H and the eavesdropper E .

• Si is the set of strategies for player i. Formally, the helper has the set of
strategies SH = {(DF, Pr), (CJ, Pr)}, while Eve has the set of strategies
SE = {E, (J, Pe)}.

• R(si,sj) is the payoff for the helper. This corresponds the achievable
secrecy rate when the helper chooses the strategy si and Eve chooses
the strategy sj , as we dropped the subscript s for clarity. Formally, Eve
has payoff −R(si,sj) since the strategic game is a zero-sum game.

In order to simplify the definition of the strategic game, we use the follow-
ing lemma:

Lemma 4.1. When Eve is jamming, her optimal power allocation is to choose
Pe as the maximal jamming power available.

Proof. Using (4.5) and (4.6), we notice that R(DF,J) and R(CJ,J) are decreas-
ing functions of Pe. The result of the lemma follows since Eve intents to
minimize those rates.
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Table 4.1: Payoff matrix in the strategic form (Secrecy Rates).

Eve
Helper Eavesdropping Jamming

Decode-and-forward (R(DF,E),−R(DF,E)) (R(DF,J),−R(DF,J))
Cooperative Jamming (R(CJ,E),−R(CJ,E)) (R(CJ,J),−R(CJ,J))

Therefore, we can simplify the set of Eve’s strategies as: {E,J}. Similarly,
we can simplify the strategy set for the helper:

Lemma 4.2. When Eve is jamming, the helper chooses the strategy (i, Pr) =
(DF, Ps) or (i, Pr) = (CJ, 0). When Eve is eavesdropping, the helper chooses
the strategy (DF, P ∗

DF ) or (CJ, P ∗
CJ ) with P ∗

DF and P ∗
CJ maximizing the

achievable secrecy rate.

Proof. The helper chooses the strategy which is the best response to Eve’s
actions. Furthermore, the first part of the lemma is straightforward from
(4.5) and (4.6).

Combining both lemmas, we observe that we can sufficiently define the set
of strategies by {DF,CJ} for the helper and {E,J} for Eve, while assuming
the power allocation corresponding to the best response strategy. We represent
the strategic game as the payoff matrix in Table 4.1. The next step of the
analysis is to solve the game, i.e., to predict the strategies that the helper and
Eve will adopt. In the following we consider the Nash equilibrium as a natural
solution concept for this game.

Pure-Strategy Nash Equilibria In the following theorem, we give the
pure-strategy Nash equilibrium of the strategic game between the helper and
the eavesdropper.

Theorem 4.2 (Nash Equilibrium of the Strategic Game). The strategy profile
(s∗H, s∗E), with corresponding equilibrium outcome R(s∗

H,s∗
E) is the pure-strategy

Nash equilibrium of the strategic game if, ∀(sH, sE):

R(s∗
H,sE) ≥ R(s∗

H,s∗
E) ≥ R(sH,s∗

E). (4.11)
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Therefore, we have the following equilibria outcomes RNE:

RNE =







R(DF,E) if R(DF,J) ≥ R(DF,E) ≥ R(CJ,E)

R(CJ,E) if R(CJ,J) ≥ R(CJ,E) ≥ R(DF,E)

R(DF,J) if R(DF,E) ≥ R(DF,J) ≥ R(CJ,J)

R(CJ,J) if R(DF,J) ≥ R(CJ,J) ≥ R(DF,J)

(4.12)

Proof. Theorem 4.2 follows easily from the definition of a pure-strategy NE.
For instance, for (DF,E) to be the NE of the strategic game, the following
conditions are necessary:

• The helper has no incentive to deviate from (DF) when Eve is choosing
(E), that is R(DF,E) ≥ R(CJ,E).

• Eve has no incentive to deviate from (E) when the helper is choosing
(DF), that is R(DF,J) ≥ R(DF,E).

The other cases can be explained similarly.

Remark 4.1. There are 24 possible orderings of the secrecy rate outcomes.
We can easily verify that only 16 orderings lead to a pure-strategy NE. In
other terms, there exist 8 orderings which do not result in a pure-strategy
NE. Therefore, we will investigate in the following section the mixed-strategy
equilibria of the strategic game.

Mixed-strategy Equilibria In contrast to the previous section, where only
pure strategies were investigated, we consider here the concept of mixed strat-
egy, i.e., the ability of the helper and Eve to select pure strategies with certain
probabilities. In other words, the helper and Eve are now allowed to random-
ize their strategies. From Theorem 4.2, we observe that, in some cases, no
pure-strategy NE exists. However, from the mixed-strategy Nash equilibrium
Theorem 2.6 in Chapter 2, we know that the strategic game admits a mixed-
strategy NE. We define α ∈ [0, 1] and ε ∈ [0, 1], as follows:

• For the helper:P {(DF)} = α and P {(CJ)} = 1 − α

• For Eve:P {(E)} = ε and P {(J)} = 1 − ε

We give the MSNE in the following theorem:
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Theorem 4.3. We define α∗, ε∗, and v
(α∗)
NE such that

α∗ =
R(CJ,J) − R(CJ,E)

R(DF,E) + R(CJ,J) − R(DF,J) − R(CJ,E)
(4.13)

ε∗ =
R(CJ,J) − R(DF,J)

R(DF,E) + R(CJ,J) − R(DF,J) − R(CJ,E)
(4.14)

v
(α∗)
NE = v

(ε∗)
NE =

R(CJ,J)R(DF,E) − R(CJ,E)R(DF,J)

R(DF,E) + R(CJ,J) − R(DF,J) − R(CJ,E)
. (4.15)

The helper plays a mixed strategy given by the probability α∗ if and only if

v
(α∗)
NE > max

{

min
{

R(DF,E), R(DF,J)
}

,

min
{

R(CJ,E), R(CJ,J)
}}

. (4.16)

The eavesdropper plays a mixed strategy given by the probability ε∗ if and only
if

v
(ε∗)
NE < min

{

max
{

R(DF,E), R(CJ,E)
}

,

max
{

R(DF,J), R(CJ,J)
}}

. (4.17)

The mixed strategy equilibrium is given by the strategy profile (α∗, ε∗), leading

to the equilibrium outcome v
(α∗)
NE = v

(ε∗)
NE . If (4.16) or (4.17) are not satisfied,

the NE outcome of the extensive game is obtained with pure strategies for both
players as given by Theorem 4.2.

Proof. We give the proof of Theorem 4.3 in Appendix 4.A.

Numerical Example In this section, we consider the geometrical model
used in Chapter 3 and described in Figure 4.2. We remind first our assump-
tions: We assume the source and the destination are located at the respective
fixed positions (0, 0) and (0, 1). We consider in the remainder of this chapter
the case CH1

for the positioning of the helping node, that is the helping node
is located in (0.1, 0.1). We notice that for CH1

, we have

γsr ≥ γrd + γsd. (4.18)

In the remainder of this chapter, we will assume that (4.18) is satisfied,
which simplifies the expression of the achievable secrecy rates when DF is
chosen by the helper. Furthermore, we consider the scenario CE2

to model the
uncertainty about the eavesdropper:
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Alice Bob

CH1CE2

Figure 4.2: Geometrical model.
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Figure 4.3: Achievable secrecy rates, Pure-strategy NE and Mixed-strategy
NE for the case CE2

, and CH1
.

Case CE2
: The eavesdropper is located on the line (x, 0.1) with x ∈ [−0.5, 2.5].

In Figure 4.3, we illustrate the achievable secrecy rates, as well as the pure and
mixed NE outcomes, for the case CE2

. We make the following observations
depending on the chosen strategies:
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Circle markers (R(DF,E)) : If Eve is eavesdropping and located in the mid-
dle of the transmission, no strictly positive secrecy rate is achievable
using DF, until Eve is sufficiently far from the transmission.

Inversed triangle markers (R(DF,J)) : When Eve is jamming, decode-
and-forward is performing well when Eve is far away, i.e., x ∈ [−0.5, 0]∪
[1, 2.5]. The performance is highly degraded when Eve is in the mid-
dle of the transmission. We noticed in particular for the three cases a
local minimum when Eve is close to the helper since jamming prevents
decodability at the relay.

Diamond markers (R(CJ,E)) : CJ performs naturally well when the helper
is close to Eve. When Eve moves further away, CJ is equivalent to direct
transmission, as the helper does not use any transmission power.

Square markers (R(CJ,J)) : Since Eve is not eavesdropping, jamming only
disrupts the main transmission, which leads to low secrecy rates. In
particular we notice that R(DF,J) ≥ R(CJ,J), since relaying always out-
performs jamming when Eve is jamming herself.

The next step is to analyze the NE outcomes of the strategic game depending
on the location of the eavesdropper.

Nash Equilibria Analysis In Figure 4.3, we can distinguish three cases
for the analysis of the NE.

• For x ∈ [−0.5, 0], Eve is able to force RNE = 0 by eavesdropping.

• For x ∈ [1, 2.5], Eve cannot prevent positive secrecy rates, and the NE
equilibrium is (DF, J) leading to the outcome R(DF,J).

• When Eve is located in the middle of the transmission, that is x ∈ [0, 1]
there are regions of x for which no pure-strategy NE exists. However,
the mixed-strategy equilibrium leads to strictly positive secrecy rates.

In order to illustrate the existence or non-existence of a pure-strategy NE
in that last case, we take a close-up for the locations of Eve x ∈ [0, 0.75] of
Figure 4.3, which is depicted in Figure 4.4.

In Figure 4.4, we denote by Ci, with i ∈ {1, 2, 3, 4, 5} the important
crossovers between the achievable secrecy rates’ curves. We define the cor-
responding regions Ri for the eavesdropper in Table 4.2. In Table 4.2, we
denote by R(si,sj) ⇆ R(s′

i,s
′
j) the crossover between R(si,sj) and R(s′

i,s
′
j). For
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Figure 4.4: Close-up on the achievable secrecy rates, Pure-strategy NE and
Mixed-strategy NE for the cases CE2

and CH1
.

Table 4.2: Equilibrium regions for CE2
and CH1

.

Region Definition Approximate x Equilibrium

R1:[0, C1] C1 , R(CJ,E) ⇆ R(CJ,J) [0, 0.03] NE

R2:[C1, C2] C2 , R(CJ,J) ⇆ R(DF,J) [0.03, 0.08] MSNE

R3[C2, C3] C3 , R(DF,J) ⇆ R(CJ,J) [0.08, 0.12] NE

R4[C3, C4] C4 , R(DF,E) ⇆ R(CJ,E) [0.12, 0.66] MSNE

R5:[C4, C5] C4 , R(DF,E) ⇆ R(DF,J) [0.66, 0.67] NE
R6:[C5, 0.75] [0.67, 0.75] NE

each of these regions, we analyze the Nash Equilibria outcomes depending on
the orderings of the achievable secrecy rates.

R1: The ordering of the secrecy rates is given by :

R(DF,E) ≤ R(CJ,E)
︸ ︷︷ ︸

NE

≤ R(CJ,J) ≤ R(DF,J).

From (4.12), we observe that the outcome of the pure-strategy NE is
R(CJ,E).
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R2: R(CJ,E) is increasing and we have successively

R(DF,E) ≤ R(CJ,J) ≤ R(CJ,E) ≤ R(DF,J) and

R(DF,E) ≤ R(CJ,J) ≤ R(DF,J) ≤ R(CJ,E).

According to (4.12), none of these orderings leads to a pure-strategy NE,
therefore, we have a MSNE in that region.

R3: In this region

R(DF,E) ≤ R(DF,J) ≤ R(CJ,J)
︸ ︷︷ ︸

NE

≤ R(CJ,E).

The outcome of the pure-strategy NE is now R(CJ,J).

R4: We have successively

R(DF,E) ≤ R(CJ,J) ≤ R(DF,J) ≤ R(CJ,E),

R(DF,E) ≤ R(CJ,J) ≤ R(CJ,E) ≤ R(DF,J) and

R(CJ,J) ≤ R(DF,E) ≤ R(CJ,E) ≤ R(DF,J).

According to (4.12), none of these orderings leads to a pure-strategy NE,
therefore, we have a mixed-strategy NE in that region.

R5: In this region we have

R(CJ,J) ≤ R(CJ,E) ≤ R(DF,E)
︸ ︷︷ ︸

NE

≤ R(DF,J).

The outcome of the pure-strategy NE is now R(DF,E).

R6: In this region we have

R(CJ,E) ≤ R(CJ,J) ≤ R(DF,J)
︸ ︷︷ ︸

NE

≤ R(DF,E).

The outcome of the pure-strategy NE is now R(DF,J).

The Nash equilibrium outcomes of the strategic game between the helper
and the eavesdropper are then summarized in Table 4.2.
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Figure 4.5: Worst-case scenario with optimistic assumptions (Helper acts first
and Eve cannot adapt her strategy between the two phases).

4.2.2 Sequential Game

In this section, we model the interaction between the helper and Eve as a
sequential game. In contrast to the previous section where the helper and Eve
chose their strategies at the same time, they are now acting in a certain order.
We first analyze the case of a static eavesdropper, that is, an eavesdropper
unable to adapt its strategy during the two transmission phases when the
helper chooses DF. We then investigate the case where Eve can change her
strategy between the two phases.

The Optimistic Assumption: a Static Eve

In this section, Eve cannot adapt her strategy between the two transmission
phases; i.e., there are four possible secrecy rates outcomes as in the previous
section. We investigate first the case where the helper has to choose its strat-
egy first and Eve can respond accordingly. This could be considered as the
worst-case scenario from a secrecy perspective. Then we consider the best-case
scenario where Eve has to reveal her strategy first. Finally we will analyze
numerically our results, using the same model as in the previous section.

Worst-case Scenario We model this worst-case scenario (WCSo) in its
extensive form as a tree, as in Figure 4.5. In the first stage, the helper chooses
its strategy within sH = {DF,CJ}. In the second stage, Eve chooses her
strategy within her strategy set sE = {E,J}.
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Figure 4.6: Best-case scenario with optimistic assumptions (Eve acts first and
cannot adapt her strategy between the two phases).

As shown in Property 2.1 in Chapter 2, this sequential zero-sum game is
equivalent to a Stackelberg game, with Eve being the leader, and the helper
being the follower. We derive in the following theorem the Stackelberg Equi-
librium (SE) outcome of the corresponding Stackelberg game.

Theorem 4.4. The Stackelberg Equilibrium outcome of the Stackelberg game
where the helper acts first is given by:

R∗
WCSo

= max
{

min
{

R(DF,E), R(DF,J)
}

,min
{

R(CJ,E), R(CJ,J)
}}

. (4.19)

Proof. We use backward induction. In each lower branch, a Stackelberg strat-
egy for Eve maximizes her payoff; i.e., Eve plays the strategy that minimizes
the secrecy rate. Then a Stackelberg strategy for the helper maximizes the
secrecy rate; i.e., the helper chooses the larger of the two outcomes, which
gives the result of the theorem.

Best-case Scenario Similarly, we model this best-case scenario (BCSo) in
its extensive form as a tree, as in Figure 4.6. In the first stage, Eve chooses
her strategy within her strategy set sE = {E,J}. In the second stage, the
helper chooses its strategy within sH = {DF,CJ}.

As for the best-case scenario, we derive in the following theorem the Stack-
elberg Equilibrium (SE) outcome of the Stackelberg game.
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Theorem 4.5. The Stackelberg Equilibrium outcome of the Stackelberg game
where Eve acts first is given by:

R∗
BCS,o = min

{

max
{

R(DF,E), R(CJ,E)
}

,max
{

R(DF,J), R(CJ,J)
}}

. (4.20)

Proof. The proof is similar to the proof in Theorem 4.4.

An interesting question is whether there is an advantage in terms of achiev-
able secrecy rates to know the eavesdropper’s strategy before choosing its
strategy. The following theorem characterizes the disadvantage for the helper
to act first in the sequential game, or equivalently, the advantage for the helper
to act last.

Theorem 4.6. For RNE the NE secrecy rate outcome given by Theorem 4.2,
R∗

WCSo
the SE secrecy rate outcome given by Theorem 4.4 and R∗

BCSo
the SE

secrecy rate outcome given by Theorem 4.5, the following inequality holds:

R∗
WCSo

≤ R∗
BCSo

, (4.21)

with equality if a pure-strategy NE exists for the static game between the helper
and the eavesdropper, in which case

R∗
WCSo

= R∗
BCSo

= RNE . (4.22)

Proof. We note v
(α∗)
NE the MSNE outcome of the static game, which exists

according to Theorem 2.6. −R∗
WCSo

is the Stackelberg utility for the eaves-

dropper while −v
(α∗)
NE is its NE utility. Since the eavesdropper is the leader of

the Stackelberg formulation of the extensive game in the worst-case scenario,
then according to Theorem 2.7, we have

R∗
WCSo

≤ v
(α∗)
NE . (4.23)

Similarly, the following inequality holds:

R∗
BCSo

≥ v
(α∗)
NE . (4.24)

Equations (4.23) and (4.24) prove (4.21). Now we assume that a pure strategy
NE exists. We prove the second part of the theorem by inspection.

For instance, if R(DF,E) is the NE outcome of the static game, then from
Theorem 4.2, we have

R(DF,J) ≥ R(DF,E) ≥ R(CJ,E). (4.25)

Injecting (4.25) into (4.19) gives R∗
WCSo

= R(DF,E), and similarly from (4.20),

R∗
BCSo

= R(DF,E). We proceed similarly for the other possible NE outcomes.
This concludes the proof of Theorem 4.6.
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Figure 4.7: Close-up on the achievable secrecy rates and Stackelberg Equilibria
for the cases (WCSo) and (BCSo) for CE2

, and CH1
.

Numerical Example In Figure 4.7, we re-investigate the close-up on case
CH1

. The SE outcome for the best-case scenario (respectively the worst-case
scenario) is depicted in blue curve (respectively orange curve).

As expected, we observe that the BCS leads to higher rates than the
WCS for the Stackelberg Equilibrium. Theorem 4.6 is illustrated in Figure
4.7, since we observe that R∗

BCSo
= RNE = R∗

WCSo
for the eavesdropper’s

locations where the NE exists. However, when only a MSNE exists, we have
R∗

BCSo
> R∗

WCSo
.

We can also deduce from the Figure 4.7 that the player being the follower
in the Stackelberg game has an incentive to randomize its strategy (i.e., using
mixed strategies) in order to increase its payoff. For instance, if we consider
the best-case scenario, we have R∗

BCSo
≥ v∗

NE (the blue line is above the green
line). Therefore by mixing her strategy according to the mixed-strategy NE,
i.e. choosing Pr {(E)} = ε∗, Eve decreases the game value to v∗

NE and thus
she increases her payoff. A similar argument holds for the WCS to show that
the helper should use a mixed strategy to increase its payoff.
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Figure 4.8: Worst-case scenario with pessimistic assumptions (Helper acts
first and Eve can adapt her strategy between the two phases).

The Pessimistic Assumption: an Adaptive Eve

In this section, we consider a more sophisticated adversary. We assume that
Eve can adapt her strategy between the two transmission phases, i.e., there
are now six possible outcomes. Compared to the previous sections, two new
cases are now considered:

C(DF,EJ): Eve is listening in the first phase of DF relaying, and jamming in

the second phase, leading to an achievable secrecy rate R(DF,EJ).

C(DF,JE): Eve is jamming in the first phase of DF relaying, and listening in

the second phase, leading to an achievable secrecy rate R(DF,JE).

We similarly investigate first the case where the helper has to choose its strat-
egy first and Eve can respond accordingly. This could be considered as the
worst-case scenario from a secrecy perspective. Then we consider the best-case
scenario where Eve has to reveal her strategy first.

Worst-case Scenario We model this worst-case scenario (WCSp) in its
extensive form as a tree in Figure 4.8. In the first stage, the helper chooses
its strategy within sH = {DF,CJ}. In the second stage, Eve chooses her
strategy within her strategy set sE(CJ) = {E,J} if the helper chooses CJ in
the first stage, and sE(DF) = {E,J,JE,EJ} otherwise.

This sequential zero-sum game is equivalent to a Stackelberg game, with
Eve being the leader, and the helper being the follower. We derive in the fol-
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Figure 4.9: Best-case scenario with pessimistic assumptions (Eve acts first
and can adapt her strategy between the two phases).

lowing theorem the Stackelberg Equilibrium (SE) outcome of the Stackelberg
game.

Theorem 4.7. The SE outcome of the Stackelberg game where the helper acts
first is given by:

R∗
WCSp

= max
{

min
{

R(DF,E), R(DF,J), R(DF,EJ), R(DF,JE)
}

,

min
{

R(CJ,E), R(CJ,J)
}}

. (4.26)

Proof. The proof is similar to the proof of Theorem 4.4.

Best-case Scenario The best-case scenario (BCSp) is represented in its
extensive-form in Figure 4.9. As for the worst-case scenario, we derive the SE
outcome of the equivalent Stackelberg game in the following theorem.

Theorem 4.8. The SE outcome of the Stackelberg game where Eve acts first
is given by:

R∗
BCSp

= min
{

max
{

min
{

R(DF,E), R(DF,EJ)
}

, R(CJ,E)
}

,

max
{

min
{

R(DF,J), R(DF,JE)
}

, R(CJ,J)
}}

. (4.27)
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.

Proof. The proof is similar to the proof Theorem 4.4.

Numerical Example In Figure 4.10, we illustrate the achievable secrecy
rates and the Stackelberg Equilibria for the pessimistic assumption and for
the case CH3

, that is the helper located in (0.9, 0.1).
We observe that the SE rate outcomes for the pessimistic assumption are

smaller than for the optimistic assumption. By changing her strategy between
the two transmission phases, Eve is able to lower the achievable secrecy rates.
In this specific example, we have R∗

BCSp
= R∗

WCSp
(= RNE if the NE exists)

and R∗
WCSo

= R∗
BCSo

; i.e., there is no advantage of acting second in the
sequential game. However in general, R∗

BCS ≥ R∗
WCS , as we observed in

Figure 4.7.

4.3 Game between the Helper and the Source

In this section, we consider the interaction between the source and the helper.
Using a Stackelberg game with the source as a buyer/follower and the helper as
a seller/leader is a common approach to model this interaction. In [HNS+12,
Ch. 12], a Stackelberg game is used to analyze power control and relay selec-
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tion in a cooperative network without secrecy constraints. This model was
also applied to cooperative networks with secrecy, e.g., for a cognitive radio
network with secrecy constraints in [TKEG10]. In [HNDH09], the Stackelberg
model where the helper is a cooperative jammer selling a service (the jamming
power) and where the source is a buyer aiming at maximizing its secrecy rate
is considered. In this section we extend further this Stackelberg game analy-
sis. We first define the game between the source and the helper, which occurs
before the game between the helper and the eavesdropper investigated in the
previous section. We then derive the equilibria for this Stackelberg game de-
pending on the outcome of the game between helper and eavesdropper, and
we use the numerical example to describe the results.

4.3.1 Definition of the Game

We define in this section the Stackelberg game between the source and the
helper. The source can be modeled as a buyer who wants to maximize the
achievable secrecy rate minus the cost of the power used by the helper. The
utility function of the source is then defined as

US = R∗
BCSo

− M, (4.28)

with Pr ∈ [0, Ps]. M is the cost to pay for the service provided by the helping
node. Here we have

M = pPr, (4.29)

where p is the price per unit power for the helper. The source intends to
maximize its utility, i.e., solves the following maximization problem:

max
Pr

US . (4.30)

The helper can be seen as a seller aiming to earn a payment from the
source for the power used. Therefore we can define its utility function as

UH = pPr. (4.31)

Similarly to the source, the helper wants to maximize its utility; i.e., solves
the following maximization problem:

max
p≥0

UH. (4.32)

In the Stackelberg game model introduced in Section 2.4.3, the helper
is the leader, and the source is the follower. Consequently, the Stackelberg
equilibrium of the game is given by the following theorem.
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Theorem 4.9. The Stackelberg equilibrium of the game between the source
as the leader and the helper as the follower is given by (P ∗

r (p∗), p∗), where

P ∗
r (p) = arg max

Pr

US , (4.33)

p∗ = arg max
p

UH(Pr = P ∗
r ). (4.34)

The corresponding SE utilities are (US(P ∗
r (p∗), p∗), UH(P ∗

r (p∗), p∗)).

In the following sections, we will consider that the helper observes the
strategy of the static eavesdropper and consequently chooses its strategy, i.e.,
the optimistic best case scenario in Section 4.2.2. The Stackelberg equilibrium
outcome of the game between the helper and Eve is given in equation (4.20)
in Theorem 4.5, which can be further simplified as follows:

R∗
BCS,o = min

{

max
{

R(DF,E), R(CJ,E)
}

, R(DF,J)
}

. (4.35)

Proof. R(CJ,J) is a decreasing function of Pr from (4.6). Therefore

R(CJ,J) ≤ C
(

γsd

1 + γed

)

. (4.36)

From Equations (4.5) and (4.18), we have R(DF,J) = C
(

γsd

1+γed

)

for Pr = 0.

Thus

R(DF,J) ≥ C
(

γsd

1 + γed

)

. (4.37)

Combining both observations, we have max
{
R(DF,J), R(CJ,J)

}
= R(DF,J),

which proves Equation (4.35).

Thus, we can restrict ourselves to three possible SE equilibrium for the
game between the helper and the eavesdropper, namely (DF,E), (CJ,E),
and (DF,J). For each case, we will analyze the Stackelberg game between the
source and the helper.

4.3.2 Stackelberg Equilibrium (DF,E)

In this section we assume that (DF,E) is the SE of the game represented in
Figure 4.6. We can then rewrite (4.28) and (4.31) as

US = (C(γsd + γrd) − C(γse + γre))
+ − pPr, (4.38)

UH = pPr. (4.39)
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In the following theorem we give the Stackelberg equilibrium of the game
between the source and the helper.

Theorem 4.10. The Stackelberg equilibrium of the game between the source
and the helper is given by (P ∗

r (2p∗), p∗) with

P ∗
r (p) =

{√
δ(p)−(βd+βe)

2 if βd ≤ βe,

0 otherwise
(4.40)

and p∗ = arg max
p

pP ∗
r , (4.41)

where

βd ,
1 + γsd

|hrd|2
, (4.42)

βe ,
1 + γse

|hre|2
, and (4.43)

δ(p) , (βe − βd)
2 +

4

p
(βe − βd). (4.44)

Furthermore, if βd ≤ βe, we have

p∗ ∈
[

βe − βd

(Ps + βd)(Ps + βe)
,
βe − βd

βdβe

]

. (4.45)

Proof. We give the proof of Theorem 4.10 in Appendix 4.B.

We deduce from Theorem 4.10 that the helper is either not used by the
source, i.e., P ∗

r = 0, or, if βd ≤ βe, the source asks the helper to transmit with
a power P ∗

r . In return, the source pays the helper the price p∗ per unit power.

4.3.3 Stackelberg Equilibrium (CJ,E)

In this section we assume that (CJ,E) is the SE of the game represented in
Figure 4.6. This case was investigated in [HNDH09] and we summarize the
results obtained in that work. Equations (4.28) and (4.31) can be rewritten
as

US =

(

C
(

γsd

1 + γrd

)

− C
(

γse

1 + γre

))+

− pPr, (4.46)

UH = pPr. (4.47)
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The Stackelberg equilibrium is then (P ∗
r (p∗), p∗) with

P ∗
r (p) = arg max

Pr

(

C
(

γsd

1 + γrd

)

− C
(

γse

1 + γre

))+

− pPr (4.48)

p∗ = arg max
p

pP ∗
r . (4.49)

4.3.4 Stackelberg Equilibrium (DF,J)

In this section we assume that (DF,J) is the SE of the game represented in
Figure 4.6. We can then rewrite (4.28) and (4.31) as

US = C
(

γsd + γrd

1 + γed

)

− pPr, (4.50)

UH = pPr. (4.51)

In the following theorem we give the Stackelberg equilibrium of the game
between the source and the helper.

Theorem 4.11. The Stackelberg equilibrium of the game between the source
and the helper is given by (P ∗

r , p∗) with

P ∗
r = Ps, (4.52)

p∗ =
1/2

βed + βd + Ps
, (4.53)

where

βd ,
1 + γsd

|hrd|2
and (4.54)

βed ,
γed

|hrd|2
. (4.55)

Proof. We give the proof of Theorem 4.11 in Appendix 4.C.

Theorem 4.11 shows that in the (DF,J) case, the helper transmits at
maximal power, and the source awards it in return with the price p∗ per unit
power.
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Figure 4.11: Secrecy rate outcomes and optimal price for (CJ,E).

4.3.5 Numerical Example

In Figure 4.11 we illustrate the game between H and S for the case (CJ,E). As
expected, the secrecy rate outcome, denoted R̃(CJ,E) in the figure, is decreased
as S is now maximizing its utility in the game with H, and not the secrecy
rate. The decrease occurs in the region for Eve, where the source buys the
jamming power of H, i.e., in the region where CJ improves the secrecy rate.
We also observe that H is able to set a high price for its power when CJ
is optimal, but that S does not buy the power at any positive price when
jamming does not perform well.

In Figure 4.12, we evaluate the impact of the interaction between S and
H on the outcomes of the game between H and E . R(CJ,J) is not represented
as it is never the SE in the best-case scenario, and we showed previously that
R(DF,J) = R̃(DF,J). We observe that the Stackelberg game between H and S
has a critical importance, as the orderings of the secrecy rates are changed,
leading to a change of the Stackelberg equilibrium in the game between H and
E .

Concluding remarks In this chapter we used a game-theoretic approach
to model the interaction between the helper and the active eavesdropper.
With this approach, we were able to predict the behavior of the nodes in the
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Figure 4.12: Impact of the game between H and E on the secrecy rate for the
case (BCSp).

network and thus to adapt the cooperative strategy implemented by the legiti-
mate system, that is, the scheme used by the helper and the secrecy rate of the
transmission. We furthermore derived the Nash equilibrium and the Stackel-
berg equilibrium, i.e., the game-theoretic predictions of the system’s behavior,
of several games depending on our assumptions on the eavesdropper’s capabil-
ities. We also analyzed the secrecy rate outcomes, which we illustrated with
numerical examples. Finally we considered the interaction between the source
and the helper as a Stackelberg game, taking into account the price to pay
to the helper for the source in exchange of the helper’s cooperation, and we
highlighted the influence of this interaction on the achievable secrecy rates.

4.A Proof of Theorem 4.3

Proof. We give a detailed proof of Theorem 4.3. An alternative and simpler
proof can be obtained by using Lemma 2.1. However, detailing the mecha-
nisms of the proof makes the result more intuitive than applying directly the
lemma. In particular, the following proof gives a better understanding of the
first condition of Lemma 2.1:

• The expected payoff given σ∗
−i to every si in the support of σ∗

i is the
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same.

We first consider the helper optimization and we show how the helper can
design α to increase its payoff. Then, we similarly analyze Eve’s optimization,
where Eve chooses ε to maximize her payoff (i.e., minimize RNE).

1. Helper Optimization
The expected secrecy rate is given by

RNE = max
α∈[0,1]

min
ε∈[0,1]

{

αεR(DF,E) + α(1 − ε)R(DF,J)

+(1 − α)εR(CJ,E) + (1 − α)(1 − ε)R(CJ,J)
}

. (4.56)

We can rewrite (4.56) as

RNE = max
α∈[0,1]

min
ε∈[0,1]

{

(αR(DF,J) + (1 − α)R(CJ,J))

+ ε(α(R(DF,E) + R(CJ,J) − R(DF,J) − R(CJ,E))

+R(CJ,E) − R(CJ,J))
}

.

We define α∗ such that

α∗ =
R(CJ,J) − R(CJ,E)

R(DF,E) + R(CJ,J) − R(DF,J) − R(CJ,E)
(4.57)

v
(α∗)
NE =

R(CJ,J)R(DF,E) − R(CJ,E)R(DF,J)

R(DF,E) + R(CJ,J) − R(DF,J) − R(CJ,E)
. (4.58)

We notice that when α = α∗, RNE does not depend on the mixed
strategy of Eve. Furthermore, since RNE is a linear function of ε, we
obtain the following three cases:

• If α > α∗, Eve plays (J) (ε = 0) and the helper plays also a pure
strategy (α = 0 or α = 1) depending on the ordering of R(DF,J)

and R(CJ,J).

• If α < α∗, Eve plays (E) (ε = 1) and the helper plays also a pure
strategy (α = 0 or α = 1) depending on the ordering of R(DF,E)

and R(CJ,E).

• If α = α∗, RNE = v
(α∗)
NE .

Therefore, (4.16) holds.
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2. Eve’s Optimization
The expected secrecy rate is now given by

RNE = min
ε∈[0,1]

max
α∈[0,1]

{

αεR(DF,E) + α(1 − ε)R(DF,J)

+(1 − α)εR(CJ,E) + (1 − α)(1 − ε)R(CJ,J)
}

. (4.59)

To emphasize the linear dependency in α we rewrite (4.59) as

RNE = min
ε∈[0,1]

max
α∈[0,1]

{

(εR(CJ,E) + (1 − ε)R(CJ,J))

+ α(ε(R(DF,E) + R(CJ,J) − R(DF,J) − R(CJ,E))

+R(DF,J) − R(CJ,J))
}

.

Therefore, defining similarly ε∗:

ε∗ =
R(CJ,J) − R(DF,J)

R(DF,E) + R(CJ,J) − R(DF,J) − R(CJ,E)
(4.60)

v
(ε∗)
NE =

R(CJ,J)R(DF,E) − R(CJ,E)R(DF,J)

R(DF,E) + R(CJ,J) − R(DF,J) − R(CJ,E)
. (4.61)

Similarly to the helper optimization, we obtain (4.17).

Finally, we notice that v
(ε∗)
NE = v

(α∗)
NE , which corresponds to the Nash equilib-

rium outcome of the mixed-strategies game in strategic form.

4.B Proof of Theorem 4.10

Proof. We define βd, βe and δ as in Equations (4.42), (4.43), and (4.44) re-
spectively. In order to maximize the source’s utility, P ∗

r has to be the solution
of

∂US

∂Pr
= 0,
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with US given in (4.38). We have successively

|hrd|2
1 + γsd + Pr

− |hre|2
1 + γse + Pr

− 2p
︸︷︷︸

,p̃

= 0 (4.62)

=⇒ P 2
r + Pr(βe + βd) + (βeβd +

1

p̃
(βd − βe)) = 0 (4.63)

=⇒ Pr =
−(βe + βd) ±

√

δ(p̃)

2
, (4.64)

under the conditions

δ ≥ 0, (4.65)

Pr ≥ 0, (4.66)

p̃ ≥ 0. (4.67)

We can already discard the clearly negative solution in (4.64) in order to
satisfy (4.66), such that

Pr =
−(βe + βd) +

√
δ

2
. (4.68)

Combining the conditions (4.66) and (4.67) brings the following necessary
conditions

βe ≥ βd, (4.69)

βe − βd

βdβe
≥ p̃. (4.70)

We notice that equation (4.69) is also a sufficient condition for (4.65) to be
satisfied. Injecting Pr ≥ Ps in (4.68) gives

p̃ ≥ βe − βd

(Ps + βd)(Ps + βe)
. (4.71)

Finally we notice that (4.69) implies that

∂2US

∂P 2
r

≤ 0.

Thus P ∗
r (p̃) = arg maxPr

US . Finally, the helper chooses the price which maxi-
mizes its utility, i.e.,p∗ = arg maxp UH. We obtain the Stackelberg equilibrium
(P ∗

r (2p∗), p∗), which concludes the proof of Theorem 4.10.
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4.C Proof of Theorem 4.11

Proof. We define βd and βed as in Equations (4.42) and (4.55) respectively.
In order to maximize the source’s utility, P ∗

r has to be the solution of

∂US

∂Pr
= 0,

with US given by (4.38). This results in

|hrd|2
1 + γsd + γed + Pr

− 2p = 0 (4.72)

=⇒ 1

βd + βed + Pr
− 2p = 0 (4.73)

=⇒ Pr =
1

2p
− (βd + βed). (4.74)

with

Pr ∈ [0, Ps] =⇒ p ∈
[

1/2

βd + βed + Ps
,

1/2

βd + βed

]

. (4.75)

We then have

UH =
1

2
− p(βd + βed), (4.76)

which implies that

p∗ = arg max
p∈
[

1/2
βd+βed+Ps

,
1/2

βd+βed

]UH =
1/2

βd + βed + Ps
. (4.77)

Therefore P ∗
r (p∗) = Ps. Finally we notice that

∂2US

∂P 2
r

≤ 0,

which concludes the proof of Theorem 4.11.





Chapter 5

Conclusion and Future Work

5.1 Conclusion

In this thesis we have investigated the interaction between cooperation and
secrecy. The contributions of the thesis can be divided into two parts.

In the first part, we studied the performance of cooperation for secrecy in
a wireless environment. In particular our goal was to evaluate the impact of
limited CSI on the eavesdropper’s channels as well as the effect of fading. We
focused on the 4-node scenario where a helper aims at increasing the secrecy
of the communication between a source and destination in the presence of an
eavesdropper. We started from the secrecy outage probability as a measure
to compare the performance of the different strategies, namely decode-and-
forward, amplify-and-forward, and cooperative jamming. We then introduced
the conditional secrecy outage probability, which takes into account the CSI
on the legitimate channels, and we derived closed-form expressions for this new
measure for each cooperative strategy. Our analysis showed the efficiency of
cooperative jamming whenever the eavesdropper is located close to the helper,
while the performance of the relaying schemes improves as the eavesdropper
gets further away from the transmission. Furthermore we introduced the
secure throughput and we showed its importance in order to complement the
secrecy outage probability measure. Based on this analysis, we elaborated a
global system optimization in terms of strategy selection, node positioning,
power allocation and rate design.

In the second part, we investigated cooperative strategies against a more
sophisticated adversary: an active eavesdropper. The helping node can in this
scenario implement decode-and-forward or cooperative jamming to improve

111
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the secrecy, while the wiretapper can either eavesdrop or jam the communica-
tion. Game-theoretic tools are a natural approach to analyze this competitive
scenario. Therefore, we defined a secrecy game between the helper and the
eavesdropper, which we deeply analyzed. In particular we found the Nash
equilibria and the Stackelberg equilibria of the game as well as the corre-
sponding secrecy rates outcomes. We then considered the interaction between
the source and the helper, which we modeled as a Stackelberg game, with the
source being a buyer and the helper being a seller. We finally measured the
impact of this interaction on the secrecy rates.

In conclusion we have addressed in this thesis the fundamental questions
that we raised in the introduction. Our first concern was the impact of the
wireless nature of the channels on the performance of the cooperative strate-
gies, which we investigated in Chapter 3. Our second concern was the perfor-
mance of cooperation against a malicious adversary with evolved capabilities.
Using a game-theoretic perspective, we analyzed this question in Chapter 4.
This thesis is however far from being the conclusion on the research related
to the interaction between cooperation and secrecy in wireless networks. In
the following section we will discuss several new directions on this field.

5.2 Future Work

In this section we present first two main topics for future research. Both topics
can be viewed as natural extensions of the work presented in this thesis. We
then discuss several other potential topics of investigation.

Cooperation for Secrecy in Cognitive Radio Networks As a possible
direction for future research1, we consider the cognitive radio network depicted
in Figure 5.1. In this kind of network, the secondary transmitter Ts is per-
mitted to use the licensed spectrum as long as it does not degrade (underlay
paradigm) or if it even improves (overlay paradigm) the performance of the
primary transmitter Tp (see e.g., [GJMS09] for an overview on cognitive radio
networks). We consider the case where the secondary receiver Us is treated
as a potential eavesdropper with respect to the primary transmission. Since
Tp is the legacy owner of the spectrum, the confidentiality of the primary
message wp should be considered. In that context, the primary transmitter
may use the help of the trustworthy secondary transmitter if the coopera-
tion could improve the secrecy performance, while the secondary transmitter

1Preliminary results on this topic have been accepted for publication in [GLS+12] and
[GSG+12].
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Figure 5.1: Cognitive channel with secrecy constraints.

benefit as it is awarded a share of the spectrum for their data. Therefore,
secrecy concerns lay the foundation of mutual cooperation between primary
and secondary transmitters in cognitive radio networks.

This model is clearly an extension of the 4-node network investigated
throughout this thesis, with the helper now having its own message ws to
transmit. Therefore we can consider similar cooperation techniques from the
cognitive transmitter: oblivious cooperation and cooperation via relaying de-
pending on the knowledge of primary transmitters message. Furthermore this
model has the advantage to provide a justification for assuming the knowledge
of the eavesdropper’s channels, since the eavesdropper is actually a legitimate
user in the network. Finally, a game theoretic analysis of the cooperation
between primary and secondary transmitters is a common approach in cogni-
tive radio networks with secrecy constraints, e.g., in [TKEG10] and [WL11].
In particular an appropriate model is the Stackelberg game with Tp as the
game leader selling some fraction of its spectrum and Ts as the follower being
awarded a share of the spectrum for its cooperation, as in [SY11]. Hence the
game-theoretic tools introduced and used in this thesis can prove to be useful
for further investigation on the topic of secrecy in cognitive radio networks.

Secrecy Games in a Network of Nodes A fundamental limitation of
the literature in the field of information theoretic secrecy is that it only con-
siders scenarios with a small number of nodes. Consequently, recent works
have developed a framework based on secrecy graphs to account for large-
scale networks composed of multiple legitimate and eavesdropper nodes, e.g.,
in [PBW12] and references therein. Similarly to this approach, the 4-node
network investigated in this thesis can be extended to a larger network, con-
stituted of multiple potential helpers and eavesdroppers, as depicted in Figure
5.2. In this model, the source and the destination try to securely communicate



114 Chapter 5. Conclusion and Future Work

Alice Bob
n1

n2

Figure 5.2: Potential helpers and eavesdroppers in a large-scale network: As a
simple illustration of the equilibrium mechanisms, we consider the interaction
between the nodes n1 and n2. The node n2 will probably become a malicious
node, either eavesdropping or jamming in the equilibrium, since this behavior
will likely maximize its utility in the Stackelberg game with A. However the
node n1 could also possibly maximize its utility by being malicious, in which
case the behavior of n2 could potentially be switched to a helper, as the source
would pay a high price for n2 to act as a cooperative jammer.

while a malicious adversary A, not represented in the figure, intends to prevent
this secure transmission. Multiple nodes are present in the network and can be
viewed as potential helpers or eavesdroppers. Again, a game-theoretical ap-
proach is the natural way to analyze the behavior of these nodes. However due
to the complexity of the interactions between nodes in such networks, more
advanced tools from game-theory than those applied in this thesis will likely
be needed to perform this analysis, such as multiple-leader multiple-follower
Stackelberg games or coalitional game theory [SHD+09]. This extension would
constitute a general framework for the analysis of the complex interaction be-
tween cooperation and secrecy in large wireless networks with multiple nodes.
It would as well generalize the works on cooperation with an untrusted helper,
e.g., [HY10].
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Other Topics of Interest The growing interest on the interactions be-
tween cooperation and secrecy shows that some questions remain open in
this area. Several multi-user networks with secrecy constraints are of partic-
ular interest, such as the interference-relay channel with confidential mes-
sages, different models of cognitive interference channels with confidential
messages [LSBP+09], or the cooperative relay-broadcast channel [EU11]. An
overview on the significant amount of possible research directions for the
secrecy of multi-user systems can be found in [LPSS09]. For the specific
model of the relay-eavesdropper channel, more elaborated relaying schemes
than decode-and-forward or amplify-and-forward can be developed and im-
plemented at the relay, e.g., noisy network coding for the relay-eavesdropper
channel has been recently considered in [XDDL12].
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