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Abstract 

As transmission networks are getting older and as their components are reaching their life span’s 

end, the number of maintenance outages for equipments reparation or replacement is destined to 

gradually increase in the coming years. These outages weaken system’s security and lead to high-

stress situations that often do not comply with N-k operation rules. Thus in-depth risk analysis have 

to be performed in those cases, to ensure system’s smooth operation and optimal maintenance 

planning. It requires a comprehensive knowledge of contingencies consequences on system and 

society, but also refined contingencies occurrence probability estimations. This integration of 

probabilistic issues in operational problematic is challenging as current doctrines are profoundly 

deterministic, however the methodology developed here aims to comply with those while preparing 

the ground for future risk-based doctrines. Finally, integration of curative and preventive risk 

mitigation means gives more visibility to contingency probability reduction means and measures 

their economic efficiency, which leads to more optimal decision-making than the only use of classic 

consequences reduction techniques. This easily implementable method makes accessible new 

information to operators, allowing them to limit the use of systematic conservative and costly risk 

mitigation strategies. 
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 Transmission system operational risk assessment issues and 

challenges 
 

The transmission system operator is responsible before the law for power system security control. 

This involves carrying out several key missions: 

 Ensure normal system operation 

 Limit the number of incidents and avoid major incidents 

 Restrict consequences of major incidents when those occur 

Power system security deterioration would result, beyond direct human and economic 

consequences, in public trust loss, which means power sector new organization reconsideration and 

electricity abandonment in favor of rival energies. This issue is today getting reinforced by network 

expansion difficulties due to environmental constraints increase, while electricity importance for 

society keeps growing. Furthermore, European electricity market’s opening significantly impacts 

power exchanges, by increasing interconnections usage and thus requiring high confidence in 

transmission capacity availability. Significant permanent power flows across Europe, although 

improving system’s economic efficiency by pushing it closer to operational limits, make it less secure 

and tend to worsen potential incidents consequences. These flows are often linked to production 

variations of new intermittent and less predictable power sources, whose share in the European 

energy mix is increasing year by year. 

On the other hand, this security cannot be ensured at any cost. Electricity has to remain a 

competitive energy, so investments improving system security need to be consistent with the 

frequency and gravity of prevented incidents. 

I. Current operation doctrines 
 

The operation of transmission systems follows the N-k rule: at any time the system shall sustain the 

simultaneous loss of k components. Originally only N-1 events are considered, double lines, busbar 

faults and generation units simultaneous tripping are added for common mode failures monitoring. 

This rule is implemented through two separate probabilistic and deterministic steps: 

 A set of contingencies to keep under surveillance is defined, according to their mean 

probability of occurrence. This list can be updated during annual or seasonal reviews. Events 

occurring below a certain frequency are considered as beyond design and thus not relevant 

in operation problematic. 

 During operation planning (months-, weeks- and days-ahead,) selected contingencies are 

simulated and their impact on system checked. Changes on system configuration are 

performed until all constraints are solved and none of the potential contingencies 

consequences exceeds doctrine’s thresholds. 

However the system sometimes cannot endure a specific N-k event, especially when it is already 

weakened, the network being incomplete for maintenance works. Then a risk analysis is performed 

in order to prove that the dreaded event has a relatively low probability of occurrence for the period 

of interest. But there are few tools for such probabilistic assessment, so these judgments are still 
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heavily subject to personal intuition and expertise. A special dispensation is required for operation 

continuation when the risk associated to this event is not acceptable. 

In addition, operational decision making is essentially guided by security and quality of furniture 

concerns. Economic costs for the TSO and society are often only partially or qualitatively considered, 

thus poor assessment of situations and means of action efficiency may lead to suboptimal decisions. 

II. The need for risk-based doctrines 
 

Future system operation is destined to be subject to more stressed conditions: significant 

international power flows, more frequent network components unavailability for maintenance, the 

impossibility of constructing new lines, more demanding expectations on quality of service due to 

electricity market development and society heavier dependency on electricity. This is why 

comprehensive risk analysis are guaranteed to be more often necessary, as probabilistic elements 

impacts on system’s state, related socio-economic issues and network facilities acceptance’s 

reconsideration become predominant. 

For those reasons, the European Commission launched a call for European research projects 

grouping several TSO, universities and research centers: 

 The iTesla proposal aims to develop a toolbox for accurate security assessment through 

power system dynamic simulation and uncertainties modeling (1). 

 The PHILON proposal focuses on defining new comprehensive reliability methods allowing 

system uncertainties management in an integrated and cost effective way (2). 

Those projects aim to propose radical changes in system operation doctrines, however these results 

are not expected before 2016, and then they will still require some time before any industrialization. 

Thus new temporary tools and methods have to be developed today, in order to help managing risks 

that transmission systems are already facing and to prepare those new doctrines adoption. 

The notion of risk is at the heart of TSO’s missions, and thus present in every stages of network 

management: network development department identifies and reinforces structures that will 

become highly risky in the future, operation units have to prepare daily stressed situations, and 

maintenance teams minimize risk by ensuring network perennial reliability and preparing future 

massive equipment replacement campaigns. All these objectives are performed under heavy 

economic constraints, and need to be consistent with each other for efficient and sustained system 

operation. 

III. Risk assessment approaches 
 

Risk management has for long been identified as a key issue in power system operation, thus several 

approaches have been developed to improve the current deterministic view through a better 

integration of the numerous uncertainties (data reliability, models’ approximations, contingencies 

probability evaluation, etc). The work solely focuses on contingencies management and it does not 

address several required features such as power system static and dynamic simulation or data 

management. 
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Dealing with contingencies can be done through two approaches: the first one, that we call here the 

“network” view, defines contingencies as the failure of equipment, which sometimes leads to the 

unexpected unavailability of the function that this equipment performed for the system. The second 

approach, the “system” view, consists in considering contingencies as the unexpected unavailability 

of a system’s function, which is sometimes due to equipment’s failure. Examples of the network 

approach can be found in (3) or (4) where a transmission line unavailability probability is computed 

through the combination of overhead line’s and circuit-ends’ respective failure probabilities or by 

separately adding different contingency origins probabilities (assuming their independency). This 

approach can eventually lead to very good results, especially when computing failure rates per 

different families of a same type of equipment, and also need a model to integrate for example 

human errors as a source of failure (which is done in (4)). But here the objective is to provide 

operation planning teams with a method for security assessment, so the “system” approach is more 

natural. Rather than analyzing material causes to deduce effects on system, we consider here 

system’s functions perturbations and through statistical analysis identify their possible causes to 

mitigate them. The method described here turns out to be easily implementable but is subject to 

statistics limits, its results should be cautiously considered for uncommon situations. 

Several proposed methods such as (5) or (6) dedicate a lot of efforts in designing the most accurate 

and useful severity indices, but risk indices are eventually built with occurrence probabilities 

computed over whole years and very large component samples. Observations on which the following 

work is based have shown significant variations of contingency occurrence during a year and during a 

day, and from an area to another, as well as significant differences in their origins (similar 

observations are made in (4)). Methods that do not differentiate over time, location or other 

component’s characteristics will not provide results which are consistent with operators’ actual 

experience of system’s behavior. 

 

 

 

 

 

 

 

 

 

 

 



10 
 

 Methodology presentation 
 

I. Introduction 

 
In the current deterministic system operation management, when a contingency leads to operating 

limits violation and when no counter measure (or only very costly ones) can solve these constraints, 

an in-depth risk analysis has to be performed. Operating conditions and potential special issues are 

then considered in details by operators for taking the best decision. However the current lack of 

methods and information to support these judgments may cause inaccurate assessment of situations 

criticality and counter-measures efficiency. Thus in order to provide operation staff with better 

decision-support tools, and in the perspective of integrating probabilistic and economic issues in 

power system management policies, an easy to implement operational risk assessment methodology 

has been developed. The objective is to allocate resources more optimally for system security control 

while preparing new risk-based operation rules adoption. 

 

Figure 1: Risk assessment’s general process 
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The above diagram gives the main stages of this method. At a present time t0,the risk associated with 

system components unexpected unavailability at a future time t0+H (H for horizon) for a given system 

state N, which may already experience planned maintenance works,  is computed by separating the 

analysis of a set of selected contingencies (II) in two parallel processes: the first one is meant to 

estimate their probabilities of occurrence and the downtimes they lead to (III), while the second one 

simulates their consequences on the system (IV) and measures the associated severities (V). Risk is 

then defined as the product of this probability and severity, and checked against acceptability criteria 

(VI). When this risk is too high and becomes unacceptable, actions are performed to mitigate it: 

barriers will reduce contingency’s occurrence probability (VII), while preventive and curative parades 

will mitigate its consequences (VIII). Barriers and parades are carried out until risk becomes 

acceptable.  

Points (II) and (IV) are out of this work’s scope: (II) is directly related to N-k doctrine definition, which 

we do not intend to question here, while (IV) is already subject to several dedicated studies and 

simulation tools. We will thus consider them as already available, and only briefly present them. 

 

II. Contingencies list elaboration 
 

Goal: define contingencies that will be subject to a risk analysis. 

Different kinds of contingencies may occur for a specific component, from its simple unavailability to 

the simultaneous loss of several components, with or without common failure modes. A thorough 

analysis of each of these scenarios is not desirable when they have a very low probability of 

occurrence (so called “beyond design” or “out of range” events), since it requires substantial 

computing resources and expertise for results which are not relevant for an operation problematic 

(however this may not be the case for network development studies). These issues are subject to 

defense plans, automatic security mechanisms preventing system’s collapse in the case of large scale 

events. A contingency list ensures that we only consider events relative to normal system operation 

in further processes.  

This list includes all N-1 permanent contingencies (i.e. leading to unavailabilities lasting at least three 

minutes), and some additional N-k events related to busbars, double circuit lines or structurally weak 

areas where losing several components leads to much worse consequences. List composition is 

based on expertise and already subject to specific studies (3), so it will not be further developed 

here. The ENTSO-E operational handbook gives its requirements about it (7). Surveillance lists are 

usually updated each season. In this work we focused on N-1 contingencies since their relatively high 

frequency enables us to perform more refined statistical analysis. 
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III.  Estimation of failure rates and downtimes at t0+H 
 

Goal: estimate components unexpected unavailabilities probability of occurrence and down time at a 

time t0+H. 

It is important to notice that in this method we are analyzing the unavailability of system’s functions, 

not its equipments’ failures. So we are adopting here an operational, and not material, point of view 

and variations will be observed but not explained (differentiation factors shall not be interpreted as 

direct causes of observed differences). The different functions are: 

 Transmission line 

 Transformation 

 Busbar 

 coupling (the ability of creating several nodes with busbars) 

 compensation (additional reactive power sources controlled by TSO) 

 

Figure 2: Power system components 

For example, a transmission line includes the overhead line itself, but also circuit breakers and 

switches, control-command, protection, measure and telecommunication equipment. The roles of 

each of these equipments in the function failure will be subject to another analysis. 

A second important point to consider before designing estimation models is the amount of available 

data, not only for models’ parameters determination but also for models’ use during operation. Here 

we have to estimate contingencies probabilities at t0+H from information available at t0. This 

estimation is gradually refined as the temporal horizon H becomes shorter, through the integration 

of meteorological data for example. 

The methodology presented here has been built mostly based on transmission lines contingencies 

analysis (17 years of data on 8751 components). The approach is however totally valid for other 

components. 
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1. Contingency probability 

A component’s probability of becoming unavailable between t0 and t0+Δt is given by the exponential 

distribution                         where λ is component’s failure rate. We assume for this 

that its number of unavailabilities follows a Poisson distribution (4). Using this formula also requires 

us to assume a constant component’s failure rate during Δt. For very short study periods (Δt = 1 

hour) and since the considered failure rates are relatively low here, this probability is approximated 

by the failure rate itself, which we estimate by the failure frequency: 

  
                                                                  

                
 

In order to be reliable, this measure needs to be done over a significant amount of data. Its (1-α) 

confidence interval is given by the following formula, using khi2 inverse function: 

 
 

 
 

  
     

                
 

 
 

  
       

          

Where N is the number of unavailability occurrences and T is the total observation time. To keep a 

good level of significance, around 10 contingencies shall be gathered for each measure (8).  

 

Figure 3: Balancing failure rate’s measure precision and reliability 

In the above graph, light red and blue curves show confidence intervals for identical confidence 

levels. We see that the mean computed over a shorter period (so usually fewer contingencies) is less 

reliable, but much better to approximate actual failure rate variations. In our study this observation 

time is adjusted to fit the “10 contingencies” criterion by adopting six-hours day periods rather than 

hourly measurements. 
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observation time (15 years). So system components having similar features are gathered in pools, 

and all components of a pool will have the same base failure rate (9). The determinant features are: 

  the function: Transmission line, Transformation, Busbar, Coupling or Compensation 

  the nominal voltage: 400 kV, 225 kV, 90 kV or 63 kV 

  for transmission lines, the geographic area: North-east, Paris-Normandy, West, South-west, 

South-east, Rhône-Alpes-Auvergne or East (corresponding to regional operation units) 

In addition, overhead and underground transmission lines are considered as two different 

components since they have very different behaviors. Hybrid transmission lines are thus divided into 

two lines, according to their overhead and underground proportions. For example a line which is 20% 

underground will be counted as 0.2 underground line plus 0.8 overhead line. 

More detailed pooling has been considered, by metal enclosure presence at the substation or by 

geographical considerations for other components for example, but they led to very small (so not 

representative) samples or did not show significant changes in failure rates. Thus their impact on 

failure rate, when relevant, has to be integrated through other means. 

 

3. Long-term estimation of failure rates 

In a long-term perspective, when no meteorological forecast on operation conditions is available, 

failure rates computation is entirely based on past contingencies statistical observation. 

a) Monthly and hourly variations 

For each components sample, contingencies are counted and classified according to the hour and the 

month in which they occurred. We assume here that variations from a year to another are negligible, 

which is true when we do not consider contingencies due to extreme meteorological conditions 

(storms) and those due to social movements (strikes). Contingencies due to adverse but not extreme 

weather are rather constant other years and thus can be counted here (the lack of meteorological 

forecast in long-term planning stages requires this use of statistical data). We also have to assume a 

constant number of components during the observation time. While this assumption is roughly true 

for transmission lines, substations number has been lately slowly increasing, and this phenomenon (if 

sustained) may have to be integrated in future developments of the method. In parallel, components 

reliability also slowly increases every year. So measuring monthly and hourly failure rate variations 

regardless of the year leads to a slight overestimation (which can be interpreted as a conservative 

security margin). 
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Figure 4: Monthly and hourly variations of a 225 kV overhead transmission line’s failure rate in south-eastern area 

 

Figure 5: Monthly and hourly variations of a 225 kV overhead transmission line's failure rate in Normandy-Paris area 

Here a compromise between precision and reliability has to be found: failure rate’s computations at 

many different times lead to big variations but non representative measures, while giving too much 

priority to measures reliability masks actual failure rate variations. 10 contingencies per computation 

appear to be a good balance. 

Dealing with hourly and monthly failure rate variations in a non-correlated way (i.e. assuming that 

these variations are independent to separately compute them before their merge) leads to 

significant local gaps with the correlated studies (where no independence assumption is made), 

especially in winter and summer. This approach also tends to generally underestimate the failure 

rate. So the gain obtained from this method (about 60 contingencies per computation, i.e. more 

reliable values) is offset by its poor precision. 
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Figure 6: Gap between correlated and non-correlated estimations 

Comparison of correlated and non-correlated estimation in the previous example: the gap’s increase 

in summer and late winter is noticeable. 

b) Variations due to component’s characteristics 

Several characteristics influencing a component’s failure rate have to be taken into account. Its 

geographical location’s impact, when it cannot be considered during the first hourly and monthly 

estimations for sample’s representativeness issues, has to be studied and integrated in a separate 

way as a modifier. This is the case for all components except overhead lines. 

The long term contingency probability for a transmission line is computed according to the following 

formula: 

 ̂                                                                
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Figure 7: Underground 225 kV lines mean failure rate variations depending on location 

Modifiers are computed as a variation around the mean observed failure rate: 

            
 ̅      

 ̅         

 

Substations nature (open-air or metal-enclosed) also impacts a component’s reliability. Transmission 

lines can encounter three situations, with two, one or no metal-enclosed end-substations. Moreover, 

since significant differences in their behavior have been observed, overhead and underground lines 

are separately considered.  

 

Figure 8: Overhead 225 kV transmission lines mean failure rate variations depending on metal enclosed substations 
number 
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Figure 9: Underground 225 kV transmission lines mean failure rate variations depending on metal enclosed substations 
number 

When various modifiers are applied to a base failure rate, correlations between them have to be 

identified and subtracted. So variations due to metal enclosed substations have to be removed when 

variations according to location are considered (since substations population’s composition may 

greatly differ from one region to another). 
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Figure 10: Failure rate modifiers depending on location for a 225kV underground transmission line 
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large part of these contingencies occur in end-substations or are due to other constraints not related 

to lines length (human error, operational constraints,…). However the occurrence probability 

definitely increases with overhead length, this influence is quantified through linear regression 

(approximately by 1.7 10-7 per km). No similar behavior has been observed for underground length. 

 

Figure 11: Overhead 225 kV transmission lines mean failure rate variations depending on overhead length 

These effects have to be taken into account when computing metal enclosure influence on failure 

rate. Indeed lines that have no metal enclosed end-substations (situated in less populated areas) 

tend to be longer than the others for example.  

 

Figure 12: Failure rate modifiers depending on the number of metal enclosed substations for an overhead 225 kV 
transmission line 
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implementation of such substations in stressful urban areas for instance. Therefore we adopt in this 

work an observer attitude, although such results may be useful for parallel reliability studies. 

4. Short-term estimation: alerts impact on failure rate 

A short temporal horizon gives access to meteorological forecasts, particularly to extreme 

meteorological conditions alerts, periods during which contingencies are a lot more frequent. Other 

meteorological data such as wind speed or temperature are also available for short-term estimation, 

however we did not integrate those in this model due to the lack of appropriate historical data, 

although it lead to significant results in (9). We choose here to render their impact on failure rate by 

adding a constant value, deduced from the ratio between failure rate during alerts and average 

failure rate: 

         
                                                             

                                        
 
 

 ̅ 

The main difficulty of this approach is the lack of data on alerts, which makes λalert evaluation very 

approximate. Contingencies’ origins as they are filled in databases do not specify whether an alert 

was ongoing, and no alerts history is available. So we are making here the hypothesis that any 

contingency whose origin is subject to an alert occurred while this alert was ongoing, and that any 

operation condition which should have triggered an alert actually triggered it. For example, we 

consider that any contingency due to a thunderstorm occurred while a thunderstorm alert was 

activated, and that the number of hours of thunderstorm alerts per year is equal to the number of 

thunderstorm episodes per year multiplied by the mean length of an episode. 

Area coeffthunderstorm 

East 20 

North-east 15 

West 30 

Normandy-Paris 11 

Rhône-Alpes-Auvergne 21 

South-East 9 

South-west 21 
Table 1: 225 kV transmission lines alert coefficients for thunderstorm in different areas 

The selected alerts are for: 

 - thunderstorm 

 - frost 

 - sticky snow 

 - violent winds (≥ 90km/h) 

Associated βj coefficients shall be computed by function, nominal voltage and geographic area (the 

rarity of those events does not authorize more detailed evaluations). In addition, alerts may be 

forecasted with a probability of occurrence pj, which has to be taken into account. 

The base failure rate computation is performed the same way as in long-term estimation; however 

since we have meteorological information here contingencies due to extreme weather and forest 

fires shall not be counted. 

So the failure rate’s final decomposition can be written: 
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 ̂    ̂                         ̂       

Where          ̅  ∑                  

It should be noticed that alerts may be correlated, so simply adding their modifiers will lead to failure 

rate overestimation. However, because of a lack of meteorological data on alerts, this conservative 

option has to be chosen.  ̅ is the average component’s failure rate, and it integrates all its modifiers. 

 

Figure 13: Short-term probability estimation process in the case of a transmission line 

In some areas, forest fires are a significant cause for overhead lines contingencies. However their 

relation to failure rate is very different from meteorological alerts. Extreme weather may affect any 

system component, while forest fires are geographically limited and can impact only a restricted set 

of components (all south-eastern overhead lines have experienced thunderstorms, while only a 

quarter of them has already been threatened by a forest fire). In addition, while a line does not 

necessarily trip during a thunderstorm, it is inevitably put out of service during a fire. So here the 

modifier induced by a forest fire alert is directly the fire’s probability of occurrence (which is then 

largely predominant). 
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5. Failure modes and downtime estimation 

a) Failure modes 

Dealing with downtime estimation in a same way as with failure rate is not relevant for two main 

reasons: first since observation of a downtime is possible only when a contingency occurs, the 

amount of available data is considerably reduced (the absence of events is not equivalent to a 0 in 

computations here); secondly, downtimes are first of all influenced by failure’s nature (equipment 

spontaneous failure, simple sparkover, misplaced manipulation, etc.) and much less by operation 

conditions (although those may influence commissioning times by making reparations, diagnostics 

and access to lines and substations more difficult, especially at night or under adverse weather). 

Therefore downtime variations consideration is performed through function’s failure modes analysis. 

This is the combination, for a specific component (defined by its function, voltage, substation type 

and line type), of an equipment’s failure and its origin (for example:  circuit breaker – thunderstorm). 

Sometimes no equipment has failed (emergency manoeuver or misplaced manipulation for 

example), or no origin has been found: these cases are also addressed. Past contingencies analysis 

enables us to give to each mode m a mean weight  ̅  reflecting its share of all the contingencies 

experienced by a component. The higher this weight is, the higher is the mean probability for a 

contingency of occurring according to this mode. 

Selected equipment types are:  

 - overhead line (cables and towers) 

 - underground line (cable) 

 - control-command equipment 

 - various substation equipments (lightning protection, metal sheath, etc.) 

 - busbar 

 - measure equipment (also voltage and current transformers) 

 - compensation equipment (reactances and inductances) 

 - circuit breaker 

 - switch 

 - transformer 

 - telecommunication equipment 

 - protections 

/!\ The “overhead line” equipment shall not be mistaken with the “overhead transmission line” 

component here! 
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Figure 14: Overhead transmission line's equipments 

Origin types are: 

 - accident with fatalities 

 - spontaneous equipment failure (due to aging, incorrect use or poor maintenance) 

 - exterior to TSO (exterior human activity: spreading of client’s fault, third party works, etc.) 

 - human factor (misplaced manipulation, conception flaw, but also grouping strikes and malicious 

arsons) 

 - operation (lack of resources, protections working, emergency maneuvers etc.) 

 - climate (meteorological phenomena other than wind, lightning and winter: humidity, dew, etc.) 

 - high wind 

 - lightning 

 - winter phenomena (frost and snow) 

 - environment (other than animals and vegetation : fire, pollution, flooding, ground movement, etc.) 

 - animals 

 - vegetation 

 - unknown

 

Figure 15: Equipments' average weights in contingencies of 225 kV overhead transmission lines between open-air 
substations 
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Figure 16: Origins' average weights in overhead line's failures leading to the unavailability of 225 kV overhead 
transmission lines between open-air substations 

 

In the above graphs’ example, the average weight of the mode [overhead line – lightning] for a 225 

kV overhead transmission line between open-air substations would be 25% * 10% = 2.5%. 

This weight may vary according to operating conditions: failure modes involving lightning are not 

relevant most of the time, and so are those involving winter phenomena in summer. Thus hourly and 

monthly variations are separately computed and applied to  ̅  , so each mode gets a specific 

updated proportion    of the estimated failure rate  ̂. These failure mode variations are computed 

regardless of the function: not doing so would require much more data, and this assumption appears 

to be reasonable (the weight of circuit breakers’ failures due to lightning do decrease by 50% 

between August and September regardless of circuit breaker’s use for example).  

 

Figure 17: Variations of lightning's weight in overhead line failures over a year 
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Figure 18: Variations of lightning's weight in overhead line failures over a day 

Figures give an example of monthly and hourly variations of a mode’s weight (average in red): 

thunderstorms do tend to occur more often in summertime, at evening and night. 

These variations are expressed against the average weight (9% in the above example) into a modifier: 

           
             

              
 

And so                  ̅                       

In short-term estimations, failure rate is splitted between alerts-related elements (λalerts) and a non-

alerts base failure rate. Alerts-related failure modes get a part of the related λa depending on their 

long-term weights according to Bayes formula. We deduce an updated failure rate λm associated to 

each mode m: 

              

{
 

 
    ̂                                                  

  

∑                                  
  ̂                        

 

Short-term weight is then computed as                
             

 ̂
 

Failure modes knowledge enables us to provide refined downtime estimations (as explained below), 

but also greatly improve contingency understanding: through their monitoring a new set of actions 

that reduce modes occurrence probabilities (see the barriers section) can be considered, bringing 

together reliability issues from maintenance with N-k problematics related to operation. 

b) Downtime estimation 

A similar approach enables us to assign to each of these modes m a coefficient αm, ratio between 

mean downtime of contingencies occurring according to this mode and mean downtime of all 

contingencies for a particular system component. The mean of these coefficients weighted by 
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updated modes failure rates gives a global coefficient, which shall be applied to the mean 

downtime  ̅, as shown in the following formula: 

  
∑              

∑    
  ̅ 

 

Figure 19: Downtime variations depending on failed equipment for a 225 kV overhead transmission line between open-
air substations 

(Red line: mean downtime of a 225 kV overhead transmission line between open-air substations) 

 

Figure 20: Downtime variations depending on the origin of an overhead line's failure leading to the unavailability of a 225 
kV overhead transmission line between open-air substations 

(Red line: mean downtime of a 225 kV overhead transmission line between open-air substations in 

the case of overhead line’s failure) 

0

20

40

60

80

100

120

140

d
o

w
n

ti
m

e
 (

h
o

u
r)

 

0

50

100

150

200

250

300

d
o

w
n

ti
m

e
 (

h
o

u
r)

 



27 
 

 

 

Figure 21: Failure modes use for downtime estimation 

 

Illustrative example for the specific case of transmission line: in the case of a line buried on 20% of its 

length (β = 0.8), weight and time coefficient of each failure mode are equal to the weighted sum of 

overhead and underground modes: 

wm = 0.2*wm, underground + 0.8*wm, overhead 

αm = 0.2*αm, underground + 0.8*αm, overhead 

 

IV. Contingency simulation 
 

Goal: determine constraints resulting from a component’s unavailability and parades 

implementation consequences on system state. 

A first contingency simulation is performed with existing static and dynamic simulation tools. It takes 

into account forecasts on system pre-contingency state: consumption, non-dispatchable production 

(from wind and photovoltaic power plants) and availability of standard fossil-fuelled power plants. 

There can be several possible forecasts for a single future time, especially when considering 

uncertain distant temporal horizons. In those cases, simulation results have to be weighted according 

to each forecasted state’s probability. Simulation provides us with voltage, loading and stability 

constraints that disrupt system’s smooth operation. Those constraints are valorized (V) then checked 

against acceptation criteria (VI): if rejected, they have to be solved through parades (VIII) whose 

consequences on system’s state also have to be simulated. 
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V. Consequences valorization 
 

Goals:  

 Define a severity scale that faithfully reflects the extent of contingencies consequences 

 enable a quick and precise diagnosis of these consequences for efficient implementation of 

countermeasures 

 integrate an economic vision 

In order to comply with the first goal, severity has to consider all kinds of consequences. We divide 

those into two indices: 

 System’s short term stress or long term deterioration: components overloading, voltage 

limits violations, disconnection of loads and production units, voltage instability, cascading 

outages and system’s global weakening. 

 Costs for the TSO and society: energy not served, congestion management, losses, 

equipment’s aging as well as impact on public health and security, environment, TSO’s 

image, compliance with law and market regulation authority instructions. 

This distinction is required by the second goal: as reminded in the first chapter, TSO’s mission is to 

ensure system smooth functioning, thus system’s stresses resolution shall drive operator’s decision. 

However security shall not be achieved at any cost and the TSO has to comply with quality of service 

obligations, so economic constraints also have to be integrated in the decision process. Just as 

occurrence probability estimation, consequences evaluation has to be regularly updated and refined 

until the period of interest. A single severity index is not doable (assigning a cost to system’s security 

degradation is hazardous) and not desirable (mixing operational troubles with issues out of operators 

range will not help him making a decision). 

1. Measure of consequences severity on system’s operation 

 

The main challenge here is to translate current binary doctrines regarding system’s components 

operational limits into continuous severity functions similar to those introduced in (10), essential for 

optimal decision making. Indeed these functions reflect how close to its limits the system is, and give 

a vision of limits trespassing actual severity. 
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Figure 22: An example of severity functions for transmission line overloading 

In the above graph, the blue curve illustrates a discrete severity scale, where loading limit’s 

exceeding is forbidden, while the red curve uses a continuous scale where the amplitude of limit’s 

exceeding is considered. 

The building of these severity functions is an adaptation of current doctrines. The severity level 

denotes how much effort the TSO is willing to provide in order to prevent such constraint. A severity 

level equal to 1 means that the parameter has reached the current operational limit. Parameter 

values close to this limit but inferior to it are also valorized: the danger related to an overloaded line 

does not suddenly increase above a specific value. So a zero-severity level has to be defined, 

according to expertise. Finally, the function form has to be chosen: does the severity linearly increase 

with the amplitude of limit’s exceeding?  If not, additional parameters for a polynomial or 

exponential function have to be set. 

In the example of transmission lines overloading, overloading time also has to be considered: a 115% 

loading is much worse if it lasts several minutes in a row (cables can get permanently damaged and 

their dilatation can make their surroundings very dangerous). Thus different severity function shall 

be designed for each time scale. Doing so would enable control-room operators to use many curative 

parades that required a short-time overloading to be carried out, and so it would restrain current 

systematic recourse to costly preventive actions. 

These functions are not necessarily continuous: for example impact of a component’s loss on 

system’s global security is measured on a 7 levels scale. Infinite severity levels can still be used; 

however their meaning has to be kept in mind: they imply that TSO is willing to avoid them at any 

cost. Thus a first severity index is built, measuring system’s global deterioration between pre- and 

post-contingency states for different types of constraints and summing them: 

                      ∑  ∑                         
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 Overloading 

 Voltage limits violation 

 Voltage instability 

 Loss of load 

 Loss of generation 

 System’s global security weakening 

A weight wk has to be associated to each constraint, as stated in (4), in order to give them a proper 

relative importance in the index. 

2. Contingency’s cost for society estimation 

 

The TSO has a public service duty, therefore all internal or external, direct or indirect costs have to be 

integrated to contingencies consequences valorization:  

  energy not served cost for society (and not only indemnification costs), 

  congestion costs (which are reflected in network access and use price), 

  additional power losses due to network reconfigurations (also reflected in network access 

and use price), 

  environmental impacts (mostly forest fires, leaks of insulating gas SF6 and transformers oil 

leaks), 

  public health and safety hazards (sparkover with a line, incident during equipments 

manipulation), 

 damages on equipments 

  TSO’s image deterioration, 

  Regulation authorities’ reaction. 

Each of these items (or “business values”) may require extensive studies to get a proper valorization. 

Some of them are already expressed in € (congestion costs), some other in a different continuous 

scale (energy not served and power losses in MWh), and quantifying the others is challenging. Thus 

orders of magnitude adoption is required. The following ranking has been accepted: 

 

Business value\severity moderate serious major catastrophic 

Financial result <1M€ 1-10 M€ 10-100 M€ >100 M€ 

ENS <100 MWh 100-1,000 MWh 1,000-10,000 MWh >10,000 MWh 

Public Health & Safety Moderate impact Serious impact Major impact Catastrophic impact 

Environment Moderate impact Serious impact Major impact Catastrophic impact 

TSO’s image Moderate impact Serious impact Major impact Catastrophic impact 

Regulation authority Moderate impact Serious impact Major impact Catastrophic impact 
Table 2: consequences severity and equivalent costs for different business values 

It should be noticed that cost of energy not served (10k€ per MWh), which conveys society’s loss of 

earnings, is not and shall not be subject to market prices or energy use: TSO’s mission clearly states 

that power delivering is the same for everyone regardless of the need (private individuals, industries, 

governmental institutions, transports, etc.). Specific concerns related to clients can be translated into 
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impacts on financial result (possible indemnifications) or TSO’s image. Power losses, which the TSO 

has to buy on the electricity market, are on the other hand considered as financial result impacts. 

Since expressing in Euros impacts on environment, public health and security, TSO’s image and 

regulation authority’s attitude is not relevant, severity equivalencies have been set between them 

and quantifiable business values. Their cost is the corresponding severity level’s median financial 

cost. 

ENS usually is the main source of costs: it is estimated from hypothesis on cut off power consumption 

and expected time before re-supplying. Its computation is done through the following scheme: 

 

Figure 23: Power re-supply following a contingency 

 At t0 the contingency occurs: all consumed power P previously supplied by the affected 

component is cut off. 

 From t0 to t1, part of this consumption is re-supplied when surrounding high- and medium-

voltage available network components can put up with those additional power flows (see 

parades in VIII). Doing so usually requires less than an hour. 

 From t1 to t2, the residual cut off power Pr stays unserved until unavailable component’s 

putting back into operation, which can take dozens of hours. In the case of a network’s 

weakening due to maintenance outage, emergency commissioning of the component under 

maintenance might require less time, and so be a better solution. 

     
      

 
                    

The last stage shows how affected component’s downtime estimation is crucial, first to assess 

contingency severity in planning phases, then during operation for emergency interruption of 

maintenance works. 

Congestion costs can be difficult to estimate: interconnection capacities allocation and power plants 

production levels bids for adjustment are decided in day-ahead and intra-day electricity markets, and 

so their prices are hardly predictable in long-term operation planning. Network and flows 
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reconfigurations for curative re-supplying or preventive securing, by the use of lower voltage 

components or longer transit lanes, increase power transmission losses, whose estimation needs 

consequent studies. Cost of losses, also subject to market fluctuations, is similarly uncertain. 

Impacts on public health & security and on environment entirely depend on contingency’s nature, 

and not on its consequences for power supply: line’s sparkover with an individual can cause its death, 

forest fires can be triggered by contact with vegetation, and some breakers’ destruction may release 

SF6 (the worst greenhouse gas) into the atmosphere for example. Failure modes analysis enables us 

to identify situations where such hazards may occur, and their valorization through the matrix let us 

integrate them in contingency cost severity index. However further studies are required to state 

hazard’s conditional probability, for example the probability for a breaker’s failure to result from its 

destruction. 

TSO’s image after a contingency is influenced by the number of people affected, the disconnection of 

important clients or state’s institution. Outage duration is also a key factor. Here it is crucial not to 

mix up ENS issues: while ENS deals with loss of earnings and enforced inactivity, image illustrates 

people’s loss of trust in electrical powering and TSO’s deteriorated credibility (this last point is also 

related to regulation authority’ reaction).  

Regulation authority has set in France a bonus/penalty system based on ENS. However, since this 

incentive mechanism relies on power-cut equivalent time (computed in a very specific way from 

actual ENS and long after the period of interest), we do not consider it in our valorization. Here we 

are more concerned about influence on TSO’s policy and management. Its measure can only be done 

by expertise. 

 

VI. Risk acceptability criteria 
 

Goal: enable to assess a risk’s criticality, and so to accept or further mitigate it. 

1. Assessing risk acceptability 

 

A contingency’s risk is the product of event’s probability by its severity (i.e. the expected severity), a 

broadly accepted definition (10) (4). However risk acceptability may only rely on probability or 

consequences’ consideration, as shown in the following figure. Very rare events are considered as 

beyond design for usual operational problematics, while very severe ones are addressed regardless 

of their occurrence probability (and mitigated at any cost). These distinctions have been presented in 

(6). 
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Figure 24: Risk acceptability depending on contingency’s severity and occurrence probability 
 

For most of the events, a maximum constant risk is set, and any risk beyond this threshold is 

rejected. This approach may require some adjustments: a tolerance zone rather than a constant limit 

would be more consistent with forecasts, simulations and estimations uncertainties. Defining a single 

risk limit for all contingencies is a big challenge here: current doctrines give one limit for a set of 

typical contingencies whose occurrence probabilities are actually different (although of the same 

order of magnitude) and greatly vary over time or location for example.  

In addition, since two severity scales are adopted, two risk criteria have to be set. Priority is given to 

the risk index related to system’s constraints: indeed it ensures system’s security, which is TSO’s first 

mission. Ensuring this index’s compliance with acceptability criteria may lead to costs increases (see 

VII and VIII). The cost index is then checked against a maximum and minimized. 

System’s constraints:               (S for system severity) 

Consequences costs:               (C for societal cost) 

Rs max and Rc max setting is a central issue in this methodology. We chose here to adapt current 

deterministic criteria from the N-k operation doctrine. Stated maximum allowable consequences are 

translated in terms of system severity and societal costs. These are then multiplied by contingency’s 

mean occurrence probability to get maximum levels for acceptable risk indices. 

2. Risk mitigation 

 

To comply with these security and economy constraints, TSO face a major challenge: finding the best 

tradeoff between these two criterions. This problem has been stated and its mathematical solving 

algorithms reviewed in (11), however we chose here a different approach. In order to be closer to 
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actual doctrines (for an easy implementation), economic optimization comes second after security 

constraints resolving.  

 

Figure 25: The risk mitigation process 

Risk mitigation is fall about getting (Rs;Rc) in the acceptable area. Mitigating actions (parades and 

barriers) are carried out to resolve in priority unacceptable system security risks, by order of 

efficiency. The above graph illustrates this: action 1 both reduces system and societal risks, which 

makes it very effective. Then action 2 is implemented, since it greatly reduces system risk for a slight 

cost increase. Action 3 is finally implemented to comply with acceptability criteria, although it is 

much less effective. 

With this third action system risk becomes acceptable, but its ratio with societal risk is not optimal 

(dark blue line). And available actions reducing societal cost for a slight increase of system risk have 

still not been considered. Here we chose to privilege actions reducing total risk (represented by the 

yellow line on the graph) rather than actions optimizing risks ratio (by getting between light blue 

lines, closer to the dark blue one). So here action 4a is more interesting than 4b. Here total risk is 

directly deduced from maximum system and cost risk levels: 

          
      

      
    

Total risk is an abstract value only used to check measures’ efficiencies. Using it as a unique objective 

function to minimize is not desirable here, since it would suppose that system risk and societal cost 

risk are equally considered, which does not correspond to actual operation problematics. 

This approach also tends to change method’s original philosophy: the objective is not only to reach 

an acceptable risk level by successively implementing risk mitigation measures, but to minimize it 

while moving towards an optimal ratio (which is here defined by Rs max and Rc max) balancing risk 

between system and society. The need for any action to reduce total risk sets a minimum risk 

reduction efficiency. 
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In situations where maintenance outages lead to high unacceptable risks, and where no efficient 

mitigation mean is available, works have to be postponed or a special dispensation required. Such 

dispensations attribution shall be subject to maintenance works expected benefits: its risks for 

system operation shall not be higher than its eventual risks-reduction (12). 

 

VII. Barriers implementation 
 

Goal: efficiently reduce a contingency’s probability 

A way of mitigating an unacceptable risk is reducing its occurrence probability. Any preventive action 

undertaken for this purpose is called here “barrier”. A barrier is efficient only on certain failure 

modes: it typically protects one (or several) type(s) of equipment against one (or several) type(s) of 

contingency origin. For example a line checkup only concerns “overhead line” equipments and 

targets spontaneous failures, vegetation, frost, snow and any environmental potential threat. But 

this will have no effects on circuit breakers or human factor contingencies. This integration of 

maintenance-type means in operational problematic has been done in (13), which also introduces 

the needed deterioration functions concept. 

 

Figure 26: Failure modes and barrier implementation 

A barrier’s effect on probability, i.e. on failure rate, is quantified through its frequency reduction 

capacity (FRC). This is the factor by which the failure rate associated to a mode is divided. FRC is 

assessed through expertise, based on the following orders of magnitude: 

 1 -> inefficient 

 3 -> little efficient 

 10 -> human protection 
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 30 -> automated protection 

 100 -> high security protection, redundancy 

 

Since a barrier can target several failure modes, it of course can have different FRC depending on 

each mode. 

Several available barriers may exist for a single failure mode, so a method for determining and 

selecting the most appropriate one is necessary. A first selection based on implementation time dimpl 

is performed: it rejected barriers whose times are superior to the time lapse before the critical 

situation. A second selection focuses on the gain a barrier will bring during the time of interest t0+H, 

and on its efficiency in reducing system risk: 

         
   

   
 , this is a Gain over a Cost 

Where                                

And                                                

This efficiency has to be superior to a minimum ηmin since system security shall not be sought at any 

cost. A basic value for it, considering that the core objective is reducing total risk, would be: 

     
      

      
 

A barrier is also characterized by its period of effect deff during which the failure rate will be 

considered as reduced. Thus it may be interesting to also consider a barrier’s global gains and costs in 

the selection process: 

                ∑          

    

       

 

And                 ∑          
    
       

 

This global gain concept is particularly relevant when various implementation methods of a same 

barrier are possible, with different costs and periods of effect. 

 

VIII. Parades implementation 
 

Goal: efficiently reduce a contingency’s severity 

Another possibility for unacceptable risk mitigation is contingency’s severity reduction. This kind of 

measure, that we call “parade”, can as well be preventive or curative. Most parades are preventively 

implemented by system operators in order to solve constraints that result from systematic N-k 

contingency simulations: changes in network’s topology, production unit commitment, 

programmable controller adjustment, etc. Since they change the system’s state, new simulations are 
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needed to measure their effects. Curative parades add to this list some special means: load shedding, 

use of compensation means, load transfer on distribution system, nominal voltage modification, etc. 

Parades are today the main action mean for TSO and are thus well-known. 

However these parades have to be characterized by a probability of failure pfailure: system’s actual 

behavior after parade’s implementation may differ from simulation forecasts. However failure may 

be total or only partial, and results from parade’s poor implementation as well as from situation 

forecasts uncertainties or simulation models inaccuracy. 

Parade’s selection is based on its efficiency. Preventive and curative parades efficiencies have 

different computation formula: 

         
   

   
 

Where                                           

And                                                           

 

While                                         

And                      [                                ] 

Where S is the contingency severity without the parade, and Sr the “reduced” severity, calculated as 

follow: 

                                  (          )                                   

Parade failure severity is equal to contingency severity without any parade in a first basic 

approximation. A more detailed model would be to set it as the theoretical reduced severity of a 

second “spare” (and necessarily curative) parade. 
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 Implementation example 
 

In this section we study the practical example of the 10-days planned outage of a 225kV overhead 

line between substations B and C for maintenance (see the figure below). This lockout weakens local 

system’s security, which fails to comply with the N-1 deterministic criterion: the unexpected loss of 

the 225 kV line between A and B during maintenance time would lead, according to first estimations, 

to 341 MWh not served, while doctrine’s limit is 300 MWh.  

 

Figure 27: Example’s local high-voltage network 

This ENS estimation already takes into account usual relevant parades: loads transfer onto 63 kV lines 

and onto 20 kV distribution network (not represented here). This situation appears to be 

unacceptable, and thus needs a more thorough analysis before engaging additional means and 

resources. For this we use a prototype tool performing data processing and computations described 

in above parts. We adapt a few of methodology’s requirements to current operational rules: 

according to them no overloading is allowed on those 63 kV line, so any parade implying even a short 

time overloading is considered to bring an unacceptable risk level for system security. This constraint 

means that risk mitigation can be performed here only through societal cost reduction. 

 

 

 

400 kV line 

225 kV line 

150 kV line 

63 kV line 
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Figure 28: Prototype process diagram 

 

I. Planned outage placement through long-term analysis 
 

Maintenance works placement is subject to many constraints (impact on system security, human, 

material and financial resources availability, maintenance’s urgency). Here we only deal with impacts 

on system security, but this criterion has to be weighted and confronted to others for an optimal 

decision.  
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The developed method enables us to compute the line’s contingency occurrence probability and 

resulting downtime at any time of the year. This placement is decided several months ahead, so long-

term estimations are first used to identify the best time. 

 

Figure 29: Contingency occurrence probability evolution over a year, according to long-term estimation 

 

 

Figure 30: Downtime evolution over a year, based on long-term estimation 

Here we chose to measure contingency’s severity based only on ENS estimation, i.e. to consider only 

one business value in the cost for society risk index. As we stated earlier risk for system has been 

checked in priority and compliance to current rules does not give any manoeuver margin: here ENS is 

a direct consequence of the load shedding necessary for compliance with 63 kV lines’ loading limits. 

Other societal costs are marginal and can be ignored in this case. Since power demand significantly 

varies over a year, these variations and downtime estimations have to be combined to get a reliable 
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ENS estimation. We also consider here that re-commissioning the line under maintenance would 

require more than the mean downtime (33 hours). 

 

Figure 31: ENS evolution over a year, based on estimated downtime and consumption variations 

Multiplication of ENS by contingency occurrence probability gives us an expected energy not served 

(EENS), which we use as a risk index. Risk acceptability threshold can be defined based on local or 

national observed risk levels (the maximum ENS allowed as defined in the operation doctrine 

multiplied by the local or national average contingency occurrence probability). We will consider 

here the local risk acceptability level (0.92 MWh), which is more conservative. 

 

Figure 32: Risk (EENS) evolution over a year, based on previous long-term estimations 
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September appears to be the safer month to conduct maintenance works, but May and October are 

fine too. April, June, July, August and November would require additional risk mitigation means, 

while the rest of the year seems to be out of range. So we chose September, assuming other 

constraints on maintenance placement allow it. 

II. Scenarios-based short-term analysis 
 

Long-term analysis includes statistical data on meteorological alerts to give an approximate view of 

what situation can be expected several months ahead. However, since alerts are rare events that 

considerably influence network reliability, this vision is not entirely appropriate and further analysis 

have to be undertaken in order to prepare operation teams to face such adverse conditions. 

Although we use the word “short-term”, this shall be understood as an analysis taking into account 

actual alerts forecasts, usually available only a short time before the studied period, instead of 

statistics about them. Such analysis can be simulated a long time ahead by using various realistic 

scenarios, thus the scenario of interest and its action-plan will be ready when the corresponding 

forecast is received. 

In our case we consider four probable scenarios involving different “thunderstorm” and “violent 

wind” simulated alerts during the maintenance period, which we have set in September. Here is a 

summary of their impact on risk: 

Scenario 
Risk level 

 (EENS in MWh) 
Variation compared to  

long-term risk level 
Acceptable? 

Long-term (statistical) 0.56 0 % Yes 

No alerts 0.54 -3 % Yes 

1 Thunderstorm 0.66 +18 % Yes 

1 Violent wind 0.88 +57% Yes 

1 Thunderstorm and 1 
violent wind 

1 +79 % No 

Table 3: Scenarios' acceptability without barriers 

The situation appears to be secure for three of these scenarios. Violent winds tend to cause 

significant damage in overhead lines that require longer repair times than the observed average, and 

thus a great increase of EENS. On the other hand, thunderstorms lead to relatively short outages and 

so do not increase it as much. Simultaneous occurrence of both of these phenomena during the 10 

days of maintenance is unlikely, but still possible. Risk index is then slightly above the limit (0.92 

MWh), so additional actions are required to make it fully acceptable. 

Scenarios are simulated again, considering now that protections against lightning have been installed 

on overhead line and in substations. Those barriers significantly reduce weights of failure modes 

related to thunderstorms, and so mitigate risk during these alerts. It also reduces long-term risk. 
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Scenario 
Risk level 

 (EENS in MWh) 
Risk reduction Acceptable? 

Long-term (statistical) 0.55 1 % Yes 

No alerts 0.54 0 % Yes 

1 Thunderstorm 0.55 17 % Yes 

1 Violent wind 0.88 0 % Yes 

1 Thunderstorm and 1 
violent wind 

0.89 11 % Yes 

Table 4: Scenarios’ acceptability when implementing barriers 

All scenarios are now acceptable. Barriers implementation saves 20 kWh in the long-term scenario, 

and up to 110 kWh in the thunderstorm scenarios. 

Actually equipping the area with lightning protections for this period would of course be too costly 

compared to the poor expected gain (20 kWh correspond to 200€…). Benefits from such installation 

should be considered over much longer periods of time, and this is not the goal here. This example 

should be understood as follow: if the area is equipped with lightning protections (and if operators 

know it), the situation remains in acceptable risk levels even under combined violent wind and 

thunderstorm conditions. Knowing that means that the line under maintenance works would not 

have to be re-commissioned if such meteorological conditions are forecasted, while current “blind” 

reaction would be legitimately conservative and consist in preventively getting the switched off line 

back into service as quick as possible, which is costly. 

Even without any barrier, the 225 kV would have been unnecessarily re-commissioned if only a 

thunderstorm or only a violent wind episode is forecasted. The long-term estimation shows us that 

contingencies are much less frequent and that the associated downtime is lower in September, so 

actually no additional action is required several months ahead. The current estimation, based on a 

national average occurrence probability, is too pessimistic and would lead to the implementation of 

costly unnecessary measures such as installing and connecting a spare line for example. Most likely 

operators, knowing from their expertise that contingencies are less probable at this time of the year, 

will ask for a special dispensation from complying with the doctrine and lead to unnecessary 

administrative burden. 
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 Further developments 
 

The method presented here only reflects 6 months of studies and progress; it is of course destined to 

be enriched, and it still requires a lot of work before been fully implementable and relevant to 

system’s operation problematics but also maintenance or development planning visions.  

I. Solving consistency issues with deterministic methods 
 

The method we designed is meant to provide finer vision of situations out of deterministic decision-

making doctrines range. A key issue not addressed yet is this method’s consistency with traditional 

N-k analysis outcomes. We saw in the implementation example that our methodology enables to 

better assess criticality of situations that were identified as too risky by current analysis, and so backs 

operators’ own expertise judgments to avoid unnecessary recourses to costly preventive measures. 

However the opposite situation may as well happen, where the risk corresponding to a N-k event is 

considered as acceptable according to deterministic methods (based on average occurrence 

probabilities per year and not differentiating components) while a probabilistic analysis would have 

shown for example higher than average occurrence probabilities and thus unacceptable risks.  

Because of this a proper implementation of deterministic risk acceptability criterion together with 

probabilistic analysis (performed only in the case of non-respect of deterministic criterion) would 

require the use of lower occurrence probabilities reference values than the average ones. This 

necessary shift would increase the number of risk analysis to perform, requiring more work from 

operation planning teams. Adopting comprehensive risk analysis tools to facilitate the task is then 

tempting; however the statistical nature of results should be always kept in mind and their cautious 

confrontation with operator’s expertise remains essential. 

II. Making occurrence probabilities hourly and monthly variations 

continuous 
 

Our method is based on hourly and monthly failure rate observations: mean failure rates are 

computed every month at different moments of the day. However no difference is made between 

the beginning and the end of a month or a day period. Thus the 1st of September is considered 

identical to the 30th of the same month, but totally different from the 31st of August, which of course 

does not correspond to reality. The same issue, although maybe less aberrant, is present between 

different periods of a day (the end of the afternoon should be very similar to the beginning of the 

evening). 

Reducing observation times for a better accuracy is not a good solution. The objective of 10 

observations per failure rate’s measure has to be respected, so this solution would require much 

more data (that we unfortunately do not have). Here we have to build a model to make these 

discrete variations continuous. 
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Figure 33: Contingency occurrence probability variations over a year, discrete and continuous models 

The only constraint is that continuous model’s monthly average has to be equal to the corresponding 

discrete observation’s value. In the above illustration we use a very basic linear model, but more 

refined ones can easily be built. Continuous model’s variations are integrated in methodology’s 

computation by the mean of a “day of the month” modifier. Similarly an “hour of the day” modifier 

can be set. 

III. Integrating maintenance’s impact on equipment 
 

Maintenance works objective is to keep equipments reliable and extend their lifetime. System 

operators do know from their expertise that contingencies are less probable if the component has 

lately been inspected and maintained. However integration of this element in risk analysis remains 

qualitative, imprecise. Similarly, effects of equipments’ aging on their reliability cannot be integrated 

in our methodology in a same way as other component’s characteristics: a component consists of 

several equipments, whose ages are different and that are separately maintained and replaced. 

 

Figure 34: A bath tub curve: failure rate’s evolution over an equipment’s lifetime 
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Fortunately the concept of barriers enables us to take these significant elements into account. 

Maintenance operations are counted as barriers in risk analysis, their FRC enabling to correctly 

evaluate their impact on failure rate over time with the use of deterioration functions (13). These 

operations are generally periodic, so their integration could be done even in long-term risk analysis. 

A practical use of this would be to bring forward maintenance of an equipment to benefit from the 

sudden failure rate drop (see the graph below) during an incomplete-network situation. 

Rescheduling costs could be compared to the risk decrease to decide the better option. 

Similarly, impact of equipment’s age on its failure rate (see the bath tub curve model, generally 

assumed) could be modeled as a barrier. However assessment of FRC associated to age or 

maintenance operation requires considerable studies. 

 

Figure 35: Deterioration function concept 

 

 

 

 

 

 

 

 

fa
ilu

re
 r

at
e

 

time 

Deterioration function 

taux moyen

x 1/FRC 

ΔT 

mean failure rate inspection liabilisation 



47 
 

 Conclusion 
 

In this project we designed an easy to implement methodology for analysis of risk associated to 

power system contingencies, adapted to operation planning problematics. This probabilistic method 

enables a more accurate assessment of the risk presented by unexpected events in terms of system 

security and societal cost, when usual deterministic methods from N-k doctrines detect unacceptable 

consequences. 

Those situations are particularly frequent during incomplete-network states, when a component is 

temporary out of service for maintenance works. Our method gives more elements for an optimal 

placement several months ahead of these, and measures mitigation actions’ effectiveness to 

properly asses and control risk at the appropriate cost during them. The concept of barrier is 

especially integrated, and opens new perspectives for a better acknowledgment of maintenance 

benefits for system operation. 

The work presented here definitely shows how much more information can be drawn from the data 

TSO have collected since the 90s, and how statistically processing these data can provide operators 

with useful information, preventing them from taking too costly and conservative decisions. 

Transmission system is guaranteed to endure more of these stressful periods in a near future. Like 

network behavior simulation tools improvements, refined statistical analysis and components 

differentiations for accurate probabilistic assessments are not optional to face coming security 

challenges and higher quality of service requirements. 
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