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Abstract
The aim of the thesis is to get an overview of the database services available in cloud
computing environment, investigate the security risks associated with it and propose the
possible countermeasures to minimize the risks. The thesis also analyzes two cloud database
service providers namely; Amazon RDS and Xeround. The reason behind choosing these two
providers is because they are currently amongst the leading cloud database providers and both
provide relational cloud databases which makes the comparison useful. The focus of the
analysis has been to provide an overview of their database services as well as the available
security measurements. A guide has been appended at the end of the report to help with
technical configurations of database migration and connecting applications to the databases
for the two mentioned cloud database providers.
The thesis has been conducted on behalf of the Swedish Armed Forces and after reviewing the
security risks associated with cloud databases, it is recommended that the Armed Forces
should refrain from public cloud database services. Security deficiencies such as vague
physical security and access control procedures, unavailability of preferred monitoring tools
and most importantly the absence of proper encryption and key management schemes make
the public database services useless for an authority such as the Armed Forces. The
recommended solutions are therefore to either use a jointly-owned community cloud database
solution for less confidential data only or to use on-premise private cloud database solution
for all but the TOP SECRET classified data.

Keywords: Cloud computing, cloud database services, Swedish Armed Forces, security risks,
Xeround, Amazon RDS
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Sammanfattning
Syftet med denna rapport är att få en överblick av databastjänster i molnet, undersöka de
tillhörande säkerhetsrisker samt föreslå möjliga åtgärder för att minimera riskerna. Rapporten
analyserar också två molnbaserade databasleverantörer nämligen; Amazon RDS och Xeround.
Anledningen till att välja dessa två leverantörer är att de är bland dem ledande leverantörerna
av moln databastjänster för närvarande samt båda erbjuder relationsdatabaser som gör att
jämförelsen mer användbart. Fokus i analysen ligger på att ge en översikt av deras
databastjänster samt ge en säkerhetsöverblick. En guide har också bifogats i slutet av
rapporten för att hjälpa till med teknisk konfiguration av databasen såsom flyttning av data till
databaser samt uppkoplingensproceduren.
Examensarbetet har genomförts på uppdrag av Försvarsmakten och efter granskningen av
dem tillhörande säkerhetsriskerna rekommenderas att Försvarsmakten bör avstå från publika
molnbaserade databastjänster. Svaga rutiner för fysisk säkerhet och behörighetskontroll, brist
på lämpliga verktyg för övervakning av databaser och framför allt avsaknaden av ordentlig
kryptering och nyckelregleringssystem gör att den publika databastjänster blir ogynnsam för
en myndighet som Försvarsmakten. De rekommenderade lösningar blir därför att antingen
använda community-molns databaser för mindre konfidentiella information eller att använda
privat-moln databaser för all information utom dem som ligger i informationssäkerhetsklass
TOP SECRET.

Nyckelord: Molnet, moln databastjänster, Försvarsmakten, säkerhetsrisker, Xeround,
Amazon RDS
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1. Introduction
1.1 Background
What are the security risks present for implementing a database system in the cloud? What
can be done to improve the confidentiality, integrity and availability (CIA) of a database
system in the cloud? This thesis intends to answer these questions by analyzing the security
risks present for a database system in the cloud and the countermeasures that eliminates or at
least mitigates these risks.
The Swedish Armed Forces is one of the largest agencies in the country and is regulated by
the parliament and the Swedish government. The Armed Forces, like all other organizations,
strives to keep the overall cost of for IT expenditures as low as possible without sacrificing
for security. One of the driving factors of cloud computing has been the fact that it is really
cost effective for companies and organizations as it significantly reduces IT-related costs by
eliminating the needs of purchasing expensive hardware and software as well as reducing the
number of personnel needed to monitor and maintain the infrastructure. Nevertheless, there
are lots of security issues that are associated with cloud services. So, one of the issues that this
thesis intends to address will be to help the Armed Forces determine if the database services
offered by the cloud providers is suitable for the Armed Forces despite the associated risks. In
other words, is it worth the risks for the Armed Forces to move their databases (data) in to the
cloud for economic reasons?

1.2 Thesis goal
The aim of this thesis will be to identify the risks (threats and security vulnerabilities) present
for having database in a cloud environment as well as to provide guidelines for managing
database security in the cloud and to prevent the associated risks. The results of the project
will be documented in a technical report which should be useful for the Swedish Armed
Forces in planning and building up their future IT-infrastructure.

1.3 Expected result
The expected results of this report will be to present a way for keeping and managing a safe
Database System in the cloud that accomplishes the main goals of information security:
Confidentiality, Integrity and Availability.

1.4 Methods
To accomplish the goals of the thesis, a variety of text books, industry web sites of major
cloud vendors, professional journals and other related internet sources has been studied. Two
current cloud based database service providers have also been compared and analyzed in
order to see the difference between the services they provide.

1

1.5 Scope and limitation
One of the main limitations in this project will be the amount of time. The whole project is
limited to 10 weeks only and excluding other project related activities, around 250 hours was
left to investigate as well as compile the report for the specified topic.
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2. Current situation
The Swedish Armed Forces is a national administrative authority which is responsible for the
security of Sweden and works under the Ministry of defense. An organization of this scale
undoubtedly possesses extremely critical and sensitive information which ought to be
protected from unauthorized access at all costs. Therefore, one of the most crucial tasks for
the Swedish Armed Forces is to protect its information systems to ensure the Confidentiality,
Integrity and Availability of critical and sensitive data.
According to Ingvar Ståhl the security requirements for database systems within the Swedish
Armed Forces is no different from other IT-security requirements and needs to be in
accordance with laws and regulations imposed by the parliament and the Swedish
government. Besides the governmental regulatory laws, the Swedish Armed Forces have also
their own internal rules and regulations that need to be followed strictly. One of the most
important internal security rules is documented in what is known as “KSF (Krav på
SäkerhetsFunktioner)” or “Requirements for Security Functionalities” if translated into
English. KSF describes the minimum level of requirements for access control, intrusion
detection and prevention, safeguard against malicious code and unauthorized interception,
alarming signals as well as log management.
The current solutions for database security in the Armed Forces are dependent on the
sensitivity of the data that is being protected. Within the Armed Forces, the information that
needs to be stored is classified into different security levels and based on the confidentiality of
the data different mechanisms are used for protection of the system. For example, for
extremely confidential data, two folded security mechanism is used and smart cards are
needed to access the system otherwise for access to normal data one would be able to login to
the system with passwords only. Permissions for access to different systems are also defined
by the roles of the intended users. There are often, but not always, special database
administrators that manage the monitor the databases.

3
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3. The Cloud
3.1 Introduction
In order to analyze cloud based database services and the associated security risks, it is of
extreme importance to understand what Cloud Computing is, what different services it
provides and what are the pros and cons of the cloud computing model. In this section a brief
introduction into cloud computing has been provided followed by the service types,
deployment models and finally the benefits and risks associated with cloud computing.
Cloud computing is an emerging technology with different definitions. A lot of people from
both academic and commercial sectors have tried to define what exactly cloud computing is
but there is still not a single standard definition available yet.[1] However, one of the accepted
definitions is the one presented by the National Institute of Standards and Technology (NIST)
as follows:
“Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.”[2]
In order to understand cloud computing better, an analogy to the way in which electricity is
used can be helpful. When a consumer plugs an electric appliance to an outlet, he/she does not
care as to how the electric power is produced nor does one care as to how the electricity
reaches to the outlet. The reason behind this is that electricity is virtualized for the consumers,
that is to say electricity is available to the consumer from the wall socket that hides all the
complications of power generation and power distribution behind itself. In this example, a
power generation company owns, maintains and distributes the electricity (sometimes a
separate distribution company is responsible for distribution), while the consumer only uses
the services without the ownership or operational responsibilities. Similarly, cloud computing
enables a computer user to access Information Technology (IT) services (i.e., applications,
servers, data storage) on a pay-per-usage basis, without the need for the user to own or have a
complete understanding of the underlying infrastructure behind it.
According to NIST, cloud computing model is composed of the following five characteristics:




On-demand self-service — Consumers can automatically request and obtain
computing provisions such as “server time and network storage”, without requiring
human interaction with service provider
Broad network access — Access to services are available over the network through
multiple platforms (i.e., cellular phones, laptops, and Personal Digital Assistants).
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Resource pooling — The providers collocate resources (applications, memory,
bandwidth, virtual machines) to service many users regardless of location using a
multi-tenant model.
Rapid elasticity — Resources can be elastically provisioned and released (often
automatically) and in a scalable manner (more is provided if more is needed and less is
provided if less is needed).
Measured service — Cloud computing provider transparently meters, monitors,
controls and documents service usage for billing. [2]

3.2 Cloud computing service models
Computing is a general word which can mean anything. A service model can instead specify
exactly what a user should expect from the cloud computing technology. NIST has therefore
divided cloud computing into three main service models known as the SPI model (Software,
Platform and Infrastructure). However, there are other emerging services besides the
traditional SPI model but they all tend to fall in one of these three categories. In order to better
comprehend the security risks associated with cloud computing, it is very important to first
understand the relationships between the service models. Therefore, a brief introduction of
these main three service models; IaaS, PaaS and Saas has been provided below:
3.2.1 Infrastructure as a service (IaaS)
This service model provides consumers the ability to rent physical facilities, hardware and
connectivity in order to deploy their own software, operating systems or other applications.
IaaS is also sometimes denoted as hardware-as-a-Service. Resources such as computation,
storage, communication and other fundamental computing facilities are offered to consumers
in an on-demand virtualized manner. The service provider owns the equipment and is
responsible for accommodating, running and maintaining it while the consumer is required to
take care of configuration management on their part. Consumers are usually charged on perusage basis. Some of the major IaaS vendors include; Amazon EC2, RackSpace, and IBM.
3.2.2 Platform as a service (PaaS)
Built on top of IaaS, this service provides functionalities like application development
frameworks, middleware capabilities as well as functions like database, messaging, and
queuing. [3] Many software products often require a platform with dedicated physical servers,
like database servers and sometimes web servers, in order to run. Monitoring and building
such a platform is a time consuming and vigorous task. PaaS offers the development platform
to developers through a web browser while hosting all the development tools in the cloud.
Thus, it greatly simplifies the task for application developers to own and deploy their
application without worrying about management of the underlying infrastructure. Some of the
prominent PaaS vendors include; Amazon AWS, Foce.com and Google Apps Engine.
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3.2.3 Software as a service (SaaS)
This service model is built upon the underlying stacks of IaaS and PaaS. This model enables
the consumers to use the applications that are running on provider’s cloud infrastructure. The
application (software) can be accessed by using various client devices such as a graphical user
interface provided by the SaaS provider or through a web browser. The consumer has no
control over the underlying cloud infrastructure that includes network, servers, operating
systems, storage, or even individual application capabilities, with the possible exception of
limited user-specific application configuration settings. [2] In short, one can say that SaaS
allows consumers to rent software applications that are delivered on a pay-per-usage basis
over a network. Google Apps, Salesforce.com and Oracle on demand are amongst some of the
prominent SaaS providers.

Figure 1, Cloud computing service models, [17]

3.2.4 Database as a service (DBaaS)
As mentioned earlier, there are other emerging cloud services that fall into one of the SPI
models. Database as a service is one the new emerging services that can be a subtype of SaaS
or PaaS depending on the way it is delivered by the providers. DBaaS provides consumers an
on-demand database services in the cloud that can be accessed by the users through the
internet. Database-as-a-service makes an efficient use of cloud computing technology by
providing businesses with easy access to scalable, on-demand database resources while
avoiding the costs and complexity associated with the purchase, installation and maintenance
of a traditional on-premise database system. [3]
Some of the benefits of cloud database services are increased accessibility, on-demand
scaling, automated failure recovery and cost efficiency by mitigating maintenance tasks on
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consumer side. However, cloud databases also have some drawbacks including security and
privacy issues that are discussed later in section 4.

3.3 Security trade-off between service models
Each service model in the SPI framework differs from each other in terms of features and the
security requirements. SaaS model provides the most in-built functionalities and promises a
high level of security while offering consumers with the least extensibility.
PaaS provides consumers with greater extensibility than SaaS as it enables developers to build
applications on top of the platform. However, this does result in less integrated security
features, but consumers are provided with options to add on additional security if needed.
IaaS provides the most extensibility for consumers. This in turn results in less integrated
security features and functionality beyond protecting the infrastructure itself. This service
model requires that operating systems, applications, and content be managed and secured by
the cloud consumer. [4]
As observed from the above trend, the key trade-off for security between the different service
models is that more and more security responsibilities shift towards consumers when the
provider stops lower down the stack. Meaning that consumers, for example, have greater
responsibility for management and security of the services if they use IaaS instead of PaaS or
SaaS as described by figure 2.

Figure 2, Security trade-off between service models, [18]

One of the important tools that are available to consumers in relation to management and
security responsibilities is the Service Level Agreement (SLA). The SLA is a document that
contractually specifies the service levels, security and availability that consumers can expect
from a provider. In the absence of an SLA, consumers themselves would be responsible to for
8

many administrative and management tasks. Therefore, the presence of a negotiable SLA is
very critical when it comes to choosing a cloud service provider.

3.4 Cloud computing deployment models
Cloud computing is composed of four deployment models, namely: private cloud, public
cloud, community cloud, and hybrid cloud as discussed briefly below:
3.4.1 Private cloud
In a private cloud model, the infrastructure is provisioned for exclusive use by a single
organization. [3] The underlying infrastructure can be on or off premise and the management
and operational tasks can be carried by the organization itself, a cloud service provider or a
combination of both. Private clouds are the only option when it comes to protecting highly
sensitive data.

3.4.2 Public cloud
In public cloud model, the cloud infrastructure is available for open use by everyone including
general public or a large industry groups. [11] The entire underlying infrastructure is built and
managed by the cloud provider and the consumers only require internet access in order to
utilize the available services. Public clouds are not very secure and as a result they are not
recommended to be used for any type of sensitive data at all.
3.4.3 Community cloud
In community cloud model, the cloud infrastructure is used exclusively by a community of
users that have the same requirements and concerns (security needs, law compliance and
policy considerations). The underlying infrastructure can be managed and owned jointly by
the members of the community or a cloud provider can be chosen for the management and
operational tasks. This model has the security benefits similar to private cloud but is more
cost efficient than owning an on-premise private cloud.
3.4.4 Hybrid cloud
A hybrid cloud is formed when two or more distinct cloud infrastructures are used together.
For example when a private cloud and community cloud is used together, or when public and
private cloud infrastructures are used together then the solution is known as the hybrid cloud.
Hybrid clouds are usually used when there are different security requirements for different
sets of data. For instance, highly sensitive data can be kept in a private cloud while less
sensitive data can be uploaded to a public cloud.
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3.5 Benefits with cloud computing
Cloud computing offer numerous advantages to both individuals and organizations. One of
the main advantages and driving factors behind cloud computing is the fact that it is
economically very favorable. It allows consumers to access a huge range of applications and
services without downloading or installing anything. The underlying infrastructure and
network is managed and operated by an external provider, and the consumers get rid of
maintaining servers, training IT employees as well as purchasing software licenses which
results in an overall minimization of monetary costs in personnel requirements/training,
power consumption, infrastructure maintenance and storage space.
Another driving factor for cloud computing has been the scalability feature. Consumers are
enabled to scale up or down, in response to increases in customer demand, and are billed on
per-usage basis. In general the cloud, similar to its name, is very elastic and can easily expand
or contract and it is because of this elasticity if one of the main reasons that individual
businesses and IT-users are moving to the cloud. [5] Consumers can easily request additional
resources when needed and release them upon completion in a very simplified manner due
this elastic nature of the cloud.
Another benefit of cloud computing is that it greatly enhances the mobility of applications as
they can be accessed from any computer, anywhere in the world. Thus users will be able to
access data wherever they are without being dependent to a specific location. Cloud
computing is also considered quite safe in terms of redundancy. Organizations’ data is backed
up automatically in several locations in the cloud so that all the crucial data is not lost in case
the providers’ servers crash or they suffer from an accident.

3.6 Issues with cloud computing
In spite of the above mentioned benefits, many organizations consider cloud computing
environment unsafe due the associated security risks. One of the main drawbacks of public
cloud computing model is the fact that users loose physical control over storage devices
where their data is stored, which leaves the responsibility and control solely with the provider.
This creates concerns with privacy and security of data as access would be available to
unauthorized service provider’s employees which can may read or even manipulate sensitive
data.
Based upon cloud provider’s geographic location, latency problems can also occur due to
increased distance between the user and the application.
Another risk to consider is what happens if the cloud provider goes bankrupt or is bought by
another company or a consumer decides on moving to another provider. How can one be
assured that the company/organization’s data is in safe hands/will not be misused and that
data is properly erased from storage devices. Safe data migration procedure is another critical
security issue that needs to be taken into consideration by the consumers.
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4. Cloud database services
Due to its high demand, cloud providers are now offering a new service besides the traditional
services (IaaS, PaaS and Saas) known as Database as a service or DBaaS which is essentially
an on-demand database accessible to the consumers from the cloud over the Internet.
Outsourcing database services to cloud has become an essential part of cloud computing
technology in the recent times. In the past decade, due to the rapid advancements in the
network technology, the cost and latency of transmitting large chunks of data over long
distances has decreased significantly. [1] In the meantime, the operational and management
costs for maintaining databases are considered to be several times higher than the initial
acquisition costs. Moreover, due to the usage of multimedia content, the size of today’s
databases are growing exponentially reaching multiple terabytes in size. Such databases
require on the go automated scaling with as less user interaction as possible. Cloud computing
technology offers these solutions by dividing the data from large databases and spreading it
across hundreds of servers for parallel processing. As a result, more and more organizations
are showing willingness in outsourcing database management tasks to cloud providers for a
much lower cost.
There are basically two main approaches to deploying databases in the cloud:


“Do-it-Yourself” – In this approach, a consumer purchases IaaS services from a cloud
provider of their choice and installs their own database instance on the provided
platform. All the responsibilities for maintenance, management and patching of the
database instances will be with the customer. However, it does offer the benefits of
installing additional monitoring and auditing tools together with the database instance
on the virtual platform.



Subscribing to a full-fledged Database-as-a-Service (DBaaS) – In contrast to the
above, in this approach, consumers get the opportunity of buying whole database
package as a service from a provider. All the management and maintenance
responsibilities will be with the provider and the only thing the consumer would be
required to do is to connect their applications to the databases and they would be
charged on per-usage basis. This approach is much more convenient for consumers but
the disadvantage is that the providers often do not support installation of additional
tools together with the cloud databases on their platforms. This makes it less secure as
consumers would be expected to trust on provider’s monitoring and auditing tools.

DBaaS environments available in cloud can vary significantly. Some providers offer a multiinstance model, while others support a multi-tenant model. In the multi-instance model each
consumer is provisioned with a unique DBMS running on a dedicated virtual machine
belonging only to a specific customer. This feature enables consumers to have better control
over administrative and other security related tasks such as role definition and user
authorization. On the other hand, the multi-tenant model uses a tagging method and provides
11

a predefined database environment that is shared by many tenants. In this model the data for
each residing tenant is tagged by identifiers that are unique for each tenant. The
responsibilities for maintenance and establishment of secure database environment rely solely
on the cloud provider in the multi-tenant model. In general, the multi-instance model is highly
recommended and a lot of providers offer multi-instance model only as it is considered more
secure because certain security features, like data encryption, are more easily to deploy in the
multi-instance model than in multi-tenant model.

Figure 3: Multi-tenant vs Multi-instance model

Before proceeding any further, it is necessary to clear a common misconception. Many
believe that by using DBaaS, the need for database administrators will be eliminated. In
contrast to the belief, most of the DBA’s job like implementation/modification of database
schemas, tuning of queries, data migration and monitoring of database activities remotely,
would still be required. The part of the job that shifts away from DBAs towards cloud
database providers has to do with the physical implementation of the databases. With
databases in the cloud, DBAs would need no longer to worry about things like file allocation,
memory management and availability configuration. [12]

4.1 Advantages of cloud database services
In recent times, more and more businesses have gradually started to adopt cloud database
services because of the benefits that it provides. Some of the advantages of moving to a cloud
database services are as follows:


Affordability: Like other cloud computing services, one of the reasons that make
organizations to consider moving to cloud database services is due to its costeffectiveness. Cloud database services greatly reduce operational and maintenance
costs while charging consumers on per usage basis only.
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Flexibility and scalability: Nowadays, databases can grow rapidly in size due to the
excess usage of multimedia data formats and new scalable solutions are required that
cloud database services offer. Using cloud databases, consumers can scale up or down
their services in order to meet the changing needs of their businesses often without
human interaction.



Increased Efficiency through mobility: With databases residing in the cloud,
administrators would be able to access the database from anywhere by using PC,
mobile device, or browser. At the same time more and more applications can be
connected to the same database without any configuration changes on the cloud
databases.

In spite of the above mentioned benefits, many organizations are reluctant to adopt cloud
databases due to security concerns. Some of the security challenges that cloud database
services face are explored in the following section.

4.2 Security challenges
Migrating databases into cloud environment brings a number of security concerns that
organizations have to take into consideration as the ultimate responsibility for data security
assurance is with organizations and not with providers. When internal databases with sensitive
data are migrated to the cloud, users need to be assured that proper database security
measurements are in place that encompasses data confidentiality, integrity, and availability.
The main aspects of database security in the cloud are that data must be secured while at rest,
in transit, and in use, and access to the data must be controlled. [8] That is to say:


In order to assure that data does not get corrupted or hijacked, it is very important to
have safe procedures in place that would protect data transfer to and from the
databases that reside in the cloud.



To ensure high confidentiality, it is important that the outsourced data in the stored in
cloud databases be encrypted at all times.



To ensure high integrity, the access to the data stored at cloud database provider’s
platform needs to be controlled and monitored properly for all users including the
database administrators at the data center.

There are standard communication security protocols and procedures (HTTPS, SSH, public
key certifications etc.) available today that one can use to protect data in flight. However,
standards for protecting data resting at cloud provider’s data centers are yet to become
evident. The main security challenges that face cloud database services and the proposed
solutions are discussed in the following sections starting with the issue of availability:
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4.2.1 Availability
Availability in simple terms means the extent to which system resources are accessible and
usable to individual users or organizations. It is one of the critical security aspects that
organizations need to take into account when considering cloud database services. In the wake
of a failure, availability can be affected temporarily or permanently, and the loss can be partial
or complete. There are many threats to availability that include DOS attacks, equipment
failures and natural disasters. Often, most of the downtime is unplanned which can have
serious impacts on organizations’ daily routines. Although, all databases do not require 100%
availability but certain applications can suffer a lot if databases becomes unavailable for an
unknown period of time.
Cloud computing services, in spite of having infrastructure designed to provide high
availability and reliability, suffer from unplanned outages. A number of examples illustrate
this point. In February 2008, a popular storage cloud service (Amazon S3) suffered a threehour outage that affected its consumers, including Twitter and other startup companies. [8]
Therefore, when addressing database availability with the vendor, consumers should always
demand for the high availability standard known as the five nines. [10] It equals to an uptime
of 99.999%, which is like an outage of about five minutes per year. Moreover, the level of
availability of a cloud database service, data backup options and disaster recovery
mechanisms should be addressed properly within an organization before considering a move
to cloud environment.
4.2.2 Access control issues in the public cloud
One of the main security threats present for cloud databases is the loss of access control.
When organizations outsource sensitive data to cloud providers, they lose physical, logical
and personnel control over it which brings an inbuilt security risk with it. Although external
threats are certainly a big concern, but recent studies show that the majority of access control
threats originate not only from organizations’ internal employees but also from employees of
cloud service providers. Therefore, proper access control and monitoring procedures for cloud
database administrators are very critical in order to ensure security of sensitive data.
Organizations usually perform background checks on privileged users before recruiting them
as well as perform constant physical monitoring (using security cameras or use of security
personnel for additional monitoring) when it comes to protecting sensitive data in their onpremise databases. However, when data is transferred to a cloud provider’s database,
organizations will no longer be able to carry out the same level of monitoring and access
control. Moreover, in order to ensure proper operation and availability of the system for all
customers, the provider’s personnel are often provided with nearly unlimited access to the
infrastructure. Therefore, consumers should never hesitate in asking cloud providers about
control mechanisms that exist on the physical infrastructure. Similarly, consumers should also
demand for background checks on administrators before selecting a cloud database provider.
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Proprietary auditing solutions offered by many providers cannot be trusted because database
administrators can easily bypass them while deleting/altering the audit files. [4] However,
through the use of proper encryption, auditing and monitoring of the database services
(discussed later), access control challenges can be addressed properly to ensure confidentiality
and integrity of the system.
4.2.3 Auditing and monitoring issues
Although elasticity and flexibility is considered amongst major benefits of cloud computing
but it brings an inherent security issue with it. In order to satisfy consumer needs, cloud
databases scale up or down frequently which means that physical servers that host databases
gets provisioned and de-provisioned often without prior knowledge of consumers. Moreover,
in order to provide high availability and redundancy, customer data is usually replicated
across several data centers in multiple locations. All of these factors result in non-static
environment where consumers have almost no visibility or accessibility to the physical
infrastructures.
The question that arises is how does all this impact security? The answer is that majority of
the traditional monitoring and protecting methods require knowledge of the complete network
topology while others rely on access to physical devices such as hardware-assisted SSL. In all
of these cases, the dynamic nature of the cloud makes the traditional approaches impractical,
as they would require constant configuration changes. Some approaches that require
installation of hardware parts will be impossible to implement unless database services are
implemented on a private cloud.
Due to the above mentioned factors, database monitoring and auditing procedures needs to be
approached in a new way by utilizing a distributed approach that is described later in section
4.3
4.2.4 Data Sanitization
Another security risk that is associated with physical security is the removal/deletion of data
from storage devices known as data sanitization. Sanitization involves the deleting of data
from storage media by overwriting, degaussing (de-magnetizing), or the destruction of the
media itself, to prevent unauthorized disclosure of information. [8] In public cloud
environments, data from different customers are physically co-located together, which
complicates the sanitization procedures. Moreover, the regular backups that are carried out by
cloud provider to ensure high redundancy adds to the complications. Many examples exist
where researchers have been able to recover large amounts of sensitive information from used
drives bought from online auctions. [7] If data is not erased properly, one may even recover
critical data from failed drive using proper equipment. It is therefore of extreme importance
that SLAs should specify if cloud providers provide sufficient measurements to ensure that
data sanitization is performed appropriately throughout the system’s lifecycle.
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4.3 Distributed database monitoring
Database monitoring or auditing is basically the ability to constantly (and securely) record and
report on all the events occurring within a database system. Audited databases generate
reports on how, when and by whom different objects are accessed or altered. A strong
database auditing and monitoring tool, that should provide full visibility into database
activities regardless of its location, is extremely important for cloud based database services.
To meet the challenges of protecting traditionally on premise databases, IT security
professionals initially adopted network based IDS and IPS – an appliance that would be
placed somewhere in the network and would inspect the traffic for protocol violations,
malicious code, viruses, etc. Although enterprises initially ignored internal risks and threats
but they soon realized that internal threats can also be very damaging and monitoring must
therefore cover local and intra-database attacks as well. [6] The adoption of local agents thus
started to begin together with network based appliances making many of today’s solutions
hybrid. In this solution the host agents send local traffic back to the network appliance for
analysis, where each transaction is measured against a pre-set policy. Although this hybrid
approach is not ideal (ineffective for local breaches against security policies), but many
enterprises still adopted it as a security solution.
In the case of cloud based databases, the “network sniffing” model fails to address several
technical challenges as the devices (except for on premise private cloud solutions) are outside
the enterprise perimeter. Moreover, for scalability and redundancy purposes, databases
residing in the cloud may dynamically appear in new locations over the course of time. This
dynamic nature of cloud makes traditional methods impractical and requires that new
approaches designed for distributed environments should be considered.
Another limitation of network based monitoring solutions in the cloud environment is due the
virtualization technology. In the past, applications using a database were usually deployed on
separate physical servers while the database itself that hosted the applications was installed on
separate networked servers. [6] However, through the use of virtualization technology,
physical resources are shared in the cloud that sometimes results in environments where both
the application and the databases reside on the same physical servers. For example, in the
example below, note that communication between the application and the database occurs
entirely within the same physical server. Network monitoring appliances will not be able to
detect these transactions as no network traffic will be generated during the communication
between the virtual machines.
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Figure 4: VM-VM communication never crosses the network

One of the obvious solutions to this issue would be to bring the monitoring tool as close to the
target as possible. One way to achieve this is to make one of the virtual machines act as a
monitoring device and re-architect the virtual servers to send all traffic through the virtual
monitoring machine instead. However, this approach has two major drawbacks as it first
degrades performance drastically (all transactions to database have to go through the virtual
appliance) and secondly it produces architecture complications.
The architecture complications arise because enterprises would need to design in such a way
in which all traffic to databases should pass through the virtual appliance first. [6] Taking the
dynamic nature of cloud into account, this approach will not be practical for cloud
environments where hosts come and go, and adding virtual appliances to the mix would be
extremely impractical. A solution with sensor based host agent, that would run alongside the
database instances, is considered to be feasible for such environments.
In order for the solution to be effective, the local sensor or agent needs to be capable of
reacting swiftly to alerts, implementing the required protections in case of a policy breach and
alerting locally. Based on a set of policies and rules that is acquired from central management
server, the sensors/agents would audit, send alerts, or suspend sessions that violate preset
conditions. For secure and efficient transaction of policies and alerts, traffic between the
sensors and remote management console should be encrypted and compressed. [6]
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Figur 5: Sensor based distributed database activity monitoring, [19]

These agents/sensors have to be designed in such a way as to not suffer from the same
weaknesses like intrusive implementation procedures and performance issues that old hostbased solutions suffered. The sensors needs to be lightweight software that should act as an
add-on and that could be easily added to a virtual machine in parallel with database instances
and it must not be based on kernel-level implementations which require machine restarts.
Security software company, McAfee, provides one such solution by providing a softwarebased sensor. The sensor can be installed on the same virtual machine together with other
database instances. [6] The sensor functions by monitoring the database transactions
occurring in the memory and thus protecting the system against all types of internal and
external attacks. In order to work properly, the only information required by a newly installed
sensor is the logical location of the central management server which would enable the host
agents to monitor database activities and prevent attacks on the system.
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4.4 Encryption considerations
One of the best ways to ensure confidentiality of sensitive data in the cloud environment is to
use encryption for data in transit as well as data at rest. Encryption support for data in transit
is offered by nearly all cloud database providers (using TLS/SSL for transfer of data) but very
few offer encryption options for data at rest. [16] There are basically three encryption options
available to a cloud consumer for data at rest:
- Partial encryption of the database based on standard encryption techniques
- Full encryption of the database based on standard encryption techniques
- Full encryption of the database based on cloud provider’s proprietary encryption technique
Cloud service providers’ main business idea is based on efficient resource utilization by a
group of consumers. That is to say, the more customers utilize the same physical resources the
more profit the service providers gain. This business model plays an important role for cloud
service providers as to whether offer encryptions services or not. Encryption, being a
processor intensive process, lowers the total amount of customers per resource and increases
overall costs. Therefore, most cloud providers offer only partial encryption on a few database
fields, such as passwords and account numbers. [16] Although some providers do offer full
database encryption options, but that increases the cost so much that hosting databases in the
cloud becomes more expensive than having internal hosting. Alternatives to full database
encryption are offered by some providers that have less impact on the system’s performance
but it uses an ineffective technique that can be easily bypassed.
Another available encryption technique for consumers is the cloud providers’ own custom
built encryption solutions. This does not affect the overall system performance but it is not
regarded safe either. Encryption standards like AES, DES, 3DES etc. have been thoroughly
tested and verified over years by many researchers and qualified cryptographers. It is quite
unlikely that a cloud service provider would spend the same amount of funding and research
on the development of proprietary encryption solutions. Therefore, it is highly recommended
that proprietary encryption solutions should not be used at any cost.
Finally, there are other areas where technology does not permit operation on encrypted data
(processing of a query by cloud provider needs the database to be in decrypted form). [16]
The solution to this challenge is an encryption technology invented by IBM researchers and is
known as “homomorphic encryption”, which is discussed in the following section:
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4.4.1 Homomorphic encryption
The term homomorphism is derived from Greek language which means “same
shape/structure”. In mathematics, homomorphism is a process in which one set of data is
transformed into another while preserving relationships between elements in both sets. [13] In
information security field, Homomorphic encryption enables mathematical operations to be
applied on encrypted data without compromising the encryption itself. The problem with
other encryption techniques is that while data can be sent to and from a cloud provider's data
center in encrypted form, the servers that host the data will not be able to perform any
processing job on the encrypted data. Homomorphic encryption eliminates this problem by
introducing an encryption technique that performing a mathematical operation on the
encrypted data and then decrypting the result would produce the same results as performing a
similar operation on the unencrypted data. Thus, homomorphic encryption would enable
organizations to encrypt an entire database residing in the cloud, query (run mathematical
operations) for a specific set of data and then get back the results without compromising the
encryption.
Here is a simple example of how a homomorphic encryption scheme might work in cloud
computing:


Organization X has an important data (D) that consists of the numbers 4 and 8, D=
{4,8}. For encryption purpose, organization X multiplies each element in the set by 3,
creating a new set of encrypted data E(D)={12,24}.



The encrypted data E(D) is sent away by the organization X to the cloud for safe
storage. A few moments later, organization X wants to know the sum of D’s elements
and sends a query to cloud provider.



The cloud provider has access only to the to the encrypted data set E(D). It performs
the operation and finds that the sum of the members of the data set is equal to 36 (12 +
24) and sends back the answer to the consumer.



Organization X decrypts the cloud provider’s reply by dividing the answer with 3 and
would get the true answer which is 12.

The researches behind the homomorphic encryption technique have acknowledged that this
scheme slows down the system and would decrease the overall throughput by more than 20%,
but currently researches are working to optimize the technology for specific tasks such as
searching databases for records. There is much research going on behind this technology and
it is estimated that applications would be able to utilize homomorphic encryption in near
future.
Another important factor in encryption is the “Key Management” issue which is discussed in
the following section:
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4.4.2 Key management
Cloud database providers that offer standard encryption solutions may still have other risks
that need to be considered. Any data encryption technique consists of running the encryption
algorithm on the plaintext by using a secret key, to obtain the ciphertext: C = EK (P). The
encrypted data “C” is only as secure as the private key “K” used to encrypt it.
As opposed to a common misconception, encryption alone does not eliminate security risks.
In reality, encryption actually separates the associated risks from the data by moving the
security to the encryption keys instead. The keys in turn must then be securely managed and
protected against other threats. However, generating, protecting and managing encryption
keys for hundreds of separate data files is extremely demanding task. Currently, cloud
consumers are considered more suitable for cryptographic key management. It is therefore
highly recommended that employees of an organization themselves must be in control of the
configuration and management of encryption keys.
For obvious reasons, encryption keys should never be stored alongside the encrypted data as it
would become vulnerable to the same attacks as the data itself (keys available to cloud
providers would take away the effect of encryption). One recommended solution for
organizations would be to install a physical server in their own data center for the key
management. To ensure a secure transit of the secret keys from the key manager to the cloud,
it needs to be encrypted, tagged and hashed by the use of public key cryptography (TLS/SSL).
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5. Analysis of cloud database service providers
In order to get a practical overview of database services available in the cloud, two prominent
cloud database providers have been compared and analyzed in this section namely; Xeround
and Amazon RDS. The focus of analysis will be to provide an overview of useful features
available to users, ease of use and the security considerations associated with these providers.
Although there are many other cloud database service providers like Microsoft SQL Azure,
EnterpriseDB, Heroku’s PostgreSQL etc. but Xeround and Amazond RDS have been chosen
because they are one of the major cloud database providers today and they both offer
relational database services which makes the comparison useful.

5.1 Xeround
5.1.1 Introduction
Xeround is a database as a service provider that currently supports MySQL database engine
only, but they have promised support for more database engines in the near future. Presently,
Xeround offers cloud database services to applications that use MySQL database on the
following platforms:




Amazon EC2
Rackspace
HP Cloud Services

Amazon EC2, Rackspace and HP Cloud services are all IaaS providers and Xeround uses
these platforms to deploy their cloud based database solution.
5.1.2 Features and pricing
Xeround claims to address two unique challenges that relational databases face in the cloud
environment; Scalability and Availability. Xeround promises a very high availability near to
100% on the basis of their distributed cloud database architecture which is that all the system
components are copied and distributed automatically across several cloud servers for failover
purposes. Another unique architectural feature that Xeround offers is that it uses in-memory
distributed database architecture. Firstly a database instance is kept in two synchronous inmemory replicas and later the data is asynchronously written to a persistent storage devices.
Due to this feature Xeround is currently limited to 50 gigabytes of data. [9]
Relational databases such as MySQL have always suffered from scalability issues when it
comes to distributed environments like the cloud. Although, Xeround is built upon MySQL
but the developers have put a distributed database engine underneath it to make it scale easily.
The trick is that although Xeround offers MySQL as a front-end, on the back-end the
developers of Xeround use NoSQL to compensate for scalability limitation of MySQL
database.
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Xeround also provides auto scaling feature (without customer intervention). Based on a preset threshold values by the end customer, the scaling of the cloud databases is triggered
automatically. Thus the database instances would automatically increase its resources when it
detects more capacity or throughput are needed (threshold value exceeded), and will shrink
back down when it notices that it is under-utilized. The auto-scaling feature is designed to be
transparent to applications using the database instance with no code or configuration change
requirements.
Xeround charges customers on a pay-per-use approach meaning that one only pays for what
they use. Specifically, Xeround charges $0.10 per GB/hour of data volume and $0.33 per GB
of data transferred in and out of the database. [9]
5.1.3 Using Xeround
Xeround services are available to customers via web-browser as well as via Xeround APIs. In
order to create a database instance in Xeround for the first time, a user has to follow the
following steps:

Figure 6: Getting started with Xeround

1- The first step is to sign up and create a Xeround account just by providing some basic
information like email address and contact details in order to receive the
registration/activation information.
2- Once the activation email has been received; one can then validate itself by following
the provided instructions.
3- After the first two steps have been completed successfully, the user can then log in to
Xeround Database Management Control Panel, a web based management tool, and
create a database instance. One can then choose the preferred capacity and pricing
plan in the creation process while providing the prompted information such as the
name of the database, password and so on. After the database has been created, the
user would receive a confirmation email that contains useful information such as the
IP and Port number that is used to connect to the database instance.
4- Users can connect to the database instance and use it as a regular MySQL database
once it shifts to Active state.
5- Once a successful connection is established, a user can then start populating the
database instance. If data is already stored in a MySQL database or somewhere other
than MySQL then one can import it by utilizing tools such as phpadmin or
mysqldump. (Please refer to Appendix B for more information)
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5.1.4 Physical security and access control
As mentioned earlier, Xeround runs its database instances on several cloud platform providers
including Amazon, Rackspace and HP in order to achieve high availability. This brings the
inbuilt physical security issues as well as access control issues. The physical security and
access control measures taken by Amazon has been discussed later in section 5.2.4 but the
physical security measures that Rackspace provides are as follows:
Rackspace proclaims that the access to their data centers is limited only to authorized
Rackspace data center technicians and the access is controlled with biometric scanning. They
also claim to have 24x7 onsite staff and security camera monitoring at all locations.
Moreover, dedicated firewall and VPN services are used to help block unauthorized system
access. All the system accesses are logged and tracked for auditing purposes. Rackspace also
promise secure document-destruction policies for all sensitive information. Although the
security measures promised by Rackspace are quite tempting but one should not blindly trust
the provider and instead use a proper monitoring tool to see and control all access attempts by
the provider’s administrators.
5.1.5 Monitoring and encryption
Xeround do not support the installation of additional tools together with the database instance
which means that one cannot use host based monitoring tools. Instead Xeround provides basic
monitoring features like CPU usage, number of operations per second, throughput etc.
through their proprietary web-based MySQL monitoring tool known as “Database Manager”.
Besides the management tools available on the “Database Manager”, one can use any SQL
tool to carry out other SQL related managements.
As of now, Xeround do not support remote SSL connections to the database for management
purposes nor does it support secure SSL connections between applications and the Xeround
database instance. Instead they recommend application-side encryption/decryption of the data.
However, Xeround would need access to encryption keys in order to process queries. This is
where homomorphic encryption can be extremely useful as it would enable the provider to
process queries without decrypting them. Xeround have announced that they are currently
working on these limitation and they would SSL connection available later this year.

5.2 Amazon Relational Database Service (Amazon RDS)
5.2.1 Introduction
Amazon Relational Database Service (Amazon RDS) is a relational cloud database that
supports MySQL, Oracle and Microsoft SQL Server engines and runs on Amazon’s EC2
platform1. The responsibilities of Amazon RDS include management tasks for setting up a
relational database (from providing the requested capacity to installing the database software
itself). On the other hand, consumers will be responsible for managing the database settings
that are specific to their applications meaning that they would need to build/modify the
1

EC2 is Amazon’s IaaS services
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schema that best fits to their needs and they themselves will be responsible for any additional
configurations to optimize the database for application’s workflow. Once the database
instance is created and started by the customer, Amazon will then be responsible for all the
common administrative tasks like backing up of data and patching of the database
management systems.
5.2.2 Features and pricing
Amazon RDS database instances are basically instances of MySQL, Microsoft SQL server or
Oracle database running on an Amazon’s EC2 platform. Similar to Xeround, Amazon RDS
also provides a web based console for creating and managing the cloud database instances;
while allowing other SQL related management of the relational databases to be accessible via
standard management tools for the respective database engines.
Amazon has a proprietary processing unit which they refer to as an Elastic Compute Unit, or
ECU, which is roughly equivalent to a 1.0 - 1.2 GHz 2007 Xeon processor. A user is required
to specify the required capacity and processing capabilities according to their needs during the
creation of a database instance. The range of database instances available to users is from
Small DB Instance (1.7 GB memory, 1 ECU) up to High-Memory Quadruple Extra Large DB
Instance (68 GB of memory, 26 ECUs). [14] Although storage is limited to 1 TB per database
instance, one can partition data into multiple database instances if more storage area is
needed.
Amazon RDS provides both automatic as well as manual backup and restoring options. For
automatic backup, users are supposed to specify a backup window during creation of the
database instances during which Amazon will automatically backup the databases every 24hour. The backup will be available to the users for a period of time known as the retention
period2. The retention time is 24 hours (1 day) by default but users are allowed to configure it
for up a maximum of 35 days. Thus, users will be able to restore their databases 35 days
backwards if required.
If users do not want to depend on daily backups then one can manually backup the databases
by requesting for a database snapshot at any time. When a snapshot is created, it is given a
unique identifier, which enables users to create a series of snapshots and restore the database
to a specific past state. However, storing the manually created snapshots is not a free service
and users are required to pay extra for using manual backup services. Users can create
database snapshots either via the AWS Management Console or CreateDBSnapshot API
which are kept as long as the users do not delete them. [14]
Unlike Xeround, the scaling up/down in Amazon RDS is not automated. Users need to
request manually for scaling of their database instances. The downside is that during scaling
up/down of the DB instances, Amazon RDS require to take the instances offline which can be
problematic for certain critical applications that would require 24x7 database availability.
During certain maintenance tasks such as software patching, Amazon RDS would take down

2

Retention period specifies how many days should amazon keep the backup
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customers’ database instances and user are therefore supposed to specify a maintenance
window during the creation of their database instances.
Amazon’s pricing is different from other providers as it charges users for per database size
and capacity. Meaning, even if there is no activity on the servers, the users will still be
charged for keeping their database instances running. The pricing is different depending on
the size of the database instances as well as on the location of the servers.

5.2.3 Using Amazon RDS
Using and creating database instances on Amazon RDS is simple. One can create database
instances either by using the web based AWS Management Console or through Amazon RDS
APIs. There are basically five steps involved that users need to follow in order to create and
use an Amazon RDS database instance as described by the figure below:

Figure 7: Getting started with Amazon RDS, [20]

1- The first step is to create an AWS account. The account can be created on provider’s
home page: http://aws.amazon.com/rds
2- After signing up for Amazon RDS, one can then launch a DB Instance using the
Amazon’s AWS Management Console. The console provides an easy graphical
interface for users to create their desired database instance (MySQL, Oracle or
Microsoft SQL server). One can also use Amazon RDS APIs for launching a DB
Instance.
3- After the DB Instance has been created, one can define the group of users who should
be authorized to access the created DB instance. Authorization of user groups can be
done by specifying a list of IP addresses that should be allowed to connect to the DB
instance.
4- After access to the DB instance has been authorized the database instances shifts to
available state meaning that one would be able to connect to the instance remotely. For
connection purposes to the database instances, one may use any tool that is supported
by the database engine that user wants to connect to. After the database is created and
running, users can then import data through standard procedures like using mysqldump
or mysqlimport. (Please refer to Appendix C for more information)
5- As soon as the DB Instance becomes available, the customer would start getting
charged for each hour that the DB Instance is running (even if there is no activity on
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the database instance). It is therefore necessary to terminate DB instances immediately
once the user realizes that they do not need DB instances to be in active state.
5.2.4 Physical Security and access control
Amazon is considered among one of the biggest cloud platform providers with many years of
experience in design and operation of huge data centers. Amazon claims that physical access
to their data centers is strictly controlled by professional security staff utilizing video
surveillance and other electronic means. [15] Only authorized staff is allowed access to the
data centers who in turn must pass two-factor authentication to gain access. Visitors and
contractors can also access the sites after presenting proper identification but they will be
provided only escorted access by authorized staff meaning that one of the authorized on
premise staff will be with the visitor all the time during their visit to the data center.
According to Amazon, their administrators have cryptographically SSH access to the
management plane of the cloud only. Administrators cannot access guest operating systems
and virtual instances. In order to enhance security and minimize risks for port scanning and
DOS attacks, Amazon also provides a firewall solution where the inbound firewall is
configured in a default deny mode meaning that customers have to explicitly open ports to
allow inbound traffic. Customers have the ability to control the inbound traffic by protocol,
port number, as well as source IP address (individual IP or CIDR block).
According to Amazon it is not possible for a virtual instance running in promiscuous mode
to receive or "sniff" traffic that is intended for a different virtual instance. [15] This is
because they claim that the hypervisor is designed in such a way that it would never
forward any traffic to someone who is not supposed to receive it even promiscuous mode is
placed on the interfaces and even if both instances reside on the same physical host.
5.2.5 Monitoring and encryption
Amazon RDS database instances are basically instances of MySQL, Microsoft SQL server or
Oracle database running on an Amazon’s EC2 platform. Since users do not have access to the
platform, one will not be able to install additional software on the host. This means that,
similar to Xeround, users will not be able to use an agent-based monitoring tool. Instead they
have to rely on Amazon’s proprietary monitoring tool; CloudWatch which is accessible via
API, command-line tools and the AWS Management Console. Metrics like CPU utilization,
free space availability, number of active database connections, read/write throughput etc. can
be monitored using CloudWatch. Users can also define their own custom application and
system metrics.
Amazon RDS do support SSL connection between application and the DB instances but only
for MySQL engine and not for Oracle or Microsoft SQL server engines. [14] Although SSL
offers security benefits, the downside is that it requires intensive computing power which will
increase the overall latency for the database connections. Amazon RDS also support
encryption of data while “at rest” in the database, but all the management tasks of the
encryption and decryption must be managed by the application that accesses the database.
Similar to Xeround, Amazon RDS would not be able to process queries on encrypted data
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either and again homomorphic encryption technology would be useful to ensure the data
confidentiality.

5.3 Summary
There are many similarities between the two providers in terms of features, usage and
monitoring but there are nevertheless few differences as well. The main differences have been
described below:
1) Xeround supports automatic scaling up/down with no service downtime or
architectural changes to the application that is using the database. In contrast, user
interaction is required for scaling purposes in Amazon RDS which might also result in
minor service downtimes.
2) The second difference is that Xeround promises higher availability as compared to
Amazon RDS. Xeround’s database instances reside on multiple platforms while
Amazon RDS’ database instances reside on Amazon’s EC2 platform only. This allows
Xeround to claim that the databases will be available even if one of the underlying
infrastructures fails as they have multiple in-memory replicas of databases in multiple
locations. So if one fails then the application will be automatically redirected to access
the database located in another location.
3) The third difference is the pricing model. Xeround offers pay-per-use model while
Amazon RDS charges users on per instance-size. This often results in over
subscription and over-paying for consumers.
4) None of the providers support installation of additional third party monitoring tools
but Amazon RDS supports SSL connection for their MySQL database engines while
Xeround does not support SSL yet.
5) Another difference is that Xeround is limited to 50 gigabytes of database size due to
its architectural design while Amazon offers virtually unlimited storage capacity by
partitioning the database instances on several storage devices.

Based on the comparison and analysis results of the two cloud database providers, one can
justifiably say that Xeround would be quite useful for databases that require automatic scaling
without any service interruptions. Moreover, databases that demand high availability would
also benefit a lot Xeround because of the databases are copied to several locations for
redundancy purposes so if one platform goes down then the database will be automatically
available from another platform with negligible interruption. Another attractive point with
Xeround is that it is very cost effective for consumers as they are charged per usage of the
cloud database instances only. However, organizations that require secure connections to
their cloud databases should avoid Xeround because of the lack of SSL connectivity. Another
limitation with Xeround is that it is only suitable for MySQL databases and that one cannot
move a database that is more than 50 GB to Xeround.
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In contrast Amazon RDS would be extremely useful for databases that require large storing
capacity. Moreover, it supports secure SSL connections to for MySQL database engines
which can be of extreme importance in terms of security. Although Amazon RDS is placed on
Amazon EC2 platform only, but it is replicated to different physical locations which allows
Amazon RDS to promise high availability as well. However, the first limitation of Amazon
RDS is that consumers would need to interact manually in order to scale up/down their
databases. Another problem is the pricing model. Consumers get charged for database
instances even when they are idle. These limitations might make some consumers reluctant to
use Amazon RDS services but it should still be quite attractive for consumers that require
huge cloud database storage.
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6. Swedish Armed Forces’ requirements for security
standards
The Swedish Armed Forces is one of the most prestigious national authorities in Sweden and
the security of information systems is undoubtedly of utmost importance to them. Being a
governmental administrative authority, the Armed Forces have to abide by the laws and
regulations imposed by Sweden’s parliament and government. They also have internal rules
and regulations that need to be followed strictly. Any IT infrastructural changes within Armed
Forces must therefore be in accordance to the laws, rules and regulations which the Armed
Forces abide by. As a result, a document regarded as KSF has been developed by the Armed
Forces which describes as to how security functionalities should be developed, designed,
implemented and documented for any IT-system that would be used by the Armed Forces. If
any cloud services are to be used by the Armed Forces, it must fulfill the security
requirements that are specified in KSF.
In the below section a brief overview of the laws and regulations that the Armed Forces need
to follow have been presented.

6.1 Laws and regulations
The set of parliamentary laws and regulations as well as the internal rules and regulations that
the Armed Forces must abide by are as follows (composed in Swedish):















Arkivförordningen, SFS 1991:446
Arkivlagen, SFS 1990:782
Offentlighets och Sekretessförordningen (OSF), SFS 2009:641
Personuppgiftslagen (PUL), SFS 1998:204
Säkerhetsskyddslagen, SFS 1996:627
Säkerhetsskyddsförordningen, SFS 1996:663
Försvarsmaktens föreskrifter om Säkerhetsskydd, FFS 2003:7
Försvarsmaktens föreskrifter om signalskyddstjänsten inom Totalförsvaret, FFS
2005:2
Försvarsmaktens Föreskrifter om skydd för utrikes- och sekretessklassificerade
uppgifter och handlingar, FFS 2010:1
Försvarsmaktens Interna Bestämmelser om signalskyddstjänsten, FIB 2008:3
Försvarsmaktens Interna Bestämmelser om säkerhetsskydd och skydd av viss materiel,
FIB 2007:2
Försvarsmaktens Interna Bestämmelser om IT-verksamhet, FIB 2007:5
Försvarsmaktens Interna Bestämmelser om IT-säkerhet, FIB 2006:2
Riksarkivets föreskrifter om gallring hos myndigheter under Försvarsdepartementet,
RA-MS 2008:13

According to FFS 2003:7 chapter 1 paragraph 4§; based on confidentiality of the data, the
Armed Forces have categorized data security into 4 information security classes namely; TOP
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SECRET, SECRET, CONFIDENTIAL and RESTRICTED where the information security
levels increase from RESTRICTED - CONFIDENTIAL - SECRET- TOP SECRET. Based on
its secrecy, the security solutions and requirements seem different for the different
information classes. For example, the different physical security requirements for colocation
of data belonging to different information classes have been discussed in FFS 2003:7 chapter
3 paragraph 9§. The requirements range from standard wood doors to highly secure armored
and thick metal doors for housing servers and storage devices.
One of the big security risks for the Armed Forces is the access to confidential data by
unauthorized personnel. Therefore, in order to mitigate these risks, a background check is
required to be done on all employees of the service provider who works where the Armed
Forces’ data are stored according to SFS 1996:627 paragraph 11§. Again, depending on the
sensitivity of the stored information, different levels of background check would be required.
SFS 1996:633 paragraph 13§ dictates that “governmental agencies and other authorities
should verify that there is adequate information security available to the data that is to be sent
to another network beyond their control. Confidential information should be encrypted
only with encryption systems that have been approved by the Armed Forces before getting
sent”. Assuming that much of the Armed Forces’ data are sensitive, it is highly recommended
that data be encrypted before being sent out to an outside network.
FFS 2003:7 capital 7 paragraphs 10§, 11§, 14§ and 15 § describes the requirements for
authentication, logging and security of an IT system. According to the paragraphs, an ITSystem provider that serves and handles sensitive data must provide security functionalities
such as security logging, intrusion detection and prevention, safeguard against malware as
well as protection from sniffing. Moreover, paragraphs 5§ and 6§ provide information about
data sanitization and re-use of physical storage devices. Paragraph 5§ dictates that a storage
medium that contained data categorized as information class SECRET or TOP SECRET
should not be re-used in an IT-system that would use the device to store information that is of
lower class than SECRET or TOP SECRET. However, according to paragraph 6§, a storage
medium containing data belonging to information class CONFIDENTIAL or RESTRICTED
may be reused if the provider has taken proper measurements to ensure that no data can be
recovered from the storage medium.

32

7. Recommendations for the Armed Forces
Although cloud database services offer benefits such as cost efficiency, ease of scalability and
flexibility as well as outsourced administration but the associated security concerns are much
bigger than the advantages. Security issues such as the inability to have proper physical
security and access control mechanisms, poor database monitoring options and absence of
proper encryption and key management procedures makes adoption of public cloud database
services impractical for organizations that deal with sensitive data. Therefore, based on the
investigations carried in the report and the laws and regulations described in section 6, it is
highly recommended that an authority like the Armed Forces should avoid using public cloud
database service offerings at all costs. The publicly available cloud service technology is still
in a developing phase and much work is yet to be done when it comes to protecting sensitive
data. When encryption technologies like homomorphic encryption are standardized and secure
cloud based key management system are in place, then authorities like the Armed Forces may
use public cloud database services for storage of insensitive data only. However, presently
there are two solutions that the Armed Forces may use in order to utilize the cloud database
services without compromising security standards as described below.
The first solution is to use cloud database services together with other organizations that share
the same concerns as the Armed Forces on a community cloud model. However, only
insensitive data, such as those that are categorized as information security class
RESTRICTED or CONFIDENTIAL, should be deployed on the community cloud databases
while highly confidential data should remain within the Armed Forces’ internal databases. A
multi-instance model should be used in order to simplify data encryption procedures. In order
to enhance security further, the underlying community cloud should be used as an IaaS
platform. This would enable the Armed Forces and other members of the community to install
a database management system of their choice while still making efficient use of the
underlying infrastructure through virtualization. Moreover, this approach would also enable
the community cloud members to install additional monitoring tools together with the
database instances.
It is highly recommended that the underlying community cloud infrastructure should be
owned and managed together by the Armed Forces and its partners to assure higher security
standards. The main reason behind this is that by owning the community cloud together with
other members, the Armed Forces would be able to implement the proper physical security
measurements that would be in accordance with laws and regulations. Another advantage of
owning and managing the underlying infrastructure is that authorities would be able to have
reliable personnel in place for the administrative and management tasks. The Armed Forces
together with the partner members of the community cloud would be able to have proper
background checks on personnel before hiring them. Moreover, owning the infrastructure
provides total control over physical devices which in turn would enable authorities to carry
out proper data sanitization procedures on the storage devices whenever needed. Thus by
using cloud database services on a jointly owned community cloud, the Armed Forces would
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benefit from cloud service advantages such as cost effectiveness and less administrative work
while maintaining adequate security that is in accordance with laws and regulations.
Another less economically efficient solution would be to use cloud database services on an
on-premise private cloud for all sorts of confidential data except for the ones classified as
TOP SECRET (which requires special physical, operational and management controls). This
solution would enable the Armed Forces to control and manage the entire underlying
infrastructure in accordance with laws and regulations. However, the it would take away lots
of benefits that the cloud offers because the Armed Forces would still need to buy and
maintain expensive hardware as well as software licenses and employ expertise for
management of the entire architecture. Nevertheless, the Armed Forces would still benefit
from certain cloud advantages such as effective utilization of resources through virtualization
as well as centralized management.
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8. Conclusion
The main security risks present for databases in the cloud environment are the availability
issues, unreliable access control mechanisms, improper monitoring and auditing tools, the
unavailability of proper encryption and key management technologies, and the absence of
proper data sanitization possibilities. Although many of these security risks can be eliminated
through implementation of appropriate countermeasures but certain threats cannot be
eliminated as no standard solutions are available yet.
Threats such as unavailability of proper monitoring and auditing tools can be mitigated by
using a distributed sensor based monitoring system together with the database instances on the
provider’s platform. The sensor based monitoring system would also resolve access control
issues to some extent by acting as an intrusion prevention system and react to any deviances
that go against the defined policies. Similarly, new emerging encryption technologies such as
Homomorphic encryption aims at resolving issues associated with processing of encrypted
queries without the need for decryption. The on-premise key management servers’ approach
does diminish the key management issues somehow for standard encryption processes but a
more flexible in-cloud solution is still to be developed.
Although the above mentioned solutions do attempt to resolve some of the security risks
present for databases in the cloud environment but threats such as availability issues that is
caused by unplanned disturbances on provider’s platform cannot be avoided. Similarly, the
inabilities to control unauthorized users from physically accessing the databases and the lack
of physical control on devices to insure that proper data sanitization procedures have been
followed are issues that do not have a standard solution available yet.
In spite of all these risks, many organizations still adopt public cloud database services due to
the offered benefits. But as far as the Armed Forces is concerned, the risks present in database
services in the cloud outweigh its benefits. Thus, moving databases to cloud environment
would mean overall security degradation for the Armed Forces, in spite of the available
countermeasures.
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9. Future work
The thesis has been mainly focused on analyzing database services in the cloud and the main
security risks associated with it. Some related aspects could not be investigated as they were
out of scope while others could not be investigated thoroughly due to limitation of time.
These aspects have therefore been recommended as future work.
In section 4.4 the encryption considerations have been discussed for cloud databases.
Although many providers recommend encryption of data to ensure confidentiality but they do
not provide any means to do it efficiently. They put all the encryption responsibilities on the
consumers. Though users can encrypt data before sending it out in the cloud but providers
will not be able to process queries on the encrypted data. Although homomorphic encryption
technology has been suggested as a solution but the technology is in its early stages and
would take some time until it can be deployed commercially. As a future work, one can
investigate for alternative encryption schemes that would ensure the confidentiality of the data
while enabling the providers to process queries efficiently.
Another issue discussed in relation to encryption has been the key management issues
discussed in section 4.4.2. Currently, it is recommended that consumers should control the
key management process themselves by having on premise key management servers but this
solution takes away the benefits of cloud computing model by not getting rid of management
responsibilities. Thus the recommended future work would be to investigate for other safe and
efficient cloud based key management solutions that should enable consumers to encrypt data
on the fly while enabling providers to safely decrypt data for query processing issues without
actually getting access to the keys.
Furthermore, the term API has been used several times in context of this thesis without going
into much detail. This is because the use of APIs and the functionalities behind it is beyond
the scope of this thesis. As a future work, one can conduct a case study on the usage of APIs
for automating database related functionalities and for enhancing security.
Finally, although the security risks described in this thesis are common to both relational and
non-relational databases but there are some differences in the deployment procedures. Due to
limitation of time, the thesis has been mainly focused on relational databases and therefore as
a future work one can continue with investigating and analyzing non-relational database
service providers following the investigations described in this thesis.
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Appendix
Appendix A
List of acronyms and abbreviations
Acronym

Description

AES

Advanced encryption standard

API

Application programming interface

DBA

Database administrator

DBaaS

Database as a service

DBMS

Database management system

DES

Data encryption standard

DOS

Denial of service

EC2

Elastic compute cloud

ECU

Elastic compute unit

IaaS

Infrastructure as a service

IDS

Intrusion detection system

IPS

Intrusion prevention system

NIST

National Institute of Standards and Technology

PaaS

Platform as a service

SaaS

Software as a service

SLA

Service level agreement

SSL

Secure socket layer

TLS

Transport layer security
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Appendix B
How to Import My MySQL Database to Xeround Cloud Database:
Xeround provides a fully compliant MySQL database. Therefore, importing data into
Xeround Cloud Database can be done using any standard MySQL functionality.
If the existing database is relatively small, one can use phpMyAdmin (a GUI that can be used
instead of MySQL command line) to load the database export file as follows:
1- Log in to the Xeround DB Instance Manager and select the database instance where
the imported database is supposed to be uploaded to.
2- Click one of the ‘DNS Names’ entries in the instance’s ‘Details’ tab to open
phpMyAdmin
3- Log in to the database instance using the instance’s username and password
4- Click the ‘Import’ tab to browse and load the database.
For larger databases and in order to make the database migration faster, Xeround recommend
the below procedure that parallelizes data import from a MySQL database.
1. First, use mysqldump to export the schema and data separately by executing the
following commands:
Exporting the schema:
mysqldump --net_buffer_length=4096 -–no-data --triggers –u <user> -p<pass> -h
<server> -P <port> <database> > <schema out file>
Exporting the data:
mysqldump --net_buffer_length=4096 --compact --no-create-info –u<user> -p<pass> h<server> -P<port> <database> > <data out file>
* Setting net_buffer_length to 4096 is recommended to avoid large transactions
2. Split the data export file to several smaller files in preparation for parallel loading. For
example, on any Linux distribution one can use the split command:
split –l <num of lines per file> <source file> <dest file prefix>
3. Upload the data to Xeround database instance by loading the exported schema file –
this can be achieved using the mysql command line utility in the following fashion:
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mysql –u <user> -p<pass> -h <server> -P <port> <database> < <schema out file>
Once the schema loading completes, one can load the exported data by spawning a
process for each data file. For example:
mysql –u <user> -p<pass> -h <server> -P <port> -D <database> < <data out file
X>

Connecting MySQL application to Xeround Cloud Database
A Xeround cloud database instance behaves just like a standard MySQL database. As with
any MySQL DB, there are five parameters one need to have in order to connect to it:
1. Hostname – which is displayed in customer’s DB instance’s ‘Details’ tab under ‘DNS
Name:’
2. Port – displayed next to the hostname, separated by a colon (‘:’)
3. Username – the username that customer had supplied when creating the cloud
database instance. The username is displayed in ‘Details’ tab under ‘Username’
4. Password – the password that customer had supplied when creating the cloud
database instance
5. Database – the name of a database in the instance.
Note that the database’s name is not the instance’s name – a database needs to explicitly
be created by connecting to the instance and using the CREATE DATABASE statement.
One can connect to the Xeround cloud database using any external tool, such as phpMyAdmin
and create customized database / schema. Below are some code samples for common
connection strings.
The following examples use values as detailed in the table below:
Parameter Name

Parameter Value

Hostname

instance123.db.xeround.com

Port

4567

Username

john

Password

malon

Database

mydb
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PHP (Using Persistent Connections)
<?php
$con = mysql_pconnect("instance123.db.xeround.com:4567","john","malon");
if (!$con)
die('Could not connect: ' . mysql_error());
mysql_select_db("mydb");

// rest of the code . . .
?>
PHP (Using MySQLi Extension)
<?php
$con = new mysqli("instance123.db.xeround.com","john","malon", "mydb", 4567);

// rest of the code . . .
?>
PHP (Using PDO)
$dbh = new PDO("mysql:host=instance123.db.xeround.com;port=4567;dbname=mydb",
"john", "malon");
// rest of the code . . .
$dbh = NULL; // release the connection
Java (using JDBC)
import java.sql.Connection;
import java.sql.DriverManager;
import java.sql.SQLException;
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Connection con = null;
try {
con = DriverManager.getConnection(
"jdbc:mysql://instance123.db.xeround.com:4567/mydb?" +
"user=john&password=malon");
// rest of the code . . .
} catch (SQLException ex) {
// handle any errors
} finally {
If (con != null) {
con.close();
}
}
ASP.NET
MySqlConnection con = new
MySqlConnection("Server=instance123.db.xeround.com;
Port=4567;Database=mydb;Uid=john;Pwd=malon");
' the rest of the code . . .
Ruby (Using mysql Gem)
require 'mysql'
con = Mysql.new('instance123.db.xeround.com:4567', 'john', 'malon', 'mydb')
# the rest of the code . . .
Ruby (Using database.yml)
development:
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adapter: mysql
database: mydb
host: instance123.db.xeround.com:4567
username: john
password: malon

50

Appendix C
Amazon RDS Customer Data Import Guide for MySQL
Small Loads from Existing MySQL Databases
For small amounts of data already stored in MySQL, the simplest way to transfer it to
Amazon RDS is to extract the data with mysqldump and pipe it directly into Amazon RDS.
Here's an example showing the "acme" database being copied to Amazon RDS.
mysqldump acme | mysql --host=hostname --user=username --password acme

The --host and --user options are used to specify the hostname and username used to connect
to the DB instance at Amazon RDS. The –password option will prompt for the password.
Loads / Any Source
If one has more than 1GB of data to load or if the data is coming from somewhere other than
a MySQL database, then the recommend procedure is to create flat files and load them with
mysqlimport. The “mysqlimport” is another command line utility bundled with the MySQL
client software whose purpose is to load flat files into MySQL. The following steps needs to
be followed:
Step 1: Create Flat Files Containing the Data to be loaded
Use a common format, such as CSV (Comma-Separated Values), to store the data to be
loaded. Each table must have its own file; data for multiple tables cannot be combined in the
same file.
The speed and efficiency is dependent upon keeping the size of the files small. If the
uncompressed size of any individual file is larger than 1GB, split it into multiple files and
load each one separately. On Unix-like systems (including Linux), use the 'split' command.
For example, the following command splits the sales.csv file into multiple files of less than
1GB, splitting only at line breaks (-C 1024m). The new files will be named sales.part_00,
sales.part_01, etc.
split -C 1024m -d sales.csv sales.part_

Step 2: Create a DB Snapshot
If data is to be loaded into a new DB Instance that contains no previous data, then one may
skip this step. Otherwise, creating a DB Snapshot of DB Instance will allow a user to restore
the database Instance to the point just prior to the load.
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In the example below, the rds-create-db-snapshot command is used to create a DB Snapshot
of “AcmeRDS” instance and give the DB Snapshot the identifier "preload".
rds-create-db-snapshot AcmeRDS --db-snapshot-identifier=preload

Step 3: Load the Data
Use the mysqlimport utility to load the flat files into Amazon RDS. In the example below the
command imports all of the files named "sales" with an extension starting with "part_". This
is a convenient way to load all of the files created in the "split" example. Use the --compress
option to minimize network traffic.
mysqlimport --local --compress --user=username --password --host=hostname \
--fields-terminated-by=',' Acme sales.part_*

Connecting to a DB Instance Running the MySQL Database Engine
Once Amazon RDS provisions the DB Instance, one can use any standard SQL client
application to connect to the instance. In this example, connecting to a DB Instance running
the MySQL database engine using the MySQL command line tools has been shown.
To connect to a DB Instance using the MySQL monitor


Type the following command at a command prompt to connect to a DB Instance using
the MySQL monitor; substitute the DNS name for the intended DB Instance.
PROMPT> mysql -h myinstance.mydnsnameexample.rds.amazonaws.com -P 3306 -u
mymasteruser -p
One will see output similar to the following.

Welcome to the MySQL monitor.

Commands end with ; or \g.

Your MySQL connection id is 350
Server version: 5.1.32-log MySQL Community Server (GPL)
Type 'help;' or '\h' for help. Type '\c' to clear the buffer.
mysql>
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To connect to a DB Instance with SSL using the MySQL monitor
1.

Download the public key for the Amazon RDS signing certificate
from https://rds.amazonaws.com/doc/mysql-ssl-ca-cert.pem.

2.

Type the following command at a command prompt to connect to a DB Instance with
SSL using the MySQL monitor; the DNS name is to be substituted for the intended
DB Instance and the SSL certificate file name as appropriate. Enter the master user
password when prompted.
PROMPT> mysql -h myinstance.mydnsnameexample.rds.amazonaws.com --ssl_ca=certmysql-ssl-ca.pem

One will see output similar to the following.
Welcome to the MySQL monitor.

Commands end with ; or \g.

Your MySQL connection id is 350
Server version: 5.1.32-log MySQL Community Server (GPL)
Type 'help;' or '\h' for help. Type '\c' to clear the buffer.
mysql>

For importing data from an existing SQL server and Oracle Server to Amazon RDS’ SQL and
Oracle database servers as well as for connecting to the specified database servers please refer
to amazon’s home page.
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