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Abstract 

Nowadays information security policies are operative in many organizations. Currently few 

organizations take the pain of verifying the efficacy of these policies. Different standards and 

procedures exist about methods of measuring efficacy of information security policies. Choosing and 

implementing them depends mainly on the key performance indicators (KPIs) and key risk indicators 

(KRIs) of any particular organization. This thesis is a case study of an organization in United Arab 

Emirates (UAE). The basic aim of the research is to inquire and analyze how the efficacy of the 

implemented security policies is being measured in this particular organization and to propose a 

method which is more suitable to the needs of organization. The research is based on theoretical study, 

an interview and a questionnaire. The results of this thesis indicate that there are no formal 

mechanisms for measuring the efficacy of information security policies in the organization under 

consideration. Moreover the employees of the organization are also not much satisfied with 

information security awareness in the company, which can be another reason for ensuring that the 

efficacy is measured on regular basis. Therefore, a technique from ISO27004 has been used to 

demonstrate how this efficacy can be measured. It is a step by step procedure for which the 

information has been extracted from the interview and survey questionnaire responses.    
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1. Introduction 

1.1 Background 
Organizations are gradually relying on information systems to boost business operations, facilitate 

management decision-making, and deploy business strategies (Atreyi Kankanhalli, 2003).  

Information security can be considered as a vital strategic issue in any modern business. Whether it is 

a large multinational organization or small/medium sized enterprise, its importance cannot be 

overseen. The basic aim behind information security is to protect the crucial resources of an 

organization. This may include protection of information, hardware, software or any other entity that 

might be connected to storage, execution or sharing of information (Peltier, 2002). This protection can 

be deployed against various sources of threats. The sources can be man-made (e.g. hacking or 

intrusion attacks, viruses, denial-of-service-attacks, eavesdropping, social engineering) (Brett Howard, 

2nd Quarter 2001) or natural sources (e.g. earthquake, tornado, blackout, hurricane, fire and flood) 

(Tipton, 2009). Whatever might be the cause of these threats, compromising vital information is 

unacceptable for any form of business.  

 

According to a survey report from PwC (PricewaterhouseCooper), regardless of the economic 

recession average expenditure on information security has continued to grow. “For small companies 

average expenditure is now nearly 10% of IT budget; the highest level ever recorded by this survey. 

Average expenditure in large companies remains at around 6% of IT budget ( Information Security 

Breaches Survey 2010 Technical Report , 2010).” These results show that most of the organizations 

today understand the importance of effective information security for obtaining business objectives.  It 

is essential that the information protection measures serve the purpose of achieving the business goals.  

 

The entire process of shaping what is good and effective information security is often misconstrued, 

miscommunicated and worse – mismanaged (Wright, 2006). Nowadays, usually many organizations 

believe that information security is just computer security. Information security aims to protect 

information in all forms whether it is some confidential file on the company‟s main server or a 

contract on a single piece of paper. In order to apply information security measures, organizations 

design and deploy information security policies which best suit their business objectives. Information 

security policies are set of rules and procedures that are used to execute the practices of information 

security in an organization. They are usually placed in a written document approved by the 

management of the organization. For example one of the goals with the security policy could be 

establishing a culture of information security in an organization which can be achieved by conducting 

periodic information security awareness programs including trainings and workshops. The topics 

might include knowledge about different information security aspects like physical security, desktop 

security, wireless network security, password security, phishing attacks and malware (Brondie, 2008 ).   

Information security policies can be developed following different standards (described in Chapter 3) 

or they can be tailor made according to the requirements by the information security personnel of 

particular organization. Having the document about security policy does not always mean that it is 

effective or efficient. Hence, it is often necessary to measure the efficacy of the security policy.  The 

word „efficacy‟ means „the power to produce an effect‟ (Oxford English Dictionary). Therefore, 

efficacy of information security policies refers to either how effective these policies have been in 

protecting the confidentiality, integrity and availability (CIA) of information or a calculation of 

expenditure for the security counter measurements in a Return of Security Investment (ROSI) 
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investigation (Boehmer, 2008). ROSI calculates how economically the security practices are being 

performed.  

1.2 Problem Definition 

Organizations tend to deploy information security measures but often fail to justify on what grounds 

those security measures were selected. Hence, the real challenge for the companies nowadays is the 

need to define security policies that correspond to their real needs and identify the controls/procedures 

to measure the efficacy of these policies. They need to know how to measure, and when to measure 

them. Moreover, if the security measures are just selected and implemented following the best 

practices in the market they will not give the estimated effect for the particular organization. 

Under consideration in this research is a company which is one of the major business groups in United 

Arab Emirates (UAE). The company has advanced expertise in the real estate, manufacturing 

(packaging solutions and metals) and investments. The organization has a dedicated department of 

information security responsible for handling all the information security issues.  The security policies 

have been developed and deployed in the company. However, currently there are no formal 

mechanisms implemented to measure the efficacy of security policies. As discussed earlier measuring 

efficacy of policies is quite essential aspect of ongoing information security improvement that seems 

to be missing from the information security system of this particular organization. This creates an 

opportunity for research where the requirements and conditions of the organization can be examined 

and evaluated so as to propose possible solutions. 

1.3 Aim of Research 

This basic idea behind this research is to explore in detail the current methods used for measuring 

efficacy of information security policies in the company described in 1.2 and evaluate their practices.  

Based on the findings, more suitable measurement procedures are to be suggested. 

1.4 Research Questions 

The following questions are going to be answered: 

 How the efficacy of the information security polices is measured in the company? 

 Are these measurements producing the desired effects in the organization? 

 Which procedures/techniques of measuring efficacy of information security policies would be 

more appropriate? 

1.5 Target Audience 

The results obtained are to be used mainly by the information security personnel of the company based 

in UAE. This study will help them get better understanding of the methods used to measure efficacy of 

information security policies and offer guidelines to improve their practices.  In addition this research 

will facilitate anyone who is interested in having knowledge about information security polices, 

specifically those security professionals who want to inquire whether the deployed security policies 

have the potential effect to mitigate the threats and vulnerabilities. It takes a great amount of 
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investment, both in terms of time and money to set up these policies. Therefore, it is very important 

that this investment is made in the right direction by keeping in mind the factors that might be crucial 

in affecting information security.  

1.6 Limitations and Ethical Issues 

As this is a case study, the focus will be only on the single organization referred to in the rest of the 

text as „Organization A‟. The name of the company cannot be disclosed in the report due to the 

sensitivity of the nature of information. They have agreed to share their internal information only if 

their name is not disclosed in the report or during the discussions. The focus here will be on the 

practices that are performed within the office environment and not plants and factories of the 

organization. In chapter 3, different frameworks and standards are described. Due to time limitation, it 

is not possible to implement whole standard of ISO27004. Hence, only particular steps from standard 

ISO27004 will be proposed and the reason for choosing those steps will be discussed. 

1.7 Report Outline 

The thesis report is divided into six chapters. The details about the content of each chapter are 

described briefly here. 

Chapter 1: The introduction chapter describes in detail the background of problem. It also discusses 

the aim for selecting this particular research area and the expected outcomes. 

Chapter 2: In this chapter different methodologies available are discussed briefly and the one selected 

is described in detail. Further there is a discussion about the different types of case study and the one 

being chosen for this particular research. Different methods of collecting data used for the research are 

also described in this chapter. 

Chapter 3: Different information security standards and frameworks are discussed in this chapter. 

Each one in described in detail and a comparison is also performed between them. Reasons for 

choosing a particular standard are also discussed in this chapter. 

Chapter 4: This chapter discusses the information obtained from the interview and survey 

questionnaires. An analysis is performed in this chapter and the information is used in the standard for 

proposing method of measuring the efficacy. 

Chapter 5: A detail of the proposed solution is described in this chapter. 

Chapter 6: The conclusion of the research is presented in this chapter along with the future research 

that can be performed in this field. 
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2. Research Methodology 

2.1 Qualitative versus Quantitative Method 

Research methodology plays an important role in shaping up the final outcome of any research. It can 

be defined as "the overall process guiding the entire research project” (Palvia, Mao, Salam, & 

Soliman, 2003). Two most commonly used approaches are quantitative and qualitative one. 

Quantitative research involves collecting facts and studying the connection between these facts. This 

methodology involves methods and techniques that are liable to produce quantified and generalizable 

conclusions (Bell, 2005). Hence it is considered as being formalized and controlled approach. 

“Qualitative research is a situated activity that locates the observer in the world. It consists of a set of 

interpretive, material practices that make the world visible. These practices transform the world. They 

turn the world into series of representations, including field notes, interviews, conversations, 

photographs, recordings and memos to the self. (Denzin, 2005)”Qualitative research allows the 

freedom to seek answers to queries and also to find solutions based on predefined set of procedures. 

This methodology is more focused on understanding individuals‟ perceptions of the world. It seeks 

insights rather than statistical perceptions of the world.  

There are different kinds of qualitative methods. Myers discusses four research methods which are 

action research, case study research, ethnography and grounded theory (Myers, 2011). These methods 

are explained briefly below. 

 Action Research 

The action research aims to increase the collection of knowledge of social science community. 

This aspect differentiates it from applied social science where the intention is only to use the 

scientific social knowledge and not to add or enhance the existing knowledge (Myers, 2011).  

 Case Study Research 

“A case study is an empirical inquiry that investigates a contemporary phenomenon within its 

real life context, especially when the boundaries between phenomenon and context are not 

clearly evident” (Yin, 2002). The term „case study‟ has various meanings and can be used to 

describe a situation or condition of a single unit (e.g. a single organization) 

 Ethnography 

This type of qualitative research focuses on social and cultural anthropology where the 

researcher is supposed to spend time in the desired field of research. This is to be done in such 

a way that ethnographers becomes completely involved in the lives of people being studied to 

draw some meaningful conclusions based on the social and cultural perspective (Myers, 

2011). Nowadays, ethnography is being widely used in study of information system, 

development of information system, information technology management and systems design. 
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 Grounded Theory 

This method allows the researcher to create a theory about the general features of a topic and 

alongside performs constant interplay among the data collection and its analysis. This 

approach is being used more commonly in information system research as it allows 

developing context based, process oriented descriptions and explanations of the phenomenon 

(Myers, 2011).  

According to (Yin, 2002), there are three conditions that distinguish different research approaches. 

(a). the type of research question posed. 

(b). the extent of control an investigator has over actual behavioral events. 

(c). the degree of focus on contemporary as opposed to historical events. 

2.2 Research Approach 

In order to select the appropriate approach for this particular research, we need to make use of the 

three conditions described by Yin (Yin, 2002). The first condition refers to the type of research 

questions that need to be answered. In this research the basic research questions are to examine the 

methods being used by organization A to measure efficacy of information security policies and to 

propose suitable methods for the same purpose. Hence a single unit or entity needs to be examined 

here. The second condition discusses the extent of control the researcher has over the objects/events 

being studied. In this study, the researcher has limited control over the organization being studied and 

is dependent upon the data being collected through different source described as primary sources of 

data in section 2.4. The third condition refers to the extent of focus on the current events as compared 

to the past. In this study, most of the data is collected from the recent activities within the organization 

A. Therefore, after examining these conditions with respect to this particular research and then 

comparing different methods discussed in section 2.1, the suitable method for this research is the case 

study method.  

2.2.1 The Case Study Approach 

Case study allows the researchers to gain an insight about the holistic and meaningful characteristics 

of the real life events – such as individual life cycles, organizational and managerial processes, 

neighborhood change, international relations, and the maturation of industries (Yin, 2002). It covers 

the logic of design, methods of collecting data and specific techniques for analyzing the data. This 

approach also allows to present data collected from multiple techniques (i.e. surveys, interviews, 

literature review and observation) to provide the complete story. 

For any entity to be studied as a case study, there are few components that need to be considered. 

Firstly the nature of research question should be made clear. The case studies are normally helpful in 

answering the “how” and “why” questions. Secondly study propositions points you in the direction so 

that the research might progress. Third component is „unit of analysis‟, which defines what exactly the 

case is about. The fourth component involves linking data to proposition, i.e. to show connection 
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between the information gathered from multiple sources and the initial proposition. Final component is 

the criteria for interpreting the study‟s findings and according to Yin (Yin, 2002); currently there are 

no precise ways of setting the criteria for these kinds of findings. 

There are multiple designs for case studies (Yin, 2002). The selection of design depends upon the 

nature of case to be researched. The types of designs are shown in figure 2-2. 

 

Figure 2-2: Case Study Designs 

 

 Type 1 and  Type 2 

The major difference between these two types is that Type 1 (Single case holistic design) 

focuses on a single entity as a whole whereas in Type 2 (single case embedded design) not 

only the main entity is studied but also the smaller units of entity are also analyzed. 

 Type 3 and Type 4 

Type 3 (multiple case holistic design) involves the study of multiple similar entities. We can 

say that it is a collection and comparison of multiple single case studies. Type 4 (multiple case 

embedded design) refers to the fact that multiple case studies may consist of multiple 

embedded cases. 

If we consider the research questions, they emphasis not only on the organization as a whole but also 

focus the information security department and its practices. Therefore, Type 2 (single case embedded 

design) might be a suitable choice for conducting this research. This research includes literature study 

and analysis, one interview and a set of survey questionnaires.  

2.3 Study Sample 
According to Flyvbjerg (Flyvbjerg, 2006) there are two main strategies for selecting the sample for the 

case study, random selection or information oriented selection. Random selection is used to avoid 

systematic biases in the sample. Information oriented selection is used in cases which require the 

maximum utilization of information from small samples and small cases. For this research, 

information oriented selection has been used and responses from employees working in the 

headquarters of organization A (in Dubai) are included as a part of this study.  

The researcher approached many companies so that this study can be carried out in those specific 

organizations but due to the sensitive nature of information, not many were willing to participate in 
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this study. Organization A agreed on the grounds that none of the information should be documented 

which can reveal the identity of the company or the people taking part in this study (the interviewee 

and questionnaire respondents). Another reason for selecting organization A was that it is located in 

United Arab Emirates (UAE) which is one of the most rapidly developing regions in Middle East. 

More and more companies are building their businesses in this region and that is not possible without 

the use of information systems. Moreover, the company under consideration is a multinational 

company with employees from various parts of the world. One more reason making this organization a 

favorable option for conducting a case study is the presence of a dedicated information security 

department. For this particular research the study sample includes employees who are working in 

Dubai head office as it is the hub of all of company‟s operation. As information security policies are 

essential for all departments, therefore all major departments of IT, marketing, business analysis, 

group communication and group brand management were selected in the study sample.  

2.4 Sources of Data 

There can be numerous sources of data in qualitative research. For this research in particular, there 

have been two basic sources of data. The one being scientific articles, journals, books, publications 

and internet referred to as secondary sources of data. The primary sources of data upon which the final 

conclusions and results will be drawn are survey questionnaire and interview. These methods and 

procedures are described in detail below. 

2.4.1 Literature Review and Study 

One of the important phases in this research is the literature survey and study of the previous and 

current work in this field. This includes different standards and procedures related to measuring 

efficacy of information security policies (described in Chapter 3). Other sources used are scientific 

articles, journals in the information security field. Important aspects are extracted from the literature 

when creating the questions for the empirical study and suggesting improvements in measuring the 

efficacy of the security policies in organization A. 

2.4.2 Questionnaire 

Designing a questionnaire requires discipline in the selection of questions, in question writing, in the 

design, distribution and return of the questionnaires (Bell, 2005). One of the primary sources of data 

used in this research is the online questionnaire. The advantages of questionnaire are that it is effective 

in allowing the researcher to reach far more audience than individual interviews. The results from 

these are also easy to analyze and nowadays most people are familiar with such online questionnaire 

(Walonick, 1997 - 2004). The two most common ways of distributing questionnaire to the target 

audience are either via email or through web. Web based questionnaires are becoming more popular 

nowadays as they allow easy collection of information in the database for analysis (Solomon, 2002)   

Considering the advantages of web based survey and the nature of our research (as the target audience 

is in Dubai), it was decided to use this mode of questionnaire. Many online services are available for 

designing and conducting such questionnaires. For this particular research Google doc has been used 

which allows the creation of web based questionnaire. The questionnaire can then be filled by a person 

who has the web address to that particular web page. As the goal of this questionnaire was to evaluate 

the awareness of information security among common employees and also to verify the claims made 

by the information security administrators regarding different practices related to information security, 
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we selected some of the major departments described in section 2.5. As no exhaustive database of 

employees‟ email addresses was available to the researcher, therefore, the contact person within the 

organization (the information security administrator) was requested to distribute the questionnaire to 

the employees of selected departments. Out of 20 people to whom it was send, 15 replied to the 

questionnaire. 

While writing the questions it was ensured that there is no ambiguity in the questions and the 

respondents understand what is being asked. This was done by first taking feedback about the 

questions from the information security administrator and then after modification the questionnaire 

was finally given to the intended respondents. A set of questions were set up keeping in mind the basic 

goals of the research. The questionnaire is given in appendix A. The findings of the questionnaire are 

discussed in chapter 4. 

2.4.3 Interview 

One of the major advantages of interview is its adaptability.  Interviews allow the researcher to have in 

depth knowledge about the subject of interest. During the interview it is essential that form of 

questioning is clear, does not antagonize the respondent and allows interviewer to record responses in 

a way that can be understood when the interview is over (Bell, 2005). Opdenakker (Opdenakker, 

2006) discusses four common types of interviews. These are face to face interviews, telephone 

interviews, instant messenger interviews, and e-mail interviews. Face to face interviews offer 

advantages of social cues. The body language, voice and gestures of the interviewee can give some 

extra knowledge on a particular question. Such interviews also allow the interviewer to create or 

modify questions due to the interactive nature of communication. 

This research uses the approach of face to face interview. This was possible because the interviewer 

and interviewee were both present in Pakistan at the same time. The language used for most part of the 

interview was Urdu though English was also used for discussing the technical terms related to the 

questions. The questions for interview were designed from the information extracted from selected 

literature and personal knowledge of the researcher from the current industry practices (the student 

researcher has been working as a network engineer and been involved in implementation and 

maintenance of various information system projects). The person selected for interview has vast 

experience in the field of information security specifically in the security management and 

governance. 

2.5 Data Analysis 
Data analysis is an important aspect of any research. According to Greener (Sue, 2008), data obtained 

from qualitative methodology allows the researcher to perform perception studies and investigate what 

is going on at the work according to the employees. He also states that this can affect the long term 

practices in organizations.  The analysis requires that the collected data is examined carefully. The role 

of language and its variation in the communication of ideas should be understood (Sue, 2008). Ellen 

and Marcus (Taylor-Powell Ellen, 2003)suggest various steps that need to be followed for analyzing 

qualitative data. These involve categorizing of data into themes or patterns. The next step is 

identifying the connection between these themes. Final step is explaining the findings using the 

themes and connections, thus providing meaning and significance to the analysis  

This research follows the above steps. The qualitative data obtained from the interview questions is 

discussed in detail. The data from the questionnaire is explained in the form of graphs where 
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percentage of the various responses is given as well. The results of questionnaire are also discussed 

thoroughly.  

2.6 Validation of Results 
Irrespective of the methodology followed in any research, validity is an important requirement for 

effective research. According to Cohen (Cohen Louis, 2007), the validity of qualitative data might be 

defined by the honesty, depth, richness and variety of the data collected. For this research, a method 

referred to as „members checking‟ (Creswell, 2000)has been used. It is performed by presenting the 

data and results back to the respondents from whom empirical data was collected and checking the 

credibility of results.  

2.7 Research Methodology Flowchart 

The flow chart below describes the overall strategy that has been used in achieving the desired goals. 

 

Figure 2-1: Methodology Flowchart 
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3. Information Security Standards 

and Frameworks 

Different standards and frameworks elaborate about the need for measuring effectiveness of 

information security policies. These standards also propose methods and techniques for measuring the 

same. Some of these techniques are described in detail as following. 

3.1 ISO Standards 

ISO (International Organization for Standardization) is the world's largest developer and publisher 

of International Standards. It is a system of the national standards institutes of 162 countries. It has 

one member from each country. The central secretariat is in Geneva (International Organization 

for Standardization). 

This organization has specific series of standards for information security. The series of standard 

is referred to as ISO 27000 series. Then there are further variations in these standards according to 

the specific issue of information security. The major operational standards in this series are 

described in the table below 

ISO 27001 
This is the specification for an 

information security management 

system (an ISMS) which replaced the 

old BS7799-2 standard. 

ISO 27002 
This is the 27000 series standard 

number of what was originally the ISO 

17799 standard (which itself was 

formerly known as BS7799-1). 

ISO 27003  

This will be the official number of a new 

standard intended to offer guidance for 

the implementation of an ISMS (IS 

Management System).  

ISO 27004  

This standard covers information 

security system management 

measurement and metrics, including 

suggested ISO27002 aligned controls. 

ISO 27005  

This is the methodology independent 

ISO standard for information security 

risk management. 

ISO 27006  

This standard provides guidelines for 

the accreditation of organizations 

offering ISMS certification. 

Table 3-1: Major ISO 27000 standards (Introduction to ISO 27001, 27002….27008) 

ISO 27001 and ISO 27004 are the standards which emphasis on the evaluation of the efficacy of 

information security policies. Each of these standards is described in detail below. 

3.1.1 ISO/IEC 27001:2005 

ISO/IEC 27001:2005 specifies the necessities for establishing, implementing, operating, monitoring, 

reviewing, maintaining and improving a documented Information Security Management System 

(ISMS) (International Standards for Business, Government and SocietyISO/IEC 27001:2005.). ISMS 

help organizations design and implement information security policies according to the business 

objectives. ISMS consist of sets of policies that are to be used for implementing different information 

security measures.ISO/IEC 27001:2005 has been designed to elaborate the importance of periodic 

http://www.27000.org/iso-27001.htm
http://www.27000.org/iso-27002.htm
http://www.27000.org/iso-27003.htm
http://www.27000.org/iso-27004.htm
http://www.27000.org/iso-27005.htm
http://www.27000.org/iso-27006.htm
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monitoring and reviewing of the effectiveness of information security policies and ISMS (International 

Standard ISO/IEC 27001. Information technology – Security techniques – Information security 

management systems – Requirements, 2005). 

ISO/IEC 27001:2005 adopts the „Plan-Do-Check-Act‟ (PDCA) model which is used for designing 

different processes in ISMS. The PDCA model is shown below. 

  

 

Figure 3-1: PDCA model applied to ISMS processes (Peláez, 2010) 

3.1.2 ISO/IEC 27004:2009  

This standard proposes methods of measuring the effectiveness of information security policies and 

controls (Peláez, 2010). It involves implementation of complete list of controls according to ISO 

27001 standard. The controls consist of variables known as attributes, which define the level of 

functioning of those controls. The state of the attribute of control can be measured through specific 

mechanisms, some of which are questionnaires, interviews, audit reports and record of events.  

From these measures, key performance indicators (KPIs) are created (Peláez, 2010). KPIs are 

measurements that can be used to follow the growth in achieving important goals within a company. It 

is possible to design KPIs for all kinds of businesses but here the focus will be on KPIs related to 

information security. Key risk indicators (KRIs) measure how risky are activities performed in the 

organization. KRIs can be mapped to KPIs to see whether the intensity of risk has changed over a 

period of time. The reason for this mapping is to analyze how a particular KRI or multiple KRIs 

affects the KPIs. Next the risks are identified and possible mitigating controls are proposed. Finally 

the efficacy of policies can be measured using the attributes. The attributes help determine whether the 

level of risk has increased or decreased over a period of time. 

3.2 The Standard of Good Practice for Information 

Security 

The Standard of Good Practice for Information Security addresses information security from a 

business point of view and provides a practical foundation for evaluating an organization‟s 

information security measures (The Standard of Good Practice for Information Security, 2007).  The 

standard addresses wide ranges of risks to business that can occur due to information systems. 

Therefore, the standard can be an effective tool for measuring the quality and efficacy of information 

security and controls. 
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Since its first release in 1996, the standard has been developed (with enhancements) every two year.  

The Standard of Good Practice focuses on six different aspects of information security. The Standard 

elaborates on how information security supports an organization‟s key business processes. These key 

aspects that the standard cover are shown in the figure below 

 

Figure 3-2: The aspects of Information Security according to Standard of Good Practice (The Standard of 

Good Practice for Information Security, 2007) 

 

Although all of these aspects are described in the context of information security, but the aspect 

covering the discussion about measuring effectiveness of information security controls is discussed in 

detail in the section „Security Management‟. 

The whole standard has been divided into different sections, each corresponding to a distinct aspect as 

shown in figure 3-2. Each section is described by a principle and objective for that particular aspect. 

Section SM7.1 (SM for Security Management) and SM7.2 discuss about the details for reviewing and 

monitoring the effectiveness and efficiency of information security controls and policies. These are 

discussed below 

3.2.1 Section SM7.1 Security audit / review 

The main goal behind this section is to have a periodic audit/review of the information security 

policies and controls being operative in the organization currently (The Standard of Good Practice for 

Information Security, 2007). This will help individuals linked to that particular environment and the 

top management to have an idea about the state of information security. 
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3.2.2 Section SM7.2 Security monitoring 

The current situation of information security should be monitored and reported to the top management 

to provide them with a precise, comprehensive and coherent judgment of the security condition of the 

organization. According to SM7.2.8 “Information generated by monitoring the information security 

condition of the organization should be used to measure the effectiveness of the information security 

strategy, information security policy and security architecture.” (The Standard of Good Practice for 

Information Security, 2007) 

3.3 IT Infrastructure Library (ITIL) 

IT Infrastructure Library (ITIL) is the most widely used framework for IT Service Management in the 

world (Arraj, May 2010). “It is a practical, no-nonsense approach to the identification, planning, 

delivery and support of IT services to the business (Arraj, May 2010).” ITIL is normally used in 

combination with other good practices/standards to manage IT. These may include some of the 

standards/practices discussed in the above sections.  

ITIL surely considers information security an important aspect of obtaining business objectives. ITIL 

proposes its perspective on information security in the form of „four Ps of Service Design‟. These can 

be seen in the figure below. 

 

Figure 3-3: Achieving effective Information Security Management through the four Ps (Clinch, 2009) 

 

This framework proposes that information security policies and information security management 

systems (ISMS) should be developed by the organization to ensure that the information is protected at 

different stages of business processes (Clinch, 2009). For effective information security in an 

organization, ITIL proposes the following practices to be performed (Clinch, 2009) 

 Produce, maintain, distribute and enforce an Information Security Policy, supported by 

specific policies. 

 Understand the current business security policy and plans. 

 Understand and agree current and future business security requirements. 

 Implement security controls that support the Information Security Policy and manage risks 

associated with access to services, information and systems. 
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 Document all security controls and their operation, maintenance and associated risks. 

 Manage suppliers and contracts in respect of access to systems and services, in conjunction 

with the Supplier Management function. 

 Manage all security breaches and incidents. 

 Proactively improve security controls and security risk management. 

 Ensure security aspects are integrated into all other processes. 

3.4 Comparison of Standards/Frameworks 

After detailed description of the standards, it is necessary to compare them so that we can select the 

appropriate one. The comparison is based upon the description of individual standards/frameworks 

discussed above.  As discussed earlier, the whole standard will not be implemented, instead specific 

practices from the standard will be proposed and their results can be checked later on to verify that 

whether they are good enough or not. The idea for this table is taken from (Comparison between 

COBIT, ITIL and ISO 27001) but it has been modified according to the standards that we have 

discussed here. The comparison is shown below in table 

 
SOGP ITIL ISO 27001 ISO 27004 

Purpose 

Information 

Security from 

business point of 

view 

IT Service 

Management 

Information 

Security 

Framework 

Measurement 

of 

Effectiveness 

of ISMS and 

controls 

Processes/Domains 6 Domains 9 Processes 11 Domains  

Issuer ISF OGC ISO Board ISO Board 

Implementation 

Information 

Security from a 

business 

perspective 

Manage Service 

Level 

Compliance to 

security standard 

Measuring 

effectiveness 

of security 

controls, 

policies 

Consultant 

IT Consulting 

firm, Security 

Firm, Network 

Consultant 

IT Consulting 

firm 

IT Consulting 

firm, Security 

Firm, Network 

Consultant 

Security Firm, 

Network 

Consultant, 

Audit Firm 

Table 3-2: Comparison between different standards and frameworks 
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4. Empirical Study 

4.1Case Study 

As discussed in section 2.2.2 of chapter 2, the case study approach has been adopted for conducting 

this research. Section 2.4 described the different methods and instruments that have been used for 

extracting empirical data. These included one interview and a set of survey questionnaire. The results 

from these two are discussed in detail below. 

4.1.1 The Organization 

Organization A is one of the largest industrial enterprises in the Middle East with major business 

domains including foods, construction, commodities and real estate. The group is expanding its 

diversity further through gaining expertise in the field of energy, printing, retailing and education. The 

central office is located in Dubai. Its operations expand in 20 countries on four continents with almost 

all business units being factories/plants. The employees are working at different locations within 

United Arab Emirates as well as in Qatar, Saudi Arabia, Sri Lanka, Pakistan and Sudan. The 

availability of employees from different ethnicities, cultures and countries provide a suitable area of 

research as different people have varying responses to information security policies.   Due to the scale 

and variety of businesses, the company comprises of more than 25,000 employees. The IT department 

is responsible for overall IT strategy, infrastructure management, planning, governance, data 

management, helpdesk support and all other issues related to information and communication 

technologies. The information security department recommends security design for new 

system/solutions/services implementations and modifications on existing system in order to comply 

with company‟s IT policy and global security standards. It also carries out risk assessment and 

produce mitigation strategy in order to provide inputs to overall business continuity plans and IT 

disaster recovery plans. 

4.2 Interview 

4.2.1 Designing and Conducting the Interview 

The interview was designed to investigate about the practices and procedures the information security 

department employs in the company. The focus of interview was to extract knowledge about the 

important factors being kept in mind while developing the information security policies. These factors 

might be useful in defining the Key Performance Indicators (KPIs) for the organization. In addition 

questions about how the information security policies are being formulated were asked. Another point 

discussed was the top management goals in having efficient information security. It was also inquired 

what methods are being used to measure the efficacy of information security policies. The details 

about the interview responses are given in the next section.   

The person selected for the interview is the Information Security Administrator of organization A. The 

interview was performed in person on 19
th
 of September 2011 when both the interviewee and 

interviewer were in Pakistan. The interview lasted for approximately one hour. The interviewee 

explained various issues that are described below related to information security and the counter 

measures being used. 
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4.2.2 The Findings 

In this section, we will discuss the responses from the interview. The complete questions are given in 

appendix B and the relevant details are discussed in this section. 

 

 Top Management’s Security Objectives 

The interviewer did not have access to the top management, therefore the interviewee was 

asked to elaborate the specific objectives that the top management has with respect to 

information security. Both the senior management and Head of IT coordinate with eachother 

for defining the security objectives. These objectives are then discussed with the information 

security department, following which the information security department develops, enforce, 

review and amend company‟s information security policy, controls and procedures. These are 

being done with respect to evolving security needs of the business and global security 

standards. The aim is to ensure policy adherence and enhance security of information assets at 

the company.  It was also inquired whether there are any specific regulations regarding 

information security that needs to be followed in organization A. The interviewee responded 

that there are no such regulations for company of their business nature. All the policies and 

procedures being operative in the organization are tailored according to the requirements of 

company. When asked about the standards that are being followed regarding information 

security, the respondent said that the company plans to implement ISO27001 but still there is 

some time in it. 

 

 Incidents and Correcting Measures 

According to interviewee, there have been various cases detected in which malicious software 

were propagated in the employees computer systems. The security department was asked to 

detect the cause of these infections. The security personnel came up with the result that this 

was due to the frequent use of portable mass storage devices. Therefore, now the company has 

implemented measures that restrict employees from using any kind of portable devices e.g. 

pen drives, USB hard drives etc. Another issue described was to limit the use of public email 

and only official email channel required is to be used. Browsing access is strictly controlled 

and only the work related websites are allowed and any deviation from that is monitored and 

reported to the employee‟s reporting manager. Sending large size files to external users is 

regulated through purposely build website. Using public domain file sharing websites is not 

allowed.   

 

 Information Security Team and their Activities 

The information security team comprises of 2 information security professionals. Both of the 

individuals have got professional certifications like Certified Information Systems Security 

Professional (CISSP), Certified Information Security Manager (CISM) to their credit. They 

are responsible for maintaining the overall information security within the organization. In 

order to evaluate the information security readiness the team conducts an internal audit once 

every year. This includes reviewing of incidents that occurred during the previous year. There 

is an incident recording system in place to record the incidents. A change control mechanism 

is also operative to implement solutions in order to resolve those incidents. In order to cope 

with the socio-technical risks, the interviewee responded that it is being done by conducting 

user awareness programs. According to interviewee such programs are conducted once every 

year, though none has been conducted last year. These training and awareness programs are 
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designed and conducted by the information security department itself. These programs involve 

awareness about latest threats to information security and how to deal with them. 

 

 Policies Development, Implementation and Adherence 

The information security policies are developed to protect the primary assets of the company. 

For organization A, their primary asset is all the information residing in different servers in 

their Data Center. Information theft from an internal authorized user is one of the most critical 

risk and also malicious attacks originating externally. Industry best practices are also 

considered while formulating the policies. The policies are documented and authorized by the 

top management. These policies are reviewed on yearly basis or any time when a high priority 

risk requires immediate consideration. 

In response to the question regarding how strictly these policies are being followed by the 

employees, the interviewee was of the opinion that the details about the policies have been 

communicated to the employees through user awareness programs. These awareness sessions 

involve presentations about the policies being operative in the company and how to follow 

them. Also the consequences of being neglectful of these policies are described to them. As 

new risks emerge every now and then, so the details about any newly discovered threat is 

communicated to the employees through emails and the possible mitigating technique is also 

shared with them.  

 

 Method for Measuring Efficacy of Policies 

Currently there are no formal methods for measuring efficacy of information security policies. 

In case any mishap related to information security occurs, proper investigation is done to 

inquire about the causes of it. After that the source of the incident is identified. Depending 

upon the nature and severity of incident, solution is implemented to avoid it in the future. This 

can be avoided if they already know how effective their policies are and the organization can 

be protected from many unforeseen threats. 

4.3 Questionnaire 

The questionnaire was designed for three basic reasons. Firstly, to have an idea about the knowledge 

level of common employees regarding general information security, secondly to verify the claims 

made by information security department that the knowledge about information security is being 

properly communicated to the employees and most of these are being followed by them and thirdly to 

extract specific Key Risk Indicators (KRIs) that can be used later on in the method defined in previous 

chapter (Chapter 3, ISO27004) for measuring efficacy. 

4.3.1 Designing and Conducting the Questionnaire 

The questionnaire was divided into three groups as shown in Appendix A. The first one was related to 

the introduction of the employee. This included their designation, job description and the team size 

they normally operate in. The second group inquired about the level of knowledge individual 

employee has with respect to information security. Some questions related to information security 

awareness and training were also asked. Then third group of questions inquired about the information 

security measures currently operative in company and how employees get along with them. The 

analysis of the responses is given in section 4.3.3. The survey was conducted online as described in 

section 2.4.2. 
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4.3.2 Findings from the Questionnaire 

As discussed earlier, the questionnaire was divided in three parts. The results from last two parts are 

discussed here as the first part was related to employee‟s introduction and his/her job responsibilities. 

 

 Importance of Information Security 

Some of the questions were asked particularly to inquire whether the employees consider 

information security important in their daily routine. All of the employees were of the opinion 

that information security is a must for their organization. In another question they were asked 

whether only the IT and information security staff is responsible for maintaining information 

security within the organization or it is everyone‟s duty. All the respondents were of the 

opinion that each and everyone who is dealing with information is responsible for maintaining 

information security. Effective information security requires some controls and procedures to 

be implemented. These are to be followed by the employees. Respondents were asked in 

question number 16 of the questionnaire whether these security measures slow down their 

daily activities at office. But all of them were in favor of the measures operative in the 

company and considered them important aspects of their daily office work. In question 19 the 

respondents were asked whether they have any knowledge about the measures that can be 

taken against any individual who acts against the policies, only 27 percent knew about it. The 

distribution of the answers obtained is illustrated on Figure 4-1. In another question (question 

20) regarding punishment of such individuals, 67 percent of the respondents considered it a 

right step. This shows that most of the respondents consider information security important for 

organization A. 

 

 

 

Figure 4-1:  Knowledge about the measures that can be taken against an employee in case of non-

compliance with the security policies 

 

 Information Security Awareness 

No security measures can be of use unless people for whom they are implemented are aware 

about the consequences. This can be done through frequent training and awareness sessions in 

which employees can be educated about the day to day threats to information security and how 

to stay away from them. The employees were asked various questions regarding information 

security awareness.  Question 7 of the questionnaire inquired from the employees whether the 

Yes 
27% 

No 
46% 

Don't know 
20% 

Other 
7% 
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company is following any standard and if it is certified. 20 percent of the people said that it is 

in the process of achieving the ISO standard. The distribution of the answers obtained is 

shown in Figure 4-2. Though most of the people who responded with the answer discussed in 

previous sentence belonged to IT or information security department. 20 percent of the 

respondents were not sure whether it is certified or not. The rest knew that it is in the process 

of achieving some standard, but were not sure which one. A rather simple question (question 

number 9) was asked about the existence of a dedicated department for information security in 

the company, and almost all the employees agreed with having such department but one said 

that no such department exist.  

 

 

Figure 4-2: Awareness about information security standards in the organization 

 

 Awareness Programs and Trainings 

The information security administrator replied in interview that regular training and awareness 

sessions are conducted in the company for promoting awareness about information security 

among all the employees. Some questions were asked related to that from the employees. Only 

27 percent of the employees were satisfied in response to question number 17 with the efforts 

being made by the information security teams regarding promoting awareness in terms of 

information security. 67 percent of the people were of the opinion that there are not enough 

awareness programs. This is illustrated in Figure 4-3.  

 

 

Figure 4-3: Employees’ satisfaction with respect to information security awareness programs in company 
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The employees were asked in question 18 whether there are any frequent programs for 

promoting information security awareness among employees. 73 percent of the respondents 

explained that there was no formal program for promoting awareness regarding information 

security, as shown on Figure 4-4.  

 

 

 

Figure 4-4: Knowledge about information security awareness programs 

 

 Practicing Information Security in Daily Routine 

Some questions were asked to inquire how effectively the employees are using information 

security practices in their daily routine. A tricky question (question 21) was asked about the 

passwords that can be used. Many selected the word “password” as a suitable password, which 

can be easily guessed by anyone and does not require someone to be an expert in password 

cracking. Other choices selected by respondents regarding protecting information were file 

permissions and encryption. This showed that they are familiar with these mechanisms. 

Passwords are the part of many security measures. So a question (question 22) was asked as to 

see whether the respondents are aware about choosing strong password (strong password 

means a password that is hard to guess or crack). The easy to guess passwords given were the 

word „password‟, favorite movie name, respondent‟s address, name or phone number. 18 

percent of the replies were in favor of choosing favorite movie name as their password. One 

choice of strong password that was „df@T:23‟ was given as well. 73 percent of the 

respondents choose this (df@T:23) password which shows that most of them could 

differentiate between strong and weak passwords. In another question (question 23) 

employees were asked whether they share passwords with their colleagues. 27 percent replied 

that they do and it depends upon the situation. The distribution of the answers obtained is 

illustrated on Figure 4-5. This should be made clear to the employees that passwords should 

not be shared with anyone under any circumstances because you never know what other 

person can do through your account. The backed up information also needs to be protected. 

Most of the employees replied in response to question 24 that they took backup of their 

important information and the most widely used method was offsite storage and hard disk 

backup. Employees do need to access their information remotely. The most commonly used 

technique (as observed from response to question 25) for remote access was VPN which was 

being used by 45 percent of the employees. Physical access to the main servers was also 
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questioned in question 26. The reply to this question indicated that the IT Manager, System 

Administrator and Information Security Administrator are the individuals who have access to 

the main server.  

 

 

 

Figure 4-5: Password sharing 
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5 Results 

5.1 Outcomes from the Empirical Study 

As we observed from the findings in previous chapter, the information security department of 

organization A has already implemented information security policies but currently they are not using 

any methods or techniques for measuring the efficacy of these policies. Moreover as the organization 

plans to implement ISO27001 in the future, measuring efficacy is an important aspect to consider as 

suggested by the PDCA model described in 3.1.1. The information security department conducts 

training and awareness programs to keep the employees of the company updated with respect to 

emerging information security vulnerabilities. The employees understood the importance of 

information security. However not may were sure whether the company is in compliance with any 

security standard or certified. Most of the employees were not satisfied with the frequency of trainings 

and awareness programs within the company. This research suggests that if the organizations adopts 

the technique from ISO27004 (described in 3.1.2), it might be an efficient approach as not much of the 

resources will be needed to implement the whole standard, just few steps. 

5.2 Selection of Standard/Framework 
Depending upon the outcomes from empirical study discussed in 5.1 and the comparison of different 

standards (performed in chapter 3), this research proposes that the organization should adopt a 

technique from ISO 27004. The reasons for selecting this standard are defined below. 

1. The standard is designed to help organizations measure, report on and hence methodically 

improve the effectiveness of information security. 

2. The company under consideration plans to implement ISO 27001 in future. It is a long process 

till the complete standard is implemented. One of the requirements of using complete standard 

is that the entire list of controls from ISO 27001 is implemented. 

3. ISO 27004 proposes technique for defining indicators that can be used for measuring the 

performance. 

4. The indicators can be defined according to the business objectives of the organization. 

5. ISO 27004 is applicable to all sizes and types of organizations. 

 

Implementing the technique involves some steps that are defined below. 

 Identifying KPIs for the organization. (in this case these will be generated from interview) 

 Defining KRIs for the organization. (in this case these will be generated form questionnaire) 

 Mapping of KPIs to KRIs and identification of risks that can affect the KPIs. 

 Identifying risks and proposing possible controls.  

 Measuring the efficacy of policies. 

 

The way these steps are accomplished will be shown below. 
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5.2.1 Key Performance Indicators (KPIs) 

 Availability of email services 

The email services are the key to day-to-day business in Organization A. Most of the 

information is being shared over the email. Effective operation of this service is vital. In order 

for this service to work without interruption; special measures have been taken by IT and 

Information Security departments. The employees are only allowed to use the official email 

channels for sending and receiving emails. The public email services like Google, yahoo, 

hotmail etc are not allowed to be used because people tend to exchange attachments (videos, 

pictures etc) that might propagate malicious software into the company‟s systems. Efficient 

and secure working of email services is an important KPI for the organization.   

 Decreased reported/detected incidents due to internal users 

The security department conducts training and awareness sessions. The basic aim behind these 

sessions is to make employees more aware about the current and new emerging threats to 

information security. The outcome of these trainings is considered an important KPI by the 

organization. If the numbers of incidents due to information security breaches are on the rise 

due to internal users, the security department reviews the contents of training and the 

frequency of mostly occurred incidents. The causes are identified and it is made sure that 

proper guidance regarding those threats is included in the upcoming trainings. 

 Increased rate of employees reporting information security incidents/risks 

Another aim with successful completion of training and awareness sessions is for employees 

to be able to identify malicious activities and handle them according to the guidance given by 

security department. Employees are also encouraged to report the malicious activities and this 

is considered an important KPI as well. 

 Effective use of Security Suite 

One of the most important KPI in terms of information security for organization A is that its 

installed security suite is up and running according to the requirements. The exact 

requirements and settings of the security suite were not shared with the researcher. Currently 

the company is using Trend Micro Enterprise Security Suite. It is a centrally managed security 

solution for protecting internet gateway, mail and file servers, desktop, laptops and mobile 

devices. It offers multilayered security for protection against viruses, spywares, spam and web 

based attacks (Trend Micro Enterprise Security Suite). 

 Access control mechanisms using access cards and biometrics 

Monitoring who is accessing what resources and whether the resources are being used within 

limits is another KPI described by the interviewee. The security department has installed 

multiple access control mechanisms to manage this access. All the employees are issued 

access cards with pre defined level of access. Also at places which store critical information 

like server room, data center; biometric thumb impression machines are installed for enhanced 

security. The success of this KPI lies in the effective use of these mechanisms.  

5.2.2 Key Risk Indicators (KRIs) 

 Employees using unofficial portable mass storage devices 

The employees have been restricted from using unofficial portable mass storage devices, 

because many of these devices can transfers malicious software from external sources. 
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However, there have been cases where the employees tried using such devices within the 

company‟s systems. This is considered a risk by the information security department. 

 Inadequate awareness and training sessions 

As shown from the response of the questionnaire, majority of the employees were not satisfied 

with the awareness and training sessions by the information security department. The 

interviewee himself also told us that there has been no such training session in 2011, though 

they conducted one in 2010. Information security is an ongoing process and it is important that 

employees are updated with the current trends in this field. Inadequate training and awareness 

might lead to increased rate of incidents due to security breaches. 

 Employees bypassing security suite restrictions 

Each employee has different level of access. Usually an employee is given only that much of 

freedom to practice the access rights that are required to complete ones job. This has been 

accomplished by using the security suite described in previous section. There might be a 

possibility that someone gets access to a system that has privileges of performing advanced 

operations. This access can be performed in many ways such as by using some malicious 

software on victim‟s system or discovering his/her password.    

 Sharing of access cards 

There might be a possibility that an employee asks fellow employee that he has forgotten 

his/her access card at home or in car and he/she wants to go into some particular place in the 

company‟s premises. The other employee might not know whether this person has the rights 

to visit this mentioned place. But being a fellow employee, he might give his own access card. 

Now this can cause some serious damage as the person ultimately responsible for any mischief 

that happens will be the one whose access card was used. 

5.2.3 Mapping KPIs to KRIs 

Now that we have defined the KPIs and KRIs for organization A, the next step is mapping the KPIs to 

KRIs. This is presented in Table 5-1.  

In certain cases a single KPI is affected by multiple KRIs. The next section is dedicated to identifying 

the causes of the risks and controls necessary to mitigate these causes. A table and extensive 

discussion is provided. 

 Key Performance Indicators 

(KPIs) 

Key Risk Indicators 

(KRIs) 

1 
Availability of email services 

 

Employees using unofficial portable mass 

storage devices 

 

Inadequate awareness and training sessions 

 

2 

Decreased reported/detected incidents 

due to internal users 

 

Inadequate awareness and training sessions 
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3 

Increased rate of employees reporting 

information security incidents/risks 

 

Inadequate awareness and training sessions 

Employees bypassing security suite restrictions 

4 
Effective use of Security Suite 

 
Employees bypassing security suite restrictions 

5 
Access control mechanisms using 

access cards and biometrics 

 

Sharing of access cards 

 

Table 5-1 Mapping of KPIs and KRIs 

5.2.4 Identifying Risks and Proposing Possible Controls 

Now that the mapping of KPIs and KRIs has been done, it is important to discuss here the possible 

controls that can be implemented to mitigate the possible threats. This is presented in Table 5-2. 

 
Causes of Risks Proposed Controls 

1 

Lack of information security 

awareness 

Inside attacker  

Evaluating employees‟ knowledge about 

information security. 

Monitor logs of all the activities. 

2 

Poorly designed awareness and 

training programs. 

Insufficient awareness and training  

 

Feedback from experts regarding security 

programs. 

Conducting trainings at regular intervals. 

3 

Low interest level in information 

security. 

Disgruntled employee 

Promote importance of information security 

repeatedly. 

Monitor individual behavior 

4 

Attacks from viruses, worms, Trojan 

horses or spyware. 

Infrastructure and application threats. 

Checking performance of Security suite. 

 

5 
Inefficient access control 

mechanisms 

Roll based access control. 

Separation of duties. 

Table 5-2: Causes of Risks and Proposed Controls 

It is essential to describe the controls in details, because after this stage we have to define the variables 

that determine the effectiveness of policies. Variables are referred to as attributes here. 

1. There should be a frequent program to evaluate the employees‟ knowledge about the changing 

information security challenges and their readiness for that. To predict the malicious activities 

from insiders, a comprehensive monitoring of all the activities should be actively performed. 
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2. The security professionals in an organization might be expert in planning and implementing 

the security controls, but there is a chance that they might not be well suited for delivering the 

training and promoting awareness about information security practices to be followed. A 

solution can be to consult with organizations that specialize in such trainings and awareness 

programs. Moreover the trainings should be held regularly. As in the case of organization A, 

the trainings are only conducted once every year which is not enough considering the rate at 

which new risks are emerging every now and then. 

3. A disgruntled employee can be a great threat no matter how good the security measures are. 

One way of coping with this threat is to monitor activities of all the employees regularly. In 

this way any abnormal usage of resources can be pin pointed and the information security 

team can respond accordingly. 

4. The most common way of resisting the threats from malwares are by using anti malware 

software. The organization is using Trend Micro Security Suite. Its performance and settings 

should be checked regularly that whether these are according to the current needs. Also 

network and application scanners can be useful in defense against threats at infrastructure and 

application level. 

5. Access control is one of the doors that may open new ways of introducing the threats or 

exploiting the existing one. An employee should only be given access to that much of 

resources that he requires to complete his job effectively. Moreover, the duties should be 

separated. If it takes one person to complete some particular task, it should be divided among 

multiple people so that if someone misuses the resources, the other people in that task can 

detect it.   

5.2.5 Measuring Efficacy of Policies 

In the previous section, we discussed the risks to the KPIs and the possible controls for mitigating 

those risks. Now the next step is that the effectiveness of the security policies is evaluated. The 

effectiveness of policies can be described by attributes. The attributes help determining whether the 

level of risk has increased or decreased over a period of time. If the level has decreased, we can say 

that the policy has been effective one. On the other hand an increase in level of risk points towards the 

ineptitude of policies. 

The attributes are listed in the table below according to the risk and proposed controls. 

 
Causes of Risks Proposed Controls Attributes 

1 

Lack of information 

security awareness 

Inside attacker  

Evaluating employees‟ 

knowledge about information 

security. 

Monitor logs of all the 

activities. 

Updated list about 

employees‟ security 

knowledge level. 

Previous record of all the 

logs. 

2 

Poorly designed 

awareness and training 

programs. 

Insufficient awareness and 

training  

 

Feedback from experts 

regarding security programs. 

Conducting trainings at regular 

intervals. 

Comparison of 

trainings/awareness 

programs. 

Keeping records of 

previous 

trainings/awareness  
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3 

Low interest level in 

information security. 

Disgruntled employee 

Promote importance of 

information security repeatedly. 

Monitor individual behavior 

Conduct general test 

related to information 

security 

Monitor logs for 

suspicious activities 

4 

Attacks from viruses, 

worms, Trojan horses or 

spyware. 

Infrastructure and 

application threats. 

Checking performance of 

Security suite. 

 

Number of malicious 

activities detected. 

Log of attacks from 

applications and network. 

5 
Inefficient access control 

mechanisms 

Roll based access control. 

Separation of duties. 

Monitor log for all the 

access control requests. 

Table 5-3: Attributes to be measured 

The table above outlines the attributes that can be measured over a period of time and compared with 

the previous records to check whether the implemented policies have increased or decreased the 

possibility of risk occurring. It is essential to describe in detail how can these attributes be measured. 

The details about each of these attributes are described below. 

1. By maintaining a detailed list of individual employee‟s knowledge about information security, 

it will be helpful to compare the level of knowledge in future. Steps can be taken according to 

the comparison if particular individual needs extra education about information security. 

Moreover maintaining records of activities can be useful to pin point any suspicious activity. 

For example, if an employee from marketing department is trying to access any resource from 

the accounting department, that can be detected by observing the previous logs and the 

employee can be questioned about it.  

2. The organization can design its own training and awareness programs. But it is good to have a 

feedback from the companies that specializes in these activities. They can enhance these 

programs so the desired goals are achieved. Also this will help the organizations to compare 

its old training and awareness programs with the updated ones so as to rectify the 

shortcomings in previous trainings and avoid them in the current and future ones. Moreover 

organization A conducted an awareness program in 2010 but none last year. Information 

security is an ongoing process and it should be made sure that frequent sessions of knowledge 

sharing are conducted. This should be also evaluated that whether multiple sessions of such 

training are required by the company.  

3. It should be evaluated over a period of time that whether the knowledge level of employees is 

enhancing with the ongoing training and awareness efforts. This can be verified by conducting 

tests related to the training delivered some time ago. If the employees perform well in the test 

but still the information security teams detect malicious activities, it means that the policies 

need to reviewed and rectified according to the requirements. 

4. If the malwares gets propagated into the information systems, they can cause some serious 

damage. Many of the organization we suppose to be secure are even subject to this danger. For 

example, few months ago in Brussels, a serious cyber attack was reported on the Commission 

and External Action Service of EU ('Serious' cyber attack on EU bodies before summit, 2011). 

In another attack, Australian prime minister‟s emails were hacked (Australian PM's emails 

hacked, 2011). So if the number of malicious activities is on the rise in the organization, it 

means that the controls implemented are not effective enough. The attacks can be monitored 
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using different tools like anti-viruses, anti-spyware, IPS and IDS. Then depending upon the 

type of attacks solutions can be implemented.   

5. The logs for all the connection and access request should be monitored carefully. The 

employee should only be given that much of access to the resources which are required by 

him/her to complete the job. Multiple people should be required to complete one job so that it 

removes the threat of someone using the privileges wrongly. Still if someone is able to bypass 

the mechanisms operating for authentication of legitimate user, then the controls and policies 

need to be re assessed.  
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6. Conclusion and Future 

Research 

6.1 Conclusion 

This case study was conducted in an organization located in UAE. Organization‟s information security 

administrator was interviewed with the focus on methods being used for measuring the efficacy of 

information security policies. Along with that some other employees from various departments were 

asked to answer a set of survey questionnaire which focused on information security in general and 

also regarding security practices within the company.  

The primary research questions were to investigate how the efficacy of information security policies is 

measured in organization A, are these measurements producing the desired effects in the organization 

and propose methods of measuring the efficacy of these policies more suitable for organization A. 

 

On the whole we can say that currently the organization does not have clearly defined factors for the 

development of policies. The policies are being designed on the need basis. In case any security breach 

occurs, an investigation is performed first and then the controls are implemented to avoid it in future. 

So to be better prepared for the upcoming threats, the idea given in this research is to define the KPIs 

and KRIs. The KPIs can be referred to as the key factors which determine the formulation of security 

policies. These KPIs should be developed by keeping in view the business objectives of the 

organization so that these are helpful in achieving organization‟s goals efficiently. The KRIs can be 

identified from general user‟s feedback and how they perceive the information security controls.  

At present the company does not have any formal mechanisms for measuring the efficacy of 

information security policies. Through this research, a technique from ISO27004 is presented in this 

report. The information used in this technique has been generated from the personal interview of the 

information security administrator and the survey questionnaires that were distributed to employees in 

different departments. The results from both these sources were used for analysis. According to 

information security administrator there were satisfactory information security measures and policies 

in place. But many employees were of the opinion that the awareness and training programs are not 

comprehensive enough. These and many other factors discussed in previous chapter are also evidence 

of the importance of measuring efficacy of security policies which is missing in the organization under 

consideration. 

It can be concluded that Organization A needs to have methods implemented for measuring the 

efficacy of information security policies. If the effectiveness cannot be measured, there is no point in 

having the policies in place. Moreover, there needs to be more frequent training and awareness 

programs as these help employees better understand the security policies and controls. 

6.2 Future Research 

There are different frameworks and standards for developing and implementing information security 

policies. But few talk about the methods for measuring the efficacy of these policies. So there is a lot 
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of room for research in this particular field. This research was carried out as a case study so it might 

not be completely applicable for other organizations. 

One future recommendation can be to carry out a similar and more comprehensive research in multiple 

companies and then compare what techniques they are using for measuring efficacy of information 

security policies. This comparison can be made between similar companies or with varying business 

fields and it is assumed that it will provide some significant results that can be used for generalization. 

There is a possibility that some companies are using their tailored made methods for this purpose and 

are performing it quite efficiently. Those methods can be analyzed and proposed to the organizations 

that might need them. 

This research proposed few KPIs and KRIs that were relevant to organization A. More KPIs and KRIs 

can be researched and proposed depending upon the requirements and business objectives of the 

organizations. This research proposed one or in most cases two attributes of the controls implemented. 

There can be multiple attributes that can be measured for a single control and hence provide a more 

comprehensive picture about the efficacy of policies. 
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Appendices 

Appendix 1 

Survey Questionnaires 

 
Survey about Measuring Efficacy of Information Security Policies 
Hello, 

I am a master‟s student of Information and Communication Systems Security at KTH The Royal 

Institute of Technology, Stockholm Sweden. This survey is a part of my master thesis.  

Regarding the background of my topic, it is about methods of measuring the efficacy of Information 

Security Policies. By efficacy we mean that how effective have the information security policies been 

in achieving the goals they were deployed for. The results from this survey will help in examining the 

possible methods of measuring the efficacy of information security policies.  

The information you provide here will be solely used for research purpose. None of the information 

you share here will be disclosed to anyone. 

I would like to thank you in advance for your time and cooperation as this will be really helpful for me 

in coming up with some realistic results. 

Greetings from Muhammad Sohail Qureshi 

 

Part 1: Introductory Questions 

 

1. Your name  

 
2. email address This information will be kept confidential. 

 
3. Your designation and duties in company *

 
4. Total number of employees (approximately) * 

 
5. Size of organizational projects/team size * 

 

 

Part 2: Information Security Management Questions 

 

6. Do you consider information security necessary for your company? * 

By information security we mean protection of information/data from any theft or alteration 

 Yes 

 No 

 Don't know 
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Other:  

 

7. Is the company certified? * 

Is it in compliance with any information security standards/frameworks 

 ISO Standards 

 COBIT 

 ISACA 

 Don't know 

Other:  

 

8. Are these standards implemented completely or tailored according to the needs of organization? * 

 Implemented completely 

 Tailored according to needs 

 Don't know 

 

9. Does your company have a dedicated information/network security department? *A department 

comprising of information/network security professionals 

 Yes 

 No 

Other:  

 

10. Are there any activities conducted in your organization in order to identify threats to information 

security? * 

Threat can be any malicious activity that can lead to compromise of information and data

 
 

11. What professional roles are involved in identifying information security threats? * 

Threat can be any malicious activity that can lead to compromise of information and data 

 Project Manager 

 IT Manager 

 Information Security Administrator 

 Network Administrator 

 Developers 

 Business Analyst 

Other:  
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12. What is your opinion whether information security is just the responsibility of IT staff or all the 

employees in organization? * 

 IT/Information Security staff only 

 All the employees in organization 

 Don't know 

 

13. Are any information security policies currently implemented in your company? * 

Information security policies are set of rules defined in order to protect information 

 Yes 

 No 

 Don't know 

Other:  

 

14. Have the details about these information security policies and priorities been properly 

communicated to you? * 

 Yes 

 No 

Other:  

 

15. What means were used for communicating details about these information security policies? * 

 When I joined the company 

 From emails received 

 My colleagues told me 

 From my manager 

Other:  

 

16. Do you think security measures slow down your daily work and that you might be able to work 

more effectively in the absence of these measures? * 

 No, security measures are important aspect of daily work 

 Yes, there should be no security measures 

 Don't know 

Other:  

 

17. Do you think there is enough information security education in your organization? * 

Workshops, seminars, courses etc discussing the importance of information security 

 Yes 

 No 

 Don't know 

Other:  
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18. Is there a formal program to regularly promote security awareness and training? * 

Because of new threats emerging ever now and then, awareness programs need to be held frequently 

 Yes 

 No 

 Don't know 

Other:  

 

19. Do you have any knowledge about the measures that can be taken against an employee in case of 

non-compliance with the security policies? * 

 Yes 

 No 

 Don't know 

Other:  

 

20. Do you consider it a just act that employees be punished if they act against the information 

security policies? * 

 Yes 

 No 

 Don't know 

Other:  

 

Part 3: Questions regarding information security policies 

 

This set of questions inquire about the general information security practices currently active in 

company 

21. What methods can you use to protect sensitive data from attacker? * 

 Using word 'password' as password 

 File permissions (read, write or execution of file) 

 Encryption 

Other:  

 

22. Which of the password below you consider suitable for protecting your personal data? * 

 Password (the word password) 

 df@T:23 

 Your name, phone number or address 

 Name of your favorite movie 

 

23. Do you share your password with your colleagues? * 
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 Yes 

 No 

 Depends upon situation 

Other:  

 

24. What methods do you use for taking backup of important data/information? *Backup means to 

save the data/information in such a way so that it can be restored to its original form if there is any 

damage done to the original one. 

 offsite data storage 

 hard disk backup 

 backup over the internet 

 additional hard drive 

 CD/DVD writers 

 I do not take backup of my data/information 

Other:  

 

25. What method do you use for accessing company's systems remotely? * 

 virtual private network (VPN) 

 remote desktop software 

 remote access 

 I do not access the company's systems remotely. 

Other:  

 

 

  

26. Who is allowed to access the main servers? * 

 IT Manager 

 System Administrator 

 Network Engineer 

 Desktop Support Engineer 

 Information Security Administrator 

 Security Engineer 

         Other:  
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Appendix 2 

Interview Questions 

 

1. In what regions of the world is your company operating? How would you classify 

your organization according to the number of employees? Can you briefly describe the 

key business domains of your organization? 

 

2. What are the regulations regarding information security from the UAE government 

that needs to be followed by your organization? To what extent is your company 

following these regulations? 

 

3. How many information security professionals are specifically involved in the 

information security tasks? How many of them have professional certifications? 

 

4. Approximately what percentage of your total budget is being allotted to information 

security measures? Is this percentage serving organization‟s information security 

needs well enough? 

 

5. How often do you organize internal information security audits? 

 

6. How do you tackle socio-technical issues and risks with respect to information 

security in your organization? 

 

7. Has the top management defined its security objectives with respect to business 

objectives? To what extent is information security team involved in modifying and 

developing the policies that can achieve these objectives? 

 

8. What are these objectives?  How do you formalize information security policies based 

on those objectives in your organization? 

 

9. Have the details about these information security policies and priorities been properly 

communicated to employees? If yes, how are these communicated and what 

communication model you are following and why you have chosen it? 

 

10. How confident are you that whether these policies defined by information security 

department are being followed by employees? Can you elaborate it with any example? 

 

11. If any incident occurs due to information security lapse, who is held responsible for it? 

 

12. Are the information security policies documented? Also are these policies authorized 

by the top management? If yes, how often these policies are reviewed and modified? 
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13. What steps you generally follow up in order to implement theses polices? 

 

14. What mechanisms are being used for keeping records of information security incidents 

and risks? 

 

15. What are the primary assets that the information security department is suppose to 

protect in your company? What are the risks associated to them? 

 

16. What are your objectives while designing and conducting security awareness 

programs and trainings? How well the employees follow your trainings? Has the threat 

level gone down after these trainings? 

 

17. Can you describe in detail what methods and techniques you use for measuring the 

effectiveness of information security policies? Effectiveness in a sense as to mitigate 

the threats, vulnerabilities or risk associated to organizational assets. 

 

18. Are you aware about the term KPIs (Key Performance Indicators)? If yes, could you 

please let me know commonly used KPIs in your organization for information 

security?  
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Appendix 3 

List of Acronyms 

CISM - Certified Information Security Manager 

CISSP - Certified Information Systems Security Professional  

COBIT - Control Objectives for Information and Related Technology 

ISMS - Information Security Management System 

ISO - International Organization for Standardization 

ITIL - Information Technology Infrastructure Library 

KPI - Key Performance Indicators 

KRI - Key Risk Indicators 

SOGP - Standard of Good Practice 

UAE – United Arab Emirates 
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