
Reliability analysis of safety-related digital instrumentation
and control in a nuclear power plant

Johan Gustafsson 

Degree Project in Risk and Safety, Second Level

KTH Supervisor: Dr. Jan-Erik Holmberg
Risk Pilot Supervisor: Stefan Authén

May 2012



Abstract

There is so far no consensus on how to develop a reliability model of safety-related digital 
instrumentation and control (I&C) in a probabilistic safety assessment (PSA) of a nuclear power 
plant. The objective of this thesis is to evaluate different approaches to model digital protection 
systems in a PSA for a nuclear power plant. This is accomplished by the development of a fault tree 
model of the digital protection system for a fictive and simplified nuclear power plant, that act as a 
reference model to be used for evaluation of different design alternatives and modelling principles.

Common cause failures and spurious actuation signals are the major contributors to scenarios 
resulting in a core damage. A PSA model has to be sufficiently detailed in order for this to be 
represented in the results. The impact on results such as core damage frequency and importance of 
minimal cut sets from different fail-safe, voting logic and signal validation designs are significant, 
too. To further examine the differences between I&C designs and significance of different PSA 
modelling solutions, the degree of realism of the example should be increased. This rapidly 
introduces complexity to the models resulting in a model that is more difficult to review and results 
that is more difficult to interpret and even much simplified models tend to get rather complex. 

2



Tillförlitlighetsanalys av säkerhetsrelaterade digitala 
styrsystem i ett kärnkraftverk.

Det finns ännu ingen konsensus för hur modeller ska utvecklas med PSA (Probabilistic safety 
assessment) för utvärdering av tillförlitligheten i säkerhetsrelaterade digitala styrsystem i 
kärnkraftverk. Detta arbete syftar till att utvärdera olika alternativ för modellering av dessa 
styrsystem. En felträdsmodell för ett digitalt reaktorskyddssystem i ett fiktivt och förenklat 
kärnkraftverk utvecklas för att kunna användas som referensmodell i tester av olika designalternativ 
och modelleringsprinciper. 

Common cause failures och obefogade styrsignaler visar sig vara de största bidragande faktorerna 
till scenarior som resulterar i härdskador. En PSA modell måste vara tillräckligt detaljerad för att 
kunna visa dessa typer av resultat. En stor påverkan på resultat som t.ex. härdskadefrekvens och 
viktighetsmått för olika minimala snitt i felträden, kommer ifrån val av logik för verifiering av och 
röstning mellan signaler. För att ytterligare undersöka skillnaderna i olika utformningar av dessa 
styrsystem och skillnaderna mellan olika angreppssätt i modelleringen måste dock modellerna 
ytterligare förfinas och graden av realism måste öka. Detta medför dock en snabbt växande 
komplexitet i modellerna, vilket resulterar i modeller som är mer svåröverskådliga och resultat som 
är svårare att tolka. Det visar sig nämligen att även modeller med stora förenklingar snabbt blir 
mycket komplicerade. 
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Abbreviations

ACP AC power system
AIM Analog input module
ALOCA Large loss-of-coolant accident
AOM Analog output module
APU Acquisition and processing unit
BWR Boiling water reactor
CCF Common cause failure
CCW Component cooling water system
CD Core damage
CDF Core damage frequency
COM Communication link module
CPU Central processing unit
DCV Digital control and voting unit
DFLT Default value
DIM Digital input module
DOM Digital output module
DPS Depressurisation valve system
ECC Emergency core cooling system
EFW Emergency feedwater system
ESFAS Engineered Safety Feature Actuation Systems
FMEA failure mode and effects analysis
I&C Instrumentation and control
I/O Input/output
IAEA International Atomic Energy Agency
KTH Kungliga tekniska högskolan, Royal Institute of Technology in 

Stockholm
LMFW Loss of main feedwater
LOCA Loss-of-coolant accident
LOOP Loss-of-offsite power
MCR Main control room
MCS Minimal cut set
MFW Main feedwater system
NPP Nuclear power plant
OECD Organisation for Economic Co-operation and Development 
PSA Probabilistic safety assessment
RHR Residual heat removal system
RPS Reactor protection system
RPV Reactor pressure vessel
SWS Service water system
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1 Introduction

1.1 Background
Probabilistic safety assessment (PSA) is used for evaluating risk associated with the operation of 
nuclear power plants (NPP). Traditionally, this has been a rather straightforward method. However, 
with the implementation of digital instrumentation and control (I&C), which appear in upgrades and 
in newly built NPPs, there is no common practice on how to use PSA. (OECD, 2009)

PSA is a collection of methods for assessing risk in complex technical systems. Most significant of 
these methods are fault trees analysis and event trees analysis. Objectives of PSA studies in a NPP 
context range from determining frequencies of a reactor core damage, radioactive release and 
probabilities of failures of individual components, to uncovering previously unknown dependencies 
and providing information for risk informed decision making. 

The I&C of a nuclear power plant is used for process control and for actuation of safety systems. By 
introducing digital I&C many benefits can be gained. Its ability to handle large amounts of data and 
great computational capabilities introduces many possibilities. Continuous monitoring and self-
testing can detect failures in the process and in the I&C itself. Intelligent validation of signals and 
measurements can be used to create a system that is safe and reliable, and at the same time 
minimizes the potential spurious stops in the production. 

A difficulty is that there exist no common practice on how to use traditional PSA tools to model 
digital I&C. It is not obvious which, and to what extent properties specific to the digital I&C need 
to be examined, or how different modelling principles and design options influence the result. There 
are also new types of problems to take into account, such as software failure. (Chu et al. 2008) 

1.2 Objectives
The objective of this thesis is to evaluate different approaches to modelling digital I&C in a nuclear 
power plant, using PSA. The goal is to be able to draw conclusions about what qualitative results 
are lost in a simplified model and the impact on qualitative and quantitative results of different 
modelling approaches and design options. 

To accomplish this objective, the following tasks have been performed: 
1. Development of a fault tree model of digital I&C in a generic nuclear power plant. 
2. Evaluation of the PSA model using different assumptions.

• What is the effect of a simplified common cause failure model?
• What is the effect of different fail-safe designs?
• What is the effect of a more advanced signal validation logic?

3. Analysis of the results in order to draw conclusions on the effect of the modelling 
assumptions.
• What new minimal cut sets appear and which disappear as a consequence of the 

assumptions made?
• How do the different assumptions affect core damage frequency?
• How do the different assumptions affect importance of basic events and minimal cut 

sets?

To be successful in the objectives the model must be detailed and realistic enough to display all 
important aspects of the system, but at the same time avoid being so complex that it becomes too 
difficult to interpret the results or to follow the logic and review the model. 
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1.3 Scope 
The basis of the example PSA-model is taken from a very simple, fictive nuclear power plant. The 
original example PSA-model did not include any automation functions or associated I&C systems. 
A main part of the project deals with adding a number of automation functions that resemble some 
typical protection functions of a boiling water reactor which is necessary to study the importance of 
redundancy, diversity and different fail-safe principles. The parts of I&C that deals with process 
control will not be considered.
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2 Nuclear power plants
The basic idea of a nuclear power plant (NPP) is to generate steam with heat from a nuclear 
reaction. The steam is then used to drive turbine generators. There are many designs for nuclear 
power plants, but the example of this thesis will only consider the boiling water reactor (BWR). 

A BWR is a type of light water reactor. Specific for the BWR compared to other designs is that it 
uses water as coolant and moderator and it operates under relatively low pressure. A nuclear reactor 
core is placed in a pressure vessel (RPV). Coolant is pumped around the core, absorbing heat from 
the fuel. As the coolant boils, a mixture of steam and water is formed. The steam is separated from 
the water and routed through pipes to turbine generators. After the steam has passed the turbines it 
is condensed and pumped back to the reactor pressure vessel. The fact that there is a single closed 
loop connecting the RPV and the turbines is a major characteristic of the boiling water reactor.

In addition to these basic components of the actual process of generating electricity, there are a 
number of auxiliary and safety systems to ensure a safe and controlled environment. The main 
purpose of these systems is to cool the fuel and equipment, contain the radioactive material and to 
shut down the process under normal conditions as well as in emergencies.

2.1 Safety
Safety systems of a NPP are designed to prevent and mitigate accident. There are three basic 
functions by which this is done: controlling the power, cooling the fuel and confining the 
radioactive material. (IAEA 1999b)

2.1.1 Defence-in-depth
Defence-in-depth is a general principle underlying all safety related design, construction and 
operation. The goal is that no single failure should be able to break through the safety systems and 
have any significant impact on the overall safety. This is achieved by providing independent layers 
of protective measures for each safety concern, including both accident prevention and mitigation 
measures. In this way a potentially hazardous situation can be effectively dealt with even when one 
line of defence is out of service. Multiple failures are thus required in order to break through all 
barriers. 

For the implementation of safety function with technical systems, an essential part of defence-in-
depth is to require tolerance against failures and hazards, which leads to the following important 
design principles: Redundancy, diversity, separation and fail-safe design. (IAEA, 1999b)

Redundancy
A redundant system consists of at least two trains, possibly identical, each by themselves and 
independent of the other capable of solving the task assigned to the system. The trains may consist 
of an individual component or complex systems. Characteristic is that more possibilities to manage 
the systems tasks are supplied than necessary under normal conditions. This means that normal 
operation can continue despite a loss of some component or other random, but independent, failure. 
(IAEA, 1999a) If separate power supplies are used to each train, the defence is further strengthened. 
Redundancy can also be used to protect against spurious starts or stops and false alarm by providing 
voting logic between redundant channels. An example could be an alarm or a control signal that is 
triggered when at least two out of four channels indicate that a parameter limit is exceeded. 
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Diversity
A diverse system consists of at least two non-identical trains, each by themselves and independent 
of the other capable of solving the task assigned to the system. Emphasis here lies on non-identical. 
One purpose of diversity as a defensive measure is to avoid common cause failures. A distinction is 
made between functional and physical diversity. Functional diversity is implemented by 
constructing the trains with components from different manufacturers and letting them react to the 
same physical parameters. Physical diversity is implemented by letting the two trains react to 
different parameters. (IAEA, 1999a)

Fail-safe
Components or systems can sometimes be designed in such a way that in the event of a failure, their 
mode will be set so that the risk of dangerous consequences is minimized or to automatically 
activate some safety function. The obvious example in the NPP context is the configuration of the 
control rods in a pressurised water reactor (PWR) which fail to safety if the power supply is 
disrupted. Under normal operation the control rods are kept suspended above the core by 
electromagnets. This is to be considered fail-safe since if the power supply is disrupted, the 
electromagnets drop the rods that fall to a fully inserted position in the core. (IAEA, 1999a)

2.2 Instrumentation and control
Instrumentation and control (I&C) of a NPP can be divided into two parts, relatively separated from 
each other, process control and safety systems. This division can usually be associated with the 
reactor side automation and turbine side automation, even though the actual boundaries between 
process and safety automation is not strictly between reactor and turbine islands of the plant.

Both process control and safety systems are highly automated. General advantages of automated 
functions, analog or digital, is that they react fast, reliably and with high precision. It is suitable to 
implement automated I&C functions, for example where a repetitive task is performed or a quick 
response is vital. In modern NPPs, much of I&C applications are digital, using microprocessors and 
software based validation and actuation, rather than analog relay logic. Digital I&C can perform 
automatic self-testing and diagnostics and also simplifies monitoring and testing. When testing is 
performed in an analogue system, it is often necessary to shut down the system or component. By 
doing this any potential redundancy is reduced. This can often be avoided when digital components 
are tested as many digital systems perform continuous self-testing and automatic failure diagnosis. 
Another benefit from this, apart from not reducing redundancy, is that the self-checking systems 
detect failures as soon as they occur. This reduces the number of latent failures, i.e., such failures 
that remain undetected until the specific failed systems are required. (IAEA, 1999a)

Failure in digital equipment differs from failure in analog equipment. In the case of analog 
equipment, failure is related to wear. Naturally, the physical components of digital equipment may 
experience deterioration as well. In addition, failure of digital equipment can be caused by its 
software. 

The process control measure and present information to human operators and automated systems, 
about the conditions of the plant and a wide range of physical parameters such as pressure, flow and 
temperature. Under normal operation it also provides much automatic control and regulates the 
processes in the plant and its auxiliary systems.
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By monitoring the systems and processes the I&C safety systems detects abnormal conditions and 
errors. The safety systems are then expected to take independent actions to keep the plant within 
safe boundaries and prevent any dangerous consequences. The reactor safety automation may be 
composed of one or several systems depending on the system architecture design. The main issue in 
the design is to follow the defence-in-depth principle meaning that the safety system(s) must 
include independent parts responsible for preventive safety functions, protection functions and 
accident mitigation functions.

In the example of this thesis, the focus is on protection functions which include functions to shut 
down the reactor (reactor trip), controlling the power and actuation and control of systems 
responsible for core cooling, residual heat removal, containment integrity and auxiliary power. As a 
whole, this part of safety automation is called the reactor protection system (RPS); although in some 
countries like USA, RPS is usually associated with reactor trip and the other safety functions are 
part of the Engineered Safety Feature Actuation Systems (ESFAS).

10



3 Probabilistic Safety Assessment
Probabilistic safety assessment (PSA) is a collection of methods for assessing risk in complex 
technical systems, such as an NPP. Most significant of these methods are fault trees analysis and 
event trees analysis. The tool that is used in this thesis is the computer program RiskSpectrum by 
Scandpower Lloyd’s Register (originally RELCON AB). RiskSpectrum is a well-established 
program in the PSA community for fault tree/event tree analysis. The equations presented in this 
chapter are all from the RiskSpectrum theory manual. (RELCON AB, 2001). The computer 
program includes a simple PSA model, which was suitable for the purposes of this thesis.

3.1 Objectives with PSA
The objective of PSA studies in a NPP context is to assess probabilities or frequencies for different 
consequences, such as core damage or release of radioactive material into the environment and to 
assist in decision making and prioritizing in many different aspect of the NPP, ranging from design 
and operation to maintenance. This is achieved by producing results such as core damage frequency, 
measures of absolute risk, lists of the greatest contributions to the absolute risk, minimal cut set lists 
and a number of different importance and sensitivity measures for components and systems. 
(Hallman, Nyman & Knochenhauer, 2004)

3.2 Scope
The scope of a PSA study is referred to as level 1, 2 and 3. The levels describe to what extent the 
study is being performed, and which ultimate consequences are considered.

• Level 1 - Frequency of core damage.
The most basic level of analysis. The analysis focuses on insufficient cooling of the fuel that 
result in damaged to the core and fuel, and internal release of fission products.

• Level 2 - Frequency of radioactive releases outside the containment. 
Extends level 1 by incorporating components, events and operation related to the 
containment. Used in design of features such as filtered venting systems.

• Level 3 - Frequency of consequences of radioactive releases. 
A level 3 PSA can be used to evaluate the consequences on the surroundings such as 
contaminated surface and ground water or soil. Impact on the public such as fatalities and 
increased rate of cancers diagnoses and emergency planning may be supported by a level 3 
PSA. (IAEA, 2001) 

3.3 Methodology

3.3.1 Initiating event analysis
Initiating events are events that require the operator or automated functions to take actions so that 
the safety of the system is assured. Without the intervention of the safety systems, these events are 
expected to cause a core damage. Examples of initiating events in a NPP are loss of coolant and 
disrupted power supply. Initiating event analysis is one of the first tasks of a PSA study. Systematic 
approaches, such as master logic diagram (MLD) are used to identifying initiating events. Initiating 
events which have similar consequences, especially from the safety functions requirements point of 
view, are grouped into initiating event categories, e.g., loss of main feedwater. (IAEA, 2010)
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3.3.2 Accident sequence analysis
After the initiating event analysis has been completed, an accident sequence analysis is performed. 
The objective is to determine the plants response to each initiating event category and to identify all 
safety systems required to prevent a core damage for each initiating event category. Commonly 
used methods are event sequence diagram and event trees. For each initiating event category an 
event tree is built. The event trees model the possible sequences of failure or successes of the 
required safety systems and describe their consequences. The consequences should be defined here 
as well. In a level 1 PSA study, there are usually only two possibilities, core damage and safe end 
state. Either it ends up in a safe condition, if automatic safety systems or manual interventions have 
been successful, or the final consequence is a core damage. (IAEA, 2010) 

Figure 1 show an event tree as represented in Scandpower's computer program RiskSpectrum. The 
initiating event is Loss of Main Feedwater. The events following the initiating event are called 
function events. At each function event, the sequence branches out in a direction depending on 
success or failure of that function event. In this case the first function event is the success or failure 
of the Emergency Feedwater (EFW). The EFW function event has a branch to the right representing 
the success of EFW and a branch downward representing the failure of EFW. 

The sequences pass through all function events and end in one of the consequences, i.e., an end 
state of the event tree. If a function event does not have a branch representing failure, then that 
system is not required in that particular sequence, i.e., it cannot affect the outcome. Frequencies are 
calculated and presented for the different consequences. In Figure 1, the consequences are core 
damage (CD), core damage due to loss of cooling (CD2), core damage due to loss of residual heat 
removal (CD3) and a safe condition (OK).

In this manner, an event tree is created for each initiating event identified in the initiating event 
analysis. To quantify frequencies for the different sequences, the probabilities for success or failure 
of each function event have to be determined. This is done by further develop each function event in 
a fault tree. The top event in the fault tree is the failure of the function event. 

3.3.3 Systems analysis
When relevant safety systems for each initiating event have been identified in the accident sequence 
analysis, then fault trees for these safety systems are developed in the systems analysis. Systems 
analysis comprises of several work moments, starting from qualitative reliability using methods like 
FMEA (Failure mode and effects analysis) and ending with the modelling of fault trees and 
quantification.
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Figure 1: An event tree as represented in the example from RiskSpectrum.

Loss of Main 
Feed Water

LMFW

Emergency 
Feed Water

U

Depressuriza
tion

X

Emergency 
Core Cooling

V

Residual 
Heat 
Removal

W

1 5,00E-01 OK

2 1,06E-05 CD,CD3 W

3 7,96E-04 OK U

4 2,10E-08 CD,CD3 U-W

5 1,90E-04 CD,CD2 U-V

6 1,03E-05 CD,CD2 U-X

No. Freq. Conseq. Code



FMEA 
Failure modes and effects analysis (FMEA) is a systematic tool for a qualitative reliability 
evaluation of the components in a system. A thorough FMEA begins at system level by identifying 
and analysing failure modes and their effects, then successively breaking down each of these 
systems in smaller parts and performing the same analysis on each part. (Chu et al 2008). This 
procedure is repeated until a sufficient level of detail is reached, or until information and data can 
no longer support a more detailed analysis. The result is compiled and presented in a spread sheet. 
FMEA is frequently used in the beginning of a project or a study to get familiarized with the design 
and performance of a system to be modelled. Other uses are to complement fault- and event trees or 
to assist in development of such trees or to evaluate the importance of a component or a system.

If the FMEA is done to support the development of fault trees, then it is here that the appropriate 
level of detail in the model is determined. All initiating events to be used in the event trees and all 
basic events to be used in the fault trees should be identified here.

Failure modes for analog components are often apparent. For example, a check valve fails open or 
fails closed. Generally, this is more complex in case of digital components and software. (Chu et al 
2008). Effect or consequence is described for each failure mode and cannot be assumed to be the 
same for different failure modes within the same component or system. In addition to failure modes 
and effects, several other categories are often included. Some examples are failure detection, failure 
cause, failure frequency and failure detection rate. The category failure detection could for example 
describe how or when a failure is detected, e.g., if the system or component is continuously 
monitored or if a specific test is required.

Fault tree analysis
Fault tree analysis is a method to model the chain of causes that lead to an undesired event or effect. 
An undesired event is chosen as the top event, e.g., a function event from the event tree. Situations 
or combination of events that could lead to the top event is connected by logical gates. These 
second level situations are in turn evaluated and their possible causes determined and connected by 
logical gates. In this way a tree is built between the top event and a number of basic events and 
every possible sequence that result in a failing top node is identified. The basic events are not 
developed further, they are instead assigned appropriate probability measure that describe their 
failure probability. 
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As an example, consider the fault tree in Figure 2 which shows a fault tree as represented in the 
Scandpower's computer program RiskSpectrum. 

An event (represented by a box with describing text inside) is considered the output of the events it 
connect to underneath. The top event in this example represents the failure of the first train in the 
AC power system. It fails if and only if both diesel generator 1 is unavailable and the plant suffers a 
loss of offsite power. Therefore the connecting gate must be an AND-gate, i.e., both inputs must be 
true for the output to be true. 

Diesel generator 1 is unavailable if it is in stand-by and fails to start or if it is unavailable due to 
maintenance or if its start signal fail. Since these three events will cause diesel generator 1 to be 
unavailable independent of each other, they are modelled with an OR-gate, i.e., if any input is true, 
the output is true. The symbols of these events indicate that the event diesel generator in stand-by 
and fail to start is a basic event that is part of a CCF group, diesel generator in stand-by is 
unavailable due to maintenance is a basic event and the failure of diesel generator start signal is 
further developed in another fault tree. 

Loss of offsite power occurs if the basic event or the house event with the same name is true. The 
house event is true if loss of offsite power is analysed as an initiating event. The basic event models 
the failure rate of the offsite power as an event in the process, independent of which initiating event 
is being analysed. 
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The most fundamental standard symbols in fault tree modelling are explained below. 

Figure 3: The basic event The basic event is the most fundamental 
building block of the fault tree. At this point, the 
particular branch will not be further developed. 
It is at this point that reliability data is 
introduced if a quantitative analysis is going to 
be performed. 

Figure 4: The logic gate OR The logic gate OR connects any number of 
branches in the tree. The output is true if at least 
one of the inputs is true.

Figure 5: The logic gate AND The logic gate AND connects any number of 
branches in the tree. The output is true if all 
inputs are true. 

Figure 6: The transfer gate The transfer gate is used to connect different 
fault trees that are logically considered to be one 
tree. It is useful to further develop the fault tree 
in another tree when the trees get large and 
difficult to overlook. It is also useful when the 
same segment is used at many places.

Figure 7: The house event House events are used to connect and disconnect 
branches in the fault tree. This makes it possible 
to tailor a single fault tree to different initiating 
event without the need for more than one tree. 
Depending on which initiating event is being 
analysed, different branches in the fault tree is 
activated. 

Figure 8: The CCF event The CCF event symbol describes a basic event 
that is a member of a CCF group.
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3.3.4 Common cause failure analysis
Common cause failure (CCF) analysis is performed parallel to the system analysis, since the CCFs 
are modelled in the fault trees. Common cause failure is the failure of two or more systems within a 
limited time interval. The cause of the failure is a latent fault present in both structures, combined 
with a triggering mechanism that could be a specific event or operating condition. The time interval 
is basically any time interval too short to allow repair of the first system before the other fails. 
(IAEA 2009)

There are a number of possibilities for a latent fault to appear, by flaws in design and 
manufacturing, by improper or inadequate maintenance or if components are used outside its 
intended limits and specifications. The triggering event is a challenge to the fault, causing the 
system to fail. Often, triggering mechanisms are events or conditions that were not expected to 
occur and therefore have not been tested. (IAEA 2009) External events such as earthquakes, 
tsunamis and fires could also act as triggering events, but they are usually modelled explicitly. 

CCF in digital systems is a bit different from that of analog systems. This is because a failure in 
analogue systems is often the result of wear and is generally easy to describe with some probability 
distributions, but failures in digital systems are not random in the same sense. Software failure is 
not a result of wear, instead failure is a consequence of deterministic factors, e.g., wrong 
specification.

The CCF alpha-factor model
The CCF alpha-factor model uses up to three parameters to calculate the unavailability due to 
common cause failure. The parameters α2 ,α3 ,α4 are the fraction of the total frequency of failure 
events that involve failure of 2, 3 and 4 components respectively, due to a common cause. If a CCF 
group consists of more than 4 events, then α4 is the fraction of total frequency of failure events 
involving all components of that group. 

The unavailability for CCF events is calculated accordingly:

Let Qtot be the total unavailability for each basic event in the CCF group and let N be the number 
of basic events in the CCF group.

Let  α tot=∑
k=1

N

k αk

The mean unavailability for a CCF event involving k basic events Q k is calculated as 

Q k=
k

(m−1
k−1)

αk

αtot
Q tot

(RELCON AB, 2001)

The CCF Beta-factor model
The Beta factor model is a less detailed model that only considers CCFs where all components in a 
CCF group fail. One parameter β is used and it is the fraction of the total frequency of failure 
events that involve failure of all components due to a common cause.

The unavailability for CCF events is calculated accordingly:
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Let Qtot  be the total unavailability for each basic event in the CCF group and let N be the 
number of basic events in the CCF group.

The mean unavailability for a CCF event involving k basic events Q k is

Q k=(1−β)Qtot for k =1

Q k=0 for 1 < k < N

Q k=βQtot for k = N

(RELCON AB, 2001)

3.3.5 Human reliability analysis
A human reliability analysis (HRA) should be performed to identify and determine probabilities for 
human errors that can have an impact on safety systems. The probability of the human error can be 
incorporated into a basic events of components and systems, or form its own basic event, such as 
failure of operator to actuate a particular system. 

A distinction is often made between human errors, depending on when they appear in relation to an 
initiating event. Human errors made before an initiating event, rendering safety systems unavailable 
if they should be required, human errors that could lead to an initiating event and human errors after 
an initiating event. (IAEA, 2010)

3.4 Basic event reliability models
In context of PSA, a basic event is an event in a model that is not developed further. It is considered 
a root cause. Each basic event is described by a reliability model and associated with a probability 
measure. These models constitute mathematical definitions necessary for computing. 
 
The following reliability measures are used. 

• Unavailability Q(t ) is the probability that an object is failed at time t.
• Mean unavailability Qmean is the average fraction of a time-period where an object is 

failed. 

Monitored, repairable components
This model is applied for components whose failure detection is instant and repair starts 
immediately. The failure process and repair process are assumed to be exponentially distributed. 
Required parameters are constant failure rate λ and constant repair rate μ. Unavailability at time t is 
described by 

Q t = λ
λμ

⋅[1−e−λμ⋅t] , t≥0,

given that the component is available at t = 0, i.e., Q 0 =0.

Mean unavailability (asymptotic value) in this model is

Q= λ
λ μ
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Periodically tested components
This model is suitable for components that need to be tested to determine possible failures, i.e., 
latent failures. Required parameters are constant failure rate λ and constant test interval TI. 
Assuming instant repair, the unavailability at time t is described by

Q t =1−e−t−T i  , T i=0, TI , 2TI , ...

Mean unavailability

Qmean=
1
TI ∫0

TI

Q(t)dt=1− 1
λTI

(1−e−λ TI )

Constant unavailability 
This model is calculated from only one parameter, constant unavailability q. It is suitable for 
components that experience failure per demand.

Q(t )=Qmean=q for all t

Components with fixed mission time
In this model unavailability is calculated from failure rate λ and fixed mission time TM. It is 
suitable for components that must work during a predetermined time period.

Q t =Qmean=1−e− TM

3.5 Quantification
Minimal cut set (MCS) analysis
A cut set is a set of basic events that trigger the top event. In a minimal cut set, every basic event 
included is necessary, i.e., if any basic event is excluded, the top event will not occur, and the set is 
no longer a cut set. With MCS analysis it is possible to estimate failure probability, frequency or 
intensity for top events and to rank MCSs in order of how likely they are to trigger the top event. A 
point estimate of the top event unavailability can be done with the minimal cut set upper bound. 
(RELCON AB, 2001) 

Let qk be the unavailability of the basic event k
m the number of minimal cut sets in the fault tree

Then the probability of minimal cut set i is

C i=q1 q2⋯qn

and the minimal cut set upper bound for the system unavailability is

Q=1−Π
i=1

m
(1−C i)

A cut-off value is applied when the top event unavailability is determined, in order to reduce the 
amount of calculation. Only minimal cut sets with unavailability larger than the cut-off value appear 
in the final cut set list. This introduces a truncation error which is estimated by the program.

18



Fussell-Vesely importance
Fussell-Vesely importance is a measure of importance for basic events, that expresses the 
probability of a basic event occurring, given that the top event has occurred. (RELCON AB, 2001)

I i
FV =

QTOP(MCS including i)
QTOP

QTOP is the nominal top event unavailability.
QTOP (MCS including i) is the top event unavailability based on all MCS where the basic 

  event i is included.

Another interpretation of the Fussell-Vesely importance measure is the fractional contribution to the 
total frequency of core damage for all accident sequences containing the basic event to be 
evaluated. (IAEA, 2010)

Risk increase factor
Risk increase factor is a measure of importance for basic events, which expresses the increase in 
risk associated with failure of the considered component. (RELCON AB, 2001)

I i
I=

QTOP (Qi=1)
QTOP

QTOP is the nominal top event unavailability.
Qi=1 is the basic event unavailability for a basic event that is certainly failed.

3.6 Challenges with the modelling of the digital I&C in PSA
A major challenge when modelling digital I&C in PSA is that there is no consensus on methods and 
approaches among PSA experts. The reason is that it is not evident which, and to what extent the 
digital systems unique features should be taken into account when modelling with traditional PSA 
methods such as event tree/fault tree. (Aldemir et al. 2006).

A general problem with PSA that the introduction of digital I&C is likely to increase is the 
complexity of the models. It is not self-evident what is the sufficient level of details in order to 
represent the relevant features of digital I&C but not making the models too large. A large, complex 
model is difficult to understand, review and in the end its quality is difficult to ensure. It also makes 
it difficult and time consuming to update the models and the documentation. The solution is to try to 
increase the user-friendliness and transparency of the model by screening and simplifying the logic. 
But the realism of the model and dependencies between components within one system and 
between different systems may be lost if to large simplifications are made. (Andersson et al. 2010).

There are, in fact, only a few PSA studies performed on digital I&C and digital protection systems 
so far. Of the ones performed, the differences in assumptions and simplifications are large in areas 
such as necessary level of detail and critical failure modes. There is also a lack of a common failure 
mode taxonomy for hardware and software failures of digital components. (Authén et al. 2008). 
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Digital I&C is quite different from a conventional fluid system, due to its system architecture with 
multiple, multi-functional processors linked to each other via communication buses. The special 
issue of digital systems that causes difficulties in a traditional PSA study is the introduction of 
software. The nature of the software makes it difficult to get reliability data. Software failures are 
generally not random and their failure modes and effects are difficult to predict. Since probabilistic 
data are scarce and there is no commonly accepted method for assessing reliability data for 
software, models often depend on expert judgement. (OECD 2009). Large simplifications are made 
in practical PSA applications when modelling software failures. In order to incorporate software 
failures into traditional methods such as fault trees they are often modelled as CCF events which 
correspond well with the systematic properties of software failures. (Dahll et al. 2007).
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4 Example nuclear power plant and PSA-model

4.1 Example PSA-model
The basis of the example PSA-model is taken from an example prepared by Scandpower Lloyd’s 
Register (originally RELCON AB). The model is a very simple example of a PSA-model for a 
nuclear power plant made for illustration purposes to demonstrate basic elements of the risk and 
reliability analysis software Risk Spectrum (trademark of Scandpower Lloyd’s Register).

The example PSA-model represents a boiling water reactor (BWR), which has two-redundant safety 
systems. The example model includes system fault trees for the following systems:

• ACP – AC power system
• CCW – Component cooling water system
• ECC – Emergency core cooling system
• EFW – Emergency feedwater system
• DPS – Depressurisation valve system
• RHR – Residual heat removal system
• SWS – Service water system
• MFW – Main feedwater system.

The example includes only a few main components these system as illustrated in the flow diagram 
and electric system line diagram (Figures 1 and 2). It should be noted that the locations of the 
objects in the diagram do not necessarily reflect any actual NPP design but only represent the 
reliability structure of the systems included in the example PSA model (i.e. the diagram could be 
read as a reliability block diagram). The following symbols are used for the component types:

• PM = motor-driven pump
• VM = motor-operated valve
• VC = check valve
• VS = safety/relief valve
• HX = heat exchanger
• DG = diesel-generator.
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Figure 9. Example NPP safety system flow diagram.
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Figure 10. Example NPP electric system line diagram.

There are four initiating events considered in the example PSA-model:

• Large loss-of-coolant accident (ALOCA)
• Loss of main feedwater (LMFW)
• Transient, without loss of main feedwater (T)
• Loss-of-offsite power (LOOP)

The initiating events set different success criteria for the safety systems. Success criteria of the 
systems providing coolant to the reactor are given in Table 1. These are the front-line safety systems 
together with the residual heat removal system (RHR). Coolant must be provided to reactor either 
by the main feedwater system, emergency feedwater system or emergency core cooling system. 
Emergency core cooling system requires a depressurisation of the primary circuit in case of LOOP 
or a transient.
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Table 1. Success criteria of the front line safety systems.
Initiating 
event

Main feedwater 
system (MFW)

Emergency 
feedwater 

system (EFW)

Depressurisation 
valves (DPS)

& Emergency 
core cooling 
(ECC)

Residual heat 
removal 
(RHR)

ALOCA Not credited Not credited Not needed 1-o-o-2 trains 1-o-o-2 trains
LMFW Not credited 1-o-o-2 trains 5-o-o-6 valves 1-o-o-2 trains 1-o-o-2 trains
LOOP 2-o-o-3 trains 1-o-o-2 trains 5-o-o-6 valves 1-o-o-2 trains 1-o-o-2 trains
T 2-o-o-3 trains 1-o-o-2 trains 5-o-o-6 valves 1-o-o-2 trains 1-o-o-2 trains

The successful operation of the front-line safety systems requires that support systems functions as 
well. Respective EFW or ECC train is cooled by the component cooling water system (CCW) train, 
which is cooled by the corresponding service water system (SWS) train.

All pumps and motor-operated valves require power supply. Power supply is provided by offsite 
electric grid (which is lost by definition in LOOP) or by diesel generators. Main feedwater system 
pumps cannot be supplied by diesel generators but there is a gas turbine which may be started if the 
offsite power is lost.

4.2 Automation functions
The original example PSA-model described above did not include any automation functions or 
associated I&C system fault trees. For the purpose of this thesis a number of automation functions 
are assumed for the operation of the front-line and support systems. In general terms, the assumed 
automation functions resemble some typical protection functions of a boiling water reactor. It 
should be noted that this example includes only a few protection functions compared to real NPPs. 
The purpose has been just to define so many protection functions, which is necessary to study the 
importance of redundancy, diversity and different fail-safe principles.
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Table 2 presents the control signals of the actuators (pumps, motor-operated valves and diesel 
generators). Each control signal has a specific identification (ID). The functions are denoted 
similarly as in present Finnish and Swedish boiling water reactors in operation. It should be noted 
that not all signals presented in Table 2 are modelled in the example models of this thesis. 

Table 2. Control signals of the actuators.
System Actuator Component Control Condition for control type Signal ID
ACP Diesel 

generator
DG01, DG02 Start Reactor scram due to containment isolation 

or low voltage in respective bus bar
SS12 + Z00x, x = 1, 2

   Stop Manual stop and not active start signal NOT(SS12 + Z00x) * 
MAN-DG0x, x = 1, 2

CCW Pump PM01, PM02 Start Reactor scram or high temperature in the 
condensation pool

SS00 + X003

   Stop Manual stop and not active start signal NOT(SS00 + X003) * 
MAN-CCWx, x = 1, 2

ECC Pump PM01, PM02 Start Containment isolation and no water leakage 
in the respective pump room

NOT(H00x) * I000, x = 
1, 2

   Stop Water leakage in the respective pump room H00x, x = 1, 2
ECC Motor-

operated valve
VM02, VM04 Open Containment isolation and no water leakage 

in the respective pump room
NOT(H00x) * I000, x = 
1, 2

   Close Water leakage in the respective pump room H00x, x = 1, 2
EFW Pump PM01, PM02 Start Feedwater system isolation, reactor scram 

due to low water level in reactor or 
containment isolation and no water leakage 
in the respective pump room

NOT(H00x) * (M000 + 
SS04 + I000), x = 1, 2

   Stop Water leakage in the respective pump room H00x, x = 1, 2
EFW Motor-

operated valve
VM02, VM04 Open Reactor scram due to low water level in 

reactor, diverse low water level condition or 
very low water level condition and no water 
leakage in the respective pump room

NOT(H00x) * (SS04 + 
X001 + I002), x = 1, 2

   Close Water leakage in the respective pump room 
or very high water level in reactor

H00x + SS05, x = 1, 2

MFW Pump PM01-03 Start Manual start and not active stop signal NOT(M000 + SS05) * 
MAN-MFWx, x = 1, 2, 
3

   Stop Feedwater system isolation or very high 
water level in reactor

M000 + SS05

DPS Pressure relief 
valve

VS01-06 Open Depressurisation signal TB00

   Close Manual close and not active depressurisation 
signal

NOT(TB00) * MAN-
DPSx, x = 1, …, 6

RHR Pump PM01, PM02 Start Reactor scram or high temperature in the 
condensation pool and no water leakage in 
the respective pump room

SS00 + X003

   Stop Manual stop and not active start signal NOT(SS00 + X003) * 
MAN-RHRx, x = 1, 2

RHR Motor-
operated valve

VM02, VM04 Open Reactor scram or high temperature in the 
condensation pool and no water leakage in 
the respective pump room

SS00 + X003

   Close Manual close and not active start signal NOT(SS00 + X003) * 
MAN-RHRx, x = 1, 2

SWS Pump PM01, PM02 Start Reactor scram or high temperature in the 
condensation pool

SS00 + X003

   Stop Manual stop and not active start signal NOT(SS00 + X003) * 
MAN-CCWx, x = 1, 2
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Conditions for protection signals are listed in Table 3. In most cases, the actuation is based on 2-
out-of-4 measurement sensor values exceeding a critical limit value. From the PSA-modelling point 
of view, it should be analysed which conditions are relevant in each initiating event. This is 
analysed later in this chapter.

Table 3. Protection signals.
Signal Description Condition 1)
H001 Isolation of the emergency pump room 1 H01L-1-H1 * H01L-2-H1
H002 Isolation of the emergency pump room 2 H02L-1-H1 * H02L-2-H1
I000 Containment isolation 2/4*(I002-x + I005-x), x = 1, 2, 3, 4
I002 Containment isolation due to extremly low level in RPV 2/4*(RPVL-x-L4), x = 5, 6, 7, 8
I005 I isolation due to high pressure in containment 2/4*(RCOP-x-H1), x = 1, 2, 3, 4
M000 Feedwater isolation 2/4*(M005-x), x = 1, 2, 3, 4
M005 Feedwater isolation due to high temperature in feedwater system 

compartment
2/4*(FWST-x-H1), x = 1, 2, 3, 4

SS00 Reactor scram 2/4*(SS04-x + SS05-x + SS12-x + SS13-x), x 
= 1, 2, 3, 4

SS04 Reactor scram due to low water level in RPV 2/4*(RPVL-x-L2), x = 1, 2, 3, 4
SS05 Reactor scram due to high water level in RPV 2/4*(RPVL-x-H2), x = 1, 2, 3, 4
SS12 Reactor scram due to containment isolation (I- or M-isolation) 2/4*(I000-x + M000-x), x = 1, 2, 3, 4
SS13 Low pressure before feedwater pump 2/4*(FWSP-x-L1), x = 1, 2, 3, 4
TB00 Depressurisation of the primary circuit TB01 * TB02
TB01 Depressurisation of the primary circuit condition 1: extreme low level 

in reactor (same as I002)
2/4*(RPVL-x-L4), x = 1, 2, 3, 4

TB02 Depressurisation of the primary circuit condition 2: high pressure in 
containment (same as I005) or manual actuation

MAN-TB + 2/4*(RCOP-x-H1), x = 1, 2, 3, 4

X001 Extra low level in RPV 2/4*(RPVL-x-L3), x = 5, 6, 7, 8
X003 High temperature in condensation pool 2/4*(RCPT-x-H1), x = 1, 2, 3, 4
Z001 Low voltage in AC bus bar 1 ACPU-1-L1
Z002 Low voltage in AC bus bar 2 ACPU-2-L1
1)” 2/4*” = 2-out-of-4 actuating conditions

The measurements and limits are in listed Table 4.

Table 4. Measurements and limits.
Measurement Component ID Limit Purpose Protection 

signal

RPV water level, fine 
level

RPVL-x,
x = 1, 2, 3, 4
 

H2 Extra high level RPV overfilling protection SS05

L2 Low level Core cooling protection SS04

RPV water level, coarse 
level

RPVL-x,
x = 5, 6, 7, 8
 

L3 Extra low level Core cooling protection X001

L4 Extremly low level Core cooling protection I002, TB01

Feedwater system 
pump suction pressure

FWSP-x,
x = 1, 2, 3, 4

L1 Low pressure before 
feedwater pump

Loss of feedwater supervision SS13

Feedwater system 
room temperature

FWST-x,
x = 1, 2, 3, 4

H1 High room temperature Leakage supervision M005

Containment pressure RCOP-x,
x = 1, 2, 3, 4

H1 High pressure in 
containment

Leakage supervision I005, TB02

Condensation pool 
temperature

RCPT-x,
x = 1, 2, 3, 4

H1 High temperature in 
condensation pool

Residual heat removal X003

Water level in the pump 
room H01

H01L-1, H01L-2 H1 Water on the floor Leakage supervision H001

Water level in the pump 
room H02

H02L-1, H02L-2 H1 Water on the floor Leakage supervision H002

AC power voltage bus 
bar ACP-1

ACPU-1 L1 Low voltage on bus bar 
ACP-1

Loss of offsite power 
supervision

Z001

AC power voltage bus 
bar ACP-2

ACPU-2 L1 Low voltage on bus bar 
ACP-2

Loss of offsite power 
supervision

Z002
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The actuation of protection signals depends on the initiating event. The following categories of 
actuation are distinguished in the example PSA model:

Always Protection signal is always actuated due to the initiating event, provided that I&C 
system functions as expected, e.g., a LOCA will cause actuation of I005 due to 
increase of pressure in the containment. The category “Always” also includes back-
up protection signals which are actuated only if the primarily actuating signal fails. 
For instance, signals SS04, X001 and I002 actuate from different low water levels in 
RPV. They are all taken into account as start signals for the emergency feedwater 
system.

Spurious Protection signal is not actuated by the initiating event. Spurious actuation, due to 
I&C system failures, is taken into account, since it may have harmful effect on safety 
functions. For instance, an isolation of the emergency pump room (H001, H002) is 
an event which is unrelated to any initiating event.

Manual Manual actuation is taken into account.

Table 5 presents how the actuation of protection signals is assumed in different initiating events. 
The assumptions are made from the PSA modelling point of view. Only those dependencies need to 
be taken into account, which are relevant for the modelling. For instance, a LOCA could cause a 
high water level signal (SS05), which would stop the feedwater system. However, since the 
feedwater system is not credited in LOCA, it is not necessary to model this dependency.

Table 5. Actuation of protection signals in different initiating events.

Signal
Initiating event

LOCA LOOP Transient LMFW
H001 Spurious Spurious Spurious Spurious
H002 Spurious Spurious Spurious Spurious
I000 <- I002, I005 <- I002 <- I002 <- I002
I002 Always Always Always Always
I005 Always    
M000  <- M005 <- M005 <- M005
M005  Spurious Spurious Spurious
SS00 <- SS04, SS12, 

SS13
<- SS04, SS12, 

SS13 <- SS04, SS12 <- SS04, SS12
SS04 Always Always Always Always
SS05 Spurious Spurious Spurious
SS12 <- I000 <- I000 <- I000 <- I000
SS13  Always   
TB00  <- TB01 & TB02 <- TB01 & TB02 <- TB01 & TB02
TB01 Always Always Always Always
TB02 Always Manual Manual Manual
X001 Always Always Always Always
X003 Always Always Always Always
Z001 Always* Always Always* Always*
Z002 Always* Always Always* Always*
Always* = signal is actuated if offsite power is lost independently of the initiating event
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4.3 I&C system architecture
The I&C system is divided in to redundant divisions A, B, C, D. In each division there is an 
acquisition and processing unit (APU) and a digital control voting unit (DCV). An APU receives 
measurement signals and checks whether limiting conditions are exceeded. The actuation signals 
are sent to the DCV units, which build the actuator (valve, pump, diesel generator) specific control 
signals. In addition there is a processing unit for operator actions denoted as MCR-unit (main 
control room). The operability of the MCR-unit is necessary for successful operator actions.

There is a comprehensive signal exchange between both APU and DCV units in order to ensure the 
reliability of the system. On the other hand, the actuation logic is built independently in each unit. 
Each APU unit receives the measurement signal from its division and builds the actuation signal if 
the condition is fulfilled (e.g. low level in RPV). This signal is exchanged by all APU units. Each 
APU unit checks if 2-o-o-4 condition (or some other condition) is fulfilled, and if this is true the 
relevant RPS-signal is sent to all DCV units (e.g. SS04).

Since there are two front-line trains there are only two DCV units in this example. Each DCV unit 
receives signals from all four APUs and usually performs 2-o-o-4 voting to decide whether to send 
to control signal to the actuator (e.g. start pump X).

Figure 11 illustrate the I&C architecture with an example where RPS-xxxx signal controls the ECC-
pumps. The condition for RPS-xxxx is actuation of 2-o-o-4 LL-level signals from the sensors PMS-
xxxy.

ECC-PM02

ECC-PM01APU-A
PMS-xxxy-1

DCV-A

Measurement 
signal

Acquisition & processing Digital control & voting System function

APU-B

APU-C

APU-D

DCV-BPMS-xxxy-2

PMS-xxxy-3

PMS-xxxy-4

MCR-AOperator 
action

Figure 11. Example I&C system architecture.
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This kind of redundant digital I&C system with lots of signal exchange is capable of handling many 
fault situations, e.g., to detect faulty signals or loss of individual units in the system. In this 
example, handling of detected faults is considered. Fault processing is implemented in the design of 
the hardware circuits and the software logic, and it is defined on a case-by-case basis how the logic 
shall react if invalid input signals are present, and how output signals shall be set in case of faulty 
logic signals:

• Input signals marked as faulty will be replaced by a default value of 0 or 1, or be ignored.
• In case of a fault in the system, e.g., loss of controlling processor, an output will either trip a 

function or remain in normal status.

The fail-safe actions are, as mentioned above, individually defined for each RPS sequence and for 
each controlled safety function. Since different RPS sequences often uses the same inputs, though 
by different input channels, this results in that a given input can receive a default value of 0 in the 
voting for one RPS sequence, and default value 1 in the voting for another RPS sequence. Further 
complexity could be added when these RPS sequences are actuated by different types of voting 
logic, but this is not considered in this example.

In this example the fail-safe actions are assumed in the following manner:

• Loss of DCV will lead to no actuation of any RPS sequences (DFLT 0)
• Loss of APU will lead to actuation of all RPS sequences (DFLT 1) except in H00x, TB0x 

and Z00x for which DFLT 0 principle is applied.
• Loss of measurement signal is interpreted as DFLT 1.

From the PSA modelling point of view, “DFLT 0” cases need to be considered as causes to fail to 
trip both with respect to detectable and undetectable failure modes.“DFLT 1” cases will cause 
spurious trip when the fault is detectable and failure to trip when the failure mode is undetectable.

4.4 Processing unit architecture 

A processing unit is a computerised system designed to receive input signals, perform computing 
and send output. It consists of modules. In this example, the following subcomponents are 
considered:

• processor including software
• input and output modules (analog or digital) which are interfaces between the units and 

communication links
• subrack including all subcomponents needed for the power supply (within the unit)

In addition, each link between the units is considered as a communication link component. 
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5 Reliability analysis of the I&C of the example system

5.1 Definition of the systems tasks in the PSA-model
The considered systems and components with their respective control signal are presented in table 
2. Control signals, such as start signals to pumps and generators and open signals to valves, are 
functions of the protection signals which are presented in table 3. The protection signals are based 
on the measurement signals which are presented in table 4. The principle of modelling digital I&C 
follows the approach used in the PSA for Ringhals 1 NPP (Authén et al. 2010).

5.2 General assumptions
The analysis is restricted to a level 1 PSA since any further analysis, e.g., level 2 and 3, would not 
add any additional results relevant to the objectives and scope of this thesis.

Fail-safe principles are applied to detected failures. Signals or components that suffer detected 
failures are automatically set to a default output value, 1 or 0. Default value 1 will trip a function 
and a default value 0 will leave the function in its current mode. This means that detected failure for 
signals and components with default value 0 is treated as undetected failures, in the sense that they 
both cause loss of function. 

Spurious actuation of protection signals are related to detected failures in the parts of the I&C with 
default value 1. This is taken into account in the model by actuation of protection signal due to 
detected failures, regardless of initiating event.

Detected failures are modelled with the basic event reliability model “Fixed mission time”. 
Undetected failures are modelled with the basic event reliability model “Tested”.

The following simplifications are made in the model:
• Unavailability due to maintenance is not modelled 
• Intelligent validation is not modelled, such as a detected loss of one input signal reduces 2/4 

voting logic to 2/3
• No components are modelled with multiple channels for signal transmission. 
• Software failure is simplified and only represented as CCF
• Only a small number of failure modes are considered 
• Signal conditioning modules are not modelled in the processing units.

5.3 Failure modes and effects analysis
FMEA analysis is given in Appendix 3.
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5.4 Common cause failures
Common cause failure is modelled between the following components:

• Redundant APU processors, hardware
• Redundant APU processors, software
• Redundant APU analog input modules
• Redundant APU digital output modules
• Redundant APU subracks
• Redundant DCV processors, hardware
• Redundant DCV processors, software
• Redundant DCV digital output modules 
• Redundant DCV subracks 
• Redundant sensors
• Communication links APU to APU
• Communication links APU to DCV
• Communication links MCR to APU
• Communication links MCR to DCV.

For components with possible failure mode detected and undetected, one CCF group for detected 
and one for undetected failures are modelled, respectively. The CCF model is the alpha-factor 
model.

5.5 Fault tree layout
Starting at the top with a system failure, the model consists of many layers of connecting fault trees. 
Generally, they can be categorized in the following way:

• System failure
• Failure of redundant trains
• Failure of system components (e.g. pumps and valves)
• Failure of control signals

◦ Missing control signal to actuate the safety function
◦ Spurious control signal inhibiting the safety function

• Failure of DCVs and failure of protection signals in DCVs
• Failure of APUs and failure of protection signals in APUs
• Failure of measurement signals 

In addition to the general structure presented above, a few additional principles have been applied to 
the layout:

• Detected and undetected failures are modelled separately. 
• Spurious actuation is modelled separately from failure of actuation. 
• House events are used in fault trees to regulate which protection signals are relevant during 

different initiating events according to table 5.

An example of a fault tree is presented in appendix A.
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5.6 Data
Fictive reliability data and CCF data is used in the model. Data used for modelling failure of I&C 
components as basic events are presented in Table 6.

Table 6. Reliability data for I&C components. 

Parameter values for modelling CCF events are presented in Table 7.

Table 7. Parameters used in modelling of CCF events. 

The Beta-factors are chosen so that they are consistent with the alpha-factors, with respect to the 
mean unavailability of a full CCF event. I.e., the mean unavailability of a CCF event where all 
components of the CCF group fail, is the same regardless of which model is used. In this way, the 
qualitative difference between the models can be identified, rather than difference due to some 
arbitrarily chosen CCF factors. 

5.7 Modelling variants
The reference model
This is the model against which the other modelling variants will be compared. Its fail-safe 
principles, CCF modelling, fault tree layout and data are presented in the paragraphs above. 

Model option 2 – Simplified CCF
Model option 2 differs from the reference model in the way that CCF is modelled. In this model 
option the CCFs are calculated with the Beta factor model which only considers CCFs where all 
components in a CCF group fail. 

Model option 3 – Default 0
Model option 3 examines a more restrictive fail-safe principle with a higher degree of default value 
0. In this model, the only parts of the I&C system with fail-safe default value 1 are the sensors and 
the APU analog input modules. All detected failure of communication links and APU sub-
components except the analog input modules, have default value 0.

Model option 4 – Intelligent validation
Model option 4 uses a voting logic in the APUs and DCVs, where the first detected failure is 
ignored. 
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Parameter Number of basic event in CCF-group 
2 4 6 8

Alpha 2 2.75E-02 5.00E-02 5.00E-02 5.00E-02
Alpha 3 - 1.00E-02 1.00E-02 1.00E-02
Alpha 4 - 1.00E-03 6.67E-04 5.00E-04
Beta 5.34E-02 3.37E-03 3.37E-03 3.37E-03

I&C Sub Component Failure rate [/h] Detection Coverage
Type Description
CPU Processor Module 2.00E-06 99,0% 2.00E-08 1.98E-06
COM Communication Link Module 7.50E-06 100,0% 0.00E+00 7.50E-06
DIM Digital Input Module 4.00E-06 90,0% 4.00E-07 3.60E-06
DOM Digital Output Module 7.50E-06 90,0% 7.50E-07 6.75E-06
AIM Analog Input Module 7.50E-06 90,0% 7.50E-07 6.75E-06
SUR 1.00E-05 100,0% 0.00E+00 1.00E-05

Rate Undetected 
Failures [/h]

Rate Detected 
Failures [/h]

Subrack inkl. pow er supply



Generally, each APU and DCV checks if 2-out-of-4 actuation conditions is fulfilled and send the 
relevant protection or control signal if this is true. In the reference model, input signals marked as 
faulty will be replaced by a default value 1 or 0. But in this model option, the first faulty signal will 
be ignored causing the voting logic to reduce to 2-out-of-3. This, however, is only applied to the 
first failed signal. Any additional failure will be treated according to the fail-safe principle of that 
particular component or signal, and voting logic will not be further reduced. 

32



6 Results
Reference model
The core damage frequency of the reference model is 4.15E-4 per year. The number itself is not so 
important in this example, since this is a fictive model with fictive reliability data.

The most important basic events are practically all CCFs, mainly between sub-components in APUs 
and DCVs. The software failures of APUs and DCVs are also important basic events. An exception 
from the dominance of the CCFs is the failure of the MCR-unit which has no redundant backup. 
The most significant basic event regarding sensors is a CCF between all level sensors in the reactor 
pressure vessel, causing them to fail undetected. 

The importance of these basic events reflects in the dominating minimal cut sets. They are almost 
all combinations of the above mentioned basic events and the initiating events Loss of main 
feedwater or Transient. 

Detailed lists of dominant minimal cut sets with I&C related basic events and dominant I&C related 
basic events are presented in tables 1 and 2 in appendix 2. 

Model option 2 – Simplified CCF
The core damage frequency of model option 2 is 2.95E-4 per year, i.e., the difference to the 
reference model is ΔCDF = -1.20E-4 per year.

Due to the nature of the Beta-factor model, CCF events that do not include failure of all components 
of a CCF group are excluded from model option 2. Minimal cut sets that depend on these types of 
CCFs in the reference model do not exist in model option 2. The most important types of excluded 
minimal cut sets are presented in Table 8. This model option does not introduce any additional 
MCS.

Table 8. Minimal cut sets excluded from model option 2
MCS basic events Comment

1. Initiating event Transient
2. Detected CCF between subracks in 

2/4 APUs

In the reference model, the detected failure of 2/4 APUs results in spurious 
SS05 and M005, causing failure of EFW and MFW. Also, the CCF between 
APU subracks results in loss of actuation signal to two or more DPS valves, 
causing DPS to fail.

This MCS is excluded from model option 2 because basic event 2 cannot 
occur. In this model option the CCF only consider failure between all 
components of a CCF group.

1. Initiating event LMFW 
2. Detected CCF between analog 

input models (H00x) in 2/4 APUs

In the reference model, the detected failure of 2/4 analog input modules 
results in spurious H00x causing failure of ECC and EFW.

This MCS is excluded from model option 2 because basic event 2 cannot 
occur. In this model option the CCF only consider failure between all 
components of a CCF group.

1. Initiating event LOOP
2. Detected CCF between subracks in 

2/4 APUs

In the reference model, the detected failure of 2/4 APUs results in spurious 
SS05 and M005, causing failure of EFW and MFW. Also, the CCF between 
APU subracks results in loss of actuation signal to two or more DPS valves, 
causing DPS to fail.

This MCS is excluded from model option 2 because basic event 2 cannot 
occur. In this model option the CCF only consider failure between all 
components of a CCF group. 
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Model option 3 – Default 0
The core damage frequency of model option 3 is 3.15E-4 per year, i.e., the difference to the 
reference model is ΔCDF = -1.0E-4 per year
 
All detected failures except in sensors and in APU analog input modules have fail-safe default value 
0. In practice, the model makes no difference between detected and undetected failure if the default 
value is 0, in the sense that both types will cause loss of function. This means that some systems 
that are actuated in the reference model due to detected failure of components with fail-safe default 
value 1 will fail in this model, but also that there are fewer spurious actuation signals.

Any MCS in the reference model that depend on spurious actuation signals due to detected failure 
of APU or communication links are excluded from this model option. The most important types of 
excluded minimal cut sets are presented in table 9.

Table 9. Minimal cut sets excluded from model option 3 
MCS basic events Comment

1. Initiating event Transient 
2. Detected CCF between subracks in 

2/4 APUs 

In the reference model, the detected failure of 2/4 APUs results in spurious 
SS05 and M005, causing failure of EFW and MFW. Also, the CCF between 
APU subracks results in loss of actuation signal to two or more DPS valves, 
causing DPS to fail.

This MCS is excluded from model option 3 because basic event 2 does not 
have the same effect as in the reference model. In this model option the APU 
subracks have fail-safe default value 0 and do not cause any spurious 
actuation signals.

1. Initiating event Transient
2. Detected CCF between all links for 

APU to APU communication

In the reference model, the detected failure of the communication links 
results in spurious SS05 and M005, causing failure of EFW and MFW. Also, 
the CCF between the communication links results in loss of actuation signal 
to DPS valves, causing DPS to fail.

This MCS is excluded from model option 3 because basic event 2 does not 
have the same effect as in the reference model. In this model option the 
communication links have fail-safe default value 0 and do not cause any 
spurious actuation signals. 
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The most important types of new minimal cut sets that appear in model option 3 is explained in 
Table 10

Table 10. New minimal cut sets in model option 3
MCS basic events Comment

1. Initiating event LMFW
2. Detected CCF between all 

communication links between APUs 
and DCVs

CCF between com-links results in loss of actuation signals causing EFW 
and ECC to fail.

This MCS does not appear in the reference model where the fail-safe design 
would have given the actuation signal.

1. Initiating event LOOP
2. Gas turbine fail to start or is 

unavailable due to maintenance
3. Detected CCF between subracks in 

3/4 APUs

Failure of the gas turbine causes MFW to fail.

CCF between APU subracks results in loss of actuation signals to EFW and 
ECC.

This MCS does not appear in the reference model where the fail-safe design 
would have given the actuation signal.

1. Initiating event LMFW
2. CCF between all pumps in EFW 

causing them to stop operating or 
fail to start

3. Detected CCF between subracks in 
2/4 APUs

CCF between EFW pumps is causing EFW to fail.

CCF between APU subracks results in loss of actuation signal to two or 
more DPS valves, causing DPS to fail.

This MCS is a cut set but not minimal in the reference model. This is 
because, in the reference model, event 3 will result in spurious SS05 
causing failure of EFW. Event 2 is not necessary to make up a cut set in the 
reference model.
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Model option 4 – Intelligent validation
The core damage frequency of model option 4 is 3.1E-4 per year, i.e., the difference to the reference 
model is ΔCDF = -1.05E-4 per year

Excluded minimal cut sets in this model option are mainly those that in the reference model would 
have caused spurious signals due to two detected failures of APUs. This is because the voting logic 
in this model option ignores the first detected failure, making it in practice necessary for three 
detected failures to occur before spurious protection signals occur. However, this introduces some 
new minimal cut sets causing loss of actuation signals, which are not present in the reference model. 
The most important types of excluded minimal cut sets are presented in table 11. 

Table 11. Minimal cut sets excluded from model option 4
MCS basic events Comment

1. Initiating event Transient 
2. Detected CCF between subracks in 

2/4 APUs

In the reference model, the detected failure of 2/4 APUs results in spurious 
SS05 and M005, causing failure of EFW and MFW. Also, the CCF between 
APU subracks results in loss of actuation signal to two or more DPS valves, 
causing DPS to fail.

This MCS is excluded from model option 4 because basic event 2 does not 
have the same effect as in the reference model. In this model option the first 
detected failure is ignored in the voting logic and therefore it requires three 
detected failures for spurious protection signals.

1. Initiating event LMFW 
2. Detected CCF between analog input 

models (H00x) in 2/4 APUs

In the reference model, the detected failure of 2/4 analog input modules 
results in spurious H00x causing failure of ECC and EFW.

This MCS is excluded from model option 4 because basic event 2 does not 
have the same effect as in the reference model. In this model option a 
double CCF between these analog input modules can at most cause failure 
of one train of ECC and EFW.

1. Initiating event LMFW 
2. Detected CCF between 2/4 pump 

room water level sensors

In the reference model, the detected failure of 2/4 pump room water level 
sensors results in spurious H00x causing failure of ECC and EFW.

This MCS is excluded from model option 4 because basic event 2 does not 
have the same effect as in the reference model. In this model option a 
double CCF between these sensors can at most cause failure of one train of 
ECC and EFW.
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The most important types of new minimal cut sets that appear in model option 4 are explained in 
Table 12.

Table 12. New minimal cut sets in model option 4
MCS basic events Comment

1. Initiating event LMFW
2. CCF between all pumps in EFW 

causing them to stop operating or 
fail to start

3. Detected CCF between subracks in 
2/4 APUs 

CCF between EFW pumps causes EFW to fail.

CCF between APU subracks results in loss of actuation signal to two or 
more DPS valves, causing DPS to fail.

This MCS is a cut set but not minimal in the reference model. This is 
because, in the reference model, event 3 will result in spurious SS05 causing 
failure of EFW. Event 2 is not necessary to make up a cut set in the 
reference model.

1. Initiating event TRANS
2. Detected CCF between subracks in 

2/4 APUs
3. Detected failure of APU processor 

(separate from the APUs in event 2)

CCF between APU subracks results in loss of actuation signal to two or 
more DPS valves, causing DPS to fail.

An additional detected failure of an APU (event 3) brings the total number 
of detected failure of APUs to three. This results in spurious SS05 and 
M005, causing failure of EFW and MFW.

This MCS is a cut set but not minimal in the reference model. This is 
because, in the reference model, event 2 will result in spurious SS05 and 
M005, causing failure of EFW and MFW. Event 3 is not necessary to make 
up a cut set in the reference model.

1. Initiating event LMFW
2. Failure of CCW (or SWS) pump
3. Detected CCF between analog input 

modules (H00x) in 3/4 APUs

Failure of one CCW pump results in failure of one CCW train

CCF between APU analog input modules results in spurious H00x causing 
the other EFW train and ECC train to fail, which in turn causes the other 
EFW and ECC train to fail.

This MCS is a cut set but not minimal in the reference model. This is 
because, in the reference model, event 3 will result in spurious H00x causing 
both redundant trains in EFW and ECC to fail. Event 2 is not necessary to 
make up a cut set in the reference model.

The principle of this MCS is the same if the CCW pump is changed to a 
SWS pump, since failure of a SWS train causes failure of a CCW train.

1. Initiating event LMFW
2. Undetected CCF between 

processors in 2/4 APUs
3. Detected failure of APU processor 

(separate from the APUs in event 2)

Detected failure of APU processor reduces the voting logic in the DCV. 
Combined with undetected failure of two APUs causes loss of actuation 
signals to ECC and EFW.

In the reference model, the detected failure of the APU is fail-safe with 
default value 1 and does not change the voting logic. This means that the 
two undetected failures are not sufficient for loss of the actuation signals.

There are some similarities between the minimal cut sets in the model options 3 and 4. They both 
reduce the number of spurious actuation. An example of this is the fact that the most important 
I&C-related minimal cut set of the reference model is excluded from both model option 3 and 4. 
Both model options also introduce some additional cut sets that cause loss of actuation signals that 
do not appear in the reference model. One of the most significant differences between model option 
3 and 4 is that the option 4 reduces the number of cut sets related to the spurious actuation of H00x, 
while the option 3 is similar to the reference model with respect to the spurious H00x. 
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7 Discussion
The reference model and the simplified CCF model
CCFs are major contributors to incidents resulting in a core damage. This is evident from the list of 
dominant minimal cut sets and the list of dominant I&C related basic events presented in table 1 
and table 2 in appendix 2. This is explained by the redundancy in the design, making single failures 
less important. The same is true for the alternative model options. It is therefore important to not be 
overly conservative in estimating the CCF parameter, since this could hide other failures and cut 
sets in the results.

The decrease in CDF for the model option 2 is related to the fewer number of possible CCFs. The 
CDF is reduced by almost 30% and a large number of events and cut sets are excluded. The large 
difference in CDF and MCS lists between the reference model and this model option shows the 
importance of modelling the CCFs with a realistic CCF model. If CCF between a fraction of the 
members of a CCF group is realistic and if parameters are available, then an analysis using the 
alpha-factor model will be more exhaustive and detailed. The added complexity to the model, by 
using the alpha-factor model is very small.
 
An additional benefit from modelling CCF with the alpha-factor model is that it is possible to find 
modelling errors that is otherwise hard to detect. A fault tree for a four-redundant protection system 
with different fail-safe principles and 2-out-of-4 actuation logic has easily a complex structure. One 
way to check the correctness of the modelling is to examine whether double and triple CCFs appear 
in minimal cut sets in a correct way. This is not possible if the beta-factor model is used.

Model options 3 and 4
The distinction between detected and latent failures is necessary. Spurious signals cannot be 
modelled without this distinction. By this fictive example, it is not possible to quantify the exact 
fractional contribution to the CDF by the spurious signals, but inspection of the dominant minimal 
cut sets presented in table 1 appendix 2, makes it clear that spurious signals cannot be ignored. The 
significance of the spurious signal is also indicated by the fact that the model option 3 with a higher 
degree of default 0 in its fail-safe design, and therefore fewer spurious signals, has a lower CDF 
than the reference model.

Of the new minimal cut sets that the model option 3 introduces there is only one that is significant, 
and even this one has a low frequency compared with the cut sets this model option excludes. The 
new types of MCSs that appear are such cut sets that include detected failures with default value 0, 
which in the reference model have default value 1, and thus cause loss of actuation signals that does 
not appear in the reference model. 

The advantage of model option 3 is that it reduces the number of spurious actuation signals. 
Detected failures in the APUs and the communication links are no longer the potential source of 
spurious signals as they are in the reference model. An inspection of the dominating minimal cut 
sets of the reference model, table 1 in appendix 2, shows that spurious signals originating from 
detected failures of APUs are in fact the most important of all I&C-related MCSs of model option 3. 

All of the above and the fact that the CDF for this model option is lower than that of the reference 
model indicated that this design alternative, i.e., a fail-safe design with a higher degree of default 0, 
is preferable to the reference model. However, this result is valid only for this example. In another 
example, with more I&C functions, one could also observe increase of the CDF and number of 
minimal cut sets. 
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Similar to the model option 3, model option 4 also reduces the number of spurious actuation signals. 
With respect to the CDF, this design alternative is an improvement over the reference model. This is 
mainly due to the reduction of spurious actuation signals. There are some additional minimal cut 
sets that this model option introduces, but their frequencies are low compared with the cut sets this 
model option excludes. 

One aspect that that should be considered is that this type of voting logic adds much complexity to 
the fault trees, making it more difficult to model and to review. However, if the I&C is design with 
this kind of voting logic, then it must be modelled in the fault trees, because of the significant 
impact it has on the CDF.

General
The results and any conclusions drawn from the results should focus on the qualitative aspects, 
rather than quantitative. This is especially true since the power plant design and failure data are 
fictive. And even though the design and data are realistic, no general conclusions or results can be 
implemented straight away on another NPP.

For a core damage to occur in any of the model options or the reference model, the “simplest” form 
of MCS is an initiating event, combined with a CCF where two components fail. No single I&C-
related basic event together with an initiating event forms a cut set. 

At this level of detail, the models have large potential to show differences and similarities between 
alternative I&C designs, such as between model option 3 or 4 and the reference model. The fault 
trees tend to become large if the digital equipment is modelled in detail for sub-components, but at 
this level of simplification, with respect to failure modes, it is possible to use the traditional 
methods of fault tree modelling. Complex fault trees will lead to difficulties to review a model, but 
simplification of the models could lead to underestimation of the CDF as is in the case of model 
option 2.
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8 Conclusions
There is no consensus on methods and approaches to model digital I&C in PSA. The reason is that 
it is not evident which and to what extent the digital systems unique features should be taken into 
account when modelling with traditional PSA methods, e.g., event trees/fault trees. Digital I&C is 
quite different from a conventional fluid system, due to its system architecture with multiple, multi-
functional processors linked to each other via communication buses. A specific attribute of digital 
systems that causes difficulties in a traditional PSA study is the introduction of software. Since 
probabilistic data are scarce and there is no commonly accepted method for assessing reliability 
data for software, models often depend on expert judgement.

In this thesis, the models are made with sufficient detail to be able to see the effects of the different 
designs and model options. The more complex the model is, the more difficult it will be to interpret 
the results. One of the clear benefits of the example has been that all minimal cut sets can be 
understood with a reasonable effort.

Common cause failures are major contributors to incidents resulting in a core damage. This is 
explained by the redundancy in the design, making single failures less important. A large difference 
in core damage frequency is related to the choice of CCF model. If partial CCFs are realistic to 
assume and if data is available, then an analysis using the alpha-factor model is preferable since it is 
much more exhaustive and detailed. The added complexity to the model, by using the alpha-factor 
model is very small.

The effects of the different fail-safe principles are clear and have a significant effect on measures 
such as core damage frequency. The results also show that a conservative design is not necessarily 
safer. This is clear in the comparisons of the fail-safe designs where a high level of default 1 in 
order to avoid loss of functions result in a high degree of spurious actuation signals. In this specific 
case it affects the core damage frequency in a negative way.

At this level of detail the contribution of different voting logic and intelligent validation designs to 
the results such as core damage frequency and importance of minimal cut sets are significant. This 
is also the part that introduces the most complexity to the fault tree models. In order to capture this 
kind of results in a PSA it is necessary to make the distinction between detected and latent failures 
and to model the fail-safe principles as realistic as possible. This is also the case when the different 
fail-safe principles are modelled. 

In order to better examine the differences between I&C designs and significance of different PSA 
modelling solutions, the degree of realism of the example should be increased. For instance, the 
front line safety systems and the voting units (DCV) could be made four-redundant, a diverse 
protection system could be added in the model and more I&C functions could be added in the 
model. 

Another interesting topic for further research is the software reliability. Both with respect to how to 
incorporate software failure into the PSA models in a realistic way and how to quantify reliability 
data for software failures. One suggestion for such a project could be a master thesis that extends 
this project with a more detailed model of software failures with the aim to determine the usefulness 
of a more realistic software model in a traditional fault tree/event tree analysis.
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Appendix 1
An example of fault tree modelling showing EFW from system failure to basic events.

Note that: 
• If nothing else is stated, transfers connect fault trees in figures places directly above and 

below in this appendix. 
• For branches with similar modelling principles, such as the first and second train of the 

EFW, only one branch will be shown.

 Figure 1: Emergency Feedwater System fails

Figure 2: Emergency Feedwater System train 1 fails

42

Emergency Feed Water  
System fails

@EFW-1

Emergency Feed Water  
System train 1 fails

@EFW-1-1

Emergency Feed Water  
System train 2 fails

@EFW-2-1

EFW
Emergency Feed Water  
System train 1 fails

@EFW-1-1

Emergency Feed Water  
System Pump 1 fails

@EFW-PM01-A-1

Emergency Feed Water  
System discharge MOV 
in train 1 fails

@EFW-1-3

Emergency Feed Water  
System Motor Operated  
Valve train 1 fails to open

EFW-VM02-A

AC Power System Bus 1  
fails

@ACP-1-1

Failure of EFW motor  
operated valve open  
signal

@EFW-VM02-AS-1

Spurious EFW valve 
closing signal

@EFW-VM02-ZS-1

Emergency Feed Water  
System train 1 
unavailable due to  
maintenance

EFW-TR01-M

Emergency Feed Water  
System check valve train 
1 fails to open

EFW-VC01-A

Demineralized Water  
Storage Tank  
Unavailable

DWS-TK__-X



Figure 3: Emergency Feedwater System Pump 1 fails

Figure 4: Failure of EFW pump start signal 

Figure 5: Failure of EFW pump actuation
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Figure 6: Failure of the actuation of the protection signal I000

Figure 7: Failure of APUs to actuate the protection signal I002

Figure 8: Failure of RPV level L4 signal 
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Figure 9: Failure of analog input module

Figure 10: Transfer from fault tree in figure 7. 
Failure of communication between APU A and APU B

Figure 11: Loss of function APU B

Figure 12: Transfer from fault tree in figure 5. 
Failure of communication between APU A and DCV A
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Figure 13: Loss of function APU A

Figure 14: Transfer from fault tree in figure 4. 
No signal from digital output module

Figure 15: Loss of function DCV A
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Figure 16: Loss of function DCV A, detected failure

Figure 17: Transfer from fault tree in figure 15. 
Loss of function DCV A, undetected

Figure 18: Transfer from the fault tree in figure 3.
Spurious EFW pump stop signal failure

47

RPS-DCVA______YA
Loss of function DCV-A;  
Detected

@RPS-DCVA______EA-1

Loss of function 

@RPS-DCVA______EA-2

Failure of processor; 
Detected

RPS-DCVA-CPU____C_ EA

Failure of processor 
subrack; Detected

RPS-DCVA-SUB____S_EA

Low voltage dependency  
t.b. modeled

LOW VOLTAGE DEP

RPS-DCVA______YA
Loss of function DCV-A;  
Undetected

@RPS-DCVA______FA-1

Failure of processor; 
Undetected

RP S-DCVA-CPU____C_FA

CCF in DCV software

RPS-DCV-CP U_ ____CMYC

EFW-PM01-A
Spurious EFW pump  
stop signal

@EFW-PM01-ZS-1

Spurious stop signal from 
DCV

@EFW-PM01-ZS-2

Spurious EFW train 1  
stop signal, DFLT 0

@RPS-DCVA-EFW1-Z-1

Low voltage dependency  
t.b. modeled

LOW VOLTAGE DEP



Figure 19: Spurious EFW train 1 stop signal 

Figure 20: Spurious H001 from APU

Figure 21: Failure of analog input module, detected failure
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Appendix 2
The dominant minimal cut sets in the reference model, with I&C related basic events are presented 
in Table 1.

Table 1. Dominant minimal cut sets with I&C related basic events
No Basic events Frequency Lost functions and consequence
1-6 1. Initiating event Transient

2. Detected CCF between subracks 
in 2/4 APUs

7,45E-06 EFW, MFW, DPS
To avoid CD in case of initiating event Transient, the safety systems required are
MFW or EFW and RHR or ECC, DPS and RHR

Detected failure of 2/4 APUs causes spurious SS05 and M005
Spurious SS05 causes unjustified closure of EFW motor operated valves and shut 
down of MFW pumps.
Spurious M005 causes unjustified shut down of MFW pumps. 

DPS valve actuation signals come directly from APUs. This configuration means 
that 2-4 valves fail, depending on which APUs fail. However, failure of 2 or more 
valves causes DPS to fail. 

7 1. Initiating event Loss of Main 
Feedwater

2. Undetected CCF between digital 
output modules (associated with 
CCW and SWS) in DCV A and B 

6,72E-06 CCW, ECC, EFW, SWS
To avoid CD in case of initiating event LMFW, the safety systems required are
EFW and RHR or ECC, DPS and RHR.

DCV output modules associated with CCW and SWS fail undetected, rendering 
the DCVs unable to communicate with the controlled objects. No actuation 
signals can be transmitted to pumps in CCW and SWS causing these systems to 
fail. 

ECC and EFW requires CCW and thus fails as a consequence of failure of CCW

8 1. Initiating event Loss of Main 
Feedwater

2. Detected CCF between subracks 
in DCV A and B

6,40E-06 CCW, ECC, EFW, SWS
To avoid CD in case of initiating event LMFW, the safety systems required are
EFW and RHR or ECC, DPS and RHR.
 
CCW, ECC, EFW and SWS fail since their actuation signals cannot be formed 
and transmitted to their respective object due failure of DCV A and B

9 1. Initiating event Loss of Main 
Feedwater

2. Undetected CCF between CPU 
software in all APUs

5,00E-06 CCW, ECC, EFW, DPS, SWS
To avoid CD in case of initiating event LMFW, the safety systems required are
EFW and RHR or ECC, DPS and RHR.

No measurements can be collected and processed due to failure of APUs. This 
causes failure of protection signals and CCW, DPS, ECC, EFW and SWS are lost 
since their actuation signals cannot be formed. 

10 1. Initiating event Loss of Main 
Feedwater

2. Undetected CCF between CPU 
software in DCV A and B

5,00E-06 CCW, ECC, EFW, SWS
To avoid CD in case of initiating event LMFW, the safety systems required are 
EFW and RHR or ECC, DPS and RHR.

CCW, ECC, EFW and SWS fail since their actuation signals cannot be formed 
and transmitted to their respective object due failure of DCV A and B

11 1. Initiating event Loss of Main 
Feedwater

2. Detected CCF between digital 
output modules (associated with 
CCW and SWS) in DCV A and B 

4,32E-06 CCW, ECC, EFW, SWS
To avoid CD in case of initiating event LMFW, the safety systems required are 
EFW and RHR or ECC, DPS and RHR.

DCV output modules associated with CCW and SWS fail undetected, rendering 
the DCVs unable to communicate with the controlled objects. No actuation 
signals can be transmitted to pumps in CCW and SWS causing these systems to 
fail. 

ECC and EFW requires CCW and thus fails as a consequence of failure of CCW.
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12-
17

1. Initiating event Loss of Main 
Feedwater

2. Detected CCF between subracks 
in 2/4 APUs

3,73E-06 EFW, DPS
To avoid CD in case of initiating event LMFW, the safety systems required are 
EFW and RHR or ECC, DPS and RHR.

Detected failure of 2/4 APUs causes spurious SS05.
Spurious SS05 leads to unjustified closure of EFW motor operated valves, 
causing EFW to fail.

DPS valve actuation signals come directly from APUs. This configuration means 
that 2-4 valves fail, depending on which APUs fail. However, failure of 2 or more 
valves causes DPS to fail. 

18 1. Initiating event Loss of Main 
Feedwater

2. Emergency Feedwater System 
pumps stop operating

3. Operators fail to depressurise 
manually

2,87E-06 EFW, DPS
To avoid CD in case of initiating event LMFW, the safety systems required are 
EFW and RHR or ECC, DPS and RHR.

Failure of EFW pumps causes EFW to fail. 

Manual actuation of depressurisation is necessary when initiating event is LMFW. 
Failure to depressurise manually causes DPS to fail.

19-
22

1. Initiating event Loss of Main 
Feedwater

2. Detected CCF between analog 
input modules (associated with 
pump room sensors) in 2/4 APUs

2,52E-06 ECC, EFW
To avoid CD in case of initiating event LMFW, the safety systems required are 
EFW and RHR or ECC, DPS and RHR.

Failure of analog input modules associated with sensors for leakage supervision in 
pump room. This causes spurious H-signal that stops ECC and EFW pumps as 
well as closes ECC and EFW valves.

23 1. Initiating event Loss of Main 
Feedwater

2. Undetected CCF between 
processors in DCV A and B

2,34E-06 CCW, ECC, EFW, SWS
To avoid CD in case of initiating event LMFW, the safety systems required are 
EFW and RHR or ECC, DPS and RHR.

CCW, ECC, EFW and SWS fail since their actuation signals cannot be formed 
and transmitted to their respective object due failure of DCV A and B

24-
27

1. Initiating event Transient
2. Detected CCF between subracks 

in 3/4 APUs

2,24E-06 EFW, MFW, DPS
To avoid CD in case of initiating event Transient, the safety systems required are 
MFW or EFW and RHR or ECC, DPS and RHR

Detected failure of 3/4 APUs causes spurious SS05 and M005
Spurious SS05 causes unjustified closure of EFW motor operated valves and shut 
down of MFW pumps.
Spurious M005 causes unjustified shut down of MFW pumps. 

DPS valve actuation signals come directly from APUs. This configuration means 
that 3-6 valves fail, depending on which APUs fail. However, failure of 2 or more 
valves causes DPS to fail. 

28 1. Initiating event Loss of Main 
Feedwater

2. Undetected CCF between level 
sensors in the reactor pressure 
vessel (RPV)

2,04E-06 ECC, EFW
To avoid CD in case of initiating event LMFW, the safety systems required are 
EFW and RHR or ECC, DPS and RHR.

Undetected failure of level sensors in RPV causes signals SS04, X001 and I002 to 
fail. Failure of I002 causes ECC MOV to lose its actuation signal and thus ECC 
fails. The combination of failure of SS04, X001 and I002 causes EFW MOV to 
lose its actuation signal and thus EFW fails. 

29-
34

1. Initiating event Transient
2. Detected CCF between 

processors in 2/4 APUs

1,48E-06 EFW, MFW, DPS
To avoid CD in case of initiating event Transient, the safety systems required are 
MFW or EFW and RHR or ECC, DPS and RHR

Detected failure of 2/4 APUs causes spurious SS05 and M005
Spurious SS05 causes unjustified closure of EFW motor operated valves and shut 
down of MFW pumps.
Spurious M005 causes unjustified shut down of MFW pumps. 

DPS valve actuation signals come directly from APUs. This configuration means 
that 2-4 valves fail, depending on which APUs fail. However, failure of 2 or more 
valves causes DPS to fail. 

35 1. Initiating event Loss of Main 
Feedwater

2. Emergency Feedwater System 
pumps fail to start

3. Operators fail to depressurise 
manually

1,31E-06 EFW, DPS
To avoid CD in case of initiating event LMFW, the safety systems required are 
EFW and RHR or ECC, DPS and RHR.

Failure of EFW pumps causes EFW to fail. 

Manual actuation of depressurisation is necessary when initiating event is LMFW. 
Failure to depressurise manually causes DPS to fail. 
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36 1. Initiating event Loss of Main 
Feedwater

2. Detected CCF between CPUs in 
DCV A and B

1,27E-06 CCW, ECC, EFW, SWS
To avoid CD in case of initiating event LMFW, the safety systems required are 
EFW and RHR or ECC, DPS and RHR.

CCW, ECC, EFW and SWS fail since their actuation signals cannot be formed 
and transmitted to their respective object due failure of DCV A and B

The dominant I&C related basic events in the reference model, in order of Fussell-Vesely 
importance measure are presented in Table 2

Table 2. Dominant I&C related basic events
No Event Unavailability FV RIF
1-6 Detected CCF between subracks in 2/4 APUs 7,45E-06 2,87E-02 2,41E+03

7 Operators fail to depressurise manually 1,00E-02 2,29E-02 3,26E+00

8 Undetected CCF between digital output modules (associated with 
CCW and SWS) in DCV A and B

1,34E-05 1,64E-02 1,21E+03

9 Detected CCF between subracks in DCV A and B 1,28E-05 1,56E-02 1,21E+03

10 Undetected CCF between CPU software in DCV A and B 1,00E-05 1,22E-02 1,21E+03

11 Undetected CCF between CPU software in APUs 1,00E-05 1,22E-02 1,21E+03

12 Detected CCF between digital output modules (associated with CCW 
and SWS) in DCV A and B

8,64E-06 1,05E-02 1,21E+03

13-16 Detected CCF between subracks in 3/4 APUs 2,24E-06 8,61E-03 2,41E+03

17-20 Detected CCF between analog input modules in 2/4 5,03E-06 6,14E-03 1,21E+03

21 Undetected CCF between processors in DCV A and B 4,67E-06 5,71E-03 1,21E+03

22-27 Detected CCF between processors in 2/4 APUs 1,48E-06 5,69E-03 2,41E+03

28 Undetected CCF between level sensors in RPV 4,08E-06 4,97E-03 1,21E+03

29 Undetected failure of digital input module in
MCR-unit

1,75E-03 4,02E-03 3,29E+00

30 Detected CCF between subracks in all APUs 8,95E-07 3,45E-03 2,41E+03

31 Detected CCF between processors in DCV A and B 2,53E-06 3,10E-03 1,21E+03

FV = Fussell-Vesely, RIF = Risk increase factor
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Appendix 3
Table 3 presents a FMEA analysis for digital I&C components. 

Table 3. FMEA analysis for digital I&C components.

52

No. Component type Normal status Failure mode Failure cause Failure detection

1 Processor module Stand-by Loss of function Demand Actuated signal Loss of signal

2 " " " Test Loss of signal Loss of signal

3 Digital input module Stand-by Loss of function Demand Non Loss of signal

4 " " " Test Non Loss of signal

5 Digital output module Stand-by Loss of function Demand Actuated signal Loss of signal

6 " " " Test Loss of signal Loss of signal

7 Analog input module Stand-by Loss of function Demand Actuated signal Non

8 " " " Test Loss of signal Non

9 Stand-by Loss of function Demand Actuated signal Loss of signal

10 " " Test Loss of signal Loss of signal

11 Communication links Stand-by Loss of function Demand Actuated signal Loss of signal

Consequence
to APU

Consequence
to DCV

Detected component 
failure

Undetected 
component failure

Detected component 
failure

Undetected 
component failure

Detected component 
failure

Undetected 
component failure

Detected component 
failure

Undetected 
component failure

Subrack Detected component 
failure

" Undetected 
component failure

Detected component 
failure
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