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Comparing Access Control 
Security Policies 

A Case Study Using SBVR 

Gunyarat  Graisithikul 

Abstract 
Companies today are required more and more to interconnect their information systems with partners 
and suppliers in order to be competitive in a global marketplace. A problem of how to compare a 
security policy between two different companies when they need to agree upon a single security policy 
has been raised. Can a comparison of two access control policies made through Semantic of Business 
Vocabulary and Business Rules (SBVR) be more appropriate than the traditional way of intuitively 
comparing two information security policies?  

In this research, a case study has been conducted along with the questionnaires as a data collection 
approach. In the case study, a calculation for a degree of policy statement similarity of Company A’s 
and Company B has been done. Both calculations were based on the questionnaire results of the 
Company A and Company B in form of SBVR and traditional policy statements separately.  

This research has revealed that SBVR applied policy is more appropriate for comparing two company 
policies than a traditional written policy. By applying SBVR to the policy statements, Company A and 
Company B had their policy in the same structure, which is in the SBVR format. They could get a 
very clear similar part of the policy statements (70% calculated by the results of the second 
questionnaire in this case study) agreed by both companies. 
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1 Introduction 
This chapter provides a general overview in an area of information systems modeling and standards as 

well as discusses the problem of interconnecting different companies information systems.  This 

chapter consists of background, related work, problem statement, scope and limitation, goal, methods, 

and outline. 

1.1  Background  

Companies today are required more and more to interconnect their information systems with partners 

and suppliers in order to be competitive in a global marketplace. Interconnecting different companies’ 

information systems is not a trivial task and requires a great deal of analysis and review.  A number of 

national and international organizations are developing technologies and tools to facilitate the analysis 

and interconnection of information systems. The Object Management Group (OMG) is one of these 

organizations and is a non-profit organization that develops open worldwide standards to facilitate 

interconnection of information systems. The well-known specifications from OMG are for example 

Unified Modeling Language (UML), Common Object Request Broker Architecture (Cobra), and 

Business Motivation Model (BMM). 

In OMG Technology Stack for software analytics, Knowledge Discovery Metamodel (KDM) as a 

foundation with Semantic of Business Vocabulary and Business Rules (SBVR) are designed for tools 

and technology interoperability in existing software systems. KDM, a specification from the OMG, 

defines a common vocabulary for any programming languages which is used for deep semantic 

integration of software analytics tools [1]. Apart from those mentioned standards by OMG, Semantic 

of Business Vocabulary and Business Rules (SBVR) is one of their specifications aiming to capture 

the natural language and symbolize into formal logic in order to be processable in a machine level. 

SBVR defines standard vocabularies and rules in order to document the semantics of business 

vocabularies and business rules for business purposes. The formal business vocabularies and rules are 

represented in a language understandable by business people, IT staff, and IT systems. The business 

vocabulary can be expressed into two notations which are textual and graphical i.e. Unified Modeling 

Language (UML) and MetaObject Facility (MOF). The business rules can be expressed in forms of 

SBVR Structured English or other standards such as RuleSpeak and Object-Role Modeling (ORM). 

Moreover, the SBVR Structured English could be transformed into Logical Formulation and 



 

2 

Extensible Markup Language (XML) which computer systems are able to interpret. Such converted 

formal business rules could be accessed by supporting software tools with platform independent [2]. 

 

Company’s Policy

Information Security Policy

Security Policy

Information Technology Policy

Access Control 
Policy

 

Figure 1.1 Access control policy within company’s policy 

 

Since information is a valuable asset of any companies, it needed to be managed and secured. The 

activities of the information security that should be concerned are a level of security, risk assessment, 

asset register, access control, system development and maintenance, fallback planning, legislative and 

regulatory compliance, etc [3]. A key aspect of information security is to protect the confidentiality, 

integrity and availability of information. 

The well-known standard for the information security system is ISO 27001 which is the requirements 

for establishing, implementing, and later on improving an Information Security Management System 

(ISMS). According to the standard, one of the requirements is to define an information security policy 

in order to control ISMS [4] [5] [6]. Figure 1.1 illustrates the company’s policy consisting of each sub-

level of security policy. This research focuses on the access control policy, which is a policy that 

controls an access to information to be available to the authorized people. 
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Figure 1.2 A gap between security policy from IS and IT perspectives 

 

It has been problematic in term of a linguistic issue about how each person interprets and understands 

given information. Namely if there is no definition for every single word agreed within a community, 

each person is possible to percept and react in different ways. The factors of this linguistic problem 

also include a scope of interest and its complexity. These problems also unavoidably apply to the 

computer security area. Because security is a broad issue and includes various components differently 

depending on the areas of concentration, it is not applicable that a security policy of two companies is 

aligned even these companies are ISO 27001 certified. Moreover, if we go into deeper details, the 

security policy can be developed as a high-level security policy and technical-level security policy by 

an Information System (IS) perspective and Information Technology (IT) perspective respectively. 

Figure 1.2 illustrates the gap between security policy from IS and IT perspectives showing that a 

different level of complexity could differently lead a direction of a policy as a whole. Furthermore, it 

is hard for personals, IT staff, and managerial personals to have the same understanding of a single 

security policy even though everyone in the same company should. This is because it lacks of a good 

understandable definition conveying the meanings in the policy. By continuing from this aspect, it will 

be more troublesome when one company needs to cooperate with another company namely a partner 

or a supplier in order to have both sides agreed upon a single common policy.  

1.2  Related Work  

After an SBVR was approved (Dec 2007) and then first published (Jan 2008) by OMG, Linehan came 

out with concerns of the next step of SBVR i.e. standard maintenance. He suggested there should be 

standardization of "Foundation Vocabularies" providing foundational concepts, terms, and fact types 

(relationships) in order to help SBVR rule-writers get started easier [7]. Moreover, Spreeuwenberg 

states the fact that there is no such an SBVR writing guideline currently available. The SBVR 
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specification does not describe how rules shall be written but only discusses the meanings of the rules. 

She also pointed out the importance of SBVR that was used to write better rules [8]. 

Because of the above reasons, the SBVR implementers have to find their own way to construct 

concepts, fact types, constraints, and a conceptual schema in order to phrase the business rules. Bollen 

recommended ORM and CogNIAM conceptual modeling approaches to fulfill the SBVR model in his 

paper “SBVR: A Fact-Oriented OMG Standard” [9]. These two approaches are already presented in 

Annex I and Annex L in the SBVR specification. Unfortunately, only a few of ORM’s rule 

verbalization patterns are illustrated within examples from the EU-Rent case study. 

Linehan described SBVR features as well as outlined multiple SBVR use cases. The use cases are 

organized in two main categories: modeling use cases, and transformation use cases. The modeling use 

cases consist of modeling business vocabulary and rules for the use in contents of legal contracts, 

reduction of ambiguous in requirements management, multi-lingual support by differentiating names 

from concepts, and tools interchange by MOF and XMI formats. Furthermore, the transformation use 

cases define the ideas of mapping the rules among each layer of the OMG's Model Driven 

Architecture including top-down mapping, bottom-up mapping, meet-in-the-middle, and traceability 

[10]. 

Another idea of how to practically apply an SBVR specification could be found in a research paper 

“Specifying Process-Aware Access Control Rules in SBVR”. They concerned that a process-driven 

access control policy could cause some problems about consistency in the policy because those 

policies were going to be duplicated into two or more practical forms regarding a business process. 

Therefore, a process-aware rule was suggested along with a role-based approach. They defined an 

SBVR vocabulary so-called EM-BrA2CE used with an SBVR specification in order to construct the 

process-aware access control policy. They demonstrated how defeasible access control rules could be 

modeled by the SBVR specification by stating four steps: 1) define an access control policy, 2) 

identify the access control roles, 3) make agent-role assignments, and 4) specify access constraints 

[11]. 

In a recent year (2010), Linehan has researched and proposed the extension of SBVR for defining 

access control rules with predefined conditions by using the Business Entity method. His paper 

describes a prototype tool which is aimed for business users to view and to customize access control 

policies through matrix format and SBVR Structured English. He also addressed the fact that the 

SBVR rules may be converted directly to the machine level for the software implementation purposes. 

Furthermore, in order to take the advantage of the existing software such as XACML engines, the 

SBVR rules may be converted to the eXtensible Access Control Markup Language (XACML) to be 

executed by Policy Enforcement Point (PEP) [12] [13]. 
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1.3  Problem Statement  

 

	   Information Security 
PolicyA

Access Control 
PolicyA

Company A

Information Security 
PolicyB

Access Control 
PolicyB
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Figure 1.3 Policy comparison between Company A and B 

 

A research problem is how to compare an information security policy between two different 

companies when they need to agree upon a single common information security policy. The problems 

of understanding another company’s policy to what they intended to mean and reacting in a certain 

scope will occur because each company has their own policy differently in an enforcement level, 

structure, format, and wording. Looking into the policy statements, the wording might be vague to 

another corresponding company and might not reveal a real intended meaning from its policy 

stakeholder. Besides, when it is hard to compare it will become difficult to agree what similarity and 

difference in the two different policies by an estimation of two different stakeholders, and that will 

lead to a difficulty of a negotiation process for achieving a single common policy of two companies.   

Therefore, a research question has been concluded; Can a comparison of two access control policies 

made through SBVR be more appropriate in some sense than the traditional way of intuitively 

comparing two information security policies? By conducting a case study for answering the research 

question, the case is going to be limited within an area of an access control policy. There are two 

companies participating in this research namely Company A and Company B. Figure 1.3 illustrates a 

question in a comparison of the access control policy between Company A and Company B without 

applying an SBVR specification. 

1.4  Scope and Limitation  

Since the benefits of an SBVR specification are extensive, only selected parts of the standard are taken 

into account and studied in details within this research. Therefore, the scope of the research is within 

the SBVR business rules applying to access control policy, and the limitation of the research is that the 

tradition of SBVR process will not be applied. 
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1.5  Goal  

To compare company’s access control security policies by applying the SBVR specification for 

showing similarities and differences within two different companies. 

1.6  Methods 

The research methodology used to reach the goal is a qualitative method by conducting a case study 

with an inductive approach. A data collection is done by structured interviews. The detailed research 

methodology is discussed in Chapter 3. 

1.7  Outline 

The contents of the subsequent chapters are given in this section. 

Chapter 1 Introduction 

Chapter 2 Extended Background 

Chapter 3 Methods 

Chapter 4 Results 

Chapter 5 Analysis 

Chapter 6 Future Work 
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2 Extended Background 

This chapter provides an extended background of SBVR. It begins with an SBVR approach providing 

basic knowledge of SBVR as well as a vocabulary for describing a business vocabulary and business 

rules. Then an overview of SBVR reveals five major aspects of SBVR i.e. business community, 

business meaning, forms of meaning, and business expression.  

2.1  SBVR Approach 

SBVR is a standard from OMG that is used to formalize concurrence business entities such as 

company’s operational rules, security policy, etc. After formalizing, those formal business vocabulary 

and rules would be accessible by software tools as well as could be exchanged among companies in a 

form of XML Metadata Interchange Format (XMI), which is expressed by Extensible Markup 

Language (XML) [15] [16].  

 

 

Figure 2.1 Model Driven Architecture (MDA) adapted from OMG, 2008, p.219 [14] [17] 

 

In addition, SBVR is placed in a business model layer of the OMG’s Model Driven Architecture 

(MDA) [17] as shown in Figure 2.1. The business models particularly describe businesses in a 

language that is understandable by business people. 
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Business Vocabulary

Business Rules High-level language

Low-level language

Logical Formulations Extensible Markup 
Language (XML)  

Figure 2.2 SBVR concept 

 

Figure 2.2 illustrates a concept of the SBVR that in which form, high-level and low-level languages, 

they are representing. The section 2.1.1 and 2.1.2 below will discuss more about business vocabulary 

and business rules. 

2.1.1 Business Vocabulary 

A vocabulary in the SBVR specification for describing business vocabularies consists of noun 

concepts and verb concepts. Noun concept could be derived from a default dictionary, standard 

glossary, names, things in the world, as well as local definitions. Verb concepts are verb phrases which 

combine verbs with nouns or fact types. 

In SBVR, there is a vocabulary providing all the specialized terms, names, and meaning to describe 

business vocabularies. Below is the SBVR vocabulary based on the ISO terminology standards for 

describing business vocabularies [17]: 

• ISO 1087-1 (2000) “Terminology work — Vocabulary — Theory and application” 

• ISO 704 (2000) “Terminology work — Principles and methods” 

• ISO 860 (1996) “Terminology work — Harmonization of concepts and terms”  

 

Rather than the predefined ISO terminology standards, other vocabularies can be added according to 

the needs of each company’s business. 

2.1.2 Business Rules 

A business rule is a rule under its business domain. Business rules are built upon the business 

vocabulary plus modal operations and if necessary, quantifications and logical operations.  In SBVR, a 
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rule is in accordance with formal logics interpreted as a guidance which claims an obligation or a 

necessity. The rule is categorized into two types of rule statements which are a structural rule and 

operative rule. The structural rules are statements of how business is organized and therefore true by 

definition; in contrast, the operative rules are statements controlling a business activity and could be 

violated by people. 

The main idea of the business rule so-called “Mantra”, supported by SBVR, states  

“Rules build on facts, and facts build on concepts as expressed by terms. Terms express business 
concepts; facts make assertions about these concepts; rules constrain and support these facts.” [17].  

2.2  Overview of SBVR 

SBVR can be viewed in three major parts as shown in Figure 2.3 which are a business context, 

business content, and formal logic. 

 

	  

 

Figure 2.3 Overview of SBVR as taken from Hall, 2006, p.27 [18] 

 

2.2.1 Business Context 

Context for meaning consists of sub-communities which are a semantic community and speech 

community. 
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2.2.2 Business Content 

There is a way to define concepts and facts from a vocabulary as well as to construct business rules. 

Business Meaning 

The shared meanings among communities compose of concepts, verb and noun concepts, and business 

rules. They are used for communication including an exchange, discussion, and validation. 

Forms of Meaning 

One concept can be represented in multiple forms. Therefore, a semantic formulation is used to 

formulate one rule meaning into many forms of the rule meaning i.e. obligatory, prohibitive, and 

conditional permissive forms. 

Business Expression 

The shared vocabulary, consisting of concepts and business rules, of speech communities can be 

expressed in many types of languages such as different natural languages, specific professions’ 

languages, or modeling languages. 

2.2.3 Formal Logic 

Semantic Formulations 

The logical formulation of semantics contains a vocabulary which is used to describe concepts, facts, 

and rules in business communications. It aims to be understandable by business people not in a 

machine level. 

Formal Logic Grounding 

The formal logic grounding underpins the logical formulation of semantics and bodies of shared 

meanings. There are two types of predicate logic which refer to obligation and necessities. 
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3 Methods 

This section describes three main classified research methods which are qualitative research methods, 

quantitative research methods, and mixing qualitative and quantitative research methods. Besides, it 

explains a research method used in this research, and why it is selected. 

3.1  Research Methods  

There are three main research methods generally classified. Quantitative method originally aims to 

study natural phenomena, and it always collects data in a form of numbers and statistics. Types of the 

quantitative methods are various such as a content analysis, surveys, and experiments. The outcome of 

the quantitative method is objective and normally used to verify hypotheses. On the other hand, 

qualitative method originally aims to study social and cultural phenomena. There are several types of 

qualitative method such as a case study, ethnography, ground theory, etc. The outcome of the 

qualitative research is subjective because of collecting data by an interpretation of observations, 

interviews or questionnaires. When researchers use both methods in their research, it is called mixing 

qualitative and quantitative method. This will combine strength of each research method into one 

research [19] [20]. 

A case study is a type of a qualitative research that is basically to study an example case of particular 

phenomena in order to get better understanding of it. Robert K. Yin has described how to design case 

studies in three basic steps. The first step is a researcher needs to determine what the case should be. 

Within a scope of a research area, the case is practically to be redefined over time. The second step is a 

researcher needs to decide a type of his case study. Types of case study design consist of holistic 

single-case study, holistic multiple-case study, embedded single-case study, and embedded multiple-

case study. The third step is to decide whether a researcher needs to use theory development for his 

case study. It is to make a hypothesis for a case study as a whole, and a researcher could testify the 

hypothesis or even extend it [21]. As this research is needed to investigate how the access control 

security policy from two different companies could be compared using SBVR, therefore the case study 

is suitable to be applied to this research because this research focuses on a specific area which is an 

access control security policy. Also the case study is a chosen method because it is a relevant method 

to answer an expressive question of this research. The research is a qualitative research which is an in 

depth study of SBVR and also testifies whether SBVR could be useful in the real world company’s 

policy. That means this research will reveal if SBVR applied policy is more appropriate for comparing 

two company policies than a traditional written policy. There are two companies participating in this 

case study. As the name of the companies could not be revealed due to the security restriction, they 
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will be called as Company A and Company B in this case study. Company A is a medium-sized 

company, and Company B is a large-sized company. 

The implementation steps within the case study are literature review, method selection, and two 

comparisons of security policy. A detail of each step is explained below. 

3.2  Literature Review  

Related work, information security, and ISO 27001 were studied in order to find the relationship 

among work in the SBVR area that has been done and the needs of ISO 27001 in this research. The 

SBVR specification has been carefully studied to reveal how to model business entities and to apply 

the standard to the access control security policy. 

 

 

Figure 3.1 SBVR meaning adapted from OMG, 2008, p.19 and p.158 [17] 

 

The diagram from Figure 3.1 is reduced to fit into the scope of the research. It is derived from the 

original extensive diagram in the SBVR specification. The diagram depicts an SBVR meaning 

showing that meaning can be expressed by a word or a statement. The word is a concept which can be 

a noun concept or a verb concept. Those concepts are described in an SBVR business vocabulary. On 

the other hand, proposition is a statement having a truth value. An SBVR business rule is a proposition 

which can be stated in an operative business rule or a structural rule. 
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3.3  Method Selection  

Under a scope of this research, there could be two possible methods namely method one and method 

two to approach the aim of the case study. This section explains why the method two was chosen for 

this research instead of the method one. 

In the method one scenario, a full SBVR implementation shall begin with constructing a business 

vocabulary regarding the business community which is the two companies in this case study. Then 

SBVR implementers shall state business rules according to the created business vocabulary. However, 

it is impractical for this research. By doing this, the vocabulary is needed to construct in order to 

describe many entries and to cover each noun concept and verb concept under the agreement from two 

companies. However, the method two will transform the original policy statements directly to SBVR 

business rule statements without creating the vocabulary covering the whole case study. The 

transformation will be done according to every step of the SBVR specification except no business 

vocabulary created. This will highly reduce time consuming on the business vocabulary creation so 

that the method two is suitable regarding a concern of time and scope of the research. Therefore, the 

method two were chosen to conduct for approaching the aim of the case study in this research. 

 

Access Control 
Policy A

Access Control 
Policy B

Informal policy 
statements

Semi-formal policy 
statements

Compare by 
Reading

Compare by 
SBVR

SBVR
Access Control Policy A

SBVR
Access Control Policy B

 

Figure 3.2 Overview of the two policy comparisons by reading and SBVR 

 

From the beginning of the case study, the policy statements were filtered out from the whole Company 

A’s and Company B’s policy statements to fifteen policy statements each. Figure 3.2 illustrates two 
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ways of a policy comparison. This would give only an overview of how the case study was going to be 

conducted. It the end, we would retrieve a result of the two comparisons between a policy in an 

original statement and a policy in an SBVR statement. 

3.4  Two Comparisons of Security Policy 

This section describes how the two approaches for a policy comparison were going to be done and 

what the results to be expected in this case study. There are two comparisons for two scenarios in the 

case study, which depicted in Figure 3.3. 

 

Policy A

Compare by 
Reading

Note
Policy A = Access Control Policy A 
Policy B = Access Control Policy B

Policy B SBVR
Policy A

SBVR
Policy BPolicy A+B SBVR Policy A+B

Similarity [0-100%] Similarity [0-100%]

Compare by Two Companies 
Request/Response

in SBVR format

 

Figure 3.3 Two policy comparisons by reading and SBVR in details 

 

The first scenario is the key of the case study. The two company’s security policies were transformed 

into an SBVR Structure English form and then combined altogether. A Company A’s stakeholder had 

to propose their intended policy statements to Company B as well as Company B’s stakeholder had to 

decide whether to accept the propose statements and vice versa. The request and response process was 

done by a means of a questionnaire. An expected result of this scenario, first-step of a negotiation-like, 

is to see a similarity of the Company A’s policy and the Company B’s policy in a percentage. Besides, 

the steps of the first scenario were explained in the section 4.3.1. 
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The second scenario is however a general idea of how the two companies are going to negotiate and 

agree upon a single policy without any helps from the SBVR. The two company’s security policies in 

their original statements were combined altogether. After looking to both policies, Company A’s 

stakeholder was asked to indicate the similarity of the Company A’s policy and the Company B’s 

policy when aiming for a single policy agreement. Company B’s stakeholder also did the same 

process. Besides, the steps of the second scenario were explained in the section 4.3.2. 

3.4.1 Comparison in Form of SBVR Structure English 
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Figure 3.4 SBVR rule statement adapted from OMG, 2008, p.165 [17] 

 

The SBVR business rule statements were constructed by applying the SBVR specification to policy 

statements. For this case study, each policy statement was expressed in two operative business rule 

statements and two structural rule statements in a form of SBVR Structured English. The operative 

business rule statements can be an obligation statement, a prohibition statement, or a restricted 

permission statement. The structural rule statements can be a necessity statement, an impossible 

statement, and a restricted possibility statement as shown in Figure 3.4. 

3.4.1.1 Rule Statements Selection  

In order to collect data, a phone meeting and a questionnaire were used as methods to collect data. The 

objective of the first questionnaire is to have the intended meaning of the policy statements from the 

policy stakeholders, and the objective of the second questionnaire is a request statement from the 

policy stakeholder to another policy stakeholder in order to check if another company would agree on 

the proposed policy statements or they would argue against it. 

First Questionnaire 
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An access control policy applied by SBVR from each company was transformed into a first 

questionnaire and was sent out to its policy stakeholder. One questionnaire contains fifteen original 

policy statements of its company, and each original policy statement contains four alternative policy 

statements. Two policy statements are operative business rules, and other two policy statements are 

structural business rules.  

After creating the questionnaires of the SBVR policy statements, a phone meeting with each policy 

stakeholder was conducted to explain the objective of the questionnaire. Because a meaning can be 

communicated by a word or a statement, and one meaning could be expressed in more than one 

statement, policy stakeholders were asked to select one from four policy statements for confirming 

their intended statements. 

Second Questionnaire 

After the policy stakeholders had decided their policy by selecting the suitable statements, the results 

of the first questionnaire were compiled into a second questionnaire. The second questionnaire listed 

all the proposed policy statements of each company along with alternative statements. Each company 

would see the proposed policy statements of another company. The difference between each two 

business rule statements (SBVR) of each original statement (non-SBVR) is a degree of freedom 

whether it only means to be definitive or directly enforceable. The questionnaire was revealed by each 

company to decide as in a real situation whether they would agree or disagree upon the proposed 

policy statements or agree but want another statement. 

The policy statements applying SBVR along with results of all the six questionnaires will be discussed 

in details in chapter 4 Results. 

3.4.2 Comparison by Human Reading 

The third questionnaire contained one question aiming to see how the two companies could agree 

upon a single security policy by reading the two-company original policy statements (without applying 

SBVR). Both stakeholders from the two companies were asked to specify a degree of similarity within 

two companies’ original policy in a percentage from zero to one hundred (0%-100%).  

3.4.3 Calculation for a Degree of Similarity of SBVR Policy Statements  

After getting the two results of the two comparisons, the calculation was going to conducted by taking 

the number of proposed and accepted policy statements of two companies from the second 

questionnaires as a similarity. Then find a degree of similarity (0-100%) within the two company 

policies out of the whole thirty policy statements. 

The calculation for a degree of similarity of two company policies and outcome will be discussed in 

details in chapter 5 Analysis. 
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4 Results 

In this case study, there are two companies in contact namely Company A and Company B. We 

received an access control security policy of Company A (Policy A) and another access control 

security policy of Company B (Policy B). Below are the results of the case study which are divided 

into three sub-sections; 4.1 a result of SBVR applying to the original statements of access control 

security policies, 4.2 a result of the first and second questionnaires, and 4.3 a result of the third 

questionnaire 

4.1  Result of SBVR Access Control Security Policies 

After receiving a Policy A and a Policy B, both policies had been applied to the SBVR specification 

and transformed into the SBVR format. Table 4.1 below shows an example of one original policy 

statement following with each two alternative: operative business rules and structural business rules 

respectively. 

   Table 4.1 Example of Policy Statement in SBVR Format 1 

	  

6) Original text: When using manual or automated mechanisms to unblock the account, the 

routine should include a secure identification of the user. 

Operative 

business rule: 

It is obligatory that manual or automated mechanisms are used to unblock 

the account only if the routine includes a secure identification of the user. 

Operative 

business rule: 

It is permitted that manual or automated mechanisms are used to unblock 

the account only if the routine includes a secure identification of the user. 

Structural 

business rule: 

It is necessary that manual or automated mechanisms are used to unblock 

the account only if the routine includes a secure identification of the user. 

Structural 

business rule: 

It is possible that manual or automated mechanisms are used to unblock the 

account if the routine includes a secure identification of the user. 

 
                                                        
1 According a standard of SBVR, a normal typeface text stands for modalities (obligatory, 

permitted/prohibited, necessary, or possible), logical operations (and, or, if, only if, etc.), and quantifiers 
(each, some, etc.). An underline text stands for a noun concept. An italic text stands for a verb concept. 
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"It is obligatory that" and "It is permitted/prohibited that" both are an operative business rule 

specifying some criteria or expectations for controlling behavior. The operative business rule "It is 

obligatory that" aims to state a meaning that readers must follow the rule. The operative business rule 

"It is permitted/prohibited that" aims to state a positive/negative meaning that does allow/not allow 

readers to do something. 

"It is necessary that" and "It is possible that" are a structural business rule defining characteristics of a 

statement for concepts understanding. Both structural business rule "It is necessary that" and "It is 

possible that" aim to suggest readers to do or not to do something in a different way of wording. 

According to the Figure 3.2, the impossible statement “It is impossible that” has not been used because 

the meaning after applying this business rule was not relevant to the meaning of the security policy. 

4.2  Result of First and Second Questionnaires 

This section shows the results of the first and second questionnaires which were sent out to Company 

A and Company B. The first questionnaire is a Policy Statement Stakeholder Selection Questionnaire 

#A.1 and #B.1. The second questionnaire is a Policy Statement Stakeholder Selection Questionnaire 

#A.2 and #B.2. 

4.2.1 Policy Statement Stakeholder Selection Questionnaire #A.1  

This questionnaire consists of fifteen statements of Policy A applying SBVR. After the Policy A was 

transformed into SBVR format, it was sent back to Company A asking for its policy stakeholder’s 

intended statements. 

The result of the questionnaire reveals that a stakeholder from Company A intended to have their 

eleven policy statements with a use of an obligatory statement as a high concern policy statement and 

four policy statements with a use of a necessary statement as an informative policy statement as shown 

in a table below. 

Table 4.2 Result of Policy Statement Stakeholder Selection Questionnaire #A.1 

Business Rule Number of Selection 

Operative business rule (obligatory statement) 11 

Operative business rule (permitted/prohibited statement) 0 

Structural business rule (necessary statement) 4 

Structural business rule (possible statement) 0 
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Note: 

The full-format result of Questionnaire #A.1 could be found in Appendix A. 

4.2.2 Policy Statement Stakeholder Selection Questionnaire #B.1 

This questionnaire consists of fifteen statements of Policy B applying SBVR. After the Policy B was 

transformed into SBVR format, it was sent back to Company B asking for its policy stakeholder’s 

intended statements 

The result of the questionnaire reveals that a stakeholder from Company B intended to have their 

eleven policy statements with a use of an obligatory statement and a permitted statement as a high 

concern statement and four policy statements with a use of a necessary statement as an informative 

statement as shown in a table below. 

Table 4.3 Result of Policy Statement Stakeholder Selection Questionnaire #B.1 

Business Rule Number of Selection 

Operative business rule (obligatory statement) 10 

Operative business rule (permitted/prohibited statement) 1 

Structural business rule (necessary statement) 4 

Structural business rule (possible statement) 0 

 

Note: 

The full-format result of Questionnaire #B.1 could be found in Appendix B. 

4.2.3 Policy Statement Stakeholder Selection Questionnaire #A.2 

This questionnaire consists of fifteen statements of Policy A applying SBVR with one proposed 

statement from Company A and other three alternative statements. After deriving a questionnaire #A.1 

into a questionnaire #A.2, it was sent back to Company B asking if they would agree with the 

proposed statement or prefer another alternative. 

The result of the questionnaire shows what stakeholder from Company B has responded to Policy A’s 

fifteen statements. Table 4.4 shows that Company B has agreed with Company A's proposed 

obligatory statements ten out of eleven and agreed with Company A's proposed necessary statements 

three out of four. 
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Table 4.4 Result of Policy Statement Stakeholder Selection Questionnaire #A.2 

Business Rule from Policy A 
Company A 

(Proposed) 

Company B 

(Agreed) 

Operative business rule (obligatory statement) 11 10 

Operative business rule (permitted/prohibited statement) 0 0 

Structural business rule (necessary statement) 4 3 

Structural business rule (possible statement) 0 0 

Total: 15 13 

 

Note: 

The full-format result of Questionnaire #A.2 could be found in Appendix C. 

4.2.4 Policy Statement Stakeholder Selection Questionnaire #B.2 

This questionnaire consists of fifteen statements of Policy B applying SBVR with one proposed 

statement from Company B and other three alternative statements. After deriving a questionnaire #B.1 

into a questionnaire #B.2, it was sent back to Company A asking if they would agree with the 

proposed statement or prefer another alternative. 

The result of the questionnaire shows what stakeholder from Company A has responded to Policy B’s 

fifteen statements. Table 4.5 shows that Company A has agreed with Company B's proposed 

obligatory statements six out of ten and agreed with Company B's proposed necessary statements two 

out of four. Besides, Company A has not agreed Company B's proposed prohibited statement. 

Table 4.5 Result of Policy Statement Stakeholder Selection Questionnaire #B.2 

Business Rule from Policy B 
Company B 

(Proposed) 

Company A 

(Agreed) 

Operative business rule (obligatory statement) 10 6 

Operative business rule (permitted/prohibited statement) 1 0 

Structural business rule (necessary statement) 4 2 

Structural business rule (possible statement) 0 0 

Total: 15 8 
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Note: 

The full-format result of Questionnaire #B.2 could be found in Appendix D. 

4.3  Result of Third Questionnaire 

The third questionnaire aims for a comparison of the two company policy statements by a human 

reading method. Company A gave an answer as 20% similarity, and Company B gave an answer as 

77%. The full-format results of third questionnaire could be found in Appendix E. 
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5 Analysis 

This section consists of a discussion with the result presented in the previous chapter Result, and a 

conclusion of how SBVR could solve the problem statements in this thesis case study. 

Because of the limitation of this case study, a full-applying SBVR was not conducted. Otherwise, a 

vocabulary of a noun concept and a verb concept would make the thesis more discrete. It will be used 

as a reference to see a semantic of each word which is in the policy statements. 

5.1  Discussion 

From an example statement at Table 4.1, it shows that the original policy statement has no 

enforcement level indicated such as the word "should". On the contrary, the access control security 

policy applied to the SBVR specification has clearly revealed its meaningful policy statements which 

are discussed in details below. 

Firstly, a degree of enforcement is literally indicated by the modal prefixes: "It is obligatory that", "It 

is permitted/prohibited that", "It is necessary that", and "It is possible that". The policy statements 

with these two prefixes, "It is obligatory that" and "It is permitted/prohibited that", indicate that the 

statements are enforceable and need a high concern. However, the policy statements with these two 

prefixes, "It is necessary that" and "It is possible that", indicate that the statements are descriptive and 

aim to give information to readers. 

Secondly, every word in the SBVR statements has indicated the meaning of each subject and each 

object (both subjects and objects are represented by an underline word) including what action 

(represented by an italic word) that would occur.  

Thirdly, the first questionnaire (Questionnaire #A.1 and #B.1) has clearly revealed the intended policy 

statements that its policy stakeholder wanted to put into action and propose to another corresponding 

company. The result shows that Company A has confirmed their intended fifteen statements in a 

direction of high level of enforcement policy (eleven out of fifteen). For Company B, they have 

confirmed their intended fifteen statements also in a direction of high level of enforcement (eleven out 

of fifteen). 

Fourthly, the second questionnaire (Questionnaire #A.2 and #B.2) has shown thirty proposed policy 

statements, fifteen from Company A and fifteen from Company B. According to the result as shown in 

Table 4.4 and Table 4.5, Company A has agreed eight out of fifteen Company B’s policy statements, 

and Company B has agreed thirteen out of fifteen Company A’s policy statements. As a result, both 
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Company A and Company B could find an agreement of those proposed and accepted statements 

which are twenty one in thirty statements (seventy percent).  

Lastly, the third questionnaire reveals that Company A estimated 20% similarity, and Company B 

estimated 77%. This would cause a difficulty between Company A and Company B at how they could 

agree upon the single policy used by two companies. Because Company A could see the rest 80% 

dissimilarity to negotiate with; however, Company B having another opinion could see only 23.33% 

dissimilarity to negotiate with. 

5.2  Conclusion 

The security policy statements applying SBVR could be a means to help two different companies 

when they would like to compare their own policy with another company’s policy in order to find a 

similarity within the two different policies. Then they could agree to negotiate and make some changes 

only those dissimilar policy statements in order to be used by both different companies. 

It has been seen that comparing between the Company A’s policy and Company B’s policy by the 

traditional human reading has caused an inaccuracy of finding the similar point which must be 

accepted by two parties. According to the results of the third questionnaire, Company A estimated a 

similar part of the policy statements as 20%. On the other hand, 77% estimation was given by 

Company B. Besides, both Company A and Company B did not have any ideas of how they could 

agree upon a single policy as well as which policy statements should be kept and which ones should be 

changed. 

As a result of using the SBVR specification, Company A and Company B eventually had their policy 

in the same structure which is in the SBVR format. They could get a very clear similar part of the 

policy statements (70% calculated by the results of the second questionnaire in this case study) agreed 

by both companies. Moreover, this automatically helped Company A and Company B finishing up the 

first step of negotiation in order to combine two security policies of the two companies. 
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6 Future Work 

Future work is one of the important aspects of this research in order to conduct the full range of 

SBVR. 

• To construct a business vocabulary according to a concerned business community i.e. between 

different departments in the company or between a company and its partners, suppliers, etc. This 

business vocabulary can be used as a reference when stating business rules to see a semantic of 

each word according to the SBVR specification. 

• To transform the SBVR business rule statements of business entities to logical formulation and 

XML. XML can be used in a document exchange, and both logical formulation and XML can be 

used in automating purposes. 

 

In order to achieve the real benefits of the SBVR specification, all work mentioned above should be 

done with help of a software tool. Because manually conducting those tasks is exhaustive, a software 

tool shall be designed and developed to be practically used in a real situation. 

In addition, another idea to be proposed for future work is to develop a software tool for stating 

similarities and differences of the input business rules and reporting back to users as an output. 
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Appendix A 
Policy Statement Stakeholder Selection Questionnaire #A.1 

This is the first questionnaire sent to Company A. The objective of the questionnaire is to have a 
policy stakeholder confirmed their intended policy statements, and they will be proposed to Company 
B. By doing this, each questionnaire question lists an original policy statement following with other 
four alternative statements in SBVR Structure English format. The questionnaire is attached below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

 

Policy Statement Stakeholder Selection 
Questionnaire 
# A.1 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Note	  

Operative business rule specifies some criteria or expectations for controlling behavior (enforceable). 

Structural business rule defines characteristics of a statement for concepts understanding (descriptive). 



 

 
 

Each original policy statement contains four alternative policy statements. Two policy 

statements are operative business rules, and other two policy statements are structural 

business rules. Indicate which policy statement is intended to be put into action. 

1) Original text: There shall be a system for checking access to all computer 
systems that identifies and verifies the users that log on.  

 

Operative 
business rule: 

It is obligatory that a system for checking access to each computer 
system identifies and verifies the users that log on. 

 

Operative 
business rule: 

It is prohibited that a system for checking access to each computer 
system does not identifies and verifies the users that log on. 

 

Structural 
business rule: 

It is necessary that a system for checking access to each computer 
system identifies and verifies the users that log on. 

 

Structural 
business rule: 

It is possible that a system for checking access to each computer 
system identifies and verifies the users that log on. 

 

2) Original text: Access and access attempts shall be logged.  

Operative 
business rule: 

It is obligatory that access and access attempts are logged.  

Operative 
business rule: 

It is permitted that access and access attempts are logged.  

Structural 
business rule: 

It is necessary that access and access attempts are logged.  

Structural 
business rule: 

It is possible that access and access attempts are logged.  

3) Original text: Access to information shall only be permitted if a personal user ID 
and password is entered. 

 

Operative 
business rule: 

It is obligatory that access to information is permitted only if a user 
ID and password of a personal are entered. 

 

Operative 
business rule: 

It is prohibited that access to information is permitted if a user ID 
and password of a personal are not entered. 

 

Structural 
business rule: 

It is necessary that access to information is permitted only if a user 
ID and password of a personal are entered. 

 

Structural 
business rule: 

It is impossible that access to information is permitted if a user ID 
and password of a personal are not entered. 

 

(X)  

( ) 

( ) 

( ) 

(X)  
 
( ) 

( ) 

( ) 

(X)  
 
( ) 

( ) 

( ) 



 

 
 

4) Original text: As a rule, a maximum of three (3) login attempts shall be permitted 
to the windows domain and all other types of IT system and 
applications.  

 

Operative 
business rule: 

It is obligatory that the windows domain and other types of IT 
system and applications accept at most three login attempts. 

 

Operative 
business rule: 

It is prohibited that the windows domain and other types of IT 
system and applications accept more than three login attempts. 

 

Structural 
business rule: 

It is necessary that the windows domain and other types of IT 
system and applications accept at most three login attempts. 

 

Structural 
business rule: 

It is impossible that the windows domain and other types of IT 
system and applications accept more than three login attempts. 

 

5) Original text: With three failed login attempts, the possibility to log in shall be 
blocked. 

 

Operative 
business rule: 

It is obligatory that the login attempts are blocked if a login is failed 
at least three attempts. 

 

Operative 
business rule: 

It is permitted that the login attempts are blocked if a login is failed 
at least three attempts. 

 

Structural 
business rule: 

It is necessary that the login attempts are blocked if a login is failed 
at least three attempts. 

 

Structural 
business rule: 

It is possible that the login attempts are blocked if a login is failed at 
least three attempts. 

 

6) Original text: When using manual or automated mechanisms to unblock the 
account, the routine should include a secure identification of the 
user. 

 

Operative 
business rule: 

It is obligatory that manual or automated mechanisms are used to 
unblock the account only if the routine includes a secure 
identification of the user. 

 

Operative 
business rule: 

It is permitted that manual or automated mechanisms are used to 
unblock the account only if the routine includes a secure 
identification of the user. 

 

Structural 
business rule: 

It is necessary that manual or automated mechanisms are used to 
unblock the account only if the routine includes a secure 
identification of the user. 

 

( ) 

( ) 

(X)  
 
( ) 

( ) 

( ) 

(X)  
 
( ) 

(X)  
 

( ) 

( ) 



 

 
 

Structural 
business rule: 

It is possible that manual or automated mechanisms are used to 
unblock the account if the routine includes a secure identification of 
the user. 

 

7) Original text: The information owner is responsible to control the consistency 
between the access control, authorization and information 
classification policies of different systems and networks where the 
information is used. 

 

Operative 
business rule: 

It is obligatory that an information owner is responsible to control 
the consistency between the access control, authorization and 
information classification policies of different systems and network 
where the information is used. 

 

Operative 
business rule: 

It is prohibited that an information owner is not responsible to 
control the consistency between the access control, authorization 
and information classification policies of different systems and 
network where the information is used. 

 

Structural 
business rule: 

It is necessary that an information owner is responsible to control 
the consistency between the access control, authorization and 
information classification policies of different systems and network 
where the information is used. 

 

Structural 
business rule: 

It is possible that an information owner is responsible to control the 
consistency between the access control, authorization and 
information classification policies of different systems and network 
where the information is used. 

 

8) Original text: System administrators shall have a user ID and password that is 
exclusively used for system administration. 

 

Operative 
business rule: 

It is obligatory that each system administrator has a user ID and 
password that is used for system administration. 

 

Operative 
business rule: 

It is permitted that each system administrator has a user ID and 
password that is used for system administration. 

 

Structural 
business rule: 

It is necessary that each system administrator has a user ID and 
password that is used for system administration. 

 

Structural 
business rule: 

It is possible that each system administrator has a user ID and 
password that is used for system administration. 

 

9) Original text: IT operations must keep an up-to-date inventory of all users with  

( ) 

(X)  
 

( ) 

( ) 

( ) 

(X)  
 
( ) 

( ) 

( ) 



 

 
 

administrative rights in operating systems and applications with 
built-in authorization systems. 

Operative 
business rule: 

It is obligatory that IT operations keep an up-to-date inventory of 
each user with administrative rights in operating systems and 
applications with built-in authorization systems. 

 

Operative 
business rule: 

It is permitted that IT operations keep an up-to-date inventory of 
each user with administrative rights in operating systems and 
applications with built-in authorization systems. 

 

Structural 
business rule: 

It is necessary that IT operations keep an up-to-date inventory of 
each user with administrative rights in operating systems and 
applications with built-in authorization systems. 

 

Structural 
business rule: 

It is possible that IT operations keep an up-to-date inventory of 
each user with administrative rights in operating systems and 
applications with built-in authorization systems. 

 

10) Original 
text: 

Misuse of administrative rights or high privilege rights will result in 
revocation of rights and potentially disciplinary actions. 

 

Operative 
business rule: 

It is obligatory that misuse of administrative rights or high privilege 
rights results in revocation of rights and disciplinary actions. 

 

Operative 
business rule: 

It is permitted that misuse of administrative rights or high privilege 
rights results in revocation of rights and disciplinary actions. 

 

Structural 
business rule: 

It is necessary that misuse of administrative rights or high privilege 
rights results in revocation of rights and disciplinary actions. 

 

Structural 
business rule: 

It is possible that misuse of administrative rights or high privilege 
rights results in revocation of rights and disciplinary actions. 

 

11) Original 
text: 

Employees shall not have a higher level of authorization than is 
required for them to perform their duties.  

 

Operative 
business rule: 

It is obligatory that each employee has at most a level of 
authorization that is required to perform their duties. 

 

Operative 
business rule: 

It is prohibited that each employee has a higher level of 
authorization that is required to perform their duties. 

 

Structural 
business rule: 

It is necessary that each employee has at most a level of 
authorization that is required to perform their duties. 

 

(X)  
 

( ) 

( ) 

( ) 

(X)  
 
( ) 

( ) 

( ) 

(X)  
 
( ) 

( ) 
 



 

 
 

Structural 
business rule: 

It is impossible that each employee has a higher level of 
authorization that is required to perform their duties. 

 

12) Original 
text: 

The authorization system used by operating system or applications 
must support separation of privileges.  

 

Operative 
business rule: 

It is obligatory that the authorization system that is used by 
operating system or applications supports separation of privileges. 

 

Operative 
business rule: 

It is prohibited that the authorization system that is used by 
operating system or applications does not support separation of 
privileges. 

 

Structural 
business rule: 

It is necessary that the authorization system that is used by 
operating system or applications supports separation of privileges. 

 

Structural 
business rule: 

It is possible that the authorization system that is used by operating 
system or applications supports separation of privileges. 

 

13) Original 
text: 

ID and password are personal and may only be used by the 
individual that owns them or by employees authorized to do so. 

 

Operative 
business rule: 

It is obligatory that ID and password are personal and used by 
individual who is the owner of ID and password or by employees 
who are authorized. 

 

Operative 
business rule: 

It is permitted that ID and password are personal and used by 
individual who is the owner of ID and password or by employees 
who are authorized. 

 

Structural 
business rule: 

It is necessary that ID and password are personal and used by 
individual who is the owner of ID and password or by employees 
who are authorized. 

 

Structural 
business rule: 

It is possible that ID and password are personal and used by 
individual who is the owner of ID and password or by employees 
who are authorized. 

 

14) Original 
text: 

System owners shall, at least once a year, conduct a formal 
inspection of the users' access rights. This inspection should also 
check and handle inactive, unused or abandoned accounts. 

 

Operative 
business rule: 

It is obligatory that system owners conduct at least one formal 
inspection of access rights of users per year for checking and 
handling accounts that are inactive, unused or abandoned. 
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Operative 
business rule: 

It is permitted that system owners conduct at least one formal 
inspection of access rights of users per year for checking and 
handling accounts that are inactive, unused or abandoned. 

 

Structural 
business rule: 

It is necessary that system owners conduct at least one formal 
inspection of access rights of users per year for checking and 
handling accounts that are inactive, unused or abandoned. 

 

Structural 
business rule: 

It is possible that system owners conduct at least one formal 
inspection of access rights of users per year for checking and 
handling accounts that are inactive, unused or abandoned. 

 

15) Original 
text: 

Software for locking a temporarily unused computer, known as 
screen savers or screen locks must exist on all computers. 

 

Operative 
business rule: 

It is obligatory that software (screen locks) exists on each 
computer. 

 

Operative 
business rule: 

It is permitted that software (screen locks) exists on each 
computer. 

 

Structural 
business rule: 

It is necessary that software (screen locks) exists on each 
computer. 

 

Structural 
business rule: 

It is possible that software (screen locks) exists on each computer.  
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Appendix B 
Policy Statement Stakeholder Selection Questionnaire #B.1 

This is the first questionnaire sent to Company B. The objective of the questionnaire is to have a 
policy stakeholder confirmed their intended policy statements, and they will be proposed to Company 
A. By doing this, each questionnaire question lists an original policy statement following with other 
four alternative statements in SBVR Structure English format. The questionnaire is attached below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

Policy Statement Stakeholder Selection 
Questionnaire 
# B.1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Note	  

Operative business rule specifies some criteria or expectations for controlling behavior (enforceable). 

Structural business rule defines characteristics of a statement for concepts understanding (descriptive). 



 

 
 

Each original policy statement contains four alternative policy statements. Two policy 

statements are operative business rules, and other two policy statements are structural 

business rules. Indicate which policy statement is intended to be put into action. 

1) Original text: Access control implementations must be designed and configured 
to deny access not explicitly permitted. 

 

Operative 
business rule: 

It is obligatory that an implementation of access control is designed 
and configured to deny access not explicitly permitted. 

 

Operative 
business rule: 

It is prohibited that an implementation of access control is not 
designed and configured to deny access not explicitly permitted. 

 

Structural 
business rule: 

It is necessary that an implementation of access control is designed 
and configured to deny access not explicitly permitted. 

 

Structural 
business rule: 

It is possible that an implementation of access control is designed 
and configured to deny access not explicitly permitted. 

 

2) Original text: The authentication mechanism shall protect assets according to the 
defined business need. 

 

Operative 
business rule: 

It is obligatory that the authentication mechanism protects assets 
according to the business need that is defined. 

 

Operative 
business rule: 

It is prohibited that the authentication mechanism does not protect 
assets according to the business need that is defined. 

 

Structural 
business rule: 

It is necessary that the authentication mechanism protects assets 
according to the business need that is defined. 

 

Structural 
business rule: 

It is possible that the authentication mechanism protects assets 
according to the business need that is defined. 

 

3) Original text: Access control system granularity must support segregation of 
general access and system security access. 

 

Operative 
business rule: 

It is obligatory that granularity of an access control system supports 
segregation of general access and system security access. 

 

Operative 
business rule: 

It is permitted that granularity of an access control system supports 
segregation of general access and system security access. 

 

Structural 
business rule: 

It is necessary that granularity of an access control system supports 
segregation of general access and system security access. 

 

Structural 
business rule: 

It is possible that granularity of an access control system supports 
segregation of general access and system security access. 
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4) Original text: Access control must only provide access according to approved 
access rights. 

 

Operative 
business rule: 

It is obligatory that access control provides access only if access 
rights is approved. 

 

Operative 
business rule: 

It is permitted that access control provides access only if access 
rights is approved. 

 

Structural 
business rule: 

It is necessary that access control provides access only if access 
rights is approved. 

 

Structural 
business rule: 

It is possible that access control provides access only if access 
rights is approved. 

 

5) Original text: User access and access controls shall be followed up.  

Operative 
business rule: 

It is obligatory that each user access and access control is followed 
up. 

 

Operative 
business rule: 

It is prohibited that each user access and access control is not 
followed up. 

 

Structural 
business rule: 

It is necessary that each user access and access control is followed 
up. 

 

Structural 
business rule: 

It is possible that each user access and access control is followed 
up. 

 

6) Original text: User privileges shall reflect approved access rights for the user.  

Operative 
business rule: 

It is obligatory that each user privilege reflects access rights that is 
approved for the user. 

 

Operative 
business rule: 

It is permitted that each user privilege reflects access rights that is 
approved for the user. 

 

Structural 
business rule: 

It is necessary that each user privilege reflects access rights that is 
approved for the user. 

 

Structural 
business rule: 

It is possible that each user privilege reflects access rights that is 
approved for the user. 

 

7) Original text: ISO/facility owner is responsible for defining and documenting 
privileges. 

 

Operative 
business rule: 

It is obligatory that an ISO or facility owner is responsible for 
defining and documenting privileges. 
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Operative 
business rule: 

It is permitted that an ISO or facility owner is responsible for 
defining and documenting privileges. 

 

Structural 
business rule: 

It is necessary that an ISO or facility owner is responsible for 
defining and documenting privileges. 

 

Structural 
business rule: 

It is possible that an ISO or facility owner is responsible for defining 
and documenting privileges. 

 

8) Original text: User activities shall be logged in order to investigate misuse of 
access rights. 

 

Operative 
business rule: 

It is obligatory that user activities are logged for investigating 
misuse of access rights. 

 

Operative 
business rule: 

It is permitted that user activities are logged for investigating misuse 
of access rights. 

 

Structural 
business rule: 

It is necessary that user activities are logged for investigating 
misuse of access rights. 

 

Structural 
business rule: 

It is possible that user activities are logged for investigating misuse 
of access rights. 

 

9) Original text: If possible automatic provisioning of access rights shall be 
implemented. 

 

Operative 
business rule: 

It is obligatory that automatic provisioning of access rights is 
implemented. 

 

Operative 
business rule: 

It is permitted that automatic provisioning of access rights is 
implemented. 

 

Structural 
business rule: 

It is necessary that automatic provisioning of access rights is 
implemented. 

 

Structural 
business rule: 

It is possible that automatic provisioning of access rights is 
implemented. 

 

10) Original 
text: 

Login ID’s and user accounts shall be personal.  

Operative 
business rule: 

It is obligatory that login IDs and user accounts are personal.  

Operative 
business rule: 

It is permitted that login IDs and user accounts are personal.  
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Structural 
business rule: 

It is necessary that login IDs and user accounts are personal.  

Structural 
business rule: 

It is possible that login IDs and user accounts are personal.  

11) Original 
text: 

Users acting within the T company shall use one and the same 
login ID in internal environments. 

 

Operative 
business rule: 

It is obligatory that users who are of the T company use a given 
login ID in internal environments. 

 

Operative 
business rule: 

It is permitted that users who are of the T company use a given 
login ID in internal environments. 

 

Structural 
business rule: 

It is necessary that users who are of the T company use a given 
login ID in internal environments. 

 

Structural 
business rule: 

It is possible that users who are of the T company use a given 
login ID in internal environments. 

 

12) Original 
text: 

Unattended IT equipment and user interfaces must be protected 
from unauthorized access. 

 

Operative 
business rule: 

It is obligatory that IT equipment and user interfaces that are 
unattended are protected from unauthorized access. 

 

Operative 
business rule: 

It is prohibited that IT equipment and user interfaces that are 
unattended are not protected from unauthorized access. 

 

Structural 
business rule: 

It is necessary that IT equipment and user interfaces that are 
unattended are protected from unauthorized access. 

 

Structural 
business rule: 

It is impossible that IT equipment and user interfaces that are 
unattended are not protected from unauthorized access. 

 

13) Original 
text: 

The consistency of registered access rights versus the access 
control configuration in systems must be verified periodically. 

 

Operative 
business rule: 

It is obligatory that the consistency of access rights that is 
registered and the configuration of access control in systems are 
verified at least four times in one year. 

 

Operative 
business rule: 

It is permitted that the consistency of access rights that is registered 
and the configuration of access control in systems are verified at 
least four times in one year. 
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Structural 
business rule: 

It is necessary that the consistency of access rights that is 
registered and the configuration of access control in systems are 
verified at least four times in one year. 

 

Structural 
business rule: 

It is impossible that the consistency of access rights that is 
registered and the configuration of access control in systems are 
verified at least four times in one year. 

 

14) Original 
text: 

The result and statistics of access rights consistency check and 
inactivity identification shall be properly reported. 

 

Operative 
business rule: 

It is obligatory that the result and statistics of the consistency check 
of access rights and inactivity identification are reported. 

 

Operative 
business rule: 

It is permitted that the result and statistics of the consistency check 
of access rights and inactivity identification are reported. 

 

Structural 
business rule: 

It is necessary that the result and statistics of the consistency check 
of access rights and inactivity identification are reported. 

 

Structural 
business rule: 

It is impossible that the result and statistics of the consistency 
check of access rights and inactivity identification are reported. 

 

15) Original 
text: 

Authentication failure messages must not reveal any sensitive 
information about the system or the user account status. 

 

Operative 
business rule: 

It is obligatory that messages of each authentication failure do not 
reveal sensitive information about the system or the status of a user 
account. 

 

Operative 
business rule: 

It is prohibited that messages of each authentication failure reveal 
sensitive information about the system or the status of a user 
account. 

 

Structural 
business rule: 

It is necessary that messages of each authentication failure do not 
reveal sensitive information about the system or the status of a user 
account. 

 

Structural 
business rule: 

It is impossible that messages of each authentication failure reveal 
sensitive information about the system or the status of a user 
account. 
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Appendix C 
Policy Statement Stakeholder Selection Questionnaire #A.2 

This is the second questionnaire sent to Company B. The objective of the questionnaire is to have a 
policy stakeholder responded to the proposed policy statements from Company A. By doing this, 
Company B will see the Company A’s proposed statements in SBVR Structure English format and 
need to decide they would agree with the proposed statement or prefer another alternative. The 
questionnaire is attached below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

Policy Statement Stakeholder Selection 
Questionnaire 
# A.2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Note	  

Operative business rule specifies some criteria or expectations for controlling behavior (enforceable). 

Structural business rule defines characteristics of a statement for concepts understanding (descriptive). 



 

 
 

This questionnaire lists 15 statements of another company (A)’s policy. Each original 

statement contains 4 alternative statements. The marked statements are proposed 

statements from another company (A). Indicate whether you (B) agree with the proposed 

statements or prefer another alternative. 

1) Original text: There shall be a system for checking access to all computer 
systems that identifies and verifies the users that log on.  

A B 

Operative 
business rule: 

It is obligatory that a system for checking access to each 
computer system identifies and verifies the users that log on. 

  

Operative 
business rule: 

It is prohibited that a system for checking access to each 
computer system does not identifies and verifies the users that 
log on. 

  

Structural 
business rule: 

It is necessary that a system for checking access to each 
computer system identifies and verifies the users that log on. 

  

Structural 
business rule: 

It is possible that a system for checking access to each 
computer system identifies and verifies the users that log on. 

  

2) Original text: Access and access attempts shall be logged. A B 

Operative 
business rule: 

It is obligatory that access and access attempts are logged.   

Operative 
business rule: 

It is permitted that access and access attempts are logged.   

Structural 
business rule: 

It is necessary that access and access attempts are logged.   

Structural 
business rule: 

It is possible that access and access attempts are logged.   

3) Original text: Access to information shall only be permitted if a personal user 
ID and password is entered. 

A B 

Operative 
business rule: 

It is obligatory that access to information is permitted only if a 
user ID 
and password of a personal are entered. 

  

Operative 
business rule: 

It is prohibited that access to information is permitted if a user 
ID and password of a personal are not entered. 

  

Structural 
business rule: 

It is necessary that access to information is permitted only if a 
user ID and password of a personal are entered. 
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Structural 
business rule: 

It is impossible that access to information is permitted if a user 
ID and password of a personal are not entered. 

  

4) Original text: As a rule, a maximum of three (3) login attempts shall be 
permitted to the windows domain and all other types of IT 
system and applications.  

A B 

Operative 
business rule: 

It is obligatory that the windows domain and other types of IT 
system and applications accept at most three login attempts. 

  

Operative 
business rule: 

It is prohibited that the windows domain and other types of IT 
system and applications accept more than three login 
attempts. 

  

Structural 
business rule: 

It is necessary that the windows domain and other types of IT 
system 
and applications accept at most three login attempts. 

  

Structural 
business rule: 

It is impossible that the windows domain and other types of IT 
system and applications accept more than three login 
attempts. 

  

5) Original text: With three failed login attempts, the possibility to log in shall be 
blocked. 

A B 

Operative 
business rule: 

It is obligatory that the login attempts are blocked if a login is 
failed at least three attempts. 

  

Operative 
business rule: 

It is permitted that the login attempts are blocked if a login is 
failed at 
least three attempts. 

  

Structural 
business rule: 

It is necessary that the login attempts are blocked if a login is 
failed at least three attempts. 

  

Structural 
business rule: 

It is possible that the login attempts are blocked if a login is 
failed at least three attempts. 

  

6) Original text: When using manual or automated mechanisms to unblock the 
account, the routine should include a secure identification of 
the user. (ambigiuos clause. Who is the “user” in this case) 

A B 

Operative 
business rule: 

It is obligatory that manual or automated mechanisms are used 
to unblock the account only if the routine includes a secure 
identification of the user. 
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Operative 
business rule: 

It is permitted that manual or automated mechanisms are used 
to unblock the account only if the routine includes a secure 
identification of the user. 

  

Structural 
business rule: 

It is necessary that manual or automated mechanisms are 
used to unblock the account only if the routine includes a 
secure identification of the user. 

  

Structural 
business rule: 

It is possible that manual or automated mechanisms are used 
to unblock the account if the routine includes a secure 
identification of the user. 

  

7) Original text: The information owner is responsible to control the consistency 
between the access control, authorization and information 
classification policies of different systems and networks where 
the information is used. 

A B 

Operative 
business rule: 

It is obligatory that an information owner is responsible to 
control the consistency between the access control, 
authorization and information classification policies of different 
systems and network where the information is used. 

  

Operative 
business rule: 

It is prohibited that an information owner is not responsible to 
control 
the consistency between the access control, authorization and 
information classification policies of different systems and 
network where the information is used. 

  

Structural 
business rule: 

It is necessary that an information owner is responsible to 
control the consistency between the access control, 
authorization and information classification policies of different 
systems and network where the information is used. 

  

Structural 
business rule: 

It is possible that an information owner is responsible to control 
the consistency between the access control, authorization and 
information classification policies of different systems and 
network where the information is used. 

  

8) Original text: System administrators shall have a user ID and password that 
is exclusively used for system administration. 

A B 

Operative 
business rule: 

It is obligatory that each system administrator has a user ID 
and password that is used for system administration. 
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Operative 
business rule: 

It is permitted that each system administrator has a user ID 
and password that is used for system administration. 

  

Structural 
business rule: 

It is necessary that each system administrator has a user ID 
and password that is used for system administration. 

  

Structural 
business rule: 

It is possible that each system administrator has a user ID and 
password that is used for system administration. 

  

9) Original text: IT operations must keep an up-to-date inventory of all users 
with administrative rights in operating systems and applications 
with built-in authorization systems. 

A B 

Operative 
business rule: 

It is obligatory that IT operations keep an up-to-date inventory 
of each user with administrative rights in operating systems 
and applications with built-in authorization systems. 

  

Operative 
business rule: 

It is permitted that IT operations keep an up-to-date inventory 
of each user with administrative rights in operating systems 
and applications with built-in authorization systems. 

  

Structural 
business rule: 

It is necessary that IT operations keep an up-to-date inventory 
of each user with administrative rights in operating systems 
and applications with built-in authorization systems. 

  

Structural 
business rule: 

It is possible that IT operations keep an up-to-date inventory of 
each user with administrative rights in operating systems and 
applications 
with built-in authorization systems. 

  

10) Original 
text: 

Misuse of administrative rights or high privilege rights will result 
in revocation of rights and potentially disciplinary actions. 

A B 

Operative 
business rule: 

It is obligatory that misuse of administrative rights or high 
privilege rights results in revocation of rights and disciplinary 
actions. 

  

Operative 
business rule: 

It is permitted that misuse of administrative rights or high 
privilege rights results in revocation of rights and disciplinary 
actions. 

  

Structural 
business rule: 

It is necessary that misuse of administrative rights or high 
privilege rights results in revocation of rights and disciplinary 
actions. 
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Structural 
business rule: 

It is possible that misuse of administrative rights or high 
privilege rights results in revocation of rights and disciplinary 
actions. 

  

11) Original 
text: 

Employees shall not have a higher level of authorization than is 
required for them to perform their duties.  

A B 

Operative 
business rule: 

It is obligatory that each employee has at most a level of 
authorization that is required to perform their duties. 

  

Operative 
business rule: 

It is prohibited that each employee has a higher level of 
authorization that is required to perform their duties. 

  

Structural 
business rule: 

It is necessary that each employee has at most a level of 
authorization that is required to perform their duties. 

  

Structural 
business rule: 

It is impossible that each employee has a higher level of 
authorization that is required to perform their duties. 

  

12) Original 
text: 

The authorization system used by operating system or 
applications must support separation of privileges.  

A B 

Operative 
business rule: 

It is obligatory that the authorization system that is used by 
operating system or applications supports separation of 
privileges. 

  

Operative 
business rule: 

It is prohibited that the authorization system that is used by 
operating system or applications does not support separation 
of privileges. 

  

Structural 
business rule: 

It is necessary that the authorization system that is used by 
operating system or applications supports separation of 
privileges. 

  

Structural 
business rule: 

It is possible that the authorization system that is used by 
operating system or applications supports separation of 
privileges. 

  

13) Original 
text: 

ID and password are personal and may only be used by the 
individual that owns them or by employees authorized to do so. 

A B 

Operative 
business rule: 

It is obligatory that ID and password are personal and used by 
individual who is the owner of ID and password or by 
employees who are authorized. 
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Operative 
business rule: 

It is permitted that ID and password are personal and used by 
individual who is the owner of ID and password or by 
employees who are authorized. 

  

Structural 
business rule: 

It is necessary that ID and password are personal and used by 
individual who is the owner of ID and password or by 
employees who are authorized. 

  

Structural 
business rule: 

It is possible that ID and password are personal and used by 
individual who is the owner of ID and password or by 
employees who are authorized. 

  

14) Original 
text: 

System owners shall, at least once a year, conduct a formal 
inspection of the users' access rights. This inspection should 
also check and handle inactive, unused or abandoned 
accounts. 

A B 

Operative 
business rule: 

It is obligatory that system owners conduct at least one formal 
inspection of access rights of users per year for checking and 
handling accounts that are inactive, unused or abandoned. 

  

Operative 
business rule: 

It is permitted that system owners conduct at least one formal 
inspection of access rights of users per year for checking and 
handling accounts that are inactive, unused or abandoned. 

  

Structural 
business rule: 

It is necessary that system owners conduct at least one formal 
inspection of access rights of users per year for checking and 
handling accounts that are inactive, unused or abandoned. 

  

Structural 
business rule: 

It is possible that system owners conduct at least one formal 
inspection of access rights of users per year for checking and 
handling accounts that are inactive, unused or abandoned. 

  

15) Original 
text: 

Software for locking a temporarily unused computer, known as 
screen savers or screen locks must exist on all computers. 

A B 

Operative 
business rule: 

It is obligatory that software (screen locks) exists on each 
computer. 

  

Operative 
business rule: 

It is permitted that software (screen locks) exists on each 
computer. 

  

Structural 
business rule: 

It is necessary that software (screen locks) exists on each 
computer. 
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Structural 
business rule: 

It is possible that software (screen locks) exists on each 
computer. 
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Appendix D 
Policy Statement Stakeholder Selection Questionnaire #B.2 

This is the second questionnaire sent to Company A. The objective of the questionnaire is to have a 
policy stakeholder responded to the proposed policy statements from Company B. By doing this, 
Company A will see the Company B’s proposed statements in SBVR Structure English format and 
need to decide they would agree with the proposed statement or prefer another alternative. The 
questionnaire is attached below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

Policy Statement Stakeholder Selection 
Questionnaire 
# B.2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Note	  

Operative business rule specifies some criteria or expectations for controlling behavior (enforceable). 

Structural business rule defines characteristics of a statement for concepts understanding (descriptive). 



 

 
 

This questionnaire lists 15 statements of another company (B)’s policy. Each original 

statement contains 4 alternative statements. The marked statements are proposed 

statements from another company (B). Indicate by marking X; whether you (A) agree with 

the proposed statements or prefer another alternative. 

1) Original 
text: 

Access control implementations must be designed and 
configured to deny access not explicitly permitted. 

A B 

Operative 
business rule: 

It is obligatory that an implementation of access control is 
designed and configured to deny access not explicitly permitted. 

  

Operative 
business rule: 

It is prohibited that an implementation of access control is not 
designed and configured to deny access not explicitly permitted. 

  

Structural 
business rule: 

It is necessary that an implementation of access control is 
designed and configured to deny access not explicitly permitted. 

  

Structural 
business rule: 

It is possible that an implementation of access control is 
designed and configured to deny access not explicitly permitted. 

  

2) Original 
text: 

The authentication mechanism shall protect assets according to 
the defined business need. 

A B 

Operative 
business rule: 

It is obligatory that the authentication mechanism protects 
assets according to the business need that is defined. 

  

Operative 
business rule: 

It is prohibited that the authentication mechanism does not 
protect assets according to the business need that is defined. 

  

Structural 
business rule: 

It is necessary that the authentication mechanism protects 
assets according to the business need that is defined. 

  

Structural 
business rule: 

It is possible that the authentication mechanism protects assets 
according to the business need that is defined. 

  

3) Original 
text: 

Access control system granularity must support segregation of 
general access and system security access. 

A B 

Operative 
business rule: 

It is obligatory that granularity of an access control system 
supports segregation of general access and system security 
access. 

  

Operative 
business rule: 

It is permitted that granularity of an access control system 
supports segregation of general access and system security 
access. 
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Structural 
business rule: 

It is necessary that granularity of an access control system 
supports segregation of general access and system security 
access. 

  

Structural 
business rule: 

It is possible that granularity of an access control system 
supports segregation of general access and system security 
access. 

  

4) Original 
text: 

Access control must only provide access according to approved 
access rights. 

A B 

Operative 
business rule: 

It is obligatory that access control provides access only if 
access rights is approved. 

  

Operative 
business rule: 

It is permitted that access control provides access only if access 
rights is approved. 

  

Structural 
business rule: 

It is necessary that access control provides access only if 
access rights is approved. 

  

Structural 
business rule: 

It is possible that access control provides access only if access 
rights is approved. 

  

5) Original 
text: 

User access and access controls shall be followed up. A B 

Operative 
business rule: 

It is obligatory that each user access and access control is 
followed up. 

  

Operative 
business rule: 

It is prohibited that each user access and access control is not 
followed up. 

  

Structural 
business rule: 

It is necessary that each user access and access control is 
followed up. 

  

Structural 
business rule: 

It is possible that each user access and access control is 
followed up. 

  

6) Original 
text: 

User privileges shall reflect approved access rights for the user. A B 

Operative 
business rule: 

It is obligatory that each user privilege reflects access rights that 
is approved for the user. 

  

Operative 
business rule: 

It is permitted that each user privilege reflects access rights that 
is approved for the user. 
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Structural 
business rule: 

It is necessary that each user privilege reflects access rights 
that is approved for the user. 

  

Structural 
business rule: 

It is possible that each user privilege reflects access rights that 
is approved for the user. 

  

7) Original 
text: 

ISO/facility owner is responsible for defining and documenting 
privileges. 

A B 

Operative 
business rule: 

It is obligatory that an ISO or facility owner is responsible for 
defining and documenting privileges. 

  

Operative 
business rule: 

It is permitted that an ISO or facility owner is responsible for 
defining and documenting privileges. 

  

Structural 
business rule: 

It is necessary that an ISO or facility owner is responsible for 
defining and documenting privileges. 

  

Structural 
business rule: 

It is possible that an ISO or facility owner is responsible for 
defining and documenting privileges. 

  

8) Original 
text: 

User activities shall be logged in order to investigate misuse of 
access rights. 

A B 

Operative 
business rule: 

It is obligatory that user activities are logged for investigating 
misuse of access rights. 

  

Operative 
business rule: 

It is permitted that user activities are logged for investigating 
misuse of access rights. 

  

Structural 
business rule: 

It is necessary that user activities are logged for investigating 
misuse of access rights. 

  

Structural 
business rule: 

It is possible that user activities are logged for investigating 
misuse of access rights. 

  

9) Original 
text: 

If possible automatic provisioning of access rights shall be 
implemented. 

A B 

Operative 
business rule: 

It is obligatory that automatic provisioning of access rights is 
implemented. 

  

Operative 
business rule: 

It is permitted that automatic provisioning of access rights is 
implemented. 

  

Structural 
business rule: 

It is necessary that automatic provisioning of access rights is 
implemented. 
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Structural 
business rule: 

It is possible that automatic provisioning of access rights is 
implemented. 

  

10) Original 
text: 

Login ID’s and user accounts shall be personal. A B 

Operative 
business rule: 

It is obligatory that login IDs and user accounts are personal.   

Operative 
business rule: 

It is permitted that login IDs and user accounts are personal.   

Structural 
business rule: 

It is necessary that login IDs and user accounts are personal.   

Structural 
business rule: 

It is possible that login IDs and user accounts are personal.   

11) Original 
text: 

Users acting within the T company shall use one and the same 
login ID in internal environments. 

A B 

Operative 
business rule: 

It is obligatory that users who are of the T company use a given 
login ID in internal environments. 

  

Operative 
business rule: 

It is permitted that users who are of the T company use a given 
login ID in internal environments. 

  

Structural 
business rule: 

It is necessary that users who are of the T company use a 
given login ID in internal environments. 

  

Structural 
business rule: 

It is possible that users who are of the T company use a given 
login ID in internal environments. 

  

12) Original 
text: 

Unattended IT equipment and user interfaces must be protected 
from unauthorized access. 

A B 

Operative 
business rule: 

It is obligatory that IT equipment and user interfaces that are 
unattended are protected from unauthorized access. 

  

Operative 
business rule: 

It is prohibited that IT equipment and user interfaces that are 
unattended are not protected from unauthorized access. 

  

Structural 
business rule: 

It is necessary that IT equipment and user interfaces that are 
unattended are protected from unauthorized access. 

  

Structural 
business rule: 

It is impossible that IT equipment and user interfaces that are 
unattended are not protected from unauthorized access. 
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13) Original 
text: 

The consistency of registered access rights versus the access 
control configuration in systems must be verified periodically. 

A B 

Operative 
business rule: 

It is obligatory that the consistency of access rights that is 
registered and the configuration of access control in systems 
are verified at least four times in one year. 

  

Operative 
business rule: 

It is permitted that the consistency of access rights that is 
registered and the configuration of access control in systems 
are verified at least four times in one year. 

  

Structural 
business rule: 

It is necessary that the consistency of access rights that is 
registered and the configuration of access control in systems 
are verified at least four times in one year. 

  

Structural 
business rule: 

It is impossible that the consistency of access rights that is 
registered and the configuration of access control in systems 
are verified at least four times in one year. 

  

14) Original 
text: 

The result and statistics of access rights consistency check and 
inactivity identification shall be properly reported. 

A B 

Operative 
business rule: 

It is obligatory that the result and statistics of the consistency 
check of access rights and inactivity identification are reported. 

  

Operative 
business rule: 

It is permitted that the result and statistics of the consistency 
check of access rights and inactivity identification are reported. 

  

Structural 
business rule: 

It is necessary that the result and statistics of the consistency 
check of access rights and inactivity identification are reported. 

  

Structural 
business rule: 

It is impossible that the result and statistics of the consistency 
check of access rights and inactivity identification are reported. 

  

15) Original 
text: 

Authentication failure messages must not reveal any sensitive 
information about the system or the user account status. 

A B 

Operative 
business rule: 

It is obligatory that messages of each authentication failure do 
not reveal sensitive information about the system or the status 
of a user account. 

  

Operative 
business rule: 

It is prohibited that messages of each authentication failure 
reveal sensitive information about the system or the status of a 
user account. 

  

Structural 
business rule: 

It is necessary that messages of each authentication failure do 
not reveal sensitive information about the system or the status 
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of a user account. 

Structural 
business rule: 

It is impossible that messages of each authentication failure 
reveal sensitive information about the system or the status of a 
user account. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

Appendix E 
Third Questionnaire 

This is the third questionnaire sent to Company A and Company B separately. The objective of the 
questionnaire is to gain a degree of similarity of two companies’ policies by a human reading method. 
The two questionnaire questions are attached below following with the Company’s A policy and 
Company’s B policy in their original statements 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

Instruction for Company A 
 

This questionnaire requires a policy stakeholder to specify a degree of similarity between two 

companies’ security policy after reading those policy statements in order to see how the two 

companies could agree upon a single security policy. The policy statements from Company A 

and Company B are attached within this document. Please answer a question below. 

 

Question: How much similarity is there between Company A’s policy and Company B’s 

policy? 

Answer: _______20______ % 
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Instruction for Company B 
 

This questionnaire requires a policy stakeholder to specify a degree of similarity between two 

companies’ security policy after reading those policy statements in order to see how the two 

companies could agree upon a single security policy. The policy statements from Company A 

and Company B are attached within this document. Please answer a question below. 

 

Question: How much similarity is there between Company A’s policy and Company B’s 

policy? 

Answer: _____77______ % 

 

. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

Company A’s security policy 
 

1. There shall be a system for checking access to all computer systems that identifies 
and verifies the users that log on. 
 

2. Access and access attempts shall be logged. 
 

3. Access to information shall only be permitted if a personal user ID and password is 
entered. 
 

4. As a rule, a maximum of three (3) login attempts shall be permitted to the windows 
domain and all other types of IT system and applications. 
 

5. With three failed login attempts, the possibility to log in shall be blocked. 
 

6. When using manual or automated mechanisms to unblock the account, the routine 
should include a secure identification of the user. 
 

7. The information owner is responsible to control the consistency between the access 
control, authorization and information classification policies of different systems and 
networks where the information is used. 
 

8. System administrators shall have a user ID and password that is exclusively used for 
system administration. 
 

9. IT operations must keep an up-to-date inventory of all users with administrative rights 
in operating systems and applications with built-in authorization systems. 
 

10. Misuse of administrative rights or high privilege rights will result in revocation of rights 
and potentially disciplinary actions. 
 

11. Employees shall not have a higher level of authorization than is required for them to 
perform their duties. 
 

12. The authorization system used by operating system or applications must support 
separation of privileges. 
 

13. ID and password are personal and may only be used by the individual that owns them 
or by employees authorized to do so. 
 

14. System owners shall, at least once a year, conduct a formal inspection of the users' 
access rights. This inspection should also check and handle inactive, unused or 
abandoned accounts. 
 

15. Software for locking a temporarily unused computer, known as screen savers or 
screen locks must exist on all computers. 
 

 
 
 



 

 
 

Company B’s security policy 
 

1. Access control implementations must be designed and configured to deny access not 
explicitly permitted. 
 

2. The authentication mechanism shall protect assets according to the defined business 
need. 
 

3. Access control system granularity must support segregation of general access and 
system security access. 
 

4. Access control must only provide access according to approved access rights. 
 

5. User access and access controls shall be followed up. 
 

6. User privileges shall reflect approved access rights for the user. 
 

7. ISO/facility owner is responsible for defining and documenting privileges. 
 

8. User activities shall be logged in order to investigate misuse of access rights. 
 

9. If possible automatic provisioning of access rights shall be implemented. 
 

10. Login ID’s and user accounts shall be personal. 
 

11. Users acting within the T company shall use one and the same login ID in internal 
environments. 
 

12. Unattended IT equipment and user interfaces must be protected from unauthorized 
access. 
 

13. The consistency of registered access rights versus the access control configuration in 
systems must be verified periodically. 
 

14. The result and statistics of access rights consistency check and inactivity 
identification shall be properly reported. 
 

15. Authentication failure messages must not reveal any sensitive information about the 
system or the user account status. 
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