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Abstract 
 

 

The advancement of ICT in a variety of sectors helped in improving the time consuming and rigid service 

into fast and flexible service that is closer to the reach of individuals. For instance, mobile applications 

have evolved in different sectors such as healthcare patient support, geographic mapping and positioning, 

banking, e-commerce payment services and others. This study focuses on one of the most sensitive 

applications, which is mobile payment. 

Mobile payment system being one of the widely expanding mobile services, it has security concerns that 

prevented its wide acceptance. Some of the main security services given prior attention in mobile 

payment are issues of privacy, authentication and confidentiality. The research concentrates on the strong 

authentication of a mobile client to its server, securing the credit card* information and use of mobile card 

reader while making payments that enable customers to protect privacy of financial credentials.  

The strong authentication mechanism mainly follows the NIST standard publications namely, FIPS PUB 

201 and FIPS 196; which are standards on Entity Authentication using public key cryptography and PKI 

credential storage Personal Identity Verification (PIV) card respectively. The proposed secure Credit Card 

Information (CCI) storage is in a secure element in order to prevent tampering of stored data. The secure 

element options are microSD, UICC, Smartcard (together with digital certificate and service ticket). 

During making payments, the payment information encrypted using a shared key is securely sent to 

payment server.  

A demo mobile application as proof of concept was implemented in a simulated lab (KTH SecLab), 

which has all the necessary infrastructure setup (servers, card reader) for testing the proposed solution. 

The paper was able to proof the concept of secure payment by enhancing the authentication, 

confidentiality and privacy of payment information. However, the demo for Strong Authentication did not 

completely succeed as expected due to unexpected bugs in the early version of card reader SDK. 
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Chapter 1- Introduction  
 

Starting from the early day’s people used to make standard of payment methods, which transformed from 

exchange of goods to coins and paper notes. In due time also it simplified use of cashes into signing 

checks and online banking. The payment method evolution seems to approaching into making physical 

cashes into virtual cash, which makes the payment system easy and suitable for users. 

 

One of the requirements for service or product acceptance is ease of use. People especially in recent days 

do not want rigid processes to get services both in terms of time saving as well as simplicity to perform 

without hardship. The web technology advancement enabled customers to order services online, make bill 

payments online, exchange information generally communicate multimedia (voice, video, text) data using 

personal computers. Due to this, the trend is moving from traditional manual services to much easier and 

fast services online at your place. The service providers like government systems, banking, insurance, 

educational system and shopping are providing their services online in which they deliver services at 

home. We humans has shown the tendency to operate small in size and easily movable or portable 

systems as we observed trend of shifting from desktop computers to laptops, from laptops to palmtops, 

smart phones and tablets. When e-commerce first introduced people enjoyed its benefit of ordering items 

sitting at home but this days new technology enabled making orders from anywhere using mobile devices 

called mobile commerce. 

 

In addition, employees of a company access valuable company information remotely being at any 

location, but this also opens a risk to the security of information exchange as well as the security of 

company information. For successful operation of these services, the security of data communication is 

given higher priority. One of the data security services provided is authentication of communicating 

entities at both ends (data sender & receiver). When two entities communicate the data originator (sender) 

should first make sure that the receiving entity is who it claims to be mainly for financial transactions. On 

top of that, it is necessary to ensure authorized entities only get the data sent. In making payments, 

ensuring confidentiality of credit card information increases the confidence to benefit from the services. 

Problem Statement 

 

As the evolution of IT infrastructure in different services and applications is improving, on the other side 

also there are threats that prevent the innovation from successfully achieving the intended goal. Transfer 

of sensitive information should be implemented with prior data protection support otherwise, we cannot 

be certain on the originality, authenticity and confidentiality of data. One of the rapidly growing and 

dominating fields of IT is the mobile application due to its mobile nature as well as its simplicity to use. 

Especially, these days a big research is undergoing on mobile wallet, which is intending to alleviate us 

from carrying our physical wallet for making financial transactions and other cards. Its small capacity in 

memory, small battery power and less processing speed made Smartphone not to support all the existing 

necessary security enhancement services. So, transfer of sensitive information, as financial data through 

mobile applications are particular targets for attackers.  

Whenever there is communication between two or more entities, both the message originator and the 

receiver need to make confident on the identity of the claiming entity. The concept of appropriate 

authentication is given higher priority especially in cases where decision-making is required, or integrity 

of data origination is required or financial transactions are being made. Despite the shortcomings of 

independent single authentication mechanisms like password or PIN code, a better strong authentication 

satisfies the needs of both customers and organizations the verification of user’s identities with high 
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degree of certainty and enhances confidence in both sides. 

One of the highly growing attacks on financial transactions is stealing credit card information. As the 

report in[1] indicated, in 2010 many organizations lost around $955million due to debit card fraud. On the 

other hand while making payments at merchant’s point of sale, the merchant is aware of the items the 

customer is buying and the merchant’s system might be at risk of attack since it is a major point of 

financial transactions. 

Therefore, the paper tries to answer the above-mentioned problems of introducing strong authentication 

and authorization for mobile services, securing credit card information and enhancing privacy of 

customers.  

Research Methodology  
 

For different problems, people usually strive to find a solution using a variety of techniques, methods, 

knowledge; generally proposes a range of approaches whose ultimate goal is solving the problem. When 

there are multiple ways of solving a problem depending upon the environment, area of study and other 

parameters a variety of techniques and methods are preferred.  

According[2] the two research techniques gaining wider acceptance by researchers in the area of 

Information Science are Design Science Research (DSR) and Ground Theory Method (GTM). The main 

difference is their strategy in solving problems, where DSR focuses answering question of local real-

world problem by creating artifacts whereas GTM looks into developing a generic theory contributing 

additional scientific knowledge. 

The issue of mobile payment security is a practical setback shown in our day-to-day activities slowing its 

skyrocketing speed of advancement. In this research, the methodology used to propose a solution to the 

currently existing threat of mobile payment security is design science methodology. 

 

Figure 1: Design Science Research Lifecycle (Source: Adopted from[3]) 

 

Design science is a problem solving method which uses requirements, ideas, technical capabilities as 

input parameters so that the product development life cycle (analysis, design, implementation & testing) 

artifacts are achieved and tested in an environment[4]. At the initial step of DSR research, requirement 

problem from a client side supported with knowledge base (such as: existing theories, laws and methods) 
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are used to formulate artifacts. The main artifact verification stage in DSR lifecycle is the testing made in 

an environment and perform evaluation to get feedback for continuous improvement. The approach used 

in our paper is using the existing mobile payment problems of authentication and secure communication 

as requirements; proposing possible solution using standardized protocols and making a demo 

implementation for checking its applicability. Finally, recommending possible future enhancements based 

on the observed results from the proposed solution. 

Scope and purpose 

 

Mobile payment service encompasses a large infrastructure starting from initiating service request from 

the mobile device at the client side until getting a service after the request processing made at the remote 

machine in the financial firm. For successful accomplishment of the financial payment service, there is a 

necessity to protect data from unauthorized access. Security should be implemented for authentication, 

authorizing clients to payment service, keeping the integrity and confidentiality of communication 

between the client and service provider. Scope of the project is limited only in the authentication of a 

client to a server using strong authentication mechanism and after gaining service ticket keeping 

confidentiality of the credit card information from client to server. 

 

The main objective of this paper is to propose how strong authentication combined with secure 

communication be implemented to enhance mobile payment security. Since the capability of attackers is 

growing, a better security mechanism is required to overcome the threat. Mobile applications are being 

implemented for variety of services, mainly for financial transactions due to its mobile nature and easy to 

use. Financial activities are highly vulnerable for attack, so strength of authentication should not be 

limited with PIN code, or password only that can easily be broken given sufficient time and processing 

capacity. Therefore, keeping an authentication credential in a secure element (smartcard) would prevent 

the data from tampering. And after successful authentication and gaining access to financial service 

keeping confidentiality of the financial information enhances the trust between customer and service 

provider. Therefore, the main purpose of the research is enhancing security for the financial transactions 

made through Smartphone. 

 

Outline of the paper 

 

The project tries to cover areas of authentication, authorization, data confidentiality and privacy issues 

and the paper is organized as follows:  

 

Chapter-2 starts with background description of related subject areas such as mobile applications, 

smartcards, EMV technology, data security specifically on Authentication mechanisms then it discusses 

about main concepts of Public Key Infrastructure (PKI) which is mainly related to areas discussed in the 

research paper. At the end of  this chapter analysis of related works is discussed. 

 

Chapters-3 is dedicated for design of the project and has 2 parts namely: design of the Strong 

Authentication technique and design of secure payment system are described in detail. In chapter-4, 

implementation of the proposed design is presented. Chapter-5 talks about the analysis of results and 

problems faced during the research. The last chapter of this paper summarizes with a conclusion, 

recommendation of future works and an appendix. 
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Chapter 2 - Background  
 

Human civilization has contributed new inventions and findings through their times. In our generation, 

the invention of personal computers and the Internet ignited the technological findings to be much wider 

and faster. Even the current technologies we are using in our daily activities like the smart phones and 

laptops emerged after a lot of research and experiments based on the technology of personal computers. 

Personal computers have widely spread application areas like: robotics, health sector, art works, 

biological genetics, geography …etc. Moreover, through continuous research its application is reaching 

very closer to individual person, the features are improving to satisfy the need, its memory and processing 

capacity is increasing in an alarming speed. One of the currently dominating technologies over personal 

computers is a mobile device and PDAs (Personal Digital Assistant). 

 

The main reason for the popularity of mobile applications is the portability nature of Smartphone and 

their capability to replace services that a personal computer provides. The race of third party companies 

engaged in productivity of applications for these smart phones making them competitive in the market 

and the tendency of people getting in touch with digital systems at any time, any place made Smartphone 

much more preferable.  

Mobile Application 
 
The main difference of smartphones with other ordinary basic feature phone is their high computing 

power, capability to allow users to install and run customized applications based on user requirement; 

generally smartphone prepares an operating system that allow application developers[5]. Those 

Smartphone mobiles are facilitating a variety of services by enabling applications to run multiple 

applications that were previously time-consuming activities just a click away being anywhere and at 

anytime. 

 

Mobile applications have been implemented in different sectors including banking, health, monetary 

transactions, geography, education, entertainment …etc. Since mobile devices are reaching the public in a 

fast pace, it becomes necessary to implement services to the reach of the society which is in mobile apps. 

Many mobile internet users access their email and social networks using their device that makes desktops 

and laptops inactive for such internet services. 

 

In the health sector, a research is undergoing in producing mobile applications that help patients get better 

medical treatment by notifying their status to their caretaker and enable patients get information about 

their health status. According to[6] a mobile application named “engadget” is developed to support 

diabetes patients to provide reading of glucose content, meal and insulin estimation of patients. The 

Wahoo Fitness released to the market the first heart rate reader mainly used by cyclist and runners; 

Bluetooth communication updates the reading to the compatible devices with iOS generations of iPhone 

4S, iPhone 5, 3
rd

 and 4
th
 generation iPad and iPad mini[7]. 

 

Though the countries in Africa have lower economic development as compared to other nations, but 

according to a survey made by Gates Foundation, the World Bank and Gallup; Africa is most advanced in 

using mobile phones for payment transactions (mobile money)[8]. The easy availability of mobile devices 

in the globe is changing the way people live. Therefore, the development evolution that took decades to 

establish variety of services; because of technology it is being available in a much easy way due to mobile 

applications. A typical example might be the e-commerce service. Evolution of E-commerce took long 

time to be globally available to the public, where as in the developing countries it is not popular service. 

On the other hand since the mobile devices are available even in developing countries in a much wider 
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range, they are applied in mobile payment services that made developing countries to skip the evolution 

of e-commerce with a new technology of m-commerce. 

 

Global communication media is mainly the internet, which we use for business, financial transactions and 

for personal issues. No matter what kind of service we use, our activities are highly related with the 

WWW “The Internet”. Recent mobile technology produced the Smartphone, which has internet enabled 

service and most of the works done in personal computers are possible to accomplish from the phones at 

our palm which we have them anywhere. According to the Traffic and Market report, by the year 2017 it 

was forecasted that 85% of world population will have 3G internet service and there would be around 9 

billion mobile subscribers including M2M[9]. 

  

The market penetration of Smartphone is very wider especially in developed countries due to the 

environmental suitability such as the telecom network infrastructure, which helps in efficiently using 

Smartphone features. According to a recent research made by Wireless Smartphone Strategies[10], smart 

phones has shown fast dominance over the continent reaching more than 1 billion smart phones within 16 

years of its inception. As the market for smartphone is expanding, still the big companies are competing 

to dominate the smartphone operating system as well. This competition among the giant companies 

opened the opportunity for customers to get a much more simplified, more featured and user friendly 

products. According to a survey conducted by ComScore, operating systems market penetration shows 

that Android is leading over Nokia’s Symbian and Apple’s iOS with rating 31.2% in Western Europe, 

47% in US and 60.5% in Japan[11].  

 

As the features and capability of smartphone applications is growing, it is becoming a hot issue in 

political decision makers as well. According to Reuters’ May 23, 2012 report [12] US President Barack 

Obama ordered US main government agencies to provide their customers mobile application services 

within the year 2013. The president stressed on the features of delivering services anywhere at any time to 

solve the constraints of time and place.  

Smartcards 
 
A smartcard is a plastic card embedded integrated circuit chip in a handy credit card size. Smartcards are 

found as electronic data storage memory and processors. As a processor chip, it has memory storage as 

well as processes input value and generates an output according to the operations made inside the card. 

After smartcards were first used in telephone SIM chip by the year 1984[13] , they have increased their 

capacity and widened application areas through times. The smartcard’s openness for reading, writing and 

executing computations inside the chip extended its application areas; even some existing services are 

expanding to incorporate the benefit of smartcards. Some of the application areas of smartcard technology 

are: secure storage, payment, authentication, entertainment, Electronic Passport, Electronic health, 

cryptographic modules for encryption and decryption of data. Moreover, all the above-mentioned 

applications benefit from the secure and high storage and processing capacity of the smartcards. 

 

One of the big contributions of smartcards is its capability to handle different security modules in a single 

and handy card. These modules are passwords, PIN codes, digital certificates, biometric identities like 

fingerprints, cryptographic algorithms that require substantial processing and memory capacity. This 

secure element reduces from using different infrastructure to use and handle those authentication 

credentials. 
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Application Protocol Data Unit (APDU) Commands  

 
Application development is getting simplified with lots of supporting libraries and middleware facilitating 

the product development. One of the main challenges in the last couple of years in the mobile services 

field of study is designing, implementing and spreading mobile middleware; which simplify the job of 

high level application developers letting them concentrate on application logic without caring the low 

level implementation of the heterogeneous environments[14]. While working with smartcards (ISO 7816-

4 standard) at the lower level of programming; Application Protocol Data Unit (APDU) commands are 

used to send and receive data to and from the card. Data exchanges to and from the smart card through the 

card reader, and the format used for communicating with the card reader is APDU commands. The 

structure of the APDU command follows the ISO 7816 standard. The command contains a header value 

of size 4 bytes namely: Class (CLA), Instruction (INS), Parameter1 (P1) and Parameter2 (P2). The 

remaining part of the command is a data bytes, length of the data bytes field (Lc) and the expected bytes 

data length (Le) from the APDU response. The class indicates the standard to be used, Instruction the type 

of instruction to be performed and the parameters (P1 and P2) provide additional parameters to the 

command APDU. The data field is used to send data to the smartcard, which is a maximum of 256 bytes 

size. 

 

In response to the APDU command, a reply message is observed from the card which is called APDU 

response. A response message is sent either as indication to the successful command execution or error 

with the APDU command. The response is composed of two status words (2 bytes) indicating status of 

the command executed and a data part maximum size of 256 bytes. The data field returns result of the 

command executed in the smart card like when read instruction is performed, the read information is 

found in the data part. And the success code (90 00) would appear in the status words SW1 and SW2. The 

figure below shows the structure of APDU command and response. 

 

APDU Command CLA INS P1 P2 DATA (256B) Lc Le 

 

  
        Table 1: Structure of APDU Command and APDU Response 

 

(A list of error code APDU response messages are described in Apendix B) 

 

EURO MASTER VISA (EMV) CARDS 

 
EMV is a global standard for credit and debit payment cards based on chip card technology. This standard 

was first created in 1996 by Europay, MasterCard and Visa; it’s also named after the original 

organizations[15]. These specifications are global payment industry specifications that define a set of 

requirements for interoperability between chip based consumer payment applications and acceptance 

terminals to enable payment. In general, EMV is an open-standard set of specifications for smart card 

payments and acceptance devices. The specifications are managed, maintained and enhanced by 

organizations called EMVCo, which is owned by American Express, MasterCard, JCB, and Visa, and 

includes other organizations from the payments industry participating as technical and business 

associates. 

 

Currently, there are over one billion active EMV chip cards used for credit and debit payment, at 15.4 

million EMV acceptance terminals deployed around the world [15]. The payment application can be 

available in secure chip that is embedded in a card or other devices like mobile and PDA (as shown in 

Figure 2), which enable the complete communications performed among the stakeholders in the 

transaction. The chip provides three key elements - it can store information; it can perform processing; 

APDU Response SW1 SW2 DATA 
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and because it is a secure element, it is able to store secret information securely, and perform 

cryptographic processing. Overall, this chip provides features and other application capabilities that are 

not possible with traditional magnetic stripe cards[16]. 

 

 
Figure 2: Consumer payment application storage (source[15]) 

 

TYPES OF EMV 

 
To execute a payment the chip must connect to a chip reader in an acceptance terminal. The interaction 

could be through contact or contactless. With contact, the chip must come into physical contact with the 

chip reader for the payment transaction to occur. This means, when inserted into a card acceptance 

device, the contact allows the chip to connect to a reader. This connection enables the chip to get power 

from and exchange data with the terminal. With contactless, the chip must come within sufficient 

proximity of the reader, (a maximum of 4cm), for information to flow between the chip and the 

acceptance terminal (contactless-capable reader). This means, the reader energizes the chip embedded in 

the card and allows exchange of data via radio frequency without the card ever leaving the cardholder’s 

possession (See Figure 3). 

Chips that are embedded in form factors such as plastic payment cards may support only a contact 

interface, only a contactless interface, or both contact and contactless. Chip cards that support both 

contact and contactless interfaces are referred to as dual interface. Depending on the options available at 

the acceptance location, dual interface cards can communicate over either the contact or contactless 

interface. For example, if the EMV is installed in a mobile phone, the payment will be processed in a 

contactless connection otherwise the process will be contacted (as shown in Figure 3). 

 

Contacted EMV        Contactless EMV (NFC enabled)  

 

Figure 3: Types of EMV (source:[15])  



Page | 8  

 

As improvement of payment standards, many research have proposed methods, techniques, protocols, 

architectures and algorithms that enhance the security, simplicity and efficiency of payment system 

services[17]. Still the issue of security in the payment field is major concern, as they are target of most 

attacks. In relation to credit / debit card information, the main security concerns are attacks of identity 

theft and identity fraud. Both identity theft and identity fraud refer to all kinds of criminal activities 

involving fraud or deception using someone’s personal information (like credit card information, personal 

ID, national security number …etc) for economic advantage[18]. 

 

Current e-commerce services implemented security services that minimize the risk of different attacks. 

Some of the implemented mechanisms provided by some financial organizations are use of passwords and 

PIN code, challenge response authentication, requesting additional information like Card Verification 

Value-2 (CCV2), Address Verification Service (AVS) though it’s applicable in US & Canada that is used 

to verify address given by card holder with the address stored in a file. 

 Authentication refers to verifying the identity of communicating entities to assure that the entities 

are who they really claim.  

 Confidentiality refers to preventing the disclosure of data or message from unauthorized entity.  

 Integrity checks the originality of a message weather it is modified on its transit or not. 

Security 
 
Resources are valuable assets and require proper authentication and authorization privileges to assure the 

appropriate user. Unless appropriate access control mechanism is applied in the resources, malicious 

people are always at the door of a service waiting to take advantage of the vulnerabilities. Some of the 

most popular security breaches are: data exposure to unauthorized entity, modification of data on the way 

to destination, unauthorized user having access to a service or data, data originating in the name of 

someone else (impersonation) …etc. 

 

According to a survey made in December 2011 by American Bankers Association (ABA), organizations 

lost around $955 million in the year 2010 due to debit card fraud that includes POS signature, ATM 

transactions and POS PIN[1]. Therefore, financial transactions require support of adequate security 

services throughout the payment process. A security is not an add-on rather, a process which requires 

continuous follow-up. 

 

The general categories for security services based on the X.800 protocol are Authentication, Access 

control, Non-Repudiation, Confidentiality and Integrity. However, some of the security terminologies 

used are controversial but this paper relies on definition of X.800. Those are: 

Non-repudiation service provides evidence to a possible denial of communication or data 

sending and receiving. 

 

Privacy 

Privacy refers to confidentiality or giving space to yourself away from the public, which is additional 

security service. Another definition taken from [19]“ ‘Privacy is the ability of an individual or group to 

seclude themselves or information about themselves and thereby reveal themselves selectively. Privacy is 

sometimes related to anonymity, the wish to remain unnoticed or unidentified in the public realm. Privacy 

can be seen as an aspect of security — one in which trade-offs between the interests of one group and 

another can become particularly clear.’ (Wikipedia)”. Under the concept of network security, network 

privacy refers to protection of networks and their services such as user, application, device and data from 

disclosure or malicious access[20]. 
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Usually at restaurants while making payment customers give their credit card to waiters for swiping the 

card and deducting the required payment. On the other hand, while making payments at merchant point of 

sale, we may not feel confident on the security of our financial information at the merchant’s system, 

reader or the communication from the merchant to the acquirer bank.  However, these kinds of payments 

are vulnerable for attacks like interception, identity theft & fraud; though the service is totally relying on 

trust of the service provider. Therefore, instead of handing over personal payment card, the paper 

proposes having a private mobile card reader that is interfacing the mobile device, which enhances 

privacy concern of customers in addition to utilizing PIV card for holding security credentials. 
 

CRYPTOGRAPHY 

 
Cryptography refers to the science and art of designing secure communication on distributed systems. It 

provides tools and techniques for overcoming the influence of adversaries/ third parties in a message 

transmission. The use of secrete message transmission or secrete writing is not a new technology; this 

type of message transmission has been used by the Egyptians more than 5000 years ago[21]. The 

Egyptians used hieroglyphics to conceal messages. Hence, the first known cryptographic device was the 

one, which were used by Spartans in about 400 BC. In addition to this, Roman Emperor Gaius Julius 

Caesar used a substitution cipher to transmit messages to Marcus Tullius Cicero in around 50 BC. In this 

cipher, alphabet letters were substituted for other letters of the same alphabet. 

 

Prior to the modern age, cryptography was synonymous with encryption and decryption of a message (see 

Figure 4 below). Encryption is the conversion of information from a readable state to secured and 

unreadable format. The encrypted message sender shares the decoding technique needed to recover the 

original information to the intended recipients, so that the message will be accessed only by the intended 

receivers. Since the advent of computers, the approaches used to carry out cryptology have become 

increasingly complex and its application expanded widely.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 4: Secured message communication 

 

Destination 

Plain Message 

Encryption Decryption 

 

Plain Message 
 

Source 

 

Security key 

Encrypted Message 

http://en.wikipedia.org/wiki/Encryption
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Modern cryptography is based on mathematical theory and its algorithms are designed on computational 

hardness, which makes such algorithms hard to break. These schemes are therefore computationally 

secure. There are three kinds of cryptographic functions: hash functions, secret key functions, and public 

key functions. Public key cryptography involves the use of two keys. Secret key cryptography involves 

the use of one key. Hash functions involve the use of zero keys[22].  

 

Hash function is an algorithm that takes a block of data and returns a fixed-size bit string. Any internal or 

accidental change to the data will with very high probability change the hash value. In addition, using 

algorithm of hash function, for any given message hash function is easy to compute. It is also infeasible to 

generate a message that has a given hash and finding two different messages with the same hash. Digital 

signatures, message authentication codes (MACs), and other forms of authentication are among the 

applications of cryptographic hash functions. Secrete key (one key) cryptography uses a shared key in 

which the sender and receiver of the message use to encrypt and decrypt the message. In order, to secure 

the message from eavesdropper this shred key must be protected. 

 

Public key function is an algorithm which requires two separate keys, one of which is secret and the other 

is public. Although, those keys are different, they are mathematically linked. One key locks or encrypts 

the plaintext while the other is used to unlock or decrypt the cipher text. Neither key can perform both 

functions however, the private key can generate the public key[22]. One of these keys is public or 

published while the other is kept private. Public key cryptography is sometimes termed as Asynchronous 

or Asymmetric key cryptography because it uses an asymmetric key algorithm such as RSA.  

 

Algorithm of Public key cryptography is based on mathematical relationships such as integer factorization 

and discrete logarithm problems that presumably have no efficient solution. It is computationally easy to 

encrypt the message using the public key for the sender, and intended recipient to generate the public and 

private keys. In addition to this, decrypting the message using private key is easy for the intended 

recipient. However, it is extremely difficult for anyone to derive the private key, based only on the 

knowledge of the public key.  For this reason, unlike the symmetric key algorithms, a public key 

algorithm does not require a secure initial exchange of one (or more) secret keys between the sender and 

receiver.  

 

The modern field of cryptographic can be divided Symmetric-key cryptography and asymmetric key 

cryptography. The encryption method in which both the sender and receiver share the same key is called 

symmetric cryptography. This method uses the same key for encryption and decryption of a message. For 

this reason, it is called secret-key, single-key, and shared-key encryption. In order to encrypt or decrypt 

the message between them both the sender and receiver have to specify the shared key/ secrete key. For 

this reason, this type of cryptography is easy to carry out. Furthermore, this algorithm uses less computer 

resources compared to public key encryption. However, this algorithm have a problem because a secrete 

key can be taken by unauthorized person when exchanging it over a large network.  

 

Asymmetric key cryptography is an algorithm in which two different separate keys are used for 

decryption and encryption of a message. A public key which is made available to anyone who might want 

to send a message and the second is private key which is kept secret, so that only the intended recipient 

can access it. This means, this algorithm allows distribution of a public key across the network since this 

message can be viewed by the person having the private key. Asymmetric key algorithm eliminates the 

need of providing secrete key and the risk of having the secrete key compromised.  Hence, it is slower 

than asymmetric key when trying to encrypt large amounts of data.  

 

 

 

X.509 CERTIFICATE 

http://en.wikipedia.org/wiki/Computational_complexity_theory#Intractability
http://en.wikipedia.org/wiki/Digital_signature
http://en.wikipedia.org/wiki/Digital_signature
http://en.wikipedia.org/wiki/Message_authentication_codes
http://en.wikipedia.org/wiki/Authentication
http://en.wikipedia.org/wiki/Cryptographic_key
http://en.wikipedia.org/wiki/Secure_channel
http://en.wikipedia.org/wiki/Key_exchange
http://en.wikipedia.org/wiki/Secret_key
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X.509 certificate is widely used standard for defining digital certificates. It binds an identity to a public 

key value. The role of the certificate is to associate a public key with the identity contained in the X.509 

certificate[21]. Most of the widely used browsers have preinstalled certificate of root CAs that they trust, 

so that communications through the browsers doesn’t have a problem verifying reliability of a certificate 

issuer. In our project, a local CA issues the certificate with specific information customized for local 

usage in the SecLab (KTH).  

Name of a field Description 

Subject Identifier of the certificate holder 

Serial Number A unique identifier of the certificate 

Issuer The name of the party issued the certificate (the name of the CA) 

Valid From Starting date and time of the certificate validity 

Valid To Ending date and time of the certificate validity 

Certificate Policies Policies of a CA in receiving a request, handling, authorizing, issuing, 

and managing the certificates 

Version The X.509 certificate Version 

Subject Alternative Name Additional certificate holder identity 

CRL Distribution Points Certification Authority’s CRL 

Authority Information Access URL to CA information 

Signature Algorithm Algorithm used by the CA for computing the certificate’s signature(e.g. 

RSA algorithm) 

Signature Value Certificate signature 

Enhanced Usage Key Description of the certificate uses (list of the ISO-defined object 

identifiers [OIDs]) 

Application Policies The applications and services that can use the certificate (specified by 

the OIDs) 

Certificate Policies CA policies and mechanisms used to receive a request for, handling, 

authorizing, issuing, and managing the certificates 

 Table 2: Structure of X.509 certificate 

 

A server validates the client’s certificate signature using the certificate specified algorithm 

and the CA’s public key, and then compare the result to a computed digest of the certificate to verify and 

trust certificate of the client.  

Authentication 

 
Authentication is one of the major security services, dealing with verifying identity of an entity before or 

during communication. Though many transactions are made online without the need for the two entities 

meeting face to face, the identity theft and similar attacks on the service created fears to customers. Many 

reports shown the existence of identity theft and misuse of online identity, because of this it raised the 

concern of security and privacy from the consumer side. 

 

Authentication is one of the security services dealing with the verification of a claiming entity. In secure 

communication the first step is verifying that the entity is truly who it claims to be. And for assuring this 

issue many protocols and algorithms has been implemented. Some of the techniques are use of password, 

PIN code, biometric identity and using identification tokens. 

 

http://www.webopedia.com/TERM/S/standard.html
http://www.webopedia.com/TERM/D/digital_certificate.html
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ONE-FACTOR AUTHENTICATION 
 

The type of authentication that uses only a single identity credential to get service as shown in figure 4, 

are considered as one-factor authentication. Such authentication mechanisms provide weak security, due 

to their pitfalls in situations of compromise. Lamport[23] proposed a password table, which verifies 

remote user authentication in the year 1981. However, in 2000 Hwang and Li[24] revealed the 

vulnerability of password tables by modifying the content of the password table; and as a solution, they 

proposed use of smartcards without the need for password table. According to Salter & Schroeder’s 

secure design techniques[25], it states the need of having multi-factor security mechanisms which 

prevents compromise of resources when one of the security mechanisms are compromised still the 

security is resistant. Therefore, having a single authentication mechanism relies security of the resource 

on the secrecy of the single mechanism, which is risky especially for sensitive information like in the 

financial industry. Multi-factor security mechanism has the advantage that whenever one of the security 

protection mechanisms is broken, still the others would keep security of the resource. Use of multiple 

security protection mechanisms (layered security) strengthens the resistance to malicious attacks. 

STRONG AUTHENTICATION 

 
During the early phases of introduction of e-commerce, e-bay … services both consumers and companies 

benefited from the fast, easy & user-friendly services. Though most technological advancements have 

quick acceptance by users for their implementation but the case of online bank transaction, e-commerce 

(online shopping) did not get wider acceptance. Though there are movements and increased their need; 

their biggest fear is security of the financial transactions. Financial institutions & finance related 

communications are the most valuable assets and are the main targets for malicious act. Therefore, they 

require special attention to mitigate possible attacks. The main reason for customers not to rely on the 

financial ICT infrastructures is the regular attack attempts made on the online financial services covering 

the news. 

 

 
 Figure 4: Authentication techniques 

 

Some countries have implemented security laws to personal information protection by establishing 

different institutions that enforce data security to the public user. In some countries the data protection 

laws recommend the use of digital signatures to better authenticate identity of individuals during online 

transactions. An example of such organization is the American Health Insurance Portability and 

Accountability (HIPAA). HIPAA requires remote access to patient information should be granted after 

performing reliable identity proof in which many organizations which are in charge of patient information 

have implemented Strong Authentication[26]. 
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In the early days protecting asset with password was considered satisfactory, easy to use and cheap that 

doesn’t require any deployment expenses. Soon after some attacks on passwords were observed, some 

organizations enforced users with password policy such as: using strong passwords by letting the 

passwords to have long size combination of alpha numeric & special character symbols, regularly 

changing with new passwords … etc. Scientifically the capacity of human brain is limited at remembering 

passwords, someone can remember limited number of passwords or none of them, and prefer writing 

passwords under desk for simple accessibility. Most people use many passwords like for their Personal 

Computer, E-mail, password-protected documents …etc. Even if we consider the conditions that a single 

person having multiple email accounts, multiple password protected documents 

For such cases what many people usually do in organizations is making their password simple to 

remember like meaningful words which are vulnerable for dictionary attacks, or using similar passwords 

for different credentials, or writing passwords in easily accessible places like under a table or in files. 

Despite the shortcomings of independent single authentication mechanisms like password or PIN code, a 

better strong authentication satisfies the needs of both customers and organizations. The verification of 

users identities with high degree of certainty and enhances confidence in both sides. 

Personal Identity Verification (PIV) introduced by the American Federal government to authenticate its 

employees and contractors; physically and logically based on secure and reliable credentials for access to 

federally controlled facilities, applications or generally resources. The PIV system can logically be 

divided into three functional components[27]. Those are: 

 Front-end subsystem – which refers to user interfacing components like the smartcard & 

biometric readers, PIN code input device; which the user interacts to get access privilege. 

 PIV card issuance and management subsystem – as the naming indicates, it refers to the 

administrative and management activities before issuance of a card like verifying identity 

credential of users. And after issuance maintenance issues 

 Access control subsystem – referring to access control systems with their resources and the 

authentication data used. 

THE NEED FOR A SMARTCARD 

 
The authentication credentials like digital certificates, biometric data might be possible to load in UICC 

chips (SIM chip), but to access the chip of a mobile network collaboration with network operators (MNO) 

is required. This implies the security applications loaded in the UICC chip are reliable in the good will 

and security of the mobile network operator and its employees who have access to the SIM chip. On the 

other hand, installing security applications inside the mobile device and running security processes would 

inhibit the limited resource of a mobile device. Therefore, to save the resources of a mobile device and to 

have full control over the security applications installed in the chip; it is necessary to have the identity 

credentials stored in a smartcard. One of the eight principles of secure design by Salter & Schroeder is 

principle of least privilege[25]. It refers to granting access privilege when multiple conditions fulfill, not 

fulfilling either of the conditions results in denial of access. Being one of the secure design principles, our 

research also grants access privilege when a user provides the PIN code in addition to the smartcard; 

having either of the credentials doesn’t fulfill the access privilege. 

 
Many researches proposed mechanisms for authentication, but the race continues in exposing 

vulnerabilities and in the other side covering security holes in the proposed security mechanisms. A 

research made[28] on evaluating strength of authentication without using smartcards[29] revealed that, 
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though it was demonstrated its resistance to various attacks but it was still vulnerable to impersonation 

attack as demonstrated in[28]. 

 

Therefore, the main purpose of the research is to strengthen the security of mobile payment transactions 

using tamper resistant secure elements. 

 

Related works   
 

Usually research works are based on the previous works of others as the saying “standing on the 

shoulders of giants”. So, in this research work also some previous related works were tried to study and 

analyze as stated below: 

 

A three factor authentication mechanism introduced on the health sector was proposed in [30] which is 

abbreviated as SAMSON for Secure Access for Medical Smart cards Over Networks. The main objective 

of the research paper is integrating security enrichment to strengthen patient’s most crucial concern of 

privacy issue in the medical smartcards. The paper proposes an architecture, which gives patients to have 

high level of control over their personal health records incorporating strong authentication mechanism in 

order to have access to the medical records. The SAMSON authentication requires having a smartcard, 

providing a PIN code and thirdly presenting fingerprint to gain full access to the medical card. The 

SAMSON smartcard design proposes issuance of two types of smartcard. Those are security cards issued 

for medical personnel and medical cards issued to patients to hold patient information. The paper 

indicates special case of managing authentication and access control mechanism to patient’s record has 

been proposed in the research in order to overcome the problems that might occur due to patient’s 

unconscious mind (emergency cases) where providing PIN (and)(or) fingerprint might be impossible. 

 

 The paper on[31] discusses on a protocol implementation of strong mobile authentication using SMS 

messages. The protocol uses government owned PKI technology and SIM card. The PKI is used for 

crypto services and gives confidence to clients since it is controlled by governmental organization. The 

SIM card is personalized with personal information details. The paper mentions its advantage in addition 

to authentication by providing the security services of confidentiality, integrity, non-repudiation as well. 

 

The paper [32]proposes a better alternative way of authenticating mobile without dependency of a GSM 

SIM card. The protocol enables users to access their account using a password, which makes the service 

flexible without the need of a SIM card. The paper mentions the benefits gained by authenticating a 

mobile user instead of the traditional device authentication to its server. The protocol is proposed for 

GSM but the authors mentioned of its adaptability for a device authenticating to its local base station 

server.  

Additional related research paper[33] describing the design and implementation of Secure Mobile Wallet 

that provide the functionalities of m-banking, m-payment, m-commerce, mobile micro-loans, m-ticketing 

and mobile promotions. The wallet application is stored in UICC chip and managed through OTA (Over 

The Air) using the technologies GPRS, SMS or internet and OTC (Over The Counter) using the 

technologies NFC, Bluetooth. The mobile wallet has a separate application, Integrated Security Platform 

that provides security services, which is implementation of USSM protocol described by ETSI. 

 

The research in[34] proposes a technique of strengthening security of mobile commerce by 

incorporating in-air signature biometric technique. According to the paper, their survey result 

from end users affirms their proposal as acceptable security enhancement that complement the 

existing authentication methods of passwords. 
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Analysis of related works 
 

The main shortcoming of the paper in[32] is use of weak authentication security by password or PIN 

code, which is vulnerable for dictionary attack and brute force attack. Since password & PIN code are 

collection of alpha-numeral symbols of a limited size and because of human brain limited capacity 

remembering passwords; people tend to use easily remembered meaningful words, which makes the 

protocol of weak authentication mechanism. 

 

Biometric characteristics are one of the most reliable authentication mechanisms to verify unique identity 

of a user. As the research in[34] a biometric identity is implemented to authenticate. In case of injury or 

any effect in our body and in our health in general; the authentication characteristics that we believed to 

recognize us uniquely would be affected that might result in denial of service to the right people. Such 

cases include the scenarios: when a person loses its hands (fingerprint) or its eyes (Iris or retina) due to 

accident, or even a simple common cold might change the signals of our voice; in such occasions the 

person would be denied authentication service to its resources. The strong authentication proposed in this 

paper does not get affected in similar situations, which made it preferable to implement. 

Another mobile payment related work with the newly evolving mobile Wallet service is UICC based m-

wallet proposed in[33]. Since the mobile wallet is loaded in the UICC chip, it lacks full control of the 

security applications management, which indirectly opens a security hole for an attack through the MNO 

that have full control over the UICC chip. Additionally, one of the principles of secure design by Salter 

and Schroeder[25] is the principle of separation of privilege, where it states access should not be granted 

based on a single condition. As our paper provided the condition of having smartcard in addition to PIN 

code is proposed. 

The main shortcoming of all the mobile payment based related works mentioned above is their inability to 

satisfy privacy of customer’s EMV card to point of sales (PoS). In our paper, using a private smartcard 

reader it was possible to relieve customer’s privacy concern. This helps from relying on security of 

merchant’s terminal for malicious programs like Trojan horse, identity theft… etc. The mobile card reader 

assures availability of services and makes payment without the need of merchant point of sale, without 

caring the time (opening hours) and place (portable device). 
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Chapter 3 – Design  

Payment is the transfer or exchange of monitory value between the payee (seller) and payer (buyer) or 

transfer of an amount between banks. The organized procedural way of transferring monitory value in 

which the banks might be the major participants. Processes undergone in payment system are 

initiating a payment by sending payment orders to the system, followed by clearing that calculates net 

amount of both participants and finally settlement that transfers actual amount by deducting from 

sender and adding to the receiver[35]. 

 

In the real world scenario what is being done is customers pay at the merchant’s point of sale and 

merchant’s system would communicate with the bank server to settle the transaction. Customers order 

a payment for the items at the merchant, and the server at the bank verifies authorization of the client 

and upon success verification, it updates the amount balance to both the merchant and client’s 

account. 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Process of a payment system 

Step 1: A customer purchases goods; bill gets generated; shows handset to the installed M-payment reader 

or traditional POS device in order to make payment.  

2. Merchant accepts the payment through the reader, which is connected to the acquired. 

Step 3: Acquirer has merchant’s account. It handles merchant information and transaction details; the 

network used for switching transactions is either the operator’s network or an existing traditional payment 

network. 

Step 4: Issuer authorizes the amount and manages mobile accounts; after validation the customer’s 

credentials, the issuer approves the generated bill. 

Step 5: Acquirer notifies the merchant regarding the same  
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Step 6: The merchant issues purchased goods/ services to the customer. Customer pays bills and gets his 

account recharged. 

 

The medium of communication between the client and the server is the open wireless internet. This open 

wireless communication is also one of the openings for an attack. The technology can be of any type that 

supports the internet, so that to enable the client to communicate with specific network, node (server) & 

process of an application by specifying IP address & port number. 

Using self-owned card reader minimizes the trust chain (merchant’s card reader) as trust cannot assure 

security of financial information, rather we can enhance its security by using the credit card at hand. 

Privacy issue is one of the security services getting higher concern of individuals in different sectors 

specially in health and financial sectors. During personal transactions, no one should know what services 

(download music, movie …) or what kinds of items have been purchased. 

 

The paper explains the design of authentication and secure credit card information in separate modules. 

The first part discusses design of the strong authentication mechanism, followed by the design of the 

secure payment credential communication. 

Part I - Design of Strong Authentication 

 

Authentication is the first activity made in communication to check verifying the identity of the claimed 

entity, so that to grant access privilege to specific operations in the application. To strengthen the problem 

of identity verification between a mobile device client and the remote service provider we proposed a 

design mainly based on the FIPS PUB 201 standard. The FIPS 201 standard specifies requirements for the 

Personal Identity Verification (PIV). The standard states both unilateral and bilateral authentication 

protocols. Unilateral authentication refers to server’s authenticating the client only and bilateral implies 

both the client and server authenticate each other. In the case of bilateral authentication in addition to 

server’s authentication to its client (unilateral authentication), the client also challenges the server to 

assure its authenticity in a similar way. 

The FIPS 196 standard published by NIST describes a challenge response protocol used to authenticate 

communicating entities at start of communication or anytime authentication is required. The standard is 

based on public key cryptography that utilizes digital signatures & randomly generated challenge value. 

 

Authentication using public key uses public-private key pair, which is an advantage over using shared 

secret key in which securing secret key exchange is an overhead. According to the standard, a random 

number challenge is exchanged by the authenticating entities in case of mutual authentication or the 

claimant (entity to be authenticated) is challenged with a random number by the verifier. A challenge key 

encrypted with private key of claimant is decrypted by its public key at the verifier (authenticating entity); 

so that to confirm successful authentication. 

Use of public key cryptography alleviates from beforehand registration or sharing of secret key for 

entities communicating end to end; such scenarios include for clients communicating with service 

providers without previous registration. 

 

The authentication of an entity using crypto algorithm is, based on the general international standard 

ISO/IEC 9798-3. This international standard only specified entity authentication in an open context 
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without restricting the detail implementations in order to open for non-ISO public-key based 

authentication mechanisms to be applied. 

 

The overall architecture of the Strong Authentication is a multi-tiered architecture. Having a multi-tiered 

architecture enables to have different independent service providers with their own data processing (and) 

(or) user interface. The separation of these independent components helps simplified management and 

scalability while integrating additional services to existing services.  
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Activity Diagram of mobile Strong Authentication 

*Assumption: Client already obtained digital certificate from CA and is written inside PIV card. 

Figure 6: Activity Diagram of Strong Authentication 
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 Figure 7: Overall Architecture of the Strong Authentication 

 

In the architecture, multiple service providers are involved starting from claimant registration until 

receiving a service granting ticket. The process starts with registration of a client with identity credentials 

at IDMS Server. The IDMS registers claimants by verifying their real identity with accredited national ID 

or identities confirmed by reliable organization. IDMS registers information in to a database and when 

requests appear from servers, it processes and retrieves the required parameters of the registered entity. 

When a client requests for a digital certificate, it provides the CA Server the required information like 

identity information, which the CA verifies by matching with IDMS database. And after confirming 

identity, it issues a digital certificate. The client having the digital certificate stores inside a tamper 

resistant secure element such as smart card for future usage. When the client wants to get service from the 

cloud, it requests service through the Strong Authentication server. After successful challenge response 

communications between the SA server and the client, it forwards the request to the PDP server that 

grants service ticket. Upon receiving service ticket, the client stores in a secure element to prevent 

tampering. Whenever the client wants for payment service, it sends the ticket to the payment server and 

the server validates the ticket and processes the client payment information. 

 

The authentication uses X.509 format digital certificates. The X.509 certificate is based on the public key 

cryptography and digital signature. It contains the public key of the client bound to its identity. Although 

mobile devices like iPhone has capabilities of handling digital certificates to enable secure access in 
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different services, but the management of the digital certificate is under threat. Due to the portability 

nature of mobile devices, enhances the possibility a certificate might reach in the hands of unauthorized 

users. Digital certificates are part of the PKI and contain the public and private key pairs, which are 

mathematically related. They are used for the encryption and decryption of messages at the source and 

destination of two communicating entities. Digital certificates contain identities of both the certificate 

issuer (Certificate Authority) and the client, certificate validity period and certificate authority chain. 

Certificates are issued by certificate Authorities (CAs) after verifying identity of the certificate requesting 

entity at the IDMS server during certificate request. 

 

Security Assertion Markup Language (SAML) ticket is an XML based open standard data format, which 

is used for communicating authentication and authorization data between communicating entities. In our 

paper the Policy Decision Point (PDP) server is responsible for the issuance of a service ticket that clients 

use while contacting servers. The ticket contains information of Ticket_ID, Client_Identity, TimeStamp 

and XACML_IPAddress (the ticket policy server, which the PDP server acts as)[36]. 
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Part II – Design of Secure Payment System 
 
Due to the nature of mobile devices, their transactions should satisfy the requirements of Authentication, 

confidentiality & Access control; so that to have secure transaction environment[37]. Taking the issue of 

security in to consideration, the paper proposes a design enhancing the confidentiality of data and privacy 

of clients during mobile payment transaction. 

The mobile client is granted a service ticket after successful completion of the Strong Authentication 

phase. Using the granted ticket, the client requests service provider server for a payment service and the 

server checks validity of the ticket and grants access. The server generates a shared key using 256 bit 

length AES encryption algorithm and encrypts with the public key of the client and send it to client. The 

client decrypts the shared secret key using the PIV card and stores the key inside a secure element for 

future usage. 

The design proposes storing credit card information inside a secure element so that it would be easier to 

access and keep the information safely. The main reason for not storing sensitive information inside the 

mobile device is the risk of compromise. As the internet is having important trusted application programs, 

it has also bad programs like Trojans and viruses, which compromise data inside the mobile device and 

shares to malicious people. According to[38] from 311 well-liked applications downloaded from the 

official Android market 10 of the applications were found to have dangerous functionality or asserts 

dangerous rights with reasonable functionality. This kind of malwares are very devastating when 

compromising financial information, so keeping financial related information in secure elements would 

strengthen the security.  

 Secure elements are micro-electronic chips having the capability to store large amount of data and 

includes Micro-SD cards, UICC chips and Smartcards. Secure elements are tamper resistant; so, it is 

difficult to compromise information stored inside. Additional authentication key is also required to run 

application that will access those secure elements, which gives more strength. 

The proposed secure elements are: 

 Micro-SD card 

 UICC chip 

 Smartcards 

Some of the management issues considered in the design are: 

 If the ticket gets compromised or lost with the secure element, or phone.  

The application module responsible to extract the Credit Card Information (CCI) is functional to 

all EMV standard based cards. Therefore, whenever there exists compromise of CCI or the 

customer wants to use another additional EMV card for making mobile payments, the system will 

provide options either to use CCI stored inside secure element or directly from the EMV card in 

through the reader. It is possible to store the new CCI in secure element as well for future usage. 

 What if the shared secret key (AES) is compromised?  

When the AES shared key stored inside the secure element (UICC, MicroSD, Smartcard) is 

compromised to unauthorized entity; the client requests the payment server for a new key by 
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sending its SAML service ticket. The payment server voids the previous shared key and issues a 

new shared key. 

 

 

 When client changes EMV card with a new one?  

SAML ticket is the proof of getting the authorization to have access to payment service; 

therefore, compromise to SAML ticket would terminate its validity and requires the customer to 

request issuance of a new ticket through the Strong Authentication (SA) Server. 

MicroSD cards that were introduced in 2005 got wider application in cellular phones, digital cameras, 

digital media players and other hand held devices. In addition to their high memory storage capacity, they 

also have increased their popularity in security applications due to their new version’s processing 

capability.  

Any application loading on mobile telephony SIM chip requires collaboration with mobile network 

operators (MNO). To overcome such requirements and have full control of the applications inside the 

phone, it needs using another chip. 

 

Key Exchange 

 
Data protection using secret key is one security mechanism but the main issue is how to securely share 

that secret information to both entities.  The most known key exchange protocol is Diffie Hellman’s DH-

Key Exchange protocol. However, as public key consumes significant amount of system resources for key 

generation, key verification …etc[39]; DH-key exchange protocol’s costly deployment and high resource 

consumption made it inaccessible to the wide mobile devices.  

One of the key application scenarios to benefit the advantages of both public key and shared key 

cryptography is in key exchange process. To solve the problem, the commonly used technique is applying 

the public key cryptography in exchanging the secrete information that would be used for securing later 

communications. The main reason, a shared key is preferred over a public key cryptography is its easy 

implementation without the need for infrastructure deployment and use of lesser resource of devices. 

 

STEPS FOR EXCHANGE OF AES SHARED-KEY 
 Client sends the server authorization ticket to access payment service 

 The payment server checks validity of the ticket by contacting PDP server 

 Upon successful authorization of a mobile client to the payment service provider, the server 

generates a shared key that is AES-256 bit length key and encrypts it with the public key of 

client, which is found in the service granting ticket. 

 Client decrypts the key with its private key by sending the encrypted message to the PIV card.  

 Client extracts the APDU response command for the plain shared key and store it in a secure 

element for future use 
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Figure 9: Secure Mobile Payment Transaction 

 

The figure above depicts the generalized flow of communication starting from requesting a payment 

service until making payment. First, the client requests for a payment service to a Strong Authentication 

server by presenting its digital certificate. Then after a successful challenge response communication 

between the SA server and the mobile client, in step 2 it grants the client a payment service ticket, which 

is provided by the PDP policy server. In step 3, the client stores the granted ticket in a secure element and 

when needed that ticket is extracted from the secure element and sent to a payment server for requesting 

service as shown in step 4. The payment server grants access after verifying validity of the client ticket. 

Additionally provides a shared key encrypted with public key of the client, which is stored in secure 

element for future usage. In step 6, it shows storing EMV card information in to secure element, so that in 

step 7 the encrypted credit card information (CCI) is sent to payment server to order payments. 
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  Figure 10: Sequence diagram of secure payment transaction 
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Chapter 4- Implementation and Demo 
 

The design proposed in Chapter 3, demonstrated for specific services independently as discussed below. 

The implementation encompasses separate applications for mobile Strong authentication and payment 

information security. The work divided into smaller module programs for control and managing purposes; 

at the same time, a unit testing used to ensure the implementation meets the requirement of the design.  

 

RESOURCES USED 
The resources both hardware and software technologies used in the thesis project are summarized in the 

table below:  

 

Resources Description 

Mac Book Air 

 Software  Mac OS X Lion 10.7.4 (11E53) 

 Processor  1.6 GHz Intel Core i5 

 Memory  2 GB 1333 MHz DDR3 

 Graphics  Intel HD Graphics 3000 288 MB 

 

The Mac machine used for the development of 

the application, used for loading or installing the 

application into the iPhone device 

 

Xcode 4.3 

The IDE (Integrated Development Environment) 

used 

iPhone 4 with iOS version 5 The iPhone device used for testing applications 

and acting as the client side during 

communication with servers 

iSmart card Reader 

(Firmware version: TM3 RS232 iSmart Reader 

V1.08) 

ID TECH product Smartcard Reader interfacing 

iOS devices (iPhone below 5, iPod, iPad), which 

enables reading and writing to/from smartcards 

(eg: credit/debit card payments using a mobile 

phone) 

Smartcards (from SETECS & Oberthure) The chip embedded secure element used as 

storage and security processing card during the 

communications with the mobile device client 

using the card reader 

Card Reader SDK Version 1.03 The software development kit libraries provided 

by IDTech, which provides functionalities 

during smartcard transactions with the reader 

Servers (IDMS, CA, SA, PDP, Payment) Service providing machines which are 

responsible for identification, certification, 

authentication, authorization and payment 

respectively. 

iSmart Card Reader User Manual The IDTech user manual for the iSmart card 

reader used in the project  (refer Apendix B) 

Table 3: List of resources used 

 

IDTech Smart Card Reader  

 

IDTech iSmart is PnP (Plug and Play) smart card reader enabling iOS devices iPad, iPod touch, iPhones 

(models before iPhone 5) to exchange data with cards. iPhone 5 is released recently by changing the 

previous 30pin connector interface into a much smaller size, which is incompatible with the kind of 

reader we used in the demo. IDTech smart card reader follows the ISO smart card commands structure. 

Any ICC reader follows the Turbo TLP-224 protocol commands and use the ISO 7816-4 Application 
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Protocol Data Unit (APDU) or 7816-3 Transport Protocol Data Unit (TPDU) format while 

communicating with IC cards[40]. 

 

There are ongoing researches in designing mobile devices to support smartcard readers so that payments 

can be possible using credit /debit cards with customer’s card reader. 

 

 
 

Figure 11: IDTech iSmart card Reader 

 

Part I: Strong Authentication 

 

Authentication is usually the entry point for having access to a specific resource. It ensures identity of the 

entity requesting service (access) and associates with the privileges provided to that entity. Authentication 

levels differ depending on the sensitivity (vulnerability of the assets protected). Authentication can be 

implemented with something you know (password, PIN code), something you have (smartcard, token, ID 

card), something you are (biometric characteristics like Iris, voice, fingerprint, facial expression).  

The paper deals with two types of authentications namely local and remote authentication. Local 

authentication is authentication made to get access privilege to the application, which prevents 

unauthorized entity from getting the service using PIN code. The remote authentication is a unilateral 

authentication made with the strong authentication server in order to get service ticket. The proposed 

strong authentication mechanism uses digital certificates in a PIV card and a PIN code to identify an 

entity. 

 

Mobile-Strong Authentication process  

PIV Authentication: The smartcard checks inserted value with the PIN code personalized inside the 

card. If value matches, the card responds with APDU response status word of 9000 implying success 

otherwise failed. Once the PIV card is activated a crafted APDU Read instruction is sent to the card to 

extract the digital certificate from the PIV card. 

Send certificate: After preparing certificate string (read from PIV card), it creates socket communication 

using TCP to SA server at specific IP and port number and sends the certificate by concatenating with a 

message header. 

Get server challenge: SA server receives message from a client, it checks message protocol if it follows 

its messaging format. When it confirms, the server gets a certificate verifies its validity by contacting the 

CA server. The server gets public key of the client and sends a challenge to the client. 
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Process challenge: Client receives server message and checks message formatting protocol. After 

confirming the formatting, it extracts the challenge value of the server and concatenates with its own 

challenge value, hash the whole string and send it to the PIV card for encryption with 1024-bit length 

RSA algorithm. Get scrambled value and concatenate with message format header according to specific 

protocol to send it as response to server. 

Verify signature: Server extracts the signature sent by the client using its public key and compares the 

signature with its value to check validity. If it matches, the server authenticates the client otherwise, it 

denies. 

Client message exchange performed with the remote server was using socket communication. Socket 

communication enables end-to-end communication of two programs communicating at the transport layer 

with in a network, which makes it similar to accessing file I/O[41]. The client creates a socket connection 

by specifying the unique IP address to distinguish the particular server and a port number, which specifies 

particular socket program communicating with the client. The protocol type selected for reliable 

communication is TCP protocol, which is initiated using hand-shake dedicated connection. 

In iOS environment the protocol used for network layered socket communication is bonjour. It enables 

applications to publish their IP and port number to advertise themselves for other applications in order to 

start communication. Xcode SDK has NSNetServices and CFNetServices APIs, which provide bonjour 

protocol[42].  

Pseudocode for authentication 

getServiceTicket() 

{ 

 Request_CA_for_digital_certificate 

If (Received) 

Initialize_SCard_for_Writing 

Store_Certificate_inside_Smartcard 

 If (service_request) 

  Initialize_SCard_for_Data_reading 

  Select_PIV_Applet_inside_Scard 

  Verify_PIN_code 

  If(PIN_successful) 

   Read _certificate_from_SCard 

   Send_certificate_to_SA_Server 

 If (Client_Successfuly_Authenticated) 

  Server_grants_service_ticket 

} 
 

The ticket granted enables the client to have the privilege to perform specific services from the cloud. In 

this particular thesis project, we made the ticket granted enable for having mobile payment service. This 

ticketing design follows the principle of least privilege recommended by Saltzer and Schroeder in their 8 

principles of secure design[25]. The principle of least privilege grants a client to have the privilege that 

enable for successful completion of the intended task only.  
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Part II: Secure Mobile Financial Transaction  

 

One of the currently evolving technologies in the e-commerce is the expansion of mobile payment (m-

pay). Mobile commerce is getting acceptance utilizing the advantages of simplicity, easy availability 

(supporting range of mobile devices) and most importantly its mobility enabling to get service anywhere 

& anytime. The mobile payment service is currently limited to transactions of small amount of money 

(micro-payment) due to the fear of security breach while making big financial transactions. Micro-

payments refer to mobile payments made for small amounted items (such as downloading music, games) 

usually maximum of $10 USD and macro-payments are for more than $10 valued payments[43]. 

Transactions are mainly dependent on trust of well-known organizations and their systems. A transaction 

is said trusted transaction when the authentication of entities and confidential messaging of financial 

credentials succeed. Having this in mind, our research proposed to enhance security of mobile payments 

by introducing a strong authentication using PIV card and concealing of credit card information using a 

symmetric key cryptography to provide data confidentiality. 

For secure communication of credit card information, it is necessary to scramble the message during 

transmission so that unauthorized malicious user will not easily understand. According to one of the eight 

Salter & Schroeder’s secure design principles[25], open design principle states that the security of a 

technique should not be dependent on secrecy of the design nor implementation. Though it is obvious that 

choice of encryption key is private and dependent on parameters such as memory and processing 

capacity; but usually it is recommended to use algorithms well known and analyzed in the public, so that 

to prevent possible attacks. For demo implementation symmetric key cryptographic algorithm, namely 

256 bits size Advanced Encryption Standard (AES) is used.  

 
Figure 12: Credit card usage using iPhone 4 
 

The demo implementation for payment information aimed at keeping confidentiality of CCI (credit card 

information) from interceptors. When payment is required the application initializes (powered ON) the 

mobile interfacing card reader. After preparing APDU command to select the payment directory from the 

EMV card, its sends the APDU with the appropriate values to the header and the directory value. The 

response from the card gives an information indicating the location of the card information and extracts 

the card holder name, credit card number and the expiry date. A snapshot is shown in Fig 1 Appendix C. 

Sample pseudo-code for reading EMV 

readingEMV_Card() 

{ 

 Craft_APDU_Command_To_Select_Payment_Directory 

 Extract_CCN_ExpiryDate_From_Response 

 Encrypt_CCN_Using_AES256bit_key 

 Create_Socket_Connection_to_Payment_Server 

 Send_Encrypted_CCN_to_Payment_Server 

 Get_Confirmation_Message_From_Server 

}         
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Chapter 5 – Result & Analysis  

 

 

Result 

 

As observed from the demo application within the SecLab (KTH) simulated environment in which SA 

Server, Local CA Server, Payment (SAFE) Server, PDP and IDMS Servers were setup to represent the 

real world atmosphere. Therefore, as proof of concept to the proposed solution, a demo application was 

developed both to the Strong Authentication (SA) and to the mobile payment security. For the SA, due to 

problem of inability to read digital certificate from the smartcard; the result was not as expected. 

However, the immediate solution taken to assure continuity of the work was using a hard coded digital 

certificate that was supposed to be read from the card. A hard coded digital certificate was assigned to a 

variable and using that certificate information it was possible to make the expected communication with 

the SA server to a limited extent. After the server received certificate information and verified its validity 

by contacting the Local CA server. After certificate verification, the SA server generated a random 

number and challenged the client. Once the challenge value is received, it calculated its hash value but 

still it required use of a PIV card to sign the challenge with RSA private key. 

 

The unpredictable behaviors observed in the card reader made the demo for Strong Authentication 

incomplete, though a variety of techniques were tried by changing the header value of the APDU 

commands. At some intervals, it does not detect some cards at all. Moreover, after many trials, it was 

possible to read part of the certificate but not a complete data. The data read is limited to 495bytes of data 

only with a single read card as shown in the Fig 2 at Appendix C. Still this was not a consistent result 

generated from the operation, it stops detecting the card after a while. 

 

The second part of the demo was implemented for secure payment transaction in collaboration with a 

SAFE Wallet Project at SecLab (KTH)[33],[37]. The SAFE wallet has features enabling registered users 

for the SAFE service to make payments using the UICC chip inside the phone. And we implemented an 

application extracting the EMV credit card information and securely sending to payment server, which is 

the SAFE server. The implementation utilized the APDU command instructions to an EMV standard 

cards through the iSmart card reader. As a result the application successfully extracted the required credit 

card information and sent to SAFE server after encrypted with shared key. The demo didn’t implement 

key exchange mechanism, with the assumption that the mobile client and the SAFE server already shared 

a secret key. And at the destination, the server decrypted the credit card number and further processes the 

payment by communicating bank server. By doing so, it was possible to demonstrate secure messaging of 

credit card number (CCN) from the mobile client to the SAFE payment server. 

   

Analysis 
 

It is impossible to secure a system perfectly 100%, because the technological evolution introduces 

machines of higher processing and memory capacity that enables breaking those so-called “secured” 

systems, techniques or cryptographic algorithms. The 56-bit length key cryptographic checksum  was 

considered as secure during 1976, but it was broken soon after; which recommended using longer key 

length as the processing power allows[25]. Therefore, issue of security is a process that always 

accompanies services in due time. Most of software services evolve without much concern to security and 

later after different attacks and security holes are exposed, the issue of security comes as an add-on. Had 

the security issue been considered starting from the design, the risk would have been lowered in most 

services that are vulnerable for attacks. In this section, an analysis on the result of the paper is presented, 

specifically on the demo implementation. 
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Security is a very broad concept, which is difficult to provide specific expression of its complete success. 

While hardening the life of malicious attackers by strengthening security of a system, on the other side the 

usability, simplicity, user friendliness …etc features get in danger. The opposite case that is weakening 

security for the sake of non-functional requirements would be a complete chaos; because opening 

vulnerabilities would result in losing control of the system. So, the main challenge in designing a security 

system is compromising both sides of strength in security and features of usability and simplicity. 

Evaluation for Security & Usability  

Usability 

Usability feature refers to an attribute on the quality of the service when considered in the perspective of 

users. The proposed mobile compatible card reader is considered as a security enhancement feature and 

doesn’t negatively affect the customer satisfaction. Carrying a card reader is similar to carrying earphone 

not big object, rather it gives confidence to the client that their sensitive information (credit card) is only 

used by their reader NOT merchant’s card reader. Additionally, the cryptographic operation (encryption / 

decryption) is performed at the smartcard, which helps to minimize resource usage of the mobile device. 

Therefore, the additional components to a mobile device, which are smartcard with its reader enhance the 

financial transaction and they are simple to handle.  

 

Enhancing privacy of customers by having smartcard reader at the client side rather than at the merchant 

is proposed in the research. A case where this requirement might not be fulfilled is the compatibility 

issue. The research demo was implemented in iOS device compatible reader (iSmart reader)[40], which is 

not compatible to non-iOS devices. So far (the year 2012) the applicability of mobile card readers is very 

low, unless in research and trial version by some companies. 

 

Security Evaluation 

  

Security services Description 

Authentication Server verifies a client using the digital certificate and the challenge-

response communication using a public private key pairs (RSA 1024-bit) 

Authorization SA server requests Policy Decision Point for a service ticket, which is 

specific to particular service only (payment mobile service) 

Confidentiality Confidentiality of payment information is kept by encrypting the 

message with symmetric key cryptography (AES-256 bit algorithm) in 

the communication channel from the mobile client to the payment server 

Privacy Anonymity of customers is enhanced by enabling customers to have card 

reader, which is handy and compatible with mobile devices 

   Table 4: security services & mechanisms proposed in the thesis  

 

 

Table 5: Security evaluation of strong authentication  

Strong Authentication 

using Certificates 

PIN 

compromise 

Data 

Tampering 

Replay 

attack 

Smartcard 

compromise 

Repudiation 
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Since the digital certificate is stored in secure element, the data inside the secure element is tamper 

resistant. The challenge response communication and signing with private key prevents repudiation and 

replay attacks. Even if PIN code of the card is compromised, as long as the card is kept secured it doesn’t 

affect security credentials inside the card nor can be impersonated. If secure element (smart card) is lost 

/stolen or compromised, still security of data inside the card is safe as long as the card verification code is 

secured. In addition, as last option it is possible to invalidate the certificate (include it into certificate 

revocation list) when it is compromised. 

 

Secure 

payment 

Confidentiality Privacy Authentication & 

Authorization 

Availability 

    

Table 6: Security evaluation of secure payment 

 

Security services provided in the secure payment system are data confidentiality, authentication & 

authorization of a client for gaining service, privacy of users and availability of a service without the 

place and time constraints. As long as the shared key is kept private & has longer key length, it is possible 

to confidently rely confidentiality of payment information during transmission. Use of private card reader 

at customer’s realm (NOT at merchant’s point of sale) enhances privacy and availability of a service any 

time at any place. 

 

In this research, the issue of privacy can be considered as showing a progress, though still it is not solved 

completely. Privacy of credit card information is kept in the hand of the customer without the need to 

handover to merchant or waiters at restaurants. Though during the communication from the mobile client 

to the server, header information are exposed to interceptors, which nullify the privacy of communicating 

entities. As a solution, it is possible to incorporate anonymous identity service that relates anonymous ID 

with registered real identity of clients or servers from its database; which is applied to the identity of the 

data originator (mobile client) and the receiving end (payment server) and by doing so the message in 

transit will not expose identity of communicating parties. 

 

PROBLEMS FACED AND COUNTER MEASURES 
 

During the project work, undocumented errors (APDU response codes not specified in the manual 

document) were appearing in the SDK of IDTech smartcard reader, and it took a while solving the 

problem. Even throughout the project, it was observed that the card reader could not support “older” 

smartcards and the reader responds with error code e313, which is IO problem. 

 

The card reader libraries were simple and easy to use; this has abstracted the complexities and prepared 

well-organized function libraries for smartcard operations. Since it was newly introduced technology 

mainly in research labs, it was difficult to get related previous researches to refer when problems faced. 

Moreover, the manual prepared for the card reader was in its early version and there were error codes 

(APDU response codes) which were not included in the product’s manual. I believe this project might 

help the company revise and prepare a more featured versions and get feedback on what kind of bugs 

might appear. 

 

One of the main problems was inability to read a certificate from a PIV applet loaded smartcard. And 

reading a digital certificate is the main operation in strong authentication, because the certificate should 

be sent to the server for the client to introduce itself to server. So that, the server would use public key 

extracted from the certificate for future encryption (and) (or) decryption activities. Additionally, the PIV 
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card should make the necessary private-key based encryption of data since the private key is not explicitly 

accessible, unless used while inside the smartcard by sending APDU commands containing data to be 

encrypted or decrypted. 

 

The proposed counter measure for this problem was, using a hard coded digital mobile certificate and 

modularly checking if the program works according to its expected results. Moreover, it saved time 

instead of waiting for a solution, skipping the reading part and continued working the next stages. Some 

investigation was performed to see the cause of the certificate-reading problem. In the mean time it was 

observed that the problem was with the SDK version. The problem was appearing in compatibility of 

smart cards usage also. For example: the SETECS company PIV cards were not working with the card 

reader (with error code E313), rather the Oberture company cards personalized PIV applet at SecLab 

(KTH) were compatible with the reader. 
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Chapter 6 - Conclusions and future work  

 

Conclusion 
 

Recently mobile phone devices advanced their capacity & software features to support multipurpose 

applications in addition to the purpose of communication. Some of the application areas are in financial, 

health, security authentication and others. 

The research proposed possible security enhancement techniques to the existing mobile payment 

transaction. Main objective of the project was enhancing confidentiality and authentication of mobile 

payment services. The strong authentication mechanism used digital certificates stored inside PIV cards in 

addition to the usual password. It was possible to enhance confidentiality of credit card information using 

symmetric key cryptography, a key that the payment server and the client shares. Storage of sensitive 

information like the digital certificate, payment service authorization ticket and credit card information is 

a tamper resistant secure element (microSD, UICC or smartcard). Additionally, the card reader interfacing 

the mobile device provided enhanced privacy and easy availability of service for customers; alleviating 

the need to personally pay at merchant’s point of sale. 

 

A demo implementation was conducted as proof of concept for strong authentication and secure credit 

card number during the transfer from client mobile to the payment server. Though the card reader SDK 

was in its early version that we had some problem but in general, the project implemented successfully. 

 

Future enhancement 

 

- The kind of authentication used in this research is unilateral authentication protocol but using 

bilateral authentication protocol it’s possible to enhance the client to verifying authenticity of the 

server as well 

- Had the mobile devices be having a better processing and battery power, encrypting credit card 

information with public key cryptography is recommended instead of shared key.  

- The newer versions of the card reader SDK would solve the problem of reading a digital 

certificate from a PIV card. 

- Integrating a third authenticating factor which is biometric authentication for strengthening 

authentication of the service 

- With the feature rich, high capacity enhancement of Smartphone more crypto applications might 

be integrated for message encryption NOT only for the signing during challenge response 

communication with the server in strong authentication process 

- The server settings feature would enable the mobile application to chose services from a settings 

file the IP and port number from a file. 
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Chapter 8 - List of appendices 

Appendix A: APDU Command / Response 

 

Below are some of the APDU commands used in smartcard card communication based on 

NIST (National Institute of Standards and Technology) published standards. 

 

A.1 SELECT PIV command 

The command sends SELECT command to the PIV card by specifying the Application 

Identifier (AID) value of the particular applet. According to ISO/IEC 7816-4 AID is a 

unique identifier of the application in the card[44].  

 

CLA '00' 

INS 'A4' 

P1 '04'  

P2 '00'  

Data Field AID "A000000308000010000100" 

Lc  Length of data field in bytes 

Le Expected number of data content bytes to be returned 

    
 

 

A.2 APDU SELECT Command for EMV card 

  

CLA '00' 

INS 'A4' 

P1 '04'  

P2 '00'  

Data Field AID "315041592E5359532E4444463031" 

Lc  Length of data field in bytes 

Le Expected number of data content bytes to be returned 

 

A.3 GET DATA Card Command 

 

GET DATA command is used to read the data inside the PIV card by specifying tag of a 

single data object in the data field of the command.  

Command Syntax  

 

CLA '00' 

INS 'CB' 

P1 '3F'  

P2 'FF'  

Data Field AID of the applet to read 

Lc  Length of data field 

Le Expected number of data content bytes to be returned 

 

“The Lc value is '05' for all PIV data objects except for the 0x7E inter-industry tag 

(Discovery Object), and the Application Property Template (APT), which have a Lc 

value of '03' ”[45]. 



Page | 40  

 

Appendix B:  iSmart Card Reader Manual[40] 

 

 

B.1 Get Copyright Information 

 

60 00 01 38 59 03 

Response is as follows: 

60 00 3F <Copyright Text> LRC 03 

Response Example mixed hex and ASCII: 

60 00 3F Copyright (c) 2012, ID TECH. LRC 03 

 

The ID TECH iSmart is a smart card reader for all Apple mobile devices: iPhones, iPods, and 

iPads. Working with compatible apps, the iSmart turns your mobile device into a terminal and 

allows you to process chip card payments anytime, anywhere.  The iSmart is EMV level 1 

approved to provide safe and secure transactions[46].  

 

 

B.2 Sample APDU Response Error codes 

Error codes specified in the new version of the iSmart SDK provides much more information on 

the error codes obtained in response to command instruction. Some of the sample error codes 

with their description is mentioned in the table below. 

Error Codes Description 

2D00 memory card type not supported 

2D01 Card Not Supported  

6D01  INS not supported on i2c cards  

8B03  EMV Unsupported TB1 only 00 allowed 

E313  io line low--card error after session start 

6581  Memory error (e.g. during a write operation). 

 

  

Parameter Description 

0x00 Class byte 

0xA4 
Instruction byte 
SELECT Command 

0x04 
Parameter 1 byte 
Select a directory by name. 

0x00 
Parameter 2 byte 
In general P2 is set to 0x00 when you write the complete AID 

Name. 

Aid Data bytes contain the directory name (AID) 

0x00 
Le byte 
Set to 0x00 to retrieve the complete response of up to 256 bytes. 

[0x9000] Array of acceptable SW1/SW2 return codes 
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Appendix C: List of GUI screenshot  

 
GUI interfaces designed for iPhone iOS application in Xcode environment. 

 

    
Fig 1: EMV m-payment   Fig 2: incomplete certificate read from PIV card 

 

   
Fig 3: EMV card information reading Fig 4:  
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Appendix D: Acronyms 

 
PIV – Personal Identity Verification 

APDU – Application Protocol Data Unit 

MNO – Mobile Network Operator 

TSM – Trusted Service Manager 

SA – Strong Authentication 

LCA – Local Certificate Authority  

IDMS – Identity Management System  

SIM – Subscriber Identity Module 

PKI – Public Key Infrastructure 

SMS – Short Message Service 

GSM – Global System for Mobile communications 

PIN – Personal Identification Number 

CA – Certificate Authority 

SDK – Software Development Kit 

FIPS – Federal Information Processing Standard 

NIST – National Institute for Standard and Technology 

ANSI – American National Standard Institute 

IO (I/O) – Input Output 

SD – Secure Digital 

OS – Operating System 

PDA - Personal Digital Assistant 

IP – Internet Protocol 

Apps – Applications 

RSA – Rivest, Shamir, Adleman (public key cryptography) 

AES – Advanced Encryption Standard (shared key cryptography algorithm) 

SW1 – First byte of a two-byte status word  

SW2 – Second byte of a two-byte status word 

HIPAA – Health Insurance Portability and Accountability of America 

ICC – Integrated Circuit Card 

IC – Integrated Circuit 

TPDU – Transport Protocol Data Unit 

SAML – Security Assertion Markup Language 

NFC – Near Field Communication  

ISO – International Standard Organization 

RBAC – Role Based Access Control 

TCP – Transport Control Protocol 

PDP – Policy Decision Point 

PEP – Policy Enforcement Point 

 


