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ABSTRACT 

In this paper, a new cryptographic method called DNA cryptography and the already existing methods 

of modern cryptography are studied, implemented and results are obtained. Both these cryptographic 

method’s results are compared and analyzed to find out the better approach among the two methods. 

The comparison is done in the main aspects of process running time, key size, computational 

complexity and cryptographic strength. And the analysis is made to find the ways these above 

mentioned parameters are enhancing the respective cryptographic methods and the performance is 

evaluated.  

For comparison the Triple Data Encryption Algorithm (TDEA) from the modern methods and the DNA 

hybridization and the chromosomes DNA indexing methods from the DNA cryptography methods are 

implemented and analyzed. These intended methods are dependent on the main principles of 

mathematical calculations and bio molecular computations. 

The Triple DES algorithm uses three keys. In this method the DES block cipher algorithm is utilized 

three times to each different block of the input data to obtain the encrypted text. And then the DES 

block cipher decryption algorithm is applied to the obtained cipher text three times using the same 

three keys and the original message is obtained. The key size is increased in Triple DES more than that 

of the DES which makes the algorithm more secured. 

In the DNA hybridization method, the original message which is referred as plain text is converted in 

the form of binary. This binary form of data is then compared with the randomly generated OTP key in 

the DNA form and the encrypted message is obtained. This obtained encrypted message is also in the 

form of DNA. The decryption message is carried out in reverse using the encrypted data and the OTP 

key and the original message is retrieved. 

In the DNA indexing method, the plain text which is the original message is converted to the binary 

form and again to the DNA form. The OTP keys are generated randomly from the public database. This 

OTP key and the DNA form of the plain text are compared and a random index is generated, which is 

the encrypted data. Decryption process is carried out in the opposite order to obtain the original plain 

text message. 

Finally, the results of DNA cryptography are compared with that of the results obtained in Triple DES 

algorithm and the performance is evaluated to find out the most secured and less time consuming 

technique. The proposed work is implemented using bio informatics toolbox in MATLAB.  
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CHAPTER 1- Introduction 

1.1 RESEARCH BACKGROUND 
From the ancient days till present, the secret writing techniques are practiced to safeguard the 

data from the adversaries. And among the techniques, cryptography and steganography are most 

common and widely used methods. Cryptography does the action of encrypting the data whereas 

steganography hides the data from the hackers. In the cryptographic process, certain parameters 

are to be considered. The encryption and decryption process key generation, encrypted data form, 

method of retrieving the data back from the encrypted data are the most important among them.  

The most secured and the presently practiced technique is the modern methods of cryptography. 

It involves much mathematical computations and two types of keys, the public and the private 

keys. There is another newly emerging cryptographic technique in the field of cryptography called 

DNA cryptography. The main objective of this method is to encrypt the plain text and hide it in the 

original or duplicate DNA digital form. This method involves biological computations and the 

algorithm of this DNA method is executed using bioinformatics tool box in MATLAB. 

1.2. RESEARCH INTRODUCTION 
The presently practiced method of cryptography which is the modern technique of cryptography 

is difficult to break because of the huge mathematical computations and the size of the key 

involved in it. In addition this also finishes the process in a less time.  So, it already provides a 

good security and takes only less time for the message to be communicated. And it is difficult for 

the adversaries to hack the data. 

Although a good scheme of security is prevailed and practiced, it has been introduced a new 

technique in the field of cryptography  called the ‘DNA cryptography’ indicating that this method 

enables the confidentiality of the data more high than the modern methods ,with the use of OTP 

keys and its size. Also it is believed that in the DNA cryptography, the key can be generated for a 

huge length of data compared to the modern methods in which key are generated only for a 

smaller length of the data. Hence it is said that, the DNA method offers the confidentiality for a 

wider range of data in a less time.    

In this paper, the Triple DES algorithm from the modern methods and the DNA hybridization and 

the chromosomes DNA indexing algorithms from the DNA methods are implemented, results are 

compared and analyzed. It is done to find out in what aspects the security is being improved in the 

DNA method compared to the existing modern methods. And moreover, the information of how 

the security has been enhanced in this newly proposed method is evaluated. Along with this the 

process running time is also evaluated comparatively.  

1.3 RESEARCH PROBLEM 
Already there exist the most secured cryptographic techniques enabling the secured 

communication between the end-to-end users. Besides, it has been introduced another 

cryptographic methods in the recent years called the DNA cryptography. In this new method, it 

has been proposed that this method of cryptography provides higher security than the already 

prevailing modern methods. So, the research problem is to find out the reason why DNA 
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cryptography was introduced even though there exists the highly secured modern cryptographic 

algorithms.  

1.4 RESEARCH QUESTION 
The DNA cryptography has been proposed that it can be used for a wider range of data in enabling 

high security in a short span of time. So it is necessary to find out how the algorithm is highly 

secured and why it is an expansive algorithm. Thus, the research questions could be placed as, 

 To analyze how DNA cryptography is more secure? 

1.5 RESEARCH OBJECTIVE 
The research objective is to compare the modern methods of algorithm and the DNA algorithm by 

comparing the parameters such as encryption and decryption running time, key size, 

mathematical expressions involved in the algorithm, cryptographic strength, computational 

complexity, memory, cost, data length, existing period and to find out the best algorithm among 

the two methods – Modern Cryptography and DNA Cryptography. Along with this, the research is 

also intended to study and know about the methods involved in DNA cryptography in enabling 

secured data transfer.  

1.6 RESEARCH METHODOLOGY 
For any research to be carried out, the type of methodology used in performing a particular task 

using various techniques and methods is to be known in order to attain the research goal. There 

are many research methods and in that Quantitative and Qualitative types are the major and most 

commonly used classifications.  

Qualitative method is a type of research methodology which acts as the means of collecting the 

data for a particular research problem. The qualitative method more deals with describing the 

meaning of a particular research task in more depth. It could be done either by interviews, in-

depth observations and case studies.  Thus, the qualitative method helps the researcher to collect 

the information in huge about the subject of the research topic.  

In this research, the methodology used is Qualitative method. It is because the algorithm 

descriptions of the DNA cryptographic techniques and the modern methods of cryptographic 

techniques are gathered by carrying out the literature review. Both the DNA and the Modern 

method of cryptographic algorithms are studied well and the analysis is done for both the 

methods by comparing the various parameters involved in the cryptographic algorithms. The 

comparison is done to evaluate the performance of both the algorithms and to find out the most 

secured technique among the two. 

1.7 DISPOSITION OF THE THESIS 
The disposition of the thesis explains the documentation of the thesis work chapter by chapter. 

Chapter 1 – INTRODUCTION: This chapter is the Introduction part of the thesis work. It contains 

the description of the cryptographic background of the carried out research, an introduction 

about the modern methods and the DNA cryptographic methods, the research problem, the 

research question, the research objective, the type of methodology used in this thesis work, 

structure of the thesis report and the ethical issues considered in in writing this report. 
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Chapter 2 – LITERATURE REVIEW: The second chapter of this report consists of the Literature 

Study. The theoretical study of the modern methods of cryptography and the DNA methods of 

cryptography is studied and explained in this chapter.  

Chapter 3 – IMPLEMENTATION: The third chapter in this thesis report contains the description of 

the implementation part of the algorithms – DNA Hybridization and Chromosome Indexing 

methods from DNA cryptography and the Triple DES algorithm from Modern Cryptography. 

Chapter 4 – DNA KEY RETRIEWING PROCEDURE: In Chapter 4, the key aspects involved in DNA 

cryptography is explained in detail. The procedures of how the DNA OTP keys are picked for doing 

the encryption and decryption process are explained here.  

Chapter 5 – ALGORITHMS AND RESULTS: The algorithms of DNA cryptography and the Triple DES 

from the modern Cryptography are explained in detail in this chapter. And along with this, the 

results obtained from each of the algorithms involved in DNA cryptography is displayed here. 

Chapter 6 – PERFORMANCE EVALUATION AND CONCLUSION: This is the final chapter of this thesis 

report and it consists of the concluding explanations of which of the techniques among the DNA 

cryptography and the Modern Cryptography is the most secured technique. Along with it, the 

proposals of improving the algorithm in the future is also given. 

1.8 ETHICAL ISSUES 
All the ethical issues which are to be taken in account while carrying a research study and writing 

the related work in the form of a report is considered.  
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CHAPTER 2-LITERATURE REVIEW 

2.1 CRYPTOGRAPHY OVERVIEW 
Cryptography is the science of encrypting and decrypting the data so as to keep the data more 

secured. It is capable of keeping the data in secret while saving the information or passing it over 

the unsafe networks, like internet. This is done in order to safeguard the data from the hackers 

and make it understandable only to the intended receiver. Because of its security base 

cryptography is one of the most vastly used and the most important fields. Even though it is a very 

ancient field, its need and significance has much improved in the modern times because of the 

rapid growth in the use of internet. And moreover, in the recent times the protection systems, 

shopping systems, banking systems and many other manual systems has been made into the 

practice of utilizing the website advantages. For all these applications of manual systems, the most 

confidential data involved in it is being transmitted over the internet and it is much susceptible to 

strikes or outbreaks like teardrop, IP spoofing, man in the middle attack and so on. So in-order to 

protect our data in our systems and website applications, it is highly necessary to rely on the 

strength of the cryptography. There exists a similar other area called cryptanalysis. It is executed 

analogous to the field cryptography. The main job in cryptanalysis is to break the security 

technique envisioned by the obedience of cryptography by analyzing it. Thus in a nut shell it can 

be said that ‘Stronger the Cryptography, weaker the Cryptanalysis’. A big challenging work in 

designing and achieving the greater level of data confidentiality has been performed both in 

cryptography and cryptanalysis.  

The general process of cryptography involving both encryption and decryption is illustrated 

below in the Figure 1.  

Encryption                             decryption 

Plain text                                cipher text                             plain text 

Figure 1 Flow Diagram of Cryptography   

Plain text: The original data which is to be transmitted is considered as plain text. 

Encryption: The method of obtaining the cipher text from plain text is known as encryption. 

Cipher text: The confused or the distorted data obtained as a result of encryption process is 

known as cipher text. 

Decryption: Decryption is the reverse process of encryption. The original message or the plain 

text is obtained as a result of this process. 

As mentioned before, cryptanalysis is the knowledge of analyzing and destroying the security 

in the data whereas, cryptography is the knowledge of maintaining the security in the data. A 

cryptanalysis requires logic intellectual, familiarity with the application tools used in 

mathematics, tolerance, fortune, willpower, and model discovery. The person involved in 

cryptanalysis called the cryptanalysts can be also referred to as hackers or attackers. 

Cryptology holds both the fields of cryptanalysis and cryptography [11]. Thus it can be said 
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that, the confidentiality of the encrypted data is entirely dependent on two main things:  the 

cryptographic strength of the algorithm involved and the privacy of the key. 

2.1.1 A TYPES OF CRYPTOGRAPHIC FUNCTIONS:  

The cryptographic functions are classified into three kinds as mentioned below, 

1) Secret key function 

2) Public key function and 

3) Hash functions. 

The cryptographic functions are classified based on the key utilization in each function [3]. Only 

one key is used in secret key cryptography. Two keys are used in public key cryptography 

whereas hash function involves the use of no keys. 

2.1.1.1 Secret Key Cryptography 

In secret key cryptography, the encryption is done by converting the message (plain text) into 

the unintelligible data by using a single key. The unintelligible data produced as a result of 

encryption is of the same length as the plain text. Decryption is the reverse process of 

obtaining the plain text by using the same key used in the encryption process. The process is 

represented in the form of flow diagram in the Figure 2. 

 

Encryption 

Plain text                                            cipher text 

                                                                                        Key 

Cipher text                                            plain text 

Decryption 

Figure 2 Flow diagrams for secret key cryptography 

Secret key cryptography can also be referred as conventional cryptography or symmetric 

cryptography. The captain midnight code and mono alphabetic cipher are the best examples of 

this type of cryptography, though they are easy to break.   

2.1.1.2 Public Key Cryptography 

Public key cryptography is a recently found technique in1975. It can be also referred as 

asymmetric cryptography. Unlike secret key cryptography, public key cryptography uses two 

keys. Instead of that each individual has two keys: a private key which is to be kept much 

confidential and a public key that is possibly identifiable by everyone in the world. 

In this paper, the key used to reveal the information to a particular person will be termed as 

private key and not a secret key. This is done to make it understandable, whether public key 
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cryptography or secret key cryptography is being practiced. Some do use the term private key or 

secret key only as the single secret number as in secret key cryptography, to represent the key 

used in the private cryptographic process of the public key cryptography. And term private key 

should refer the key involved in public key cryptography that should be hidden. 

At times a single letter is also used to represent the used keys. But unfortunately, both the words 

public and private start with p. Thus, the letter p will not work. So, in the aim of avoiding the 

confusion the letter e will be used to refer the public key, since public key is used to encrypt a 

message. And the letter d will be used to refer the private key, since the private key is involved in 

decrypting a message. Encryption and decryption are inverse, mathematical and opposite 

functions to each other. The flow diagram of the public key cryptography is illustrated below in 

the Figure 3. 

                                                                            Encryption 

Plain text                                        cipher text 

Public Key                                                                                                             

Private Key 

 

Cipher text                                              plain text 

Decryption 

Figure 3 Flow diagram for public key cryptography 

In addition with public technology, there is also the possibility of generating the digital signature on a 

message like a checksum, as illustrated in the Figure 4.  

Encryption 

Plain text                                   cipher text 

                                                                                Public Key 

                                                                                Private Key 

 

Cipher text                                  plain text 

Verification 
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Figure 4 Flow diagram for checksum 

The checksum can be generated by anyone whereas; the digital signature can be generated only 

when the private key is known. In addition, the public key signature differs from the secret key 

MAC (Message Authentication Code). It is because MAC verification needs the knowledge of the 

secret key used to generate it. And hence, a person who has the knowledge of verifying a MAC can 

also generate one and will be able to substitute many messages and the respective MAC. 

Conversely, the verification of the signature requires the knowledge of the public key alone. And 

so a person (Alice), can generate a signature for a message which is unalterable by others. But 

others could only verify, identify and remember that the signature is of the corresponding person 

(Alice). Hence, it is known as signature because it shares the same property of the hand written 

signature. In which the signature is identifiable or recognizable that it is of the authentic person 

(Alice) and unforgettable.  

2.1.1.4 Hash Algorithm 

Hash algorithms can be also called as one way transformations or message digests. 

A cryptographic hash function is a mathematical transformation function. It takes the message of 

an arbitrary length which is being transformed into a string of bits. And then computes the 

corresponding fixed length (short) number. In this literature the hash function will be specified by 

h (m) of the message, m. The hash function has the following properties as listed below.  

i. For any particular message which is represented as ‘m’. It is relatively easy to compute the 

hash function, h(m). It is because the processing time of computing the hash function is 

pretty less. 

ii. For the given hash function, it is unable to compute the corresponding message, m.  

iii. All though, it is more obvious that numerous varying values of m will be transformed to 

the same one hash function value h (m), it is computationally not feasible to obtain two 

distinct input values that hashes to the same value.   

An example of the hash function which might work is explained as follows.   By taking a given 

message, m and treating it as a number followed by adding a large constant and then squaring the 

obtained value and considering the middle n digits as the hash function. The explained process of 

obtaining the hash is obviously an easy method. And apparently by using this method, it is 

indefinite that the message can be found from the produced hash. From this it can be stated that 

the data digest function is not possibly a good one. But actually, the general rule involved in this 

digest function is to do the severe mangle operation for the plain text so that the method cannot 

be retrieved back. 

2.2 DNA CRYPTOGRAPHY 
The cross discipline correlations among mathematics, engineering and computer science is 

utilized in modern methods of cryptography. The areas which cover the uses of cryptography are 

computer authentication, online banking and e-commerce. Initially, the explanation starts with 

the general cryptographic approach followed by cryptographic enhancements and 

demonstrations.  
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2.2.1 Cryptographic Scenario 

The typical general scenario of cryptography is that, the message sender (Alice) wants to deliver 

some information in privacy to proposed receiver (Bob). The ordinary data which is to be 

transmitted is in a normal understandable language is known as the plaintext. The process of 

converting plaintext into an unintelligible form with the help of special kind of information is 

termed as encryption. The outcome of the encryption process is the perplexed form of the data 

called the cipher text and the special data or knowledge involved in it is called the encryption key. 

The reverse conversion of perplexed text again into the normal original plain text with a special 

knowledge is known as the process of decryption, whereas distinct knowledge used for 

decryption is called decryption key. And thus, the converse of the encryption process is the 

decryption process. Only the receiver holds the distinct information to decrypt the unintelligible 

text back to the plain text using the decryption key. In traditional cryptography methods, the 

encryption and decryption process is practiced using the algorithms for which the solutions are 

yet to be found. There are three major types [11] or cryptographic sub-fields, named as: 

1) Modern Cryptography 
2) Quantum Cryptography 
3) DNA Cryptography. 
 
These three above mentioned cryptographic field types depend upon varying tough issues 

concerned to different obedience for which solutions are yet to be found. The modern 

cryptography is dependent on the tough mathematical calculations or computations such as 

elliptic curve problem and prime factorization for which the answers are not obtained so long. 

Quantum cryptography which is based on the Heisenberg’s uncertainty principle of Physics is also 

relatively a newly born cryptographic field. On the other hand, DNA cryptography is based on the 

difficult processes involved in biology concerned with the field of the DNA technology. 

The biological processes are Polymerase Chain Reaction (PCR) for a sequence lacking the 

knowledge of the two appropriate primer pairs and the other is getting the knowledge from the 

DNA chip lacking the information about the sequences available in varying spots of the DNA chip. 

2.2.2 DNA 

2.2.2.1 Biological Background 

Deoxyribonucleic acid is the expansion of the abbreviation DNA which is the germ plasma of all 

the living types. It is a macromolecule of biology which is made up of many small nucleotides. And 

in that nucleotide, it is composed of a unique base out of the four varied types of it. The four bases 

are adenine (A), thymine (T) or guanine (G) and cytosine (C) matching to the corresponding 

nucleotide. The single-stranded DNA is developed with positioning of one end known as (5 prime) 

5′ and the location of the other end is said to be (3 prime) 3′ [26].Naturally, the DNA is in the form 

of double helical structure or it can be said that it is a double strand molecule. The two individual 

complementary strands of DNA are joined together, by making a bond with the complementary (A 

and T or C and G) bases with the help of hydrogen bond between them for bonding. This is done to 

form the double-helix structure of DNA. The double helical structure of DNA is illustrated in the 

below figure 5. This is one of the huge and significant discoveries in the 20th century and also it 
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has minimized the genetics into chemistry and has paved the way for the inventions in biology 

during the other half century. 

 

 

Figure 5 DNA structure 

DNA has the capability of storing all the vast and complex data of any organism with the pattern of 

the four bases which are A, C, T and G. The four bases structures the form of DNA strands by 

making hydrogen bonds between the bases, to keep the strands bonded together. Every time the 

base, A makes a hydrogen bond with the base, T whereas only the bases C and G join together with 

the help of a hydrogen bond between them. It is very well illustrated in the 1.5 Figure of the DNA 

structure. It was believed that the DNA is only capable of holding the biological information, till 

the year 1994. But later on Adleman, when he was solving the seven vertices problem of 

Hamiltonian path, he found that DNA is also capable of computing tactics. Once, it was revealed 

that the DNA has the ability of computing, the computers started dealing with the language of DNA 

containing the letters of the four bases A, C, T and G. And then, the computational capability in 

DNA has been also taken in the field of cryptography. It was termed as DNA cryptography. It is 

highly potential with the appropriate implementations in DNA cryptography. And moreover, with 

applicable utilization of this method it is capable of giving tough competitions to the other 

cryptographic fields.  

There is another acid called RNA, which is the abbreviation of ribo nucleic acid. In RNA, the base 

thymine (T) is substituted with another base called uracil (U). Other than this, ribonucleotides are 

very much alike the single stranded DNA, ssDNA. Through the process called transcription, the 

genomic data from the DNA is moved into the messenger RNA (mRNA).   And followed with 

process known as translation in which the information is moved to proteins from mRNA. This 

whole concept gives the definition for the molecular biology’s central dogma as illustrated in the 

figure 6. 

Transcription                          translation 

 DNA                        mRNA              protein 

Figure 6 Central dogma of molecular biology 

A small segment of DNA is called the gene. It consists of non-coding and the coding sequences. The 

non- coding sequences are called introns and the coding sequences are called exons. They only 

determine the time of the gene being active (expressed). So, when a particular gene is found 
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active, the exons are duplicated into the mRNA through the transcription process. And practicing 

the process of translation, through the genomic code the mRNA is directed to protein synthesis. 

The sequences of DNA which controls the genomic expression are called regulatory elements. 

They are usually of very short length containing 10 to 100 base pairs. And these regulatory 

elements of DNA sequences which control the gene expression control the transcription process.  

The chromosomes are the huge and well organized DNA structures. They are wrapped around the 

protein which consists of genetic information, different sequences of nucleotides and the 

regulatory elements. It duplicates independently in the cell and isolates during the sell division 

process.  The genome is said to be the whole DNA information of the cell containing genes, 

nucleotides and chromosomes. Each living organism consists of a distinctive genomic sequence 

with a distinctive structure. 

There is a special molecular biological technique to expand exponentially particular parts of DNA 

with the help of enzyme duplication. This process of elongation of DNA fragments is called 

Polymerase chain reaction (PCR). A short DNA fragment called primers can be amplified using this 

technique. The process of elongating the fragments is shown in the Figure 7. 

The “recombinant” molecules of DNA are cut and pasted using some enzymes. This technology of 

recombinant DNA molecules is known as Recombinant DNA technology. It involves gene splicing 

and genetic engineering. The gene’s segregation and cloning are enabled by Recombinant DNA 

whereas the gene expansion is enabled by PCR process.  

 

Figure 7 Amplifying process in PCR technique 

The labeled and the charged DNA particles situated in the (DNA, RNA, etc.) gel are isolated by 

passing the electric current in it. This technique of separating particles is called as gel 

electrophoresis. The needed DNA fragments can be obtained and extracted from the gel using a 

method known as Southern Blotting [28].                                                   .  

Microarray is a biological processor containing an array of spots. The spots are the structured 

microscopic elements arranged in the form of columns and rows on a silicon plane or glasses. 

Each one of the spot in the array contains the molecule of ssDNA present in the glass substrate. 

Target is the term used to refer the glass substrate. Through the hybridization process of the 

molecules in the fluorescent probe the bonding of DNA molecules is allowed. And apparently, the 
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genomic data of each spot is obtained by the measure of the fluorescence intensity in it. This 

recent technique permits enormous growth in the precision and speed of the quantitative 

assessment of the genomic data. The whole human genes (25000) can be examined in single step 

consuming very few minutes. 

2.2.2.2 Elements of Bio Molecular Computation (BMC) 

Adleman proposed this Bio Molecular Computation method in order to solve the combinatorial 

search problems. It was done by using the parallel combinatorial search with the huge solutions 

produced by the DNA strands. There were also proposals to destroy the DES (Data Encryption 

Standard) by using the BMC methods. Excluding the combinatorial search, there are many other 

good uses in BMC because of the remarkable saving capacity of DNA. Actually, there are about 108 

terra-bytes of data in a gram of DNA. Therefore for a big class of data, DNA can be a good storage 

database medium.  Considering the cryptographic prospect, the OTP key is aimed to be generated 

as a lengthy one. This is because it will safeguard the cryptosystem’s unbreakability. And 

moreover, to do the conversion process of cryptographic algorithms to the DNA format, in order 

to obtain the boon of the DNA methods and to get new BMC algorithms. Further, watermarking 

also appears to be an encouraging field.  

2.2.3 DNA Based Cryptography 

Cryptography is the technique that deals with all the aspects of privacy, confidentiality, key 

exchange, authentication and non-reputation for the safe and secured communication over an 

unsafe channel. As stated before, DNA enables a good base to protect data and the method is 

called as DNA cryptography. In this technique, by utilizing one of the bases of oligonucleotides 

sequences, the plain text is encoded into the form of DNA strands. Pure DNA acquired from the 

biological theory can be rearranged using different unusual bases which would enable 

consecutive processing.  With the help of DNA chip arrays, the input and output of the DNA data 

could be transferred to appropriate binary storage means. And instantly, by using a single 

alphabet of a short oligonucleotide sequence the binary information can be encrypted into the 

DNA form.  

With the study of DNA computing, there was found a newly emerged technique called DNA 

cryptography. In this method the biological technical knowledge is used as implementation means 

whereas the DNA is used as the carrier data. The enormous denseness and the huge uniformity in 

the DNA molecules are examined for the authentication, encryption, signatures and related 

cryptographic purposes. In this literature, the biological terms related to DNA cryptography and 

its computing principles followed with the improvement of key issues involved in the same 

technique’s research field is explained. Along with it, DNA cryptography’s tendency and its 

security, status and application areas are analyzed with that of the quantum cryptography and the 

modern cryptography. It is very obvious that each cryptography method has its own excellence, 

drawbacks and competes one another for its subsequent practices. The absolute approach and the 

smooth accessible method are the two main hard tasks in DNA cryptography. The major purpose 

of this technique’s prospect is to find the respective approaches, realize the DNA molecule’s 

properties, finding out the way to improve its exclusive utility for the cryptographic applications, 

and to find out the fair and simple concept to build the base for the further progress.  



17 

 

To determine the DNA method’s capability of saving the information and cryptographic 

performance, the huge density available in the DNA molecules, the distinct energy potency and 

high lateral behavior are highly advantageous. Evidently, this research would lead to a good 

change in the technical science with the inventions of high data storage ability, much more 

modernized computers and cryptography. The DNA computing process is also called as molecular 

or biological computing. And this DNA computing method leads to the invention of DNA 

cryptography. As known in the traditional cryptography methods, which was developed with the 

advancement of industrial science it had a great popularity in the 20th century and is still in 

practice. Another method, quantum cryptography which was found in 1970 showed its growth in 

the latter years yet quiet there are some issues from bringing it into use.  And once the DNA 

computing methods was introduced by Adleman in the year of 1994, the DNA cryptography 

method has developed as the bound of cryptographic field by developing more of interest towards 

it. These three methods are practiced for the main goal of keeping the information more secure by 

following their own approach. These three cryptographic approaches might hold the important 

areas of cryptography to be developed in the upcoming years. In this report, the biological key 

terms related to the DNA method, the investigation evolvement and the prognosis of the DNA 

cryptographic method are studied and debated to bring out the best part in the upcoming 

analyses.   

2.2.4 Main Problems in DNA Cryptography 

The major difficulty in this method is the absence of the hypothetical base. Shannon in the year 

1949 project through his popular paper, “Communication theory of secrecy systems” intended the 

key idea to improve the process of advanced confidential data transmission. Later in the year 

1970’s it was planned to practice the convolutional approach in a robust means in-order to 

project the encryption algorithms. And moreover, it would also make the occurrence of public 

cryptosystems feasible. In the succeeding times, the AES, DES, RSA and EIGamal were the freshly 

developed cryptosystems. From this, it can be said that the traditional models more targeted 

whereas, the DNA methods lack in such similar matured theories.  Even at present, the ideal and 

safety basis of the DNA technique are the exposed issues which gives no information about its 

implementation. Therefore, it is hard to sketch a fine model of the DNA cryptographic methods 

because of the lack of the theory knowledge associated with it. 

It is very costly to design and tough to understand. It is a very tedious process in the DNA method. 

For performing the encryption and decryption processes, several biological trials and tests have 

to be performed. They involve the steps of doing data synthesis, DNA strand synthesis, PCR 

amplification process and sequencing steps. This kind of work can only be practiced in a highly 

furnished technical laboratory. Actually, this is the cause for which the DNA cryptosystems are 

unable to deal with the traditional cryptosystems and being inappropriate in practice. 

Fortunately, the modern biology has made much advancement in the later years. And to 

everyone’s anticipation the older costlier experiments were able to be performed as the regular 

ones. And moreover, the issues of “tough to understand and costly to achieve” could be solved 

with additional improvement of DNA cryptosystems and biology. 

2.2.5 Comparisons of DNA Cryptography, Traditional Cryptography and Quantum 

Cryptography 
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Growth: 

The traditional methods could be tracked rear to the very old technique in the field of 

cryptography which is called the Caesar cipher method. It was found some 2000 years ago. The 

notion and the ciphers correlated in this old technique are much familiar with that of the 

traditional methods. In the later 1970’s came in to existence the quantum method of 

cryptography. Although the method’s approach was convincing, it was a bit hard to put into 

practice.  On the whole, it was not utilized in real time applications. The DNA method is popular 

only from the past one decade. The technique’s foundation is still under study and also this 

method is costly to implement for obtaining its profitable usage.  

Confidentiality:  

The traditional cryptography could be realized only with estimating safety excluding the one-time 

pad. Thus, it is believed that an antagonist with a high influence of predicting ability could be able 

to crack this theory. The quantum technology is proven with an immense and remarkable 

predicting potentiality.   It is believed that it is feasible to destroy the traditional model excluding 

the one-time pad with the upcoming quantum technology. But with the present model they are 

indestructible. Exclusively, quantum method’s safety parameters are constructed on Heinsberg's 

Uncertainty Principle. This theory is unbreakable in spite of a spy who has numerous predicting 

means is trying to crack it. It is because, the spy’s act of destroying the theory would change the 

cipher and it will be notified. Thus, an adversary will be unable to break it without any 

notifications. And hence, the quantum cryptography is absolutely secured till date.  In DNA 

method, the biotic constraints are the important base of safety. It protects the DNA cryptographic 

methods against the bouts caused by the aggressor using quantum technology. However, the 

claiming period of the security and also the safety level of this method are under investigation till 

date.  

Significance: 

The traditional method is an appropriate method of the cryptography systems. The messages are 

broadcasted my means of fibers, cables, wires, radio channels and also by messengers. The 

magnetic disks, compact disks, DNA, floppy disks and other means of storage are helpful in saving 

the information. The traditional cryptosystem’s predictions can be realized by both quantum and 

the DNA technology. In this method, the authentication, digital signature, both the encryption of 

public and private keys can be executed for its objective. Next considering the quantum 

cryptography, these methods are built on the quantum conduct or path. They are highly beneficial 

in the actual data transmission process. But still, inconvenience of saving the safe data makes it 

impracticable to carry out the digital signature and public key encryption like the traditional 

method. At present, the cipher text in DNA technique can be transmitted only through tangible 

ways. The big merits of DNA method like certification, steganography, safe message storability, 

digital signature and many others are due to the enormous parallel computational possibility, 

unique energy efficacy and a great message storing capacity in DNA molecules. Furthermore, with 

this DNA we can also take the advantage of yielding cash vouchers, memorable agreements and 

proof of identity.  



19 

 

For these all three cryptographic types, scientists are still doing the research work to solve out the 

existing issues. The main hitches present in the quantum and DNA method are to be cleared first, 

in-order to predict its future development.  

2.2.6 OTP key selection - DNA chip 

This literature [2] describes the beginning study of the DNA oriented data confidentiality and its 

utilization. The DNA security is explained briefly in two main ways. One method is based on the 

one-time-pads of DNA and the other way is based on the steganography method of DNA. The one-

time-pad concept is used in XOR approach and the substitution approach of DNA. Their values are 

strong and indestructible. The DNA cryptographic methods were practiced using the 2D image 

input and the output. It also gives the information that the steganography methods involved in 

this paper gives only less privacy. It has been concluded that this method is easily destructible 

with high power of reasoning and assuming the plaintext’s dis-ordered form [2]. The authors 

believe the altered steganography method of DNA offers high privacy of data. Excluding the 

assumptions made by the adversaries, the hacker will not even know about the presence of the 

message. And thus the security is higher.  

From this paper it is well understood, the DNA OTP key producing methods of binding the 

sequences is done using a special enzymatic protein called ligase. And the chromosomal 

delimitation of the data is done using the short fragments of DNA called the primers. And the 

random OTP key which is the single stranded DNA is created using the Matlab bioinformatics tool 

box. For this thesis work, the knowledge of security based on one time pads is focused. The 

methods of constructing the one time pads are studied in this paper. [2]This method describes 

that the OTP keys can be generated or selected by using a DNA chip. A single micro pixel of the 

DNA chip holds a group of copies of a single genomic sequence. The DNA sequences synthesis is 

done by combinatorial synthesis and light directed synthesis involving the chemical reactions. So, 

it can be said that the fabrication technology can be also used in developing or producing the DNA 

sequences to be used as OTP key. 

 

2.2.7 Hybridizing and Indexing forms in DNA cryptography 

The hybridization method [17] of DNA with utilizing the single stranded DNA which is considered 

as the one-time-pad key is used to do the encryption of the plain text. The steganography’s 

methods are involved using bioinformatics tools in-order to keep the encrypted message in secret. 

It has been mentioned that the hybridization method of DNA is a self-ordering approach with the 

qualities of utilizing the bio molecular analogous calculating methods with its features. The 

approach has been built using the bio informatics tool box and can be implemented using the 

microarray expertise in the laboratories. And still it is believed that it takes quiet some more time 

and expansive in the process. To bring out the digital level computations and the wide level 

implementations of DNA, the simple and efficient algorithms are in need. The bio molecular 

computation methods of forming the hybrids of DNA using hybridization method and the primers 

involved in elongating the DNA sequences and forming the double helical DNA form from the 

single stranded DNA sequence is well understood from this literature. Moreover, the reversing 

process of the decryption process in DNA hybridization method to obtain the plain text is also 

studied. The indexes approach followed in the DNA indexing method of chromosomes is pictured 
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well to understand the concept.  And most importantly, this paper gives the information about the 

different DNA technologies used in different cryptographic methods. And from those mentioned 

technologies, the DNA hybridization technique and the primer techniques give the useful 

information about the conversion of the original message to DNA template and making use of the 

primers in the encryption and decryption process of DNA cryptography.  

2.2.8 Primer model - DNA cryptography 

This literature [20] is about envisioning the molecular computer. Numerous early interests are 

pointed out like, Hartmanis, Smith and Letters to Science. Initially, they figured out as a result of 

their experience and others that the common objective algorithms can be built by computers of 

DNA systems. They found that these DNA computers are capable of efficiently resolving the vast 

search issues. Secondly, it was understand that there are tough issues in cracking the DES 

algorithms. It is because it requires and can be served only by 2 grams of DNA. Thirdly, they 

showed that it is not inherent to computing approaches of DNA in making and destructing 

covalent bonding.  This tells that the short life time enzymes are not needed and are less 

expensive unlike the expensive energetic PCR approach. The materials utilized in the sticker’s 

system are re-processing able to the succeeding computations. Fourth, they have depicted the 

victory in building a common objective molecular system or computer, specific sequence 

segregations, one necessary biotechnology. Fifth, they have represented the numerous methods in 

eliminating the separation defects theoretically. The defects can be minimized by evoking a 

mutual benefit between space, error rates and time at the point of constructing the algorithms. 

This was done by doing numerous mathematical computations of their functions. The major and 

numerous obstacles have been solved in theory basis for the future enhancement of molecular 

calculations. Thus, only by the encounters experienced in the laboratory researches, the final 

victory or defeat of the computations of DNA can be predicted. From this paper it was studied the 

calculation of DNA molecules. The DNA strands have been considered as memory strands and the 

primers are considered as stickers. Thus, it gives the idea of separating and combining the strand 

and the process of obtaining the DNA molecules. In this method, it has been proposed about 

generating Stickers (primers) by using the bonding technique between DNA bases in a DNA 

strand. It is done by practicing the combining process, separating process, setting process and 

clearing process of the bases present in the DNA strand and thus producing the primer sequences. 

And this produced primer sequence are used in identifying the length of the OTP key used in DNA 

cryptography. 

2.2.9 Primer Tracing: 

This paper [14] says that the investigation problems of DNA cryptography are still in existence 

and the progress is still in the beginning stage. Still then, the exclusive data storing capabilities in 

the DNA molecules, unique efficient energy and the wide analogous computations are the special 

merits in this field of cryptography. As stated by Adleman, the biological natural particles like 

proteins, nucleic acids, etc can be exclusively used in the non-organic applications like DNA 

computers. For these reasons, the molecules depict the unused inherent legacy of three billion 

years of   progression and it is believed there to have much efficiency in the forthcoming days. 

From this paper the knowledge of oligonucleotide sequencing using the Hamilton path model and 

segregation of the sequences with the sticker’s method was understood. The Hamilton tracing 

method is proposed in DNA cryptography to trace out the primer sequences involved in limiting 
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the length of the OTP key used in DNA security. And the primers are identified by solving the 

Hamilton weights and path involving the mathematical calculations.  

2.2.10 Complex biological methods involved with DNA cryptography  

The authors of this literature [8] consider DNA cryptographic approach as the latest evolving 

technique. They say that the PCR molecular reaction is the procedure and the DNA molecule is the 

information transporter. The extravagant saving ability and analogous computability of the bio 

molecules are put upon for the encryption process, privacy and evidence. The paper describes the 

mechanisms used in the DNA cryptographic approach such as, PCR (polymerase chain reaction) 

and the DNA chip based steganography. The merits and the demerits with the upcoming trends 

and defects along with the growth of DNA cryptography are well described. Each and every 

security method has its own defects and merits and could be cured with one another’s 

supplements for the developing uses. The disadvantages of the DNA security system is the lack of 

theoretical knowledge and the approaches in implementing it for the purpose of data privacy. The 

DNA computation approaches could be additionally gone into the path of calculating further new 

biological molecules. As soon as the security field of DNA has been grown with analysis, the efforts 

can be developed to change the DNA cipher text into the form of RNA or proteins. This will add up 

the level of confidentiality. It can be done only with more and more investigations and laboratory 

research on the computational analysis of the DNA molecule. Thus, from this paper it has been 

studied and well understood the bio molecular computations of the biological methods involving 

the forming the primers and forming the conjugate forms of a single DNA strands are very difficult 

in integrating it with the cryptographic methods. And accordingly, in this thesis work, the system 

aspects are more focused for DNA cryptography in obtaining the key from a public database and 

performing the encryption and decryption processes. But still, the vast storing capability in DNA 

and the high security issues associated with it make the research more interesting. 

2.2.11 Computation of DNA molecules 

The literature [12] states that the cryptography approach of the DNA computing methods is still in 

the early life not wholly understandable in its usages. The answer for whether the DNA systems of 

computing are feasible is not complete. Conceivably, the barriers in estimating and reckoning the 

practical implementations are intimidating. Although still, the DNA computing methods are 

believed to be the vast usage in the future applications with its intense assurance on the basis of 

security and computing capabilities in today’s market. The growth in the fair capabilities of 

producing the respective featured molecules is obtained as a result of DNA computing 

investigations. This would be a powerful concern for continuing the investigations in the future 

and moreover, it has vast applications medicine, chemistry and biology. Through this paper the 

steps involving the primers in producing the complementary DNA sequence and the encryption 

method involving the DNA form of the OTP key is studied and well understood. The DNA form of 

data conversion and the process involved in picking the key is simple but hard to understand. 

Thus, in this thesis work the methods of obtaining the OTP keys from the NCBI database is studied 

and explained in detail in Chapter 4. It gives a clear idea about picking the DNA information and 

identifying the length of the key used. 

2.2.12 Seventh Review: 

This literature [21] describes the cipher text formation using the symmetric DNA approach. This 

literature is enormously feasible for the huge digital data systems. The paper also shows the 
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efficient conversion of the DNA message into the digital data for the DNA encryption and DNA 

decryption process. In addition, the already existing method of utilizing the DNA strands in larger 

lengths can be also used in an effective way. The distinct properties of the intended ciphers are 

listed below. 

This approach is a symmetric method of ciphers. For each plain text alphabet, the picked positions 

of the file in exploring the DNA sequence, the symmetric cipher contains the location indicators or 

pointers to the file which consists of unsystematic selected locations. 

• In the canine family, the DNA pattern range can vary from the ten times the thousands to the 

hundred times the thousands considerably. The aspect of eliminating the susceptibility to 

occurring outbreaks was done using the correlation coefficient of Pearson.  

• An examination was performed on six varying DNA strands of dissimilar extents by saving the 

span necessary to encrypt the novel of “Uncle Tom’s Cabin”.  Making use of 3G RAM available in 

the 3.2-GHz CPU, the mean time data was recorded by doing the test for each unique sequence of 

DNA. The time limited between each nucleotide was observed to be 0.3 to 1.2 microseconds has a 

prominent throughput quality.  

Thus, the authors believe that the privacy and the behavior of the algorithm are satisfied for the 

complex usage of security networks. Through this paper the knowledge of pointing the positions 

of the particular code of the DNA data in the indexes used in the DNA indexing method was 

obtained. It gives the information of random selection of the data in the DNA sequence. 
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CHAPTER 3-IMPLEMENTATION 
 

3.1 DNA HYBRIDIZATION AND DNA INDEXING 
The unnatural strands DNA are obtained or formed through the chemical process using a DNA 

synthesizer machine. The strands or sequences of DNA obtained have 50 to 100 nucleotides in 

extent. These strands are termed as oligonucleotides. In this literature the single stranded DNA 

sequences are represented as ssDNA and the double stranded or helical form of the DNA 

sequences are represented as dsDNA. A single unique ssDNA under specific situations can 

combine with other matching or complementary ssDNA to form the double stranded [17] DNA 

helix form dsDNA. The process of forming dsDNA is illustrated in the figure 8. Since the ssDNA 

from distinct sources which are considered to be hybrids, join together to form molecules of 

double strands. This process is termed as hybridization.  

 

Figure 8 Hybridization process 

 

3.1.1 DNA OTP Generation in two main ways 

With random arrangement of lengthy sequences from tiny sequences of oligonucleotides, the 

binding of ssDNA fragments together can be done utilizing a distinct protein called ligase and a 

tiny matching strand as prototype. This form of binding is represented in the following figure 9. 
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Figure 9 Binding process between two segments 

 

The short fragments of DNA called primers are used to [9] allocate the length of the DNA 

sequence. Specially, in the case of the chromosomal sequence of DNA which is very long with 

thousands and millions of bases or fragments of chromosomes. It is necessary to delimit this 

chromosomal sequence. The distinct primers are likely to be 420. It is the orderliness of the brute-

force hit.  

 

3.1.2 Conversion of Binary data to DNA data format and vice versa 

The change of the binary data to the DNA form of the data and the conversion of the data in the 

DNA form to the binary data is done using the following assignments [28].  

When the data is found to be ‘A’ in the DNA form, it is converted to the binary form ‘00’ (0). 

When the data is found to be ‘T’ in the DNA form, it is converted to the binary form ‘01’ (1). 

When the data is found to be ‘C’ in the DNA form, it is converted to the binary form ‘10’ (2). 

When the data is found to be ‘G’ in the DNA form, it is converted to the binary form ‘11’ (3). 

 At stable temperature, the polymerase chain reaction duplicates the template of DNA. It is done 

by performing this polymerase reaction for about 20 to 35 times in a cycle [17]. 

3.1.3 ssDNA or One time pad as the encryption key 

The encryption key is a one-time-pad. The encryption makes use of the non-repeating keys in 

random. For a particular data, the OTP key is used only one. The transmitter encrypts the 

information using an exclusive OTP key and then demolishes it after the encryption process. 

Likewise, the recipient will decrypt the information using the OTP key [17] and then demolish the 

ley after the decryption process. Whenever a new data is sent, another new OTP key is used. So, 

this type of the cryptographic system with the practice of disorder OTP keys are said to be 

absolutely safe. 
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In the DNA method of cryptography, the arbitrary OTP key is the single stranded DNA sequence, 

ssDNA. The sender and the recipient have such many non- repeated strands of DNA.  A single 

ssDNA sequence is utilized only in a single time and then it destroyed as stated before. A huge 

group of distinctive DNA sequences are accumulated with the help of the randomly generated 

synthetic DNA sequences or fragments and segregated natural chromosomes of DNA from any 

living being. Since the OTP key should be very secret, it is advised not use of the natural DNA 

molecules. Otherwise, it will be easy for the hackers to obtain the information. An example of the 

generated OTP key using Matlab bioinformatics toolbox is represented below. 

 

TATGAGTTTGCCGAGACCTCGTCGATCTCTAAGATCACAAATGGCCTTCTAGGCCGTACACTGTACCCT

ACTACAAAAGTCTTAGAATAATGATCAGTCGGATTAACTGGCTTGACGAGGATAAGCCTTCATAAGAAA

GAGAGGGCTACTTATTTGTCCACCCACAGTCGGAACCTTCTCTTGGTACACATACAGCGCAAGGACGCA

GTTTTTCAATGAC.  

 

The above key is a randomly generated single stranded DNA strand (ssDNA) with the length of 

about 220 bases. 

Actually, based on the size of the plain text, the OTP key is generated depending on it. The key is 

made 10 times huger than the binary form of the data. It is because; 1 bit of the binary 

information is encoded into nucleotides with length 10. So accordingly, depending on the size of 

the data, a group of ssDNA sequences will be obtained. Therefore, the key is lengthier that the 

original data. Thus high security is confirmed. 

3.1.4 DNA Hybridization 

In the DNA hybridization technique [9], the original message which is the plain text is converted 

into the binary form of the data. The key used is an OTP key generated randomly. The length of 

the key is 10 times longer than the plain text as mentioned in the section 3.1.3. Then for each ‘1’ 

bit in the binary data, the key is compared with the binary digit and the encrypted message is 

produced. And if the binary digit is found to be ‘0’, no operation is performed. The encrypted 

message is in the form of DNA [17]. The decryption process is performed in reverse to obtain the 

original data. 

3.1.5 DNA Indexing 

In the DNA indexing method of the DNA cryptography, the original message which is said to be the 

plain text is converted into the DNA form of the data. This DNA form of the data is then compared 

with the OTP key. The OTP key is the chromosomal sequence of the homo sapiens [9] with index 

numbers assigned in it, with the steps of four. So, the DNA form of the data is compared with the 

chromosomal sequences for its match and an index of array is generated for that particular 

matches found in respective locations.  And a random number is chosen from the index array as 

the encrypted message for a single character in the message. Therefore, for each single character 

an exclusive array of indexes are generated. The decryption process is done in reverse to obtain 
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the original data. The indexing method is more explained with diagrams and flowcharts in the 

section 5.2. 

3.2 Triple DES  

Triple Data Encryption Standard is also called as TDEA or Triple DES. In a triple DES algorithm, 

the normal DES (data encryption algorithm) [6] is repeated three times using three keys each of 

56 bits in size. Repeating the normal DES algorithm (16 rounds) three times using three keys is 

the Triple DES algorithm.  

 

Figure 10 Triple DES block diagram 

Encryption: 

The three keys used in Triple DES algorithm are K1, K2 and K3. Initially, the plain text message is 
encrypted using the DES encryption algorithm with the help of the key, K1. And then the obtained 
result is decrypted with the help of the key, K2 using the DES decryption algorithm. Finally, the 
decrypted output message is again encrypted using the key, K3 and the resulting output is considered 
as the cipher text of the Triple DES encryption algorithm. And this whole process is the encryption of 
Triple DES algorithm. 
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Figure 11 Encryption and Decryption Function in Triple DES 

 

Decryption: 

The decryption process of triple DES algorithm is just the reverse of its encryption process. So, the 

cipher text obtained as a result of encryption process is first decrypted using the key, K1 and then 

followed with the encryption process using the key, K2 and finally the plain text is obtained by 

performing the decryption operation using the key, K3. Thus, the original message is obtained as a 

result of the decryption process of Triple DES algorithm. 

As mentioned before, triple DES algorithm utilizes the normal DES algorithm three times to obtain 

the cipher text from the plain text and to get back the original message from the encrypted 

message using the three keys K1, K2 and K3. And for that the explanation of the DES algorithm is 

given below to have a better understanding of the whole algorithm. 

DES Algorithm: 

The DES algorithm is the Data Encryption Standard Algorithm and it is a block cipher. The plain 

text message is divided into 64 bit blocks. And each 64 bit block of the original message is initially 

permuted and the bits are divided into right and left blocks.  These left and right block bits are 

then undergone a Feistel function, F using the key K1 and an XOR operation and the output 

obtained from each of the blocks goes as an input to the next opposite blocks. And this operation 

involving K1, F and XOR is called round 1 in the DES algorithm. Now the output of the left block is 

given as an input to the next round’s right block and the output of the right block is given as an 

output to the next round’s left block. And then follows the second round involving the F function 

using a key K2 and the XOR operation. In the similar manner it is continued up to 16 rounds and 

the cipher text data is obtained with an inverse permutation operation at the end, giving the 

original message of 64 bits.  
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Figure 12 Illustration of DES algorithm 

Key Schedule: 

There exists a key schedule for DES algorithm. The figure 3.5 illustrated below shows the key 

schedule operation used in DES algorithm. The illustrated figure is the algorithm used for 

generating the sub keys which are used in the encryption and decryption process of DES. The 56 

bit key is obtained from the first permuted choice by excluding the 8 bits or using those 8 bits as 

parity bits from the 64 bits key. And then, these permuted 56 bits are equally divided into a two 

parts containing 28 bits each. These two parts are taken as the left and right portions and they are 

shifted one or two bits to the left undergoing the left shit operation. The shifted outputs are then 

undergone a permuted choice 2 operation and the sub key 1 bits obtained are 48 bits in size. Then 

again, they are divided into right and left portions containing 24 bits each and undergone a left 

shift operation and the permuted operations and so on for 16 rounds, in-order to obtain the sub 
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keys for 16 round operation of the encryption algorithm in DES. In the similar way the sub keys 

for the decryption algorithm in DES is obtained but in reverse order. 

 

  Figure 13 Key Schedule in DES 

 

Feistel Cipher: 

Feistel ciphers involves the iteration function having identical rounds of operation in converting a 

plain text into a cipher text and then again to convert back the cipher text to the original message. 

They are the block ciphers also termed as DES-like ciphers. It has a special feature that even 

though the sub keys used in each round of the encryption process is taken in reverse order during 

the decryption process, the encryption and decryption process are identical in their structure. 

The Feistel cipher includes the funtions [6] of expanding the half part (32 bits) of the bolck data 

(64 bits) to 48 bits of the data using an Expansion (E) function. The output of the expansion 

function is undergone an XOR operation with the 48 bits subkey and the its result is given to the 

Substitution (S) function. In the substitution box or the S box of eight in number, each of them is 

given a input of 6 bits from the XOR operation and obtained an output of 4 bits using a non-linear 

transformation. And finally the output from all the S boxes are collected and given as a input to the 

Permutation (P) operation and the final output is obtained of the Fiestel cipher function. 
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Figure 14 Feistel Function 
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CHAPTER 4 DNA KEY RETRIEWING METHODS 
In DNA cryptography, the key selecting process is a bit tricky. The type of key used in DNA 

cryptography is OTP (one time pad) and it is picked from the public database. The database from 

which the key is obtained is called ‘NCBI’ database. It stands for National Council of 

Biotechnological Information. NCBI allows the accessibility to the DNA sequences database which 

is the Gene Bank. Similar to NCBI database there are other two available databases. The one is 

European Molecular Biology Laboratory (EMBL) and the DNA Data Bank of Japan (DDBJ).  

The NCBI database holds all the biological information saved in it. The data present in it can be 

genomic data, cell biology, microbiology, virology, molecular biology and similar other 

information. This kind of a public database is used to select the OTP key because of the availability 

of high volume of data and it is easy to access the information present in it.  

4.1 SELECTION OF DNA DATA FROM NCBI DATABASE 
In-order to select any genomic data of an organism, first the name of an organism is to be chosen. 

For example, let’s say ‘Mouse’.  

So, in the NCBI website the options of the database from which the genomic data is to be picked is 

selected. And the name of the organism for which the data is to be collected is given in the 

search box and the search button is clicked. The given search will reach the following page as 

illustrated below in the form of an image as shown in figure 15. 

 

 

 

Figure 15 Selection of Database and the organism. 

 

Thus, the above illustrated image shows that the chosen database is Taxonomy and the name of 

the organism for which the genomic data is to be picked is Mouse. And this search leads to the 

search result of ‘Mus musculus’. It is the scientific name of the mouse present in the houses. And 

then, the click is to be made on the scientific name of the organism Mus musculus. The click on 

the name leads to the page as illustrated in the following figure 16. 
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Figure 16  Organism search results. 

 

As a result, the page displays the names of all the different kinds of mouse and their 

corresponding database. And from this, the click is made on the name of the organism for which 

the data is to be collected. In this case, the Mus musculus – the house mouse is selected and the 

results obtained is illustrated in the following figure 17. 
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Figure 17 Details of the specific organism – Mus musculus (house mouse) 

 

With this obtained information, any one of the Entrez records from the side table is selected. For 

illustration, the Nucleotide is chosen from the Subtree links and the following page of results is 

obtained.  
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Figure 18 Results obtained for the Nucleotide Entrez Record 

 

From the obtained results, it can be noticed that the initially selected database name has been 

changed from Taxonomy to Nucleotide since the nucleotide’s subtree link was chosen to obtain 

the genomic data of Mus musculus (house mouse). From this obtained results, the first link is 

clicked to obtain the biological data of the corresponding organism. And it results in Nucleotide 

sequences of the selected organism. 
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        Figure 19 The Nucleotide Sequence of Mus Musculus 

 

Figure 20 The Nucleotide Sequence of Mus Musculus. 
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The figure 19 indicates the scientific names and specific type of the genomic data of Mus musculus 

as ‘Mus musculus cholinergic receptor, nicotinic, alpha polypeptide 1 (muscle) (Chrna1), mRNA’ and 

the image 20 illustrates the corresponding DNA sequence of the chosen organism. And thus the 

DNA sequences which could be used as an OTP key in the encryption and decryption process of 

DNA cryptography is obtained as follows. 

 

ggagtaggac cggcagcaag ccgctggcgg ccacagcggc acccacagcc catggagctc 

tcgactgttc tcctgctgct aggcctctgc tccgctggcc ttgttctggg ctccgaacat 

gagacgcgtc tggtggcaaa gctctttgaa gactacagca gtgtagtccg gccagtggag 

gaccaccgtg agattgtaca agtcaccgtg ggtctacagc tgatccagct tatcaatgtg 

gatgaagtaa atcagattgt gacaaccaat gtacgtctga aacagcaatg ggtcgattac 

aacttgaaat ggaatccaga tgactatgga ggagtgaaaa aaattcacat cccctcggaa 

aagatctggc ggccggacgt cgttctctat aacaacgcag acggcgactt tgccattgtc 

aaattcacca aggtgctcct ggactacacc ggccacatca cctggacacc gccagccatc 

tttaaaagct actgtgagat cattgtcact cactttccct tcgatgagca gaactgcagc 

atgaagctgg gcacctggac ctatgacggc tctgtggtgg ccattaaccc ggaaagtgac 

cagcccgacc tgagtaactt catggagagc ggggagtggg tgatcaagga agctcggggc 

tggaagcact gggtgttcta ctcctgctgc cccaccactc cctacctgga catcacctac 

cacttcgtca tgcagcgcct gcccctctac ttcattgtca acgtcatcat tccctgcctg 

ctcttctcct tcttaaccag cctggtgttc tacctgccca cagactcagg ggagaagatg 

acgctgagca tctctgtctt actgtccctg accgtgttcc ttctggtcat tgtggagcta 

atcccttcca cctccagcgc tgtgcccctg atcgggaagt atatgttgtt caccatggtc 

tttgtcattg cgtccatcat catcaccgtc atcgtcatca acacacacca ccgttcgccc 

agcacccaca tcatgcccga gtgggtgcgg aaggttttta tcgacactat cccaaacatc 

atgtttttct ccacaatgaa aagaccatcc agagataaac aagagaaaag gatttttaca 

gaagacatag atatatctga catctctggg aagccgggtc ctccacctat gggctttcac 

tctccgctga tcaagcaccc tgaggtgaaa agcgccatcg agggcgtgaa gtacattgca 

gagaccatga agtcagacca ggagtccaat aacgccgctg aggaatggaa gtatgttgcc 

atggtgatgg atcacatcct cctcggagtc tttatgctgg tgtgtctcat cgggacgctg 

gctgtgtttg caggtcggct cattgagtta catcaacaag gatgagcaga ggctgagcta 

agcctacctc tgtcccagcc atagccatcg ctaggaaaga tggaagagag gaaggtctgt 

ctccttgaat cctttcacac ttaccaaaca tgcagtgttc tacatgtcct acatgttaat 

gagagtgatc tctgctcaca cggctgtatt cttgaagtgt ctcccctttg cttctgcttt 

taacactatg ggcctcctta aagggcgaac cctttgaagt aaataaaagt gagccctcaa 

aagaagtgtt tgcttctaaa tggcccctgg gagagttttg cttggatact caaggttttc 

tgtttgtatt gccatggcta gttgtttttg ttttctttcc tttaataaat ataattgtac 

ttatatgagt gatccgccta cgtgtatgtc tcacatacac gcctagtgtc catgaaggtc 

agaagaaggt atcccatctc ctagaactgg aactacaaat ggttgtgagc gtccacatgg 

aacctgggaa tcaggccctc tggaagagca cccagtgttc ttaaccactg aaccacccac 

ctatcgggct cagttaattt ttatttttaa agtgctgaga gtcccttact taagacacac 

ggtttcatac ctactagaaa agtcgtgtct accagattcc ccagatttga tgtggacaca 

aaggaagtgg tagaaaggaa attaggtaac tttaaactta aaaaaaaatt gtgtgtgtgt 

gtgtgtgtgt gtgtgtgtgt gtgtgtacat actcgcacac attgatgaaa ttgggggaca 

acttttagga gttagttctc atcttttatc tcatttgagg caaagtatct tgtgatttct 

gccgctgtgt tacattctca tgtaaagctt cctggggcat tttcctttct atacttctcg 

gcccatgaac agagtgcagg gattccagat gcatgccgcc atctccagct tttcataggt 

cctaggatag aatttaggtc gttaggtttg tccagcaaaa aactactttt acctgcttaa 

tccatttcac tggcccaaag gtaattttag ggcgatcaca tacaaatagt atcaaaacct 
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catggtttaa agtagacttc tgaaaccagg agagggagaa tgctttctta agtgatttct 

gtttgagagg ccttcttgaa agggcgcttg ggattccttg ggattgtacc tagagctttg 

cacacagagc tataactgag cctcagctct cccaacttaa cggagcccct ggattttgtt 

ctcaggaccc gaggaagggc agatcccatc ctcatcaagg gtgtgcctct gaccccatga 

gaatcgtctc gcccgcatgg gtttatttta tccaaattgt tttacacagt ctccataatg 

tccctaattt acaaatggaa aaaaaaattt ttggggaaag ttaaactctg ctccatctag 

aagtagaaga actgagatct gaacccagac agaacttaag attctaaaac aggggctgga 

gagatggctc tatggttaag atcattccca gcaaccacag ggtgcatggt ggctcacaac 

catctacagt gggatctgat gccctctgct ggtgtgcagg tgtgcatata caaagcactc 

acacataaat acataaacaa acaaacaaat attttttaaa gatttattta tttattatat 

gtaaatacac tgtagctgtc ttcagacact ccagaagagg gcatcagatc ttgttacaga 

tggttgtgag ccaccatgtg gttgctggga tttgaactct ggaccttcag aagaacagtc 

gggtgctctt acccactgag ccatctcacc agccccaaat atttttttta aaagtcaaaa 

agaaaaggga ttctaaaccg acttgcagct gatggggtca cctgctccct gctctcccag 

catgcctggc gtgatctaag tagttctggt ctgtgttggt ggggactctg tgatatccta 

tttcctgcct tctcaattaa aacccctggc ttttccttca gtccttggac gcaatcatgt 

ttggagttca ggccctatga atggaaccag aaacgtatgc acacaccatc accatttctg 

aaatctgaaa aataaattct ctgtgccaaa ctctaggctc tagtacaatt tacccagacc 

aagaagccgt gtggctctgg acgcagaaaa ggcctttgaa tcacaaacac atctgatccg 

tcatctccag ggagagctat aaactgcata accaggaggc cagtgcgagc ccaggtggct 

tcaatctcct gagggacttc ccatcacccc tgcaccagtg ctgggctctt tcatctcaaa 

tagtttgcac tttaaagtgg aaacaattgg cagtttctca gaaagtcaca ctcgggtcac 

caagtcactc agcagtccca ttcccaggta gagagccaaa gaaatcgaaa gaaagactta 

cacaatttgt atgagaacgc gcacagaagg caagagccag agaaagcggt ctaggctcca 

acccacagac gacaagcaaa agggatgtgg agaatgggtt ttggggtgta tgtgtgtagg 

cctggggggc catcgccttt ttgttttgtt gttgtttttg agatagagtt tctcactggc 

ctggaacttg ccaagtagtt taggctggct aggcaggcca ttccgagatc tgcctgtctc 

ctctttctgc aaacaattta gttggcatgg gttctggggc tcttactcag atctaaaaac 

aagcattttg tcagttgatc taattcttta gctttttcta ctcacgacca ctttttgctt 

gagaaatgtt atgtagaaat ataaaatatg tataaaaata aataacaaag aaatttaatt 
 

Figure 21 Primers and OTP key representation 

In the above obtained DNA data, the green color data indicates the primers and the brown color data 

represents the information used as OTP key in DNA cryptography. 

 

4.2 DNA KEY SHARING TECHNIQUE 
The type of key used in DNA cryptography is one time pad (OTP). The name itself says that it could be 

used only once. And moreover, the key is to be shared between the two parties performing the 

encryption and decryption processes in cryptography. 

In-order to share the key between two parties the very famous and the most appropriate 

technique called the Diffie Hellman key exchange technique.  When the two end parties don't have 

any idea about the key to be used, the [4]Diffie Hellman key exchange [5]creates a means to 

secretly share the information regarding the cryptographic key. And the information shared in a 

secret manner between the two parties is termed as the shared secret key. 

In DNA cryptography, the information to be shared between the two parties is the following. 
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 Primers  

 Organism name along with the corresponding database and the type of genomic 

data.   

 

4.2.1 Primers: 

Primers are the short DNA sequences. In DNA cryptography two primers are used. The two 

primers are used as a header and footer in picking the DNA data from the public database (NCBI) 

which is used as an OTP key. The primers will be shared between the users to identify the exact 

OTP key from the entire message obtained. 

So, the OTP key in the database sequence starts where the header primer ends and the OTP key 

ends where the footer primer starts.  

Example: From figure 4.1, the DNA sequences highlighted in green are the primers. 

Primer 1: aagatctggc 

Primer 2: ataattgtac 

 

4.2.2 Scientific details of the organism: 

Along with the primers information, the organism’s data is also to be shared. Because in-order to 

select the data from the public NCBI database, the information about the organism for which the 

data is to be selected is to be known. So apparently, the corresponding details about the type of 

genomic information of that particular organism are also to be known. For example, the DNA data 

is picked is the Nucleotide or Chromosome or RNA and if it is RNA, the type of RNA chosen 

(mRNA) so on. Thus, along with the primer information the details about the organism and its 

scientific specifications are also to be shared.  

Example:  In the figure 4.1 the DNA data obtained from the NCBI database is shown and the OTP 

selected from it is highlighted in brown color as follows. 

 

aagatctggc ggccggacgt cgttctctat aacaacgcag acggcgactt tgccattgtc 

aaattcacca aggtgctcct ggactacacc ggccacatca cctggacacc gccagccatc 

tttaaaagct actgtgagat cattgtcact cactttccct tcgatgagca gaactgcagc 

atgaagctgg gcacctggac ctatgacggc tctgtggtgg ccattaaccc ggaaagtgac 

cagcccgacc tgagtaactt catggagagc ggggagtggg tgatcaagga agctcggggc 

tggaagcact gggtgttcta ctcctgctgc cccaccactc cctacctgga catcacctac 

cacttcgtca tgcagcgcct gcccctctac ttcattgtca acgtcatcat tccctgcctg 

ctcttctcct tcttaaccag cctggtgttc tacctgccca cagactcagg ggagaagatg 

acgctgagca tctctgtctt actgtccctg accgtgttcc ttctggtcat tgtggagcta 

atcccttcca cctccagcgc tgtgcccctg atcgggaagt atatgttgtt caccatggtc 

tttgtcattg cgtccatcat catcaccgtc atcgtcatca acacacacca ccgttcgccc 

agcacccaca tcatgcccga gtgggtgcgg aaggttttta tcgacactat cccaaacatc 
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atgtttttct ccacaatgaa aagaccatcc agagataaac aagagaaaag gatttttaca 

gaagacatag atatatctga catctctggg aagccgggtc ctccacctat gggctttcac 

tctccgctga tcaagcaccc tgaggtgaaa agcgccatcg agggcgtgaa gtacattgca 

gagaccatga agtcagacca ggagtccaat aacgccgctg aggaatggaa gtatgttgcc 

atggtgatgg atcacatcct cctcggagtc tttatgctgg tgtgtctcat cgggacgctg 

gctgtgtttg caggtcggct cattgagtta catcaacaag gatgagcaga ggctgagcta 

agcctacctc tgtcccagcc atagccatcg ctaggaaaga tggaagagag gaaggtctgt 

ctccttgaat cctttcacac ttaccaaaca tgcagtgttc tacatgtcct acatgttaat 

gagagtgatc tctgctcaca cggctgtatt cttgaagtgt ctcccctttg cttctgcttt 

taacactatg ggcctcctta aagggcgaac cctttgaagt aaataaaagt gagccctcaa 

aagaagtgtt tgcttctaaa tggcccctgg gagagttttg cttggatact caaggttttc 

tgtttgtatt gccatggcta gttgtttttg ttttctttcc tttaataaat ataattgtac 

 

And in addition, this data could be obtained only by knowing the scientific information of the 

organism. The above shown data was obtained for the scientific data ‘Mus musculus cholinergic 

receptor, nicotinic, alpha polypeptide 1 (muscle) (Chrna1), mRNA’ (also refer image 4.5). Sharing 

this information with scientific names and types makes the search easy and quick for the receiver 

doing the decryption process.Thus, these two main details give a clear idea to the end users in 

retrieving the OTP key in DNA cryptography. 
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CHAPTER 5-ALGORITHMS AND RESULTS  

 5.1 DNA HYBRIDIZATION TECHNIQUE 

5.1.1 Explanation of DNA hybridization technique with examples 

As in all the cryptographic methods, the DNA hybridization technique also involves the encryption 

and decryption processes in converting the plaintext into the cipher text and then retrieving back 

the original message. 

 

Encryption: 

 

 

Figure 22 Block diagram for encryption process using DNA hybridization method 

The above figure 22, illustrates the encryption process carried out in DNA hybridization 

technique.  

Plain text: 

The original message which is to be transmitted to the receiver is taken as plain text. 

Let us consider the plain text to be ‘ZOO’. The explanation of the hybridization technique will be 

described with the example of converting the message ‘ZOO’ to the cipher text and then followed 

with the process of getting back the original message.  

Conversion of plain text to the binary form: 

The plain text is initially converted to the ASCII code. And secondly, it is again converted to the 

binary message. 

So, for our considered example the binary data can be acquired as the following. 

ZOO  90 79 79: the plain text ZOO is converted to the corresponding ACII code. 

90 79 79  101101010011111001111: the ASCII code is further converted to its equivalent 

binary form of the data.                                                                                                                                 

PLAIN TEXT 

OTP KEY 

GENERATION 

CONVERTED 

TO BINARY 

FORMATO 

COMPARISON 
ENCRYPTED 

DATA 
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OTP key: 

The OTP is generated by combining the random oligonucleotides (ssDNA) strands together with 

help of a short DNA fragment as template. The strands are combined using a special protein called 

ligase. This combining process of the oligonucleotides is performed because; the OTP key is to be 

generated of wider length which should be lengthier than the size of the message. For this reason 

of the random generation of the key with huge length, it can be said that the DNA hybridization 

technique enables a tremendous security for the data. 

The OTP key is to be generated in the DNA form of the data. For each bit in the binary message, a 

key length of 10 bits is generated. So, in the example we have ‘21’ binary bits. Thus, a key length of 

21*10 = 210 bases is to be produced. Using bioinformatics toolbox, a key length of 220 bases 

containing random ssDNA was generated as follows. [17] & [9] 

OTP Key: 

TATGAGTTTG, CCGAGACCTC, GTCGATCTCT, AAGATCACAA, ATGGCCTTCT, 

AGGCCGTACA, CTGTACCCTA, CTACAAAAGT, CTTAGAATAA, TGATCAGTCG,           

GATTAACTGG, CTTGACGAGG, ATAAGCCTTC, ATAAGAAAGA, GAGGGCTACT, 

TATTTGTCCA, CCCACAGTCG, GAACCTTCTC, TTGGTACACA, TACAGCGCAA, 

GGACGCAGTT, TTTCAATGAC. 

 

Encryption: 

During the encryption process, the operation is performed only for the binary ‘1’ in the data. If the 

binary bit is found to be ‘0’ no operation is functioned. The binary digits are compared with the 

DNA data in reverse order and the message is encrypted. 

The generated binary data: 101101010011111001111 

The randomly generated OTP key: [17]  

TATGAGTTTG, CCGAGACCTC, GTCGATCTCT, AAGATCACAA, ATGGCCTTCT, AGGCCGTACA, 

CTGTACCCTA, CTACAAAAGT, CTTAGAATAA, TGATCAGTCG,       GATTAACTGG,           CTTGACGAGG, 

ATAAGCCTTC, ATAAGAAAGA, GAGGGCTACT, TATTTGTCCA, CCCACAGTCG, GAACCTTCTC, 

TTGGTACACA, TACAGCGCAA, GGACGCAGTT, TTTCAATGAC. 

The first digit of the binary bit is 1. This binary bit 1 is compared with the last 10 bases of the OTP 

key and the complementary data of the DNA form is produced as the encrypted message. The 

complementary data of the DNA sequences is the oligonucleotide sequence. 

The first bit of the binary data: 1 

The last 10 bases of the OTP key: TTTCAATGAC 

The encrypted message: AAAGTTACTG 
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From this, it is understood that for the bit 1, the encrypted message was generated as the 

complementary form (if A then T or vice versa and if C then G or vice versa) of the DNA data in the 

OTP key. 

The second bit of the binary data: 0 

Since, the binary data is found to be 0, no operation is carried out and the next 10 bases in the OTP 

key, from the reverse are ignored. 

The third bit of the binary data: 1 

The next 10 bases in the OTP key: TACAGCGCAA 

The encrypted message: ATGTCGCGTT  

Thus the encrypted message for the whole binary data can be formed as follows.[15] & [8] 

AAAGTTACTG,  ATGTCGCGTT, 

AACCATGTGT,  GGGTGTCAGC,    CTCCCGATGA, 

GAACTGCTCC,   CTAATTGACC,    ACTAGTCAGC, 

GAATCTTATT,   GATGTTTTCA,   TACCGGAAGA, 

TTCTAGTGTT,   CAGCTAGAGA,   GGCTCTGGAG.  

                            

The message ‘ZOO’ has been converted to the DNA form of the encrypted message. 

Decryption: 

Now, the data is to be decrypted to obtain the original form. The encrypted message and the OTP 

key are compared to obtain the decrypted form of the data. 

 

 

ENCRYPTED 

DATA 

OTP KEY  

COMPARISON BINARY DATA 
ORIGINAL 

DATA 
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Figure 23 Block diagram for decryption using DNA hybridization 

 

The blocks contained in the decryption process of the DNA method is illustrated in the above 

figure 23.  

 

Encrypted message: 

AAAGTTACTG, ATGTCGCGTT, 

AACCATGTGT, GGGTGTCAGC, CTCCCGATGA, 

GAACTGCTCC, CTAATTGACC, ACTAGTCAGC, 

GAATCTTATT, GATGTTTTCA, TACCGGAAGA, 

TTCTAGTGTT, CAGCTAGAGA, GGCTCTGGAG.  

OTP Key: 

TATGAGTTTG, CCGAGACCTC, GTCGATCTCT, AAGATCACAA, ATGGCCTTCT, 

AGGCCGTACA, CTGTACCCTA, CTACAAAAGT, CTTAGAATAA, TGATCAGTCG,           

GATTAACTGG, CTTGACGAGG, ATAAGCCTTC, ATAAGAAAGA, GAGGGCTACT, 

TATTTGTCCA, CCCACAGTCG, GAACCTTCTC, TTGGTACACA, TACAGCGCAA, 

GGACGCAGTT,    TTTCAATGAC. 

It is known that during the encryption process, the comparison was done from the reverse. So, in 

the decryption process, the first 10 bits of the encrypted message is compared with the last 10 bits 

of the OTP key, is they are found to be complementary then a binary ‘1’ is formed. If the 

complementary matches are not found, it is simply replaced with a zero, ‘0’. 

First 10 bases of the encrypted message: AAAGTTACTG 

The last 10 bases of the OTP key:           TTTCAATGAC. 

Decrypted message in binary form:                 1 

The encrypted message is complementary to the OTP key so a binary 1 is produced. Thus, a binary 

1 was formed as the decrypted message for the complementary oligonucleotide sequences. 

The next 10 bases of the encrypted message:      ATGTCGCGTT 

The next 10 bases of the OTP key from reverse: GGACGCAGTT 

The decrypted message:                                                0 

So, the total decrypted message is: 10… 
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The encrypted and the OTP key data is not found to be complementary so, a binary 0 is produced. 

Since, the complementary bases were not found; the same encrypted data is to be compared again 

with the next 10 bases of the OTP key.  

The same 10 bases of the encrypted message:     ATGTCGCGTT 

The next 10 bases of the OTP key from reverse: TACAGCGCAA 

The decrypted message:                                                1 

So, the total decrypted message is: 101… 

Here, the encrypted data and the OTP sequences were found to be complementary to each other, 

so a binary 1 war generated. The next comparison will be done for the next 10 bases of the 

encrypted message and the next 10 bases of the OTP key taken in reverse. Thus, the process 

continues in this manner and the decrypted message is obtained as 101101010011111001111. 

With this obtained binary form of the data, the message can be converted to its corresponding 

ASCII code and the original data will be obtained as ‘ZOO’. Hence, this is the process carried out in 

DNA hybridization method. 

5.1.2 Algorithm for DNA Hybridization Technique 

 The steps followed in the algorithm are as follows: 

a) The plain text converted to the ASCII form is to be again converted to the binary digits. For N 

ASCII characters the binary form of the information would be 8*N [9]. 

The total n bits in the binary data will be, n = (8 * N) bits. 

b) In the generation of ssDNA OTP key, for each bit in the binary data, the DNA sequence is 

produced with 10 nucleotides. The length of the ssDNA OTP key generated will be superior to the 

size of (n*10). 

c) Process of Encryption: 

• Presence of single binary “1” in the binary form of the data, a sequence of complementary 10 

bases long ssDNA is generated. 

• Presence of single binary “0” in the binary form of the data, not any operation is functioned. 

d) Message recovery (decryption):  

For the intended receiver, requires the knowledge of the OTP key utilized in the encryption 

process.  

• Hybridization process is carried out between the obtained encrypted segments and the original 

OTP. 

• The message is read: by taking the hybridized sequences as “1” and the unaltered ssDNA as “0”. 

• OTP devastation. 
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5.2 CHROMOSOME DNA INDEXING: 

5.2.1 Block Diagram for DNA Indexing Method 

In the DNA indexing method, the data is encrypted and decrypted using the chromosomal 

sequences of the Homo sapiens which is considered as the OTP key in this method. 

Encryption: 

 

 

 

Figure 24 Block diagram for the encryption of DNA indexing 

 

The DNA indexing method consists of the blocks as illustrated in the above figure 24. 

Plain text: 

The original data which is to be sent to the receiver is taken as the plain text. The plain text is first 

converted to the ACII code and then to the corresponding binary code of the data. From the binary 

form of the data it is again converted to the DNA form of the data [9]. 

The explanation is continued with considering the example, secret as the plain text. 

Plain text: secret 

Conversion of plain text to ASCII code: 115 101 99 114 101 116 

So, for the alphabet, s in the plain text the corresponding ASCI code is 115. 

The conversion of ASCII to binary data for the alphabet s: 01110011 

Thus, now we have  

                                      s 11501110011 
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It is again converted to the DNA form of the data. The DNA form is converted using the 

substitutions as described in the section 3.1.2, in which the substitutions are A for 00, C for 01, G 

for 10 and T for 11.Thus, letter s in the plain text is further converted to the DNA form as,                           

                                          s 11501110011CTAT 

OTP Key:  

The OTP DNA sequence is taken from the public database. It is obtained from the “NCBI” public 

database, which stands for National Center for Biotechnology Information [26]. This public 

database provides the access to the genomic data and the biomedical data in-order to improve 

and enhance the advances in health and science. 

The OTP key taken from the public database [27] a Homo sapiens FOSMID clone ABC14-

50190700J6, from chromosome x is, 

 

TTCCCAATAGGCTGGACTGCTTACCACCCCATGTGGCCTCAAAGAGCTCCAGTCACTCCTTTACGAACCC 

AATCACTCCAGAACTTTAGAACAAAGTTTCTGAGTTACTCCTTGTAATAGGCTAAATAATGGCTCCCAAA 

GATATTAGGATTTGATTCCCAGAACCTATAAATATTACCTTATTTGGAAAACGGTTCTTAGCAGATGTGA 

TTGAGTTAAGGATATTGAGATGCAGAGATTATTTTAGATTATCTAGACTATCTGGGTGGATGTATTGGTC 

AGGGTTCTTCAGAGGACAGAGCCAATAGGATATATGTATATAAAAAGGGAGTTAATTAGGGAGAATTGGC 

TCACATGATTACAAGGTGAAGTCCCACGATAGGCCGTCTGCAAACTGGGGAGAGAAGCTAGTTGTGTGGC 

TCAGTCCAAATCCAAAAGCCTCAAAACTGGAGAAGCTGACAGTACAAGCCCTAGTCTGAGGCCAAAGGTC 

CAAGAGCCCCTGAGAGGCTGCTGGTGCAAGTTCCAGAGTCCAAAGGTTAACAAACCTGAAGTCTGGTGTC 

CAAAGGCAGGAGGAGAGGAAGCAGACAGGAAGAGAGAAAGCAAACAGACTCAGCAAGAAAGCTGCTGTTC 

TTCCACCTGCTTTGTTCTAGCCACGCTGGCAGTCAATTGCATGGTGCCCATCCACACTGAGGGTGGATCT 

TCCTCTAACAGTCAAACACTGACTCAAATGTCATCTTCTCTGGCAACACCCTCACAGACACACCCAGAAA 

CAATGCTTCACCAGCCATCTATGCAGCCCTCAATCCAGTCAAGGTGACACCTAATGGTTAATGGTTATTA 

ACCACGGTTAATAACCATGACAGTGGGTTCTAAATGTAATCACGTGTATCCTTATAAAAAAAAGAGGCAG 

AGGGAGATTTGAAGAGCTATACAGAGGAGAAGACAACGTGAAGATGGAGGAGAGAGAAATTTGGCCATCA 

 

Obtained OTP key from the public database is in fragments or sequences the FASTA form 

sequence file. 

Process of Encryption: 

In the encryption process the OTP sequence obtained from the database accessible in public is 

examined in the steps of 4 and grouped as index and numbered as i1, i2, i3 and so on. It is shown 

in the figure 25. 
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Figure 25 Scanning procedure of OTP key 

The DNA form of the plain text is examined through the chromosomal sequence of the OTP key. 

This is done to find the match of the DNA message with the indexes formed through the steps of 4 

in the OTP key. If the similar bases of 4 are obtained in the chromosomal sequence, then index 

number is stored in an array. So, for every similar (4) bases obtained for the DNA form of the data 

in the OTP key, an array of indexes is generated indicating the index numbers. 

The array of indexes [8] generated for the single character – s is given as follows, 

 

166  258    789    927   1295   2954   3045 

3098   3181   3207   3361   3763   4436 

4559   5242   5443   5794   5938   5966 

7392   7698   7762   7789   7832   8128 

8627   9918   11871  12240  12332  12383 

12581  13107  13128  13324  14919  15169 

15177  15494  15602  15844  16073  16369 

16829  16891  16939  17227  17342  17718 

17818  18564  19530  20022  20437  20619 

21145  21411  21419  21725  22030  22051 

23157  23180  23231  23311  23367  23430 

23434  23556  23811  24005  24038  24182 

24568  25871  27176  27208  27896  29321 

29642  29848  30087  30097  30110  30438 

30472  31090  31487  33204  33226  33321 

33378  33612  35520  35530  35646  35768 

 

This array consisting of indexes thus indicates the positions of the indexes in the DNA sequence 

match with the DNA form CTAT of the letter s in the plaintext. Then a random number is chosen 

from the array of indexes as the encrypted message of s. For the example considered, the number 
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“23811” is chosen as the encrypted message from the index position 70 in the array. Hence the, 

encrypted message can be illustrated as,  

 

                             s 11501110011CTAT23811. 

 

Thus, using DNA indexing method the array of indexes is generated for each character in the plain 

text. In a similar way the index form of the encrypted message is generated for e, c, r, e and t 

characters in the plain text. 

Process of Decryption: 

 

 

     

Figure 26 Block diagram for the decryption of DNA indexing 

The blocks used in the decryption of the cipher text using the chromosomal DNA indexing method 

is illustrated in the figure 26. For the decryption process using indexing method, the bio-

informatics toolbox is highly helpful in an efficient way. 

Obtaining the DNA form of the cipher text: 

The OTP key which the chromosomal sequence of the homo sapiens is first read using the 

command ‘FASTAData = fastaread('homo_sapiensFosmid_clone.fasta')’. 

The index numbers obtained in the cipher text is then made to locate in the OTP chromosomal 

sequence. This is done by using the command in the bioinformatics toolbox. The command is 

‘SeqNT=FASTAData.Sequence(i:i+3)’. Thus, at this stage the DNA form of the data with 4 bases will 

be obtained. The received or obtained 4 bases data is then converted to the binary form. This 

conversion is made by using the functions available in the bioinformatics toolbox. The conversion 

is performed as the following explanation. 

 

ENCRYPTED 

DATA (indexes) 
COMPARED 

 DNA DATA 

FORMAT 

CONVERTED TO 

BINARY DATA 

FORMAT 

OTP KEY  

ORIGINAL 

DATA 



49 

 

The data considered in the example, ‘CTAT’ in the DNA form will be obtained. This data is to be 

transformed to the numbers by considering the following substitutions. The base A is replaced 

with 1, the base C is replaced with 2, the base G is replaced with 3 and the base T is replaced with 

4. So, for the considered example, the corresponding substitutions are made.  

                     

                                 C  2; T  4; A 1; T 4  2414 

 

Then each number is subtracted by 1 and the result obtained is, 

                                 C  2-1; T  4-1; A 1-1; T 4-1  1303 

This is then converted to the equivalent binary form, obtaining the following digits. 

   1303  01110011 

This is further converted to the ASCII code and the respective plain text is obtained from it as ‘s’. 

Thus, this is the decryption process of the chromosome DNA indexing method of cryptography.   

5.2.2 Algorithm for DNA Indexing Method 

The bio informatics toolbox is used to generate the OTP key sequence. The steps involved in the 

algorithm are as follows: 

a) The OTP keys are obtained by choosing a DNA chromosome from the database available 

publicly. Or else it can be also generated in a random manner. 

b) Encryption: 

• The conversion of the plain text to the ACII form and the binary form is performed. The data is 

further transformed to the DNA data of bases A, C, G, and T. 

• The OTP data sequence is examined in steps of four lengthy bases to form the index and 

compared with that of the DNA form of the original message (Figure 4.4) to find out the match of 

the similar data. 

• The locations positions of the matches obtained in the indexes are copied generating an array of 

indexes. For each alphabet available in the plain text is generated an exclusive array of indexes. 

• From the generated array of indexes for the matches found, a single index is picked in random 

representing the cipher form of the plain text. 

c) Message recovery (decryption): 

• The received cipher text and the chromosomal DNA OTP key sequences are used to obtain the 

DNA form of the data.  
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• The obtained index positions as cipher text are made to point out in the chromosomal sequence 

to obtain the DNA form of the data. 

• The obtained data form in DNA is converted to the binary data using the transformation 

capabilities available in the Matlab bioinformatics toolbox. 

• Then the corresponding ASCII code transformations of the binary data are made and the plain 

text is obtained.  

5.3 Triple DES: 

5.3.1 Triple DES algorithm  

The triple DES algorithm utilizes three DES keys termed as ‘Key Bundle’. The three keys are 

represented as K1, K2, and K3 and each of them is 56 bit in size [6].  

The triple DES encryption algorithm to obtain the cipher text is, cipher text = EK3 (DK2 (EK1 

(plain text))). It could be explained as follows, the plain text is first encrypted using the key, K1 

and the obtained result is decrypted using the key, K2 and again the encryption process is carried 

out using the third key, K3. The encryption and the decryption algorithms used here are the DES 

algorithms. 

The obtained cipher text is then decrypted using the triple DES algorithm in order to obtain the 

original message. The decryption process can be denoted in the form of an expression as, plaintext 

= DK1 (EK2 (DK3 (cipher text))). The given expression denotes that the obtained cipher text is 

first decrypted using the key, K3 and then followed with the encryption process using the key, K2 

and finally obtaining the plain text by carrying out the DES decryption process using the key, K1. 

Thus, the reverse process of encryption is followed to obtain the plain text. 

The Triple DES Algorithm has three keying possibilities. They are as follows, 

Possibility 1: The three keys K1, K2 and K3 are independent. 

Possibility 2: Any two keys among the three are independent and one of them is equal with the 

third key. This can be also termed as K1 and K2 keys are not dependent and the third key, K3 is 

equal to K1. 

Every key, K1, K2 and K3 are equal. 

Among the above mentioned three keying options, the first option with all being the independent 

keys is the strongest with 168 (3 * 56) bits. The second option is a bit less secured than the first 

one. It is since the bits are reduced to 112 bits (2*56). The third possibility of keying with identical 

keys is more like performing a normal DES operation and it provides the least security compared 

to all the keying options. 
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5.4 RESULTS 

5.4.1 Output for DNA Hybridization Method: 

 

ENTER TEXT MESSAGE = 'attack' 

DNA hybridization Encryption start... 

DNA_MESS_hybridization = 

TGAGCGCCACTACATAACGGATTACCCGGACTTTGGTCATGCTAGGCAACAGCTGGATCTACAGAAGCGC

CTAACAGCCCCACATTAGATATATCACAACTTTTTCAGGAACAAGCTGCCCGTGGGGAGTGAGAGGTTG

CTGATTTACGGACGCGAATTTAAACATAAGTGTGTCACTGTCGAAGATGAACCGATCCAGCTCGTGCGC

TCGCAGACATGCCAGGGGACCAGTCGATAGCTGCTCCTATAGCCGCATTACTGTGGGTGTATTCACGTGG

TACAAGGTGATTCGTGTCCGCGGGCACCTTGATCGAAGAACATGGGACGGCTAAGCAACTCTGCAAGAG

AAACCATTTGGATCATTTCGGACCGCTTCCGTGCGGCACTCGGTAGTGGCCGGGGTGCTAAAAGGTCTTC

AACACCGGGTATGTCGTTTACTGCCACTGGACCGCGGAGGCTGGGGACGCAACTGCGTTATAT 

DNA hybridization Encryption end... 

DNA hybridization Decryption start... 

DNA_hybridization_Decryption_DATA = attack 

Elapsed time is 0.077119 seconds. 

DNA hybridization Decryption end… 
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Figure 27 Screen shot for the output of DNA hybridization technique 
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5.4.2 Output for DNA Indexing Method: 

1. ENTER TEXT MESSAGE = 'attack' 

DNA indexing method Encryption start... 

DNA_indexing_method_OTP_output = 

       31997        5100       28441       33175        1158       39358 

DNA indexing method Encryption end... 

DNA indexing method decryption start... 

DECRYPT_MESSAGE = 

attack 

Elapsed time is 0.671175 seconds. 

DNA indexing method decryption end... 
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Figure 28 Screen shot for the output of DNA indexing method 
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CHAPTER 6-PERFORMANCE EVALUATION AND CONCLUSION  

6.1 Comparison analysis and performance evaluation                                                                              
The screen shots shown in the figure, 27 and 28 gives the details of the results obtained for the 

DNA hybridization method and chromosomes DNA indexing method. In this literature the 

algorithms are implemented in MATLAB and the corresponding results are obtained. The practice 

methods of implementing and analyzing the results in the biotechnical laboratories are really 

costly and more complex for the DNA cryptosystems. So, in-order to save the time make the work 

go smooth the analysis was carried out using BIO INFORMATICS toolbox in MATLAB. 

Key:  

The huge size of the key used in the DNA cryptosystems is an OTP key which is said to be highly 

secure. The key is huge in size compared to the triple DES systems of cryptography. Likewise, in 

DNA approach it is a randomly picked sequence whereas in the Triple DES it is a randomly 

generated 64 bits key either using a random number generator (RNG) or pseudorandom number 

generator (PRNG) technique of generating the keys [7]. In DNA cryptography for each binary digit 

of the plain text, ten DNA bases or ten digits in the DNA form of the data is assigned as the OTP 

key. Thus, it can be said that the size of the key will be dependent on the plain text message and it 

will be ten times greater than the binary form of the original message. While considering Triple 

DES algorithm, the key size is same 56 bits for any plain text block of the data containing 64 bits. 

And in addition, the key in Triple DES is applied a shift for each round of 16 rounds in the 

encryption and decryption process.  

Thus, for DNA cryptography, it can be stated that for the DNA cryptosystems, since the key is 

highly huge depending on the size of plain text data it offers high security. And it will be a highly a 

tougher job for breaking the algorithm without knowing the primer sequences and the scientific 

specifications of an organism in picking the key. And considering the Triple DES algorithm, the key 

size is fixed and it involving the shift operations makes the key unique for each round of the 

encryption or decryption process. So, it too offers high security. So we can conclude that both the 

algorithms – DNA and Triple DES offers high security. And in DNA cryptography, as far as the 

scientific specifications of the genomic data and the primers are not known to the third party the 

security can be maintained. And in triple DES, since the key is generated using a random 

generator or pseudorandom generator it is highly secure. But at the same time it can be said that 

the key generated from the random generating machines will be repeated after a particular 

number of cycles of generating the key. 

Time: 

From the obtained results, depicted in the figure 4.6, 4.7 the running time of the DNA 

hybridization method and the DNA indexing method is really less. And moreover, the algorithm is 

also simple to perform the operation in a less time. Whereas in Triple DES algorithm, the 

encryption and decryption procedure involve the mathematical calculations, Boolean operations, 

the shifting operations and that too with 3*16 times the rounds of the encryption and decryption 

algorithms. And in DNA cryptography there is no such complex operations involved compared to 
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Triple DES. So, definitely the time taken by the Triple DES algorithm will be much higher than the 

DNA cryptographic algorithm. 

Computational complexity:  

In the Triple DES algorithm, the encryption and decryption process involves the substitution, 

expansion, mathematical computation and shifting operations which are highly complex. In the 

DNA method, the process is also complex with the shifting operations, scanning and the 

comparison processes followed during the encryption and the decryption process.  

Memory: 

The larger key size and the indexes of array used in the DNA methods of security might require a 

big memory space with the corresponding locations. In practical implementations, the necessary 

memory size would be higher for the DNA methods and might require a separate and huge 

storage device. But in the case of Triple DES the key size if fixed to 56 bits and it is not necessary 

to have an extra memory space or device. 

Security: 

In the DNA hybridization method, for each binary bit of the plain text the OTP key is generated 10 

times bigger. It is a randomly generated data sequence. So, for this hybridization method it can be 

said that the random generation with the bigger size of the key will add on the security of the data. 

And in addition the use of OTP type of the key obviously gives higher security. In DNA indexing 

method of cryptography, the OTP key sequence obtained from the publicly available data base is 

very huge comparatively to the DNA hybridization method. The encrypted form of the data 

produced is in addition a randomly picked number obtained with the scanning process of the key 

and the plaintext of the DNA form. This random pick of the index numbers along with the lengthy 

size of the OTP key is definitely capable of providing the high confidentiality.  

All these special qualities in DNA cryptosystem will make the process very difficult for the hackers 

in trying to obtain the key. And also, it will be difficult for them to do the comparing and shifting 

operations involved. 

For a Triple DES algorithm, it practices three times the 16 round of operations involved in it. And 

that too each round in the encryption or decryption algorithm consists of many operations such as 

permutation, expansion, Boolean operation, shifting operation, substitution operation. Along with 

this, the shifting and permutation operations are also involved in obtaining the sub keys to be 

used in each round of the encryption and decryption processes. And for the key size of 56 bits, it is 

tough to obtain the permutation combinations and obtain the data. So, it offers high security with 

Triple DES algorithm. 

The strength in DNA cryptography is the key and the strength in Triple DES algorithm is the 

operation involved in it. Thus, both the methods are capable of enabling high security in data 

transfer. 

Cost of implementation: 
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The cost of implementing is really huge for the DNA method in implementing it in the real time 

applications. In real life huge applications, it involves the deeds of doing the process of obtaining 

the DNA sequences, short nucleotide sequences (primers), hybridization process and the PCR 

process of the genomic biology in the biotechnical laboratories. For Triple DES algorithms, it does 

not require any expensive laboratory operations. So, the implementation cost of the Triple DES 

algorithm is believed to be comparatively smaller. 

Length of the data: 

Compared to the Triple DES method the DNA methods of security would really offer the 

confidentiality for the massive size of the information. It is believed because; from the studies of 

biology it has been proved that a single DNA gram can hold up to 0.36 zettabytes of data [10]. The 

storing capability is really huge. 

Algorithm’s existing time:  

The Triple DES method is already in existence and it is believed to last longer. The DNA method is 

still to be made into practice in real time life applications. But once, implemented, it is believed to 

be in existence until the process of generating the random DNA sequence is enabled. So, it will be 

really a life time practice of the algorithm. And moreover, the DNA systems of security are not 

easily breakable because of the randomness available in its operation.  

 

 

PARAMETERS 

 

DNA CRYPTOGRAPHY 

 

MODERN 

CRYPTOGRAPHY (Triple 

DES) DNA HYBRIDISATION DNA INDEXING 

Encryption and 

decryption 

process running 

time 

Lesser compared to other 

two. 

More than the 

hybridization 

method, less than the 

Triple DES. 

More than the DNA 

cryptosystems 

        

 

Key size 

Large depending on the 

input 

Larger independent 

of the input 

Smaller when compared to 

DNA cryptography 

 

Mathematical 

expressions 

Mathematical 

expressions are absent 

Similar to  

hybridization 

technique 

Mathematical expressions 

are used 

 

Cryptographic 

strength 

High based on the type, 

size and the randomness 

of the key 

High based on the 

key type and key size 

and the randomly 

produced index  

High based on the complexity 

and difficulty  of the rounds 

of operations involved 

 

Computational 

complexity 

High based on the 

comparison, shifting and 

the scanning process 

High based on the 

comparison, shifting 

and the scanning 

process 

High because of the Feistel 

cipher operation involved in 

it 

 

Memory 

Needs more memory 

space for storing the 

More than the 

hybridization type 

Less compared to the  DNA 

cryptosystems 



58 

 

lengthy key and 

performing the 

operations involving it 

because of the huge 

key length and the 

index array involved 

Cost High Similar to  

hybridization 

technique 

Less than the DNA 

cryptosystems 

 

Data Length 

The data security can be 

offered for an expansive 

length of the data 

Similar to  

hybridization 

technique 

Confidentiality cannot be 

offered equally to the size of 

the data as in DNA methods 

in the same duration as the 

DNA method takes 

 

Existing period 

Believed to withstand 

any duration of time but 

yet to be practiced 

Similar to  

hybridization 

technique 

Still in practice and expected 

to last longer 

    

 

Table 1 Comparison and performance analysis of DNA cryptography and Modern Cryptography 

6.2 CONCLUSION: 
Thus, the DNA cryptosystems containing the DNA hybridization technique, the DNA indexing 

method and the Triple DES approach are studied, explained, implemented and the corresponding 

results are taken from MATLAB. The analysis of all the security parameters related to each 

method is done and compared and thus, the performance is evaluated. 

The OTP method which is known to be perfectly secure, used in the DNA method enables the high 

confidentiality of the data. The randomness of the operations involved in the encryption and 

decryption process along with the huge size of the key also adds up to the main purpose of 

providing high security in the cryptography. From the results and the analysis, the time taken by 

the DNA cryptosystems is very less. Besides, the capability of enabling the security for an 

enormous amount of data (zettabytes) is possible in DNA systems, which is comparatively high 

than the Triple DES algorithm. 

Thus, it can be concluded that along with the practice of Triple DES methods in present the DNA 

methods of cryptography can also be included in practice so that, with the practical 

implementations of the DNA cryptosystem, the enhanced ways of attaining the security for an 

expansive message with less time can be possibly be attained and added in the field of 

cryptography as a new method. Thus, the DNA algorithm is also expected to give high security 

when came into existence as the Triple DES algorithm offers high security at present. 

 

Future development with ongoing research: 
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The OTP key generated in the hybridization method can be still being increased in length for 

providing much more security. This is possible by generation a length of more than 10 bases (say 

12 or more) of DNA sequence for each binary digit of the plain text. It can be also said as ‘higher 

the length of the key data, higher the security’. Information from the ongoing research and studies 

explains that the further more step of hiding the data after the encryption process can be 

practiced. This is to be done by performing the biological process of hiding the encrypted data 

between the primers in the DNA sequence. 

Future Proposal: 

In this research work only two of the algorithms from DNA cryptography – DNA Hybridization 

and DNA indexing methods and only one of the algorithms from the modern methods of 

cryptography – Triple DES is taken. So, in future the comparison can be made by including some 

more algorithms of cryptography in each method in-order to better understand the methods and 

perform better analysis for the same.  

In DNA cryptography, the key is really huge dependent on the plain text which is a valid point in 

terms of security. And in Triple DES, the operations involved in the encryption and decryption 

process are highly complex and it makes the algorithm stronger in enabling security. So, in future 

both the algorithms could be integrated by combining the key concept of DNA algorithm and then 

performing the encryption and decryption process of the Triple DES algorithm. The DNA form of 

the key could be picked from the NCBI database and converted to the binary form of the data and 

then can be chosen the keys K1, K2 and K3 from it and the Triple DES algorithmic operation could 

be performed. And it will add on high security to the data. 
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