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Abstract

As a promising technology, wireless sensor networks have a wide range of
applications. However, the development of wireless sensor networks is still
in face of multiple challenges. Among these challenges, the privacy issue is a
critical parameter involved in providing secure and reliable services and at-
tracts much attention from researchers and engineers. In the last decade, a
large number of privacy solutions for wireless sensor networks have been pro-
posed. However, most of them are taken as additional secure functionality
blocks rather than being integrated in the original sensor network designs.

In this thesis project, we will focus on the privacy assessment of a parallel
distributed detection network, which represents a simplified physical-layer
of wireless sensor networks. The security threat is assumed to come from a
passive eavesdropper. Four privacy leakage criteria are proposed to evaluate
the privacy issue of the distributed detection network in different scenarios.
As references, the privacy leakages are evaluated by different criteria when
the distributed detection system is optimized in the perspectives of Bayesian
detection theory and information theory without considering the presence
of the eavesdropper. Then, we propose the corresponding privacy-concerned
distributed detection systems. Comparisons to the optimal detection sys-
tems are performed and they reveal the trade-off between privacy leakage
suppression and detection performance degradation.
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Chapter 1

Introduction

1.1 Motivation

Modern wireless sensor networks are made up of a large number of inexpen-
sive intelligent sensors that are networked via low power wireless communi-
cations [1]. Benefiting from the recent technological developments of micro-
electro-mechanical systems, sensing, wireless communications, and signal
processing, the idea of deploying wireless sensor networks has been techni-
cally and economically practical nowadays. There are many types of sensors
to monitor a wide variety of ambient conditions, such as temperature, hu-
midity, vehicular movement, lighting conditions, pressure, soil makeup, noise
levels, the presence or absence of certain kinds of objects, mechanical stress
levels on attached objects, etc. [2]. As a result, wireless sensor networks
have a wide ranges of applications, which are classified as military appli-
cations, environmental applications, health applications, home applications,
and other commercial applications in [3].

There are many challenges in designing wireless sensor networks. Sensor
nodes are generally constrained with limited power supply, limited band-
width, limited range of communication, and limited processing ability. They
should be able to network themselves and communicate with a fusion center
to produce a more reliable final decision of the monitored phenomenon. The
random deployment of sensors additionally demands the network for a self-
organizing capability. Further, the security issue is an important parameter
to be considered in practice.

As other communication technologies, wireless sensor networks are in
face of variable security threats. In [4], these threats to wireless sensor net-
works are classified as external attacks and internal attacks. In an external
attack, the attacker node is not an authorized participant of the wireless
sensor network [5]. External attacks can further be divided into two cat-
egories: passive and active. A passive attack means unauthorized eaves-
dropping on the communications in the susceptible wireless sensor network.
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On the contrary, an active attack aims to disrupt or undermine the wireless
sensor network’s functionality by jamming, interference, power exhaustion,
etc. In internal attacks, authorized sensor compromise is the major prob-
lem. Compared with external attacks, internal compromised sensors are
more difficult to detect and raise more security challenges, such as stealing
secrets from the encrypted data, generating wrong information, reporting
normal sensors as compromised sensors, breaching routing, colliding with
other sensors, etc. [4].

Wireless sensor networks are expected to play an important part in future
civilian purposes and military missions. Therefore, how to guarantee the
network security becomes one of the crucial research aspects.

1.2 Literature Review

Cryptography is a common method used to implement security services. In
[6], the implementation of elliptic curve cryptography is proposed for sensor
networks. Besides asymmetric cryptography, some approaches are based
on symmetric cryptography or both [7]. Although it is a straightforward
technology, cryptography is generally thought to be not suitable for wireless
sensor networks because of its requirements of high computation capability,
high power consumption, and complicated key management.

In order to save limited resources, security countermeasures are only
in need when sensor networks are under attack. Therefore, detection and
defense against attacks are important security mechanisms. Most attack
detection technologies can be classified as centralized approaches or neigh-
bors’ cooperative approaches. The idea of centralized approaches is to have
a powerful central node which gathers and compares the data from the mon-
itored sensor and its neighbors to decide whether the monitored sensor is
attacked or not. Centralized approaches have been reported and imple-
mented in [8] [9] to detect failed sensors. The major drawback of centralized
approaches is that they introduce more information traffic in the sensor net-
work. In neighbors’ cooperative approaches [10–13], the neighbors of moni-
tored sensor jointly detect attacks. It does not cause additional information
traffic while requiring more computation on the neighbor sensors.

Some research studies focus on routing security in the multi-hop routing
wireless sensor networks. In [14–16], secure routing protocols for ad hoc
networks are further developed and adopted in wireless sensor networks.
Other routing security mechanisms for wireless sensor networks are also
reported, e.g., multi-path routing [17], reputation based schemes [18] [19],
secure routing for cluster or hierarchical sensor networks [20], and broadcast
authentication [21].

Since the data from sensors has to be transmitted to a fusion center, the
so-called data aggregation process is also susceptible to malicious attacks.
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Many proposed solutions to this security problem are based on neighbor
nodes’ collective endorsement, such as bidirectional authentication schemes
[22] and neighbors’ certificate schemes [23]. Some other mechanisms employ
statistical methods to detect and drop fake information [24].

In the aforementioned security mechanisms for sensor networks, they
are generally afterthought and separate security functionality blocks to be
added into the original sensor networks. However, these methods have very
little effort to design robust sensor networks in an integrated manner. In a
contrary way, [25] [26] attempt to redesign the wireless sensor network as
a distributed detection problem taking into account the presence of eaves-
dropper attacks and provide physical-layer security.

Distributed detection problems are extended from the classic detections
and usually employed to model the physical-layers of wireless sensor net-
works. In [27], a distributed detection without channel noise or data fusion
is raised and studied for the first time. As a supplementary work, an op-
timal fusion scheme (k-out-of-n rule) where each sensor’s detection result
is weighted based on its reliability is proposed in [28]. When the number
of sensors tends to infinity, [29] proves that the sensors with independent

identically distributed observations can be segregated into M(M−1)
2 groups

in an M−ary hypothesis distributed detection problem and sensors of each
group have an identical optimal detection rule. Recently, the presence of
noisy channels has been taken into account in distributed detection system
designs, e.g., Rayleigh fading channels in [30]. In [31], authors discuss the
distributed detection problem with non-ideal binary symmetric channels and
prove that the optimal sensor detection rules are likelihood ratio tests in this
case.

1.3 Methodology

This thesis project is a preliminary study to assess privacy issues of wire-
less sensor networks modeled as distributed detection problems. We will
start from building and optimizing a simplified parallel distributed detection
network in the perspectives of Bayesian detection theory and information
theory. Then, the privacy issue of the optimized distributed detection net-
work is going to be assessed in terms of privacy leakages of the monitored
binary hypothesis phenomenon and the fusion decision to a passive unau-
thorized eavesdropper. After that, we will redesign and optimize the parallel
distributed detection network with the constraints to suppress privacy leak-
ages to certain levels. Finally, the effectiveness of the privacy-constraint
optimal distributed detection network designs are evaluated by the privacy
leakage reduction and the performance degeneration.
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Figure 1.1: Methodology of this thesis project.

1.4 Thesis Outline

The rest of this thesis is organized as follows:
In Chapter 2, we will model the parallel distributed detection network.

Then, Bayesian detection theory and information theory are introduced to
formulate optimization problems of the network respectively. The solutions
to the optimization problems will be obtained by the person-by-person op-
timization approaches.

In Chapter 3, we will describe the passive eavesdropper attack scenario
and classify the passive eavesdropper to be uninformed or informed based
on its behaviors. Four criteria are proposed to evaluate privacy leakages of
the monitored phenomenon and fusion detection result to the eavesdropper.
Based on the criteria, we will study the privacy issues of the obtained op-
timal distributed detection networks under a passive eavesdropper attack.
Then, the corresponding privacy-concerned distributed detection system de-
signs are generated with the purpose to suppress privacy leakages at certain
performance costs.

In Chapter 4, a summary of the obtained results will be given along with
further works.
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Chapter 2

Distributed Detection and
Data Fusion

As the physical-layer model of wireless sensor networks, a distributed detec-
tion network has a variety of possible topologies. In most previous studies,
people focus on parallel, serial, and tree networks. This thesis project will
study the privacy issue of a simple parallel distributed detection network
consisting of a binary hypothesis phenomenon, two sensors, and a fusion
node when a passive eavesdropper is assumed to exist. As a background,
the distributed detection problems are presented in this chapter. For com-
plete details about the chapter, please refer to [32].

2.1 Parallel Distributed Detection Network

�(� ,� )

�� ��

�

��~�(� ,� )

	� 	�


� 
�


�

��~�(� ,� )

Figure 2.1: The parallel distributed detection network.

Figure 2.1 shows the distributed detection network to be studied. The
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binary hypothesis source is denoted as H, which generates hypotheses 0 and
1 with the prior probabilities PH(0) and PH(1) respectively. At the two
sensors S1 and S2, their observations Y1 and Y2 are corrupted by additive
noises N1 and N2 as

Yi = H +Ni, i = 1, 2 (2.1)

In order to simplify the problem, the noises are assumed to be independent
identically distributed (IID) and further satisfy standard normal distribu-
tion. Then, it is easy to obtain the conditional probability distributions of
each sensor:

(Y1 | h = 0) ∼ N (0, 1)

(Y2 | h = 0) ∼ N (0, 1)

(Y1 | h = 1) ∼ N (1, 1)

(Y2 | h = 1) ∼ N (1, 1)

(2.2)

Based on their own observations, sensors make local detection results U1

and U2 independently according to the decision rules Φ1 and Φ2. For fur-
ther simplification, only hard local decisions are considered in the study.
That means Ui ∈ {0, 1} for i = 1, 2. The local decisions are transmitted
through noiseless channels to the remote fusion node F, which makes the
final detection result UF using the fusion rule ΦF. All candidate fusion rules
are listed in Table 2.1.

uF
u1 u2 ϕF1 ϕF2 ϕF3 ϕF4 ϕF5 ϕF6 ϕF7 ϕF8 ϕF9 ϕF10 ϕF11 ϕF12 ϕF13 ϕF14 ϕF15 ϕF16

0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

1 0 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1

0 1 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1

1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

Table 2.1: Candidate fusion rules of the fusion node.

2.2 Bayesian Detection Theory

Given the prior probabilities and local observations’ conditional probabil-
ity density functions under the two hypotheses, the distributed detection
problem could be formulated as a Bayesian detection problem if reasonable
costs are assigned. In the thesis, only the costs of final decisions are con-
sidered and termed as C(uF, h) to represent the cost of guessing uF when
h is present. Then, the Bayesian detection problem aims to find the opti-
mal decision rules of two sensors and fusion rule to minimize the Bayes risk
defined as

RF =
∑
uF,h

C(uF, h)PUF|H(uF | h)PH(h) (2.3)

6



Before solving the distributed Bayesian detection problem, a usual assump-
tion is imposed that making a wrong final decision is more costly than mak-
ing a correct decision, i.e., C(0, 1) > C(0, 0), C(0, 1) > C(1, 1), C(1, 0) >
C(0, 0), and C(1, 0) > C(1, 1).

Equation (2.3) can be expanded as

RF =
∑

uF,h,u1,u2

C(uF, h)PUF,U1,U2|H(uF, u1, u2 | h)PH(h)

=
∑

uF,h,u1,u2

C(uF, h)PUF|U1,U2,H(uF | u1, u2, h)PH(h)

PU1,U2|H(u1, u2 | h)
(3)
=

∑
uF,h,u1,u2

C(uF, h)PUF|U1,U2
(uF | u1, u2)PH(h)

PU1,U2|H(u1, u2 | h)
(4)
=

∑
uF,h,u1,u2

C(uF, h)PUF|U1,U2
(uF | u1, u2)PH(h)

PU1|H(u1 | h)PU2|H(u2 | h)

=
∑

uF,h,u1,u2

C(uF, h)PUF|U1,U2
(uF | u1, u2)PH(h)∫

fU1,Y1|H(u1, y1 | h)dy1
∫

fU2,Y2|H(u2, y2 | h)dy2

=
∑

uF,h,u1,u2

C(uF, h)PUF|U1,U2
(uF | u1, u2)PH(h)∫

PU1|Y1,H(u1 | y1, h)fY1|H(y1 | h)dy1∫
PU2|Y2,H(u2 | y2, h)fY2|H(y2 | h)dy2

(7)
=

∑
uF,h,u1,u2

C(uF, h)PUF|U1,U2
(uF | u1, u2)PH(h)∫

PU1|Y1
(u1 | y1)fY1|H(y1 | h)dy1∫

PU2|Y2
(u2 | y2)fY2|H(y2 | h)dy2 (2.4)

where the third equality is due to the fusion decision only based on received
local decisions of sensors; the fourth because of conditional independence
of sensor decisions given the hypothesis; the final one because the sensors
make the local detection results only based on their own observations.

From Equation (2.4), it is obvious that RF is determined by the costs,
prior probabilities, conditional probability density functions of sensors’ ob-
servations under hypotheses, detection rules of sensors, and fusion rule. Al-
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though only the latter three conditions are unknown, it is still quite difficult
to minimize the Bayes risk directly. An alternative method is employed to
solve the distributed Bayesian detection problem by performing a person-by-
person optimization (PBPO) [33] based on the derived necessary conditions
in the next section.

2.2.1 Necessary Conditions to Minimize the Bayes Risk RF

Firstly, suppose that the fusion rule ΦF and detection rule Φ2 are determined
and known. RF in Equation (2.4) could be further expanded as

RF =
∑
uF,u2

C(uF, 0)PUF|U1,U2
(uF | 0, u2)PH(0)∫

PU1|Y1
(0 | y1)fY1|H(y1 | 0)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2

+
∑
uF,u2

C(uF, 0)PUF|U1,U2
(uF | 1, u2)PH(0)∫

PU1|Y1
(1 | y1)fY1|H(y1 | 0)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2

+
∑
uF,u2

C(uF, 1)PUF|U1,U2
(uF | 0, u2)PH(1)∫

PU1|Y1
(0 | y1)fY1|H(y1 | 1)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 1)dy2

+
∑
uF,u2

C(uF, 1)PUF|U1,U2
(uF | 1, u2)PH(1)∫

PU1|Y1
(1 | y1)fY1|H(y1 | 1)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 1)dy2

=
∑
uF,u2

C(uF, 0)PUF|U1,U2
(uF | 0, u2)PH(0)∫

{1− PU1|Y1
(1 | y1)}fY1|H(y1 | 0)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2

+
∑
uF,u2

C(uF, 0)PUF|U1,U2
(uF | 1, u2)PH(0)∫

PU1|Y1
(1 | y1)fY1|H(y1 | 0)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2

+
∑
uF,u2

C(uF, 1)PUF|U1,U2
(uF | 0, u2)PH(1)∫

PU1|Y1
(0 | y1)fY1|H(y1 | 1)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 1)dy2
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+
∑
uF,u2

C(uF, 1)PUF|U1,U2
(uF | 1, u2)PH(1)∫

{1− PU1|Y1
(0 | y1)}fY1|H(y1 | 1)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 1)dy2

=
∑
uF,u2

C(uF, 0)PUF|U1,U2
(uF | 0, u2)PH(0)∫

PU2|Y2
(u2 | y2)fY2|H(y2 | 0)dy2

+
∑
uF,u2

C(uF, 1)PUF|U1,U2
(uF | 1, u2)PH(1)∫

PU2|Y2
(u2 | y2)fY2|H(y2 | 1)dy2

+
∑
uF,u2

C(uF, 0){PUF|U1,U2
(uF | 1, u2)− PUF|U1,U2

(uF | 0, u2)}PH(0)∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2
∫

PU1|Y1
(1 | y1)fY1|H(y1 | 0)dy1

+
∑
uF,u2

C(uF, 1){PUF|U1,U2
(uF | 0, u2)− PUF|U1,U2

(uF | 1, u2)}PH(1)∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 1)dy2
∫

PU1|Y1
(0 | y1)fY1|H(y1 | 1)dy1

(2.5)

where the following terms are constants,∑
uF,u2

C(uF, 0)PUF|U1,U2
(uF | 0, u2)PH(0)

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2,

∑
uF,u2

C(uF, 1)PUF|U1,U2
(uF | 1, u2)PH(1)

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 1)dy2,

a1 =
∑
uF,u2

C(uF, 0){PUF|U1,U2
(uF | 1, u2)− PUF|U1,U2

(uF | 0, u2)}PH(0)∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2,

a2 =
∑
uF,u2

C(uF, 1){PUF|U1,U2
(uF | 0, u2)− PUF|U1,U2

(uF | 1, u2)}PH(1)∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 1)dy2.

For convenience, let us denote the last two terms as a1 and a2. In this case,
the optimal Φ1 to minimize the Bayes risk could be expressed as

u1 = Φ1(y1) =

{
0, if a1fY1|H(y1 | 0) > a2fY1|H(y1 | 1)
1, if a1fY1|H(y1 | 0) < a2fY1|H(y1 | 1)

(2.6)
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Since the conditional probability density functions fY1|H(y1 | 0) and fY1|H(y1 |
1) have been assumed as normal distributions, the conditions in Equation
(2.6) could be simplified depending on signs of a1 and a2.

If a1 ≥ 0, a2 ≤ 0 (excluding the case a1, a2 = 0),

u1 = Φ1(y1) = 0

If a1 ≤ 0, a2 ≥ 0 (excluding the case a1, a2 = 0),

u1 = Φ1(y1) = 1

If a1 > 0, a2 > 0,

u1 = Φ1(y1) =


0, if y1 < t1 =

1

2
+ ln

a1
a2

1, if y1 > t1 =
1

2
+ ln

a1
a2

If a1 < 0, a2 < 0,

u1 = Φ1(y1) =


0, if y1 > t1 =

1

2
+ ln

a1
a2

1, if y1 < t1 =
1

2
+ ln

a1
a2

(2.7)

where t1 represents the threshold between the decision regions.
Following a similar way, the optimal detection rule Φ2 can be obtained

when ΦF and Φ1 are fixed.

If a3 ≥ 0, a4 ≤ 0 (excluding the case a3, a4 = 0),

u2 = Φ2(y2) = 0

If a3 ≤ 0, a4 ≥ 0 (excluding the case a3, a4 = 0),

u2 = Φ2(y2) = 1

If a3 > 0, a4 > 0,

u2 = Φ2(y2) =


0, if y2 < t2 =

1

2
+ ln

a3
a4

1, if y2 > t2 =
1

2
+ ln

a3
a4

If a3 < 0, a4 < 0,

u2 = Φ2(y2) =


0, if y2 > t2 =

1

2
+ ln

a3
a4

1, if y2 < t2 =
1

2
+ ln

a3
a4

(2.8)

where t2 is the corresponding threshold and the coefficients a3 and a4 are

a3 =
∑
uF,u1

C(uF, 0)
{
PUF|U1,U2

(uF | u1, 1)− PUF|U1,U2
(uF | u1, 0)

}
PH(0)∫

PU1|Y1
(u1 | y1)fY1|H(y1 | 0)dy1,
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a4 =
∑
uF,u1

C(uF, 1)
{
PUF|U1,U2

(uF | u1, 0)− PUF|U1,U2
(uF | u1, 1)

}
PH(1)∫

PU1|Y1
(u1 | y1)fY1|H(y1 | 1)dy1.

Finally, let us derive the optimal ΦF that minimizes RF given Φ1 and
Φ2.

RF =
∑
u1,u2

C(0, 0)PUF|U1,U2
(0 | u1, u2)PH(0)∫

PU1|Y1
(u1 | y1)fY1|H(y1 | 0)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2

+
∑
u1,u2

C(1, 0)PUF|U1,U2
(1 | u1, u2)PH(0)∫

PU1|Y1
(u1 | y1)fY1|H(y1 | 0)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2

+
∑
u1,u2

C(0, 1)PUF|U1,U2
(0 | u1, u2)PH(1)∫

PU1|Y1
(u1 | y1)fY1|H(y1 | 1)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 1)dy2

+
∑
u1,u2

C(1, 1)PUF|U1,U2
(1 | u1, u2)PH(1)∫

PU1|Y1
(u1 | y1)fY1|H(y1 | 1)dy1

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 1)dy2

=
∑
u1,u2

PUF|U1,U2
(0 | u1, u2){C(0, 0)PH(0)

∫
PU1|Y1

(u1 | y1)fY1|H(y1 | 0)dy1∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2 + C(0, 1)PH(1)∫
PU1|Y1

(u1 | y1)fY1|H(y1 | 1)dy1
∫

PU2|Y2
(u2 | y2)fY2|H(y2 | 1)dy2}

+
∑
u1,u2

PUF|U1,U2
(1 | u1, u2){C(1, 0)PH(0)

∫
PU1|Y1

(u1 | y1)fY1|H(y1 | 0)dy1∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2 + C(1, 1)PH(1)∫
PU1|Y1

(u1 | y1)fY1|H(y1 | 1)dy1
∫

PU2|Y2
(u2 | y2)fY2|H(y2 | 1)dy2}

(2.9)

where the following two terms are functions of the fusion node’s observations.

a5(u1, u2) =C(0, 0)PH(0)

∫
PU1|Y1

(u1 | y1)fY1|H(y1 | 0)dy1
∫

PU2|Y2
(u2 | y2)fY2|H(y2 | 0)dy2

+C(0, 1)PH(1)

∫
PU1|Y1

(u1 | y1)fY1|H(y1 | 1)dy1
∫

PU2|Y2
(u2 | y2)fY2|H(y2 | 1)dy2,
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a6(u1, u2) =C(1, 0)PH(0)

∫
PU1|Y1

(u1 | y1)fY1|H(y1 | 0)dy1
∫

PU2|Y2
(u2 | y2)fY2|H(y2 | 0)dy2

+C(1, 1)PH(1)

∫
PU1|Y1

(u1 | y1)fY1|H(y1 | 1)dy1
∫

PU2|Y2
(u2 | y2)fY2|H(y2 | 1)dy2.

Similarly, they are termed as a5(u1, u2) and a6(u1, u2), respectively. Then,
the optimal fusion strategy in the case is

uF = ΦF(u1, u2) =

{
0, if a5(u1, u2) < a6(u1, u2)

1, if a5(u1, u2) > a6(u1, u2)
(2.10)

Although they are not sufficient, Equations (2.7), (2.8), (2.10) convey
the necessary conditions to be met by the global optimal detection and
fusion rules, e.g., the global optimal Φ1 (Φ2) should be a threshold detection
and the decision regions of 0 and 1 are separated by a single threshold
t1 (t2). In addition, PBPO method can be applied to obtain the global
optimal detection and fusion rules based on the three equations. The basic
idea of PBPO is to start from assuming an arbitrary pair of Φ1 and Φ2,
calculating ΦF by Equation (2.10), refining Φ1 by Equation (2.7), refining
Φ2 by Equation (2.8), and repeating the above steps until the results finally
converge. During the iterations, RF decreases step by step and will converge
to the minimum Bayes risk with respect to the initial detection rules. To
achieve the minimum Bayes risk without any constraint, PBPO has to be
run with all initial settings of detection rules in theory and the best output
detection and fusion rules corresponding to the smallest RF are the global
optimal detection and fusion rules.

2.2.2 Minimization of Error Probability

For a Bayesian detection problem, it is important to assume a set of reason-
able costs beforehand. When C(0, 0) = C(1, 1) = 0 and C(0, 1) = C(1, 0) =
1, the Bayes risk RF will reduce to be the error probability of the fusion
node making decision UF when guessing the binary hypothesis H, which
is denoted as PFE. Meanwhile, the distributed Bayesian detection problem
turns to minimize PFE. In the rest of this thesis, we will only discuss this
special case.

The results, conclusions, and PBPO method (Algorithm 1) in the previ-
ous section are also applicable in minimizing PFE. However, it is possible in
different PBPO trials to reach four different global optimal sets of detection
and fusion rules with the same detection thresholds (t1, t2), inversely allo-
cated decision regions of 0 and 1 in Φ1 or Φ2, and different ΦF. Figure 2.2
shows the two possible global optimal Φ1 with the same threshold t1 and
inversely allocated decision regions. In the thesis, the first case is called as
left zero right one (L0R1) global optimal Φ1 and the second case is denoted
as left one right zero (L1R0) global optimal Φ1. Similarly, there are L0R1
global optimal Φ2 and L1R0 global optimal Φ2. The combinations of pos-
sible global optimal Φ1, global optimal Φ2, and their corresponding global
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Figure 2.2: Two possible global optimal Φ1 cases.
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Algorithm 1 PBPO algorithm for solving the distributed Bayesian detec-
tion problem to minimize PFE

Initialization:
1: initialize prior probabilities PH(0) and PH(1);
2: set C(0, 0) = C(1, 1) = 0 and C(0, 1) = C(1, 0) = 1;
3: generate the initial detection threshold pair (t1, t2) set that T =

{(−5,−5), (−4.99,−5), . . . , (6,−5), . . . , (−5, 6), (−4.99, 6), . . . , (6, 6)};
4: denote the number of threshold pairs in T as n = 1212201;
5: set i = 1;

Iteration:
6: for i ≤ n do
7: set the initial threshold detection rule pair with thresholds T [i];
8: while results do not converge do
9: calculate and update fusion rule ΦF based on Equation (2.10);

10: calculate and update detection rule Φ1 based on Equation (2.7);
11: calculate and update detection rule Φ2 based on Equation (2.8);
12: end while
13: calculate PFE corresponding to the obtained local optimal detection

and fusion rules;
14: i = i+ 1;
15: end for
Output: the local optimal detection and fusion rule set with the lowest PFE

is chosen as the global optimal detection and fusion rule set.

optimal ΦF jointly form the four global optimal sets of detection and fusion
rules.

Here, a simple proof is provided to justify that the four global optimal
sets should have the same detection thresholds (t1, t2) and result in the same
PFE.

Without loss of generality, suppose that employing the global optimal
set consisting of L0R1 Φ1 with threshold t1, L0R1 Φ2 with threshold t2, and
the corresponding global optimal fusion rule ΦF result in the minimal PFE

as

PFE =PUF|U1,U2
(1 | 0, 0)PH(0)

∫ t1

−∞
fY1|H(y1 | 0)dy1

∫ t2

−∞
fY2|H(y2 | 0)dy2

+PUF|U1,U2
(1 | 1, 0)PH(0)

∫ +∞

t1

fY1|H(y1 | 0)dy1
∫ t2

−∞
fY2|H(y2 | 0)dy2

+PUF|U1,U2
(1 | 0, 1)PH(0)

∫ t1

−∞
fY1|H(y1 | 0)dy1

∫ +∞

t2

fY2|H(y2 | 0)dy2

+PUF|U1,U2
(1 | 1, 1)PH(0)

∫ +∞

t1

fY1|H(y1 | 0)dy1
∫ +∞

t2

fY2|H(y2 | 0)dy2
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+PUF|U1,U2
(0 | 0, 0)PH(1)

∫ t1

−∞
fY1|H(y1 | 1)dy1

∫ t2

−∞
fY2|H(y2 | 1)dy2

+PUF|U1,U2
(0 | 1, 0)PH(1)

∫ +∞

t1

fY1|H(y1 | 1)dy1
∫ t2

−∞
fY2|H(y2 | 1)dy2

+PUF|U1,U2
(0 | 0, 1)PH(1)

∫ t1

−∞
fY1|H(y1 | 1)dy1

∫ +∞

t2

fY2|H(y2 | 1)dy2

+PUF|U1,U2
(0 | 1, 1)PH(1)

∫ +∞

t1

fY1|H(y1 | 1)dy1
∫ +∞

t2

fY2|H(y2 | 1)dy2
(2.11)

where the right hand side also could be taken as employing L1R0 Φ1 with
threshold t1, L1R0 Φ2 with threshold t2, and a different global optimal fusion
rule ΦF. For example, in the first term,

∫ t1
−∞ fY1|H(y1 | 0)dy1 (

∫ t2
−∞ fY2|H(y2 |

0)dy2) means PU1|H(0 | 0) (PU2|H(0 | 0)) in L0R1 Φ1 (L0R1 Φ2) and
PU1|H(1 | 0) (PU2|H(1 | 0)) in L1R0 Φ1 (L1R0 Φ2). Then, we could ex-
plain PUF|U1,U2

(1 | 1, 1) of the global optimal ΦF corresponding to two L1R0
detection rules is equal to PUF|U1,U2

(1 | 0, 0) of the global optimal ΦF cor-
responding to two L0R1 detection rules. Similarly, the right hand side of
Equation (2.11) could be explained as applying another two sets of global
optimal detection and fusion rules with the same thresholds.

Based on the above analysis, we can employ the PBPO method to
solve the distributed Bayesian detection problem. Figures 2.3, 2.4 show
the thresholds of the global optimal Φ1 and Φ2, and the minimized PFE.
The global optimal fusion rules are listed in Table 2.2 and Table 2.3. The
obtained results are mostly consistent with those given in [32, Chapter 3]
except a tiny difference that the non-central-symmetric threshold curve in
the reference does not approach minus infinity when PH(0) approaches 0.
However, to minimize PFE when the hypothesis source almost always gener-
ates 1, the right detection test should almost always detect 1 as well and the
detection threshold should approach minus infinity. Therefore, the obtained
central-symmetric threshold curve in Figure 2.3 is more reasonable.

uF

u1 u2
L0R1 Φ1 L0R1 Φ1 L1R0 Φ1 L1R0 Φ1

L0R1 Φ2 L1R0 Φ2 L0R1 Φ2 L1R0 Φ2

0 0 0 1 1 1

1 0 1 1 0 1

0 1 1 0 1 1

1 1 1 1 1 0

Table 2.2: Global optimal ΦF in the distributed Bayesian detection problem
(0 < PH(0) ≤ 0.5).
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uF

u1 u2
L0R1 Φ1 L0R1 Φ1 L1R0 Φ1 L1R0 Φ1

L0R1 Φ2 L1R0 Φ2 L0R1 Φ2 L1R0 Φ2

0 0 0 0 0 1

1 0 0 1 0 0

0 1 0 0 1 0

1 1 1 0 0 0

Table 2.3: Global optimal ΦF in the distributed Bayesian detection problem
(0.5 < PH(0) < 1).
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Figure 2.3: Thresholds of the global optimal Φ1 and Φ2 against PH(0) in
the distributed Bayesian detection problem.
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Figure 2.4: Minimized PFE against PH(0) in the distributed Bayesian de-
tection problem.

2.2.3 Performance Loss with Only One Active Sensor

We have studied the parallel distributed detection network in Bayesian for-
mulation. If only one sensor is involved in the detection, the performance
loss assessment in this case is interesting and provides some hints about the
relation between the distributed detection performance and the number of
sensors. Since the topology in Figure 2.1 is symmetric, we can assume only
the sensor S2 is active as shown in Figure 2.5.

The new detection problem will also be solved in Bayesian formulation
with the same target to achieve the minimal PFE by finding the optimal Φ2

and ΦF. In this case, PFE can be presented as

PFE =PUF|H(1 | 0)PH(0) + PUF|H(0 | 1)PH(1)

=
∑
u2

PUF|U2
(1 | u2)PU2|H(u2 | 0)PH(0)

+
∑
u2

PUF|U2
(0 | u2)PU2|H(u2 | 1)PH(1)

=
∑
u2

PUF|U2
(1 | u2)PH(0)

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 0)dy2

+
∑
u2

PUF|U2
(0 | u2)PH(1)

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | 1)dy2 (2.12)

Because of the scenario settings, H−U2−UF forms a Markov chain and
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Figure 2.5: The detection network with one active sensor S2.

PFE ≥ P2E (the error probability of guessing H by U2). The equality can
be achieved when the fusion strategy uF = u2 is employed. Therefore, the
problem to minimize PFE reduces to optimize Φ2 and obtain the minimum
P2E, which is a typical Bayesian detection problem. According to the solu-
tion to the Bayesian detection problem given in many literatures, e.g., [32]
and [34], the optimal Φ2 is a maximum a posteriori (MAP) test and could
be simplified to be a L0R1 threshold detection rule as

u2 = Φ2(y2) =

{
0, if fY2|H(y2 | 0)PH(0) > fY2|H(y2 | 1)PH(1)

1, if fY2|H(y2 | 0)PH(0) < fY2|H(y2 | 1)PH(1)

=


0, if y2 < t2 =

1

2
+ ln

PH(0)

PH(1)

1, if y2 > t2 =
1

2
+ ln

PH(0)

PH(1) (2.13)

Figure 2.6 and Figure 2.7 show the threshold t2 of the optimal Φ2 and
the minimized PFE for the single sensor Bayesian detection problem.

Comparing the results in Figure 2.4 and Figure 2.7, we can find the
minimum PFE of the single sensor Bayesian detection problem is always
higher than that of the distributed Bayesian detection problem and the
maximum gap between the two curves is about 0.04 (from 0.27 to 0.31) at
PH(0) = 0.5. In other words, the error probability PFE increases by 15%
rather than 100% due to the loss of one branch when PH(0) = 0.5. An
explanation for the result is because the two branches of the network are
symmetric to the fusion center and the left branch could not provide much
additional information to the fusion node to make fusion decisions.
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Figure 2.6: Threshold t2 of the global optimal Φ2 against PH(0) in the single
sensor Bayesian detection problem.
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Figure 2.7: Minimized PFE against PH(0) in the single sensor Bayesian
detection problem.
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2.3 Distributed Detection Based on Information
Theoretic Criterion

In the Bayesian detection formulation, we are interested in making correct
fusion decisions. That is an important issue in any communication systems.
Besides making correct detections, we are also interested in the effective
channel between the hypothesis source H and the decision of the fusion
node UF. In the section, we will optimize the parallel distributed detec-
tion network based on information theoretic criterion, i.e., maximizing the
mutual information between H and UF.

Given the prior probabilities, normal distributed noises, detection rules,
and fusion rule, the mutual information between the hypothesisH and fusion
result UF, denoted as IF, can be expressed as

IF =
∑
uF,h

PUF,H(uF, h) log2
PUF,H(uF, h)

PUF
(uF)PH(h)

=
∑
uF,h

PUF|H(uF | h)PH(h) log2
PUF|H(uF | h)

PUF
(uF)

=PUF|H(0 | 0)PH(0) log2
PUF|H(0 | 0)

PUF|H(0 | 0)PH(0) + PUF|H(0 | 1)PH(1)

+PUF|H(1 | 0)PH(0) log2
PUF|H(1 | 0)

PUF|H(1 | 0)PH(0) + PUF|H(1 | 1)PH(1)

+PUF|H(0 | 1)PH(1) log2
PUF|H(0 | 1)

PUF|H(0 | 0)PH(0) + PUF|H(0 | 1)PH(1)

+PUF|H(1 | 1)PH(1) log2
PUF|H(1 | 1)

PUF|H(1 | 0)PH(0) + PUF|H(1 | 1)PH(1)
(2.14)

Since PUF|H(0 | 0) = 1 − PUF|H(1 | 0) and PUF|H(0 | 1) = 1 − PUF|H(1 | 1),
IF is a function of PUF|H(1 | 0) and PUF|H(1 | 1).

2.3.1 Necessary Conditions to Maximize the Mutual Infor-
mation IF

In [35], it has been proved that the global optimal detection and fusion rules
to maximize IF are likelihood ratio tests as

ui = Φi(yi) =


0, if

fYi|H(yi | 1)
fYi|H(yi | 0)

< ri

1, if
fYi|H(yi | 1)
fYi|H(yi | 0)

> ri

, i = 1, 2 (2.15)
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and

uF = ΦF(u1, u2) =


0, if

PU1,U2|H(u1, u2 | 1)
PU1,U2|H(u1, u2 | 0)

< rF

1, if
PU1,U2|H(u1, u2 | 1)
PU1,U2|H(u1, u2 | 0)

> rF

(2.16)

Notice that the likelihood ratio tests in Equation (2.15) could be reduced to
L0R1 threshold detection rules as

ui = Φi(yi) =


0, if yi < ti =

1

2
+ ln ri

1, if yi > ti =
1

2
+ ln ri

, i = 1, 2 (2.17)

That means the global optimal Φ1 and Φ2 to maximize IF are necessary to
be L0R1 threshold detection rules. In this case, ri can be expressed in term
of ti as

ri = exp(ti −
1

2
), i = 1, 2 (2.18)

With the necessary conditions in Equations (2.15) and (2.16), it is still
difficult to optimize the parallel system to attain the maximum IF directly.
Again, the PBPO approach is employed to solve the optimization problem.

Firstly, suppose that the L0R1 threshold detection rule Φ2 and fusion
rule ΦF are determined. The expression of IF can be rewritten as

IF =PH(0)

{
log2

PUF,H(1, 0)

PUF
(1)PH(0)

− log2
PUF,H(0, 0)

PUF
(0)PH(0)

}
PUF|H(1 | 0)

−PH(1)

{
log2

PUF,H(0, 1)

PUF
(0)PH(1)

− log2
PUF,H(1, 1)

PUF
(1)PH(1)

}
PUF|H(1 | 1)

+PH(0) log2
PUF,H(0, 0)

PUF
(0)PH(0)

+ PH(1) log2
PUF,H(0, 1)

PUF
(0)PH(1)

(2.19)

Based on the result of Equation (2.17), we just need to consider the corre-
sponding optimal Φ1 to be a L0R1 threshold detection rule with an unknown
t1. Therefore, IF is a function of PU1|H(1 | 0) in this case. According to [36],
the derivative of IF with respect to PU1|H(1 | 0) can be simplified to

∂IF
∂PU1|H(1 | 0)

=PH(1)

{
log2

PUF,H(1, 1)PUF
(0)

PUF,H(0, 1)PUF
(1)

}
∂PUF|H(1 | 1)
∂PU1|H(1 | 0)

−PH(0)

{
log2

PUF,H(0, 0)PUF
(1)

PUF,H(1, 0)PUF
(0)

}
∂PUF|H(1 | 0)
∂PU1|H(1 | 0)

(2)
=PH(1)

{
log2

PUF,H(1, 1)PUF
(0)

PUF,H(0, 1)PUF
(1)

}
∂PUF|H(1 | 1)
∂PU1|H(1 | 1)

r1

−PH(0)

{
log2

PUF,H(0, 0)PUF
(1)

PUF,H(1, 0)PUF
(0)

}
∂PUF|H(1 | 0)
∂PU1|H(1 | 0)

(2.20)
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where the second equality is because
∂PUF|H(1|1)
∂PU1|H(1|0) =

∂PUF|H(1|1)
∂PU1|H(1|1)

∂PU1|H(1|1)
∂PU1|H(1|0) and

∂PU1|H(1|1)
∂PU1|H(1|0) = r1 [37]. To achieve the maximum IF in this case, the derivative

in Equation (2.20) should be equal to zero. Thus, r1 corresponding to the
optimal L0R1 Φ1 is

r1 =
PH(0)

{
log2

PUF,H(0,0)PUF
(1)

PUF,H(1,0)PUF
(0)

}
∂PUF|H(1|0)
∂PU1|H(1|0)

PH(1)
{
log2

PUF,H(1,1)PUF
(0)

PUF,H(0,1)PUF
(1)

}
∂PUF|H(1|1)
∂PU1|H(1|1)

(2.21)

The left hand side of Equation (2.21) is a function of threshold t1 for the
optimal L0R1 Φ1 as shown in Equation (2.18). On its right hand side,
∂PUF|H(1|1)
∂PU1|H(1|1) and

∂PUF|H(1|0)
∂PU1|H(1|0) are constants while the rest terms PUF,H(0, 0),

PUF,H(1, 0), PUF,H(0, 1), PUF,H(1, 1), PUF
(0), and PUF

(1) are also functions
of t1. Therefore, t1 of the optimal L0R1 Φ1 in this case can be obtained by
solving the following equation as

exp(t1 −
1

2
) =

PH(0)
{
log2

PUF,H(0,0)PUF
(1)

PUF,H(1,0)PUF
(0)

}
(t1)

∂PUF|H(1|0)
∂PU1|H(1|0)

PH(1)
{
log2

PUF,H(1,1)PUF
(0)

PUF,H(0,1)PUF
(1)

}
(t1)

∂PUF|H(1|1)
∂PU1|H(1|1)

(2.22)

Following the same way, when the L0R1 threshold detection rule Φ1 and
fusion rule ΦF are known, we can decide t2 of the optimal L0R1 Φ2 by
solving the following equation as

exp(t2 −
1

2
) =

PH(0)
{
log2

PUF,H(0,0)PUF
(1)

PUF,H(1,0)PUF
(0)

}
(t2)

∂PUF|H(1|0)
∂PU2|H(1|0)

PH(1)
{
log2

PUF,H(1,1)PUF
(0)

PUF,H(0,1)PUF
(1)

}
(t2)

∂PUF|H(1|1)
∂PU2|H(1|1)

(2.23)

Finally, we have to decide the rF of the optimal fusion rule ΦF when
the L0R1 detection rules Φ1 and Φ2 are fixed. In this case, IF reduces to a
function of PUF|U1,U2

(1 | u1, u2). The partial derivative of IF with respect to
PUF|U1,U2

(1 | u1, u2) is

∂IF
∂PUF|U1,U2

(1 | u1, u2)
=PH(1)

{
log2

PUF,H(1, 1)PUF
(0)

PUF,H(0, 1)PUF
(1)

}
∂PUF|H(1 | 1)

∂PUF|U1,U2
(1 | u1, u2)

−PH(0)

{
log2

PUF,H(0, 0)PUF
(1)

PUF,H(1, 0)PUF
(0)

}
∂PUF|H(1 | 0)

∂PUF|U1,U2
(1 | u1, u2)

=PH(1)

{
log2

PUF,H(1, 1)PUF
(0)

PUF,H(0, 1)PUF
(1)

}
PU1,U2|H(u1, u2 | 1)

−PH(0)

{
log2

PUF,H(0, 0)PUF
(1)

PUF,H(1, 0)PUF
(0)

}
PU1,U2|H(u1, u2 | 0)

(2.24)
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Although PUF|U1,U2
(1 | u1, u2) is treated as continuous in the derivative, it is

a discrete variable to be 0 or 1. When the right hand side of Equation (2.24)
is positive, IF is an increasing function and PUF|U1,U2

(1 | u1, u2) should be
set to 1 to achieve the maximum IF. On the contrary, PUF|U1,U2

(1 | u1, u2)
should be set to 0 when the partial derivative is negative. Based on the
analysis, the optimal fusion rule in this case is

uF = ΦF(u1, u2) =


0, if

∂IF
∂PUF|U1,U2

(1 | u1, u2)
< 0

1, if
∂IF

∂PUF|U1,U2
(1 | u1, u2)

> 0

(2.25)

Here, we assume that log2
PUF,H(1,1)PUF

(0)

PUF,H(0,1)PUF
(1) ≥ 0 and log2

PUF,H(0,0)PUF
(1)

PUF,H(1,0)PUF
(0) ≥

0, which are equivalent to the reasonable assumptions
PUF|H(0|0)
PUF|H(0|1) ≥ 1 and

PUF|H(1|1)
PUF|H(1|0) ≥ 1 [32, Chapter 7]. Then, the optimal fusion rule reduces to the

desired likelihood ratio test as

uF = ΦF(u1, u2) =



0, if
PU1,U2|H(u1, u2 | 1)
PU1,U2|H(u1, u2 | 0)

<
PH(0) log2

PUF,H(0,0)PUF
(1)

PUF,H(1,0)PUF
(0)

PH(1) log2
PUF,H(1,1)PUF

(0)

PUF,H(0,1)PUF
(1)

1, if
PU1,U2|H(u1, u2 | 1)
PU1,U2|H(u1, u2 | 0)

>
PH(0) log2

PUF,H(0,0)PUF
(1)

PUF,H(1,0)PUF
(0)

PH(1) log2
PUF,H(1,1)PUF

(0)

PUF,H(0,1)PUF
(1)

(2.26)
and

rF =
PH(0) log2

PUF,H(0,0)PUF
(1)

PUF,H(1,0)PUF
(0)

PH(1) log2
PUF,H(1,1)PUF

(0)

PUF,H(0,1)PUF
(1)

(2.27)

Unfortunately, the obtained rF is not a constant but a function of the fusion
rule itself. As a result, we will not employ the algorithm in Equation (2.26)
to refine ΦF in the PBPO method. As an alternative, traversing all the
fusion rule candidates listed in Table 2.1 to search for the optimal test is
adopted.

Based on Equations (2.22), (2.23), and the traversing method, a PBPO
algorithm (Algorithm 2) is formulated to optimize the parallel distributed
detection network and maximize IF.

Figure 2.8 shows the detection thresholds of the global optimal L0R1
Φ1 and Φ2. The achievable maximum IF curve is presented in Figure 2.9.
The corresponding global optimal fusion rule is ϕF8 (OR rule) when 0 <
PH(0) ≤ 0.5 or ϕF2 (AND rule) when 0.5 < PH(0) < 1.
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Figure 2.8: Thresholds of the global optimal L0R1 Φ1 and Φ2 against PH(0)
in the parallel distributed detection network with the maximum IF.
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Figure 2.9: Maximum IF against PH(0) of the parallel distributed detection
network.
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Algorithm 2 PBPO algorithm for optimizing the parallel distributed de-
tection network to maximize IF
Initialization:
1: initialize prior probabilities PH(0) and PH(1);
2: generate the initial detection threshold pair (t1, t2) set that T =

{(−5,−5), (−4.99,−5), . . . , (6,−5), . . . , (−5, 6), (−4.99, 6), . . . , (6, 6)};
3: denote the number of threshold pairs in T as n = 1212201;
4: set i = 1;

Iteration:
5: for i ≤ n do
6: set initial L0R1 threshold detection rule pair with thresholds T [i];
7: while results do not converge do
8: traverse fusion rule candidates in Table 2.1 and update fusion rule

ΦF by the best one resulting in the maximum IF;
9: update L0R1 detection rule Φ1 based on Equation (2.22);

10: update L0R1 detection rule Φ2 based on Equation (2.23);
11: end while
12: calculate IF corresponding to the obtained local optimal detection and

fusion rules;
13: i = i+ 1;
14: end for
Output: the local optimal detection and fusion rule set with the largest IF

is chosen as the global optimal detection and fusion rule set.

2.3.2 Performance Loss with Only One Active Sensor

Similar to the previous section, the performance loss evaluated by IF de-
crease is assessed when the left branch of the distributed network is removed.
In the single sensor detection network, IF ≤ I2 because of data processing
inequality [38], where I2 refers to the mutual information between the hy-
pothesis H and the local detection result U2. The equality can be achieved
by setting the fusion rule as uF = u2. Therefore, the problem to maximize
IF is equivalent to optimize Φ2 and maximize I2 as

I2 =
∑
u2,h

PU2,H(u2, h) log2
PU2,H(u2, h)

PU2(u2)PH(h)

=
{
1− PU2|H(1 | 0)

}
PH(0) log2

1− PU2|H(1 | 0)
PU2(0)

+PU2|H(1 | 0)PH(0) log2
PU2|H(1 | 0)

PU2(1)

+
{
1− PU2|H(1 | 1)

}
PH(1) log2

1− PU2|H(1 | 1)
PU2(0)
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+ PU2|H(1 | 1)PH(1) log2
PU2|H(1 | 1)

PU2(1)
AAAAA (2.28)

In [32], it claims that the optimum Φ2 that maximizes the mutual in-
formation I2 for the single sensor detection network is implemented as a
likelihood ratio test:

u2 = Φ2(y2) =


0, if

fY2|H(y2 | 1)
fY2|H(y2 | 0)

< r2

1, if
fY2|H(y2 | 1)
fY2|H(y2 | 0)

> r2

(2.29)

Based on the previous analysis, the optimal Φ2 is a L0R1 threshold detection
rule and r2 = exp(t2 − 1

2).
The derivative of I2 with respect to PU2|H(1 | 0) is

∂I2
∂PU2|H(1 | 0)

=− PH(1)

{
log2

PU2|H(0 | 1)
PU2|H(1 | 1)

}
∂PU2|H(1 | 1)
∂PU2|H(1 | 0)

−
{
PH(0) + PH(1)

∂PU2|H(1 | 1)
∂PU2|H(1 | 0)

}
log2 PU2(1)

− PH(0)

{
log2

PU2|H(0 | 0)
PU2|H(1 | 0)

}
+

{
PH(0) + PH(1)

∂PU2|H(1 | 1)
∂PU2|H(1 | 0)

}
log2 PU2(0)

(2)
= − PH(1)

{
log2

PU2|H(0 | 1)
PU2|H(1 | 1)

}
r2

− {PH(0) + PH(1)r2} log2 PU2(1)

− PH(0)

{
log2

PU2|H(0 | 0)
PU2|H(1 | 0)

}
+ {PH(0) + PH(1)r2} log2 PU2(0) (2.30)

where the second equality comes from r2 =
∂PU2|H(1|1)
∂PU2|H(1|0) . The maximum I2 is

attained when the derivative is 0. Therefore, r2 of the optimal Φ2 in this
case is

r2 =−
PH(0)

{
log2

PU2
(0)

PU2
(1) − log2

PU2|H(0|0)
PU2|H(1|0)

}
PH(1)

{
log2

PU2
(0)

PU2
(1) − log2

PU2|H(0|1)
PU2|H(1|1)

}
=−

PH(0)
{
log2

PU2|H(1|0)PU2
(0)

PU2|H(0|0)PU2
(1)

}
PH(1)

{
log2

PU2|H(1|1)PU2
(0)

PU2|H(0|1)PU2
(1)

} (2.31)
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Both sides of Equation (2.31) are functions of t2. That means we can obtain
the threshold t2 of the optimal Φ2 directly by solving the following equation
as

exp(t2 −
1

2
) = −

PH(0)
{
log2

PU2|H(1|0)PU2
(0)

PU2|H(0|0)PU2
(1)

}
(t2)

PH(1)
{
log2

PU2|H(1|1)PU2
(0)

PU2|H(0|1)PU2
(1)

}
(t2)

(2.32)

Figures 2.10 and 2.11 give the t2 curve of the optimal L0R1 threshold
detection rule Φ2 and the maximum achievable mutual information IF in
the single sensor detection network.
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Figure 2.10: Threshold of the optimal L0R1 Φ2 against PH(0) in the single
sensor detection network with the maximum IF.

When PH(0) = 0.5, the maximum achievable IF of the single sensor
network decreases by 31% (from 0.16 bits to 0.11 bits) compared with that
of the distributed detection network.
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Figure 2.11: Maximum IF against PH(0) of the single sensor detection net-
work.
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Chapter 3

Privacy Assessment of the
Distributed Detection
Network

In Chapter 2, the parallel distributed detection network in Figure 2.1 has
been studied and optimized from the perspectives of Bayesian detection
theory and information theory. In this chapter, the privacy issue of the
distributed detection problem will be discussed when a passive eavesdropper
is present in the parallel network.

3.1 Passive Eavesdropper

A passive eavesdropper means it is able to eavesdrop on some information
transmitted within the parallel network while not interfering or undermining
the network’s communications. In this thesis project, we only discuss the
privacy issues caused by a passive eavesdropper (E). To simplify the prob-
lem, some other constraints have been imposed. There is only one passive
eavesdropper which listens to the channel from the sensor S1 to the fusion
node F and eavesdrops on the detection result U1.

Furthermore, the passive eavesdropper would be identified as informed
or uninformed based on its behaviors. Generally, an informed eavesdropper
operates as a fusion node. Although it could not manipulate Φ1, Φ2, or ΦF,
an eavesdropper classified as informed is supposed to have all knowledge
about the network and take advantage of the information to maximize the
privacy leakage by choosing the optimal fusion strategy ΦE for itself. On
the contrary, an uninformed eavesdropper does nothing more than listening
to the channel. Normally, the privacy leakage caused by an uninformed
eavesdropper should be no worse than that caused by an informed peer.
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uE
u1 ϕE1 ϕE2 ϕE3 ϕE4

0 0 1 0 1

1 0 1 1 0

Table 3.1: Candidate fusion rules of an informed eavesdropper.
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Figure 3.1: An uninformed eavesdropper attack scenario.
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Figure 3.2: An informed eavesdropper attack scenario.
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3.2 Criteria of Privacy Leakage

There are a large number of possible criteria to assess the privacy leakage
of the parallel distributed detection system. A criterion at least contains
two aspects of information: the parameter used to evaluate the privacy
leakage amount (e.g., error probability, mutual information, etc.) and the
privacy leakage source (e.g., the hypothesis, the final fusion decision, the
local detection result of sensor S1, etc.).

In the previous chapter, the parallel distributed detection network is
optimized to achieve the minimum error probability PFE or the maximum
mutual information IF. Therefore, error probability and mutual informa-
tion would be natural choices as the privacy leakage amount evaluation
parameters. For the privacy leakage source, the hypothesis H is commonly
considered. However, the eavesdropper might be more interested in the fu-
sion decision UF in some practical scenarios. In the thesis, UF is taken as
the privacy leakage source as well.

Then, we have four privacy leakage criteria: the error probability for the
eavesdropper guessing the hypothesis (PEE), the error probability for the
eavesdropper guessing the fusion decision (PEFE), the mutual information
between the eavesdropper and the hypothesis (IE), and the mutual informa-
tion between the eavesdropper and the fusion decision (IEF).

3.3 Privacy Leakage of the Hypothesis Evaluated
by Error Probability

In the section, the privacy leakage is assessed by the error probability for the
eavesdropper guessing the hypothesis. The cases of having an uninformed
eavesdropper and having an informed eavesdropper would be discussed sep-
arately.

3.3.1 Uninformed Eavesdropper Attack

The scenario is shown in Figure 3.1, where the uninformed eavesdropper
does not make its own decision with the observation U1. In the case, the
error probability for the eavesdropper guessing the hypothesis is equivalent
to the error probability of guessing the hypothesis by U1 as

PEE =PU1|H(1 | 0)PH(0) + PU1|H(0 | 1)PH(1)

=

∫
PU1|Y1

(1 | y1)fY1|H(y1 | 0)dy1PH(0)

+

∫
PU1|Y1

(0 | y1)fY1|H(y1 | 1)dy1PH(1) (3.1)

Equation (3.1) reveals that the privacy leakage in this case only depends
on the detection rule Φ1. Since the parallel distributed detection network
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could be optimized in Bayesian detection formulation, it is interesting to
check the privacy leakage caused by an uninformed eavesdropper when PFE

is minimized. Recall that there are two global optimal Φ1 detection rules
with the same threshold t1 in the distributed Bayesian detection problem to
minimize PFE. If L0R1 global optimal Φ1 is employed, the privacy leakage
evaluated by PEE is

PEE =

∫ +∞

t1

fY1|H(y1 | 0)dy1PH(0)

+

∫ t1

−∞
fY1|H(y1 | 1)dy1PH(1) (3.2)

If L1R0 global optimal Φ1 is employed, the corresponding PEE is

PEE =

∫ t1

−∞
fY1|H(y1 | 0)dy1PH(0)

+

∫ +∞

t1

fY1|H(y1 | 1)dy1PH(1)

=

{
1−

∫ +∞

t1

fY1|H(y1 | 0)dy1
}
PH(0)

+

{
1−

∫ t1

−∞
fY1|H(y1 | 1)dy1

}
PH(1)

=1−
∫ +∞

t1

fY1|H(y1 | 0)dy1PH(0)

−
∫ t1

−∞
fY1|H(y1 | 1)dy1PH(1) (3.3)

Notice that the sum of the right hand sides of Equations (3.2) and (3.3) is 1.
Therefore, when the distributed detection network is optimized to achieve
the minimum PFE and an uninformed eavesdropper is present, L0R1 global
optimal Φ1 resulting in a low PEE (a large privacy leakage) implies a high
PEE (a small privacy leakage) when using L1R0 global optimal Φ1, and vice
versa.

Figures 3.3 and 3.4 show the privacy leakage evaluated in PEE caused
by an uninformed eavesdropper when the distributed detection network is
optimized to obtain the minimum PFE. We can see that applying L1R0
global optimal Φ1 seems to be a simple but effective way to increase PEE,
or equivalently to reduce the privacy leakage, at no cost of PFE when an
uninformed eavesdropper is present.

3.3.2 Informed Eavesdropper Attack

When an informed eavesdropper is present, it is supposed to have all in-
formation about the parallel distributed detection network, e.g., the prior
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Figure 3.3: Privacy leakage assessed in PEE caused by an uninformed eaves-
dropper against PH(0) when the minimum PFE is achieved by employing
L0R1 global optimal Φ1.
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Figure 3.4: Privacy leakage assessed in PEE caused by an uninformed eaves-
dropper against PH(0) when the minimum PFE is achieved by employing
L1R0 global optimal Φ1.
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probabilities, Φ1, Φ2, etc. Based on the knowledge, the informed eaves-
dropper is able to choose the optimal ΦE and produce its own decision to
maximize the privacy leakage. In this section, the privacy leakage criterion
PEE is the minimum probability of error that the eavesdropper could attain,
i.e.,

PEE = min


PEE|ΦE=ϕE1

PEE|ΦE=ϕE2

PEE|ΦE=ϕE3

PEE|ΦE=ϕE4

 (3.4)

where PEE|ΦE=ϕEi
denotes the error probability of guessing the hypothesis

H by UE when the fusion rule ϕEi is employed by the informed eavesdropper
for i = 1, 2, 3, 4.

PEE|ΦE=ϕE1
=PU1|H(0 | 1)PH(1) + PU1|H(1 | 1)PH(1)

=PU1,H(0, 1) + PU1,H(1, 1)

=PH(1) (3.5)

PEE|ΦE=ϕE2
=PU1|H(0 | 0)PH(0) + PU1|H(1 | 0)PH(0)

=PU1,H(0, 0) + PU1,H(1, 0)

=PH(0)

=1− PEE|ΦE=ϕE1
(3.6)

PEE|ΦE=ϕE3
=PU1|H(1 | 0)PH(0) + PU1|H(0 | 1)PH(1)

=

∫
PU1|Y1

(1 | y1)fY1|H(y1 | 0)dy1PH(0)

+

∫
PU1|Y1

(0 | y1)fY1|H(y1 | 1)dy1PH(1) (3.7)

PEE|ΦE=ϕE4
=PU1|H(0 | 0)PH(0) + PU1|H(1 | 1)PH(1)

=

∫
PU1|Y1

(0 | y1)fY1|H(y1 | 0)dy1PH(0)

+

∫
PU1|Y1

(1 | y1)fY1|H(y1 | 1)dy1PH(1)

=PH(0) + PH(1)

−
∫

PU1|Y1
(1 | y1)fY1|H(y1 | 0)dy1PH(0)

−
∫

PU1|Y1
(0 | y1)fY1|H(y1 | 1)dy1PH(1)

=1− PEE|ΦE=ϕE3
(3.8)
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Then, the complete expression of the privacy leakage criterion PEE when an
informed eavesdropper exists is

PEE = min



AAAAAAAAAAIPH(1)

AAAAAAAAAAIPH(0){∫
PU1|Y1

(1 | y1)fY1|H(y1 | 0)dy1PH(0)

+

∫
PU1|Y1

(0 | y1)fY1|H(y1 | 1)dy1PH(1)

}
{∫

PU1|Y1
(0 | y1)fY1|H(y1 | 0)dy1PH(0)

+

∫
PU1|Y1

(1 | y1)fY1|H(y1 | 1)dy1PH(1)

}



(3.9)

When the distributed detection network has been optimized to achieve
the minimum PFE, employing L0R1 global optimal Φ1 or L1R0 global opti-
mal Φ1 does no impact on the privacy leakage evaluated by PEE to an in-
formed eavesdropper. That is because the value of PEE|ΦE=ϕE3

(PEE|ΦE=ϕE4
)

corresponding to using L0R1 global optimal Φ1 is equal to the value of
PEE|ΦE=ϕE4

(PEE|ΦE=ϕE3
) when applying L1R0 global optimal Φ1.

Figure 3.5 shows the privacy leakage evaluated by PEE when the dis-
tributed detection network is optimized to obtain the minimum PFE and an
informed eavesdropper is present.

It is impossible to mislead an informed eavesdropper to reduce the pri-
vacy leakage as what we have done to an uninformed eavesdropper. Re-
viewing Equation (3.9), we can find the upper bound of the privacy leakage
criterion PEE when an informed eavesdropper is present as

PEE ≤ min

{
PH(1)

PH(0)

}
(3.10)

To reach the upper bound, we can manipulate the detection rule Φ1 to meet
the following conditions.

When 0 < PH(0) ≤ 0.5,{
PEE|ΦE=ϕE3

≥ PH(0)

PEE|ΦE=ϕE4
≥ PH(0)

When 0.5 < PH(0) < 1,{
PEE|ΦE=ϕE3

≥ PH(1)

PEE|ΦE=ϕE4
≥ PH(1)

(3.11)

For Φ1, there are a lot of candidates satisfying conditions in Equation (3.11)
and they are not necessary to be threshold detection rules. To reduce the
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Figure 3.5: Privacy leakage assessed in PEE caused by an informed eaves-
dropper against PH(0) when the minimum PFE is achieved.

complexity, we only consider these threshold detection rules in the following
optimization problem. The conditions met by a L0R1 threshold detection
rule Φ1 with the threshold t1 can be developed from the general conditions
in Equation (3.11) as

When 0 < PH(0) ≤ 0.5,

⇔


∫ t1

−∞
fY1|H(y1 | 1)dy1PH(1) +

∫ +∞

t1

fY1|H(y1 | 0)dy1PH(0) ≥ PH(0)∫ +∞

t1

fY1|H(y1 | 1)dy1PH(1) +

∫ t1

−∞
fY1|H(y1 | 0)dy1PH(0) ≥ PH(0)

⇔


∫ t1

−∞
fY1|H(y1 | 1)dy1PH(1) ≥

∫ t1

−∞
fY1|H(y1 | 0)dy1PH(0)∫ +∞

t1

fY1|H(y1 | 1)dy1PH(1) ≥
∫ +∞

t1

fY1|H(y1 | 0)dy1PH(0)

When 0.5 < PH(0) < 1,

⇔


∫ t1

−∞
fY1|H(y1 | 1)dy1PH(1) +

∫ +∞

t1

fY1|H(y1 | 0)dy1PH(0) ≥ PH(1)∫ +∞

t1

fY1|H(y1 | 1)dy1PH(1) +

∫ t1

−∞
fY1|H(y1 | 0)dy1PH(0) ≥ PH(1)

⇔


∫ +∞

t1

fY1|H(y1 | 0)dy1PH(0) ≥
∫ +∞

t1

fY1|H(y1 | 1)dy1PH(1)∫ t1

−∞
fY1|H(y1 | 0)dy1PH(0) ≥

∫ t1

−∞
fY1|H(y1 | 1)dy1PH(1)

(3.12)
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It is easy to obtain the same constraints for a L1R0 Φ1 with the same thresh-
old. Thus, for a given detection threshold t1, there are two possible cases
that both of or neither of the corresponding L0R1 and L1R0 Φ1 satisfy the
required conditions.

Optimization Problem: When Φ1 is constrained to be a threshold de-
tection rule satisfying conditions in Equation (3.12), find the global optimal
set of detection and fusion rules to minimize PFE.

Algorithm 3 PBPO algorithm for solving the distributed Bayesian detec-
tion problem to minimize PFE with constraints to achieve the upper bound
of PEE when an informed eavesdropper is present

Initialization:
1: initialize prior probabilities PH(0) and PH(1);
2: set C(0, 0) = C(1, 1) = 0 and C(0, 1) = C(1, 0) = 1;
3: calculate the range of threshold t1 satisfying Equation (3.12);
4: generate the initial detection threshold pair (t1, t2) set that T =

{(−5,−5), (−4.99,−5), . . . , (6,−5), . . . , (−5, 6), (−4.99, 6), . . . , (6, 6)};
5: denote the number of threshold pairs in T as n = 1212201;
6: set i = 1;

Iteration:
7: for i ≤ n do
8: set the initial threshold detection rule pair with thresholds T [i];
9: while results do not converge do

10: calculate and update fusion rule ΦF based on Equation (2.10);
11: calculate detection rule Φ1 based on Equation (2.7);
12: if the obtained t1 is within the range then
13: update Φ1 by the output detection rule of Equation (2.7);
14: else
15: choose the two closet neighbor threshold detection rules whose

thresholds are within the range;
16: decide the better neighbor which results in a lower PFE;
17: update Φ1 by the better neighbor detection rule;
18: end if
19: calculate and update detection rule Φ2 based on Equation (2.8);
20: end while
21: calculate PFE corresponding to the obtained local optimal detection

and fusion rules;
22: i = i+ 1;
23: end for
Output: the local optimal detection and fusion rule set with the lowest PFE

is chosen as the global optimal detection and fusion rule set.
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Similar to the distributed Bayesian detection problem in Chapter 2, we
can expect the global optimal Φ2 is a threshold detection rule and there
are four equivalent global optimal sets of detection and fusion rules sharing
the same thresholds t1 and t2 in the above optimization problem. To solve
it, a modified PBPO method is employed as shown in Algorithm 3. When
refining Φ2 and ΦF, Equations (2.8) and (2.10) are still valid. However, the
algorithm to update Φ1 has to be changed if the output detection rule of
Equation (2.7) does not satisfy the constraints in Equation (3.12). In this
case, the output Φ1’s two closest neighbor threshold detection rules meeting
the constraints will be chosen as the candidates to replace it. Among them,
the better one corresponding to a lower error probability will be used to
update Φ1. The reason for choosing the closest neighbors is given in Claim
1. A simple proof of this claim is provided in Appendix A.

Claim 1: Given Φ2, ΦF, and the corresponding optimal L0R1 (or L1R0) Φ1

with threshold t1 from Equation (2.7), the Bayes risk (PFE) is a decreasing
function of non-optimal L0R1 (or L1R0) detection rules whose thresholds
are lower than t1 and an increasing function of non-optimal L0R1 (or L1R0)
detection rules with thresholds higher than t1.
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Figure 3.6: Threshold t1 of the global optimal Φ1 against PH(0) when the
minimum PFE is achieved with the constraints to reach the upper bound of
PEE under an informed eavesdropper attack.

Figures 3.6, 3.7, and 3.8 show the threshold of global optimal Φ1, the
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Figure 3.7: Threshold t2 of the global optimal Φ2 against PH(0) when the
minimum PFE is achieved with the constraints to reach the upper bound of
PEE under an informed eavesdropper attack.
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Figure 3.8: Minimum PFE against PH(0) with the constraints to reach the
upper bound of PEE under an informed eavesdropper attack.
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threshold of global optimal Φ2, and the minimum PFE when the upper bound
of the privacy leakage criterion PEE is reached under an informed eavesdrop-
per attack. The corresponding global optimal ΦF is the same as shown in
Tables 2.2 and 2.3.

Comparing the results in Figures 3.5 and 3.8, we can observe that the
privacy leakage criterion PEE caused by an informed eavesdropper has been
drastically increased at the cost of a relatively slight increase of PFE when
PH(0) is around 0.5.

3.4 Privacy Leakage of the Fusion Decision Eval-
uated by Error Probability

In this section, the error probability for the eavesdropper guessing the final
fusion decision is employed to evaluate the privacy leakage of the parallel
system. As the previous section, we will also discuss the scenarios of having
an uninformed eavesdropper and having an informed eavesdropper.

3.4.1 Uninformed Eavesdropper Attack

When an uninformed eavesdropper is present and tries to guess the fusion
decision UF by its observation U1, PEFE could be expressed as

PEFE =PU1|UF
(1 | 0)PUF

(0) + PU1|UF
(0 | 1)PUF

(1)

=
∑
u2,h

PU1,UF,U2,H(1, 0, u2, h)

+
∑
u2,h

PU1,UF,U2,H(0, 1, u2, h)

=
∑
u2,h

PUF|U1,U2,H(0 | 1, u2, h)PU1,U2,H(1, u2, h)

+
∑
u2,h

PUF|U1,U2,H(1 | 0, u2, h)PU1,U2,H(0, u2, h)

=
∑
u2,h

PUF|U1,U2
(0 | 1, u2)PU1,U2|H(1, u2 | h)PH(h)

+
∑
u2,h

PUF|U1,U2
(1 | 0, u2)PU1,U2|H(0, u2 | h)PH(h)

=
∑
u2,h

PUF|U1,U2
(0 | 1, u2)PU1|H(1 | h)PU2|H(u2 | h)PH(h)

+
∑
u2,h

PUF|U1,U2
(1 | 0, u2)PU1|H(0 | h)PU2|H(u2 | h)PH(h)AAAAAAAA

40



=
∑
u2,h

PUF|U1,U2
(0 | 1, u2)PH(h)

∫
fU1,Y1|H(1, y1 | h)dy1∫

fU2,Y2|H(u2, y2 | h)dy2

+
∑
u2,h

PUF|U1,U2
(1 | 0, u2)PH(h)

∫
fU1,Y1|H(0, y1 | h)dy1∫

fU2,Y2|H(u2, y2 | h)dy2

=
∑
u2,h

PUF|U1,U2
(0 | 1, u2)PH(h)

∫
PU1|Y1,H(1 | y1, h)fY1|H(y1 | h)dy1∫

PU2|Y2,H(u2 | y2, h)fY2|H(y2 | h)dy2

+
∑
u2,h

PUF|U1,U2
(1 | 0, u2)PH(h)

∫
PU1|Y1,H(0 | y1, h)fY1|H(y1 | h)dy1∫

PU2|Y2,H(u2 | y2, h)fY2|H(y2 | h)dy2

=
∑
u2,h

PUF|U1,U2
(0 | 1, u2)PH(h)

∫
PU1|Y1

(1 | y1)fY1|H(y1 | h)dy1∫
PU2|Y2

(u2 | y2)fY2|H(y2 | h)dy2

+
∑
u2,h

PUF|U1,U2
(1 | 0, u2)PH(h)

∫
PU1|Y1

(0 | y1)fY1|H(y1 | h)dy1∫
PU2|Y2

(u2 | y2)fY2|H(y2 | h)dy2 (3.13)

From Equation (3.13), privacy leakage criterion PEFE depends on Φ1, Φ2,
and ΦF when an uninformed eavesdropper is present.

Again, let us assess the privacy leakage to an uninformed eavesdropper
in term of PEFE when the distributed detection network is optimized with
respect to the minimum PFE. Recall that there are four equivalent sets
of global optimal detection and fusion rules to obtain the same minimum
PFE. Besides the common optimal thresholds t1 and t2, there are also some
correlations among the four global optimal fusion rules which could be ob-
tained following the analysis on Page 15. Here, we only discuss two optimal
sets. One set consists of L0R1 global optimal Φ1 with the threshold t1, L0R1
global optimal Φ2 with the threshold t2, and its corresponding global optimal
ΦF. The other set is formed by L1R0 global optimal Φ1 with the threshold
t1, L1R0 global optimal Φ2 with the threshold t2, and the corresponding
global optimal ΦF. The relationship between the two global optimal fusion
rules is shown in Table 3.2 where the probabilities in the same line from
different global optimal fusion rules are equal.
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L0R1 Φ1 L1R0 Φ1

L0R1 Φ2 L1R0 Φ2

PUF|U1,U2
(1 | 0, 0) PUF|U1,U2

(1 | 1, 1)
PUF|U1,U2

(1 | 1, 0) PUF|U1,U2
(1 | 0, 1)

PUF|U1,U2
(1 | 0, 1) PUF|U1,U2

(1 | 1, 0)
PUF|U1,U2

(1 | 1, 1) PUF|U1,U2
(1 | 0, 0)

PUF|U1,U2
(0 | 0, 0) PUF|U1,U2

(0 | 1, 1)
PUF|U1,U2

(0 | 1, 0) PUF|U1,U2
(0 | 0, 1)

PUF|U1,U2
(0 | 0, 1) PUF|U1,U2

(0 | 1, 0)
PUF|U1,U2

(0 | 1, 1) PUF|U1,U2
(0 | 0, 0)

Table 3.2: Relationship between two global optimal ΦF (items from different
fusion rules in the same line are equal).

If the global optimal set having L0R1 Φ1 and L0R1 Φ2 is employed, the
privacy leakage PEFE caused by an uninformed eavesdropper is

PEFE =PUF|U1,U2
(0 | 1, 1)

∫ +∞

t1

fY1|H(y1 | 1)dy1
∫ +∞

t2

fY2|H(y2 | 1)dy2PH(1)

+PUF|U1,U2
(0 | 1, 0)

∫ +∞

t1

fY1|H(y1 | 1)dy1
∫ t2

−∞
fY2|H(y2 | 1)dy2PH(1)

+PUF|U1,U2
(0 | 1, 1)

∫ +∞

t1

fY1|H(y1 | 0)dy1
∫ +∞

t2

fY2|H(y2 | 0)dy2PH(0)

+PUF|U1,U2
(0 | 1, 0)

∫ +∞

t1

fY1|H(y1 | 0)dy1
∫ t2

−∞
fY2|H(y2 | 0)dy2PH(0)

+PUF|U1,U2
(1 | 0, 1)

∫ t1

−∞
fY1|H(y1 | 1)dy1

∫ +∞

t2

fY2|H(y2 | 1)dy2PH(1)

+PUF|U1,U2
(1 | 0, 0)

∫ t1

−∞
fY1|H(y1 | 1)dy1

∫ t2

−∞
fY2|H(y2 | 1)dy2PH(1)

+PUF|U1,U2
(1 | 0, 1)

∫ t1

−∞
fY1|H(y1 | 0)dy1

∫ +∞

t2

fY2|H(y2 | 0)dy2PH(0)

+PUF|U1,U2
(1 | 0, 0)

∫ t1

−∞
fY1|H(y1 | 0)dy1

∫ t2

−∞
fY2|H(y2 | 0)dy2PH(0)

(3.14)
If the global optimal set having L1R0 Φ1 and L1R0 Φ2 is employed,

the privacy leakage PEFE caused by an uninformed eavesdropper can be
expressed as

PEFE =PUF|U1,U2
(0 | 1, 1)

∫ t1

−∞
fY1|H(y1 | 1)dy1

∫ t2

−∞
fY2|H(y2 | 1)dy2PH(1)

+PUF|U1,U2
(0 | 1, 0)

∫ t1

−∞
fY1|H(y1 | 1)dy1

∫ +∞

t2

fY2|H(y2 | 1)dy2PH(1)
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+PUF|U1,U2
(0 | 1, 1)

∫ t1

−∞
fY1|H(y1 | 0)dy1

∫ t2

−∞
fY2|H(y2 | 0)dy2PH(0)

+PUF|U1,U2
(0 | 1, 0)

∫ t1

−∞
fY1|H(y1 | 0)dy1

∫ +∞

t2

fY2|H(y2 | 0)dy2PH(0)

+PUF|U1,U2
(1 | 0, 1)

∫ +∞

t1

fY1|H(y1 | 1)dy1
∫ t2

−∞
fY2|H(y2 | 1)dy2PH(1)

+PUF|U1,U2
(1 | 0, 0)

∫ +∞

t1

fY1|H(y1 | 1)dy1
∫ +∞

t2

fY2|H(y2 | 1)dy2PH(1)

+PUF|U1,U2
(1 | 0, 1)

∫ +∞

t1

fY1|H(y1 | 0)dy1
∫ t2

−∞
fY2|H(y2 | 0)dy2PH(0)

+PUF|U1,U2
(1 | 0, 0)

∫ +∞

t1

fY1|H(y1 | 0)dy1
∫ +∞

t2

fY2|H(y2 | 0)dy2PH(0)

(3.15)
Taking into account the equal probabilities in Table 3.2, we can find the

sum of the right hand sides of Equations (3.14) and (3.15) is 1. That means,
when the distributed detection network is optimized to achieve the minimum
PFE and an uninformed eavesdropper is present, the global optimal detection
and fusion rule set with L0R1 Φ1 and Φ2 resulting in a low PEFE indicates a
high PEFE could be achieved by employing another global optimal detection
and fusion rule set with L1R0 Φ1 and Φ2, and vice versa.

Figures 3.9 and 3.10 show the privacy leakage measurement PEFE in
an uninformed eavesdropper attack when the distributed detection network
is optimized with the minimum PFE by employing different global optimal
detection and fusion rule sets. From them, we can conclude that employing
the global optimal detection and fusion rule set with L1R0 Φ1 and Φ2 will
increase PEFE, or equivalently will reduce the privacy leakage of the fusion
result, at no cost of increasing PFE when an uninformed eavesdropper is
present.

3.4.2 Informed Eavesdropper Attack

On observing U1, an informed eavesdropper makes its decision UE according
to the optimal ΦE to obtain the minimum error probability of guessing UF.
The privacy leakage criterion PEFE in an informed eavesdropper attack is

PEFE = min


PEFE|ΦE=ϕE1

PEFE|ΦE=ϕE2

PEFE|ΦE=ϕE3

PEFE|ΦE=ϕE4

 (3.16)

where PEFE|ΦE=ϕEi
denotes the error probability of guessing the fusion de-

cision UF by UE when the fusion rule ϕEi is employed by the informed
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Figure 3.9: Privacy leakage assessed in PEFE caused by an uninformed eaves-
dropper against PH(0) when the minimum PFE is achieved by employing the
global optimal detection and fusion rule set with L0R1 Φ1 and Φ2.
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Figure 3.10: Privacy leakage assessed in PEFE caused by an uninformed
eavesdropper against PH(0) when the minimum PFE is achieved by employ-
ing the global optimal detection and fusion rule set with L1R0 Φ1 and Φ2.
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eavesdropper for i = 1, 2, 3, 4. Since the deductions are similar, only the
deduction procedure of PEFE|ΦE=ϕE1

is shown in detail. Results of the other
three terms will be given directly.

PEFE|ΦE=ϕE1
=PUE|UF

(1 | 0)PUF
(0) + PUE|UF

(0 | 1)PUF
(1)

=
∑
u1,u2

PUE,U1,U2|UF
(1, u1, u2 | 0)PUF

(0)

+
∑
u1,u2

PUE,U1,U2|UF
(0, u1, u2 | 1)PUF

(1)

=
∑
u1,u2

PUE|U1,U2,UF
(1 | u1, u2, 0)PU1,U2|UF

(u1, u2 | 0)PUF
(0)

+
∑
u1,u2

PUE|U1,U2,UF
(0 | u1, u2, 1)PU1,U2|UF

(u1, u2 | 1)PUF
(1)

(4)
=

∑
u1,u2

PUE|U1
(1 | u1)PUF|U1,U2

(0 | u1, u2)PU1,U2(u1, u2)

+
∑
u1,u2

PUE|U1
(0 | u1)PUF|U1,U2

(1 | u1, u2)PU1,U2(u1, u2)

(5)
=

∑
u1,u2

PUF|U1,U2
(1 | u1, u2)PU1,U2(u1, u2)

=
∑

u1,u2,h

PUF|U1,U2
(1 | u1, u2)PU1,U2|H(u1, u2 | h)PH(h)

=
∑

u1,u2,h

PUF|U1,U2
(1 | u1, u2)PU1|H(u1 | h)PU2|H(u2 | h)PH(h)

=
∑

u1,u2,h

PUF|U1,U2
(1 | u1, u2)

∫
PU1|Y1

(u1 | y1)fY1|H(y1 | h)dy1∫
PU2|Y2

(u2 | y2)fY2|H(y2 | h)dy2PH(h)

(3.17)

where the fourth equality holds because the decision UE only depends on
the observation U1; the fifth because of using the fusion rule ϕE1.

PEFE|ΦE=ϕE2
=

∑
u1,u2,h

PUF|U1,U2
(0 | u1, u2)

∫
PU1|Y1

(u1 | y1)fY1|H(y1 | h)dy1∫
PU2|Y2

(u2 | y2)fY2|H(y2 | h)dy2PH(h)

=1− PEFE|ΦE=ϕE1

(3.18)
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PEFE|ΦE=ϕE3
=
∑
u2,h

PUF|U1,U2
(0 | 1, u2)

∫
PU1|Y1

(1 | y1)fY1|H(y1 | h)dy1∫
PU2|Y2

(u2 | y2)fY2|H(y2 | h)dy2PH(h)

+
∑
u2,h

PUF|U1,U2
(1 | 0, u2)

∫
PU1|Y1

(0 | y1)fY1|H(y1 | h)dy1∫
PU2|Y2

(u2 | y2)fY2|H(y2 | h)dy2PH(h)

(3.19)

PEFE|ΦE=ϕE4
=
∑
u2,h

PUF|U1,U2
(0 | 0, u2)

∫
PU1|Y1

(0 | y1)fY1|H(y1 | h)dy1∫
PU2|Y2

(u2 | y2)fY2|H(y2 | h)dy2PH(h)

+
∑
u2,h

PUF|U1,U2
(1 | 1, u2)

∫
PU1|Y1

(1 | y1)fY1|H(y1 | h)dy1∫
PU2|Y2

(u2 | y2)fY2|H(y2 | h)dy2PH(h)

=1− PEFE|ΦE=ϕE3

(3.20)

Based on Equations (3.16), (3.17), (3.18), (3.19), and (3.20), it can be
concluded that employing different global optimal detection and fusion rule
sets will result in the same PEFE when an informed eavesdropper is present.
Figure 3.11 shows the privacy leakage evaluated by PEFE when the dis-
tributed detection system is optimized to achieve the minimum PFE and in
an informed eavesdropper attack.

The analysis in the previous paragraph shows that the method used to
mislead an uninformed eavesdropper is no longer applicable when an in-
formed eavesdropper is present. At the same time, there is no fixed upper
bound of PEFE defined in Equation (3.16). Recall the assessment of perfor-
mance loss in term of PFE when only the sensor S2 is active. Compared with
the minimum PFE when the distributed detection network is optimized, the
minimum PFE of the single sensor Bayesian detection problem has a max-
imum absolute increase of about 0.04. It seems to be quite interesting to
check how much PEFE could be increased at the cost of the performance
loss of PFE when the single sensor detection network is optimized and an
informed eavesdropper is present.

As shown in Figure 3.12, the left S1 does not broadcast its decision
U1. Although there is no observation, the informed eavesdropper still could
guess the fusion result UF with the possible minimum PEFE based on the
knowledge about the single active sensor detection network, e.g., Φ2, ΦF,
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Figure 3.11: Privacy leakage assessed in PEFE caused by an informed eaves-
dropper against PH(0) when the minimum PFE is achieved.
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Figure 3.12: An informed eavesdropper attack scenario in the single sensor
detection network.
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etc. In this scenario, the privacy leakage criterion PEFE is quite simple as

PEFE = min

{
PUF

(0)

PUF
(1)

}
(3.21)

where

PUF
(0) =

∑
h,u2

PUF,U2,H(0, u2, h)

=
∑
h,u2

PUF|U2,H(0 | u2, h)PU2|H(u2 | h)PH(h)

=
∑
h,u2

PUF|U2
(0 | u2)

∫
fU2,Y2|H(u2, y2 | h)dy2PH(h)

=
∑
h,u2

PUF|U2
(0 | u2)

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | h)dy2PH(h) (3.22)

PUF
(1) =

∑
h,u2

PUF,U2,H(1, u2, h)

=
∑
h,u2

PUF|U2,H(1 | u2, h)PU2|H(u2 | h)PH(h)

=
∑
h,u2

PUF|U2
(1 | u2)

∫
fU2,Y2|H(u2, y2 | h)dy2PH(h)

=
∑
h,u2

PUF|U2
(1 | u2)

∫
PU2|Y2

(u2 | y2)fY2|H(y2 | h)dy2PH(h) (3.23)

When the single sensor detection network is optimized to obtain the
minimum PFE and an informed eavesdropper is present, the privacy leakage
evaluated in term of PEFE is shown in Figure 3.13.

Compared with the result in Figure 3.11, the privacy leakage to an in-
formed eavesdropper evaluated by PEFE is drastically reduced at the cost
of performance loss of PFE in the optimal single sensor detection network
when PH(0) is around 0.5. For instance, PEFE is increased from 0.18 to 0.5
when PH(0) = 0.5.

3.5 Privacy Leakage of the Hypothesis Evaluated
by Mutual Information

In this section, the privacy leakage of the hypothesis is evaluated by the
mutual information between the hypothesis and eavesdropper. Although
the eavesdropper still could be classified as uninformed or informed, an
informed eavesdropper cannot outperform an uninformed eavesdropper in
term of IE. A simple explanation is based on data processing inequality [38]
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Figure 3.13: Privacy leakage assessed in PEFE caused by an informed eaves-
dropper against PH(0) when the single sensor detection network is optimized
with the minimum PFE.

and the fact that the channel between H and U1 is a part of the channel
between H and UE, i.e., H−U1−UE forms a Markov chain. More precisely,
we can justify it in details below.

Privacy leakage criterion IE in an uninformed eavesdropper attack can
be expressed as

IE =
∑
u1,h

PU1,H(u1, h) log2
PU1,H(u1, h)

PU1(u1)PH(h)

=
∑
u1,h

PU1|H(u1 | h)PH(h) log2
PU1|H(u1 | h)

PU1(u1)

=PU1|H(0 | 0)PH(0) log2
PU1|H(0 | 0)

PU1|H(0 | 0)PH(0) + PU1|H(0 | 1)PH(1)

+PU1|H(1 | 0)PH(0) log2
PU1|H(1 | 0)

PU1|H(1 | 0)PH(0) + PU1|H(1 | 1)PH(1)

+PU1|H(0 | 1)PH(1) log2
PU1|H(0 | 1)

PU1|H(0 | 0)PH(0) + PU1|H(0 | 1)PH(1)

+PU1|H(1 | 1)PH(1) log2
PU1|H(1 | 1)

PU1|H(1 | 0)PH(0) + PU1|H(1 | 1)PH(1)
(3.24)

Privacy leakage criterion IE in an informed eavesdropper attack can be
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expressed as

IE = max


IE|ΦE=ϕE1

IE|ΦE=ϕE2

IE|ΦE=ϕE3

IE|ΦE=ϕE4

 (3.25)

where IE|ΦE=ϕEi
denotes the mutual information between the hypothesis

and UE when the informed eavesdropper employs the fusion rule ϕEi for
i = 1, 2, 3, 4. IE|ΦE=ϕE1

= IE|ΦE=ϕE2
= 0 is obvious. IE|ΦE=ϕE3

is equal to
the privacy leakage IE in the uninformed eavesdropper attack because the
fusion rule ϕE3 guarantees uE = u1. IE|ΦE=ϕE4

is also equal to the privacy
leakage IE in the uninformed eavesdropper attack because employing the
fusion rule ϕE4 results in PU1|H(0 | h) = PUE|H(1 | h) and PU1|H(1 | h) =
PUE|H(0 | h). Finally, we can conclude that the privacy leakage evaluated
by IE when an informed eavesdropper is present is equal to that under an
uninformed eavesdropper attack. Therefore, we will not identify the type of
the eavesdropper in this section.

Let us evaluate the privacy leakage by IE when the parallel distributed
detection network is optimized to attain the maximum IF. The result is
shown in Figure 3.14.
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Figure 3.14: Privacy leakage assessed in IE against PH(0) when the dis-
tributed detection network is optimized with the maximum IF and an eaves-
dropper is present.

Although the greatest mutual information between the hypothesis and
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the eavesdropper IE is only about 0.1 bits when PH(0) = 0.5, it also means a
significant privacy leakage when taking into account that the corresponding
maximum achievable IF is just around 0.16 bits. Then, it is necessary to de-
sign the distributed detection network while suppressing IE. For simplicity,
an extreme case is considered to minimize IE to be 0 bits here.

Revising Equation (3.24), there is no unique solution to IE = 0 which
means H and U1 are independent. Among all candidate solutions, making
PU1|H(1 | 0) = PU1|H(1 | 1) is chosen because it is very simple and indepen-
dent on the prior probabilities. To realize the equality, the decision region
of 1 (0) just needs to be symmetrically allocated about the axis y1 = 0.5 for
Φ1. That means Φ1 should not be a threshold detection rule when satisfying
PU1|H(1 | 0) = PU1|H(1 | 1).

Optimization Problem: When Φ1 is constrained to satisfy PU1|H(1 | 0) =
PU1|H(1 | 1), find the optimal set of detection and fusion rules to maximize
IF.
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Figure 3.15: An example of Φ1 satisfying PU1|H(1 | 0) = PU1|H(1 | 1).

Claim 2: Given any Φ1 satisfying PU1|H(1 | 0) = PU1|H(1 | 1) and any
Φ2, the maximum achievable IF of the parallel distributed detection net-
work is equal to I2 (the mutual information between H and U2).

Based on Claim 2 whose proof is provided in Appendix B, the solution to
the above optimization problem is to choose any Φ1 meeting the constraint
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PU1|H(1 | 0) = PU1|H(1 | 1) and to optimize Φ2 to attain the maximum I2.
The latter optimization problem has been solved in Chapter 2. Thus, the
optimal Φ2 is a L0R1 threshold rule with detection threshold t2 shown in
Figure 2.10. ϕF4 (uF = u2) and ϕF13 (uF ̸= u2) are the two equivalent opti-
mal fusion rules to the optimization problem. The result of the maximum IF
is given in Figure 3.16 when IE is reduced to 0 bits. Comparing the results
in Figures 3.14 and 3.16, we can find a high cost of IF is paid to suppress
IE, e.g., the maximum IF reduces by 31% when PH(0) = 0.5.
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Figure 3.16: Maximum IF against PH(0) of the distributed detection net-
work when IE is reduced to 0 bits.

3.6 Privacy Leakage of the Fusion Decision Eval-
uated by Mutual Information

In this section, the privacy leakage of the fusion decision is evaluated by
the mutual information between UF and eavesdropper. Although there is
no real information flow in the path, the criterion still represents some kind
of privacy leakage risk. The same as the previous section, there is no differ-
ence in IEF when the eavesdropper is uninformed or informed. IEF can be
expressed as

IEF =
∑
u1,uF

PU1,UF
(u1, uF) log2

PU1,UF
(u1, uF)

PU1(u1)PUF
(uF)

AAAAAAAAAAAAAAAI

52



=PU1,UF
(0, 0) log2

PU1,UF
(0, 0)

PU1(0)PUF
(0)

+PU1,UF
(1, 0) log2

PU1,UF
(1, 0)

PU1(1)PUF
(0)

+PU1,UF
(0, 1) log2

PU1,UF
(0, 1)

PU1(0)PUF
(1)

+PU1,UF
(1, 1) log2

PU1,UF
(1, 1)

PU1(1)PUF
(1)

= {PUF
(0)− PU1,UF

(1, 0)} log2
PUF

(0)− PU1,UF
(1, 0)

{1− PU1(1)}PUF
(0)

+PU1,UF
(1, 0) log2

PU1,UF
(1, 0)

PU1(1)PUF
(0)

+PU1,UF
(0, 1) log2

PU1,UF
(0, 1)

{1− PU1(1)} {1− PUF
(0)}

+ {1− PUF
(0)− PU1,UF

(0, 1)} log2
1− PUF

(0)− PU1,UF
(0, 1)

PU1(1) {1− PUF
(0)}

(3.26)

where

PU1(1) =
∑
h

PU1,H(1, h)

=
∑
h

PU1|H(1 | h)PH(h) (3.27)

PUF
(0) =

∑
u1,u2,h

PUF,U1,U2,H(0, u1, u2, h)

=
∑

u1,u2,h

PUF|U1,U2,H(0 | u1, u2, h)PU1,U2,H(u1, u2, h)

=
∑

u1,u2,h

PUF|U1,U2
(0 | u1, u2)PU1,U2|H(u1, u2 | h)PH(h)

=
∑

u1,u2,h

PUF|U1,U2
(0 | u1, u2)PU1|H(u1 | h)PU2|H(u2 | h)PH(h)

(3.28)

PU1,UF
(1, 0) =PU1|UF

(1 | 0)PUF
(0)

=
∑
u2

PU1,U2|UF
(1, u2 | 0)PUF

(0)

=
∑
u2

PUF|U1,U2
(0 | 1, u2)PU1,U2(1, u2)

=
∑
u2,h

PUF|U1,U2
(0 | 1, u2)PU1,U2,H(1, u2, h)

=
∑
u2,h

PUF|U1,U2
(0 | 1, u2)PU1,U2|H(1, u2 | h)PH(h)AAAAA
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AAAAAAA =
∑
u2,h

PUF|U1,U2
(0 | 1, u2)PU1|H(1 | h)PU2|H(u2 | h)PH(h)

(3.29)

PU1,UF
(0, 1) =PU1|UF

(0 | 1)PUF
(1)

=
∑
u2

PU1,U2|UF
(0, u2 | 1)PUF

(1)

=
∑
u2

PUF|U1,U2
(1 | 0, u2)PU1,U2(0, u2)

=
∑
u2,h

PUF|U1,U2
(1 | 0, u2)PU1,U2,H(0, u2, h)

=
∑
u2,h

PUF|U1,U2
(1 | 0, u2)PU1,U2|H(0, u2 | h)PH(h)

=
∑
u2,h

PUF|U1,U2
(1 | 0, u2)PU1|H(0 | h)PU2|H(u2 | h)PH(h)

(3.30)

When the distributed detection network is optimized with respect to the
maximum IF, the corresponding IEF is presented in Figure 3.17.
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Figure 3.17: Privacy leakage assessed in IEF against PH(0) when the dis-
tributed detection network is optimized with the maximum IF and an eaves-
dropper is present.

In the figure, the mutual information between the fusion decision and
eavesdropper is much higher than that between the hypothesis and fusion
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decision. There are a lot of ways to suppress IEF. We still consider the
extreme case to make it to be 0 bits.

Firstly, let us assume that the fusion node makes the decision UF based
on U2 and ignores U1. Then, only the two one-to-one fusion rules are appli-
cable for the fusion node and they are equivalent (the other two rules will
result in IF = 0 bits). Here, the fusion rule uF = u2 is chosen. Based on
the analysis in the previous section, we can obtain IEF = 0 bits by making
PU1|UF

(1 | 0) = PU1|UF
(1 | 1) where

PU1|UF
(1 | 0) =

PU1,UF
(1, 0)

PUF
(0)

(3.31)

PU1|UF
(1 | 1) =

PU1,UF
(1, 1)

PUF
(1)

(3.32)

Therefore, an equivalent condition is

PU1,UF
(1, 0)PUF

(1) = PU1,UF
(1, 1)PUF

(0) (3.33)

Since the fusion rule in the problem is uF = u2,

PU1,UF
(1, 0) =PU1|H(1 | 0)PU2|H(0 | 0)PH(0)

+PU1|H(1 | 1)PU2|H(0 | 1)PH(1)
(3.34)

PU1,UF
(1, 1) =PU1|H(1 | 0)PU2|H(1 | 0)PH(0)

+PU1|H(1 | 1)PU2|H(1 | 1)PH(1)
(3.35)

PUF
(1) = PU2|H(1 | 0)PH(0) + PU2|H(1 | 1)PH(1) (3.36)

PUF
(0) = PU2|H(0 | 0)PH(0) + PU2|H(0 | 1)PH(1) (3.37)

Substitute Equations (3.34), (3.35), (3.36), and (3.37) into the condition in
Equation (3.33). After some simple calculation, the condition in Equation
(3.33) finally reduces to PU1|H(1 | 0) = PU1|H(1 | 1) which is also the con-
dition to suppress IE = 0 bits. That means zero IEF and zero IE could be
achieved at the same time.
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Chapter 4

Conclusion

4.1 Summary

In this thesis project, we focus on the privacy assessment of a parallel dis-
tributed detection network and attempt to design privacy-concerned dis-
tributed detection systems.

Although wireless sensor networks are much more complex in practice,
our preliminary study only involves a simple parallel distributed detection
system. It provides fundamental concepts and some interesting results which
are important for designing a more complex system. Our model consists
of a binary hypothesis phenomenon, two conditionally independent sensors
whose observations are corrupted by two identical and independent standard
normal distributed noises, and a fusion node whose observations are the
hard detection results of the sensors without distortion. As a reference,
the parallel distributed detection network is optimized by PBPO methods
to achieve the minimum error probability PFE or the maximum mutual
information IF without considering any attacks.

The security threat is assumed to come from a passive eavesdropper
which overhears the detection result U1. We further classify the eavesdrop-
per to be uninformed or informed based on its knowledge about the system.
To assess the privacy issue of the distributed detection network, we propose
four privacy leakage criteria. Besides the common studied privacy leakage
of the binary hypothesis phenomenon evaluated by error probability PEE

or mutual information IE, the privacy leakage of the fusion decision is also
discussed in the project and evaluated by error probability PEFE or mutual
information IEF.

When assessing the privacy leakage of the optimized system with the
minimum PFE by PEE in an uninformed eavesdropper attack, we find that
employing the global optimal L1R0 Φ1 results in a high error probability
PEE while not affecting the optimal performance of the system. However, if
the eavesdropper is informed, PEE is always lower than 0.34 in the optimal
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distributed detection network. The analysis shows an upper bound that
PEE ≤ min{PH(0), PH(1)} in the case. Taking into account maximizing
PEE to its upper bound, we obtain a privacy-constraint optimal distributed
detection network whose minimum PFE increases by 0.04 at PH(0) = 0.5
compared with the minimum PFE of the optimal system.

Similarly, when the distributed detection network is optimized with the
minimum PFE and an uninformed eavesdropper is present, employing the
global detection and fusion rule set with L1R0 Φ1 and Φ2 can suppress the
privacy leakage of the fusion decision evaluated by PEFE without degener-
ating the optimal performance of the system. The above method is not
applicable when an informed eavesdropper is present. To reduce the privacy
leakage of the fusion decision to an informed eavesdropper, we propose a
simple solution to deactivate the sensor S1 and optimize the remaining sin-
gle senor detection network. Compared with the corresponding results of
the optimal distributed detection system, the simulation shows that PEFE

and PFE of the proposed optimal single sensor detection network increase by
0.32 and 0.04 respectively at PH(0) = 0.5. In theory, the proposed solution
works fine to reduce the privacy leakage significantly at a relatively low cost
of performance degeneration. However, it is too idealized in practice since
the eavesdropper in our solution is in fact no longer an eavesdropper.

If we assess the privacy leakage of the system by mutual information IE,
the result is the same no matter the eavesdropper is uninformed or informed.
When the distributed detection network is optimized with the maximum IF,
the achievable IF is about 0.16 bits at PH(0) = 0.5 while the corresponding
privacy leakage criterion IE is about 0.1 bits. In the project, we consider
an extreme case to suppress IE = 0 bits, which can be satisfied when the
detection rule Φ1 meets a constraint PU1|H(1 | 0) = PU1|H(1 | 1). With
this constraint, we obtain another privacy-concerned optimal system whose
IF reduces to 0.11 bits when PH(0) = 0.5. A high cost of IF decrease is
paid to achieve zero privacy leakage. The fact reminds us that it is neces-
sary to make a trade-off between the privacy leakage suppression and the
system’s performance. For example, we can study the performance degen-
erations corresponding to reducing IE to some acceptable low levels rather
than absolute zero.

The same as the case of IE, the privacy leakage criterion IEF keeps
the same no matter the eavesdropper is uninformed or informed. When
the distributed detection system is optimized with the maximum mutual
information IF, we observe that IEF is even larger than the corresponding
IF. Again, we consider to reduce IEF to 0 bits. The analysis reveals that the
obtained privacy-constraint optimal system to realize zero IE also achieves
zero IEF.

All the results and conclusions are obtained from the studies of the sim-
ple parallel distributed detection network. Therefore, most of them cannot
be applied directly in privacy problems of other distributed detection sys-
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tems. However, we believe that the contribution of the thesis project is
not meaningless. In this project, we consider the fusion decision as a pri-
vacy leakage source, which is commonly neglected in previous studies. The
proposed privacy leakage criteria can be employed in the further works. In
addition, the solution ideas might be helpful in the more general studies.

4.2 Future Work

In further works, we can discuss the privacy issue of distributed detection
networks with more general conditions. The topology of the network is not
necessary to be parallel or symmetric. The number of the sensors should not
be constrained to two. The communications within the network may not
be perfect without distortion or corruption. The information eavesdropped
on may be more than the detection result of a sensor. The eavesdropped
link may be unknown. When optimizing the distributed detection system,
Neyman-Pearson approach can be discussed.
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Appendix A

Proof of Claim 1

Here, the proof of Claim 1 on Page 38 is provided.
Given Φ2 and ΦF, recall the algorithm to refine Φ1 in Equations (2.6)

and (2.7). Firstly, let us discuss the case of a1 > 0 and a2 > 0. In this
case, the optimal Φ1 is a L0R1 detection rule with threshold t1 =

1
2 + ln a1

a2
.

When y1 < t1, a1fY1|H(y1 | 0) > a2fY1|H(y1 | 1). Otherwise, a1fY1|H(y1 |
0) < a2fY1|H(y1 | 1). Suppose two non-optimal L0R1 detection rules with
thresholds ta and tb.

If ta > tb > t1, the Bayes risk (PFE) corresponding to the non-optimal
L0R1 detection rule with threshold ta is

c+

∫ +∞

ta

a1fY1|H(y1 | 0)dy1+
∫ tb

−∞
a2fY1|H(y1 | 1)dy1+

∫ ta

tb

a2fY1|H(y1 | 1)dy1

(A.1)
and the Bayes risk of the non-optimal L0R1 rule with threshold tb is

c+

∫ +∞

ta

a1fY1|H(y1 | 0)dy1+
∫ tb

−∞
a2fY1|H(y1 | 1)dy1+

∫ ta

tb

a1fY1|H(y1 | 0)dy1

(A.2)
where c is a constant. The two expressions are different in their last terms.
Since ta > tb > t1, a1fY1|H(y1 | 0) < a2fY1|H(y1 | 1) for tb < y1 < ta. That

means
∫ ta
tb

a1fY1|H(y1 | 0)dy1 <
∫ ta
tb

a2fY1|H(y1 | 1)dy1 and the Bayes risk of
the L0R1 detection rule with threshold tb is smaller than that of the L0R1
detection rule with threshold ta.

If ta < tb < t1, the Bayes risk corresponding to the non-optimal L0R1
detection rule with threshold ta is

c+

∫ +∞

tb

a1fY1|H(y1 | 0)dy1+
∫ ta

−∞
a2fY1|H(y1 | 1)dy1+

∫ tb

ta

a1fY1|H(y1 | 0)dy1

(A.3)
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and the Bayes risk of the non-optimal L0R1 rule with threshold tb is

c+

∫ +∞

tb

a1fY1|H(y1 | 0)dy1+
∫ ta

−∞
a2fY1|H(y1 | 1)dy1+

∫ tb

ta

a2fY1|H(y1 | 1)dy1

(A.4)
Since ta < tb < t1, a1fY1|H(y1 | 0) > a2fY1|H(y1 | 1) for ta < y1 < tb. That

means
∫ tb
ta

a2fY1|H(y1 | 1)dy1 <
∫ tb
ta

a1fY1|H(y1 | 0)dy1 and the Bayes risk of
the L0R1 detection rule with threshold tb is smaller than that of the L0R1
detection rule with threshold ta.

When a1 < 0 and a2 < 0, the optimal Φ1 is a L1R0 detection rule with
threshold t1 = 1

2 + ln a1
a2
. If y1 > t1, a1fY1|H(y1 | 0) > a2fY1|H(y1 | 1).

Otherwise, a1fY1|H(y1 | 0) < a2fY1|H(y1 | 1). Here, we also assume two
non-optimal L1R0 detection rules with thresholds ta and tb.

If ta > tb > t1, the Bayes risk corresponding to the non-optimal L1R0
detection rule with threshold ta is

c+

∫ tb

−∞
a1fY1|H(y1 | 0)dy1+

∫ +∞

ta

a2fY1|H(y1 | 1)dy1+
∫ ta

tb

a1fY1|H(y1 | 0)dy1

(A.5)
and the Bayes risk of the non-optimal L1R0 rule with threshold tb is

c+

∫ tb

−∞
a1fY1|H(y1 | 0)dy1+

∫ +∞

ta

a2fY1|H(y1 | 1)dy1+
∫ ta

tb

a2fY1|H(y1 | 1)dy1

(A.6)
Since ta > tb > t1, a1fY1|H(y1 | 0) > a2fY1|H(y1 | 1) for tb < y1 < ta. That

means
∫ ta
tb

a2fY1|H(y1 | 1)dy1 <
∫ ta
tb

a1fY1|H(y1 | 0)dy1 and the Bayes risk of
the L1R0 detection rule with threshold tb is smaller than that of the L1R0
detection rule with threshold ta.

If ta < tb < t1, the Bayes risk corresponding to the non-optimal L1R0
detection rule with threshold ta is

c+

∫ ta

−∞
a1fY1|H(y1 | 0)dy1+

∫ +∞

tb

a2fY1|H(y1 | 1)dy1+
∫ tb

ta

a2fY1|H(y1 | 1)dy1

(A.7)
and the Bayes risk of the non-optimal L1R0 rule with threshold tb is

c+

∫ ta

−∞
a1fY1|H(y1 | 0)dy1+

∫ +∞

tb

a2fY1|H(y1 | 1)dy1+
∫ tb

ta

a1fY1|H(y1 | 0)dy1

(A.8)
Since ta < tb < t1, a1fY1|H(y1 | 0) < a2fY1|H(y1 | 1) for ta < y1 < tb. That

means
∫ tb
ta

a1fY1|H(y1 | 0)dy1 <
∫ tb
ta

a2fY1|H(y1 | 1)dy1 and the Bayes risk of
the L1R0 detection rule with threshold tb is smaller than that of the L1R0
detection rule with threshold ta.

To sum up the above analysis, given Φ2, ΦF, and the corresponding
optimal L0R1 (or L1R0) detection rule Φ1 with threshold t1 from Equation
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(2.7), the Bayes risk (PFE) is a decreasing function of non-optimal L0R1 (or
L1R0) detection rules whose thresholds are lower than t1 and an increasing
function of non-optimal L0R1 (or L1R0) detection rules with thresholds
higher than t1.
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Appendix B

Proof of Claim 2

Here, the proof of Claim 2 on Page 51 is provided.
Given the prior probability PH(0) = p and detection rule Φ2 whose

corresponding PU2|H(1 | 0) = pf2 and PU2|H(0 | 1) = pm2, the mutual
information I2 can be expressed as

I2 =
∑
u2,h

PU2,H(u2, h) log2
PU2,H(u2, h)

PU2(u2)PH(h)

= (1− pf2)p log2
1− pf2

(1− pf2)p+ pm2(1− p)︸ ︷︷ ︸
I2(1)

+ pf2p log2
pf2

pf2p+ (1− pm2)(1− p)︸ ︷︷ ︸
I2(2)

+ pm2(1− p) log2
pm2

(1− pf2)p+ pm2(1− p)︸ ︷︷ ︸
I2(3)

+(1− pm2)(1− p) log2
1− pm2

pf2p+ (1− pm2)(1− p)︸ ︷︷ ︸
I2(4)

(B.1)

We also assume that Φ1 satisfies PU1|H(1 | 0) = PU1|H(1 | 1) = 1 − A
(0 ≤ A ≤ 1). That means IE = 0 bits. In addition, an important inequality
to be used in the following proof is

x− 1 ≥ lnx (x > 0) (B.2)

If the fusion rule is ϕF1 (uF = 0) or ϕF16 (uF = 1), it is obvious that
IF = 0 bits.

If the fusion rule is ϕF6 (uF = u1) or ϕF11 (uF ̸= u1), it is easy to prove
that IF = IE = 0 bits.
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If the fusion rule is ϕF4 (uF = u2) or ϕF13 (uF ̸= u2), we can also prove
that IF = I2 in a similar way.

If the fusion rule is ϕF15 (uF = 0 iff u1 = u2 = 1),

IF =(1−A)pf2p log2
(1−A)pf2

(1−A)pf2p+ (1−A)(1− pm2)(1− p)︸ ︷︷ ︸
IF(1)

+ {1− (1−A)pf2} p

log2
1− (1−A)pf2

{1− (1−A)pf2} p+ {1− (1−A)(1− pm2)} (1− p)︸ ︷︷ ︸
IF(2)

+(1−A)(1− pm2)(1− p) log2
(1−A)(1− pm2)

(1−A)pf2p+ (1−A)(1− pm2)(1− p)︸ ︷︷ ︸
IF(3)

+ {1− (1−A)(1− pm2)} (1− p)

log2
1− (1−A)(1− pm2)

{1− (1−A)pf2} p+ {1− (1−A)(1− pm2)} (1− p)︸ ︷︷ ︸
IF(4)

(B.3)
where the first term IF(1) = (1−A)I2(2) ≤ I2(2) and the third term IF(3) =
(1 − A)I2(4) ≤ I2(4). Then, the derivative of the second term in Equation
(B.3) with respect to A is

∂IF(2)

∂A
=

p

ln 2

{
pf2 −

{1− (1−A)pf2} {pf2p+ (1− pm2)(1− p)}
{1− (1−A)pf2} p+ {1− (1−A)(1− pm2)} (1− p)

}
+

p

ln 2
pf2 ln

1− (1−A)pf2
{1− (1−A)pf2} p+ {1− (1−A)(1− pm2)} (1− p)

(2)

≤ p

ln 2

{
pf2 −

{1− (1−A)pf2} {pf2p+ (1− pm2)(1− p)}
{1− (1−A)pf2} p+ {1− (1−A)(1− pm2)} (1− p)

}
+

p

ln 2
pf2

{
1− (1−A)pf2

{1− (1−A)pf2} p+ {1− (1−A)(1− pm2)} (1− p)
− 1

}
=

1

ln 2

p(1− p) {1− (1−A)pf2} (pf2 + pm2 − 1)

{1− (1−A)pf2} p+ {1− (1−A)(1− pm2)} (1− p)

(B.4)

where the inequality is based on the property in Equation (B.2). In the
similar way, an upper bound of the derivative of IF(4) with respect to A is
obtained as

∂IF(4)

∂A
≤ 1

ln 2

p(1− p) {1− (1−A)(1− pm2)} (1− pf2 − pm2)

{1− (1−A)pf2} p+ {1− (1−A)(1− pm2)} (1− p)
(B.5)
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The derivative of the sum IF(2) + IF(4) with respect to A is

∂ {IF(2) + IF(4)}
∂A

≤ 1

ln 2

−p(1− p)(1−A)(1− pf2 − pm2)
2

{1− (1−A)pf2} p+ {1− (1−A)(1− pm2)} (1− p)

≤0
(B.6)

Therefore, IF(2) + IF(4) is a decreasing function of A and its achievable
maximum value is I2(1) + I2(3) when A = 0. Finally, we can conclude that
IF ≤ I2 when ϕF15 is employed.

Following the similar way as the proof of ϕF15 case, we can also prove
that IF ≤ I2 if the fusion rule is ϕF2, ϕF3, ϕF5, ϕF8, ϕF9, ϕF12, or ϕF14.

If the fusion rule is ϕF7 (uF = |u1 − u2|),

IF = {A(1− pf2) + (1−A)pf2} p

log2
A(1− pf2) + (1−A)pf2

{A(1− pf2) + (1−A)pf2} p+ {Apm2 + (1−A)(1− pm2)} (1− p)

+ {Apf2 + (1−A)(1− pf2)} p

log2
Apf2 + (1−A)(1− pf2)

{Apf2 + (1−A)(1− pf2)} p+ {A(1− pm2) + (1−A)pm2} (1− p)

+ {Apm2 + (1−A)(1− pm2)} (1− p)

log2
Apm2 + (1−A)(1− pm2)

{A(1− pf2) + (1−A)pf2} p+ {Apm2 + (1−A)(1− pm2)} (1− p)

+ {A(1− pm2) + (1−A)pm2} (1− p)

log2
A(1− pm2) + (1−A)pm2

{Apf2 + (1−A)(1− pf2)} p+ {A(1− pm2) + (1−A)pm2} (1− p)
(B.7)

The derivative of IF in Equation (B.7) with respect to A is

∂IF
∂A

=
p

ln 2

{
2pf2 − 1

G

G

− {(1−A)(1− pf2) +Apf2} {p(2pf2 − 1) + (1− p)(1− 2pm2)}
p {(1−A)(1− pf2) +Apf2}+ (1− p) {A(1− pm2) + (1−A)pm2}

}
+
1− p

ln 2

{
1− 2pm2

G

G

− {p(2pf2 − 1) + (1− p)(1− 2pm2)} {A(1− pm2) + (1−A)pm2)}
p {(1−A)(1− pf2) +Apf2}+ (1− p) {A(1− pm2) + (1−A)pm2}

}
+

p

ln 2

{
1− 2pf2

G

G

− {A(1− pf2) + (1−A)pf2} {p(1− 2pf2) + (1− p)(2pm2 − 1)}
p {A(1− pf2) + (1−A)pf2}+ (1− p) {(1−A)(1− pm2) +Apm2}

}
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GGI+
1− p

ln 2

{
2pm2 − 1

G

G

− {(1−A)(1− pm2) +Apm2} {p(1− 2pf2) + (1− p)(2pm2 − 1)}
p {A(1− pf2) + (1−A)pf2}+ (1− p) {(1−A)(1− pm2) +Apm2}

}

+
p

ln 2
(2pf2 − 1) ln

{
(1−A)(1−pf2)+Apf2

p{(1−A)(1−pf2)+Apf2}+(1−p){A(1−pm2)+(1−A)pm2}

}
{

A(1−pf2)+(1−A)pf2
p{A(1−pf2)+(1−A)pf2}+(1−p){(1−A)(1−pm2)+Apm2}

}
+
1− p

ln 2
(1− 2pm2) ln

{
A(1−pm2)+(1−A)pm2

p{(1−A)(1−pf2)+Apf2}+(1−p){A(1−pm2)+(1−A)pm2}

}
{

(1−A)(1−pm2)+Apm2

p{A(1−pf2)+(1−A)pf2}+(1−p){(1−A)(1−pm2)+Apm2}

}
(B.8)

If 2pf2 − 1 > 0, 1 − 2pm2 > 0, and 0 ≤ A < 0.5, we can find an upper
bound of the derivative in Equation (B.8) as

∂IF
∂A

≤ p

ln 2

{
2pf2 − 1

G

G

− {(1−A)(1− pf2) +Apf2} {p(2pf2 − 1) + (1− p)(1− 2pm2)}
p {(1−A)(1− pf2) +Apf2}+ (1− p) {A(1− pm2) + (1−A)pm2}

}
+
1− p

ln 2

{
1− 2pm2

G

G

− {p(2pf2 − 1) + (1− p)(1− 2pm2)} {A(1− pm2) + (1−A)pm2)}
p {(1−A)(1− pf2) +Apf2}+ (1− p) {A(1− pm2) + (1−A)pm2}

}
+

p

ln 2

{
1− 2pf2

G

G

− {A(1− pf2) + (1−A)pf2} {p(1− 2pf2) + (1− p)(2pm2 − 1)}
p {A(1− pf2) + (1−A)pf2}+ (1− p) {(1−A)(1− pm2) +Apm2}

}
+
1− p

ln 2

{
2pm2 − 1

G

G

− {(1−A)(1− pm2) +Apm2} {p(1− 2pf2) + (1− p)(2pm2 − 1)}
p {A(1− pf2) + (1−A)pf2}+ (1− p) {(1−A)(1− pm2) +Apm2}

}
+
p(2pf2 − 1)

ln 2
{

(1−A)(1−pf2)+Apf2
p{(1−A)(1−pf2)+Apf2}+(1−p){A(1−pm2)+(1−A)pm2}

}
{

A(1−pf2)+(1−A)pf2
p{A(1−pf2)+(1−A)pf2}+(1−p){(1−A)(1−pm2)+Apm2}

} − 1


+
(1− p)(1− 2pm2)

ln 2
{

A(1−pm2)+(1−A)pm2

p{(1−A)(1−pf2)+Apf2}+(1−p){A(1−pm2)+(1−A)pm2}

}
{

(1−A)(1−pm2)+Apm2

p{A(1−pf2)+(1−A)pf2}+(1−p){(1−A)(1−pm2)+Apm2}

} − 1
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AA=
p(p− 1)(2A− 1)

{A(2pf2 − 1)− pf2} {1− pm2 +A(2pm2 − 1)}
(1− pf2 − pm2)

2

pm2 − p(pf2 + pm2 − 1) +A {1− 2pm2 + 2p(pf2 + pm2 − 1)}
≤0

(B.9)

If 2pf2 − 1 > 0, 1 − 2pm2 > 0, and 0.5 < A ≤ 1, we can find a lower
bound of the derivative in Equation (B.8) as

∂IF
∂A

≥ p

ln 2

{
2pf2 − 1

G

G

− {(1−A)(1− pf2) +Apf2} {p(2pf2 − 1) + (1− p)(1− 2pm2)}
p {(1−A)(1− pf2) +Apf2}+ (1− p) {A(1− pm2) + (1−A)pm2}

}
+
1− p

ln 2

{
1− 2pm2

G

G

− {p(2pf2 − 1) + (1− p)(1− 2pm2)} {A(1− pm2) + (1−A)pm2)}
p {(1−A)(1− pf2) +Apf2}+ (1− p) {A(1− pm2) + (1−A)pm2}

}
+

p

ln 2

{
1− 2pf2

G

G

− {A(1− pf2) + (1−A)pf2} {p(1− 2pf2) + (1− p)(2pm2 − 1)}
p {A(1− pf2) + (1−A)pf2}+ (1− p) {(1−A)(1− pm2) +Apm2}

}
+
1− p

ln 2

{
2pm2 − 1

G

G

− {(1−A)(1− pm2) +Apm2} {p(1− 2pf2) + (1− p)(2pm2 − 1)}
p {A(1− pf2) + (1−A)pf2}+ (1− p) {(1−A)(1− pm2) +Apm2}

}
−p(2pf2 − 1)

ln 2
{

A(1−pf2)+(1−A)pf2
p{A(1−pf2)+(1−A)pf2}+(1−p){(1−A)(1−pm2)+Apm2}

}
{

(1−A)(1−pf2)+Apf2
p{(1−A)(1−pf2)+Apf2}+(1−p){A(1−pm2)+(1−A)pm2}

} − 1


−(1− p)(1− 2pm2)

ln 2
{

(1−A)(1−pm2)+Apm2

p{A(1−pf2)+(1−A)pf2}+(1−p){(1−A)(1−pm2)+Apm2}

}
{

A(1−pm2)+(1−A)pm2

p{(1−A)(1−pf2)+Apf2}+(1−p){A(1−pm2)+(1−A)pm2}

} − 1


=

p(p− 1)(1− 2A)

{A(2pf2 − 1)− pf2 + 1} {A(2pm2 − 1)− pm2}
(1− pf2 − pm2)

2

pm2 − 1− p(pf2 + pm2 − 1) +A {1− 2pm2 + 2p(pf2 + pm2 − 1)}
≥0

(B.10)
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Thus, IF in Equation (B.8) is a decreasing function when 0 ≤ A <
0.5 and an increasing function when 0.5 < A ≤ 1 if 2pf2 − 1 > 0 and
1−2pm2 > 0. In fact, the same conclusion could be obtained if 2pf2−1 < 0
or 1−2pm2 < 0 following a similar proof procedure. Finally, we can conclude
that when ϕF7 is employed, the maximum IF is equal to I2 when A = 0, 1.
In other words, IF ≤ I2 in this case.

Following the similar way as the proof of ϕF7 case, we will find that
IF ≤ I2 if the fusion rule is ϕF10.

In combination, for any given Φ2 and any Φ1 meeting the constraint
PU1|H(1 | 0) = PU1|H(1 | 1), the maximum achievable IF of the parallel
distributed detection system is equal to I2.
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