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Abstract 

 

Telemedicine extends medical services to patients in remote areas. Due to the trend of 

population ageing, telemedicine becomes more and more popular. The Internet provides great 

opportunity for transmitting medical data. However the Internet is unreliable, some 

uncontrollable network behaviors (such as packet loss, packet delay) influence the quality of 

medical services greatly. Additionally, most existing medical data formats are designed for 

storing medical records not for streaming medical data over an unreliable medium. In order to 

promote the efficiency and achieve the error control of medical sensor data streaming service, 

this project aims to 1) investigate different streaming protocols and encoding strategies; 2) 

empirically evaluate these encoding strategies and find an optimum choice. 

 

In this project, we focus on a home-based electrocardiograph (ECG) sensor monitoring 

service which requires little overhead, low latency and constant data rate. We develop a 

framework for testing the efficiency of medical streaming service, and empirically evaluate 

four forward error correction (FEC) encoding strategies with different erasure codes (XOR 

cod, RS code) and block interleavers. The performances of the four encoding strategies are 

measured by calculating the Repair Rate & Peak Signal Noise Ratio (PSNR), and the 

processing times of these encoders are measured as well. Network simulation is used to 

establish the unreliable network and Network Simulator 3 (NS3) is employed as the 

simulation tool. 

 

From the simulation results, we come up the conclusions: Firstly, the average burst error 

length of a network is the key factor which influences the performance comparison of the four 

encoding strategies. Secondly, interleaving provides positive impact when packet losses are 

bursty; while it results in negative impact when packet losses are scattered. Based on the 

conclusions above, FEC-XOR-Interleaving encoding strategy is the optimum choice for the 

home-based ECG sensor monitoring scenario. 

 

Keywords: telemedicine, medical sensor, encoding strategy, streaming protocol 
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Chapter 1 Introduction 

 

1.1 Background 

 

Telemedicine is a technique that extends medical care from hospitals to patients in remote 

locations. As an emerging technology, it is attractive which saves patients‟ money and 

hospitals‟ medical resources as well. Due to the trend of population ageing, research shows the 

ratio of retirees to workers in Europe will increase from 0.27 to 0.54 by 2050 [1], telemedicine 

has become more and more popular. Telemedicine services rely on the telecommunication 

infrastructure, and the Internet offers a widely used, standardized interface system to deliver 

medical flow [2]. However, the Internet is unreliable. Some uncontrolled network behaviors 

(e.g. packet loss, packet delay) can reduce the quality of telemedicine services. In addition, 

most existing medical data formats (e.g. SCP-ECG standard
1
, MFER

2
) are designed for storing 

medical records. For transmitting medical data through the Internet efficiently, there are little 

relevant research findings. 

 

There are two methods for transmitting medical data, which are Real-time and 

Store-and-forward [3]. Store-and-forward means before forwarding a data file, the whole file 

has already been stored on a server. This thesis focuses on a continuous home-based 

electrocardiograph (ECG) sensor monitoring scenario. This type of monitoring can be 

considered as real-time (or more precisely quasi-real-time) monitoring, even though the 

healthcare requirements do not dictate strict real-time constraints. Since the medical data is 

sent continuously, its flow can be described as a stream. The same as other streaming services, 

emerging healthcare monitoring scenario requires continuous stable data flow and high data 

rates. 

 

Figure 1 shows a model of Healthcare Monitoring System. The medical sensor collects 

bio-data from a patient. The streaming server delivers patient‟s data over an unreliable 

network to the remote-end point in a hospital.  

 

                                                   
1 OpenECG Portal http://www.openecg.net/ 
2 Medical waveform Format Encoding Rules http://www.mfer.org/en/index.htm 
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Medical data 

streaming 

server

Patient Medical 

sensor
Remote end-point

Unreliable network

 

Figure 1 Healthcare Monitoring System 

 

1.2 Context of the project 

 

This project is carried out in the context of the Vinnova-Carenet Project
3
. The Carenet project 

mainly focuses on two care pathways which are prematurely born babies and post-gastric 

surgery patients. The prematurely born babies are born less than 37 weeks gestational age [4]. 

Commonly, organs of premature babies are not mature enough; hence the babies will be kept 

in infant incubators
4
 in hospitals. While in Sweden the law requires parents to be permitted to 

move into the hospital during this time, which will increases their spending for renting rooms. 

Therefore it is attractive to send the babies home and monitoring them remotely. The 

post-gastric surgery patients are terminal patients who suffer lots of pain. However, the living 

conditions in hospitals could be challenging sometimes. In both of the scenarios, these 

patients are considered to be sent home with a set of medical devices, which is called a 

Carenet Home Extension Kit (see, Figure 2). These medical devices includes: 1) a High 

Definition Video Conference (HDVC) client, which is used for patient to doctor 

communications, for example when parents find any abnormal situation with their baby, they 

can start a video call with care-giver; 2) a set of medical sensors to obtain patient bio-data; 

and 3) a consumer electronic device which helps consumer access to a personal health 

records. 

 

The Internet

Patient Medical 
sensors

HDVC client

Residential 
gateway

Hospital

 

Figure 2 Carenet Home Extension System 

 

                                                   
3 CareNet: an advanced research network infrastructure in Stockholm, Sweden http://www.carenet-se.se/ 
4 Equipment of neonatal intensive care, http://en.wikipedia.org/wiki/Incubator_(neonatal)#Incubator 
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In this project, we focus on a home-based neonatal monitoring service within the Carenet 

project. We assume a premature baby needs a several weeks‟ monitoring health care, and a 

High-definition Video feed is used as a supplement. There are some vital signs for monitoring 

an infant, such as ECG, blood pressure, temperature and pulse oximetry. We take ECG as our 

research object in this project, due to its relative high sampling rate which could be a 

challenge of medical data streaming service. In order to promote the efficiency and achieve 

the error control of home-based neonatal monitoring service, this project aims to 1) study 

current researches relevant to streaming protocols and error correction encoding strategies; 2) 

empirically evaluate these encoding strategies over various network conditions to reduce the 

cost of associated systems. 

 

1.3 Challenges 

 

There are several Challenges faced by the design of home-based neonatal monitoring service. 

Firstly, telemedicine monitoring service has very high potential to be deployed in rural areas, 

due to their relative limited medical resources. However, in most rural areas, their network 

infrastructures are not well developed; this problem is even faced by most developed 

countries. The challenging of network is not only due to the limited bandwidth, but also the 

transmission latencies. Mobile broadband, such as 3G, UMTS and LTE standards, could 

alleviate the network problems in rural areas; however flat rates pricing have not been 

adopted in most countries. Therefore, in order to ensure the efficient usage of 

telecommunication resources, the overhead of home-based neonatal monitoring service 

should be minimized. 

 

Moreover, telemedicine monitoring service aims to transmit medical data collected by 

medical devices from patients‟ home to a remote end point in the hospital. As we introduced 

earlier, a set of medical sensors could be used for monitoring a patient of multiple vital signs. 

The medical data collected by multi-sensor monitoring system could be used to correlate, 

validate or verify the patient‟s current state. In this case, the display lag of one sensor could 

results in synchronization problem. Moreover, random delays result in buffering at the remote 

end point, which could waste computation resources for a large-sized patient monitoring 

infrastructure. 

 

Lastly, another challenge faced by telemedicine monitoring infrastructures is the rapid growth 

of the population size that needs to be monitored, due to the trend of population ageing. For a 

large scale telemedicine monitoring infrastructure, adding even small overheads could 

multiply, which would cause scalability problem. In the same way, adding even small 

resources could require larger financial investments as well. Therefore, it is important to keep 

overheads as small as possible. 

 

Based on the analysis above, we could see that small overhead and low latency are two 

important factors which influence the design of the home-based neonatal monitoring service. 

An efficient medical sensor monitoring service should provide not only the benefit of error 
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control, but also small overhead and low latency.  

 

1.4 Motivations for the project 

 

Two factors that motivate the project are discussed in this section.  

Firstly, there exist many home healthcare products in patient monitoring market. For example 

Philips IntelliVue X2
5
, it provides patient ECG, pulse oximetry, blood pressure report and 

central surveillance & clinical decision support
6
. However, these products are closed systems 

using proprietary encoding standard. Evaluating different encoding strategies helps the 

Carenet project establish its own encoding standard. 

 

Moreover, erasure code (e.g. RS code, XOR code) and block interleaver are two components 

of a FEC encoding strategy over the binary erasure channel (e.g. the Internet): RS code can 

detect and correct multiple errors; XOR code can detect and correct a single error; and block 

interleaver is commonly used to improve the performance with bursty errors. However, little 

previous work has compared the performance of different error correction encoding strategies 

over the Internet. For example, in [5], the authors measured the PSNR of video transmission 

with RS code; in [9], the packet arrival rate of ECG data with XOR-Interleaving code was 

measured. Both of the research only measured the performance of one encoding strategy with 

different parameters, and from their work we could see that both RS code and 

XOR-Interleaving code can reduce the packet error rate significantly. Therefore, it would be 

interesting to compare the performance of ECG data streaming service with different 

encoding strategies, which could help increase the efficiency of home-based neonatal 

monitoring service. 

  

                                                   
5 IntelliVue X2 patient monitor, 
http://www.healthcare.philips.com/in_en/products/patient_monitoring/products/intellivue_mms_x2/index.wpd 
6 IntelliVue Information Center, 
http://www.healthcare.philips.com/in_en/products/patient_monitoring/products/IntelliVue_Information_Center/ind
ex.wpd 
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Chapter 2 Background 

In this chapter we present the background knowledge required to understand the thesis and 

discuss the related work done in the area. 

 

2.1 Medical data 

 

In this project ECG is taken as our research object, due to its relative high sampling rate 

(blood pressure and temperature are measured once per several minutes). There are two 

attributes in each ECG source data unit, which are Value (mV) and Elapsed time, as shown in 

Table 1: 

 

Table 1 ECG data format (obtained from [6]). 

Elapsed time 

hh:mm:ss.mmm  

ECG(mV) Describe record 

0:00.000 -0.060 Record apnea-ecg/a01 

Sampling frequency: 100 Hz 

Gain: 200 adu/mV 

Initial value: -12 

 0:00.010 -0.065 

 0:00.020 -0.060 

 0:00.030 -0.075 

 0:00.040 -0.065 

 0:00.050 -0.070 

 0:00.060 -0.070 

 0:00.070 -0.090 

 0:00.080 -0.080 

 0:00.090 -0.095 

 0:00.100 -0.080 

 0:00.110 -0.095 

0:00.120 -0.080 

0:00.130 -0.095 

0:00.140 -0.085 

 

 

2.2 Protocols for Streaming 

 

As defined in [7], Real Time Protocol (RTP) provides a packet format for delivering data 

streaming. The fields in RTP header (see, Table 2) provide important information for playback. 

For example, the Sequence Number is used to detect missing packets and the Timestamp is 

used for calculating the playback time for each received packet. RTP is used together with the 

Real Time Control Protocol (RTCP) which carries the control information of RTP flow. The 
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statistics information (e.g. lost packet number, round-trip time) sent by RTCP provides 

feedback on the quality of service (QoS).  

 

Table 2 RTP header format (Adapted from Figure “RTP packet header” of [7]) 

bit offset 0-1 2 3 4-7 8 9-15 15-31 

0 Version P X CC M PT Sequence Number 

32 Timestamp 

64 SSRC identifier 

96 CSRC identifier 

96+32×CC Profile-specific extension header ID Extension header length 

128+32×CC Extension header 

 

There are mainly two Transport layer protocols that can be used to carry RTP packets, which 

are the Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP). A third 

protocol, the Stream Transmission Control Protocol (SCTP), could also be employed; however 

it is not considered in this project, since it is not used widely on the public Internet and it is 

not well supported by residential gateways. TCP is a connection-oriented protocol, which 

guarantees reliability by employing retransmission mechanism; while UDP is a 

connectionless protocol, which provides an unreliable datagram service with a minimum 

mechanism [19]. 

 

2.3 Error Correction code 

 

In the area of coding theory, error correction is a technique which provides resistance to errors 

in transmission. 

 

2.3.1 Forward Error Correction 

As indicated in [8], Forward Error Correction (FEC) achieves error control by adding some 

redundant bits at the sender which are usually obtained by a predetermined function using a 

block of original bits as variables. FEC allows the receiver to detect and correct a certain 

number of errors. FEC increases the transmission reliability without using retransmission 

mechanism, while at the expense of bandwidth. 

 

Figure 3 shows a simple example of a FEC with XOR-based algorithm. The redundant packet 

is obtained by XOR sum the packet 1, packet 2, packet 3 and packet 4. In this case, at most 

one packet error can be corrected. As the right part of the figure shown, assuming packet 3 is 

missing, it can be corrected by calculating XOR sum of other packets (packet 1, packet 2, 

packet 4 and packet 5) within the corresponding FEC block. 
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Redundant packet

Transmit:

Block of 
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1

2

4

1

2

3

4

Redundant packet

Corrected 
packet

XOR
5

XOR

Packet loss

Receive：

 

Figure 3 FEC with XOR-based algorithm (Adapted from Figure 5 of [9]) 

 

Block Interleaving coding 

As indicated in [10], A block interleaver is used to reorders data in a non-contiguous 

permutation. The most important reason for using the block interleaver in FEC is that it can 

reduce errors rate remarkably when the burst losses occur that is a challenge for classical FEC. 

Because when the error length is larger than the number of redundant packets in a FEC block, 

FEC fails to correct all of these errors. In other words, FEC has its maximum reconstruction 

number for each FEC block. Figure 4 shows a 4*4 block interleaver. This algorithm generates 

one redundant packet from four non-contiguous packets. This non-contiguous arrangement 

protects packet from burst loss; it can reconstruct up to four consecutive errors. For example, 

when the packets 6, 7, 8 and 9 are lost, these four errors are scattered in different columns; 

therefore all of them can be corrected at the receiver. On the other hand, the price is block 

delay. If packet loss occurs, the receiver needs to wait for other packets in the corresponding 

columns for reconstruction. 

1 2 3 4 5 6 7 8 9

1

5

9

13

2

6

10

14

10 11 12 13 14 15 16

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 FEC 1 FEC 2 FEC 3 FEC 4

4

8

12

16

FEC 1 FEC 2 FEC 4

1 5 9 13 FEC 1

2 6 10 14 FEC 2

3 7 11 15 FEC 3

4 8 12 16 FEC 4

3

7

11

15

FEC 3

Interleaving group

Interleave and FEC

Transmission order

Restruction

Lost packet:

  

Figure 4 FEC block interleaver (Adapted from Fig 2.6.3a of [11]) 

 

Reed-Solomon (RS) code 

Besides the XOR-based algorithm introduced above, RS code is another common way to 
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generate redundant symbols for FEC. However, the difference is that XOR-based can only 

generate a single redundant symbol per column; while RS code can generate multiple 

redundant symbols per column. RS code for erasure channel (e.g. the Internet) has two 

parameters n and k. n denotes the number of encoding symbols (including source symbols and 

redundant symbols) and k denotes the number of source symbols; therefore the value (n-k) 

denotes the number of redundant symbols. RS code is an optimal erasure code, which means 

it can correct up to n-k losses of an encoded block. The implementation of RS code is 

described in [12]. Additionally, the XOR-based algorithm can be seen as a special case of RS 

code with the condition n-k=1. Figure 5 describes an example of RS code (n=6, k=4). F1 and 

F2 are two functions computing the redundant symbols FEC1 and FEC2 respectively. 

 

D1

D2

D3

D4

FEC1

FEC2

ECG Source data

RS redundant data FEC1=F1(D1,D2,D3,D4)
FEC2=F2(D1,D1,D3,D4)

 

Figure 5 RS code 

 

The arithmetic (add, subtract, multiply and divide) in RS code is carried out in Galois field (or 

finite field). It is different from the arithmetic in infinite field. For example, in GF(2
5
), 

16*4=10, 10/4=16, 16xor4=17, 17xor4=16 (addition and subtraction are performed with 

XOR). From the output, we can see that in Galois field the arithmetic can be inverted. 

 

2.3.2 Automatic repeat request 

Automatic repeat request (ARQ) is an error correction method that uses acknowledgments 

and timeouts to detect error and uses retransmission to correct error, which is similar to the 

reliability mechanism provided by TCP; therefore ARQ is not discussed further in this project. 

There are two kinds of widely used ARQ methods which are Stop-And-Wait ARQ and 

Sliding-Window ARQ [13]. 

 

Stop-And-Wait ARQ：1）When sender sends out a frame, it starts to time. 2) When receiver 

receives the frame successfully, it returns an acknowledgment to the sender. 3) If the sender 

does not receive the acknowledgment until timeout, it will retransmit the frame. Compared to 

other ARQ methods, Stop-And-Wait ARQ introduces a longer latency; hence it is preferred 

when links have low bandwidth-delay products [13].  
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Sliding-Window ARQ: It includes Go-Back-N ARQ and selective repeat ARQ. Both of the 

ARQ methods combine the retransmission mechanism with sliding window. The details of the 

two ARQ methods are indicated in [19]. 

 

 

2.4 Network Simulator 3 

 

Network Simulator 3 (NS3) is an open source discrete-event network simulator that written in 

C++ [14]. It supports various applications, links (wired or wireless), network devices, popular 

network protocols and error models. Figure 6 describes the software organization of NS3. 

 

helper

Internet-stack devices applications

test

routing

node mobility

common simulator

code

High-level wrappers
No smart pointers
Aimed at scripting

Smart pointers
Dynamic type system

Attributes
Callbacks
Tracing
Logging

Random Variables

Events
Scheduler

Time arithmetic

MobilityModels
(static, random walk, etc.)

Node class
NetDevice ABC

Address types (IPv4, MAC, etc.)
Queues

Socket ABC
IPv4/IPv6 ABCs
Packet Sockets 

Packets
Packet tags

Packet headers
Pcap/Ascii file writing

Figure 6 Software organization of NS3 (Adapted from [15]) 

 

Compared to NS2, NS3 is relatively user friendly. NS3 is a library working in Linux or a 

Linux emulation environment and all written in C++. Besides C++, NS3 script can also be 

written in Python.[16] 

 

Figure 7 shows a simple model structure including two nodes and one channel. There are 

three components in each node, which are application, protocol stack, and NetDevice. As 

indicated in [17]: 

 Node: node is the basic computing device abstraction. 

 Application: application is to generate and consume packets. 

 NetDevice: NetDevice is a simulated network card. It helps a node connect to 

corresponding channel.  

 Channel: it is used to connect different NetDevices and deliver data flows.  

 

The following lists some existing models in NS3. 

 Application: Onoff, UdpEcho, PacketSink; 

 NetDevice: Bridge, Csma, PointToPoint, Wifi; 
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 Channel Error: ListError, RateError, ReceiveListError; 

 

Application

Protocol 
stack

NetDevice

Channel

Application

Protocol 
stack

NetDevice

Node 1 Node 2

Socket-like 
API

 

Figure 7 An example of basic model in NS3 (Adapted from page 44 of [18]) 

 

2.5 Link error model 

 

Packet error happens when receiver fails to receive packet/packets due to network congestion, 

multi-path fading, faulty network device and so on [19]. The following subsections describe 

two common link error models. 

 

2.5.1 Uniform Distribution Error Model 

A simple mathematic model that describes packet loss behavior is comparing a uniform 

distribution variable with a threshold which denotes packet loss rate (see, Figure 8). Packet 

loss occurs, when the random variable is smaller than the threshold. 
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X~U[0,1]

X<T

Drop packet

Send packet

Yes

No

 

Figure 8 Flow chart of packet drop decision 

 

 

We assume X is a Uniform Distribution (U[0,1]), T is the threshold and 0 1T  . 

The property of uniform distribution: if [ 1x , 2x ] is a subinterval of a uniform distribution 

[a,b], then 
1 2 2 1{ } ( ) / ( )P x x x x x b a      

Therefore, the packet loss probability: { } / (1 0)P X T T T     

In this case, we can model the packet loss rate by setting different thresholds. From the 

description above, we could see that the loss of each packet is an independent event. For each 

packet, the loss probability is the same, which equals to T. 

 

2.5.2 Markov Error Model 

As indicated in [20], Markov chain is a mathematical model, describing a random process that 

has countable or finite number of states, and each state have probabilities to transform to 

other states. In this process, future state is decided by current state. In other words, future 

state can only be predicted by current state and has no relationship with previous state.  

 

Figure 9 and Table 3 describe a two-state (Good state and Bad state) Markov chain, which is 

also called Gillbert model. And Figure 10 shows the programming flow chart. 
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Good Bad

p

q

1-p 1-q

 

Figure 9 Two-state Markov chain model 

 

Table 3 The transformation probabilities of two-state Markov chain 

State Good to Good Good to Bad Bad to Bad Bad to Good 

Transformation 

probability 

1-p p 1-q q 

 

 

If two-state Markov chain is used for modeling an unreliable transmission medium, Good 

state means the link is in a lossless state, while Bad state means that each packet is dropped. 

 

We use „e‟ to denote packet loss rate.  

The probability of Bad state: 
BP e                                          (1) 

The probability of Good state: 1GP e                                       (2) 

From the chain above, we can get equation (3): *(1 ) *B Ge P q P p               (3) 

Solve the equations (1), (2) and (3): 
p

e
p q




                                (4) 

Besides packet loss rate, the other important network attribution can be modeled by this 

model is average burst length. 

Average burst length: 
1

l
q

                                                (5) 
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Figure 10 Flow chart of two-state Markov model 

 

2.5.3 Temporal Correlation of Packet Loss 

There are many previous works investigating the packet loss behavior of the Internet [21] [22]. 

Their research findings show it is very common that packets are lost consecutively over the 

Internet. In other words, packets usually are dropped within a period of time, which means 

each packet has temporal dependency on the adjacent packets. When one packet is lost, the 

next packet has a relatively bigger chance to be lost, which results in burst loss in data 

transmission.  

 

This temporal dependency in packet loss process can be modeled by 2k state  Markov 

chain model. When k equals 0, one-state Markov chain is a Bernoulli model, which is the 

same as the uniform distribution error model mentioned in Section 2.5.1. And when k equals 

1, two-state Markov chain is known as Gillbert model. As indicated in [22], there are two 

important conclusions: firstly, the temporal dependency of packet loss is related to packet 

interval, in other words, this temporal dependency is based on a certain timescale. The 

packets within a timescale have strong correlation; while the packets not in a same timescale 

have little correlation, which can be seen as independent. Moreover, the accuracy of 

2k state  Markov chain model increases with the number of states (value of 2k
).  

 

2.6 Peak Signal to Noise Ratio 

 

As indicated in [23], Peak signal-to-noise ratio (PSNR) is commonly used as a standard for 
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measuring quality (e.g. image quality). It provides an algorithm that measures the difference 

between original data and reconstructed data. PSNR is defined as follows: 

2

1010 log ( )
MAX

PSNR
MSE

 
        

1
2

0

1
[ ( ) ( ) ]

n

i

M S E I i K i
n





   

The MSE above is abbreviated from the Mean Squared Error. MAX is the peak value of 

original data value. ( )I i  denotes for the thi  value of the original data, and ( )K i  is the 

thi  value of the reconstructed data. MSE is a common way to measure the average difference 

between two sequences of data.  

 

2.7 Related work 

 

There are many research findings relevant to streaming and encoding. In this section, we will 

introduce three related papers and look into how they design their strategies to achieve error 

control. 

 

Robust Internet video transmission based on scalable coding and unequal error 

protection [5] 

In this article, the authors establish a framework for Internet video streaming service. RS 

codes are employed to achieve the robustness of Internet video transmission. And two-state 

Markov model is used to simulate the Internet loss behavior.  

 

Compare to our project, the main differences are: they measured the performance of RS code 

with different parameters, while in our project we are also interested in FEC-XOR algorithm 

and different block interleavers. We would like to know the performance distribution of 

different encoding approaches over various network conditions. Moreover, they measured the 

PSNR as a function of the packet loss rate, while we would like to measure the PSNR as a 

function of the packet loss rate and also burst loss length. 

 

A Study of ECG Telemonitoring System Using Mobile Internet Connection [9] 

In this paper, the authors introduce an FEC XOR-based algorithm with interleaving to stream 

ECG data. The performance of this algorithm was measured by sending packets with different 

packet sizes and different interleaving block sizes. The RTP and UDP protocols were 

employed for carrying the ECG data. From the experiment results, they came to conclusions: 

firstly, the larger the packet size, the higher the packet lost rate becomes. Secondly, packet 

loss can be reconstructed by employing FEC-XOR-Interleaving algorithm.  

 

The relationship between this paper and our work is that we both need to send ECG data over 

unreliable connection. They measured the packet arrival rates of FEC-XOR-Interleaving code 

with different packet compress rate; while in our project, we would like to investigate 

different encoding strategies not just FEC-XOR-Interleaving. Moreover instead of 

establishing a testbed, we chose network simulation for implementation.  
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Packet Level Pre-FEC Interleaving for Robust JPEG2000 Video Streaming with Low 

Receiver Processing Delay [24] 

In this project, the authors proposed a Pre-FEC Interleaving algorithm for streaming 

JPEG2000 video. RTP and UDP were also employed for transmission. To set up the burst 

error network condition, Two-State Markov error model was used for network simulation. At 

the end of the paper, the authors describe the performances of three kinds of encoding 

algorithms, Pre-FEC Interleaving, Classical FEC and Post-FEC Interleaving under different 

network conditions (packet loss rate and average burst loss length) and came to a conclusion 

that Pre-FEC Interleaving scheme got the best performance. 
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Chapter 3 Analysis and Design 

An overview of background and some relevant previous work has been given in the previous 

chapters. In this chapter, we try to present how this project was designed. 

 

Figure 11 shows the structure of home-based neonatal monitoring service. There are three key 

factors influencing the efficiency of streaming medical sensor data, which are 

encoding/decoding, encapsulation/decapsulation and the unreliable network. In order to get a 

specific empirical conclusion, we take network conditions (lost rate and average burst length) 

as variables to evaluate the repair rate and PSNR of different encoding strategies. 

 

Medical source data

Encoding

Encapsulation

Send packets

Display

Decoding

Decapsulation

Receive packets

Unreliable network

Patient’s home: Hospital:

 

Figure 11 The structure of home-based neonatal monitoring service 

 

3.1 ECG Data Format: 

 

In Table 1, we have shown the example of ECG source data units. In these data units, the 

maximum and minimum values are 1.75mV and -0.885mV respectively. For programming 

convenience, we firstly multiply each data unit with 1000 and then add 1000 to make these 

data units become positive integers. 

 

The maximum value is: 1.75*1000+1000=2750 

The minimum value is: -0.885*1000+1000=115 

 

The maximum value of 12 bits is 4095 and the maximum value of 11 bits is 2047. Therefore, 
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12 bits is suitable for storing one ECG data units (4095>2750>2047). 

 

3.2 Protocols for Streaming 

 

Both TCP and UDP are widely used in stream services. UDP is the default transport protocol 

for carrying RTP packets [7]. However, due to the rapid increasing quality requirement of 

clients and the widely used of Firewalls and NATs (Network Address Translation) that could 

shield UDP traffic, TCP-based streaming makes up the majority of the Internet streaming 

traffic [25]. In this section we would like to discuss the strengths and weaknesses of the two 

protocols. The comparison of TCP and UDP is listed in the following table.  

 

Table 4 features of TCP and UDP 

Feature TCP UDP Analysis 

Header Size 20 bytes 8 bytes UDP is better, due to smaller 

overhead. 

Reliability Reliable Unreliable TCP is better; it provides 

perfection in data reliability. 

Weight Heavy (includes 

reliability,  flow, and 

congestion control) 

Lightweight UDP is better, heavy weight 

takes up more resources 

Network 

Friendly 

Network Friendly 

(slow start, flow and 

congestion control) 

No flow or 

congestion control. 

Sending packets with 

constant data rate. 

For network environment, TCP 

is better.  

For streaming service, UDP is 

better, due to maintaining the 

constant data rate. 

Buffer Send and receive 

buffer are needed for 

retransmission 

No buffer UDP is better; low requirement 

for streaming server and client. 

Routable Well routable Could be blocked by 

NATs, Firewalls, etc. 

TCP is well routable on the 

public Internet. 

Ordering of 

data packets 

In-ordered byte stream 

delivery of data 

Packets are 

independent for each 

other. 

TCP is affected by the 

head-of-line blocking, which 

results in head-of-line delay at 

the receiver. 

 

In most cases, a medical sensor monitoring service is a real-time and non-interactive system; 

therefore, a few seconds‟ delay is acceptable. From the analysis above, we could see that TCP 

introduces latency due to its retransmission and congestion control mechanisms; however, 

previous research finding shows the working region (upper bound of Packet loss rate and 

Round-trip time) of TCP-based VoIP and live video streaming applications are not so 

constrained [26]. In the same way, for a TCP-based medical data streaming service, it is not 
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difficult to achieve the requirement of latency. For example Skype
7
, a popular online video 

call application, switches to TCP, when UDP packets are shielded by NATs or Firewalls
8
; 

which proves TCP could be used in an interactive system. However, as we discussed in 

Section 1.3, in order to ensure the efficient usage of the telecommunications infrastructure in 

rural areas and the scalability of remote monitoring population size, the overhead of 

telemedicine monitoring services should be minimized. As shown in the table above, TCP 

header size is 20 bytes, while UDP header size is 8 bytes; which means TCP has double the 

per packet overhead compared to UDP. If the TCP acknowledgements are considered, the 

overhead of TCP would be much larger; because each TCP acknowledgement packet at least 

has an IP header (20 bytes) and a TCP header (20 bytes). For example, assuming the patient 

number = 1000, packet rate = 100 per second, when each ECG packet overhead increases by 

50 bytes, the bandwidth consumption at the streaming client (hospital) will increase by 40 

Mbps (1000*100*50*8 bps). Moreover, stream synchronization problem caused by 

multi-sensor monitoring service requires the latency as low as possible. Lastly, for a long term 

monitoring service, the playback at the receiver is supposed to use a constant data rate. In this 

case, the playback pause time resulting from buffer starvation due to packet loss will 

accumulate. Additionally, the packet loss of medical monitoring service does not always 

cause a significant effort on medical data analysis [27]. Based on the analysis above, for the 

home-based neonatal monitoring service, UDP may be a preferred choice. 

 

3.3 Encoding 

 

UDP is commonly combined with FEC to achieve error control. FEC could lower the error 

rate significantly at the expense of low overhead, e.g. FEC-RS(255,239) overhead is 6%: 

when the input error rate is10
-4

, the output error rate equals 10
-14

 [28].  

 

There are two factors that need to be considered for the design of FEC encoding strategies, 

which are overhead and block size. Overhead
9
 influences the bandwidth consumption, and 

block size introduces block delay
10

 which influences the reconstruction waiting time. In order 

to make a fair comparison, the overhead and block size of different encoding strategies are 

supposed to be equal. We proposed the following four encoding arrangements (see, Figure 12). 

The overheads of these encoding arrangements are the same which equal 1/4. The block size 

of the first encoding arrangement is 5, while the block sizes of the last three encoding 

arrangements are 20. The difference of the last three encoding arrangements is that they have 

different block interleavers. The redundant packets at the bottom of each column are 

calculated by the source packets of corresponding column. Optimal erasure codes
11

 (e.g. 

XOR-based code, RS code) are used for generating these redundant packets, due to its high 

reconstruction efficiency. The reasons we chose the four encoding arrangements are: Firstly, 

                                                   
7 Free Skype internet calls and cheap calls to phones online, http://www.skype.com/intl/en/home 
8 This technique is called Automatic Protocol Rollover 
9 Overhead = the number of redundant packet / the number of source packets within a FEC block. 
10 Block delay = packet interval * block size 
11 Optimal erasure codes , http://en.wikipedia.org/wiki/Erasure_code#Optimal_erasure_codes 
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through the comparison of the last three strategies, we could find out, with the same overhead 

and block delay, how interleaving will influence reconstruction performance. Moreover, 

through the comparison of the first and the second strategies, we could find out how block 

size will influence reconstruction performance. Lastly, the values of overhead (1/4) and block 

size (5 or 20) of the four encoding strategies are chose based on the related research works [9] 

[24]; while for a real world home-based neonatal monitoring service the values of overhead 

and block size should be chose based on the requirements of bandwidth consumption and 

latency. 
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Figure 12 Four encoding strategies 

 

In this project, we use XOR-based code to calculate the redundant packets when there is only 

a single redundant packet per column, such as the first and the fourth encoding strategies; 

because XOR-based operation is the simplest encoding algorithm. We use RS algorithm to 

calculate multiple redundant packets; because it is widely used in data transmission, data 

storage (e.g. CDs), and many research works [5] [24] employ RS code to provide error 

control. Other optimal erasure codes could also be employed with the proposed four encoding 

arrangements, which will not influence the repair rate
12

 and PSNR performance. 

 

Based on the analysis above, we define the names of the four encoding strategies here, which 

are 1-D FEC-XOR encoding, R-D FEC-RS encoding, R-D-C FEC-RS-Interleaving encoding, 

and 1-D-C FEC-XOR-Interleaving encoding correspondingly. The numbers before these 

                                                   
12 Repair Rate = repaired packets number / total lost packet number (before reconstruction)   
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encoding strategies (such as “1-D”, “R-D-C”) denotes the parameters of FEC encoding block. 

The first number (“1” or “R”) denotes the number of redundant packets per column. The 

second number (“D”) denotes the number of ECG source packets per column. The third 

number (“C”) denotes the number of columns per FEC encoding block. If there is no the third 

number, this means the number of columns per FEC encoding block is one, in other words, 

interleaving is not used in this encoding strategy, for example “1-D”. Particularly, according 

to the arrangements shown above, the four encoding strategies are 1-4 FEC-XOR, 4-16 

FEC-RS, 2-8-2 FEC-RS-Interleaving and 1-4-4 FEC-XOR-Interleaving. The parameters of 

these strategies are shown in Table 5: 

 

Table 5 Parameters of the four encoding strategies 

 Overhead Source 

block size 

Transmission 

block size 

Maximum 

correction 

per block 

1-4 FEC-XOR 1/4 4 5 1 

1-4-4 

FEC-XOR-Interleaving 

1/4 16 20 4 

4-16 FEC-RS 1/4 16 20 4 

2-8-2 

FEC-RS-Interleaving 

1/4 16 20 4 

 

1-D FEC-XOR: We XOR sum D ECG data units to get 1 parity data unit (overhead = 1/D). 

The following figure describes an example of 1-D FEC-XOR encoding approach (D=4): 
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Figure 13 1-4 FEC-XOR encoding (Adapted from Figure 5 of [9]) 

 

1-D-C FEC-XOR-Interleaving: The same as FEC-XOR, we XOR sum D data units to get 1 

redundant unit (overhead = 1/4). However, the difference is that the D data units are 

pre-interleaved with a D*C block. The algorithm is shown as follow (D=4, C=4): 
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Figure 14 1-4-4 FEC-XOR-Interleaving algorithm (Adapted from Fig 2.6.3a of [11]) 

 

R-D FEC-RS: R denotes the number of redundant symbols. D denotes the number of source 

symbols. R+D equals to the number of FEC symbols per block.  

According to RFC 5510 (Reed-Solomon Forward Error Correction (FEC) Schemes), we 

design 4-16 FEC-RS code as follow.  
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Figure 15 4-16 FEC-RS encoding 

 

From the figure above, we can see that the redundant data are calculated from multiplying a 

4*16 Vandermonde determinant with the 16 ECG source data units. The arithmetic (add, 

subtract, multiply and divide) is carried out in Galois field (or finite field), which is different 
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from the arithmetic in infinite field. We use Fast Galois Field Arithmetic Library in C/C++
13

 

to help us to do the arithmetic in Galois field. We have introduced that we use 12bits to store 

an ECG data unit, therefore GF(2
12

) can be used to represent the ECG data. The reason why 

Galois Field is used in RS code is that any arithmetic in Galois field the size of the result will 

not larger than the size of Galois field chose for carrying out the arithmetic. Compare to 

arithmetic in infinite field, arithmetic in Galois field limit the size of computation results, 

which means the maximum size of the redundant data is the same as the maximum size of 

source data. In other words, we do not need to use larger space to store redundant data. 

 

R-D-C FEC-RS-Interleaving: It combines FEC-RS with a block interleaver. Figure 16 

shows 2-8-2 FEC-RS-Interleaving. 2-8-2 FEC-RS-Interleaving has two interleaved groups. 

The redundant data FEC1 and FEC3 are calculated by the source packets of the first 

interleaved group. FEC2 and FEC4 are calculated by the source packets of the second 

interleaved group. 
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Figure 16 2-8-2 FEC-RS-Interleaving encoding 

 

 

3.4 Encapsulation 

 

In this section, we propose a method to encapsulate the encoded packets with RTP headers. 

We chose Jrtplib
14

 for RTP encapsulation. The reason for employing this library is that: 1) it 

is written in C++ and easy to use; 2) it is open source; 3) it full fills the encapsulation 

requirements. 

 

                                                   
13 Fast Galois Field Arithmetic Library in C/C++, http://web.eecs.utk.edu/~plank/plank/papers/CS-07-593/ 
14 JRTPLIB home page, http://research.edm.uhasselt.be/~jori/page/index.php?n=CS.Jrtplib  
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3.4.1 FEC-XOR-Interleaving (including FEC-XOR) encapsulation 

The RTP payload format for FEC-XOR-Interleaving has been defined in RFC 6015 “RTP 

Payload Format for 1-D Interleaved Parity Forward Error Correction (FEC)”, which is 

suitable for the FEC-XOR-Interleaving and FEC-XOR encoding strategies.  

 

In RFC 6015, two flows (redundant data flow and source data flow) encapsulation approach is 

used to carry the redundant packets and source packets respectively. Each redundant packet is 

encapsulated with a RTP header and a FEC header; the FEC header contains the encoding 

parameters needed for packet reconstruction (e.g. source packet number per block, block size 

and so on). Each ECG data packet is only carried by a RTP header. Figure 17 shows the 

structures of a redundant packet and an ECG data packet. 

 

IP header (20 bytes)

UDP header (8 bytes)

RTP header (12 bytes)

FEC header (16 bytes)

Redundant symbols

IP header (20 bytes)

UDP header (8 bytes)

RTP header (12 bytes)

ECG symbols

Redundant packet ECG data packet  

Figure 17 Format of redundant packet and ECG data packet (Adapted from Fig 6 of [29]) 

 

An example of an ECG packet is shown in Figure 18. We can see the 12 bytes RTP header and 

the ECG symbol payload. 

In the RTP header: 

 V (version): 2. 

 P (padding bits): 0 

 X (extension): 0 

 CC (contributing source identifiers):0 

 M (marker): 0 

 PT (payload type): 0 

 SN (sequence number): fa 34 

 TS (timestamp): dd b7 da 95 

 SSRC (synchronization source identifier): 51 fa 80 d0 
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Figure 18 An example of a ECG packet 

 

As indicated in RFC 6015, the format of RTP header in redundant packets is Different from 

the RTP header in source packets. The RTP headers in redundant packets are used for 

recovering the RTP header of lost source packets; therefore the P, X, CC and M fields in 

redundant packets should be equal to the XOR sum of the corresponding fields in ECG data 

packets in each interleaved group protected by these redundant packets. The PTs of redundant 

packets are decided by out-of-band means. Because the packet flow is divided into source 

flow and redundant flow; therefore the redundant packets have their own SNs (the SN of one 

redundant packet is one larger than its previous redundant packet). The meaning of TS in a 

redundant packet is the same as TS in an ECG data packet, which denotes the time of packet‟s 

sending out time. The SSRC of redundant packets should be different from the source packets 

to make a distinction between the two flows, and the SSRC should be set randomly. [29] 

 

RFC 6015 also defines the format of FEC header for redundant packet, which is shown as 

Table 6: 

 

Table 6 FEC header format (Adapted from Figure 7 of [29]) 

bit offset 0 1 2-4 5-7 8-15 16-23 24-31 

0 SN base low Length recovery 

32 E PT recovery Mask 

64 TS recovery 

96 N D Type Index Offset NA SN base ext 

 

Take 1-4-4 FEC-XOR-Interleaving for example: 

 SN base low: should be the lowest sequence number of the interleaved group 

protected by the redundant packet. 

 Length recovery: 0 (XOR sum all the packet length within the same interleaved 

group protected by the same redundant packet) 

 E: 0 (FEC header extension introduced in [30]) 

 PT recovery: 0 (XOR sum all the packet type within the same interleaved group 

protected by the same redundant packet) 
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 Mask: 0 (not used) 

 TS recovery: should be the XOR sum all the TS within the same interleaved group 

protected by the same redundant packet 

 N: 0 (extension flag for future use) 

 D: 0 (not used) 

 Type: type of the error correction encoding strategy 

 Index: 0 (not used) 

 Offset: 4 (the number of columns of the interleaved block) 

 NA: 4 (the number of rows of the interleaved block) 

 

The packet overhead can be calculated: 

Redundant packet: IP+UDP+RTP+FEC= 20+8+12+16=56 bytes 

ECG packet: IP+UDP+RTP=20+8+12=40 bytes 

 

3.4.2 FEC-RS-Interleaving (including FEC-RS) encapsulation 

We have introduced that the encapsulation approach of FEC-XOR and 

FEC-XOR-Interleaving encoding strategies, which is defined in RFC 6015. However, there is 

no RFC that defines RTP Payload Format for FEC-RS encoding; therefore we define a 

FEC-RS packet format for FEC-RS. 

 

The encapsulation approaches of FEC-RS and FEC-XOR are the same: the packet structures 

for both redundant packet and ECG data packet are the same. The definitions of RTP header 

formats for both redundant packet and ECG data packet are the same as that in RFC 6015 as 

well. While the only difference lies in the format of FEC header, which contains parameters 

of encoding strategies. 

 

To reconstruct the error packets encoded by FEC-RS, clients need to know the following 

encoding parameters: 

1. The number of redundant packets per RS group. 

2. The source packet number per column. 

3. The number of interleaved groups, in other words, the number of columns of one 

encoding block. 

4. Galois field parameter.  

 

The definition of FEC header format for FEC-RS-Interleaving encoding is shown as follow 

(see, Table 7): 

 n_r: 8 bits. the number of redundant packets per RS group 

 Offset: 8 bits. the number of columns of the interleaved block 

 NA: 8 bits. the number of rows of the interleaved block 

 GFP (Galois field parameter): 8 bits. the Galois field parameter chose for carrying 

out the arithmetic in Galois field 
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Table 7 FEC-RS header format (Adapted from Figure 7 of [29]) 

bit offset 0 1 2-4 5-7 8-15 16-23 24-31 

0 SN base low Length recovery 

32 E PT recovery Mask 

64 TS recovery 

96 N D Type Index Offset NA n_r 

128 GFP SN base ext 

 

 

The FEC header size in FEC-RS-Interleaving is 16 bits larger than the header size in 

FEC-XOR-Interleaving. 

Redundant packet: IP+UDP+RTP+FEC= 20+8+12+18=58 bytes 

ECG packet: IP+UDP+RTP=20+8+12=40 bytes 

 

3.5 Unreliable network medium 

 

In this project, network simulation is used to establish the unreliable network. Compare to the 

network tesebed, network simulation is more flexible, which helps us evaluate different 

encoding strategies over a large range of network parameters. The background of the 

2k state  Markov model error model has been introduced in the Background section. And 

the accuracy of Markov model has been discussed in Section 2.5. Considering a trade-off 

among generality, simplicity and accuracy, we choose two-state Markov chain model for 

modeling the unreliable channel [5] [31] [32]. As we discussed earlier, the network 

parameters, which can be modeled by two-state Markov chain, are packet loss rate and 

average burst length.  

 

However the limitation is that two-state Markov error model cannot model some network 

behaviors (e.g. the relationships of packet size vs. packet loss and packet size vs. packet jitter, 

which will be discussed later in 4.3 Discussion), in other words, we cannot evaluate the 

performance of different packet sizes by Markov error model.  

 

In this project, NS3 is used to establish the unreliable network. In the Background chapter we 

have introduced NS3. The reasons we chose it are: firstly, NS3 is easy to learn, and there are 

detailed tutorials and cases online. Moreover, NS3 is open source software implemented in 

C++ and it provides different applications, links, network devices, network protocols and 

error models. Lastly, NS3 is widely used in education and research, and many previous 

researches [33] [34] employed NS3 as a simulation tool.  

 

3.6 Decoding 

 

The four decoders (1-4 FEC-XOR, 1-4-4 FEC-XOR, 4-16 FEC-RS and 2-8-2 
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FEC-RS-Interleaving) are designed based on the Selective Repair Algorithm (SRA), which is 

shown in the follow table. SRA checks received packets per block, to determine whether the 

lost packets in this block can be recovered, before the decoder does the reconstruction. This 

could reduce the processing time by skipping unnecessarily computation [24].  

 

Table 8 Selective Repair Algorithm (Adapted from Table 1 of [24]) 

Identify received packets; 

1: IF (packet lost is detected) 

2:  rearrange packet according to its encoding block; 

3:   IF (in each encoding block, the number of lost packets <= the repair capability) 

5:    recover the lost packets; 

6:   ELSE 

7:    skip the packet recovery 

8:   END 

9: ELSE 

10:  skip the packet recovery 

11:END 

 

  



30 
 

  



31 
 

Chapter 4 Experimental Evaluation 

This chapter presents the implementation, and experimental results of the ECG sensor data 

streaming service.  

4.1 Implementation 

 

In order to measure the performance of the proposed encoding methods, the simulation was 

implemented. The simulation system consists mainly 4 parts which are encoder, RTP library, 

network simulator and decoder. And the structure is described as follows: 

 

FEC Encoder

ECG Source symbols

XOR
XOR-

Interleaving
RS

Jrtplib

RTP header
Packet number
Packet interval

NS-3

2-state Markov error model
Send & receive packet

FEC Decoder

Display

txt

txt

pcap

pcap

txt

RS-
Interleaving

XOR
XOR-

Interleaving
RS

RS-
Interleaving

 

Figure 19 The simulation system architecture 
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4.1.1 Encoding 

In previous chapter, we have introduced the algorithms of the four encoders. Figure 20 shows 

examples of the four encoding processes. The Fast Galois Field Arithmetic Library in C/C++ is 

used here to do the arithmetic in Galois field.  
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Figure 20 Examples of four encoding processes 

 

4.1.2 Encapsulation 

Figure 21 presents some ECG packets streamed by Jrtplib. From the figure we could see that 

these packets were streamed to the host itself (Destination 127.0.0.1). Because Jrtplib works 

in real time scale, while NS3 work in its simulation time scale by default which is much faster 

than the real time scale. In order to let Jrtplib to work with the NS3 simulation, first we use 

Jrtplib to stream these encoded ECG packets; then we capture the ECG flow using 

Wireshark
15

; after that, the captured ECG flow (a Wireshark PCAP file) is read by an 

application in the NS3 script. Figure 22 shows the screenshot of our Jrtplib script. 

 

                                                   
15 Network Protocol Analyzer, http://www.wireshark.org/ 
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Figure 21 ECG packets streamed by Jrtplib  

 

 

Figure 22 The screenshot our Jrtplib script 

 

4.1.3 Network simulation 

NS3 is used for the bursty error network simulation. The model established by our NS3 script 

is shown in Figure 23. It has two nodes: a medical data streaming server and a remote end 

point. 
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Medical data streaming server
IP address: 192.1.1.1
Application: MyApp

Remote end point
IP address: 192.1.1.2
Application: sinkApps 

Bursty error link model: MaErrorModel
Protocol: p2p

 

Figure 23 NS3 model 

 

We streamed the ECG flow under different network conditions (packet loss rate and average 

burst length), and traced the stream at the remote end point to get the received packets. In our 

NS3 script, we define two new classes which are MaErrorModel and MyApp.  

 

MaErrorModel: It provides the 2k state  Markov error model for NS3. It has two 

parameters: m_P and m_Q. The m_P denotes the probability of good state to bad state and the 

m_Q denotes the probability of bad state to good state. We can control the average burst 

length and error rate by changing the values of m_P and m_Q. 

 

MyApp: It is used for streaming the ECG data to the remote end-point.  

 

4.2 Simulation Results 

 

The performances of 1-4 FEC-XOR, 1-4-4 FEC-XOR, 4-16 FEC-RS and 2-8-2 

FEC-RS-Interleaving encoding strategies are evaluated in three aspects, which are repair rate, 

PSNR and processing time. Repair rate is used to measure the performance of different 

encoding strategies. PSNR is used as a standard for measuring ECG stream quality. 

Processing time reflects the computational efficiency of these encoders. 

4.2.1 Repair Rate and PSNR 

We streamed 400,000 ECG source symbols (about 10 hours‟ ECG records) with the four 

encoding strategies. 

 

Figure 24 shows the performance comparison (RepairRate and PSNR) of the four encoding 

strategies, which is draw by Mathematica
16

. The left three graphs describe the repair rates 

over different packet loss rates and average burst lengths, and the right three graphs describe 

the PSNRs. From the six graphs, we can see directly that: Firstly, Along with the increase of 

Burst Length and Lost Rate, for all the four encoding strategies, the Repair Rate and PSNR 

                                                   
16 Mathematica home page http://www.wolfram.com/ 
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decrease significantly. Secondly, from the top two and bottom two graphs, it could be seen 

that when BurstLength is small 4-16 FEC-RS (Green) has the best repair rate and PSNR. 

When BurstLength is large, 1-4-4 FEC-XOR-Interleaving (Red) performs the best. And the 

borderline between the two areas (Red and Green) is close to BurstLength=2. Moreover, from 

the middle two graphs, when BurstLength equals to 1
17

, we could see that 4-16 FEC-RS 

(Green) performs the best. And along with the increase of LostRate, the RepairRate of 4-16 

FEC-RS (Green) decreases slowly compared to the other three encoding strategies. Lastly, the 

RepairRate and PSNR performance of 2-8-2 FEC-RS-Interleaving (Purple) encoding lies 

between the performance of 4-16 FEC-RS (Green) and 1-4-4 FEC-XOR-Interleaving. Based 

the simulation results, we could reach a conclusion:  

1. With the same overhead, larger block size increases the correction rate. 

2. With the same overhead, interleaving increases the correction rate greatly, when the 

packet losses are bursty; while interleaving have negative impact on correction rate, 

when the packet losses are scattered. This is because scattered packet losses in 

transmission may cause burst packet losses in each interleaved column. 

3. With the same overhead and block size, increasing the number of interleaved group 

improve the correction rate when burst length is large; conversely, it lower the 

correction rate when burst length is small. 

                                                   
17 Burst Length = 1 means the packet lost behavior becomes random distribution lost. 
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Red: 1-4-4 FEC-XOR-Interleaving
Green: 4-16 FEC-RS
Purple: 2-8-2 FEC-RS-Interleaving

 

Figure 24 Performance comparisons of the four encoding strategies 

 

4.2.2 Processing Time 

We used gettimeofday in C language to measure processing time. We recorded the processing 

times (encoding 4,000 ECG source data) 10 times for each encoder and calculated average 

processing time. The result is shown in Table 9. We can see that the processing times of 4-16 

FEC-RS and 2-8-2 FEC-RS-Interleaving encoders is much larger than the processing times of 

1-4 FEC-XOR and 1-4-4 FEC-XOR-Interleaving. This is due to the RS algorithm is much 

more complicated. 
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Table 9 Processing times of four encoders 

Encoder 1-4  

FEC-XOR 

1-4-4  

FEC-XOR-Interleaving 

4-16  

FEC-RS 

2-8-2 

FEC-RS-Interleaving 

Processing 

time 

(second) 

0.00259 0.00224 0.00766 0.00696 

 

4.3 Discussion 

 

When average burst length and packet loss rate of a network is known, we can find the 

preferred FEC encoding strategy with the best repair rate and PSNR performance through our 

simulation results. However, we ignore the fact that packet lost rate and average burst length 

are not constant for a certain network environment. They vary along with packet size. There 

are lots of research findings that investigate the relationship between packet size and network 

behaviors (packet loss, jitter and packet interval) 

Packet size vs. packet loss 

Previous research [35] [36] show that the packet loss rate creases with the packet size. The 

main reason of packet loss is router buffer overflow, in other words, most of the lost packets 

are dropped in router queue [37]. Compared to small packet, large packet is easier to make the 

router buffer overflowing, when the buffer is near to full. That is why bigger packet size 

causes higher packet loss rate. 

Packet size vs. jitter 

In [38], the result shows the bigger the packet size is, the larger the average packet jitter 

becomes. 

Packet size vs. packet interval 

The number of data units generated by the ECG sensor is constant within a certain period of 

time. Large packet size means several units are stored in one packet. Therefore the larger the 

packet size is, the smaller the packet interval becomes. In section 2.5, we have introduced that 

the temporal correlation in packet loss is based on a certain timescale, if the packet interval is 

larger than the timescale, the packets can be seen as independent with each other. 

Packet size vs. data processing 

Large payload size can alleviate the overhead problem, which means many data units are 

stored in one packet; however it may cause burst information lost when a packet is lost. 

Moreover, large payload size causes playback latency at the streaming client. For example, in 

Table 1, the sampling frequency is 100Hz, if 100 ECG data units are stored in one packet, the 

playback latency will be increased by 1 second regardless of jitter. 

 

From the analysis above, we could see that packet size has complicated relationships with 

transmission efficiency, packet jitter and packet loss. To investigate the performance of 

different packet sizes, we need to know the explicit network conditions (e.g. router buffer size, 

background traffic distribution) and the client service requirements (e.g. accepted data error 

rate, accepted service latency) which are difficult to achieve by network simulation. 
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Figure 25 shows the relationship among network and service parameters. “+” denotes the two 

parameters are directly proportional and “-” denotes they are inversely proportional. 
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Figure 25 Relationship among network and service parameters 
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Chapter 5 Conclusions and Future work 

In section 5.1, the simulation results are analyzed and the conclusions are given. Additionally, 

in section 5.2, the limitation of our current approach is discussed, and future work is given for 

the continuation of this project. 

 

5.1 Conclusions 

 

The main object of this thesis is to evaluate different encoding strategies for delivering 

medical data efficiently. In this project, we developed a framework for testing the efficiency 

of medical streaming service, and empirically evaluated four FEC encoding strategies with 

different optimal erasure codes (XOR code and RS code) and block interleavers.  

 

From the simulation results, we could see that it is difficult to say which encoding strategy 

always performs the best. The repair rate and PSNR comparisons of these encoding strategies 

vary with different network environments. Through analyzing the simulation results, we could 

come up the conclusions: Firstly, interleaving provides positive impact when packet losses are 

bursty, while it results in negative impact when packet losses are scattered. Secondly, 

compared to lost rate, burst error length is the key factor which influences the performance 

comparison of different FEC encoding strategies. Lastly, in aspect of processing time, the 

performances of FEC-XOR and FEC-XOR-Interleaving are better compared to FEC-RS and 

FEC-RS-Interleaving. This is due to the complexity of RS algorithm.  

 

Previous research [22] [39] shows that the smaller the packet interval is, the stronger the 

temporal correlation becomes; and as we mentioned earlier, the temporal dependence time 

scale between two adjacent packets is about one second. This means higher packet rate results 

in longer average burst length. In this project, ECG packet interval is 10 ms, which is much 

smaller than one second. Therefore, the temporal correlations between ECG packets are 

strong, in other words the probability of large burst length is high. In this case, according to 

the simulation results, FEC-XOR-Interleaving has the best repair rate and PSNR. Additionally, 

the processing time of FEC-XOR-Interleaving is short, which provides low workload for 

streaming client. Therefore, FEC-XOR-Interleaving encoding strategy is the optimum choice 

for the ECG sensor monitoring service. As indicated in [7], RTCP receiver report provides 

feedback on the quality of service (e.g. packet loss counts, jitter, round-trip time), and a 

feedback about average burst error length could also be reported by the receiver report in its 

field of profile-specific extensions. In this way, the residential gateway of home-based 

neonatal monitoring system could switch between FEC-XOR-Interleaving and FEC-RS 

encoding strategies based on the feedback to maintain the best performance. 

 

As we introduced earlier, erasure code and block interleaver are two components of FEC 

encoding strategies over the binary erasure channel. Through the performance comparison of 
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FEC encoding strategies with different optimal erasure codes and block interleavers over 

various network conditions, this project helps the Carenet project choose the optimal FEC 

encoding strategy which provides the best repair rate and PSNR performances, and thereby 

improves the efficiency. Additionally, the repair rate comparison of different FEC encoding 

strategies provides the benefits not only to medical data streaming service, but also to other 

similar streaming services that employ FEC over the Internet.  

 

5.2 Future work 

 

There are mainly three aspects that can be improved in the future. 

5.2.1 Testbed 

As we discussed in section 4.3, the main limitation of Markov error model is that packet size 

as an important factor of efficient streaming medical data cannot be empirically evaluated. To 

continue this project, establishing a testbed could be a good approach to verify and validate 

the performance of different packet sizes, which shows as the following figure.  

 

Patient Medical data streaming 

server
Router Streaming client Monitor

Computer A

Computer B

Background traffic

Background traffic

Data flow Date flow

 

Figure 26 Medical data streaming testbed 

 

The roles of devices list as follows: 

1. Medical data streaming server collects and encodes ECG data and streams the ECG 

flow to streaming client. 
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2. Streaming client receives ECG data flow and reconstructs lost packet. 

3. Monitor displays ECG wave. 

4. Computer A and B generate background traffic and send the traffic to each other. 

5. Router forwards the background traffic and ECG data flow. 

 

In this scenario, packet loss is caused by router buffer overflow, which is mainly influenced 

by the distribution of background traffic and the size of router buffer. And as we introduced in 

the section 4.3, packet size is a secondary factor influencing packet loss rate. The variables of 

this testbed are background traffic distribution, router buffer size, packet size, encoding 

strategy. The performances can be evaluated by the testbed are repair capability and PSNR. 

However, the weak point of this scenario is the out-of-order of medical packets caused by 

multi-path cannot be modeled. 

 

5.2.2 Realtime scheduler NS3 

NS3 uses a non-realtime scheduler by default; however it can work in a real time scheduler as 

well
18

. This could achieve the integration of our NS3 model with other components of the 

ECG sensor monitoring system (e.g. encoder, decoder and Jrtplib), which helps establish a 

real time scheduler monitoring demonstration. 

 

5.2.3 Secure Realtime Transport Protocol (SRTP) 

Medical sensor data as a kind of medical privacy, it should be protected. However, in our 

approach, all the ECG data were transmitted in plaintext and therefore the sensitive patient 

information can be read directly. As indicated in [40], SRTP may be a good way to protect 

patients‟ privacy, which provides payload confidentiality and packet integrity. However the 

costs are computation complexity and bandwidth consumption. 

 

  

                                                   
18 NS3 manual http://www.nsnam.org/docs/release/3.13/manual/html/realtime.html 
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Chapter 7 Appendixes 

 

7.1 Appendix A - Online ECG database 

 

In this project, the ECG data are obtained from online ECG database provided by 

Physionet[4]. The following figure describes how we got the ECG data: 

 

 

Figure 27 Physionet ATM 

 

We chose the database named Apnea-ECG Database (apnea-ecg). The ECG data can be 

exported as various formats (e.g. waveforms, text, CSV and so on). 

 

7.2 Appendix B – Jrtplib 

 

Our Jrtplib script is based on example1.cpp. The sampling frequency of the ECG data is 100 

Hz; therefore the timestamp unit should be (1.0/100.0). 

 
sessparams.SetOwnTimestampUnit(1.0/100.0); 

 

The function int SendPacket(const void *data, size_t len, u_int8_t pt, bool mark,u_int32_t 

timestampinc) is used for sending ECG packets. In our scenario, the payload data length is 2. 

Payload type is 0. The marker is set false. And the timestamp is incremented by 1, because 
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each payload stores one ECG symbol.  

 
status = sess.SendPacket(&sh,2,0,false,1); 

 

7.3 Appendix C – Network Simulator 3 

 

In our NS 3 script, we wrote a new link error model named MaErrorModel based on 

RateErrorModel, which can simulate 2 state  Markov error model. The function 

DoCorruptPkt is used for deciding a packet is lost or not. 

 
bool 

 MaErrorModel::DoCorruptPkt (Ptr<Packet> p) 

 { 

   NS_LOG_FUNCTION_NOARGS (); 

if (flag ==1 ) 

  { 

    if (x.GetValue () < m_Q) flag = 0; 

    myfile << "*"; 

    return 1; 

  } 

  else 

  { 

    if (x.GetValue () < m_P) flag = 1; 

    myfile << "_"; 

    return 0; 

  } 

} 

 

flag is used for recording the state of packet (1 denotes bad state, 0 denotes good state). 
x.GetValue is uniform distribution variable. m_Q is the probability of bad state to good state 

and m_P is the probability of good state to bad state. 

 

7.4 Appendix D – Simulation Results 

 
Table 11 Simulation results 

Encoding 

Strategies 

Error Rate Average 

Burst 

Length 

Lost 

Packet 

Number 

Recovered 

Packet 

Number 

Unrecovered 

Packet 

Number 

Repair 

Rate 

PSNR 

1-4 

FEC-XOR 

0.01 1 4056 3969 87 0.97855 61.2372 

2 4214 1349 2865 0.320123 45.3597 

3 4132 681 3451 0.164811 44.468 

4 3852 400 3452 0.103842 44.5967 

5 3891 322 3569 0.082755 44.8855 

6 3909 243 3666 0.062164 45.187 

7 4080 199 3881 0.048775 44.7113 

       

0.03 1 11896 11072 824 0.930733 51.2162 

2 11746 3521 8225 0.299762 40.5797 

3 11840 1926 9914 0.162669 40.0055 
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4 12003 1282 10721 0.106807 39.7537 

5 12083 943 11140 0.078044 39.1302 

6 12229 714 11515 0.058386 39.377 

7 11960 623 11337 0.05209 38.9498 

       

0.05 1 19814 17548 2266 0.885636 46.0127 

2 20285 5802 14483 0.286024 38.3277 

3 20233 3275 16958 0.161864 37.5103 

4 20149 2190 17959 0.10869 37.3126 

5 20612 1508 19104 0.073161 37.0194 

6 20009 1211 18798 0.060523 37.0978 

7 20652 1037 19615 0.050213 36.9056 

       

0.07 1 28028 23428 4600 0.835878 42.8305 

2 27398 7937 19461 0.289693 36.9867 

3 28246 4322 23924 0.153013 36.0252 

4 27532 2945 24587 0.106966 35.5834 

5 28405 2148 26257 0.075621 35.4615 

6 28422 1671 26751 0.058793 35.5004 

7 27135 1373 25762 0.050599 35.6597 

       

0.09 1 36174 28475 7699 0.787168 40.7749 

2 35630 9813 25817 0.275414 35.6038 

3 35716 5449 30267 0.152565 34.987 

4 36014 3633 32381 0.100877 34.6633 

5 37117 2755 34362 0.074225 34.2319 

6 35281 2129 33152 0.060344 34.2976 

7 35916 1762 34154 0.049059 34.3959 

       

0.11 1 44050 32676 11374 0.741793 39.0049 

2 44060 12006 32054 0.272492 34.6942 

3 43550 6595 36955 0.151435 34.0409 

4 43344 4387 38957 0.101214 33.9279 

5 44075 3372 40703 0.076506 33.606 

6 43974 2618 41356 0.059535 33.5199 

7 44550 2152 42398 0.048305 33.2781 

       

0.13 1 52208 35855 16353 0.686772 37.3226 

2 52031 13591 38440 0.26121 33.9425 

3 51614 7628 43986 0.147789 33.2846 

4 51810 5225 46585 0.100849 32.9031 

5 51953 3910 48043 0.07526 32.8947 

6 51793 3140 48653 0.060626 32.8817 

7 52382 2478 49904 0.047306 32.7419 

       

0.15 1 60141 39092 21049 0.650006 36.2015 
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2 59714 14941 44773 0.250209 33.2023 

3 59654 8442 51212 0.141516 32.6281 

4 61224 5906 55318 0.096465 32.3239 

5 60229 4335 55894 0.071975 32.294 

6 60707 3527 57180 0.058099 32.1483 

7 60344 2758 57586 0.045705 32.0885 

        

        

        

1-4-4 

FEC-XOR 

0.01 1 4009 3870 139 0.965328 57.4959 

2 4231 3682 549 0.870243 51.9378 

3 4099 2921 1178 0.712613 48.6741 

4 3865 2189 1676 0.566365 47.3295 

5 3918 1880 2038 0.479837 46.9821 

6 3892 1543 2349 0.396454 47.1198 

7 4124 1257 2867 0.304801 45.2921 

       

0.03 1 11986 10945 1041 0.913149 50.6224 

2 11733 9727 2006 0.829029 46.1715 

3 11879 8115 3764 0.683138 44.5095 

4 12123 6371 5752 0.52553 42.4861 

5 12022 5192 6830 0.431875 41.4842 

6 12402 4308 8094 0.347363 40.8796 

7 11888 3854 8034 0.324192 40.308 

       

0.05 1 19701 16728 2973 0.849094 44.4248 

2 20218 15404 4814 0.761895 42.5872 

3 20198 12665 7533 0.627042 40.955 

4 20032 10051 9981 0.501747 40.126 

5 20697 8474 12223 0.409431 38.8576 

6 20019 7058 12961 0.352565 38.6711 

7 20541 6317 14224 0.307531 38.3837 

       

0.07 1 28006 21925 6081 0.782868 41.4557 

2 27354 19646 7708 0.718213 40.9825 

3 28224 16373 11851 0.580109 38.9406 

4 27567 12975 14592 0.470671 37.992 

5 28368 10848 17520 0.382403 37.0675 

6 28617 9598 19019 0.335395 36.8789 

7 27079 7888 19191 0.291296 37.0246 

       

0.09 1 36215 26230 9985 0.724286 39.8352 

2 35487 23493 11994 0.662017 38.6838 

3 35621 19666 15955 0.55209 37.6293 

4 36054 16141 19913 0.44769 36.6816 

5 37040 13504 23536 0.364579 36.0042 
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6 35179 11206 23973 0.318542 35.5638 

7 35864 9823 26041 0.273896 35.5358 

       

0.11 1 44158 29445 14713 0.66681 37.99 

2 44216 26997 17219 0.610571 37.2989 

3 43687 22379 21308 0.512258 36.3126 

4 43376 18254 25122 0.420832 35.8762 

5 44214 15792 28422 0.357172 35.0975 

6 43606 13342 30264 0.305967 34.7585 

7 44603 11744 32859 0.263301 34.322 

       

0.13 1 52206 32004 20202 0.613033 36.7692 

2 52144 29297 22847 0.561848 36.0486 

3 51865 24729 27136 0.476796 35.3771 

4 51969 20196 31773 0.388616 34.5498 

5 52074 17413 34661 0.33439 34.3471 

6 51844 14978 36866 0.288905 33.9353 

7 52452 13106 39346 0.249867 33.7222 

       

0.15 1 59953 34074 25879 0.568345 35.381 

2 59729 30824 28905 0.516064 35.2899 

3 59720 26080 33640 0.436705 34.5117 

4 60992 22281 38711 0.36531 33.7232 

5 60067 18599 41468 0.309638 33.4835 

6 60770 16078 44692 0.264571 33.1921 

7 60209 14319 45890 0.237822 33.0026 

        

        

        

4-16 

FEC-RS 

0.01 1 4009 4009 0 1 inf 

2 4231 3396 835 0.802647 50.2885 

3 4099 2354 1745 0.574286 47.2078 

4 3865 1569 2296 0.405951 46.0472 

5 3918 1269 2649 0.32389 46.0352 

6 3892 983 2909 0.252569 46.1234 

7 4124 758 3366 0.183802 44.8602 

       

0.03 1 11986 11978 8 0.999333 79.4504 

2 11733 9070 2663 0.773033 45.1448 

3 11879 6522 5357 0.549036 43.2251 

4 12123 4540 7583 0.374495 41.0961 

5 12022 3545 8477 0.294876 40.609 

6 12402 2709 9693 0.218433 40.0207 

7 11888 2258 9630 0.189939 39.5674 

       

0.05 1 19701 19579 122 0.993807 56.53 
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2 20218 14497 5721 0.717034 41.9077 

3 20198 10271 9927 0.508516 39.6936 

4 20032 7362 12670 0.367512 38.9915 

5 20697 5778 14919 0.279171 38.051 

6 20019 4531 15488 0.226335 37.8694 

7 20541 3835 16706 0.1867 37.5117 

       

0.07 1 28006 27435 571 0.979612 51.8618 

2 27354 18733 8621 0.684836 40.5717 

3 28224 13119 15105 0.464817 37.7916 

4 27567 9343 18224 0.33892 36.9736 

5 28368 7265 21103 0.256098 36.229 

6 28617 6152 22465 0.214977 36.204 

7 27079 4758 22321 0.175708 36.3681 

       

0.09 1 36215 34612 1603 0.955737 47.9178 

2 35487 22087 13400 0.622397 38.2434 

3 35621 15568 20053 0.437046 36.6278 

4 36054 11853 24201 0.328757 35.7641 

5 37040 9308 27732 0.251296 35.2624 

6 35179 7247 27932 0.206004 34.909 

7 35864 5990 29874 0.16702 34.9465 

       

0.11 1 44158 40237 3921 0.911205 43.5886 

2 44216 25503 18713 0.576782 36.8195 

3 43687 17914 25773 0.410053 35.5339 

4 43376 13214 30162 0.304639 34.9883 

5 44214 10711 33503 0.242254 34.4454 

6 43606 8719 34887 0.19995 34.1598 

7 44603 7180 37423 0.160976 33.8201 

       

0.13 1 52206 43743 8463 0.837892 40.2452 

2 52144 27840 24304 0.533906 35.8619 

3 51865 19470 32395 0.375398 34.5989 

4 51969 14705 37264 0.282957 33.8924 

5 52074 11933 40141 0.229155 33.7106 

6 51844 9610 42234 0.185364 33.3581 

7 52452 8245 44207 0.157191 33.275 

       

0.15 1 59953 45722 14231 0.762631 38.041 

2 59729 28453 31276 0.476368 34.8146 

3 59720 20606 39114 0.345044 33.9328 

4 60992 16162 44830 0.264986 33.1024 

5 60067 12788 47279 0.212896 32.9437 

6 60770 10501 50269 0.172799 32.7092 

7 60209 8872 51337 0.147353 32.5293 
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2-8-2 

FEC-RS 

0.01 1 4009 4007 2 0.999501 79.6191 

2 4231 3514 717 0.830537 50.5994 

3 4099 2516 1583 0.613808 47.5209 

4 3865 1728 2137 0.447089 46.3185 

5 3918 1408 2510 0.359367 46.1816 

6 3892 1115 2777 0.286485 46.2507 

7 4124 858 3266 0.20805 44.9968 

  

     0.03 1 11986 11684 302 0.974804 55.3642 

2 11733 9435 2298 0.804142 45.7363 

3 11879 7033 4846 0.592053 43.4813 

4 12123 5084 7039 0.419368 41.4658 

5 12022 3947 8075 0.328315 40.761 

6 12402 3082 9320 0.248508 40.1841 

7 11888 2569 9319 0.2161 39.6782 

  

     0.05 1 19701 18301 1400 0.928938 47.4381 

2 20218 15048 5170 0.744287 42.3024 

3 20198 11089 9109 0.549015 40.0733 

4 20032 8073 11959 0.403005 39.2426 

5 20697 6494 14203 0.313765 38.2208 

6 20019 5114 14905 0.255457 38.0433 

7 20541 4370 16171 0.212745 37.6433 

  

     0.07 1 28006 24284 3722 0.8671 43.4659 

2 27354 19403 7951 0.70933 40.9465 

3 28224 14287 13937 0.5062 38.0982 

4 27567 10440 17127 0.378714 37.301 

5 28368 8184 20184 0.288494 36.439 

6 28617 6999 21618 0.244575 36.359 

7 27079 5417 21662 0.200044 36.5087 

  

     0.09 1 36215 28852 7363 0.796686 40.6861 

2 35487 23091 12396 0.650689 38.4871 

3 35621 16991 18630 0.476994 37.0064 

4 36054 13269 22785 0.368031 36.0318 

5 37040 10421 26619 0.281344 35.4108 

6 35179 8205 26974 0.233236 35.0342 
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7 35864 6884 28980 0.191947 35.0902 

  

     0.11 1 44158 32003 12155 0.724738 38.9417 

2 44216 26740 17476 0.604758 37.1291 

3 43687 19610 24077 0.448875 35.7505 

4 43376 14839 28537 0.342102 35.2515 

5 44214 12051 32163 0.272561 34.6114 

6 43606 9908 33698 0.227216 34.3158 

7 44603 8346 36257 0.187117 33.9407 

  

     0.13 1 52206 33775 18431 0.646956 37.2133 

2 52144 29002 23142 0.556191 35.9915 

3 51865 21512 30353 0.414769 34.8626 

4 51969 16557 35412 0.318594 34.099 

5 52074 13503 38571 0.259304 33.8476 

6 51844 11066 40778 0.213448 33.4693 

7 52452 9519 42933 0.18148 33.4058 

  

     0.15 1 59953 34975 24978 0.583374 35.6545 

2 59729 30099 29630 0.503926 35.1408 

3 59720 23051 36669 0.385985 34.2362 

4 60992 18226 42766 0.298826 33.2758 

5 60067 14624 45443 0.243461 33.115 

6 60770 12142 48628 0.199803 32.8067 

7 60209 10236 49973 0.170008 32.6478 

 
 


