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Abstract 
Physical access control systems (PACS) deal with the security of the availability of resources. They 
work as an alternative to traditional manual security access control. Access control has two 
variants, the logical which deals with computer environments and the physical which deals with the 
physical entry into a property or warehouses. However, offline physical access control systems 
cannot enforce the user’s path making it unsuitable for use in classified areas, such as places where 
the public is restricted. Therefore, offline PACS need a framework that can delegate the authority 
to enforce the user’s path. This is satisfactorily met in the presented research with a new design of 
offline PACS that has the capability to implement delegation. This framework allows the locks to 
dynamically write and read access policies onto and from a smart card. It works by means of a 
construct called “Path Array” and communication among different entities occurs via a chain of 
trust formed with the use of pre-shared keys. 
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1. Introduction 

1.1 Background 
In the realm of Physical Access Control Systems (PACS), various theories exist in explaining the 
trouble of deciding and enforcing who gets to access what, when and where. Access control is a 
way of dealing with a fundamental physical security problem (Menkus 1989). The role of access 
control systems is to verify and validate the user’s requests to access a resource. PACS involve 
controlling the users’ physical access to certain areas in a facility. An access control system solves 
the problems of authorization, authentication and validation. Authorization controls the access of 
users to resources that result in granting or denying access, authentication verifies the identity the 
user claims and validation verifies the authorized privileges (Meenakshi, Abhishek et al. 2007). 
Access control systems have two categories, logical access control and physical access control. 

Physical access control systems (PACS) work as an alternative for surveillance-based access 
systems. In PACS, the user uses predefined access control policies to access the resources. At 
present, electronic devices like RFID tokens, NFC devices and smart cards replace the traditional 
keys. A user can access certain resources with these devices. The advantage of PACS over 
traditional lock systems is that one can see who accessed what and when just by looking at the logs. 

In “Online PACS” each door lock contains a smart card reader that connects to the central 
controller via wired or wireless medium. In geographically dispersed situations i.e., warehouses 
placed far away from the principal building, maintaining online locks is a nightmare in terms of 
costs and infrastructure. Hence, current technological advancements tend to move towards offline 
access control systems rather than online systems. These offline systems have certain capabilities 
that identify the authenticity of the central system that issued the smart card. The central controller 
digitally signs the tickets and access policies before writing onto the smart cards. 

An online lock synchronizes with the central controller (wired or wireless), to exchange updates 
and management information. In contrast, offline locks are standalones and can be powered by 
batteries. Offline locks are intelligent but not networked with a central controller or peer devices.  

This research contributes to the domain of network security and access control systems, which is a 
subdomain of computer and system sciences.  

First, let us take a look at common functioning and entities in the offline PACS system. The figure 
below shows the standard functioning of offline PACS where all communication between central 
controller and offline locks occurs via smart card (Pompili 2012). 



2 
 

 

Figure 1 Working of Offline PACS 

1.1.1 Prior Research and discussion 

 Scientific studies  

• Meenakshi et al, from Honeywell Technology solutions (Meenakshi, Abhishek et al. 2007) 
designed a decentralized access control system using formal languages, but there is no 
implementation regarding delegation of authority. This decentralized system handles 
situations with an increasing number of users.  

• Yacoub et al, invented a method of smart card operation in offline PACS (Khalil, 
Anshuman 2011). They have patented their invention under a US patent. This invention 
addresses the issue of delegation and path enforcement in offline PACS, but all the 
processing is done by smart cards. At present, there are no smart cards available that have 
sufficiently large processing and storage capabilities. This invention targets future 
developments in smart card design and functionality. In contrast, this thesis builds the 
artifact that supports the existing PACS design. 

• Meriam et al, from the Institute of Telecom, France (Ben-Ghorbel-Talbi, Cuppens et al. 
2010) proposed a unified framework that supports delegation method in an extended role-
based access control model. This framework is an extension for typical role-based access 
control models with added features.  

Academic research 

• Canovas et al., 2002 (Cánovas, Gómez et al. 2002) from the University of Murcia discusses 
the concept of offline and online physical access control systems. They have explained 
RBAC authorization but not delegation in offline PACS. The RBAC ideas mentioned by 
them were used to understand the scope of role-based access control. 

• Koje Hesebe et al., 2010 (Hasebe, Mabuchi 2010) from the University of Tsukuba worked 
on a capability role-based delegation model that can be efficiently used in logical access 
control systems rather than physical access control systems. By using the methods 
mentioned by Koje et al, possibilities of applying the same logic to physical access control 
systems were researched. Later they turned out to be invalid, due to the high-level 
requirement of frequent communication among the operating nodes. 

• Popa et al., 2010 (Popa, Popa et al. 2010) from the University of Timisoara developed and 
distributed smart card based access control systems. All the devices in this model are 

User submits card

Central Controller

Write access polocies onto 
card

Smart cards

C

Offline reader which trusts central controller

No direct communication
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Internet-centered. These systems were distributed, but they communicate using Internet 
links, which entirely changes the meaning of offline PACS. 

• Qihua Wang et al., 2008 (Wang, Li et al. 2008) from Purdue University claim that, in an 
access control system that supports delegation, collusion of privileges is the principal 
threat. They explained the impact of delegation on the security of access control systems.  

• Adriaan Slabbert developed a resource-constrained solution for distributed physical access 
control systems (Adriaan 2007), but this solution does not deal with user’s path restriction. 
This dissertation helped a lot to understand the working of existing offline PACS and their 
limitations in terms of resources. This dissertation also helped to falsify other artifacts that 
were created in the early stages of this thesis. 

All the above-mentioned research addresses different delegation approaches, but they are restricted 
to logical access control systems. None of them can be implemented in offline physical access 
control systems. The above models support delegation, but lack the flexibility to use them in offline 
PACS. There is relatively a little research in the area of offline PACS exists as it is an emerging 
state-of-the-art technology. 

1.1.2 Existing Implementations 

Case studies helped to find the existing implementations. Part 3 of Appendix A explains the details 
about the studies conducted. 

• PegaSys Electronic Locks manufactures offline PACS, but these do not support path 
specification (Ingersoll 2012). They use Mifare cards while Java cards are used in this 
research. Mifare cards are predefined in functionality without the ease of customization. 
Hence, these locks were used in low sensitive areas. 

• Telcred AB designs and deploys offline physical access control systems but these lack 
delegation in the offline systems (Pompili 2012). Telcred provides high-end security locks, 
which can be easily customizable according to the security requirements of the facility.  

• SIT Fraunhofer designed a similar artifact called “ShareKey: Access control in Enterprise”, 
but they restrict to NFC devices, and the path enforcement concept has not been addressed 
(Ahmad 2012).  

1.2 Problem statement 
In general, the problem can be seen as a gap between the existing state and the desired state. In 
offline PACS, there is no continuous exchange of information to verify and allow a user through a 
series of doors, whereas this is a common feature in online PACS. The present offline access 
systems are unable to enforce the user to follow certain designated route i.e., Room A should be 
accessed before entering room B. This problem occurs because every offline lock installed in the 
site is independent of neighboring locks. Therefore, lack of delegation among the locks and the 
main server is the existing problem in the present offline PACS. 
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Figure 2 Problem specification 

The aforementioned problem needs to be addressed in order to make offline PACS more portable 
and equivalent to online PACS. A cause analysis can illustrate the problem effectively. The figure 
above gives a clear picture of the reasons to implement the solution using a fishbone diagram. The 
horizontal line represents the key problem and the related slanting lines represent problems 
occurring from the key problem. 

1.3 Research Question 
How might one implement user path enforcement in offline physical access control systems? 

1.4 Goal 
The goal of the thesis is to create a framework for offline PACS that allows the delegation of 
authority. Delegation of authority in this context refers to the authority of the lock to change the 
contents of the smart card in a secure way on behalf of the server. Using this method, 
path restrictions for users can be assigned by the administrator in an offline mode. A working 
version should be designed to solve this problem using existing infrastructure. In this thesis, a 
model that can restrict users along the path specified by the administrator has been designed. In 
traditional systems, delegation restricts to online systems. This thesis provides a framework to 
achieve delegation even in offline systems.  

1.5 Scope 
The main idea of the artifact is to enforce the user in a particular direction or path. Locks inside the 
facility grant access if and only if the user follows the path prescribed the security administrator. 
This artifact is designed keeping in view of present Telcred’s offline PACS. After thorough 
analysis and successful verification of the artifact, possible limitations can be explained as below. 
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One is the inability to use the same smart card for different groups, due to the fact that the locks 
inside a facility are segregated as groups and each group should use a different set of smart cards. 
This artifact works with PSK, and for security reasons each group of locks possess unique PSK. 
Next is the smart card memory size. The path array can hold a limited number of Lock ids till the 
memory is filled and this may be solved in the next generation of smart cards. Next comes the 
limitation with one time usage of smart card. The ticket inside the smart card becomes invalid after 
the traversal. This increases the security and avoids the misuse of the card. Based upon the 
requirement the administrator renews the ticket for multiple traversals. More about the scope and 
limitations of this artifact are explained in the chapter 6. 

1.6 Motivation 
To illustrate the problem statement, some real time application in which user path enforcement is 
necessary has been chosen. This example better illustrates the importance of the current research 
and also points out the general interest in solving the problem. The figure below shows a diagram 
of a hospital equipped with offline PACS at each door. 

 

 

Figure 3 Application of offline PACS in hospital 

The above hospital facility consists of five doors with ID’s A, B, C and D. Door A is the main 
entrance, door B opens into the generator room, door C gives access to the operation theatre, and 
the last door D guards the oxygen room. It is essential that the doctor should check oxygen levels 
and switch on the generator as backup before the commencement of an operation. This is 
mandatory and needs to be followed strictly before the commencement of each and every 
operation. Hence the administrator can provide entry into the operation theatre (Door C) only when 
he is confident that the doctor has visited the generator room and the oxygen room earlier. This 
enforcement can be achieved quite clearly in online PACS as every entry synchronizes with the 
central controller. The administrator wants the doctor to follow this pattern, say Door A then door 
D followed by door B and finally to door C. If the doctor immediately goes to door C without 
following the above sequence, he should not be given entry into the operation theatre. Hence, to 
keep it easy, door D should know somehow that the doctor accessed door A before he comes to 
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door D and door B should know that he entered door D and only then will door C finally allow him 
the admission by checking that he already entered door B. 

In addition to the above real world situation, surveys and interviews helped to determine the 
general interest of the problem. Semi-structured interviews and surveys with the stakeholders and 
experts of the domain also helped to recognize the importance of the existing problem (Appendix 
A). 

Hence, such facilities require path enforcement where one activity should be performed before the 
start of another. To obtain such user path control in offline PACS, there should be some degree of 
delegation to be used so each door can see or determine what door the user has accessed earlier. 
Delegation in this context refers to the situation where the lock makes the decision on behalf of the 
server. Here, the server delegates the process of decision making to the locks. Chapter 2 includes an 
explanation about the delegation concept. 

1.7 Intended Audience 
R&D of Telcred AB commissioned this thesis, which is also a part of WP3 (work package 3) of 
nSHIELD project funded by EU (nSHIELD 2012). 

The primary audience consists of developers, researchers and students in the field of physical 
access control systems and security domains. Other readers interested in the present research can 
also go over this, provided they have some elementary knowledge of the domain. 

1.8 Data Collection 
The initial activity in any research is to collect and analyze the existing data. Therefore, 
quantitative and qualitative data is collected by using semi-structured interviews from different 
roles of people working in the access control industry. Data is also collected using document 
studies from the Internet, case studies and technical databases. Analysis on already existing 
artifacts related to the current domain provides the required knowledge base. Semi-structured 
interviews and case studies helped to realize that there were no similar systems existing in the 
market. Analysis of journals and research papers related to access control field provided 
information regarding the drawbacks of existing offline systems and gave the scope for future 
research. Hence the aggregate review of scientific databases and research journals gave a new 
theory of how to work towards the research objective and solve the specified problem. Chapter 3 
elaborates the data collection method in detail.                                                                                                

1.9 Ethics 
“Ethics is the science of conduct, and the art of life” (Hyde Jan, 2008). Ethics refers to the 
standards that determine what humans need to do in terms of virtues, rights, obligations and 
benefits to society (Hyde Jan, 2008). According to the survey conducted with stakeholders (Refer 
to Appendix A, Question 4 from Topic 2), the artifact explained in this document would not in any 
way compromise the traditional ethics or privacy issues of the artifact user. This design lies within 
the parameters of ethics and does not compromise the right to privacy or right to life. This artifact 
can be seen as a stepping-stone for technological advancement that solves the problem within the 
domain of security without risking the traditional ethics. Also, the artifact will only be used to 
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make the users and administrators tasks easier in terms of use and management, but in no 
circumstances tricks the user that benefits the manufacturer or designers of this artifact. 
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2. Extended Background 

2.1 Physical Access Control Systems (PACS) 
Access control techniques can be broadly divided into Discretionary (DAC) and non-discretionary 
(NDAC) access control. In DAC, the owner of the object specifies the access to the object whereas 
in NDAC there are two more techniques, Mandatory Access control (MAC) and Role-Based 
Access control (RBAC). In MAC, the central authority creates access control rather than object’s 
owner, which applies in military security (Gasser, Goldstein et al. 1989). In RBAC, individual 
access decisions and rights work upon role name ex: manager, developer etc. (Popa, Popa et al. 
2010) 

PACS refers to door or area access control systems that validate the user based on some access 
rights or predefined policies. PACS can be categorized into online and offline. The figure below 
shows online PACS in which the access controller is fully networked and in sync with the central 
controller. (Meenakshi, Abhishek et al. 2007) 

 

 

Figure 4 Online PACS (source: Telcred AB) 

 
In general, online PACS consists of the following entities, 

• A door equipped with security lock 

• A security lock consisting of card reader and writer (contact or contactless cards) 

• A database to store users access lists 

• A controller which makes the choice of granting or denying access 
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• A secure network to communicate among these entities 

The word online represents a networked controller that always checks for the access rights in the 
attached database. The central database contains a list of smart card IDs and their corresponding 
access control rights. The security administrator assigns access policies for a specific smart card 
and stores them in the database. The online reader at the door, on reading the smart card contacts 
the central controller to decide whether to grant or deny the user’s access.  

Drawbacks of online PACS  

§ Requirement of extensive infrastructure 

Online PACS require network connections between the entities. This requires a lot 
of networking equipment like cables, switches and hubs. 

§ Susceptible to DOS attacks 

In online PACS, locks cannot make decisions without contacting the server. So, an 
intruder can attack the system by destroying the communication link between the 
locks and central server. 

§ Susceptible to MITM attacks 

An attacker connects to a network link and eavesdrops the communication to copy 
the credentials and other confidential information. This is a potential threat that he 
reuses the credentials to compromise the access control system.  

§ Slow in response and more round-trip time 

Upon submission of the user’s smart card at the lock, the reader inside the lock 
sends the credentials and ticket to the central controller and waits for the decision. 
This to and fro flow of information from the central controller causes additional 
waiting times. 

On the contrary, offline PACS acts in an entirely different way. More information about online 
PACS and their behavior can be read at Smart card alliance report (Smartcard 2003). The term 
“offline locks” in the rest of the document specifically represents the locks manufactured by 
Telcred AB. There may be other offline lock companies that use different approaches to 
manufacture the locks. Figure 5 shows the operation of offline PACS. Offline PACS overcomes 
most of the drawbacks imposed by online PACS. The main difference is that the lock at the door is 
not networked and is a complete standalone. In Telcred’s implementation of offline systems, the 
lock is only aware of its own identity and the trusted access rights author (the server which issues 
smart card to users). The ticket inside the user’s smart card contains the user’s access rights. Using 
a PKI infrastructure, the offline lock checks the integrity and authority of the received ticket. The 
server issues delegation of authority to the locks by endorsing the tickets stored in the smart card. 
Locks verify the ticket with the help of the server’s public key. Once it has passed the above checks 
then the lock looks up the ACL embedded in the ticket and allows or denies the user (Pompili 
2012). Locks installed in both online and offline PACS contain readers that can read the 
information stored in the smart cards (Ferrari, Poh et al. 1998). 
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Figure 5 Offline PACS (source: Telcred AB) 

 
Telcred’s offline PACS work with the analogy based upon the ticket-conductor scenario. A railway 
conductor does not have prior knowledge about the passenger. The conductor allows the passenger 
to travel just by trusting the ticket he bears. Here, the conductor trusts the source of the ticket but 
not the passenger. Offline PACS follow the corresponding analogy. They only trust the source of 
smart card. The advantage of the offline PACS over online is that, the offline can be standalone 
without any networking infrastructure. This achieves a distributed access control system. As a 
matter of fact, the offline locks do not store any information related to access policies. Indeed, 
offline locks can be fitted at any remote location without any network to the central controller 
(Pompili 2012). 

2.2 Delegation 
Delegation is a process in which a user or resource without any administrative privileges obtains 
the ability to grant some authorizations to other users or resources. According to Gasser, delegation 
is more often a rule than an exception. Even after the use of state-of-the-art techniques, delegation 
is still transparent to remote systems and makes it difficult to use in distributed systems (Gasser, 
McDermott 1990). With respect to the increasing number of distributed systems and peers that 
share information among them, it is crucial to have the delegation feature to simplify the tasks. 
Delegation should be implemented in such a way that the established security policies will not be 
violated. Above all, the delegation model should be easy to manage and use (Ben-Ghorbel-Talbi, 
Cuppens et al. 2010). 

The definition of delegation varies based upon the context used. In the present context, delegation 
refers to the process of allowing offline locks to restrict the user’s path while passing through a 
series of doors. During the enforcement of the user’s path, the lock changes the contents of the 
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smart card. Changing the contents of the card may include writing logs, recording the events of 
decline or access, creating hashes and storing them on the card etc., in a secure way. Present offline 
PACS, offer static delegation meaning locks make a decision based upon the ticket generated by 
the server, but will not modify the contents of the smart card. 

2.3 Smart cards 
Smart cards, also called chip cards or integrated circuit cards (IC) are commonly used for uniquely 
identifying an individual. Smart cards can be classified into memory cards and microprocessor 
cards. By name, memory cards are not smart, and they just store information, on the other hand, a 
microprocessor card executes a piece of code or functions written onto the card's chip. Areas where 
information security and privacy are serious concerns such as banking applications, wireless 
telecommunications and access control often use smart cards (Chen 2000). 

The present offline PACS uses Java Cards (Oracle 2012) manufactured by NXP semiconductors. 
The family of the smart cards is P5Cx080. These smart cards can be used as electronic passports, 
ID cards, secure access and Trusted Platform Modules (TPM). This line of smart cards has a built-
in PKI coprocessor that supports RSA and ECC. In addition, it contains a 3DES and AES 
coprocessor (NXP 2008). 

These smart cards with built-in security modules have an onboard key generation system that 
generates and uses its private key for signing and decrypting messages.  

2.4 Cryptography 
Cryptography comes in different variants as explained below. 

2.4.1 Symmetric key cryptography 

In symmetric cryptography, both encryption and decryption use the same key. Here, the sender and 
the receiver use only one key for both operations. Before starting the conversation (transaction), the 
parties involved should securely exchange the key. Trusted Authorities (TA’s) can be used to 
deliver the keys both for the sender and receiver. Examples of widely used symmetric 
cryptographic algorithms are AES, Blowfish and DES. Among these, Blowfish is faster, but AES 
provides better security. Symmetric cryptography is computationally fast, but the exchange of key 
between parties in a safe way is the main drawback. (Kofahi, Turki Al-Somani et al. 2003) 

2.4.2 Asymmetric key cryptography 

In asymmetric key cryptography, aka public key cryptography, each participating parties possesses 
two keys called private and public key. This is in contrast with symmetric key where one uses the 
same key for both encryption and decryption. In asymmetric cryptography, while encrypting and 
decrypting, we use public key and private keys respectively, thus making use of two different keys 
for different operations (Garfinkel 1996). The distribution of public keys does not require any 
secure infrastructure. Both the public and private keys mathematically relate to each other. 
Encrypted information with public key must be decrypted using corresponding private key and vice 
versa. The security of public key cryptography lies with the size of the key used. For larger keys, 
derivation of the private key from the public key is practically impossible; hence, we can distribute 
public keys without any secure infrastructure. Compared to symmetric cryptography, asymmetric is 
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computationally more expensive. RSA and ECC are examples for asymmetric cryptography (Ali 
2008). The PGP mechanism uses public key cryptography. 

2.4.3 Cryptographic hash function 

Hash functions ensure integrity of messages. Hash functions receive a variable length message as 
input and produce a fixed length hash as output. Any slight modification of the message contents 
will produce an entirely different hash as output, which notifies the change in the actual message. 
Hash functions are always one way, which means a hash can be generated from a message but not 
vice versa. MD5 and SHA-1 are examples of hash functions. (Rivest 1992, Eastlake, Jones 2001) 

Hash functions are collision-resistant meaning which it has truly less probability that two messages 
will produce the same hash as output (Gutmann, Naccache et al. 2005). This allows hash functions 
to be used widely to ensure the integrity of messages. HMAC is one example that makes use of the 
above-mentioned hash functions (Krawczyk, Bellare et al. 1997). 

2.4.4 Digital signatures 

Digital signatures authenticate the sender and ensure the integrity of a message during transit. 
These play a vital role for non-repudiation while signing contracts electronically (Mason 2005). 
Sender calculates the digest using one-way hash functions and appends it to the original message 
while encrypting with his own private key. Upon receiving, the receiver verifies the message by 
generating a digest for the message and compares both digests to ensure there are no modifications 
from its original form. 

2.5 Artifact outline and requirements 
Based upon survey results collected via semi-structured interviews and action research, the artifact 
will be an extension to the offline PACS version in use. The artifact designed in this thesis will help 
us to include delegation feature in offline PACS, which enables one to administer user path. The 
figure below explains the functioning of online PACS. 
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Figure 6 Working of online PACS 

In online PACS, every entity connects to another entity, to exchange the information continuously 
(communication). In contrast, offline PACS do not have networking between the entities. 
Therefore, the challenge now is to achieve some level of delegation even without continuous 
networking between the entities. Therefore, the new artifact must solve the problem by providing 
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delegation features in offline PACS systems. Chapter 3 contains a detailed discussion of the artifact 
types. 

Requirements of stakeholders upon this artifact are divided into functional and construction 
requirements 

Functional requirements: 

§ The offline PACS should allow the administrator to specify a path for individual users as 
well as a group of users 

Enforcing and specifying paths for users already exists in online PACS. Hence this 
artifact focuses only on offline PACS. This should be possible for individual users or a 
group of users based on roles (RBAC). 

§ The smart card contents should be safe and tamper-proof 

In offline PACS, smart card is the only communication link that travels between the 
central controller and different locks. Hence all the decisions made by the locks 
depend upon tickets and information present on the smart card. Therefore, it is 
necessary to ensure the integrity of data while in transit. 

§ The smart card should hold the details of the doors accessed by the user without any 
modifications 

The smart card should also serve as a log collector. By examining the data in the smart 
card, the administrator should be able to see what doors the user has accessed. 

§ The solution should be feasible enough to implement even in mobile devices and NFC 
devices 

Smart cards are now slowly being replaced with NFC devices, which are the next 
generation identity cards. Hence one of the requirements for this artifact is that it 
should be able to implement with NFC devices and should be platform-independent. 

Construction requirements: 

§ The artifact should not increase the execution times or reduce the performance 

This artifact should not reduce the performance or increase the execution times. 
Increase in execution times also increases the user waiting time for a decision.  

§ The solution should be scalable with existing resources without the need of additional 
infrastructure 

The artifact should work with existing design of offline PACS. Offline PACS 
deployed in some facilities should use this artifact as an add-on. 

§ The artifact should be generic to apply 

§ The artifact should be easy to use 

This artifact should be easily understood and configured by the administrator. As the 
administrator is the one who assigns users path, it should be easy for him to handle.  

Chapter 3, explains the process of research, chapter 4, discusses the new artifact along with 
implementation, chapter 5, discusses the evaluation of artifact and finally chapter 6 concludes the 
thesis by explaining limitations and future scope. 
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3. Method 
“Research design should be a reflexive process operating through every stage 
of a project"- Hammersley	  

3.1 Choice of method 
Broadly speaking, there exist three types of research methods. They are Action research, Design 
research and Case study. Action research is an established research method within professional and 
social sciences. Design science is about creating knowledge through designing and applying to an 
artifact (Henver, Salvatore et al. 2004) and Case Studies analyses single or multiple existing cases, 
with the combination of qualitative and quantitative research methods.  

3.1.1 Why Design science? 

The different process of different research approaches 

The following figure shows the research steps followed in the different methods. 

Steps Design Science Action Research Case Study 

1 Explicate problem (practical 
problem) 

Problem diagnosis  Single or multiple case 
designs 

2 Requirements, Design and 
development (artifact) 

Action planning Collecting data by 
qualitative or quantitative 

methods 

3 Verify artifact (demonstration) Action 
intervention 

Analysis of gathered data 
using strategies  

4 Evaluate artifact (ex-ante or ex-post) Evaluating and 
specifying learning 

Improve the quality, 
Check the predictions 

Figure 7 Research Methods  

Design science was chosen for this thesis since the research question is about a practical problem. 
Now the dissertation process starts with explicating the current problem then defining requirements 
on the artifact followed by the development and validation of artifact. Design science follows the 
same way when it comes to designing new artifacts (Appendix B, Design science canvas). Hence, 
the use of design research will be more appropriate in obtaining the required results. The goal of 
the thesis is to create a novel artifact, which solves the existing problem; therefore the design 
approach is appropriate and reasonable compared to the other research approaches. 

Why not other research methods: Upon considering alternative research approaches, the following 
are noted. 

Action research considers pragmatist epistemology and ontological assumptions. It is not a way of 
finding what is wrong, but rather a quest to find methods on how to improve (Eileen 2000). Action 
research understands social practices and change process in social systems (Hult 1980). The 
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criticism of action research by Tuomi et al. explains the reasons for not choosing action research 
for this thesis (Tuomi 2002).  

Case studies research broad and complex phenomena. These play a role when a phenomenon 
cannot be studied outside the context in which it occurs. We use case studies for holistic analysis 
and testing existing theories. (Yin 2003) 

Empirical research primarily concentrates on observation or experiment rather than pure reason or 
theory. Empirical research deals with analyzing data and experimenting on the samplings (Michelle 
2002). Present research advancements support empirical research through design, but they use 
structured design principles and are tested using hypotheses (David, Miguel 2009). 

Design science is the study of artifacts within practices for solving practical problems. The design-
science paradigm seeks to extend the boundaries of human and organizational capabilities by 
creating new and contemporary artifacts. In the design-science paradigm, one can understand a 
problem domain by constructing and implementing an artifact. (Henver, Salvatore et al. 2004) 

Design science is chosen, after falsifying the alternative research approaches. The present problem 
does not require any assumption or an empirical conclusion but requires some knowledge that can 
be applied to an artifact that solves the practical problem. Also, upon considering the time frame 
and format of the end results any available alternative methods are not feasible to conduct research. 
Hence, the only option is the Design science research. 

3.1.2 Ethical deliberations 

The Theory of Ethics related to the present research has already been introduced in chapter 1 of this 
paper. During the entire research, people related to different domains are involved in different 
stages of the research. Hence, ethical deliberations related to these people need to be discussed in 
detail. 

During the data collection process, stakeholders were interviewed and survey results were 
evaluated. The present research question and the problem target the organizations and research 
institutes working in this area of expertise, i.e., physical access control systems. To preserve 
personal integrity, the survey questions that respondents answered are entirely research-oriented. 
Therefore, publishing the results of the survey will not affect their professional backgrounds. 

Confidentiality of the results is no longer required because the artifact cannot be applied unless one 
knows the basic proprietary design of the smart card programming and security locks. Furthermore, 
each organization may vary within their application of access control systems using smart cards 
and NFC devices. Hence, the commercial fundamental design has not been described in depth. 

The anonymity of the stakeholders is not an issue due to lack of sensitivity in the research question. 
The research problem is of general interest, which involves EU, government organizations and 
several companies working in the domain of expertise. nSHIELD and Telcred AB participated in 
the whole research process. Hence; the issue of being anonymous while publishing results is 
negligible. 

The proprietary information related to the company is not disclosed; all the confidential 
information is only used to yield successful results in the research. Appendix A displays all the 
survey and case study results. 
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3.2 Methods used in earlier academic research 
The domain of offline PACS is an emerging one compared to that of online PACS. Deployment of 
offline PACS has been increasing exponentially due to the simplicity in its installation and 
maintenance. Therefore, the increasing use of offline PACS, motivates towards advanced research 
in the field of offline PACS and its related entities. Hence, we find few relevant academic studies 
within the past few years. Section 1.1.1 discusses related academic studies. 

• Adriaan in his thesis on “Distributed PACS”, used Design science as a research method to 
obtain the solution (Adriaan 2007). In his research, he designed a resource-constrained 
system that can easily be implemented in distributed PACS. 

• Qihua Wang et al, in their paper “Security of Delegation in Access control systems”, 
designed a novel source-based enforcement mechanism for workflow authorization system 
using Design science methodology. (Wang, Li et al. 2008) 

• Popa et al, designed an Internet-centered distributed access control system (Popa, Popa et 
al. 2010). They have designed a well-connected system using control access points. 

• Koji Hasebe et al, proposed a delegation model for capability role-based access control 
systems using Design science artifacts. (Hasebe, Mabuchi 2010) 

To conclude, the Design science paradigm creates most of the latest artifacts related to access 
control. 

3.3 Types of Artifacts 
According to Design science primer (Johannesson, Perjons 2012), there exist four types of artifacts, 

• Constructs  

• Models 

• Methods 

• Instantiations 

Constructs are concepts and notations that can be used to formulate problems and solutions. This 
kind of artifact provides definitional knowledge. Using constructs one can easily formulate 
problems and their corresponding solutions. Class design in UML and methods in Java are 
examples of constructs. 

Models make use of constructs and illustrate design problems or solution spaces. Models can be 
used to develop possible solutions for existing situations. Process modeling and new system 
architecture are examples of model artifacts. 

Methods describe what to do to achieve a goal. Methods can be described as formal or informal. 
Design of algorithms comes under the category formal and merely specifying guidelines falls under 
informal category. Some examples are a method for database design, strategy for change 
management etc. 

Instantiations can be seen as working systems that can be used in practice. Examples are a Java 
program that realizes a search algorithm and the creation of a database for storing medical records 
etc. 
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Therefore upon analyzing all the different types of artifacts, this artifact falls into the ‘Method’ 
artifact category. The current artifact uses informal guidelines that need to be followed to achieve 
the goal, i.e., delegation in offline PACS. 

This artifact can also be considered as “Instantiation” because a working system will be developed 
during the construction phase by making use of “Method”. 

3.4 Domain of problem existence 
One salient aspect during Design science research is to determine the practice or domain in which 
the mentioned practical difficulty exists. The current problem exists within the domain of PACS 
and specifically pertains to offline PACS. Delegation of authority and enforcing a user’s path is a 
serious problem in offline PACS that makes them unsuitable for deployment in many organizations 
and infrastructures. The artifact explained in this thesis develops a method that enables the 
administrator to define and enforce paths for the user even in offline PACS. The present application 
uses smart cards as a means of identification to unlock a door. Future implementations include the 
domain of NFC devices and mobile phones. 

Coming up with a cost-effective, computationally feasible, secure and robust resource is the main 
challenge in designing the artifact.  

3.5 How this artifact solves the problem 
The present artifact type is Method, which sets informal guidelines that can be used to solve the 
problem (Johannesson, Perjons 2012). This artifact can be used to establish delegation into offline 
PACS using some programming construct in the smart cards and locks. 

After the implementation of the artifact on a java smart card using smart card programming 
modules (java applets for smart card), communication between different locks using shared key 
hashing is enabled. Shared key hashing verifies the integrity of the data on the smart card as it 
moves between different doors. The smart card contains paths, also known as its Path Array that 
need to be followed by the user (more explanation in chapter 4). Creating a chain of trust among 
the entities forms the overall security in the artifact. 

In this manner, the locks can execute the user path by granting or denying access based upon the 
path specified in the path array implemented inside the smart card. 

3.6 Constructs used in the design 
The majority of constructs use java applets for smart cards. NXP electronics manufactured the 
smart cards. NXPJCOP tools installed in Eclipse IDE develop and debug java applets. HID Global 
smart card readers serve as a middleware for programming java smart cards (HID 2012). 

FreeRTOS powers up the microcontroller placed inside the door locks. Path arrays are logical java 
applet constructs loaded onto the smart cards. Other constructs used are Microsoft Visio, to 
illustrate pictorial representations of artifact and Samsung galaxy SII mobile phones for NFC 
support. 
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3.7 Research Strategies and methods 
This section explains briefly how the chosen method is applied in this thesis.  

3.7.1 Semi-structured Interviews 

To find out the potential of the research problem, some semi-structured interviews with the 
stakeholders in the current domain of physical access control systems manufacturers were 
conducted. This method of interviewing helped elicit the problems faced by users and 
administrators with the available technology and also the need for implementing delegation in the 
future developments. These semi-structured interviews helped the researcher to learn more about 
the problem domain and stakeholders requirements for the artifact (Appendix A). This was 
followed by the analysis of online databases and forums. 

3.7.2 Action Research 

According to Johannesson et al., the authors of Design Science Primer, action research can be used 
as one among the research strategies to answer the research question (Johannesson, Perjons 2012). 
In simple words, action research is “learning by doing” (Rory 1998). Action research should be 
done in several steps that lead us to the goal. It is divided into diagnosing, action planning, taking 
action, evaluating and specifying learning. The figure below shows an action research model. 

 

Figure 8 Action research model (Susman, 1983) 

 

In relation to this thesis, the existing version of Telcred’s offline PACS was observed, and it was 
found that there is no possibility that the administrator can make the user follow the doors in the 
order he specifies. Lack of delegation makes the administrator unable to enforce user’s path.  
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Partial action research helped to acquire knowledge by observation. Testing the prototypes and 
experimentation by simulation comes under this category. By analyzing the existing 
implementations of Telcred AB, drawbacks of the current system were collected and used as input 
to the artifact design. 

3.7.3 Data Collection 

As discussed earlier in Chapter 1, information was gathered from different sources. An online 
forum called “LinkedIn” was used to conduct the expert surveys (Appendix A contains the survey 
results). Two semi-structured interviews conducted with Adriaan, the senior security architect and 
Carlo, a business manager at Telcred AB, gathered some salient aspects. Case studies mentioning 
real world implementations have also been studied to obtain the drawbacks. Refer to Appendix A 
to get a complete view of data collection scenario. 

The results of this research strategy helped the researcher to conclude that there were no existing 
implementations that can solve the existing problem. Also, this helped to acquire the stakeholders’ 
general interest in the construction of this artifact. 

3.7.4 Method and Instantiation Artifact 

Careful consideration and analysis of the results from the above methods led to the creation of a 
Method which allows one to use delegation in offline PACS. This application of the method is 
suitable because, the end result is a procedure or algorithm that solves the current problem 
mentioned in the research question. Other artifact types like constructs and models are not suitable 
for this thesis because each and every artifact has its own set of implementation principles.  

3.7.5 Acceptability of Artifact 

Senior developers at Telcred AB verified the artifact. Evaluating the artifact against the set of 
requirements is verification. This ‘Method’ acted as a blueprint while creating the new 
instantiation. Later, tests performed on this instantiation confirmed that it solves the current 
problem and satisfies the set of requirements. 

3.8 Application of research method 
According to the Design science process, scientific methods consist of the following: 

• Surveys 

• Case studies 

• Experiments 

3.8.1 Surveys 

Surveys with the staff of Telcred AB explained the general interest of the artifact. These surveys 
include semi-structured interviews and personal talks on the topic. Also, online surveys with 
experts of the domain via Linkedin social hub were invaluable. These surveys identify the 
significance of the problem and helped to gain knowledge about existing similar artifacts. 
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3.8.2 Case studies 

Case studies explored the pros and cons of the existing implementations. Results of this analysis 
helped in the creation of the prototype. Appendix A includes results from the surveys and case 
studies. 

3.8.3 Experiment 

After gathering the required data from the above research strategies and methods, a simulation of 
path enforcement in offline PACS was performed. Other sources like online scientific databases 
(KTH library, IEEE explore, Google scholar etc.) and forums helped to gather additional 
information required to continue this project. Chapter 4 gives a detailed account of the experiments 
and design of the artifact. The experiments done during this thesis strictly follow the Design 
science method prescribed by Johannesson et al (Johannesson, Perjons 2012). 

Explicate Problem: 

The motivation behind the development of the artifact was mentioned in detail in chapter 1 of this 
paper. For better understanding, real time scenarios such as a hospital environment were used to 
support the motivation. The general interest and the area of research were explained in chapter 1. 

Outline artifact and requirements: 

During the experiment phase, several sub-stages mentioned in the Design science canvas 
(Appendix B) were performed. Section 2.5 outlines the artifact design, and the desired 
requirements of the artifact by the stakeholders. 

A comparison with the existing online PACS creates a better outline of the artifact. In an attempt to 
simplify the artifact evaluation, the requirements were divided into functional and constructional 
requirements. All the requirements were gathered via surveys with the stakeholders. 

Design and Develop Artifact: 

While developing the artifact, several creative sessions like convergent, divergent and rational 
thinking were performed whenever necessary. While designing the artifact, regular brainstorming 
sessions were conducted with stakeholders and these helped to consider different variations and 
possibilities. 

Use cases were designed to solve the problem and these were tested against the requirements 
mentioned by the stakeholders. Incremental modifications were performed and tested until all the 
requirements were satisfied. The final use case then gave the signal to move forward to the 
development phase, after a thorough analysis. 

During the development of the artifact, several simulations helped to examine whether the artifact 
satisfies the set of requirements. PKI adds better security to the artifact design. 

Demonstration and Evaluation of the Artifact: 

A test bed that simulates all the possible ways of execution of the designed artifact was created. 
Several scenarios that demonstrate the working of the artifact were considered. According to 
Design science research, ex-ante or ex-post methods can do the evaluation of the artifact. 
Stakeholders using ex-ante evaluation technique have evaluated the current artifact. Appendix C 
contains the evaluation results. 
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3.8.4 Reproduction, Reliability and Validity 

A researcher working in the same domain without or with only a few additional requirements can 
reproduce the whole artifact by making use of the explanation of the chosen method and the 
structure of the experiment. Explanation of the design and development of the artifact in a step-by-
step manner facilitates the repetition of the entire experiment.  

The reliability of the method chosen can be upheld by the use of the standard Design science 
approach. Design science is useful for the development of reliable artifacts that can answer the 
research question. During the phase of data collection and surveys, individual expert’s opinion and 
requirements may vary, but the functioning of the artifact will always be consistent provided the 
exact procedure prescribed in this paper is followed. Hence, it is evident that repeating the 
procedure prescribed in this research will always result in the same artifact. 

The validity of the collected data can be accredited to the sources used, and the stakeholders who 
participated in the interviews. Also, the research follows the standard Design science principles as 
prescribed by the Johannesson et al (Johannesson, Perjons 2012). Evaluating the artifact against the 
set of requirements does the validation of the artifact. After the design and development phase, the 
ex-ante method mentioned in the Design science approach performs the evaluation of the artifact. 
During this phase, the stakeholders verified the artifact and confirmed that it satisfies the 
requirements. 

3.8.5 Ethical aspects 

During the application of the research method, surveys, case studies and experiments were 
performed. The issues related to the privacy of participants have been protected, and their views 
were presented without any modifications. All the results were analyzed thoroughly to check 
whether they comply with the requirements of artifact. 

Appropriate design techniques were used to show the significance of the artifact. Due respect has 
been given to the opinions and feedback from the supervisor, reviewer and colleagues. Fairness and 
mutual respect played an important role in the whole research. 
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4. Design and Implementation 
Design	  is	  not	  for	  philosophy	  it’s	  for	  life-‐	  Issey	  Miyake	  

4.1 Sub-activities in artifact design 
Designing new artifacts will make use of existing solutions, build new solutions upon existing ones 
or create new components. While designing the artifact, there are two sub-activities that need to be 
considered. 

1. Search and select 

2. Generate 

Search and select is one of the sub-activities of Design science. In this activity, the designer should 
identify potential solution spaces and need to choose one solution that solves the problem. He 
needs to create a broad solution space with other alternatives then decides which unwanted 
solutions to remove. This way the designer can narrow down the solution space. Throughout this 
process, the designer needs to make decisions based on the requirements on the artifact. This 
activity is useful for planning and structuring the design tasks. 

Generate is the second sub-activity. Here, the designer needs to create his own artifact when there 
are no alternatives available in the solution space. It requires a different perspective on how the 
creator sees the problem space. He can choose one model from the available solution space and 
implement modifications according to the requirements. If no design is suitable, then he needs to 
create one from scratch. 

4.2 Convergent and divergent thinking 
The search and select sub-activity requires convergent thinking where one can select an existing 
artifact from the solution space that can solve the actual problem. This requires analyzing the 
solution space in search for a design that is suitable for the needs and satisfies the set of 
requirements. 

When there is no feasible solution available via the search and select sub-activity, we use divergent 
thinking. The creation of a non-existing artifact requires divergent thinking which analyses the 
problem out of the box, and the result is always innovative. 

4.3 Design rationale 
Design rationale discusses the alternative methods considered during this project and the reasons 
that made them weak for developing the solution. This rationale will be useful for future extensions 
and projects in this domain to understand the pitfalls and drawbacks of using these methods as 
solutions. 
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4.3.1 Use of wireless sensor networks 

After careful analysis of the problem statement and the stakeholder’s requirements, a possible 
solution can be seen as implementing communication between entities in offline PACS. As every 
lock in offline PACS is a standalone, making these entities exchange management and access 
control information is a possible solution.  

To make the entities in offline PACS synchronize with each other, the use of wireless sensor 
networks in the facility can solve the problem. All the locks installed at different doors can 
communicate with each other via wireless sensor networks (WSN). This implementation of WSN 
can enable communication and information exchange among the peers installed in the facility. 
However, the use of WSN has its own drawbacks and it does not meet the artifact requirements. 

Drawbacks of using WSN in offline PACS 

• The main obstacle to disqualify this solution as a possible artifact is the use of WSN that 
makes them communicate with each other. This is a property of online PACS. 

• It incorporates all the drawbacks imposed by online PACS 

• Maintaining WSN with the locks installed in remote places is not possible 

• It does not satisfy the requirement of offline PACS, i.e., complete standalone 

4.3.2 Installation of update nodes 

Another possible solution can be the installation of smart card update nodes at certain places in the 
facility. An update node writes new access policies each time a user passes a door. All these update 
nodes should be connected to a central server from where the administrator manages the access 
policies for the users. Even if the locks are offline, the user can update his card before accessing a 
door. However, this idea proved invalid for the following reasons. 

• It requires additional infrastructure to be installed at certain points in the facility. 

• Not realistic in terms of time, as the user has to spend a lot of time before he opens a door. 

• Partially, it includes features of online PACS. 

• The administrator has to track manually and define access policies for each user. 

4.4 Generation of design solutions 
The generation of design solutions needs divergent thinking. Performing action research on existing 
implementations provides the design possibilities and ideas for new artifact. The analysis of current 
offline PACS gives possible solutions for the design of the present artifact.  

4.4.1 Use of Lateral thinking 

Lateral thinking comes into play while looking for the potential artifact for the problem statement. 
Lateral thinking generates ideas using random thoughts rather than logical step-by-step arguments 
(DeBono 2011). It makes use of unconventional methods for arriving at a solution. Lateral thinking 
explores different ways of problem solving rather than a traditional approach used in vertical 
thinking. Lateral thinking played a key role while identifying the possibilities to solve this research 
question. The thought of enabling communication between offline entities via smart card is a result 
of lateral thinking. 
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4.5 Resources used for the artifact design 
This thesis makes use of brainstorming and walk-through concepts explained in the Design science 
methodology. 

4.5.1 Brainstorming 

Brainstorming is an innovative tool used by individuals or a group to explore options and solutions 
in a criticism -free environment (Osborn 1993). This session brings up all the possible solutions 
that can help solve the current problem. Analysis of the outcomes helps in finding the feasible 
solution and rejecting the unrelated ideas. Frequent revisions eliminate the duplicates and 
repetitions on the ideas. After this elimination, comparison of the remaining ideas with the set of 
requirements brings the possible outcomes. This helped a lot in narrowing down the possible 
solution space.  

4.5.2 Walk-through 

Walk-through sessions find the scalability of the solutions with the practical challenge. Company 
staff members were involved throughout the walk-through sessions. After generating the ideas with 
the use of lateral thinking and brainstorming, these helped to gather the stakeholders’ suggestions 
and opinions. During the analysis, the chain of trust seemed to be the possible solution to build the 
whole artifact. Canovas et al. who worked on different smart card approaches for physical access 
control helped a lot in framing the base for creating the artifact with chain of trust (Cánovas, 
Gómez et al. 2002). This helped to revise and refine the solution space with possible ideas to reach 
the research goal. 

4.6 Detailed explanation of the present system 
Before the mechanism of the new artifact is introduced, it is good to look at the existing 
implementation of offline PACS, and their drawbacks. This knowledge will help us to better 
understand the capabilities of the new artifact. 

The whole offline system consists of following entities, 
• Java smart card 
• Smart card reader (Reader inside the lock) 
• Door lock  
• Access control server (administrator) 
• Database 

4.6.1 Components of the Lock 

The lock in this context refers to an embedded system with the ability to read and write the contents 
of a smart card. Rather than traditional locks, doors have the smart card readers that control the 
locks. Telcred AB develops these locks for physical access control purposes. Smart cards, RFID or 
NFC devices serve as keys instead of traditional metal keys. A lock consists of different elements 
embedded on a circuit board, to interact with smart cards and NFC devices. 

The following are the key features in Lock 

It incorporates ARM7TDMI® ARM® Thumb® Processor (32 bit RISC Architecture) 
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• Internal high speed flash for fast flash programming 

• One Ethernet MAC 10/100 base-T 

• Two Universal Sync/Asynchronous Receiver Transmitters (USART) for ISO7816 smart 
card communication 

• Color LED feedback on grant/deny of access 

Overall, the locks use Atmel manufactured microcontrollers powered by FreeRTOS for operational 
purposes (Atmel 06/2012). 

 

4.6.2 Contents of Smart card 

Lock readers can read the contents of smart cards owned by the end users (Ferrari, Poh et al. 1998). 
NXP manufactures the smart cards, which carry a PKI coprocessor that supports RSA and ECC. 
The cards also have secure dual/triple DES and AES coprocessors. These coprocessors serve as 
cryptographic devices and also as user confidential information database for details such as 
certificates, private keys and PIN numbers. 

The figure below shows the outline of smart cards. Smart cards are electronic devices that are 
similar in appearance with credit cards except that they contain a microprocessor and secure 
coprocessors to execute and store information. 

 

 

 

There are several manufacturers of smart cards Ex: NXP java smart cards etc. For this thesis, I have 
specifically used NXP JCOP smart cards that use java applets. There are several variants like 
contactless and contact smart cards, and in the present study, the P5Cx081 dual interface smart 
cards (NXP 2011) are used. 

In Telcred’s offline PACS, the smart card contains the following information in the form of 
“ticket”, 

Figure 9 Smart card outline 

(http://www.andreonicards.com/contactcards.htm) 
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Figure 10 Structure of the ticket 

 

Unique ticket ID uniquely identifies a ticket placed on the smart card. The server generates this 
while the ticket is constructed. Ticket Validity represents the period during which the smart card is 
valid. Ticket contains access policies for each and every user and includes details of Locks he can 
open, Groups he can access, Validity within which he can use policy and Action that can be either 
grant or deny. 

In addition to the above-mentioned details, smart card contains the client’s (smart card) public key, 
which helps in generating trust with the lock (Kramer, Gore et al. 2010). Overall, the server 
endorses the entire ticket using its own digital signature to achieve the integrity of the ticket.  

4.7 Detailed explanation of the artifact 
This section starts with the description of trust creation among different entities, followed by the 
actual representation of path array. 

4.7.1 Formation of Trust between entities on offline PACS 

Before creating the communication channel, the establishment of trust between the smart card and 
the lock is essential in offline PACS. This ensures the authenticity of both parties in the 
communication.  

During this phase, three entities participate for the generation of trust 

• Server (central controller/administrator) represented as  𝑆𝑒𝑟𝑣𝑒𝑟 

• Lock (reader/writer) represented as 𝐿𝑜𝑐𝑘 

• Smart card represented as  𝐶𝑎𝑟𝑑 

Formation of trust between these entities contains three phases, 

Ø Trust between  𝐶𝑎𝑟𝑑 and  𝑆𝑒𝑟𝑣𝑒𝑟 

Ø Trust between 𝐿𝑜𝑐𝑘 and  𝑆𝑒𝑟𝑣𝑒𝑟 

Ø Trust between  𝐶𝑎𝑟𝑑 and 𝐿𝑜𝑐𝑘 

Phase 1: By registering the card’s (client) public key 𝐶𝑎𝑟𝑑!"#$%& with  𝑆𝑒𝑟𝑣𝑒𝑟,  trust between smart 
card and server is formed. 
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Figure 11 Trust between the card and server 

The 𝐶𝑎𝑟𝑑!"#$%&   is stored inside the tickets. This is a one-way trust that the server believes in the 
card but not vice versa. 

 

Phase 2: All the 𝐿𝑜𝑐𝑘s are preloaded with 𝑆𝑒𝑟𝑣𝑒𝑟!"#$%&  during the phase of installation. Therefore, 
one-way trust is formed in which 𝐿𝑜𝑐𝑘 trusts  𝑆𝑒𝑟𝑣𝑒𝑟. In turn  𝑆𝑒𝑟𝑣𝑒𝑟 registers 𝐿𝑜𝑐𝑘!" in its 
database. 𝐿𝑜𝑐𝑘  verifies the digital signature of the 𝑇𝑖𝑐𝑘𝑒𝑡 in the smart card by using 𝑆𝑒𝑟𝑣𝑒𝑟!"#$%&  . 
The following figure shows the process of trust generation between  𝑆𝑒𝑟𝑣𝑒𝑟 and 𝐿𝑜𝑐𝑘 

 

Figure 12 Trust between Server and Lock 

Phase 3: Generation of trust between  𝐶𝑎𝑟𝑑  and 𝐿𝑜𝑐𝑘  is the important phase. As smart card moves 
among the different locks, this phase has a lot of security implications. The Figure below shows the 
exchange of messages between  𝐶𝑎𝑟𝑑  and 𝐿𝑜𝑐𝑘. 

 

 

 

 

 

 

 

 

 
Sharing the server public key 𝑆𝑒𝑟𝑣𝑒𝑟!"#$%&  with 𝐿𝑜𝑐𝑘 during installation phase sets default trust 
between  𝑆𝑒𝑟𝑣𝑒𝑟 and 𝐿𝑜𝑐𝑘. When the user submits his/her  𝐶𝑎𝑟𝑑 to the 𝐿𝑜𝑐𝑘, 𝐿𝑜𝑐𝑘  powers up the 

1. Verify digital signature using Spublic 

Smart 
card, 
which 
holds the 
ticket 3. Once Lock got response, then it reads other contents from C 

Lock, 
which 
holds the 
Spublic 

2. Generates chall-response using Cpublic read from ticket 

Figure 13 Trust between Card and Lock 
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𝐶𝑎𝑟𝑑  and read the 𝑇𝑖𝑐𝑘𝑒𝑡. During the first step,  𝐿𝑜𝑐𝑘  reads the 𝑇𝑖𝑐𝑘𝑒𝑡 from  𝐶𝑎𝑟𝑑 and verifies the 
digital signature by using  𝑆𝑒𝑟𝑣𝑒𝑟!"#$%&  . Once verified, as a second step, 𝐿𝑜𝑐𝑘 reads the contents of 
𝑇𝑖𝑐𝑘𝑒𝑡 and obtains 𝐶𝑎𝑟𝑑!"#$!". It then sends a challenge response to authenticate  𝐶𝑎𝑟𝑑. In step 3, 
once the  𝐶𝑎𝑟𝑑 is verified, 𝐿𝑜𝑐𝑘 reads the remaining contents of smart card to process the user 
request. 

4.7.2 The concept of “Path Array” 

The artifact developed in this thesis consists of a construct known as Path Array aka PA. Path 
Array is an array that can be one or multi dimensional based upon the administrator requirements. 
PA consists of 𝐿𝑜𝑐𝑘!"   stored into each index of the array that needs to be accessed by the user in a 
sequence. The administrator is responsible to implement path array onto the user’s smart card 
before handing it over to the user. 

𝑇𝑖𝑐𝑘𝑒𝑡  that is stored in the flash memory of the smart card contains the PA. After the formation of 
mutual trust between the 𝐿𝑜𝑐𝑘 and  𝐶𝑎𝑟𝑑, 𝐿𝑜𝑐𝑘 makes use of the remaining contents inside the 
𝑇𝑖𝑐𝑘𝑒𝑡 for decision making. 

 

Figure 14 Path Array Design 

The figure above shows the outline of the PA. The PA consists of 𝐿𝑜𝑐𝑘!"   stored at each index 
(i=0,1,2..) those are to be visited by the user. PA holds the  𝐿𝑜𝑐𝑘!" that should be accessible by a 
user in a sequence.  𝑆𝑒𝑟𝑣𝑒𝑟  digitally signs the PA stored inside the 𝑇𝑖𝑐𝑘𝑒𝑡. The value of index i 
starts from 0 and increments each time a user passes a door. This index value points to the 
𝐿𝑜𝑐𝑘!"that the user needs to visit. Hence, the modified contents of the 𝑇𝑖𝑐𝑘𝑒𝑡 will be as follows 

 

Figure 15 Ticket along with Path Array 

 

• Door	  ID	  
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• Next	  
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4.8 Mechanism of the artifact  
After the creation of trust between the entities of offline PACS, 𝐿𝑜𝑐𝑘 now processes the contents of 
PA, and then checks for its own ID at the current index i, if it is found then 𝐿𝑜𝑐𝑘 performs three 
steps as follows, 

§ Increment index i 

§ Generate HMAC and write it to  𝐶𝑎𝑟𝑑 

§ Grant access to the user 

If the 𝐿𝑜𝑐𝑘!"   present at index i does not correspond to 𝐿𝑜𝑐𝑘  own id, it then denies the access and 
logs the user action.  

 

Figure 16 Flowchart of artifact execution 

4.8.1 Incrementing index i 

The path array PA contains lock ids stored inside it. Only the relative matching 𝐿𝑜𝑐𝑘  is allowed to 
increment i value by one. At the time of generation of 𝑇𝑖𝑐𝑘𝑒𝑡 by the  𝑆𝑒𝑟𝑣𝑒𝑟, it also generates a 
HMAC to be used by the first lock in the PA. The 𝐿𝑜𝑐𝑘 located at the first index of PA, makes use 
of this HMAC to ensure that no illegal modifications are done on the smart card. The Index of PA 
starts from the value 0. For instance, consider the below path array. This path array consists of lock 
ids B, A and C which should be followed in that order by the user. 
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Figure 17 Incrementing the index value 

In the figure above, the current value is 0 and PA[0]=B. Only the lock with id ‘B’ can increment 
the i value further. Upon checking the above condition i.e., PA[0]==B, the flow continues towards 
‘True’ or else the flow branches towards ‘False’ in the flowchart (Figure 16). 

4.8.2 Generating hash using HMAC 

The lock creates the HMAC after incrementing the i value. HMAC stands for Hash Based Message 
Authentic Code. It calculates the message authentic code using a cryptographic hash function and 
shared secret key. In the offline PACS scenario, geographically dispersed locks securely exchange 
the messages among them by using message digest. HMAC is necessary in offline PACS scenario 
to ensure the integrity of smart card contents. The process of creating HMAC is as shown in the 
formula below  

  

  Where, K is the shared secret key 
  m is the message to be protected 
  opad is outer padding (0x5c5c….) 
  ipad is inner padding (0x3636….) 
  H is the cryptographic hash function (MD5, SHA etc.) 
  ∥ Concatenation  
  ⨁ Exclusive-OR operation 
 
More about the HMAC can be read from RFC 2104 by IETF (Krawczyk, Bellare et al. 1997). In 
1989, Gasser et al explained the importance of MAC and its role in enabling secure communication 
(Gasser, Goldstein et al. 1989). Concatenating the 𝐾𝑒𝑦!!!"#$ with  𝐿𝑜𝑐𝑘!" generates the secret key 
𝐾𝑒𝑦!"#$"%. Message m in this context indicates the current index i value, and the rest of them use 
default parameters. 

While hash generation, 

𝐾𝑒𝑦!"#$"% = 𝐾𝑒𝑦!!!"!" ∥ 𝐿𝑜𝑐𝑘!" 

The generation of HMAC is as follows. In the figure below, H can be any hash algorithm. 

 

B	   A	   C	  

HMAC(K,m) = H K ⊕ opad( ) H K ⊕ ipad( ) m( )( )

i=0 
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4.8.3 Generating hash by the locks in the sequence 

The overall concept of the artifact is to enforce the user through the path specified by the 
administrator. The user should attend this path in sequence. Hence, if one lock grants access to the 
user, which is present at index zero of PA i.e., PA[0], then the next lock in the sequence, which is 
available at PA[1] should be able to prove that the user has already passed through the door 
mentioned at PA[0].Verification of the hash value generated by the lock present at PA[0] solves 
the above issue. 

When the user presents his smart card at a 𝐿𝑜𝑐𝑘 mentioned in the PA, the lock allows access only if 
it has confirmed that the user has already been allowed access by an earlier lock. During the 
verification process of HMAC, 𝐿𝑜𝑐𝑘  always uses previous index 𝐿𝑜𝑐𝑘!"   for key generation and 
while in a hash generation process 𝐿𝑜𝑐𝑘 uses its own  𝐿𝑜𝑐𝑘!". The current lock initially checks i 
value. 

Scenario 1: If i=0, 

Then the lock knows that it is the first lock in the order. It then checks whether the value 
present at PA[0] matches its own lock id. If the id is not equal to its own id, it will log the 
user activity and denies the access. 

The lock has the authority to perform further actions if the value at PA[0]matches its own id. 
It then verifies the HMAC stored by the  𝑆𝑒𝑟𝑣𝑒𝑟 on the  𝐶𝑎𝑟𝑑, to make sure that nothing has 
been changed illegally (Refer section 4.10.3). It will then increment i value by one and will 
generate HMAC by using the secret key  𝐾𝑒𝑦!"#$"%. In this scenario, 𝐾𝑒𝑦!"#$"% results from 
concatenating the 𝐾𝑒𝑦!!!"#$with its own 𝐿𝑜𝑐𝑘!". 

𝐾𝑒𝑦!"#$"% =   𝐾𝑒𝑦!!!"#$ ∥ 𝐿𝑜𝑐𝑘!"(𝑐𝑢𝑟𝑟𝑒𝑛𝑡  𝑙𝑜𝑐𝑘) 

Scenario 2: If i>0, 

 𝐷𝑒𝑡𝑒𝑟𝑚𝑖𝑛𝑒  𝐾𝑒𝑦!"#$"%  

𝐾𝑒𝑦!"#$"%⨁𝑖𝑝𝑎𝑑   

𝐾𝑒𝑦!"#$"%⨁𝑖𝑝𝑎𝑑 ∥ 𝑖 

𝐻 𝐾𝑒𝑦!"#$"%⨁𝑖𝑝𝑎𝑑 ∥ 𝑖  

𝐾𝑒𝑦!"#$"%⨁𝑜𝑝𝑎𝑑 

𝐾𝑒𝑦!"#$"%⨁𝑜𝑝𝑎𝑑 ∥ 𝐻 𝐾𝑒𝑦!"#$"%⨁𝑖𝑝𝑎𝑑 ∥ 𝑖  

𝐻 𝐾𝑒𝑦!"#$"%⨁𝑜𝑝𝑎𝑑 ∥ 𝐻 𝐾𝑒𝑦!"#$"%⨁𝑖𝑝𝑎𝑑 ∥ 𝑖  

Figure 18 Generation of HMAC 
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If the value of i is greater than zero, then the lock confirms that the user has already accessed 
some doors in the sequence. Hence, it will confirm its own authority that it can change the 
contents of the card by looking up its own lock id, and then generates hash to verify the hash 
stored by the earlier lock. Now, the 𝐿𝑜𝑐𝑘  increments the value of i by one and generate a 
new hash to be used by the next lock in the series. During the verification process, 
concatenating the shared key and lock id of the earlier lock will generate the secret key. It 
obtains the previous lock id just looking at PA index by decrementing current i value by one. 

The verification process by the currently active lock is done iteratively as follows, 

Step 1: 𝐿𝑜𝑐𝑘 verifies the digital signature of 𝑇𝑖𝑐𝑘𝑒𝑡 by using 𝑆𝑒𝑟𝑣𝑒𝑟!"#$%&   

Step 2: 𝐿𝑜𝑐𝑘 reads 𝐶𝑎𝑟𝑑!"#$%& from the 𝑇𝑖𝑐𝑘𝑒𝑡 

Step 3: 𝐿𝑜𝑐𝑘 generates some random challenge using 𝐶𝑎𝑟𝑑!"#$%& and sends to the  𝐶𝑎𝑟𝑑 

Step 4: 𝐶𝑎𝑟𝑑 responds to the challenge by decrypting the challenge with the use 𝐶𝑎𝑟𝑑!"#$%&' 

Step 5: 𝐿𝑜𝑐𝑘 reads the current value of i  

Step 6: Looks up 𝐿𝑜𝑐𝑘!"   present at PA[i] 

Step 7: If the value of own  𝐿𝑜𝑐𝑘!"=PA[i], then proceed to step 8 else go to step 14  

Step 8: Verify the HMAC hash stored on smart card (generated by previous lock) by using  

𝐾𝑒𝑦!"#$"% =   𝐾𝑒𝑦!!!"#$ ∥ 𝐿𝑜𝑐𝑘!"(𝑒𝑎𝑟𝑙𝑖𝑒𝑟  𝑙𝑜𝑐𝑘  𝑖𝑛  𝑃𝐴) 

Step 9: If the hash can be verified, continue, otherwise go to step 14 

Step 10: Increment i value by one 

Step 11: Generate new HMAC by using 

𝐾𝑒𝑦!"#$"% = 𝐾𝑒𝑦!!!"#$ ∥ 𝐿𝑜𝑐𝑘!"(𝑐𝑢𝑟𝑟𝑒𝑛𝑡  𝑙𝑜𝑐𝑘) 

Step 12: Replace the old HMAC with generated HMAC to be used by next lock 

Step 13: Allow access and stop 

Step 14: Deny access and log user activity onto the card 

The above fourteen-step algorithm shows the execution process of the designed artifact. These are 
the informal guidelines that need to be modified into ‘Instantiation’ for implementing in real time 
applications.  

4.8.4 Chain of trust 

All along the path, there exists a chain of trust among the locks. When a  𝐶𝑎𝑟𝑑 is generated at the 
central controller, the 𝑇𝑖𝑐𝑘𝑒𝑡 inside the  𝐶𝑎𝑟𝑑 will be digitally signed by the  𝑆𝑒𝑟𝑣𝑒𝑟. On its first 
encounter with any 𝐿𝑜𝑐𝑘 on its path, the 𝐿𝑜𝑐𝑘 verifies the digital signature of 𝑇𝑖𝑐𝑘𝑒𝑡 with the help 
of 𝑆𝑒𝑟𝑣𝑒𝑟!"#$%&  . Once verified, then the 𝐿𝑜𝑐𝑘 will follow the procedure mentioned in the flowchart 
(Figure 16). 𝐿𝑜𝑐𝑘  will not change the contents of 𝑇𝑖𝑐𝑘𝑒𝑡, but will modify the value of index i as a 
signal that the user has passed through some door. 𝐿𝑜𝑐𝑘  always generates an HMAC and stores it 
on the  𝐶𝑎𝑟𝑑 to ensure integrity. 

The next lock in the series (mentioned in PA) will also verify the 𝑇𝑖𝑐𝑘𝑒𝑡 authenticity to make sure 
it is communicating with the legitimate  𝐶𝑎𝑟𝑑 and generates HMAC to compare with the one 
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already stored on the  𝐶𝑎𝑟𝑑 by the earlier 𝐿𝑜𝑐𝑘 mentioned in the PA. In this manner, the current 
lock will trust the modifications done by previous locks and process the user requests. 

4.8.5 Key sharing among offline locks 

The security of the entire artifact lies with the 𝐾𝑒𝑦!!!"#$, which generates the 𝐾𝑒𝑦!"#$"%. The 
𝐾𝑒𝑦!"#$"%  used for HMAC results from the formula 

𝐾𝑒𝑦!"#$"% = 𝐾𝑒𝑦!!!"#$ ∥ 𝐿𝑜𝑐𝑘!" 

Hence, sharing of 𝐾𝑒𝑦!!!"#$   among the locks should be done during installation and it must 
remain confidential. Compromising the shared secret will make this whole artifact useless. Hence, 
a regular change in shared secret ensures better security. The recommended size of the shared 
secret should be more than 32 bytes long to make it less vulnerable to be compromised. 

4.9 Implementation of artifact 
During implementation, the artifact uses java applet programming for smart cards. JCOP tools were 
used to create an interface with the smart card and program the card for its first use. These java 
smart cards contain flash memory of 80 kilobytes. 

The 𝑇𝑖𝑐𝑘𝑒𝑡  stored inside the card will occupy approximately 144 bytes. 𝐿𝑜𝑐𝑘!"   is of 4 bytes long, 
and PA length should be in multiple of 4 bytes and will depend upon how many 𝐿𝑜𝑐𝑘!"we are 
storing in the PA. The administrator reserves 30 kilobytes for log purpose. The contents of the PA 
also change along with the modification of 𝑇𝑖𝑐𝑘𝑒𝑡. Hence, each time the ticket modifies,  𝑆𝑒𝑟𝑣𝑒𝑟 
digitally signs it to ensure the integrity. 

4.9.1 Pre-shared key requirements 

A group key must be shared among all the 𝐿𝑜𝑐𝑘𝑠 and the  𝑆𝑒𝑟𝑣𝑒𝑟, which is used for the generation 
of the HMAC. The group key must be manually updated regularly depending upon the sensitivity 
of the facility and environment. The group key must satisfy two crucial requirements: 

Forward secrecy ensures that a member who left the group cannot access the future shared keys. 

Backward secrecy ensures that a new member who joined the group should not have access to any 
previous keys. (Seba, Lagraa et al. 2012) 

It is quite necessary that new keys be distributed among the group whenever a lock joins or leaves 
the group. In normal EAP, 16-byte long pre-shared key makes the session key more robust. Hence, 
suggested key size in the present artifact is 32 bytes to make the HMAC more secure and collision 
resistant (Bersani, Tschofenig 2007). Usually, the administrator decides the size of the PSK based 
upon the level of security required. 

4.9.2 Hash function for HMAC 

HMAC uses a predefined hash algorithm while generating the message digest. Some of the most 
dominantly used hash algorithms are MD5, SHA-1, SHA-256, and SHA-512. Selecting a proper 
hash algorithm is vital to make the message digest more secure. This artifact uses SHA-256, which 
is more secure than MD5 and earlier versions of SHA family algorithm (Kofahi, Turki Al-Somani 
et al. 2003). 
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SHA-256 makes use of 32 bit long words and performs 64 rounds to generate a hash. SHA-256 is 
resilient to collisions, a state in which two different messages output the same message digest (Sury 
2012). Hence, the use of SHA-256 makes the message digest more reliable and secure. 

4.9.3 Creation of ticket by the server 

When the  𝑆𝑒𝑟𝑣𝑒𝑟 prepares the card for its first use, it does the following steps 

 Step 1: Creates 𝑇𝑖𝑐𝑘𝑒𝑡 with predefined contents (includes PA) 

 Step 2: Prepares 𝐾𝑒𝑦!"#$"% by using 

  𝐾𝑒𝑦!"#$"% =   𝐾𝑒𝑦!!!"#$ ∥ 𝐿𝑜𝑐𝑘!"(𝑓𝑖𝑟𝑠𝑡  𝑙𝑜𝑐𝑘  𝑖𝑛  𝑃𝐴) 

 Step 3: Generates HMAC by using i value, which is 0 

 Step 4: Stores the generated HMAC onto the card 

 Step 5: Signs the 𝑇𝑖𝑐𝑘𝑒𝑡 

 Step 6: Stops 

4.10 Demonstration of artifact 
In this section, a test bed simulates the artifact. This demonstration simulates the artifact and shows 
how this artifact can be implemented in offline PACS. 

4.10.1 Resources for creating test bed 

To demonstrate the designed artifact effectively, the test bed requires the following resources, 

• 1 Java smart card 

• 2 standalone locks without networking 

• 𝐾𝑒𝑦!!!"#$, to generate  𝐾𝑒𝑦!"#$"% 

• An administrator panel to program the smart card (Telcred’s proprietary) 

Let’s say the 𝐿𝑜𝑐𝑘!"  of standalone locks are A and B respectively. 𝐾𝑒𝑦!!!"#$ is stored inside the 
locks. Now, the lock knows only its own 𝐿𝑜𝑐𝑘!", 𝑆𝑒𝑟𝑣𝑒𝑟!"#$%&  and 𝐾𝑒𝑦!!!"#$. The administrator 
preloads Java smart card with PA inside the 𝑇𝑖𝑐𝑘𝑒𝑡. The trust between the  𝐶𝑎𝑟𝑑 and 𝐿𝑜𝑐𝑘 is one-
way in which the user has to take care that he is accessing the legitimate lock and 𝐿𝑜𝑐𝑘 will 
check  𝐶𝑎𝑟𝑑 authenticity. The administrator panel registers the smart card and makes it ready to 
use. 

This test bed’s primary objective is to enforce the user path through a series of doors. Therefore, 
two standalone locks and a smart card can prove the working of artifact by simulating different 
scenarios and test cases. 

4.10.2 Demonstration of test bed 

With the use of the resources mentioned above, the simulation is executed as follows. According to 
the administrator the user has to first access lock B and then lock A. This means if the user directly 
displayed his smart card at the lock with 𝐿𝑜𝑐𝑘!" A, it should not allow access because he needs to 
access lock B as administrator suggested. This occurs due to the process of path enforcement. 
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Both the locks A and B are standalone, and there is no information exchange between them. The 
contents of the  𝐶𝑎𝑟𝑑 created in this test will be as follows 

 

Figure 19 Ticket used in the demonstration 

 

From the above figure, we can see that the  𝑇𝑖𝑐𝑘𝑒𝑡 is digitally signed by the  𝑆𝑒𝑟𝑣𝑒𝑟. Now 
considering different scenarios of the test, the results are as follow 

Scenario 1: When  𝐶𝑎𝑟𝑑 is submitted at lock with 𝐿𝑜𝑐𝑘!" A 

According to the PA designed by the administrator, the user needs to access lock B first and 
then lock A. Hence, the process is as follows, 

Step 1: 𝐿𝑜𝑐𝑘 verifies the digital signature of 𝑇𝑖𝑐𝑘𝑒𝑡 by using 𝑆𝑒𝑟𝑣𝑒𝑟!"#$%&   

Step 2: 𝐿𝑜𝑐𝑘 reads 𝐶𝑎𝑟𝑑!"#$%& from the 𝑇𝑖𝑐𝑘𝑒𝑡 

Step 3: 𝐿𝑜𝑐𝑘 generates some random challenge using 𝐶𝑎𝑟𝑑!"#$%& and sends to the  𝐶𝑎𝑟𝑑 

Step 4: 𝐶𝑎𝑟𝑑 responds to the challenge by decrypting the challenge with the use 𝐶𝑎𝑟𝑑!"#$%&' 

Step 5: 𝐿𝑜𝑐𝑘 reads the i (index) value, here i=0 

Step 6: 𝐿𝑜𝑐𝑘 now looks up PA[0] and gets 𝐿𝑜𝑐𝑘!"   of B  

Step 7: Now, 𝐿𝑜𝑐𝑘!" ≠ PA[0], therefore go to step 14 

Step 14: Deny access and log user activity onto the card 

Hence, in this scenario the user cannot open lock A, as he did not open the lock B. 

Scenario 2: When  𝐶𝑎𝑟𝑑 is submitted at lock with 𝐿𝑜𝑐𝑘!" B 

According to the PA, the user has to access lock B first. The following steps show how lock 
B granted access to the user 

Step 1: 𝐿𝑜𝑐𝑘 verifies the digital signature of 𝑇𝑖𝑐𝑘𝑒𝑡 by using 𝑆𝑒𝑟𝑣𝑒𝑟!"#$%&   

Step 2: 𝐿𝑜𝑐𝑘 reads 𝐶𝑎𝑟𝑑!"#$%& from the 𝑇𝑖𝑐𝑘𝑒𝑡 

Step 3: 𝐿𝑜𝑐𝑘 generates some random challenge using 𝐶𝑎𝑟𝑑!"#$%& and sends to the  𝐶𝑎𝑟𝑑 

Step 4: 𝐶𝑎𝑟𝑑 responds to the challenge by decrypting the challenge with use 𝐶𝑎𝑟𝑑!"#$%&! 
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Step 5: 𝐿𝑜𝑐𝑘 reads the i (index) value, here i=0 

Step 6: 𝐿𝑜𝑐𝑘 now looks up PA[0] and gets 𝐿𝑜𝑐𝑘!"   of B  

Step 7: Now, 𝐿𝑜𝑐𝑘!"= PA[0], so go to step 8  

Step 8: Verify the HMAC hash stored on smart card (generated by server) by using 

𝐾𝑒𝑦!"#$"% =   𝐾𝑒𝑦!!!"#$ ∥ 𝐿𝑜𝑐𝑘!"(𝐵) 

Step 9: Here hash created by 𝑆𝑒𝑟𝑣𝑒𝑟 is verified, so continue 

Step 10: 𝐿𝑜𝑐𝑘 increments i value by 1, hence i=1 

Step 11: 𝐿𝑜𝑐𝑘 generates HMAC by using the following formula and saves it on  𝐶𝑎𝑟𝑑 

𝐾𝑒𝑦!"#$"% = 𝐾𝑒𝑦!!!"#$ ∥ 𝐿𝑜𝑐𝑘!"(𝐵) 

Step 12: Replace the old HMAC with generated HMAC to be used by next lock (same in this 
scenario) 

Step 13: Allow access and stop 

Scenario 3: When  𝐶𝑎𝑟𝑑 is again submitted at lock with 𝐿𝑜𝑐𝑘!" A 

According to PA, the user had accessed lock B. Hence, lock A should give him access. The 
following steps explain the flow 

Step 1: 𝐿𝑜𝑐𝑘 verifies the digital signature of 𝑇𝑖𝑐𝑘𝑒𝑡 by using 𝑆𝑒𝑟𝑣𝑒𝑟!"#$%&   

Step 2: 𝐿𝑜𝑐𝑘 reads 𝐶𝑎𝑟𝑑!"#$%&   from the 𝑇𝑖𝑐𝑘𝑒𝑡 

Step 3: 𝐿𝑜𝑐𝑘 generates some random challenge using 𝐶𝑎𝑟𝑑!"#$%&   and sends to the  𝐶𝑎𝑟𝑑 

Step 4: 𝐶𝑎𝑟𝑑 responds to the challenge by decrypting the challenge with use 𝐶𝑎𝑟𝑑!"#$%&' 

Step 5: 𝐿𝑜𝑐𝑘 reads the i (index) value, here i=1 

Step 6: 𝐿𝑜𝑐𝑘 now looks up PA[1] and gets 𝐿𝑜𝑐𝑘!"   of A 

Step 7: Now, 𝐿𝑜𝑐𝑘!"=PA[1], so go to step 8 

Step 8: Verify the HMAC hash stored on smart card (generated by previous lock) by using 

𝐾𝑒𝑦!"#$"% =   𝐾𝑒𝑦!!!"#$ ∥ 𝐿𝑜𝑐𝑘!"(𝐵) 

              𝐿𝑜𝑐𝑘 decrements i value by one to read the previous 𝐿𝑜𝑐𝑘!"   present at PA[0] 

Step 9: As both HMAC values are identical, continue 

Step 10: Increment i value by one, then i=2 

Step 11: 𝐿𝑜𝑐𝑘 now generates HMAC using 

𝐾𝑒𝑦!"#$"% = 𝐾𝑒𝑦!!!"#$ ∥ 𝐿𝑜𝑐𝑘!"(𝐴) 

Step 12: Replace the old HMAC with generated HMAC to be used by next lock 

Step 13: Allow access and stop 

Scenario 4: When  𝐶𝑎𝑟𝑑 is submitted at any of the locks either A or B 

Now the value of index i is 2. In the PA, PA[2]==NULL. Hence, either of the locks will 
understand that this is the end of user’s path and denies the user access. 
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In the scenario 1, lock denies the user because the  𝐿𝑜𝑐𝑘 knows that the user has not passed through 
lock B. Next it grants access as the user already passed through lock B. 

This demonstration helps to understand the execution of the artifact and its approach while making 
the choice of granting or denying. 
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5. Evaluation and Analysis 

5.1 Activities while evaluating artifact 
According to Design science research, the evaluation of an artifact can be done by either of the two 
methods 

• Ex-ante 

• Ex-post 

Ex-ante evaluation depends upon the experts and stakeholder’s opinion on the artifact. Their 
experience and knowledge about the domain of the artifact and its pitfalls help to evaluate the 
artifact without actual implementation. In terms of modularity and feasibility of the artifact, ex-ante 
provides valuable feedback. Stakeholders consider the artifact from all the viewpoints in terms of 
adaptability, operation and implementation. Hence this method of assessment is fast and cheap. 

Ex-post requires a live environment for evaluation and is more convincing compared to ex-ante. 
This evaluation provides live feedback on how the artifact behaves with its environment and its 
learning adaptability by the community. 

5.2 Ex-ante Evaluation 
The evaluation of this artifact uses the ex-ante method proposed by the Design science research 
method, due to time and cost constraints. This evaluation takes stakeholders opinions into 
consideration and finds the feasibility and validity of the artifact. Two stakeholders from Telcred 
AB, Mr. Carlo Pompili and Mr. Adriaan Slabbert, have participated while evaluating the artifact. 
Appendix C of this document discusses the results of the evaluation. 

The gist of the evaluation claims that the artifact answers the research question and also provides 
the expected functionality. 

5.3 Evaluation of requirements 
The designed artifact can be thoroughly evaluated by comparison with the set of artifact 
requirements imposed by stakeholders. Section 2.5 explains the artifact requirements. 

Functional requirements to be considered: 

• Offline PACS should allow the administrator to specify a path for individual users as well 
as a group of users 

With the use of designed artifact, an administrator can easily define a path that the 
user needs to move during his traverse. This artifact is not only for individuals, but it 
can also be used to specify paths for a group of users using Role-based access 
control method. 

• The smart card contents should be safe and tamper-proof 

The contents of the smart card consist of the ticket and path array. These contents 
lack encryption and can be read. The server digitally signs the contents, to ensure the 
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integrity since the time of their creation. Encrypting the data on the smart card will 
only incur additional processing times. Creation of the HMAC hash by the doors in 
the chain is necessary to know that only a legitimate lock that has access to 
𝐾𝑒𝑦!!!"#$  has modified the contents. In this way, HMAC satisfies this requirement. 

• The smart card should hold the details of the doors accessed by the user without any 
modifications 

Whenever the user passes through the doors mentioned in the path array, only index 
i increases. Hence, the contents of the path array are still as they were when the time 
the administrator has created it. Therefore at any point of time by examining the path 
array, we can see the details of the doors accessed by the user so far. 

• The solution should be feasible enough to implement even in mobile devices and NFC 
devices 

This artifact was feasible enough with future advancements in technology. At 
present, smart cards serve as identification proofs, but gradually smart phones with 
built in NFC capabilities may take over. Hence, this artifact can be applied to NFC 
devices in the same way the smart cards are implemented. This artifact is generic 
and platform- independent. 

Hence, all the functional requirements met the stakeholder’s needs. 

 Constructional requirements to be considered: 

• The artifact should not increase the execution times or reduce the performance 

The artifact designed is a ‘Method’ artifact which one can implement using 
programming modules. Locks possess high processing capability to make the 
decisions. This artifact adds a few more lines of code to the already existing 𝑇𝑖𝑐𝑘𝑒𝑡 
on the smart card. Hence, increase in execution times is negligible for this artifact, 
and it will not affect the existing performance. 

• The artifact should be scalable with existing resources without the need of any additional 
infrastructure 

This artifact does not require any additional infrastructure for its implementation. 
Considering the demonstration section of the artifact and fabrication of the test bed, 
it can be seen that there are no additional requirements other than the existing ones. 
Also, the artifact is quite software-based. All the modules mentioned in the artifact 
use java programming for smart cards. Hence there is no need of any hardware 
modules. 

• The artifact should be generic to apply 

One of the stakeholder’s requirements is that the designed artifact should be 
competent enough for future implementations too. This artifact is quite feasible for 
any platform that supports java-programming modules. Most of the identity tokens 
used today are smart cards and NFC devices. This artifact can be easily used with all 
the identity tokens available today. 

• The artifact should be easy to use 
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The administrator who is responsible for assigning access policies for the users uses 
this artifact. With his experience in the domain of access control, he can easily 
understand the terminology and usage of the artifact. The administrator can access 
only the administrator interface to configure the user’s smart card. The artifact hides 
the rest of the complexity from the administrator. Hence, this artifact is easy to use. 

5.4 Evaluation of the problem statement 
At this stage, we will discuss how well this artifact solves the problem mentioned in the problem 
statement. The main reason that motivates us to design this artifact is the inability to enforce the 
path of the user in offline PACS.  

In a facility that works with offline PACS, all the locks are standalone and will not exchange any 
control information. Access policies inside these lock lack regular updates. Hence, the present 
artifact will allow an administrator to specify a path and store it on the smart card. The offline locks 
will handle the rest of the path enforcement and make access/deny decisions. This is due to the fact 
that this artifact will provide partial delegation by making use of PSK 𝐾𝑒𝑦!!!"#$   distributed among 
the offline locks. 

Hence this makes the administrator’s job easy as he needs to just specify the path that the user 
needs to follow, and the offline locks will handle decision-making with the use of the path array. 
This way solves the problem to the maximum extent. 

5.5 Proof of Concept 
In this section, let us mathematically analyze the working of the artifact. Let there be n locks in a 
facility, and index i value goes from 0 to n-1. Following are the parameters used to prove the 
artifact logic 

𝐾𝑒𝑦!!!"#$, the PSK installed in all the locks of the facility and central server 

𝐿𝑜𝑐𝑘!", a unique id with which a lock identifies itself 

PA[i], represents  𝐿𝑜𝑐𝑘!"   present at ith index of path array 

𝐾𝑒𝑦!"#$"%, a secret key generated by using 𝐾𝑒𝑦!!!"#$ for HMAC generation 

𝐻𝑀𝐴𝐶!"#$"#, Hash created by the server while generating the ticket 

𝐻𝑀𝐴𝐶!"#$[!], Hash created by lock present at PA[i] 

i=0,…,n-1. 

As the user starts his traverse, initially index i=0, 

If   𝐿𝑜𝑐𝑘!" ≠ 𝑃𝐴  [0], then deny the access, otherwise,  

⇒ 𝐾𝑒𝑦!"#$"%[!] = 𝐾𝑒𝑦!!!"#$[!]    ∥ 𝑃𝐴[0] 

 

⇒ 𝐻𝑀𝐴𝐶!"#$"# =   𝐻 𝐾𝑒𝑦!"#$"%[!]⨁𝑜𝑝𝑎𝑑 ∥ 𝐻 𝐾𝑒𝑦!"#$"%[!]⨁𝑖𝑝𝑎𝑑 ∥ 0  

⇒ 𝐻 𝐾𝑒𝑦!"#$"%[!]⨁𝑜𝑝𝑎𝑑 ∥ 𝐻 𝐾𝑒𝑦!"#$"%[!]⨁𝑖𝑝𝑎𝑑 ∥ 0
!"#$%&

𝐻𝑀𝐴𝐶!"#$[!] 
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∴   𝐻𝑀𝐴𝐶!"#$"# = 𝐻𝑀𝐴𝐶!"#$[!] 

From the above formula, the hash created by the server equals the hash created by the first lock in 
the path array. It proves that the server creates the path array and should be trusted. In a similar 
fashion, all the locks in the PA generate hashes after making changes on the smart card. After 
incrementing the value of i, the present lock at PA[0] generates the HMAC to be used by the lock 
at PA[1] in the sequence. 

When i=n; 

If 𝐿𝑜𝑐𝑘!"[!] ≠ 𝑃𝐴[𝑛], then deny the access, otherwise 

To check the HMAC created by (𝑛 − 1)!! lock, the 𝑛!! lock generates 

  ⟹ 𝐾𝑒𝑦!"#$"%[!!!] = 𝐾𝑒𝑦!!!"#$ ∥ 𝑃𝐴[𝑛 − 1] 

⟹ 𝐻𝑀𝐴𝐶!"#$[!!!] =   𝐻 𝐾𝑒𝑦!"#$"%[!!!]⨁𝑜𝑝𝑎𝑑 ∥ 𝐻 𝐾𝑒𝑦!"#$"%[!!!]⨁𝑖𝑝𝑎𝑑 ∥ (𝑛 − 1)  

Using the above formula lock n generates 𝐻𝑀𝐴𝐶!"#$ !!!  for integrity verification and then creates 
𝐻𝑀𝐴𝐶!"#$[!] to be used by 𝐿𝑜𝑐𝑘!!!. The same formula is used throughout the artifact with 
increasing index value of i. 

5.6 Analysis of the Artifact 
The main goal of this artifact is to enforce the user’s path through a series of doors. The solution 
should work with the existing model of offline PACS and must be cost-effective. This artifact 
targets only offline PACS as this feature already exists in online PACS. In section 4.10 a 
demonstration of the developed artifact provides a basic understanding of the artifact execution. 
This demonstration showed some basic scenarios to describe how the artifact has solved the 
research question. 

Actual implementation of artifact includes many other scenarios as discussed below. A user, before 
entering a building, needs to update his smart card via an update node connected to the central 
controller. These update nodes were installed at the entrance of the facility. An administrator issues 
the access policies based upon roles or individuals via a central controller. These nodes write the 
access policies that are valid throughout the building. Using these access policies, a user can now 
access offline doors present inside the building. This smart card serves only for one time access and 
needs to be updated each time before use. 

Once the user starts accessing the doors mentioned in the path array, the value of the index 
increments by one. During the user’s traversal, there might be situations like a door grants access, 
but the user failed to open the door for any reason. To overcome this scenario, the lock has a timer 
that specifies an interval within which the lock accepts the smart card credentials, provided the 
index i value does not increase further. An administrator sets the time based upon the sensitivity of 
the facility. If the user failed to reopen the door during this period, the lock denies the user’s 
request, and he needs to update his card with a new ticket. This time is called session time. The 
timer exists inside the lock and serves multiple purposes such as synchronization.  

In some situations, there may be scenarios such as door A and B should be accessed before C, but 
the order does not matter. To achieve this, the path array uses an OR construct. Therefore, by 
checking the OR construct, door A or B will allow the access and increments the index value. The 
path array below illustrates this scenario. 
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Figure 20 Path array with OR Construct 

According to the above path array, the user initially accesses door A or B and it increases the index 
value. Next the user accesses door A or B, but not the lock accessed earlier. Thereafter the user 
accesses door C. 

Smart cards contain limited memory and can store a path array of a certain size. If a path array 
exceeds the memory limit of the smart card, the administrator can issue multiple smart cards. In 
offline PACS, an administrator categorizes all locks into different groups. Each group contains a 
unique pre-shared key that generates the secret key 𝐾𝑒𝑦!"#$"%. A smart card issued for one group 
will not work with another group of locks due to pre-shared key constraints (each group possesses 
different pre-shared keys). An administrator issues different smart cards for different groups of 
locks. The context of multiple smart cards within the same group rarely occurs as a smart card can 
store path array with approximately 20 lock ids. A security architect designs the installation of 
offline PACS in a facility (a door inside a door), such that the multiple smart cards in the same 
group will not jeopardize the path enforcement. Adding and removing a lock from the group, does 
not affect other locks or smart cards. Only information required by the lock is PSK, for secret key 
generation. The remaining information used for authentication and authorization will be learnt from 
the smart card contents. Backward secrecy and forward secrecy take care of security issues while a 
lock enters or leaves a group. 

The significance of the results can be discussed based upon the simplicity of the artifact 
implementation. The artifact proved to be a simple yet effective solution to achieve delegation in 
offline PACS. The analysis explained possible scenarios and states, but there may be many more 
that can occur and may only be discoverable after the deployment of artifact into production. The 
entire artifact uses the Design science approach and lateral thinking. The search and select phase in 
Design science helps to find workable solutions from already existing solution space. As the 
domain of PACS is emerging, remarkably less research exists. Hence, lateral thinking helps to find 
an innovative artifact that addresses the current problem.  

5.7 Validity of artifact 
While discussing the validity, it is necessary to show that the results are unbiased. Validation is a 
method to check for compliance with standards or requirements. Satisfaction of requirements 
validates the present artifact. Ex-ante analysis explained in Design science approach motivates that 
a design can be evaluated against a set of requirements by using the knowledge in that domain. 
Hence, vigorous testing of the artifact determines whether it satisfies the requirement of the 
research. 

A	  or	  B	   A	  or	  B	  !
previous	  lock	   C	  
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For instance, we all know that the atomic bomb can cause mass destruction. To support this 
statement, there is no need to know how atomic fusion works. It is evident that the atomic bomb 
acts as one possible means for destruction. Here, the requirement is mass destruction and the 
artifact used was the atomic bomb. As the requirement was satisfied, the atomic bomb can be seen 
as one valid source. In a similar analogy, the present artifact proved to be valid as it served the 
purpose of what it is created for. There may be many other solutions, but this artifact also falls into 
one among those solutions. Hence one needs to examine whether the artifact meets the 
requirements and solves the problem. An artifact serves the purpose if it meets all the requirements. 
The evaluators participated in the validation process acted as mere witnesses while checking the 
satisfaction of the requirements. Their knowledge on offline PACS just helped to uphold the 
evaluation results, but not in any way influenced the artifact design.  

Nevertheless, the evaluators are ex-employees of Swedish Institute of Computer Science (SICS) 
having 8 years’ experience in the field of access control systems. Their works in the domain of 
PACS can be found at SICS publications and in nSHIELD proceedings. R&D at Telcred AB has a 
proven track record for providing quality research to the nSHIELD project (Telcred is in the 
consortium of nSHIELD). Any attempt to prove their expertise in PACS domain is out of scope of 
this research. Hence, by induction the present artifact proved to be valid for use in offline PACS. 
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6. Discussion & Conclusion 

6.1 Scope and limitations 
This research aims to create a design for offline PACS to address the demand for higher security 
levels. The presented artifact covers the improvement of the existing design of offline PACS. It is 
easy to install and maintain, and it also works well with NFC devices and other modern security 
tokens. A simple yet comprehensive explanation of how the presented artifact works makes it easy 
to understand and implement. However, without deployment of the artifact, it is difficult within 
reasonable time to measure the impact on society and identify key ethical consequences. For 
additional information, interested readers can contact Telcred AB to find out the underlying 
platform design and actual implementation of the artifact.  

Scientific laws remain constant. Newton’s laws remain as it is even after 100 years from now. Yet 
technology changes rapidly with time. The devices that are used today may be replaced with new 
design after some time. So, changes in the design of future offline PACS may affect the present 
artifact usage. This artifact was designed keeping in mind the present design of offline PACS, and 
may or may not be useful in the future variations of PACS. 

The validation of the artifact by using formal languages is skipped due to time and cost constraints. 
Comparing the artifact against the set of requirements does the validation. The vital goal of this 
research is to create an artifact which works with existing design of offline PACS. A solution that 
includes a change of the entire design in existing PACS incurs additional costs for those who 
already deployed the locks at their facilities. Hence, one of the limitations is that the artifact should 
comply with the existing offline PACS. Upon satisfying the requirements, this artifact can be seen 
as a possible solution to the research question. 

The Design science research method has no provision to prove that the designed artifact is the best 
solution for the posed research problem. Design science research majorly concentrates on 
construction, functionality, usability and effects of the artifact. It does not provide the features for 
verification or modeling the artifact. Due to this limitation, the developed artifact cannot be 
claimed as the best solution. Nevertheless, with the use of ex-ante verification method this artifact 
can be seen as a viable solution. There may be other solutions available to answer the research 
question, but within the time frame provided this artifact proved to be one of the practical solutions. 
Based upon the stakeholders and evaluators feedback, possible states of the lock and its behavior in 
those states have been explained in the analysis section. Still there may exist other scenarios, which 
can be only known after deployment of the artifact in real time. 

The entire artifact works by creating a chain of trust among all the offline locks. Hence, the chain 
of trust should be made as secure as possible. A weak link in the chain is always a potential 
drawback. The present artifact restricts itself in terms of available memory i.e., it can accommodate 
the path array till the memory inside the smart card becomes filled. The same can be applied in 
NFC devices without any restrictions as memory is not a limitation in such devices. This artifact 
can only be useful for a single time, and then the ticket becomes invalid. Each time it needs to be 
updated prior to its usage. This kind of limitation increases the security and avoids the misuse of 
smart card. This artifact enforces the user in one-way, and if he needs to revisit the same doors then 
the administrator can extend the path array by adding more 𝐿𝑜𝑐𝑘!"′𝑠 for multiple traversals.  
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𝐾𝑒𝑦!!!"#$   should be shared among the locks in a secure manner. To ensure maximum security, this 
PSK should be changed at a regular interval.  

6.2 Ethical and Societal aspects 
This section discusses the ethical and social impact of the artifact. In general ethics in research 
focus upon honesty, objectivity, integrity and openness (David 2011). The artifact was designed 
with an aim towards improving the features and removing the limitations of offline PACS. Proper 
care has been taken to present the results honestly without any fabrication or research misconduct. 
Since the inception of the research, regular checks were performed to avoid bias in the design and 
to ensure objectivity. In addition to self-evaluation, this artifact was tested using different 
compilers. Sincere actions were taken to protect the privacy of personnel involved and 
confidentiality of the internal information. Openness in the whole research problem has been 
achieved by sharing the artifact design, tools used, and the generated results. Intellectual property 
and copyrights were protected throughout the document with the help of relevant references. 

This artifact is a part of already existing offline PACS, which were deployed and being used by 
many since long ago. The ethical and social consequences of the present artifact cover the entire 
spectrum starting from researchers, manufactures and end users. The extended functionality of the 
artifact makes offline PACS more robust in terms of security and privacy. This helps to break the 
monopoly of online PACS and provides a feasible solution for less cost. The portable nature of 
offline PACS and ease of installation benefits the end users. The present artifact alone cannot 
influence the social consequences. In fact, it increases the security and privacy of the already 
existing offline PACS. Using HMAC and PSK protects the privacy, as they don’t require any user 
information for processing. This artifact is a part of offline PACS. Therefore, it carries all the social 
consequences existing in offline PACS. However, the identification of these consequences in 
PACS is an entirely different research area. Earlier discussion covers some of the ethics relevant to 
the research process; moreover other consequences may occur after deploying the artifact in the 
real world. 

6.3 Significance and originality 
The originality of the artifact can be supported by the absence of similar designs for offline PACS. 
The creative approach mentioned in Design science is used due to lack of earlier artifacts or 
designs that can address the present problem. This solution can work within the limitations of 
offline PACS. Any explanation of limitations in offline PACS and their drawbacks over other 
PACS was out of bounds of this thesis. The artifact is also effective in management, cost and is 
resource- constrained. The originality and validity depends upon the technical grounds of PACS 
due to rapid changes in technology. 

End users always prefer offline PACS over online PACS due to its portable nature and lower cost. 
The present goal of researchers or manufacturers in the domain offline PACS is to make it 
functionally rich and equivalent to online PACS. This artifact includes path enforcement in offline 
PACS, which extends the existing functionality. This artifact also builds a foundation for further 
research on how to use this delegation model for other requirements. The present artifact meets the 
intent of nSHIELD to make future embedded systems more robust in terms of security, privacy and 
dependability. The solution mentioned in the present thesis will be published in the upcoming 
deliverables of nSHIELD as a contribution from Telcred AB. 
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6.4 Conclusion 
In this research study, a novel framework that enables the delegation in offline PACS was created. 
Existing implementations of offline PACS do not support delegation. They are static in nature and 
standalone, but this framework makes offline PACS active to act on their own while making 
decisions. An overview of what PACS refer to and their different variants with the use of examples 
are mentioned at the start of the study. In the later section, the motivating reasons behind this 
research were defined, and the problem was clarified by the use of surveys and semi-structured 
interviews with stakeholders and experts belonging to the domain. 

In later chapters, the appropriate method for this research was identified and motivated to show 
how it can produce the required artifact. The domain of offline PACS is an emerging technology 
and remarkably little literature and artifacts are available at present. Hence, Design science lends 
itself well to the application of lateral thinking to obtain the results.  

A framework based upon chain of trust and PKI infrastructure was designed, and this artifact 
enables the delegation of user path enforcement in offline PACS, which is the primary goal. The 
artifact demonstration validates it to ensure that it solves the current problem and answers the 
research question. It is quite generic to implement in all kinds of identity devices like smart cards, 
mobile phones and NFC devices. The demonstration uses a test bed to show the functioning of the 
artifact under different scenarios. Thorough analysis shows all the possible scenarios and response 
of the artifact under such scenarios. The artifact was evaluated against a set of requirements and 
experts’ opinions on the feasibility of the artifact were also gathered (Appendix C). Finally, 
stepwise instructions provided the details to implement this artifact. The discussion on the scope of 
this artifact explains the areas addressed during the entire research. The limitations explain the 
shortfalls of artifact related to offline PACS. 

In summary, the designed framework implements the user’s path control mechanism in offline 
PACS by making use of some degree of delegation. The artifact answers the research question of 
this document in an innovative way. This artifact is effective in cost, implementation, performance 
and management. 

6.5 Future work 
Future work covers potential research based on the use of the present artifact. It does not consider 
the entire research domain of offline PACS. Although this thesis presents an artifact that enables 
delegation in offline PACS, this delegation is limited to path enforcement of the user. Future work 
can include solutions to find this delegation to be used in other forms such as the following:  

• Offline locks should be able to create tickets and access policies on behalf of a central 
server. 

• Offline locks should be able to issue security tokens to users that can be used in offline 
PACS environment. 

• The current artifact supports the user to follow a one-way path and then the card becomes 
invalid. Future research can be done to make the card reusable without loading it each time 
before use. 

• The same artifact can also be applied to embedded nodes in order to increase security, 
privacy and dependability. Embedded nodes can be zigbee modules or WSN. Modifying 
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the artifact to be able to work within the limitations of embedded systems can be 
researched further (Refer nSHIELD deliverables for information about embedded nodes)
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Appendix A 
1) Survey results from Linkedin Group “Access control specialists” 

Question: There are several companies offering offline smart card based locks. But are they any 
variants that allow the user only through specified paths? 

Replies: In total I got 8 replies till date, as follows 

3 replied Salto has offline locks, but none of it have path specification feature (delegation) 

3 replied Assabloy Aperio also had offline locks without delegation 

1 replied PegaSys locks by Ingersoll Rand 

Other’s replied Dom and Ces as per their knowledge 

The summary is, none of the locks has such property and also all these offline locks use Mifare or 
iclass cards (predefined smart cards). 

 

2) Interview results from Telcred AB 

In total, I have asked 5 questions, which reflects the importance of this artifact. Two persons have 
participated in the interview. Adriaan, senior security architect, and Carlo, head of business 
management.  

Delegation definition in this context to understand the interview better; “Server trusts locks to 
perform certain functions, e.g.: enforce user path” 

Question 1: Do you think delegation in offline PACS will make the administrator jobs easier than 
before? In what ways? 
Adriaan: Yes, because such delegation to locks increases access control granularity. An 
administrator can express stricter access policies for only a little extra effort. 

Carlo: No, not really and I don't think this is the main purpose. Rather, the point of "delegation" is 
to be able to force the visitor /user to move around a facility following certain paths. For example, 
"only allow a visitor to open door B if he has first gone through door A". 
 
Question 2: Is specifying a path for each and every user via delegation of general interest? 
Adriaan: No, we are considering group of users only. Locks when making access decisions should 
not consider a user id. Paths should always be associated with groups of users. 
Carlo: From what we understand it is a commonly requested feature. However, it is typically not 
something you define per user but rather per door / path. 
 
Question 3: Do other similar products in the market support this feature (delegation in offline 
PACS)? 
Adriaan: Not exactly, to my knowledge. A specific case is expressed as part of our patent: the 
master-lock through which users pass gives local access rights. This case is general enough that 
other companies also use it, for example CoreStreet's Card Connected solution. 
Carlo: Not to our knowledge, but it is a common feature in online systems. 
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Question 4: Does this technology in any way compromise the traditional ethical or privacy issues 
of the user? 
Adriaan: If the user's identity is not recorded in the path receipts (or logs), then there is no privacy 
issue in terms of security (guarding user access patterns). Of course, the server will know a user's 
path, but that is the point of the system – to improve access control and facilitate auditing of user 
actions.  
Carlo: No, I do not think so. 
 
Question 5: What drawbacks can you say in an offline PACS system without delegation? 
Adriaan: Updates of offline devices (clients and locks) are hard, that is, timeliness of updates 
usually can't be guaranteed as a part of normal operation. Path control improves the likelihood 
that users will pass certain points, allowing guarantees of offline updates. 
Carlo: It would lack functionality that is considered necessary for more complex facilities / use 
cases. 
 

3) Case studies on existing offline locks 

Two case studies conducted by Ingersoll Rand, UK based manufacturer of offline PACS and 
security locks have been analysed to find out the features.  

1. Case study conducted at CHU Annonay Hospital, France (Ingersoll 2010) reveals the 
implementation of offline PACS system. Even the system supports most of the features; it 
lacks delegation in offline mode.  

2. Case study regarding implementation of security locks at Freiburg, Germany (Ingersoll 
2011) shows the system without delegation. 

Hence, it is clear that there is no existing implementation that supports delegation in offline PACS 
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Appendix B 
1) Design science canvas (Johannesson, Perjons 2012)  
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Figure 4.4 The Design Science Canvas 
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Appendix C 
Ex-ante evaluation questionnaire 

Evaluation by Carlo Pompili & Adriaan Slabbert: 

1) Does	  the	  developed	  artifact,	  satisfies	  all	  the	  requirements	  mentioned	  in	  section	  2.5	  of	  this	  
document?	  (Refer	  sec	  2.5)	  

a. Regarding the functional requirements, the artifact does satisfy the requirements  
b. Regarding the “construction requirements”, the artifact satisfies the requirements 

partially. Requirements that are not fully met: 
i. Easy: The requirement to introduce a shared secret key does complicate 

design and provisioning of the entire system.  
 

2) Does	  this	  artifact	  answer	  the	  research	  question?	  (Refer	  sec	  1.3)	  
a. Yes, the artifact presents one way of implementing path enforcement in an offline 

physical access control system. 
 

3) Do	  the	  demonstration	  of	  artifact	  (sec	  4.10),	  covers	  all	  the	  scenarios?	  
a. It seems that the “demonstration” specifies how to implement the proposed 

artifact. 
 

4) Are	  the	  results	  (artifact)	  accurate?	  
a. Yes, It seems likely that the artifact can be implemented in the way proposed. 

 
5) Is	  the	  artifact	  feasible	  for	  future	  expansions	  and	  implementations?	  (Your	  general	  opinion)	  

a. The artifact as it is today is limited for one time usable smart cards. It can be used 
in normal generic scenarios if it is extended with some mechanism to handle “path 
reset”.  

b. The idea to use a path array with an index that is increased when passing the next 
door in the sequence does make sense and could be a good building block for a 
real implementation.	  
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