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Abstract 

In order to provide confidentiality to digital information and safety to computer hard 

disk, encryption is considered to be best solutions. Now a day, several hard disks 

encryption software’s with a range of different features are commercially available. 

Majority of the software uses that encryption algorithm, whose cryptanalyses are 

already known. Now the vital question is that how much these encryption software’s 

provide security to the data. Any implementation and design flaw leave loop hole or 

backdoors in these softwares. Either by take the advantage of user unawareness or by 

using any external hardware, software’s security can be defeated by using smart and 

easy methods. 

This thesis will provide possible weaknesses and vulnerabilities of commercially 

available hard disk encryption software, who offering complete security to the hard 

disk data.  This thesis will also access the real world performance of hard disk 

encryption softwares. 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                                   

                                                                                                                                                                    Acknowledgement| 

�

ii 

 

Acknowledgement 

First of all, I wish to thank ALMIGHTLY GOD for providing me strength and 

courage to continuously hunt which is so called knowledge. I am most 

grateful to Prof. Sead Muftic supervising and guiding this thesis. Last, but not 

the least thanks to all my friends and families for their support, 

encouragement and love throughout my work. 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                       

  Table of Contents|  

�

iii 

�

Security of Hard Disk Encryption 

Chapter 1 
Introduction 

1.1 Problem Statement  
1.2 Objectives  
1.3 Purpose 
1.4 Methodology 
1.5 Limitations 

Chapter 2 
Overview of Information Security 

2.1     Basic Cryptography 

2.2      Security Goals 

2.3      Types of Cryptographic Algorithms 

2.3.1 Secret Key Cryptography (Symmetric Key) 

2.3.2 Public Key Cryptography (Asymmetric Key) 

2.3.3 Hash Functions 

2.4      Hard Disk Encryption 

2.5      Implementation types of Disk Encryption 

2.5.1 Hardware based versus Software based encryption 

2.5.2 Narrow block versus wide block encryption 

2.5.3 Transparent versus authenticated encryption 

Chapter 3 
Disk Encryption Cryptography 

3.1      Cryptographic Ciphers 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                       

  Table of Contents|  

�

iv 

�

3.1.1 Block Ciphers 

3.1.2 Stream ciphers 

3.1.3 Tweakable Block ciphers 

3.2       The Advanced Encryption Standard (AES) 

3.2.1 AES algorithm description 

3.3       Block Cipher Modes of encryption 

3.4      Modes of operation for disk encryption 

3.4.1 LRW: Liskov, Rivest, Wagner 

3.4.2 XEX: XOR-Encryption-XOR 

3.4.3 MCB: Masked CodeBook 

3.4.4 CMC: CBC-Mask-CBC 

3.4.5 EME: ECB-Mix-ECB 

3.4.6 XCB: Extended CodeBook 

3.5    AES-XTS  

3.5.1 AES-XTS Encryption Procedure 

3.5.2 AES-XTS decryption Procedure 

Chapter 4 
Disk Encryption Security Analysis and results 

4.1 Boot Process            

4.2 Truecrypt Software Internal Anatomy 

            4.2.1     TrueCrypt Encryption Paradigm

4.3 Exploiting the lack of integrity in a TrueCrypt MBR 

4.4 Exploiting the lack of integrity checking of MBR boot signature in TrueCrypt    

           Rescue Disk 

4.5 Exploiting the lack of integrity verification in a TrueCrypt Bootloader 

4.6 Exploiting the Slow decay rate of RAM data-remanense 

4.7 BIOS passwords could be extracted from memory 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                       

  Table of Contents|  

�

v 

�

Chapter 5 
Performance Benchmark 

5.1 Process 

5.2      Test Requirements 

      5.2.1     Hardware 

      5.2.2     Software 

5.3       Test 

5.3.1  File benchmark Testing 

5.4    Test Cases 

          5.4.1    With Disk Encryption 

          5.4.2    Without Disk encryption 

5.5 Testing and Benchmarking Methodology 

5.6 Benchmarking Results 

 5.6.1 Write Speed 

 5.6.2 Read Speed 

5.7 Analysis 

 5.7.1 Causality 

 5.7.2 Possible Consequences 

 5.7.3 Probable sources of error 

5.8 Futher Work 

Chapter 6 
Countermeasures and their Limitations 

6.1   Scrubbing Memory 

6.2       Limiting booting from network or removable media 

6.3       Suspending a system safely 

6.4       Physical defenses  

6.5       Counter measure against Sniffing attack 

6.6       Defenses for Software-Based Full Disk Encryption 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                       

  Table of Contents|  

�

vi 

�

6.7 Countermeasure against DRAM Attacks 

 6.7.1 Hardware based full disk encryption 

 6.7.2 Frozen Cache 

6.8 Future Works 

 6.8.1 Architectural changes 

 6.8.2 Encrypting in the disk controller 

 6.8.3 OS independent Disk encryption using virtualization 

6.9 Conclusion 

References 

Appendix A 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                       

  Abbreviations|  

�

vii 

�

Abbreviations 

AES   Advanced Encryption Standard 

AMD   Advanced Micro Devices 

API   Application Programming Interface 

ARM   Application Response Measurement  

ASCII   American Standard Code for Information Interchange 

ASIC   Application Specific Integrated Circuit 

ATM   Asynchronous Transfer Mode 

BIOS   Basic Input/output System 

CBC   Cipher-block chaining 

CCM   Counter with CBC-MAC 

CFB   Cipher Feedback 

CMAC  Cipher-based MAC 

CMC   CBC-Mask-CBC 

CMOS  Complementary metal–oxide–semiconductor 

CMVP  Cryptographic Module Validation Program 

CNSS   Committee on National Security Systems 

CPU   Central Processing Unit 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                       

  Abbreviations|  

�

viii 

�

CRC   Cyclic Redundancy Check 

CRTM  Core Root of Trust for Measurement 

CS   Computer Science 

CTS   Cipher Text Stealing 

CTR   Counter 

DES   Data Encryption Standards 

DMA   Direct memory access 

DPA   Differential Power Analysis 

DSA   Digital Signature Algorithm 

ECB   Electronic Code Book 

EMA   Electromagnetic Analysis 

EME   Encrypt-Mask-Encrypt 

FAT   File Allocation Table 

FBI   Federal Bureau of Investigation 

FDE   Full Disk Encryption 

FIPS   Federal Information Processing Standards 

FPGA   Field-Programmable Gate Array 

FVEK   Full Volume Encryption Key 

GCM   Galois/Counter Mode 

GUI   Graphical User Interface 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                       

  Abbreviations|  

�

ix 

�

HMAC  Hash-based Message Authentication Code 

IBM   International Business Machines 

ID   Identity 

IEC   International Electro Technical Commission 

IEEE   Institute of Electrical and Electronics Engineers 

ISO   International Organization for Standardization 

IV   Initialization Vector 

MAC   Message Authentication Code 

NESSIE New European Schemes for Signatures, Integrity and 

Encryption 

NIST   National Institute of Standards and Technology 

NSA   National Security Agency 

NTFS   New Technology File System  

NV   Non Volatile 

OS   Operating System 

OFB   Output Feedback 

OMAC  One key MAC  

PBKDF  Password-Based Key Derivation Function 

PC   Personal Computer 

PCR   Platform Configuration Register 

PIN   Personal Identification Number 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                       

  Abbreviations|  

�

x 

�

PKCS   Public-key Cryptography standards 

RAM   Random Access Memory 

RIPE   RACE Integrity Primitives Evaluation 

RSA   Rivest, Shamir and Adleman 

RTM   Root of Trust for Measurement 

SAFER  Secure and Fast Encryption Routine 

SHA   Secure Hash Algorithm 

SISWG  Security in Storage Working Group 

SMP   Symmetric Multiprocessing 

SMT   Surface Mount Technology 

SPA   Simple Power Analysis 

SPE   Synergistic Processing Element 

SPN   Substitution-permutation network 

TCB   Trusted Computing Base  

TPM   Trusted Platform Module 

US   United States 

USB   Universal Serial Bus 

VMK   Volume Master Key 

VM   Volatile Memory 

WLAN  Wireless Local Area Network 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                       

  Abbreviations|  

�

xi 

�

WMI   Windows Management Instrumentation 

XCB   Extended CodeBook

XEX   Xor-Encrypt-Xor 

XML   Extensible Markup Language 

XTS   XEX Tweakable Block Cipher with Ciphertext Stealing 



SECURITY OF HARD DISK ENCRYPTION                                                                                                                       

  Introduction|Chapter 1|  

�

1 

 

Chapter 1 
Introduction

Now a days, the most important and sensitive assets of business, people and 

organization are their computer data or digital information. Number of 

portable devices like PDAs and laptop has increased as the dependency on 

computer increased. With these, chances of intrusion activities, data theft 

and system compromises have increased significantly. In majority of the 

cases the actual information /data is more important and valuable than the 

hardware it is stored on and the unauthorized access of that data can be very 

harmful. The portable devices like laptop netbooks are in highest threat of 

data stealing and intrusion activities as these are regularly travelled in 

unsecured public states which are more vulnerable to attack. One solution 

to mitigate the risk of unauthorized and unwanted access to data is the use 

of disk encryption. Disk encryption has been changed from being a tool 

used only by government agencies and top executive for their sensitive and 

top secret information, to become easily accessible and available for 

everyone to use, during the last decade. Disk encryption systems are widely 

used by common users because of its transparent and easy in usage. 

In this paper, we address the shortcomings of the software based disk 

encryption systems that are believed to be perfectly secured. We discuss the 

security vulnerabilities of the software based disk encryption and also do a 

real world performance benchmarking of the encryption software’s in this 

thesis.  
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The second chapter introduces basic cryptography, their types and disk 

encryption implementation types. In third chapter cryptographic cipher 

along with advanced encryption algorithm and different modes of operation 

for disk encryption will be discussed. Chapter 4 provides the security 

vulnerabilities of the encryption software’s and results based on 

experiments. Chapter 5 specifies the procedure, test cases and testing 

methodology used in the performance benchmark and the result obtained. 

In last chapter we will discuss the countermeasures of disk encryption and 

conclusion. 

1.1 Problem Statement 

An attacker can modify or corrupt the file system or the disk, or both. We 

state four different situations for protecting encrypted data from the 

attacker: 

When a computer is stolen or lost: The aim is to preserve the 

confidentiality of the storage medium so that the attacker is unable to read 

the confidential data stored in the disk or unable to trace the existence of 

secrete data in the storage medium. 

Passive monitoring: When an attacker can observe the data that are read 

from or written to the disk. The purpose is to preserve the integrity of the 

encrypted data so that the attacker cannot modify the monitored data. Such 

situations occur when attacker tap the network traffic from a computer 

connected to network or situation like access to the read-only storage 

devices used for transport or leakage of electromagnetic radiation from the 

medium between storage device and the user device. 
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Computer recovered after theft:  When a computer is stolen or occupied 

by the attacker, then the theft or capture is observed, and it is recovered 

immediately. The purpose is to maintain confidentiality as well as integrity, 

because the storage medium (hard disk or memory) or the hardware devices 

(chips) may be altered or tempered with. 

Active attack: When the attacker has the write and read access to the 

storage medium or has the physical access to the target system. The purpose 

is to protect confidentiality as well as integrity of the data. In such situation, 

the attacker try to gain the secrete keys either by attacking the core 

encryption system or by manipulating the encryption software itself. 

Different crypto analysis, ciphertext modification, bypassing the security 

checks etc. are the typical example of active attack [1]. 

1.2 Objectives 

The goal of this thesis is to reveal the vulnerabilities and check the real 

world performance of disk encryption software’s. The objective of this 

research is to seek whether the hard disk encryption software ensure 

security as the software company claimed and mentioned, and are these 

software are capable to defend against any known attacks. Also check 

whether encryption software’s reduced or increase the disk performance. 

1.3 Purpose 

The purpose of this thesis is to build security awareness among the users.  

This thesis will review, analyze, conduct experiment and recommend 

several potential methods to mitigate the security breaches. This thesis also 
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provides a real world performance of disk encryption software, hence to 

stimulate researches and developers to come up with new encryption 

system to enhance disk encryption security and performance. 

1.4 Methodology 

The research involved in this thesis excavates the security of hard disk 

encryptions. It also provokes the necessity of redesigning and artifacting the 

existing system to solve the presented problems and to achieve the required 

goal indentified in the preceding sections. 

This research is focused on two popular hard disk encryption software of 

current time. It has done in two ways-  

• For analyzing the security vulnerabilities, we conducted experimental 

attacks on the encryption software regarding to active and passive 

attacks. For selecting the attacks accurately, we prioritized the 

vulnerabilities associated to cryptographic goals (more precisely to 

confidentially, integrity, authentication, and non-repudiation). 

• We conducted experiments in which we try to find out confidentiality 

loose through the information leakage, and discovered the encryption 

keys from the memory. In our experiment we used simple software 

modules to read the memory, and analyzing tools to retrieve the key 

from the memory content. The basis of this experiment is developed by 

the security researchers of Princeton University [2] and by Peter 

Kleissner, Austria (for Stoned BootKit attack) [3].

• We conducted real life experiment to show how the disk encryption 

affects the performance of the hard disk. 
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At the end of this paper several potential countermeasures has been 

discussed to resolve attacks, and presented the realistic alternatives along 

with their inherent merits and shortcomings. 

1.5 Limitations 

• Among the available disk encryption systems, we conducted our 

research only on Microsoft’s Windows BitLocker™ Drive Encryption

software and Truecrypt open-source disk encryption software for 

Windows 7/Vista/XP, Mac OS X, and Linux. 

• Security experiment of encryption software is conducted by developed 

program modules and methods that are provided by security researchers 

of Princeton University [2]  and by Peter Kleissner, Austria (for Stoned 

BootKit attack) [3].

• Perform benchmarking is performed only on two different computers 

with their individuals hard disks. We believe that in order to asses more 

precisely the performance of encrypted hard disk, testing with more 

computers is preferable.

• Two operating system windows XP and windows 7 are used to perform 

performance benchmarking to provide variety. If we focused on one 

operating system and perform more sample test that might increase the 

validity and reliability of data.
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Chapter 2 
Overview of Information Security

This chapter will provide an introduction related to understand the working 

of disk encryption. First, we will discuss some basic cryptographic 

elements and goals. Next, we will address disk encryption in detail, 

explaining its different type of implementation. 

2.1 Basic Cryptography 

Cryptography (from Greek kryptó “secret, hidden” and gráfo “writing”) is 

the study and practice of technique for providing secure and confidential 

communication in the presence of an unauthorized person. Originally 4000 

years ago, it was literally done by hands [4]. The main classical 

Substitutions cipher systematically replaces the group of letter with other 

group of letter for example ‘go ahead’ will become ‘hp bifbe’ by subtitling 

using each letter with one following it. 

Cryptography, not only provide data protection from alteration or theft, it 

can also be used for the authentication of users. Encryption is the method 

of transforming the original message or data normally called plaintext, 

into random or unreadable format called ciphertext, whereas the reserve 

operation i-e transforming ciphertext into plaintext is called decryption. 

We can express the encryption in mathematical notations as: 

E(p) = c 

And decryption as: 



SECURITY OF HARD DISK ENCRYPTION  

                                                                                                                                                                 Chapter 2|�

� � 7� �

�

                                                            D(c) = p 

Where p is plaintext and c represent the ciphertext. 

Normally a key is used to cipher the plaintext so decryption and encryption 

with the key k will be shown as: 

Ek(p) = c 

Dk(c) = p 

To achieve the security goals and protection from the cryptographic attack 

cryptography is mainly used. 

2.2 Security Goals 
With respect to application to application communication following are the 

security requirement: 

1. Data Privacy (Confidentiality): Hiding the secret information 

from all except those who are authorized. Confidentiality is the 

safeguard of communication data from passive attacks. The 

approach of confidentiality is to protect the data traffic flow from 

analysis.  So that the attacker may not be able to detect the 

destination, source, length, frequency or any other features of the 

data traffic facility. 

2. Data integrity: Discuss the unauthorized modification of data and 

ensure that information has not been altered by unknown means 

which is not authorized. One must have the capability to identify 

the manipulation in data by the attacker or unauthorized person. 

Manipulation in data contains substitution, deletion or insertion. 
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3. Authentication: is process related to proving person identification. 

Both sender and receiver doing the communication should identify 

each other. Authentication applies to both sender and receiver and 

the information as well. Information communicated over the 

network should be authenticated as to date of origin, time sent, data 

content. Origin etc. 

4. Non-repudiation: Prevents either receiver or sender from rejecting 

or refusing the previous action or commitment (message). So when 

the message is sent, receiver can prove that message received is 

from an alleged sender and when the message is received, sender 

can prove that message is sent to the alleged receiver. In case of the 

any dispute when one denies his previous action, a trusted party is 

required to solve the dispute. 

2.3 Types of Cryptographic Algorithms 

Following are the three categories in which cryptographic algorithms are 

classified: 

1. Secret Key Cryptography (SKC) 

2. Public Key Cryptography (PKC) 

3. Hash Functions 

2.3.1 Secret Key Cryptography (Symmetric-key) 

In symmetric key algorithms same cryptographic keys is used for both 

encryption of plaintext and decryption of ciphertext. Symmetric key 
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systems are faster and simpler, but the problem is that both sender and 

receiver must agree on the shared secret key in a secure way so nobody else 

find it. Symmetric key encryption also deals with authentication i-e 

message authentication code (MAC). 

Symmetric key algorithms are generally categorized into stream ciphers or 

block ciphers.  

1. Stream ciphers: It encrypt single bit (computer word or byte) at 

a time. 

2. Block cipher: Block cipher operate on a number of bit, usually a 

64 bits block at a time and encrypt them in a single unit. 

In stream cipher the same plaintext will encrypt to different cipher text 

using the same key whereas in block cipher the same plaintext will encrypt 

to same ciphertext using the same key. 

2.3.2 Public Key Cryptography (Asymmetric key)

Asymmetric key algorithm is cryptographic systems which require two 

different keys, one is public and one is private. Even though, these public 

and private keys are different but they are mathematically linked. The 

private key encrypts or locks the plaintext and public key is used to 
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decrypts or unlock the ciphertext. The public and private key cannot 

perform both encryption and decryption by itself. Public key is known to all 

without any security compromise, but private key must be kept in secret 

and only authorized person should have it. 

Asymmetric key cryptography approach is widely used by many 

cryptosystems and algorithms. The major advantage of using asymmetric 

key system is that sender and receiver never need to send any password or 

secret encryption key to each other. This avoids the influence of man in the 

middle or a third party to steal or copy the secret key or password while in 

transit. The receiver creates a public and private key. The public key is 

distributed and the sender uses the same public key for the encryption of 

message. The recipient then uses his own private key to decrypt the 

message, which has been encrypted using his public key [5].

2.3.3 Hash Functions 

In hash function technique, a fixed length hash value is used instead of key. 

On the basis of plaintext, fix length hash value is computed which is used 

to check the message integrity.  
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2.4 Hard Disk Encryption 
Encryption of data at rest can be divided in to following four categories: 

� File level encryption: In file level encryption, data is encrypted on 

file by file basis. 

� Folder level encryption: In folder level encryption, data is 

encrypted on folder by folder basis. 

� Partition level encryption: In partition level encryption, for data 

encryption a partition is created. Any data copied in that partition 

will be encrypted automatically without any action.

� Disk level encryption: In disk level encryption, whole disk is 

encrypted including all files, folders, operating system and in order 

to boot, an authentication mechanism is required. It is implemented 

fully on the fly i-e before written on the disk; data is encrypted and 

only decrypted before use. 
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2.5 Implementation types of disk encryption. 

2.5.1 Hardware-based versus Software-based Encryption 

The first important thing that makes the disk encryption distinguishable is 

on which layer it is performed i-e either it is software bases or hardware 

based. Nearly all of the devices are a mixture of hardware and software, so 

it is important to look into software along with the hardware and there is 

certain difference between software based and hardware based encryption. 

The most obvious and apparent difference between software and hardware 

based encryption is that in hardware based encryption without any 

exception every single bit on the hard disk is encrypted while software 

based encryption technique are not capable of doing this because of 

following reasons: 

� There are some necessary machine code in the master boot record 

(MBR) which is required to mount the disk drive, so MBR cannot 

be encrypted. If MBR is encrypted, the computer software will not 

be able to mount the disk as the instructions are not recognized as 

expected, make the disk unusable. 

� If the full hard disk is encrypted and boot from the software based 

encryption, preboot kernel remains unencrypted because before the 

booting of an operating system the preboot kernel block must need 

to be available. Preboot kernel has the key which should be 

available before user input the password for authentication. To 

overcome this weakness, preboot kernel need to be hash after boot 

by the operating system and compare it with system variables to 

check the integrity. 
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In hardware based encryption, encryption and decryption of every bit is 

performed at hardware level and software has no visibility whether there is 

encryption in place or not. Although software base encryption does not 

provide every bit encryption like hardware based encryption, it still has the 

necessary benefits to guard the user data when the operating system is not 

in use i-e the adversary will only find undistinguishable/vague data from 

the random bit, if they want to read the data directly from the encrypted 

disk as a secondary drive. 

As in hardware based encryption, every single bit on the hard disk is 

encrypted and the keys used for decryption and encryption are not saved in 

computer main memory so it provide better security as compared to 

software based encryption. The property of not storing keys in memory 

avoids attacks like cold boot attack [2]. 

Initially 40 bits keys are used for the implementation of hardware based 

encryption implementation, which is considered to be too short for a key 

length [6]. But now through the adoption of AES the standard industry 

cipher by vendors, in combination with cipher mode especially made for 

encryption of disk. 

As a built in computational device is dedicated for the hard disk encryption 

process, its performance is better than software based encryption which use 

computer processing power for ciphering process. But with the progression 

of dual and multi core systems overall processing performance of the 

software based encryption is improved. The higher the CPU core, the faster 

will be the software encryption. We will discuss performance 

benchmarking of software based encryption in chapter 5 in light of some 

real life examples. Software based encryption can be deploy on any type of 
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storage media and it’s very cost effective as compared to hardware based 

encryption. 

2.5.2 Narrow-block versus Wide-block Encryption 

The second thing that can distinguish between different types of disk 

encryption is wide block encryption and narrow block encryption. As the 

name indicates narrow block encryption work on smaller data blocks. 

Narrow block encryption algorithm usually uses 16 bytes of block size, as 

there is no standard size set universally. On the other hand, wide block 

encryption algorithm encrypts and decrypts the whole sector at the time i-e 

512 bytes. Difference between a sector and a block is shown in below 

figure. 

Narrow block encryption algorithms have the benefit of being more 

proficient as compared to wide block encryption, particularly in case of 

hardware implementation [7]. In narrow block encryption smaller data 
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block size provide finer granularity for certain type of attacks [8]. In wide 

block encryption algorithms data process through multiple passes [9], so it 

is to be slow. For the application in which streaming writes and reads are 

required, wide block encryption is not recommended. But on the positive 

side, if extra computing power, buffer space and latency tolerance is 

available for implementation, wide block encryption offer better protection 

than narrow-block encryption [9].  

2.5.3 Transparent versus Authenticated Encryption 

Using the cryptographic cipher mode for confidentiality we can protect the 

data privacy, but if we want to assure data integrity, authenticated 

encryption will be for this purpose, which leads to the third and last thing 

that can distinguish between different types of disk encryption, namely 

either the encryption is authenticated or transparent. 

Transparent encryption is encryption that one is able to place into an 

existing data path without having to change the data layout or message 

formats of other components in the data paths [8]. Transparent encryption 

deals encryption at table, column and table space level. This means that 

without modifying the data layout on the media or data transmission 

protocols, encryption process can be implemented to occur in software 

from application layer to storage data along the data path. 

Authenticated encryption is best suitable for storage devices like tape 

drives. Storage devices provide data integrity as well as the data 

confidentiality via authenticated encryption. To ensure data integrity, 

authenticated encryption creates an authentication tag with every 

ciphertext. 
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Chapter 3  
Disk Encryption Cryptography 

In this chapter first we discuss some of the cryptographic cipher and 

National Institute of Standards and Technology (NIST) encryption standard 

AES, then we address in detail about the cipher modes and modes of 

operations specifically for disk. In the end, we will discuss the software 

based software-based disk encryption applications. 

3.1 Cryptographic Ciphers 

Following are the three main cryptographic ciphers: block ciphers, stream 

ciphers and tweakable block ciphers. 

3.1.1 Block Ciphers 

In Cryptography, a block cipher is a type of symmetric key encryption 

algorithm that operates on a fixed length of data block i-e fixed length 

plaintext data block transform in to ciphertext data block of same length. 

User provided secret key is needed to perform this encryption decryption 

process. Block cipher normally consists of similar structure which includes 

processing of various similar rounds and each round performs either 

substitution or permutation to obfuscate the plaintext. A block cipher is able 

to provide confidentiality by diffusion and confusion and is so successful in 

capturing the essence of the desired attributes of a block cipher, that they 

have become the cornerstone of modern block cipher design [10].
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3.1.2 Stream Ciphers 

Stream cipher is a symmetric key cipher in which each plaintext 

unencrypted digit is encrypted one at a time and transformation varies 

during the encryption. A stream cipher generates a sequence of bits which 

is used as key called ��������	. Encryption process involves the bitwise 

XOR operation with the combination of keystream with unencrypted 

plaintext. 

If the keystream generation is independent of ciphertext and plaintext, it 

termed as a synchronous stream cipher and self-synchronizing stream cipher 

is dependent on plaintext data and its encryption. Majority of the stream 

cipher design are based on synchronous stream ciphers [11]. For the disk 

encryption application, the stream cipher is ineffective because for the 

security reason the same key stream not be used more than once. 

3.1.3 Tweakable Block Ciphers 

Tweakable block cipher was proposed by M. Liskov, R. Rivest, and D. 

Wagner [12]. Two inputs are involved in conventional block cipher process 

but tweakable block cipher process take three input i-e a key, a message 

and a third input called as tweak. Using an additional input i-e tweak does 

not essentially mean that internal cipher block construction is changed. The 

important design goal of tweakable design cipher is efficiency and security. 

If the hacker or unauthorized person got the tweak input the tweakable 

block cipher remain secure. The additional tweak also provides additional 

variability to an adversary [12]. 



SECURITY OF HARD DISK ENCRYPTION  

                                               Chapter 3|�

18 
�

3.2 The Advanced Encryption Standard(AES) 

National Institute of Standards and Technology (NIST) published a 

symmetric block cipher Advanced encryption standard (AES) in 2001. AES 

replaced Data Encryption Standard (DES) as the approved standard for 

variety of applications [13]. After 5 years of standardization process in 

which 15 competing design were evaluated and presented AES was 

selected as the most suitable design [14]. AES has been extensively 

analyzed and the first open and publically accessible cipher approved by 

National Security Agency (NSA) for top secret information [15].

AES is widely adopted by industry and also used for the disk encryption 

solutions. For majority of the software and hardware based disk encryption 

solution AES block cipher is often recommended and the default choice. 

AES is a substitution-permutation network cipher that works on 128-bit 

data blocks, and supports three different key lengths: 128, 192 and 256 bits 

[16]. 
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A certain number of rounds with multiples stages in each round are 

involved in AES ciphering. These are stages of substitution and 

permutation which provide confidentiality. In encryption and decryption 

process, the first and last stage is always an AddRound key stage which 

basically mixing the key into process and hence secure the process. The 

other three stage i-e ShiftRows, SubBytes and Mix columns together 

provide confusion, non-linearity and diffusion and are fully reversible as no 

key is used in these stages. 

Based on the key length number of rounds are performed after the first 

stage i-e AddRoundKey. With 128 bit AES key the master key is extended 

into 1408 bit key by key expansion stage i-e 128 bits for the first 

AddRoundKey stage and 1280 bit for the 10 ciphering rounds. 
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3.2.1 AES algorithm Description 

1. Key Expansion— this is the first step which transforms and expands 

the cipher keys into fixed length sub keys using Rijndael's
1
 key 

schedule and provide round keys for the next add round stages. The 

expanded key is calculated by taking the master key as an input and 

transform this into size which is enough to provide of 128 bit round 

keys for each add round key cipher stages [16, 17].

2. Initial Round  

a. AddRoundKey— In this process each byte of the matrix is 

combined with the round key using bitwise xor operation (��. 

3. Rounds  

a. SubBytes —a non-linear substitution process where each byte in 

the state is replaced with its entry in a fixed 8 bit table called 

Rijndael Sbox [16]. This sub byte stage provides nonlinearity in 

the cipher. 

_________________________________________ 
1

Rijndael is the block cipher algorithm chosen by the National Institute of Science and 
Technology (NIST)



SECURITY OF HARD DISK ENCRYPTION  

                                               Chapter 3|�

22 
�

b. ShiftRows— this is a transposition stage performed on the rows 

of the matrix. In each row apart from first row bytes are shifted 

cyclically by a certain offsets. Each byte of 2
nd

 row is shifted 

one to the left and in 3
rd

 row shifted two to left and so on. 

c. MixColumns— it’s a mixing operation stage where four bytes of 

each column of matrix combines using invertible linear 

transformation.  Each column is treated as a polynomial over 

GF(18) and is then multiplied modulo x4 + 1 with a fixed 

polynomial f(x) = 3x3 + x2 + x + 2. This stage together with 

ShiftRows provides diffusion in the cipher. 

d. A

d

d

R
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AddRoundKey – This is a simple process in which each byte of 

matrix is bitwise exclusive-ORed with associated byte of round 

sub key. In encryption and decryption each time when Add 

round key stage is performed, key expansion stage provide a 

new round key.

4. Final Round (no MixColumns)  

This final round stage performs rounds of SubBytes, ShiftRows and add 

round key sequentially skipping the MixColumns round. 
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3.3 Block Cipher Modes of Operation 

A cryptographic data block works on fixed length data blocks. Several 

modes of operation has been developed because using the same key, 

encryption of same block of plaintext always created the same ciphertext. 

Use of different mode of operation enhances variability in the process of 

encryption, allowing block cipher mode to provide the confidentiality for 

messages of arbitrary block lengths, and also provide authentication 

capabilities optionally [19]. Following are the three main types of block 

cipher modes of operations: 

� Confidentiality modes 

� Authentication modes 

� Combined modes for confidentiality and authentication.  

Confidentiality modes dealt only with obscuring the original data content 

and authentication mode dealt on assuring that data content has been not 

altered/interfered by unauthorized. A combined mode for confidentiality 

and authentication deal with both obscuring the original data content and 

assuring that data content has been not altered/interfered by unauthorized. 

Authentication mode security base on underlying cipher and on the 

information of secret key as compared to hash function whose design to be 

hard to invert4. 

There are eight block cipher mode of operation officially approved by 

NIST. 
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Of these, five are confidentiality modes (ECB, CBC, CFB, OFB and CTR), 

one is an authentication mode (CMAC), and two are combined modes for 

confidentiality and authentication (CCM and GCM) [20].  

3.4 Modes of Operation for Disk Encryption 

Apart from the general purpose cipher modes, especially designed cipher 

mode for disk encryption also exits. These disk encryption cipher modes 

only define encryption of data that is an integral number of either 512 byte 

or 16 byte blocks. These methods do not deal with the data which are not 

evenly dividable into blocks. So in order to use these algorithms in disk 

encryption implementation one must fulfilled the requirement. 

3.4.1 LRW: Liskov, Rivest, Wagner 

LRW short for Liskov, Rivest, Wagner is a tweakable narrow block cipher 

[12]. LRW with AES as the underlying cipher was for a long time 

considered the most favorable candidate for IEEE P1619 [21]. 
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As LRW is a tweakable block cipher mode, so tweak used used in LRW is 

made by multiplying the logical index of data block being encrypted and a 

secret key. 

Where Key2 is the secret key, and n is the logical index of data block 

The secret key used for this purpose has to be supplied additionally instead 

of getting from the key material of block cipher [21].

 As this tweak is dependent on the logical index, this ties the ciphertext to 

the location of disk and which in result provide protection against threats 

like copy and paste attacks. 
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3.4.2 XEX: XOR-Encryption-XOR 

XEX is another tweakable narrow-block cipher mode, proposed by 

Rogaway [22]. XEX is a joint mode for authentication and confidentiality. 

XEX is a general purpose algorithm which provides efficient processing of 

consecutive block when used for disk encryption [7].

XEX mode main structure is very simple i-e XOR encrypt XOR, but the 

tweak composition is complex. The tweak [22] consists of an encrypted 

value of an index multiplied with numerous other indexes. 

For disk encryption, this tweak is defined as a multiplication between the 

address of sector and two to the power of the block index inside the sector 

[7].
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Where N is the sector address and i is the block index 

XEX is general block cipher which can be altered for disk encryption 

especially [22]. In XEX two cipher calls are required for each encrypted 

blocks, one is used to encrypt the address of sector and second one is used 

to decrypt or encrypt the actual data block.  

3.4.3 MCB: Masked CodeBook 

MCB a tweakable narrow block cipher was proposed by El-Fotouh et al. 

[23] which claims MCB to be very fast and efficient as compared to other 

similar of similar types [23]. MCB uses three keys to perform its 

operations. For the generation for mask array, the first Mkey is used. To 

encrypt the tweak second TKey is used and last third Ekey is used for 

decryption or encryption of actual data block. 

The mask used by MCB is created using AES in counter mode [23] and 

contain sufficient masking data to be used with a whole complete sector at 

one time, so same mask did not use twice. 
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The MCB encryption process of MCB is basically divide into three steps – 

one step per key. 

First step involve the calculation of tweak by encrypting Sector ID via 

second Key. 

In second step, masking value (Mask[n] and Mask [32+n]) is produced by 

XORing the tweak from the first step with their respective row in mask 

matrix. In the last and final step is XOR encrypt XOR. So we notice that 

MCB uses some extra XOR operations instead of any modular 

multiplications. 

3.4.4 CMC: CBC-Mask-CBC 

CMC a Tweakable wide block cipher mode was developed by Halevi and 

Rogaway [24]. The CMC mode uses CBC in cascade with the masking in 

between. In first step, first CBC is performed, then from the resulting 

ciphertext mask is calculated which causes interdependency among the 

cipher blocks. In the last step CBC is performed again but now traversing 

the intermediate ciphertext in reversed order. The main benefit of the CMC 

cipher mode is that existing implementation of CBC is reused as it involved 

two stages of CBC processing.  

3.4.5 EME: ECB-Mix-ECB 

EME is another tweakable wide-block cipher mode proposed by Halevi and 

Rogaway [25]. EME cipher mode is suitable for high speed storage device 

as it is a parallelizable [25]. In EME cipher mode ECB is used as a 



SECURITY OF HARD DISK ENCRYPTION  

                                               Chapter 3|�

30 
�

subroutine, in first stage ECB mode encryption is applies to plaintext 

followed by mixing stage and in the last stage ECB mode encryption is 

applied again. EME cipher mode is symmetric in structure. All the 

enciphering performed in EME uses the forward direction of block cipher 

and deciphering uses the backward direction only [25].

3.4.6 XCB: Extended CodeBook 

XCB is a wide block cipher mode developed by McGrew and Fluhrer of 

Cisco Systems, Inc which uses Luby-Rackoff structure [26]. XCB cipher 

mode not only used for disk encryption but can be used for the some 

network protocols where data expansion cannot be allowed by the system. 

Five rounds Luby-Rackoff cipher is used in XCB in which first and last 

rounds use a single block cipher invocation instead of conventional Feistel 

structure [26]. 

3.5 AES-XTS 
XEX-based Tweakable Codebook mode with Ciphertext Stealing (XTS) 

2
 is 

the disk encryption mode of operation was proposed to preserve the 

confidentiality of data on block oriented storage blocks by P1619 Task 

Group. AES-XTS comes in two modes: AES-XTS-128 mode using 128 bit 

keys and AES-XTS-256 mode using 256 bit keys. AES-XTS encryption 

and decryption process are performed at disk sector level using two keys.  

The first secret AES key (key 1) is required in the encryption process of 

XOR encrypt XOR and the second key (key2) is used for the encryption of 

location address value. 

__________________________________ 

1
Although XEX-TCB-CTS should be abbreviated as XTC, “C” was replaced with “S” (for 
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“stealing”) to avoid confusion with the abbreviation for the ecstasy drug, which is also 

XTC.

3.5.1 AES-XTS Encryption Procedure 

Encryption of a Single Data Block 

AES-XTS encryption process for a single 128-bit block of plaintext can be 

expressed mathematically as [27]:

Where 
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Following four inputs are taken by XTS-AES-blockEnc: 

1) Key set 

2) 128 bits of plaintext 

3) Position address 

4) Block number; which is used to create 128 

bits of ciphertext. 

  

Following are the step involved in AES-XTS encryption of a single 128-bit 

data block (Figure 3.12): 

� First, the position address (i) is encrypted using Key2 and 

multiplied with α
j
.  

Where   

α represents primitive element of GF(2
128

) that 

corresponds to the polynomial x (i.e. 0x216 in 

hexadecimal, and 0000...00102 in binary) 

j is the sequential number of the 128-bit block inside 

the data unit being processed.  

� In second step the resulting Tweak (T) is XORed with the plaintext, 

resulting in PP. 

� In third step the AES-Enc() encrypts PP using the key 1. 

� Finally step 1 T is XORed with Step 3 CC to give the ciphertext. 
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3.5.2 AES-XTS Decryption Procedure 

Decryption of a Single Data Block 

AES-XTS decryption process for a single 128-bit block of plaintext can be 

expressed mathematically as [27]:

Where 
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Following are the step involved in AES-XTS decryption of a single 128-bit 

data block (Figure 3.13) [27]:

� In first step, like encryption the position address (i) is encrypted 

using key2 and multiplied with α
j

Where 

I

n

s

econd step, the resulting Tweak (T) is XORed with the ciphertext, 

resulting in CC. 

� In third step, AES-Dec() decrypts CC using the key 1. 

� Finally AES-XTS decryption is completed by XOR-ing the step T 

with Step 3 PP. 
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Chapter 4 

Disk Encryption Security Analysis 
and Results 

This chapter will give the security assessment of disk encryption software. 

First, we will discuss about the boot process in relation to encryption 

process. Then, we will perform some test/experiment and discuss potential 

security vulnerabilities and threats found in truecrypt and bit locker 

encryption systems.  

4.1 Boot Process 

When a computer is switched on, it initially performs some internal 

procedure to make the computer functional. The program which is initiated 

first is called BIOS (Basic Input Output System). BIOS initialize other 

basic hardware and detect the Master Boot Record (MBR) in the primary 

boot disk. It then loads and run the binary codes from the MBR. The MBR 

code loads and runs the codes in the boot sector. The boot sector code loads 

and run the bootmgr file from the root of the active partition. 
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4.1.1 Booting steps of Operating Systems: 
Following steps are used in boot sequence of x86 architecture [28] [29]: 

1. The CPU starts in Real Mode [30] 

2. All segment register are set to 0, cs is set to 0xFFFFFFF0 [31].

3. BIOS POST (Power On Self Test): checks (hardware checking: checks 

for bus, RAM, disks, etc) are performed [32].

4. First 512 bytes of MBR, loaded by BIOS at address 0x0000:0x07C0 in 

RAM makes a far jump to this location, using int 0x19. 

5. Booting of a the kernel is a responsibility of boot loader (with optional 

parameters, possibly a big kernel, etc...). 

6. The kernel copies part of the BIOS Map to a “safe” location 

(0x0:0x90000-0x0:0x901FF for Linux), performs some additional 

hardware detection and switches to Protected mode [33]

4.2 TrueCrypt Software Internal Anatomy

The core of TrueCrypt software is designed in few modules: 

1. Master Boot Record (MBR):  It does on-the-fly decryption during 

booting. MBR consists of following code modules: 

� Bootloader: Location in disk- Sector 0, Size = 1sector 

(512byte) 

� Decompressor: Location in disk- Sector 1, Size = 4 sectors 

(4*512byte) 

� Compressed TrueCrypt Boot Loader: 

Location in disk- Sector 5, Size = 57 sectors (57*512byte) 

� Volume header Data:  
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 Location in disk- Sector 62, Size = 1sector (512byte)

2. Windows driver module: This boot driver runs in Windows and 

decrypts the drive on-the-fly 

3. Graphical User Interface (GUI) module: It performs the interaction 

with the Windows driver to execute certain actions in the drive 

4. Rescue Disk : Emergency boot disk to repair or perform rescue tasks 

4.2.1 TrueCrypt Encryption Paradigm

TrueCrypt encryption procedure processes two steps:

• First step : Encrypting System partition 

• Second step: Encrypting full  hard disk 

Results after encryption are shown in Figure 4.2. 

Observations: 

The Master Boot Record (MBR) remains unencrypted in both the 

encryption steps.  

Analysis: 

The MBR is the most important and critical segment of the entire 

TrueCrypt software. It contains the TrueCrypt boot loader which asks 

for a password. 
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The volume header data in MBR consists of the information of the 

encrypted partition. MBR is loaded after the BIOS when on boot the 

system.  

As MBR remains unencrypted, and unsecured from overwriting, one 

can exploit this weakness. By simply replacing the MBR an attacker 

can take control of the MBR and plot an attack. Moreover, attacker has 

the partition table and other metadata available even after the hard disk 

is fully encrypted. Clearly, attacker can locate partition and unpartition 

area in the disk. Hence, he can place his files in the unpartitioned area 

to link it to the MBR for conducting an attack. Writing a file in the 

unpartitioned spaces does not result any data lose or data corruption. 

Even, overwriting in the encrypted unpartitioned area does not damage 

the entire encrypted disk as unpartitioned spaces are unused and 

TrueCrypt encrypts each 512 byte sector. 

4.3 Exploiting the lack of integrity in a 
TrueCrypt MBR - Stoned Bootkit [3]

A boot kit named as stoned, which has a capacity of bypassing the system 

encryption and Truecrypt partition, was developed by an IT security 

specialist Peter Kleissner from Austria [3].

The aim of the attack is to overwrite the MBR.  For that, during the system 

partition encryption, the original MBR is stored at the unpartitioned space 

and Truecrypt’s MBR is spoofed during execution by the Attack Software. 

Then, during whole drive encryption, the ‘Windows Compromising 

Module’ is injected into the TrueCrypt’s master boot record.  
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The Attack software automatically identifies decryption software and re-

hooks the interrupt 13h to interfere the decrypted sector I/O operations. 

(Figure 4.3) As a result, the attack software gain the both encryption and 

decryption operations. [3]

� Description of the Experiment 

Experiment Requirement: 

To perform an experiment we need the following: 

Hardware: PC / Laptop  

Operating System:  Windows 7/Vista/XP, Mac OS X, and Linux 

When we first boot the fully encrypted system it will ask for the password 

as shown in the Figure 4.5.
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Now run the stoned bootkit infector file which will overwrite the MBR and 

if it worked file it will prompt with successful message (Figure 4.6). 

   

Now reboot the computer and soon after your reboot the computer 

following message (Figure 4.7) will come up: 
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This message will appear before loading the TrueCrypt Bootloader rewrite 

the MBR bypassing the password screen and load the operating system. 

4.4 Exploiting the lack of integrity checking of 
MBR boot signature in TrueCrypt Rescue Disk 

TrueCrypt Rescue Disk (Figure 4.8) is an emergency disk which facilitates 

rescue operations like booting, restoration, permanent decryption etc. 

The boot signature is an authenticating remark which indicates the BIOS 

whether the device is bootable or not. This signature is universally exists in 

every boot loader regardless of hard disk, on the partition, on PCI card etc. 

No signature results the BIOS to display an error message "No operating 

system found" and halts the booting. 
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Attacker can overwrite the boot signature (55 AA, the last 2 bytes of the 

boot loader) with zeroes. 

Figure 4.9 shows the boot loader of the version (6.2a) is replaced with 

zeroes: 

The issue is that, the second option of the rescue disk cannot restore the 

boot loader. So an attacker can halt the booting by simply overwrite the 

boot signature. Once the signature is being overwritten, one can never 

overwrite it again and can never boot the hard disk to access data by using 

the rescue disk. An error message is displayed when booting failed: 

4.5 Exploiting the lack of integrity verification in 
a TrueCrypt Bootloader: Evilmaid [34] 

The aim of this attack is to get the pre-boot password. For gaining the 

password, the attacker needs to hook the pre-boot code of TrueCrypt by 

implementing a boot loader which contains a key logger. Another routine 
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would store the saved key strokes from the key logger to the disk or 

memory from where it can be fetched later on. 

Joanna Rutkowska the founder and CEO of invisible things Lab and Alex 

Tereshkin developed a small bootable image file called ‘evil maid’ that has 

the capability to install Evilmaid sniffer and record the encryption password 

when the password will be entered by user next time [34].

The attacker code reads the Master Boot Loader (MBR) which resides in 

the first 63 sector in the primary disk. The code tries to find out a valid 

compressed TrueCrypt boot loader which generally located in the sector 5. 

After successfully detecting, the compressed boot loader is unpacked and 

hooked. When TrueCrypt boot loader asks for a passphrase, the hook stores 

the passphrase. After hooking is completed, the boot loader is compressed 

again and stored back to the disk [34].

� Detail Description of the Experiment 

Experiment Requirement: 

To perform an experiment we need the following: 

Hardware: PC / Laptop, USB Memory Stick 

Operating System:  Windows 7/Vista/XP, Mac OS X, and Linux 

Software: TrueCrypt http://www.truecrypt.org/downloads 

Evil Maid image file: 

http://invisiblethingslab.com/resources/evilmaid/evilmaidusb-1.01.img [34]

dd for windows  

I am using a laptop having windows XP in it. Download and install 

TrueCrypt it. I encrypted the system drive as I am using only one drive. Use 

AES as encryption options with RIPEMD-160 as hash algorithm for system 

volume encryption. If everything worked fine then when you reboot the 

system Figure 4.5 will show on the screen and ask for the password created 
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earlier during TrueCrypt disk encryption. Enter the password and system 

will boot and everything acts like normal machine. Now we need to burn 

evil maid image file in USB memory stick by using the following 

command: 

For Windows: Use a dd program for windows and run the following 

command: 

dd if=evilmaidusb.img of=\\?\Device\HarddiskX\Partition0 bs=1M 

(where HarddiskX represents the actual USB drive) 

For Linux: Use the following Linux command: 

dd if=evilmaidusb.img of=/dev/sdX 

Where /dev/sdX is the actual USB device number. 

Now we are ready for the test this against the TrueCrypt full disk encrypted 

laptop we just prepared.  

First we need to boot the laptop with the bootable USB memory stick we 

just prepared. For this we need enable the laptop setting to boot from USB 

in BIOS. After booting from USB memory stick it will ask for 3 options: 

Run 1-[E]vil Maid 2-[S]hell 3-[R]eboot. 

Press E to continue. This will install the “evilmaid sniffer” application and 

infected the TrueCrypt loader and master boot record (MBR). This evilmaid 

patch always store the last password/passphrase entered [34]
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To retrieve the passphrase, reboot the system with the same bootable USB. 

The application detects the infected TrueCrypt boot loader and shows the 

password (“usman321”in the screen shot below). 
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4.6 Exploiting the Slow decay rate of RAM data-
remanense - Memory Dumping [35]
Computer memory consists of millions of tiny capacitors or transistor gates 

(diameter of a Nano-transistor = 300 nanometers (1nm=10-9m) that store 

electrical charges. Memory data-decay depends on the discharging rate of 

electrical energy and the time required exhausting back to the ground state 

of the capacitors.  

The design principle of computer architecture dictates that any program 

must be loaded first into the RAM before being run by the processor 

(Figure 4.13). 

Therefore, all the instructions and key material used by any encryption 

software must be loaded into the system’s memory. As the encryption key 

is loaded during the transparent process, a sudden power off can cause the 

encryption process to be halt without secure removal of the encryption key 

from the RAM before reaching the off state.  

The aim of this experiment is to retain memory based data remanence for 

recovering memory-resident cryptographic keys. The snapshot of a RAM 

will capture instant bit-image of the current system state at the time of 

acquisition including processed data used by applications, which makes this 

attack feasible to extract keys from the memory. I use the msramdump i-e 
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McGrew RAM dumper [10] to extract the content of RAM. Only the tricky 

part is to uniquely identify and separate the key from the captured data. 

� Detail Description of the Experiment 

Experiment Requirement: 

To perform an experiment we need the following: 

Hardware: PC / Laptop, USB Memory Stick 

Operating System:  Windows 7/Vista/XP, Mac OS X, and Linux (Ubuntu)

Software: TrueCrypt, Msramdump [35] and syslinux-3.61 

First we need to create a bootable USB which dumps all the memory into 

USB and then we can analyze the memory dump. For this purpose we use 

Ubuntu Operating system and bootable USB disk should be made in such a 

way that all memory dump copied into USB. For this purpose we make a 

one small bootable FAT16 partition and rest is of partition type “40”. We 

can make maximum three partitions. Msramdump will look for this 

partition type “40” to dump the memory. When msramdump found one of 

the partition type “40” it dumps the memory in it, mark the partition type as 

used and also change the type of partition to “41”. Before dumping the 

memory in USB disk, the USB disk partition structure will be like as shown 

in Figure 4.14.
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When the partition table is set install syslinux into the USB drive. Copy the 

msramdump file in the dick after mounting the disk. Now a USB disk is 

ready to boot. Make sure computer is able to boot from USB drive. 

Shutdown the computer and boot from the USB. When msramdump will 

run, it will come up with the screen as shown in Figure 4.15. 

Msramdump found the partition type “40”, marked as used and dump 

memory in it. Now turnoff the machine and take out the dive out to boot 

normally. Now we will check the USB disk partition structure whether 

partition type “40” changed to “41” as shown in Figure 4.16. 
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Now we will copy the memory dump in both the partitions by using the dd 

command as shown in Figure 4.17. 

� Data collected for Experiment. 

Figure 4.18 shows the information and data collected while performing the 

experiment. 
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� Analysis of the Experiment:

From the memory dump and data collected different analyses were 

performed. First we try to determine how many total numbers of strings 

enclosed in the memory image. To find out the strings we use the UNIX 

strings command. As we are performing this experiment on windows XP 

with installed TrueCrypt 6.2a we will determine various windows XP and 

TrueCrypt strings. Then by using aeskeyfind command to find the AES 

keys in memory. Figure 4.19 shows all the information we collected from 

the above mentioned analysis. 

4.7 BIOS passwords could be extracted from 
memory 
Microsoft Vista (SP0) introduced the Bitlocker disk encryption feature. It 

uses numerous ways which include password i-e PIN when configured to 

work with trusted platform module TPM chip to authenticate users. The 

password testing routine of the bitlocker encryption software fails to clear 

the BIOS buffer of keyboard after reading the passwords, which result in 

the leakage of plain text password to unauthorized users [36].
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BIOS API is used by BitLocker pre-boot authentication routines to read the 

input of user by keyboard. All the keystrokes are internally copied by the 

BIOS in a RAM structure inside the BIOS data area called BIOS keyboard 

buffer. This buffer is not clear after use, causing possible leakage of 

plaintext password after the operating system is fully booted, assuming the 

plaintext password from the physical memory location 0x40:0x1e can be 

read be read by hacker [36].
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Chapter 5 
Performance Benchmark 

In order to check the performance of encrypted disk, some real-world 

measurements are taken to see its effect on computer hard disk. This chapter 

will discuss the process, methodology, test requirements and cases in order 

to attain the objective measurement. Then corresponding analysis and result 

will be presented. We use software based full disk encryption only. 

5.1 Process 
Two different computer hard disk performances were benchmarked to 

assess the hard disk performance using the following two scenarios: 

 (1)  When there is no presence of disk encryption 

 (2)  When full disk encryption software is applied  

On each computer, benchmarking were repeated using the above two 

scenarios for Windows 7 and Windows XP. The performance features are 

read speed and write speed during the operations of hard disk. We will 

focus on the impact of read/write (transfer) performance when the disk is 

fully encrypted. 

5.2 Test Requirements 
To perform performance benchmarking test we need the following 

hardware and software: 
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5.2.1 Hardware 

In order to do the performance benchmarking of full disk encryption, 

following computer hardware will be used: 

Computer 1 is a Pentium 4 3.4 GHz laptop with Intel 915 chipset family. 

Hard disk is 100GB and 1 GB ram is installed in it.

Computer 2 is an Intel core 2 Duo E8400 Desktop with Intel Q45 Chipset 

family. Hard disk is 160 GB and 4 GB Ram is installed in it. 

Fresh windows with necessary system drivers are installed on each 

computer after the full disk format. 

5.2.2 Software 

For the performance benchmarking of hard disk encryption we use 

Truecrypt for disk encryption and for disk benchmarking we use HD tune. 

TrueCrypt We use TrueCrypt [38] XTS mode encryption with AES using 

256-bit key to deploy full disk encryption. 

HD Tune HD Tune Pro [37] is a windows-platform multi-purpose hard 

disk utility. After some search we found that HD tune has all the features 

for calculating the performance attributes of our requirement which is read 

and write speed. 

Operating systems:  Windows XP Professional with Service Pack 3 and 

Windows 7 Ultimate Edition  

5.3 Test 
5.3.1 File Benchmark Testing 
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File benchmark was executed to calculate the read and write speed of the 

hard disk. 

5.4 Test Cases 

For the comparison performance variable we use the following two test 

cases: 

� When full disk encryption is present using truecrypt 

� When disk encryption is not present 

5.4.1 With Disk Encryption 
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5.4.2 Without Disk Encryption 

5.5 Testing and Benchmarking 
Methodology 

Following are the test methods that should be addressed properly in order to 

get quality result of benchmark like this. 

� Variable Control 

If the variable used in the testing are not minimized then the testing can be 

considered useless. Theoretically it should be only one variable to get the 

good results but practically in the real world it’s not possible. We can try to 

reduce the impact of anything which effect or reduces the accuracy of test. 
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To keep the variable in control we stop all the background processes which 

are not required. All network connections were stopped. Only the required 

fresh installed OS services, and encryption software i-e truecrypt and file 

benching software HD tune was running at the time of execution. 

� Sample Size 

Under correct and favourable conditions, several times a test is performed it 

is more likely that some fake result (due to some mistake in one test) will 

not put bad effect on the final average result. Several times a test case 

should be tested preferably more than one. 

We use a sample size of three in our testing. Two computers were used with 

different hardware and each computer hard disk performance was checked 

in two different operating systems. Figure 5.3 describes the test order tree 

structure. 
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5.6 Benchmarking Results 

Now we will check the how much the hard disk performance is impacted 

after the deployment of full hard disk encryption via truecrypt. We take an 

average of each computer hard disk read and write performance in two 

different operating systems. 

5.6.1 Write Speed 

For both the test cases i-e with and without full disk encryption following 

table describe the average write speed of each operating system in different 

computer. I also add the difference in each case. 

Observations: 

When computer 1 disk is not encrypted the average write speed is 27 MB/s 

approximately and with the disk encryption the average write speed is 21 



SECURITY OF HARD DISK ENCRYPTION  

                                                                                                                                                             Chapter 5|�

59�
�

MB/s approximately. Hence there is a decrease of write speed of 

approximately 23%. 

When computer 2 disk is not encrypted the average write speed is 98 MB/s 

approximately and with the disk encryption the average write speed is 59 

MB/s approximately. Hence there is a decrease of write speed of 

approximately 38%. 

Summary: So, after the disk is encrypted we see an overall decrease in the 

write speed of 30% (+8) approximately. 

5.6.2 Read Speed 

For both the test cases i-e with and without full disk encryption following 

table describe the average read speed of each operating system in different 

computer. I also add the difference in each case. 
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Observations: 

When computer 1 disk is not encrypted the average read speed is 29 MB/s 

approximately and with the disk encryption the average read speed is 19 

MB/s approximately. Hence there is a decrease of read speed of 

approximately 33%. 

When computer 2 disk is not encrypted the average read speed is 96 MB/s 

approximately and with the disk encryption the average write speed is 63 

MB/s approximately. Hence there is a decrease of read speed of 

approximately 34%. 

Summary: So, after the disk is encrypted we see an overall decrease in the 

read speed of 33% (+1) approximately. 

5.7 Analysis 

The obtained results show that there is noticeably impact on the 

performance of the hard disk after the hard disk is encrypted. Decrease in 

the performance is normally expected as a result of security mechanism 

applied, as in this case we saw the decrease in read and write speed, but the 

question is of which magnitude. We saw from the results that after applying 

encryption to the disk the decrease in write and read speed was up to 32% 

approximately. 

5.7.1 Causality 

Though the cause of decrease in performance seems obvious, it should still 

be addressed properly. We believe the overhead occurred when the 
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encryption software i-e truecrypt decrypts and encrypts the hard disk data 

that drives from and to the hard disk respectively, decreased the 

performance. As ciphering is executed in the software so this process will 

need more CPU computational power. This adds an additional layer from 

which data must pass thorough which in result a decrease in transfer speed. 

5.7.2 Possible Consequences 

Approximately 32% decrease in read and write speed might not be 

observed at all in normal operation. For simple operations like using spread 

sheets or word processor, browsing web, listening music etc. the decrease 

in disk performance (read and write speed) might not return any evident 

performance deprivation. But for the resource hungry jobs like video 

editing, 3d computer games, high end graphical application this is certainly 

critical. 

Ultimately, it is the perceived performance which decides either the 

decrease in performance is acceptable or not. So in every test case, one 

requires to explain and evaluate the quality of experience as well. 
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5.7.3 Probable sources of error: 

� The encryption software truecrypt that ciphers all information that is 

going from and to the hard disk might be question to more 

optimization i-e enhancements to minimize non- cryptographic 

overhead [39].

� Another possible cause of error is the measurement accuracy of HD 

tune software. We use 64 KB block during our read and write 

benchmark test. It is the recommended setting [37] in the manual 

but we can’t ignore the possibility that by selecting another block 

size we get different results. 

5.8 Further Work 
Assessing the performance of a software based encryption is very vital with 

respect to its practicability and future wide spread industry implementation. 

We suggest some further work to test the real world performance of 

software based disk encryption: 

� Testing of encrypted hard disk with different mode of operation is 

also an area of future work. However, this requires the hard disk 

application to have the ability to select both wide and narrow block 

cipher modes of operations. 

� As now a days, flash disk are frequently used as system disk, it 

would be an interesting test to check how software based disk 

encryption impact the flash disk performance. 

� It is also an interesting test to look how laptop battery time will be 

effected by software based hard disk encryption.  
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Chapter 6 

Countermeasures and their 
Limitations 
It is very hard to defend the memory imaging attacks, because actively use 

cryptographic keys need to be kept somewhere. Countermeasures discussed 

below focus on obscuring or discarding encryption keys before an 

unauthorized person or attacker can physically access the machine, 

stopping any kind of software related to memory dumping from running on 

the machine, clearing the memory contents more frequently and protecting 

the DRAM chipsets physically. 

6.1 Scrubbing Memory 
To avoid memory attack, it’s important that keys should not store in 

memory. When the cryptographic keys are not needed, software should 

have the mechanism to overwrite it and prevent it from copying into disk. 

Operating system and runtime libraries should proactively clear memory. 

System start up script at boot time can also clear the memory. Some 

computers have the ability to clear RAM before loading operating system 

via destructive Power on Self-test (POST). It’s not possible for an attacker 

to image the RAM by running software locally, until he bypasses the 

POST. 
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6.2 Limiting booting from network or removable 
media 

Numerous attacks contain the booting up of system either from the 

removable media like USB or through network. Either the booting from the 

removable media or network should be disabled or administrative password 

should be set on it. Even if the only primary hard drive controller is enabled 

to boot the system, attacker can replace that drive or can also reset the 

computer NVRAM to boot from removable media. 

6.3 Suspending a system safely 

Locking the computer screen, sleeping mode of computer and hibernating 

state all of these are vulnerable and does protect the memory contents. An 

adversary can easily extract the contents by awakening the computer and 

power cycle it. With majority of the disk encryption systems, just by fully 

shutdown the computer when not in use, user can protect its sensitive data 

from unauthorized use. User also need to safeguard the system for a minute 

or so after shutting down to completely clear the memory contents as 

contents of the memory may remain in it for a short time period. However 

this countermeasure is effective, but not very convenient, as every time 

before using computer user will have to go through the long boot process.  

6.4 Physical defences  

Some attacks depend on the physical access of DRAM modules or chips. 

To avoid these kinds of attacks we need to physically protect the memory. 

Coil or tie up the secured ram with copper/metal wire, DRAM module 
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could be sealed or locked inside the machine, or put extra aluminium / 

copper layer on the RAM top area. Laptop casing must be protected, 

change screws of laptop to uncommon screws and fill the screws holes with 

wax so it should not be easy to open. 

6.5 Counter measure against Sniffing attack 

� Make the local hard drive unbootable or in bios disable booting of 

local hard disk drive. Use read only or writes protected USB for 

booting with the required minimize kernel with hard disk encryption 

drivers which then load into RAM. Then kernel continues to load 

the rest of the operating system from hard disk. After that USB 

dongle can be removed.  

� You can put the most essential data in a hidden disk partition i-e 

unallocated free space area on the hard disk. USB dongle and SD 

card can be used for this purpose. Like a 4 GB USB dongle is 

marked “2 GB” only and rest of the unallocated space has the 

essential data. 

� Always put BIOS and hard disk password. Now the new laptops 

have finger print scanner facility on it. This protection makes it 

harder for the unauthorized person or attacker to use its own media 

to boot the computer.  

� Boot loader should be hashed to maintain the integrity. In a start-up 

script, hashed Boot loader should be checked.  

� Use multi-factor authentication in connection with USB token and 

always boot the system from encrypted drive.  
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� Use the boot cd repair disc for booting, instead of encrypted drive. 

The boot cd will check the MBR and repair it if there is a 

corruption. 

6.6 Defences for Software-Based Full Disk 
Encryption 

Some of the considerable solutions for the software based disk encryption 

attack are: 

� In order to protect all hard disk contents during a single attack, 

different areas of disk should be protected by multiple keys. Use 

of multiple keys provides an extra level of authentication to 

prevent hard disk contents in same single attack instance. 

Implementation of multiple keys is a suitable to protect the hard 

disk data, but we are not sure that whether sensitive data is not 

present in the exposed area. To protect the sensitive data an 

additional layer of encryption should be implemented. 

� Used full disk encryption in combination with Trusted Platform 

Module (TPM) as an additional protective layer. Trusted 

Platform Module (TPM) does not deal with drive encryption it 

just use in conjunction with disk encryption to provide 

additional protection. 

� Before the loading of any Operating system if we clear the 

memory,  this will prevent an attacker or an unauthorized person 

to use stolen or unattended  machine 

� It is also recommended to block all accessible ports at boot time.  
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6.7 Countermeasure against DRAM Attacks  

6.7.1 Hardware based full disk encryption: To prevent DRAM attacks, 

we can use hardware based full disk encryption. With hardware based disk 

encryption, data encryption keys cannot be accessed easily as it did not 

enter into the computer memory. 

� Location of Data encryption keys: 

Data encryption keys did not enter in to computer memory as encryption 

keys are place in a self-contained computing environment in hardware 

based disk encryption. A separate key is used to decrypt and access the data 

encryption key. This key is also encrypted depending on the authentication 

methods used either using hash value of certificate or username/password. 

� Physical Challenges 

Attacker need to modify the attack by hitting directly on the HDD or 

chipset to get the data encryption key. This enhances the complexity of 

physical architecture, because it’s increased the time required to access the 

HDD or chipset. It is very difficult to detach the chipset of a chipset based 

disk encryption and if the chips are kept in liquid nitrogen then it would be 

an interesting challenge for an attacker to keep the liquid nitrogen up to the 

level that will not damage the whole mother board. Practically its not 

possible to separate the disk encrypted hard disk in short time and in case 

chips ingress in liquid nitrogen its not possible to repair data if its get harm.  
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6.7.2 Frozen Cache 

Keys are stored in ram and if we store the keys in computer cache instead 

of RAM, DRAM can be countered. CPU caches dies so cannot read-out and 

extracted easily. Cache is exceptionally fast chip, and the decay rate is 

massively faster than the main memory. Only thing that needs to be 

checked carefully is that keys in cache are never written into RAM. 

6.8 Future works 

6.8.1 Architectural Changes 

Change in machine’s architecture can provide protection against memory 

dumping attack which exploits authentication process. One method is to 

design or find DRAM architecture which loses its state more quickly. 

Another way is to add hardware for key store that will remove its states on 

reset, shutdown and power up. This key store hardware can provide a place 

which is safe to store few keys. If encryption keys were removed on power 

loss or shutdown this can apparently prevent the encrypted hard disk system 

from unauthorized access. 

6.8.2 Encrypting in the disk controller  

One approach is to use hard disk controller hardware for encrypting data as 

in full disk encryption FDE systems. But this approach is different from the 

typical hard disk encryption systems. In this approach encryption and 

decryption are performed by the hard disk controller hardware and main 

encryption keys are kept in disk controller as well whereas in typical disk 
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encryption, encryption and decryption process are performed by software in 

the main central processing unit (CPU) and main encryption keys are kept 

in DRAM. To make this approach more secure, the systems must confirm 

that key registers are removed after every booting up of a new operating 

system. The system also erased the key register whenever an attempt to 

move the disk controller to some other computer occurred. This way if 

attacker by any chance got some access to disk key register will be 

removed. 

6.8.3 OS independent Disk encryption using virtualization 

Use of virtualization technology in order to implement operating system 

independent disk encryption can also provide encouraging software 

alternative to hardware full disk encryption. 

6.9 Conclusion 

The fact that DRAM holds their data for long intervals without refresh or 

power allows a variety of security attack. With the help of these attacks 

critical information like cryptographic keys can be extracted from memory 

even though the operating system tries its best to protect the contents of 

memory.  

There is no easy and quick remedy to overcome these vulnerabilities. 

Implementing software changing to mitigate the risk but software changes 

are not fully effective as it has some drawbacks too. Hardware changes can 

provide protection but it involves more time and cost. Trusted Computing 

technology has a drawback that it cannot protect the already present key in 

the memory. Disk encrypted laptop are more vulnerable to attack as these 
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are taken out in open areas and public. So it is important to treat DRAM as 

vulnerable, insecure and untrusted and try not to store critical information 

in it and processed the sensitive application with greater consideration. In 

the end, until significant architecture changes are not performed in the 

current computer and provide software a secure place to store its critical 

and sensitive information like cryptographic keys, we all are fairly exposed 

to attacks. 
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Appendix A 

Benchmark Results 
This appendix provides the result sets of experiment performed on different 

computers and operating system for performance benchmarking. 

Computer 1 – Windows XP 

� No disk Encrypted 

 Write Speed Read Speed 

1 26.52 MB/s 27.83 MB/s 

2 27.17 MB/s 28.79 MB/s 

3 28.31 MB/s 29.15 MB/s 

Average 27.3 MB/s 28.6 MB/s 

� Disk Encrypted 

 Write Speed Read Speed 

1 21.26 MB/s 20.80 MB/s 

2 21.12 MB/s 17.35 MB/s 

3 21.30 MB/s 20.61 MB/s 

Average 21.2 MB/s 19.6 MB/s 
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Computer 1 – Windows 7 

� No disk Encrypted 

 Write Speed Read Speed 

1 26.93 MB/s 29.83 MB/s 

2 27.80 MB/s 29.48 MB/s 

3 27.24 MB/s 29.23 MB/s 

Average 27.3 MB/s 29.5 MB/s 

� Disk Encrypted 

 Write Speed Read Speed 

1 21.08 MB/s 17.83 MB/s 

2 19.98 MB/s 20.01 MB/s 

3 21.13 MB/s 19.48 MB/s 

Average 20.7 MB/s 19.1 MB/s 
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Computer 2 – Windows XP 

� No disk Encrypted 

 Write Speed Read Speed 

1 92.21 MB/s 95.76 MB/s 

2 94.77 MB/s 93.79 MB/s 

3 93.06 MB/s 94.15 MB/s 

Average 93.3 MB/s 94.6 MB/s 

� Disk Encrypted 

 Write Speed Read Speed 

1 59.60 MB/s 65.80 MB/s 

2 64.12 MB/s 63.66 MB/s 

3 65.30 MB/s 67.16 MB/s 

Average 63.0 MB/s 65.5 MB/s 
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Computer 2 – Windows 7 

� No disk Encrypted 

 Write Speed Read Speed 

1 98.56 MB/s 98.67 MB/s 

2 99.67 MB/s 99.12 MB/s 

3 98.06 MB/s 96.51 MB/s 

Average 98.8 MB/s 98.1 MB/s 

� Disk Encrypted 

 Write Speed Read Speed 

1 54.61 MB/s 62.89 MB/s 

2 53.12 MB/s 56.66 MB/s 

3 55.30 MB/s 63.76 MB/s 

Average 54.3 MB/s 61.1 MB/s 

�
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