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Abstract 
 

Unknown wireless devices that use receiver architectures with a mixer may be detected and located using 

stimulated emissions. Transmitting a known stimulation signal and correlating leaked mixer products 

allows measurement of the TOF and thus range. The FRFT improves the detection of the stimulated 

emissions by compressing the energy of the stimulated emissions to a single axis value. The stimulation 

signal has many parameters that may be optimized for maximum detection distance or minimum range 

error or somewhere in between. The primary limiting factor for the parameters is the processing time, as 

the algorithm to compute the discrete FRFT is computationally intensive at the time of this report. The 

tests performed in this investigation achieved 45+ meters detection distance with < 3 meters of range 

error, with potential for farther detection distance. 

 

 

Keywords: radar measurements, ranging, noncooperative receiver, counter-IED, fractional Fourier 

transform. 
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1 Introduction 
 

1.1 Motivation 

 

The number of electronic devices in regular use has exploded in recent decades, resulting in electronics 

becoming integral to all aspects of life. A large part of this growth includes wireless electronics, as 

evidenced by the rapidly crowding electromagnetic spectrum [1]. 

 

Wireless electronics communicate via predefined standards, including using specific frequency bands, 

modulation techniques, and data protocols. As a result, wireless electronics are designed to only interact 

with their intended counterparts. 

 

The ability to detect and locate potentially any electronic device that communicates via radio signals 

would provide valuable information and situational awareness to many different fields and industries. 

Possible applications include locating people through radios, walkie-talkies, or cell phones carried on 

their bodies, locating unfriendly wireless intelligence systems such as surveillance cameras or wireless 

sensors, or locating hidden radio-triggered improvised explosive devices (IED’s). 

 

1.2 Background 

 

1.2.1 Radar 

 

Radar, short for radio detection and ranging, is a method for measuring spatial information such as 

distances, velocities, or angles using electromagnetic radiation. There are three fundamental ways radio 

waves may be used to measure spatial information: the time of flight (TOF) of the wave, the phase of the 

wave, and the received power of the wave. 

 

Distance is easily calculated from the TOF of the wave since the velocity of the wave is known to be 

equal to the speed of light. One basic example is transmitting a signal and counting the time until the 

signal reflects off of the target and returns back to the transmitter. The phase of the wave gives distance 

information at sub-wavelength resolution, but requires identification of the correct period of the 

wavelength due to aliasing, and all distortions of the phase due to components or signal processing must 

be compensated for. Received power can be used to measure spatial information, but is highly susceptible 

to changes in the environment and thus only used in special situations. 

 

1.2.2 Radio Frequency Receivers 

 

A vast majority of modern receivers use an architecture that employs a mixer of some kind [2]. One 

common example of a receiver architecture that uses a mixer is the superheterodyne receiver, where a 

received signal is mixed with a local oscillator (LO) to produce an intermediate frequency (IF) that is 

much easier to filter and process. Receivers unintentionally exhibit small amounts of radio frequency 

(RF) leakage during normal operation. One prominent way RF is leaked is in the mixing stage. See Figure 

1 for an illustration of a typical superheterodyne receiver front end. 
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Figure 1: Typical front end of a superheterodyne receiver. 

 

1.3 Stimulated Emissions Approach 

 

Radar techniques can be applied to locating unknown or noncooperative radio receivers. The difference 

from a typical radar system is that instead of the transmitted signal being reflected back from the target, 

the signal is leaked from the mixer of the target receiver. One system that accomplishes this is described 

in [3]. 

 

By transmitting a known stimulation signal and correlating the leaked mixer products from the target 

receiver to the known signal characteristics, the TOF of the signal can be measured and thus the distance 

to the target receiver can be calculated. 

 

1.4 Fractional Fourier Transform 

 

The fractional Fourier transform (FRFT) is a generalized version of the Fourier transform and can be 

interpreted as a rotation of the time-frequency plane by an angle α [4]. Applying the FRFT with   
 

 
  

results in the classic Fourier transform,      results in the time-reversal operator,   
  

 
  results in the 

inverse Fourier transform, and       results in the identity operator [5]. Rotating the time-frequency 

plane to angles other than factors of  
 

 
  causes the units of the axes to become mixed as they transition to 

the fractional axes u and v. More details about the FRFT can be seen in Section 2.3.3 - Fractional Fourier 

Transform and Appendix 7.1 - Fractional Fourier Transform. 

 

For linear frequency sweeps, the time-frequency plane can be rotated by an angle αopt to maximize signal 

compression and gather all the energy content of a frequency sweep to a narrow fractional axis value, as 

shown in Figure 2.  

 

By compressing all of the signal energy onto a single axis value, very weak frequency sweeps can be 

detected and measured. 
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Figure 2: Effect of the FRFT with varying α. 

 

1.5 Goals 

 

The aim of this research is to evaluate the feasibility of a stimulated emissions based rangefinder to 

unknown receivers. The FRFT is used to improve the detection and measurement of stimulated emissions.  

 

The main objectives necessary to accomplish this task are: 

1 Develop a test system to transmit stimulation signals and measure stimulated emissions from an 

unknown receiver. 

2 Develop an algorithm to calculate range to the unknown receiver from the stimulated emissions. 

3 Investigate the parameters of the stimulation signal. 

4 Evaluate the performance of a stimulated emissions based rangefinder to unknown receivers. 

5 Investigate sources of error and suggest potential areas for improvement and future work. 

 

1.6 Organization 

 

The remainder of the report is organized as follows: 

 

Chapter 2 discusses in more depth the theory of the system, including details about stimulated emissions, 

signal processing techniques used, and the range calculation algorithm.  
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Chapter 3 discusses the test setup, tests performed, and results. 

 

Chapter 4 discusses the meaning of the results and analysis on the data. 

 

Chapter 5 summarizes the report and draws conclusions from the investigation. 
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2 Theory 
 

2.1 Details on Stimulated Emissions 

 

In an ideal radio receiver, there would be no RF leakage and thus no stimulated emissions. In practice, 

radio receivers always exhibit some amount of RF leakage corresponding to imperfect components and 

circuits. 

 

Some sources of RF leakage are: 

 Imperfect impedance matches in any circuit cause some of the signal to reflect back towards the 

source (towards the antenna for receivers). 

 Amplifiers add power to the signal and can have significant radiated emissions depending on how 

much power it adds and what the noise characteristics are. 

 Frequency mixers multiply input signals to produce new frequencies in a process that produces 

many frequency components that are radiated out from the mixer and nearby circuits. 

The detection and measuring of stimulated emissions relies on these imperfections. 

 

The primary source of the stimulated emissions used in this research is the mixer products. The mixer 

leaks the most RF and the mixer products are the easiest to detect and measure. 

 

Emissions stimulated from a target receiver are found in the mixer products, which occur at the sum and 

difference of the mixer inputs (fRF ± fLO). fRF - fLO is typically very low in frequency and in a relatively 

noisy band, making the emissions harder to detect and measure. fRF + fLO is higher in frequency, so it is 

better suited to propagating through short distances and obstacles, and the band typically has much less 

noise. Thus the stimulated emissions are measured at fRF + fLO. 

 

The ability of the system to detect and measure stimulated emissions has a theoretical limit determined by 

the path loss due to target distance from the measuring receiver and the strength of the stimulated 

emissions relative to noise. The strength of the stimulated emissions is determined by the power of the 

stimulation signal entering the target mixer (fRF), the power of the local oscillator signal entering the 

target mixer (fLO), and the shielding (if any) on the target receiver. Linear mixers will produce mixer 

products proportional to the strength of the mixer inputs. Nonlinear mixers or linear mixers operating 

beyond the 1 dB compression point will produce mixer products of strength limited by the weakest mixer 

input. In either case, the strength of fRF can be increased as needed, until it does not limit the power of the 

mixer products. Thus the strength of the stimulated emissions is limited primarily by the strength of fLO 

and the shielding on the target receiver, which will vary from target to target. 

 

A rough approximation of how much detection distance may be possible assumes the target receiver has 

mixer inputs limited to 0 dBm, conversion loss of 7 dB, isolation between mixer products and free space 

of 20 dB, and shielding providing additional isolation of 30 dB. Thus this example target receiver can be 

roughly approximated as a transmitter transmitting with -57 dBm at the location of the target receiver. 

Assuming the environment can be modeled as free space, the path loss can be calculated and the signal 

(for an 880 MHz stimulated emission) will be received at -116 dBm at 25 meters, -122 dBm at 50 meters, 

-128 dBm at 100 meters, and -134 dBm at 200 meters. The measuring receiver gain and noise 
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characteristics will determine the signal-to-noise ratio (SNR) of the stimulated emissions, but stimulated 

emissions down to around -130 dBm may be typically measureable. Thus a very rough approximation of 

the maximum detection distance that can be expected is around 50-300 meters, depending on the target 

receiver design, sensitivity of the measuring receiver, and noise and interference in the environment. 

 

The strength of fLO and the shielding on the target receiver are unknown and uncontrollable, but the ability 

of the system to pick out the stimulated emissions from measurements with a lot of noise and interference 

can be improved with intelligent choice of stimulation signal and signal processing. 

 

2.2 Choice of Stimulation Signal 

 

There are several factors to consider when designing the stimulation signal. A linear frequency sweep has 

been chosen as the waveform to use due to its possibility for compression with the FRFT. Within linear 

frequency sweeps, the parameters are sweep bandwidth, sweep period, number of sweeps, and direction 

of the sweep (increasing frequency or decreasing frequency), though the direction of the sweep should 

have no effect on the ability to determine the range to the target receiver. The sample rate of the receiver 

should also be considered when designing the stimulation signal. 

 

As discussed in Section 1.4 - Fractional Fourier Transform, the FRFT is used to rotate the time-frequency 

plane to gather all signal energy to a single axis value. This means for a given signal strength, the more 

the signal is spread across the time-frequency plane, the higher the peaks of the sweeps are after being 

transformed by αopt, as shown in Figure 3. 

 

 
Figure 3: Effects of spreading signal energy across the time-frequency plane. 

 

The higher the peaks of the transformed sweeps, the easier they are to detect amongst noise (increasing 

correlation magnitude of the signal and thus increasing the margin between the signal and noise). Thus 

wide sweep bandwidths and long sweep periods are desirable. The sweep bandwidth is limited by the 

passband of the target receiver as well as fIF of the target receiver, as discussed in Section 2.5.1 - 

Determining the Carrier Frequency (fRF) and Section 4.2 - Interference and Noise. The sweep period is 

limited by the processing time of the hardware, as longer sweep periods result in more samples to process 

for a given sample speed. 

 

The number of frequency sweeps determines the number of features used in correlating the transmitted 

signal and received signal, and multiple sweeps can be used to give multiple measurements for the TOF, 
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as discussed in Section 2.4 - Ranging. More features generally result in better correlations between 

signals with a lot of noise and interference, and multiple measurements for the TOF can be averaged 

together to improve range calculations. The sweeps may be non-overlapping, as shown in Figure 3, or 

they may overlap, where sweep i+1 begins before sweep i has finished, as shown in the middle image of 

Figure 14. In the case of overlapping sweeps, the energy of the stimulated emissions is limited by the 

local oscillator on the target receiver and spread across all the concurrent sweeps for a given time instant. 

This reduces the noise margin of each individual sweep in the stimulated emissions, but potentially gives 

better correlation magnitude due to there being more sweeps for a given time duration. 

 

The sampling frequency affects the resolution of a distance measurement as shown in Equation (1): 

 

         
 

  
 (1) 

 

where R is the distance, c is the velocity of the wave (equal to the speed of light), Δt is the time between 

measurements, and fs is the sampling frequency. The discrete nature of sampling means the true time of an 

event happening is somewhere between sample instants. For a distance calculation sampling TOF at 10 

MHz, there is 30 m of distance uncertainty, which is quite poor for locating unknown receivers. The range 

resolution for a given sample rate can be improved by transmitting multiple frequency sweeps, giving 

multiple measurements for the TOF, and averaging all TOF measurements for a single range result, as 

discussed in Section 2.4 - Ranging. 

 

A summary of the sweep parameters and their effects is shown in Table 1. 

 

Bandwidth (B) Increase B to increase peak height (thus increasing correlation magnitude). 

Limited by passband and fIF of target receiver. 

Period (T) Increase T to increase peak height (thus increasing correlation magnitude). 

Limited by processing time. 

Number of Sweeps (N) Increase N to increase correlation magnitude (peak height unchanged) and/or 

increase range resolution. 

Limited by processing time (non-overlap) or noise margin (overlap). 

Sample Frequency (fs) Increase fs to increase range resolution. 

Limited by processing time. 

Table 1: Summary of sweep parameters. 

 

Other than the sweep bandwidth, the parameters of the sweep are all tradeoffs that must be balanced for 

the desired detection distance, range error, and processing time. 

 

2.3 Signal Processing 

 

Various signal processing techniques are used to improve detection and measurements of the stimulated 

emissions, such as frequency domain filtering, rotating with the fractional Fourier transform, and 

fractional domain filtering. 
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2.3.1 Analog Filtering 

 

The harmonic of the transmission frequency (2xfRF) may interfere with the stimulated emissions at fRF + 

fLO, as seen in Figure 4. To compensate for this, an analog low pass filter with a cutoff frequency just 

above fRF is used before the transmit antenna to block the harmonic 2xfRF from radiating out and being 

picked up by the receive antenna. 

 

 
Figure 4: Spectrum of target receiver front end. 

 

2.3.2 Frequency Domain Filtering 

 

Measuring the spectrum of stimulated emissions shows there is a risk of significant noise outside the 

frequency range of interest, as seen in Figure 5 (and discussed in Section 4.2 - Interference and Noise). 

The harmonic of the transmission frequency (2xfRF) still remains a significant source of noise, despite the 

analog filtering described in Section 2.3.1 - Analog Filtering. 

 

To filter out some of this noise, the measured stimulated emissions are transformed to the frequency 

domain via the fast Fourier transform (FFT), and amplitudes for frequencies outside the range of the 

stimulation sweep bandwidth are zeroed out. This leaves only the frequency range where stimulated 

emissions are expected to occur (the blue region in Figure 5). 

 

 
Figure 5: Spectrum of stimulated emissions measurements.  
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2.3.3 Fractional Fourier Transform 

 

The FRFT can greatly improve detection capabilities for linear frequency sweeps by compressing all the 

energy of a frequency sweep to a single axis value, and spreading the energy of interfering signals that 

don’t match the same sweep rate across two fractional axes. The FRFT also reduces the correlation 

dimension to 1, since the search is just along one fractional axis for an energy peak. Without the FRFT, 

stimulated emissions will be delayed an unknown amount of time due to unknown range, and by an 

unknown frequency due to an unknown fLO, so correlation searches would have to be 2 dimensional (over 

time and frequency). 

 

As mentioned in Section 1.4 - Fractional Fourier Transform, for linear frequency sweeps there exists an 

angle αopt that maximizes signal compression. For discretely sampled systems, αopt is given by Equation 

(2) [6]: 

 

          
  (

  
  

  
) (2) 

 

where fs is the sampling frequency, T is the sweep period, B is the sweep bandwidth, and K is the total 

number of samples (including all frequency sweeps). A signal x that has been transformed by αopt may be 

represented by Xα. 

 

After zeroing out frequencies outside the range of interest, the FRFT is applied to the signal to rotate the 

frequency sweeps and gather all the energy of frequency sweeps to single axis values. The result of 

frequency domain filtering and rotating a signal with six sweeps is shown in Figure 6. 

 

 
Figure 6: Stimulated frequency sweeps transformed with α = αopt. 
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2.3.4 Fractional Domain Filtering 

 

Frequency sweeps that have been rotated by αopt look like peaks in the fractional domain, as shown in 

Figure 6. To improve peak measurement, further filtering is done to the signal in the fractional domain. 

 

First a single pole high pass filter is applied to move the mean of the noise floor to zero, which causes 

correlation of noise to approach zero. This provides a common reference point for measuring peak heights 

between tests. The filter is of the form  

 

  ( )  
  

  

 
 (

  

 
  )   

  (
  

 
  )   

 (3) 

 

where dt is the time between samples and τ is the filter time constant (tuned so the cutoff frequency is as 

low as possible while still removing DC offset, which came to 2 kHz). 

  

Next a moving average (a form of low pass filter) is applied to the transformed signal to smooth noise and 

round the peak tips for easier peak measurement and better correlations. The moving average has a 

window width of three samples (small, to avoid reducing peak heights) and is implemented as a zero-

phase finite impulse response (FIR) filter of the form 

 

     
 

 
∑   

   

 

   
   

 

 (4) 

 

where y is the output of the filter, k is an integer representing the index of the discrete time sample, n is an 

odd integer representing the number of points in the moving average, and x is the input to the filter. 

 

The results of fractional domain filtering are shown in Figure 7. 

 

 
Figure 7: Zoomed view of a single peak.  



 

11 

 

2.4 Ranging 

 

In order to calculate range to the target receiver it is necessary to measure the TOF of the stimulation 

signal to the target receiver and back. The simplest method to achieve this is by correlating the FRFT of 

the received stimulated emissions with the FRFT of the transmitted stimulation signal. Finding the 

location of the maximum of the cross correlation between the two signals gives the amount of lag time 

between the signals, and thus the TOF. Correlation compares features, so noise tends to be cancelled out 

and peak locations can be determined for signals with a lot of noise or interference. 

 

Each correlation gives one TOF measurement. For stimulation signals with multiple frequency sweeps, a 

single correlation can be done over all sweeps, or multiple correlations can be done over different subsets 

of the sweeps. Correlating with all sweeps gives only a single TOF measurement to estimate range, so 

range resolution is limited by the sample speed, but can give good results when noise and interference is 

very high (such as at longer ranges) since there are many features to correlate between noisy signals.  

 

Correlating with all sweeps first and then shifting the measured signal by the amount of lags found from 

correlating with all sweeps (so the measured signal is best aligned to the reference signal) and checking 

where each individual sweep is relative to the corresponding reference signal sweep gives N TOF 

measurements which may be averaged to estimate range, so range resolution is improved beyond the 

sample speed and redundancy is added to the measurement. This is only effective when there are a 

sufficiently high number of frequency sweeps such that when checking the individual measured sweeps, a 

proportionate amount fall into sample bins before, on, and after the reference sweep, corresponding to the 

fraction of the time between sample instants the true TOF is. 

 

The location of the maximum of the correlation(s) gives the number of lags (samples) between the 

transmitted signal Xα and the received signal Yα.  

 

         (     (     )) (5) 

 

where k is the number of lags between Xα and Yα. The number of lags between the transmitted stimulation 

signal and the measured stimulated emissions is related to the TOF by 

 

   
 

  
 (6) 

 

where t is the TOF. 

 

With the TOF of the signal, range is easily calculated. For a radio wave travelling to a target and back, the 

distance is given by: 

 

   
   

 
 ( ) 

 

where c is the velocity of the wave, which is equal to the speed of light. 
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2.4.1 System Calibration 

 

Range calculations are based on the TOF of radio waves. The measured TOF includes the propagation 

delay through the transmitter, propagation medium, target receiver, and measuring receiver. Ideally, the 

TOF should only include the time delay through the propagation medium. To compensate for the system 

propagation delays, a measurement with the target receiver at range = 0 is taken and used as a reference 

distance, which future measurements are compared against. 

 

This is effective as long as the transmitter, target receiver, and measuring receiver propagation delays are 

constant. In practice, the target receiver propagation delay is variable depending on the device, and cannot 

be known. Thus different target receivers will have different constant range offsets corresponding to the 

difference between the target receiver propagation delay during calibration and the current target receiver 

propagation delay. See Section 4.4 - Sources of Error for more details. 

 

2.5 Other Aspects 

 

The last aspects needed for a robust unknown receiver rangefinder are to determine the carrier frequency 

(fRF) to transmit the stimulation signal and the local oscillator frequency (fLO) of the target receiver, so the 

stimulation signal can be transmitted in the passband of the target receiver and stimulated emissions can 

be measured in the unknown mixer products. 

 

2.5.1 Determining the Carrier Frequency (fRF) 

 

The stimulation signal will never reach the mixer of the target receiver if it is not transmitted in the 

passband of the target receiver (which is centered on fRF). One benefit of using the FRFT to detect and 

measure stimulated emissions is that it is not necessary to know the exact passband of the target receiver. 

Stimulation signal frequencies outside the passband of the target receiver are attenuated and not 

stimulated out of the target receiver. 

 

This does not mean it is always possible to transmit very wide bandwidth sweeps that cover a large range 

of frequencies (see Section 4.2 - Interference and Noise). The harmonic 2xfRF can begin to overlap with 

the stimulated emissions for very wide bandwidth sweeps, as shown in Figure 8. This results in the 

harmonic signal overpowering much of the energy of the stimulated emissions, which decreases the 

ability to detect and measure the stimulated emissions. 

 

 
Figure 8: Measured spectrum for various sweep bandwidths. 
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One method to cover a wide range of unknown carrier frequencies without wide bandwidth sweeps is by 

transmitting multiple frequency sweeps, where each sweep has a moderate bandwidth (small enough for 

the whole sweep to be in the passband but large enough to be detectable), the center frequency of each 

sweep steps through a wide search bandwidth, and the spacing in time of the sweeps is unique and non-

repeating, such as is shown in Figure 9. 

 

 
Figure 9: Probe signal for unknown carrier frequencies. 

 

Assuming the passband of the target receiver is somewhere within the search bandwidth, a subset of the 

probe signal will be stimulated out of the target receiver corresponding to the frequencies of the passband 

of the target receiver. This method has the additional benefit of being able to measure the passband of the 

target receiver. After applying the FRFT, the spacing of the peaks of the stimulated probe signal can be 

mapped to the frequencies of the transmitted probe signal. 

 

2.5.2 Determining the Local Oscillator Frequency (fLO) 

 

As mentioned in Section 2.1 - Details on Stimulated Emissions, the stimulated emissions are measured at 

fRF + fLO. fRF is known during operation. One way fLO may be determined is by stepping through a range of 

possible frequencies for fLO and checking if there are any unknown receivers detected at each step. A 

single measurement can cover a bandwidth of possible frequencies for fLO as wide as the sample 

frequency. 

 

2.5.3 Optimal Sweep Bandwidth 

 

The optimal stimulation signal would have a wide sweep bandwidth without the harmonic 2xfRF 

overlapping with the stimulated emissions (see Section 4.2 - Interference and Noise). The stimulated 

emissions occur between         
 

 
. The harmonic occurs between       . Setting the sweep 

bandwidth to be as wide as possible without overlapping gives         
 

 
        for low side 

injection mixers, which simplifies to: 

 

   
 

 
(       ) (8) 
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The passband of the target receiver is from f1 to f2. Setting fRF to be as high as possible (to maximize B) 

while still keeping     
 

 
 within the passband gives: 

 

     
 

 
    (9) 

 

f2 and fLO can be found following the procedure in Section 2.5.1 - Determining the Carrier Frequency 

(fRF) and Section 2.5.2 - Determining the Local Oscillator Frequency (fLO), respectively. Thus Equation 

(8) and Equation (9) can be solved simultaneously to find the optimal carrier frequency (fRF) and sweep 

bandwidth (B) for the stimulation signal. 

 

2.6 Range Algorithm 

 

Culminating all the methods discussed results in the following steps for measuring and calculating the 

range to the target receiver: 

 

1. Transmit the stimulation signal. 

2. Record the stimulated emissions. 

3. Filter the measured signal in the frequency domain. 

4. Apply the FRFT to the signal with α = αopt. 

5. Filter the signal in the fractional domain. 

6. Correlate the measured stimulated emissions and the transmitted stimulation signal. 

7. Calculate range from TOF measurements. 
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3 Tests 
 

Three types of tests were performed: stimulation signal tradeoff tests, target detection tests, and target 

range tests. The stimulation signal tradeoff tests investigate some of the tradeoffs between the sweep 

parameters, the target detection tests evaluate the effectiveness of designing the stimulation signal to be 

optimized for maximum detection range, and the target range tests evaluate the effectiveness of designing 

the stimulation signal to be optimized for good accuracy and range resolution. 

 

3.1 Test Setup 

 

3.1.1 Equipment 

 

The hardware used in the investigation is shown in Table 2. 

 

Name Function 

Rohde & Schwarz SMBV100A Vector Signal Generator 

Tektronix RSA6120B Spectrum Analyzer 

Cobra Microtalk MT750 Target receiver 

¼ wave rod antenna TX Antenna (omnidirectional) 

Mini Circuits SLP-550+ TX filter 

Smarteq MiniMag + Sputnik RX Antenna (omnidirectional) 

Triax TV Antenna Typ 108753 RX Antenna (directional) 

Mini Circuits ZX60-33LN+ RX Preamp 

Oltronix B204 Power supply 

Table 2: Hardware used for tests. 

 

The Vector Signal Generator is used to generate arbitrary waveforms defined by a vector of I and Q 

values. This simplifies rapid stimulation signal creation and testing. 

 

The Spectrum Analyzer is used to sample and save analog signals at up to 150 megasamples per second 

(MSPS). 

 

A standard handheld two-way radio is used for the target receiver. The device was selected for its 

performance regarding RF leakage and sleep cycle feature being representative of a typical modern 

receiver. It has passed all necessary radio spectrum and electromagnetic compatibility regulations for use 

in EU countries. The sleep cycle toggles the power to certain circuits off and on to extend battery life. 

 

The TX filter is used to filter out the harmonic 2xfRF from overpowering the stimulated emissions at fRF + 

fLO, as discussed in 2.3.1 - Analog Filtering. Four identical TX filters were connected in series to increase 

high frequency attenuation. 

 

A preamplifier was used to amplify the received stimulated emissions and extend maximum detection 

range. 

 

The equipment was connected as shown in Figure 10.  
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Figure 10: Equipment used  

 

The vector signal generator was set to repeat transmissions of the stimulation signal, including repeating 

the trigger at the start of every new transmission (retrigger). The spectrum analyzer begins recording 

samples as soon as it receives the trigger (if it is in triggered mode). 

 

Since range calculations are based on TOF measurements, all the delays in the equipment should be 

systematic. This means settings in the software of the equipment should be set to manual where possible, 

to avoid the auto-detect feature from changing settings which would change the delays in the equipment, 

and to keep consistency between tests. 

 

3.1.2 Sleep Cycle 

 

The target receiver, like many modern receivers, includes a sleep cycle feature to extend battery life. 

When the target receiver is asleep, certain circuits (including the local oscillator and mixer) are powered 

off. If the target receiver is asleep for part of the stimulation process, only a portion of the transmitted 

signal will be stimulated out of the target receiver, corresponding to the time that the target receiver was 

awake. Transmitting a non-repeating stimulation signal allows partial correlation (and thus range is able 

to be calculated) even if only a portion of the signal is stimulated from the target receiver. For 

simplification, the procedure used in this investigation forces the receiver to be awake for all 

measurements. 

 

3.1.3 Environment 

 

Indoor Tests 

 

Indoor tests were conducted in a long hallway on the top floor of a modern four story office building. The 

roof of the building as well as several laboratory rooms on lower floors had various antennas and radio 
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equipment in use. The hallway had various electronic and radio equipment powered off and in storage on 

shelves along the walls. The indoor test environment is shown in Figure 11. 

 

 
Figure 11: Indoor test environment. 

 

The RX antenna used for indoor tests was an omnidirectional rod antenna, with equal power in all 

directions in the horizontal plane. The RX and TX antennas were placed on the ground separated by a 

distance of one meter. The target receiver was placed on the ground with the antenna pointing away from 

the RX and TX antennas during measurements. 

 

Outdoor Tests 

 

Outdoor tests were conducted in an open, flat field. The ground was gravel mixed with dry dirt and there 

were bushes a few hundred meters away from the antennas. The sky was partly cloudy. There were rail 

tracks in the ground approximately 50 meters behind and 150 meters in front of the antennas, with one 

steel cart on each track. The outdoor test environment is shown in Figure 12. 

 

The RX antenna used for outdoor tests was a directional Yagi TV antenna mounted approximately 1.5 

meters above the ground. The TX antenna was placed on the ground five meters away from the RX 

antenna. The target receiver was held by a person standing in front of the RX antenna, forming a right 

triangle between the target receiver, RX antenna, and TX antenna. 
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Figure 12: Outdoor test environment. 

 

3.1.4 Procedure 

 

To take a measurement, one person presses a volume button on the target receiver. This wakes the target 

receiver from its sleep cycle for approximately five seconds. During the five seconds, a second person 

switches the spectrum analyzer from “free run” to “triggered” mode. This results in the spectrum analyzer 

saving samples the next time it receives a trigger. After the spectrum analyzer is triggered, the second 

person places the spectrum analyzer back in “free run” mode to avoid taking a second measurement when 

the target receiver has resumed its sleep cycle. This method ensures each measurement is taken with the 

target receiver awake for the entirety of the stimulation process. 

 

3.1.5 Equipment Power Settings 

 

First the effects of adjusting the power settings in the equipment were investigated so that the power 

settings to give the best SNR could be identified and used for all future tests. 

 

The vector signal generator has variable output power up to +25 dBm. The spectrum analyzer has an 

internal preamplifier that can be turned on or off, and an internal attenuator that can be adjusted from 0 

dB to 75 dB. An external preamplifier was also tested. The power settings tested are shown in Table 3. 

When attenuation is used, it is set to the lowest possible amount to avoid saturating the spectrum analyzer.  
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Setting 

Number 

TX Power 

(dBm) 

Preamplifier 

(external) 

Preamplifier 

(internal) 

Attenuator 

(dB) 

1 25 Off Off 0 

2 25 Off On 0 

3 25 On Off 0 

4 25 On On 15 

Table 3: Power settings tested. 

 

The power settings tests were conducted indoors with the target receiver placed at range (R) = 10 meters 

away. A stimulation signal with sweep bandwidth (B) = 5 MHz, sweep period (T) = 5 ms, and number of 

sweeps (N) = 4 sweeps was used and the sample frequency was fs = 150 MHz. 

 

The benchmark used for comparison between tests is the correlation between the measured stimulated 

emissions and an ideal noise-free version of the stimulation signal. Since the stimulation signal is 

common between all tests, the correlation magnitude is proportional to the signal to noise + interference 

ratio (SNIR), which is closely related to the SNR. 

 

The results of the power settings tests are shown in Figure 13. 

 

 
Figure 13: Effects of varying power settings. 

 

Power setting 3 was chosen as the best choice for further measurements because it resulted in the best 

SNIR for measuring stimulated emissions.  
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3.2 Stimulation Signal Tradeoff Tests 

 

The stimulation signal tradeoff tests investigate some of the tradeoffs between the sweep parameters. As 

mentioned in Section 2.2 - Choice of Stimulation Signal, the sweep period, number of sweeps, whether 

the sweeps overlap or not, and the sample frequency all have tradeoffs to give different performance 

regarding maximum detection distance, range resolution, and processing time. 

 

Three different types of signals were tested to investigate the tradeoffs between overlapping and non-

overlapping sweeps. Type 1 has non-overlapping positive sweeps, Type 2 has overlapping positive 

sweeps, and Type 3 has overlapping positive and negative sweeps. The signal types for N = 4 sweeps are 

shown in Figure 14. 

 

 
Figure 14: Types of signals tested. 

 

For each type of stimulation signal, the tradeoffs between sweep period and number of sweeps were 

investigated by varying the parameters to fill ten million samples (the chosen limit for processing time) 

for a sampling frequency of 25 MHz (the lowest setting on the spectrum analyzer to avoid aliasing). The 

sweep bandwidth was set to the maximum within the limitations as described in Section 2.5.3 - Optimal 

Sweep Bandwidth, which came to B = 8.75 MHz (for fRF = 448.125 MHz). The parameters of the 

stimulation signals tested are shown in Table 4. 

 

Type 1 Type 2 Type 3 

T (ms) N T (ms) N T (ms) N 

100 4 200 4 200 4 

50 8 200 8 200 8 

25 16 200 16 200 16 

12.5 32 200 32 200 32 

6.25 64 200 64 200 64 

3.125 128 - - - - 

1.5625 256 - - - - 

0.78125 512 - - - - 

0.390625 1024 - - - - 

Table 4: Parameters of stimulation signals tested. 

 

The tradeoff tests were conducted indoors with the target receiver placed at R = 10 meters away. 
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The benchmark used for comparison between tests is the correlation between the measured stimulated 

emissions and an ideal noise-free version of the stimulation signal. This gives a measure of the system’s 

ability to pick out the stimulated emissions from a noisy environment. 

 

The results of the stimulation signal tradeoff tests are shown in Figure 15. 

 

 
Figure 15: Stimulation signal tradeoff test results. 

 

Increasing the number of sweeps in the stimulation signal at the cost of decreasing the sweep period has a 

positive effect on the correlation for the parameters tested. 

 

Type 1 stimulation signals (non-overlapping) seem to give better correlations than Type 2 or Type 3 

stimulation signals (overlapping). 

 

3.3 Detection Tests 

 

Target detection tests evaluate the effectiveness of designing the stimulation signal for maximum 

detection distance. 

  

For maximum target detection distance, the optimal stimulation signal would have the maximum 

bandwidth as described in Section 2.5.3 - Optimal Sweep Bandwidth, the lowest sampling frequency 

necessary to avoid aliasing, and signal Type, sweep period, and number of sweeps balanced to give the 

best correlation. From the results of the tradeoff tests, Type 1 signals seem to give better correlations. The 

parameters of the stimulation signals used for detection tests are shown in Table 5. 

 

Type N T (ms) B (MHz) fs (MHz) 

1 256 1.5625 8.75 25 

1 1024 0.390625 8.75 25 

1 4096 0.097656 8.75 25 

Table 5: Stimulation signal parameters for detection tests. 
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The target detection tests were conducted outdoors with the target receiver at various distances. 

 

The results of the target detection tests are shown in Figure 16. 

 

 
Figure 16: Target detection test results. 

 

The stimulation signal with N = 1024 sweeps had the best correlations. The poorer correlations for N = 

4096 sweeps may be due to the sweep period becoming so short that the peaks in the fractional domain 

are indistinguishable from noise, or the sweep rate becoming so fast (89.6 GHz/sec) that the hardware has 

difficulty keeping up. 

 

The target receiver was detectable up to 45 meters from the RX and TX antennas using the N = 1024 

sweeps stimulation signal. 

 

3.4 Range Tests 

 

Target range tests evaluate the effectiveness of designing the stimulation signal for good range accuracy 

and resolution. 

 

For good target range resolution and accuracy, the optimal stimulation signal would have the maximum 

bandwidth as described in Section - 2.5.3 Optimal Sweep Bandwidth, fast sampling for good TOF 

resolution, and signal Type, sweep period, and number of sweeps balanced to give the best correlation. 

From the results of the tradeoff tests, Type 1 signals seem to give better correlations. The sweep period 

and number of sweeps were chosen to use the maximum number of sweeps for a sweep period around T = 
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0.5 ms based on the limit for good correlations found in Section 3.3 - Detection Tests. The parameters of 

the stimulation signals used for range tests are shown in Table 6. 

 

Type N T (ms) B (MHz) fs (MHz) 

1 128 0.52083 8.75 150 

Table 6: Stimulation signal parameters for range tests. 

 

The target range tests were conducted outdoors with the target receiver at various distances. 

 

The results of the target range tests are shown in Figure 17 and Figure 18. 

 

 
Figure 17: Target range test results. 

 

 
Figure 18: Target range test results.  
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The target receiver is detectable up to 30 meters from the RX and TX antennas using the stimulation 

signal designed for good range accuracy and resolution, as opposed to 45 meters using the stimulation 

signal designed for maximum detection distance. 

 

The target receiver was able to be located to within 3 meters of error up to 30 meters away. 

 

An additional range test was performed following the exact same procedure, except a TX amplifier with 

40 dB of gain (ENI 603L) was added before the TX filters. The vector signal generator was set to -7 dBm 

giving a total TX power of +33 dBm (as opposed to +25 dBm in the previous test). The results of the high 

power range tests are shown in Figure 19 and Figure 20. 

 

 
Figure 19: High power target range test results. 

 

 
Figure 20: High power target range test results. 

 

The target receiver is detectable at 45 meters from the RX and TX antennas (the longest distance 

measured) and possibly beyond. The target receiver was able to be located to within 3 meters of error for 

every distance measured.  
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4 Discussion 
 

4.1 Stimulation Signal Tradeoffs 

 

The stimulation signal parameters can be optimized for detection distance or range error, with a 

significant amount of each available to trade. The results are summarized in Table 7. 

 

TX Power (dBm) Signal Optimized For: Detectable Distance (m) Range Error (m) 

25 Detection Distance 45 < 250 

25 Range Error 30 < 3 

33 Range Error 45+ < 3 

Table 7: Summary of results. 

 

Increasing the TX power had a significant positive effect on the SNR of the stimulated emissions. This is 

likely due to +25 dBm being well below the point that fRF does not limit the strength of the stimulated 

emissions (as discussed in Section 2.1 - Details on Stimulated Emissions), especially at longer ranges 

where path loss is significant (path loss is 65.3 dB for 50 meters at 880 MHz in free space). 

 

4.2 Interference and Noise 

 

The outdoor tests using the directional RX antenna have considerably less noise than the indoor tests 

using the omnidirectional RX antenna, as seen in Figure 21. Of particular interest is the harmonic of the 

transmit frequency (2xfRF) that limits the sweep bandwidth is negligible when using the directional 

antenna outdoors. If 2xfRF is not a limiting factor, it may be possible to use extremely wide bandwidth 

frequency sweeps to improve correlation magnitude and simplify determining an appropriate carrier 

frequency. 

 

 
Figure 21: Measured spectrums of stimulated emissions.  
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4.3 Real World Application 

 

At the time of this report, no fast FRFT algorithm has been published, though others are currently 

working on it. Computation cost is quite high for a large number of samples. The optimal stimulation 

signal would have a long measurement duration and be sampled as fast as possible, which increases the 

amount of samples and thus the computation cost. 

 

A real-world application of the methods described might employ a two-step operation: first send out 

“probing sweeps,” which have wide or moderate bandwidths (depending on the strength of 2xfRF, as 

discussed in Section 4.2 - Interference and Noise), long sweep periods, and sample data slowly, then 

when an unknown receiver is detected, switch to “ranging mode” which uses a sweep bandwidth tuned to 

the passband of the target receiver, and sweep period, number of sweeps, and sample rate as high as the 

hardware will allow. This would distribute the tradeoffs between maximum detection capability and 

ranging accuracy to balance the parameters limited by processing resources more efficiently. 

 

4.4 Sources of Error 

 

Since range calculations are based on TOF measurements, any errors in measuring the TOF result in 

range errors. 

 

One possible source of error in measuring TOF is variable system delays. As described in Section 2.4.1 - 

System Calibration, the calibration procedure compensates for systematic system delays. If any system 

delays vary from the amount measured during the calibration procedure, the range calculation will be 

incorrect by an amount corresponding to the magnitude of the system delay deviation. Possible reasons 

for variable system delays are frequency-dependent delays (which can be compensated for by storing 

multiple calibration corrections for different frequencies) or equipment errors. 

 

Another possible source of error in measuring TOF is variable propagation delay in the target receiver. 

The range calculation is based on the TOF of the stimulation signal to the target and back, and the 

propagation delay through the target receiver is included in the round-trip TOF. The time needed for the 

stimulation signal to enter the target receiver, propagate through the various front end circuits, and exit 

the target receiver will vary between different target receivers, and cannot be exactly known or 

compensated for. A representative propagation delay correction factor may be used (as described in 

Section 2.4.1 - System Calibration), but there may still be deviations from the current target receiver’s 

propagation delay and the propagation delay of the target receiver used for calibration, which will result 

in range calculations being incorrect by an amount corresponding to the magnitude of the deviation of the 

target receiver propagation delay. 

 

4.5 Improving the Test System 

 

The directional antenna used for the outdoor tests has a rated passband of around 500-800 MHz. The 

stimulated emissions were measured at 883.125 MHz. A better directional antenna with an appropriate 

passband and more directional gain would improve the SNR of the stimulated emissions. 
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The stimulated emissions will have the best SNR when the range of strength of the stimulated emissions 

(determined by receiver gain and noise characteristics) is matched to the dynamic range of the ADC in the 

measuring receiver. Ambient noise or interference from external sources (such as cell phones) may 

saturate the ADC if they are allowed through the receiver gain stages to reach the ADC. The risk of 

external interference is especially high for fast sample rates, as the sample rate determines the passband of 

the spectrum analyzer. Thus an analog bandpass filter of width equal to the sweep bandwidth is 

recommended to be used before the ADC, especially when fast sample rates are used. Also, adjusting the 

transmit power and measuring receiver gain stages to match the dynamic range of the measuring ADC 

will maximize the SNR of the stimulated emissions. 

 

As mentioned in Section 2.2 - Choice of Stimulation Signal, longer sweep periods and more repeated 

sweeps improve the correlation magnitude (and thus detection capability) of the stimulated emissions, but 

are limited by the processing time of the hardware (the number of samples). One suggestion might be to 

use very long sweep periods and repeat many frequency sweeps and then decimate the saved samples 

before processing. This gains the advantage of improving correlation without increasing processing 

requirements. This is similar to compressed sensing techniques. This is not recommended for range 

accuracy tests, as decimating the samples will decrease the sample frequency by the factor of decimation. 
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5 Conclusions and Future Work 
 

Unknown wireless devices that use receiver architectures with a mixer may be detected and located using 

stimulated emissions. The maximum distance a target receiver is able to be detected is limited by the 

strength of the LO signal on the target receiver, shielding on the target receiver, and the ability to pick out 

the stimulated emissions from a noisy environment. The strength of the LO signal and shielding on the 

target receiver are determined by the design of the target receiver and are uncontrollable. The ability to 

pick out the stimulated emissions from a noisy environment can be improved with intelligent choice of 

stimulation signal and signal processing. 

 

The FRFT improves the ability to detect the stimulated emissions by compressing the energy of frequency 

sweeps to a single axis and spreading the energy of interference signals across two axes, as well as lowers 

the correlation dimension from 2 to 1. The stimulation signal has many parameters that may be optimized 

for either maximum detection distance or minimum range error or somewhere in between. The primary 

limiting factor for the parameters is the processing time, as the algorithm to compute the discrete FRFT is 

computationally intensive at the time of this report. The stimulation signal optimized for detection 

distance achieved 45 meters detection distance with < 250 meters of range error. The stimulation signal 

optimized for range error achieved 30 meters detection distance with < 3 meters of range error. Increasing 

the transmit power on the optimum range error signal resulted in 45+ meters detection distance with < 3 

meters of range error. 

 

The tests performed did not use the most optimal setup and even better results (farther detection 

distances) are possible. Future work is recommended to set up a more custom receiver with optimal 

hardware, expand the system to include multiple measuring receivers in order to multilaterate the position 

using TDOA, and improve the computation time of the discrete FRFT. 
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7 Appendix A 
 

7.1 Fractional Fourier Transform 

 

The fractional Fourier transform, represented by the operator   , has the following basic properties [4]: 

 

1.      Identity transform 

2.  
 

    Fourier transform 

3.          Successively applying the FRFT with angle α and then angle β is the 

 same as applying the FRFT with angle (α+β) 

4.       Identity transform 

 

The continuous FRFT is defined as [4]: 

 

    
   

{
 
 

 
 
√
       

  
  
  

 
    ∫  ( )  

  

 
              

 

  

                           

 ( )                         
 (  )                           

 

 

The algorithm to compute the discrete FRFT consists of the following basic steps [7]: 

 

1. Multiply the input signal by a chirp. 

2. Convolve the result with another waveform scaled by csc α. 

3. Multiply the result by another chirp. 

4. Scale the result by a complex amplitude. 

 

Employing a change of variables from (t, ω) to (u, v) corresponding to the time-frequency axes changing 

to fractional axes requires the following mapping [4]: 

 

              

                

 

 

 

 




