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Abstract

The strain on modern electrical power system operation has led to an ever increasing uti-
lization of new Information Communication Technology (ICT) systems to enhance the reli-
ability and efficiency of grid operation. Among these proposals, Phasor Measurement Unit
(PMU)-based Wide-Area Monitoring and Control (WAMC) systems have been recognized
as one of the enablers of “Smart Grid”, particularly at the transmission level, due to their
capability to improve the real-time situational awareness of the grid. These systems differ
from the conventional Supervisory Control And Data Acquisition (SCADA) systems in that
they provide globally synchronized measurements at high resolutions. On the other hand,
the WAMC systems also impose several stringent requirements on the underlying ICT sys-
tems, including performance, security, and availability, etc. As a result, the functionality
of the WAMC applications is heavily, but not exclusively, dependent on the capabilities
of the underlying ICT systems. This tight coupling makes it difficult to fully exploit the
benefits of the synchrophasor technology without the proper design and configuration of
ICT systems to support the WAMC applications.

In response to the above challenges, this thesis addresses the dependence of WAMC
applications on the underlying ICT systems. Specifically, two of the WAMC system data
quality attributes, latency and completeness, are examined together with their effects on
a typical WAMC application, PMU-based wide-area damping systems. The outcomes of
this research include quantified results in the form of PMU communication delays and data
frame losses, and probability distributions that can model the PMU communication delays.
Moreover, design requirements are determined for the wide-area damping systems, and three
different delay-robust designs for this WAMC application are validated based on the above
results. Finally, a virtual PMU is developed to perform power system and communication
network co-simulations.

The results reported by this thesis offer a prospect for better predictions of the per-
formance of the supporting ICT systems in terms of PMU data latency and completeness.
These results can be further used to design and optimize the WAMC applications and their
underlying ICT systems in an integrated manner. This thesis also contributes a systematic
approach to design the wide-area damping system considering the PMU data latency and
completeness. Finally, the developed virtual PMU, as part of a co-simulation platform,
provides a means to investigate the dependence of WAMC applications on the capabilities
of the underlying ICT systems in a cost-efficient manner.

Keywords: Phasor Measurement Units, Wide-Area Monitoring and Control systems,
latency, completeness, power system communication, simulation, empirical study





Acknowledgements

Many people have contributed to this work, and it is difficult to produce an exhaustive
list of every single person and organization who has helped and supported me during this
journey. My first debt of gratitude goes to my advisor Lars Nordström for his continuous
guidance, support, encouragement, and patience throughout my Ph.D. work. I would also
like to thank Torsten Cegrell, who not only was kind enough recruit me as a Ph.D. student
but also created a pleasant and encouraging working environment at ICS. Special thanks go
to Judith Westerlund for her devotion and enthusiasm to building ICS as a team throughout
the years.

I would also like to thank my co-authors and colleagues at ICS for their kind support
and company. A special acknowledgement goes to my friend, trainer, and colleague Hannes
Holm, for his enthusiasm in sharing his experiences in IT security, research methodology,
and working-out. I also extend my gratitude to Markus Buschle and Annica Johannesson
for sharing their passions for culture, travelling, food, and, most importantly, for their kind
help on countless subjects.

I also acknowledge the Swedish National Grid, Svenska Kraftnät, represented by Göran
Ericsson, who was kind enough to provide me with empirical data and allow me to publish
the results that form the core contribution of this work. I would also like to acknowledge
my mentors at ABB Corporate Research Center, James Stoupis, Reynaldo Nuiqi, Le Tang,
and Jianping Wang, for their help and support for my stay at North Carolina.

Finally, but perhaps most importantly, I extend my deepest gratitude to my family:
Dad, Mom, and Yunle. Thank you for your understanding and companionship, as without
you, I could not have come this far.

Stockholm, Sep, 2013
Kun Zhu

v





Papers

Papers included in the thesis

[1] K. Zhu, L. Nordström, and A. Al-Hammouri, “Examination of data delay and packet
loss for Wide-Area Monitoring and Control systems,” in Energy Conference and Exhi-
bition (ENERGYCON), 2012 IEEE International, Sep 2012, pp. 927–934.

[2] K. Zhu and L. Nordström, “Design of Wide-Area Damping Systems based on the
Capabilities of the Supporting ICT Infrastructure,” Revision submitted to Generation,
Transmission & Distribution, IET, Sep 2013.

[3] K. Zhu, M. Chenine, L. Nordström, S. Holmström, and G. Ericsson, “An Empirical
Study of Synchrophasor Communication Delay in a Utility TCP/IP Network,” Inter-
national Journal of Emerging Electric Power Systems, vol. 14, no. 4, pp. 341–350, Aug
2013.

[4] ——, “Design Requirements for Wide-Area Damping Systems - Using Empirical Data
from a Utility IP Network,” Revision submitted to IEEE Transactions on Smart Grid,
Sep 2013.

[5] K. Zhu, D. Samarth, A. Al-Hammouri, H. Nicholas, M. Chenine, D. Babazadeh, and
L. Nordström, “Test Platform for Synchrophasor based Wide-Area Monitoring and Con-
trol Applications,” in 2013 Power Engineering Society General Meeting, Jul 2013.

Author contributions
The general research concept of Paper [1] is due to Zhu and Nordström, Zhu and Al-
Hammouri contribute to the communication network simulations and the authoring is per-
formed by Zhu with assistance from Al-Hammouri.

The general research concept of Paper [2] is due to Zhu and Nordström, the simulations
and the authoring are performed by Zhu.

In Paper [3] and Paper [4], the analysis is performed by Zhu based on the empirical data
collected by Chenine, Holmström, Nordström, and Ericsson. The simulations and authoring
are also performed by Zhu.

The primary research concept of Paper [5] is due to Nordström, Al-Hammouri, and Zhu.
Zhu and Deo contribute to the implementation and the authoring is performed by Zhu. The
other authors are credited for their contributions to the development of the co-simulation
platform.

vii



viii RELATED PAPERS NOT INCLUDED IN THE THESIS

Related papers not included in the thesis

[6] L. Nordström, K. Zhu, and Y. Wu, “AMulti-Disciplinary Course Portfolio on Computer
Applications in Power Systems,” Revision submitted to IEEE Transactions on Power
Systems, Oct 2013.

[7] Y. Wu, L. Nordström, A. Saleem, K. Zhu, N. Honeth, and M. Armendariz, “Perspec-
tives on Peer-to-Peer Data Delivery Architectures for Next Generation Power Systems,”
in the 17th Internation Conference on Intelligent System Applications to Power Sys-
tems, ISAP, Jul 2013, pp. 1–4.

[8] D. Babazadeh, M. Chenine, K. Zhu, and L. Nordström, “A Platform for Wide Area
Monitoring and Control System ICT Analysis and Development,” in PowerTech, 2013
IEEE Grenoble, Jul 2013, pp. 1–7.

[9] R. Bottura, D. Babazadeh, K. Zhu, A. Borghetti, C. A. Nucci, and L. Nordström,
“ASITL and HLA Co-simulation Platforms: Tools for Analysis of the Integrated ICT
and Electric Power System,” in EUROCON, 2013 IEEE, Jun 2013, pp. 1–7.

[10] M. Xie, C. Sandels, K. Zhu, and L. Nordström, “A Seasonal ARIMA Model With
Exogenous Variables (SARIMAX) for Elspot Electricity Price Prediction in the Bidding
Area of Sweden,” in European Energy Market Conference, Jun 2013, pp. 1–4.

[11] K. Zhu, D. Babazadeh, Y. Wu, and L. Nordström, “Design of robust wide-area damping
controller based on synchronized phasors,” in the 9th IET International Conference
on Advances in Power System Control, Operation and Management (ASPCOM), Nov
2012, pp. 1–8.

[12] Y. Wu, K. Zhu, M. Chenine, and L. Nordström, “Framework Incorporating Synchro-
nized Phasor Data For Power System Operation and Control,” in the 9th IET Interna-
tional Conference on Advances in Power System Control, Operation and Management
(ASPCOM), Nov 2012, pp. 1–8.

[13] M. Al.Karim, M. Chenine, K. Zhu, and L. Nordström, “Synchrophasor based Data Min-
ing for Power System Fault Analysis,” in Innovative Smart Grid Technologies (ISGT
Europe), 2012 3nd IEEE PES International Conference and Exhibition on, Oct 2012,
pp. 1–8.

[14] X. Han, C. Sandels, K. Zhu, L. Nordström, and P. Soderström, “Empirical analysis
for Distributed Energy Resources’ impact on future distribution network,” in Energy
Conference and Exhibition (ENERGYCON), 2012 IEEE International, Sep 2012, pp.
731–737.

[15] K. Zhu, M. Chenine, and L. Nordström, “ICT Architecture Impact on Wide Area
Monitoring and Control System,” in Cigré (International Council on Large Electric
Systems), Aug 2012, pp. 1–8.

[16] K. Zhu, A. Al-Hammouri, and L. Nordström, “To concentrate or not to concentrate:
Performance analysis of ICT system with data concentrations for Wide-area Monitoring
and Control Systems,” in Power and Energy Society General Meeting, 2012 IEEE, Jul
2012, pp. 1–7.

[17] D. Babazadeh, M. Chenine, K. Zhu, and L. Nordström, “Real-Time Smart Grid Ap-
plication Testing using OPNET SITL,” in OPNETWORKS, Jul 2012, pp. 1–7.



RELATED PAPERS NOT INCLUDED IN THE THESIS ix

[18] X. Han, C. Sandels, K. Zhu, and L. Nordström, “Quantified Analysis of Distributed
Generation Resources Impact on Distribution Grid Operation,” International Journal
of Emerging Electric Power Systems, pp. 1–8, Jun 2012.

[19] N. Honeth, A. Saleem, K. Zhu, L. Vanfretti, and L. Nordström, “Decentralized topology
inference of electrical distribution networks,” in Innovative Smart Grid Technologies
(ISGT), 2012 IEEE PES, Jan 2012, pp. 1–8.

[20] C. Sandels, K. Zhu, and L. Nordström, “Analyzing fundamental aggregation functions
in power systems,” in Innovative Smart Grid Technologies (ISGT Europe), 2011 2nd
IEEE PES International Conference and Exhibition on, Dec 2011, pp. 1–7.

[21] K. Zhu, M. Chenine, and L. Nordström, “ICT Architecture Impact on Wide Area
Monitoring and Control Systems’ Reliability,” Power Delivery, IEEE Transactions on,
vol. 26, no. 4, pp. 2801–2808, Oct 2011.

[22] K. Zhu, X. Yuan, N. Honeth, and L. Nordström, “Data Volume Estimation for CIM
based Information Exchange,” in Cigré International Symposium THE ELECTRIC
POWER SYSTEM OF THE FUTURE, Sep 2011, pp. 1–8.

[23] L. Nordström, M. Chenine, K. Zhu, and L. Vanfretti, “Information and Communication
System Architectures for Wide-Area Monitoring and Control Applications,” in 17th
Power System Computation Conference, Aug 2011, pp. 1–8.

[24] K. Zhu, X. Yuan, N. Honeth, and L. Nordström, “Investigation of Data Exchange
Requirements For Cooperative Grid Planning and Operation,” in 17th Power System
Computation Conference, Aug 2011, pp. 1–8.

[25] J. König, K. Zhu, L. Nordström, M. Ekstedt, and R. Lagerström, “Mapping the Sub-
station Configuration Language of IEC 61850 to ArchiMate,” in Enterprise Distributed
Object Computing Conference Workshops (EDOCW), 2010 14th IEEE International,
Oct 2010, pp. 60–68.

[26] K. Zhu, M. Chenine, J. König, and L. Nordström, “Data quality and reliability aspects
of ICT infrastructures for Wide Area Monitoring and Control systems,” in Critical
Infrastructure (CRIS), 2010 5th International Conference on, Sep 2010, pp. 1–7.

[27] ——, “Analysis of data quality issues in Wide Area Monitoring and Control systems,”
in Bulk Power System Dynamics and Control (iREP) - VIII (iREP), 2010 iREP Sym-
posium, Aug 2010, pp. 1–8.

[28] K. Zhu, J. Song, M. Chenine, and L. Nordström, “Analysis of Phasor Data Latency in
Wide Area Monitoring and Control Systems,” in Communications Workshops (ICC),
2010 IEEE International Conference on, May 2010, pp. 1–5.

[29] K. Zhu, L. Nördstrom, and L. Ekstam, “Application and analysis of optimum PMU
placement methods with application to state estimation accuracy,” in Power Energy
Society General Meeting, 2009. PES ’09. IEEE, Jul 2009, pp. 1–7.

[30] M. Chenine, K. Zhu, and L. Nordström, “Survey on priorities and communication
requirements for PMU-based applications in the Nordic Region,” in PowerTech, 2009
IEEE Bucharest, Jul 2009, pp. 1–8.

[31] U. Franke, P. Johnson, E. Ericsson, W. R. Flores, and K. Zhu, “Enterprise Architecture
analysis using Fault Trees and MODAF,” in CAiSE Forum 2009, Jun 2009, pp. 1–8.





Table of contents

I Introduction 1

1 Introduction 3
1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.2 Research objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.3 Research scope . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
1.4 Research results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
1.5 Thesis outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

2 Research context 19
2.1 Wide-Area Monitoring and Control systems . . . . . . . . . . . . . . . . . 19
2.2 PMU data quality . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
2.3 Delay-robust wide-area damping system . . . . . . . . . . . . . . . . . . . . 28

3 Research design 31
3.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
3.2 Data collection methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
3.3 Analysis methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

4 Conclusions and future works 37

Bibliography 39

II Papers 1 to 5 49

1 Examination of data delay and packet loss for Wide-Area Monitoring
and Control Systems 51

2 Design of Wide-Area Damping Systems based on the Capabilities of
the Supporting ICT Infrastructure 61

3 An Empirical Study of Synchrophasor Communication Delay in a Util-
ity TCP/IP Network 81

4 Design Requirements of Wide-Area Damping System - Using Empirical
Data from a Utility IP Network 93

5 Test platform for synchrophasor based Wide-Area Monitoring and Con-
trol applications 105





Part I

Introduction

1





Chapter 1

Introduction

This chapter is divided into five sections: the first section introduces the background of
the research topic, and the research objectives are specified in the second section; the third
section presents the scope of this work, and the research outcomes are briefly summarized
in the fourth section; the fifth section outlines the later chapters of this thesis.

1.1 Background

Current electrical power systems are undergoing vast fundamental changes in terms of the
portfolio of connected components, generation resources, and computer systems assisting
decision-making. These changes are driven by the need to modernize the entire industry,
i.e., a process covering the production, transmission, distribution, and consumption aspects
of electricity, in order to improve the reliability and efficiency of the power system. These
paradigm shifts have come about in an environment rich with new technologies, and also
with new regulatory and environmental restrictions. Among all of the initiatives to mod-
ernize the power industry, the increasing utilization of the Information Communication
Technology (ICT) systems is recognized as playing a major role in improving the reliability
and efficiency of the power system [12].

For decades, traditional power system operation and control has been performed by
systems built with a centralized architecture, using Supervisory Control And Data Acqui-
sition (SCADA) systems and Energy Management Systems (EMS)s. These systems were
initially developed in the 1970s, and as they were limited to the low computational power
and communication network bandwidth available at that time, they were designed to collect
measurements at a data rate on the order of seconds [103]. Due to these low data rates,
SCADA systems are only able to provide snapshots of the power system in steady state
rather than capturing the power system dynamics in real-time [75], [73]. SCADA/EMS
solutions have performed well in the traditional power system operation and control where
sufficient security margins and reserves are available. However, due to the increasing connec-
tion of power sources providing intermittent generation, increasing consumption, increasing
interconnection of national grids, and regulatory constraints on the deployment of new lines,
modern power systems tend to operate much closer to their limitations than they used to.
These changes necessitate greater grid situational awareness on the part of the ICT systems
supporting power system operation and control. Moreover, the majority of SCADA systems
and EMSs have been implemented on proprietary systems and protocols. The current trend
in efforts to improve the reliability and efficiency of the power system operation and con-
trol is to build such systems using de-centralized and open architectures with off-the-shelf
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4 CHAPTER 1. INTRODUCTION

technologies [103], [95], [30].
To respond to the challenges described above, Wide-Area Monitoring and Control (WAMC)

systems are being deployed internationally [88], [71], [105], [31], [93], [74]. Currently, these
systems are mainly deployed at the transmission level. While researchers have identified
potential benefits of applying this technology to distribution systems, e.g., [78], [28], distri-
bution system operators have not yet prioritized their deployment [96], [51]. These systems
are enabled by synchrophasors collected by Phasor Measurement Units (PMU)s1. The
major advantages of PMUs compared with the legacy SCADA systems are the fact that
synchrophasors are time-tagged (with the time when the synchrophasors are encapsulated)
and that these data frames2 are reported at rates up to fractions of a second [10]. These
features allow the operators to observe power system dynamics in real-time and to correlate
power system events globally. Therefore, WAMC systems offer the opportunity to develop
a brand new spectrum of applications that can be used to manage power systems at a more
responsible and responsive level.

Although synchrophasor technology has been available since the 1980s, its deployment
has been highly constrained by the limited capabilities of the underlying ICT infrastructure
at that time, including the limited communication bandwidth and computational power.
Driven by international initiatives and road maps, e.g., [8] from the National Institute of
Standards and Technology (NIST), [5] from the International Council on Large Electric
Systems (Cigré), [15] from the International Energy Agency (IEA), [7] from the Interna-
tional Electrotechnical Commission (IEC), and [6] from the North American Synchropha-
sor Initiative (NASPI), extensive efforts are underway to enhance and update legacy ICT
infrastructure for power system operation and control. These efforts are leading to the
implementation of WAMC systems throughout the world.

1.2 Research objectives

Although successful implementation of WAMC systems requires intensive investment, elab-
orate design, and comprehensive field tests, these systems benefit power system operation
and control by allowing for more efficient utilization of the transmission capacity and in-
creasing the speed of corrective actions for power system abnormalities [89]. As indicated in
[112], [85], [90], [102], [25], [63], and, more recently, [60], the functionality of WAMC systems
is largely dependent on the capabilities of the underlying ICT infrastructure that supports
these systems. Apparently, without proper design and configuration of ICT systems, it is
difficult to fully exploit the benefits of synchrophasor technology.

Many attributes of ICT systems could affect the quality of the WAMC data, which in
turn could affect the functionality of the intended WAMC applications. This dependence
is demonstrated by a recent report from NASPI stating that 71% of networked PMUs
in the power grid on the east coast of the United States failed to deliver valid data due
to problems associated with ICT systems. In this thesis, the limitations and constraints
imposed by the capabilities of the supporting ICT system are interpreted as the PMU data
latency, PMU data completeness, and PMU data accuracy (a more elaborate discussion is
provided in Chapter 2.2). Among the above three aspects of PMU data quality, this research
preliminarily focuses on the data latency, represented by PMU communication delays, as
well as the data completeness, represented by PMU data frame losses, and their impact on

1The term “PMU” is used in this thesis to denote any type of substation automation device, e.g.,
Intelligence Electronic Device (IED) [89] or Digital Fault Recorder (DFR) [109], that is capable of providing
synchrophasor output that complies with the IEEE standard C37.118 [10], [11].

2According to the IEEE standard C37.118, a data unit containing a collection of synchrophasors, fre-
quencies, rates of frequency change, and other descriptive information is referred to as a PMU data frame.
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the functionality of the WAMC applications. Although examining the PMU data accuracy
is outside the scope of this work, the reported virtual PMU and the co-simulation platform
provide a means to study the impact of the capabilities of the underlying ICT system on
the WAMC applications, including the PMU data accuracy. Based on the issues described
above, the following objectives are chosen for the research presented in this thesis:

• Report PMU communication delays and data frame losses from simulations and em-
pirical studies (Paper [1]∼[4]).

• Generalize the characteristics of the PMU communication delays by identifying prob-
ability distributions that offer the best fit to the empirical data (Paper [3] and Pa-
per [4]).

• Elicit design requirements of wide-area damping systems considering the PMU com-
munication delays and data frame losses (Paper [2] and Paper [4]).

• Design and validate delay-robust damping control schemes against PMU communi-
cation delays and data frame losses captured from simulation and empirical studies
(Paper [2] and Paper [4]).

• Implement a virtual PMU for a co-simulation platform with the purpose of studying
and validating WAMC applications (Paper [5]).

1.3 Research scope

This research contributes to assessments of existing technologies, i.e., communication and
damping control algorithms, in terms of their suitability for intended WAMC systems,
rather than proposing new protocols specialized to carry PMU data frames or algorithms
to enhance the damping control functionality in the presence of PMU data delays and data
frame losses. The communication infrastructure considered by this research is assumed to
be built with Internet Protocol (IP)-based technologies. This choice is motivated by the
fact that the IP-based communication infrastructure is becoming commonly available at
power utilities. This trend is driven by the advantages of applying IP-based technologies in
power system communication, e.g., increasing network scalability, improving the quality of
service, and freeing the industry from proprietary protocols and solutions [5], [14], [94]. The
application of other communication technologies to transmit PMU data frames is outside
the scope of this research. Moreover, this research considers WAMC applications with func-
tionalities sensitive to PMU communication delays and data frame losses. In other words,
the WAMC applications without stringent performance requirements such as post-mortem
analysis and transmission line temperature monitoring based on PMU measurements are
outside the scope of this work. The rationale behind this is that the accuracy of the PMU
measurement, the third PMU data quality measure defined in Chapter 2.2, has a greater
influence on the functionality of these WAMC applications than the input delays and data
frame losses. Finally, as elaborated in Chapter 2.2, the issues with PMU data quality have
three dimensions: latency, completeness, and accuracy. This research primarily focuses
on the PMU data latency and completeness, and leaves issues related to the PMU data
accuracy to future works.
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1.4 Research results

As motivated in Chapter 1.1, to fully exploit the benefits of synchrophasor technology,
WAMC systems should be designed according to the quantified knowledge of the capa-
bilities of the supporting ICT systems. In this research, studies are carried out from the
perspectives of both the power system and the ICT system, with the purpose to bridge
the gap between these two research disciplines. In the first phase, the capabilities of the
typical PMU communication network built from IP-based technologies are researched. The
results of this research are presented as PMU communication delays and data frame losses
(which are defined in Chapter 2.2). Specifically, these results are obtained by perform-
ing simulations (Paper [1] and Paper [2]) and empirical studies (Paper [3] and Paper [4]).
Next, the PMU communication delay results are generalized by identifying probability dis-
tributions with the best fit to the empirical data (Paper [3] and Paper [4]). In the third
phase, these results are used to elicit the design requirements for a typical synchrophasor
application, a wide-area damping system dealing with inter-area oscillations (Paper [2] and
Paper [4]). Moreover, these requirements are used to design and validate three distinct
wide-area damping control schemes with delay compensations (Paper [2] and Paper [4]).
The combined results of the three phases described above present a complete picture that
covers the requirements set by the intended WAMC application as well as the capabilities
of the underlying ICT systems. Finally, this thesis also contributes to the development of a
virtual PMU as part of a power system and communication network co-simulation platform
(Paper [5]). The purpose of this co-simulation platform is to examine and validate WAMC
application proposals in a real-time environment. The remainder of this section provides a
brief summary of the research results.

PMU data quality: latency and completeness

This study addresses the capabilities of the underlying ICT systems to support WAMC
applications, characterized by the PMU data latency and completeness. This section briefly
summarizes the results, presented as PMU communication delays and data frame losses.
As mentioned in Chapter 1.3, the other aspect of PMU data quality, PMU data accuracy,
is outside the scope of this research.

The PMU communication delay and data frame loss results are obtained by performing
simulations and empirical studies. The major advantages of simulation-based studies are
that they can provide insights into the research question in a cost-efficient manner, and also
that they allow the flexibility to perform studies in scenarios with various configurations
and architectures. However, the fidelity of these simulations is highly dependent on the
simplifications and assumptions made during the simulation course [76]. In contrast, while
conclusions made based on a large collection of empirical evidence tend to be more convinc-
ing and reliable, it is generally more costly to obtain these results. Empirical studies are
also commonly subject to constraints, e.g., it is usually difficult or impossible to modify the
parameters of the system under study to perform comparative studies. Empirical results
from the power sector are particularly rare, as these results may be considered too sensitive
to be disclosed to the public. Combining simulations with empirical studies enables a broad
spectrum of ICT systems to be studied with various configurations, e.g., different transport
layer protocols and architectures. Based on the methods used to collect data, this section
is further divided into two parts. The simulation results are presented in the first part, and
the PMU delays and data frame loss statistics from the empirical studies are discussed in
the second part.
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Simulation-based studies

The simulations in this thesis are performed in Network Simulator 2 (ns-23). The purpose
of the simulation studies is to investigate relevant ICT system scenarios without available
empirical results. In Paper [1] and Paper [2], the simulation targets are communication
networks built with IP-based technologies. Other than the PMUs, these networks also
provide service to Remote Terminal Units (RTU)s, video applications, and Voice over IP
(VoIP) applications. The choice of the simulation object is described in Chapter 1.3. In
general, the simulated IP networks correspond well to the common practices of power system
communication networks utilized by the European Transmission System Operators (TSO)s
[14]. Therefore, the results of this study can be used to guide the potential deployment of
WAMC systems.

The simulations reported in Paper [1] focus on comparing protocols, i.e., Transmission
Control Protocol (TCP) and User Datagram Protocol (UDP), as well as on the placement
of Phasor Data Concentrators (PDCs) and WAMC system architectures supporting various
applications. These studies are carried out using a hypothetical PMU network created based
on features of the Swedish power transmission grid. The simulated communication network
has a layered structure including the substation layer, the regional layer, the control center
layer, and the inter-control center layer (which only applies if the PMU data are shared with
other utilities). The scenarios studied here are primarily developed based on the WAMC
application proposals summarized in [90], [16].

Communication delays and data frame losses from ICT systems supporting three differ-
ent WAMC applications, the Centralized Monitoring Application, the Centralized Control
Application, and the De-centralized Control Application4, are studied in Paper [1]. The
motivation for this classification is provided in Chapter 2.1. The original results reported in
Paper [1] are the End-To-End (ETE) delays and Received Packet Rates (RPR), defined as
the ratios between the number of received PMU data frames and the total number of frames
transmitted. In this study, the power system quantities are measured by two independent
PMUs. Whenever one data frame from either of the two PMUs measuring the same quan-
tity is received by the receiving entity, the data frame reception is complete, and this data
frame is registered as “received”. The RPR results are converted into data frame loss rates
to be consistent with the other results reported by this thesis. The delay mean, standard
deviation, and the data frame loss rates for the Centralized Monitoring Application, the
Centralized Control Application, and the De-centralized Control Application are presented
in Table 1.1.

The simulations reported in Paper [2] are performed to investigate the PMU communi-
cation delays and data frame losses for a hypothetical ICT system, which is developed for a
test power system bench-marked to study inter-area oscillations [72]. The method used to
create simulation scenarios of the ICT system is the same as the method used in Paper [1],
but the concerned parameters are architectures, i.e., a centralized or de-centralized archi-
tecture, and the PMU frame rate, i.e., fs=10 Hz and fs=50 Hz. It could be argued that the
simulated network may not represent typical ICT systems that are specialized to support
WAMC applications with stringent performance requirements. To ensure the timeliness of
the data communication, it is advantageous for each WAMC application with demanding

3ns-2, an event driven simulation tool to study communication network dynamics, http://www.isi.
edu/nsnam/ns/.

4Originally, this type of application was referred to as a “Distributed Control Application” by Paper [1].

http://www.isi.edu/nsnam/ns/
http://www.isi.edu/nsnam/ns/
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Table 1.1: PMU communication delay mean/standard deviation (in milliseconds) and data
frame loss rate for the Centralized Monitoring Application, the Centralized Control Appli-
cation, and the De-centralized Control Application

Application Scenario No PDC PDC per substation PDC per region
PDC per sub-
station and re-
gion

Centralized
Monitoring

UDP-delay 152.1/4.67 164.2/4.20 167.4/4.30 217.9/4.46
TCP-delay 187.7/4.83 222.4/5.03 215.4/6.61 234.8/5.56

UDP-data frame loss 3.67% 5.23% 4.38% 5.97%
TCP-data frame loss 0.01% 4.84% 4.29% 5.01%

Centralized
Control

UDP-delay 324.2/4.67 337.4/6.80 339.5/6.30 355.2/6.21
TCP-delay 365.9/4.83 413.3/6.11 393.1/6.70 432.5/6.44

UDP-data frame loss 5.78% 6.34% 6.06% 7.23%
TCP-data frame loss 0.01% 4.97% 4.12% 6.97%

De-centralized
Control

UDP-delay 147.3/4.21 N/A N/A N/A
UDP-data frame loss 2.09 N/A N/A N/A

performance requirements to have its synchrophasor input transmitted on a dedicated com-
munication channel. However, as the number of PMU applications increases, this solution
runs the risk of creating ICT systems with the notorious “stove-pipe” architecture, and the
management and modification of such a system could be difficult and resource intensive [21].
The delay and frame loss results obtained from simulations are further used to elicit design
requirements for wide-area damping systems. The delay and data frame loss results from
simulations with different architectures and PMU frame rates are obtained by performing
a Monte-Carlo-type analysis. The results are presented in Table 1.2.

Table 1.2: PMU maximum communication delay (in milliseconds) and data frame loss rate
from the ICT system supporting the four-machine-two-area power system

Arch-1 Arch-2
10 Hz 50 Hz 10 Hz 50 Hz

Delay, µ/σ 72.00/3.18 77.84/3.88 50.14/3.14 51.66/3.41
Data frame loss rate 4.81% 5.27% 1.31% 2.41%

Maximum consecutive
data frame losses, Nfl

8 8 5 6

In summary, the PMU delay and data frame loss results from the simulations suggest
that UDP is a faster protocol than TCP with less complete data communication (more
data frame losses). On the other hand, data frame losses essentially have the same effect as
input delay (a detailed explanation is provided in the next section). The suitability of the
communication protocol depends on the performance and the reliability requirements for the
specific WAMC application. Additionally, the PMU data concentration inevitably causes
extra delays and data frame losses. The PMU data quality in general deteriorates with
increases in the number of data concentrations. This conclusion is alarming for a situation
where the power system is operated as a collaboration of multiple utilities, with each utility
maintaining its own copy of PMU data from a private PDC. In this case, PMU data has to be
exchanged through multiple levels of data concentrations, creating excessive delays and data
frame losses. However, the data concentration performed by the PDC is an indispensable
process in the utilization of PMU data. This is because the synchrophasors generated at
the same time instant by PMUs deployed at different locations have to be aligned before
they can used by the WAMC application. The data concentration is necessary as long as
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the WAMC application consumes synchrophasors from more than one PMU.

Empirical studies

The purpose of the empirical studies reported by Paper [3] and Paper [4] is to provide
insights into the characterization of the PMU communication delays and data frame losses.
Goodness-of-fit studies are performed to generalize the PMU communication delays by
identifying probability distributions offering the best fit to the empirical results. Specifically,
the reported empirical data are the average and maximum delays of the unprocessed PMU
data, the average delays of the processed PMU data in the PDC, and the PMU data frame
loss rates.

The empirical results are collected from a PMU network that includes eight PMUs from
multiple vendors and an OpenPDC platform [1]. The PMUs are deployed at five substations
dispersed across the power grid utility’s territory. The communication between the PMUs
and the PDC is carried out by a utility IP network, the details of which are presented in
Paper [3] and Paper [4]. In general, the characteristics of this network correspond well to
the current practices of using the IP-based technologies for power system communication,
as documented in [14]. Therefore, these empirical results can be generalized to represent
the capabilities of the state-of-the-art ICT systems supporting WAMC applications.

Average delays of the unprocessed PMU data These delays are captured by a time
window of ten seconds, from 9:00:00 AM on Nov. 10th, 2012 to 9:00:00 AM on Jan. 10th,
2013. No major power system or communication network failure were reported during this
period. These delays include the data propagation delays, router queuing delays, data
transmission delays, group delays (which only apply when the PMU manufacturer has not
properly compensated for these delays), and delays from phasor calculations5. An overview
of the average delays of the unprocessed PMU data is provided in Table 1.3.

Table 1.3: Overview of the average delays of the unprocessed PMU data (in milliseconds)

PMU Observation Distance Min/Max µ/σ Outlier(>100)
1 467,819 130 km 1/1158 12.66/8.56 0.0618%
2 447,580 480 km 3/3019 9.84/10.48 0.1007%
3 526,181 450 km 1/2390 10.48/10.10 0.0650%
4 467,773 500 km 1/6215 14.13/13.95 0.0767%
5 467,773 500 km 1/5509 14.11/18.53 0.0808%
6 77,311 400 km 8/1073 11.44/6.45 0.1033%
7 77,311 400 km 9/1525 11.54/15.13 0.1122%
8 77,311 400 km 9/1458 11.32/12.67 0.1277%

In this study, delays greater than 100 milliseconds are considered as outliers given their
statistical insignificance, and thus are excluded from this study. The histograms of the
average delays of the unprocessed PMU data from the eight PMUs exhibit similar shapes.
Therefore, only the histogram of the average delays of the unprocessed PMU data from
PMU-1 is presented in Figure. 1.1a. The histogram presents two spikes: one between 5

5The time-stamp of the phaosor is defined as the time of the theoretical phasor that the estimated
phasor represents. The estimation is produced based on a window of samples, and estimated phasor usually
represents the theoretical phasor prior to the time of the last sample from the data window [10].
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and 10 milliseconds and the other between 10 and 30 milliseconds, both of which appear as
normal distributions. In the goodness-of-fit studies, the distribution that provides the best
fit to the empirical data is identified by combining the Akaike Information Criterion (AIC )
metric and quantile-quantile plots. The candidate distributions are selected by building
analogies to the research efforts made to characterize the delays on the Internet, and by
observing the particular shape of the PMU delay distributions (the details of which are
provided in Chapter 3.3). The results of this study suggest that a bi-modal distribution
that mixes two normal distributions can model the average delays of the unprocessed PMU
data the best among the candidate distributions. The parameters of the bi-modal distribu-
tions estimated by performing maximum likelihood parameter estimations are presented in
Paper [3].

Maximum delays of the unprocessed PMU data The maximum delays of the un-
processed PMU data are captured from the same time window and period as the average
delays. An overview of the maximum delays of the unprocessed PMU data is presented in
Table 1.4.

Table 1.4: Overview of the maximum delays of the unprocessed PMU data (in milliseconds)

PMU Observation Min/Max µ/σ Anomaly Outlier(≥450)
1 467,768 -2/1266 81.16/93.90 0.0344% 0.0735%
2 467,761 -2/3211 72.27/94.81 0.0367% 0.0708%
3 467,784 -1/3006 73.66/95.64 0.0372% 0.0730%
4 467,775 -2/6219 79.31/95.38 0.0409% 0.0942%
5 526,429 -1/5587 72.28/99.21 0.0397% 0.0933%
6 468,032 -1/2611 77.54/95.56 0.0632% 0.1074%
7 526,497 -1/2098 72.38/91.96 0.1624% 0.2101%
8 526,493 -2/2773 71.75/91.82 0.0821% 0.1284%

The PMU maximum delay datasets contain a small portion of observations with values
smaller than the corresponding propagation delays presented in Paper [4]. This is due to
the resolution of the delay observation, which is on the order of milliseconds (a detailed
explanation of the anomalies is provided by Paper [4]). Other than the anomalous data,
some observations deviate significantly from the delay means. In this study, delays greater
than 450 milliseconds are considered as outliers given their statistical insignificance. The
frequencies of the anomalies and outliers are presented in Table 1.4, and they are both
excluded from further analysis.

The histograms of the maximum delays of the unprocessed PMU data from the eight
PMUs exhibit similar shapes. Therefore, only the histogram of the maximum delays from
PMU-1 is presented in Figure. 1.1b. This histogram shows that the majority of the delay
observations are dispersed within three segments. As suggested by [38], the Video applica-
tion, PMUs and RTUs typically generate periodic traffic, whereas the data transfer from
the VoIP application always appear in bursts. The video application and PMUs have the
highest data rate among the four applications, therefore their data frames form the base
traffic in the network in question. With the minimum background traffic (which is only
from the video application), the PMU data frames experience the shortest delays, 5∼30
milliseconds. The PMU data frames tend to be further delayed by up to 30∼120 millisec-
onds when the RTUs start to report to the SCADA server. The larger delay values within
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Table 1.5: Overview of the average delays of the processed PMU data(in milliseconds)

PDC Observation PDC time-out Min/Max µ/σ
1 267,614 23 19/67 40.00/3.11
2 267,614 29 19/67 40.14/3.15

this range could be due to the extra RTU traffic caused by the occasional reporting of
events. Finally, the PMU data frames can be significantly delayed when the traffic from
the fourth application, VoIP, appears in the network. This leads to delays up to 175∼350
milliseconds. Fortunately, all of the substations of this utility are unmanned. Therefore,
phone calls between the control center and the substations are infrequent. The above hy-
pothesis is validated by performing simulations of a communication network with the same
parameters and structure. Similar patterns are observed when the traffic from these four
applications is incrementally added to the network.

The results of the goodness-of-fit studies suggest that a tri-modal distribution that
combines three normal distributions provides the best model of the maximum delays of the
unprocessed PMU data the best, among the candidate distributions. The parameters of the
tri-modal distribution estimated by performing maximum likelihood parameter estimations
are presented Table 1.8.

Average delays of the processed PMU data The processed PMU data are PDC
outputs produced by aggregating data frames from multiple PMUs. This study addresses
the average delays of the PMU data processed by two PDCs with different PDC time-out
configurations (a detailed description of the PDC function can be found in Chapter 2.1).
The delay results are obtained from a time window of ten seconds, from 9:00:00 AM on
Dec. 10th, 2012 to 9:00:00 AM on Jan. 10th, 2013. The delays of the processed PMU
data represent the combinations of the data propagation delays, transmission delays, router
queuing delays, group delays (which only apply if the PMU manufacturer has not properly
compensated for these delays), delays from phasor calculation, and data aggregation delays
at the PDC. The characteristics of the average delays of the processed PMU data are
summarized in Table 1.5.

The delays of the processed PMU data from the two PDCs under study follow a similar
distribution. The histogram of the delays of the PMU data processed by PDC-1 is presented
in Figure 1.1c. The results of the goodness-of-fit studies suggest that a normal distribution
is the best model for the average delays of the processed PMU data among the tested
candidates. The parameters of the identified normal distributions can be found in Paper [3].

PMU data frame losses The number of PMU data frames lost due to data commu-
nication and the number of data frames sent by each PMU are tracked by the OpenPDC
platform in a data window of ten seconds. The data frame loss rate can be derived as the
ratio between these two statistics in a specific study period. It is important to note that
these statistics only reflect the PMU data frame loss due to data communication, while
those data frames discarded by the PDC due to PDC time-out are not part of the results
presented here. The PMU data frame loss results from a two-month period, between 9:00:00
AM on Nov. 10th, 2012 and 9:00:00 AM on Jan. 10th, 2013 are presented in Table 1.6.

There are some frame loss rate observations with values larger than 100%. These obser-
vations are apparently anomalous, and thus they are excluded from the study. In general,



12 CHAPTER 1. INTRODUCTION

0 10 20 30 40 50 60 70 80 90 100
0

2

4

6

8

10

12

14

16

18

PMU−1 delay [millisecond]

H
is

to
g

ra
m

 [
%

]

Average delays of the unprocessed PMU data

0 50 100 150 200 250 300 350 400 450
0

0.5

1

1.5

2

2.5

3

3.5

4

4.5

5

PMU−1 delay [millisecond]

P
ro

b
a

b
ili

ty
 d

e
n
s
it
y
 f
u

n
c
ti
o

n
 [

%
]

Maximum delays of the unprocessed PMU data

0 10 20 30 40 50 60 70 80 90 100
0

5

10

15

PDC−1 delay [millisecond]

H
is

to
g

ra
m

 [
%

]

Average delays of the processed PMU data

Figure 1.1: Histograms of the PMU communication delays with their corresponding delay
predictions (in red) generated by applying the identified probability distributions with the
best fit. The delays of the unprocessed data are obtained from PMU-1 and the delays of
the processed data are obtained from PDC-1

Table 1.6: PMU data frame loss rates over a two-month period

PMU Observation Anomaly Frame loss rate
1 466,345 0.1568% 0.0012%
2 462,134 0.0033% 0.0007%
3 465,528 0.0000% 0.0012%
4 467,087 0.0037% 0.0012%
5 525,235 0.0065% 0.0009%
6 465,534 0.0000% 0.0005%
7 523,142 0.0000% 0.0007%
8 523,392 0.0013% 0.0009%
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the PMU frame loss rate from this IP network with TCP is approximately 0.001%. These
data frame loss results are more optimistic compared to those obtained from a utility UDP
network, as presented in [48]. This is because TCP is a connection-oriented protocol, so that
whenever a TCP segment (usually containing several PMU data frames) is lost or a TCP
segment does not arrive at the receiving entity before time-out, this “missing” segment is
re-transmitted by the sending TCP entities. In contrast, UDP, as a connectionless protocol,
makes no effort to compensate for the lost datagrams [98]. Although TCP is theoretically
a lossless protocol, several data frames are still lost by this actual utility IP network. For
example, according to the logged statistics, the maximum consecutive PMU data frames
lost, Nfl from PMU-1 is six. This value is used to design the delay-robust control schemes
in the next section.

Design and validation of wide-area damping systems
The PMU data quality results, the PMU communication delays and the data frame losses
presented in the previous section are applied to determine the design requirements for the
wide-area damping systems. These design requirements are then used to illustrate the
design of the GPC-based wide-area damping system (Paper [2]), and to validate three
distinct delay-robust wide-area damping control schemes (Paper [4]). Moreover, this thesis
also contributes a systematic approach to design the wide-area damping system considering
communication delays and data frame losses. This approach can be combined with existing
rules of thumb, which primarily focus on the complexity of the power systems and the
change of operating conditions, to design the wide-area damping system. This section
is divided into three parts, with the first describing the design requirements considering
the capabilities of the supporting ICT systems is reported first. Next, the design of the
GPC-based damping system is presented. Finally, the validation results of the delay-robust
control schemes are discussed.

Design requirements for wide-area damping systems

Among many proposed WAMC applications, the use of synchrophasors to damp inter-area
oscillations has attracted a great deal of attention. Many proposals have been made in
the academic literature, e.g., [104], [106], [101], [35], [67], [69]. However, to the best of the
authors’ knowledge, the only field test results available regarding this application are from
[34] and [93]. A well-recognized obstacle to the deployment of wide-area damping systems
is the insufficient performance of the supporting ICT infrastructure, as indicated by [35]
and [69]. Therefore, efforts are made in this thesis to elicit the design requirements for
wide-area damping systems based on the capabilities of the supporting ICT infrastructure.

As indicated in Chapter 1.1, the timeliness of the PMU data is critical to the function-
ality of wide-area damping systems. The PMU data frame losses pose a similar threat to
the functionality of the WAMC applications as input delays. This is because whenever a
PMU data frame is lost, the computations of the WAMC application must be performed
using the most recently available PMU data frames, which contain outdated PMU mea-
surements. Thus, a valid design has to consider PMU data frame losses in addition to any
communication delays. From the perspective of the WAMC application, Nfl consecutive
frame losses essentially create a delay equivalent to Nfl

fs
. As a response, the augmented

delay is defined as representing the combination of the PMU communication delays and
consecutive data frame losses in Paper [2]. The augmented delay represents the sum of
the delay resulting from the maximum consecutive frame losses, Nfl

fs
and the delay due to

communication delays. The above definition intuitively indicates that the augmented delays
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can also be modeled by the same distributions as the delays (normal distributions in this
case). The mean, µ′ of the augmented PMU delays equals the sum of Nfl

fs
and the µ of the

PMU delays, while the σ′ of the augmented PMU delays remains the same as the σ of the
PMU delay. The reliability requirement of the controller, Rc is typically specified as a per-
centage value, i.e., the control function should have a reliability of Rc=99.99%. By referring
Rc to the Probability Density Function (PDF) of the augmented delays, P (x≤Targ)=Rc,
the design threshold Targ can be calculated. Targ represents the compensation limit of the
delay-robust damping system with respect to the combination of delays and data losses,
and it is applied to guide the parameterization of the wide-area damping system based on
the GPC. The design requirements from Paper [2] are summarized in Table 1.7.

Table 1.7: Augmented delays and the compensation limit (in milliseconds) for the ICT with
different configurations

Arch-1 Arch-2
10 Hz 50 Hz 10 Hz 50 Hz

Augmented delay, µ′/σ′ 872.00/3.18 237.84/3.88 550.14/3.14 171.66/3.68
Targ 883.66 251.56 561.65 185.54

In Paper [4], the design requirements for wide-area damping systems are determined
based on the maximum PMU delays and the number of the maximum consecutive PMU
data frame losses from PMU-1. By applying a liberal assumption that the maximum delay
always occurs at the first PMU data frame available after consecutive data frame losses, the
augmented PMU delays can be obtained by adding Nfl

fs
to the corresponding maximum PMU

delays. The PDF of the maximum PMU delays can be estimated by performing goodness-of-
fit studies. The PDF of the augmented delays can, in turn, be obtained by shifting the PDF
of the maximum PMU delays to the right for Nfl

fs
. The purpose of this liberal assumption

is to allow for sufficient stability margins for the designed wide-area damping systems. The
maximum PMU delays can be modeled by a tri-modal distribution, the parameters of which
are provided in Paper [4]. By inserting Nfl=6 and fs=50 into Nfl

fs
(see Paper [4] for details),

the equivalent delay due to consecutive data frame losses is calculated as 120 milliseconds.
The PDF of the augmented PMU delays is obtained by adding 120 to the three means
of the PDF of the maximum PMU delays. The parameters of the tri-modal distribution
representing the augmented PMU delays are presented in Table 1.8. Referring to the 99.99%
value of the PDF of the augmented PMU delays, the compensation limit that allows the
damping system to reach a reliability of 99.99% (with respect to the combination of delays
and data frame losses) can be calculated as Targ=518.88 milliseconds. This value is applied
to parameterize the wide-area damping systems validated in the next section.

Design of a GPC-based wide-area damping system

To demonstrate the effectiveness of the proposed design method, time domain simulations
are performed for a GPC-based wide-area damping system. The damping controller studied
here is composed of three components: an on-line model estimator, a GPC, and a delay
identifier. The on-line model estimator is implemented based on a Kalman filter and is
used to identify the power system model in run-time according to the PMU measurements.
The GPC controller predicts future control sequences based on the current and previous
PMU measurements together with the previous control sequences. The delay identifier is
responsible for detecting the communication delays in this network by comparing the time-
stamp of the control vector with the instant in time when it is received. With the assistance
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Table 1.8: Parameters of the tri-modal distribution representing the augmented PMU delays
of PMU-1

p′
1 p′

2 µ′
1/σ′

1 µ′
2/σ′

2 µ′
3/σ′

3
0.2342 0.5655 132.2627/2.3913 165.9714/18.9561 380.4470/42.3225

of the delay identifier, the appropriate control sequence with respect to the current time is
selected from the control vector and sent to the control actuator. The parameterization of
the GPC is typically guided by heuristics. A framework for the design of GPC-based wide-
area damping systems to mitigate input delays and data frame losses is proposed below as
a general guidance.

• The denominator of the CARMA model, nb should be larger than the number of
unstable and oscillatory modes in the power system. To identify the minimum value of
nb, small-signal analyses should be performed off-line for the concerned power system
scenarios. These studies should exhaust the common combinations of faults, loading
conditions, and network configurations with respect to the predicted delay horizon,
0∼ Targ (because the delays may induce new modes in the system [68]). Next, the
AIC metric is used to identify the optimal combinations of nb and na, subject to the
constraint on the minimum value of nb.

• A conservative choice of control horizon, NC is to let NC ≥ nb. This design allows the
GPC-based damping system to respond to all possible high-order system transients,
including those triggered by the delayed input. To alleviate input delays and data
frame losses, the GPC should be able to predict control sequences up to Targ. This
requirement is usually translated as the number of steps into the future that the GPC
needs to predict. This value is calculate as Targ ×fs. Moreover, according to [41], [42],
the control outcome is positively correlated to the size of NC , until a certain point
where further increases in NC have little impact on the control quality. The optimal
value of NC can be identified by performing trial-and-error searches from the greater
value between nb and Targ × fs until further increases in NC provide no improvement
of control functionality.

• The prediction horizon, NP should be larger than sum of NC and the system rising
time [26].

• The control weighting λ should be chosen so that the magnitude of the control terms
are of a similar order as the tracking terms.

Validation of wide-area damping systems against PMU communication delays
and data frame losses

As motivated by Chapter 1.2, the performance of the supporting ICT system has been
recognized as a bottleneck that limits the deployment of wide-area damping systems. In
response to this claim, three distinct delay-robust control schemes are validated against the
probability distribution that represents the augmented delays from PMU-1. The following
delay-robust control schemes are tested: the Gain Scheduling Power Oscillation Damp-
ing (GSPOD) controller [104], the GPC-based damping controller (GPC ) [106], and the
Adaptive Phasor Power Oscillation Damping (APPOD) controller [35]. These controllers
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Table 1.9: Damping control against augmented PMU delays from PMU-1

Scenario Controller Overshoot(≤20%) Settling(≤15 seconds)

A
GSPOD 83.1% 78.8%
GPC 91.3% 89.2%

APPOD 89.3% 79.3%

B
GSPOD 79.6% 81.2%
GPC 88.3% 81.6%

APPOD 82.3% 90.4%

are deployed at generator G3’s excitation systems, and the phase angle difference between
Bus 5 and Bus 6, θ56 is used as the remote input signal to the controller. To illustrate
the performance of these controllers, time-domain simulations are performed on the four-
machine-two-area network bench-marked to study inter-area oscillations [72]. This study
addresses two different power system configurations, Scenario A and Scenario B with
distinct local and inter-area modes (the details of which can be found in Paper [4]). A
three-phase-to-ground fault occurs in the middle of one of the two parallel tie-lines at t=1.
After 160 milliseconds, the fault is cleared by disconnecting the faulted line.

The delays are generated randomly at an interval of 20 milliseconds (corresponding to the
PMU frame rate, fs=50 Hz) following a tri-modal distribution with parameters6 provided
in Table 1.8 (to approximate the augmented delays of PMU-1 ). The principles of these
delay-robust control schemes and their parameters are described in Paper [4]. The system
responses of each control scheme to the time-variant delays are simulated 1000 times. In all
of the simulation cases, the control schemes in question effectively stabilize the power system
within 25 seconds in the presence of input delays and data frame losses. The performance
of the delay-robust damping control schemes are assessed by a Monte-Carlo-type analysis,
and the results, assessed using over-shoot and settling time metrics, are summarized in
Table 1.9.

Development of a virtual PMU for co-simulations

A virtual PMU is developed in Paper [5] to provide a means to perform co-simulations
of power systems and their underlying ICT systems. The primary purpose of this imple-
mentation is to overcome the scalability limitation imposed by the number of PMUs and
interfaces of the simulators available in the hardware-in-the-loop tests. The work reported
by Paper [5] is a continuation of the research effort previously presented by [18].

The virtual PMU, referred to as softPMU in Paper [5], is composed of two functional
blocks, the phasor calculation block and PMU Daemon. The phasor calculation block is
constructed in Simulink7 environment, which allows it to be run on the eMEGAsim real-
time simulator [50]. The raw data calculated from the phasor calculation block is further
crafted into PMU data frames according to the IEEE standard C37.118 [10], [11] by PMU
Daemon. The architecture of the virtual PMU is presented in Figure 1.2. To validate the
performance of this virtual PMU, conformance tests are performed under the guidance of

6p1 and p2 are mixing factors that represent the weight of an individual normal distribution in the
tri-modal distribution

7Simulink is a block diagram environment for multi-domain simulation and model-based design, www.
mathworks.com/products/simulink.

www.mathworks.com/products/simulink
www.mathworks.com/products/simulink
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[4]. The results of the protocol conformance tests, reporting rate conformance tests, and
performance conformance tests are provided by Paper [5].

Figure 1.2: The architecture of the virtual PMU

1.5 Thesis outline

The rest of this thesis is structured as follows. Chapter 2 presents an overview of the
research context. Specifically, this chapter discusses WAMC systems, PMU data quality,
delay-robust wide-area damping systems, and the co-simulation of power systems and com-
munication networks. Next, the research design and methodology are described in Chap-
ter 3. Part I of the thesis is concluded by Chapter 4, which summarizes the contributions
of this thesis and describes future work. Part II of this thesis includes Paper [1]∼[5], the
results of which are briefly reviewed in Chapter 1.4 in Part I of the thesis.





Chapter 2

Research context

This chapter provides background on the following topics: the WAMC system, the PMU
data quality, the delay-robust wide-area damping systems using synchrophasors, and the
power system and communication network co-simulation platform.

2.1 Wide-Area Monitoring and Control systems

As initially discussed in Paper [1], a complete WAMC system is typically built with either a
centralized or a de-centralized architecture. In the centralized paradigm, the PMU measure-
ments collected from various locations in an interconnected power system are transmitted to
a central location. These globally synchronized and high-resolution measurements are used
either by a monitoring application to raise alarms and calculate metrics, or by a control
application that computes control commands. The outputs of the monitoring systems are
then used to assist operators in evaluating the power system operating conditions and to
determine corrective actions for power system events. In these control systems, the control
commands are calculated based on PMU measurements and then transmitted to actuators
that are placed in substations at one or more locations in the grid. A prominent feature of
this architectural paradigm is that the input to the WAMC systems is the global informa-
tion about the power system. Alternatively, a WAMC system can also be constructed with
a de-centralized architecture, in which case only partial information about the power system
is sufficient to the execute the function of the supported application. In summary, the basic
components of any WAMC system are as follows: PMUs, PDCs, PMU-based applications
(which themselves are composed of different information technologies and underlying al-
gorithms), and communication networks that link the different components together as a
system [110].

Similar to the traditional SCADA system, a WAMC system also has a three-layer struc-
ture. The logical architecture of a typical WAMC system is presented in Figure 2.1. In
the first layer, the WAMC system interfaces with the power system process on substation
bus-bars and feeders where the PMUs are placed; this layer is referred to as the Data Ac-
quisition Layer. The second layer is known as the Data Management Layer, in which the
synchrophasors and other PMU measurements are collected and sorted into a single time
synchronized dataset by the PDCs, which can also be placed hierarchically [89]. Note that
the data aggregation and alignment performed by the PDCs are not necessary when the
WAMC application only uses measurements from one single PMU. Finally, the third layer is
the Application Layer, which represents the PMU-based application functions that process
the time-synchronized PMU measurements provided by the previous layer. The primary
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Figure 2.1: Layers and components of conceptual WAMC systems

function and state-of-the-art technologies of the critical components of the WAMC systems
are briefly described in the following sections.

Phasor Measurement Unit
The PMUs are devices that calculate synchrophasors, frequency, and the rate of change of
frequency based on measured power system quantities. The full definitions of the above
measurements can be found in the IEEE standard C37.118.1 [10]. A block diagram illus-
trating the functional elements of a PMU is provided in Figure 2.2.

Anti-aliasing 
filter

A/D 
conversion

 

Phasor 
calculation

Power system
 quantities 

Delay 
compensation

The samples are time-
stamped with respect to 

the UTC time

Figure 2.2: Functional elements of a PMU [89]

The analog current and voltage signals are digitized into samples by an Analog/Digital
(A/D) converter equipped with anti-aliasing filters. Commonly, the cut-off-frequency of the
anti-aliasing filter is less than half of the sampling frequency to satisfy the Nyquist criterion.
The sampling rate has increased steadily over the years as faster A/D converters and micro-
processors have become available, starting at a rate of 12 samples per cycle of the nominal
power frequency in the first PMUs [91] and increasing to as high as 5000 samples per cycle
in a recent implementation [86]. This change has been primarily driven by the need to
improve the measurement accuracy and remove the anti-aliasing filters to limit the delays
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and estimation deficiencies in the phasor calculation. The outputs of the A/D converter
are samples tagged with descriptive time information representing the instant in time when
these samples are produced.

The positive sequence estimates of the input current and voltage signals are computed
based on a moving sample window at a particular instant in time. Depending on the specific
algorithm and the filters used (filters may differ in type and window length), the estimated
synchrophasor is assigned an appropriate time indicating the instant of the estimation.
This time is represented by the time-stamp of the synchrophasor. The IEEE standard
C37.118.1 recommends time-tagging the synchrophasor with the time at the center of the
estimation window. PMU vendors are allowed to use different solutions depending on
their specific designs and implementations. Instead of mandating a single measurement
algorithm, PMU performance under a variety of conditions is defined by the standard to
ensure the consistency of measurements from PMUs with different designs. Among the
metrics proposed by the standard, the Total Vector Error (TVE)1 is introduced as the
primary measure of the accuracy of the estimated synchrophasor in the power system steady
state.

The PMU outputs PMU data frames to be transmitted over communication links to a
higher level in the WAMC system hierarchy. A PMU data frame is a collection of PMU
measurements that may include multiple channels of synchrophasors, frequency measure-
ments, rate of change of frequency measurements, time information, and other descriptive
information. According to the IEEE standard C37.118.2, the reporting rate of PMU data
frames, the PMU frame rate, is an integer number of times per second or integer number
of seconds per frame. The structure and content of the PMU data frame were also defined
by the same standard.

Phasor Data Concentrator
PDCs are components at the Data Management Layer. The PDCs are designed to gather
data from the connected PMUs, sort and align data, reject bad data, alter the frame rate
of the PMU data (up or down sample the PMU data), and create snap-shots for a wider
part of the power system from the PMU data, which is simultaneously recorded [11]. This
section describes the most fundamental and prominent functions of the PDC, those that
distinguish the PDCs from computer servers with generic functions, i.e., the data alignment
and the changing the PMU frame rate, are described. An intuitive example illustrating the
functions of data alignment and down-sampling perform by a PDC is provided in Figure 2.3.

The primary function of the PDC is to filter out data with notable delays and then
sort the timely data into a time synchronized dataset. This function is referred to as
data alignment in this thesis. The rationale behind this function is twofold: first, as the
PMU communication service is commonly provided by wide-area networks, excessive delays
due to communication network irregularities are inevitable; second, the WAMC systems
are constructed to exploit the advantages of the real-time information provided by the
synchrophasor technology. Those PMU data with excessive delays provide no value to the
intended WAMC applications, and even run the risk of degrading their functionality [97],
[110]. This data alignment function is facilitated by assigning a PDC time-out to the PDC
input buffer, where the time-out represents the amount of time that the PDC actively waits
for synchrophasors with the intended time-stamp. When the dataset in the buffer is full or
the wait time has elapsed, the PDC forwards the dataset to the higher level components

1TVE is a measure of the error between the theoretical phasor value of the measured signal and the
phasor estimate.
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Figure 2.3: Examples of the data alignment function and the down-sampling function per-
formed by a PDC

in the WAMC system hierarchy. This time-out per dataset introduces a ceiling in terms
of the maximum delays experienced by a PMU data frame in the data alignment process.
This configuration ensures that the PDC forwards the available measurements within an
expected time range, sacrificing the data completeness. It is intuitive that the less time
a PDC waits for the incoming PMU data frames, the less time it takes the PDC to send
the sorted data. However, this may impose the cost of increasing the probability of data
frame losses. In contrast, a long waiting time may improve the data completeness at the
cost of longer delays. If one PMU frame is discarded by the PDC due to a time-out,
then the computations of the WAMC application have to be performed based on the most
recently available PMU data frames, and these measurements are one reporting cycle old.
For example, when the PMU frame rate is 50 Hz, a lost frame results in a 20 millisecond
delay, in addition to any communication delays. Therefore, given a similar influence on the
functionality of the WAMC applications, data frame loss can also be interpreted as delays
from the user’s point of view. More thorough analyses of the correlation between the PDC
time-out setting and the PMU delays and data frame losses can be found in [38], [111].

At the PDC, the synchrophasor frame rate can also be changed to meet the particular
requirements of the WAMC application. This is achieved by systematically discarding data
frames from the PMU data stream (down-sampling) or by adding pseudo data to the PMU
data stream (up-sampling) at the PDC processing buffer. These functions are introduced
with the goal of ensuring the flexibility and scalability of the WAMC systems.

The existence of PDCs clearly adds extra delays to the PMU data. Some researchers have
discussed removing the PDCs and moving the relevant functions to the WAMC applications
instead. In this case, each WAMC application would have a dedicated system to manage
the PMU data. However, increasing the number of WAMC applications tends to create
WAMC systems with the notorious “stove-pipe” architecture. These systems may suffer
from poor flexibility and scalability [21]. Therefore, the development of WAMC systems
without PDC data alignment is outside the scope of this thesis.



2.1. WIDE-AREA MONITORING AND CONTROL SYSTEMS 23

Power system communication
The WAMC applications studied in this thesis are supported by IP networks. The use of
IP-based technologies has been viewed as an opportunity to improve the quality of service
of traditional power system communication [5], [37]. In addition to communication net-
works designed especially for WAMC systems, this section also reviews the development
of power system communication to establish the research context of this thesis. Moreover,
the features of the communication networks for PMUs and the relevant standards are also
described in this section.

Several factors determine the characteristics of power system communication, with some
due to the criticality of the power industry, i.e., the need for reliable communication, and
others related to the structure and organization of the power system operation, i.e., regu-
lated or de-regulated power systems [84], [81], [56]. The reliability of communication was a
primary driving factor in the design of early power system communication protocols, e.g.,
Modbus, IEC 60870-101, and DNP. Meanwhile, these solutions also reflect the deficiencies
in the capabilities of ICT systems at that time, i.e., limited processing power, storage space,
and communication bandwidth [99], [84]. These restrictions led to the development of vari-
ous techniques for SCADA systems, e.g., polling and unbalanced polling [84], with the goal
of efficiently managing the multitude of data available from the power system process.

These techniques evolved as new communication technologies became available, espe-
cially with the introduction of IP-based technologies [81]. The use of these technologies in
power system communication can be traced back to approximately the same time as the
invention of ARPANET [32], [33]. This change was primarily driven by the need to improve
the scalability and the quality of service of power system communication [81]. Addition-
ally, the adoption of these off-the-shelf techniques also provided an opportunity to replace
the proprietary solutions present in power system communication networks, simplifying the
management of these communication systems [80]. However, considering the criticality of
the power system, the introduction of IP-based technologies to power system communica-
tion also created several concerns, e.g., the performance, predictability, and security of the
data communication [27].

The transition to the use of IP-based technologies did not start from scratch by com-
pletely eradicating the well-established principles of power system and SCADA communi-
cation. Instead, efforts were made to modify the existing protocols to become compatible
with IP-based solutions. For example, the IEC 60870-5-104 protocol was introduced as an
IP-compatible update of the IEC 60870-5-101 protocol [56]. This paradigm shift has taken
place by the incremental replacement of legacy proprietary power system communication
solutions with these off-the-shelf technologies [103]. Consequently, current power system
communication networks typically contain a mixture of heterogeneous techniques, media,
and protocols [37]. This feature distinguishes the power system communication networks
from those deployed for other industries.

The fundamental difference between the WAMC system communication and the SCADA
communication is that the data transmission between the PMUs and the WAMC applica-
tions is typically continuous [37]. This is particularly common for WAMC applications
with underlying ICT systems with a centralized architecture, e.g., PMU-based state es-
timation [85]. Alternatively, the publish-subscribe paradigm is also feasible for some of
the de-centralized WAMC systems, e.g., PMU-based wide-area damping systems2 [108]. In
fact, a great deal of effort has been made to propose PMU communication solutions on top

2The proposed damping control system was built in a distributed fashion. However, as the control is
performed based on partial information about the power system, this wide-area damping control system
was categorized as a de-centralized control system in this thesis (details are provided in Chapter 2.1).
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of IP-based technologies. For example, a middleware framework is being developed and
prototyped in the Gridstat project [54]. The purpose of this framework is to provide flexi-
ble, robust, timely, and secure delivery of PMU data to the power system. The NAPSInet
project is another more extensive effort underway as a collaboration between the govern-
ment, regulatory authorities, utilities, vendors, and academics. The goal of this project is
to propose a standard, distributed, secure, and expandable communication infrastructure
to support WAMC applications in North America [64].

Similarly to the evolution of SCADA protocols, the proliferation of synchrophasor pro-
tocols also began with propriety, e.g., the BPA-stream for data concentrators, and then
became standards, e.g., the IEEE standard 1344 [2] and more recently, the IEEE standard
C37.118.2 [11]. Strictly speaking, the above standards only provide structural and content
definitions of the PMU data frame that are intended to be transmitted over the IP suite,
serial connections or Ethernet, rather than representing full-scale communication proto-
cols such as the IEC 60870-5 protocol for SCADA communication. Furthermore, a great
deal of effort has been made to harmonize synchrophasor protocols with those of substa-
tion automation systems, e.g., the harmonization of the IEC standard 61850 and the IEEE
standard C37.118 [82]. This change was primarily driven by the increase in synchrophasor
functions available in the IEDs [89] and DFRs [109]. An important outcome from these
initiatives is the IEC standard 61850-90-5 [13].

PMU-based WAMC applications

The WAMC applications are composed of various information technologies and algorithms
to perform their intended functions using PMU measurements. Significant effort has been
made to classify these PMU-based applications, starting from an early categorization ac-
cording to the WAMC application functions [3] to a more recent classification based on
the latency and availability requirements of WAMC applications [46]. In this thesis, the
WAMC applications are instead categorized according to the characteristics of the input to
the WAMC application, i.e., partial or global grid information, and whether the operators
are involved in the decision-making process. As described in Chapter 1.1, the dependence
of the functionality of the WAMC applications on the capabilities of the underlying ICT
systems is a major driving factor for the design of the WAMC system. As a response, this
classification is proposed to reflect the performance requirements (presented as combina-
tions of PMU communication delays and data frame losses, defined in Chapter 2.2) that
WAMC applications impose on the underlying ICT systems. Three WAMC application
types are studied in this thesis, the Centralized Monitoring Application, the Centralized
Control Application, and the De-centralized Control Application3. The initial results were
first published by Paper [1], a more elaborated description with some updates are provided
in this section.

The primary purpose of the Centralized Monitoring Application is to assist operator
decision-making by providing coherent wide-area grid information. One of the emerging
WAMC applications in this area is the PMU-based state estimator [85]. The applications
in this category are characterized by two prominent features. First, the input to these
application is the power system global information collected by PMUs. Second, the decisions
are made by the operators with assistance from these WAMC applications. Due to the
involvement of human beings in the control-loop as well as the need to transmit and manage

3Originally, this type of application was named as “distributed control” in Paper [1]. However, the
authors feel that it is more appropriate to use the term “De-centralized Control” instead.
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a large amount of PMU data, the Centralized Monitoring Application generally has the least
stringent data latency and completeness requirement among the applications studied here.

The Centralized Control Application is designed to perform automated control without
involving the operators. These applications are facilitated by wide-area systems composed
of a multitude of data acquisition and control actuation devices dispersed throughout the
power system, as well as communication networks that connect these components together.
A typical application from this category is the PMU-based load-shedding scheme for voltage
control [16]. In fact, this type of application is relatively rare at the moment, possibly due
to the challenges involved in transmitting large amounts of PMU data in a timely manner.
Moreover, this type of application can also be implemented without deploying PMUs, for
example, by coordinating the existing protection systems through data communication. In
general, the performance requirements of the Centralized Control Application are interme-
diate among the applications studied here.

The distinguishing feature of the De-centralized Control Application is that its function
is carried out based on partial rather than complete grid information. In most cases, the
control command is computed according to PMU measurements collected from a limited
number of locations in the grid. For example, the wide-area damping controller usually
uses one PMU measurement, e.g., the bus voltage, the tie-line current, the tie-line power
flow, or the frequency shift, or the phase angle difference synthesized by two PMU mea-
surements [108], [35], [40]. Control applications with this feature are referred to as the
De-centralized Control Application in this thesis (although their underlying ICT systems
can be implemented in a distributed fashion, for example, the wide-area damping control
system proposed in [108]). In general, this type of application has the most demanding per-
formance requirements among the applications studied here. For example, the maximum
input delay without deteriorating the functionality of a wide-area damping control system
in the four-machine-two-area test power system is approximately 200 milliseconds [68].

2.2 PMU data quality

Data quality is a subjective standard used to determine if a set of data is suitable for a par-
ticular business purpose. To quantify the data quality problem further, fifteen data quality
aspects have been defined in [100]. In this thesis, the PMU data quality is instantiated
from this generic definition and is represented by a collection of quality attributes that are
relevant to the functionality of the WAMC applications. The suitability of PMU data to
the intended WAMC application function is measured by a set of metrics that are referred
to as the PMU data quality measures. Three critical PMU data quality attributes including
data accuracy, data latency, and data completeness are discussed in this section together
with their corresponding data quality measures.

In essence, the WAMC system is proposed to enhance the power system operation and
control by aggregating the fine-grained and timely information that was originally used for
power system protection purposes at higher levels in the system hierarchy [91]. The data
accuracy is a relevant quality attribute for all of the computer systems providing services
based on measurements. This quality attribute is measured by the discrepancy between
the PMU measurements and the corresponding power system states. A set of metrics has
been proposed by the IEEE standard C37.118.1 to determine the performance of the PMU
measurements under a variety of conditions. For example, the Total Vector Error (TVE)
is introduced as a primary tool to evaluate the synchrophasor measurement accuracy in
the power system steady state, and the delay time and response time are proposed to
evaluate the PMU response to step changes [10]. A prominent feature of the synchrophasor
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technology is that the PMU measurements are provided with time information, represented
by their time-stamps, to track the power system states that change with respect to time.
Consequently, neither the inaccurate PMU measurements nor the delayed synchrophasors
can represent the true states of the power system. In this thesis, the data latency, measured
by PMU communication delays, is examined; however, the issues that can be related to
data accuracy are outside the scope of this work.

Moreover, to fully exploit the benefits of the real-time and system-wide information
provided by the PMUs, the WAMC system is expected to be built on fast and reliable
communication infrastructure. Therefore, the latency of the PMU data is also a relevant
data quality aspect. The PMU communication delay, i.e., the time difference between the
time-stamp of a synchrophasor and the instant in time when this PMU data frame is received
by a PDC or a WAMC application, is used as a measure of the PMU data latency in this
thesis. The PMU communication delays in the WAMC systems typically are composed of
the following elements:

• Transmission delay: the delay of having one bit being sent one after another.

• Propagation delay: the time required to transmit data over a particular communica-
tions medium.

• Routing delay: the time required for data to be sent through a router and resent to
another location.

• Data alignment delay: the amount of time that a PDC input buffer actively waits for
synchrophasors with the intended time-stamp to arrive.

• Data windowing delay: The time-stamp of the phaosor is defined as the time of the
theoretical phasor that the estimated phasor represents. The estimation is produced
based on a window of samples, and estimated phasor usually represents the theoretical
phasor prior to the time of the last sample from the data window [10].

The first three delay elements are due to data communication in the WAMC systems,
the principles of which can be found in [98]. The fourth delay element is the result of the
data alignment function performed by the PDC. An elaborated description of this PDC
function can be found in Chapter 2.1. The data windowing delays are dependent of the
length and type of the data window used to compute the synchrophasor. For example, the
data windowing delays are the half of the data window length in case finite response filters
are used in the phasor calculation. It is important to note that the PMU group delays
due to the employed filters4 in the phasor calculation phase are categorized as PMU data
accuracy problems, and they are out of the scope of this thesis.

Finally, the PMU data completeness is another influential factor in the functionality of
the WAMC applications. In this thesis, the PMU data frame loss rate is used as a metric
to evaluate this data quality aspect. Without special mechanisms to alleviate the data
frame losses, the function of a WAMC application must be performed based on the most
recently available PMU data frames, which contain outdated measurements. Therefore, for
those applications without data frame loss or similarly delay compensation mechanisms,
data frame losses pose similar threats to the WAMC system functionality as do the delayed
inputs. There have been many proposals to compensate for the delayed input and data

4There are also non-filtering PMU designs available, for example the state-space based solution [22].
The purpose is to reduce the delays from the phasor calculation process; however, this type of design is
relatively rare at the moment.
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frame losses. In essence, the delay-robust schemes are proposed either to re-produce the
delayed or, similarly, the lost information by performing estimations based on pre-defined
patterns of the control object or to adapt the control strategies according to the encountered
delays or data frame losses. The principles of the delay-robust designs are reviewed in
Chapter 2.3. However, the power system states re-constructed by performing estimations
may deviate from the true states in the first approach. The disadvantage of the second
approach is that it is difficult, or even impractical, to derive strategies tackling all of the
possible delay and data frame loss scenarios as the delays are stochastic in nature (in the
IP-based networks) and irregularities of the communication networks are inevitable. Thus,
the resultant functionality of the WAMC application is dependent on the precision and
robustness of the compensation method employed. A diagram depicting the critical PMU
data quality attributes as well as their measures are presented in Figure 2.4.
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Figure 2.4: Diagram of the PMU data quality attributes and their measures

The rest of this section summarizes the related works on which the research context of the
simulation and empirical studies reported by this research is set. In [65], a set of delay values
was presented to prove the feasibility of transferring synchrophasors over a multicast-based
communication infrastructure. In another related project [92], the PMU communication
delays in IP networks were examined by performing simulations in ns-2. The extra PMU
communication delays due to encryption and decryption of the synchrophasor data streams
were highlighted by this paper. A similar work, but with an extended scope, can be found in
[70]. Simulations of the IP network was extended by [38] to investigate the PMU data frame
losses due to data alignment performed by the PDC. To ensure the timeliness of the PMU
measurements, research efforts were also made to implement quality of service mechanisms
to prioritize the PMU traffic. Results from simulations of an IP network incorporating
the multi-protocol label switching scheme in OMNET++ were reported in [39], and a
latter work with a similar concept can be found in [49]. In [111], the challenges posed by a
hierarchical infrastructure with multiple layers of data concentrations (performed by PDCs)
were discussed.

Other than performing simulations, empirical studies are also an effective means to study
the capabilities of the ICT systems. However, the empirical results are rare from the power
sector as they may be considered too sensitive to be shared with the public. To the best
of this author’s knowledge, the only empirical results regarding the PMU communication
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delays or data frame losses are those of [34] from China, [45] from Canada, and [48] from
Brazil. However, the primary contribution of the above works was not to report empirical
results. As a result, these works provided neither detailed descriptions of the ICT sys-
tems in question nor elaborated discussions on the presented empirical evidence. In this
research (Paper [3] and Paper [4]), a comprehensive and detailed description of the util-
ity IP network from where the empirical results were obtained are provided. Additionally,
this research also emphasizes on the interpretation of the empirical evidence by analyzing
the root causes of the patterns of the studied data. Finally, efforts are made to generalize
the PMU communication delays by identifying distributions that offer the best fit to the
empirical datasets.

2.3 Delay-robust wide-area damping system

The inter-area oscillation is a system-wide phenomenon that typically occurs over a large
geographical territory. As indicated by [66], the conventional damping controllers with lo-
cal input have limited effects on the inter-area oscillations. The synchrophasor technology
provides an opportunity to improve the damping control by introducing information that
is rich in inter-area mode from the remote sites. To perform the intended control function,
sensors, PMUs in this case, and actuators must be connected via communication networks.
Therefore, the resulting control schemes manifest as networked control systems whose func-
tionality are highly dependent on the capabilities of the underlying ICT infrastructure [57].

To account for the challenges posed by the delayed PMU input, or the data frame losses,
many delay-robust control schemes have been proposed. According to [35], the delayed in-
put essentially create an excessive time-variant phase-lag to the damping controller, which,
in turn, run the risk of deteriorating the control functionality. Such a challenge could
be overcome by deploying adaptive compensations calculated from phasors extracted from
rotating coordinates, and this controller is referred to as APPOD in this thesis. An alterna-
tive is to propose control strategies against a set of nominal delays that are modeled using
Pade approximations. A typical work along this track is the predictor framework presented
by [79]. Following the same principle, a parameter-dependent H∞ controller coupled with
scheduled gains, referred to as GSPOD, was proposed to manage the delayed input and
model variations in [104]. Though promising outcomes have been presented, these Pade ap-
proximation based designs tend to yield conservative control outcome with respect to delays
that deviate significantly from the nominal delay horizons. Research efforts were also made
to apply the generalized predictive control scheme together with an on-line Kalman filter
to manage the PMU input delay as well as the changes of the plant model [106]. Moreover,
the robustness of the fuzzy-logic based wide-area damping system was investigated by [68].
The reported simulation results suggested that this design could tolerate PMU input delays
to approximately 300 milliseconds without presenting any notable function degradation.
To increase the stability margin of the damping control in the presence of input delays, a
PMU-based damping system incorporating a band-pass filter was presented in [58]. Finally,
a more recent work applying trajectory extrapolation to compensate for the communication
network impairments can be found in [101].

Based on their principles, the above methods are classified into two groups. The first
approach is to actively predict the states of the controlled power system based on certain
assumptions about the plant models. A common practice is to model the power systems
by polynomials, for example, the CARMA model used by [106]. Alternatively, the control
strategies can also be adapted according to the delays of the synchrophaosors measured
in run-time. The principle of the PMU delay measurements are provided in Chapter 2.2.
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These remedy strategies are either defined off-line from prior studies where the solutions for
each nominal delay range have to be identified, e.g., GSPOD from [104], or derived on-line,
e.g., APPOD from [35]. Compared to the on-line method, the off-line approach is passive
and may, as a consequence, return sub-optimal control results when the encountered delays
deviate notably from the prior determined delay designs [35].

Another challenge to the wide-area damping system is that the control object, the power
system, is undergoing constant changes along with shifts in its operating conditions. There-
fore, the robustness of the algorithm against the change of the plant model is another driving
factor for the design of this PMU-based application. A common method is to use the H∞
control schemes to enhance the robustness of the algorithm against the model variations.
The major disadvantage of such a design is that the parametrization of the control scheme
can be tedious and resource-consuming [108], [104]. Alternatively, the control strategies
can also be adapted according to the plant model, which is identified at run-time. Typical
examples are the Kalman filter-based approaches presented in [36], [24].

Power system and communication network co-simulations
A pioneering attempt to develop a co-simulation platform that incorporates power system
and communication network simulators was the EPOCHS framework [62]. Three off-the-
shelf simulators were federated in this integrated platform: PSCAD/EMTDC for power
system transients, PSLF for power system modeling, and ns-2 for communication network
modelling. A recent update of this platform, which was instead referred to as GECO, was
presented in [77]. The time synchronization of the involved simulators was improved by
the GECO platform. Moreover, the resolution of the simulation can be adjusted according
to the time-scale of the studied phenomena in the new platform. A similar approach can
be found in [19], where ns-2 was interfaced with MODELICA to allow co-simulations of
power systems and communication networks. In another platform, referred to as DEVS
[83], the power system and communication network simulations were integrated by a con-
verter that encapsulated the results of the continuous power system simulations into discrete
events. However, a major challenge for the above approaches is the difficulty to synchro-
nize the involved simulators in an accurate manner because the power system simulations
are continuous with respect to time, whereas, the communication network simulations are
performed based on discrete events (see Chapter 2.3 for details). In the above approaches,
the federation and synchronization were facilitated by converting one type of simulations
into the other, e.g., encapsulating power system simulation results into a set of discrete
events. The conversion inevitably deteriorates the accuracy of the simulation results. Ad-
ditionally, the above platforms do not provide interfaces to real-world devices to perform
hardware-in-the-loop tests.

An appealing alternative is to build a co-simulation platform by combining the real-time
power system simulator with the real-time communication network simulator. These simu-
lators are characterized by their capabilities to perform fine-grained simulations in real-time
and to interface the real-world devices for hardware-in-the-loop tests. This solution outper-
forms the above approaches by avoiding the complicated process to federate or synchronize
the simulations with distinct natures. Because all of the simulations are performed in real-
time, precise time synchronization of their time reference, e.g., to fractions of a millisecond,
can be achieved by implementing off-the-shelf technologies, e.g., the IEEE 1588 time syn-
chronization protocol [9]. To ensure the fidelity of the simulation, these real-time simulators
should provide indications when their simulations are off the real-time simulation course.
The platform described by Paper [5] is developed following this principle. Another plat-
form built with a similar concept but a large scope is the GridSim platform, which combines
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simulations of power systems, communication networks, sensors, data concentrations, and
application algorithms [20]. The purpose of the GridSim platform is to study the capabil-
ities of the underlying ICT systems on the WAMC applications. A conceptual description
of the Gridsim platform was presented in [20].



Chapter 3

Research design

The process of this research as well as the employed methods are discussed here. This
chapter begins with an overview of the research process, and then the discussion moves to
describe the methods used in this research to collect the data. Finally, the analysis methods
applied in this study are also presented.

3.1 Overview

There are several methods that can be employed in a research project. The research objec-
tives can be reached by performing experiments, conducting surveys, studying archival data
and historical events, or examining a selected set of case studies [107], [43]. Each approach
has its distinct features, and the choices of the research methodology are typically made
depending on how much control a researcher has over the research process and the data
available to perform the intended study. A combination of the above methods is used in this
thesis. First of all, simulations, i.e., discrete event simulations and continuous simulations,
are performed as a primary means to examine the research questions presented in Chap-
ter 1.2. The simulation models are constructed based on surveys, both on the literatures
and the practices from the power industry. The discrete event simulations are performed
to examine the capabilities of the underlying ICT systems, and the results are presented as
PMU communication delays and data frame losses. Furthermore, the performance of the
delay-robust wide-area damping control schemes are validated in the continuous simulations
based on the above results. Alternatively, knowledge can also be obtained by analyzing em-
pirical evidence in a quantitative or qualitative manner [59]. Other than the results from
simulations, PMU communication delays and data frame losses from a real-world PMU
test network are also reported. Furthermore, the empirical PMU communication delays are
characterized by conducting goodness-of-fit studies to identify the probability distributions
with the best fit to the empirical data. The disadvantages of the empirical approach are that
they are often more resource-consuming and less flexible in terms of changing the parame-
ters of the studied objects [47]. In this thesis, the simulation-based studies are performed
to complement the empirical study by examining the ICT system scenarios whose empirical
results are not available.

3.2 Data collection methods

In this thesis, part of the data are collected by reviewing the academic literature and
the common practices of the industry. Academic literature usually describes hypotheses,
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experiments, and results from predominantly controlled studies, whereas, works from the
industry tend to focus on the pragmatic aspects of the concerned subjects rather than the
coherency and consistency of the process described. The context of the research on the
capabilities of the ICT system supporting the WAMC applications is set by referring to
related works, which include simulations of power system communication networks and
empirical studies of the PMU communication delays and data frame losses. Moreover, the
candidate probability distributions in the goodness-of-fit studies are also chosen based on
the results of a literature survey. Specifically, they are decided by building analogies to
the works that model the communication delays on the Internet. The other data in this
research, i.e., empirical PMU communication delays and data frame losses, are collected
by observing data traffic from a real-world PMU network. These statistics are from the
historian database of the OpenPDC.

3.3 Analysis methods

The performance of the ICT system can be evaluated by either measuring existing systems
or making predictions based on models that are abstracted from the existing or future
systems [23], [53], [76]. The first approach requires a real-world system at the researcher’s
disposal to perform the intended studies. Alternatively, capabilities of the ICT systems
can also be predicted based on their models, which are typically built from abstractions
and simplifications of the key components. This model-based approach can be further
divided into two closely related evaluation processes, i.e., simulation modeling and analytical
modeling [37].

The empirical results reported in this thesis were obtained by measuring real-world sys-
tems as well as by identifying the analytical models, that is, the probability distributions
that can best represent the PMU communication delays. Simulation-based methods were
also used to examine the capabilities of the underlying ICT systems for the WAMC appli-
cations and to validate the delay-robust control schemes. This section is divided into two
parts. The first part discusses the analysis methods used in the simulation-based studies,
while the second part describes the methods used for the empirical studies.

Simulation-based studies
The simulation-based studies typically include modeling the system, i.e., replicating or
simplifying key components and attributes of the system, and studying these models to
make predictions [23]. Simulation modeling is a commonly used approach to investigate
the real-world problems by performing experiments on the mathematical models that can
be executed and observed on a computer system. These models are created to imitate the
operation of the real-world process or system over time [23]. A typical classification of
simulations are as follows:

• Discrete simulation

• Continuous simulation

• Combined discrete continuous simulation

The Discrete simulation is characterized by the fact that its simulation variables change
at discrete points or with respect to events. A typical example from this category is sim-
ulations of communication networks. The PMU communication delay and data frame loss
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results presented in Paper [1] and Paper [2] are obtained by performing this type of sim-
ulation. Moreover, the variables of the Continuous simulation vary with respect to time.
Simulations of power systems belong to this category. In this research, the delay-robust con-
trol schemes are validated by performing continuous simulations in MATLAB1, and these
results are reported in Paper [2] and Paper [4]. Finally, the Combined discrete continuous
simulation, as indicated by its name, is a combination of the above simulations, where the
parameters vary with respect to both time and discrete events that occur during the course
of simulation. To study the dependence of the functionality of the power system control
schemes on the functionalities of the underlying ICT systems, many co-simulation platforms
combining simulations of power systems and communication networks have been proposed.
A review of the related work for this topic can be found in Chapter 2.3. The platform de-
scribed in Paper [5] is developed to perform this type of simulation. It is important to note
that the validations reported in Paper [2] are facilitated by manually importing the delay
and data frame results obtained from the discrete simulations (of communication networks)
into the continuous simulations (of power systems). Therefore, this work does not count as
the Combined discrete continuous simulation according to its definition presented herein.

Empirical studies
According to [47], a complete cycle of an empirical study, illustrated in Figure 3.1, typically
includes the following phases:

• Observation: Collecting and organizing empirical facts.

• Induction: Formulating the hypothesis.

• Deduction: Deducting consequences of hypothesis as testable predictions.

• Testing: Testing the hypothesis with the empirical material.

• Evaluation: Evaluating the outcome of testing or else

A major contribution of the empirical studies performed in this thesis is to report the
PMU communication delays and data frame losses measured from an existing PMU com-
munication network. Furthermore, the PMU communication delays are characterized by
providing analytical models, that is, probability distributions, with the best fit to the empir-
ical data in the goodness-of-fit studies. The goodness-of-fit of a distribution with respect to
an empirical dataset is defined as a measure of the discrepancies between the observations
and the predictions generated from the distributions in question. Such a measure is com-
monly used in statistical hypothesis testing, e.g., to test for normality of residuals, whether
two samples are drawn from identical distributions, or whether outcome frequencies follow
a particular distribution.

The identified distributions only provide the best fit to the empirical datasets in question
among the considered candidate models. Therefore, the validity of the goodness-of-fit study
is highly dependent on the selected candidate models. The candidate distributions are
chosen by surveying the related works on the characterizations of PMU communication
delays, as well as similar efforts to generalize the communication delays on the Internet
and by observing the shape of the histogram of the empirical data in question. There
are only two probability distributions available to characterize the PMU communication

1MATLAB®, a product of Mathworks, is a high-level language and interactive environment for numerical
computation, visualization, and programming.



34 CHAPTER 3. RESEARCH DESIGN

Figure 3.1: A complete cycle of an empirical study [47]

delays: a normal distribution from [38] and a Poisson distribution from [97]. In addition to
these two distributions, other common distributions, e.g., exponential, log-normal, Weibull,
Gamma, and generalized Pareto distribution, are also considered as candidate models in the
goodness-of-fit studies. Such choices are made by building analogies to the similar research
conducted to profile the Internet communication delays. Specifically, the routing delays
on certain segments of the European Internet under heavy loads can be modeled by a log-
normal distribution, as indicated by [44]. Additionally, an empirical study reported by [87]
suggested that the profiles of the single-hop queuing delays were of the Weibull-like shape.
Moreover, a Gamma distribution was identified as a suitable candidate to model the majority
of the communication delays on the fixed paths of the Internet [61], [29]. The exponential
and generalized Pareto distributions are also considered as possible candidate models in the
above studies. Moreover, multi-modal distributions combining several normal distributions
are tested in this study, and their relevance to this study is motivated by observing the
shape of the histograms of the PMU communication delay profiles.

The empirical PMU communication delays and data frame losses obtained from the
OpenPDC platform are organized into profiles. The tested hypothesis is that the PMU
delay profiles can be modeled by one of the aforementioned distributions. There are var-
ious metrics that can be applied to measure how well a probability distribution matches
the empirical evidence. The Akaike Information Criterion (AIC ), a canonical technique for
ranking alternative models, is applied to compare the relative goodness-of-fit for the distri-
butions. The AIC was introduced to extend the method of maximum likelihood estimation
to the situation of multi-model choice by [17]. Conceptually, the AIC can be viewed as
introducing a penalty to models with many parameters, thus rewarding not only fit but
also simplicity [55]. The AIC is defined as

AIC = −2ln(L) + 2k (3.1)

where k is the number of parameters in the probability model and L is the maximized
value of the likelihood function for the estimated model. A distribution receiving a lower
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AIC offers a better fit to the data. Also, the quantile-quantile plot, a graphical tool for
comparing two probability distributions by plotting their quantiles against each other, is
used to complement the studies using the AIC metric, as well as to validate these results.
The quantile-quantile plot differs from the AIC -based approach by providing fine-grained
visualizations with details about goodness-of-fit at each particular location of the empirical
data rather than one numerical value indicating the overall goodness-of-fit. In the quantile-
quantile plot, the points produced by the probability distribution that can model the delays
should approximately line on the line y = x.





Chapter 4

Conclusions and future works

TheWAMC systems offer many opportunities to improve the real-time situational awareness
of the power system. Essentially, these systems are built following a similar principle as
the conventional SCADA systems but with continuous streaming of data frames at high
resolutions. The functionality of the WAMC applications running on top of them are
heavily, but not exclusively, dependent on the capabilities of the underlying ICT systems.
A systematic approach to address this issue is presented by this thesis. The focuses of
this research are on the PMU data latency and completeness, and the results are presented
as PMU communication delays and data frame losses. Moreover, the impacts of the data
latency and completeness on the functionality of a specific WAMC application, the wide-area
damping systems, is also discussed by this research. Finally, a virtual PMU is developed
for a co-simulation platform specialized to study the dependence of the functionality of the
WAMC applications on the capabilities of their underlying ICT systems.

This heavy dependency of the functionality of the WAMC applications on their under-
lying ICT systems suggests that these systems should be viewed and designed as an integral
component of the WAMC systems. For example, the challenges posed by the PMU data
latency and completeness cannot be completed by simply abstracting networks into clouds
and then allocating more bandwidth to them. This is because there are many relevant
aspects of the ICT systems that could impact the functionality of the supported WAMC
applications, and more importantly, these aspects are commonly inter-dependent. This
means when one aspect of the ICT system is optimized, the performance of the ICT system
on the other aspects may deteriorate [37]. For example, implementing security counter-
measures over the PMU data communication, e.g., encryption and decryption, could cause
more notable delays [92]. Therefore, to fully exploit the benefits of the synchrophasor tech-
nology, it is important to have a fundamental understanding of how the underlying ICT
systems function. This knowledge offers a prospect for better predictions of the limitations
on the optimization of the ICT systems. Moreover, a holistic view of the WAMC systems,
including both the supporting ICT systems and WAMC applications, is also necessary in
the design of theses systems to achieve valid results and efficient solutions. In summary, the
results from this research suggest that the design of the ICT systems supporting the WAMC
applications, i.e., selecting the communication protocols, architecture, and configurations,
need to be coordinated with the design and parameterization of the application algorithms.

Contributions

The contributions of this thesis are summarized briefly as follows.
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• The capabilities of the underlying ICT systems for the WAMC applications are studied
with focuses on the PMU data latency and completeness. Both quantified results,
in the form of PMU communication delays and data frame losses, and probability
distributions to model the PMU communication delays, are reported by this research.

• A systematic method to design the wide-area damping system is proposed according
to the capabilities of the underlying ICT systems. This design method is general
and can be combined with the existing rules of thumb, which particular focus on the
complexities of the power system and the changes of operating conditions, to guide
the design of the wide-area damping system. Additionally, the proposed method also
offers an opportunity to associate the parameterization of the controller with the
reliability of the intended damping control function.

• The design requirements for the wide-area damping system are elicited by considering
quantified PMU communication delays and data frame losses.

• Three distinct delay-robust wide-area damping control schemes are validated against
the delay predications generated from the identified distribution model.

• A virtual PMU is developed to facilitate power system and communication network
co-simulations in real-time.

Future works
Many possibilities to perform future studies are provided by the work presented in this
thesis. First, the encouraging results reported by this research do not invalidate the concern,
raised by [35], [69], [101], that the capabilities of the supporting ICT are the bottleneck
to the deployment of the synchrophasor-driven wide-area damping systems. This thesis
focuses on the PMU data latency and completeness, and there are still many other critical
properties of the ICT infrastructure that must be addressed, e.g., availability, security,
and interoperability, etc. For example, two of the tested delay-robust control schemes,
GPC and APPOD, and the trajectory extrapolation-based approach proposed by [101] are
facilitated by on-line delay measurements, which are obtained by comparing the time-stamp
of the PMU data frame with the instant in time when it is received. To obtain accurate
delay measurements, e.g., in the order of a millisecond, it is necessary to synchronize the
time references of the damping controller and the PMUs with Global Positioning System
(GPS) signals. Clearly, the accuracy of these on-line delay measurements are dependent
on the performance of the GPS. Consequently, the functionality of the damping systems
with these designs becomes sensitive to intentional attacks on the GPS, e.g., jamming and
spoofing of GPS signals [52]. A tempting future step is to investigate the robustness of
these control schemes against common GPS vulnerabilities. Upon these results, security
countermeasures for these damping systems can be proposed and validated. Moreover,
the OpenPDC platform provides a comprehensive statistic set to analyze the PMU traffic
[1]. Together with the PMUs deployed in the field, a powerful platform that supports a
network tomography study is constituted. In future works, other properties of the PMU
traffic, e.g., sensitivity of PMU latency and completeness with respect to the PDC time-out
configurations, will be studied based on the relevant statistics available at the OpenPDC
platform.
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