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Abstract 

Contactless cards are everywhere nowadays due to their ease to use and low price to 

produce. In addition, their reliability is excellent. That is why they are used in systems where 

security is essential within a low price. 

To develop the associated systems (cards, readers, terminals), efficient tools are needed. 

These tools can be a spy analyzing any communication or an emulator that can act and 

answer exactly as a real contactless card. 

The objective of this thesis was to develop a contactless card emulator on a product that is 

currently only spying, the NomadLAB of KEOLABS. The emulator feature is based on a 

discontinued product, the ProxiCARD, and it has for main objective to be compliant with the 

ISO 14443 standard. 

Through the analysis of its architecture and its current performance, I have developed a 

complete system that can be integrated into the ecosystem of the KEOLABS products. 

The features I developed take place into the source code of the NomadLAB, at the level of its 

ARM microcontroller in language C, and in its FPGA in language VHDL. The ARM is here to 

handle all the smart part of the transmission, while the FPGA to handle the coding and 

decoding process. 

In addition, I developed an antenna able to on one hand receive the signal from a reader and 

on the other hand to reply to it by modulating the magnetic field. I also developed and 

added my controls to the current computer software. 

Finally, I have written a lot of testing to make sure that this new system is reliable. The 

NomadLAB is now able to emulate a contactless card complying with ISO14443 standard, 

while keeping its spy features, and its control through a computer. 

 

 

Keywords: 

Emulator for contactless card, ISO14443, radio frequency, DMA, STM32.  
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Inledning 

Kontaktlösa kort finns överallt nuförtiden på grund av sin lätthet att använda och lågt pris för 

att producera. Dessutom är deras tillförlitlighet utmärkt. Det är därför de används i system 

där säkerheten är viktig inom ett lågt pris. 

Att utveckla de associerade system (kort, läsare, terminaler), är effektiva verktyg behövs. 

Dessa verktyg kan vara en spion analysera kommunikation eller en emulator som kan agera 

och svara precis som en riktig kontaktlöst kort. 

Syftet med denna avhandling var att utveckla ett kontaktlöst kort emulator på en produkt 

som för närvarande endast spioneri, den NomadLAB av KEOLABS. Emulatorn funktionen är 

baserad på en avvecklad produkt, ProxiCARD, och det har för huvudsyfte att vara kompatibla 

med ISO 14443 standarden. 

Genom analys av dess arkitektur och dess nuvarande resultat, har jag utvecklat ett komplett 

system som kan integreras i ekosystemet av KEOLABS produkterna. 

De funktioner jag utvecklade ske i källkoden för NomadLAB, i nivå med sin ARM-

mikrokontroller i språket C, och i sin FPGA i språket VHDL. Armen är här för att hantera alla 

smarta del av transmissionen, medan FPGA att hantera kodning och avkodningsprocessen. 

Dessutom utvecklade jag en antenn kan å ena sidan tar emot signalen från en läsare och å 

andra sidan för att svara på det genom att modulera det magnetiska fältet. Jag har också 

utvecklat och lagt mina kontroller till den aktuella programvara. 

Slutligen har jag skrivit en hel del tester för att se till att det nya systemet är tillförlitligt. Den 

NomadLAB Nu kan emulera ett kontaktlöst kort som uppfyller ISO14443 standard, samtidigt 

som dess spion funktioner, och dess kontroll via en dator. 

 

Nyckelord: 

Emulator för kontaktlösa kort, ISO14443, radiofrekvens, DMA, STM32 
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1. Introduction 

mart cards and contactless cards are 

everywhere now. We are close to it 

continuously without really noticing it, 

without really knowing that it is there making our 

lives easier. In France, it was used for the first time 

in 1981 in credit cards and it is still working 

perfectly. Nowadays, the invention of the smart 

card still has a huge impact on us, because it is the 

heart of our phone SIM card, Medicare card, transit 

card, ski pass, passport, etc.. 

By their very low production cost and high reliability, these cards are used absolutely 

everywhere. However, to develop them, and the readers that come with, effective tools are 

needed. 

In order to put into practice and complete my education performed at KTH, I made my 

master thesis during an internship within the company KEOLABS. The objective of this 

project was from a pedagogical point of view, to close this education while providing me 

with new knowledge, but also from a professional point of view, to make me integrate an 

innovative company and to take part in its evolution. 

This project, for a period of five months, aims to add the functionality of an emulator of 

contactless card on one of the company's products. Even if a smart card can be contact or 

contactless, this thesis will focus on the contactless protocol. 

This thesis has in purpose to describe the course of the project I had to do, as well as 

technological choice and the solutions I chose. 

While the technical aspects of the project were all dependent on each other, and therefore 

all developed simultaneously, the content of this thesis will be split between the hardware 

and software parts of the emulator, to get an easier comprehension. 

The first chapter begins with an overview of the two companies merged into KEOLABS, then 

its areas and its competition, and leads to the context of the thesis. 

The second chapter presents the different products of the company to get a better view of 

the context and the needs to meet this thesis aim. 

The third chapter is a technical background of the standard I had to emulate. I am explaining 

the most important part of the ISO 14443 standard to make this thesis understandable. 

Finally, the third chapter is divided into two parts, which will present the hardware design of 

the emulator first, and then the software part. But because the main part of the final design 

is confidential, most of the source code will not appear in this thesis. This thesis will thus 

focus on the most interesting part of the design. 

The last chapter resumes the results of this project, by presenting some tests results. 

S 



Design of an Emulator of Contactless Card  Florian LOCHET

 

2/50 

2. KEOLABS 

To introduce the KEOLABS company, I will start by a brief history, in order to present its 

business areas, markets it claims, and competitors. I would end this presentation with some 

important figures of the company.  

2.1. History 

KEOLABS comes from the merger of two companies: Raisonance and SOLIATIS. This merger 

took place only about 18 months ago, and their activities remain distinct, I will present them 

separately, in order to show their subsequent complementarity. 

 

Raisonance was founded in 1988 by Francis Lamotte, in the Grenoble region, with 20 

employees before the merger. 

Raisonance society is structured around two main activities: 

• Design tools for application development on microcontrollers1, 

• Development of tools for the test and the validation of Smart Cards2. 

Innovation has always been the key to the success of Raisonance. In 1989, the launch of the 

first emulator based on an FPGA3 has provided the company its first major success. In 1993, 

                                                      

1
 A microcontroller (sometimes abbreviated µC, uC or MCU) is a small computer on a single integrated circuit 

containing a processor core, memory, and programmable input/output peripherals. 
 
2
  A smart card, chip card, or integrated circuit card (ICC) is any pocket-sized card with embedded integrated 

circuits. Smart cards can provide identification, authentication, data storage and application processing. It 
contains usually around 10kB of memory space. SmartCard can be found in two forms: with contact, for 
example a credit card and contactless, for example a skipass. 
 
3
 FPGA = Field-Programmable Gate Array. Circuit intégré destiné à être configuré après sa sortie d’usine. Il offre 

notamment l’avantage d’être très souple dans sa programmation et est particulièrement adapté aux 
traitements de communications à hautes vitesses. 
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it also became the first company to offer a complete development environment for 

Windows OS to program and debug software on microcontrollers. 

During 2005, Raisonance goes into the market of smart cards with and without contact. The 

company is then very well established in this market by providing tools to laboratories for 

testing different communication protocols used by these cards. It has a very large market 

because many applications. 

These tools are designed to capture communications between a reader and a smart card: an 

electronic ticket and a bus terminal for example. They are also able to emulate the behavior 

of a smart card or a reader. They are primarily designed to test the communication during 

development. Targeted customers are thus mainly manufacturers of cards or readers. 

Since its inception, Raisonance was able to link a number of partnerships with other 

companies. This is a key factor in its success. In 1998, a major partnership with 

STMicroelectronics was signed, a company with nearly 50,000 employees and operates in 

twenty countries. An important part of the tools for microcontrollers developed in the 

following years was directly related to this partnership. Approximately 50% of the turnover 

of the microcontroller part comes from orders placed by STMicroelectronics. This shows the 

importance to have among its customers very important enterprise to ensure consistency 

for at least a portion of its turnover. 

Similarly, in the field of smart cards, Raisonance relied on collaborators deemed to occupy 

an important place there. Thus, Gemalto, a world leader in safety, design and service for 

smart cards, is a privileged partner of Raisonance for several years. Gemalto provides such as 

electronic passports, which shows their importance. One of the highlights of Raisonance; the 

ContactLab, has also been developed in large part to his request. 

Among the notable partners and customers include several major actors in their respective 

fields: STMicroelectronics, Gemalto, Philips, Texas Instruments, Samsung, etc.  

However, we should relativize this advantage. To be able to rely on major companies whose 

reputation is well established can also be a weakness. Indeed, if one of them decides to stop 

using the services of Raisonance or turn to a competitor, the hole generated in the sales 

could be very important. 
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SOLIATIS was created by Mr. Michael Leplatois in 2002, in the Marseille region. Before the 

merger it was composed of 14 people. It is located in Salon de Provence, about fifty 

kilometers from Marseille. 

The main activity of SOLIATIS is to provide test solutions and smart card validation. 

Unlike Raisonance, part of communication between readers and smart cards that is referred 

to here is a top level layer. The aim is not to observe in great detail the exchange (called 

protocol layer), but to be placed above: the application layer. Strict standards must be met 

to make a smart card properly exchange data with a reader. 

The requirements for this area are constantly increasing, so SOLIATIS decided in 2008 to 

launch a new activity, SOLIATIS LAB: his own certification laboratory.  

The advantage of having its own laboratory is to be able to deliver some certification, such 

as ICAO (International Civil Aviation Organization) certification to accredit passport. To have 

obtained the right to issue this certification SOLIATIS can therefore offer companies such as 

Gemalto to formally validate their passports through this laboratory. 

This represents a huge market when you know that over 70 countries have electronic 

passports, or have planned to do so soon. 

SOLIATIS LAB is of course not limited to a single certification. The others will not be listed 

here because it would be of little interest regarding the rest of the document. 

 

In January 2012, the merger between the two companies was held to create KEOLABS. 

The two companies are in fact quite complementary. Raisonance designs testing tools for 

smart cards and software to control them. SOLIATIS develops test suites to validate a 

product regarding a standard. To simplify things, Raisonance provides the hardware and 

software side, while SOLIATIS provides validation regarding a standard part. 
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2.2. Areas of activity, market and competition 

 

One of the great strengths of KEOLABS lies in the fact that KEOLABS offers a complete 

development solution that covers all the needs of a client. This need goes from the 

development of a card thanks to the development tools (debugger, evaluation board, etc.) 

to the validation by recognized organizations, through tests with the different products. 

Their solution is as well an open solution. KEOLABS provides the complete scripts of its test 

suites, and the full control of the tools with its associated documentation. The customer can 

develop and debug alone which is not necessarily the case with the competition. 

Proposing a solution incorporating all the bricks needed to develop a contactless product is a 

clear advantage. This ensures the customer that the entire chain of tools and software that 

the solution is made has been tested in its entirety. I am not speaking about the standard 

level, because everything must of course be compliant, but I am speaking about the control 

of the tools, and their interoperability.  

This fusion of Raisonance and SOLIATIS made very difficult for a competitor to offer a range 

of tools and software as varied, as the amount of work and skills are important. 

Thanks to the continuity of the solution they propose, all processes from KEOLABS are at the 

same time simplified. Take the example of support. The solution is controlled from A to Z, so 

the diagnosis of a problem is much easier because everything is internal to the same 

company. All problems related to interoperability between hardware / software and 

software / test suite are also put apart. KEOLABS will be more responsive and more able to 

solve a problem than a competitor. 

Finally, thanks to the combined experience of both companies, KEOLABS has a global vision 

of the smart cards market, and therefore can better anticipate future market developments. 

 

2.3. Additional information 

Some key figures of KEOLABS: 

• 39 employees on two sites, in Montbonnot and Salon de Provence; 

• 90% of European players in the smart card are KEOLABS customers; 

• 3,39 million euros of turnover (2012); 

• 246,000 euros of income (2012); 

The organization and hierarchy of the different services at KEOLABS is shown in appendix.  
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3. Context and presentation of the project 

To make this report as well as the objectives of this project more understandable, I am 

starting with a brief explanation of smart cards and standards. Then I am presenting the 

different products developed by KEOLABS and the links between them, to show the 

challenge of this thesis. 

 

3.1. Technical background 

3.1.1. Contactless Cards 

A smart card is composed of a chip and of an antenna, all integrated in a plastic card. 

 

Figure 1: A contactless card 

All communication and the transfer of energy are made through a magnetic field emitted by 

the reader. This field, received by the antenna, allows the card to supply itself and 

communicate. 

To communicate, a card and a reader must meet a complex communication protocol. These 

protocols are most often defined by the International Organization for Standardization, or 

ISO. The protocol used in this thesis is the ISO 14443. The following sub chapter will 

summarize this standard to allow the reader to understand well the complexity of this thesis. 

To get more details, please refer to the official ISO14443 standard.  

Strict criteria must be met to make a card or reader conforms to the protocol. It may be the 

transmission time, or the frequency during the exchange, or even how to detect a possible 

transmission error. 
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The reader is controlling the entire exchange, the card itself, only answers. This principle 

that the card responds only after a request from the reader is very important for the future 

of the project. 

Depending on the answers from the card, the reader adjusts the questions it will send later. 

A very large number of parameters can differ from one card to another: 

 The proper card identifier; 

 The amount of onboard memory in the card; 

 The ability to respond with a proprietary protocol (thus not documented in a public 

standard); 

 The communication speed; 

 The questions that the card is not able to understand; 

 Etc.. 

 

3.1.2. Standard ISO14443 – Radio frequency signal  

The dialogue takes place between a PCD (Proximity Coupling Device), usually named the 

reader, and a PICC (Proximity Card), usually named the card. The following is a summary of 

what can be found in the standard *1+*2+. 

The communication system consists of a reader with a loop antenna and a smart card. The 

communication between these two parts is done through inductive coupling, which is 

created when the two antennas are close to each other’s.  

The card can work if it is subjected to a magnetic field between 1.5 A/m and 10 A/m at a 

frequency of 13.56 MHz. The maximum level of the magnetic field is 12 A/m rms. 

The standard dimensions of the card are defined in ISO / IEC 7810 standard. 

The bitrate is 106 kbit/s (the carrier frequency divided by 128) in both directions of 

communication and for ISO14443 A and ISO14443 B. It can be higher thanks to amendments 

of the standard. The difference between type A and B is simply a difference of coding (as we 

can see in the next figure). The hardware part for this two protocols is exactly the same. 

For these two types the principle is the same, in direction from the reader to the card, 

information are transmitted over the presence or absence of the magnetic field (or its level). 

In the direction card to reader, given that the field is produced by the reader, the card 

communicates by using more or less of the field. 

The following table summarizes the modulation and coding used for types A and B. The 
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signal shown is the magnetic field envelop. 

 

3.1.3. Frame format for type A 

The standard format for an ISO14443 Type A frame is as follows: 

 One bit announcing the start of the frame, 

 One byte of data 

 One bit of odd parity 

 One byte of data 

 One bit of odd parity 

 … 

 One bit announcing the end of the frame. 

 

All bytes transferred must respect this format, with the exception of the “Request A” and 

“Wake Up A”. More information and the format for type B can be found in *3+. 

  

Figure 2: Different coding methods for PCD and PICC, type A and B 
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3.1.4. Standard ISO14443 – Initialization and anti-collision 

3.1.4.1. PICC states 

The following sections provide descriptions of the states for a PICC of type A as in the 

standard description in [3]. The figure 3 shows the different states. 

 

Figure 3: PICC states 

3.1.4.1.1. POWER-OFF state 
In the POWER-OFF state, the PICC is not energized due to lack of carrier energy and shall not 

emit subcarrier. 

3.1.4.1.2. IDLE state 
After the field has been active for a while, the PICC shall enter its IDLE state. In this state, the 

PICC is powered on, and is capable of demodulating and recognizing valid REQA and WAKE-

UP Commands from the PCD. REQA means ‘Request card type A’ and its value will be 

explained later. 
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3.1.4.1.3. READY state 

This state is entered as soon as a valid REQA or WAKE-UP message has been received and 

exited when the PICC is selected with its UID. In this state an optional anticollision loop can 

be applied. 

3.1.4.1.4. ACTIVE state 
This state is entered by selecting the PICC with its complete UID. 

3.1.4.1.5. HALT state 

This state is entered by the HALT Command or by an error of communication (i.e. a command 

not defined in ISO/IEC 14443). In this state a PICC shall respond only to a WAKE-UP 

Command, which transits the PICC to its READY State. 

Moreover, PICCs that are in HALT State will not participate in any further communication 

unless a WAKE-UP Command is applied. 

 

3.1.4.2. Command set 

The commands used by the PCD to manage communication with several PICCs are: 

· REQA = (0x26) 

· WAKE-UP = (0x52) 

· ANTICOLLISION = (0x93 20) 

· SELECT = (0x93 70) 

· HALT = (0x5000) 

The REQA command is used to trigger the collision of all the cards present in the field, and 

thus to start the collision loop. The principle of anti-collision is to detect the presence of 

several cards in the field by forcing them to collide. As explained above, all the cards in the 

field must respond to a request from a reader with a very precise timing (see FDT). This 

implicitly forces the collision of all these cards. A collision occurs when two cards attempt to 

modulate the magnetic field at the same time. The reader then detects inconsistencies in the 

field modulation (phase failure, and / or timing) and deduced that there was a collision. 

The first response from the card (and thus where the first collision occurs) is the card’s UID, 

which is unique. The reader sends then back the bytes corresponding to the card it wants to 

select. If a collision has occurred, it transmits all the bits received before the collision. Only 

the cards of which the UID corresponds to these data will respond. This transmission can 

contain an arbitrary number of bits depending on the collision’s position. 
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As we go along this loop, only one card is selected, and then goes to the state "active". 

This state allows the exchange of data in the shape of "block", containing either transmission 

information (such as bitrate, break time, deselection, etc.) either data. 

 

3.1.5. Standard ISO14443 – Transmission protocol 
Once the card is selected by the reader, they communicate using “blocks”. Each block has a 

header indicating its type: data or parameter. This header also provides an acknowledgment 

for the previous block and if the data should be chained. The chaining is a split a huge 

communication in several packets.  

Moreover, each block ends by 2 bytes of CRC, allowing the PCD or the PICC to check if the 

block is valid.  

More information about the data transmission can be found in [4]. 

 

3.1.6. Others contactless protocols 

Of course there are many others contactless protocols. Each protocol has its own 

characteristics and is designed to work in some specific domains, but the general principle of 

an exchange between a card and a reader is always the same. The reader is controlling the 

entire exchange, the card itself, only answers. This principle that the card responds only 

after a request from the reader is very important for the future of the project. 

The best known of these protocols are listed in the following table, along with their most 

common applications: 

Protocol Typical use 

ISO 14443 Identification, access control, transport.. 

ISO 15693 Transport ticket, ski pass 

JISX 6319 – also called Felica Varied (especially prevalent in Asia) 

 

The main difference with the common RFID tags is the frequency used: here it is 13.56MHz 

instead of 125kHz for RFID. This allow a higher communication bit rate (and thus a faster 

data transmission) and also a shorter field range (and thus safer). 
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3.2. Products background 

3.2.1. Proxilab and ProxiSPY 

Proxilab is the flagship product KEOLABS. It is a tool that allows signal emulation, 

demodulation and protocols analysis for contactless cards and readers, and also NFC mobile 

phones. It also allows automation of all tests (for example test of certifications) or other on 

these products. The main uses are the tests of reader, cards and NFC mobile phones. The 

advantage of Proxilab is to thoroughly test the limits of a product, at the level of timings, of 

magnetic field strength, etc. 

The ProxiSPY is a tool very similar but slightly different: it only allows communications 

espionage, which ProxiLAB does not support.  

 

 

Figure 4: The ProxiLAB 

 

3.2.2. NomadLAB 

The NomadLAB is a lowcost version of the ProxiSpy. For example the price of a ProxiLAB or 

ProxiSpy is between 10.000€ and 20.000€ according to the number of license and of 

protocols supported. On the contrary, the price of the NomadLAB varies from 1.000€ to 

2.000€. Its purpose is to allow the capture and analysis of smart card protocols 
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independently of any computer. NomadLAB is the first multi protocols spying tool in the 

world to be completely autonomous. By its limited material resources and the size of its 

screen, NomadLAB can obviously not compete with the power offered by a sedentary 

laboratory tool and a computer (such as Proxilab). Its purpose is to gather as much 

functionality into a single stand-alone platform. Autonomy is a strong argument for some 

customers, as it allows you to test in real life condition. The development of a card is always 

in an office or a lab, where the external environment is not present. Real conditions of use 

are very different and sometimes unpredictable.  

 

 

Figure 5: The NomadLAB 

 

With a 6-hour battery life, rechargeable by USB, it captures all data and stores them into a 

memory card inside the device. 

The supported protocols can be contact but also contactless: the tool has a 3.5 mm jack to 

plug in an antenna and a slot to insert a smart card. A third connector can accommodate an 

adapter that is plugged into a mobile phone SIM card. 

Significant information about NomadLAB is his appointment as a finalist at the 2012 Sesame 

Award. It is a famous contest that awards the prize for the most innovative tool in terms of 

technology in the field of smart cards. This contest is open to all companies working in this 

field. Among the finalists, there were particular Gemalto and Oberthur, two giants of the 

smart card. This shows the innovation demonstrated by KEOLABS by marketing NomadLAB. 
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3.2.3. ProxiCARD 

The ProxiCARD is an emulator for contactless card. Connected to a computer, it can pretend 

to be a card complying with ISO14443 Type B. The beginning of the communication is done 

automatically by a specialized chip, and in the exchange of data, the ProxiCARD returns the 

data to the PC for processing. It then waits for the response from the PC to transmit it to the 

reader. 

 

Figure 6: The ProxiCARD 

However, it has several important limitations. On one hand it only supports the type B 

standard, while type A is more used in the world. On the other hand it only communicates 

with the minimum speed (106kbits, while some extensions of the standard permit a 

communication up to 847kbits). In addition it is not fully supported by KEOLABS anymore, 

because it has very few customers and because its hardware is now obsolete. We therefore 

see the need to implement the same functionality (or more) on NomadLAB, which already 

has many customers. 
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3.3. Thesis objectives and requirements 

The problem that I will solve during this thesis is to develop a contactless card emulator on 

the NomadLAB. Indeed, rather than resume development of the ProxiCARD to add to it the 

other standards, it is more insightful to implement this feature in the NomadLAB. 

The NomadLAB is currently fully functional as a spy, and this feature must be kept during the 

development of the emulator feature. 

The expected results are mainly that the final product is 100% compatible with the 

ProxiCARD, and therefore to behave exactly as a contactless card.  

This master thesis report will go through the following technical aspects to solve this 

objective: 

 the software changes in the NomadLAB (at the level of FPGA and STM324), 

 the development of an external probe to achieve emulation, 

 the addition of the emulation functionality in the PC software. 

Technical and regulatory constraints of the project are the use of specific language to each 

platform: 

 Programming in C and the use of the Ride software development on the STM32, 

 VHDL programming and the use of the ISE software suite for Xilinx FPGAs, 

 Programming in C + + for the interface on the PC. 

In addition, the coding rules of the company must be respected. 

As it can be expected, the final emulator must meet the ISO14443 standard. This will be 

certified by passing through an official test suite, also by testing with readers from different 

brands (passeport reader, etc.). The test suite that will be used is the “Digital ISO14443 Test 

suite Type A” provided by the Soliatis company. 

Other requirements will be to not lose any data when spying, and also to get an emulator 

responding to all correct requests from a reader. The emulator will of course have to fit 

inside the FPGA memory on one side and in the STM32 memory on the other side.  

                                                      

4
 The STM32 is the microcontroller of the NomadLAB. It will handle all the intelligence as explained further. 

« STM32 » is the short name of this chip, used in this report, rather than the full manufacturer name 
« STM32F205VG ». 
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4. Design of the emulator 

This section is devoted to the technical development of the project, and the explanations are 

necessarily more difficult to understand for a novice. 

4.1. Technical overview of the actual NomadLAB 

This part describes what the NomadLAB is currently able to do, and how it perform it. 

Because most of the internal architecture of the NomadLAB is confidential, for example the 

demodulation algorithm, this thesis will explain them only briefly to make it understandable. 

We can decompose the NomadLAB into three parts, the overall view is shown in Figure 7: 

 4''3 touch screen: User interface and display of basic data. 

 Its motherboard: It is composed of a microcontroller STM32F205VG, and of a FPGA 

Xilinx Spartan 6. It also contains a flash memory to store the program for the FPGA 

(see below) and an EEPROM5 to store some settings. The STM32 and the FPGA 

manage the digital processing of captured data. They are connected through a FSMC6 

interfaces. The STM32 also manages the touch screen, the USB, the SD card storage, 

and the interface with the analog daughter board. 

 Daughter card (called analogboard): It manages the analog signal processing spied 

such as variable gain amplifier chain, various analog comparators, and especially the 

digital processing for the spied data for the motherboard.  

 

 

 

 

 

 

 

                                                      

5
 Flash memory and EEPROM memory are non-volatile memories, that is to say, they keep their own data even 

if they are not power supplied. The flash has a large storage space but is slow, while the EEPROM is very fast 
but with small space. 
6
 A Flexible Static Memory Controller (FSMC) port is a high speed communication port.  

FSMC

B 

USB 
PC 

Touchscreen 

Motherboard 

STM32 FPGA 

Analog board 

 

NomadLAB 

FSMC 

Figure 7 : NomadLAB architecture 
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The following diagram resumes what the NomadLAB realizes. Each block is described as we 

go along this report. 

The FPGA is a Spartan 6 manufactured by Xilinx. It has been chosen according to the 

company demand, mainly because they are already used to it. About the STM32FG205, given 

the knowledge of the microcontroller division in the KEOLABS company (previously 

Raisonance), it has been chosen because of its low price and its high efficiency, added to the 

fact that it has a FSMC controller and several hardware module that will be needed to solve 

this project. 

The FPGA can perform tasks in perfect parallelism, and thus it is dividable into independent 

modules. Its role is to decode all transmissions received through the antenna. In addition it 

has to manage the various filters and gains. It consists of the following modules: 

 Xman: Generation of different system clocks. From a single external 24MHz 

oscillator, this module generates the needed clock for the FSMC port (96MHz), one 

other at 48Mhz for the overall system (recommended by the manufacturer), and the 

last one at 13.56MHz for the decoding modules (as the RF communication is running 

at 13.56Mhz, using the same frequency make easier the decoding and coding 

process); 

 Xcontrol : Module handling the FSMC port for communication with the STM32 and 

storing traces in the internal SRAM7; This module is based on a Xilinx library of a 

FSMC port and SRAM controller. 

 User: User module containing the intelligent part of the FPGA, itself consisting of the 

following modules: 

o Spy: Managing demodulation and data analysis, contact and contactless; 

o I/O manager: Management of inputs and outputs, such as controlling the 

variable gain on the RF signal, filtering the inputs signals (noise removal, etc.). 

o Spy_trace: Generation of the final record, based on data provided by the 

"Spy" module. 

 

                                                      

7
 SRAM memory is a very fast memory for temporary data storage between the FPGA and the STM32. In 

addition, it is volatile and therefore erased when the power is off. 

Signal reception 

by the antenna 

Information 

decoding by 

the FPGA 

Track recording and 

USB management 

by the STM32 

Display by 

the PC 

Figure 8: Actions performed by the NomadLAB 
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Start up 
Programming 

of the FPGA 
Licenses check 

Graphical engine 

Button and LEDS 

Power 

management 

Tracks recording 

Figure 10: Actions performed by the STM32 

These modules are shown in Figure 9.  

 

The STM32 microcontroller has to execute are multiple tasks. They can be synthetized as 

follow: 

FSMC 

FPGA 

Xman 

Xcontrol 

User 
External 

oscillator 

SRAM 

Spy RF & Contact 

IOmanager Spy trace 

Antenna 

& contacts 

inputs 

Figure 9: Architecture of the FPGA 
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 At startup, programming the FPGA: 

An FPGA must be flashed at each time you start, by sending the program over a serial 

link. This program is stored in the flash memory of the motherboard. 

 Checking licenses: 

To allow customers to only purchase the product they want, licenses are assigned to 

each feature. The customer can purchase thus only the licenses to handle certain 

protocols and not others to reduce the purchase price. These licenses are encrypted 

and stored in the EEPROM of the motherboard as well. 

 Management of the graphics engine: 

A graphics engine allowing to have an intuitive and responsive interface was 

developed by KEOLABS during previous projects. It allows us to manage multiple 

pages with different kinds of controls (button, checkbox, list, etc.) in a really 

organized way. 

 Management of the button and LEDs: 

The NomadLAB has a button to turn it on, turn it off or reset the settings. The LEDs 

on the other hand allow the NomadLAB to point out certain information, such as 

communication with the PC, receiving RF communications, charging and battery 

status. 

 Power Management: 

The NomadLAB has a Lithium polymer (Li-Po) battery to be able to run without any 

external power supply. A Li-Po battery has the advantage on a usual battery (as an 

alkaline or Nickel cadium battery) to have a longer battery life for a smaller and 

lighter battery. The NomadLAB has also the ability to operate supplied by the USB 

port (which also recharges the battery). This power management also requires an 

inactivity timer to first cut the screen and then shut down the NomadLAB. 

 Managing the records log: 

Recording the traces is done by reading directly traces in the FPGA. They are then 

written on the SD card of the NomadLAB. Real-time RF information can moreover be 

displayed or not. 

Concurrently with this, it also handles the USB communication by interrupts8. In these 

communications, the STM32 is only a link between the PC and the FPGA. It primarily 

manages the USB packets formatting, such as their data sizes and headers. 

 

  

                                                      

8
 An interrupt is a mode of operation to stop the normal program process and then run a very short task with 

high priority. 
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4.2. Important criteria of this project 

The most important or at least those who have asked me the most attention, and therefore 

the most interesting criteria to make the emulator conform to the standard, will be 

explained in this section. Solutions to these problems will be developed in the next chapters.  

 

4.2.1. The response time of the emulator 

After an order issued by the reader, all cards in the magnetic field must respond in a very 

specific and accurate time. This time is noted for FDT for Frame Delay Time. 

This precision is required so that the reader can detect collisions9. If multiple cards are 

present, they must all respond at the same time, forcing thereby the collision. This allows at 

posteriori to select only one card to discuss with. This timing is shown in figure 11. We can 

see that it depends on the value of the last bit emitted by the reader. Only the first four 

commands (REQA, WAKE UP, ANTICOLLISION and SELECT on the figure) have to be fast, because they 

allow the selection of a single card. The communication following this selection cannot lead 

to collisions, so the card can respond with a much longer time. 

 

Figure 11: Response time of the standard 

                                                      

9
 A « collision » occurs when two cards are trying to respond to the reader at the same time, causing 

communication errors that the reader will not be able to read. 
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At 13.56MHz, when the last transmitted bit is 1, the FDT required is 91.1 µs, and 86.4 µs 

when the last bit is 0. This time is very short compared to the time needed by the FPGA to 

pass the records to the STM32 (50 µs, see section 4.5.2 for further details), so I had to fully 

optimize the whole chain of communication. 

 

4.2.2. Use the emulator and the API at the same time 

To be 100% compatible with the ProxiCARD the NomadLAB in emulation mode must be 

controlled from a PC. The control on the PC is made by an API (Application programming 

interface) coded in C++. This API is provided by the company and my only task about it was 

to add few functions and methods, corresponding to the control of the emulator. 

Furthermore, it is not really relevant to show its source code. All communication between 

the API and the NomadLAB is via USB, which is managed by interruption on the STM32. 

Using a microcontroller interrupt allows tremendous flexibility when properly used, but they 

imply some difficulties for any data exchange. 

Taking into account the previous problem of FDT, the emulator bloc inside the STM32 needs 

in priority the data passed by the FPGA. But these data must also be readable by the USB 

communication. The figure 12 shows the path followed by the data. 

 

The speed and volume of data exchanged are more completely different, some very fast 

byte when the FPGA passes data to the STM32, and several hundred bytes of a sudden but 

relatively rarely from the STM32 to the PC. The issue here is to have a memory space 

available in two places at the same time and in a secure manner (i.e. to not lose data). 

FGPA 

STM32 

Emulator 

FSMC 

PC USB 

Spied data of high priority 

Spied data of low priority 

Emulator commands and data 

Figure 12: Path followed by the data 
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4.2.3. The quality of the modulation 

In order to make a reader able to see and to communicate with a card, there are certain 

points to respect. For reminder, as explained in the chapter about the background 

technology, the card communicates with the reader by consuming more or less magnetic 

fields. We could simplify this communication by saying that if the card uses the magnetic 

field, it is a logical 1, otherwise it is a 0. The reality is just a little bit more complicated, a 1 or 

a 0 is represented by a series of several consumptions or not of the field. This series depends 

on the protocol used and on the speed of communication. But to be well received by the 

reader, the envelope of the magnetic field must be very square and not with slow and 

sinuous fronts. 

Thus, during the first tests, several problems of parasitic capacitances in the emulator board, 

such as in entry of an operational amplifier, had an effect of signal filtering, and thus flatten 

the fronts. I solved this problem by removing the amplifier and simplifying at maximum the 

modulation chain, as we will see in the chapter 4.4. 

This 'clean' modulation goes also through the depth of the field consumption. The more the 

field is consumed and the fronts are square, the more the player will be able easily to 

demodulate frames without error. This depth is controlled by the voltage level applied to the 

modulator. I will explain later how depth levels of field have been met. 

  

4.3. Different solutions 

To make NomadLAB behaving as a contactless card, and respect the standard, several 

solutions were available. 

The first is to encode the whole 'smart' part, that is to say the generation of answers 

depending on what NomadLAB receives, on the STM32; and only use the FPGA to serialize 

and modulate transmitted bytes. However, after several tests of timing, when the STM32 

Perfect envelope 

Real and correct envelope 

Incorrect envelope 

Figure 13: Envelopes of magnetic field example 
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manages at the same time the screen in real time, it becomes too long to respond to the 

requests from the reader. The timing of response FDT being very short, the solution to this 

problem is to freeze the screen during emulation. 

The second solution to overcome this problem of timing is to divide the work and to spread 

it between the FPGA and the STM32. However, the timing is so short just for the selection of 

a card, that is to say only for the first 4 or 5 transactions. The solution is to leave to the 

FPGA, which is fast, to handle these first transactions, and then assign the upper layers to 

the STM32. This principle is similar to what was used on the ProxiCARD, who ran the first 

transactions through a dedicated chip. This solution involves major changes to the source 

code of the FPGA, thus risking corrupting the current system, knowing that the memory of 

the FPGA is already almost full. 

The third solution, which solves the problem of FPGA memory overflow, is to confide to 

another microcontroller to answer to the first queries. This solves all problems, but is in 

opposition to the lowcost principle of NomadLAB. 

We can therefore classify these three solutions in the following table: 

 Benefits Disadvantages 

Solution A: 
Everything is 

handled by the 
STM32 

Ease of development Inactive real time display 

Solution B: 
Workload 

divided between 
the STM32 and 

the FGPA 

Active real-time display 
Risk of corruption of the current 

version 

Solution C: 
Workload divided 

between the 
STM32 and a new 

microcontroler 

Ease of development and active 
real-time display 

Cost 

Figure 14: Table resuming the different solutions 

After discussion, the NomadLAB will not be used in stand alone, that is to say it will always 

be connected to a PC for the emulator mode. With this new information, the solution A was 

chosen because the disadvantages of other solutions are too large.  

In the following sections I will describe the various technical choices I made to develop this 

solution, by first describing all the hardware, which is the antenna of the emulator, and then 

the software part, that is to say, programming of the FPGA and the STM32.   
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4.4. Hardware part 

The hardware part of the emulator is an active antenna to modulate and a passive antenna 

to demodulate the field. The main objective is to keep the NomadLAB lowcost and portable, 

so I tried to minimize the number of components and the size of the antennas. Not being an 

expert in radio frequency and to use proven solutions, I based this board on previous 

versions of the board’s company that is to say the Proxilab modulator and ProxiSPY 

demodulator. The architecture used by KEOLABS is based on the separation of the 

modulation and demodulation (two distinct antennas). Thereby each part can be developed 

and tested separately, which accelerates the development, and therefore the time to 

market. 

 

4.4.1. Demodulator 

The diagram in Figure 15 shows the Proxilab antenna allowing the demodulation (here only 

the signal adaptation part is shown). The magnetic field is converted into a voltage by the 

antenna ANT1 and then passes through an inductor CMF2 that isolates the assembly from 

the field. An operational amplifier (op-amp) is then present in order to amplify the signal, 

and to do an impedance match between the antenna and the remaining part of the 

demodulator. 

 

Figure 15: Schematic of the current demodulation part 

This schematic has the problem of using an op-amp, and the power that is needed by. The 

first objective is therefor to remove this power supply. 
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On the NomadLAB, the received signal goes through directly an internal op-amp, so an 

impedance match like this on is useless. We can therefore simplify the final assembly as 

shown in Figure 16. 

The signal goes through a voltage divider to reduce its amplitude, and is then isolated by the 

same type of inductance (represented by SELF). A coupling capacitor removes any remaining 

DC component. 

 

 

Figure 16: Schematic of the final demodulation part  

An important choice in this demodulator has been the choice of the antenna. In the first 

prototype, we used two antennas of the same shape, placed on top of each other, one for 

the modulation and the other one for the demodulation. However, this caused problems of 

interference and intermodulation between the two antennas. 

To explain it briefly, when the magnetic field passes through the first antenna it generates an 

electric current. This current is modified by the rest of the schematic; it generates a new 

magnetic field in the antenna. This second field is intercepted by the second antenna, just 

like the first field. This therefore prevents the optimal functioning of the antennas. 

The solution to this problem, also used by the company on another product, is to use an 

antenna shaped like a crab claw to demodulate (see Figure 16). Thus, the receiving part does 

not see what the transmission part emits, and the two antennas do not interfere with each 

other anymore. The reception part is thus seeing only what the reader transmits, and this is 

the part that records the communication and generates trace. All data transmitted then by 

the emulator does not appear. To make them appear in the generated trace file, we simply 

inject them "artificially" in the trace, by writing memory directly, since we know that we 

transmit (injection by the STM32). 
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4.4.2. Current Proxilab modulator  

A magnetic field modulator is made, to meet the standard, of different groups of 

components. The first is the most important, the modulation strictly speaking. Figure 17 is a 

schematic of the Proxilab modulator for that group. 

 

Figure 17: Schematic of the current modulator 

The magnetic field is converted to current through the antenna. This signal is then rectified 

and filtered through different diodes and capacitors. The current mirror Q1 aims to consume 

the same power on both sides, regardless of the voltage on the antenna side. Thanks to this 

system, even if the antenna moves in the field (and therefore captures less), the voltage at 

the terminal of the mirror varies, but current does not. This current is determined by the 

voltage on the connector CON1, and the resistors R3 and R4. 

The next group is the one doing the adaptation level between the FPGA and the previous 

group (through the X_MOD_Picc and CON1 connectors). We can see this group in Figure 18. 

The objective here is to have two distinct voltage levels to power the current mirror. These 

levels correspond to the two load levels to be applied on the magnetic field. The U6 

component is a multiplexer: if X_MOD_Picc signal is 1, the output D will be connected to the 

input S1, and thus to the voltage divider consisting of R13/P2/R14. If it is 0, the output is 

connected to the input S2, so to the voltage divider R18/P4/R19. Finally, at its output, an op-

amp mounted as follower to prevent any current overload of the multiplexer. This 

installation allows us to select between two voltage levels from a digital signal coming from 

the FPGA. 



Design of an Emulator of Contactless Card  Florian LOCHET

 

27/50 

 

Figure 18: Schematic of the generation and selection of voltage levels 

The last group, linked to the LOAD connector is here to charge the magnetic field, with the 

aim to make the reader believe that a card is powering itself on the field. The group is a 

simple potentiometer for adjusting the load, and a filter to get out a test point, used to 

calibrate the emulator. 

It is visible in Figure 19. 

 

Figure 19: Diagram of the loading effect on the magnetic field 
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4.4.3. Final modulator 

As mentioned above, the interest of the Proxilab is to test the limits of readers. This is why 

there are the different voltage levels and associated components. 

Thus, by removing all components that serve only to test the limits of the standard and that 

are therefore "useless" for our case, we arrive at the diagram in Figure 20. The resistors R1 

and R2 (denoted NC, for 'not connected') are on the diagram to be able to fix the values of 

potentiometers, after determining the correct value of resistance using them. About R6, it is 

used to simply allow disconnecting the NomadLAB emulator in case of a particular test. The 

signal RF_TX comes directly from the FPGA, after passing through an internal gate to protect 

it. 

 

 

Figure 20: Schematic of the final modulator 

 

You can see the final routing and a picture of the industrialized board in the appendixes. 
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4.5. Software part 

4.5.1. FPGA Spartan 6 programming 

4.5.1.1. Decoding process 

The FPGA manages the part of 'low level', that is to say, to decode frames received by the 

antenna and to pass them to the STM32 on one hand, and to perform the coding and then 

the modulation of the frames to be sent to the antenna on the other hand. The decoding 

part was made of 99% before my arrival in the company, so I will only do a brief presentation 

here, resumed by the figure 21. 

After going through a variable gain filter, the signal from the antenna is digitalized through 

an 8-bit ADC. These variable gains allow amplifying the signal more or less in order to always 

have the same output amplitude. This permits to not be sensitive to the movement of the 

antenna in the magnetic field, so when you move the antenna from the reader. 

Within the FPGA, the signal goes through several filters to extract the relevant data. This 

signal, after filtering, is transmitted to several "pattern matcher" in parallel, which allows to 

detect what type is the received data. A big advantage of using a FPGA on this point is the 

execution of these tasks in full parallelism.  

The type of the data implies the type of modulation (and therefore the protocol), its 

transmission rate ("bitrate"), from whom the data comes from (card or reader), etc. 

Each data frame (which will be called "records" in the future) for each RF information is then 

stored in a SRAM memory, accessible by the FSMC bus. When the STM32 wants access to all 

frames (the "trace"), it reads the SRAM. 

Pattern 

matcher 

Trace 

generation 

Storage in 

the SRAM 

Filters 

Antenna 

Figure 21: Information decoding by the FGPA 
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4.5.1.2. Coding process 

For the data transmission part, we must modulate the field as explained previously. I started 

this project by developing my own VHDL module, which allowed me to well understand the 

principle of modulation used by the ISO 14443 standard, while not losing too much time.  

Subsequently, and to not reinvent the wheel, especially for not having to re-test all the VHDL 

modules, I reused some idea from the emulation modules already present in the Proxilab. 

However, to minimize the size of these modules, I reshaped and cleaned all of them. These 

modules were originally made to test the limits of contactless cards and readers, and 

therefore test all timings, amplitudes and other intrinsic characteristics of the contactless 

standards. The goal of the emulator in NomadLAB is just to emulate and not to test, so all 

these tests timing and amplitude are unnecessary and can be removed from the code. 

Thus, the "Emulator" module that I added takes place in the main user module, and can 

directly control all signals required, as shown in Figure 22. 

 

Figure 22: Integration of the emulator module 

 

To be completely controllable, all the FPGA architecture is based on a debug bus composed 

of (in addition to a clock and a reset) an address signal and a data signal. Each module 

consists, in addition to its sub modules, of a register bank. This register bank allows the 

translation between the address / data couple from the bus to the intrinsic parameters of 

the modules (for example an enable signal, etc.). This allows us to assign to each unit a 

unique base address and then pass it all the necessary parameters in sub addresses. 
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The 'Emulator' module created can be represented by the block diagram in Figure 23. 

The emulator module consists of the following sub modules: 

 reg_bank: the register bank of the module. It can control the entire module, such as 

the transmission data, the transmission bitrate, if the CRC has to be calculated or not, 

etc. 

 fifo_emu: This module is a FIFO10. It used to temporarily store data to be 

transmitted, when they arrive in blocks from the bus (and thus the STM32). They are 

then read one by one to be transmitted. 

 Iso14443_crc_A: This module calculates the CRC11 of the frame to be sent. This is 

done in hardware so it is very quick comparing to a software computation. 

 EMU_TX_A: This block is the instantiation of the module for the management 

protocol ISO14443-2 type A. 

o FSM_A: This state machine manages the different modes to transmit a byte. 

For each frame (i.e. one or more bytes), special start and end bits must be 

added (Start of Frame and End of frame), also a CRC can be added at the end 

with the previous module, as well as other parameters. This module also 

calculates the parity to be added at the end of each byte, and manages 

various timings depending on the baud rate setting. This FSM is visible in 

figure 24. 

                                                      

10
 FIFO: First In First Out, is a temporary storage module that automatically handles where to write or read 

data. Thus the user does not choose where to write the data, neither which data to read, but first data to be 
stored is the first to be read. 
11

 CRC: Cyclic Redundancy Check is a computing system to ensure the integrity of transmitted data. 

Debug bus 

Emulator 

EMU_TX_A 

FSM_A 

manchester_coder 

reg_bank 

fifo_emu 

iso14443_crc_A 

Figure 23: Architecture of the Emulator module 
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o manchester_coder: This module converts the data to be transmitted in 

manchester coding12 for transmission. 

 

Figure 24: FSM of the emulator ISO14443-A 

The most important criterion of the standard or at least the one who asked me the biggest 

problem is the response time of the emulator after the reader request (the FDT). This 

response time is very short, and must be precise to allow the reader to detect the presence 

of multiple cards. I am explaining how this works in the chapter on anti-collision detection. 

From the point of view of the FPGA, to meet this FDT, a module detects the end of the 

reader request and then launches a counter. When this counter reaches a preset value by 

the standard, the FPGA reads the FIFO, and then converts it in manchester codes. It is 

afterwards transmitted to the antenna that modulates the field to respond to the reader. 

Thanks to the high accuracy of this counter, obtained by its high operating frequency, the 

FDT is respected. However we still must fill the FIFO with the correct data, and that on time 

(that is to say before the end of the counter). This is done by the STM32, and its 

development is described in the next chapter. 

Always with a view to meet the FDT, to make the STM32 filling in time the FIFO, the 

communication between the FPGA and the STM32 must be quick. This will allow the STM32 

to calculate the corresponding response to the reader request. The improvement of the 

speed of this communication will be explained in the next section.  

                                                      

12
 Manchester coding is a coding system where the logical 0 is represented by a 0 followed by a 1, and vice 

versa for the 1. 
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4.5.2. STM32 Programming 

 

STM32 programming is what was the most challenging to me. Unlike on the FPGA, no 

emulator module was done previously. So I had to make all the technological choices by 

myself, with the responsibilities that go with it. Given its complexity, I will concentrate this 

report on some of the most interesting parts. 

 

4.5.2.1. Bases functionality of the emulator 

As I explained in the chapter on the possible solutions, the STM32 cannot handle both the 

screen and the rapid response to the reader requests. The first thing to do was to turn off 

the screen when emulating, or at least to minimize the graphical management. Knowing that 

the STM32 operates largely by interruptions (mostly USB ones), it is clear that we must also 

use them to emulate a response. This interrupt is a signal that goes to high state when the 

record number that the FPGA has decoded and stored in the SRAM is greater than zero. So, 

after triggering the interrupt, the STM32 simply retrieves the traces in this memory and 

respond accordingly. 
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The action to be done by STM32 to reply can be represented in the following diagram: 

 

Reading the number of records corresponds to read the number of data decoded by the 

FPGA, and thus available in its memory. The STM32 needs this number to then, read the 

correct number of records. Once it gets the records, it will extract from them the relevant 

information, which means the commands from the reader. 

Reading of the number of records 

Interruption 

Passing through a state machine 

to generate the correct answer 

Analysis of records to detect the 

relevant commands 

Reading of records 

Transmission of the response to 

the FPGA  

Waiting for a new interrupt 

Interruption signal at 

high level? 

Figure 25: Diagram of the STM32 actions  
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According to these commands, and thanks to a state machine, the STM32 is able to 

generates the same kind of answer a real card would give.  The state machine follows strictly 

the standards ISO14443, and its code is available in appendix. 

Unfortunately, the overall response time of this system was too long to meet the FDT timing 

of the standard. Since each of these blocks is necessary, I had to optimize them one by one 

by finding technological solutions to make them more efficient, and save the precious 

microseconds required. 

In order to know which block to optimize or not, I had to estimate the time spent in each, so 

the opportunities associated. In Figure 26, we can see an example of a track done with the 

software RGPA13, highlighting the time in each block. A description of this software is 

available in the appendix. Each visible signal on the Figure 26 was generated by setting up a 

pin of the FPGA, corresponding to its desired behavioral.  

 

Function Time spent 

Reading the number of records 10us 

Reading the records 70μs 

Records analysis 10us 

Transmitting the response 25μs 

Figure 26: Chronogram and time corresponding to the communication between the FPGA and the STM32 

Here, as we can see the transfer time (“reading the records”) is way too long, and does not 

meet the standard. The main delay is the reading of the records, which is done sequentially 

by the STM32 reading record after record in the memory of the FPGA. 

One way to accelerate this is to use one of the many DMA14 present in the common STM32 

devices. The operation is as follows: rather than sequentially read record after record, we 

just start the DMA which will handle the transfer. The DMA is primarily set to transfer from 

an external device to the internal memory. We must also specify the address where it reads 

the data, their numbers, and the address where it rewrites. These two addresses are always 

                                                      

13
 RGPA is developed by Keolabs for displaying communications software with or without contact. It is a 

common basis for all of their products (Proxilab, NomadLAB, ContactLab, etc..), But another part of the window 
also allows for controls specific to a particular tool. 
14

 DMA for Direct Memory Access 
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the same (the FSMC port to communicate with the FPGA has a fixed address, and the 

variable internally to store the records too). We only need to specify the number of bytes to 

transfer before starting the DMA. The number of instructions executed by the STM32 at the 

beginning of the communication is then limited to few of them, to gain some microseconds. 

With this DMA, it is possible to reduce the time of data transfer, enough to reduce the total 

chain (reading the number of records up to write the answer) to about 75μs, so with 10us of 

margin regarding the minimum FDT. The table below details the time spent in each function 

with the new DMA. 

Function Time spent 

Reading the number of records 10us 

Reading the records 35μs 

Records analysis 5us 

Transmitting the response 25μs 

Figure 27: Time spent in each function with the DMA 

 

4.5.2.2. State machine for the response generation 

To be compliant with the ISO14443 standard, the emulator must send correct response to 

the reader when it receives a correct request. The response can be any response of the card 

selection (see chapter 3.1.4 for the initialization and anti-collision) and of the data 

transmission (see chapter 3.1.5). The finite state machine I developed to generate the right 

response is following. The first level is as follows in figure 28, and then I split it into the 

READY state and the ACTIVE state in the figures 29 and 30. A general reset is not shown is 

these figures. However, no matter in which state and sub state we are, if a reset signal (i.e. 

no more magnetic field provided by the reader) is received, the state machine will go back 

into the IDLE state. 

IDLE READY 

ACTIVE HALTED 

(REQA and not WasHalted) 

or WUPA 

WUPA 

HALT and substate != 

communicate 
WasHalted = 1 

Figure 28: High Level State Machine for the response generation 
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To explain all condition and all states would be really trivial in this report, so it will not go 

deeply in explanation. For further information, and to understand why one condition is 

present or not, please refers to the standard in [3]. 

The following figure is a diagram explaining the internal condition of the READY state. This 

state, according to the standard, has to handle the anti-collision process and thus the 

selection of a card. All numbers are in hexadecimal base. 

Figure 29: Ready state of the response generation 
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The acronyms used in the previous and the next diagrams are: 

 CL1/CL2: cascade level 1 and 2, see [3]; 

 SAK: select acknowledge, and “SAK not complete” for an UID not completed yet; 

 ATS: answer to select; 

 GoodUID: this function compares the UID received with our UID, even if it’s just a 

part of it (only several bits before a collision occurs for example). 

The cascade level depends on the size of the UID. This size can be single (4 bytes), double (7 

bytes) or triple (10 bytes). The card and the reader need the full UID to communicate with 

each other, so it will go through all cascade level until it retrieves the full UID. The first 

cascade level (93) retrieves the 4th first bytes, the second level (95) the next ones, and so on. 

The card sends a “SAK not complete” when it has further UID bytes to transmit.  

The sub state variable is the sub state inside the ACTIVE state. The value 50 is the byte 

indicating an HALT command, and E0 for a RATS (Request Answer To Select). The block 

handling function will handles the transmission and the reception of data block. See [4] for 

more information about this layer. 

The next figure is a diagram of the ACTIVE state. 

Figure 30: Active state of the response generation 
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4.5.2.3. Use while connected to a computer 

The objective of this project is to be, as a reminder, 100% compatible with the old product 

ProxiCARD, but NomadLAB must keep its current features such as spying, even when the 

emulator is activated. From there, one can easily deduce that decoded data will be needed 

in several places at the same time. Indeed, on one side the emulator must be able to read 

them to deduce the answer to send, and on the other hand it must be readable by the USB. 

The emulator has a very strong time constraints to meet the FDT, so it will has a high priority 

on the data. This constraint involves keeping the current system with the first DMA (now 

called DMA-Emulator). 

The readings data for the emulator and for the USB are at different frequencies, and for 

different volumes of data: the FPGA passes often few bytes, while the USB communication 

requires a larger volume of data but more rarely. Necessarily, these data readings must both 

have access to all the data without any loss. 

In addition to these readings, the FPGA must be able to write the new decoded data, even if 

the two "readers" (the emulator and the USB) do not have read all of them. So we need a 

buffer between the FPGA and the USB to manage differences in communication speed and 

volume. 

To implement this buffer, I decided to emulate the operation of a FIFO memory with an 

internal array and a second DMA. 

A diagram in Figure 31 is summarizing the data path between the FPGA and the PC, while 

passing through the emulator. 

 
Figure 31: Data path between the FPGA and the PC 
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When data arrives from the DMA emulator to the internal memory, the emulator uses them 

in priority in order to calculate and send the response. Then, a function to emulate the 

principle of a FIFO is called. In the diagram, the FIFO is in reality an array of significant size. 

The size has been calculated to store five complete ISO14443 transactions (that is to say the 

selection of a card, and then several block of data exchanged). This size permits to the PC 

and the USB to be completely saturated for five full transactions without reading anything 

from the STM32. This size is calculated to be sure to not lose any data even if the USB is not 

running for a considerable time lapse. Due to the asynchronism of the USB, which prevents 

to know when a particular USB query will be executed, we had provided a fairly large array. 

A USB query could be executed with a relative large delay if for example the USB 

communication with the PC is full. The final value for the size is 2048 bytes, given that a full 

transaction is stored on 400 bytes. 

As a reminder of this principle, a FIFO handles automatically the writing and reading location 

in its internal array. When writing, the data is stored in the first free cell of the table, and 

while reading, this is the first data that has been written that is read first (First in, First out). 

To know where to start to write in the FIFO, and so to not overwrite data, a variable 

'WriteEmu' is incremented at each writing sequence. So just we just have to write at the 

'WriteEmu' nth cell of the table to be sure nothing crush. The principle of reading is the 

same; we use a variable 'ReadEmu' to know where to start reading. When reading X bytes, it 

increments this variable of the value of X.  

Figure 32 puts at stake several entries in this array by the FPGA, as well as reading through 

the USB.  

Figure 32: Reading and writing in the FIFO 

When the value of the variable (during writing or reading) reaches the end of the array, we 

should manage this overflow to avoid losing data, while being fast. This overflow is handled 

by cutting the request (read or write) into two parts: the first will go to the end of the table, 

and the second will start again from the beginning. 
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Figure 33 highlights the overflow and the calculation of the size used then. 

 

 

When an overflow happen during writing, rather than wait until the DMA-USB has finished 

copying the data from the end of the table to restart at the beginning of the table, I decided 

to use a new DMA. The first DMA-USB copy the data until it reaches the end of the table, 

and the second copy those present at the beginning. Launched simultaneously they allow a 

considerable saving of time by dividing the writing time by almost half. 

 

4.6. Testing and results 

4.6.1. Efficiency tests 

Through many tests implementing the emulator and spying in real time, I could have tested 

the effectiveness of this method, and validated its operation. The tests consisted to place 

the NomadLAB, in emulator mode, near the ProxiLAB in reader mode, and to control on both 

side what is sent, and what is spied. These controls were done through the API of both 

NomadLAB and ProxiLAB, and lead us to check on both sides the correctness of the 

communication. The full communication was basically the selection of the card, the transfer 

of 10 block of 100 bytes each, firstly from the ProxiLAB to the NomadLAB, and secondly in 

the other way. The following table gave the number of transmitted blocks and the number 

of wrong blocks.  

Size used =  

WriteEmu - ReadEmu 

ReadEmu WriteEmu 

ReadEmu WriteEmu 

Size used =  

WriteEmu-(total size - ReadEmu) 

Figure 33: Overflow and size of the FIFO 
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Test number 

Number of bytes 

transmitted by the 

NomadLAB 

Number of bytes 

transmitted by the 

ProxiLAB 

Number of wrong 

bytes 

1 1000 1000 12 

2 1000 1000 22 

3 900 1000 14 

4 1000 1000 16 

5 900 1000 12 

6 1000 1000 32 

7 1000 1000 24 

8 1000 1000 18 

9 1000 1000 26 

10 1000 1000 24 

Figure 34: Testing results for data transmission 

Even after this kind of stress (i.e. a lot of frames exchanged and spied), in average over 10 

full communications, only 20 bytes were wrong in one block, giving thus an effectiveness of 

99.9%. Moreover, even when a part of the block is wrong, the CRC check will thus fail and 

the block will be consequently retransmitted. These tests were focused on the effectiveness 

of the transmission and spying, but the following tests will be focused on compliance with 

the standard ISO14443. 

 

 

 

4.6.2. Standard compliance tests 

At KEOLABS, compliance tests are particularly important given that the past company Soliatis 

was specialized in this field.  

The certification tests, that are to say at the protocol level, are made through SCRIPTIS 

Manager Software, which lets us create test suites in script form. This software is sold to 

every customer that requires testing theirs products by themselves. 

There are many test campaigns which test every rules of the standard, and check if the 

response is right. Thus the test campaign to test Type A card has helped me tremendously to 

develop the emulator, by targeting me problems or settings I was not handling correctly yet. 
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In Figure 35 we can see as example a screenshot of the test campaign I used.  

 

This test campaign, from Scriptis Manager Software, will test for example in the first test the 

polling of the card, which is simply a loop of selection and deselection of the card. This 

campaign contains 300 tests scripts to test every rule in the standard, but I cannot provide it 

because it belongs to the company and to its customers. 

The purpose of each test is to ensure that the emulator (or the card) goes through specific 

states (as for example card in idle state, selected card, card is being selected, etc.), and with 

good transitions between them. The test campaign also checks that starting from any state, 

the emulator goes in another specific state. 

At the end of my thesis, all tests in the “Digital ISO14443 Test Suite for PICC – Type A” were a 

success, proving that my emulator feature integrated in the NomadLAB were standard 

compliant. 

 

  

Figure 35: Screenshot of SCRIPTIS Manager 
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4.6.3. Anti-regression tests 

Once the protocol tests are passed, it was also necessary to write anti regression tests. 

These tests aim to prevent any regressions in the development of new features. Specifically 

these tests verify that everything that worked so far still works, and points out what does 

not work anymore. I wrote the anti-regression tests according to the emulator, which was 

mainly based on the efficiency tests. 

These anti regression tests are also developed as scripts, but this time in Java script through 

the control of the tool’s API. By controlling the products by API, the script can fully control 

the tool and make it perform any commands or communications, and thus test every 

features of the product. 

The Java script is executed in RSCRIPT Software, which is a java script debugger. It can 

display the values of variables, pause a script, and having a window for the script to display 

output information. In the same way that SCRIPTIS manager, it allows you to quickly 

synthesize a test campaign by displaying a red or green icon according to the test result. 
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5. Conclusions and future works 

The objectives of this project, which were to include all the features of the old product 

ProxiCARD in the new NomadLAB while retaining all its current features, were obtained. All 

the basic features are present, but also the management of type A protocol and all 

communication speeds of ISO 14443. 

From the point of view of workload, the code I wrote is about 1800 lines of C for the STM32, 

about 400 lines of VHDL (indeed much of the VHDL code was re used), and also 300 lines of 

C++ for the interface on the PC. 

Having the opportunity to work on all the areas that I learned during my education with C 

programming on microcontroller, VHDL on FPGA and C++ on computer is a real enrichment 

within a master thesis. Moreover I did not limit myself to only NomadLAB, because I got to 

work with many products of KEOLABS and helped to test them. 

This internship allowed me to apply the knowledge and skills acquired throughout my 

studies at Grenoble INP and KTH. Courses by examples of software reliability and those on 

parallel computing have been of great help. 

Knowing nothing about the field of contactless cards at the beginning of this internship, I had 

the opportunity to discover a very interesting field that is growing really fast. I am pleased to 

have worked in this area and have participated in the development of the company 

KEOLABS. 

Finally, I actually learned about the engineering job: design, innovate and solve complex 

technical problems. The ability to communicate and work in a team is essential. The spirit of 

synthesis also allows to transfer knowledge from one domain to another. In addition it 

should be noted that this course has led to a real product that will be sold, which is not the 

case for many master thesis, and this was a great motivation for me. 

The future works on this project would be to integrate a contact emulator to support the 

ISO7816 standard. Moreover, even in contactless, there is still a lot of protocol that are not 

implemented, for example NFC, and others less famous standards. 
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7.1. Hierarchy at KEOLABS 
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7.2. RGPA software presentation 

RGPA is a software developed by KEOLABS. It provides a graphical interface used to configure the 

tool easily, and to start / stop spying from a simple button. It also displays the communication in 

the shape of a timetable with a list and a description of each command touted. 

The graphical view of RGPA has several channels for different protocols; each channel has several 

levels of description, such as bytes, the associated command, etc. 
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7.3. Routing and picture of the final emulator board 
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7.4. Glossary 

 

Adc An Analog to Digital Converter is a chip to digitize an analog signal. 

API An Application Programming Interface is an interface where formal classes, methods or 

functions, are declared to serve as a front for software to control another. 

CRC Cyclic Redundancy Check is a calculation system that ensures the integrity of data 

transmitted. 

DMA A Direct Memory Access module allows transferring data without using the CPU of the 

microcontroller. The transfer is much faster and allows the CPU to do other things. 

EOF / SOF End Of Frame and Start Of Frame, are special characters exchanged between the card 

and the reader to specify the beginning or end of a frame. 

FDT Frame Delay Time is the time between the end of a frame sent by the reader, and the 

beginning of the card’s response. 

FIFO A First In First Out module allows to temporarily store data between two modules. One 

will write data to it, and the other will read, knowing that the first written record will be 

the first read. 

FPGA, VHDL Field-Programmable Gate Array. Integrated circuit designed to be configured by the 

user. In particular, it offers the advantage of being very flexible in its programming and is 

particularly suitable for treatment of high speeds communications. It is programmed in 

VHDL. 

FSM A Final State Machine allows moving from one state to another, depending on inputs 

but also on the previous state. 

FSMC High speed communication port. 

STM32 STM32 is a microcontroller. "STM32" is the short name of the chip used in this report, 

rather than the full name "STM32F215VG", manufactured by ST Electronic. 

SRAM SRAM is very fast memory for temporary storage of data between the FPGA and the 

STM32. In addition, it is volatile and therefore erased when the power is off. 

UID Unique Identifier is an identifier assigned to each smart card. It is coded on 4, 7 or 10 

bytes after specified by the manufacturer (single, double or triple) size. 

FRAME/RECORD A frame is one or more bytes, and a record or trace is a set of frame.  
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