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Abstract 
 

Highly increased data traffic over the last few years has led to a need to improve the network 

efficiency. One way to achieve this is by network coding. In this thesis two codes, namely 

replication code and regenerating codes, have been examined. Most other works in this area has 

been theoretical, so we created a testbed to perform practical tests. Then these practical results 

are compared to the theoretical results with varying finite field size. It will be shown that the 

practical studies verify the theoretical work. Furthermore, we observe the probability of 

successful repair after several stages of repair. 

More so, the achievability of exact repair of a failed node in a tandem network has been 

examined. This has been proven possible, and also the required finite field size is presented. 

Another issue at focus is the number of transfers required to achieve exact repair in such a 

network. The results show that 2*k transfers is required, which is comparable to functional 

repair. 
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Chapter 1 

Introduction 
This chapter is an introduction to my thesis project on network coding in a Distributed 

Storage System (DSS). The reasons behind doing this project as well as the possible 

solutions will be discussed. Lastly the structure of the report will be outlined.  

 

1.1   Motivation 
The development in information technology the last few years has led to big increases in data 

traffic. In particular the ever increasing use of smart phone applications forces the networks to 

adapt and become more flexible. The increasing use of heavy data traffic such as video 

streaming, like Youtube, and online storage, like Dropbox, has also led to increased need of 

network capacity.  

One way to improve the network capacity is by introducing network coding in a DSS. With the 

data spread out in a DSS, the availability for the end user will increase. Network coding can also 

increase the reliability of a DSS because it introduces redundancy to the system [1]. 

Network coding can be deployed with different coding schemes. In this thesis three different 

such coding schemes will be used. The first is a simple one called repetition code. This is 

basically replicating the data to multiple storage nodes. One of the replication codes biggest 

values is its low complexity. 

The second one is an erasure code called Maximum Distance Separable (MDS). This code has 

better storage efficiency, but at the price of higher complexity than the replication code. Here 

the original data is divided into M fragments which are stored in n nodes. Each node stores M/k 

data fragments and k nodes are what is required to recreate the original data. This is where the n 

and k comes from when (n,k) MDS code is discussed. MDS code is the optimum in the 

redundancy-reliability tradeoff [1]. The example in figure 1, which is taken from [1], shows a 

(4,2) MDS code. 
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Figure 1. This is a (4, 2) MDS binary erasure code. Each storage node is storing two fragments that 

are linear binary combinations of the original data fragments A1, A2, B1 and B2. In this example, the 

total stored size is M = 4 fragments. Observe that any k = 2 out of the n = 4 storage nodes contain 

enough information to recover all the data (adopted from [1]). 

 

The last code is a variation of the erasure code called regenerating code. It is very similar to the 

MDS code, but with improved repair function. Instead of connecting to k storage nodes to 

perform a repair, the regenerating code can connect to all the remaining nodes. Dimakis et. al. 

introduced this code and showed that it achieves the optimal repair bandwidth in [2]. 

 

 

The need for redundancy comes from the fact that storage nodes occasionally, or rather 

eventually, either fail or leave the system. Both possibilities have the same effect on the DSS, so 

both cases will be referred to as failed nodes in the rest of the report. A failed node needs to be 

replaced for the DSS to maintain the same reliability. This is done by recovering, or repairing, 

the lost data in a new node. In this thesis two different types of data repair will be considered, 

exact repair and functional repair. Exact repair restores an exact copy of the lost data, while 

functional repair creates new data with the same (n,k) MDS property as the lost data. In both 

cases it is possible to recreate the original data from any k storage nodes. 

Previous studies on the performance of network coding in distributed storage systems has been 

done in for example [2] [3] [4] and [5]. These studies have been theoretical, that is why this 

work has been performed in a test bed. So part of this project is confirming other peoples 

theoretical work in a real implementation. 

In [6] there was work done regarding functional repair. In this report the question was whether 

these results could be accomplished in exact repair as well. 

 

1.2   Contribution  
This thesis aims contribute to increasing the knowledge in the fields of DSS and NC. 

A test bed is developed to allow for practical tests of network coding. A couple of different 

network codes is compared in this test bed. Probability of success and multiple consecutive 

node failures are among the tested features.   

Furthermore the achievability of exact repair in a tandem network is examined. The required 

finite field size for different (n,k) regenerating codes will be derived. Then there is an attempt to 

lower the required amount of transfers to make such a repair. 

1.3   Outline 
In chapter 1 the reason for this thesis is explained. Chapter 2 contains the foundation for this 

thesis. This is where the basics for network coding and DSS are described. Chapter 3 defines the 

problem, the system model and our performance metrics. Chapter 4 provides the different 

results that are the product of this thesis. And in Chapter 5 conclusions are drawn and future 

work suggested
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Chapter 2 

Background 
The content of this chapter will provide an introduction to the subjects that constitute the backbone of 

this thesis. The description of Network coding includes an information flow graph and the max flow 

min cut theorem. This is followed by an explanation of distributed storage systems and possible 

coding strategies for them. After that the encoding and decoding algorithms are discussed. Lastly there 

is a description of the finite field.  

 

2.1   Network coding  
Network coding is a way to improve the efficiency of a network. Some of the improvements that can 

be observed are increased capacity and improved security. The essence of network coding is the ability 

for an intermediate node to combine incoming data streams before forwarding it. This was first 

introduced by Yeang and Zhang in 1999 [7]. Then the concept was completed by Ahlswede et. al. [8]. 

This achieves the maximum capacity of the Min-cut Max-flow theorem, which is further described in 

subsection 2.1.2. If the coding is done as linear combinations, it is called linear network coding. This 

was first introduced by Li et. al. in [9]. 

 

2.1.1   Information Flow Graph 

An Information flow graph is a communications network represented as a delay free acyclic directed 

graph G(V,E). V is a set of nodes in the network; source node, intermediate nodes and receiver. E is a 

set of egdes, or a set of direct links between each node. 

Figure 2, which is taken from [10], shows two information flow graphs. These two network setups will 

illustrate the difference of using network coding. The figure to the right applies network coding and 

the one to the left does not. Node s is the source, y and z the receivers and the rest are intermediate 

nodes. The source transmits a message that is divided into two fragments, b1 and b2. 

 

 

Figure 2 shows two information flow graphs, where the one to the right applies network coding in 

node w [10] 
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The left figure displays the drawback of not using network coding. The receivers will receive the 

complete file at different times, with one being delayed. This is because x can only transmit one of b1 

and b2 at the time.  

In the right figure network coding is applied in node w, which means the two receivers will receive the 

entire file without delay. However in this case the receivers will need to decode the data, which means 

a decoding algorithm is needed. A more thorough description on the encoding and decoding 

algorithms will follow in section 2.3.  

 

2.1.2   Max-Flow Min-Cut theorem 

The Max-flow Min-cut theorem defines the maximum capacity of a network, or in other words the 

maximum amount of data that can be transferred per time unit. In a simplified way, one could say the 

maximum flow is determined by the bottleneck of the network.  

A cut is a subset of edges that divide the network in two, with the source and the destination on 

different sides. Each path between source and destination uses at least one of the edges in the cut 

subset. The value of a cut is calculated by adding together all the edges’ capacities of that cut. The cut 

with the smallest value is the minimum cut value, or the Min-Cut. 

An example of this is given in figure 3. The network contains 5 possible sets of edges; e1 with a 

transfer rate of 4 bits/s, e2 with 4 bits/s, e3 with 3 bits/s, e4 with 5 bits/s and e5 with 5 bits/s. This means 

e3 is the Min-Cut and that the maximum flow is 3 bits/s. 
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Figure 3 shows an example of the Max-Flow Min-Cut theorem 
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2.1.3   Benefits of network coding 

There are two major benefits of network coding. The first one is increased throughput. Figure 4 

describes the improvement gained by using network coding in a butterfly network. 

 

Figure 4 shows an example of a butterfly network [11] 

 

In figure 4 (a) and (b) it is shown that the receivers R1 and R2 can only receive the information from 

the two transmitters, S1 and S2, one at the time. While in figure 4 (c) the receivers can receive the 

information simultaneously. The example is adapted from [11].  

The second benefit is added security. It is naturally harder for someone that intercepts the data to 

interpret it if it is coded, compared to if it is unaltered. This is described in figure 5, which is also 

adapted from [11]. In the left picture the data is transmitted uncoded, while in the right picture linear 

combinations of the data is transmitted. 

 

 

Figure 5 the left figure is uncoded and the right one uses linear network coding [11] 

 

2.2   Network coding strategies for DSS  
There are several different coding strategies for DSS, each one providing different advantages and 

disadvantages. In this thesis the following codes has been applied: 

 

2.2.1   Replication code 

The first code is called replication code. It is the simplest way of increasing the reliability of a 

distributed storage system [12]. What it does is basically replicating the data to multiple storage nodes. 

The complexity is lower than for other codes since the data is not encoded. The main drawback for 

this code is that it requires a lot of storage space.  
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The repair of a failed storage node in such a system is very simple as well. A new node just connects 

to a node containing the same data as the one that was destroyed and then downloads this data. 

 

2.2.2   Erasure code 

The second one is an optimal erasure code, called Maximum Distance Separable (MDS) code. This 

code improves the storage efficiency, but it comes at the price of higher complexity than the 

replication code. Here the original data is divided into M fragments which are stored in n nodes. Each 

node stores M/k data fragments and k nodes are required to recreate the original data. This is where the 

n and k comes from when (n,k) MDS code is discussed. MDS code achieves the optimum in the 

redundancy-reliability tradeoff [13]. 

When a storage node is repaired in an (n,k) MDS system, the new node connects to k surviving nodes 

and download M, the original file. The new node first recreates the original data and then creates the 

fragments that are to be stored. 

 

2.2.3   Regenerating code 

This is another variation of the erasure code. The regenerating code provides an improved repair 

function. This is made possible because of the fact that the regenerating code allows a new node to 

connect all remaining storage nodes after a node failure. This means k ≤  d ≤ n – 1 for the regenerating 

code, compared to d = k for the MDS code. 

There is a storage/bandwidth tradeoff that is of great interest. It describes the relationship between the 

amount of stored data and the amount of data that necessary to transfer for a repair. There are two 

extreme points on this curve called Minimum Storage Regenerating (MSR) and Minimum Bandwidth 

Regenerating (MBR). They are what they sound like; MSR stores the smallest amount of data possible 

in each node and MBR requires the least amount of data to be transferred to make a repair [14]. In this 

thesis it is the MBR that has been considered. 

Figure 6 illustrates the difference between a MDS code and a Regenerating code when it comes to 

repair. 
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Figure 6 a) shows repair for MDS code and b) shows repair for regenerating code. 
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a) Example of exact repair of a maximum distance separable (MDS) code. When a first node fails, a 
newcomer node connects to second node and third node. The second node and third node transmit b1, b2 and 
a1 + b1, a2 + b2 to new node respectively. At the newcomer node recovers an original file (a1, a2, b1, b2) and 
then encode these data to get a same data (a1, a2) stored at the failed node.  

Node 1
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a2
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b1

b2

Node 4

a2+ b1

a1 + a2 + b2

Node 3

a1 + b1

a2 + b2
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Node

a1

a2

Repair 

 

b) Example of exact repair of a regenerating code. When a first node fails, a newcomer node connects to 
three surviving node (node 2, 3 and 4). The second node, third node and fourth node transmit b2, a2 + b2 and 
a1 + a2 + b2 to new node respectively. At the newcomer node encode these data to get a same data (a1, a2) 
stored at the failed node. 
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2.3   Encoding and decoding algorithms 
The foundation of network coding is the encoding and decoding algorithms. The algorithms used in 

this thesis will be described in the following two subsections. 

 

2.3.1   Encoding algorithm 

Linear network coding (LNC) is a common way of encoding data. What LNC do is to combine data 

inputs from different sources to one output. The output vector Y is given by equation (1). 

 

Y = MX                                                                        (1) 

 

Here M is the transfer matrix and X is the input vector. 

In this thesis Random Linear network coding (RLNC) was used. Ho et, al. [15] was the first to 

introduce the concept of RLNC. As the name indicates RLNC uses random coefficients for the 

elements of the transfer matrix M. All elements of X, Y and M as well are chosen from the finite field 

of GF(q), where q is given by 2
n
 and n is an integer. Finite fields will be described in more detail in 

section 2.4. 

 

2.3.2   Decoding algorithm and complexity 

To recover the encoded data, a decoding algorithm is required. With the previous example of using 

transfer matrix M for encoding, the decoding is done by the inverse of M. 

On a more important note regarding decoding is whether successful decoding is possible or not. There 

are two ways of examining this. The first one is by looking at the determinant of the transfer matrix M. 

If (2) is true, then decoding is possible. 

 

det(M) ≠ 0                                                                    (2) 

 

The second way is to check if the matrix M is of full rank. For example if M is a 4x4 matrix, then if 

(3) is true, then the decoding can be done. 

  

rank(M) = 4                                                                 (3) 

 

One more aspect to consider is the complexity of the decoding algorithm. The complexity is given 

using the big O notation, which is a common way of measuring the complexity of calculations. 

There are three steps that must be performed in order for the receiver to collect the file: 

 

  First the transfer matrix M needs to be inverted. If the matrix M is of dimension h x h, then 

Gaussian elimination requires O(h
3
) operations [16]. 

 The second step is to linearly combine h data streams. This requires O(h
2
) operations. 
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 The last step depend on the finite field Fq (q = 2
m
). Multiplications and divisions requires 

O(m
2
) operations [11].  

 

It can be seen in the last step that the finite field chosen will have a big impact on the total complexity 

of the decoding process.  

 

2.4   Finite field size 
In abstract algebra there is a term called finite field, or Galois field. A finite field is a field with a 

limited number of elements. The number of elements in the field is given by the x in GF(x). In 

example GF(2) contains only 0 and 1. This means calculations in a finite field will yield different 

results than usual. Below follow tables 7 and 8, which describes how addition and multiplication 

works in GF(2)[17].  

 

 

 

+ 0 1 

0 0 1 

1 1 0 

 

Table 7 describes addition in GF(2) 

 

 

* 0 1 

0 0 0 

1 0 1 

 

Table 8 describes multiplication in GF(2) 
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Chapter 3 

System Model and Method 
This chapter contains a problem statement as well as descriptions of the models and methods used in 

this thesis. There are two different kinds of experiments done in this project. The first is a test bed that 

is a physical implementation of a distributed storage system (DSS). This test bed will be used to 

investigate efficiency of different types of network coding. The efficiency will be measured in the 

success probability of downloading and reconstructing the data. The second experiment is a series of 

simulations that will search for exact repair codes for different (n,k) MDS codes and look at the 

number of transfers required to make said repair. This is done for a tandem network. 

 

3.1   Problem statement 
This section states the different problems that have been dealt with in this thesis. The first subsection 

describes the creation of the test bed and what it is used for. This is followed by the exact repair 

simulations. 

 

3.1.1   Test bed for network coding 

There has been previous work in this area, but most of these have been theoretical simulations. So it 

might be interesting to see if the theoretical results will hold up in a practical test. This made the first 

issue for this thesis to create a test bed, to be able to test these theories in an actual network. There was 

some other work like this that was done in C++ [18]. In this thesis we decided to go another way by 

using Matlab as a base for the communication platform.  

In this test bed regenerating code has been compared to replication code. Then the regenerating code 

has been tested with different finite field sizes as well as the effect of multiple node failures in a row. 

The main performance measure for the network codes is probability of success. 

 

3.1.2   Exact repair 

There has been similar work done for functional repair [6]. An interesting question is if the same result 

can be achieved when using exact repair as well. So the problems solved here was first to confirm that 

exact repair was possible and what finite field that was required for different (n,k) MDS codes. Then 

also the number of transfers, or the cost, of the repair was solved. 

 

3.2   System Model for the test bed 
The system that is modeled is an implementation of a DSS using different network coding strategies. 

The platform for the implementation is Matlab and a Wi-Fi network is used for the physical transfers. 

The DSS contains a source node, a data collector (DC) and in between them a number of storage 

nodes. For the first problem the number of storage nodes is fixed to four. In the second problem there 

are between four and ten storage nodes. The source node distributes the data to all storage nodes and 

the DC can collect the data from any k storage nodes.  
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3.2.1   Network Configuration 

The network used in this project is the KTH Wi-Fi network (Eduroam). All the links are established 

through Matlab. All the storage nodes are linked together as well as to the source node and the DC, but 

there exist no direct link between source and DC. Six laptops are used as source, storage nodes and 

DC. The matlab commands use TCP/IP protocol for the connections. Figure 9 is a photograph of the 

setup.  

 

 

Figure 9 shows the setup of the test bed 

 

3.2.2   Setting up the links through Matlab 

A socket transmission control protocol (TCP) is set up as a line of communication between two nodes. 

As previously mentioned there are links created between all nodes in this network, except for between 

the source and the DC. This means a socket is created for each of these connections. The sockets are 

assigned a specific port number which should be 1024 or larger, because port numbers smaller than 

that are used for temporary clients that usually have short lives. Both nodes in a link need to be 

assigned a network role as well, which is referred to as “NetworkRole”. One end is the server and one 

end is the client. In this thesis the given network role does not affect anything, but it still need to be 

assigned.  

The following Matlab functions are used to create, open and close a socket: 

 

 tcpip 

A socket is created by using the tcpip function create a TCPIP object. The following example shows 

how a client creates a socket to the server: 

 

ser_soc = tcpip(‘host IP address’, port number, ‘NetworkRole’, ‘client’); 
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Where “host IP address” is replaced with the actual IP address of the server and “port number” is 

replaced with the number of the port that is assigned to this specific link. The input parameter 

following “NetworkRole”, in this case “client”, states the network role for this node in this link. These 

are the required input parameters. However more input parameters can be added, some of which is 

shown in the following example: 

 

ser_soc = tcpip(…,‘Timeout’, 100, ‘InputBufferSize’,1000, ‘OutputBufferSize’, 1000); 

 

The number following the different input parameters is the value assigned to the parameter. In the 

example above “Timeout” is set to 100 seconds, which means the system allows the read and write 

operations to take 100 seconds before it aborts the operation. The input and output buffers are both set 

to 1000 bytes, which means that 1000 bytes is the maximum message size for this particular system. 

 

 fopen 

This function opens the specified tcpip connection. This is how to open the connection in the above 

example: 

fopen(ser_soc); 

 

 fclose 

This function closes the specified tcpip connection. This is how to close the connection in the above 

example: 

fclose(ser_soc); 

 

3.2.3   Image file 

The image file that is the object to be transmitted in this thesis needs to be modified for the system to 

be able to process it. At first the file is converted to a matrix of 0’s and 1’s with the command imread. 

To be able to convert the image file to other finite fields the following series of commands are used: 

  

 double 

Convert logical to double precision. 

double_image = double(image); 

 

 num2str 

The num2str function converts numbers to their string representations. 

char_image = num2str(double_image); 

 

 reshape 

The reshape function returns the m-by-n matrix char_image_1. The elements of which are 

taken column-wise from char_image. 

 

char_image_1 = reshape(char_image', m,  n); 
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As an example: 

 

char_image_1 = reshape(char_image', 1, []); 

 

From this example the transpose of char_image is converted to a vector. 

 

 regexprep 

The regexprep function replaces all occurrences of the regular expression expr in  

the string str with the string repstr. 

 

string_image = regexprep(‘str’, ‘expr’, ‘repstr’); 

    

As an example: 

 

string_image = regexprep(char_image_1,'[^\w'']',''); 

 

In this example the spaces between the numbers of char_image_1 is removed in the new string_image.  

 

 strcat 

The strcat function horizontally concatenates strings in arrays s1, s2, ..., sN. 

 

group_data= strcat(s1, s2, ..., sN); 

 

As an example: 

 

group_data = strcat(string_image(1), string_image(2)); 

 

In this example GF(2) is changed to GF(4) by concatenating strings in the two arrays string_image(1) 

and string_image(2). 

 

 bin2dec 

The bin2dec function converts a binary number string to a decimal number string. 

 

bin_data = bin2dec(group_data); 

 

Upon completion of these six functions, the finite field of the image file is changed to the requested 

finite field size. 
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3.2.4   Preceding information 

There are eight messages that precede the transmission of the image file. They contain information 

about the setup of the current test, like for example finite field size, number of loops and which node 

that fails. The following messages are transmitted over the links. 

 

 Finite field 

This is to specify the finite field size for this process. 

 

 Number of loops 

This is to specify the number of loops for this process. 

 

 Repair stage 

How many repair stages to run. 

 

 Failed node 

The server chooses a random node to fail. Then the server notifies said node and the node proceeds to 

delete the stored data. 

 

 Selected nodes 

The DC selects which nodes to download the data from to reconstruct the original file. 

 

 Ready to receive 

The DC sends a “ready to receive” message to the selected storage nodes. This means the storage 

nodes can start to transmit the data. 

 

 Acknowledgement for next repair stage 

Acknowledgement that the DC has received the data and that next repair stage can begin. 

 

 Acknowledgement for next loop number 

Acknowledgement that all repair stages are completed and that next loop can begin. 

 

The entire process for these messages can be seen in Figure 10. 
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Server Storage Node Data Collector

Finite field

Finite fieldLoop size

Loop sizeNumber of repair stage 

Number of repair stage
Failed Node

Selected Node

Ready to receive

Acknowledgement for next repair stage

Acknowledgement for next loop

Sent Data

Sent Data & Coefficient

 

 

 

Figure 10 displays the communication process between Server, Storage Nodes and DC. 
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3.2.5   Write/Read data 

The following functions are used to transmit and receive data in matlab over the TCP link: 

 

 fwrite 

This is a function to transmit data over a specified link. 

 

fwrite(Name of Object, Sent Data); 

 

As an example: 

 

fwrite(ser_soc, 1:10); 

 

In this example the integers 1 to 10 are transmitted to ser_soc, which in section 3.2.2 was the name 

given to the server socket. 

 

 fprintf 

This is just as fwrite a function to transmit data. The difference compared to fwrite is that the type of 

data that is transmitted needs to be specified. 

 

fprintf(Name of Object, ‘Type of Data’, ‘Sent Data’); 

 

As an example: 

 

fprintf(ser_soc, ‘%c’, ‘Y’); 

 

In this example the type of data is specified as %c, which means that only one character is transmitted. 

This character is Y and it is transmitted to the previously mentioned server socket ser_soc. 

 

 fread 

This is a function to read data that is transmitted over a specified link. 

 

fread(Name of Object, Size of Data); 

 

As an example: 

 

fread(ser_soc, 10); 

 

In this example ten characters that are transmitted from ser_soc are read. 

 

3.2.6   Confirm MDS-property 

MDS property needs to be confirmed to make sure that the original file can be recreated from any 

combination of the storage nodes. The number of possible combinations is given by equation (4).  

 

              (4) 
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A couple of examples are given by (5) and (6). 

 

               (5) 

 

                (6) 

 

It is clear that the number of combinations to check increases a lot as n is increased. The maximum 

number of combinations is reached for k = n/2. If n is uneven the two values closest to n/2 will provide 

the largest number. For instance if n = 5, then k = 2 or 3 will yield the maximum number of 

combinations. Each of these combinations needs to be of full rank for the code to have MDS property. 

There is a rank(x) function in matlab that serves this purpose. 

 

3.3   System model for the exact repair problem 
The testing of the exact repair was not run in the test bed. This is because the focus here was searching 

for repair codes as well as the minimum cost for repairs. This is much more practical to do in a 

simulation in a Matlab environment as opposed to the test bed. So in this problem no actual network is 

used. Instead a simulation is done with a number of virtual storage nodes in a tandem network. The 

number of storage nodes is varied from four up to ten nodes.  

A couple of different simulations are run. First a MDS code is created, then a repair code is created for 

said MDS code and lastly there is an attempt to decrease the number of transfers that is required to 

make a repair. These processes are described more in detail in the following three subsections. 

 

3.3.1   Create code with MDS-property 

First a (n,k) MDS code is created by doing random numbers for the n nodes. Then to be sure that the 

code is of MDS-property, the rank of each possible combination of k nodes is tested. If each 

combination is of full rank, which is 2*k, then the code has MDS-property.  

As an example; a (4,2) MDS code has 6 possible ways of combining the storage nodes to recover the 

original data. Then each of the 6 combination needs to have rank 4 for the code to be of MDS-

property. 

When the code has been confirmed to be of MDS-property, the next step is to find a repair code to be 

able to restore a lost storage node. This is described in the next subsection. 

 

3.3.2   Finding an exact repair code 

To find a code for exact repair of a failed node, a systematic search through the linear combinations of 

the fragments of the k closest nodes is performed. Each of the two fragments is repaired by a linear 

combination of the 2*k fragments in the closest k nodes. The process for a (4,2) MDS code is 

illustrated in figure 11. 
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       Figure 11 shows the four transfers that are made to restore the failed node 

 

So the objective is to identify for what α’s the repair is possible. More specifically what α’s that 

complete the equations (7) and (8). 

 

α1A3 + α2A4 + α3A5 + α4A6 = A7              (7) 

α5A3 + α6A4 + α7A5 + α8A6 = A8                   (8) 

 

3.3.3   Examining the number of transfers required for  exact repair 

If one takes a closer look at the previous subsection 3.3.2 about finding an exact repair code, it can be 

seen that 2*k transfers is used to make the repair. As an example in figure 11, a (4,2) MDS code uses 4 

transfers to complete the repair. This number comes from an initial assumption that the repair can be 

completed by using 2*k transfers. This assumption comes from the fact that for functional repair this 

is possible [19]. So this assumption was used in the previous section when finding the repair code. 

Since repair codes for the different (n,k) MDS codes where found, it confirmed this assumption. 

The next step is to search for repair codes that require fewer transfers. In an attempt to find a repair 

code for 2*k-1 transfers, one change was made to the previously used code. Instead of transmitting 

both fragments from the furthest node, only one fragment would be used for the recreation of both 

fragments in the new node. 
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3.4   Implementation of network coding in a DSS 
Different network codes have different process for distribution and repair in a DSS. This section will 

address these processes and the difference between them. First out is replication code, which is 

followed by the regenerating code. The regenerating code will be described for different n and k. 

 

3.4.1   Replication code 

In the replication code four storage nodes are used (n=4). The original data is divided into four 

fragments (M = 4). These four fragments are divided into two pairs and then these two pairs are 

distributed to two storage nodes each. A DC can collect the original data from two out of the four 

nodes (k = 2).  

If a storage node fails, the repair will be handled as follows. The newcomer node will connect to the 

surviving node that contains the same data as the failed node and download that data. In Figure 12 the 

network topology for replication code can be seen, complete with failure, repair and reconstruction.  
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d
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b
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d

Node 4

c
d
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a
b
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Data Collector

a
b
c
d

Figure 12 shows the network topology of replication code in the test bed. 

 

3.4.2   Regenerating code  

For the regenerating code the number of storage nodes are also four (n = 4). The original data is 

divided into four fragments (M=4) here as well. The original data can be recreated by connecting to 

any two out of the four storage nodes (k = 2). The elements of the fragments are from within the finite 

field size Fq, as compared to the replication code where the finite field size is always F2. Another 

difference compared to the replication code is the storage nodes have an added functionality as they 

have the ability to sum up independent input data flows to generate the encoded fragments. 

When it comes to repairing failed nodes, the newcomer node can connect to the three remaining nodes 

(d = 3) to reconstruct the lost data of the failed node. Each of the remaining nodes transmit one 

encoded fragment to the newcomer node (β = 1), which then combines them to create two new 

encoded fragments. And by this a new storage node has been created. 

The table 13 show a summary of the values used. 
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Parameters Assigned Value

Number of Storage Node (n) 4

Number of fragments divided from an original file ( M ) 4

Number of any storage node to retrieve an original file ( k ) 2

Amount of fragment using to store in each storage node   ( ∝ =M/k  ) 2

Number of surviving storage node to repair a new data      ( d = n - 1) 3

Amount of fragment for repair bandwidth in each storage node ( β ) 1

Amount of fragment for repair bandwidth all storage nodes   ( γ=dβ ) 3

Table 13 contains a summary of the values used for the regenerating code 

 

Figure 14 displays the network topology of the regenerating code in the test bed. It also shows both the 

repair and the reconstruction processes. 
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Figure 14 shows the network topology with the regenerating code 

 

3.4.3   Multiple failure stages with the regenerating code  

In the previous subsection the probability of success for regenerating code was considered for one 

single node failure. However it is also of interest to see how the probability of success is affected by 

several consecutive node failures. This subsection will address that question, both in the test bed and 

in theory. Since the chosen finite field size affects the probability of success greatly, different finite 

field sizes have been considered for this question as well. 

In the test bed the process is simply that after the first random node failure has been repaired, one new 

random node fails and everything is repeated. This is done for up to ten failure stages. 

For the theoretical part the probability of success Pr is calculated from equation (9).  

 

           (9) 

 

 m = the number of fragments to original file is divided into. 

 k  = the number of fragments stored in each node. 
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 r   = the number of nodes required to recreate the original data. 

 d  = the number of nodes connected to.  

 q  = finite field size. 

 

The formula is derived in [4]. 

Then that value was raised to the power of the required number failure stages, which is denoted by x in 

(10).  

 

        Pr
x
                               (10) 

 

Figure 15 illustrates several stages of node failures. 

 

 

 

Figure 15 shows several stages of node failures 
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Chapter 4 

Results and Analysis 
This chapter describes the different performance metrics and the results reached in this thesis. The 

main performance indication for the first part of the thesis is probability of success. First the 

theoretical values will be discussed for the different codes. Then the codes will be run in the test bed 

and a comparison between the codes for different finite field sizes will follow. It will be shown that 

the regenerating code will be way better than replication code as the field size is increased. It will also 

be shown that it is important to have a high success probability when the number of failure stages 

increase. 

The second part of this thesis focuses mostly at the achievability of different repair codes. So the 

results for this part will be listed as required finite field size for the code to have MDS-property and 

required finite field size to achieve repair. Another thing examined is the number of transfers required 

to make an exact repair. This will prove to be equal to 2*k. 

 

4.1   Probability of success in theory 
The main measurement for network coding is probability of success. This means the probability of 

successful download from the DC point of view. This section will derive the theoretical values for the 

probability of success for the different codes. 

 

4.1.1   Replication code 

The DC connects to two nodes to obtain the data. When one node is chosen, three nodes remain. Out 

of these three nodes, one will contain the same data as the first one. This means that choosing one of 

the other two will make the download successful. This means the success probability will be 2/3, or 

about 67%. The actual formula is presented in equation (11).  

 

            Psucc                (11) 

 

4.1.2   Regenerating code 

Same as for the replication code, the DC connects to two out of the four available storage nodes. 

However, here the formula for the probability of success is a bit more complicated. The formula is 

presented as equation (9) in section 3.4.3. The theoretical values will be presented in figure 17 in 

section 4.2.2 together with the values measured in the test bed. 
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4.2   Results 
This section contains the results of this thesis and they are compared to their theoretical value. First 

out there is a comparison between the different codes. Then the finite field size for the regenerating 

code is increased in an attempt to increase the probability of success. Following that is a look at what 

happens to the probability of success when nodes fail more than once. 

Then focus will be shifted to the examination of exact repair in tandem networks. First the (n,k) MDS 

code is created for different n’s and k’s . Then there is a search for exact repair codes for the MDS 

codes. Both of these will be presented with the required finite field size in a table. Finally the number 

of transfers for the repair is presented.  

  

4.2.1   A comparison between repetition and regeneration code 

In figure 16 there is a comparison between theory and implementation for both replication and (4,2) 

regenerating code.  

 

 

Figure 16 probability of success for replication and (4,2) regenerating codes, both in theory and the 

implementation 

 

As can be seen, the results of the implementation are pretty much the same as the theoretical value. 

Another noticeable result is that the (4,2) regenerating code performs much worse than the simpler 

replication code. However, this is done in the finite field GF(2) and theoretically the regenerating code 

will benefit greatly by increasing the finite field. That will be the subject of focus in the next 

subsection. 
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4.2.2   Results of increased finite field size for regenerating code 

In theory the probability of success should increase a lot increasing the finite field size, GF(x). In 

figure 17 the result of the implementation is compared to the theoretical result, with GF(x) going from 

2 to 256. 

 

Figure 17 shows the probability of success for (4,2) regenerating code with different values of the 

finite field 

 

As can be seen in figure 17, the results of the implementation follow the theoretical results pretty well, 

so the increasing GF(x) led to an increasing probability of success. Already at GF(4) the probability of 

success is about the same as that of the repetition code. As GF(x) keep increasing, the probability of 

success goes towards 100%. However, one must remember that increasing the GF(x) comes with a 

high price of higher computational complexity. The computational complexity has been analyzed in 

great detail in [19]. So running at a very high GF(x) to reach high probability of success might not be a 

valid solution.  

This was the probability of success for one failure. Next is a look at the effect of several consecutive 

node failures following each other. 

 

4.2.3   Results for multiple failure stages  

In the previous section it was shown that a probability of success of close to 100% can be reached by 

running the regenerating code in a high GF(x). Now the effect of several node failures following each 

other will be looked into. The figure 18 shows the probability of success for GF(2) to GF(256) for up 

to 10 consecutive node failures. 
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Figure 18 shows the probability of success for several consecutive node failures 

 

Here it can be seen that with GF(16), which have a decently high probability of success of 93.4%, is 

after 10 consecutive failures down to about 50% probability of success. Not having exactly 100% 

probability of success can be quite disastrous if nodes fail repeatedly. Consider a (4,2) Regenerating 

code in GF(256), which have a probability of success of 99,61%. From the above graph, it can be seen 

that the total probability of success after 10 failures is at 96,15%, which still might seem ok. However 

after 100 failures it is down to about 67%. So if the network is prone to having a lot of failing nodes, 

or more likely lots of nodes coming and going, it might be crucial to have a probability of success of 

100%.  

Note that these are theoretical results. It is not based on results from the implementation. 

 

4.2.4   Required GF(x) to perform exact repair 

Now the focus is shifted to exact repair of a failed node in a tandem network. The issue at hand is what 

GF(x) is required to make an exact repair of a failed node. Further down there will be a table showing 

all the tested codes and their required GF(x). 

First a note on the chosen network type. In this thesis the focus has been on tandem networks. 

However, the results in this section are valid for many other kinds of networks. This is illustrated in 

figure 19, which describes a node repair in (4,2) MDS code both in a tandem network and a star 

network. 
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Figure 19; the figure to the left shows a repair in a tandem network and the figure to the right shows a 

repair in a star network 

 

As can be seen the code work pretty much the same in both networks. The difference is how the repair 

transfers are made. In the star network all transfers are done directly to the new node, compared to the 

tandem network where the information has to be passed along the line of nodes. Also, in the star 

network the repair fragments do not need to be added together at each step of the way. Other than that 

it is pretty much the same. Even the amount of transfers required is the same, despite the fact that the 

star network seemingly has a more practical layout.  

Now back to the issue at hand. The following table 20 shows what GF(x) is required to create a (n,k) 

MDS code, as well as what GF(x) is required to achieve exact repair for said code. 
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Table 20 shows the required GF(x) to create the MDS code as well as the repair code. 

 

The table 20 shows that the repair could be made using the same GF(x) as the (n,k) MDS code was 

created in. There are a couple of exceptions where the repair code is listed as unknown. In these cases 

the simulations ran for a long time, but were aborted when no code was found. These situations had 

one, or both, of two things in common. Either they had k = 4, or the MDS code was built in GF(8). 

These are two things that lead to large number of possible codes to go through and by that long 

simulation times. This is also the reason that this thesis did not address k > 4. Since bigger k is more 

likely to need a higher GF(x), the simulation time increases drastically. 

A parenthesis is that these simulations have been performed on an old laptop, which means simulation 

time probably would be greatly reduced just by using a newer and better computer.  

 The table 20 also shows a strange dip, where the (6,3) MDS code can be built in GF(2), whereas both 

the (6,2) and (6,4) MDS codes need GF(4). This can be explained by that the (6,2) MDS code “runs 

out of options”. There are 16 different ways to combine a fragment in GF(2) and the code need 12 

fragments. Apparently there is no way to combine 12 out of these 16 fragments to get (4,2) MDS 

property. For the (6,3) MDS code there are 64 different ways to combine a fragment in GF(2) and 18 

fragments are needed. In this case it was possible to achieve (6,3) MDS property in GF(2). Then for 

the (6,4) MDS code, the complexity of GF(2) is not enough and that is why GF(4) is required again. 

 

4.2.5   Required number of transfers to make exact repair  in a tandem 
network 

When a node fails, it needs to be repaired or replaced. It should be done as cheaply as possible, 

meaning it should be done with as few transfers as possible. So how many transfers are needed to 

make a repair? 

 

(n, k) MDS property Repair  

(4, 2) GF(2) GF(2) 

(4, 3) GF(2) GF(2) 

(5, 2) GF(2) GF(2) 

(5, 3) GF(2) GF(2) 

(5, 4) GF(2) GF(2) 

(6, 2) GF(4) GF(4) 

(6, 3) GF(2) GF(2) 

(6, 4) GF(4) GF(4) 

(7, 2) GF(4) GF(4) 

(7, 3) GF(4) GF(4) 

(7, 4) GF(4) unknown 

(8, 2) GF(4) GF(4) 

(8, 3) GF(4) GF(4) 

(8, 4) GF(8) GF(8) 

(9, 2) GF(4) GF(4) 

(9, 3) GF(4) GF(4) 

(9, 4) GF(8) unknown 

(10, 2) GF(4) GF(4) 

(10, 3) GF(8) unknown 

(10, 4) GF(8) unknown 
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4.2.5.1   Confirming that 2*k transfers is  achievable 

Previous studies in [19] show that for functional repair 2*k transfers are needed and as an assumption 

that should be possible for exact repair as well. For clarity; 2*k transfers means that for a (4,2) MDS 

code 2 * 2 = 4 transfers are needed. That assumption was tested in this thesis and proven to be valid. 

Two examples where this is shown will follow. First a description of a general (4,3) MDS code in 

GF(2), where the data is divided into the 6 fragments A-F and 2 more fragment are made up of 

combinations of the original 6 fragments. Table 21 shows the code and table 22 shows the repair 

scheme. Secondly table 23 will demonstrate a numerical example of a (4,2) MDS code in GF(4). 

 

Node 1 2 3 4 

Fragment 1 A C E X = A + C + E 

Fragment 2 B D F Y = B + D + F 

Table 21 displays the two fragments that each node stores 

 

 

Node: 1 2 3 4 

Fragments:  

 
 

   

A 
 

X + E + C X + E X 

B 
 

Y + F + D Y + F Y 

     

C A 
 

X + E X 

D B 
 

Y + F Y 

 
  

  

E A A + C  X 

F B B + D 
 

Y 

   
 

 

X A A + C A + C + E 
 

Y B B + D B + D + F 
 

Table 22 displays the transfers that are made to repair each node 

 

As an example; if Node 2 needs to be repaired, then fragments C and D need to be replaced. The 

process to replace C is as follows; Node 4 sends X to Node 3, Node 3 combines X and E, and sends X 

+ E to the new Node 2, Node 1 sends A to the new Node 2 and  the new Node 2 combines X + E and 

A. This results in equations (12), (13) and (14). 

 

          Fragment C = X + E + A              (12) 

 

                   X = A + C + E               (13) 

 

Fragment C = A + C + E + E + A = C              (14) 

 

This adds up to three transfers to replace the fragment C and the same amount is required for the 

fragment D. This makes a total of six transfers, which is equal to 2*k. The same goes for all the codes 

tested in this thesis. 
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In table 23 a numerical example for a (4,2) MDS code in GF(4) and its repair scheme will be 

displayed. 

 

Node Fragment Code Repair scheme 

1 A 0 1 0 1 C + 3E + F 

 B 3 1 1 2 3D + E 

2 C 2 2 0 2 A + 3E + F 

 D 1 2 0 0 2B + 2E 

3 E 0 0 1 2 B + 3D 

 F 2 3 3 2 A + 3B + C + 2D 

4 X 0 1 1 0 C + E + 2F 

 Y 1 0 0 1 2C + 3D + 2E + 3F 

Table 23 shows an example of a (4,2) MDS code in GF(4) 

 

The repair scheme above shows that the repairs of failed nodes are done with 4 transfers, which is 

equal to 2*k.  

As an example; Node 3 is lost, which means fragments E and F needs to be replaced. To replace 

fragment E, first B is transferred from Node 1 to Node 2, then Node 2 combines B and 3*D and then B 

+ 3D is transferred to the new Node 3. The actual calculations can be seen in (15). 

 

B + 3D = [3 1 1 2] + 3*[1 2 0 0] = [0 0 1 2] = E                (15) 

 

Note that these calculations are made in GF(4), otherwise the results of that calculation would be 

different. 

The next question is; can it be done by fewer transfers? This is addressed in the next section. 

 

4.2.5.2   Attempting to reduce the number of transfers  

In this thesis there was an attempt made to transfer just one of the fragments from the furthest node, or 

one of the furthest if two are the same, in an attempt to reduce the number of transfers to 2*k-1. The 

result was that for a (4,2) MDS code, four out of the eight fragments can be recreated by a total of 

three transfers. However it was never both fragments in one node. Which means that to recover a 

failed node, four transfers was still required. The same test was performed for an (4,3) MDS code, 

where the intention was to reduce the number of transfers from six to five. Here too only half the 

fragments where recoverable and only one in each node, which means 6 transfers are needed. The 

results can be assumed to the same for all (n,k) MDS codes. So the conclusion the author of this thesis 

make is that 2*k transfers might very well be the minimum number of transfers to make an exact 

repair in a tandem network. 
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Chapter 5 

Conclusions and future work 
 

5.1   Conclusions 
A test bed was created to verify the theoretical values of the probability of success for regenerating 

code. This was accomplished for (4,2) regenerating code with finite field sizes all the way up to 

GF(256). The (4,2) regenerating code needs to work in GF(4) or higher to achieve better probability of 

success than the simpler replication code. A fairly high GF(q) is needed to achieve a probability of 

success of close to 1, which might be essential in some scenarios. For example, a big impact on the 

success rate is measured when there are multiple consecutive storage node failures in a network. For 

instance GF(16) yields a probability of success of 93.4%, but after 10 failure stages it is down to about 

50% success rate.  

Exact repair codes where found for (n,k) MDS codes, with n’s changing from four to ten and k’s 

changing from two to four. They required a finite field size ranging from GF(2) to GF(8).  

Exact repair of the (n,k) MDS code can be performed with 2*k transfers, which is the same as for 

functional repair. As the exact repair does not require verifying MDS-property, the exact repair has an 

advantage.  

The repair codes for the tandem network are valid in many other network types as well, like the star 

network. The difference will be in how the transfers are made. For instance in the star network the 

transfers are made directly from the storage nodes to the new node, whereas in the tandem network the 

transfers are relayed along the line of storage nodes to the new node. 

 

5.2   Future works 
A future work might be to develop a more effective code to search for possible repair codes. This 

would allow looking at k > 4 and higher finite field sizes, without suffering from extreme simulation 

times. Perhaps then the codes listed as unknown in table 20 in section 4.2.4 might be found as well. 

The exact repair codes examined in this thesis has been for MDS code. A better code to consider 

might be the regenerating code. That might lead to more efficient repairs and one could consider 

different points along the storage/bandwidth tradeoff curve. 
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