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Distributed Fault Detection using Sensor Networks and

Pareto Estimation

Francesca Boem, Yuzhe Xu, Carlo Fischione and Thomas Parisini

Abstract— In this paper, a preliminary novel distributed
fault detection architecture for dynamic systems using sensor
networks and a distributed estimation method based on Pareto
optimization is proposed. The goal is to monitor large-scale or
distributed systems by using a sensor network where each node
acts as a local estimation agent without centralized coordination.
Probabilistic detection thresholds related to a given rate of false
alarms are derived in several different scenarios as far as the
measurement pattern and the nominal dynamics is concerned.
Preliminary simulation results show the effectiveness of the
proposed fault detection methodology.

I. INTRODUCTION

The scientific interest towards large-scale and/or dis-

tributed systems has become important during last decades.

One of the open challenges is the quantitative monitoring of

these systems without the help of a centralized coordination

agent. The conditions in which these systems operate rely

on the possibility of system faults represented by critical

changes in the system dynamics from the designed behavior.

Therefore, fault diagnosis, which consists in the detection,

isolation and identification of the fault, is a key requirement

in the design of reliable modern systems (see [1] and the

references cited therein). The centralized solution of this

problem suffers from scalability issues and sometimes it is

even not possible when dealing with large-scale systems.

An interesting solution for distributed fault diagnosis can

be realized by exploiting sensor networks. Some works

exist addressing the problem of fault diagnosis of sensor

networks, such as sensor fault detecting, packet losses and

energy consumption monitoring ([2], [3], [4]), but fewer are

the works using sensor networks as a tool for dynamical

systems monitoring. Classical methods for quantitative fault

diagnosis in the state of the art deal with the use of model-

based analytical redundancy techniques. A lot of these works

require the centralized collection of the information obtained

from the sensor devices. Some exceptions are [5], [6], [7]

and other works dealing with discrete-event systems ([8],

[9]). Even if methods for distributed estimation already exist

(see [10] for a survey and [11], [12] as examples), links

between distributed estimation and distributed monitoring

are still lacking. An exception is [13], where a distributed
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fault detection and isolation technique is designed, relying

on decentralized Kalman state-estimation method. In fact,

an important branch of research on distributed estimation

is represented by distributed Kalman filters ([14]) and their

combination with the diffusion mechanism ([15], [16]).

In this paper, a preliminary study is proposed to show

that the distributed estimation method presented in [17] for

sensor networks can be useful for monitoring and fault

detection purposes. More specifically, each sensor node is

a local estimation agent and a distributed estimation filter

is designed based on Pareto optimization following the

very recent approach proposed in [17]. The use of central

coordination is not required. The advantages of using the

distributed estimation method based on Pareto optimization

are that it guarantees to minimize at the same time both bias

and variance of the estimation error and, thanks to the way

it is designed, it allows to compute mean and variance of the

estimation error, thus allowing to obtain suitable thresholds

for some suitable residual signals with known confidence

levels and definable rate of false alarms. Moreover, since the

distributed Pareto estimator does not require the model of the

system that generates the signal to track, it can be applied

to uncertain and even nonlinear systems, although, in this

preliminary work, we consider mainly the linear case. We

do not assume any topology of the network, unlike previous

works that require an all-to-all topology (see [18] as exam-

ple). The paper is organized as follows. After formulating

the problem under concern in the next section, Section III

presents the distributed estimation methodology, whereas

in Section IV the fault detection algorithm exploiting the

distributed estimation tool is presented. Some extensions are

considered in Section V and simulation results are given in

Section VI. Finally, some concluding remarks in Section VII.

II. PROBLEM FORMULATION

Let us first introduce a few useful notations that will be

used throughout the paper. By |·| we denote the cardinality

of the argument and by ‖·‖ the spectral norm of a matrix.

Given a stochastic variable x, we represent as Ex its expected

value. Finally, by 1 and I we denote the vector (1, . . . , 1)⊤

and the identity matrix, respectively.

Let us consider the model of the plant to be monitored:

x(t+ 1) = Ax(t) + ξ(t) + β(t− t0)φ(x(t), u(t), t), (1)

where x ∈ R
n denotes the state vector, ξ ∈ R

n is a noise

with mean µξ and covariance σ2
ξ , representing the distur-

bances affecting the state vector, and β(t−t0)φ(x(t), u(t), t)
describes the dynamics of an additive fault occurring at the
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unknown time t0, with β(t − t0) being a scalar function

representing time profile of the fault (modeling both abrupt

and incipient faults [7]). In healthy conditions, the model is

x(t + 1) = Ax(t) + ξ(t).

A sensor network is available to monitor system (1)

and it has to be designed to perform a distributed fault

detection task. In particular, every node of the network

observes the same state and exchanges measurements and

state estimations with neighboring nodes in order to reach

a common fault detection decision. The communication

network is modeled as an undirected graph G = (V , E),
where Ni = {j ∈ V : (j, i) ∈ E}∪{i} is the set of neighbors

of node i ∈ V plus the node itself. It is assumed that there

are no communication delays. We want to show that the

distributed estimation method presented in [17], minimizing

bias and variance of the estimation error simultaneously, can

be extended to carry out diagnosis tasks. In the following,

we propose the fault detection architecture for a linear case

in which all components of the state vector are available for

measurement (corrupted by noise). Later on, the extension

to more general scenarios will be briefly addressed (e.g., not

all components of the state are accessible, sensors do not

observe the same state, the system is not linear, etc.).

III. DISTRIBUTED MODEL ESTIMATION

Let us consider a sensor network made of N nodes. For

each node i, with i = 1, . . . , N , we have

yi(t) = x(t) + vi(t), (2)

where yi is the measurements vector obtained at node i
and vi is the zero-mean measurement noise. In this section,

for the sake of simplicity, we assume that all sensors can

measure all the state components. In Section V, more general

measurement models are proposed.

Each node uses two steps to estimate the state variables:

firstly, it communicates with neighboring nodes and com-

putes an “a-posteriori” estimate using the Pareto optimization

architecture. For each k-th component, with k = 1, . . . , n,

x̄
(k)
i (t) =

∑

j∈Nk
i

lk,i,j(t)x̄
(k)
j (t− 1) +

∑

j∈Nk
i

hk,i,j(t)y
(k)
j (t),

(3)

where lk,i,j(t) and hk,i,j(t) are the time-varying weights of

the filter designed in [17], N k
i is the set of neighbors of

node i measuring the variable x(k) plus the node i itself and

with x̄
(k)
i we denote the k-th component of the state estimate

computed by node i. The optimal values for lk,i,j and hk,i,j

are obtained by Pareto optimization that minimizes both the

bias and variance of the estimation errors. In Section III-A,

the Pareto estimation architecture is discussed in some detail.

Subsequently, the second step consists on the “a-priori”

estimate, computed on the basis of the model of the system:

x̂i(t+ 1) = Ax̄i(t) + λi(x̂i(t)− x̄i(t)),

with 0 < λi < 1. Thanks to the communication with

neighboring nodes in the first step, each node can reduce

its measurement uncertainty. Therefore, it is convenient to

use filtered estimates instead of measurements, because, in

this way, we can define less conservative thresholds for

fault detection purposes, as explained in Section IV. In the

following subsection, we go into more detail describing the

distributed Pareto estimator.

A. The Pareto estimator

The distributed estimation architecture for sensor networks

is introduced in [17]. For the sake of simplicity, here we

consider Eq. (2) for the k-th state component. Let us consider

Nk > 1 sensor nodes, measuring a common signal x(k)(t)
affected by additive noise:

y
(k)
i (t) = x(k)(t) + v

(k)
i (t), i = 1, . . . , Nk,

where vi(t) is a zero-mean white noise. Collecting the

variables in vectors, it is possible to write:

y(k)(t) = x(k)(t)1+ v(k)(t).

We assume the covariance matrix Σk of v(k) to be diagonal.

For the sake of simplicity and without loss of generality, here

we define Σk = σ2
kI , but all the results can be extended to the

more general and realistic case Σk = diag([σ2
k1, ..., σ

2
kNk

])
in a simple way (see [17] for details). As already expressed

in Eq. (3), each node i computes an estimate x̄
(k)
i (t) of

the signal x(k)(t) as a linear combination of neighboring

estimates and measurements. In vector notation, we have:

x̄(k)(t) = Lk(t)x̄
(k)(t− 1) +Hk(t)y

(k)(t), (4)

where Lk and Hk are the matrices containing time-varying

weights of the filter. The algorithm is initialized with x̄j(0) =

y
(k)
i (0), j ∈ N k

i . In [17], the optimal values of these

weights are derived as the solution of a multi-objective

optimization problem that minimizes at the same time both

the bias and the variance of the estimation error e
(k)
i (t) =

x̄
(k)
i (t)− x(k)(t) by using a Pareto optimization framework:

min
κ⊤

i,k
,η⊤

i,k

(1− ρi,k)Vi,k + ρi,kB
2
i,k

s. t. (κi,k(t) + ηi,k(t))
⊤
1 = 1,

where 0 ≤ ρi,k ≤ 1, Bi,k = Ee
(k)
i (t) is the bias term

of the estimation error, Vi,k = E(e
(k)
i (t) − Ee

(k)
i (t))2 is

the variance term and we introduced κ⊤
i,k(t) and η⊤i,k(t)

that correspond to the non–zero elements of the i-th row

of matrices Lk(t) and Hk(t) respectively. The constraint

is a local condition needed to guarantee the convergence

properties of the centralized estimation error, that are derived

in [11] and that hold likewise in our case. It is equivalent to

the following global assumption:

Assumption 1: We assume that (Lk(t) +Hk(t))1 = 1.

We derived the expressions for the bias and the estimation

error variance that can be computed in a distributed way:

Ee
(k)
i (t) = κ⊤

i,k(t)Eǫi,k(t− 1)− κ⊤
i,k(t)δ

(k)(t)1,

where ǫi,k(t) collects the estimation errors available at node

i for the k-th state component, ordered according to their
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indexes: ǫi,k = (e
(k)
i1

, . . . , e
(k)
i
Mk

i

)⊤ , i1 < · · · < iMk
i

, with

Mk
i =

∣

∣N k
i

∣

∣ denoting the number of neighbors of i plus i
itself. Then, we compute the variance of the estimation error:

E(e
(k)
i (t)− Ee

(k)
i (t))2 = κ⊤

i,k(t)Γi,k(t− 1)κi,k(t)

+ σ2
i,kη

⊤
i,k(t)ηi,k(t),

where Γi,k(t) = E(ǫi,k(t) − Eǫi,k(t))(ǫi,k(t) − Eǫi,k(t))
⊤

is the error covariance matrix. The obtained optimization

problem can be solved in a distributed way for each node

i by using Karush-Kuhn-Tucker conditions, deriving the

following solution for a given ρi,k:

κi,k(t) =
(1− ρi,k)σ

2
kΘ

−1
i,k1

(1− ρi,k)σ2
k1

⊤Θ−1
i,k1+Mk

i

, (5)

ηi,k(t) =
1

(1− ρi,k)σ2
k1

⊤Θ−1
i,k1+Mk

i

. (6)

where Θi,k(t) = (1 − ρi,k)Γi,k(t − 1) + ρi,kΛi,k(t), with

Λi,k(t) = (Eǫi,k(t− 1)− δ(t)1)(Eǫi,k(t− 1)− δ(k)(t)1)⊤.

In the literature, the best value of ρi,k is obtained by

building the Pareto trade–off curve and selecting the “knee–

point” of this curve, that is, choosing ρ∗i,k such that Bi,k and

Vi,k, computed with the values κ⊤∗
i,k (ρ

∗
i,k) and η⊤∗

i,k (ρ
∗
i,k), are

Vi,k = B2
i,k.We chose to compute it locally using the Nelder-

Mead simplex algorithm (see [19]). As an alternative, the

Pareto parameter could be determined in order to define an

appropriate bound on the bias. In [17] it is shown how to

define a bound on the bias by appropriately setting ρi,k.

B. Estimation error analysis

In the previous subsections, we introduced the two-steps

estimation method. Here, we analyze dynamics and features

of the estimation error. By defining ei(t) = x̄i(t)− x(t) the

estimation error vector of the first estimation phase, which

collects the components of e
(k)
i (t) with k = 1, . . . , n, we

can analyze the dynamics of a residual:

ri(t+ 1) = x̄i(t+ 1)− x̂i(t+ 1)

= x̄i(t+ 1)− x(t+ 1) + x(t+ 1)− x̂i(t+ 1)

= ei(t+ 1) +Ax(t) + ξ(t)−Ax̄i(t)− λi(x̂i(t)− x̄i(t))

= λiri(t) + ei(t+ 1)−Aei(t) + ξ(t).

Now, we derive mean and variance of the random variable

χi(t) = ei(t)−Aei(t− 1)+ ξ(t− 1). The mean is given by

µχi
(t) = Eχi(t) = Eei(t)−AEei(t− 1) + Eξ(t− 1)

= Bi(t)−ABi(t− 1) + µξ,

where Bi(t) collects the components Bi,k of the bias that

are computed at each step by the Pareto estimator. As far as

variance is concerned, it is necessary to distinguish between

two cases: if the variables are independent, the variance

of their sum (or difference) is the sum of their variances;

otherwise, if the variables are correlated, then the variance of

their sum is the sum of all their covariances: Var(Xi+Xj) =
Var(Xi)+Var(Xj)+ 2Cov(Xi, Xj). We can assume that ei

and ξi are independent, since ei is obtained based on the

measurements only, while ei(t+ 1) is correlated with ei(t).
Therefore, we can compute the variance of χi(t) as:

σ2
χi
(t) = Vi(t)+A2Vi(t− 1)+ 2Cov(ei(t), ei(t− 1))+σ2

ξ ,

where we denote by A2 the matrix collecting the element

by element square and Bi(t) collects the components Bi,k

of the variance that are computed at each step by the Pareto

estimator. Cov(ei(t), ei(t − 1)) is again a column vector:

each k-th component can be computed as κi,k(t)
⊤V k, where

V k is the column vector collecting the components Vi,k,

with i = 1, . . . , N . Since κi(t) has non null elements

only in correspondence of the neighbors of i, only this

components have to be communicated. This expression can

be derived considering the vector notation and obtaining

the global estimation error for the k-th state component

e(k)(t) = x̄(k)(t)− x(k)
1 ∈ R

N :

e(k)(t) =Lk(t)e
(k)(t− 1) + x(k)(t)(Lk(t) +Hk(t)− I)1

− δ(k)(t)Lk(t)1+Hk(t)v
(k)(t).

(7)

Since

Cov(e(k)(t), e(k)(t− 1))

= E[(e(k)(t)− Ee(k)(t))(e(k)(t− 1)− Ee(k)(t− 1))]

and remembering that v(k)(t) has zero mean and is indepen-

dent of e(k)(t− 1), we obtain

Cov(e(k)(t), e(k)(t− 1))

= Lk(t)E[(e
(k)(t− 1)− Ee(k)(t− 1))2].

It is sufficient to select the i-th row to determine the k-th

element of Cov(ei(t), ei(t− 1)). In the next section, we will

see how the computed quantities can be useful in order to

derive some bounding thresholds for the estimation residual.

IV. FAULT DETECTION BY SENSOR NETWORKS BASED

DISTRIBUTED ESTIMATION

In this section, the previous results are exploited for fault

detection purposes. Now, we are going to determine how

to bound the residual. If we do not know the distribution

of the random variable χi(t), we can use the Chebyshev

inequalities (without any assumption on the distribution):

Pr(µ(χi)
(k)−ασ(χi)

(k) ≤ χ
(k)
i ≤ µ(χi)

(k)+ασ(χi)
(k))

≥ 1− 1

α2
. (8)

It is possible to find better results if we assume to know the

distribution of vi(t) and ξi(t). As example, let us assume

vi and ξi to be normally distributed. Then, it is possible

to show that also each k-th component of ei(t) (which

is the i-th component of e(k)(t), Eq. (7), where the only

stochastic variable is v(k)(t)) has a Gaussian distribution

since it is a linear function of Gaussian stochastic variables.

In the normal case, the percentages are: 68, 3% with α = 1;

95, 5% with α = 2; 99, 0% with α = 2, 58; 99, 7% with
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α = 3. Therefore, we can define time-varying upper and

lower thresholds for the distributed estimation residuals:

r̄
(k)+
i (t+ 1) = λir̄

(k)+
i (t) + µ(k)

χi
(t+ 1) + ασ(k)

χi
(t) ,

r̄
(k)−
i (t+ 1) = λir̄

(k)−
i (t) + µ(k)

χi
(t+ 1)− ασ(k)

χi
(t) .

In this way, it is possible to define a “α-tube” to which

the residual belongs to (in a probabilistic sense) in healthy

conditions, with a certain probability depending on α value:

r̄
(k)−
i ≤ r

(k)
i (t) ≤ r̄

(k)+
i (t) .

If the computed residual is outside the “α-tube”, then we can

conclude that a fault has occurred. The rate of false-alarms

depends on the chosen value of α.

V. EXTENSIONS

In this section, we extend the simple methodology pre-

sented in the previous sections to more complex scenarios.

A. Case 1: not directly measurable state

We consider the case that all the sensors measure the same

variables C(k)x(t), with k = 1, . . . , p:

yi(t) = Cx(t) + vi(t),

where yi ∈ R
p are the measurements of the i-th sensor node.

We assume C is a invertible matrix. By means of the Pareto

estimation method, sensors exchange measurements y
(k)
i and

estimates ȳ
(k)
i of C(k)x(t). The first estimation step is:

ȳ
(k)
i (t) =

∑

j∈Nk
i

lk,i,j(t)ȳ
(k)
j (t− 1) +

∑

j∈Nk
i

hk,i,j(t)y
(k)
j (t),

following the same procedure presented in Section III-A.

From this it is possible to derive:

x̄i(t) = C−1ȳi(t).

The second step is again the model-based estimate:

x̂i(t+ 1) = Ax̄i(t) + λi(x̂i(t)− x̄i(t)),

Estimation error and threshold can be computed following

the same steps as in the previous case (Section III-B - IV).

B. Case 2: measurements of different variables

In this case, sensors may measure different variables:

yi(t) = Cix(t) + vi(t).

We define for each k-th measured variable a communication

network Gk = (Vk, Ek), that connects all the nodes mea-

suring variable k. Each node i communicates with all the

neighboring nodes j ∈ N k
i and derives from measurements

the same state variables: x̃
(k)
i (t) = C

−1(k)
i yi(t). We assume

Ci to be invertible and observability of the system. The dis-

tributed Pareto estimator is applied to x̃i = x(t)+C−1
i vi(t),

obtaining the state estimate:

x̄
(k)
i (t) =

∑

j∈Nk
i

lk,i,j(t)x̄
(k)
j (t− 1) +

∑

j∈Ni

hk,i,j(t)x̃
(k)
j (t).

The second step can be applied in the same way as before:

x̂i(t+ 1) = Ax̄i(t) + λi(x̂i(t)− x̄i(t))

and the new thresholds can be obtained by simple algebra.

C. Case 3: general non-linear uncertain model

Since the filter presented in [17] does not need to assume

the model of the system, we can use it also in the case of a

general non-linear uncertain model. This comes at the cost

of more conservative results and stronger assumptions. Let

us consider the following non-linear system:

x(t+ 1) = f(x(t), u(t)) + η(x(t), u(t), t)

yi(t) = x(t) + vi(t),

where f describes the known nominal dynamics of the model

and η represents model uncertainty.

Assumption 2: The uncertainty function is bounded by

a known and bounded function: |η(x(t), u(t), t)| ≤
η̄(x(t), u(t), t) ∀ (x, u, t).

As in the simpler case, measurements are first filtered by

means of the Pareto estimator and x̄i is computed (Eq. (3)).

Subsequently, the model-based estimator is used:

x̂i(t+ 1) = f(x̄i(t), u(t)) + λi(x̂i(t)− x̄i(t)).

The estimation residual can be computed:

ri(t+ 1) = λiri(t) + ei(t+ 1) + f(x, u)− f(x̄, u) + η(t).

This residual can be bounded as follows:

|ri(t+ 1)| ≤ λi |ri(t)|+ |ei(t+ 1)|+ |f(x, u)− f(x̄i, u)|
+ |η(t)| .

A threshold can then be derived for |ri(t)|:
r̄i(t+ 1) = λir̄i(t) + ēi(t+ 1) + ∆̄f(t) + η̄(t), (9)

where η̄(t) is known by assumption, ēi(t+1) can be bound

similarly as in the simple case addressed in Section IV since

we know its mean and variance,

∆̄f(t) = max
x∈S

[f(x, u)− f(x̄, u)],

where S is the set where x− x̄i = ei is such that

µei − ασei ≤ ei ≤ µei + ασei .

Eq. (9) is a conservative threshold and by choosing an

appropriate value of α guarantees that no false alarms occur.

VI. SIMULATION RESULTS

In this section, some preliminary simulation results are

presented. In [17], it is explained how to implement the

Pareto estimator and, more specifically, how to derive the

estimates of the needed quantities; moreover, a detailed

computation complexity analysis of the distributed estimation

algorithm is presented. As in [13], in order to show the ef-

fectiveness of the proposed approach, we consider a network

of N = 20 sensor nodes monitoring a system representing

a moving object on a plane. We decided to use the same
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Fig. 1. The considered communication network.

simulation example in order to allow a qualitative compari-

son to the performances of the method based on distributed

Kalman filters. The network is obtained by distributing the

nodes randomly over a squared area of size N/2 and by

letting two nodes communicate if their relative distance is

lower than
√
N . The considered network can be seen in Fig.

1. The dynamics of the nominal system can be represented

as: x(t+ 1) = Ax(t) + ξ(t), where

A =

















1 δ 0 0 0 0

0 1− δµ
m

δ
m

0 0 0
0 0 1 0 0 0
0 0 0 1 δ 0

0 0 0 0 1− δµ
m

δ
m

0 0 0 0 0 1

















,

where δ = 0.1s is the sampling time, m = 0.75kg is the

mass of the vehicle and µ = 0.15 is the friction coefficient;

the process noise ξ(t) is a zero-mean Gaussian noise with

σ2
ξ = 10−4diag(1, . . . , 1). As in [13], the state vector is

initialized as x(0) = col[0, 0, 0.1, 0, 0, 0.1] and two types

of additive faults are considered. The first consists in the

sign inversion of the force given by one of the actuators

along the vertical direction; the second causes the actuator

governing the movement along the horizontal direction to get

stuck. Here we present the case that fault 1 occurs at time

t0 = 12s. After t0, x(t+ 1) = Ax(t) + ξ(t) + Φ1x(t), with

Φ1 =

















0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 −δ 0 0 0 0
0 − δ

m
0 0 0 0

0 0 0 0 0 0

















.

It is worth noting that the fault function could be non-

linear since our approach does not require any assumption.

The measurement noise is vi ∼ WGN(0,Σ), where Σ =
10−1diag(1, 10, 1, 10, 1, 10) is the same for all sensor nodes.

Fig. 2 shows the signals and the measurements collected

by sensor nodes. The parameter α is set to 1. There is

a trade-off between the reduction of false alarms rate and

the detection time. Smaller is α, sooner the fault will be

detected, but the false alarm rate increases. On the other
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Fig. 4. Estimates, Residuals and Thresholds for state component 4.

hand, if α grows, the false alarm rate is smaller, but the

fault is detected later. In Fig. 3, the fault is detected for

the fourth and fifth state component. In Fig. 4, the fourth

component is analyzed: all nodes can detect the fault in less

than 0.6s. The proposed methodology has been tested with

different topology networks and we obtained similar results.

VII. CONCLUDING REMARKS

In this preliminary paper, it was shown that the distributed

estimator proposed in [17] can be exploited in the task of de-

tecting faults by sensor networks. Several different scenarios

were considered and probabilistic time-varying thresholds for

fault detection have been devised. Future research efforts will

be first devoted to provide a detailed theoretical analysis on

fault detectability, as well as complexity. Extensive simula-

tion results will be provided and a quantitative comparison

to the methods available in the literature will be carried

out. Moreover, the proposed method will be extended to the

case in which correlations are present among different state

components. Finally, the case of distributed interconnected

systems will be addressed.
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Fig. 3. Simulation results for each state component. Residuals and thresholds of all the nodes are represented in the same graph.
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