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Retrospective Case Study of Software Faults 

How Faults could have been Detected 

Abstract 

This report presents a case study of software faults conducted on behalf of Scania. The aim of 

the thesis was to show where faults occur and how early they could have been detected. The 

approach chosen was to study and categorize previously reported software faults. The faults 

studied came from a project which relied mostly on high level testing.  The categorization 

included both fault types and methods for detecting the faults as early as possible. The results 

showed that most faults studied could have been found earlier. This indicates that more effort 

put into testing at a lower level could have been beneficial. 

Keywords: Software fault analysis, testing phases, early detection of faults 

Retrospektiv fallstudie av mjukvarufel 

Hur fel kunde ha fångats 

Sammanfattning 

Den här rapporten innehåller en fallstudie av mjukvarufel utförd på begäran av Scania. Målet 

med examensarbetet var att visa var fel uppkommer och hur tidigt de kunde ha upptäckts. 

Arbetet utfördes genom analys och kategorisering av tidigare rapporterade mjukvarufel från ett 

projekt som litade mycket på manuella högnivåtester. Kategoriseringen inkluderade både olika 

feltyper samt metoder för att hitta felen så tidigt som möjligt. Resultaten visade att de flesta 

felen som studerades kunde ha hittats tidigare, vilket indikerar att en större insats kring 

lågnivåtester kunde ha varit fördelaktig. 

Nyckelord: Analys av mjukvarufel, testfaser, hitta fel tidigt
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1. Introduction and 

Background 

1.1 Introduction 
Software development today consists of much more than straightforward programming. Two 

major expenses in the development process are testing and reworking what is already 

implemented. It is not uncommon that testing in typical commercial development organizations 

ranges from 50 to 75 percent of the total development cost (see [Hailpern and Santhanam, 

2002]). Rework is also a major part of the total development time. In the study [Shull et al., 

2002] it is shown that about half of the effort on current software is spent on avoidable rework. 

In the same study it is argued that finding and fixing software problems grows about 100 times 

from the earliest development phase to after delivery. It is also concluded that 80 percent of the 

avoidable rework comes from 20 percent of the defects, which indicates that there is a lot of 

potential in detecting software problems early in order to decrease the effort put into testing and 

rework. 

Testing is usually done in many different phases. In these phases, different kinds of tests are 

used which vary from low level tests in earlier phases to high level tests in later testing phases. 

Low level testing includes testing of isolated and independent code. High level tests cases test 

code which is highly dependent on other code and/or external services. 

1.2 Problem 
Having fast quality assurance is becoming increasingly important as agile software processes 

are becoming more and more popular. A comprehensive automated testing system is needed in 

order to achieve this, but implementing such a system is far from cheap nor quick to implement. 

It is not unheard of that much testing in companies is done manually. A big question companies 

ask themselves today is which tests should be focused on. Introducing an automated testing 

system could speed up the testing, but is economically much heavier than the introduction of a 

manual testing system. Manual testing is a linear cost and automated testing is a decreasing cost, 

but it is hard to determine if the automated testing system will pay off in the long run. A badly 

designed automated testing system will require constant maintenance, is ineffective and could 

potentially cost a lot more than was expected [Humble and Farley, 2012]. The problem is, in 

order to effectively set up a testing strategy, there must be knowledge about where the software 

faults are likely to occur and what methods can be used to detect them early. 

  



1. Introduction and Background 

2 

 

1.3 Aim 
This Master’s Project tried to determine the location of software faults and how they could have 

been found as early as possible. By determining this relation between faults and tests, one could 

propose ways in which to improve test processes from the perspective of finding faults early. 

The wide aim of the project was to show the significance of faults that could be found in early 

automatic test phases, in order to explore a beneficial aspect of comprehensive automated low-

level testing. 

The methodology used was both a case study of retrospective software faults and comparing 

prior work. In the case study, software faults from a previous project were analyzed and 

categorized. Studying software fault categorizations from prior work was used in order to 

extract a suitable categorization. The categorization was done in order to determine how faults 

have been found and if they could have been found in an earlier testing phase. By comparing 

how faults have been found and how they could have been found could help in determining 

which kinds of tests could improve the testing process from the perspective of finding faults 

early. 

Secondary aims were to present methods for finding faults in earlier testing phases. Test cases 

specific for the case study were presented to do this, but also general methods in order to relate 

to a more global situation. These methods were used in order to propose more detailed ways of 

improving the test process of the studied project. 

1.4 Background for the Study 
Scania is a major Swedish automotive industry manufacturer specializing mainly in trucks, 

buses and diesel engines. A relatively new direction for Scania is web based applications. One 

such web application developed by Scania is Scania Tachograph Services(STS). The main 

purpose of STS is to help customers keep track of their drivers’ activity in time driven. 

The data used in this thesis was based on data from a project belonging to STS. The project was 

called Improved Performance and Administration (IPAD). STS is written in the .NET-

framework and follows the software architecture pattern Model-view-presenter (MVP). Most 

logic is written in C#, but a significant amount of database logic is written in SQL as Stored 

Procedures. There are also external services and a graphical user interface (GUI). Some legacy 

code is left behind which does not follow MVP and is mostly written in Visual Basic. IPAD has 

had 3 major releases. Each of these releases has had a major focus: 

 The release 1209, major focus on database changes. 

 The release 1211, major focus on business logic. 

 The release 1302, major focus on external integrations. 

Even though every release has had its major focus, each of the releases has also had secondary 

focuses on database, business logic, GUI and external services. 

The main method of testing in IPAD was acceptance testing; there were manual acceptance test 

cases for all user requirements [See 2. Theory for test phases]. Lower level testing such as unit 

and integration tests were written by developers sporadically and usually after the features had 

already been implemented. One could estimate that there was a bit more integration testing than 

unit testing. IPAD’s integration tests are often tests which test database structures and stored 

procedures (SQL functions stored in the database). There are no integration tests testing external 

services, this is mainly due to historical reasons where dependencies to external systems have 

been causing trouble when testing the system. After a merge from a development branch to the 

main branch, regression testing [See Table of Terms] was initiated. A large part of the 

regression testing consisted of manual test cases, these tests required normally 4 man-days. 

Before every major release there was significantly more comprehensive regression testing, this 



1. Introduction and Background 

3 

 

testing required normally about 10 man-days. There was also static code analysis, one of the 

tools used for this was StyleCop [StyleCop, website]. 

1.5 Scope 
The analysis of software faults was a case study done on trouble reports from the IPAD project. 

All of the trouble reports from IPAD’s three releases were studied to some degree, however 

only those that were considered sufficient for analysis were included in the study. Almost all 

trouble reports in the IPAD project were reported after finding bugs manually, faults found in 

other ways were mostly not reported. In order to keep the data consistent, only faults reported 

after manual testing were studied. 

The test phases that were studied included mainly automatic and manual tests of the code. Thus 

phases before implementation, such as requirements and design phase, were not included in the 

study. 

The classifications of the software faults were only proven theoretically, because it was not 

feasible to actually implement test cases for every fault within the available time. In theory it is 

possible to do the classifications with actual implementations of test cases. However, the effort 

required in order to implement the tests is not taken into consideration. Neither complexity of 

the test cases or location in the code hierarchy were taken into consideration. Further 

discussions about the limitations of the method are presented in [4.3 Method Limitations].
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2. Theory 
This chapter begins by describing the V-model briefly in order to present an abstraction for 

different phases of testing. Then there is a more in depth description of the software testing 

phases. 

2.1 Validation Phases of the V-model 
The V-model is a model for software development which presents the different phases of 

software development in a concrete and straightforward way. The parts of the V-model that are 

of interest to this report are the abstraction levels of testing that can be found in the different 

validation phases. These phases are: unit testing, integration testing, system testing and 

acceptance testing. Figure 2.1 is a simplified illustration based on the V-Model illustrations 

presented in [Jha, 2010] and [Lie and Pang, 2008]. 

 

Figure 2.1: Illustrates the V-model which couples development phases with testing phases. 

The principle of the V-model is that each development phase should also have a corresponding 

testing phase. When implementing the smallest building blocks, let’s call them modules, there 

should be unit testing which tests these modules independently of other code. The integration 

process of a group of modules can introduce unanticipated interactions between modules, the 

testing for these errors is called integration testing. When the complete system is installed it can 

be tested for the system specifications and that all components work together, this kind of 

testing is system testing. The final validation phase is acceptance testing, which is also the 

testing which determines if the product meets its user requirements and is accepted for 

operational use [Sommerville, 2011]. 

  



2. Theory 

 

5 

 

2.2 Definitions 

2.2.1 System and its Components 

When it comes to different types of testing, the definitions used by professional testers are often 

not the same as those used by academics [Freeman and Pryce, 2012]. Because of this, it is 

important to be extra clear when presenting the definitions. The testing phases used throughout 

this report will be in line with the validation phases of the V-model, i.e. unit testing, integration 

testing, system testing and acceptance testing. 

A system consists of components and the size of the components can be defined to be of any 

size. In order to be consistent, the system components will be defined as follows (these 

definitions are in line with [Binder, 1999]). The smallest components of interest to this report 

will be referred to as modules. Modules consist of logical code and can sometimes be seen as 

single functions, a common example of a module is an algorithm. The module takes some input 

X, processes it and returns the output Y. When several modules work together they form a 

cluster. A cluster can be a subsystem, but often subsystems consist of several clusters. Several 

subsystems form the system. A system can be built in any combination of modules, clusters 

and/or subsystems. In small products a single module can potentially be the whole system, this 

situation is depicted in Figure 2.3. However, larger systems have usually a situation similar to 

Figure 2.2. 

 

Figure 2.2: The components of a system. Modules are the smallest building blocks, several 

modules can form a cluster and several clusters can form a subsystem. When the subsystems are 

put together the entire system is formed. 
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Figure 2.3: A system can consist of a single module, this can be the case in very small 

applications. 

2.2.2 Test Doubles 

Normally when testing, the aim is to test a single property in isolation of other and irrelevant 

code, which this property might be dependent on. In Figure 2.4 the circled object sends 

messages to three of its neighbors when invoked. In order to test this object in isolation, the 

dependencies to the neighbors must be replaced. The neighbors could be substituted or 

mimicked with mock objects, see Figure 2.5 [Freeman and Pryce, 2012]. 

 

 

Figure 2.4: Test object in isolation. 

 

Figure 2.5: Testing an object with mock objects. 

The term test double represents a collection of techniques for mimicking these dependencies. To 

name a few common test double techniques used in Object-Oriented programming; there are 

dummies, test stubs and mock objects. Dummies are code which does nothing, but is essential 

for the code to run. A normal circumstance when dummies are used is when there are obligatory 
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parameters that are not actually used. Stubs replace real components which the test depend on in 

order to force the system under test to a certain path which the test requires. Mock Objects are 

similar to Test Stubs, but replace real components in order to verify its indirect outputs 

[Meszaros 2007].  For simplicity, this report will refer all test doubles by using the term mock. 

To make it clearer, mocking dependencies corresponds to using a test double in order to mimic 

a dependency.  

2.3 Phases of Testing 
The phases of testing used in this report are unit testing, integration testing, system testing and 

acceptance testing. 

2.3.1 Unit Testing 

Unit testing is the least complex kind of testing and it is the testing of individual modules. Every 

unit test is highly coupled to an individual module with the purpose to make sure that the 

module behaves as it should. In object-oriented programming the modules are referred by the 

name class, so unit testing in object-oriented programming is the testing of individual classes. 

As unit tests require a controlled and isolated environment, which is not dependent on other 

code, mocking dependencies is a natural choice when it comes to these types of tests [Duvall et 

al., 2012]. 

2.3.2 Integration Testing 

Integration testing occurs after the quality of the smallest components is assured by unit testing. 

The main purpose of integration testing is to find unanticipated interactions between separate 

modules, i.e. to test if different modules work together. [Binder, 1999] says that integration 

testing in object-oriented programming begins early and takes place at all scopes. He argues that 

most testing in object-oriented programming is some kind of integration test. Table 2.1 is from 

[Binder, 1999] and describes integration tests at different scopes. The first column describes the 

component to be tested and the second column describes the scope of the integration test. The 

last column shows typical examples of these interfaces. 

Component (Focus of 
Integration 

System (Scope of 
Integration) 

Typical Intercomponent Interfaces (Locus of 
Integration Faults) 

Method Class Instance variables 

Intraclass messages 

Class Cluster Interclass messages 

Cluster Subsystem Interclass messages 

Interpackage messages 

Subsystem System Interprocess communication 

Remote procedure call 

ORB services 

OS services 

Table 2.1: Scope versus Focus of Integration Testing 
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Integration Testing Strategies 

In order to have successful integration testing, a strategy is often required. Integrating all 

components of a system at the same time is rarely a good approach (see Big Bang Integration). 

These strategies describe which components of the system should be integration tested and 

when. There are many different strategies with many different variations. Three integration 

testing strategies are: Big Bang Integration, Bottom-up Integration and Top-down Integration. 

In the following text, these three strategies will be described including short description, 

advantages and disadvantages. The text and illustrations are in line with [Binder, 1999]. The 

purpose of Figure 2.6 is to show a generic dependency tree of a system. In this tree every box is 

a module and every line depicts dependence between two modules. Dependency trees similar to 

this are used to describe the integration testing strategies. 

 

Figure 2.6: Generic dependency tree 

Big Bang Integration 

The purpose of Big Bang integration is to demonstrate system stability by exercising all 

components of a system at the same time. Big Bang integration is depicted in Figure 2.7. In the 

figure every module is integration tested by using the module at the top of the hierarchy as a 

driver. In other words, in integration the driver is the module which makes the call to the 

interface and the interface is the component under test. 
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Figure 2.7: Big Bang Integration 

The main point to understand in Big Bang integration is that no regard is given in respect to 

intercomponent dependencies. The advantage of Big Bang integration is that it is easy and 

cheap to implement. The reason for this is that the testing of the system is done by actually 

running the system. In other words, no special effort (such as mocking of dependencies) is 

needed to run intermediate parts of the system. However, there are several disadvantages. The 

integration testing can only begin once the whole system is implemented. Big Bang integration 

is optimistic, the number of interface faults found by Big Bang integration can be more than is 

feasible to handle. Faults that are found can also be difficult and time consuming to locate. On 

top of that, when the fault is located, the solution to the fault could potentially require such great 

changes in the system that the countermeasure taken is often specific hot fixes or workarounds. 

Bottom-up Integration 

The approach of Bottom-up integration is to begin with small components and work 

systematically towards larger components. In other words, the integration testing begins by 

testing the components with the fewest dependencies and ends with the testing of the 

components with the most dependencies. The purpose is to in a stepwise pattern verify the 

stability of the system under test. The first stage of bottom-up integration testing is shown in 

Figure 2.8. In the first stage the leaves are implemented and then integration tested by their 

drivers. Two of the successive stages are shown in Figure 2.9 and Figure 2.10. 
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Figure 2.8: Bottom-up integration, first stage 

 

Figure 2.9: Bottom-up integration, second stage 
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Figure 2.10: Bottom-up integration, third stage 

The advantages of bottom-up integration are several. The system under test is proven stable 

systematically interface by interface. When faults are found it is likely that they belong to the 

interface currently being tested. Using Bottom-up integration it is possible to start testing as 

soon as the lowest-level components are implemented. Another advantage is that work can 

easily be done in parallel in the early stages, as programmers can work with independent low-

level components and leaves. There are some disadvantages though. The test code size can 

easily be twice that of the system, though this can be diminished by reuse of code. Another 

disadvantage is that changes to previously tested components will require the component to be 

tested again and also components already tested and dependent on this component will require 

testing again. 

Top-down Integration 

The approach of Top-down integration is the opposite of Bottom-up integration as components 

with the most dependencies, i.e. controlling classes are tested first. Figure 2.11 depicts the first 

stage of top-down integration. The modules in the top of the hierarchy are implemented and 

tested first. Dependencies further down in the hierarchy are mocked when there is need for it. 

Figure 2.12 and Figure 2.13 shows how the top-down integration strategy works its way further 

down in the hierarchy. 
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Figure 2.11: Top-down integration, first stage 

 

 

Figure 2.12: Top-down integration, second stage 
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Figure 2.13: Top-down integration, third stage 

The advantages of Top-down integration are that the testing can begin as soon as top-

level components are implemented. When lower level components are added and tested, 

the upper-level components will be tested again, as a consequence of this there will 

automatically be regression testing. The disadvantages of Top-down integration are that 

there is a great need for mocking necessary code that is yet to be implemented. Mocking 

code creates very implementation specific and brittle code which must be changed 

every time changes are made to the real objects. As Top-down integration requires a lot 

of mocking, the test cases created may require much maintenance. In other words, Top-

down integration requires a lot of brittle test cases, making the test suites rather difficult 

to maintain. 

2.3.3 System Testing 

System testing is testing of an entire system in respect to the system specification. What 

really differs system testing from integration tests is that integration tests focuses mostly 

on interface faults and system testing focuses on real end-to-end scenarios. In [Duvall et 

al., 2012] system tests are described as tests that flow through the entire system using an 

API in order to exclude the user interface from the tests. Non-functional tests are 

included in system testing. Non-functional testing verifies that the system meets its non-

functional requirements. Some examples of these requirements are performance, 

security and load/volume. [Singh and Tripathi, 2012] 
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2.3.4 Acceptance Testing 

Acceptance testing belongs to the highest level of tests. Acceptance tests are tests on the 

application level which make sure that the requirements of the program are met from a user’s 

perspective. Acceptance tests, just as system tests, require that the entire system is in place.  

Acceptance testing is the last phase of validation before the system is ready to be shipped to the 

customers. What differ acceptance testing from the other testing phases is that the other testing 

phases require tests that execute closer to specific code whereas acceptance testing is commonly 

done through the user interface. Because of this, the other testing phases are more suitable for 

automated tests. It is common that the testing in acceptance testing consists of manual tests, 

however it is also common to automate acceptance tests. For instance, Smoke tests that have the 

single purpose of quickly detecting if the application runs at all [Humble and Farley, 2012], are 

often automated. 

2.3.4.1 Manual Acceptance Testing 

Two ways of doing manual acceptance testing are following detailed test plans or by 

exploratory testing. Exploratory testing is when the tester uses his or hers own wit to try to 

break the program. Exploratory testing can be combined with a test plan, in that case a tester has 

a goal but not all steps to the goal are specified [Bach, 2002]. 

2.3.4.2 Automated Acceptance Testing 

There are several ways of automating acceptance tests depending on the application. For 

instance, web applications can have automated acceptance tests created with tools like Selenium 

[Selenium, web site] and WatiN [WatiN, web site]. In such test cases a web browser is taken 

under control by the tests in order to imitate users.
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3. Related Work 
This chapter describes prior work related to the subject. It is worth mentioning that many of the 

previous studies discussed in this chapter were published between 10 and 30 years ago. The 

reason why these studies still are relevant is because the studied field is very narrow and there 

have not been many considerable changes since they were published. Relevant previous studies 

include case studies of software faults in which faults have been categorized to different fault 

types. However, most of these studies do not mention the relation between faults and test 

phases. In order to fill this gap I have also looked at studies related to the testing process. These 

studies often focus on improving/measuring the testing process. Overall there exists already a 

lot of work on software faults and testing, but there is a lot of work left when it comes to the 

relation between the two. This chapter is divided into two parts; the first part includes studies of 

software faults and the second part includes studies of the testing process. 

3.1 Studies of Software Faults 
Many case studies have been conducted in the subject of software faults. Two famous studies of 

faults in large systems are [Perry and Evangelist, 1985] and its follow up study [Perry and 

Evangelist, 1987]. Both studies showed the importance of the problem with interface faults. 

Interface faults are defined as faults that occur at the point of contact among the various 

components in systems. The examined selection of faults was from 350,000 non-commentary 

source lines written in C. The faults discovered were reported with a modification request 

tracking system. From this system, 95 randomly selected modification requests were analyzed, 

85 of them contained sufficient information to support an analysis of their characteristics. The 

faults from these reports were categorized into 16 categories. The fault categorizations were 

derived from the fault data rather than using a pre-existing categorization. The definition of 

interface faults used in [Perry and Evangelist, 1985] considered only faults that occurred in two 

or several files, or single global header files, thus many faults occurring in single files were 

neglected. The result of the first study was that at least 66% of these faults were interface faults. 

In [Perry and Evangelist, 1987] the study of [Perry and Evangelist, 1985] was extended to 

include single file interface faults. In the updated study it was determined that interface faults 

were still significant. It was also confirmed that no single technique geared toward one of the 

specific fault categories would yield significant results.  

Another study of software faults is presented in [Leszak et al., 2002]. The study was a 

retrospective analysis similar to [Perry and Evangelist, 1985] and [Perry and Evangelist, 1987]. 

The difference is that this time the focus was on underlying causes and countermeasures against 

critical defects. The product that was studied was a network element developed by teams 

consisting of 5-10 people each. The way the defects of the analysis were chosen was both 

random and selection of customer reported modification reports, there was a large focus on 

analyzing critical defects. The categorization used was partly based on prior publications and 

part on the experience of the developers in the reported projects. The conclusions of the study 

were in line with previous studies ([Perry and Stieg, 1993]); the cost of fixing bugs increases 

linearly across the earlier development phases. Also the study categorized faults to where they 

originated using several locations such as high level design, testing, load building, requirements, 

architecture and component specification/design. The study concluded that the majority of 

defects originated in the phases that include design, specification and implementation of 

components. Lastly they came to the conclusion that different subsystems in the same project 

have different defect profiles. 

Other studies include the concept of Orthogonal Defect Classification presented in [Chillarege 

et al., 1992]. Orthogonal defect classification is mainly used as feedback which occurs during 

the development process whereas this thesis is about retrospective feedback. Also Orthogonal 

Defect Classification explores the field of defect causes more than detection of the defects. 
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[Endres, 1975] is one of the earliest analyses of software faults. The error classification was 

based on the primary activities of designing and implementing algorithms in an operating 

system. The study also aimed to draw conclusions about the causes of the errors. 

The main thing to note is that most prior work mentioned has had the focus of exploring the 

causes of defects with the goal of preventing them before they even occur. This thesis explores 

faults from the perspective of detecting them early. Thus a fault categorization that took into 

account which kinds of tests could have detected the faults as early as possible was needed. 

3.2 Testing Process 
As mentioned before, I needed to also look at studies related to improving the testing process. 

There have been several approaches in this subject. For instance, there are models for improving 

the testing process such as Test Maturity Model, Test Process Improvement and Test 

Improvement Model [Veenendaal, 2002]. These models grade the maturity of the testing 

process in a number of key areas in order to improve the testing process from a organizational 

perspective. In other words, they are not directly related to the analysis of what faults actually 

occur in the systems. 

Another approach is improvement of the testing process by fault analysis. [Grady, 1992] claims 

that fault analysis is the most promising approach for process improvement. However, little 

research has been done in the subject despite its potential [Card, 2002]. There are studies in the 

software analysis field that try to introduce high quality, for instance [Barret et al., 1999] and 

[Biehl, 2004]. A more relevant approach in this field is the analysis of software faults in order to 

decrease the cost of fault removal. Three examples of this branch of software fault analysis are 

[Damm et al., 2006], [Hevner, 1997]  and [Berling and Thelin, 2003]. This branch has realized 

that a significant cost in the software development process is faults that slip through testing 

phases where they are cheaper to locate and fix. A common approach is to use a goodness 

measure for faults that are found in a later phase than where they should have been found. For 

instance, the study [Berling and Thelin, 2003] used values between 0 and 1 to determine the 

goodness of the detection of faults. 1 was used if faults were found in the earliest phase where 

they could have been found. 0 was used for faults that could have been found in the first phase 

but were found in the last. This approach is very similar to this thesis, except that the project 

studied in this thesis had a testing process which consisted almost only of manual high level 

tests. Therefore the use of a goodness measure would be the same solution, but more indirect, to 

the problem of categorizing faults by test phases where they could have been found. Further, 

most prior work using this approach has used company specific testing phases and definitions, 

thus are not directly applicable to the abstraction phases of the V-model.
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4. Method 
This chapter will describe the method used in this project. Firstly the choice of method will be 

presented and motivated. Then there will be more in depth descriptions of the steps in the 

method. Lastly, limitations of the method will be discussed. 

4.1 Choice of Method 
The aim of the project was initially to show the importance of faults that are found in a later 

testing phases than where they could have been found. There were mainly two approaches 

considered for the study: Fault-slip-through [Damm et al., 2006] or a classification and 

evaluation study of software faults similar to [Leszak et al., 2002], but with a greater focus on 

test phases. A Fault-slip-through analysis is a way of measuring the quality of the testing 

process. The situation for the studied project was that all faults reported were specifically found 

by acceptance testing, thus every fault had either slipped through lower level testing or belonged 

to the phase acceptance testing. Also the testing efforts in the studied project were not 

comprehensive enough to give data for the different testing phases [see 1.4 Background for the 

Study]. A Fault-slip-through analysis would potentially give interesting results in respect to 

improvement potential of a system which is dependent (almost) solely on acceptance testing, 

but as a slip through analysis it would be lacking. The other approach which was a classification 

and evaluation of software faults would on the other hand give interesting results on the 

different types of errors that are present in the studied web application. There has been 

interesting prior work in categorization of software faults, such as the study of interface faults 

[Perry and Evangelist, 1985]. However, there have been very little prior work that has focused 

on categorizing faults to testing phases and those studies have not used general testing phases. 

The method chosen was determined to be a combination of the two approaches mentioned: A 

retrospective case study of software faults with a focus on tests, but also on the type of faults 

that exist in the system. The results from such a study would give a distribution of faults that 

belong in the different testing phases, thus allow a comparison for how faults have been found 

and how they could have been found. This choice was also deemed as both feasible and 

straightforward in order to study the situation of the web application from the perspective of 

defects and testing. 

4.2 Method Steps 
The method used was a case study of faults that were reported prior to this study. The faults 

were first categorized to error types. Then the faults were categorized to testing phases. Test 

cases were also described in order to boost the categorization.  

4.2.1 Trouble Reports 

The faults used in the analysis were reported and tracked by software developed by Atlassian 

called Jira [JIRA, website]. Jira stores many different issue types such as modification requests 

and assignment of work. The reports containing faults are called trouble reports. The finder of 

the fault is known as the reporter and is also the one who writes the trouble report. The 

developer who is assigned to fix the fault is called the assignee. The details of the trouble 

reports vary greatly depending on the reporter and other circumstances. Usually the information 

written in the report is such information which the reporter believes is relevant in assisting the 

assignee in fixing the problem. 

The general data of the trouble reports and how it was used is described below: 
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 Every report is given a unique identifier by Jira, this was used to keep track of 

individual reports. 

 Dates when the trouble report was created, updated and resolved are also automatically 

managed by Jira. The dates were used in order to study the reports in chronological 

order. 

 The project name and release were used to keep track of which dataset the trouble 

report belonged to. 

 A title and description describes the reported fault in words. Listed details such as 

priority, components, environments, services amongst others vary depending on the 

reporter. In some cases screenshots and other files are attached to the report. Involved 

persons are able to make comments on the report, common usage of this function was to 

describe the fix of the fault and also specify unclearness. Assignees are also able to 

create a link to the code revision which shows the changes that were made in the code 

in order to fix the fault. These were used in order to understand the fault. The 

descriptions of the fault gave a background to the problem and the fixes gave a deeper 

understanding of the implementation specifics of the fault. 

 Time tracking is also an available functionality, but not used enough to be included in 

the analysis.  

4.2.2 Selection of Trouble Reports 

The analyzed dataset consisted of trouble reports only from the IPAD project’s three releases 

[See 1.4 Background for the Study]. The reason for studying more than one release was that 

studying three releases would strengthen the validity of the results as it was believed that these 

three releases combined would be representative of the web application. Choosing the trouble 

reports from the same project increased the feasibility of the analysis because of the availability 

of involved workers. Also all reported faults were detected in the same way, thus increasing 

consistency of the trouble reports. Trouble reports labeled as ―invalid‖, ―won’t fix‖ or ―cannot 

reproduce‖, were not included in the analysis as they were most likely errors of no interest. 

Additionally, some trouble reports were clones of other existing trouble reports and some were 

incorrectly labeled or not sufficiently detailed for analysis, these were not included in the 

analysis either. 

4.2.3 Test Phase Categorization 

4.2.3.1 Test Phases 

The faults were categorized to the testing phases: unit testing, integration testing and acceptance 

testing. The reason for using these three testing phases was to in an intuitive way depict how the 

faults could have been found, without diving into too much detail. The reason for not including 

system testing is twofold. As described in [2. Theory] there are both functional and non-

functional system tests. The reason for not including functional system tests is that from a 

retrospective perspective there is an overlapping between high level integration tests and 

functional system tests. To determine if a fault could be found earliest by an integration test or a 

system test is very difficult, as it is mainly the purpose of the test phases which separates the 

two and when studying faults from a retrospective perspective this distinction is not clear. 

However, the fault types described more in detail in [5.3 Integration Testing] give a fair 

description of the faults and how they could have been found no matter which phase. The reason 

for not including non-functional system testing is more circumstantial. The efforts taken in the 

project for finding non-functional requirement faults had been very limited, thus the few reports 

were not consistent with the other reports. 

4.2.3.2 Categorization to Earliest Test Phase 

The categorization was systematic in the sense that the categorization was exercised from 

earliest phase to the last phase in the order: unit, integration and acceptance testing. In other 

words, the analysis categorized faults to the earliest phase where they could have been detected.  
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4.2.3.3 Individual Test Phase Categorization  

To only categorize faults to the individual test phases would give very general results. However 

the lack of specification would make it difficult to understand why the faults were categorized 

as they were. This would also make the results difficult to interpret from the perspective of what 

kinds of faults exist in the system as well as understand what kind of tests could have detected 

the faults. Because of this there was a need for additional subcategories in the individual test 

phases in order to make it clearer why the faults were categorized as they were. The further 

categories were also used in order to exemplify tests which could have caught the faults. The 

validity of the categorization was strengthened by the description of test case examples. The test 

case examples were general in order to group faults that could have been detected in a similar 

way. 

As the test phases are very different from each other, the further categorization in the individual 

test phases became specific for the test phases. However, the general situation of the 

categorization was to categorize faults after fault types and what kinds of tests would detect 

them. Fault types that were used were based on [Perry and Evangelist, 1985] and [Leszak et al., 

2002]. The categories from the previous work were sufficient in some cases. However, some 

categories needed improvement and specification in order to express important key aspects 

necessary for further categorizing into test phases and in order to match the case study. For 

instance, faults related to external services and the user interface needed new categories not 

used in the mentioned previous work.  The categories used are described in more detail in [5. 

Results]. 

4.2.4 Analysis of Data 

The data set was primarily used to express the retrospective software fault situation of the 

studied system. From the compilation it was possible to extract what kinds of faults existed in 

the system, what kinds of faults were common in the system and how these faults could have 

been detected. 

4.3 Method Limitations 
The analysis of software faults was done only on trouble reports from the IPAD project. This 

made the study more specific as the data set could obviously not include every possible type of 

data (this is the reality of case studies in general). However, the method allowed analysis of the 

characteristics of a number of different fault types that occur in web applications. The described 

examples for detecting these faults were also are general. The method did not take into 

consideration the characteristics of the web application, for instance web applications can be 

database heavy which means that most logic is related to the database. 

Unknown and neglected software faults make up most of the error sources. Some trouble reports 

were neglected because they were insufficient for analysis. In some cases, the trouble reports 

resulted in the fix of several related problems, in these cases only the most relevant error was 

taken into consideration. Errors found by automatic testing were often fixed directly without 

being reported. However, the use of automatic tests was very limited and consisted of only unit 

and integration tests. Further, the automatic tests were only used by the developers as a tool to 

help them find errors quickly. Only errors found by acceptance testing were reported by trouble 

reports. This neglects for instance, robustness errors that can only be found by unit or 

integration testing.
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5. Results 
This chapter presents the results from the case study. The overall results of the testing phases 

are presented first. Then are results for the individual test phases presented.  

5.1 Testing Phases 
Not all reports in the data set were used in the study. Some reports were clones of already 

existing trouble reports. Others were incorrectly labeled as trouble reports or caused by 

misunderstandings where no action was even taken to fix the reported faults, these made up a 

total of 33 trouble reports. Other trouble reports were neglected because they were not 

descriptive enough for analysis, these made up a total 51 trouble reports. These reports lacked 

essential information which made the categorization difficult. For instance some of the reports 

had too short or inaccurate descriptions of the errors. Some reports had no descriptions of the fix 

at all, no explanation of the underlying problem and/or no information about the changes made 

to the code. 

The total number of trouble reports that were used in the study was 179. The faults from the 179 

trouble reports were categorized to the three testing phases unit, integration and acceptance 

testing. The testing phase was decided for the faults depending on in which phase the fault could 

have been detected as early as possible. In other words, unit testing was considered the earliest 

testing phase, integration testing was the second earliest and acceptance testing was considered 

as the last testing phase. The results from the categorization are presented in Table 5.1 and 

Figure 5.1. The distribution of the faults in the test phases was somewhat even, but the faults 

that could have been found by unit tests made up the largest number of faults. The faults that 

could have been found by unit tests made up 75 of the faults studied. The faults that could have 

been found by integration tests were 51. It is important to note that all studied trouble reports 

were originally detected in the phase acceptance testing, but only 54 faults were categorized to 

acceptance testing in this study.  

Total Unit Test Integration Test Acceptance Test 

179 74 51 54 

Table 5.1: Test phase distribution of studied faults 

 

Figure 5.1: Test phase distribution of studied faults 
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5.2 Unit Testing 
This section describes the results for faults categorized to the unit testing phase. First we 

describe the conditions that are required in order for a fault to be detectable by unit tests. These 

rules are in line with unit test definitions from the theory chapter. Then the results are presented 

in three categories of unit tests. 

5.2.1 Unit Test Conditions 

Faults that are categorized as unit test faults are faults that can be detected by unit tests. The 

limitations of unit tests are that they must run in a controlled and isolated environment. In other 

words the tests are very specific and low level. The test must be able to initiate all preconditions 

required to execute the module being tested. Additionally, the unit test must mock all 

dependencies to other modules in order to isolate the module being tested from real modules. It 

is essential for unit tests to not involve other modules; the only actual code from the 

system/product which is executed is the code from the individual module being tested. As a rule 

of thumb, if the fault can be detected by executing one single module, then it can be detected by 

unit tests. The general structure of this kind of test is shown below: 

1. Setup preconditions. 

2. Mock other modules which the module under test is dependent on. 

3. Execute module logic (and no other logic from the actual application under test). 

4. Assert that the actual results correspond with the expectations. 

The first step of a unit test is to initialize the preconditions needed in order to run the logic of 

the module under test. One must also make sure that no other logic from the application under 

test is executed in the test besides logic from the module under test. If other modules are 

required in order to execute the module under test (dependencies), then these other modules 

must be mocked with simple hard coded imitations of the real objects. When this initialization 

step is made, then the test is ready to execute the actual logic of the module under test. 

Typically this execution will result in some output or changes made to the state, this represents 

the actual results. The last step of a unit test is to verify that the actual results correspond with 

the expectations of the module. It is important to note that in order to create a unit test, one must 

be able to specify the exact expectations of the module under test. In other kinds of testing there 

is not always a need to exactly specify which part of the system should do what. However, in 

unit testing only a single module is being exercised and the verification is done by comparing 

the actual results with the expectations of this single module. 

5.2.2 Unit Test Faults Types 

The fault types that can be found by unit tests include faults that break the requirements of the 

system. Faults that are of subjective nature, such as inadequate graphical design, require human 

inspection. Tests that detect such faults are difficult to specify detailed enough and are thus such 

faults are not candidates for the phase unit testing. A distinction between incorrect and 

incomplete code is made similar to the study [Leszak et al., 2002]. 

Incomplete 

Faults of type ―incomplete‖ are errors that could be identified as belonging to the procedural 

execution of a function, where it was determined that procedural steps were missing. Common 

examples of this category are faults caused by missing exception handling, missing handling of 

special cases and missing function calls. 

Incorrect 

Faults of type ―incorrect‖ are errors that could be identified as belonging to the procedural 

execution of a function which was incorrect and resulted in incorrect output. Examples include 

faults caused by irrelevant code and incorrect if-statements. 
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5.2.2 Unit Test Categories and Results 

A total of 74 of the studied trouble reports were categorized into three unit test categories. The 

distribution of these faults is shown in Figure 5.2. Each category with explanation, test case 

examples and results is presented below. The unit test categories are derived from the fault data 

by describing tests that would have caught the faults. The goal was to construct the least number 

of categories which describe important key aspects of interest for the tests. 

 

Figure 5.2: Unit test distribution of studied faults 

5.2.2.1 Business Logic Unit Test 
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Table 5.2: C# unit test results 
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[Buster.JS, website]. A general GUI unit test example is presented below. The example shows 

simply how to assert that a mocked GUI-component is in the correct state after executing the 

GUI-logic. An example written in NunitASP is presented in appendix [A.2.2 NunitAsp]. 

GUI Unit Test case example: 

1. Setup preconditions. 

2. Mock GUI-component(s) (and other dependencies if needed). 

3. Execute GUI-logic. 

4. Assert that GUI-component under test is in correct state. 

This was the most dominant of the unit test categories, a total of 44 faults were determined to 

belong to this category. These faults were the result of errors in GUI-logic, i.e. the GUI-logic 

responsible of a GUI-component processed some input incorrectly which resulted in an 

incorrect state of the GUI-component. The number of faults caused by incomplete code was 24 

and the faults caused by incorrect code was 20. Among the incomplete faults were: 

 Missing updates of GUI-component state, such as a missing page refresh or setting a 

button visible. 

 Incomplete updates of a GUI-components values, such as missing some info in a dialog 

window. 

 Missing calls to GUI-components. 

 Missing validation of user input. 

 Missing GUI-components such as completely missing buttons and missing text-

components. 

 Missing string limits for user input in the GUI-component definition. 

Among the incorrect faults were: 

 Incorrect updates of GUI-component state, such as setting a button invisible when it 

should be visible. 

 Incorrect processing of user input, such as buttons not functioning properly. 

 Unnecessary extra validation of user input. 

 GUI-logic called at the wrong time. 

 Incorrect redirections. 

 Incorrect string limits. 

Total Incomplete Incorrect 

44 24 20 

 Table 5.2: GUI unit test  results 

5.2.2.3 Database Unit Test 

The faults in this category could be detected by unit testing database logic. Database logic in the 

studied system is logic written in stored procedures that are stored in the database. In other 

words the studied faults lay in stored procedures. Unit tests that detect these faults would need 

to mock database tables in order to isolate the tests from the database. The study [Grolinger and 

Capretz, 2011] presents an approach for this and tSQLt [tSQLt, website] is an example of a 

framework for database unit testing. 

Three general database unit test examples are shown below. The first example shows a simple 

test which detects faults in database logic which fetches data from the database. The second 

example shows a test which detects faults in database logic which change values in the 

database. The third example shows a test which detects faults in migration scripts. A migration 

script is database logic which transfers data from an old table to a new table. Migration scripts 

are used when there is a need for changes to a database table that require the introduction of a 

new one. The tests would require mocking of both the old and new database table. Then execute 
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the database logic on the mocked tables and finally verifying that the transfer was successful. A 

real example of database logic unit tests written in tSQLt can be found in appendix [A.2.3 

tSQLt]. 

Database Unit Test example 1: 

1. Setup preconditions. 

2. Mock database table(s) (and other dependencies if needed). 

3. Execute database logic. 

4. Assert that the actual returned results correspond with expected results. 

Database Unit Test example 2: 

1. Setup preconditions. 

2. Mock database table(s) (and other dependencies if needed). 

3. Execute database logic. 

4. Assert that values in mocked database table are correct. 

Database Unit Test example 3: 

1. Setup preconditions. 

2. Mock old database table with values. 

3. Mock new empty database table. 

4. Execute migration script which transfers data from old table to new table. 

5. Assert that the transferred values in the new table are correct. 

A total of 11 faults were categorized to the category ―database unit test‖. Three of the faults 

were  caused by incomplete code where the causes were missing trivial conditions in stored 

procedures. Eight of the faults were caused by incorrect code, these faults included duplicated 

query results from stored procedures, wrong values fetched and incorrect insertion of values to 

the database. 

Total Incomplete Incorrect 

11 3 8 

Table 5.3: Database unit test results 

5.3 Integration Testing 
This section describes the results for faults categorized to the integration testing phase. First we 

describe the rules for what is required for a fault in order to be detectable by integration testing. 

These rules are in line with integration test definitions from the theory chapter. Then the results 

are presented for integration testing. These faults were categorized into integration test fault 

types. 

5.3.1 Integration Conditions 

These fault types deal with errors that are caused by unanticipated communication between 

modules. Detection of these faults cannot be done by isolating one single module, it must be 

done by exercising an interaction between separate modules. This separates integration tests 

from unit tests, as the actual execution of several modules is required. 

5.3.2 Integration Test Fault Types and Results 

The faults that were determined to belong to the test phase integration testing were often very 

specific and because of this there existed many different kinds of faults. It became difficult to 

define further test case categories which would group the faults in the way that was used for unit 

tests. Instead, the categorization was only done in fault types as it was determined that the fault 
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types were descriptive enough in order to understand the nature of the faults and how they could 

have been detected. In order to have as few categories as possible, five integration test fault 

types were used.  The five fault types used were: Misuse of Interface, Inadequate Functionality, 

Change Coordination, Configuration and External Services. The first three types are from [Perry 

and Evangelist, 1985]. [Binder, 1999] lists configuration faults as one of the most common 

faults detectable by integration testing. However, it became apparent that an additional category 

was needed for faults located in external services, thus the fault type External Services was 

added as a specification for applications that have connections to external services. The 

categorization to the integration test fault types included 51 trouble reports from the data set, 

these results are presented in Table 5.9 and Figure 5.3. 

Total Misuse of 
Interface 

Inadequate 
Functionality 

Change 
Coordination 

External Services Configuration 

51 16 9 8 8 10 

Table 5.9: Integration test fault type distribution of studied faults 

Figure 5.3: Integration test fault type distribution of studied faults 
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5.3.1.2 Inadequate Functionality 

Nine of the faults were determined to belong to this category. The defects could be identified as 

incomplete logic which a part of the system assumed, but was not provided by another part of 

the system [Perry and Evangelist, 1985]. In these cases the responsibility of the logic could not 

be identified to one single module, but could as well belong to a number of modules in the 

function flow. A common fix for these faults was to add the missing functionality to an 

appropriate module, but the fix could have been added in a number of different locations. 

It is important to note that if a module was indeed responsible (according to the requirements) 

of the functionality, then this fault could have been detected by unit testing. However, 

uncertainty in which module was responsible makes it very difficult to find these faults by unit 

testing. The tests could be integration tests that exercise a flow through a number of modules in 

order to detect that the functionality is missing. The flow and modules that need to be called 

determine the complexity of the test, thus the tests could potentially be very complex. Below is 

an example of how a fault in this category could be detected by a unit test and an integration test 

presented. 

 

Generating new password example 

Consider the following requirement: When a user asks for a password reset, an automatically 

generated password is sent to the user. From the user requirements, it is obligatory for the user 

to change this generated password at the next login. 

Consider now that a user has asked for a new password and the new generated password has 

been given to him or her. At this point in time there should exist a value in the database 

representing that the password was generated by a password reset, let us call this value is-reset. 

As of now is-reset is set to true and the password must be reset at next login. In the real example 

it was assumed that the function UpdatePassword (which could be used for changing 

passwords) was keeping track of if the new password was an automatically generated password 

or not. This was not the case as calling UpdatePassword would always set reset-bit to False, 

even when the function was called with a password generated from a password reset. 

The fix was to add a conditional check to UpdatePassword. However, it was not clear if it really 

was required of UpdatePassword to keep track of automatically generated passwords. For 

instance, consider the function SetPasswordUpdated which when called sets is-reset to false, 

this function could as well been given the responsibility. Tests for these two cases are presented 

below. 
 

is-reset A bit variable in the database which represents that the password 
needs to be changed at next login if set to true. 

generated-password Password which is generated after a password reset. 

UpdatePassword Function for updating password, takes a user and a new password as 
input. 

SetPasswordUpdated Sets reset-bit to false. 

GetResetBit Returns the value of reset-bit. 

Table 5.10: Explanations for variables used in generating new password example 

If it is assumed that UpdatePassword has the responsibility to only set is-reset to false if the 

new password is not a generated-password, then the unit test could look like this: 

1. Initialize input variables: generated-password, user. 
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2. Initialize Mock function SetPasswordUpdated to just return True (= Call was 

successful). 

3. Call Function UpdatePassword and assert that SetPasswordUpdated was not called. 

In the case when there is an uncertainty regarding where the check should have been done, it is 

very difficult to anticipate which module the unit test should test. In this case, there is a need for 

an integration test. The integration test will mimic the flow of a password reset with a generated 

password and finally verify that is-reset is true. The structure of the integration test could be 

similar to this: 

1. Initialize input variables: generated-password, user. 

2. Call Function UpdatePassword. 

3. Call Function GetResetBit and assert that reset-bit is true. 

5.3.1.3 Change Coordination 

This category includes faults that were caused because old code was not updated correctly to 

changes in the system [Perry and Evangelist, 1985]. Eight of the faults were classified to this 

category. Examples of the faults include: 

 Missing values in rewritten functionality. 

 Use of deprecated functionality. 

 Use of old variables. 

 Neglected updating of the code to new requirements. 

Similar to Inadequate Functionality, in order to find this type of fault the test will need to 

exercise a flow between modules in order to verify that the code is updated to changes. 

5.3.1.4 External Services 

Eight of the faults were determined to belong to this category. This category includes faults that 

are either located in external services or caused by incorrect interactions with external services. 

External services in this context are services that are outside the responsibility of the application 

(usually developed and in charge by other companies). In other words, these are faults that 

occur as a consequence of incorrect integration against code which is unreachable. There are 

usually two fixes to such faults, either adapt to the external system or contact the responsible of 

the external system and request a fix. To make it clearer, the code located in external services 

can of course be unit tested, but only by the ones that have access to the code. From the point of 

view of the application studied, only integration tests that use the interface of the external 

service could have found these faults. Examples of the faults include: 

 Incomplete/incorrect output 

 Incomplete interface 

 Incomplete/incorrect functionality. 

 ID mismatches 

5.3.1.5 Configuration 

Ten of the faults were configuration and revision control errors. These kind of faults are faults 

that prevent the use of the whole application or essential functionality [Binder, 1999]. Examples 

include: 

 Firewall blockage of network functionality. 

 Version control errors (use of old files etc.). 

 Incomplete installation configurations. 

These faults require tests similar to the previously discussed interface faults, i.e. tests that 

exercise a flow through several modules. For instance, a test which calls a function over a 

network can detect when a misconfigured firewall blocks functionality. 
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5.4 Acceptance Testing 
This section describes the results for the faults that were neither categorized into unit testing or 

integration testing and could only have been detected by acceptance testing. These faults were 

more important from a design perspective than actually causing the application to behave 

incorrectly. In other words, these faults were mostly subjective faults only detectable by human 

inspection. Because all of these faults could have been detected by using the same method, 

which is human inspection, there was no need for further categorization. The total number of 

faults in acceptance testing was determined to be 54. Most of the faults were related to the 

design of the GUI, but there were also faults located in strings from resource files. Common 

examples of this category are listed below: 

 Size issues; Too small or large elements relatively to the container. Consequences 

include elements reaching beyond the container or are not entirely visible.  

 Design inconsistencies; inconsistent font-size, GUI-component etc. 

 Bad layout; placement of GUI-components is aesthetically unappealing. 

 Aesthetically unappealing GUI-components. 

 Confusing design. 

 Frustrating design. 

 Bad and misspellings in strings from resource files. 

5.5 Analysis of Results 

5.5.1 Faults to test phase categorization 

The number of faults categorized to the different testing phases was somewhat even. It is 

important to note that all faults where originally found with acceptance tests, thus only the faults 

that were also categorized into acceptance testing were faults that were categorized into the 

same phase where they were found. The combined results of the faults in unit and integration 

testing make up about 70 percent of the studied faults, thus 70 percent of the faults could have 

been found earlier. This indicates that an introduction of a more comprehensive lower level 

testing strategy could be of great beneficial significance in detection of faults earlier. 

5.5.2 Faults categorized to an earlier phase 

The faults categorized to unit and integration testing were faults that were determined to have 

been found in a later testing phase than where they could have been found. The testing phase 

containing most faults was the unit testing phase. The results showed that most of these faults 

could have been found by unit tests close to the GUI. The rests could be found by either unit 

testing the database logic or the business logic of the system. This indicates that a larger effort 

in implementing unit tests has a lot of potential. 

A significant number of faults were categorized into integration testing. The faults were 

generally very specific and more difficult to categorize than faults belonging to the other test 

phases. The prior work [Perry and Evangelist, 1987] showed that no single action could 

improve the system greatly from interface faults. As interface faults are mainly caught with 

integration tests, the results from this project are in line with that of the mentioned prior work. 

No single type of tests could improve the testing process greatly when it comes to integration 

tests. In order to detect these faults there would be a need for introducing both simple and more 

complex integration tests. The simple integration tests would mainly be needed for detecting 

faults of the type Misuse of Interface (these were generally trivial interface faults). The other 

fault types included more complex faults that could potentially require tests that need access to 

large parts of the system when implemented. 
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5.5.3 Faults not categorized to an earlier phase 

Only the faults categorized into acceptance testing were faults that could not be categorized to 

an earlier phase. All of these faults could be detected by human inspection indicating that no 

specific effort besides human inspection is required in order to detect these faults. It is important 

to note that even though all faults in this category were graphical design errors, the main 

purpose of acceptance tests is to show that the product is ready for operational use. 
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6. Discussion 

6.1 General 
It is important to note, that even though the results indicated that most faults could be found by 

unit and integration testing, there are many aspects that were not part of the study. Below is a 

discussion of aspects not included, but important from a practical perspective. 

6.1.1 Retrospective Perspective 

The tests were tailored to the software faults studied. In reality, tests are implemented with no 

knowledge about what kinds of faults actually exist in the system. In other words, the analysis 

assumed a perfect testing process where all faults were found in the earliest testing phase where 

they could have been found. To achieve these results in practice, it would require a very 

comprehensive test suite and the cost of such an implementation is difficult to anticipate. 

Additionally, testing for faults is not the only purpose of testing. A large part of testing to verify 

that the system works as intended. Because of this there is a need for tests that do not actually 

find faults, but are required to assure that the system behaves as it should. This aspect was not 

present in the results and it is important to understand that tests fulfill a purpose even if they 

detect no faults. For instance, in regression testing, tests that pass assure that the code is still 

working after changes have been made to the code. 

6.1.2 Size of Required Test Suite 

Lower level tests have the tendency of being more specific and cover less of the total system 

than higher level tests. A direct result of this is that in order to cover equally much by lower 

level tests as with higher level tests there is a need for a larger number of lower level tests. For 

instance, 100 unit tests maybe only cover as much as 10 acceptance tests. Because of this, it 

would probably require a lot larger code size to create a low level test suite that covers 

everything that a corresponding high level test suite covers. However, more specific tests have 

the advantage of testing specific features that less specific tests cannot. For instance, fragile 

features of a non-robust application might only be detectable by tests that specifically test the 

fragile interfaces. Creating a large test suite can be expensive, but there are advantages. In test 

driven development, unit testing is used as a development process instead of an afterward 

verification. Unit tests are seen as a way of building quality into the product instead of detecting 

faults that lay waiting until the verification after development. In this way, the tests contribute to 

the development and are not just an extra cost in the verification process [Cohn, 2009]. A direct 

result of following the principles of test driven development is that a comprehensive regression 

testing suite is created automatically. This regression testing can be used for fast feedback when 

making changes and also assure quality in future projects. Also noteworthy, developing by test 

driven development results in modularized code which reduces the cost of testing by making 

tests easier to implement. 

6.1.3 Test Complexity 

Test complexity was not considered in the study. The complexity of tests is a major factor in 

how feasible it is to actually implement the tests. In other words, complexity is directly related 

to the implementation cost. Faults categorized to earlier phases are not guaranteed to be more 

feasible to find in earlier phases. For instance, many faults in GUI-components are very easy to 

detect by acceptance testing, instead of implementing a large number of specific and trivial unit 

test cases. 
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6.1.4 Severity 

The severity of the faults is not considered, meaning that all faults are treated equally. In reality, 

some faults are much more critical to the system than others. 

6.1.5 Testing in Different Phases 

Even though faults were categorized to different test phases, faults are likely to be found in 

other test phases than where they could have been found. It is important to know that all test 

phases have their own purpose and are valuable in their own right. Testing for the same 

functionality in different phases does not make the tests identical, the testing environment 

changes making the test cases unique. 

6.1.6 Data set of a case study 

It is important to note that even though faults were not classified as system testing, there 

probably exist faults that belong to this category, but were not included in the data set. For 

instance, non-functional requirement faults were not taken into consideration at all and it is 

plausible that there exist performance faults. 

6.1.7 Test Automation and Agile Perspectives 

From the perspective of agile software development, there are many advantages in having low 

level tests. Lower level test cases are usually less complex as they operate in a more isolated 

and smaller part of the system. A direct result of being less complex is that they are often easier 

to automate. Test automation is one of the core practices of agile software development and has 

a lot of advantages. Automated tests often run in a more controlled testing environment than 

manual tests. Manual tests are more affected by human factors, whereas automated tests 

guarantee that the code meets the same requirements every time they run. Automated tests are 

also faster, allowing faster feedback. By being faster they can also be run more often which 

results in more continuous quality assurance. Faults are found faster and the tests can more 

precisely indicate the location of the faults making the faults easier to fix and preventing faults 

from growing tedious and difficult to handle. In other words, automated tests allow easier, faster 

and more precise regression testing which in turn allows more frequent releases. Having 

frequent releases is one of the cornerstones of agile development. The advantages of frequent 

releases are many, one advantages is that the risk of development decreases as feedback from 

customers comes faster. For more on frequent releases see for instance Continuous Delivery 

[Humble and Farley, 2012]. 

6.2 Test Process Recommendations 

6.2.1 MVP and Unit Testing 

As presented in the analysis of results, most faults were categorized into the testing phase unit 

testing. Fortunately the system studied follows the unit test friendly development pattern model-

view-presenter (MVP). The principle of MVP is to separate the application in to the parts 

model, view and presenter. This separation makes it easier to create isolated unit test cases 

[Corneliu et al., 2010]. In the web application studied this corresponds to the separation of logic, 

the GUI and the data stored in the database. Because MVP was already in use, the conditions for 

the introduction of a more comprehensive unit testing strategy are favorable. The most 

dominant of the unit test categories was unit tests near the GUI, the separation of logic and GUI 

will make it much more favorable to create unit tests near the GUI [Snyder et al., 2011]. 

Additionally, as mentioned before, with test driven development one could get an even more 

unit test favorable application with more modularized code. 
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6.2.2 Integration Testing 

When it comes to integration testing, the only recommendation is to introduce a concrete 

integration strategy. For instance, bottom-up integration could be used to more systematically 

detect these faults. 

6.2.3 Acceptance Testing 

It is important to note that the main purpose of acceptance testing is to assure that the product 

works as intended. Acceptance testing is needed in order to assure that the system with all parts 

included is actually working. Not testing the system as a whole corresponds to not testing the 

final product at all. Just because all faults categorized as acceptance testing were graphical 

design faults in some way does not mean that acceptance testing should only be used in order to 

detect these faults. Nevertheless, the most straightforward way of detecting the faults 

categorized as acceptance testing is by having a human tester verify that the GUI and its 

components are not aesthetically lacking. 

There have been studies that use planning from artificial intelligence for automating test case 

generation for GUIs, for instance [Memon, 1999]. However, testing the correctness of a GUI is 

difficult for a number of reasons. The possible interactions with a GUI is enormous as each GUI 

command can result in a new state and all these states may need to be tested for all GUI 

commands [White, 1996]. On top of that add detection of subjective faults (caused by individual 

prejudices) and automatic GUI testing becomes rather difficult. However, I do not exclude the 

possibility as artificial intelligence is a rapidly growing field. 

6.3 External Validity 
The results of the study are only valid for the system studied, but the methods described for 

finding the faults are general, thus other systems with similar faults can make use of them. 

Similar case studies can also be made on other systems in order to give a good picture of what 

faults are reported and in which quantity. However, additional fault types might have to be 

tailored as fault types not explored in this study might be more important in other systems. If 

more case studies with similar classifications were conducted, then these results could be 

compared and more general conclusions could be drawn. 

6.4 Further Work 
No actual tests were implemented, thus an obvious continuation of this thesis would be to 

implement the described tests which in turn could strengthen this study. Such a study could 

focus on the complexity of the tests. The complexity of a test is a factor which determines how 

difficult it is to implement the test. There are other factors that are of interest when it comes to 

the cost, for instance the cost of managing the test. An analysis of the total benefit of tests in the 

total life cycle of the product could give valuable data. Including severity of the faults in further 

work could give interesting results from that perspective  

Focusing on the severity of the faults could give interesting results about other beneficial 

aspects. It would also be interesting to study testing strategies which minimize testing 

redundancy, i.e. not testing the same thing in many different testing phases. Such a strategy 

could focus on the trust and communication between different testing phases in order to know 

what has already been tested and what is yet to be tested. 

One could conduct a similar case study on faults with a focus on evaluating integration testing 

strategies. For instance, an architectural model and a measure of number of dependencies 

belonging to the faults could be used to evaluate effectiveness of the integration testing 

strategies.
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7. Conclusion 
Only a small amount of prior work has been carried out in the field of software fault analysis 

with a focus on testing. This project presented a retrospective case study of software faults with 

the aim of studying how faults have been found and how they could have been found earlier. 

The results showed that a large number of the studied software faults could have been detected 

in earlier test phases by lower level tests. This indicates that the potential of finding faults 

earlier is favorable in the studied system. From a wider perspective, this also suggests that the 

problem of detecting faults early is important and worth studying more. 

With the many advantages and disadvantages of different levels of testing, it is hard to decide 

what to test and how. However, lower level testing is generally faster and with the increasing 

popularity of agile development it has become more attractive to find faults as early as possible. 

It is important to note that each testing phase has a purpose. For instance, high level testing 

cannot be neglected just because the faults can be found by lower level testing. Finding faults is 

just a part of the testing process, another large part of testing is to show that the application runs 

in a certain way. It is in the individual test phases that it is decided in which way the application 

needs to be verified. 

The conclusion to be drawn is that one approach for improving the testing process is to balance 

the testing done in each testing phase. One need to focus on finding faults as early as possible, 

without neglecting higher level tests. The challenge lies in finding this balance. 

 

  

 

 

 

 

 



 

8. Bibliography 
[Bach, 2002] James Bach. Exploratory Testing Explained, 2002. http://www.satisfice.com/articles/et-

article.pdf 

[Barret et al., 1999] N. Barrett, S. Martin, and C. Dislis. Test Process Optimization: Closing the Gap in 

the Defect spectrum. Test Conference, 1999. Proceedings. International. IEEE, 1999. 

[Berling and Thelin, 2003] T Berling and T. Thelin. An Industrial Case Study of the Verification and 

Validation Activities. Software Metrics Symposium, 2003. Proceedings. Ninth International, 2003. 

[Biehl, 2004] R.E Biehl. Six Sigma for Software. Software, IEEE 21.2 ,2004, pages 68-70. 

[Binder, 1999] R.V. Binder. Testing Object-Oriented Systems: Models, Patterns, Tools Addison-

Wesley, 1999, pages 627-715. 

[Buster.JS, website] Buster.JS, JavaScript testing toolkit, http://docs.busterjs.org 

[Card, 2002] D. N. Card. Managing Software Quality with Defects. Computer Software and 

Applications Conference, 2002. COMPSAC 2002. Proceedings. 26th Annual International. IEEE, 

2002. 

[Chillarege et al., 1992] R. Chillarege, I. S. Bhandari, J. K. Chaar,  M. J. Halliday, D. S. Moebus, B. 

K. Ray and  M. Wong. Orthogonal Defect Classification - A Concept for In-Process 

Measurements. Software Engineering, IEEE Transactions on 18.11, 1992, pages 943-956. 

[Cohn, 2009] M. Cohn. Succeeding with agile: software development using Scrum. Addison-Wesley 

Professional, 2009. 

[Corneliu et al., 2010] P. V. Corneliu, M. I. Mihailescu and O. Stanescu. Model View Presenter 

Design Pattern. Journal of Computer Science and Control Systems 3.1, 2010 

[Damm and Lundberg, 2005] L. O. Damm and L. Lundberg. Identification of Test Process 

Improvements by Combining Fault Trigger Classification and Faults-Slip-through 

Measurement.Empirical Software Engineering, 2005. 2005 International Symposium on. IEEE, 2005. 

[Damm et al., 2006] L. Damm, L. Lundberg and C. Wohlin. Faults-slip-through – A Concept for 

Measuring the Efficiency of the Test Process, Software Process: Improvement and Practice 11.1 2006, 

pages 47-59. 

[Duvall et al., 2012] P.M. Duvall, S. Matyas and A. Glover. Continuous Integration: Improving 

Software Quality and Reducing Risk, Addison-Wesley, 2012. 

[Endres, 1975] A. Endres. An Analysis of Errors and their Causes in System Programs.ACM Sigplan 

Notices. Vol. 10. No. 6. ACM, 1975. 

[Feathers, 2002] M. Feathers. The Humble Dialog Box. Object Mentor, 2002. 

[Freeman and Pryce, 2012] S. Freeman and N. Pryce. Growing Object-Oriented Software, Guided by 

Tests, Addison-Wesley, 2012. 

[Grady, 1992] R. Grady, Practical Software Metrics for Project Management and Process 

Improvement, Prentice Hall, 1992. 

[Grolinger and Capretz, 2011] K. Grolinger and M. A. M. Capretz. A Unit Test Approach for 

Database Schema Evolution. Information and Software Technology 53.2, 2011, pages 159-170. 

[Hailpern and Santhanam, 2002] B. Hailpern and P. Santhanam. Software debugging, testing and 

verification, 2002. 

[Hevner, 1997] A. R. Hevner. Phase Containment Metrics for Software Quality Improvement. 

Information and Software Technology 39.13, 1997, pages 867-877. 

http://www.satisfice.com/articles/et-article.pdf
http://www.satisfice.com/articles/et-article.pdf
http://docs.busterjs.org/


  

35 

 

[Humble and Farley, 2012] J. Humble and D. Farley. Continuous Delivery, Addison-Wesley,2012, 

pages 83-101. 

[Jha, 2010] A. K. Jha. Development of Test Automation Framework for Testing Avionics 

systems. Digital Avionics Systems Conference, 2010 

[JIRA, website] JIRA, Issue & Project Tracking Software | Atlassian JIRA, 

http://www.atlassian.com/software/jira/overview/ 

[Leszak et al., 2002] M. Leszak, D. E. Perry and D. Stoll. Classification and Evaluation of Defects in a 

Project Retrospective. Journal of Systems and Software 61.3 (2002): pages 173-187. 

[Lie and Pang, 2008] S. Liu and L. Pang. The Research of V Model in Testing Embedded Software. 

International Conference on Computer Science and Information Technology, 2008 

[Lucca and Giuseppe, 2006] D. Lucca, A. Giuseppe, and A. R. Fasolino. Testing Web-based 

Applications: The State of the Art and Future Trends. Information and Software Technology 48.12, 

2006, pages 1172-1186. 

[Memon, 1999] M. A. Memon, M. E. Pollack and M. L. Soffa. Using a Goal-driven Approach to 

Generate Test Cases for GUIs. Software Engineering, 1999. Proceedings of the 1999 International 

Conference on. IEEE, 1999. 

[Meszaros, 2007] G. Meszaros. xUnit Test Patterns, Refactoring Test code, Addison-Wesley, 2007, 

pages 125-153 

[Negara and Stroulia 2012] N. Negara and E. Stroulia. Automated Acceptance Testing of JavaScript 

Web Applications. Reverse Engineering (WCRE), 2012 19th Working Conference on. IEEE, 2012. 

[NUnit, website] NUnit, unit-testing framework for .NET, http://www.nunit.org/ 

[NunitASP, website] NunitASP, ASP.NET unit testing, http://nunitasp.sourceforge.net/ 

[NunitForms, website] NunitForms, windows.forms unit testing, http://nunitforms.sourceforge.net/ 

[Perry and Evangelist, 1985] D. E. Perry and W. M. Evangelist. An Empirical Study of Software 
Interface Faults, Proceedings of the International Symposium on New Directions in Computing, IEEE 

Computer Society, 1985, pages 32-38. 

[Perry and Evangelist, 1987] D. E. Perry and W. M. Evangelist. An Empirical Study of Software 

Interface Faults — An Update, Proceedings of the Twentieth Annual Hawaii International Conference 

on Systems Sciences. Vol. 2. 1987. 

[Perry and Stieg, 1993] D. E. Perry and C.S. Stieg. Software faults in a large real-time system: a case 

study. In: 4th European SW Engineering Conference, 1993, p. 10. 

[Rhino Mocks, website] RhinoMock, Hibernating Rhinos, http://hibernatingrhinos.com/oss/rhino-

mocks 

[Selenium, website] Selenium, Web Application Testing System, http://seleniumhq.org 

[Shull et al., 2002] F. Shull, V. Basili, B. Boehm, A. W. Brown, P. Costa, M. Lindvall, D. Port, I. Rus, 

R. Tesoriero, and M. Zelkowitz. What We Have Learned About Fighting Defects, 2002 

[Singh and Tripathi, 2012] P. Singh and A. K. Tripathi. Exploring Problems and Solutions in 

estimating Testing Effort for Non Functional Requirement. International Journal of Computers & 

Technology 3.2, 2012, pages 284-290. 

[Snyder et al., 2011] J. Snyder, S. H. Edwards, and M. A. Pérez-Quiñones. LIFT: taking GUI unit 

testing to new heights. Proceedings of the 42nd ACM technical symposium on Computer science 

education. ACM, 2011. 

[Sommerville, 2011] I. Sommerville. Software Engineering, 9th Edition, Addison-Wesley, 2011, 

pages 41-43. 

http://www.atlassian.com/software/jira/overview/
http://www.nunit.org/
http://nunitasp.sourceforge.net/
http://nunitforms.sourceforge.net/
http://hibernatingrhinos.com/oss/rhino-mocks
http://hibernatingrhinos.com/oss/rhino-mocks


  

36 

 

[Spillner et al., 2006] A. Spillner, T. Linz, and H. Schaefer. Software Testing Foundations. dpunkt. 

verlag, 2006. 

[StyleCop, website] StyleCop, Static code analysis tool for C#, http://stylecop.codeplex.com/ 

[tSQLt, website] tSQLt, The Database Unit Testing Framework for SQL Server, http:// 

http://tsqlt.org// 

[Veenendaal, 2002] E. V. Veenendaal. The Testing practitioner. UTN Publishers, 2002. 

[WatiN, website] WatiN, Web Application Testing in .NET, http://watin.org/ 

[White, 1996] L.J. White. Regression Testing of GUI Event Interactions. Software Maintenance 1996, 

Proceedings., International Conference on. IEEE, 1996  

http://stylecop.codeplex.com/
http://watir.com/
http://watir.com/
http://watin.org/


  

37 

 

Appendix A 

A.1 Table of Terms 

Cluster Consists of one or more modules 

GUI Graphical User Interface, graphical part of software which the user interacts with. 

IPAD Improved Performance and Administration, project which belongs to STS. 

Migration script Script that transfers data from old database table to a new database table. Used 

when changes to a database table require a new table. 

Mock Imitation of implementation. Used to isolate tests from irrelevant dependencies and 

achieve controlled testing environments. 

Module Smallest building block of a system, in object-oriented systems referred by the 

name class. 

MVP Model View Presenter, software architecture pattern. 

Regression 

testing 

Re-testing of new versions of a system in order to prove that it still passes the same 

tests as the old version. 

Scania Major Swedish automotive industry manufacturer. 

SP Stored Procedure, Database logic which is stored in the database. 

STS Scania Tachograph Services, web application developed by Scania. 

Subsystem A system component often consisting of several clusters. 

SUT System under test 

System The whole system including all of its components, usually consists of several 

subsystems. 

Test Double Collection of mocking methods 

TR Trouble Report, usually a bug report, but can also be other kinds of errors. 
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V-Model Well known software development process. 

A.2 Unit Test Examples 

A.2.1 Rhino Mocks 

The following example is a simple unit test written in Rhino Mocks which is a dynamic mock object 

framework for the .Net platform. The example presents how a test can assure that a certain function 

was called. In this example the test verifies that the function for formatting messages is called before 

the message is sent.  

public void FormatMessageBeforeSending() 

{ 

// Initialize 

  var formatter = MockRepository.GenerateStub<Formatter>(); 

  string message = "hel lo"; 

  string formattedMessage = "hello"; 

 

// Create stub function which always returns: 

// "hello" when input is "hel lo" 

  formatter.Stub(x => 

x.FormatMessage(message)).return(formattedMessage); 

 

// Execute the function which is being tested. 

  var sender = new Sender(formatter); 

  sender.send(message); 

 

// Assert that FormatMessage was called.  

  formatter.AssertWasCalled ( x => x.FormatMessage); 

   

}  
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A.2.2 NunitASP 

The following example is written in NunitASP which is a framework for unit testing in ASP.NET. The 

test case shows simply how to test that a text box is visible after loading the page. The first row is not 

part of the test, it only shows how the text box is initialized. 

<asp:TextBox ID="textBox" Runat="server"></asp:TextBox>  

 

public void TestTextBoxVisibility() 

{ 

//Creates a TextBoxTester which is coupled with the text box with    

//ID "textBox". 

  TextBoxTester textBox = new TextBoxTest("textBox", 

CurrentWebForm); 

  

  //Load Page 

  Browser.GetPage("http://localhost/Test.aspx"); 

  

  //Assert that the textbox is visible 

  AssertVisibility(textBox, true);  

} 
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A.2.3 tSQLt 

The following example is written in the database unit test framework tSQLt. This example presents 

how a stored procedure can be unit tested. It includes a simple stored procedure which updates a 

database table and a test which tests the stored procedure. The test uses a mock of the table Truck. It is 

important to note that every reference to the table Truck after the tSQLt.FakeTable call is a reference 

to the mocked table. 

CREATE PROCEDURE UpdateTruckWeight 

  @TruckID INT, 

  @Weight INT = 0 

AS 

BEGIN 

  UPDATE Truck 

  SET Weight = @Weight 

  WHERE TruckID = @TruckID; 

END; 

GO  

 

CREATE PROCEDURE TestTruck.TestTruckWeightUpdate 

AS 

BEGIN 

 

------ Initialize 

 DECLARE @expected INT, SET @expected = 9208; 

 DECLARE @actual INT; 

  

------ Fake Database table 

 EXEC tSQLt.FakeTable 'dbo.Truck'; 

 INSERT INTO dbo.Truck (TruckID, Weight) VALUES (1, 1); 

 

------ Execute database logic 

 EXEC dbo.UpdateTruckWeight 1, 9208; 

  

------ Assert that expected equals actual 

 SELECT @actual = Weight FROM dbo.Truck WHERE TruckID = 1; 

 EXEC tSQLT.AssertEquals @expected, @actual; 

END; 

GO 
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