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Construction and Analysis of a Cloud 
Based Mobile Token Distribution Server 

Abstract 
This report treats the question of what “the cloud” is, and one way of approaching it for a 

specific service. The area is relatively new and it is not a straight forward process to produce a 

cloud service. By extracting those definitions and suggestions that exists up to this day, the 

reader will be provided a fundamental understanding of how to deploy a cloud service, 

including the security considerations that are required. The result is presented with an analysis 

of a construction of an existing mobile token distribution server. The analysis serves as an 

example of how to approach “the cloud” and reveals the importance of preparing your service 

to be scalable and what can be done to achieve confidentiality, integrity and availability. 

  



 

 

Konstruktion och analys av en 
molntjänst för fördelning av mobila 

säkerhetsdosor 

Sammanfattning 
Denna rapport går in på vad ”molnet” verkligen är och tittar på hur man ska gå till väga för att 

implementera en egen molntjänst. Här går vi igenom de definitioner och förslag som finns 

idag för att få oss en förståelse för området. Detta för att senare kunna implementera en 

molntjänst samt få förståelse för de säkerhetsaspekter som man bör lägga märke till och 

hantera. Resultatet består av en analys av en konstruerad molntjänst som fördelar mobila 

säkerhetsdosor. Analysen ger ett exempel på hur man går till väga för att implementera en 

molntjänst. Den visar även vikten av att göra en tjänst skalbar samt vilka åtgärder som kan 

göras för definiera och uppnå krav på säkerheten. 
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Conventions 
This document follows the IEEE 2006 standard as reference format. 

Any quotation made in this document is emphasized before its source is given, e.g. someone 

said that it is always good to look over your right shoulder [3]1. 

A single emphasized word is to be seen as a word that is extra important for the context. 

Longer sentences are quotations (as explained above). 

A word or a phrase within two quotation marks are seen as vague definitions or explanations 

“as it is called” or “we could say something like this”, they could also refer to a word written, 

said or stated in the report and are not quotations indicating on someone else’s statement or 

suggestion. 

It is also important to understand that the key words "MUST", "MUST NOT", "REQUIRED", 

"SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and 

"OPTIONAL" in this document are to be interpreted as described in RFC 2119 [1]. 

 

 

                                                 
1 This is only an example reference and the reference here is not a part of the bibliography of this report. A 

reference could also be the name or organization along with a valid Uniform Resource Locator (URL) where the 

information where received and is not strictly used along with an IEEE 2006 formatted reference indicator. 
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Chapter 1: Introduction 

This chapter focuses on the background of the degree project. It introduces the idea and 

requirements in order to state the main objectives of the degree project. 

1.1 Mobile Token and Distribution 
Strong authentication (also known as two-factor-authentication [2]) requires a user to provide 

not only his username and something he knows; a personal password, but also something he 

has; a security token, to become authenticated. 

One type of security token uses a varied secret to generate a disposable password; a one-time 

password (OTP). The secret is required to be shared with the security token’s associated 

authentication server. The server uses the secret to know the next OTP generated by the 

security token. This allows the owner of the security token to verify that he has it by using its 

latest generated OTP when authenticating towards this server. 

A mobile token2 (MT) is a software that simulates a security token. It has the advantage that it 

can be distributed without any manual delivery (a hardware needs to be delivered to a user by 

hand). The procedure to distribute a mobile token involves three major steps, as illustrated in 

Figure 1; 

1. Share the secret; the authentication server retrieves a secret that is sent to the user 

along with an URL to a download source of a mobile token (a mobile token 

distribution server) 

2. Download client; the user downloads the mobile token using the URL and installs it 

3. Configure client; the secret is used to configure the software to generate OTPs 

 

 

Figure 1: Mobile Token request URL and transfer 

                                                 
2 Various names can be found but is in this report named mobile token due to the thesis provider using this 

naming for a software based security token 

Authentication 

Server 

1. URL + Secret 2. Download 

3. Configure 

Mobile 
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1.2 Problem Statement 
This degree project answers the question; how can we deploy an existing service – a mobile 

token distribution server – as a cloud service? Our attempts to answer this question generated 

several additional questions that needed to be answered as well, such as; what is “the cloud”? 

What are the implementation and functionality limitations? And what are the security issues? 

1.3 Contribution 
This report summarizes the fundamentals of “the cloud” and how to deploy an application 

within it. This is also meant to help anyone it may concern to be introduced to cloud service 

development for future adaptations. 

1.4 Objectives 
The main focus of this degree project was to investigate and to propose a solution of how to 

distribute and maintain personalized mobile tokens. More specifically; to build a cloud based 

mobile token distribution server that provides a user with a security token application for a 

mobile device. 

The degree project was also said to evaluate and analyze the cloud as a service platform with 

focus on functionality (e.g. availability of system calls within the distribution server for 

personalized generated mobile tokens), security (e.g. vulnerability of the distribution server, 

protection, other problems) and competitiveness (e.g. motivation of why one should use this 

strategy in comparison to other security or mobile token distribution solutions). 

The proposed solution is demonstrated with an implementation of a cloud service that 

distributes mobile tokens. 
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Chapter 2: Background 

This chapter introduces the reader to cloud computing and its security issues. It also 

introducing an analytical cloud service deployment method from the literature, which is 

highlighting a new service’s importance, requirements and security measures before 

deployment. 

2.1 Cloud Computing 
“The cloud” was an accepted metaphor for the world spread data transport network; the 

Internet [3]. This expression is today more used for computational resources producing data 

within a network delivered using the Internet; services as an outcome of cloud computing. 

It should be said that cloud computing varies in definitions from different writers and 

viewpoints and did not have a public definition until the National Institute of Standards and 

Technology (NIST) released one in September 2011. They define cloud computing to be a 

model for enabling […] access to a shared pool of configurable computing resource [4]. 

Examples of resources provided by this definition are; 

 Networks 

 Servers 

 Storage 

 Applications 

 Services 

It is also said that this model does not – or should not – require high management effort nor 

service provider interaction. 

Adapter of this model are given the ability to coordinate and integrate application and data 

operating on multiple machines through mechanisms into seamless whole [5] providing 

external users different services supported by this network. 

2.1.1 The SPI model 
A cloud computing service consists of one or several resources. Depending of the type of 

resources used, a service is classified as a software, platform or infrastructure service and 

usually titled with “as a Service” (or just “aaS”) after its name. This classification is referred 

as the SPI model by the Cloud Security Alliance (CSA) [6] and its layers are defined by NIST 

[4] and rephrased here in Table 1. 
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Table 1: The SPI model layer definitions 

Service Model NIST Definition 

Software as a Service (SaaS) The capability provided to the consumer is to use the 

provider’s applications running on a cloud 

infrastructure […] The consumer does not manage or 

control the underlying cloud infrastructure […] [4] 

Platform as a Service (PaaS) The capability provided to the consumer is to deploy 

onto the cloud infrastructure consumer-created or 

acquired applications […] The consumer does not 

manage or control the underlying infrastructure […] but 

has control over the deployed applications […] [4] 

Infrastructure as a Service (IaaS) The capability provided to the consumer is to provision 

processing, storage, networks, and other fundamental 

computing resource […] The consumer does not manage 

or control the underlying cloud infrastructure but has 

control over operating systems, storage, and deployed 

applications […] [4] 

 

The SPI model is refereeing to the fundamentals of the core services that could be provided, 

but there are some services that include the whole SPI model or just two of the layers. One 

example is Security as a Service (SecaaS). But as SecaaS, those services are referring to 

common guidelines, models and strategies to be applicable with different services using 

external tools. Tools in SecaaS are by CSA defined to treat tools distributed among the 

following areas [7]; 

 Identity Services and Access Management Services 

 Data Loss Prevention (DLP) 

 Web Security 

 Email Security 

 Security Assessments 

 Intrusion Management 

 Detection and Prevention (IDS/IPS) 

 Security Information and Event Management (SIEM) 

 Encryption 

 Business Continuity 

 Disaster Recovery 

 Network Security 

2.1.2 Responsibilities and Awareness 
There are concerns about risk-taking and vulnerabilities when using cloud computing as a 

service distribution model. However, issues may differ depending on which type of service 

that is used. Following the cloud reference model, provided by the CSA, it is found that the 

Cloud Service Provider (CSP) is dedicated the task to assess and handle all the security issues 
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at the highest level of the service layers (SaaS). The responsibility is decreased as the level of 

the service layer decreases (see Figure 2) this requires the consumer to have a higher 

awareness of what issues it may cause when using the service [6]. It requires a consumer to 

assess different level of trust to the CSP depending on the level of service layer being used as 

well. 

 

Figure 2: Layer Responsibility and Awareness 

In order to assess a trust level for a CSP, the consumer should consider the cloud computing 

risk dependencies. This refers to; 

 Realizing the sensitiveness of different type of resource being deployed 

 How the management is done by the CSP 

 Which controls are required to be assessable with provided CSP 

 What compliance issues should be concerned 

During the process the consumer should take into account that cloud computing may present 

different risks to an organization than traditional IT solutions [6]. This since being a part of a 

cloud infrastructure will require an abstraction of your own infrastructure before deployment. 

You might gain in scale, reuse and standardization; but this may affect the capability to be 

involved in security control deployment in the very own infrastructure. A potential risk is then 

raised, hence with not being able to have full overview of your own environment; you will be 

in the hands of your CSP. 

In order to deal with the potential problems, a CSP does best with providing a Service-Level 

Agreement (SLA) for potential consumers to read. The SLA should contain what the CSP take 

responsibility for and the consumer has to adapt to what is said and may have to reevaluate 

requirements and restrictions already set for usage of the specific CSP services [6]. 

2.1.3 Elements of Transparency 
The ability of the CSP to substantiate that everything that is claimed to be happening in the 

cloud is indeed happening as described and nothing else [8], to allow transparency, is a key 

asset to endorse digital trust. If a consumer is able to monitor and control an environment it is 

more likely that a CSP is able to gain more trust and be a more reliable partner. It is important 

for a consumer to be able to have access to information about meaningful measures, known as 

elements of transparency, as evidence that requirements from the consumer are met. 

Meaningful elements to measure are defined as; 

 Compliance 

High 

High 

Consumer 

Awareness 

CSP 

Responsibility 

Software as a Service 

Platform as a Service 

Infrastructure as a Service 
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 Security 

 Privacy 

 Integrity 

 Operational security history 

The measures could be used to prove validity of provided SLA in order to endorse confidence 

of a well working environment. Knode and Egan (2010) claim that this is achieved using their 

discussed Cloud Trust Protocol (CTP) [8]. 

The CTP is suggested to use the idea to certify CSPs to inform potential consumers about 

what level of security and transparency is used based on the level of certificate gained by the 

CSP (to be compared with Certificate Authority). The user should also be validated for 

protection of the CSP. This in its turn is supposed to endorse the level of trust between the 

partners for an improved transparency. 

2.1.4 Data Protection and Laws by Region 
In the process of evaluating cloud service deployment it is important to look over if any data 

protection laws are being – or could be – violated. This since it might be laws in your country 

that are protecting certain types of data. The laws may provide restrictions and security 

parameters that have to be followed. Some even implies for the data never to leave (or being 

copied outside) the country. 

As an example; during the autumn of 2011 have municipalities in Sweden started to 

implement parts of their operations as cloud services [9]. This was shown to be in conflict 

with a Swedish law concerning treatment of personal data due to how the CSP was treating 

data in general. The contract for the cloud service used, allowed the CSP to change demands 

without any required notification to the consumer. 

Because of this, the Data Inspection Board of Sweden (DIB) have generated a report with 

recommendations for how to deal with issues concerning data storage in a cloud computing 

environment [10]. Here they state that the responsibility is at the consumer side – that 

provides the data – that laws are being followed and that this cannot be blamed on the CSP. 

This implies that a consumer needs to be aware of how the data is treated by the CSP. They 

also mention the importance of strong authentication for data access and encrypting of 

sensitive data. 

2.1.5 One Basket Assessment 
Another frequent concern with cloud computing is about losing control over your own data. 

What happens if the CSP goes out of business, server failure occurs or any security leak is 

reviled? Or as Michel Clare is quoted: …putting everything into a single box will only make it 

easier for hackers [11]. Could we protect us from this? One might also consider the 

conspiracy theory of CSPs making you dependent of their services and then raise the pricing 

[12]. 

The responsibility is still in the consumer’s hand to investigate in the need and advantages of 

using the cloud computing model for them. It is as well the consumer’s responsibility to 
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investigate in the CSP and their environment; if they are providing a high enough level of 

transparency to prove integrity, confidentiality and availability of the system. Hence, if the 

bank taking care of your money – which is providing such benefits as increased availability of 

all your money – would not endorse your requirements of being able to supervise your 

account you would probably go to another bank. 

This example illustrates that most of your security concerns are probably not “cloud unique” 

[7] and should be considered not only an issue of cloud computing. 

2.2 Strategic Deployment 
The CSA has extracted a six-step pre-phase method when adapting a service with the cloud 

computing model. They refer it to be a quick introducing method for evaluating your situation 

concerning risk assessment and security requirement determination. But it should not be 

assumed to cover those areas to the fully [6]. The steps involved are: 

1. Identify the asset for the cloud deployment 

2. Evaluate the asset 

3. Map the asset to cloud deployment models 

4. Evaluate potential service models and providers 

5. Sketch the potential data flow 

6. Conclusions 

More detail about each step is reviewed here in this section. 

2.2.1 Identification 
The first approach is to identify what assets we want, or should, extract to a cloud computing 

environment. We need to know if we are either moving information into the cloud, or 

transactions/processing [6]. 

The idea is to divide an asset into areas of data and processes potentials and identify its usage. 

2.2.2 Evaluation 
If you have a clear image of the usage of your asset one might be able to understand and 

evaluate the sensitivity and importance of the asset. The evaluation should ask the question of 

how different action to the asset performed by outside objects may harm you as the asset 

provider. 

Suggested questions by CSA are [6]: 

 How would we be harmed if the asset became widely public and widely distributed? 

 How would we be harmed if an employee of our cloud provider accessed the asset? 

 How would we be harmed if the process of function were manipulated by an outsider? 

 How would we be harmed if the process or function failed to provide expected results? 

 How would we be harmed if information/data were unexpectedly changed? 

 How would we be harmed if the asset were unavailable for a period of time? 
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In Table 2 we can see a projection of the questions into a more abstract result in relation to the 

level of harm affecting the asset provider. 

Table 2: Asset Evaluation 

Object Action/Exploit Level of Harm 

Asset Public distributed High/Low 

CSP Employee access High/Low 

Outsider Manipulation High/Low 

Function Non expected result High/Low 

Data/Information Unexpected change High/Low 

Availability Unstable High/Low 

 

The outcome when discussing these questions should be answers extracted from concerns 

regarding confidentiality, integrity and availability. 

2.2.3 Deployment Model Mapping 
After estimated the level of harm of exploits and extracted a few security requirements, it is 

time to have a look on the existing defined deployment models to find out the level of 

publicity of the asset. 

They are four deployment models defined by NIST, and reviewed by CSA [6]. Those models 

describes the interaction with the provided asset – how open it is to the outside world – 

whether it is public, private, part of a community, or hybrid. The models are given with 

corresponding description in Table 3 as reviewed by CSA. 

Table 3: Deployment Models 

Deployment 

Model 

Description 

Public Cloud The cloud infrastructure is made available to the general public or a 

large industry group and is owned by an organization selling cloud 

services [6] 

Private Cloud The cloud infrastructure is operated solely for a single organization. It 

may be managed by the organization or a third party, and may exist 

on-premises or off-premises [6] 

Community Cloud The cloud infrastructure is shared by several organizations and 

supports a specific community that has shared concerns (e.g., mission, 

security requirements, policy, or compliance considerations). It may be 

managed by the organizations or a third party and may exist on-

premises or off-premises [6] 
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Deployment 

Model 

Description 

Hybrid Cloud The cloud infrastructure is a composition of two or more clouds 

(private, community, or public) that remain unique entities but are 

bound together by standardized or proprietary technology that enables 

data and application portability (e.g., cloud bursting for load-

balancing between clouds) [6] 

 

The question to be answered is if you are able to fit your asset into any of the four models. By 

deciding the model you also decide what security issues you should give more attention to. 

2.2.4 Service Model and Provider Evaluation 
When knowing the level of publicity of the asset allowed, it is time to decide the CSP with 

focus on the degree of control [6] at each service layer. And answering the questions about 

who is responsible for what? What are the guaranties insured by the CSP? And what are the 

demands of the asset? 

Other specific requirements (data handling) should also be included in the CSP reviewed. 

2.2.5 Data Flow Estimation 
Before making a final decision it is absolutely essential to understand whether, and how, data 

can move in and out of the cloud [6]. This is said to be achieved by sketch out the rough data 

flow of the asset to deploy in correlation with the infrastructure as Figure 3 illustrates. 

However, this sketch has to be detailed enough for identifying potential exposure points. 

 

Figure 3: Data Flow Sketch 

2.2.6 Summary 
The question still remains if you still want to provide your asset using cloud computing. The 

important insight of this stepping method is to (at least at a high level) understand your risk 

tolerance and which models that could be acceptable for service and deployment. It also helps 

with the discovery and understanding of exploits of your service and how it may affect you. 

Customer 
Host 

Deployed Asset Organization 

? 
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But one should also take into count that not all cloud deployments need every possible 

security and risk control [6]. 
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Chapter 3: Microsoft’s Cloud 

Computing Service 

This chapter introduces Microsoft’s software deployment service and its underlying 

architecture. The information provided here serves as an example of architecture of a cloud 

computing service, it explains how Microsoft has dealt with security issues. 

3.1 Azure Infrastructure 
Microsoft joined Amazon, IBM and Google in 2008 as the role of a CSP with the release of 

their cloud computing platform service Microsoft Windows Azure [13]. The architecture of 

their service includes; 

 Dedicated data centers 

 Infrastructure for a virtual system 

 Operating system (including several platform tools, providing control and integration 

with the environment [14]) 

The data centers internal network consists of servers running with the 64-bit Windows Server 

2008 R2 operating system with Hyper V3 support [13]. The servers have three main roles in 

the network; 

 To perform the computing for the hosted services in a virtualized environment 

 Storage 

 Network update surveillance 

Besides the servers for inside traffic in the network, there are firewalls, routers and switches 

for communication and filtering of outside network traffic. 

3.2 Azure Platform 
On top of the infrastructure there is a platform including four services; 

 OS (Windows Azure OS) 

 Database integration tools (SQL Azure) 

 Traffic filter (Windows Azure AppFabric) 

 Service distribution software (Windows Azure Marketplace) 

                                                 
3 A Hyper V is Microsoft’s hypervisor for the virtualized environment. 
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3.2.1 Windows Azure Operating System 
The operating system of the Windows Azure platform has three major areas of responsibility; 

operating the computing-, storage-, and network environment. 

The computing environment supports three different types of components, known as roles; 

Web role, Worker role and Virtual Machine (VM) role. The roles are described in Table 4 as 

referred at Microsoft’s web page about Windows Azure. 

Table 4: Windows Azure Compute Roles 

Role Description 

Web A role that is customized for web application programming, as 

supported by Internet Information Services (IIS) 7 and ASP.NET. 

Web roles run in full IIS 7.0. 

Worker This role is useful for generalized development, and may perform 

background processing for a web role. 

Virtual Machine 

(VM) 

Provides a user-customized image to make it easier to move existing 

Windows Server applications to the Windows Azure hosting 

environment. 

 

The storage environment provides storage for binary data, text data, messages, and structured 

data [15]. It supports four different storage types; Blobs, Queues, Tables and Windows Azure 

Drivers [16]. The storage types are described in Table 5 as referred at Microsoft’s web page 

about Windows Azure for future reference. 

Table 5: Windows Azure Storage Types 

Storage Type Description 

Blob Provides storage for large data items. 

Queue Provides asynchronous work dispatch to enable service 

communication. 

Table Provides structured storage for maintaining service state. 

Windows Azure 

Drive 

Provides durable NTFS volumes for Windows Azure applications. 

 

The compute and storage services are able to be configured using a user interface for security 

and interaction settings; Windows Azure Connect. Configurations of concern are IP Security 

(IPsec) settings for distributed applications using running with compute roles [17]. 

3.2.2 SQL, AppFabric and Marketplace 
Windows Azure platform has its own relational database using the Structured Query 

Language (SQL) and it is built on proven Windows Server and SQL Server technologies [18]. 
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The AppFabric is providing a traffic handling service for the applications running within the 

Windows Azure platform. The AppFabric has three major areas of responsibility [19];  

 Web service messaging (AppFabric Service Bus) 

 Authentication & Authorization (AppFabric Access Control) 

 Application optimization (AppFabric Caching) 

The Windows Azure Marketplace is used for distribution of customer built SaaS [20]. 

3.3 Azure Fabric 
The hardware, including servers, of the cloud computing infrastructure runs in geographically 

distributed Microsoft facilities [21]. The networks of interconnected nodes consisting of the 

servers, high-speed connections, switches and load balancers that collectively make up the 

physical underpinnings of the platform are known as the Fabric [22]. The Fabric could also 

be more loosely described as “the Windows Azure Platform distributed hardware network”. 

The fabric runs several fabric nodes [21] (illustrated in Figure 4). These nodes consist of a 

hypervisor that run VMs running customer roles. One of the VMs on a hypervisor, the root 

VM, is able to create new VMs maintained through agents related to them. Those agents are 

known as Guest Agents (GA) which provides measurement and installation services. The root 

VM in its turn is controlled with creation and deletion by its own agent; the Fabric Agent 

(FA). The FA’s main purpose is to perform local configuration actions with help of the 

hypervisor on the node it is stationed on. The configurations actions are in its turn decided 

from the Fabric Controller (FC). The FC is the software managing and provisioning resources 

to customers. It also deploys applications and OS images to nodes, and program packet filters 

for connectivity control within the Fabric.  

 

Figure 4: Fabric Node Environment 
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Service Roles are deployed using Windows Azure OS. The OS lets the FC take care of the 

resource distribution of the roles. The FC delegates the roles to a node that, by using a FA, 

creates one GA at each guest VM to handle the computational roles of the originated service. 

Access to this service is reached by an end user via Internet. The internal network traffic is 

controlled by the hypervisor. When any guest VM needs to communicate with other parts of 

the network (storage or other compute node) or a disk, it uses its GA to send traffic to its 

node’s FA that communicates through the hypervisor with the FC for access to the wanted 

destination. All parts of Windows Azure internal components are working in isolation, which 

is said to provide better protection [21]. 

Another feature of the Fabric Controller is that it receives health check updates from every 

VM’s GA. If the GA fails to respond, the FC assumes an error and reboots the VM 

corresponding to the failing GA [21]. Similar occur if the hardware fails to comply in the 

communication. Then all VMs on that machine are error handled. Then the FC delegates new 

resources for “the failing VMs”. 

3.4 Azure and Security 
Kaufman & Venkatapathy (2010) has provided a report treating the security design of 

Microsoft’s cloud computing environment in a higher lever perspective. Most of there 

foundings are briefly presented here to give an insigt of the security aspects of a cloud 

computing service. 

3.4.1 Confidentiality 
As stated in section 3.3; the internal components are working in isolation. The isolation makes 

it easier to protect the rest of an environment if one isolated part is performing malicious 

behavior. Additionally to the isolation are each component performing internal 

communication using SSL as transfer mechanism, this is done to provide integrity protected 

network traffic to prevent any type of spoofing from other internal network integrated 

additions [21]. 

Kaufman & Venkatapathy (2010) also states that access to the isolated environment is 

requiring authentication and authorization by the environment’s identity and access 

management system. It consists of Windows Service Management API (SMAPI, it runs over 

SSL and is providing web services via the Representational State Transfer (REST) protocol), 

an authorization software checking least privilege (referring to administrative rights to the 

internal system, access to VMs are not permitted) and storage access control (providing key 

and environment access type setting (data availability settings)). 

Finally, the encryption of data and internal software communication is provided as a feature 

by the developer environment, it is not stated that the cloud computing environment adds this 

feature automatically. 

3.4.2 Integrity 
To prevent unauthorized access for changes; each VM have, besides isolation towards the rest 

of the environment, access to three local Virtual Hard Drives (VHDs). The VHDs are actually 
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file based drivers containing reading data for the VM. This is to preserve the integrity of the 

underlying operating system and customer applications [21]. The three VHDs usage are here 

described in Table 6. The drivers are removed whenever its corresponding role is removed 

from the physical location to assure that no data could be read by other processes at another 

time. 

Table 6: Virtual Hard Drives 

Drive Letter Usage 

D: Used for customer processes only have read rights for patches [21] 

E: Used for images for the FC on customer package and is also read only [21] 

C: Accessed with read and write rights by the customer application role and 

used for: storage for the customer role configuration data, and storage for 

application data cache storage [21] 

3.4.3 Availability 
A cloud computing service has the advantage of high availability. Microsoft is preserving the 

availability by increasing the reliability of the data storage through copying the same data to 

three physical locations [21]. The reliability is increased due to the likelihood of three server 

failure to occur. The failure rate of a data center with n storage units could be described with a 

dependency of the reliability, r, of one storage unit as; (1 - r)n [5]. More units are then 

increasing the reliability of the data storage; hence the availability of the data stored is more 

probable. 

3.4.4 Transparent Accountability  
The transparency is an important aspect for both the CSP and the customer. Microsoft is 

providing transparency through their Monitoring Agent (MA) [21]. It collects monitoring and 

diagnostic data from several components of the infrastructure, such as FC and the hypervisor, 

and stores it to log files. The data is then readable by their freestanding Monitoring Data 

analysis Service (MDS). This allows any customer to keep track of what is done in the system 

with their data. The question that remains is still if the MA and MDS provides’ correct data to 

the customer, however, this is a matter of trust to the CSP and their services. 

3.5 Azure Deployment Tools 
Integration with Microsoft’s cloud computing service is achieved using an online portal 

service for account management when integrating with the platform and using a Software 

Developer Kit (SDK) (Windows Azure SDK) for integrating application with infrastructure. 

The SDK provides a compute and a storage emulator for developer usage to provide a local 

environment mimicking the behavior of the Windows Azure Platform allowing a developer to 

test an implementation locally before deployment. 

Precaution should be taken since you should use care to avoid relying on local system 

components from code running in a role [23] including issues with administrative privileges. 
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The advantage of using several roles in parallel might only be supported by the target 

platform. 

The SDK itself is available for Visual Studio and Eclipse, which implies a large variety of 

supported programming languages for the application development; C#, Visual Basic, 

Node.js, Java and PHP [24]. 

The deployment itself is performed in two stages, were the first stage is “Staging” and the 

second “Production” [23] as illustrated in Figure 5. In the first stage the developer has the 

chance to test the service directly on the target platform. The service is deployed but 

interacted with a temporary URL. The second stage is deploying the service on the distributed 

location for target user interaction. The idea is to let new versions be tested without involving 

users in a BETA-testing and without starting an additional account only for testing purposes 

as well. 

 

Figure 5: Deployment Environments 
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Chapter 4: Methodology 

This chapter provides information about the setup for this degree project. It covers the tools 

provided and how the project was preceded, including method, tools and delimitations. 

4.1 Development Method 
Deciding upon a method for development is a critical step in a project. For this project it was 

decided to work with Scrum, an agile development process using build features in fixed-

duration [25] (known as sprints). Those features are approached within three major steps; 

 Plan (Using backlogs) 

 Execute what was planned 

 Learn from what was done for the next iteration 

It was thought to be the most suitable for this project due to its iterative behavior. This 

method allows partly learning about the subject and to go back if something needs to be 

improved. This was desired due to the vague level of knowledge of cloud computing and 

cloud service development, and as in any new field of study; one has to repeat the basics 

enough to understand them. 

4.2 Evaluation Method 
When evaluating an existing service for cloud computing deployment it was found that the 

discussed six-step-method in section 2.2 to be well suited for the problem. And since it is an 

existing service it was not required to guess its usage. The approach taken was direct 

observation (learn by doing) and a look at alternative solutions when trying to understand the 

service. 

4.3 Equipment 
Hardware used in this project was one PC running with Microsoft Windows 7 (64-bit) for 

development and information resource. The service was tested with two smartphones; one 

with Android Ice Cream installed and the other with Symbian OS. The existing service 

implementation was studied by use of its PHP-scripts, and as well with help brought by 

employees at the project provider who contributed with the knowledge and user experience. 

4.4 Delimitations 
The problem was treated using Microsoft’s deployment service, Windows Azure, where C# 

and ASP were the selected developing languages. The reason why no other service was used 

is due to the project provider requested for it. 
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This has been considered a delimitation since Microsoft’s approach as a Cloud Service 

Provider (CSP) might not have provided enough redundant information for the general case. 

The project did proceed with this in mind. 

Other delimitations, or obstacles, were that there was not any abstract and commonly used 

definition for cloud computing in the beginning of the project. The approach was to read 

about what other people thought about cloud computing to build up the concept and to find an 

abstraction of it. However, in the end the definition brought by NIST went into a final draft 

and the chance to provide a more reliable source was given. 

4.5 Software 
The software used during the project – besides Microsoft products to integrate with Windows 

Azure – was TrueCrypt for local storage of my materials and TortoiseSVN for integration 

with an SVN server for backups. The full list with version numbers and usage could be 

reviewed in Table 7. 

Table 7: List of Software 

Software Version Usage 

Microsoft .NET Framework 4.0 Development 

Microsoft Excel 2010 Writing project backlog 

Microsoft Visual Studio 2010 IDE for development with C# and ASP 

Microsoft Windows Azure SDK 1.4 Development 

Microsoft Word 2010 Writing the report 

Notepad++ 5.9.5 Notes and PHP along with other data/text 

file readings 

TortoiseSVN 1.7 Company shared backup storage 

TrueCrypt 7.1 Local storage protection 

4.6 Stepping Stones 
The service was required to implement support for generating of several different mobile 

tokens depending on target systems. The procedure for generating one mobile token was in 

the general case the same for all target platforms, what changed was the file endings 

(programming language used) and compiler. However, there are platforms that require the 

user to download an application from a corresponding web based application store. For this 

reason the service implements a redirect feature for those target platforms as well. 

The project was divided into three major steps;  

1. Analyzing the service and deploy an implementation with only the basic features for 

its environment. This included analyzing the deployment service brought by the CSP 

with consideration on security, how it was constructed, and supported solutions 



Methodology 

 

19 

2. Analyzing of how to implement the full service and to reveal any delimitations it may 

have 

3. Implementation of a process generating a mobile token for the Java ME platform and 

preparation of feather implementation 

The partial initialization was made due to a priority of interest, to first get to know the cloud 

platform and the deployment procedure for cloud based services before implementation of 

more meaningful functionality. 
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Chapter 5: Service Analysis and 

Deployment 

In this chapter we are analyzing the existing service by using the procedure described in 

section 2.2. The analysis is serving as a base for the security measures and service constrains 

of the cloud service. It validates the usage and reveals feather requirements of the service. 

5.1 Service Details 
First of all we need to identify our asset; a server distributing mobile tokens. 

The server is distributing two different types of mobile tokens; end-user configured and server 

side configured. The difference lies in whether the server compiles the mobile token using 

configuration data from request (server-side) or redirecting the client to a download site where 

an un-configured mobile token is distributed (end-user configured). 

The whole distribution procedure for end-user code configured mobile tokens is illustrated 

with the sequence diagram in Figure 6 while the server-side configuration is illustrated in 

Figure 7. Both sequences starts in the first step with an authorized user sending a mobile 

token request URL to an end-user’s device. The procedure is done by usage of a server 

program called PointSharp ID (PSID) which serves here as a mobile token configuration 

distributor (not its main purpose); it can generate a configuration, send it, and later stay in 

sync with it. The user uses the URL to send a mobile token request (MT req) to the 

distribution server (stationed in the PointSharp AB’s environment). 

In Figure 7, the server retrieves data for a mobile token from a storage, and configures it with 

data provided in the request. It sends it back before removing any association with the 

connection (including configured mobile token). In Figure 6, the server redirects the user 

client to another source (marketplace) where a mobile token is downloaded for later activation 

by the end-user. 
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Figure 6: Distribution of an end-user configured mobile token 

 

 

Figure 7: Distribution of a server side configured mobile token 

We have learned that our service is either processing data (configuration of mobile tokens) or 

redirecting requests to other services (marketplace for client download). We want that our 

cloud service should be able to the same thing. This will require one storage where the un-

processed data is accessed, and one temporary location for the processed data. 

5.2 Addressing Sensitivity 
In the next step we should evaluate the asset. This was made by following the evaluation 

questions abstracted in Table 2 (page 8). The discussions gained from the questions are to be 

seen as worst case scenarios; they could happen, but might have a low probability to occur. 

The answers may be used as valuable discussion points for future improvements of the 

service. The answers for our asset are here presented in Table 8. 
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Table 8: Level of Harm Estimation 

Object Action/Exploit Level of Harm 

Distribution Server Public distributed Low 

CSP Employee access Low 

Outsider Manipulation Medium 

Function No expected result High 

Data/Information Unexpected change High 

Availability Unstable High 

 

The concluded level of harm reviewed in the table is brought from discussions with the thesis 

provider. It was said that the distribution server needs to be kept available for all customer 

users requiring a mobile token for their device. If it should be accessed by others, no harm 

should occur as long as no modification of the server could be made by those. 

However, one potential manipulation is to affect the server, or traffic, to let an outsider see 

session data containing destination and configuration data (known as “snooping”). The 

manipulator could then potentially generate its own mobile token. But this exploit is not 

considered to provide a great level of harm. This is the case since the mobile token needs to 

stay synchronized with the origin user’s profile at the authentication server (the server 

keeping relation between a user and a mobile token for use at authentication (here; PSID)) to 

stay valid. An exploit of this sort would require associated user’s credentials as well (due to 

strong authentication); which are considered hard to claim. Even if this would be the case; the 

data that are associated with the authentication process, should be easy to update at any time. 

A manipulation exploit is due to this not considered as causing a great level of harm, but 

should still be in the discussion of potential issues with the system for future improvements. 

Moving on with the last three points of interest from the table; if the server would not be able 

to configure a mobile token with received data (due to data loss or mobile token server data 

access) then it would prevent users from receiving a correct initialized OTP generator. This 

would prohibit authorization of the user to access corresponding customer service. Any 

relation to this exploit is due to this graded a high level of harm since the end product would 

become corrupted or not even transmitted. 

5.3 Publicity Assessment 
Our third step in this procedure is to assess the allowed publicity by selecting one of the 

suggested deployment models defined in Table 3. 

We learned from section 5.2 that the service is meant to be used by a certain community 

(customers), but interaction of others would not harm the service nor affect the integrity of the 

users. This information provided enough confident of letting the service to be of public 
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character, hence anyone could be allowed to access it without any major effect on the degree 

of security. 

However, the product of the service – a mobile token – requires isolation from others. This 

makes it more important for the storage, containing confidential data, i.e., code of the mobile 

token, not being accessed by unauthorized users for exploit analysis. This data should in fact 

be private and only accessible by the managing software of the service. 

5.4 Control Evaluation 
In the fourth step we have to look closer into our Cloud Service Provider (CSP), Microsoft, to 

evaluate the provided degree of control of the service with focus on responsibility, guarantees, 

demands and data handling. 

First of all we look into whether the evaluated CSP could fulfill all requirements up to this 

point. The extracted requirements are here summarized in Table 9 and are in the same time 

compared with statements provided by our CSP’s SLA and other findings in this report. This 

table serves as an overview of the degree of control over the deployment environment. 

Table 9: Service Requirements 

Requirement Description Approach by CSP 

Service availability The service needs to be accessible at 

any time. The access should not be 

dependent on local environment issues 

such as network update nor failure. 

 

Microsoft guarantees 

99.95% external 

connectivity4 for their 

compute service or 

contributes with 

compensation if ever 

broken by Microsoft 

dependencies [26] 

No unexpected 

change of 

data/information 

Connectivity between storage and 

server application needs to be stable to 

prevent data interruption or other 

transfer issues. Data transfer problems 

concerning the service code should be 

able to be discovered and overseen 

after deployment. 

 

Microsoft guarantees 

99.99% external 

connectivity for their 

storage service or 

contributes with 

compensation if ever 

broken by Microsoft 

dependencies. Including 

connectivity to compute 

services [26]. A Windows 

Azure account also 

includes a monitor service 

(3.4.4 Transparent 

Accountability) 

                                                 
4 More info of how it is achieved in section 3.4.3 Availability 
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Requirement Description Approach by CSP 

Functional guarantee Should be able to monitor and update 

the service to discover unpredicted 

behavior (bugs) before and during 

production. 

 

Windows Azure developer 

environment offers a step-

by-step deployment where 

the service could be tested 

in a pre-phase, staging 

environment, before 

deployment, production 

environment (3.5 Azure 

Deployment Tools) 

Developer access only The only authorized outside access to 

the developer environment are the 

developers of the service. 

 

[…] access to the isolated 

environment is requiring 

authentication and 

authorization by the 

environment’s identity and 

access management system 

[…] (3.4.1 Confidentiality) 

No (or low) CSP 

employee interaction 

 

The hardware maintainers should not 

be able to access or change data of the 

service to make it unavailable or 

studied for potential leaks. 

 

Microsoft operations 

personnel follow a formal 

process when they are 

required to access a 

customer’s account or 

related information, and 

this is only done at the 

customer’s request [21]. 

They are also authorized to 

governance data flow to 

maintain the system. 

 

5.4.1 Other Measures and CSPs 
The IT informer firm, TechTarget, have through their cloud computing group listed the top 

ten CSPs (called Cloud Computing Providers by the source); Amazon, Verizon/Terremark, 

IBM, Salesforce, Computer Science Corporation (CSC), Rackspace, Google, BlueLock, 

Microsoft and Joyent [27]. The list shows us that this field is widely spread to several 

companies and is not concentrated on just a few vendors. 

Looking at four of them (Microsoft, Amazon, Google and Salesforce), David Chappell lists 

some interesting views of how to compare them with each other in one of his presentations 

about platforms for cloud computing [28]. He brings up who provides what services and 

distinguishes private and public clouds from each other by listing computing and storage 

services. He also provides the listeners with the differences in pricing separated in three 

different attributes (which is commonly used by the vendors as well); compute, storage, and 

bandwidth. 

When discussing SaaS development, we may also like to endorse the support each CSP has 

for different frameworks, including programming languages, when comparing them; hence if 
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the situation arises where change of CSP is required, we may be able to lower the workload if 

the service is written in a commonly supported language.  

Table 10 provides a summary of David Chappell’s findings concerning CSPs measures and 

with a “supported developer language(s)” column as well.  

Table 10: Example of CSP Comparison Table 

CSP of PaaS Compute Storage Bandwidth Supported 

Developer 

Language(s) 

Amazon $/h per VM $/GB per month 

& Access 

operations 

(HTTP) 

 

$/GB in and out All supported by 

.Net, Android and 

iOS, Java, PHP, 

Python, Ruby [29] 

Google $/CPU per h $/GB per month $/GB in and out Java, Python and 

Go [30] 

Microsoft 

 

$/h per instance 

(role) 

GB used & 

Number of 

Transactions per 

month 

$/GB in and out All supported by 

.Net and node.js, 

Java, PHP and 

other [31] 

Salesforce $/user per month $/user per month $/user per month Ruby, Java and 

Clojure [32], and 

also 

Force.com/Apex 

 

There could probably be more comparable measures to consider, such as provided platform 

functionality are there, how do the SLA agreements differ, or who provides what kind of 

monitoring services and how good they are etc. If we would like to go deeper into treating 

evaluation of preferable monitoring attributes to follow; it would require including data 

visualization and specific service requirements depending on company policies. But it is not 

of concern in this report. 

5.5 Sketch and Evaluation 
The fifth step handles estimation of the data flow which includes sketching an overview of the 

service and its interaction points. 

As earlier seen in Figure 6; the service is constructed to redirect to a marketplace if a request 

is demanding it. The mobile token is then activated after the user has interacted with the 

marketplace. The storage noted in Figure 7 is a part of the local service itself. 

Figure 8 provides the final sketch of the data flow of the service where each component is 

placed in relation to each other with the expected connections between them. 
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Figure 8: Mobile Token Distribution as a Service (MTDaaS) Data Flow 

5.6 Motivation 
Now we have reached the final step; summarize into a conclusion whether to use cloud 

computing or not for our service. 

One of the motivations of using mobile tokens is that it lowers administration load, hence an 

administrator is not required to manually associate a mobile token with its user (more than 

sending an invite with a few clicks) as in the case of security token (section 1.1). Using a 

distribution service enables unique mobile tokens at each request. The focus using this service 

is high availability for users to mobile tokens without affecting the cost of administration 

interaction. 

Using cloud computing when deploying the mobile token distribution service is providing an 

uptime guaranteed by used CSP. This is increasing the availability of the service, hence there 

was no ensured uptime of the existing service. 

Answers gained from this chapter shows that requirements of the service are met by the CSP 

and that the security concerns are focused on how the service itself is distributing the data 

internally. 

 

2b.1. MP redirect 

MTDaaS 

Mobile Device User 

Cus. Env. 

PSID 

Marketplace 

2a. MT transfer 

1. URL 



Service Analysis and Deployment 

 

28 



Mobile Token Distribution as a Service 

 

29 

Chapter 6: Mobile Token Distribution 

as a Service 

This chapter presents the implementation of the mobile token distribution service. The 

included areas of discussion are the distribution solution itself, end user device detection for 

automated distribution, and storage management of the service. 

6.1 Distribution 
The mobile tokens are distributed using two different modes; Activation Code Configured 

(ACC) and Distribution Server Configured (DSC) mode. The type of mode depends on where 

the activation is performed; either at user side or at server side (see Figure 6 and Figure 7 for 

details). Another significant difference is that the ACC mode provides a more user friendly 6 

to 8 character code to type in to the mobile token at configuration, while the DSC will not 

force more user interaction than the download and installation of the mobile token. The DSC 

also enables a larger number of characters to be used as configuration. 

6.1.1 Activation Code Configured Mode 
A mobile token distributed in ACC mode is retrieved by redirection to a download source, 

i.e., a mobile token for Android results in a redirect to Android’s Marketplace (later “Google 

Play”). The mobile token is downloaded to user device and activated by the user using an 

activation code. The activation code is received with the originated URL to the service. 

6.1.2 Distribution Server Configured Mode 
A mobile token distributed in DSC mode is compiled by the service and activated using a 

configuration string in the request to the service. 

To activate a mobile token, the service constructs a temporary local storage where files are 

copied from another local storage. The files contain the data for related mobile token and are 

used by the service to compile a new mobile token with the provided configuration inside. 

The temporary files are removed and the mobile token is available for the user to download to 

his device. 

6.2 Cloud Storage Management 
When discussing a service in the context of cloud computing; we must remember that the 

service could consist of one or several roles (VMs) performing the same actions, but not at the 

same time and with different input. If those actions are related to read and write operands 

towards a shared storage, then we should consider a solution to avoid any conflicts. 
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The solution may depend on our current situation, but one of the following storage access 

situations may apply; 

 Only one role is allowed to access the data which are queuing request to the storage 

 Each role has its own copy of the data, uploaded at role start 

 If only read will be performed; we may consider to allow all roles to have access to the 

storage at the same time 

Our service is using the second option; all instances have its own copy of necessary data. This 

decision was made since the data could be used often, and changes to the data are not required 

to be stored for a longer period of time. The only stored data, compiled mobile tokens, are 

deleted short after creation to preserve a level of integrity. 

The solution was implemented by using a Virtual Hard Drive (VHD) that is updated locally, 

uploaded to a shared storage, and downloaded by any newly created role. 

By letting the data be copied once and never more in a role lifecycle is minimizing the 

probability of any role access violations to be performed at all. 

6.3 Integrity Concerns 
The integrity of our service relies on the infrastructure and platform it is built upon, but that 

does not mean that we can fully trust the intrusion prevention in the system as a whole. Even 

if we decide to trust our CSP and be confident that Microsoft had a secure environment for the 

internal network including data storage; it is still theoretically possible for someone inside the 

environment to get access to our data. Defending against this potential threat would be to 

encrypt all data when it is in the storage. However, in section 5.2 it was said that this exploit 

is not considered as causing a great level of harm which put this additional feature to the side. 

But it should be a recommendation for later improvement. 

6.4 Other Mobile Token Distribution Solutions 
Special as our service may be; it is not the only service of this type. We can find other 

examples out there (but they are quite discrete) which uses similar communication pattern. In 

Figure 9 we can find one example flow extracted from its description [33]: 

1. User downloads mobile token client from company website 

2. User uses the client to request for a new account at service provider 

3. Service provider (not said who this could be, vendor or company related to user is my 

guess) defines a profile for the request 

4. Service provider requests a new user profile (where is not said, guess is server in 

company environment related to user – let us call this position for X) 

5. Service provider receives a new user id 

6. Service provider sends user id back to client of the originated request 

7. User types user id into client 

8. Client request user key from X 
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9. X responds with user key 

10. Client is set with user key and can start generating OTPs 

 

Figure 9: Alternative Mobile Token Transfer and Activation 

To look closer at this flow we can detect that it would be vulnerable if an attacker gets hold of 

the user id, since this would allow an attacker to have the exact same settings of its user client. 

One guess is that they have some prevention of client duplication to obviate this small gap in 

the architecture, e.g. it might be hard to extract the user id from a client or update of OTP not 

only key dependent. 

It can as well be found that other solutions may have similar documented behavior as our 

service [34]. The conclusion here is that other implementations may not be too different from 

ours or the distribution is handled strictly through marketplaces correlating with the platform 

of the device. 
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Chapter 7: Look into the Clouds 

In this chapter we gather the retrieved information into conclusions concerning cloud 

computing. It is done by going through some of its characteristic features to underline what to 

concern when looking into this area. The end of this chapter provides answers to questions 

about functionality, security and competiveness with focus on the treated CSP’s platform and 

the implemented service. 

7.1 Abilities of Cloud Computing 
Cloud computing comes with benefits but there are those who sees notable issues concerning 

this area (as brought up in section 2.1.5). Our experience until now is that cloud computing 

comes with many new – or refactored – abilities. Using cloud computing when deploying a 

service for customers or employees, will provide a platform independent application. This 

application provides wide spread functionalities dependent only on the ability of the CSP to 

provide an infrastructure or platform supporting its dependencies; to provide a cloud 

computing platform with required abilities. 

One of the most interesting abilities is the accessibility gained with this deployment model. A 

service or application is built on one platform only but is used by multiple platforms at any 

location with internet access. The availability is depending on the uptime of the platform and 

its underlying infrastructure. Other abilities are more dependent on the CSP’s own ability to 

obtain it, such as; 

 Embedded functionality; for platform and infrastructure interaction 

 Monitor ability; deployed service data surveillance 

 Elasticity5; dynamically scalability of deployed service 

The first two is CSP specific while the third – which one may experience – is up to the 

developer to foresee as well; hence, certain service features may require preparations to 

enable their scalability. 

To understand the reason for this, we have to consider what is done when scaling a service; it 

could be adding an additional feature, or adding a whole new service to interact with an 

existing service, but it could also be to add (or remove) a complete replica of the existing 

service. It is here important to ask the questions concerning; what features are involved? What 

                                                 
5 When talking about elasticity in cloud computing deployment environments, writers tend to write about 

dynamical scalability when users are able to increase and decrease their deployed services. The word “elasticity” 

was pointed out to me from Eng. A. Karlsson, a talker at Cloud Tech Day at the Royal Institute of Technology 

(KTH) the 29th of November 2011, and also used by Amazon making commercial about their cloud computing 

services. 
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are their dependencies? Could there be any conflicts between service instances if they are 

multiplied? Etc. As an example we could reconsider section 6.2. 

7.2 Security and Cloud Computing 
To consider security issues within cloud computing most writers tend to write about Security 

as a Service (SecaaS) which is referring to common guidelines, models and strategies to be 

applicable with different services using external tools (section 2.1.1) in general. Even if those 

writers are pointing out the overall aspects of intrusion leaks and counter defense; we still 

need to focus at one area at the time, rather than the whole concept as one big blob to protect. 

7.2.1 Service Layer Focus 
Using the defined layers of the SPI model in Table 1, we can distribute the security concerns 

in smaller and more manageable areas. Hence, a developer of a software service should only 

have to concern about the software’s architecture and not the underlying dependencies more 

than provided functionality. This is not suggesting ignoring the infrastructure it relies on, we 

still need to have an understanding of it to evaluate if its implementation satisfies our own 

policies and requirements. Since any security breach in an underlying infrastructure service 

may also affect the security level of both all platform services using this infrastructure and in 

any software service based upon that platform service. 

We need to keep in mind to assess different level of trust to the CSP depending on the level of 

service layer being used (section 2.1.2). 

7.2.2 Role Distribution 
We have already read about shifts in level of the CSP’s responsibility and consumer 

awareness depending on the layer of service (section 2.1.2). But we should as well look into 

whom the CSP is and who the consumer is in the different layers. If we can define the role 

taken by each part at each service level we will easier assess the responsibility and awareness 

we need to apply for our service. Table 11 provides one way of defining each role towards 

each service layer.  

Table 11: CSP and Consumer Role Comparison 

Cloud Service Layer Role of CSP Role of Consumer 

Software as a Service (SaaS) Owner of implemented 

software. 

End user of software. 

Platform as a Service (PaaS) Provider of API, IDE, IDE 

plugin, SDK or framework for 

software deployment and/or 

development. 

Developer of software for 

end user. 

Infrastructure as a Service 

(IaaS) 

Provider of hardware, including 

computing power and storage, 

which listens to CSP specified 

interaction protocols. 

Developer of API, IDE, 

IDE plugin, SDK or 

framework, or other 

systems interacting with 

an infrastructure. 
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7.2.3 Vulnerabilities 
Ironically the biggest threat to cloud computing is that it is based upon VMs. One paper found 

is treating prevention from hypervisor6 attacks from kernel rootkits [35]. The attack is based 

on the idea of a man-in-the-middle attack; it is placing a malware between a hypervisor and 

its victim (the VM), to control or prevent the traffic between those instances. 

More generally is the most issues related to already existing problems concerning Internet 

communication due to the services of this sort requires it. We may assume that the same 

preventions are applicable here as for any web application. This follows as another extension 

to the CSA quote phrased in section 2.1.5 concerning problems in cloud computing not being 

specific within this area. 

7.3 Designing a Service for Cloud Computing 
Using CSA’s six-step-method (described in section 2.2) helped with security considerations, 

initial sketches, defining service requirements and evaluating architectural structure. When 

designing a service for cloud computing this method is a useful start, but it is not considering 

the need or use of transferability, neither the importance of elasticity. 

From this report we can conclude that switching between vendors might be an option and by 

so infrastructure and platform services as well (section 5.4.1). We are also told that a service 

might be required to scale up and/or down in runtime, which may enforce additional 

requirements on the architecture of the service itself (section 6.2 and section 7.1). 

7.4 Maintenance 
To maintain and update any software, in general, requires a strategy and a thought out plan of 

how to do it (e.g. prepare the software for plugins, specific updates etc.). This is 

recommended in order to ease interaction between newly improved code and former version, 

at both developer side and user side. One benefit with cloud computing services is in fact that 

user side does not have to be concerned with updates. The only requirement is to adapt to an 

update performed on the graphical interface. This since all updates only needs to be 

performed at one single deployment site and not at each user station. 

Even if maintenance may be mostly focused on updates one still has to concern for 

transparency; to monitoring useful data in and out of cloud computing services. These data 

could be used for service surveillance and improvements; to understand what parts of a 

service that requires extra attention. 

7.5 Conclusions 
Based on what already has been said, I conclude that in the process of developing a cloud 

based service one has to consider, not only security issues and user interaction, the ability of 

                                                 
6 A type of virtual machine monitor 
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transferability and elasticity in cloud computing and trust in vendors. Those are important to 

get full benefit from this technology. 

I cannot conclude whether a mobile token distribution service deployed using cloud 

computing is unique or not, this due to missing information of other mobile token vendors. 

But I can endorse the benefit of using a cloud computing environment to perform mobile 

token distribution; it increases the availability of the provided functionality. 

I can conclude that one cannot say that one vendor would be better than the other, they may 

be better in some aspects; pricing being better in relation with storage, compute and 

bandwidth. It is up to the adapter of cloud computing to compare their requirements with the 

list of CSPs under discussion. 

And finally I draw the conclusion that, as many have mentioned before me, trust is important 

and has to grow for this industry to grow. The trust is up to awareness of consumer and 

responsibility of vendor to achieve high transparency and also provide clear responses on 

security related worries that have raised conspiracy theories that do exist today. 
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Chapter 8: Note on Cloud Computing 

This chapter gathers my personal insight concerning cloud computing issues and benefits. It 

serves as my final note in this area to underline what it really is and what it can become. 

8.1 Cloudy Area 
I began this project with limited understanding of what “the cloud” really was. When I slowly 

moved forward in my research I discovered several minor and some larger differences 

between other writer’s ideas in the area, and I was surprised that no definition was declared as 

the most correct. However, it came several updates in my references during my project and a 

clearer picture at both CSPs and dedicated groups, as NIST and CSA, of what “the cloud” 

should be referred to; services deployed using the model of cloud computing (or computing 

services over the Internet). 

Personally I like the idea with centralizing software and hardware in the concept of 

availability. With minimum requirements of a personal device still be able to reach, not only 

information, but features and functionality. Those which are requiring a much more advanced 

background processing in power and space than the device itself (probably) would not be able 

to accomplish. 

But the idea of having a central source of where computing is made is only a rediscovery. An 

example to this is brought from the year 1970, where two of the goals of ARPANET is said to 

have been direct use of distributed hardware services (should be compared with IaaS) and the 

sharing of software subroutines and packages not available on the users’ primary computer 

due to incompatibility of hardware languages (to be compared with PaaS and SaaS) [36].  

Another observation made is; a service deployed on a platform that enables access through the 

Internet is also known as a web application or a website. 

Companies putting on the suite as a CSP have only found a way to make more profit of an 

already known concept during the beginning of this millennium. However, they have 

improved in providing tools to develop and deploy (public) distributed services that can 

interact with their environment – its own infrastructure and other services. My point is that 

“the cloud” is not something new – not even the word/metaphor itself (section 2.1) – the 

public distributed availability of the enabled functionality is. 

My guess is that we will see more of start-up companies being able to provide their end 

customers with powerful services (with “unlimited” process power and storage), independent 

of what device they may interact with. These services will be required to ensure the integrity 

of usage and to be able to maintain the transparency. 
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8.2 After the Rain 
During my degree project I had manage to gather enough with information for me to proceed 

with constructing a cloud based service of my own with analysis providing answers to my 

main research questions (see section 1.4 and section 7.5) and information of notable 

viewpoints and validated recommendations for an improved service considering 

confidentiality, integrity and availability. 
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