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Abstract 

With the evolution of technology the system becomes large and complex. The probability of 

faults to occur in the system also increases with the size of the system. It is almost impossible 

to make the system fault free thus Fault Management System (FMS) is required to make the 

system fault tolerant which keeps the system operational even in the presence of transient 

fault and recover the system.  

The FMS is quite complex and sophisticated for large systems and it requires smart technique 

to verify FMS. Fault injection technique is emerging technique to verify the system 

robustness and its fault tolerance. There are various types of fault injection techniques and 

each type has its own characteristics.  

 

In this thesis, Ericsson’s Digital Unit of Radio Base Station (RBS) is used as target system. This 

research work involves the study of RBS hardware, software and also various fault injection 

techniques. Previously each module of FMS is tested in lab separately. With this new 

approach the complete FMS is tested in lab while system being operational. Based on this 

investigation, Hybrid FI technique is proposed and implemented to verify its feasibility. This 

technique requires change in target’s hardware and fault injector software. Experiment is 

performed on RBS connected to client via network. The result of an experiment is compiled 

in the end of this report. This research work concludes that the FMS can be verified with FI 

technique. This technique not only reduces the verification time but also increase the 

reliability of the system by increasing the fault coverage.  
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Abbreviations  

1 AMPS Advance Mobile Phone System  

2 NMT Nordic Mobile Telephony 
3 TACS Total Access communication System 
4 TDMA Time Division Multiple Access 
5 CDMA Code Division Multiple Access 
6 GSM Global System for Mobile communication system 
7 D-AMPS Digital Advance Mobile Phone Services  
8 PDC Personal Digital Communication  
9 GPRS General Packet Radio Services 

10 EDGE Enhance Data rates for Global Evolution 
11 HSPA High Speed Packet Access 
12 LTE Long Term Evolution 
13 OFDMA Orthogonal Frequency Division Multiple Access 
14 OSS-RC Operations Support System for Radio and Core 
15 RAN Radio Access Networks 
16 TEMS Test Mobile System 
17 UE User Equipment 
18 QoS Quality of Service 
19 O&M Operation and Maintenance  
20 RBS Radio Base Station  
21 FMS Fault Management System 
22 NFF No Fault Found 
23 RO Resource Objects  
24 FRO Facade Resource Objects  
25 MAO Management Adaptation Object 
26 CP Control Platform 
27 OS  Operating System 
28 NMS Network Management System 
29 HW Hardware 
30 SW Software 
31 PCB  Printed Circuit Board 
32 BAR Base Address Register 
33 DU Digital Unit 
34 RU Radio Unit 
35 I-FPGA Interface FPGA 
36 SUP Support unit power 
37 BB Base Band 
38 CPM Control and Processing Module 
39 LMT Local Maintenance Terminal 
40 TN Transmission Network 
41 CPRI Common Packet/ Public Radio Interface  
42 Mul Multilingual User Interface 
43 BOS Basic Operating System  
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Chapter 1: Introduction 

In this thesis, a verification technique for hardware fault management system is proposed for 

Ericsson’s Radio Base Station (RBS). The aim for this research work is  

To study the system this includes DU hardware and software. 

 To investigate various FI verification techniques for its FMS.  

 Propose a FI technique that is feasible and have large fault coverage.  

 Implement the technique to demonstrate the results. 

Thesis work is carried out in Ericsson premises and most of the research work is done from 

Ericsson’s internal papers. In this project, the DU board which is Digital Unit (DU) of Radio 

Base Station (RBS6000) is used as target system. DU has the capability to handle both GSM 

and LTE, also known as multi-standard and is under development. This DU board consists of 

various ASICs, DSPs, Memories, FPGAs and Processors for computing large amount of mobile 

data.  

Problem statement 
With the rapid growth in technology, there is large amount of data that need to be processed 

which needs computers having large computing power. These large computers have large no 

of different ICs such as ASIC, DSP, and Memories and each IC consists of millions of gates that 

are made from transistors. With the increase in the complexity of digital circuits the 

verification process also become very complex and tricky. These large computing systems 

also come with high probability of errors or fault producing parts and the system reliability 

depends on them. Such a large system needs quite smart and reliable fault tolerant and 

management system which is known as Fault Management System (FMS) in Ericsson.  

FMS is core part of the system as the reliability1 and availability2 of the system directly 

depends on it. The verification technique used by Ericsson uses modular approach to verify 

the FMS. Complete hierarchy of FMS from lowest level from where the faults are generated 

to where the alarms are serviced needs to be tested to check the alarm propagation and FMS 

behavior. There is a great need for a verification technique for the FMS having following 

properties and/or constrains 

 It must have large fault coverage and require less time to verify the FMS. 

 The technique can be applied on complete system to check the complete hierarchy 

of alarms from point of first point of detection to operator. 

 The verification technique should not require any big change or addition of hardware 

or special tools 

 The technique should verify the FMS by checking the decisions of FMS when fault 

occurs. It must take right decisions based on supervision and infield HW tests. 

                                                           
1 Reliability: R(t) is the probability that a system operates without failure in the interval [0,t], given that it worked at time 0. 
2 Availability: A(t) is the probability that a system is functioning correctly at the instant of time t 
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Those constraints are requirement for Ericsson as they were quite interested in deployment 

of this technique as it directly affects their profit. 

Approach 
There are some techniques that are used today by Ericsson to formally verify the FMS in lab 

using modular approach. It would be interesting to find out a verification technique that can 

verify the complete system in lab by providing the real environment. The actions of FMS after 

fault occurrence is predefine, so whenever fault occurs in the system the FMS take actions to 

solve the problem. The actions of FMS can be monitored. The fault in hardware occurs quite 

randomly and it is not possible to see behavior of FMS for all the faults in field during 

operation. There are many faults that need special conditions to occur and system is not 

tested for such faults and they left uncheck.  

In this project, one of the currently emerging techniques named fault injection is used for 

verification of FMS. It injects faults in the target system during operation of the system. 

These HW fault replicate the actual faults which need special conditions to appear. In order 

to provide real environment, the injected faults have the properties such as spatial (a 

transient can hit any component of system) and temporal (at any time) and also data (system 

under operational conditions). With such multi-dimension, real environment is created. After 

fault injection, the response of FMS is monitored and alarm is traced. In this way fault 

coverage can be increase, verification time can be reduced and the FMS can be tested in lab 

on system level rather than modular.  

Goals  
The main goals for this research work are as follows  

 To study the HW and SW to search for points to inject faults. 

 To search for feasible fault injection technique.  

 Implementation of Fault Injection technique to demonstrate the concept. 
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Chapter 2: Background 

This chapter gives an introduction of mobile networks, Radio Base 

Station (RBS) and Fault Management System (FMS). It also contains 

the related work and importance of FMS. These concepts are 

prerequisite for reading this research work. 

 

Mobile network and its evolution:  

The mobile network is used to provide services to mobile users via air interface between user 

and radio base station. These base stations are widely distributed to provide coverage to 

large geographical area. A cellular network enables the user to connect with the whole world 

and access information with just one touch.  

There is complete history of evolution of mobile network starting from first generation to 

fourth generation.  

 First Generation:  It was launched in 80s. The system is designed for voice. It is based 

on analog FDMA radio technique. AMPS, NMT and TACS are famous mobile systems 

of 1G. 

 Second Generation:  It was launched in 90s and designed to carry both voice and 

data. It is based on Digital TDMA and CDMA. Some of the famous systems are GSM, 

D-AMPS and PDC. The improved version of 2G is GPRS (2.5G) for packet data and 

EDGE (2.75G) that is also for packet data with higher data rate. 

 Third Generation: It was launched in 2001 and designed for data (which is primary 

part) and for voice. This evolution is also called HSPA (High Speed Packet Access). 

WCDMA and CDMA 2000 are two 3G systems. This technology has a data rate of 14-

84Mbps 

 Fourth Generation: The main feature of this technology is that it will be able to 

support previous generations i.e. 2G, 3G along with LTE (Long Term Evolution). This 

means that one system will be able to support all the previous and current 

technology. This technology is based on OFDMA for very high speed data (VoIP) also 

known as LTE. It support up to 300Mbps 

In this project, focus is on 4G Multi-Standard system that has more than one standard. The 

LTE Radio Access-Network (RAN) consists of many base stations also known as E-Node B, 

Operation & Support System for Radio & Core (OSS-RC) and TEMS as shown in the Figure 1. 

The RBS provides the radio resources and maintain the radio links. 

The OSS-RC is used for handling operation and do maintenance task for mobile networks. It 

provide support to core networks and radio network of 2G, 3G, and 4G systems. It also 

provides consolidated view of RAN information such as alarms, configuration and 

performance.   
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TEM portfolio provides access to mobile operators to plan, optimize and expand networks. It 

provide all the tools to operator who wants to migrate from one generation to other or want 

to optimize the network or plan for network.  

 

Figure 1: Mobile Network 

 
In the Figure 1, the RBS is connected with each other through X2 interface and with the core 

networks through S1 interface. OSS-RC is connected with each RBS via Mul interface in order 

to provide Operation & Management support to the network. Mobile User (UE) is connected 

to RBS via Uu interface. 

The key features that make the 4G unique from previous generations is its operation and 

maintenance system. With the exponential increase in the mobile network, the cost for 

operation and management also increases and it became almost impossible to operate huge 

networks manually. With the automation of O&M, now it is possible to operate and manage 

such huge network saving billions that add to the profit of the company. Among the main 

operations and management the most important features are smart simplicity and Self 

Organization Network (SON). 

The smart simplicity includes self-configuration, self-optimization and self-healing. These 

features enable the system to configure automatically when deployed, optimize the 

recourses such as power and channels. In case of any fault, it also recovers the system to 

become operational again. This reduces operational and maintenance cost that is spent by 

operators.  

Other main feature is Self-Organization of Network (SON). Previously the whole network 

configured manually.  It cost a lot for operator to plan, configure, integrate and manage the 
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huge network. This self-organization capability will automate most part of this manual 

process and reduce the large amount of man hours. Now the system is going to be plug and 

play.  

With the evolution of this technology the overhead to operate the system is reduced but on 

the other hand the system becomes very complex. It seems that the over-head is shifted to 

system designers who are continuously working to make systems smart and intelligent, so 

that it requires fewer resources to operate, self-manage, fault tolerant and also provide 

required Quality of Service (QoS) to end users.  

RBS6000  

It is one of the Ericsson’s Radio Base Station (RBS) that provides 4G LTE service. It 

has already been launched in the market and shown in Figure 2. RBS6000 is a base 

station family, which is designed to meet the current challenges faced today by 

operators. It not only provides the future technology but also provides the backward 

compatibility. The key features of RBS6000 are as follows  

 Path to sustainability: It provides path to new 

technology and functionality with existing sites 

and cabinets.  

 Power on demand: It is provided with 

intelligent power supply which provides power 

to the system on demand. This minimizes the 

power losses in the system 

 Multi-Standard: This system provides support 

to previous 2G and 3G technology. This means 

all of previous and current generation will be in 

one system and work in parallel. Work is going 

on this technology. 

 Integration Simplicity: New multi-purpose 

cabinets, modular design and high level of 

integration bring the whole system in one 

cabinet.  

Fault Management System (FMS): 

With the evolution of technology the complexity of system also increased in both hardware 

and software. It is quite challenging task to design such a complex systems and it became 

even worse to verify it. The probability of fault occurrence in those systems also increased 

exponentially with system size. Such complex system needs to be verified covering all the 

loop holes, which is almost impossible with techniques used today. In industry, more than 

70% of development time is spend on verification and still there is probability of faults. Thus 

there is need for a mechanism that can keep the system running even if there is fault in the 

system, in other words the system needs to be fault tolerant. This mechanism should detect 

fault in the system and take actions in order to keep the system up running. This mechanism 

is known as Fault management system (FMS). FMS is part of the system as it needs to work 

when the system is in operation. At this point, it is important to note the difference between 

fault, error and failure.  

Figure 2: Radio Base Station 
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 Failure:  It occur when system fails to perform some action that is expected or due. 

 Fault: It is physical defect or flow in the system including both SW and HW. They are 

localized in the infected part of the system. 

 Error: It is deviation from correctness or accuracy. It can propagate within the 

system.  

When fault or error occurs in the system, FMS should detect them and take several actions in 

order to handle the fault/error and keep the system up running. While doing this FMS should 

use less resource as possible and also reduce the downtime3. This will increase the reliability 

and availability of the system.  

Importance of FMS: 

FMS is used for monitoring the system and alarms. FMS provides the central place to receive, 

acknowledge and monitor the status of all the critical parts of the system through messages. 

Those messages are also known as alarms. Once the alarm is received, it is first analyze the 

fault and then actions taken place to keep the system operational. It also sends alarms to 

notify the higher management system. The FMS also categorizes the alarm by specifying the 

priorities. 

Our life dependency on mobile networks is increasing with the passage of time. These mobile 

networks not only have the changed our way of doing business but also individual life of a 

person. With a little fault in this mobile network can affect billions of people all around the 

world. With the help of Smart FMS, disruptions can be avoided or at least can be reduced by 

increasing the system’s availability. FMS is responsible for following things that shows how 

important is this system 

Fault indications/alarms are very important to recover the system. Based on these 

indications the FMS or the operator recovers the system in case of any fault. If there is no 

fault indication in the presence of fault then it can be a cause of longer unavailability of 

system. When there are fault indications the FMS take actions to recover the system. If it first 

tries to locate the fault in system and then send indication to other modules that can be 

effected from this fault. After that it tries to recover the system. If the FMS fails to recover 

the system the operator tries to recover the system manually. These factors directly affect 

the system’s availability and QoS4 of system as these factors directly affect the mobile users. 

By increasing the reliability of the system the market of this system can be expended to 

safety critical systems.   

The verification technique that is used today is modular and don’t cover all the integration 

faults that can occur because of communication between modules and also it doesn’t cover 

those fault that require unusual condition to appear.  In order to test the system robustness 

i.e. it’s fault tolerance, unusual condition need to simulate in lab which is quite challenging 

task. These conditions are required to check the alarm propagation and fault handling 

verification. It is quite interesting to generate the interrupts that raise the alarms in lab to 

check the fault tolerance and alarm propagation of the system.  

                                                           
3
 Downtime: A period of time that a system fails to provide or perform its primary function 

4
 QoS: Quality of Service 

http://en.wikipedia.org/wiki/System


13 
 

Working of FMS:  

The FMS is quite sophisticated system that has all the information of hardware faults, its 

recovery mechanism and higher management. Figure 4 contain all the main blocks/systems 

that are involve in alarm propagations and FMS in RBS6000. In order to explain the working 

of FMS, knowledge of some basic building blocks is required. The blocks and their roles are as 

follows.  

 Resource Objects (RO): It is responsible for HW faults detection. It first double 

checks the fault occurrence and reports to FRO. 

 Facade Recourse Object (FRO): It is responsible for fault handling. It keeps track of 

fault when it occurs and checks if the correct alarm has been generated. It also takes 

recovery actions incase to recover the RO.  

 Management Adaptation Object (MAO): It is responsible for alarm mapping 

uniquely defined by their ID. When MAO receives any alarm from FRO it adds data to 

record alarm via CP.  

 Control Platform (CP): It takes actions to recover the systems and report 

faults/errors to OSS 

 Operations Support System for Radio and Core (OSS-RC): It is the higher 

management system that provides operational support to Radio Base Station (RBS) 

 Network Management System (NMS):  This system is used to manage the network.  
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Figure 3: Alarm Propagation in RBS and RAN 
 

The concept of alarm generation and propagation is explained with the help of example. 

Consider two Managed Object (MO) and a hardware fault is reported to one of the MO’s 

resource object i.e. RO_B. In order to consider a generalize case let’s consider MO_A is 

dependent on MO_B. This is shown in the Figure 5. Note: the numbering in the figure is 

sequence of steps. 

 

 RO_B double checks the external interrupt and sends a fault indication signal to 

FRO_B. 

 The fault is of a type that will lead to a change of the operational state in FRO_B. A 

state propagation will therefore be made to FRO_A, since MO_A is dependent on 

MO_B. FRO_B sends a fault indication signal and state information to MAO_B.  

 MAO_B will create a primary alarm via ALI.  

 FRO_A will at the reception of the state propagation from FRO_B determine that it is 

no longer operational due to a dependency fault. FRO_A will then suppress all 

previously raised primary alarms from FRO_A by sending a Cease-Fault-Indication for 

each of these primary faults to MAO_A. 
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 MAO_A clears the primary alarms via ALI.  

 FRO_A sends a fault indication signal to MAO_A since a secondary alarm has been 

defined for MO_A. 

 MAO_A will create a secondary alarm via ALI 
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             Figure 4: Example of Alarm Propagation and Recovery Actions 

 

The CP after receiving errors from the MO send it 

to OSS–RS, those alarms are further send to 

Network Management System (NMS). Each alarm 

also has severity information with it. Based on this 

information the management system takes action. 

There are different types of alarms severity, which 

are as follows  

 Critical: This type of faults has severe 

impact on hardware so it needs immediate 

actions.  

 Major: These faults are not possible to 

remove automatically. It requires 

immediate services in-order to recover 

and operational again. 

 Minor: This type of faults doesn’t have 

severe effects on RBS. It requires operator 

attention to remove the fault. 

 Warning: This type of alarm indicates the 

possibility of fault which can affect the 

working of RBS.   

In the Figure 6, the algorithm to detect and 

recover the system is given. When alarm is 

generated to report a fault the next step is to detect 
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and confirm the alarm. In the next step the FMS tries to find the exact location of fault in 

order to take actions. This alarm is analyzed to check if it can be recovered or not. If the 

system is not possible to recover, the FMS simply reports to higher management system and 

in other cases FMS takes actions in order to recover the system. In order to recover the 

system the most common procedure is to restart the faulty part of the system. There are 

different types of restarts that are used to recover the system based on the conditions and 

requirement. Restart types are as follows.  

 Warm Restart: In this restart, the MO is restarted with the same software. 

 Refresh Restart: In this type, the MO is loaded with SW from main memory and reset 

some parts of HW.  

 Cold Restart: In this type, the MO is loaded with SW from main memory and reset 

complete hardware. 

 Cold with test Restart: It is almost same as cold restart with one addition. It also 

tests the HW.  

Verification of FMS:   
The fault management system is critical part of the system as it manages the system 

including both the hardware and software.  The selection of right set of actions that are 

required by FMS in-order to recover the system is a critical task. One must know the behavior 

of the system and cause of error in the system. Designing such a system with certain selected 

faults is simply not enough because of system’s dependencies. If the system behaves exactly 

the same as it is specified then it is 100% dependable but in practice this is not achievable. 

Due to this fact unexpected errors in the system occur. Also it is not possible to achieve 100% 

fault coverage from verification plan because the test cases are designed from same system’s 

specification. Redundancy is added while designing the HW and SW of the system to make 

the system fault tolerant and easy to verify. 

FMS works as manager in the organization. In case of failure of FMS the whole system fails 

but this may not be true for components in system. FMS needs to be designed such that its 

reliability is very high since the whole system is directly dependent on it. Also a very smart 

technique is required to verify the FMS having high fault coverage and small verification time. 

One idea to design FMS is to provide actual environment to the system to study the behavior 

of the system and design the FMS. This method can be used to verify the FMS if already 

deployed or help to plan actions for FMS that are required to recover the system. Also it can 

be helpful to study the behavior or reasons of system failure before manufacturing the 

system.   

Types of faults 

A fault can be located in any stage of the system development, for example it can be in 

specification, implemented design, development, manufacturing, integrations or in 

installation. Faults can occur any time during operation and FMS handles those transient 

faults. In order to remove the fault, one must know the faults and system dependability. 

There are two main categories of faults 

 Software Faults 

 Hardware Faults 
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Software Faults: 

These faults are the result of incorrect design or specification during coding. Most of the 

software faults appear during operation in specific conditions such as unusual workload 

or timings. Studies [1] shows that most SW faults are permanents and their behavior is 

transient. In order to track such faults same conditions are required to make fault to 

reappear which is a very complex task.  

Software Fault is categorized as follows 

 Function Faults 

 Algorithm Faults 

 Timing Faults 

 Condition Faults 

 Assignments Faults 

Hardware Faults:  

These faults are found in hardware of the system. In this research work, HW faults are 

considered for FI. They are categorized as follows 

 Permanent Faults: This category includes stuck-at faults or open/short circuit 

faults. They are caused by damage in hardware, improper manufacturing or 

under specific condition like high temperature etc. 

 Transient Faults: These faults are produced due to some external interference or 

power line fluctuations. These faults are temporary and occurs quite frequently 

compare to permanent faults. 

 Intermittent Faults: These faults occur due to unstable hardware that need to be 

redesign or replaced.  

Verification of FMS by Fault Injection (FI): 

In this technique, actual HW or SW model of HW is used as a system. Faults are injected in 

the system that replicates the actual faults and monitor the behavior of the FMS. FI allows 

stimulating the faults that target system could have to check the reliability issues. With this 

technique, almost all kinds of fault including those that are hard to reproduce can be injected 

in the system to check fault tolerance and dependability of safety critical systems. There can 

be three dimensions for this technique [2]. 

 Spatial: Transient faults can hit any component of the system. 

 Temporal: Transient faults can hit any time.  

 Data: Transient faults hit when the system is in operational or processing some 

specific data. 

In this research work, transient fault are considered which are responsible for interrupts 

during runtime of system. The interrupts after generation, propagated in the system and are 

handled by FMS.  

Due to efficiency of this technique, it is considered to be necessary for validating the 

dependability of system. There are five main categories for this technique which is as follows 

 Hardware based fault injection 
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 Software based fault injection 

 Simulation based fault injection  

 Emulation based fault injection  

 Hybrid fault injection  

Based on the situation and requirement one of the technique is chosen. The detail of each 

technique is as follows  

Hardware-based fault Injection 

In this technique, the faults are injected on a physical level from some external HW. This 

disturbance either produces bit flips in memory or fluctuation in external signal that cause 

faults in the system. This technique is used after the fabrication of HW.  Based on method to 

inject faults in HW, this technique is further categorize into two, which are as follows  

 Without Contact: In this technique, the target HW has no physical contact with the 

injector. The injector inserts faults by mean of radiation, electromagnetic waves. The 

injector is a gun that is pointed to specific area on target board where faults need to 

be inserted. This technique can inject faults inside the IC by bit flips and also on PCB.  

 With Contact: In this technique, faults are inserted by mean of some contact with 

HW. The Injector has direct physical contact with the HW. This injector can change 

the values on bus, signal and also power rails. The injector can be a probe or a 

socket. The probe insertion technique is usually used to insert stuck-at faults, 

bridging faults and power fluctuations. The socket insertion technique not only can 

inject stuck-at faults but also many complex logic faults in the system. This is done by 

inverting, AND, OR with pins or signals in the target board. 

In the circuit, interference is used to inject faults in the HW and then the behavior of the 

HW is analyzed. Special external equipment is used for this purpose. Transient faults are 

easily injected in the system compared to stuck-at faults because for each stuck-at point 

the probe needs to be inserted. For small circuit it is not a problem, but in large complex 

circuit having thousands of signals this is a problem. Also for each experiment, expert 

knowledge of HW is required. This technique can also damage the HW by sinking large 

currents. 

Pros:  

 This technique can insert faults in those parts of the system that are not 

accessible by other means or techniques.  

 The experiment runs in real time and large number of faults can be injected in 

same time.  

 There is no need to change the target HW and no HW model is required. 

 This technique can model permanent faults in the system. 

 This technique is good for systems having high resolution for HW triggering and 

monitoring. 

Cons: 

 This technique can damage the HW by sinking large currents or by other means. 

 It is quite difficult to insert probe in highly dense circuit having multiple layers. 
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 It has very limited set of injection points so it limits the no of faults that can be 

inserted.  

 It has quite low controllability and observability. For each board the probes need 

to be inserted. 

 It requires special HW to insert faults in the system that can be costly. 

Software based fault injection:  

In this technique, the software that is running on the system is modified to inject faults in the 

system.  All sorts of faults can be injected e.g. memory bit flips, communication faults, errors 

in conditions or flags. Software fault injections are more oriented towards the 

implementation details of the system. Faults can be miss-timings, corrupt messages or 

memories, bit corruption in reads or any other software fault that can be accessible. Since 

the fault injector is also software that run in parallel with system software so it takes some 

processing power and time. This technique can reduce the performance of the system and 

also can cause some faults if the deadline aren’t met. In the second step of this technique, 

the behavior of the system is monitored after the fault insertion. This will help the designer 

to study the fault management system. There are two main sub categories for this system 

based on when the faults are injected.  

 Compile time: In this technique, the program instructions are modified to inject 

faults in the system before burning the code on the target system. This technique 

injects faults in the source code of the target system. In this way software, HW and 

transient faults are modeled. When this program image is burned on the target HW 

and run, faults are generated. This technique doesn’t require any additional tool to 

inject fault in the system. This technique is quite useful to inject permanent faults in 

the system.  

 Run time: In this technique, FI injector software works in parallel with the target 

operating system. This software injects faults in the system and acts like a virus. If the 

system has some deadlines to meet then this technique can affect the behavior of 

the system since the FI SW is taking some processing power. So care must be taken 

while using this technique.  There are various ways to trigger this FI SW. It can be 

event based, timer based or random. 

Pros: 

 This technique is useful for FI in target system OS and application software. 

 The experiments run in real time allowing large no of faults to inject at the same 

time.  

 It doesn’t require any special tool to insert faults. 

 No models are required. 

 It is safe for HW and don’t damage it.  

Cons: 

 It can’t inject faults in HW or those locations that are not reachable from software. 

 It requires change in the original system software.  

 Limited observability and controllability 

 Difficult to model permanent faults  
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 It can affect task scheduling of the system and which can change the complete 

behavior of the system. 

Simulation based fault injection:  

In this technique, the simulation model of actual system is used. These models are developed 

from HDL description of target’s HW. Faults are injected into the HW models of the system. 

In single experiment several faults can be injected and on different location of the HW. There 

are three main approaches use to inject faults in simulation models. They are as follows 

 The first approach is based on VHDL code modification with some additional 

components for fault injections called saboteurs or mutation in the existing 

component description in HDL model which automatically generated modified 

component descriptions called mutants. In this way fault can be injected anywhere, 

when required. Saboteur is added in system HDL, when it is active, it changes the 

value of signals and/or timing characteristics. There are two ways by which saboteur 

is inserted in the system. In serial insertion, signal is break and saboteur is inserted in 

between. In mutant, some block of code is added in each gate description called 

mutant. In case of any fault, mutant changes the response of the logic device which 

further changes the response of the system. This technique can produce any faults at 

lower level but it takes large processing power for simulation. 

 In second approach, modified simulation tool is used which supports the fault 

injection and observation of HDL models. This technique provides very good 

performance. It depends on simulation tool and its code should be required for the 

FI. 

 In third approach, simulators command and interface is used to inject faults in the 

system. The main advantage of this approach is its cost. Its performance is 

intermediate. This approach is widely use these days. 

Pros: 

 Simulation based FI provide support for all levels of system abstraction i.e. physical 

level, logical, functional and architectural. It provides maximum flexibility for fault 

injection.  

 There is no risk of HW damage. 

 It doesn’t require any special tools or HW and hence very low cost. 

 High controllability and observability. 

 It can inject both transients and permanent faults in the system.  

 Full control of both model and injection mechanism. 

Cons: 

 It requires HW models and simulator expertise. 

 Accuracy of experiment depends on HW models. 

 Not real time so exact behavior is not visible. 

 It can take quite long to simulate DU and FMS together or it may require super 

computer. 
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Emulation based fault injection  

In this technique, HW or FPGA is used in place of software models in simulation based 

technique. This development board having the HDL model is connected to host computer 

and experiment is run and results are monitored. This method is used to reduce the large 

experiment time in simulation based technique. Palladium5 can handle one ASIC or FPGA 

however it is not able to emulate complete system. 

With the classical emulation based only some limited fault e.g. stuck-at can be injected in 

system by using this technique. In most of the cases the modification in HDL is required in 

order to inject the fault which is not an easy task and hence time consuming because the 

whole synthesis process needs to repeat for each fault. Which really reduces the benefit of 

using emulation compare to simulation based technique. With the some modification in 

emulation fault injection technique, time can be saved by adding the functionality of HW 

reconfiguration during runtime. This really reduces the experiment time required for 

modification and synthesis for each fault injection. Reconfigurable HW such as FPGA is used 

in this case.  

Pros:  

 Experiment time is lesser and has better performance compare to simulation based 

technique. 

 It can be used for low cost dependability analysis of IPs before they used in actual 

circuit. 

Cons: 

 The HDL description must be synthesizable and optimized to run on emulator HW.  

 Special tools are required to run the experiment on HW. 

 This technique is only use to analyze the functional impact of fault, other effects are 

not considered.  

 The main limitation of this technique is I/O pin of programmable HW that restricts 

the no of faults that can be injected. 

 High speed communication link is required between host computer and emulator. 

Hybrid based fault injection technique  

In the approach, two or more techniques are combining to inject the fault in the system and 

monitor the effect of the system. By hybrid based technique the advantages of two 

techniques are combined. This really increases the observability and controllability of system. 

This technique is well suited for measuring extremely short latencies.   

                                                           
5
 Palladium: It is a system in Ericsson used to emulate FPGA, ASICs etc 
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Chapter 3: Verification Technique 

In this chapter verification technique and its implementation in 

python is discussed. It also contains the monitoring of alarms. 

In this project, DU board is used which is a digital unit (DU) of RBS. DU is core part of RBS and 

is used for digital signal processing and control operations. Client can be attached with DU via 

Local Maintenance Terminal (LMT) port for configuration and debugging. In this project, 

client is used for fault injection through LMT port in DU. HW is discussed in Chapter-4. 

There as are three main building blocks of DU as shown in Figure 7.  

 Baseband (BB): This includes number of ASICs that is used for baseband processing 

of signal.  

 I-FPGA: It is FPGA and its main function is to connect BB and RU with CPM. It also 

synchronizes the network and has BB interrupt controller & generator.  

 CPM:  It is main processor with operating system running on it. It is used to operate, 

manage and monitor the network and hardware.  It is also used to configure and test 

the system.  

RBS

DU

          

ASICs I-FPGA

CPM

RU

SUP

Client

LMT

ASICs I-FPGA

CPM

RU

DU

          

SUP

RBS

TN

 

Figure 6: Basic building block of RBS 

Technique for verification: 
In order to verify the FMS of RBS, hybrid based FI technique is used that is mixture of HW, SW 

and Emulation based FI technique. In this technique actual HW is used as target system and 

client is connect to HW via LMT debug port as shown in the Figure 7. Faults are injected by 

software running on client in to target HW by changing the configuration memory and 

interrupt registers which replicates actual faults. In this technique, faults are injected by 

client in controlled environment. By using this technique, entire hierarchy of alarm from 

lowest level (of interrupt from where the alarm is generated) to highest level is verified by 
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monitoring the FMS and alarm propagation. It is assumed that the hardware has no 

permanent faults i.e. stuck at faults. The motivation of using this technique is as follows 

 The system provides support to write HW registers by SW. Only some changes are 

required in HW to inject faults in the system. 

 No special set of tools are required. 

 High coverage because large number of fault can be injected in the system. 

 Easy to inject faults, test and trace the system.  

 It is feasible solution for the current system, because other techniques may require 

big changes in hardware which can be very expensive as the whole hardware needs 

to redesign and verify again.  

 The system will be running its normal operations in this technique. Any fault that is 

injected, replicates actual fault and system will behave in same way as in the field 

while being operational.  

 High controllability, as the faults are controlled and injected by external client 

running faults injector SW.  

Interrupt: 

There are three levels of interrupt registers in I-FPGA, all the sub-blocks of I-FPGA have lower 

two levels of interrupts except PCIE_I block which have all three levels of interrupt. Figure 8 

shows the hierarchy of interrupt in I-FPGA [8]. Lower level interrupt register contains the 

status of hardware which is then propagated to higher level interrupt register if enabled.  The 

faults are injected by changing the values of Interrupt level 0, which resembles real HW fault. 

Each interrupt also has enable bit that is also needed in order to propagate alarm at higher 

level. There are three levels of interrupts registers in the system. 

 Level 0: Each link includes IRQ_S0 interrupt block which implements a trap register 
and an enable register or trap register only or counter register. 

 Level 1: Includes one IRQ_S1 interrupt block which implements a status register and 
an enable register. 

 Level 2: From this level the interrupt signal goes to main CPU which first tries to 
recover the system and generates the alarm to higher management system if it fails 
to recover. 

 

Those alarms are then propagated to higher level from hardware to software. The software 

such as node control (NC) and CP takes the actions to recover the system and also send the 

alarms to higher management system. Those alarms propagated to OSS RC and NMS. In this 

project, the focus is on alarms generation and propagation with in DU board in RBS to verify 

fault management system. When the alarm signal reaches NC, it takes actions to recover the 

system. These recovery actions are monitored by reading fault-logs to verify the FMS.  

The interrupt signal for any link is active when at least one bit in the trap register is set and 
the corresponding bit in the enable register is set. 
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 Trap: Bits in this register is set on the first occurrence of the event. The bit will 
remain set until it is cleared by SW. Most of the trap registers are Read-Write-Clear 
(RWC) type, which can only be cleared by SW and can’t be set. These registers need 
to be change to Read-Write (RW) by changing the HW so that SW can set these bits 
and inject fault in the system. The change is made in HW in such a way that SW or OS 
running on HW doesn’t see any change in HW. This solution doesn’t require any 
change in SW since HW appeared to be same for SW running on it. Changes in HW 
are discussed in Chapter 4. 

 Enable: This register is used to enable or disable an interrupt. This register is Read-
Write (RW) type and SW can read & write this register. 

 Logic: This is combinational logic that first apply AND operation on 32-bit Enable with 
Trap and then bitwise-OR to make one bit result. 

Result[1] = Bitwise-OR (Enable[32] AND Trap[32]) 
 

DUTS6 commands are used for fault injection. The simplified form of command is given below 

for read and writes the configuration registers [8].  

 dutsIfpga read <address> 

 dutsIfpga write <address> <data> 

The client is connected with Digital Unit (DU) by LMT port of DU with LAN port of client. The 

script is written in Python and telnet software is used to run the script. The script issues DUTS 

commands and inject faults in DU. Every DUTS commands also have response from the 

system. The response received is then analyzed by python script and actions are taken based 

on the response.  

SUB BLOCK - LEVEL 0

PCIE - LEVEL 2

BLOCK - LEVEL 1

LOGIC

TRIG POL 

TRIG-LOGIC 0 | 1 |   FORCE  | 31      

0 | 1 | 2 |       TRAP       | 31      

32

1

32 32 32

32 32

32

32 32

1

LOGIC

IRQ

Other Sub-Blocks

Other Blocks

LOGIC

32 32

1

0 | 1 | 2 |       ENABLE          | 31      
3

0 | 1 | 2 |         TRAP            | 31      

0 | 1 | 2 |       ENABLE          | 31      

32

0 | 1 | 2 |       ENABLE          | 31      
1

2

0 | 1 | 2 |     STATUS    | 31      

0 | 1 | 2 |     STATUS    | 31      

1

5

4

 

              Figure 7: Interrupt levels in I-FPGA 

                                                           
6
 DUTS: Is testing software to test the DU. it has large number of commands to initiate or test the 

system. 
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There are three levels of interrupt register in I-FPGA as shown in the Figure 8. The lines in red 

show the propagation of interrupt from level 0 to level 2. The registers in yellow color in the 

Figure 8 are required to be change in-order to generate and propagate the interrupt in the 

system. The sequence of changing values in registers is very important as shown in the Figure 

8.  

1. Enable bit in level-2 is set to select the block in I-FPGA. 

2. Enable bit in level-1 is set to select the sub-block. 

3. Enable bit at level-0 is set to select the type/source of error in sub-block. (if there is 

any) 

4. Trap Bit at level-0 is set to inject fault in the system and generate interrupt in the 

sub-block. 

5. Each interrupts is generated in sub-block in the same way to check all the interrupts 

in the block.  

In this sequence, the trap bits don’t finds any gates/doors in between source of interrupt and 

CPM.  If bottom-up approach is used to start from level-0, it may be chances that the 

interrupt that was generated (intentionally) may be missed to reach the CPM because of the 

fact that HW have much higher clock frequency compare to SW and before we set the enable 

register it may be possibility that the interrupt bit is clear by HW. 

It is also possible to inject faults in the system by using the force registers in level-2 but this 

will not replicate the actual faults because when OS receive an alarm from I-FPGA, it tries to 

find the source of interrupt in the systems and start moving from top to bottom [8]. 

 First it checks the enable register and corresponding trap register at level-2. 

 It goes downwards and checks the enable and trap register at level-1. 

 Finally it checks at level-0 to find the exact source and type of fault.  

If fault is injected via force registers then SW cannot find the exact source or type of error 

and FMS is not possible to verify since the fault may be considered as false alarm and might 

be ignored by SW.   

In order to inject faults in ASICs, I-FPGA is used to send request to ASICs to generate interrupt 

as shown in Figure 9. First I-FPGA send a request to ASIC by setting the bits of request 

register, then response is received from ASIC that set the status bits in level-2 that further 

passes through series of level-2 registers to generate an interrupt [8].  

 

I-FPGA

ASICs

Request

Response

0 | 1 | 2 |       Req        | 31      

IRQ Level 2CPM IRQ

1

234

 

Figure 8: Interrupt propagation in ASICs 
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In the Figure 10, faults are indicated by bugs and injected at lowest level in I-FPGA and in 

ASICs. The box in red-dash is the area of interest. These faults propagate in the system and 

reach the CMB3 which tries to find out the source of error and also tries to solve the 

problem. If the problem is not solved then it reports to higher management system i.e. OSS-

RC and NMS by sending an alarm signal.  
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Figure 9: Interrupt propagation in RBS and RAN 
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Monitoring of alarms 
Monitoring of system’s alarms is last brick of this project. It verifies that if the injected fault is 

a cause of alarm in the system or not. It also gives information about the alarm propagation 

within the system which is important to trace the blocking point of any alarm. The 

monitoring point is shown in Figure 10 with monitor. 

There are many ways to monitor the alarms that are generated in the system. The 

instrument that is used to monitor can be HW or SW. In this project, SW is used to monitor 

the alarms because it doesn’t require any special tools to monitor the HW and all the 

functionality is already in the system. Also it is quite easy to automate it using scripting.  

In order to monitor the system, COLI7 commands are used. These commands help to trace 

the fault by using log files. The concept is shown in Figure 11. 

DUT

Fault Injection
Alarm 

Monitoring

   FMS Verification SW
 

Figure 10: Monitoring Alarm 

 

The verification SW have two main component one to inject fault in the system and other to 

monitor alarms in the systems. The behavior of the system on each fault in recoded in log 

file. Two commands are used for monitoring the alarms in the system [8]. They are as 

follows.  

 vii: Display visual indication, this command displays visual indicator status of the DU 

board. The command returns Light Emitting Diode (LED) status and a list of clients 

registered to the Visual Indication Interface (VII) server. 

 dumpelg: Dump HW Error Log, this command displays all the recovery actions such 

as restart. Each message contains date and time stamp, sequence number and 

description. 

 te log read: This command is used to read the HW log. It also includes the 

information about alarm propagation in the system.  

  

                                                           
7
 COLI: (Command Line Interface) Is set of Linux and DUTS commands  
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Chapter 4: Hardware Platform - DUT 

Target hardware: 

The RBS hardware consists of digital-unit for digital signal processing, radio-unit for digital to 

analog (and vise versa) conversion of signal, power supply, battery backup and support 

system that is used for O&M of the system. The basic components of RBS are shown in Figure 

12.  

Radio Base Station (RBS)

    DSP Units

Digital Unit Radio Unit

Power

Support

CAB

    Support System

 

Figure 11: Basic building block of RBS 
 
In this project, FMS of Digital Unit (DU) is main focus. DU is composed of CPM, I-FPGA and 
baseband ASICs. I-FPGA is central part of the system as it implements switches and interfaces 
for communication between sub-blocks in DU. Figure 13 shows the I-FPGA with its sub-blocks 
and interfaces. The main function of I-FPGA w.r.t this project is as follows. 
 

 I-FPGA have hardware interrupt registers that is connected to source of interrupt in 

the system via OPB bus. It collects all the interrupts in the system that is used to 

generate alarms in the system.  

 I-FPGA connects the CPM, BB and RU together.  

 I-FPGA interfaces to the CPM via PCIe bus. The PCIe interface is used to control and 

supervise I-FPGA. 

 It has BB Interrupt Controller and Generator by using them I-FPGA can request 

Baseband ASIC8 to generate interrupt. 

There are various block in the I-FPGA that can be used for FI. The blocks in green color i.e. 

PCIE_I, CPRI_IDL2_I, ETH_I and XIOS_I control almost all the internal and external 

communications. These blocks are considered for FI as shown in the Figure 13. Each of these 

blocks has OPB registers. These registers can be set from software via OPB bus. Every block in 

I-FPGA is connected to PCIE_I block via OPB bus and PCIE_I block is further connected to 

CMB3 via PCIe interface [8]. The configurations registers are visible to client via LMT port that 

is used for configure, manage and debug the system. By changing the bits in those registers 

alarm can be generated in the system. Each block is connected to PCIE_I block through OPB 

                                                           
8
 Baseband ASIC:  These are ASICs in DU used for base-band processing. 
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bus, IRQ signal as shown in the Figure 13. Each sub-block in I-FPGA also has level-1 IRQ signal 

(in red color) that is connected to PCIE_I block.  
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 Figure 12: I-FPGA and its subblocks 

The PCIE_I block implements a single 32-bit Base Address Register (BAR) according to the PCI 
Express standard. The BAR maps the I-FPGA block’s address space in the PCI Express Memory 
Space. The memory map is shown in Table 1. I-FPGA decodes 1 MB address space. In order to 
access the register in any block, complete address of block is required which is obtained by 
following equation 

Address of register in Block-X = Block-X base address + Offset address of register 
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Block Decoded Size (Bytes) From (Hex) To (Hex) 

PCIE_I 1024 0x0000_0000 0x0000_03FF 

TRX_CAL_CFG 1024 0x0000_0400 0x0000_07FF 

ETH_I 1024 0x0000_0800 0x0000_0BFF 

ETH_DBG 1024 0x0000_0C00 0x0000_0FFF 

ETH_ACP 4096 0x0000_1000 0x0000_1FFF 

CCR 512 0x0000_2000 0x0000_21FF 

TU_CLK_SY 1024 0x0000_2400 0x0000_27FF 

GPA_MUX 1024 0x0000_2800 0x0000_2BFF 

ECP_X 4096 0x0000_3000 0x0000_3FFF 

CPRI_IDL2_I 4096 0x0000_4000 0x0000_4FFF 

XIOS_I 4096 0x0000_5000 0x0000_5FFF 

IQ_X 8192 0x0000_6000 0x0000_7FFF 

IQC_X 8192 0x0000_8000 0x0000_9FFF 

Table 1: I-FPGA address map 

OPB registers and its generation 

OPB registers are located in each block of I-FPGA [8]. They are used for configuration, 

maintenance, control and interrupt for each block. These registers are configured by OPB bus 

that connects each block in the I-FPGA with PCIE_I block. These registers are accessible via 

LMT to external client.  

The OPB registers are generated automatically via ‘generate_bus.pl’ script that takes excel 

file as an input and generate HDL files having OPB interface to HW registers. The excel file 

contain register name, address, bits, and type. Depending on the block type specified in the 

excel file, logical block is generated. Some block type are given below 

IRQ_S0A 

In this type, only trap register is generated with logical block that OR bitwise all the bits in the 

trap register. This type is used at level-0. This is shown in the Figure 14. 
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IRQ_S0B 

In this block type, enable and trap register is generated with Logic that apply AND operation 

between two registers and then do bitwise OR to generate 1 bit result. This type is used at 

level-0. This is shown in the Figure 15. 

  

 

 

 

 

IRQ_S1 

In this block type, status and enable registers are generated. The status register take input 

from level-0 and AND it with Enable register and finally bitwise OR to generate one bit result. 

This type is used in level-1. The final result goes to level-2. This is shown in the Figure 16. 

 

 

 

IRQ 

In this block type, enable, status, debug, trap, trigger, polarity, debug and force register is 

generated along with Logical blocks. It takes input from level-1 and output to CPM. This type 

is used in level-2. This is shown in the Figure 17.  

 

 

 

 

 

 

Changes in HW:   

The hardware trap register at level 0 are Write-Clear (WC) registers, which can be cleared but 

can’t be set from SW. In-order to inject faults in the system, those registers type must be 

changed to Read-Write (RW) in such a way the SW running on it don’t feel any change. The 

RWC routine for trap is given below.  
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32 32

LOGIC

1
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Figure 13: IRQ_S0A 

Figure 14: IRQ_S0B 

Figure 15: IRQ_S1 

TRIG POL 

TRIG-LOGIC 0 | 1 |   FORCE  | 31      

0 | 1 |       TRAP         | 31      

32 32 32

32 32

32

32 32

LOGIC

1

0 | 1 |     ENABLE      | 31      

0 | 1 |         STATUS     | 31      

From Level 1

To CBM

0 | 1 |    DEBUG     | 31      

32

Figure 16: IRQ 



33 
 

 Write: To clear a bit in trap register, write 1 to that bit.  

 Read: To read a bit in trap register, write 0 to that bit.  

There is no way to set the bits in trap register using available routines. There are total 25 trap 

register at level-0 selected for FI. HW is investigated to find the feasible solution. Some of the 

feasible solution is as follows. 

Block type change to IRQ at level-0. 

In this solution, IRQ block type is used at level 0, this type provide the force register for FI. 

This solution is quite simple to implement as it only require change in type of block in OPB 

registers excel file from IRQ_S0x to IRQ. This adds many redundant registers and logic in the 

current design which takes large area. It also requires rebuilding of SW as the address of 

other register gets changed due to change in block type at level 0. 

The area that is added to 

current design is as follows  

 Force & Redundant Reg 

(32 bit) = 25 + 75 = 100 

 OR gate (32 bit) = 25  

 RW Routine = 25 + 75 = 

100 

 TRIG-Logic = 25 

This solution is not very 

optimized and may require 

more area then available.  

Trap register with force register 

This is modified version of solution given above. All the redundant registers are removed 

except force register at level-0. In this technique, SW can write to trap indirectly through 

force register without changing the read-write routines of SW. No SW upgrade is required. 

Only one force register, OR gate and read/write routine is added to current design for each 

trap register. Increase in the area of current design is as follows  

 Force Registers (32 bit) = 25  

 OR gates (32 bit) = 25  

 RW Routines = 25 

To implement this solution, HW 

files are generated with IRQ 

block type at level-0 and those 

HW files are modified manually 

by going through each file by 

removing the registers and 

modifying the logic.  

0 | 1 |      FORCE     | 31      

0 | 1 | 2 |    TRAP    | 31      

32 32

32 32
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1

0 | 1 | 2 |    ENABLE    | 31      

32
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LEVEL 0 Read & Write 

Routine - RWC

Read & Write 

Routine - RW

TRIG POL 

TRIG-LOGIC 0 | 1 |      FORCE     | 31      
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32 32 32

32 32

32

32 32
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1

0 | 1 | 2 |   ENABLE    | 31      

0 | 1 | 2 |     STATUS    | 31      

32

Signals from HW

LEVEL 0

Read & Write 

Routine - RWC

Read & Write 
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Figure 17: Level 0 with IRQ block 

Figure 18: level 0 with force register 
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Trap register with back-door 

In this solution, a routine to read and write trap register is added so that trap register can be 

writable by using those routines. There are two addresses for same register. From one the 

two addresses, register is writable. This back-door approach can be explained with simple 

example of room having two doors, one is on front that is known by everyone and the other 

is on back that is known to few people. Both of these doors leads to same room have 

different address. After applying this technique, the trap register has two addresses i.e. one 

for front-door and the other for back-door. Now there are two ways to access the same 

register 

 Front-door Address: In this case, read & write routine for RWC is called which can 

only clear the register in-case of write and can read the register in-case of read.  

 Back-door Address: In this case, read & write routine for RW is called which have full 

access and can read and 

write the register. 

No new register or logic is added to 

hardware except routine. This 

technique is quite efficient in terms 

of HW area. This is shown in this 

figure. Total increase in the area is 

as follows: 

 RW Routines = 25 

To implement this, HW files are generated with no modification in OPB register excel file and 

then each file is edited manually to add the routine of back-door for each trap register. This 

technique has several advantages compare to other techniques. It doesn’t add extra registers 

and logic to current design and is very area efficient. However it requires knowledge of HW 

implementation.  

In order to make the trap register writable the back-door approach was used to make the 

system writable. This save lot of area and also doesn’t affect the original functionality of 

system. The OS don’t see any change in underlying hardware. This approach doesn’t require 

any change in OS and it also saves lot of time.  

Back-door

0 | 1 | 2 |    TRAP    | 31      

32

32 32

LOGIC

1

0 | 1 | 2 |    ENABLE    | 31      

Signals from HW

LEVEL 0
Read & Write 

Routine - RWC

Read & Write 

Routine - RW

Figure 19: Level 0 with back-door 
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Chapter 5: Results and Conclusions:  

This chapter contains the experiment setup, demonstration of fault 

injections, alarm propagation and finally conclusions. 

Experimental setup 
In order to run the verification technique and conduct an experiment to verify the FMS, 

system is connected as shown in the Figure 21. Client is a computer that has remote 

connection with server which is running the test commands in python interpreter, telnet and 

Moshell. ‘Telnet’ is used to connect server with a node and inject fault in the system. 

‘Moshell’ is used to configure the RBS and load the modified OS files. Node is a complete 

working RBS having all the components i.e. DU, RU and SUP. Node is further connected to 

OSS-RC and NMS through a network that control and manage the network.   

Client is used to run the FI SW written in python. This FI-SW is placed in server having python 

interpreter that is further translated in DUTS commands to read and write the registers to 

inject faults in the system. There is huge network of servers and switches through which the 

client is connected to node. It involves a lot of work for client to reach the node. When node 

becomes accessible from client, first the I-FPGA (an FPGA) is loaded with modified version 

(having back-doors). After that DUTS is added in CP which is also a modified version of Basic-

OS file. In the end fault injector software is run from client and behavior of FMS is monitored.  

 

            Figure 20: Experimental Setup 

 

  

Live Node - RBS 

Server – Python Interpreter 

Telnet / Moshell 

NoMachine 

Client PC 
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Type of fault that is injected in system 
There are four blocks in I-FPGA and four ASICs that are used for this experiment. Some of 

these blocks have more than one link. The block and sources of interrupt are given in Table 2.  

 

Block No of Sources No of Links Total Interrupts 

PCIE_I 1 1 1 

CPRI_IDL2_I 18 6 106 

ETH_I 6 1 6 

 

XIOS_I 

Block A 11 5 55 

Block B 11 4 44 

CH 0 3 4 12 

CH 1 3 4 12 

ASICs 1 4 4 

Table 2: Interrupt Sources 

 

With each injection of fault, the system is observed by checking the hardware log files and 

LEDs. The relevant fault logs are saved for later study. It is also observed that in some cases 

after fault injection, FMS restarts the systems many times to recover the system and finally 

the system goes into backup mode because of recovery failure. This is an indication of fault in 

the systems. A reinstallation request to concern department is required to fix the system.  

Examples of fault injection and alarm propagation: 
Some examples of fault injection and fault log that clearly shows the propagation for alarms 

in the system is as follows 

1. In this example, Bit Error Interrupt (BIT_ERR_IRQ) is set in CPRI link 0. The log shows 

that the alarms propagation within the system. The alarm propagates from hardware 

to software and finally it leaves from MAO to CP as shown in Figure 4, 5 and log.  In 

order to show important information some text is bolded. 
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2. In this example, Buffer Overflow fault is injected in CPRI link.  

 

 
 

 

3. In this example, Control Word Mismatch fault is injected in CPRI link.  

 

Trap Set: BIT_ERR_IRQ 

LOG: 

[2013-12-13 15:37:30.246] [00]Nci_supervision_proc ricm_control_ricm_handler.c:3131 

INFO:ABN:Equipment Fault, signal: ELIB_DC_FAULT_IND, faultId: 0x303, additional info: High bit error 

rate on CPRI link, id 1, port 1, cascadeNo 0, ruPortNo 0, additionalDataLength: 0x4 

[2013-12-13 15:37:30.246] [00]nc_main_thread(Ft_CELL_CONFIG) ricDeviceCtrl.cc:1549 

CHECK:ELIB_DC_FAULT_IND, faultId = 0x303 (LfStability), additionalDataLength = 4, faultDescription = 

High bit error rate on CPRI link, id 1, port 1, cascadeNo 0, ruPortNo 0, faultCase = 145 

[2013-12-13 15:37:30.246] [00]nc_main_thread(ncDcIf) ricDeviceCtrl.cc:1573 

CHECK:ELIB_DC_FAULT_IND, faultId = 0x303 (LfStability), faultDescription = High bit error rate on CPRI 

link, id 1, port 1, cascadeNo 0, ruPortNo 0, identifier = 1, riPort = 1, cascade level = 0, remote port = 0 

[2013-12-13 15:37:31.249] [00]nc_main_thread(Ft_FAULT_HANDLING) alarmCoord.cc:991 

CHECK:Sending MAO_FRO_FAULT_IND, faultId: 0x303 (LfStability), faultDescription: High bit error rate 

on CPRI link, id 1, port 1, cascadeNo 0, ruPortNo 0, severity: low, eventId: 208641, froId: 0x0, froType: 

16777219, ldn: ManagedElement=1,Equipment=1,Subrack=1,Slot=1,PlugInUnit=1,RiPort=A 

Trap Set: JB_THRESHOLD_IRQ 

LOG:  

2013-12-13 15:38:38.102] [00]Nci_supervision_proc ricm_control_ricm_handler.c:3131 

INFO:ABN:Equipment Fault, signal: ELIB_DC_FAULT_IND, faultId: 0x303, additional info: Jitter buffer 

over- or underflow, id 1, port 1, cascadeNo 0, ruPortNo 0, additionalDataLength: 0x4 

[2013-12-13 15:38:38.104] [00]nc_main_thread(Ft_CELL_CONFIG) ricDeviceCtrl.cc:1549 

CHECK:ELIB_DC_FAULT_IND, faultId = 0x303 (LfStability), additionalDataLength = 4, faultDescription = 

Jitter buffer over- or underflow, id 1, port 1, cascadeNo 0, ruPortNo 0, faultCase = 145 

[2013-12-13 15:38:38.104] [00]nc_main_thread(ncDcIf) ricDeviceCtrl.cc:1573 

CHECK:ELIB_DC_FAULT_IND, faultId = 0x303 (LfStability), faultDescription = Jitter buffer over- or 

underflow, id 1, port 1, cascadeNo 0, ruPortNo 0, identifier = 1, riPort = 1, cascade level = 0, remote 

port = 0 

[2013-12-13 15:38:39.108] [00]nc_main_thread(Ft_FAULT_HANDLING) alarmCoord.cc:991 

CHECK:Sending MAO_FRO_FAULT_IND, faultId: 0x303 (LfStability), faultDescription: Jitter buffer over- 

or underflow, id 1, port 1, cascadeNo 0, ruPortNo 0, severity: low, eventId: 208646, froId: 0x0, froType: 

16777219, ldn: ManagedElement=1,Equipment=1,Subrack=1,Slot=1,PlugInUnit=1,RiPort=A 
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Conclusions:  
A feasible fault injections technique is presented in this thesis work that can be used to verify 

FMS. This  technique can contribute to increase the reliability of the system by increasing the 

fault coverage and this can open new business areas that require high reliability such as 

safety critical systems for example in hospitals, transportation, automobile and many more.  

This technique not only can verify the FMS in SW but also HW. This technique can be adopted 

for verification of FMS. As the result of using this technique NFF boards can be reduce. It also 

reduces the verification time by verifying the FMS on system level during integration & 

verification in lab. Fault identification and localization issues can be solved by using the 

technique as it provide a better way to debug the system during development and operation.  

  

Trap Set: BFN_MISMATCH_IRQ 

LOG:  

[2013-12-17 09:33:04.419] [00]Nci_supervision_proc ricm_control_ricm_handler.c:3131 

INFO:ABN:Equipment Fault, signal: ELIB_DC_FAULT_IND, faultId: 0x303, additional info: Unexpected 

values on the Control Words in the CPRI protocol, id 1, port 1, cascadeNo 0, ruPortNo 0, 

additionalDataLength: 0x4  

[2013-12-17 09:33:04.419] [00]nc_main_thread(Ft_CELL_CONFIG) ricDeviceCtrl.cc:1549 

CHECK:ELIB_DC_FAULT_IND, faultId = 0x303 (LfStability), additionalDataLength = 4, faultDescription = 

Unexpected values on the Control Words in the CPRI protocol, id 1, port 1, cascadeNo 0, ruPortNo 0, 

faultCase = 145 

[2013-12-17 09:33:04.419] [00]nc_main_thread(ncDcIf) ricDeviceCtrl.cc:1573 

CHECK:ELIB_DC_FAULT_IND, faultId = 0x303 (LfStability), faultDescription = Unexpected values on the 

Control Words in the CPRI protocol, id 1, port 1, cascadeNo 0, ruPortNo 0, identifier = 1, riPort = 1, 

cascade level = 0, remote port = 0 

[2013-12-17 09:33:05.422] [00]nc_main_thread(Ft_FAULT_HANDLING) alarmCoord.cc:991 

CHECK:Sending MAO_FRO_FAULT_IND, faultId: 0x303 (LfStability), faultDescription: Unexpected 

values on the Control Words in the CPRI protocol, id 1, port 1, cascadeNo 0, ruPortNo 0, severity: low, 

eventId: 221631, froId: 0x0, froType: 16777219, ldn: 

ManagedElement=1,Equipment=1,Subrack=1,Slot=1,PlugInUnit=1,RiPort=A 
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