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Abstract  
 

 At the end of 2009 mobile industry reached an inevitable milestone; the 

aggregated mobile data traffic exceeded voice traffic in the mobile networks. 

Starting with this point, data consumption has been continuously increasing 

and there are no signs that this behaviour will change in the future. For this 

reason mobile operators face nowadays a new paradox: they have to invest 

massively in their networks in order to sustain the increasing traffic while 

revenues are not expected to rise. This means that in order to survive, 

operators have to add extra capacity in a cost-efficient way.  

 Using indoor solutions and mobile data offloading has been considered 

one right approach for solving this issue. While indoor solutions like 

Distributed Antenna Systems and repeaters have been used in the mobile 

networks for some time now, data offloading represents a relatively newcomer 

in the mobile industry. Using this concept, data traffic generated by mobile 

devices is moved towards alternative networks releasing the congestion in the 

operators’ macrocell layers. 

 Among indoor solutions, two technologies stepped forward, Wi-Fi and 

Femtocells. This MSc thesis studies these two technologies, making a techno-

economic comparison between them with respect on QoS level, interference, 

security and capacity-cost ratio. Furthermore, the possibility of integrating 

the two into one single solution is investigated considering the changes in the 

ecosystem for three use-case scenarios, residential, enterprise and public 

venues.  

 This study reveals that an integrated Femto-Wi-Fi solution would 

benefit from the strong points each technology presents, being a suitable 

solution for the current and future congestion problems mobile networks 

present. Moreover, deployments of such integrated solutions are expected to 

be driven out mainly by mobile operators, especially in enterprise and public-

venues environments, since this actors’ category would benefit the most from 

using such a technology.  
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Chapter 1: Introduction 
 

1.1 Background 
When in 1990s the first 2G mobile telephony networks were deployed 

nobody thought that almost 15 years later, in December 2009, the aggregated 

mobile data traffic will exceed the voice traffic [1]. Nevertheless this occurred 

as the result of the continuously developing mobile terminals industry whose 

main driver, Apple Inc., launched its iPhone in 2007. Starting at that point, a 

tremendous and rapid increase of the data traffic over the mobile networks 

occurred, increase that is still active nowadays. Moreover, according to the 

Cisco Data Traffic Forecast [2], it is estimated that until 2016 the total 

mobile traffic will exceed 10 exabytes per month. 

This forecast may be considered dangerous for the actual deployed 

mobile networks but it is the result of several factors that evolved during the 

latest years. Firstly, the number of active mobile terminals exceeded the total 

population in 2012. This can be considered a historic milestone, but things 

will not stop here. Cisco predicted that, until 2016, 25% of the mobile users 

will poses more than one mobile-connected device [2]. A second factor may fall 

on the increasing number of smartphones and tablets connected with their 

high data traffic consumption, one smartphone may be estimated as 35 

phones while a tablet reaches in average the consumption of 121 non-data 

mobile terminal. This way, the aggregated mobile traffic is expected to 

increase 18-fold by 2016. 

But this new high demand comes at a cost for the already deployed 

networks. The operators will be forced to provide more capacity for 

supporting the increasing traffic and that may be translated into developing 

the infrastructure, raising the CAPEX. Taking into consideration that the 

ARPU is not expected to raise significantly as the customers are not willing 

to pay extra for services that are already provided at the moment, the 

operators will have to find new ways to develop in a cost efficient way.    

Nowadays, the mobile industry experiences a new trend. While the 

revenues obtained from voice services are slowly decreasing mobile broadband 

services demand is constantly increasing. While at first sight this may seem 

good news for the operators, the fact that MBB generates 70-80% of the 

traffic in the network but adding just 5-10% of the total revenues might be 

alarming for the mobile business [3].  

Beside the increasing demand of mobile broadband, another important 

aspect that is worth to be mentioned is linked to the users’ consumption 

behavior, more exactly when and where will the traffic be generated from. It 

is expected that by 2016, more than 70% of the data traffic will be video 

traffic, but more important, it is estimated that 85% of the total traffic will 

come from indoors locations, with others raising this number up to 95% [ 

Simon Sauders- Chairman SmallCell Forum]. And since indoor coverage 

problems consist number one customer complaint [4], this might be a problem 

for the operators. So, assuring indoor coverage and capacity needed for the 

increasing MBB consumption while still remaining profitable, the mobile 

operators have to change business perspective and to find ways to develop the 

network with lower investments.  
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In order to solve this problem the operators can approach different 

solutions. The first one would consist of deploying more Macro Base Stations 

outside the buildings. But despite the high CAPEX due to high costs that 

involve the installation of such a site, this solution comes with another big 

disadvantage, high pathloss. Nowadays office buildings are being built using 

steel and energy-efficient glass having high attenuation properties for signals 

coming from outdoors. These types of windows, with a layer of thin metallic 

coating, will provide a 20-40dB attenuation [5]. So this solution, being both 

expensive and with low performance may not be considered optimal.  

Another approach would consist of providing the access using an 

indoor solution. One way of doing this would be using a Distributed Antenna 

System, commonly known as DAS. This solution implies deploying several 

antenna nodes separated in space inside the building in order to achieve 

increased coverage [6]. Further on, these nodes are linked to a central end 

base station located inside the premise by a set of high speed coaxial or fiber 

optic cables. This way, by carefully choosing the distributed antennas 

locations, customers can be provided a “five bars” coverage experience.  

Beside of improving the coverage issues, using indoor solutions might 

solve the capacity problem also. Normally, the traffic generated by a mobile 

device is sent to an outdoor cell site using the radio network. Using small cell 

indoor solutions, traffic generated by the mobile device can be carried out 

using an alternative network (DSL or cable broadband connection) [7]. This 

approach is known in the industry as data offloading [7] and is currently wide 

deployed, Cisco estimating that 33% of the handset and tablet global traffic 

has been offloaded onto the fixed network in 2011 [2]. The same report shows 

that without offloading traffic generated by mobile handsets and tablets 

would have been 217 petabytes per month instead of 147 petabytes per month 

in 2011 [2]. 

 But when deploying new wireless solutions, a set of technical and 

economic issues have to be taken into consideration. Issues like QoS level, 

interference, security or overall cost-capacity ratio have to be analyzed. This 

analysis is required not only as an assurance that the best available solution 

has been chosen, but also to evaluate the potential negative impacts the new 

deployment will have on the existent network. Therefore, for building up a 

successful offloading network, the new deployed solution will have to release 

the congestion without severely affecting other capabilities of the current 

mobile architecture.  

Technologies like Wi-Fi or Femtocells are gaining more and more 

attention not only from the operators but also other actors that were not 

historically involved in the mobile business (facility owners or broadband 

Internet providers). While Wi-Fi standard is a well known protocol widely 

deployed in the industry for accessing data services, femtocells represent a 

relatively newcomer in the wireless access technologies field but being rapidly 

deployed due to its major benefits. There have been reported deployments 

with 100s of thousands of femtocells in 25 countries by operators like Sprint-

US(1 million femtocells) or Softbank and SFR [8]. 

 Femtocells being defined as low-power, short range, self-contained 

basestations were initially used for describing devices dedicated to small areas 

such residential homes. Later on, the term was expanded to higher capacity 

devices intended for use in enterprise facilities and metropolitan areas [9].  
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Femtocells can be considered an easy and rapid way of dealing with 

the increasing capacity needs due to its ease of use. In order to deploy this 

solution, a femto-AP (FAP) is needed, device that is designed to be plug-and-

play and self-configurable, requiring zero-end user intervention [10]. From this 

point of view this technology is similar to Wi-Fi, the FAP being commonly 

designed in the shape of a WAP (Wi-Fi Access Point).  

 

Figure  1 Femtocell deployment topology [11] 

 By operating in the operator-licensed spectrum, the femtocell offers a 

set of advantages in what concerns the connectivity with the end-user mobile 

phone, this being achieved directly needless of any user based configuration 

settings.  

 On the other hand, using unlicensed spectrum and having low costs, the 

Wi-Fi has proven to be a successful technology, being deployed on large scale 

in homes, offices and public hotspots [11]. It is estimated that about 200 

million households and 750,000 hotspots are using Wi-Fi [12], and this makes 

this technology to start being seen as an opportunity rather than a threat by 

the mobile operators. However, even if using Wi-Fi for offloading mobile 

traffic may not seem as natural and seamless as using femtocells, due to its 

low cost-per-bit and sufficient spectrum to support high throughput rates [13], 

Wi-Fi can still be considered a reliable candidate technology for releasing the 

congested mobile networks.   

1.2 Problem motivation 
 Taking into consideration the problems issued by the increasing amount 

of data that mobile networks have to support, using Wi-Fi or femtocells 

might be considered a practical alternative solution for macrocells. From a 

technical point of view, both technologies can be considered relatively mature. 

Then the main question rests on whether to choose one of the two 

technologies or even both.  

 As mentioned before, there are some important technical issues one 

must take into consideration when choosing the right technology for deploying 

an offload network. However, since both solutions have been used by 

operators in different deployment scenarios, it may be assumed that both 

technologies present some particular advantages. Therefore, it is within the 

scope of this thesis to investigate and highlight these technical and economic 

advantages. 

 Considering again that both technologies present specific advantages, 

another question may be raised. This regards the feasibility of deploying an 
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integrated femto-Wi-Fi solution (IFW) and its eventual implications. It is 

worth mentioning that this solution can be achieved by considering two 

different levels of integration. The first level that might be called the   “co-

existence” level represents the idea where both technologies will operate 

independently, integration being achieved only by joining together two 

different APs in one single device. On the other hand, on the second level the 

Wi-Fi and femtocell technologies might actively cooperate.  

 Besides the possible technical advantages, any new deployed technology 

brings changes in their respective ecosystem. By deploying one single femto-

Wi-Fi unified solution, the actors’ roles and business models might change 

and this might be an open issue that needs to be investigated.  

 So, compared to Wi-Fi or Femtocells alone, is an IFW deployment a 

more fortunate choice  when talking about offloading mobile indoor traffic? Is 

such a solution needed and who are the actors that might drive its 

introduction?  The aim of the study is to find an answer for these questions 

and investigate the impact of the IFW approach on the relations between 

current actors involved in the ecosystem. By conducting a cross comparison 

between the two involved technologies, Wi-Fi and femtocells, and eventually 

by answering the following proposed research questions, a final conclusion is 

expected to be formulated. 

This work proposes to answer the following research questions:  

1. What are the advantages of using either Wi-Fi or Femto as an indoor 

offload solution? 

2. What advantages would an IFW solution inherit from Wi-Fi and 

Femto?  

3. How would the indoor mobile network ecosystem change when the 

IFW solution is chosen over Wi-Fi or Femto? 

4. What are the opportunities for different actors? 
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Chapter 2: Related Work and Contribution 
 

 In what concerns the related work in the literature both technologies 

have been intensively analyzed, the published reports proving that both 

solutions might be used as alternatives for solving the congestion problems in 

the mobile networks.  

 Wi-Fi has been considered and analyzed as a viable offloading solution 

in [14]. It has been proven that using only a few hundreds of Wi-Fi APs in an 

area of 313km² half of the mobile data traffic can be offloaded from the 3G 

network. Moreover an analysis presented in [15] shows that without using 

delayed transmission, Wi-Fi can offload up to 65% of the total mobile data 

traffic while saving up to 55% of battery power. Adding a one hour delaying 

deadline improves the traffic and energy gain with 29% and 20%, respectively. 

While during 2005-2006 the operators were trying to convince handset 

manufactures not to include Wi-Fi capabilities or were trying to disable it 

through firmware patches [16], the mobile operators perspective changed 

among the time. Regarding tablets, a new market that is constantly rising 

nowadays, it is estimated that 90% of the total tablets in US use Wi-Fi only. 

[17]  Taking this as well as the promising performance results into 

consideration, it is no surprise that operators deployed on large scale Wi-Fi 

APs networks, some of them having dedicated Wi-Fi business divisions. 

 The new 802.11u standard [18] adds new capabilities, the mobile 

terminal being able to choose on which network to connect before association. 

Taking this into account, the authors of  [19] conclude that Wi-Fi is the right 

solution for traffic offloading. Moreover, in June 2012    Wi-Fi Alliance, under 

the HotSpot 2.0. Task Group, launched  the Wi-Fi Certified 

Passpoint™ certification program which promises to “transform network 

access at a Wi-Fi hotspot both as easy and as secure as cellular network 

access” [12].  

 Femtocell solution has been also analyzed in the literature, a numerous 

number of technical papers being available. In [20] the authors present an 

overview of the femtocell field, taking in consideration both technical and 

economic aspects, concluding that there are no obstacles in front of femtocell 

deployment on a large scale. Most of the papers are treating the 

interoperability aspects between macrocell and femtocell layers, analysis of 

capacity, coverage and interference issues being discussed in [21], [22] or [23]. 

 A very active actor in this field is represented by Small Cell Forum, an 

organization that “supports, promotes and helps drive the wide-scale adoption 

of small cell technologies to improve coverage, capacity and services delivered 

by mobile networks” [24]. In its whitepapers [25] are approached related 

technical issues as well as economic problems and actualized market reports. 

 The conducted literature study revealed that research efforts have been 

pointed out towards studying one of the two solutions, either Wi-Fi or Femto, 

but in an independent way, being studied separately. Therefore, a work that 

conducts a comparison between the two technologies has been considered 

opportune. Furthermore, a second gap has been identified when talking about 
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an integrated Femto-Wi-Fi solution. This gap addresses both the technical 

issues but also the economic aspects such integration might involve.  

  

 

Figure  2 Research gap 

 
This paper aims to investigate the two indoor technologies, Femtocells 

and Wi-Fi, by conducting a cross comparison, with pros and cons of each 

solution. By investigating different technical and economic aspects, this work 

proposes itself to contribute on developing a holistic picture of the existent 

indoor solutions.  

As expected from the beginning, it has not been found one single 

universal solution suitable for all situations. This work comes to suggest an 

optimum solution for different use cases, underlining its advantages and 

disadvantages. In order to achieve this, the following aspects have been taken 

into consideration and investigated: 

 

 

          Figure  3 Research aspects 
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 In order to evaluate the integrated Femto-Wi-Fi solution this paper 

proposed and investigated three different mobile indoor use case scenarios: 

residential, private enterprise and public venues. These three cases have been 

considered due to their specific characteristics and demands and due to our 

consideration that a “one-fits-all” solution is rather improbable. Furthermore, 

this assumption has been confirmed during the conducted interviews.  

 Since this technical approach is relatively new, we consider this research 

relevant for the industry, bringing its contribution for a more clear 

perspective over the two mobile offload technologies. 
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Chapter 3: Methodology 
 

 A qualitative research has been chosen as the primary methodology in 

order to investigate and answer the proposed research questions. Nevertheless, 

it is worth to be mentioned that most of the technical details that will be 

compared in this work have been obtained through quantitative studies and 

market researches. Furthermore, in order to derive the cost and capacity 

estimations for each considered solution a quantitative investigation has been 

driven. This method has been chosen in order to obtain a fair comparison 

between the two technologies based on the same deployment scenario.   

The work can be split into three distinct parts as following: 

 Empirical data collection 

 Data analysis 

 Suggested solution 

Taking in consideration the relative novelty of the research field and 

that the deployment of the two solutions is an ongoing process, data 

collection has been achieved using two different methodologies.  

The primary data has been obtained by conducting a set of interviews 

with exponents representing different actors in this market, mobile operators, 

equipment vendors and third party actors. Taking into consideration the 

explorative nature of the research, the interviews have been designed in a 

semi-structured way. This has been chosen in order to offer the guests to 

express their own opinions while following a pre-defined set of questions. The 

most representative addressed questions can be found in Appendix 1. By 

conducting the interviews further reasons and benefits when choosing one of 

the two investigated solutions have been discovered. Furthermore, some 

different hidden problems related to each technology have been exposed. 

Among the conducted interviews we can mention the followings: 

Benny A Ekman, Key Account Manager at NEC Scandinavia AB, 

Stockholm,   Sweden 

Kenneth Karlberg, MD/Owner at KarNet AB (Previous: Telia Sonera, 

Telia AB and Telia Mobile AB), Stockholm, Sweden 

Nick Johnson, CTO and Founder at ip.access and Chairman of the 

Radio&Physical Layer Group inside Small Cells Forum, Cambridge, UK 

Geir Ove Jenssen, CTO at Cloudberry Mobile, Oslo, Norway 

Ronny Haraldsvik, CMO of SpiderCloud Wireless, San Jose, California, 

USA 

Alvaro Prieto, Head of Business Development at FON, Madrid, Spain 

Johan Terve, Vice President Marketing at Aptilo Networks, Stockholm, 

Sweden 

Nick Papadoglou, Corporate Product Marketing Manager at Hellas 

Online, Athens, Greece 
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Furthermore, as a secondary data source, a literature study has been 

conducted based on investigating documents related to Wi-Fi and femtocell 

indoor deployment. There have been taken into account not only research 

papers but a large variety of documents that might contain relevant 

information (corporate reports, whitepapers, online technical articles). The 

research aimed to investigate the background work, analyzing the State of the 

Art contributions done in the field. 

For turning into account the previous collected data, a hypothetico-

deductive model has been chosen as data analysis method. This model implies 

a circular approach, where a pre-defined, testable and falsifiable hypothesis is 

permanently subject to a set of validation tests [26]. By conducting this 

iterative process the initial hypothesis may suffer modifications or even be 

canceled. For this work, the proposed hypothesis that needed investigation 

was: “Using an integrated Femto-Wi-Fi solution is better than using either 

femtocells or Wi-Fi individually”. Using the information collected in the 

previous section a set of comparative analyses between the three technologies 

(Wi-Fi, femtocells and IFW) have been conducted. These followed the main 

research aspects presented in Figure 3.   

As previous mentioned, the iterative comparison is based on five 

different technical and economic aspects. More specific quality of service level, 

interference, security issues, maximum capacity and deployment cost. These 

issues have been considered as main elements for comparison due to their 

importance when choosing new solutions for wireless networks’ deployments. 

For the first three elements (QoS, interference and security) the comparison is 

based on presenting the main issues each technology has in the related area, 

underlining the main advantages and drawbacks. The capacity and cost 

calculation is derived using a proposed scenario that is based on a current and 

future mobile data traffic estimation.   

 

 

Figure  4 Hypothetico-deductive model 
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Secondly, in order investigate the eventual changes brought in the 

mobile ecosystem by deploying an integrated Femto-Wi-Fi solution and to 

answer the last two proposed research questions, the ARA model has been 

chosen. The ARA model, developed by H. Håkansson and J. Johansson in 

[27], suggests that the content of a business relationship can be illustrated 

using three elements: Actors, Resource Ties and Activity Links between 

counterparts [28]. Furthermore the model suggests that the three elements are 

interconnected in a sense where the actors are the entities that perform the 

activities and control the different resources. This model was chosen due to its 

capabilities to provide a clear picture over the ecosystem and underline the 

eventual changes when new technologies are introduced.  

Using the information gathered through interviews, the main actors and 

resources are identified. Based on the relations between them and using the 

ARA model, the actual offload ecosystems are derived for the Femto and Wi-

Fi case. Moreover, for the case when an IFW solution is chosen, using the 

same model, the new ecosystem is derived, underlining the different 

opportunities that might arise for the involved actors.   

Taking into consideration the results of the two applied models, the             

hypothetico-deductive model and the ARA model, the final conclusions are 

taken during chapter 7. This section draws the conclusions of the study 

having the purpose to answer the proposed research questions. 
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Chapter 4: Background  
 

4.1 Femtocells 
Femtocells, as described by the Femtoforum [9], are being defined as 

low-power, short range and self-contained basestations. They can be 

considered Node-B UMTS basestations having the same capabilities and 

functions. Their initial usage was for providing coverage in residential homes 

but rapidly, due to installation easiness and offload capabilities, enterprise 

facilities and metropolitan areas were targeted for femtocell deployments also. 

From an external point of view, a femto-AP is similar to a Wi-Fi AP rather 

than a UMTS BS and this might have been an important driver for the 

increased number of deployments. Looking similar to the well-known Wi-Fi 

router, transformed the femto-AP into a more familiar device being accepted 

more easily by persons that might consider a BS in their homes a potential 

dangerous device. Furthermore, the similarities with the Wi-Fi technology 

don’t stop here, the backhaul being assured by an Internet connection in the 

femtocell case also.  

4.1.1 Network access technologies 
But the two concepts that made femtocells a successful technology, 

using the licensed bands for connecting with the UEs as a normal BS and the 

alternative Internet backhaul might raise some issues when integrating with 

the core mobile network. For connecting with the 3G network four 

alternatives were proposed that were extensively described in [29]. In this 

section a short overview will be made over the existing network access 

possibilities presented in [29].  

4.1.1.1 Legacy Iub over IP 
This has been considered a vendor approach since it uses the already 

deployed RNC nodes in the mobile network. The femtocells are connected to 

the RNC via the standardized Iub interface just as a normal BS, the Iub stack 

being encapsulated in the IP signaling. But due to scalability issues caused by 

the RNCs capabilities to accommodate a large number of nodes this solution 

was soon abandoned.  

4.1.1.2 Concentrator 
 To cope with an increased number of Home NBs(HNBs) a second 

approach was suggested using a proprietary Concentrator that would replace 

the existing RNCs. But despite the fully integration with the existing RANs 

this solution was not implemented. [29] 

4.1.1.3 IMS and SIP 
 Another possible solution would consist in using a new Session Initiated 

Protocol (SIP) based protocol to make the link between the core network and 

the HNB. This would allow the integration of the FAP in the core network 

but would mean deploying of a separate SIP-based core network that would 

run in parallel with the existing PS and CS core network. A problem might 

arise when talking about the complexity of the system since the UE will be 

served by different core networks when indoor and outdoor (UEs served by 

FAPs or macrocells). [29] 



Chapter 4. Background  14 

 
 

4.1.1.4 Generic Access Network (GAN)- Based RAN Gateway 
 Another proposed solution for integrating the femtocells into the core 

network suggests using a new network controller (RAN Gateway) that 

connects the operator’s core network with the IP access network. This 

gateway links the IP traffic coming from several femtocells over the Iu-over-IP 

interface with the core network. This is achieved using the existing Iu-CS and 

Iu-PS interfaces. Using this architecture, some of the RNC’s functionalities 

have been mitigated into the HNB’s responsibilities this way the radio issues 

will be addressed by the Home NodeB while the core part will be the 

responsibility of the Home NodeB Gateway.  

 From an architectural point of view this solution contains several 

elements that will be shortly described in the following lines. 

CPE

UuUE HNB
HNB GW

SEGW

HNB Mgmt
System

SMLC CBC

MSC

SGSN

AAA
Proxy/Server

HLR

IP Access 
Network

Up

Iu-pc Iu-bc

Iu-cs

Iu-ps

Wm

TR-069

UE User Equipment
HNB Home Node-B
HNB GW Home Node-B Gateway
SEGW Security Gateway
GANC Generic Access Network Controller
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Figure  5 HNB architecture using GAN [29] 

 

 User Equipment: Customer’s 3G enabled device 

 HNB: Device that offers radio access network connectivity between UE 

and HNB Gateway 

 HNB Gateway: The Home Node-B Gateway is similar to Generic Access 

Network Controller that was defined for GAN Iu mode. This allows 

multiple CPE (Customer Premises Equipment) to be connected over the 

Generic IP Access Network. Furthermore the HNB GW has the following 

functionalities: 

o Control plane functionality: Using Security Gateway (SEGW) for 

authentication and encryption by creating a secure IPsec tunnel to 

HNB 

o User plane functionality: Making the connection between the Up 

interface on one side and the Iu-Cs and Iu-ps on the other side 

 Up Interface: A generic IP Access Network that connects HNB with HNB 

GW 
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 Authentication, Authorisation and Accounting Server(AAA): Used for 

authentication the HNB when setting a secure tunnel 

 HNB Management System: Connected to HNB directly using Up secure 

channel, used for managing the configuration of HNB  

 

 Furthermore we consider that a more detailed description for the FAP 

(Femto Access Point), AAA server and SeGW is opportune since these 

components play a significant role in the architecture.  

 

Femto Access Point (FAP) 

 The Femto Access Point is self-configurable plug-and play device 

designed for achieving extra coverage and capacity in the mobile customer’s 
location. From a design point of view it looks like a regular Wi-Fi Access 

Point linking the mobile 3G network to the mobile operator’s core network 

through an Internet broadband connection.  

From a customer point of view the FAP plays a transparent role 

between the customer’s UE and the core network. The mobile device uses its 

3G connection to access the mobile services while the FAP is responsible for 

all the circuit switched calls and packet switched sessions. Because of this and 

its self-organizing capacities the FAP can be considered a reliable solution for 

solving the capacity and coverage problems.   

 

Figure  6 NEC Femto AP [30] 

Security Gateway (SeGw) 

 The Security Gateway is the main component that offers the access to 

the core network by authenticating and terminating the IPsec tunnels that 

come from the FAP. For every deployed Femto Access Point a new IPsec 

tunnel is required, the SeGw being responsible also for managing, allocating 

and distribution of IP addresses. 

Authentication, Authorization and Accounting Server 

 It was added as an improvement of the secure access that was offered 

by the RAN GW. It is linked to the SeGW with the standardized Wm 

interface and offers authentication between the Femto Access Point and the 

Home Location Register through EAP-SIM or EAP-AKA authentication.  

4.2 Wi-Fi 
 According to the latest Cisco Data Traffic forecast [2] there are more 

than 200 million households that are using Wi-Fi networks. Furthermore the 

estimated number of Wi-Fi hotspots reaches 750 000 with a total of 700 

million users. Without doubt this numbers come as a confirmation over its 
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technical capabilities and deployment advantages that transformed Wi-Fi in a 

wide successful technology. Furthermore, if some time ago the mobile 

operators considered Wi-Fi as a separate business linked more to the fixed 

Internet broadband, nowadays their perspective changed. Wi-Fi has been 

taken in consideration as a reliable alternative for offloading the increasing 

amount of data from the “almost congested” networks.  In a recent report 

published by Informa Telecoms and Wireless Broadband Alliance [31] is 

revealed that 18 out of the 20 biggest mobile operators have planned to invest 

in deploying their own Wi-Fi HotSpot networks.  

 The Wi-Fi’s technology image evolved. Once seen as a threat by the 

mobile operators it is now considered a new business opportunity, a win-win 

situation where both involved parties take advantage. The mobile networks 

can face the “data tsunami” while the customer user experience improves.  

This new trend comes in addition to the results of a Cisco survey which 

revealed that consumers perceive Wi-Fi as offering faster speeds and lower 

prices than mobile cellular networks [32]. 

4.2.1 What is Wi-Fi and how it works? 
 Wi-Fi, based on the 802.11 IEEE standards, is a local area network 

technology that allows different capable devices to interconnect and exchange 

IP-based data over the air as if connected with a wire [33]. But just working 

in a wireless way is not a sufficient reason to explain the massive success this 

technology encountered. In order to understand its advantages a briefly 

presentation of this technology will be made in the following lines. 

 Wi-Fi technology operates over the unlicensed spectrum in the so called 

ISM (Industrial, Scientific and Medical) and U-NII (Unlicensed National 

Information Infrastructure) bands. More specifically it uses the 2.4 and 5 GHz 

frequency bands. A Wi-Fi network is complied by two separate devices that 

share the same spectrum, an AP (access point) and a client. In order to 

“advertise” itself the access point sends regular packets over the wireless 

medium called beacon frames. These packets are used for describing the AP’s 

MAC address and the network SSID (service set identifier), a text string that 

identifies a network. Prior that the connection is established an association 

process has to take place. This association process is done using an association 

request/response message exchange between the mobile device and the access 

point. Furthermore the mobile host has to authenticate to the AP and after 

this the connection is established.  

But since wireless medium is a shared medium where multiple 

transmissions can occur at the same time, Wi-Fi technology uses a multiple 

access protocol, the CSMA/CA (Carrier Sense Multiple Access with Collision 

Avoidance) protocol. This assures that a device will not transmit anything if 

the medium is busy. Furthermore Wi-Fi uses a link-layer acknowledgement 

scheme. This means that a transmitting station waits for an acknowledgement 

(ACK) that the transmitted frame reached successfully the destination. More 

specifically after receiving a correct frame the destination station waits a 

period of time known as the SIFS (Short Inter-Frame Spacing) and sends an 

ACK. The transmitting station waits for the ACK message for a certain 

amount of time and if it does not receive the ACK will retransmit the frame. 

If after a several number of retransmits the source station still does not 

receive the acknowledgment it will discard the frame. 
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CSMA/CA 

 As presented the Wi-Fi technology uses the CSMA/CA multiple access 

protocol. This will be explained below using Figure 7.  

      

Transmitter Receiver

Data frame

ACK

DIFS

SIFS

 

Figure  7 CSMA/CA protocol 

 

1) Transmitter senses the channel. If the channel is idle it waits a period 

of time, DIFS (Distributed Inter-Frame Space) and sends the data. 

2) If channel is sensed busy, transmitter sets a random waiting backoff 

time counter. While the channel is idle the counter is decreased. While 

the channel is busy the counter remains unchanged. 

3) When the backoff counter reaches zero transmitter station sends the 

frame and waits for the ACK. 

4) If ACK is not received transmitter enters step 2, setting a greater 

value as backoff time. If ACK is received and transmitter has another 

frame to send it enters in step 2 and sets another backoff time. 

 So by setting random waiting times the CSMA/CA protocol is trying to 

avoid collisions as much as possible. But this will not solve the “hidden 

terminal” problem or the issues caused by choosing the same random backoff 

time by two stations that want to transmit in the same time. For this 

situation a channel reservation scheme has been developed. A station that has 

data to transmit sends a Request to Send (RTS) frame to the AP asking for 

the channel for the time required to send the data and receive the ACK. In 

response to this the AP broadcasts a Clear to Send (CTS) frame offering the 

station the required permission and informing the other stations not to send 

during the reserved period. Using this mechanism any unwanted collisions are 

avoided but this comes with the expense of adding extra delays. For this 

reason this mechanism is being used only for transmitting large data frames 

[34]. 

4.2.2 Wi-Fi standards 
 There are several Wi-Fi standards that have been developed by the 

eleventh working group of the 802 IEEE (Institute of Electronics and 

Electrical Engineers) project [35]. The first version of the standard was 

released in 1997 and since then several amendments have been brought. The 

following Table makes a summary over the most deployed standards, 

802.11a,b,g and n. 
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Protocol 
Frequency 

[GHz] 

Channel 
Bandwidth 

[MHz] 

Max 
Data 
Rate 

[Mbps] 

Access 
method 

802.11a 5 20 54 OFDM 

802.11b 2.4 20 11 DSSS 

802.11g 2.4 20 54 OFDM/DSSS 

802.11n 2.4/5 
20 288.8 

OFDM 
40 600 

 

Table 1 Wi-Fi standards 
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Chapter 5: Comparative study 
 

 This chapter addresses the technical differences between Wi-Fi and 

Femtocells with respect to QoS, interference, security, maximum system 

capacity and deployment cost. Using this comparison, the eventual technical 

advantages of an IFW solution is derived.     

5.1 Quality of Service  
QoS or Quality of Service is a significant characteristic of a network 

element, a competence to offer certain differentiated services to a certain set 

of users. In many communication services this is usually achieved by offering 

different prioritization policies for different traffic types [36]. International 

Telecommunication Union (ITU) defines QoS in its recommendations as 

“collective effect of service performance which determines the degree of 

satisfaction of a user of the service” [37]. Nowadays data traffic is consumed in 

many shapes, applications having different QoS requirements. An efficient and 

successful offload technology has to assure these requirements in order to keep 

the customers satisfaction on a satisfactory level.  

5.1.1 Qos in Wi-Fi 
Originally Wi-Fi has been designed as a best-effort network. In 

traditional data consumption behavior the consumer was using Wi-Fi for 

delay-tolerant applications like Internet surfing, e-mail services or for data 

downloading. The CSMA/CA protocol was considered sufficient for sharing 

the resources among the users in a fair and equal way. This mechanism was 

sufficient for a good coordination but it didn’t provide any prioritization 

options. This perspective changed when real-time applications started to 

evolve and became an important share of the “traffic pie”. Applications like 

multimedia streaming or video-conference service need a different approach. 

Because of their delay-sensitive characteristics QoS level had to be raised for 

assuring customer satisfaction. Within the IEEE 802.11e working group 

enhancements were brought to the Wi-Fi protocol for improving the QoS 

capabilities.  

QoS before 802.11e 
The mandatory medium access method used in Wi-Fi is DCF 

(Distributed Coordination Function). This is based on CSMA/CA protocol 

and does not offer any QoS capabilities. It is a best-effort based system 

treating the traffic on a FIFO (First In, First Out) algorithm. In order to 

support delay-sensitive applications, an optional access method was 

developed. This is called PCF (Point Coordination Function) and is based on 

the existence of a central coordination station called PC (Point Coordinator). 

This way a station will obtain the access only after it has been polled by the 

Point Coordinator. But this method is rather inefficient due to increased 

complexity of the polling algorithm which reduces the performance when 

traffic load is increased [38]. 

802.11e enhancements 
The IEEE 802.11e amendment brings a new coordination function: HCF 

(Hybrid Coordination Function). Within this function two methods are 

proposed for gaining medium access, Enhanced Distributed Access (EDCA) 
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and HCF Controlled Channel Access (HCCA). Both of them are 

improvements brought to DCF and PCF, respectively. 

In addition to DCF, EDCA brings three modifications, Access 

Categories (ACs), Arbitrary Inter-frame Spacing (AIFS) and Backoff timers. 

There have been defined four different ACs based on different traffic types: 

background, best-effort, video and voice. For each AC different AIFS and 

Backoff timers have been set. This way different traffic type will get different 

chances for transmitting, the higher the priority the smaller the AIFS.  

Furthermore a Transmission Opportunity (TXOP) period has been 

introduced. This is defined by a starting time and a maximum duration while 

a station can transmit multiple frames in a row.  

To conclude, for providing QoS capabilities, 802.11e imposes eight 

Traffic Categories (TCs) that are mapped into 4 ACs corresponding to four 

priority queues. For each queue different AIFSs and Contention Window 

periods have been defined. This way, queues that were categorized as having a 

higher priority, will statistically have to wait less time than the low priority 

ones. But this is done only on a per station basis. This means that there is no 

guarantee that high priority traffic originated from one station will precede 

low priority traffic from another station.  

5.1.2 QoS for femtocells  
For cellular networks, voice services were the major concern when 

discussing about QoS. But starting with 3G deployment, QoS had to be 

defined for data services also. Customers were used with a certain level of 

performance and this is what they were expecting from the data services also. 

In its Technical Specification 23.107 [39], 3GPPP released its requirements for 

QoS provisioning in the UMTS networks. According to this four, priority 

classes have been defined: conversational, streaming, interactive and 

background. Defining has been done according to their delay sensitive 

characteristics, where conversational and streaming classes being the most 

delay-sensitive and used for real-time traffic have the highest priority, while 

interactive and background classes, used for traditional web-surfing and e-

mail applications receive the lowest priority.  

 Like in Wi-Fi case, 3G’s radio spectrum is shared among the users. For 

gaining access over the shared medium a mobile device sends a transmission 

request to BS. Upon receiving the request, the base station acknowledges it, 

proceeds for a resource reservation procedure and informs the mobile device 

about the medium access permission. This resource reservation approach done 

by a centralized control base station provides the elements required for 

assuring the QoS constraints. Furthermore a Call Admission Control (CAC) 

mechanism is implemented for blocking new calls when the required 

bandwidth is not available, assuring the required quality for the existing 

users.  

 Another important aspect linked to femtocells’ QoS is the backhaul 

connection. While in Wi-Fi case users are used with a best-effort service, 

femtocells’ expect the same high level QoS the traditional mobile networks 

offer. Among its own network, a mobile operator that offers femtocells 

services will have to rely also on the backhaul quality that links the FAP to 

the Femto gateway. For femtocell deployment three backhaul scenarios are 

possible: same operator for mobile services and backhaul, different operators 

with a Service Level Agreement (SLA) and different operators without a SLA.  
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 When the mobile operator that offers the femtocell service owns the 

backhaul internet line, a certain required bandwidth can be easily assured for 

the FAP in order to offer the required QoS. This can be done statically or 

even dynamically for efficient bandwidth management when high bandwidth 

applications are used. When different actors operate the femtocell service and 

the backhaul, but a SLA (Service Level Agreement) between them is present, 

the bandwidth required for proper QoS can still be assured based on the 

signed agreement. In the case when no SLA is present, femtocell operators 

cannot assure a certain QoS level. When the load in the access network is 

lower than the network capacity, femtocells’ users may experience a 

satisfactory service. On the contrary, when the load exceeds the capacity 

network, femtocells’ originated traffic will suffer also, affecting the QoS.  

5.1.3 QoS for Integrated Femto-Wi-FI 
Even with the enhancements brought by 802.11e amendment Wi-Fi’s 

QoS capabilities are still lower than those offered by the 3G femtocells’ 

service. In the femtocell case access to medium is achieved on a resource 

reservation basis done in a centralized control way while in Wi-Fi’s case, even 

with traffic prioritization schemes, only a statistically improvement can be 

achieved.  

But the high throughput Wi-Fi is capable, might be the right driver for 

deploying in a single device both technologies. Depending on their 

requirements, different services can be served either by femtocells for those 

with high QoS needs while services demanding high throughput but being 

delay-tolerant can be served by the Wi-Fi AP. In terms of QoS we find no 

drawbacks for deploying an integrated Femto-Wi-Fi technology.  

5.2 Capacity calculation 
 For making a comparison between the two technologies also deployment 

costs have to be taken into consideration. In order to make this estimation a 

real deployment scenario is proposed. A newly built squared shaped office 

building is considered, having a 50 meters long side. The proposed building is 

a five flours building accommodating 200 persons per floor. Each floor is 

divided by walls in four equal open space areas each measuring 625 square 

meters.  
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Figure  8 Building and floor plan 

 For estimating the consumption behavior and capacity needs the 

estimations provided by Cisco [40] will be taken into consideration. According 

to this, mobile data consumption reached almost 4GB/month/person in 2012 

while for 2017 one mobile user is expected to consume 14GB/month. A worst 

case scenario will be taken into consideration for this simulation where the 

entire data amount will be consumed during the working hours, 20 

days/month, 8 hours/day. Using this assumption the total required capacity 

per entire building will be 50.86Mbps and 191,66Mbps for 2012 and 2017, 

respectively. The total data each person consumes every month is considered 

device independent, each person using only one device at a time. This way the 

total number of simultaneous connections is 200 per each floor while the 

required capacity per floor is reaching 10.172Mbps in 2012 and 38.332Mbps in 

2017. 

5.2.1 Femtocell deployment 
 For femtocell deployment Enterprise FAPs will be used using a 5MHz 

bandwidth, separated from the outdoor macrocell deployment. The majority 

of femtocell vendors provide FAPs that can serve a maximum of 16 

concurrent users [41] and taken into consideration that we expect that every 

person will need one connection, a minimum number of 13 FAPs/floor and 

65APs in total will be needed in order to fulfill the requirements. From a 

capacity point of view a femtocell is estimated to offer a minimum 5.4Mbps 

[42]. This would lead to a total of 70.2Mbps available throughput for each 

floor and 351Mbps for the entire building. This would mean eight times the 

required capacity in 2012 and almost two times in 2017. In this case we can 

conclude that the Enterprise femtocell deployment is limited rather of the 

number of concurrent users than the required capacity.  

Number of 
FAPs per 

floor 

Radius of a 
FAP 

Total 
Coverage 

Capacity of a 
FAP 

Total 
Capacity per 

Floor 
13 15m 9184m² 5.4Mbps 70.2Mbps 

 

Table 2 FAP deployment 
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5.2.2 Wi-Fi deployment  
 For Wi-Fi deployment four different solutions were taken into 

consideration: 802.11b, 802.11g, 802.11a and 802.11n. For estimating the 

required number of APs necessary to fulfill the capacity requirements, 

distance dependent throughput estimations have been taken into 

consideration. It is worth to be mentioned that the throughput achieved by 

one AP may differ from the actual data rate due to protocol overheads like 

interframe spacing, preamble or framing headers. A rule of thumb considers 

the actual throughput as half of the data rate [35]. 

 For this capacity calculation only the downlink traffic has been taken 

into consideration, the aggregated throughput being measured per AP. 

Depending on the distance between the AP and the user and the deployed 

solution, the total throughput for each AP is presented in Table 3.  

Distance 
(meters) 

802.11b 
(Mbps) 

802.11g 
only 

(Mbps) 

802.11g 
Mixed 
(Mbps) 

802.11a 
(Mbps) 

802.11n 
-2.4 
GHz 

(Mbps) 

802.11n 
-5 GHz 
(Mbps) 

3 5.8 24.7 14.7 24.7 100 180 
15 5.8 24.7 14.7 19.8 90 150 
30 5.8 19.8 12.7 12.4 60 110 
35 5.8 12.4 9.1 4.9 50 80 

 

Table 3 Throughput per AP for different Wi-Fi solutions [43], [44] 

 According to Table 7 for 2012 requirements two 802.11b APs are 

needed. If 802.11g is deployed, only one AP will be meet the capacity 

requirements if no 802.11b clients exist in the network. When 802.11b devices 

exist in the 802.11g network, the AP will use protection mechanisms that will 

lower the throughput. Taken into consideration the large number of users and 

the wide range of devices used nowadays, we may assume that a mixed 

802.11a/b/g network will exist. In this case two and four 802.11a/b/g APs 

will be needed for 2012 and 2017, respectively. When using 802.11a’s 5GHz 

band higher throughputs can be achieved but on smaller ranges. Only one 

802.11a AP would be sufficient to reach the required capacity and coverage 

for 2012 while for 2017 three 802.11a access points will be needed. In case of 

802.11n, only one access point will be needed for both frequency deployment 

cases. The number of APs necessary for reaching the coverage and capacity 

requirements for the entire building are depicted in    Table 4.  

Year 
802.11b 
(Mbps) 

802.11g 
only 
(Mbps) 

802.11a/b/g 
Mixed 
(Mbps) 

802.11a 
(Mbps) 

802.11n 
-2.4 
GHz 
(Mbps) 

802.11n 
- 5 GHz 
(Mbps) 

Total 
required 
APs in 
2012 

10 5 10 5 5 5 

Total 
required 
APs in 
2017 

35 15 20 15 5 5 

 

Table 4 Number of required 802.11 APs 
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5.2.3 IFW deployment 
 In the deployment calculation it has been considered that all 200 users 

will need broadband coverage in the same time. But this is not the case of 

voice calls. Considering a 20% voice transmitting probability, we may assume 

that only 40 concurrent users may need the improved signal advantages 

brought by the femtocells deployment at a certain moment. Considering that 

16 users may be served by a femto-AP, 3 femto-APs/floor will be needed to 

serve all the voice calls transmitting users. Taking also the spatial coverage 

into consideration, a minimum number of four femto-APs will be needed for 

covering an entire floor. Furthermore, from a data capacity point of view, by 

using four 802.11n access points, the requirements can be easily met both for 

2012 and 2017 cases. We conclude that using four IFW access points per floor 

will be sufficient, achieving both improved indoor 3G signal and also 

offloading the data traffic.   

5.3 Deployment cost 
 For calculating the total deployment cost only the APs price will be 

taken into consideration. We assume this due to low installation costs and 

also taken into consideration that the backhaul costs will be the same, a 

broadband Internet connection being needed in both cases. For Wi-Fi’s 

deployment two APs types will be taken into consideration, a 802.11a/b/g 

capable AP and a 802.11n AP. The reason for this lies on the multitude of 

such integrated APs that exist on the market. Furthermore the deployed APs 

have to have backward compatibility with all Wi-Fi legacy devices in the 

network.  The estimated price for an enterprise 802.11a/b/g AP is around 150 

EUR while for 802.11n is 400EUR. The estimated price for a femtocell access 

point is 250EUR [45]. According to this, estimations the total deployment 

costs for the entire building for the two capacity demands are depicted in 

Table 6. 

Year 802.11a/b/g 802.11n Femtocell 
2012 [EUR] 1500 2000 16250 
2017 [EUR] 3000 2000 16250 

 

Table 5 Deployment cost 

 As it can be observed there is a significant cost difference between the 

two technologies. This comes from the small maximum number of users that 

can be served by one femtocell access point. But even it is more costly than 

Wi-Fi, femtocell technology brings another advantage, improved signal 

quality for the indoor location.  

 Analyzing the deployment scenario, we find the deployment of an 

integrated femto-Wi-Fi solution as an opportune and cost effective way for 

both improving indoor signal quality and also offloading the data mobile 

traffic. By using 4 IFW-APs/floor, estimated at around 400EUR, deployment 

cost will reach 10000EUR in total. We assume that 802.11g Wi-Fi will be 

used covering the required capacity demands both for 2012 and 2017 cases.  
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Figure  9 Deployment cost comparison 

 
 In conclusion, as it can be observed in Figure 9, an integrated femto-

Wi-Fi solution would represent the middle solution between Wi-Fi and 

femtocells in what concerns deployment price. By succeeding to offload the 

entire data mobile traffic and to improve the indoor signal level while still 

remaining cheaper than the traditional femtocells, we consider the IFW 

solution a “win-win” situation when comparing capabilities and deployment 

costs.    

5.4 Security  

5.4.1 Femtocell security 
By introducing the femtocells, the operators might solve the congestion 

issues by sending the increasing data traffic directly over the Internet rather 

than on their own networks. But this comes with a price. New security issues 

might arise when “opening” the core networks to the “wild and untrusted” 

Internet. Furthermore, traditionally base stations were considered trusted and 

hardly reachable but this was happening due to their installment in rather 

secure locations [46].  On contrary, in the femtocells’ case, the FAPs are 

installed directly at client’s venues or in accessible public places where the 

risks of being target for different security attacks increases. Threats like 

bringing modifications to FAPs’ firmware, data traffic monitoring or Denial of 

Service attacks against core networks have been identified by different actors 

in the industry [47].   

From an architectural point of view, security attacks may be achieved 

on three levels: in the wireless link between the mobile device and the FAP, in 

the FAP and on the backhaul internet connection that links the FAP to the 

core network using the Security Gateway (SeGW). For solving these potential 

problems 3GPP proposed in its 33.320 Technical Specification [48] a set of 

security requirements concerning the FAPs and the associated network nodes 

for enabling security in the femto subsystem.  
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Figure  10 Security risk levels in Femto subsystem 

Security requirements regarding the FAP 
 As aforementioned, the FAP has the role of a traditional base station 

located in the client’s premises. Taking this into consideration, further 

security improvements have to be brought in order to provide secure services. 

3GPP recommends a mutual authentication between the FAP and the SeGW 

based on unique certificates. Furthermore, before getting access into the core 

network the integrity of the femto-access point should be validated. For 

securing any sensitive data like cryptographic keys or authentication 

credentials no plaintext information will be used or made available to 

unauthorized access. The FAP is also responsible for filtering the 

unauthenticated traffic originated in the access network. 

Security requirements regarding the SeGW 
 The Security Gateway plays an important role in the architecture, being 

the link between the unsecured internet part and the operator’s core network. 

The SeGW achieves mutual authentication with the FAP and permits the 

further access into the FemtoGW towards the core network.  

Security requirements regarding the backhaul link 
 Unlike the traditional base stations where the backhaul link was 

considered secure, in the femtocell case the backhaul link is provided by an 

Internet connection. This is the reason why additional security measurements 

like IPsec or IKEv2 have to be taken into consideration for authentication 

and authorization as well as for offering encryption for transmitted traffic, 

data or signaling.   

 As mentioned the FAP and the core network’s side have to mutual 

authenticate before a secure connection is achieved and data traffic is 

exchanged. This device authentication is based on Internet Key Exchange v2 

(IKEv2) with public key signature based authentication with certificates [49]. 

After authentication is achieved, an IPsec tunnel is established between the 

FAP and the SeGW, necessary for securing the backhaul connection. This is 

done by data encryption using security keys created and shared using 

different Extensible Authentication Protocols (EAP).     

Location verification 

 Being deployed in customers’ premises and having small dimensions, it 

may be assumed that FAP might be easy portable by the users for several 

reasons. It may be assumed for example, that customers may be using the 

FAPs for abroad mobile connection, in an attempt to avoid expensive 

roaming tariffs. Enabling a FAP in different areas than the designed ones 

might also lead to interference or regulatory issues due to the licensed 
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spectrum used. Location verification can be achieved by using the IP address 

provided by the FAP, using the information of the surrounding macro-cells or 

by installing a GPS module into the FAP.  

Security attacks 
 Despite all the security measurements taken, IPsec, mutual 

authentication or SeGWs, femtocells have also been victims of several attacks.  

In an attack over Vodafone’s femtocell a group known as The Hacker’s Choice 

succeeded to connect to the FAP using a serial port and gain total control of 

the FAP after guessing the root password and username [49]. Another 

successful demonstrative attack was done against an SFR Femtocell by 

exploiting a system recovery security flaw [47]. Even though these discovered 

security issues were fixed, these attacks proved that the femtocell system is 

not impenetrable and the fact that the access point is deployed at the 

customer’s location might raise severe threats for the once assumed secure 

core network.  

5.4.2 Wi-Fi security 
 Like in femtocells’ case, security in 802.11 networks is achieved within 

three levels: confidentiality by message encryption, integrity by not 

permitting message modification along the transmission path and 

authentication by assuring that only authorized users are using the services.  

Though, for assuring a convenient security level, a set of measures have been 

proposed.  

MAC (Media Access Control) filtering 
 This method implies filtering the access for different users based on the 

network interface card’s MAC address. This is an unique assigned 12 digit 

hexadecimal number assigned for every NIC card. Based on this, any 

unauthorized user may be blocked from accessing the network. However this 

has two main drawbacks: the MAC address can be easily modified in order to 

impersonate an authorized user and secondly a scalability issue might be 

raised when the number of allowed MAC addresses in a network would 

rapidly increase.  

Wired Equivalent Privacy (WEP) 
 WEP was introduced in 1997 [50] for providing confidentiality and 

integrity. Using a Cyclic Redundancy Check it calculates the message’s 

Integrity Check Value (ICV). The message, together with the ICV, is 

encrypted using the RC4 stream cipher algorithm based on a 64 or 128 bits 

encryption key. Due to several successful attacks WEP protocol is not 

considered secure and Wi-Fi Protected Access (WPA) standard was defined 

[51]. 

Wi-Fi Protected Access (WPA) 
 WPA standard was developed for solving the security vulnerabilities 

presented by WEP using a software-based patch and was released in 2003 in 

two variants based on the authentication mode: Personal- using a pre-shared 

key (PSK) and Enterprise using EAP and 802.1X [52]. The standard is based 

on the Temporal Key Integrity Protocol (TKIP) and was designed as a 

temporal software solution to address the WEP problems without changing 

the hardware devices. A new mechanism that was supposed to detect an 

attack was also introduced. According to this, if in an interval of 60 seconds, 

two frames having corrupted message integrity codes are received, the AP 
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cancels all current connections and requires all keys renegotiation [33]. This 

introduces a great vulnerability toward DoS (Denial of Service) attacks.  

WPA2  
 WPA2 standard was introduced in 2004 and since 2006 it became 

mandatory for every Wi-Fi Certified device [50]. It introduces a new 

encryption algorithm, CCMP (Counter Mode with Cipher Block Chaining-

Message Authentication Code) with AES (Advanced Encryption Standard) 

that is considered the most advanced standard-based encryption algorithm 

available at the moment. WPA2 provides mutual authentication, strong 

encryption and interoperability with previous standards devices [52]. A pre-

shared key, PSK, is used for generating a per-connection key, Pairwise 

Transient Key (PTK), that will be used for further encryption. The problem 

with the PSKs keys is that once the PSK is discovered, even if it is revoked, 

it can still be used for decrypting any previously recorded traffic. Even if it is 

considered secure for cracking, a 8 characters PSK would require one year 

using the computation power of 1000 PCs [53], the pre-shared based protocols 

are still vulnerable. It may be revealed by accident to potential attackers or 

once authorized users can still make use of it after their network access 

permission expired (e.g. former employees).  

 These problems have been addressed by WPA2-Enterprise by using 

802.1X Authentication, Authorization and Accounting (AAA) servers and five 

Extensible Authentication Protocol- EAP standards [50]:  

 EAP-TLS – using digital certificates for authentication 

 EAP-TTLS/MSCHAPv2 – securely tunnels client password 

authentication within TLS records 

 PEAPv0/EAP-MSCHAPv2 – password based authentication 

 PEAPv1/EAP-GTC – changing token authentication 

 EAP-SIM – based on SIM cards installed in mobile devices in GSM 

networks 

 EAP-AKA – based on USIM installed in mobile devices in UMS 

networks 

 Behind the AP, an AAA server supporting the same EAP standard has 

to be available in order to mutual authenticate to the user. Once the mutual 

authentication is achieved a Pairwise Master Key (PMK) and a Pairwise 

Transient Key (PTK) are generated that will be further used for message 

encryption using the AES encryption.  

 The AES encryption algorithm remains still uncracked being considered 

safe against any brute force attacks. A study conducted by Seagate [54] 

revealed that if every person in the world would own 10 computers and use 

them all together for cracking an 128-bit AES key there would still be 

necessary         years. But even using this encryption algorithm does not 

make WPA2 100% secure. A security breach identified as Hole 196 has been 

identified by AirTightNetworks [55]. Exploiting this vulnerability, an insider 

(authorized user), can conduct man-in-the-middle attacks, inject malicious 

code in other authorized Wi-Fi devices or launch a DoS attack inside the 

network. Sadly, as this vulnerability is fundamental for the WPA/WPA2 

protocol, no immediate solutions may be found [55]. Even if for conducting 

this type of attack the attacker has to be authenticated in the network, this is 

does not eliminate the threat at all, a report released by CSO Magazine, U.S. 
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Secret Service and Deloitte revealed that the most costly and damaging 

attacks are  conducted by insiders (employees or contractors)  [56].  

5.4.3 IFW Security 
 It has been proven that even using the most advanced security 

protocols, Wi-Fi networks still present dangerous threats. But the most 

concerning aspect lies in the easiness these attacks can be conducted. In most 

of the cases a potential attacker needs a Wi-Fi capable computer while the 

necessary software is provided by open-source applications widely found over 

the Internet. Moreover, there are still numerous open networks and hotspots 

were even the minimum security measurements are not implemented.    

 On the other hand femtocells and the operators’ network might be 

consider safer than Wi-Fi but the risks both the customer and the operators 

face are considerable higher in the femto case. In the improbable case of 

compromising the FAP, an attacker might harm both the mobile user and the 

operator. The attacker might for example, impersonate the user and generate 

extra traffic on his behalf. By gaining access to the FAP an attacker might 

also threaten the core network, an area that was considered as secure and 

trusted in the mobile network.  

 An important aspect concerning security issues may also be linked to 

users’ behavior. Because the Wi-Fi networks are considered not 100% secure, 

users may be more reticent when delivering sensitive data over it. On 

contrary, because of the relative security the femtocells and mobile networks 

claim to offer and the higher complexity devices a potential attacker has to 

use, users may approach a more relaxed behavior and expose to eventual 

security threats when using the femtocell services.   

 Successful past attacks conducted against both Wi-Fi and femtocells 

proved what was already known. As Sony CEO mentioned, no network is 

100% secure [57] and being wireless technologies doesn’t make it easier. An 

IFW solution would bring no improvements from a security point of view in 

comparison either with femto or Wi-Fi alone. Like a chain only is as strong as 

its weakest link, a system’s strength is determined by the strength of its 

weakest component. But taking into consideration that both technologies are 

currently in use we see no new security issues that might arise by using an 

integrated solution.  

5.5 Interference 
 

5.5.1 Femtocells’ interference issues 
 For studying the interference related issues the network deployment 

scenarios for femtocells are worth to be mentioned. Depending on whether a 

Macro layer exists or not, or whether the femto APs are deployed singularly 

or grouped as a network, the various three deployment cases are depicted in    

Figure 11. 

 Type 1 - Grouped femtocells network over a macrocell layer: Scenario 

where two network layers co-exist, an upper-layer corresponding to the 

Macro-layer served by the traditional Macro BS and a lower layer served by 

the femtocell network. This is the most common deployment case, where the 
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femtocells are being used for improving services offered by the MacroBS by 

solving indoor coverage and capacity issues. 

 

Internet
Macro BS

Femto AP

Macro BS

Type 1

Type 2

Type 3  

Figure  11 Femtocell deployment scenarios 

 
 Type 2&3 - Grouped or stand-alone femtocells network without 

macrocell coverage: Scenarios used for assuring services in areas where 

macrocell coverage is low or non-existent.  

 As seen above, femtocell deployment might differ from the traditional 

MacroBS deployment by having a two layer configuration, extending coverage 

and capacity where needed. But this comes with a price when talking about 

interference. When two or more devices transmit in the same frequency band 

at the same location and time the destination device might not distinguish its 

dedicated signal among the others. Thereafter analyzing femtocell situation, 

interference can occur on two levels. A co-layer interference case between two 

or more femtocells deployed close to each other and a cross-layer interference 

case when signals belonging to femto and macro layer interfere with each 

other. 

Co-layer interference 
 Co-layer interference appears as a result of deploying several femto APs 

in close vicinity with each other, this signal degradation being independent on 

the existence of an upper macro layer. It appears in cases like enterprise 

deployments or even in residential cases when the separating walls between 

the apartments are too thin.  

Uplink interference 

 In the uplink case interference issues are caused by the mobile devices, 

more specifically a certain femto AP receives signals emitted by other mobile 

devices other than the served ones.  In the worst case, the total interference 

power level can be higher than the useful signal, making the communication 

impossible. Thus an UE’s transmit power limit is recommended to be used by 

each femto access point [29]. The FAP will sense the signal level received from 

the other neighboring APs and depending on that will set a maximum 

transmitting level for each of its serving mobile devices in order to achieve a 

minimum SINR for a required service.  
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Downlink interference      

 On the other hand, in the downlink case, the FAPs can be considered as 

interference sources affecting mobile devices connected to other FAPs. For 

avoiding such cases 3GPP recommends adaptive transmitting power control 

mechanisms to be implemented into FAPs [29]. Downlink interference cases 

are more prevalent in the closed subscriber group femtocells since in this case 

a mobile device is served by the FAP that is registered to rather than the one 

that offers the highest signal level.  

Cross-layer interference 
 Cross-layer interference appears in cases where the two stations that 

interfere belong to different network layers, more specifically between the 

macro and the femto layer. Like co-layer interference, cross-layer interference 

appears both in the up-link and downlink scenarios. A straightforward 

solution for this would consist in using different carrier frequencies among the 

two layers. But due to spectrum scarcity this solution might not be 

economically feasible. A second approach, where spectrum frequencies are 

shared among the two layers, raise another concern for the operators since a 

newly deployed femtocell network can degrade the signal quality at the 

macrocell layer.  

Uplink Interference 

 In the uplink case a high transmit power of the femtocells’ mobile users 

can cause interference at macrocell BS. This can be solved by the FAPs by 

limiting the maximum power a mobile device can transmit. But lowering the 

power too much might lead to other interference issues, this time caused by 

the macrocell’s mobile devices. Thus a transmitting power tradeoff has to be 

taken into consideration by the FAP.  A second case of uplink interference 

appears when mobile devices connected to the MacroBS transmit close to the 

FAP.  

Downlink Interference 

 An important interference issue is created by closed subscriber group 

femtocells. In their vicinity, users that are served only by the macrocell will 

suffer severe interference coming from the FAPs. A solution for this would be 

limiting the maximum transmitting power of the FAPs.  But this is not a 

feasible solution since the deployment scenarios are different. Furthermore 

macrocell BSs can create interference at the FAP also, mainly when femtocells 

are deployed closed to the macroBS.  

Self-Organizing Networks (SON) 
 Unlike the macrocell case where the deployment of new BSs is done in a 

strictly pre-planned way, the femtocell deployment is less centralized. 

Traditional interference management techniques used in the macro layer may 

not be feasible due to the variety of the deployment locations and even more 

due to the large number of FAPs. So, automatic systems need to be deployed 

in order to cope with this scalability issue.  This is the point where the Self-

Organizing Networks (SON) concept appeared, concept that brings together 

plug-and-play capabilities with automatic configuration and network adaption 

[58].  

 An extensive interference analysis has been done in [59]and [60] 

proposing different solutions for different deployment scenarios where 

interference might be a considerable issue. The studies concluded that, using 

transmit power management techniques, femtocells can be safely deployed 



Chapter 5. Comparative study  32 

 
 

without causing significant deadzones in the macrocell layer. In the downlink 

case it has been shown that sensing the medium and adjusting the transmit 

power accordingly, FAPs can be deployed successfully both in dense urban 

and suburban scenarios.   

5.5.2 Wi-Fi’s interference issues 
 Working in the free and un-licensed ISM band might have its 

advantages related to deployment cost and wide-public accessibility but it can 

be a nightmare when talking about interference coming from outer 

technologies that use the same band. The 2.4 GHz band is shared with other 

wide scale used technologies among which we can find microwave ovens, 

cordless phones and Bluetooth devices. In what concerns the transmission, 

Wi-Fi can be assumed “polite”, transmitting only when the medium is 

considered free. Sadly the other technologies sharing the same frequencies do 

not embrace the same “attitude” causing potentially damaging interference 

that may defer a Wi-Fi device from transmitting. On the other hand the 

5GHz band is dedicated to communication systems, so in theory external 

interference should be lower. But this is not a “happy” case also since the 

5GHz band is shared with the radar system which is given priority. This is 

the reason that in the majority of 5 GHz WI-Fi devices are required to be 

used indoors or to terminate the transmission or to change the channel when 

a radar transmission is sensed [61]. 

 In Wi-Fi technology the total available spectrum is divided into a 

number of channels. These channels are identified individually by an assigned 

number and a center frequency related to this number. Each channel can be 

described by its center frequency and the channel bandwidth. Usually the 

assigned bandwidth is 20MHz an exception being 802.11n technology which 

uses 40MHz wide channels. The channel number is linked to the center 

frequency by the following formula [61]:  

                

                                                      

                                                                    

 Even if the total number of channels might seem large in theory, in 

practice the total number of usable channels is rather low. For the 2.4GHz 

band there are a maximum number of 13 distinct channels in Europe and 11 

channels in the United States. Each consecutive channel has the center 

frequencies 5MHz apart from the previous one, an exception being channel 14 

that is used only in Japan. This is centered on 2.484MHz having a 12MHz 

difference from channel 13.  

 But this 5MHz separation is not enough for avoiding inter-channel 

interference.  Within a channel most of the energy is spread over a 22MHz 

band [35] so in order to have no-overlap, four channels separation is required 

between adjacent channels. More specifically channels 1,6 and 11 are 

recommended in a simultaneous deployment as shown in Figure 12.  

 Having only three non-overlapping channels is rather insufficient for 

large deployments such campuses or stadiums. Furthermore, same problems 

might appear in over-congested exhibition halls or residential blocks where it 

is common that every exhibitor or apartment has its own Wi-Fi access point. 

In those cases one of the most important source of interference is the inter-cell 
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interference. It has been shown that increasing the number of access points in 

different scenarios not only that does not improve system’s cumulative 

throughput but it actually reduces it [62]. 

 

 

 

Figure  12 Channel separation in 2.4GHz band [35] 

 On the other hand the 5GHz band used by 802.11a and 802.11n is less 

crowded than the 2.4GHz one. And this is happening not only due to the 

lower number of AP’s and other devices deployed in this band but also due to 

the increased number of non-overlapping channels. Depending on the channel 

width, 20MHz or 40MHz, and on location there are from 8 up to 24 non-

overlapping channels available. This will lower the interference issues that 

were present in the 2.4GHz band.  

5.5.3 IFW’s interference 
 Wi-Fi and femtocell technologies have two different approaches 

regarding the frequency spectrum used for transmission. While femtocells are 

using the operator’s regulated spectrum, 802.11 technologies transmit in the 

unlicensed spectrum along with other technologies. This raises more problems 

when talking about interference in the Wi-Fi’s case. Moreover, femtocell’s self-

organizing’s capabilities help this technology become interference-free. By 

using different frequency bands the co-existence between a FAP and a Wi-Fi 

AP in the same device is possible without extra interference problems, in the 

same way as mobile devices do not interfere nowadays with the already 

deployed 802.11 networks. An integrated femto-Wi-Fi device would inherit 

both technologies’ interference issues and avoidance capabilities. 

5.6 Technical comparison conclusion  
 Despite the fact that Femto and Wi-Fi might be deployed based on the 

same mobile data offloading drivers the two solutions differ in most of the 

studied technical areas. As previous shown, an IFW solution would benefit 

from the strengths points provided by both technologies. An IFW solution 

would add seamless voice capabilities, increased capacity and as a 

consequence lower deployment costs. In what concerns the interference issues 
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no improvements can be brought by integrating the two technologies but in 

the same time no drawbacks have been discovered in this area. An IFW 

solution would inherit all the positive technical aspects from both technologies 

lowering the weaknesses when either Wi-Fi or Femto are chosen individually. 
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Chapter 6: Economic and business relations 

implications when using an IFW solution 
 

 This section will describe the eventual changes in the mobile offload 

ecosystem when an IFW is chosen over Wi-Fi or Femto alone. Since the three 

offload use-case scenarios, residential, enterprise and public-venues, have 

different actors in common, we will start by presenting a brief description of 

them. Based on the presented actors and the business relations among them, 

the existing Wi-Fi and femtocells offload ecosystems will be described. 

Eventually, based on the two described models, the IFW mobile offload 

ecosystem will be derived.  

6.1 Main actors 

ISP’s (Internet Service Providers) 
 The Internet Service Provider is the actor that provides the Internet 

connectivity. It usually has a long term contract with the end customer, both 

residential and enterprise, offering Internet access through different 

connection types like copper wires or optic fiber. They can provide only the 

Internet connection to the customer’s building, the customer being responsible 

for the Wi-Fi connection, or they can provide the full service, where they 

provide and install the Wi-Fi APs. ISPs can also provide Wi-Fi hotspots in 

public places for their fixed broadband customers for an increased service 

differentiation among other similar players. In the femtocell offload case the 

ISP assures also the necessary backhaul for connecting the FAPs with the 

mobile operator’s core network.  

WISP’s (Wireless Internet Service Providers) 
 The Wireless Internet Service Providers usually offer Internet access in 

selected locations. The targeted locations are mainly crowded public venues 

like airports, hotels, restaurant and pubs or highly touristic places. Income is 

generated based on two different business models.  In the first case, in free 

public places like airports or train stations, the end user might pay a monthly 

or single-time access fee to the WISP. In the second case, in places like hotels 

or pubs, the venue owner might offer free internet access to its clients as an 

added service for differentiation and improved customer satisfaction. This is 

achieved through a signed contract between the venue owner and the WISP.  

 A successful WISP example is TheCloud [63]. Founded in 2003 and 

acquired by the British media group BSkyB in 2011, TheCloud expanded 

continuously its hotspot footprint, achieving nowadays over 23,000 APs in 17 

European countries [64] with services starting with single AP hotspots to 

meshed urban networks.  

Wi-Fi aggregators 
 The Wi-Fi aggregators bring together under the same roof different Wi-

Fi networks belonging to different operators. By signing interconnection 

agreements with different operators, the Wi-Fi aggregator can extend rapidly 

its hotspot footprint, offering its customers an increased APs base they can 

roam into.  
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 One of the biggest networks created under an aggregator logo is the 

Spanish based FON network. The IEEE 802.11n Fonera Wi-Fi routers are 

broadcasting two Wi-Fi signalns, one encrypted private signal for the AP 

owner and one opened shared signal for any other FON users in the area. 

FON offers its members free internet access at every owned AP worldwide. 

The model had proved to be a successful one, the FON network reaching 

eight million APs in more than 100 countries [65]. 

 A successful offloading case is represented by the partnership between 

FON and Softbank, one of the top Japanese mobile operators with more than 

28 million subscribers. Following the agreement, upon buying a new 

smartphone or tablet, every Softbank customer receives a Fonera, FON’s Wi-

Fi router. Furthermore all mobile devices are configured to automatically 

connect to any other FON Wi-Fi access point when such a connection is 

available. By offering its customers plug-and-play Fonera routers, Softbank 

succeeded to offload to the Wi-Fi network as much as 50% of the 3G data 

traffic during the peak hours.  

Premise owner  
 When discussing about mobile indoor offload solutions the premise 

owner plays without doubt an important role. Whether owners of residential 

homes, a private enterprise or an airport terminal, the premise owners play 

different roles. In the residential case its role is rather small, the premise 

owner being identified with the end user, playing a passive role where data 

offload is driven by the mobile operators’ needs. In the case of large public 

venues the premise owner has a significant increased role. Beside the 

operators’ capacity needs, data offloading is driven also by the desire of the 

venue owners to offer its customers’ an improved experience while visiting 

their location.  

Mobile Network Operators (MNOs) 
 The Mobile Network Operators play the central role in the mobile data 

offload ecosystem. Using their resources, like spectrum, core networks, etc., 

they provide voice and data services to subscribers. In the increasing data 

traffic context the MNOs are the most affected actors. They have been being 

forced to approach a pro-active role being the main drivers for implementing 

data offload services. In the Wi-Fi case this has been achieved by deploying 

their own carrier-grade Wi-Fi networks like AT&T or NTT DoCoMo who 

reached 70,000 hotspots by June 2012 [66]. Other operators extended their 

hotspot footprint by signing partnerships with other actors like WISPs and 

Wi-Fi aggregators. This is the case of operators like KPN or SoftBank who 

signed strategic roaming partnerships, where their customers can freely access 

the Internet using the FON access points. 

 When talking about femtocells solution, the MNOs’ approaches are 

again different based on different deployment scenarios. While in residential 

and private enterprise cases femtocells installations are done on a per user-

request basis, the end user paying in most of the cases an installation fee, in 

large public places femtocells deployment are triggered by the MNOs, taken 

into consideration the highly data offload potential of the venue. Such 

deployments have been reported by operators like Vodafone or O2 [67]. 
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Network vendors 

 The network vendors’ category contains all the actors that represent the 

hardware or software providers of the offload ecosystem.  In the first category 

there are the APs manufacturers, the femtocells devices and Wi-Fi access 

points that form the access network. While in the Wi-Fi case, the AP’s 

market is quite broad, a wide variety of Wi-Fi APs being available, the 

number of femtocells APs is considerable smaller. Among APs producers we 

can mention Ubiquisys, ip.access or Thomson. APs may be purchased 

individually by end-users like in Wi-Fi residential case or can be purchased 

based on a bigger supply contract by MNOs or WISPs. A second category is 

represented by core-network components providers. This includes femto or 

security gateways, convergence servers or all other elements used for 

integrating the APs in the operators’ core networks. A third category is 

represented by end-to-end solution providers where big vendors in the telecom 

industry like Alcatel-Lucent or NSN provide all the necessary equipment for a 

large scale femtocell deployment while companies like Aptilo Networks offer 

complete solutions for building a carrier-grade Wi-Fi offload solution.  

Third-party actors 

 In the data offload ecosystem a third-party actors’ category can be also 

defined. This is represented by companies that deploy and own small cells 

network, offering their services to big enterprises or mobile operators. 

Companies like Cloudberry Mobile or ClearSky offer a new type of service, 

SCaaS (Small Cells as a Service), by deploying and operating small cell 

networks that both major and smaller mobile operators can use. The drivers 

for choosing SCaaS are different. While a large operator might choose SCaaS 

option due to a simplified way of extending its femto footprint, smaller 

operators might find SCaaS a less expensive alternative than deploying own 

network when entering new markets.  

 Third-party actors are active in the Wi-Fi area also with players like 

WentzoWireless or Werken2.0 who offer WaaS(Wi-Fi as a Service) to 

enterprise customers. These companies deploy and manage Wi-Fi networks, 

moving the clients’ Wi-Fi costs from CAPEX to OPEX. This behavior follows 

the general trend of outsourcing utility services to specialized actors for 

increasing performance while reducing investment costs. 

6.2 Residential Case 
 When talking about a possible integration between two services, it is 

rather important that the two services should present the same demand. But 

in the case on residential Femtocells and Wi-Fi the numbers are rather 

different. Even taking into consideration that Wi-Fi is relatively older than 

Femto, the number of deployed residential Wi-Fi APs outcomes the number 

of Femtocells by a factor of 100. But when the demand and numbers will 

equalize, integration might be the normal thing to do and the barrier for 

integration will fall itself. It all depends on the price says Nick Johnson, CTO 

of ip.access. It makes no sense to increase the price of a Wi-Fi AP by adding 

cellular capabilities when there is no demand. 

 In the current residential scenario two different actors are interacting 

with the end user, the ISP and the MNO. Traditionally, the ISP has been 

offering the Internet broadband connection while the MNO the mobile 

telephony services over the radio connection. These two services have been 

offered by two different entities but this fact is changing. Residential mobile 
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data consumption is raising and in the future MNOs will not be able to offer 

data services without a fiber infrastructure according to Kenneth Karlberg, 

MD/Owner at KarNet AB and previous CEO of Telia Mobile AB. If not 

already vertical integrated, offering both fixed and mobile services like Telia 

or Deutsche Telekom, MNOs are looking to expand their offered services by 

deploying their own fiber networks like Vodafone and Orange in Spain [68] or 

by acquiring broadband operators like Cable&Wireless, the biggest fiber 

operator in UK, an acquisition signed by Vodafone in 2012 [69]. 

 Traditionally two different things might have been offered to residential 

customers when using femtocells. Improved indoor coverage and lower voice 

tariffs. But the latter is not a driver anymore, nowadays bundled packages 

tending to offer unlimited voice minutes. So in cases where indoor mobile 

coverage is not an issue, the end-user might not pay extra for receiving a 

femtocell. This is where the MNOs have to intervene and subsidize the 

femtocell price. In the following sections different deployment scenarios will be 

presented highlighting the roles of the involved main actors.     

6.2.1 IFW service offered by MNO and backhaul by ISP 
 One of the most probable deployment scenarios when talking about an 

integrated Femto-Wi-Fi service would be the one where the MNO will supply 

the IFW device and the ISP will provide the backhaul connectivity. The 

MNO might manage both femto and the Wi-Fi parts or just the femto, 

leaving the Wi-Fi management for the end-user for lowering the customer-care 

service complexity. But while the technical relations might be clear, the 

economic part raises some issues. In this deployment scenario the ISP plays 

just a “silent carrier” role. This might continue in the same way or some 

changes in the ecosystem might appear.  

 The ISP might play a more active role in the ecosystem claiming for a 

share of the MNOs’ revenues for carrying the traffic. But the broadband 

connection is already paid by the end-user so carrying the traffic should not 

raise new demands from the ISPs. This situation can be compared with the 

issues raised by the MNOs asking for compensation payments from over-the-

top players like Google and YouTube for the increased traffic that is sent 

across their networks. In a recent interview, Stephane Richard CEO of France 

Telecom-Orange revealed that the mobile operator reached an agreement with 

Google where the search-engine giant is paying the MNO for its data delivery 

services [70]. This might happen also in the relationship between the ISPs and 

the MNOs in the IFW case by setting different SLAs (Service Level 

Agreements) between the two parties. This way, both parties might benefit. 

The ISPs by obtaining new revenue streams, while the MNOs will benefit 

from the improved QoS that might be offered to the femtocell service.    

 In this case, from an end-customer point of view nothing changes in the 

ecosystem. The end-customer would still need to maintain both subscriptions, 

the fixed broadband connection and the mobile one. What might change is 

the relationship between the ISP and the MNO. From playing independent 

roles, the situation changes in the IFW case. A new collaboration agreement 

might appear between the two actors. 

6.2.2 IFW service and backhaul offered by MNO 
 This case represents the alternative where the MNO presents a vertical 

integration in the market offering both mobile and fixed broadband services. 

And if not already vertical integrated, this might be considered a normal 
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transition in highly dense urban scenarios where MNOs have to assure also 

the backhaul for the macro BSs mounted on top of the buildings. Nowadays 

operators perceive the fiber-connection that ends in a flat as fixed business 

while the one that ends in a macro-site on top of the same building as mobile 

business as Kenneth Karlberg points out. There is no logic into this and soon 

more and more operators will leverage their fiber networks into offering end-

user broadband services. 

 When talking about a vertical integrated operator, offering both mobile 

and fixed-broadband services, there are no obstacles in deploying an IFW 

solution. Furthermore the MNO is highly motivated to provide this kind of 

integrated services willing to own the deployments and provide the services, 

being highly nervous on over-the-top applications like WhatsApp or Skype 

that make cellular player irrelevant to the whole equation.  

 But offering an IFW service to end customers might have a negative 

impact on mobile operator’s revenue. Nowadays end customers perceive 

mobile and fixed-broadband as two separate services, even if they are offered 

by the MNO in a bundle package. Wi-Fi is being perceived as part of the 

fixed connection while the separate femtocell linked to their mobile 

subscription. Even in a bundled offer the end-user might pay twice for the 

same thing, for the Internet access. If an IFW device is deployed this relative 

separation might not exist anymore. MNOs might be forced to come with 

lower offers and this might be translated into lower revenues for the vertical 

integrated mobile operator. This might be the source of hesitation of the 

vertical mobile operators for offering an IFW solution.  

6.2.3 IFW service and backhaul offered by ISP 
  A third deployment case might be drawn around the ISP. In this case 

the ISP might offer both the IFW service and the required backhaul. 

Nowadays it is very common that ISPs to offer their customers Wi-Fi APs 

also. Why not also integrate in the offered device femto-capabilities 

compatible with a range of mobile operators that have an agreement with? 

The ISPs control the backhaul and possess the customer-base, but for offering 

femto-services they also require access to MNOs’ licensed spectrum. And this 

is a highly valuable asset the MNOs would not easily give away the control 

due to both economic and technical reasons.    

 Due to the spectrum issue we do consider that an ISP to offer voice 

services to their customers on behalf of other MNOs is a rather improbable 

situation. Still, if an agreement between the two actors, an ISP and a MNO is 

signed, the service offered to the end customer would need to be branded 

using the MNOs labels. Without this, mobile operator’s brand awareness 

among its customers might decrease, fact that might lead to an increased 

churn rate.  

6.2.3 Residential conclusion 
 In the residential case the main driver for femtocell services is still 

indoor coverage. In places where mobile indoor coverage is not a problem, 

adding cellular capabilities to Wi-Fi routers increases the device’s price. Thus 

an IFW solution is neither needed nor economic feasible. 

 Still, in cases with poor indoor coverage, having both services, Wi-Fi 

and femto, in a single device might be a normal option. As previously 

indicated, this solution might change the relations between actors in the 



Chapter 6. Economic and business relations implications when choosing        40 
 an IFW solution 

 
 

ecosystem, leading to a point where some might disappear. Nevertheless the 

introduction of such a service is highly dependent on the price of the IFW 

device, price that will get lower once the volume of the demand increases. 

Since Wi-Fi is a very popular technology, the success of an IFW device is 

linked with the popularity of the femto-part. Unless femto technology will not 

see massive deployments in the residential areas, Wi-Fi and Femtocells will 

continue as separate technologies.    

6.3 Enterprise Case 
 In the enterprise case indoor networks used to be deployed in a similar 

way with the residential case. Wi-Fi networks used to be owned and operated 

by the internal IT department while the mobile cellular network was part of 

the MNO’s responsibility. Like in the residential case the ISP was offering the 

backhaul, the end-user – the enterprise was responsible for the internal Wi-Fi 

network while the mobile operator was offering the cellular services.  

 But unlike residential case, the lack of mobile indoor coverage and 

capacity is more urgent and prevalent in the enterprise case. A report released 

by YouGov market research firm [71] revealed that as much as 60% of the 

interviewed enterprise IT directors in US have accused mobile indoor capacity 

and/or coverage problem . In the majority of those cases, the enterprises 

addressed those problems to the mobile operators but in some cases the 

MNOs were unable to help. This fact left the customers the possibility of 

either not doing anything or to increase the CAPEX expenditures for 

improving their indoor networks [71].  

 On the other hand, Wi-Fi technology is already a nearly omnipresent 

service in all office buildings worldwide. Adding to this the mentioned mobile 

indoor coverage issues should make the IFW case an interesting proposition to 

new or already involved actors. Another interesting aspect is linked with the 

economic part. In the today’s market situation a global trend is moving 

CAPEX expenditures to OPEX. Companies tend to invest less in their assets 

preferring to pay a monthly fee for their externalized services. And this trend 

is observed also in the diminished enterprises’ IT budgets. Coverage and 

capacity issues along with the economic reasons are the main drivers that will 

change the ecosystem in the enterprise case. In the following sections the 

probable Femto-Wi-Fi integration scenarios will be presented together with 

the new relations between the actors in the ecosystem.  

6.3.1 MNO for services with/without ISP for backhaul  
 Until now the relationship between MNOs and enterprise customers was 

limited to minutes and mobile devices. But this fact is changing and as Ronny 

Haraldsvik, Chief Marketing Officer at Spider Cloud, mentioned “IT directors 

want a stronger relationship with their communications partner”. This means 

that by fixing coverage and capacity issues the mobile operator might enhance 

their services adding enterprise mobility services like mobile device 

management or Wi-Fi-as-a-Service. And this can be done using an IFW 

solution.  

 The MNO is the actor that has the biggest interest to deploy an IFW 

network in the enterprise environment. This way it would not only resolve the 

poor indoor coverage, a major churn factor, but also improve its position by 

adding new services to their offers. And this market, of mobility services for 

enterprises, is being estimated at about $100 billion in Europe and US [72]. 
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Due to their relation with the enterprise end-customer, the MNO might be 

the first actor to deploy IFW services having the client-base and the necessary 

resources.  But as in the residential case, an important factor is the backhaul 

connectivity. The same policies and relations might apply depending on the 

level of vertical integration of the mobile operator. Depending on the ability 

of the MNO to provide also the fixed broadband connection, the presence of 

an ISP might be omitted.   
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Figure  13 Relations between actors in enterprise environment 
(MNO&ISP) 

6.3.2 3rd party for services and ISP for backhaul 
 Taking into consideration the same trends of transferring the enterprise 

IT CAPEX investments into OPEX expenditures leads to developing of a new 

business opportunity for 3rd party actors. The business case of this type of 

actors is based on assuring indoor coverage as a service, allowing the MNOs 

and enterprises’ IT departments to take advantage from externalizing 

expensive and time consuming investments towards players with high 

expertize in the field.   

 But as in residential case, for offering also femto-services, a 3rd party 

actor has to utilize the MNO’s licensed spectrum. As mentioned before, this 

might be a big obstacle taking into consideration the high economic value of 

this resource. For this cooperation model to be widely adopted, an important 

driver lies in the possibility of using unlicensed spectrum for femtocell 

communications.  
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Figure  14 Relations between actors in enterprise environment (3rd- 
party) 
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6.3.3 Enterprise conclusion 
 In the enterprise case, the main driver for adopting an IFW solution is 

the trend of moving the companies’ IT expenses from capital investments to 

monthly OPEX fees. The actors that can benefit the most from this approach 

are the MNOs and 3rd party companies that might not only consolidate their 

position in the market but also develop new revenue streams by offering 

additional services. Like in any other environment, the first actor that will 

achieve to offer a mobile indoor service with no CAPEX but rather based on 

a predictable OPEX will have the biggest advantage and the chance to 

consolidate its position in the market.   

6.4 Public hot-spots and premium venue locations  
 In the mobile offload ecosystem an apart scenario is built around the 

crowded public places, like airports, train-stations or large shopping malls. In 

the other two presented cases, the residential and enterprise case, the main 

actors that were driving the indoor deployments were the end-customers. In 

comparison to this, in the large public places, mobile indoor deployments are 

driven by the service operators, either MNOs in the femto case or WISPs in 

the Wi-Fi case. Thus, in an IFW case, we do believe that these two actors 

will continue to play an active role.   

 According to our surveyed guests the actual hot-spots operators have 

the most favorable position when talking about public places. They can 

leverage their actual Wi-Fi strategic deployments by adding femtocell 

capabilities to their access points. But, once again, the spectrum issue might 

be the most important barrier. This issue can be solved like in the enterprise 

case by using the MNO’s licensed spectrum. On the other hand, compared to 

enterprise case, in the public venue places the IFW service should be multi-

operator. This means that the femto capabilities should be available to all 

mobile subscribers, independent of their carrier. Thus a cooperation 

agreement between the WISP and the MNOs might be more difficult to 

achieve. 

 A first step in the IFW direction has been done in Greece where 

Vodafone mobile operator signed an agreement with HOL, a national ISP, for 

deploying an indoor Femto-Wi-Fi system inside small public venues like 

restaurants or fast-foods. 

Case study: Vodafone & HOL – the first Femto-Wi-Fi service in a 

public place   
 Vodafone Greece and HOL (Hellas Online) announced on 1st of April 

2013 the deployment of the first public combined 3G Femto-Wi-Fi service for 

the customers of more than 150 restaurants and fast-foods across Greece. By 

using this service, called “Free 3G Hotspot”, clients of the two restaurant 

chains, Flocafe and Goody’s, can connect freely to the Internet using either 

the 3G Vodafone network through an indoor femtocell or using HOL Wi-Fi 

service.  

 When a Vodafone mobile subscriber enters the “free” area, the hand-

over to the small cell is achieved and after a five minutes delay the customer 

receives an SMS announcing about the free-surfing area. When the mobile 

device is registered to the indoor cell the generated traffic is free of charge to 

the monthly data allowance only for the Vodafone’s customers. On leaving the 

venue, with a 3 minutes delay another SMS is sent for alerting the subscriber 
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about this. The two time delays have been fixed for avoiding sending SMSs to 

customers who do not intend to remain/leave the restaurant’s area. Free Wi-

Fi service is also available for non-Vodafone clients or for laptops/tablets non-

3G compatible.  

 Beside the SMS based alerting system, an Android app has been 

developed for constantly monitoring the cell ID for announcing the customer 

when a free-zone has been entered. This is not only a more convenient 

alternative for the end-user but it can open the road for developing new 

revenue streams. The application called “Free Vodafone 3G Hostpot”, if 

massively adopted, can be used for advertising purposes or other location-

based services.     

6.5 Conclusions and further considerations 
 As mentioned before, one of the main obstacles in deploying new indoor 

systems is caused by the lack of business models. A main reason for this is 

finding a proper pricing scheme to monetize the new services. When it comes 

to IFW services, the pricing strategy can be defined based the deployment 

purposes: offload technology or service differentiation.  

 In the offload technology case, the MNOs can approach a no distinction 

policy between the macro-network and the small-cell generated traffic. 

Furthermore this no distinction policy should continue also between Wi-Fi 

and Femto traffic. Since the main purpose of the IFW layer is to release the 

congested macro-layer, mobile users should not be aware of this, the mobile 

traffic carried through the small cell system being taxed the same as for the 

macro-layer one. But this raises new technical issues. For taxing also the Wi-

Fi traffic, the integration of the two technologies, Wi-Fi and Femto, only at 

the radio access network in one single AP will not be sufficient. Further 

authentication and billing procedures have to be integrated to the MNO’s core 

network when the Wi-Fi service is used by a mobile subscriber. But making 

no difference in charging 3G and Wi-Fi data traffic might be a challenging 

marketing decision since Wi-Fi traffic is perceived if not free of charge at least 

cheaper than 3G data traffic.  

 If the IFW service is deployed as a differentiation service, Wi-Fi and 

Femto traffic should be treated differently when it comes to pricing strategy. 

Femto traffic should be treated as normal 3G traffic and charged accordingly 

to the regular monthly data subscription. On the other hand Wi-Fi 

connection should be offered for free as a service differentiator. Furthermore 

as an extra revenue stream, clients without a data subscription or using a 

different carrier can be offered Wi-Fi connectivity on a pay-per-connection 

basis.  

 As a general trend MNOs’ voice revenues have drastically decreased. 

And there is no sign that an increase will be observed in the future as more 

and more operators offer unlimited voice minutes for a fixed monthly 

subscription. In order to increase the revenues the MNOs have to turn their 

attention to data services. One solution would consist in keeping the actual 

data tariffs when traffic is generated inside an IFW zone and increase data 

prices when using the macro-layer. But this can be possible only if the 

awareness of the end-user relative to IFW services raises and this is a rather 

long and slowly process.  
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 When talking about an integrated Femto-Wi-Fi service, another 

question lies on how the new device will be perceived. Historically Wi-Fi APs 

have been considered as “consumer electronics” while the femtocells part of the 

mobile operators’ network devices. Taking into consideration the licensed 

spectrum femtocell technology uses, an IFW device will still be seen as related 

to MNO’s network. It will be either supplied directly by the MNO or 

purchased from the regular IT-shop by the customer. But in both cases the 

device will have to be linked to MNOs’ core network and use the MNO’s 

licensed spectrum, issues that will keep the network device perception over 

the IFW device. 

 What actors will be the main drivers in deploying IFW solutions? We 

do believe that MNOs will have the most important role since they have the 

strongest position in the market. IFW deployments might be triggered by two 

different marketing strategies. Operators might choose a defensive strategy 

where integrated Femto-Wi-Fi services would be deployed either as a less 

expensive solution to congestion issues in the macro layer or as a customer 

churn reducing method in the network. A second possible strategy is the 

offensive one where the IFW solution would be offered either as a market 

differentiator for acquiring new customers or for deploying new enterprise 

services for generating new revenue streams.    

 The ISP companies might be another actor that could benefit after the 

IFW solution but as shown before the lack of licensed spectrum might be a 

game-stopper obstacle. On the other hand, since the ISPs play an important 

role in the actual ecosystem, collaboration partnerships with different MNOs 

might be signed for deploying IFW solutions. In this area, the aforementioned 

agreement between Vodafone and the Greek HOL ISP is a pioneer case that 

we have reasons to believe will not be singular in the near future. The actual 

ISPs do want to play a more active role in the future environment but the 

ecosystem is not very clear yet.  

 Third-party actors might also appear in an IFW mobile ecosystem 

where new independent players might be the ring that links the two nowadays 

separated worlds, Wi-Fi and Femto. By deploying IFW networks as-a-Service, 

third-party actors are expected to be successful especially in the enterprise 

market. Another new player category is represented by the Wi-Fi aggregators 

that can leverage their actual footprint adding femto-capabilities on their 

devices based on a corporate agreement with mobile operators. 

 In order to obtain a successful offloading network the majority of 

interviewed actors claimed the need of three elements: a relevant deployed 

footprint, seamless authentication and a good business plan. Unless all those 

three requirements are met, a future IFW offloading solution will not reach its 

full potential. Furthermore, during interviews, the necessity of offering 

coverage into the three main investigated areas (residential, enterprise and 

public-places) was pointed out, coming as a confirmation for our initial 

hypothesis.
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Chapter 7: Conclusion and future work 
 

 As proposed in the introductory part of this work, the aim of this paper 

was to investigate Wi-Fi and Femtocell technologies as offloading solutions for 

mobile data traffic. Based on this investigation, the feasibility of integrating 

the two technologies into one single solution has been studied along with the 

eventual changes in the ecosystem when this IFW alternative is chosen. A 

series of research question have been formulated in order to divide the 

workflow in two separated work sections, technical and economical.  

 The technical comparison was built around five proposed issues: Quality 

of Service, interference, capacity, deployment cost and security. By taking as 

a starting point the published papers related to the two studied technologies, 

Wi-Fi and Femtocells, a qualitative analysis has been conducted which results 

can be summarized in the following figure.   

 
Table 6 Technical comparison results 

  Based on the information gained during the conducted 

interviews, the main involved actors have been discovered and by using the 

ARA model the actual Wi-Fi and Femto mobile offload ecosystems have been 

obtained. Starting with these models, the IFW solutions has been analyzed 

and the changes in the ecosystem have been depicted. As aforementioned, the 

structure of this work was based on four research questions which answers can 

be summarized in the following lines. 
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7.1 The research questions 
What are the advantages of using either Wi-Fi or Femto as an indoor offload 
solution? 

 The investigation conducted during this study revealed that both 

Femtocell and Wi-Fi technologies present a set of different advantages that 

recommend them as offloading solution for mobile data traffic. On one hand 

Femtocells inherit all benefits from 3G mobile networks, controlled spectrum, 

traffic management policies and high QoS. Also, due to its fully integration 

with macro-layer, an indoor femtocell network offers seamless handover 

improving the customer experience. On the other hand Wi-Fi comes with as a 

lower cost solution with increased capacity and coverage capabilities working 

on the free unlicensed spectrum.  

What advantages would an IFW solution inherit from Wi-Fi and Femto? 

 By integrating the two different technologies the resultant solution 

would benefit from the advantages of both sides. A device that would offer 

improved indoor mobile coverage while extending the capacity, making use of 

both licensed and unlicensed frequency spectrum are the key elements 

inherited from the two technologies that will make the IFW solution a future 

success.  

How would the indoor mobile network ecosystem change when the IFW 
solution is chosen over Wi-Fi or Femto? 

 When a new solution is deployed, solution that is born as an integration 

between two previously deployed services, three different changes can be 

observed in the respective ecosystem. New players might appear in the market 

causing others to disappear while in the same time new cooperation relations 

might appear between different actors. This fact can be observed also in the 

IFW case where, as presented in section 6, based on three different 

deployment scenarios the possible new relations are presented. The mobile 

network operators, either by becoming or cooperating with an ISP, will be the 

“big winners” of the IFW technology acting also as the main deployment 

drivers.  Furthermore new actors that will offer IFW technology as-a-Service 

will appear especially in the enterprise case.  

What are the opportunities for different actors? 

 As aforementioned, the MNOs will benefit the most if IFW technology 

will be widely deployed. On one hand due to its increased offloading 

capabilities, but also due to new business opportunities that might arise. This 

is especially the case of vertical integrated operators that already offer its 

customers broadband services. By deploying IFW networks they can bring 

together the two services into one single package acting both as offload 

technology for churn reduction and as a service differentiator for new 

customer acquisition.  

 An IFW solution might represent new opportunities for ISPs and actual 

Wi-Fi hotspot operators also. Even if a single actor scenario is rather 

improbable due to obstacles imposed by the licensed spectrum, using an IFW 

deployment, ISPs and Wi-Fi hotspot operators can leverage their network 

assets in cooperation with an MNO.  
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 Finally IFW might represent an opportunity for actual third-party 

companies that offer either Wi-Fi or Femto as a Service. By bringing together 

the two technologies and taken into consideration the actual outsourcing 

trends in the industry 3rd party actors will get more and more momentum 

playing a significant role in the near future.  

7.2 Final words 
 Mobile data offloading shall definitely not be the only weapon the 

mobile operators have in the toolbox fighting with the “data tsunami”. What 

it should be is more an alternative inexpensive solution using technologies 

that have been proved successful in the past. And this is the case of the IFW 

solution.  

 Based on the literature research and the conducted interviews it has 

been revealed that   Wi-Fi and Femtocells are two complementary rather 

than competing technologies. In the nowadays mobile environment where data 

consumption is rising at an astonishing pace network operators cannot afford 

to focus only on a single radio access technology. The goal is to offer a 

solution where the end customer cannot tell whether he is connected on Wi-Fi 

or cellular. IFW might be the right choice being viewed as the next normal 

step, more as an evolution rather than a revolution.  

7.3 Future work 
 The present work analyzed the 3G femtocell case only. This mobile 

technology has been taken into consideration due to the actual situation in 

the mobile networks, where signs of congestion can be observed in the 3G 

network only. Considering the rapid LTE roll-outs that have been announced 

by several operators worldwide and the increasing penetration of LTE capable 

handsets we consider that a similar investigation can be conducted targeting 

LTE femtocells also. Therefore a follow up to this study might include 

capacity calculations and deployment cost estimations for IFW solutions when 

LTE femtocells are used.  
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Appendix  
 

This section presents the set of questions and issues raised during the taken 

interviews  

 What do you need for a successful offloading network? 

 Do you have any estimate of the amount of data offloaded into Wi-Fi 
network from a 3G network? 

 For an operator, what would Wi-Fi or femtocells be more, service 
differentiator or offload technology? 

 For a MNO, are there any new benefits from data offloading other than 
releasing the congested networks? Are there any new revenue streams 
that may arise? 

 How should the offloaded traffic be monetized? 

 Seamless SIM-authentication is more convenient for the customers 

improving the user-experience. Still, doesn’t it encourage the usage of 
VOIP applications such Skype or Viber? 

 Do the venue owners play an important role in the ecosystem? Do you 

think that one integrated indoor solution is preferable for newly built 

venues? 

 In case an IFW solution will be widely deployed, do you think that 

ISPs will play an active role in the business ecosystem? 

 Do you think the actual hotspots operators will upgrade their APs to 

integrate femto capabilities in order to sell “bandwidth” to MNOs? 

 Historically there are two main drivers for femtocell deployment: 

coverage and capacity. Do you think the situation changed? What are 

the main drivers now? 

 In case of mass deployment, do you think that ISPs will play an active 

role in the business ecosystem? 

 Do you consider Wi-Fi as a complementary or a competing service for 

femtocells? 

 Femtocells APs are currently perceived as part of the mobile 

operator’s network while Wi-Fi APs are perceived as “consumer 

electronics”.  How do you think will be the perception over IFW 

devices? 

 There are companies that offer either Femto or Wi-Fi as a service. Do 

you think that new players, offering integrated femto-Wi-Fi as a 

service will appear? 

  


