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Abstract

This thesis addresses the formal verification of temporal properties of
procedural programs that are dynamically or statically configured by replacing,
adapting, or adding new components. Dealing with such variable programs is
challenging because a part of the program is either not available at verification
time or changes frequently. Still, such static and dynamic variability is used
in a variety of modern software systems and design paradigms, e.g., software
product lines. In this thesis, we develop a generic framework and a fully
automated tool support for the verification of such programs. We also show
that our technique can be used for efficient verification of existing sets of
products constructed from product lines. Our framework is built on top of a
previously developed framework for compositional verification of control-flow
safety properties of procedural programs that abstracts away all program data.
The work in this study is presented through three papers.

The first paper introduces ProMoVer, a fully automated tool for procedure
modular verification of control-flow temporal safety properties. Procedure
modular verification is a natural instantiation of compositional verification
at the procedure level. ProMoVer is described and evaluated on several real-
life case studies. It is equipped with a number of features, such as automatic
specification extraction and the support for several specification formalisms,
to facilitate easy usage. Moreover, it provides a proof storage and reuse
mechanism to minimize the need for the computationally expensive verification
subtasks.

The second paper discusses the verification of software product lines
(SPL). In SPL engineering, products are generated from a set of well-defined
commonalities and variabilities. The products of an SPL can be described
by means of hierarchical variability models specifying the commonalities
and variabilities between the individual products. The number of products
generated from a hierarchical model is exponential in the size of the model.
Therefore, scalable verification of SPLs is only possible if compositional
techniques are applied that allow reusing of the intermediate verification
results. In this thesis, we propose a hierarchical variability model for modeling
product families, provide a process for extracting such models from existing
products, and adapt our compositional verification principle and tool support
for the verification of SPLs modeled by this hierarchical model.

The third paper presents a generalization of the original framework to
capture program data, still keeping its complexity within practical limits. Thus,
it brings the capabilities of the framework to a whole new level. To exemplify its
use, we instantiate our framework for compositional verification at three levels
of data abstraction of real-life programs: full data abstraction, Boolean data
as the only datatype, and heap pointers as the only datatype. We also adapt
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our toolset to provide support for compositional verification of the latter and
evaluate the tool on a real-life case study.
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