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Abstract 
This thesis presents a framework for categorisation and risk assessment of non-traditional payment 
methods used for illicit purchases. The non-profit organisation Financial Coalition is working to 
prevent such transactions for child abusive material, and has expressed a desire to involve non-
traditional payment methods in its operations. In order to do this, it has been necessary to 
understand the available options on this market, and what alternatives to include. 
 
An investigation of desirable properties for commercial and illicit use of payment methods was done 
using a qualitative approach, involving primarily interviews and online content reviewing. The 
findings and the framework have successfully been validated during a workshop with knowledgeable 
actors, as well as during a seminar presentation at the Riksdag of Sweden.  
 
On a mainly commercial basis, observations have been made that authentication and privacy in 
payments will be important factors henceforth. There is also a never-before-seen pace of new 
payment solutions trying to address this. When aligning this commercial perspective with an illicit 
one, four principal properties emerge that together describe the most essential aspects of payments 
in criminal environments: anonymity, regionality, transaction speed, and regulatory possibilities. 
These principal properties are segmented and combined into a framework for categorisation and risk 
assessment by assigning risk values to each segment. The risk assessment indicates that payment 
schemes offering possibilities to anonymity, a large geographical reach, fast transactions, and are 
based on virtual currencies, are associated with the highest risk in terms of complicating law 
enforcement work. 
 
It is concluded that payment service providers receiving high risk values should be approached by 
organisation like the Financial Coalition and thus included in the knowledge sharing that takes place. 
Some schemes however operate without central control functions, which complicates an inclusion. 
Targeting supporting functions or developing communities could thus be suitable means for such 
cases instead. If the suggested framework is accepted as a working tool for organisations like the 
Financial Coalition, more research should be put into quantifying the risk values more thoroughly.  
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Sammanfattning 
Uppsatsen presenterar ett ramverk för kategorisering och riskbedömning av icke-traditionella 
betalningsmetoder som används vid illegala köp. Samarbetsorganet Finanskoalitionen arbetar idag 
för att förhindra transaktioner för barnpornografiskt material, och har uttryckt ett behov av att 
kunna inkludera sådana icke-traditionella betalningsmetoder i sin verksamhet. För att lyckas med 
detta är det avgörande att förstå vilka alternativ marknaden erbjuder samt vilka typer av lösningar 
som bör involveras.  
 
Eftertraktade egenskaper hos betalningsmetoder för både kommersiell och illegal handel 
undersöktes med en kvalitativ ansats, huvudsakligen genom intervjuer och analys av material online. 
Resultatet och det framtagna ramverket har framgångsrikt validerats under en workshop med inom 
ämnet kunniga personer samt genom en seminariepresentation i Sveriges Riksdag.  
 
För den kommersiella handeln kommer bland annat integritet och autentisering vara två betydande 
faktorer för betalningar framöver. Samtidigt pågår en snabb utveckling av betalningslösningar som 
försöker adressera dessa behov. När detta kommersiella perspektiv sammanställs med ett illegalt 
framträder fyra huvudsakliga egenskaper som tillsammans beskriver de viktigaste aspekterna för 
betalningar i kriminella miljöer: anonymitet, regionalitet, transaktionshastighet samt möjlighet för 
reglering. Dessa egenskaper har segmenterats och kombinerats till ett ramverk för kategorisering och 
riskbedömning av icke-traditionella betalningsmetoder, där riskvärden har tilldelats respektive 
segment. Resultatet indikerar att betalningslösningar som erbjuder anonymitet, har stor geografisk 
räckvidd, möjliggör snabba transaktioner samt är baserade på virtuella valutor är de lösningar med 
högst risk att komplicera det rättsliga arbetet, och därmed attraktiva för illegalt användande.  
 
Det har konstaterats att betalningsleverantörer med höga riskvärden bör inkluderas i organisationer 
likt Finanskoalitionen, och därmed få tillgång till den kunskapsspridning som sker inom ämnet. 
Vissa lösningar är dock uppbyggda utan centrala styr- eller kontrollfunktioner vilket försvårar 
samarbetet. I dessa fall är det istället mer lämpligt att samverka med angränsande funktioner eller 
utvecklarnätverk. Om det föreslagna ramverket godtas som arbetsverktyg bör vidare studier 
framförallt fokusera på att kvantifiera tilldelade riskvärden mer utförligt. 
 
Nyckelord:  
Innovation inom betalningsmetoder, icke-traditionella betalningsmetoder, riskbedömning. 
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1. INTRODUCTION 

The precise origin of money is uncertain but it seems that payments using some kind of 
equivalent were made as early as 2200 BC. This equivalent was essentially made up of 
commodity money, i.e. possessing an intrinsic value such as seed or silver. (European 
Central Bank, 2012) 
 
Commodity money was gradually replaced during the 18th century by commodity-backed 
money. These items represented an underlying asset, similar to e.g. a gold certificate, 
which suddenly allowed for increased portability and larger transactions (European 
Central Bank, 2012). In addition to the commodity-backed money, other structures have 
also been observed, as in Micronesia where a monetary system based on the concept of 
debit operated around the 18th century (Gilliland, 1975). Giant stones were used as means 
of payment, but as most of them were too unwieldy to move they rarely changed hands. 
Instead, people agreed on the change of ownership and the economic system could be 
maintained (Goldstein & Kestenbaum, 2010).  
 
Most of today’s economies are however based on fiat money, a currency similar to 
commodity-backed money with the fundamental difference of not being backed by an 
actual commodity (European Central Bank, 2012). The acceptance of such a currency 
instead depends on the trust for the authority issuing the money (Mankiw, 2014). 
  
It is not surprising that rapid technological development and increased use of online 
applications has affected monetary systems (European Central Bank, 2012). Modern 
economies demand safer and more efficient transactions (The Riksbank, 2013b), and a 
survey conducted by the European Central Bank (2010) concluded that most innovations 
aim to facilitate online purchases, which is in line with predictions of increasing cross-
border transactions (Boston Consulting Group, 2013; Ernst & Young, 2011; Grant 
Thornton, 2013).  

1.1. Problem discussion 

An increasing amount of payment solutions and payment service providers has resulted 
in a varied quality of security practises, business ethics and regulatory oversight (US 
Financial Coalition, 2011). The volumes of stolen identities, stolen personal and financial 
information, and fraudulent transactions have become a reality in the new world of e-
commerce (US Financial Coalition, 2011). 
 
These conditions have resulted in a new set of challenges for law enforcement agencies, 
as well as a need for regulators to adapt to a new technological environment (European 
Central Bank, 2011). Possibilities for transactions outside existing jurisdiction create new 
opportunities for misuse by criminals, which complicate the work for law enforcement 
(Financial Action Task Force, 2010). One of many criminal activities that benefit from 
this is the one related to sexual exploitation of children.  
 
Child sex trade has appallingly increased in recent years with an estimated annual 
turnover of billions of dollars (UNICEF, 2009).  Globally, it is recognised as the third 
most profitable criminal activity after arms and drugs (National Police Board, 2012) and 
more than one million children fall victims every year (UNICEF, 2009). Commercial 
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trade with child abusive material1 (CAM) is one part of this lucrative business. A large 
portion of this trade is carried out over the Internet using mostly traditional payment 
methods (National Police Board, 2012), and statistics from the Swedish Prosecution 
Authority (2012) shows that seven out of ten of the alleged child pornography crimes in 
Sweden in 2011 were Internet-related.  
 
The Swedish National Bureau of Investigation has since 2009 a close partnership with 
the Swedish non-profit organisation Financial Coalition Against Child Pornography 
(Financial Coalition). This collaboration aims to find means to prevent financial 
transactions involved in this context and thereby limit the possibility to buy content of 
this character (National Police Board, 2012). This work has so far been very successful 
with an observed reduction of card payments for CAM online, but there is a growing 
need to explore and understand new, non-traditional2, payment methods that are likely to 
be used for these transactions.  
 
The Financial Coalition is a result from an initiative that ECPAT Sweden3 took in 2007 
along with Skandiabanken, the Swedish Banker’s Association, the National Bureau of 
Investigation and the Swedish Financial Supervisory Authority. Today it comprises major 
Swedish banks and the consultancy firm CGI among others, including the founding 
parties. (Swedish Financial Coalition, 2013b) 
 
The Financial Coalition utilises a method where sales locations for CAM are identified, 
and thereafter blocked from receiving further payments (Swedish Financial Coalition, 
2013a). This is a crime-preventive effort ensuring that a seller cannot receive payments 
for such distributed content (National Police Board, 2012).  

1.2. Problem statement 

With the successful work of reducing card payments for CAM online, it has been 
assumed that these buyers and sellers have shifted towards other means of payments 
offering desirable properties to circumvent law enforcement. There is consequently a 
need for organisations like the Financial Coalition to widen its capabilities to impede and 
prevent transactions for CAM. In order to do this swiftly and effectively, such 
organisations need a way to understand the vast range of non-traditional payment 
methods, and which ones that are likely to attract buyers and sellers of CAM.   
 
Existing literature involving non-traditional payment methods is generally lacking a 
usable connection to finance-related crime, with discussions regarding mainly money 
laundering and terror financing that possess different characteristics than commercial 
trade with CAM (e.g. Irwin & Slay, 2010; Keene, 2012). The applicability of existing 
literature is thus relatively low in this scope, which motivates further research.  

                                                
1 Child abusive material (CAM) may also be referred to as child pornography, child sexual abusive material 
(CSAM), indecent images of children (IIOC), child exploitation material (CEM) etc. 
2 Non-traditional payment methods refer to methods other than credit and debit cards. 
3  ECPAT is a NGO and global network of organisation dedicated to end the commercial sexual 
exploitation of children. http://www.ecpat.net 



Combating Illicit Financial Transactions Andreas Henning & Christopher Nordin 
 

 Introduction | 3 

1.3. Purpose 

The purpose of this thesis is to develop a tool that facilitates the understanding of non-
traditional payment methods used for commercial trade of CAM online.   

1.4. Research questions 

This thesis has the ambition of answering the following overall research question:  
 

• Is there a framework to assess risks regarding non-traditional payment methods? 
 
Since the subject of this thesis relates to combating child abusive material (CAM), the 
following more specific research question has been formulated: 
 

• What factors are essential for identifying non-traditional payment methods used 
for combating commercial trading of CAM online? 

1.5. Delimitations 

There are numerous other activities than commercial trade with CAM that misuse the 
financial systems for illegal purposes, e.g. money laundering, terror financing, and trade 
with drugs and firearms. The outcome of this thesis is however intended for use in 
CAM-related prevention, even though some parts of the analysis are relating to illicit 
transactions in general. The result from the research may thus be applicable in other 
environments, but this possibility is not included in any further discussion. 

1.6. Thesis outline 

The following chapter discusses methodology, e.g. means of data gathering and analysis. 
The methodology is followed by discussions regarding literature and covers topics 
deemed essential to answer the research questions, as well as providing a useful 
introduction to the subject. The subsequent chapters present the results from the 
empirical study, such as recent trends in payments as well as predictions about future 
possibilities. The results are used to create the categorisation framework, which is then 
completed with the addition of a risk dimension and discussions about its implications. 
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2. METHODOLOGY 

The methodology section describes how the thesis has been developed, including a brief 
philosophical discussion regarding choice of research approach, followed by a more 
thorough description of the data collection and analysis methods used. Finally, the 
research approach and its implications are discussed critically. 

2.1. Overview of the research 

In order to answer the research questions satisfactorily, particularly the one regarding a 
framework, a grounded theory methodology has been deemed most suitable. Collis and 
Hussey (2009) discuss this methodology as especially appropriate for researches where a 
wide range of sources are consulted using several data collection methods.  
 
Methodology-wise, this thesis includes the full range of purposes introduced by Collis 
and Hussey (2009). It is exploratory in the sense that it assesses different concepts of 
understanding payments. It is descriptive since it tries to explain payments using sets of 
properties. The categorisation framework is in turn based on one of these sets that have 
been observed as especially significant for different users, and is thus explanatory. 
Finally, the thesis is also predictive since it points out several factors that are likely to 
influence payment method development over time. The extent to which the different 
purposes are involved is naturally varying, but it is noteworthy that all of them are 
present in some manner. 
 
Based on the purposes and underlying philosophical assumptions, the research paradigm 
has largely been interpretivistic. Associated with this paradigm are qualitative processes 
of data collection and analysis, as well as an inductive logic of reasoning (Collis & 
Hussey, 2009). In this thesis, the empirical research has been characterised by semi-
structured interviews and informal content analysis. This has been a natural approach 
due to the absence of ubiquitous variables for a quantitative analysis on this particular 
subject. Observations in the payment landscape paired with predictions of forthcoming 
innovations are example of the inductive logic used in this thesis, following the 
construction of a concept from abstractions (Collis & Hussey, 2009).  
 
The outcome of research is typically divided into applied and basic (Collis & Hussey, 
2009). The ambition opted by the researchers has been to develop material highly useful 
in the on going battle against actors within the CAM industry. With the derived 
categorisation and risk assessment framework as a result, the outcome of the research 
can without a doubt be regarded as applied. 
 
In order to demonstrate the research process that took place between 2014-01-20 and 
2014-05-28, an illustration of it is depicted in Figure 1. The introductory phase of the 
study put heavy focus on data gathering to get a comprehensive understanding of the 
issues related to the topic. The concluding phase shifted focus to analysis of gathered 
material and validation of the authors’ ideas. 
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Figure 1. Schematic illustration of the research process, including validating events. 

2.2. Methods for data collection and analysis 

Several methods for data collection and analysis have been used in this thesis: 
information from the literature review, interviews, document analysis, content analysis of 
online material, a workshop, and other personal interactions. The overall purpose of each 
method is illustrated in Table 1, and is further discussed below. 
 
Table 1. Main purposes with methods for data collection and analysis. 

Data collection and  
analysis methods 

Source for 
finding novel 

data 

Source for 
categorising 
properties 

Literature review  ! 
Interviews  ! 
Document analysis ! ! 
Content analysis of online material !   (!)* 
Workshop  ! 
Meetings, conferences and presentations ! ! 
* See discussion regarding source criticism. 
 
2.2.1. Literature review 
The literature review sets the academic foundation for a thesis of this kind (Collis & 
Hussey, 2009) and has primarily been used to provide an understanding of topics 
adjacent to the research questions. Due to the fast-evolving payment landscape, peer-
reviewed articles and books were generally too out-dated to describe non-traditional 
payment methods satisfactorily. It has thus been essential to rely on qualitative methods 
for data collection and analysis to a higher extent. 
 
Peer-reviewed articles and books were found using KTH library resources (KTHB 
Primo4), the academic search-engine Google Scholar5, and from recommendations by 

                                                
4 http://www.kth.se/en/kthb 
5 http://scholar.google.com 

Introductory phase Concluding phase 

Literature review 

Document and online content analysis 

Interviews 

Conferences Workshop Presentation 
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supervisors, interviewees, and other stakeholders in this thesis. These sources have been 
deemed sufficient to find relevant literature for the topic of this thesis. The material was 
used to describe the overarching landscape, and for appropriate property selection for 
the categorisation framework.  
 
2.2.2. Interviews 
In order to select properties of payment methods suitable for the studied context, 
interviews were deemed necessary to provide an appropriate categorisation framework.  
  
The interviews were carried out in two phases: introductory and concluding. The 
introductory phase primarily involved stakeholders in the research, i.e. people and 
organisations interested in the outcome of it. These interviews provided a background to 
both payments as well as to child pornographic crimes. Due to the open nature of these 
introductory interviews, a semi-structured approach was deemed most suitable. The 
concluding phase went more in-depth with a focus on validating the properties chosen 
for the categorisation framework. Overall, these concluding interviews were still semi-
structured in order to extract as much information as possible, but with the addition of 
more specific questions. In order to gather broad information while validating the data, 
questions were generally of open, hypothetical, comparing or probing types as suggested 
by Collis and Hussey (2009). A wide range of interviewees also provided a good 
foundation for aligning material derived from the other data collection and analysis 
methods. 
 
Interviewees were mainly chosen based on recommendations from other interviewees, 
i.e. snowball sampling (Collis & Hussey, 2009). Finding interviewees with specific 
competence and insightful knowledge was deemed necessary, and this type of sampling 
was hence highly useful (Explorable, 2009). Even though the authors had a relatively low 
control on the choice of interviewees, the benefits of this type of chain-referral were 
considered more important. A noteworthy aspect that has been taken into consideration 
about this sampling method is the risk of community bias among the interviewees 
(Explorable, 2009), but this was accepted since the relevant people to interview in this 
subject were relatively few and difficult to find without referral. 
 
Generally, the interviewees were people with previous or on going engagements relevant 
for the thesis and/or stakeholders in the thesis’ results. They were approached with a set 
of questions and themes based on their background, e.g. within law enforcement, 
financial authorities, banks, or non-governmental organisations. An interview guide with 
general questions asked is attached in Appendix 1. The majority of interviews had some 
tailored questions however, which were based on more specifics directed to that person 
or organisation represented.  
 
A total of 22 interviews were held but only 15 are explicitly mentioned in the following 
chapters. However, all interviewees have contributed with valuable knowledge to the 
thesis and thus influenced the outcome. Interviews were conducted with representatives 
from a broad spectrum of businesses and organisations, including financial institutions, 
law enforcement agencies, NGO’s, consultants and researchers. Details about the 
interviews are summarised in Appendix 2. 
 
One of the authors was responsible for note taking while the other led the interview. All 
interviewees were offered anonymity but it was only requested during twice. The 
interviews were recorded unless interviewees expressed otherwise, and held in either 
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Swedish or English. Interview themes were in some cases e-mailed beforehand upon 
request.  
 
Analysis of the interviews consisted of restructuring notes instantly after an interview, as 
well as re-listening to the recording while taking further notes. Although transcribing the 
interviews could have provided a useful resource for analysis, an extensive note taking 
was deemed sufficient. Recurring themes from interviews, meetings and conferences, 
were extracted and used in the selection of properties for the categorisation framework. 
 
Some interviews were done with two interviewees present, which according to Collis and 
Hussey (2009) could have affected the results. The interviews have however been carried 
out with this in mind, and directed questions have been asked when deemed necessary.  
 
Given the relatively sensitive topic this thesis addresses, some interviewees may have 
answered in a way that would not cause harm to the organisation they represented. Even 
though no such cases were specifically observed, the authors have tried to be clear about 
how the results were supposed to be used, i.e. not involving any negative presentation of 
their organisation or themselves. 
 
2.2.3. Meetings, conferences and presentations 
During the research, the authors have attended meetings and conferences were topics 
adjacent to the thesis were discussed among knowledgeable actors. The data gathering 
from these meetings and conferences were quite informal methodology-wise, but 
enabled the authors to ask probe questions to a wide range of actors. Ideas for properties 
used in the categorisation framework were raised during these meetings and conferences, 
and were subsequently included in the analysis. Meetings and conferences attended are 
disclosed in Table 2. 
 
The presentation at the annual members’ meeting for the Swedish Financial Coalition 
was held during the final stages of the research. The categorisation framework and 
overall findings were presented for an audience representing the financial sector, law 
enforcement, and members from the Riksdag of Sweden (the Swedish Parliament), 
among others. The positive response of the framework’s actual usability for a wide range 
of stakeholders is deemed to have strengthened the validity of the research. 
 

Table 2. Meetings, conferences and presentations attended or held. 

Type Name Date 
Meeting Swedish Financial Coalition steering committee 2014-02-19 
Conference Tomorrow’s Transactions Forum 2014 2014-03-19/20 
Conference Swedish Bitcoin Conference 2014 2014-04-03 
Presentation Swedish Financial Coalition member’s meeting 2014-05-08 

 
2.2.4. Content analysis of online material 
To ensure that the thesis included the most recently published material and news, an 
informal method of analysing online content was used. Since such sources may be 
considered unreliable in comparison with e.g. peer-reviewed material, the extracted 
information have been limited to the most objective extent possible. A large portion of 
the content has merely been studied to understand the functionality of different payment 
methods, while criticism, tributes, and other subjective opinions have been reduced as 
much as possible.  
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A wide range of online sources has been studied, including discussion forums, news sites, 
blogs, and payment provider websites among others. This method has been relatively 
unstructured, but has been essential in order to provide a categorisation framework that 
takes the most recent development into account. It has also provided the authors with 
sufficient knowledge to ask relevant questions during the interviews in order to extract as 
much useful information as possible. 
 
2.2.5. Document analysis 
To bridge the gap between peer-reviewed articles and online content, a document 
analysis was used to ensure a higher legitimacy in the empirical study. The purpose of 
this analysis was similar to one in the literature review and online research: to identify 
and define properties for the categorisation framework, as well as to understand on going 
trends within the payment area.  
 
The studied documents comprised of a wide range of publications from an equally wide 
range of sources. Information was extracted in a similar manner to the interviews: 
recurring themes were observed and grouped. 
 
2.2.6. Workshop 
A three-hour workshop session was held 2014-04-15 at CGI Kista with six participants 
from KTH, CGI and the National Bureau of Investigation, as well as the authors. The 
purpose of the session was to ultimately validate a prototype for categorising non-
traditional payment methods. The outline of the workshop was based on a funnel model 
where wide questions and statements regarding categorising payment methods were 
initially posed and jointly discussed. Categorisation frameworks from other actors were 
later presented and discussed to inspire the participants. 
 
The group, excluding the authors, decided for a set of properties that were deemed most 
important for categorising payment methods in the scope of this research. The selected 
properties were then compared to a set prepared by the authors and since there were no 
essential differences, a prioritisation of the respective properties could be agreed upon in 
the group. This prioritisation has been used as basis of the weights in the categorisation 
framework. 
 
Finally, the framework prototype was presented and discussed. The input from the 
workshop was then analysed and included in the final framework. 
 
The workshop bears similarities to a focus group session in terms of questions asked as 
well as the concluding feedback (Collis & Hussey, 2009). Potential issues with only 
having a single session with relatively few participants is the low generalizability of such 
results. However, there is only a limited amount of people with relevant knowledge for 
conducting this type of workshop, which led to the assumption that the results were as 
useful as possible.  

2.3.  Research quality 

2.3.1. Reliability and validity 
The qualitative approach opted for in this thesis has a few implications according to 
Collis and Hussey (2009). The reliability of the research is reduced due to the large 
portion of personal interference with the results, as opposed to a more objective 
quantitative approach. This implies that similar research may not derive the same type of 
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categorisation framework as this study has. A rather informal method for quantifying 
documents and interviews is likely to have affected the reliability negatively as well. 
Conversely, since this informal process was deemed more time-efficient than a formal 
one, a larger amount of documents could be studied and thus ensure a higher validity.  
 
More, the large diversity among the interviewees, both in terms of geography, experience 
and industry, ensures that a comprehensive landscape of payment methods has been 
covered, which has been essential to provide an accurate categorisation framework. 
Finally, the research has not included first-hand interactions with offenders of child 
pornographic crime, which could have a negative effect on the results’ validity. Almost 
no data regarding criminal use of different payment methods have been accessible for a 
variety of reasons. The final categorisation framework has however been validated by 
actors with insight into those types of activities, primarily representatives from law 
enforcement.  
 
2.3.2. Generalizability 
The main outcome of this thesis, the categorisation framework, was tailored for use in 
the process of preventing transactions for CAM. There are however other illicit materials 
and services traded in similar market places where the categorisation framework could be 
used as well. In that sense, the categorisation framework is argued to be generalizable. 
Collis and Hussey (2009) however reason that using grounded theory usually result in a 
lower generalizability. This is supposedly due to the strong subjective involvement in 
most parts of a research. Ultimately, the generalizability of this thesis’ result is largely 
based on the intended setting for use of it. 
  
2.3.3. Author bias 
The sensitive topic of commercial trading of CAM may have caused predetermined 
opinions from the authors, which in turn may have affected the outcome of the study. 
Even though the data collection has included a wide range of sources, all have been 
under the single presumption that trading CAM is an inacceptable activity. This has 
naturally influenced the authors to some extent. 
 
The overall purpose of the study has not been related to any kind of direct profit for the 
interviewees’ organisations, which likely has minimised any interviewee bias. This applies 
for the authors and the sponsoring organisation as well, since neither will receive any 
kind of monetary compensation for the study.  
 
2.3.4. Legal and ethical considerations 
In line with the bias discussion, this study touches on the sensitive topic of CAM from 
time to time. This has resulted in some parts of the research taking place on websites of 
more questionable nature in the search for novel data. Such websites can sometime 
neighbour on illegal issues, which was anticipated in this type of research. If one website 
was assumed to lead on to more legally questionable topics, the authors halted any 
further approach to avoid possible legal violations. 
 
More, the results of this study are publicly accessible and thus available for everyone. 
Certain descriptions of procedures related to crime prevention have thus needed to be 
omitted since offenders themselves could access such information and circumvent 
existing filters. Unless this had been left out, the thesis could essentially have acted as a 
roadmap for criminals on how to avoid detection from law enforcement and anti-money 
laundering (AML) units at financial institutions. 
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2.3.5. Critical reflection of the research approach 
Results derived from online resources could be questionable since no formal method for 
this has been utilised; it has more or less been subjective interpretations. As previously 
discussed though, this method has been essential to provide results that are up-to-date 
and usable, and any conclusions derived from these sources have largely been based on 
objective facts. 
 
Conducting interviews with two potentially important sources have proved to be 
difficult: the Financial Supervisory Authority and people convicted for trading CAM. 
Meeting the Financial Supervisory Authority could have provided information with great 
insights into actual problems, but has been dismissed due to large difficulties of gaining 
access. Meeting convicted people was also difficult to set up, and ultimately deemed too 
complicated in terms of access, arising ethical issues, and potential bias from the authors 
during such an interview. A satisfactory empirical saturation has been achieved 
nonetheless, which implies that further interviews would only have been of marginal use. 
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3. LITERATURE REVIEW 

The literature review sets out to describe what a payment is, as well as frameworks that 
categorises payment methods. The large amount of ambiguities in payment terminology 
is highlighted to motivate this walkthrough. Innovation theory provides an 
understanding of influencing forces in the development and diffusion of future payment 
methods. On top of this, subjects related to criminal activity are brought to attention. 

3.1. Payments 

Leinonen (2008) defines payments as a mean for transferring funds, which in an account-
based system implies that a payer’s account is debited while the payee’s account is 
credited. The oldest types of payments are however non-account-based, i.e. barter and 
cash where a physical exchange takes place. The modern society is more or less 
completely dependant on account-based payments, where both the payer and payee 
entrust a system to make correct bookings in their respective accounts. (Leinonen, 2008) 
 
Payment services are mainly provided by banks, which are highly regulated to ensure 
financial stability. Regulations can however affect the efficiency in a payment system, 
which is why non-banks such as PayPal have been granted to provide limited payment 
services of its own to meet customer demand of e.g. faster transactions. (Leinonen, 2008) 
 
Figure 2 illustrates a simplified flow of payments between actors in a modern, regulated, 
financial system. Noteworthy in this illustration is the presence of financial transactions 
in between all actors, as well as transactions within each actor type.  
 

 
 

 

 

 

 

 

 

 

Figure 2. Simplified payment flows in a modern society (Leinonen, 2008, p. 22). 
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Another way of illustrating payments is by a four-corner model as depicted in Figure 3, 
which further simplifies the payment flows. If the buyer and seller both have accounts 
within the same bank, the four-corner model obviously becomes a three-corner one 
instead. The information exchange between banks, i.e. the financial supply chain, is 
mediated through a network, e.g. Visa or MasterCard for card-payments (Federal 
Deposit Insurance Corporation, 2007), or by standardised messages like SWIFT for 
bank-to-bank transfers (Society for Worldwide Interbank Financial Telecommunication, 
2014).  
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3. Four-corner model of a payment (European Payments Council, 2010). 

Ward (2011) describes payments based on four characteristics, and argues that everything 
else is merely technology on top of these four types. The benefit of illustrating payments 
in this manner is the independency of specific transaction channels, which can be useful 
in the constantly changing payment landscape. The four types of payments are 
summarised in Table 3. 
 
Table 3. Four types of payments. 

Type Characteristics Example of 
payments 

Push Implied consent, “I give you money” Cash payment, credit 
transfer 

Pull Registered consent, “you take the money” Debit transfer, direct 
debit transfer 

Mutual/Third Party Involves both push and pull, money is 
sent to a third party 

Card transaction, 
cheque payment 

Deported/Complex Uses a secondary tier of transactions to 
create links between disparate accounts 

Pre-paid credit/debit 
card, PayPal 

Source: (Ward, 2011) 
 
3.1.1. Payment methods 
A payment method is a way of paying for a purchase. On another level, a payment can be 
seen as a way of transferring funds from one source to another, which in turn is not 
necessarily performed due to a purchase. However, since every mean of transferring 
funds can be used as a payment method as well, this thesis equates all funds transferring 
means as payment methods.  
 
Online payment can be used as a term in relation to e-commerce, i.e. commercial trade 
online, and is naturally used when a trade occurs online, whilst online money transfer 
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generally only involves a reallocation of funds. As previously stated, the term transfer 
could however be a part of a payment, i.e. when actual exchange of funds takes place. 
(Investopedia, 2014b) 
 
3.1.2. Payment service providers 
A payment service provider (PSP) is an entity that enables its customers to use one, or 
more, payment methods, e.g. for a web shop or an international money transfer – the 
possibilities are vast. About Payments (2014) divides PSPs into four sub-units suitable to 
fully understand the roles of different PSPs: Acquirers, Distributors and Gateways, 
Collectors, and Aggregators. 
 
Acquirers 
Acquirers are the actual payment method entities that process transactions and are 
accordingly the core of payments. When payment methods are discussed, it is thus the 
acquirers that represent these in general. Other PSPs typically connect to an acquirer to 
simplify the merchant and buyer experience. Regardless of payment method, an acquirer 
is generally a bank. (About Payments, 2014) 
 
Distributors and Gateways 
A distributor or gateway PSP offers a merchant the possibility for its business to accept a 
range of payment alternatives, e.g. card payments, while only having continuous 
interaction with one actor, i.e. the distributor or gateway PSP. Thus, a distributor or 
gateway PSP is generally operating in the background of the actual commerce. The terms 
distributor and gateway are seemingly used interchangeably, but PSPs self-declared as 
gateways offer fewer payment connections in general. (About Payments, 2014) 
 
Collectors 
A collector PSP is similar to a distributor or gateway PSP since it enables merchants to 
accept a wide range of payment alternatives using one single actor. However, instead of 
simply channelling transactions, a collector PSP batches and logs transactions to ease the 
experience for merchants. (About Payments, 2014) 
 
Aggregators 
An aggregator PSP offers merchants a more comprehensive solution than distributors, 
gateways and collectors. Using a distributor, gateway or collector entails separate 
contracts with financial institution and acquirers, while an aggregator PSP takes on such 
responsibilities. Hence, an aggregator PSP is useful for a merchant looking for less 
contact with several financial institutions. (About Payments, 2014) 
 
3.1.3. Digital currencies 
Besides the differences with PSPs, it is essential to understand what the term “digital 
currencies” comprises of before continuing further into payments. The European 
Central Bank (2012) indicates distinctions between different types of money, e-money 
and virtual currencies among others using a matrix, as depicted in Table 4. Essentially, e-
money is a digitalised extension of traditional, government-regulated money, while virtual 
currency lacks this and is generally unregulated (European Central Bank, 2012). 
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Table 4. A money matrix. 

 Money format 
Physical Digital 

Legal 
status 

Unregulated Certain types of local 
currencies Virtual currencies 

Regulated Banknotes and coins 
E-money 
Commercial bank money 
(deposits) 

Source: (European Central Bank, 2012) 
 
Characterised by their absence of backing from any government, virtual currencies have 
generated a lot of controversy and media attention (European Central Bank, 2012). The 
value of a virtual currency is usually set by supply and demand, although deviations of 
this exist as well (Consultative Group to Assist the Poor, 2014). Virtual currencies are 
commonly acquired from currency exchange and/or market places, but with a different 
set of currencies available for exchange. Certain virtual currencies can also be acquired by 
other means, e.g. rewards from online-game achievements.  
 
Texas Department of Banking highlights that classifying virtual currencies is a difficult 
task, and opts for a similar division as the European Central Bank but with an additional 
segmentation that incorporates more recent development (Cooper, 2014). Virtual 
currencies are divided into centralised and decentralised types, i.e. based on their 
issuance, and are clearly separated from non-virtual currencies with the following 
definition: 

 
“[…] the term sovereign currency will be used to mean government-issued currencies with legal tender 
status in the country of issuance. In most of the literature pertaining to virtual currency, the term fiat 

currency is used to refer to government-issued legal tender. Technically, fiat currency is a subset of 
government-issued legal tender. Fiat currency has no intrinsic value; its value is established by law. By 
contrast, commodity-backed currency has intrinsic value insofar as it represents a claim on a commodity 
such as gold or silver. Here, sovereign currency means both commodity-backed and fiat currency issued by 

a government and designated as legal tender. (Cooper, 2014, p. 1) 
 
Thus, two categories of currency emerge, each with a coupled sub-set: sovereign (fiat and 
commodity-backed) and virtual (centralised and decentralised). The virtual set can be 
categorised in yet another way according to The European Central Bank (2012), which 
defines three types of schemes based on their respective integration possibilities with 
“real economy money”, illustrated in Table 5. The arrows indicate transfer possibilities 
from one type of economy to the other, while crosses indicate the opposite. 
 
Table 5. Types of virtual currency schemes. 

Type 1 Type 2 Type 3 
Real economy 

money 
Real economy money Real economy money 

 ✖ ✖ " ✖ " # 
Virtual money Virtual money Virtual money 

Used only for 
virtual goods and 
services 

Can be used for virtual and real goods 
and services, but cannot be exchanged to 
real economy money 

Can be used for virtual 
and real goods and 
services 

Source: (European Central Bank, 2012) 
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Cooper (2014) notes that certain centralised virtual currencies are commodity-backed by 
precious metals or sovereign currency, and can thus derive an intrinsic value. In other 
words, centralised virtual currencies share similar characteristics with sovereign 
currencies, mainly since they are both centrally issued and controlled. 
 
Decentralised virtual currencies 
The decentralised sub-set of virtual currencies is perhaps the one that has gained the 
most attention since its emergence, and requires a more comprehensive explanation than 
sovereign and centralised virtual currencies. They lack any central issuance in contrast to 
such currencies, as well as any administrator or repository (Cooper, 2014). Existing 
decentralised virtual currencies are commonly referred to as crypto currencies due to the 
fundamental cryptographic algorithm that manage both issuances of new currency as well 
as transactions. Users in a particular crypto currency network devote computing power 
to approve transactions within the network by performing calculations. A user who 
successfully approves a transaction is then granted with either new crypto currency or 
crypto currency from the user conducting the transaction, similar to a traditional 
transaction fee (Investopedia, 2014a). This process is referred to as mining (Nakamoto, 
2008). The mining process described is fundamental for a crypto currency since it 
ensures that each bit of currency cannot be spent more than once, a role that 
intermediaries in traditional currency systems have (Leinonen, 2008).  
 
The first crypto currency, which still holds the largest market capitalisation, is Bitcoin 
and was introduced in October 2008. The number of alternative crypto currencies 
(Figure 4), or simply “altcoins”, have lately seen remarkable growth, and totalled to 412 
in May 2014 (Map of Coins, 2014) including the original Bitcoin, although some sources 
lists well over 500 different crypto currencies (Crypto Coins Table, 2014). The majority 
of altcoins are based on the Bitcoin source code, but altered in terms of e.g. encryption 
method, amount of available coins and transaction speed (Map of Coins, 2014). 
 

 
Figure 4. Number of crypto currencies (Map of Coins, 2014). 

Besides mining, users can acquire crypto currency by purchasing it from exchanges for 
sovereign currency. The acquired crypto currency, whether mined or purchased, resides 
in a user’s digital wallet. A wallet is coupled with a private key that allows the users to 
make outbound transactions using the funds in the wallet, and a public key that allows 
others to send funds to the wallet. (Bitcoin.org, 2014) 
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3.2. Categorising payments 

Payment methods can be categorised in numerous ways based on e.g. format of the 
currency, if the transaction is direct or requiring an intermediary, or if there is a central or 
decentralised authority issuing the underlying currency (European Central Bank, 2012; 
Langdon et al., 2000; The Riksbank, 2013b). Four different categorisation frameworks 
are presented below to indicate the vast possibilities when categorising payment methods 
or currencies. There are naturally more than four existing means of categorising, but 
these represent a general perception of payment methods.  
 
3.2.1. Categorisation from Kalakota & Whinston - Electronic payment systems 
Kalakota and Whinston (1996) elaborate on, and categorise, electronic payment systems 
in three segments: banking and financial payments, retail payments, and online e-
commerce payments, summarised in Table 6. Their categorisation describes possible 
payment methods within different settings, but is inevitably drawn with overlapping 
categories since certain methods are accepted in more than one setting, e.g. credit cards 
in both retail and online payments. 
 
Table 6. Categorising electronic payment systems. 

Main category Sub-category Sub-sub-category 

Banking and financial 
payment 

Large scale or wholesale payments 
 Small scale or retail payments 

Home banking 

Retailing payments 
Credit cards 

 Private label credit/debit cards 
Charge cards 

Online e-commerce 
payments 

Credit or post-paid payment system 
Credit card-based 
payment 
Electronic checks 

Debit or pre-paid payment system  

Token-based payment system Electronic cash 
Smart cards 

Source: (Kalakota & Whinston, 1996, p. 298) 
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3.2.2. Categorisation from the Swedish Riksbank - Retail payments 
The Riksbank categorises retail payments using another set of variables than Kalakota 
and Whinston (1996). First, retail payments are defined as transactions of relatively small 
amounts made in large quantities, primarily between households, companies and 
authorities (The Riksbank, 2013b). In its categorisation, transactions are either direct or 
account-based, and transferred by an electronic or physical medium (The Riksbank, 
2013a), illustrated in Table 7.  
 

Table 7. Schematic representation of retail payments. 

 Account-based Direct 

Electronic 

Giro  
Direct debit 
Transfers 
Debit card 
Credit card 
Charge card 
E-money 
Mobile payments 

Prepaid card 
E-money 

Physical 
Giro form 
Money order 
Check 

Cash 

Source: (The Riksbank, 2013a) 
 
3.2.3. Categories from WorldPay (2013) 
WorldPay (2013) offers a relatively comprehensive categorisation of alternative payment 
methods, and defines them as “any payment type that is not a debit or credit card”. This is 
analogous with the previous definition of non-traditional payment methods. The 
categories are displayed in Table 8. 
 

Table 8. WorldPay’s (2013) categories of alternative payment methods. 

Main category Sub-category 

Bank transfers Online (real-time) bank transfers 
Offline bank transfers 

Direct debits  
E-wallets  

Mobile Direct carrier billing 
Mobile wallet 

Cash on delivery  

Other 

Local card schemes 
Pre-pay 
Post-pay 
E-invoices 
Digital currencies 

Source: (WorldPay, 2013) 
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3.2.4. Categories from About Payments (2014) 
About Payments (2014) offers a similar categorisation to WorldPay (2013), but includes 
traditional card payments as well and another interpretation of alternative, or non-
traditional, payments. The categorisation is displayed in Table 9. 
 

Table 9. About Payment's (2014) categories of payment methods. 

Main category Sub-category 

Card payments 

Credit card 
Debit card 
Pre-paid card 
Gift/loyalty card 

Alternative payments 

Bank transfers 
Direct debits 
Mobile carrier billing 
Cash on delivery 
Invoices 
Checks 
Specials 

Digital wallet payments Preloaded digital wallet 
Pass-through digital wallet 

Source: (About Payments, 2014) 
 
3.2.5. Remarks on existing categorisation 
The European Central Bank (2012), the Riksbank (2013a), and Ward (2011) opt for a 
property-based categorisation of payment methods and currencies, based on e.g. legal 
status, money format, transaction type. This way of categorising payment methods 
ensures that the categorisation itself can be used for a certain purpose, e.g. highlighting 
interesting features. But restraining the categorisation to a few features opens up for a 
risk of leaving certain payment methods out of consideration. For example in the case of 
the Riksbank’s (2013a) categorisation, where a hypothetical payment method offering 
neither account-based nor direct transactions would fall out of the framework. 
 
Kalakota and Whinston (1996), WorldPay (2013) and About Payments (2014) have a 
slightly different approach that involves establishing a set of pre-defined categories where 
payment methods are placed in. This way of categorising ensures that all possible 
payment methods can be included in a framework – simply by adding another category 
called, say, “Other” or “Specials”. The limitation is however the low applicability of such 
a framework. It can of course be useful to provide an overview of available payment 
methods, but seeing the constant development of these with further fragmentation to 
expect (The Riksbank, 2013b), this method faces the risk of being too fragmented itself. 
Moreover, as new PSPs emerge offering gateway and/or distributor functionalities, this 
method will have issues with discrepancies among the categories, which is already 
apparent within these three frameworks. For example WorldPay (2013) lists pre-paid, 
digital currencies and mobile wallets as separate solutions, but does not include the 
possibility that a mobile wallet hypothetically can be pre-paid with digital currencies. 
Ultimately, this type of categorisation framework has benefits in terms of inclusiveness 
and overview, but lacks in applicability and discrepancies among categories.  
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The two different ways of categorising payment methods are seemingly offering 
advantages and disadvantages that need to be considered in the development of a new 
framework. 

3.3. Innovation 

The definition of innovation itself is diverse and the concept has been of great interest to 
academia for a long time. According to well-quoted authors such as Thompson (1965) 
and Pierce & Delbecq (1977), an innovation is the generation, acceptance and 
implementation of new products, processes or services. Porter (1990) introduces the 
perspective of commercialisation and recognises the combination of invention and 
commercialisation. Rogers (2002), on the other hand, takes on a slightly different 
approach and defines it as an idea, object or practise that is perceived as new by any unit 
of adoption.  
 
3.3.1. Diffusion of innovations 
The diffusion of an innovation can be seen as a type of communication with the aim to 
spread information about something perceived as new in terms of use and knowledge 
(Rogers, 2002). The diffusion itself is a process where “an innovation is communicated through 
specific channels over time among members of a social system” (Rogers, 1995, p. 250), and is 
closely related with a set of five attributes. These attributes explain a majority of the 
variance in diffusion for different innovations: relative advantage, compatibility, 
complexity, trialability and observability, summarised in Table 10. In combination with 
types of innovation decision, communication channels, social systems and promotion 
efforts, these are the most predictive variables when trying to assess future diffusion 
(Rogers, 1995).  
 
Table 10. Characteristics of attributes affecting diffusion of innovations. 

Perceived 
attribute 

Characteristics Correlation 
with diffusion 

Relative 
advantage 

The degree to which an innovation is perceived as 
being better than the idea it supersedes 

Positive 

Compatibility 
The degree to which an innovation is perceived as 
consistent with the existing values, past experiences, 
and needs of potential adopters 

Positive 

Complexity The degree to which an innovation is perceived as 
relatively difficult to understand and use 

Negative 

Trialability The degree to which an innovation may be 
experimented with on a limited basis 

Positive 

Observability The degree to which the results of an innovation are 
visible to others 

Positive 

Source: (Rogers, 1995)  
 
Innovations that are perceived as having high relative advantage, compatibility, 
trialability, observability, and low complexity would consequently diffuse more rapidly 
than others lacking these traits.  Criticism has been raised towards the generalizability of 
these characteristics as being derived from the diffusion of hybrid-seed varieties in 
farming communities (Tidd & Bessant, 2009). Instead, another set of attributes 
supposedly explaining the rate and level of diffusion more accurately have been proposed 
by Tidd and Bessant (2009): economic, behavioural, organisational and structural.  
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Khiaonarong and Liebenau (2009), discuss the diffusion of different payment methods 
using a product life-cycle framework applied on Norwegian bank payment services. Their 
results indicate that Internet banking is reaching a saturated stage, while mobile payment 
is approaching a growth stage. Older methods, such as credit cards and cheques, are 
either in a decline phase or approaching it. Online payments are however not mentioned 
in the methods discussed by Khiaonarong and Liebenau (2009), but Sorkin (2001) 
recognise that such services will have a major influence in the development of payment 
methods. Leinonen (2008) further identifies five areas that will see much advances: 
 

1. Speed  
2. Price  
3. Security  
4. Interface efficiency  
5. Integration in customer systems and processes  

 
Leinonen (2008) gets support from Khiaonarong and Liebenau (2009) that speed, in 
terms of real-time processing, is expected to play a central role in future innovation of 
payment methods.  

3.4. Criminal activity in financial systems 

Since this research venture into an area where financial systems are misused for illicit 
purposes, it is essential to understand underlying features of these markets as well.  
 
3.4.1. Criminal markets 
The literature on markets and economies falling outside regular definitions of legal 
equivalents is ambiguous. First, the mere name of such a market or economy is disputed, 
including examples such as hidden; grey; shadow; informal; underground; illegal; 
unobserved; unreported; unrecorded; parallel; irregular; household; criminal; and black 
(Feige, 1990; Flemin, Roman, & Farrell, 2000). However, a mutual term used by Flemin 
et al. (2000) and Feige (1990) is the underground economy, and will henceforth be used 
to describe this wide range of activities. 
 
A significant proportion of the literature focuses on estimating the size of the 
underground economy, or certain sectors of it (Feige, 1990; Flemin, Roman, & Farrell, 
2000; Gaertner & Wenig, 1983). Feige (1990) divides the underground economy into 
four sectors due to the wide range of goods and services that appear in such economies, 
see Table 11. 
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Table 11. Sectors of an underground economy, by Feige (1990). 

Sector Consists of 

Illegal 
“[…] the income produced by those economic activities pursued in 
violation of legal statutes defining the scope of legitimate forms of 
commerce” 

Unreported “[…] economic activities that circumvent or evade the institutionally 
established fiscal rules as codified in the tax code” 

Unrecorded “[…] economic activities that circumvent the institutional rules that define 
the reporting requirements of government statistical agencies” 

Informal 

“[…] economic activities that circumvent the costs and are excluded from 
the benefits and rights incorporated in the laws and administrative rules 
covering property relationships, commercial licensing, labor contracts, 
torts, financial credit and social security systems” 

Source: (Feige, 1990) 
 
Flemin et al. (2000) derives a slightly different division of the underground economy, 
described in Table 12. 
 
Table 12. Sectors of an underground economy, by Flemin et al. (2000). 

Sector 
name 

Definition/Consists of 

Criminal “[…] illegally produced goods and services, such as the production and 
trade of illicit narcotics” 

Irregular “[…] legally produced goods and services which evade legal reporting 
requirements, such as tax evasion” 

Household “[…] household production” 

Informal “[…] economic activities that circumvent the costs and are excluded from 
the benefits�of law, such as unregulated microenterprise” 

Source: (Flemin, Roman, & Farrell, 2000) 
 
Although the titles of the sectors differ between Feige (1990) and Flemin et al. (2000), 
the descriptions are more or less similar. Relevant for this thesis is the sector titled illegal 
or criminal. The latter term will be used to describe this sector in an underground 
economy henceforth. 
 
3.4.2. Regulation of criminal markets 
It may seem odd to discuss regulation on criminal markets since they have similarities 
with completely free markets, and are obviously not governmentally controlled. Stein 
(1983) however argues that such markets can in fact be regulated, not by governments, 
but by criminals themselves. Criminal syndicates, or similar, can demand certain fees to 
allow other actors to participate on a market, which turns it into a regulated market 
(Stein, 1983). 
 
3.4.3. Child pornographic offenders 
Eneman (2010) discusses a wide range of issues regarding offenders of trading CAM. 
This mapping of offenders is unique; hence the following is solely based on her doctoral 
thesis.  
 
Of the studied offenders, the technological awareness appears to be high. The use of 
closed communities online with compulsory manuals of allowed systems and 
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communication methods indicate that offenders were aware of preventive tactics used by 
law enforcement, which is somewhat in line with Stein’s (1983) arguments of self-
regulating criminal environments. Unfortunately, the research is strictly based on 
observations from closed communities where economic transactions were prohibited due 
to the traceability of such actions. But this fact may be informing for the financial sector 
since it implies that functional precautions to avoid detection are in place. 
 
However, non-traditional payment methods offering a higher degree of anonymity and 
less traceability may interest child pornographic offenders. According to Eneman (2010), 
the offenders are using encryption as a safety measure, and the leap to start using e.g. 
crypto currencies with a relatively high degree of anonymity is thus not that far away. 
Eneman (2010) however mentions that the observed communities in the study are likely 
to represent the more technologically aware offenders rather than the more “average” 
ones.  
 
3.4.4. Innovation and criminality 
Research within the field of information systems tends to assume that the diffusion of 
technology in society is beneficial for all (McGrath, 2005). However, the use of 
information technology in relation to CAM form an illustrative example of how 
innovative technology can be misused for harmful purposes, and raises challenges for the 
society to address (Cecez-Kecmanovic, 2005).  In this modern type of criminality, law 
enforcement and offenders act in a technological “cat-and-mouse game”, with offenders 
driving new technology adoption while law enforcement agencies tends to be behind in 
such usage (Wall, 2007). Sheldon and Howitt (2007) argue that positive features with 
information technology can become negative when misused by criminals, especially the 
possibilities for anonymity and accessibility.  

3.5. Conclusion of the literature review 

As shown, understanding payments is a fairly difficult task (European Payments Council, 
2010; Federal Deposit Insurance Corporation, 2007; Leinonen, 2008) where previous 
attempts to simplify the payment landscape seem to have used either properties of 
payments or currency types (European Central Bank, 2012; The Riksbank, 2013a; Ward, 
2011), or labelling them based on some overall characteristics (About Payments, 2014; 
Kalakota & Whinston, 1996; WorldPay, 2013). The same procedure applies for the 
breakdown of different types of PSPs (About Payments, 2014). As earlier mentioned, 
labelling different methods may provide a sufficient overview for certain purposes, but 
can easily become too static. With a fast changing payment landscape, especially in online 
capabilities (Sorkin, 2001), such categorisation approaches thus seem inadequate.  
 
In general, there seems to be two types of currencies available: sovereign and virtual. 
Each one is coupled with a subset as shown in Table 13, which highlights some of the 
fundamental differences. Decentralised types of virtual currencies are more commonly 
referred to as crypto currencies, and have recently gained much attention (European 
Central Bank, 2012; Consultative Group to Assist the Poor, 2014). They distinguish 
themselves with a completely different structure in comparison to other currencies. 
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Table 13. Different types of currency. 

Sovereign Virtual 
Fiat Commodity-backed Centralised Decentralised 

 
There is a limited amount of literature discussing payments for illicit use other than for 
large-scale money laundering (e.g. Feige, 1990; Flemin, Roman, & Farrell, 2000; Gaertner 
& Wenig, 1983). Likely reasons for this are related to the difficulties with sufficient 
insight into criminal activity, as well as gaining access to classified information related to 
such activity. The analogy Wall (2007) uses about a cat-and-mouse game is however 
useful to circumvent the difficulties with insight and access. It implies that criminals (the 
mouse) will misuse parts of the financial system until law enforcement (the cat) catches 
up, and then move on. Criminals are thus seeking methods unattended to by law 
enforcement and regulators.  
 
More, a shift toward non-traditional payment methods poses additional challenges for 
law enforcement to anticipate future use by criminals. Rogers (2003) however identifies a 
set of characteristics that can be used to understand this adoption, and thus what types 
of payment methods to target in crime-preventive efforts. 
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4. UNDERSTANDING NON-TRADITIONAL PAYMENT METHODS 

This section introduces trends in payments, followed by a discussion about important 
properties of payments for either commercial or illicit purposes. It strives to identify 
areas and specific properties of the payment landscape that will influence future 
development. Focus has also been directed towards illicit transactions and properties 
attractive for criminals when selecting payment services. In analogy with Wall (2007), 
properties tending to complicate the work for law enforcement are equated to the most 
attractive ones for criminals.  
 
References to statements or conclusions by the interviewees are henceforth denoted with 
brackets. These statements and conclusions are subjective opinions, and do not 
necessarily reflect the general position from their employers.  

4.1. The payment landscape 

The payment industry continues to grow and innovations are shaping a fast moving 
commerce to meet up with consumer demands. Non-traditional payment methods and 
new PSPs are constantly challenging conventional models (The Paypers, 2013) and the 
role of such non-banks has increased due to the growing use of innovative technology in 
payments (Bank for International Settlements, 2012).  
  
The e-commerce market is estimated to $1.8 trillion in 2014 (Capgemini & The Royal 
Bank of Scotland, 2013), with the major growth rate of non-traditional payment methods 
deriving from e-wallets and real-time payment solutions (WorldPay, 2014). The rapid 
growth of non-traditional means of processing transactions, currently totalling more than 
300 schemes (WorldPay, 2013), shows that both customers and merchants are embracing 
these new ways of paying. Successful solutions need to attract customers and help 
merchants to identify and authenticate them in a more user friendly way [Rodgers, 
Vendorcom]. Merchants will also have a supporting role for the diffusion of innovative 
payment solutions through different offerings to consumers [Devaney, CGI]. 
 
A study from 2009 found that the most relevant factors from a consumer perspective is 
ease of use, speed of the payment process, protection against security breaches, merchant 
acceptance, costs, data privacy and anonymity (Bank for International Settlements, 2012). 
A more recent survey conducted by the European Central Bank and national central 
banks in 2010 confirms some of these factors, concluding that both merchant and 
customer benefit from innovations in terms of speed, ease of use and security (European 
Central Bank, 2010). Forthcoming innovations will also make it easier to access payment 
instruments and have the ability to reduce the number of un-banked customers 
(European Central Bank, 2011). New actors putting more interest in adjacent 
information and “big data” instead of the transaction itself are also likely to enter the 
payment industry [Nilsson, Swedbank]. 
 
However, the rapid development of non-traditional payment methods entails risks, and 
there is need for regulators to adapt to this new technological environment (European 
Central Bank, 2011). Opportunities for misuse by criminals have resulted in new 
challenges for law enforcement agencies as well, e.g. the increasing possibilities of staying 
anonymous (Financial Action Task Force, 2010). 
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4.2. Innovation in payments and drivers for development 

The financial market is evolving and new innovations are constantly introduced from 
different clusters of actors in the payment landscape. Factors such as consumer needs, 
technological development and changes in legal frameworks create conditions for 
innovation in payment services (The Riksbank, 2013b). The market has lately been 
subject to a technology push that may not have been matched by the actual consumer 
demand [Sirborg & Wård, Handelsbanken], and sets of independent solutions will 
continue to emerge before more consolidated ones are provided [Devaney, CGI; 
Segendorff, The Riksbank]. Such solutions however need to be well balanced, since the 
commercial market itself constitutes a balance between consumers, merchants, financial 
institutions, alternative payment service providers, and regulators.  
 
Consumers 
Consumers will be one of the influential forces driving the forthcoming innovation in 
payments [Devaney, CGI; Birch, Consult Hyperion], and “powerful consumers will eventually 
decide what solutions will prosper” [Birch, Consult Hyperion]. Some are more specific, 
accrediting the younger part of the population as the most persistent drivers [Ander & 
Herlin, BTCX], while other speak in terms of generations [Fornaeus & Nilsson, 
Swedbank]. Generational differences may influence development of the payment market, 
where new payment services are expected to have the largest and fastest penetration 
among the young adults (The Riksbank, 2013b). Consumers consequently form a basis 
for valid business cases, and end users’ need for efficient, secure, and convenient 
payment solutions will be one of the more influential forces for future development, 
especially in the retail sector (Bank for International Settlements, 2012). 
 
Financial institutions 
Banks and large card companies are other dominant actors that will influence the future 
development in payments [Devaney, CGI; Edholm & Segendorff, The Riksbank; 
Fornaeus & Nilsson, Swedbank]. Banks are likely to defend their position in the market 
and implement new systems on their own, rather than letting regulators push them 
[Devaney, CGI]. They have a great competitive advantage in their perception of being 
safe and reliable [Fornaeus & Nilsson, Swedbank]. However, these actors have the 
challenge of needing to maintain existing systems and keep integrity for their customers, 
and may need to create completely new business models in order to be innovative 
[Rodgers, Vendorcom]. Card companies on the other hand will continue to focus on 
increased transaction volumes in their system since it is the origin of their profits (The 
Riksbank, 2013b). 
 
Regulations 
The regulatory framework is another force that will influence innovation and push, or 
hamper, technology implementation (Bank for International Settlements, 2012). 
Proactive regulation, such as the first version of the E-Money Directive, adopted by EU 
in its Directive of 2000, with too strict legislative obstacles turned out to be a barrier for 
innovation (Bank for International Settlements, 2012). Licensing obligations and 
compliance with supervision from authorities are as well noted as potential barriers (The 
Riksbank, 2013b).  
 
The other tactic, adopting a wait-and-see approach, and only taking action after some 
specific development has been observed, may result in regulators not being able to react 
quickly enough (Bank for International Settlements, 2012). Rodgers [Vendorcom] 
proposes a middle-course strategy that would be welcomed by the market, where 
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regulators put together a framework that defines the interfaces for interoperability, but 
does not become overly prescriptive in detailing the precise details of solutions, instead 
allowing solution providers, merchants, and consumers to decide what best suits their 
requirements.  
 
Traditional and criminal markets 
Traditional payment markets are revenue driven, which are commonly generated through 
fees (The Riksbank, 2013b). Payment providers have further opportunities to provide 
additional revenue through complementary services that often brings more than the 
actual payment intermediation. Such business models are often reliant on large volumes 
and network effects (The Riksbank, 2013b). 
 
Criminal markets on the other hand, or illegal markets in accordance with Feige’s (1990) 
definition, are difficult to observe and there is no reliable data supporting what drives 
these parallel economic systems. Stein (1983) argues that these markets are regulating 
themselves by criminal forces, implying fees and conditions for participation. 
Considering network effects, these markets are not likely to ever reach same volumes as 
its traditional counterpart. In combination with an inability to large-scale cooperation, 
they should not be able to impact commercial development other than to give examples 
of areas were legal frameworks are insufficient.  

4.3. Payment properties in commercial transactions 

In order for a deeper understanding of commercial transactions and influential areas for 
development, the transaction itself has been decomposed into properties. Similar to the 
observation that characteristics of an innovation can help predict its diffusion (Rogers, 
1995), an analogous approach has been adopted with the identification of properties of 
transactions. This subsection discusses properties that have been deemed likely to 
influence development, focusing on progress aimed at consumers for regular 
transactions.  
 
4.3.1. Mobility 
Mobile payment is an attractive market gaining focus from both banks and non-banks 
(Capgemini & The Royal Bank of Scotland, 2013). However, it seems that the non-
traditional payment providers are frontrunners and that a majority of the mobile payment 
offerings are happening in this non-bank space (Global Payments Forum, 2013). Local 
regulators (e.g. in Poland) are encouraging banks to build necessary infrastructure to 
support mobile payments, which may speed up the rate of diffusion among these entities 
as well (Capgemini & The Royal Bank of Scotland, 2013). 
 
The global mobile payment market is expected to reach a total value of $796 billion in 
2014, gaining ground from the more than 212 million unique mobile payment users 
estimated in 2012 (Capgemini & The Royal Bank of Scotland, 2013). However, mobile 
payments still accounts for a very small share with 1% of the total amount of 
transactions, but are predicted to see significant growth in the next five years when 
around 15% of the mobile users are estimated to conduct such payments (European 
Banking Authority, 2014). This figure is even higher in Europe, with estimations of every 
fourth payment being mobile by 2017 (European Banking Authority, 2014). This 
development is mainly driven by peer-to-peer mobile payments in developing markets, 
and consumer-to-business mobile payments in mature markets (Capgemini & The Royal 
Bank of Scotland, 2013). 
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Anywhere, anytime, and any place are key drivers that have pushed the mobility to where 
it is today, and the capability to make transactions on the go are increasingly important 
for consumers (Khiaonarong & Liebenau, 2009). Mobile solutions have lately seen 
significant growth, and Devaney [CGI] concludes “mobility will be one of the key elements in 
the near future”. 
 
Fornaeus and Nilsson [Swedbank] accredit the importance of mobile phones for past 
development, but emphasises that new access points will be leading forthcoming 
development. This is also recognised by the Financial Action Task Force (2010), 
describing how devices connected to a mobile communication network, such as tablets 
and computers, will continue to drive payment development.  
 
Summary of mobility in commercial transactions   
Mobility and the mobile payment market is likely to see rapid development in the 
upcoming years, providing customers with increased access to payment services through 
different access points. Mobile payments still account for a small part of the total 
transaction volume but are likely to rise, partly due to an increased competition between 
banks and non-bank actors.  
 
4.3.2. Transaction speed 
Real-time processing and speed of a transaction are, in line with mobility, key influences 
of innovation in payment methods (Khiaonarong & Liebenau, 2009; Leinonen, 2008). 
Devaney [CGI] phrases “it has been coming down to real-time” and puts words to a thought 
shared by many. There is an amplified focus on the time aspect of a transaction, either 
through faster clearing and settlements, or faster initiations (Bank for International 
Settlements, 2012). In terms of payment decisions, speed will play a central role 
(European Central Bank, 2011), and real-time payments will be one property influencing 
development in the upcoming years [Devaney, CGI; Edholm & Segendorff, The 
Riksbank; Fornaeus & Nilsson, Swedbank; Ragnevad, WyWallet; Teigland, Stockholm 
School of Economics; undisclosed interviewees, National Bureau of Investigation]. 
People want to quickly exchange money and “it is a matter of needs and demand: money should 
quickly be able to be transferred” [Segendorff, The Riksbank]. Real-time bank transfers are 
expected to grow and accredit for 20% of all transactions made by alternative means in 
2015 (European Banking Authority, 2014). 
 
Öst [Handelsbanken] challenges these predictions by questioning the actual demand for 
real-time payments by the market. This demand for real-time is more about reliable 
information and an instant guarantee of the transaction, confirming coverage of the 
sender. He gets support from Sirborg and Wård [Handelsbanken] who underlines the 
importance of an ability to quickly guarantee a transaction, not a fast transaction itself. 
Aligning arguments where also raised during the Global Payments Forum (2013), 
concluding that there is a limited need for real-time payments. Many transactions take 
place between parties with an existing relationship entailing very low risks, thereby not 
requiring real-time clearing and settlements (Bank for International Settlements, 2012). 
There will however be occasions where settling up-front is a necessity, but besides such 
cases actors can accept regular clearing and settlement processes without real-time 
capabilities.  
 
Summary of transaction speed in commercial transactions 
There seems to be dual views about actual demand for faster transactions, as well as 
different opinions on the necessity of real-time information versus real-time clearing and 
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settlement. To what extent this development will reach remains uncertain, but faster 
flows of either information or actual funds transferring is likely to be expected.  
 
4.3.3. Privacy 
The general public have recently directed more attention to privacy due to the massive 
media coverage of the NSA-leakage by Edward Snowden (The Guardian, 2014), and 
domestic reports of surveillance conducted by FRA in Sweden (Larsson et al., 2014). 
Tibbling [Swedish Economic Crime Authority] conclude that privacy has become 
increasingly important for the average citizen after these events, which in turn have led to 
further complications when debating about access to private information.  
 
When it comes down to future payment solutions, “privacy is the feature that will drive 
development and become increasingly present in daily use” [Birch, Consult Hyperion]. Segendorff 
[The Riksbank] supports this statement by “customers want to keep card details and other as 
secret as possible. It is not a question about anonymity, but personal integrity”. There are important 
issues around privacy that new technologies have facilitated, and there have never been 
possible to reconstruct personal lives in such detail as today by accessing medical, 
financial and transactional data (Lietaer, 2001).  
 
“The society needs to decide upon a reasonable amount of privacy to omit. The technology is already in 
place but society needs to demand it” [Birch, Consult Hyperion]. There is a difficult balance 
between preventing fraudsters and violation of privacy [Devaney, CGI], which pinpoints 
the struggle for regulators when deciding the right balance between privacy and abilities 
for society to prevent and stop criminal activities. An agreed upon practice or globally 
adopted standard for how information collection can be governed might be one possible 
step (Shaw et al., 2000).  
 
Multiple levels of privacy based on notification and consent may be a possible solution 
were companies and consumers agrees upon what personal information that may be 
accessed and used (Shaw et al., 2000). Lietaer (2001) argues that a clarification of 
ownership rights of personal data is needed, and that individuals then can authorise 
external usage of that personal information. Ragnevad [WyWallet] underlines that “the 
market gets increasingly difficult to meet with demands of greater anonymity since anonymous payment 
methods are unlikely to be tolerated by regulators”.  
 
Summary of privacy in commercial transactions 
New technologies have raised issues around privacy, and there is an on going debate 
about the balance between privacy and the ability for society to prevent criminal activity. 
Solutions that tackle these integrity issues are likely to be even more important in further 
development, but there are seemingly difficult obstacles that need to be addressed in 
order to successfully develop such solutions. 
 
4.3.4. Security 
Security will also be one influencing force in payment development [Ragnevad, 
WyWallet; Rutberg, The Swedish Banker’s Association; Tibbling, Swedish Economic 
Crime Authority]. The security of personal accounts and transactions will be essential, 
and Rutberg [The Swedish Banker’s Association] underlines that “consumers want to protect 
themselves from fraudsters, skimming and such”.  
 
As digital payment solutions increase in use, security features become more critical and, 
to some extent, determine whether a method will be used in full scale or not (Langdon et 
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al., 2000). The integrity of payment information and accurate authentication of both 
customer and merchant, are key in a secure transaction (Langdon et al., 2000).  Security is 
likely to influence future innovations in payments (Leinonen, 2008), which is also 
recognised by undisclosed interviewees [The National Bureau of Investigation], especially 
in digital solutions. 
 
One of the more salient aspects in the security debate is how to provide a satisfactory 
authentication process. In order to keep the systems safe from fraudsters, authentication 
is essential and “we will see higher levels of authentication in the future” [Ander & Herlin, BTCX]. 
“The market for authentication will probably be much larger than previously anticipated” says David 
Birch [Consult Hyperion], before adding “identification will be a driving factor”.  
 
The use of usernames and passwords by customers to authenticate themselves creates 
increasing vulnerability. Proposals to alleviate this weakness are emerging, including the 
removal of the need for merchants to store usernames and passwords, and instead being 
able to access validating authorities that hold original credentials on a customer [Rodgers, 
Vendorcom]. If a merchant wants to validate a customer, he or she could give 
permission for the merchant to validate certain criteria directly against the originating 
authority, e.g. at a financial institution to confirm credit status [Rodgers, Vendorcom]. 
Another possible solution that addresses the need for secure authentication and 
identification processes is the usage of biometric data, which opens up for new means of 
authentication [Ander & Herlin, BTCX; Devaney, CGI; Ragnevad, WyWallet]. 
 
Summary of security in commercial transactions 
Security aspects will seemingly be significant in forthcoming payment development, with 
consumers and merchants pushing for security improvements in order to minimise the 
risk for fraud. Identification and authentication of actors involved in the transaction 
seem to be the most important security issues, where possible solutions could involve 
biometrical data, or by relocating personal credentials to validating authorities. 
 
4.3.5. Usability 
Payment schemes need to fit into average peoples’ lives and have relevance to their needs 
(Makin, 2014).  Consequently, usability and ease of use are properties that consumers will 
seek to in the future [Ragnevad, WyWallet; Rutberg, The Swedish Banker’s Association; 
Sirborg & Wård, Handelsbanken]. Diffusion theory by Rogers (2002) supports this claim 
and concludes that innovations with a high perception of complexity, i.e. a low ease of 
use, have lower rates of diffusion. 
 
The term usability can entail a number of other properties, such as accessibility and user-
friendliness, which are essential for payment method adoption: “the easier technology get, the 
more it will be adopted” [Fornaeus & Nilsson, Swedbank]. Sirborg and Wård 
[Handelsbanken] support this and emphasises that high thresholds to get started pose 
one of the most significant barriers for new technologies to get adopted.  
 
Network effects and the amount of nodes accepting a payment service is another central 
aspect affecting usability [Teigland, Stockholm School of Economics]. This will be of 
particular importance for payment services aiming to provide consumer-to-consumer 
payments (The Riksbank, 2013b). Compatibility with other payment schemes and a large 
geographical acceptance will further facilitate higher usability (Makin, 2014). 
Compatibility and coherence with existing needs and experiences are also usability-
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related properties highlighted by Rogers (2002) as important factors influencing the rate 
of adoption.  
  
Even though several parts of usability, e.g. network effects and accessibility, essentially 
point to one single universal payment method applicable in every setting, this may not be 
the eventual outcome. Sirborg and Wård [Handelsbanken] instead predict that 
consumers will have several payment options available, not a single one serving all needs. 
Consumers will simply choose the alternative most suitable for the situation at hand, 
taking the existing relations between themselves and the merchant into account.  The 
Riksbank (2013b) also describe this expected fragmentation of payment solutions before 
the market can conform to a more practical amount of alternatives.  
 
Summary of usability in commercial transactions 
Usability is a multi-faceted property that can be discussed in terms of e.g. user-
friendliness, network effects, or accessibility. Even though one could argue that the 
previously discussed properties (mobility, transaction speed, privacy, security) also 
constitute some sort of usability, they have been separated to highlight the results from 
the research in a more precise manner. Here, usability has been used to discuss a more 
collective term of several less commercially influential properties, and is thus included as 
one single property itself. 

4.4. Payment properties in illicit transactions 

This subsection focuses on illicit transactions and properties of interest for criminals. As 
mentioned in the preamble, it has been assumed that difficulties for law enforcement 
agencies and AML units are desirable for perpetrators, and thus sought after in illicit 
transactions. The results are partly constructed on predictions and estimations by sources 
knowledgeable in the payment area, mainly from law enforcement agencies and AML 
units.  
 
4.4.1. Anonymity 
One of the most fundamental properties sought after for illicit transactions appears to be 
anonymity and the ability to stay anonymous [Fornaeus and Nilsson, Swedbank; 
Ragnevad, WyWallet; Rutberg, The Swedish Banker’s Association; Sirborg & Wård, 
Handelsbanken; Smith, Internet Watch Foundation; Teigland, Stockholm School of 
Economics; undisclosed interviewees & Wecksell, National Bureau of Investigation; Öst, 
Handelsbanken]. “Anonymous transactions will be further used for criminal purposes” says Smith 
[Internet Watch Foundation] and Teigland [Stockholm School of Economics] continues 
with: “if I were a criminal, I would want to be anonymous and avoid traceability”.  
 
Anonymous transactions allow both merchants and buyers to avoid detection, as well as 
the possibility for law enforcement to connect transactions with a personal identity. 
“Criminals want no connection between transaction and delivery” says Teigland [Stockholm School 
of Economics], and an undisclosed interviewee from the National Bureau of 
Investigation supports with “anonymous payment streams are highly appreciated by fraudsters”. 
Sheldon and Howitt (2007) further reinforce this by explicitly stating that anonymity is a 
property misused by criminals to escape law enforcement agencies.  
 
Anonymity can be obtained in a direct manner through the use of anonymity-enabling 
solutions, or indirectly by abusing personalised services and circumventing verification 
measures through identity and impersonation fraud (Financial Action Task Force, 2010). 
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This is an increasingly important issue for payment service providers conducting non-
face-to-face businesses (Financial Action Task Force, 2010).  
 
Depending on the nature of the crime, the aspects of anonymity will be of different 
prioritisation. In terms of CAM, “the propensity to protect yourself is huge, while the demand to get 
hold of the material is extreme” [Wecksell, National Bureau of Investigation], and anonymity 
and non-traceability are of interest to offenders involved in such networks (Eneman, 
2010). An eventual uncovering would force confrontation with friends, family and 
society, who in general show no pithiness and understanding of these actions. Wecksell 
[National Bureau of Investigation] states that “being sentenced for sexual child abuse is the worst 
thing you can be convicted for and is an individual catastrophe. Anonymity is by far the most important 
factor”, and finds support from Smith [Internet Watch Foundation]: “universally, no one 
wants to be associated with this kind of content”. Hence, criminals have an increased demand 
for anonymity and are willing to put in a lot of effort to hide themselves. 
 
Summary of anonymity in illicit transactions 
The ability to stay anonymous and avoid detection is a highly significant property sought 
after by criminals. Involvement with CAM further increases the desire for anonymity due 
to the view from society on this type of offender. More, the entrance of anonymity-
enabling services, which are becoming increasingly more accessible, complicates the work 
for law enforcement.  
 
4.4.2. Usability 
Besides being identified as an important property for commercial transactions, usability 
has been identified as one proliferated property for illicit use as well [Smith, Internet 
Watch Foundation; undisclosed interviewees, National Bureau of Investigation; Öst, 
Handelsbanken].   
  
One aspect of the perceived usability of a payment service is how accessible it is and how 
easy it is to start using. “Users feel more secure utilising familiar, accessible, and safe payment services 
that still remain anonymous” [undisclosed interviewee, National Bureau of Investigation]. 
Old habits are commonly sustained and once criminals have found a suitable method, 
they are likely to hold on to it. Undisclosed interviewee [National Bureau of 
Investigation] is certain that “we need to focus on simple and highly accessible payment methods that 
offers anonymity” since they have frequently been used for illicit transactions, and will most 
likely see further use in the future. Moreover, criminals responsible for the actual 
distribution are keen to offer a simple payment solution and “they do not want to make it 
look complicated” [Smith, Internet Watch Foundation]. However, it has been recognised 
that offenders are aware of their illegality and have developed social and technological 
strategies to reduce the risk of detection, which may include choice of complex payment 
methods as well (Eneman, 2010). 
 
Furthermore, the geographical range, or regionality, of a payment service is also an 
influential factor for usability. Online purchases of illegal material often require cross-
border transactions, particularly for CAM. “They want a convenient payment solution were they 
can pay internationally; it needs to work cross-border wise” [undisclosed interviewee, National 
Bureau of Investigation]. Wider geographical reach also entails higher risk for money 
laundering or terror financing, and enables payment service providers to operate from 
jurisdictions with inadequate AML regulations (Financial Action Task Force, 2010).  This 
may hamper investigation capabilities for law enforcement agencies and should thus be a 
desirable property by criminals. Additionally, international legal assistance requests can 
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be very time consuming with low chances of success (Financial Action Task Force, 
2010).  
 
Summary of usability for illicit transactions 
Usability for illicit transactions seems to be more or less strictly related to ease-of-use and 
international capabilities, in contrast to commercial transactions where usability involved 
a wider set of sub-factors. A broad geographical reach is a necessity for cross-border 
transactions, and problematic for law enforcement agencies due to possible jurisdictional 
issues. As for commercial transactions, low complexity is an important factor, but 
evidence point out that at least some offenders are turning to more advanced solutions, 
which makes the ease-of-use less applicable in this scope. 
 
4.4.3. Transaction speed 
The speed of a transaction affects the work for law enforcement since a faster 
transaction enables a larger amount of transactions to take place within a set timeframe. 
This can in turn result in longer transaction chains for law enforcement to investigate, 
which naturally is time-consuming. Many of the non-traditional payment methods enable 
quicker transactions and funds to be converted or withdrawn more rapidly than 
conventional channels, thus complicating the work for law enforcement (Financial 
Action Task Force, 2010).  
 
The ability to quickly perform transactions of illicit material is of further interest to such 
buyers and merchants [Öst, Handelsbanken]. A shortened time between the initiation 
and actual transfer of funds would make monitoring and prevention of suspicious 
transactions harder as the timeframe to react is reduced [Tibbling, Swedish Economic 
Crime Authority; Öst, Handelsbanken]. Regulators may have a saying in this 
development, and Ragnevad [WyWallet] states: “there might be a requirement for some escrow-
period to meet up with regulatory proceedings”. 
 
Summary of transaction speed for illicit transactions 
In short, a higher transaction speed could hamper law enforcement agencies’ and AML 
unit’s abilities to both prevent and investigate suspicious transactions. The tracing of 
transactions could potentially be extremely time-consuming since every node in the chain 
would have to be investigated in order to follow a trace.  
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5. CATEGORISING NON-TRADITIONAL PAYMENT METHODS 

A relevant range of properties of payment methods needs to be chosen to construct a 
framework for categorising them. This section motivates those respective choices and 
the coupling of segments to each property. In order to construct such a categorisation 
framework for payment methods within the scope of this thesis, a comparison between 
proliferating properties discussed in subsections 4.3. and 4.4. has been made. By doing 
this comparison, two perspectives are taken into account that together describes 
properties likely to influence payment development, as well as those desired for illicit 
transactions. This is also in line with Sheldon and Howitt (2007) conclusion that 
“positive” innovations can be misused for illicit purpose.  

5.1. Aligning commercially and criminally desirable properties 

Again, it has been assumed that properties complicating the work for law enforcement 
and AML units are desirable for illicit transactions. The comparison between these 
properties is illustrated in Table 14, with the results derived from previous discussions. 
 

Table 14. Properties respectively desired for commercial and illicit transactions. 

Property Desirable for commercial 
transactions 

Desirable for illicit 
transactions  

Anonymity  ! 
Mobility  !  
Privacy !  
Security !  
Transaction speed ! ! 
Usability ! ! 

 
Transaction speed and usability are desirable for both commercial and illicit transactions, 
and have thus been chosen for use in the categorisation framework. Anonymity is 
however only mentioned in relation to illicit transactions, but is on the other hand 
pointed out as the most significant property in terms of illicit transactions. The impact of 
anonymity is thus deemed too significant to set aside, and it is hence chosen for use in 
the categorisation framework as well. Each one of these three properties is further 
discussed below, together with an individual segmentation to simplify the following 
categorisation.  
 
5.1.1. Anonymity 
It is likely to assume that commercial development of payment solutions offering greater 
privacy will facilitate the access to more anonymous solutions as well, since practical 
solutions to privacy issues are similar to anonymity-enabling services. Seeing that 
anonymity also can have a substantial impact on law enforcement’s capabilities for 
investigation, it has been deemed as one of the more influential properties in this scope. 
 
Segmenting anonymity 
Since anonymity in payment methods mainly relates to the amount of personal 
information declared in a transaction, it has been deemed useful to segment this property 
based on that amount of information. There are a few ways to describe this information, 
e.g. Díaz et al. (2002) who presents a model to quantify the degree of anonymity in 
anonymity-enabling services. Even though the fairly complex model can provide 
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quantitative values of such a degree, it has been deemed too difficult to use since it 
requires substantial insight into core functionality of PSPs.  
 
Instead, this quantity of personal information is set by segmenting the so-called know-
your-customer processes (KYC) to reflect a more accessible measure. These processes 
can encompass measures such as photo identification as a mean of collecting personal 
information. The KYC processes for payment service providers have here been divided 
into three classes for the sake of segmentation, as illustrated in Table 15. This 
segmentation is a result of an informal analysis of what different PSPs require from its 
customers in terms of personal information.   
 
Class 3 represents the highest amount of KYC, i.e. where the PSP can be more or less 
assured that no impersonation fraud can occur. Class 2 and 1 describe processes where 
the risk for such kind of fraud is higher. 
 

Table 15. Segments of anonymity: KYC classes. 

Name Minimum KYC requirement 
Class 3 Face-to-face registration 
Class 2 Scanned government-issued photo identification and verification documents 
Class 1 Pseudonym, e-mail address 

 
5.1.2. Transaction speed 
The speed of a transaction has previously been recognised as a property likely to 
influence future commercial development, but it is also a problematic property for law 
enforcement and AML units. The transaction speed partly determines the extent to 
which a suspicious transaction can be prevented, but faster transactions also enable funds 
to change hands at a greater pace, and can thus pass through more nodes during a given 
timeframe. This allows for longer transaction chains, which can be problematic for law 
enforcement and is consequently reflected by the segmentation of this property.  
 
Segmenting transaction speed 
Even though the actual timeframe that enables a too complicated transaction chain to 
occur is considered privileged information by law enforcement agencies and AML units, 
some limit has been deemed necessary to establish for the sake of categorisation. A limit 
of 30 minutes is assumed to be a reasonable separator of high- and low-speed 
transactions, but this is just an estimation that not necessarily reflects actual timeframes. 
The segments are summarised in Table 16. Excluding a real-time segment has been 
deemed appropriate due to the uncertainties with its diffusion discussed in 4.3.2., as well 
as numerous interpretations of what real-time actually is6.  
 

Table 16. Segments of transaction speed. 

Name Transaction speed 
Low Transaction completed in more than 30 minutes 
High Transaction completed in less than 30 minutes 

 

                                                
6 Some claim that real-time payments need to be executed within a couple of seconds (The Riksbank, 
2013b), while others settle for minutes (Global Payments Forum, 2013). 
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5.1.3. Usability 
The empirical research has found usability to be important for both commercial and 
illegal transactions. The term usability however involves a wide range of possible sub-
properties usable for segmentation. Accessibility, user-friendliness, complexity, network 
effects, and geographical reach have been some of the most frequently mentioned sub-
properties to usability. The latter, geographical reach, has been chosen as most significant 
in the scope of this study, since the other sub-properties seem to be more desired for 
commercial transactions and hence out of this scope. More, the geographical reach of a 
payment method can complicate the work for law enforcement since investigations of 
suspicious transactions may have to include agencies that operate under different 
jurisdictions.    
  
Segmenting usability into regionality 
The geographical reach a payment method offers will henceforth be related to as its 
“regionality”. Regionality has been divided into three segments that are intended to 
reflect this reach in a satisfactory manner: local, regional, and global. This segmentation is 
relatively straightforward and is largely based on existing payment methods’ regionality. 
The segments of the sub-property regionality are summarised in Table 17. 
 

Table 17. Segments of regionality. 

Name Geographical reach 
Local Limited to one nation 
Regional Limited to a certain region 
Global No geographical limits 

 
5.1.4. Mobility, privacy and security  
Mobility, privacy and security are likely to be influential properties in forthcoming 
development of payment methods, but do not appear to be specifically desired for illicit 
transactions. Based on this, they have been omitted from any deeper analysis. The 
respective reason for rejection is discussed below. 
 
Mobility 
Mobility has been omitted since purchases of CAM generally take place at home where 
the offender can act in private [Wecksell, National Bureau of Investigation]. The mobility 
property refers to being able to do transactions on the move from mobile devices, which 
thus is seemingly unimportant for these offenders. 
 
Privacy 
Disclosure of personal information has become an increasingly emphasised subject, and 
the debate around personal integrity and governmental surveillance is a hot topic. Effects 
have been observed on the commercial side where consumers are more restrictive of 
what information they are willing to share. There is a shift towards less disclosure of 
personal information and consumers are increasingly requesting services that can offer 
greater privacy. It is however imperative to not mix up privacy with the term anonymity. 
While privacy relates to the desire of keeping activities and information entirely private, 
anonymity relates to hiding the true identity behind an action, but not necessarily hiding 
the action itself (Leinonen, 2008). There are thus large differences between these two 
terms, even though they are touching on neighbouring subjects.  
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In the case of criminal desire and difficulties for law enforcement and AML units, 
anonymity is the single most influential property of payment methods. People carrying 
out illicit transactions have a natural desire to hide their identity, which make anonymous 
solutions increasingly preferred [Wecksell, National Bureau of Investigation]. Even 
though the practical measures to meet up with the demands of both consumers and 
criminals may be similar, there is a substantial difference in the underlying intent of the 
depersonalisation. While legal consumers may be anxious about being monitored or 
fraudsters exploiting their personal information, the criminal intention is to avoid 
detection and prosecution from law enforcement. Based on this, privacy has been 
omitted over anonymity as an influential property for illicit purchases.  
 
Security 
Security relates to issues involving fraud among others. Due to the relatively small 
amount typically involved in a transaction for CAM (Europol, 2013), security issues may 
be unimportant for such offenders. It has thus been assumed that offenders are willing 
to accept the risk of fraud since the potential loss of funds is relatively small. 
 
5.1.5. An additional property: The regulatory aspect 
One factor that has emerged during the empirical research and is seemingly important 
when discussing payment methods is regulation. It has not been highlighted as a property 
explicitly desired for neither commercial nor illicit transactions, but rather from law 
enforcement agencies. Regulation is a controversial topic and its effect on innovation and 
product development is debated (The Paypers, 2013). It has however been regarded as 
one of the more usable means of mitigating financially related crime, and is included as 
the fourth property in the categorisation for payment methods. Tibbling [Swedish 
Economic Crime Authority] supports this view, and argues that regulation can be useful 
for mitigating certain risks. However, he also argues that a too restrictive regulation may 
create incentives for development of new payment methods that further complicates 
regulation. Thus, a thorough regulation may not be the single answer when combatting 
financial crime. 
 
Segmenting the regulatory aspect 
There are several possible ways to segment regulation of payment methods. One useful 
method to indicate different regulatory segments would be to illustrate what regulation(s) 
a payment method is subject to. This however poses serious difficulties since existing 
regulation often is nationally bound, or regional to some extent. More, the regulatory 
landscape is more or less constantly in change trying to cope with new financial services. 
Khiaonarong and Liebenau (2009) argue that regulatory changes are unlikely to happen 
overnight, but a segmentation based on existing regulation could reduce the usability of 
the categorisation framework due to lack of international use and a risk of being out-
dated too fast.  
 
Instead, the segmentation has considered what regulations seemingly are trying to 
address, in order to minimise the risk of being out-dated or regionally bound. This 
reflection has led to a segmentation based on what type of currency is being transferred 
in a transaction, summarised in Table 18. The three types of currency were presented in 
the literature review by merging inputs from sources with regulatory insight, e.g. Cooper 
(2014) and the European Central Bank (2012). Of the three types, sovereign has been 
around the longest and is thus associated with most regulations (Global Payments 
Forum, 2013). Virtual currencies, both centralised and decentralised, are relatively new in 
this context and are not subject to the same extent of regulation as sovereign currencies. 
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Hypothetically, centralised virtual currencies would however be easier to regulate than its 
decentralised counterpart since a central entity can be approached. For decentralised 
virtual currency, there are in essence no controlling entities that can be approached for 
regulation since the control is completely distributed among a network of users. 
 

Table 18. Segments of the regulatory aspect. 

Type of currency Distributed and controlled by Examples 
Sovereign Central bank or similar US Dollar, Euro, SEK 
Centralised virtual Private entity WebMoney, Linden Dollar 
Decentralised virtual Network of users Bitcoin, Litecoin 

 
The regulatory aspect is a multi-layered property that entails significantly more than just 
the underlying type of currency being transferred. While anonymity, regionality and 
transaction speed describe relatively static properties of a payment methods, the 
regulatory aspect describe the possibilities for authorities to control it through regulation, 
i.e. intervention possibilities. Such regulatory possibilities can affect the other properties 
by simply imposing tougher requirements in e.g. KYC processes for PSPs.     
 
This way of segmenting the regulatory aspect provides a distinctive way of separating 
payment methods, while still being useful since no practical alternatives to these three 
types of currencies exist, at least for now. More, it does not face any obvious risks of 
being out-dated. 
 
5.1.6. Summary of principal properties 
The properties that have been selected as principal for categorisation, i.e. anonymity, 
transaction speed, regionality, and regulatory aspect, represent a sufficient amount of 
information to provide an applicable framework. They include measures that are both 
considered proliferating in commercial development as well as complicating for law 
enforcement, without being regionally bound or limited by changing regulation. The 
principal properties are identified as essential for non-traditional payment methods used 
for commercial trading with CAM online, and are thus answering the second research 
question stated in the introduction of this thesis.  

5.2. Constructing the categorisation framework 

As previously indicated in subsection 3.2., existing categorisation frameworks have 
shown discrepancies and have not been able to deliver an unambiguous categorisation 
with accurate separation of payment schemes (About Payments, 2014; Kalakota & 
Whinston, 1996; WorldPay, 2013). Simplifications of the payment landscape (Leinonen, 
2008) are still complex with large quantities of interrelated actors, and reviewed 
frameworks have not been applicable to successfully address issues with illicit 
transactions, or lacked ability to adapt to recent development (Cooper, 2014). 
 
Rogers (1995) suggests that a set of characteristics, or properties, can explain the 
diffusion of an innovation, i.e. to what extent it will be used. Using this together with 
observations of property-based frameworks being more applicable for specific uses 
(European Central Bank, 2012; The Riksbank, 2013a), it has been deemed useful to 
suggest a property-based categorisation framework here as well. More, having it 
property-based enables a smooth transition from the principal properties to the actual 
framework. 
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The four principal properties derived in subsection 5.1 have been combined into one 
categorisation framework. In essence, the framework constitutes of three properties 
describing a dimension of potential threats and complications for law enforcement 
(anonymity, regionality, transaction speed), together with a dimension relating to the 
possibilities for intervention (the regulatory aspect).  
 
The resulting categorisation constitutes of three separate matrices including the four 
principal properties. The regulatory aspect is mutual in all matrices and provides a useful 
comparison between them. More, it relates to another dimension of properties than the 
three derived from criminal desires. By combining these two dimensions of properties 
with their respective segmentation, a way of understanding payment methods is granted. 
The three matrices are illustrated in Table 19 – Table 21. 
 

Table 19. The anonymity categorisation matrix. 

 
 

Type of currency 
Sovereign Centralised virtual Decentralised virtual 

KYC 
level 

Class 3    
Class 2    
Class 1    

 
Table 20. The regionality categorisation matrix. 

 
 

Type of currency 
Sovereign Centralised virtual Decentralised virtual 

Regionality 
Local    

Regional    
Global    

 
Table 21. The transaction speed categorisation matrix. 

 
 

Type of currency 
Sovereign Centralised virtual Decentralised virtual 

Transaction 
speed 

Low    
High    

 
5.2.1. Summary of the categorisation matrices 
The categorisation matrices above provide a way of looking upon different payment 
methods in a structured manner. Where previous frameworks partly have focused on 
naming categories of payment methods and forcing different providers into these, this 
framework opts for a property-based approach. Besides providing a way of thinking 
about payment methods, the categorisation framework’s primary use is related to risk 
assessment, which will be explained in the following section.  
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6. RISK ASSESSING NON-TRADITIONAL PAYMENT METHODS 

This section defines risk values used in the new way of categorising payment methods. 
By highlighting these risks, stakeholders will be able to understand what payment 
methods are preferred by criminals for illicit purchases.  

6.1. Risk values in the categorisation matrices 

The categorisation matrices presented in subsection 5.2. illustrate three means of 
understanding payment methods based on properties that are deemed to be of interest in 
criminal activity, and likely to influence development. In order to further pinpoint certain 
payment methods and types of PSPs, so called risk values in each categorisation matrix 
are defined below. A higher risk represents payment methods with properties 
complicating intervention for law enforcement, i.e. properties likely to be desired by 
criminals.  
 
In order to describe risk in an understandable and usable manner, a quantification 
process has been conducted. Since the categorisation matrices describe two dimensions, 
each dimension has been assigned with a set of risk values where a higher risk is 
indicated by a higher value. This quantitative risk value assigning process is illustrated in 
Table 22. Elements in the matrix denoted with a1-3 are constant in each row and 
represents risk values originating from “Property A” together with its corresponding 
segments A1-3, whereas b1-3 are constant in each column and represents risks from 
“Property B” with corresponding segments B1-3. The risk value of a payment method 
calculated from one categorisation matrix is the sum of the corresponding Property A 
and B elements (lowercase a and b). A payment method with properties represented by 
e.g. A1 and B2 (i.e. a1, b2) would thus be given the total risk value of a1 + b2. 
 

Table 22. Schematic illustration of risk assigning in a categorisation matrix. 

 
 

Property B 
B1 B2 B3 

Property A 
A1 (a1, b1) (a1, b2) (a1, b3) 
A2 (a2, b1) (a2, b2) (a2, b3) 
A3 (a3, b1) (a3, b2) (a3, b3) 

 
The following sections present risk values for each property in the categorisation 
matrices presented in subsection 5.2. (regulatory aspect, anonymity, regionality, 
transaction speed). In order to prove the usefulness of categorisation matrices together 
with each other, a range for the risk values has been set to illustrate this: 
 

1 ≤ ai ≤ 3, 1 ≤ bj ≤ 3 
 

Noteworthy is that this selection of specific values is completely arbitrary and is merely 
used to illustrate relative risk between segments of each property.  
 
6.1.1. Defining risk for the regulatory aspect 
The horizontal categories in the categorisation matrices from subsection 5.1. (sovereign, 
centralised virtual, and decentralised virtual currency) indicate the regulatory possibilities 
with an actual payment method, and are mutual in all matrices. A payment method 
transferring sovereign currency generally falls under some kind of regulation, or is at least 
more easily approached than methods using virtual currencies (Global Payments Forum, 
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2013). This state may change with new directives in place to regulate such payment 
methods further, but it is assumed that those using sovereign currencies are less difficult 
to regulate, and consequently easier to control for illicit misuse. 
 
Based on a report from the Internet Watch Foundation (2012), payment methods used 
for commercial CAM trade are limited to transferring sovereign currency in different 
manners. A more recent briefing paper from the Internet Watch Foundation (2014) 
however informs that Bitcoin, the decentralised virtual currency, has been observed as 
the only acceptable payment method at some child pornographic websites. Thus, 
payment methods in both extremities of a “regulatory scale” seem to be in use by 
offenders, which leads to the assumption that centralised virtual currencies are used as 
well; since they are located in between sovereign and decentralised virtual currencies on 
such a scale. Furthermore, Allen (2013) states that criminal enterprises are specifically 
moving towards a digital and unbanked economy, i.e. including different virtual 
currencies. 
 
Risk values for the regulatory aspect 
It seems that offenders are using payment methods based on both sovereign and virtual 
currencies. Considering the low regulatory control law enforcement has on methods 
using virtual currencies, they are associated with a high risk for illicit misuse. Centralised 
virtual currencies however offer some possibilities for regulation since they are 
controlled by private entities, as opposed to its decentralised counterpart where the 
control is completely dispersed. Decentralised virtual currencies will accordingly be given 
a higher risk value than centralised ones. 
 
Payment methods with sovereign currency are not to be considered safe from misuse 
either, since they are apparently still in use (Internet Watch Foundation, 2014). More, 
these methods may be more easily accessible than those using virtual currencies, and are 
thus given a risk value as well, albeit lower. The risk values are summarised in Table 23 
and reflect the relative risk between the currency types. 
 

Table 23. Risk values for the regulatory aspect. 

 Currency type 
Sovereign Centralised virtual Decentralised virtual 

Risk value 1 2 3 
 
6.1.2. Defining risk for the anonymity property 
Anonymity is perhaps the most frequently recurring property in relation to criminally 
preferred payment methods, as discussed in subsection 4.4. A quantification of risk in the 
three different KYC classes enables a highlighting of payment methods likely to be 
adopted for illicit purchases. 
 
Eneman (2010) argues that some child pornographic offenders possess high 
technological knowledge to circumvent monitoring systems in place by law enforcement, 
and are thus prone to approach payment methods that offer the highest degree of 
anonymity. On the other hand, Eneman (2010) also mentions that these offenders are 
probably not representative for a typical child pornographic offender. This implies that 
not only will offenders use payment methods with the lowest degree of KYC, but also 
those with a higher degree.  
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Looking at actual cases where illicit trade has taken place, anonymity emerges as an even 
more important factor. Silk Road was an online market place closed by the FBI in 2013, 
and represents one such case (Roy, 2013). The goods and serviced traded on Silk Road 
were typically illegal, ranging from counterfeit passports and gift certificates to weapons 
and drugs. The website was only accessible on the “deep web7” using a special browser 
called Tor8 that encrypts traffic to minimise tracing possibilities. Payments for purchases 
on Silk Road were only allowed to be in the crypto currency Bitcoin to ensure anonymity 
of the buyers and sellers. After the FBI tracked down the alleged creator of Silk Road 
and closed its operations, it did not take long before alternative market places emerged, 
Silk Road 2.0 among others (Greenberg, 2014). The alternative market places share the 
same characteristics as Silk Road in terms of the illegal goods and services for sale, as 
well as only allowing crypto currency as payments. While CAM in particular is banned on 
many of these market places, there seem to be a general shift towards distributing such 
content on the deep web (CEOP, 2013). One problem for investigators is that market 
places for CAM naturally want to maintain hidden from the general public, as opposed to 
websites such as Silk Road and its successors. With observations from Stein (1983) that 
such markets regulate themselves and decide the access for other participants, 
requirements for safety measures such as anonymity are likely to be a necessity for 
participation.  
 
Risk values for the anonymity property 
Aligning the results from Eneman’s thesis (2010) with the case of Silk Road, it becomes 
apparent that offenders are prone to use payment methods with as high anonymity as 
possible. Even though such payment methods require more knowledge than e.g. 
traditional card payments, the Internet is crowded with detailed guides for novices of 
how to be more or less anonymous online. Furthermore, a high degree of anonymity 
entails complicated investigations for law enforcement [undisclosed interviewees, 
National Bureau of Investigation]. Thus, the lowest degree of KYC (Class 1) is indicated 
with the highest risk value, with descending values to Class 3, summarised in Table 24.  
 

Table 24. Risk values for the anonymity property. 

 Risk value 

KYC level 
Class 3 1 
Class 2 2 
Class 1 3 

 
6.1.3. Defining risk for the regionality property 
The majority of online CAM purchases seem to involve cross-border transactions, and 
are hence not nationally sourced in general (Europol, 2013; Hässleholm District Court, 
2013; Internet Watch Foundation, 2012). International transactions for illicit purchases 
can further complicate investigations for law enforcement agencies since contact with 
                                                
7 There are alternatives to the Internet that are inaccessible using traditional browsing methods, generally 
referred to as the deep web or darknet (Biddle et al., 2003). The size of the deep web is difficult to 
estimate, but qualified guesses range from two to three times the size of the traditional Internet 
[undisclosed interviewee, National Bureau of Investigation]. What separates the deep web from the 
Internet is partly the indexing possibilities, which makes it difficult to search for certain websites without 
knowing the actual website address (Biddle et al., 2003). 
8 Tor (The Onion Router) was a US Naval Research Laboratory project aimed to protect government 
communications. The use of Tor has however spread to a wider public, allowing virtually anyone to 
browse the Internet with low possibilities of being traced (The Tor Project, 2014). 



Combating Illicit Financial Transactions Andreas Henning & Christopher Nordin 
 

42   | Risk Assessing Non-Traditional Payment Methods 

corresponding agencies and financial institutions in countries where a transaction has 
passed through has to be established. This can be a time-consuming process that is even 
further complicated by national jurisdiction. Some regions, e.g. the European Union, 
have collaboration in place that addresses some of these cross-border issues (European 
Commission, 2013), but it is still likely to be a more time-consuming process than 
domestic investigations. 
 
This naturally makes it more problematic for law enforcement to approach such criminal 
activities, which in turn implies that payment methods usable for international purchases 
are of higher interest to offender than those with local or regional limitations. With this 
in mind, payment methods that enable global transactions are given a higher risk value, 
followed by lower values for regionally and locally enabling methods, as shown in Table 
25. 
 

Table 25. Risk values for the regionality property. 

 Risk value 

Regionality 
Local 1 
Regional 2 
Global 3 

 
6.1.4. Defining risk for the transaction speed property 
The speed of a transaction is considered important in this scope since a higher 
transaction speed enables more complex transaction patterns during a shorter timeframe, 
thus reducing the ability for law enforcement to track down the perpetrator. 
Consequently, it would be desirable for offenders to use payment methods offering fast 
transactions. The “High speed” segment of transaction speed is therefore given a higher 
risk value, while “Low speed” is given a lower, illustrated in Table 26. Since “High” and 
“Low” each represents one end of the transaction speed scale, they are each assigned the 
extreme values of the risk value range. 
 
As stated in 5.1.2, the quantification of slow and fast transactions is relatively arbitrary in 
this thesis with transactions taking more than 30 minutes considered slow. This 
quantification of slow and fast should primarily be dependant on how long transaction 
chains law enforcement could cope with before losing traceability. 
 

Table 26. Risk values for the transaction speed property. 

 Risk value 

Transaction speed Low 1 
High 3 

6.2. Combining the risk values 

When the risk values associated with each individual property are combined into the 
categorisation matrices presented in 5.2., the three risk matrices are obtained. 
 
6.2.1. Risk values in the anonymity matrix 
Combined with risk values from the regulatory aspect, the total risk values are illustrated 
in Table 27. A stronger KYC process is argued to be an effective way of combat 
transactions with illicit purposes, indicated here by levelling the risk values for all 
currency types in the KYC level Class 3 row to the lowest (indicated by the adjustment -1 
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and -2). This adjustment is however arbitrary and only reflects the importance of a strong 
KYC process regardless of currency type.  
 
Since KYC Class 1 payment methods are more or less fully anonymous regardless of 
currency type, this row is levelled to the highest risk value to reflect this (indicated by the 
adjustment +2 and +1). More, KYC Class 1 methods using sovereign currencies may be 
even more preferable than those using virtual ones since they are already utilising a 
currency approved by governments, which could simplify their use. For now, the small 
adjustment is deemed to be sufficient to account for this probability. 
 

Table 27. Combined risk values in the anonymity matrix. 

 Type of currency 
Sovereign Centralised virtual Decentralised virtual 

KYC level 

 
Class 3 

 
(1,1) (1,2)-1 (1,3)-2 

 
Class 2 

 
(2,1) (2,2) (2,3) 

 
Class 1 

 
(3,1)+2 (3,2)+1 (3,3) 

 
6.2.2. Risk values in the regionality matrix 
In analogy with the anonymity matrix, the risk values from the regulatory aspect are 
combined with those from the regionality property, resulting in Table 28. Given previous 
discussions of the importance of cross-border transactions, adjustments in the “Local” 
row are made to reflect the reduced usability of payment methods that only allow 
national transactions. These adjustments level the risk values of both centralised and 
decentralised virtual currencies to the value in the “Sovereign” column, i.e. the lowest 
one. 
 

Table 28. Combined risk values in the regionality matrix. 

 Type of currency 
Sovereign Centralised virtual Decentralised virtual 

Regionality 

 
Local 

 
(1,1) (1,2)-1 (1,3)-2 

 
Regional 

 
(2,1) (2,2) (2,3) 

 
Global 

 
(3,1) (3,2) (3,3) 
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6.2.3. Risk values in the transaction speed matrix 
In analogy with the previous two matrices, the regulatory aspect is combined with the 
property transaction speed, illustrated in Table 29. No adjustments are deemed to be 
necessary in this matrix. 
 
Table 29. Combined risk values for the transaction speed property. 

 Type of currency 
Sovereign Centralised virtual Decentralised virtual 

Transaction 
speed 

 
Low 

 
(1,1) (1,2) (1,3) 

 
High 

 
(3,1) (3,2) (3,3) 

6.3. Weighting the categorisation matrices and calculating risk values 

The three categorisation matrices offer a new way of understanding payment methods 
based on identified risks. They are however even more useful when combined into one 
aggregated measure. This of course entails a range of simplifications that may distort the 
actual characteristics of a payment method, and it is essential to bear this in mind when 
considering this aggregation. 
 
The proposed measure involves the assigned risk values in the each categorisation matrix 
along with weighted indexes of the matrices themselves. The weighting is based on 
recurrences and understood importance of the categorisation properties from the 
empirical research, primarily the conducted workshop. Analogic with the risk value 
assigning process of the principal properties, a higher weight reflects increased 
complication for law enforcement agencies. The respective weights are summarised in 
Table 30. Again, it is noteworthy that the numerical values are arbitrary and only reflect 
the relative complication between the matrices. 
 

Table 30. Weighting of the categorising matrices. 

Property in categorising matrix Weight 
Anonymity 3 
Regionality 2 
Transaction speed 1 

 
Anonymity has been considered the single most important property since a fully 
anonymous service essentially removes any prosecution possibilities, and its 
corresponding matrix thus receives the highest weight here. The regionality matrix has 
been weighted second highest since regionality reflects one assumed necessity for CAM 
purchases, while also complicating the work of law enforcement. Transaction speed has 
been given the lowest weight of the three since it has been understood to affect the work 
of law enforcement to a lower extent than the other two, but still to a considerable 
extent. 
 
It is essential to be observant of the potential effects these weights will have on the end 
result, i.e. the total risk value. Since the risk values and weights for each matrix are based 
on the principal properties, a probability for exaggerating certain properties arises. This 
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probability is of course not desirable, but could be reduced by doing comprehensive 
testing on a payment landscape and perform sensitivity analyses on the weight’s effects.  
 
The total risk value is calculated using the formula: 
 

(Weight × Risk value)Anonymity + (Weight × Risk value)Regionality + (Weight × Risk value)Transaction speed 

 
The categorisation matrices, the risk values, the weights and the above formula together 
constitute the risk assessment framework searched for in the main research question of 
this thesis. 

6.4. Using the risk assessment framework 

This section analyses a set of payment methods from actual PSPs using the proposed 
categorisation matrices. This will exemplify the intended use and how the results can be 
interpreted, as well as indicating payment methods associated with a high risk. The 
payment methods analysed include pre-paid card, decentralised virtual currency, and 
money transfer. These have been selected to illustrate a wide range of payment 
alternatives to prove the usefulness of the categorisation, and are not necessarily more 
frequently used for financial crime than any other PSP. The analysis is strictly focused 
around the properties used in the categorisation matrices. 
 
6.4.1. Risk analysis of a pre-paid card: Paysafecard 
The following analysis is based on data gathered from Paysafecard’s website 
(Paysafecard, 2014). 
 
Paysafecard offers a pre-paid solution, primarily intended for use in online purchases. 
The solution is based on a unique 16-digit PIN corresponding to the pre-paid amount 
and can be purchased from either a physical sales outlet in the form of a receipt, or 
online. Online purchases from Paysafecard itself is however limited to certain countries, 
and is hence omitted from further analysis. 
 
The underlying currency when using Paysafecard is Euro, i.e. a sovereign currency. A 
person can purchase the PIN using cash in any of the 450,000 sales outlets available, 
which implies that the PIN has no personal connection. The KYC level for purchasing 
the PIN is thus low and falls under the Class 1 KYC. Using Paysafecard is not restricted 
to any country since the PIN itself can be passed along as a payment without any 
supervision, and the regionality is thus considered to be Global. Using the PIN as a 
payment methods through channels approved by Paysafecard is however limited to 
roughly 4,000 web shops, but since they are globally dispersed this further supports the 
consideration of a global regionality. Since a PIN can be sent as a payment using any 
communication tool possible, e.g. e-mail or text message, the transaction speed could be 
considered to be Fast. 
 
Using the above analysis together with the categorisation matrices (Table 27 – Table 29), 
Paysafecard receives a total risk value of 27 (see analysis and calculation in Table 31). 
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Table 31. Paysafecard analysed using the categorisation matrices. 

 Segment Risk value Weight Total  
Matrix 1: Anonymity Class 1 3+1+1 3 15 
Matrix 2: Regionality Global 3+1 2 8 
Matrix 3: Transaction speed High 3+1 1 4 
Total risk value    27 

 
6.4.2. Risk-analysis of a decentralised virtual currency scheme: Bitcoin 
The following analysis is based on data gathered from the Bitcoin foundation’s website 
(Bitcoin.org, 2014). 
 
Bitcoin is, in essence, a protocol that enables transfers of decentralised virtual currencies, 
where the transferred currency is denoted XBT (or simply bitcoin with a lowercase b). 
XBT is acquired either through purchases similar to any other currency exchange, or 
through a crypto currency-proprietary process called mining. Basically, mining is a part of 
the Bitcoin protocol (uppercase B) that verifies transactions where the verifying actor is 
rewarded with new XBT (bitcoin). In other words, new XBT is created through the 
mining process. Purchasing XBT through a currency exchange generally involve some 
form of KYC process, typically falling under the Class 2 level. However, mining does not 
require any form of personal information to be declared and is consequently considered 
as Class 1. Due to this possibility, Bitcoin is considered to have a Class 1 KYC-level, 
even though some actors require a higher degree of KYC.  
 
There are no geographical boundaries associated with Bitcoin; it is limited to the 
locations of users in the protocol. Hence, the regionality is considered to be Global. The 
fundamental process of mining entails a delay for completing a transaction of roughly ten 
minutes, and Bitcoin is thus considered to have a High transaction speed. 
 
Using this analysis together with the categorisation matrices (Table 27 – Table 29), 
Bitcoin receives a total risk value of 36 (see analysis and calculation in Table 32), i.e. the 
highest possible value. It is however noteworthy that this calculation is based on 
acquiring of XBT using mining. Purchasing XBT generally involves some form of 
registration of personal information, which could change the KYC class and thus reduce 
the total risk value. 
 

Table 32. Bitcoin analysed using the categorisation matrices. 

 Segment Risk value Weight Total  
Matrix 1: Anonymity Class 1 3+3 3 18 
Matrix 2: Regionality Global 3+3 2 12 
Matrix 3: Transaction speed High 3+3 1 6 
Total risk value    36 

 
6.4.3. Risk-analysis of a money transfer: MoneyGram 
The following analysis is based on data gathered from Moneygram’s website 
(MoneyGram, 2013). 
 
MoneyGram offers a range of financial services, but international money transfers is the 
one analysed here. The transfer can be initiated from a physical agent or online, but the 
online alternative is only available from certain countries and is omitted in this analysis. 
The transferred money is strictly sovereign currencies, and can be sent to practically any 
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country in the world. The regionality is thus considered to be Global. The funds are 
available at the recipient’s agent within roughly ten minutes after a transaction is initiated 
from an agent, which is considered to be a High transaction speed. 
 
Anonymity-wise, a money transfer from a physical agent requires some kind of photo 
identification, which is in line with the Class 3 KYC-level of face-to-face identification 
since it is done in person. This leads to a total risk value of 18 for MoneyGram’s money 
transfer service, summarised in Table 33. 
 

Table 33. MoneyGram analysed using the categorisation matrices. 

 Segment Risk value Weight Total  
Matrix 1: Anonymity Class 3 1+1 3 6 
Matrix 2: Regionality Global 3+1 2 8 
Matrix 3: Transaction speed High 3+1 1 4 
Total risk value    18 

 
6.4.4. Summary of payment method risk assessment 
Compiling these three analyses indicate that Bitcoin is the payment method with the 
highest risk value, and thus most likely to be used for illicit purchases. The prepaid card-
solution Paysafecard follows with a slightly lower risk value than Bitcoin, and is in turn 
followed by MoneyGram. 
 
It is noteworthy that these analyses are merely in place to illustrate how the framework is 
supposed to be used, and that the total risk value is to show relative risk between 
payment methods. There is obviously a significant amount of other payment methods of 
interest that need to be taken into consideration before drawing any conclusions about 
specific PSPs. Furthermore, MoneyGram’s total risk value of 18 compared to Bitcoin’s 
36 do not imply that Bitcoin will be used twice as much or that it is twice as risky, but 
merely that it holds more desirable properties for illicit purchases online. 
 
Even though the use of categorisation is exemplified with just three payment methods, 
one can easily see what type of methods would gain high risk values: limited KYC 
processes, global range with fast transactions. These would be the specific properties to 
search for if high-risk payment methods were to be investigated. 
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7. CONCLUSIONS 

This thesis set out to understand the landscape of non-traditional payment methods by 
understanding underlying properties of them. By gathering data from a wide range of 
sources coupled with innovation theory, one set of properties desirable for commercial 
transactions and one for illicit transactions were established. Combining these two sets 
together with a regulatory aspect that describes the possibilities for intervention by 
official institutions, two dimensions were created: 
 

Dimension Intervention possibilities Complicating legal action 

Properties Regulatory aspect 
Anonymity 
Regionality 
Transaction speed 

 
The first dimension involves the possibility for regulatory control of payment methods 
by governments or similar, while the second dimension involves properties that 
complicate work for law enforcement. The regulatory aspect together with anonymity, 
regionality and transaction speed make out four principal properties of interest for illicit 
transactions. These were each segmented based on relevant measures in order to 
construct the categorisation framework.  
 
The framework itself illustrates the two dimensions in three different categorisation 
matrices, were the regulatory aspect is mutual in all of them to provide comparability. 
Each segment is assigned risk values based on how much it can complicate the work for 
law enforcement. Integrating these sets of risk values into the matrices thus provides 
three risk matrices, which together with individual weights can describe payment 
methods’ aggregated risk. This framework contributes to the adjacent body of research, 
and is specifically of use when analysing payment methods and their relative significance 
for illicit use, i.e. how complicated they are to deal with for law enforcement. 
 
Even though no comprehensive testing of the framework has been done, the underlying 
properties indicate that payment methods using virtual currencies together with a low 
level of know-your-customer processes, high global reach, and high transaction speeds, 
will receive the highest risk values.  Methods that include many of these characteristics 
include, but are not limited to:  
 

• Crypto currencies schemes 
• Centralised virtual currency payment schemes 
• Pre-paid card schemes 
• Digital wallet schemes 

 
Principally, these four schemes typically have a high degree of anonymity in common, i.e. 
the property associated with the highest amount of risk in this study. 
 
Future research 
The framework provided is largely based on qualitative data and more or less arbitrary 
quantification of the risk values. This is mainly due the limited access to data regarding 
law enforcement work methodology and actual use of certain payment methods in 
criminal cases. A more accurate risk value assigning process would be enabled with such 
information. 
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8. IMPLICATIONS 

This section discusses the framework’s implications for organisations similar to the 
Financial Coalition, i.e. how such organisations could approach providers of non-
traditional payment methods. 

8.1. Cooperation with providers of non-traditional payment methods 

The concluding remarks in the previous section highlight four types of non-traditional 
payment schemes considered posing high risk in terms of complicating the work for law 
enforcement. Here, these schemes are discussed in terms of how those risks can be 
mitigated. 
 
8.1.1. Schemes using crypto currency 
This discussion about crypto currency schemes will be based on Bitcoin for the sake of 
argument, but is applicable to more or less every existing crypto currency, except in 
terms of transaction volume. 
 
Bitcoin is by far the largest crypto currency, even though some 400 alternatives, 
“altcoins”, exist. It accounts for more than 90% of the market capitalisation in the crypto 
currency market, but altcoins are seeing a somewhat steady growth (CoinMarketCap, 
2014). In relation to more traditional means of payment, Bitcoin is very small and the 
daily transaction volume (USD) is merely 0.2% of payments passing through the Visa 
network (Coinometrics, 2014). A more justified comparison with another non-traditional 
payment method, e.g. PayPal, shows that the daily transaction volume (USD) in the 
Bitcoin protocol is 8.7% of that in PayPal, hence a somewhat significant actor 
(Coinometrics, 2014). 
 
Since there is essentially no central entity to approach for Bitcoin, other ways for 
mitigating its risks need to be considered. Two ways of approaching Bitcoin in terms of 
cooperation are discussed here: cooperation with adjacent actors and involvement in the 
development community.  
 
Cooperation with adjacent actors 
One mean of approaching Bitcoin is to cooperate with actors operating in the interfaces 
between the protocol and sovereign currency schemes. In particular, these would be 
currency exchanges where bitcoins can be purchased and sold. Such collaboration could 
preferably work towards a common set of KYC processes relevant for this type of 
business, since a low level of KYC is one property making Bitcoin attractive for 
offenders. 
 
Involvement in the Bitcoin community 
Commonly referred to as the Bitcoin community, these actors are involved with the 
development of the protocol. Given the relatively early stage of its maturity, 
organisations like the Financial Coalition could potentially influence forthcoming 
progress. This could in turn raise awareness regarding illicit payments for CAM, and thus 
result in a payment protocol less likely to be used for such payments. Even though the 
commercial trade of CAM is increasingly gaining media attention, the general knowledge 
of it seems to be low. By spreading the topic to these communities, preventive measures 
for this type of trade could be included in the protocol itself. 
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8.1.2. Schemes using centralised virtual currency, pre-paid cards or digital wallets 
Payment methods using other types of currencies than decentralised virtual ones fall 
under the same type of recommendations in this thesis. Since they all share the common 
property of having a central entity that controls the scheme or underlying currency, it 
implies certain matters in terms of cooperation. Whereas crypto currencies need to be 
approached in more novel manners, these schemes offer the possibility to approach a 
single entity for cooperation. 
 
Including these types of schemes is hence more straightforward than crypto currencies, 
mainly because they operate under similar settings as traditional payment methods. Thus, 
the cooperation could involve knowledge sharing on relevant topics in order to prevent 
transactions for CAM, e.g. understanding payment patterns used by offenders, which is 
in line with the Financial Coalition’s work today. 

8.2. Other preventive measures 

Since organisation like the Financial Coalition are involved in lobbying to some extent, it 
can be of use to highlight the importance of KYC yet again. In general, the 
recommendations for combatting transactions for CAM in this thesis are related to 
strengthening KYC processes. It is however not just about requiring more personal 
information from clients; it also involves ensuring that the information is correct. This 
due diligence process is important to minimise fraudulent tactics used by offenders to 
avoid prosecution, e.g. identity thefts. Solutions that address these issues are increasingly 
common, and should thus be observed for eventual recommendations to higher 
instances. 
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10. APPENDIX 

10.1. Appendix 1 – General interview guide 

 
Payment methods 

• What properties are characteristic for different payment methods today? 
• What characteristics in payments do you believe to see most development in the 

future? 
• Are there any emerging trends that could gain ground? 
• Who are driving the innovation in payment methods? 
• What are the most innovative payment methods you are familiar with? 
• If you were to categorise payment landscape, how would you approach? 

 
Criminality and CAM 

• What are the main difficulties to prevent transactions for CAM? 
• Are there any typical characteristics of a CAM offender, e.g. in terms of 

technological awareness? 
• How is the distribution of CAM structured?  
• Are there any adjacent criminal activities to trading CAM that can be used for 

comparison? 
 
Regulation 

• What role do you see institutions like authorities and banks play in relation to 
non-traditional payment methods? 

• What role do you see regulations play for non-traditional payment methods in 
relation to financial crime? 

• What type of regulation of non-traditional payment methods would be suitable to 
benefit as many stakeholders as possible? 
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10.2. Appendix 2 – List of interviews 

 
Name(s)  Title(s) Organisation Date 
Joanna Lundquist Legal Adviser ECPAT Sweden 2014-02-13 
Tania Anguelova Project Officer European Financial 

Coalition 
2014-02-18 

Björn Segendorff & Sara 
Edholm 

Advisers The Riksbank 2014-02-19 

Catherine J. Cummings Senior Director  International Centre 
for Missing & 
Exploited Children 

2014-02-24 

Jan Björkman & Björn 
Spångberg 

AML Officers SEB 2014-02-27 

Undisclosed (1) Detective Sergeant  
(2) Investigator 

National Bureau of 
Investigation 

2014-02-27 

Christian Berg CEO NetClean 2014-03-10 
Christian Ander (1) & 
Joakim Herlin (2) 

(1) CEO 
(2) CMO 

BTCX 2014-03-14 

Per-Åke Wecksell Detective Sergeant National Bureau of 
Investigation 

2014-03-17 

Johan Ragnevad Head of Business & 
Product Development 

WyWallet 2014-03-17 

Sean Devaney Financial Services 
Director 

CGI UK 2014-03-18 

David Birch Consultant Consult Hyperion  2014-03-20 
Sarah Smith Technical Researcher Internet Watch 

Foundation 
2014-03-21 

Mathilda Bergquist & 
Håkan Svensson 

Compliance Officers Western Union 2014-03-25 

Mira Naumanen Financial Crime 
Compliance  

Undisclosed bank 2014-04-10 

Jan Tibbling Public Prosecutor The Swedish 
Economic Crime 
Authority 

2014-04-11 

Lars Rutberg Senior Legal Adviser, 
Payments & Clearing 

Swedish Bankers’ 
Association 

2014-04-11 

Robin Teigland Associate Professor Stockholm School 
of Economics 

2014-04-11 

Kirstine Nilsson (1) & 
Fredrik Fornaeus (2) 

(1) SEPA Coordinator,  
(2) Business Developer 

Swedbank 2014-04-14 

Kenneth Öst Senior Vice President, 
AML 

Handelsbanken 2014-04-22 

Henrik Sirborg (1) & 
Patrik Wård (2) 

(1) R&D, 
(2) Head of Payments 
Personal Banking 

Handelsbanken 2014-04-25 

Paul Rodgers Chairman Vendorcom 2014-05-07 
 


