
DEGREE PROJECT IN COMPUTER ENGINEERING, FIRST LEVEL
STOCKHOLM, SWEDEN 2014

KTH ROYAL INSTITUTE OF TECHNOLOGY
SCHOOL OF TECHNOLOGY AND HEALTHwww.kth.se

TRITA-STH-2014:81

Secure Access for Public 
Clients to Web API:s with 
Minimum Performance Loss
HAMZA HANCHI 
NARBIR SINGH MA AN



Secure Access for Public Cli-
ents to Web API:s with Mini-
mum Performance Loss 

 
Säker åtkomst för publika kli-
enter mot Web API:er med 
minimal prestandaförlust 
 
 
HAMZA HANCHI  
NARBIR SINGH MAAN 

DEGREE PROJECT IN 
COMPUTER ENGINEERING 
FIRST LEVEL, 15 CREDITS 
SUPERVISOR AT KTH: MAGNUS BRENNING 
EXAMINER: IBRAHIM ORHAN 
TRITA-STH 2014:81 
 
KTH  
SCHOOL OF TECHNOLOGY AND HEALTH 
136 40 HANDEN, SWEDEN 





Sammanfattning 

Mycket information finns numera tillgänglig via Web API:er på Internet 
och utan säkerhet och kryptering är det mycket lätt att illvilliga personer 
får tillgång till konfidentiellinformation. 
 
Målet är att ta reda på vilka olika säkerhetsmekanismer som finns till-
gängliga för att tillhandahålla  en säker kommunikation med ett Web API 
från webbklienter och mobila applikationer med så liten påverkan på 
prestanda. Kunskapsinhämtning, utveckling och underhållandet av lös-
ningar är också viktiga aspeketer som tittats på vid utvärderingen av 
mekanismerna. 
 
Flera mekanismer finns att använda sig av för att säkra kommunkationen 
men de lämpliga mekanismerna för publika klienter är Digest Authenti-
cation och OAuth 2.0. De utvalda mekanismerna har utvecklats, testats, 
utvärderats med avseende på säkerhet, påverkan på prestanda och an-
vändbarhet utifrån ett företags perspektiv.  
 
Autentiserings och behörighets-mekanismen som blev den utvalda var 
OAuth 2.0 då den har minst påverkan på prestandan och bättre säkerhets 
egenskaper än de andra mekanismerna. 
 
 
 
Nyckelord 
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Abstract 

A lot of information nowadays is made available through Web APIs on the 
Internet and without security and encryption; it is very easy for malicious 
users to access confidential information.   
 
 
The goal was to find out what different mechanisms that are available for 
providing a safe communication with a web API from web clients and 
mobile applications with little as possible impact on the performance. 
Learning, implementing and maintaining the mechanisms are also im-
portant aspects looked at in the evaluation. 
 
 
Many mechanisms are available for use to secure the communication but 
not all are suitable for public clients. The suitable mechanisms are Digest 
authentication and OAuth 2.0. The chosen mechanisms were developed, 
tested and evaluated in regard to safety, performance impact and usabil-
ity from a company perspective. 
 
 
The authentication and authorization mechanism, which was the most 
suitable, was OAuth 2.0as it has least impact on performance and better 
security features than the other mechanisms. 
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13| INTRODUCTION 
 

1 Introduction 

Security is always a hot topic in the IT-world. Due to the massive growth of web API:s 
usage, the security aspects become more important and IT-companies start to be-
come more conscious of security and performance when they deliver their services 
and solutions. 

Lots of information on the Internet is made available through web API:s. A web API:s 
is a web service where the user can access the information that the API provides by 
sending request to it. Sometimes IT-companies provide private and sensitive infor-
mation that only users that are authorized and authenticated should be able to access. 
This forces the IT-companies to protect their API:s from external threats. Which au-
thentication and authorization mechanism that should be chosen is a challenge that 
IT-companies face. 

This thesis presents the most common mechanisms used to authorize and authenti-
cate to the web service. The mechanisms are chosen by how the client handles secret 
credentials and user information, since public clients will access the web service. This 
thesis compares the chosen mechanisms from three aspects.  

The first aspect is security: How secure are the chosen mechanisms?  

The second aspect is performance: What is the impact on the performance of the se-
curity mechanisms on the web service?  

The last aspect is usability: How difficult is it for an IT-company to learn, implement 
and to maintain these mechanisms? 

1.1 Goals 
 

 
The main goal of this thesis was to recommend an authentication- and authorization 
mechanism which is most fitting for communication between a server and public 
clients.  

This thesis finds out what different mechanisms that are available for providing a safe 
communication with a web API from web-based clients and mobile applications (pub-
lic clients) to back-end servers, with minimal impact on the performance.  
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The most promising strategies were developed as prototypes and their performance 
and security aspects were tested and evaluated and then compared based on these 
aspects: 

• Security - The security aspects on the back-end and on the front-end. 
• Performance - The performance impact on the back-end when implementing 

these prototypes. 
 

• Usability - The learning (knowledge acquisition), implementing and main-
taining aspects of the prototypes. 

The prototypes were also developed to be used as reference implementations for June 
AB. 

1.2 Delimitations 
 

The following delimitations were decided in the beginning of the project with consul-
tation from June AB and KTH.   

 
• The programming language used is C# and the choice of programming lan-

guage was not evaluated. 
• The integrated development environment used is Visual Studio 2013.  
• The project extent is 10 weeks. 

1.3 Solutions 
 

The projects were developed with tools provided by Microsoft, due to the June AB:s 
use of Microsoft products. The tools that were used in the development of the projects 
are: 

• Visual Studio 2013, which is the integrated development environment that 
will be used for developing the authorization- and authentication-
mechanisms.  

• C#, .Net, HTML 5 and JavaScript were used to design the authentication and 
authorization mechanisms.  

During the project there was a literature study to find fitting authentication and au-
thorization mechanisms. Prototypes of these mechanisms were developed and tested. 
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1.4 Methods 
 

A preliminary study was made to identify which authentication and authorization 
mechanisms that were available to secure access to web services. These mechanisms 
were further evaluated to determine which of them were suitable for public clients. 
The preliminary study was followed by an implementation phase where the suitable 
mechanisms were developed as prototypes to be performance tested and they were 
also developed for the purpose of being reference implementations for June AB. The 
implementation phase was followed by an evaluation phase. The performance, securi-
ty and usability aspects of the suitable mechanisms were evaluated. The remaining 
time was used to finalize the report.  

Most of the work was done in June AB's premises in Stockholm and scrum was the 
project methodology that was used. Three follow-up meetings were held with an advi-
sor at June AB and with an advisor at KTH at the end of the sprints to discuss the 
project progress. 
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2 Background 

This thesis was written with the help of employees of June AB and in the premises of 
June AB. This chapter includes a short description of June AB and a short explana-
tion to why API security is important. It also includes three studies made in the sub-
ject of API security, one example of API security in action and the current status of 
the work on API security open standards. 

2.1 About June AB 
 
June AB:s a Swedish firm located in central Stockholm, Sweden. Its interests are in 
the fields of Video On Demand, meta-data and customized solutions for information 
logistics within the media and broadcast industry. Four KTH students founded the 
firm in 2000. Since the beginning they have worked with content management and 
information logistics. One of the first customers June had was Canal+. June have 
years of experience from Web and TV solutions and offers solutions that help cus-
tomers to match their requirements. June is Microsoft Certified Gold Partner through 
their Comet-platform. Comet is a platform that handles meta-data and VOD-services. 
It has been developed in later years to handle third party applications. 

2.2 Why API security? 
 
Today, June provides API:s to different clients, such as web-based clients and other 
applications. June has not had the need of securing their web API:s. However, be-
cause of the company’s plans to expand its API:s, it sees a threat with not securing its 
API:s and is looking for an optimal solution. Security is important to avoid exposing 
sensitive information that can be used by the competitors or other threats. This is 
why June AB, is interested in further developing their web API:s and looking for a 
solution that suits its needs and requirements. API security is extremely important 
for companies storing sensitive data for economical reason and social reason if the 
users are expected to provide secret credentials when authenticating.   

2.3 Studies regarding API access security and performance 
 

There are a lot of scientific research regarding the different authentication and au-
thorization mechanisms but there is a lack of research comparing the different mech-
anisms. The subject, secure access for public clients to web API:s, is quite new and 
has not really been explored to a wide extent.  

This section presents a book, an analysis and an article written on API security. 
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2.3.1 Pro ASP.NET Web API Security 
 
Pro ASP.Net Web API Security is a book written by Badrinarayanan Laksh-
miraghavan [2]. In the book the different mechanisms available for communication 
with an API are presented in extensive detail. The mechanisms are divided in three 
different factors: 
 

1. Knowledge factor, when only the users know like a password. 
2. Ownership factor, when only the user owns like private certificate. 
3. Inherence factor, when only the user is like a fingerprint. 

 
The use cases of the mechanisms and the security implications of using them are 
identified in the book, the implementation of the mechanisms are also explained in 
grave detail with usable and explained programming code in the C# programming 
language. 
 
The top ten OWASP Security risks from 2013 and how they might affect an API are 
evaluated and suggestions on how to deal with those security vulnerabilities are pre-
sented. OWASP stand for Open Web Application Security Project [21] and is a world-
wide not-for-profit charitable organization that focuses on identifying security vul-
nerabilities on the net.  

2.3.2 AN ANALYSIS OF SOCIAL NETWORK CONNECT SERVICES 
 
AN ANALYSIS OF SOCIAL NETWORK CONNECT SERVICES [22] is a analysis made 
to identify which authorization and authentication mechanism that is the most com-
monly used among the seven most popular social network platforms. This analysis 
was made by Antonio Tapiador, Víctor Sánchez and Joaquín Salvachúa at the Univer-
sidad Politécnica de Madrid, it was released 23 July 2012. 

The result of the analysis was that OAuth was the most commonly used authorization 
and authentication mechanism. This analysis also shows that JSON is the format 
supported by all the social networks looked at, JSON stands for (JavaScript Object 
Notation) and is an open standard format used to transmit data. This is because it is 
simple to implement support for JSON in JavaScript-based clients and other web-
based applications. 

2.3.3 Techniques for Securing REST 
 
Techniques for Securing REST is a study made by Anivella Sudhakar who has the title 
"Senior Architect" at CA Technologies [27], this study was published in April 2011. 
The purpose of the study was to explain the difference between REST security and 
HTTP security and to suggest different security mechanisms available to address the 
security challenges of REST. The meaning of REST is explained in section 3.1.2. 
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The result of the study was that current HTTP security approaches are not sufficient 
to cover the security needs to RESTful API:s and that there is definitely a need to 
extend and change to the HTTP security models so that the security needs of RESTful 
API:s are addressed. 

2.4 Example of API access security in action 
 
API access security is widely used by many API providers but only one example will 
be brought up in this subsection to show API security in action. 
 
Google offers many different APIs for many different purposes such as Google Maps 
and Google Places [24] and they all use OAuth 2.0 as an authentication and authori-
zation mechanism. In this subsection an overview of the OAuth 2.0 authorization 
process from an installed application such as mobile applications to Google APIs will 
be presented. [25] 
 
To be able to communicate with Google APIs, one needs to register as a Google devel-
oper and obtain a client ID that must be embedded in the source code of the applica-
tion. 
 
The authorization starts when an application redirects the user to a Google URL, the 
redirect URL must include what kind of access is being requested. Google handles the 
authentication and makes sure the application has the users consent to access the 
API. Google returns an authorization code, which the application can exchange for an 
access-token and a refresh-token. Google uses the "authorization code" flow of OAuth 
2.0, which will be explained later on in this thesis. Figure 1 shows an overview of the 
explained authorization flow. 
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3 Theoretical background 

The theoretical background needed to understand this thesis and is covered in this 
section. This chapter covers web services, authentication- and authorization-
methods. 

3.1 Web services 
 
SOAP and REST are the major web services used. JUNE AB uses only SOAP and 
REST as Web services, which limits the comparison down to these two web services. 

3.1.1 SOAP 
 
SOAP was initially designed by Microsoft and supports only XML as a data type. It 
was designed to replace older technologies like CORBA and DCOM, which were tech-
nologies that were not suitable for the Internet, as it is known. SOAP was designed to 
be very extensible and it can be exchanged over several underlying protocols such as 
TCP, HTTP and SMTP. Another quality SOAP has is that it can use asynchronous 
communication [1].  

Since SOAP requests only uses POST requests to the service, services using SOAP 
must look into the SOAP header to see what action the request wants to perform, 
which is also resource consuming [2]. For encryption, SOAP uses WS-security but it 
can also use SSL/TLS. 

3.1.2 REST 
 
Representational State Transfer (REST) was and defined by Roy Fielding in 2000. It 
was introduced as another way to create web services and is a pattern for communica-
tion to servers from clients.  

REST uses CRUD request methods on the data. REST supports several data formats 
such as XML, HTML and JSON, as long as both receiver and sender can handle them 
[3]. REST is based on scalability and performance, which are the main reasons REST 
was created. 
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3.1.3 SOAP vs. REST 
 
Comparing REST to SOAP, it is evident that SOAP has a lot more complexity than 
REST. One instance is that SOAP only uses POST as request command and the ser-
vices have to look into the header every time a request is made. This is a drawback 
performance wise. SOAP is not flexible when it comes to which data types that are 
supported since it is only using XML and REST can use all kind of data types. REST is 
more focused on performance compared to SOAP. 

SOAP contains in-built error handling, causing much more overhead compared to 
REST. SOAP is more designed to build reliable data transfer then delivering the data 
fast. REST is the choice since performance and is easier to maintain from a company 
perspective. 

3.2 Transport Security 
 
Secure socket layer protocol (SSL) was initially developed by Netscape, due to grow-
ing security risks on the Internet. It was mainly designed to protect client and server 
communication [4]. SSL consists mainly of two protocols. First is the protocol that 
handles the handshake and the second protocol is the one that handles the communi-
cation from end-point to end-point. The handshake protocol selects the protocol ver-
sion and selects the cryptographic algorithms that will be used during data exchange 
[5]. 

TLS is based on SSL but contains some improvements like  more secure hash algo-
rithms and more refined alerts. For instance TLS uses HMAC and instead of MAC 
(Message Authentication Code) which is used in SSL v.3.0. [4] SSL had a major bug 
called the Heartbleed Bug. It was a serious bug that affected OpenSSL, and made it 
possible for malicious users to access data that was sent over the secure transmission. 
[6] 

TLS has a little more security compared to SSL but the difference in security is negli-
gible. SSL is supported by a larger amount of clients compared to TLS since many 
user are using older clients [7]. 

3.3 Authentication & authorization mechanisms 
 
The authentication and authorization mechanisms presented for this thesis use cases 
will be presented in this section. The use cases are web browser-based clients, and 
mobile application, also known as public clients. This means that not every possible 
mechanism there is, were covered.  

This thesis covers the most fitting and usable mechanisms and exclude mechanisms 
which are less convenient such as windows authentication which cannot be used by 
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any client and SMS-authentication which is far too unreliable since there is no guar-
antee the SMS will be delivered on time (delivery is not guaranteed at all). 

Other less relevant mechanisms, which are worth mentioning, are biometrics mecha-
nisms such as fingerprint authentication. These mechanisms might be somewhat 
convenient since the fingerprint is used instead of credentials but very few client have 
support for fingerprint scanning and fingerprints can be forged which is a problem. 

3.3.1 Basic Authentication 
Basic Authentication is an authentication mechanism, which basically sends the user, 
credentials to authentication for every request and the user credentials has to be 
cached for this mechanisms to be able to resend them. If SSL is used with Basic Au-
thentication, the packets sent are encrypted but the cached credentials are still acces-
sible to malicious user with physical access to the client. Basic Authentication greatest 
advantage is that it is very simple to implement and is very lightweight performance-
wise. Since it is sending username and password unencrypted, it is very vulnerable for 
sniffing and man-in-the-middle attacks. The biggest disadvantage of basic authenti-
cation is that the cached credentials are always accessible in web-browser based cli-
ents if they are not properly shut down. [2] 

3.3.2 Digest Authentication 
 
Digest Access Authentication never sends the password credential in plain text. It 
hashes the credentials and sends the hashed response value but it is vulnerable to 
brute-force attacks since the username value and other important values that are also 
used to generate the hashed value are also sent in the same authentication header as 
the hashed response value. Digest authentication does not require the use of an SSL 
connection but using SSL should be considered. It is vulnerable to man-in-the-
middle-attacks if SSL is not enforced. Digest authentication uses nonce (a crypto-
graphic key that can only be used once) that is generated every time an unauthorized 
request is sent, the user-agent is then expected to use the nonce to send a valid re-
quest. This prevents malicious users from using rainbow-tables in the brute-forcing 
attacks [2, 8].  

3.3.3 OAuth 1.0 
 
There are two main versions of OAuth, OAuth 1.0 and OAuth 2.0.OAuth is a protocol 
that is designed to allow applications access to protected resources via web API:s 
without the requirement of user credentials. OAuth does not specify how the authen-
tication is done. There is no interaction pattern that must be followed, which makes 
authentication implementation in OAuth freely customizable [9]. 

OAuth 1.0 (1.0a is the latest version and it was introduced to fix a security problem 
with 1.0, it is still referred to as OAuth 1.0 because the latest version was just a minor 
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bug fix) is a great way for consumer-facing websites to interact with an API but it falls 
short when it comes to integrating with other clients such as mobile applications [11]. 

OAuth 1.0 should only be used to support existing deployments. Using one of them 
does not exclude the ability to use the other. They can both be supported on the same 
implementation [10]. 

3.3.4 OAuth 2.0 
 
OAuth 2.0 has similar capabilities as its predecessor but it also defines ways of han-
dling mobile, desktop and in-browser clients. OAuth 2.0 was built to handle addition-
al use cases and to make the implementation easier for developers [10, 11]. 

Instead of using user credentials to access protected resources, OAuth 2.0 uses access 
-tokens and there are four authorization grants that are used to obtain access-tokens 
in OAuth 2.0 with the possibility to implement custom authorization grants. 

Both OAuth 1.0 and OAuth 2.0are widely used by the larger IT companies, OAuth 2.0 
is the more popular choice of the two and companies such as Amazon, Facebook, 
Google and Microsoft are using it, while Tumblr, Yahoo & Netflix, uses OAuth 1.0. 

3.3.4.1 Authorization Code-Based Grant 
 
Authorization code-base grant is the most common OAuth 2.0 authorization grant 
type. It is mostly used as a way for the resource servers (web API:s) to make it possi-
ble for the resource owners (users) to allow other relying parties (third parties) access 
to their personal data without disclosing their credentials to relying parties. The ac-
cess is often restricted by scopes so the relying party only has access to the relevant 
data the resource owner wants to share. 

An authorization server (AS) is used as an intermediary when the user wants to share 
data with the relying parties. When the relying party wishes to access the user’s data 
it redirects the user to the AS to authenticate. The user obtains a temporary authori-
zation code, which will be exchanged to an access token. Only the relying party will 
obtain an access-token when the AS has authenticated both the user and the relying 
party. 

3.3.4.2 Implicit-based Grant 
 
Implicit-based grant is a simplified version of the authorization code grant type. 
When the user authenticates the user gets redirected to an AS but instead of receiving 
an authorization code the user obtains an access-token right away. 
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This grant type was created to deal with use cases where the relying party is imple-
mented in the browser using a lightweight and scripting language such as java-script. 
With implicit grant the access-token is exposed to the user and other (malicious) us-
ers having access to the user’s client. 

3.3.4.3 Resource Owner Password-Based Grant 
 
Resource owner password-based grant is a grant type that should only be used on 
clients the web API providers can trust are not malicious which the web API providers 
should never do unless the web API providers are also the owners of the client. 
 
The main differences between this grant type and the implicit is that the users will not 
be redirected to an external web-based page to authenticate. The user authenticates 
in the client context, which is the reason the client must be completely trustable. The 
user credentials are enough to authorize access to the web API but support for client 
identification can be added [10]. 

3.3.4.4 Client Credential-Based Grant 
 
Client Credential-Based Grant (Also known as Two-legged authorization), this grant 
type could be used when the client needs to access data, which is not bound to a user 
and does not need user authentication. This is a great grant type for machine to ma-
chine authentication and authorization and it is also efficient since no user is part of 
the authentication process which means that there is smaller risk for something 
wrong happening [2]. 

3.3.5 OpenID 
 
OpenID is different from OAuth although it is still an authorization mechanism. Most 
often users authenticate to a service with their credentials but with an OpenID such 
as Google, the users do not have to share their credentials with unknown services 
since they can be redirected to a Google page where they are prompted to login and 
then get redirected back to the original site from the Google authentication page. The 
same identity could be reused for different services. OpenID was developed to make it 
easier for the users. The users will not have to maintain multiple accounts. Instead 
one account is sufficient. OAuth is more about authentication than authorization. 

With OpenID, the OpenID provider creates the identity and developers that decide to 
allow users to authenticate via a third party must integrate authentication mecha-
nisms for the OpenID provider. This is not always simple and often requires addi-
tional libraries and SDKs (Software development Kit) to work.  
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The idea of OpenID is not widely understood and there is not too many sites support-
ing authentication via OpenID. Instead they often have their own authentication 
mechanisms. The idea is also unknown to the average user, which can cause confu-
sion and mistrust for the service provider [2]. 

3.3.6 Preshared Key-Based Authentication 
 
A preshared key (PSK) is a secret API key that is shared between two parties before 
usage hence the name pre-shared-key. The PSK is used like a secret handshake that 
means that anyone making a request to the API has to know the secret handshake to 
get the request processed. If the handshake turns out to be wrong a 401 - Unauthor-
ized status code will be sent back. This authentication mechanism is dependent on 
transport security. If there is no transport security there is a risk of the PSK being 
sniffed and the sniffer can access the API. 

A PSK is usually base64-encoded or a hex string that is impossible to remember. They 
are secrets and should be saved on a system where access to them is extremely re-
stricted. The PSK is then used by a client (on the behalf of a user), which eliminates 
the need of the user having to manually enter the PSK. 

Without transport security there are a few weaknesses that have to be dealt with such 
as replay attacks, identifier misuse and Man-in-the-middle attacks. Two mechanisms 
that are relatively easy to implement to defend against replay attacks are timestamps 
and nonce counter, which was mentioned in the digest authentication mechanism. 
For these mechanisms to work the message has to be signed or else a malicious user 
could tamper with them as well. 

The PSK is both the credential and the identifier that can be an issue when trying to 
identify clients without sending the PSK (since non-HTTPS is being evaluated the 
PSK cannot be sent without disclosing the credential). The solution is to create two 
keys instead of one. One of the two keys should be the identity also known as a public 
key and the other is the credential, which is also known as a private key. Only the 
private key has to be concealed. 

Man-in-the-middle attacks can easily be protected against by ensuring that the mes-
sage integrity is Hash-Based Message Authentication Code (HMAC), HMAC is creat-
ed with a hashing algorithm. [2] 

3.3.7 X.509 Client Certificate-Based Authentication 
 
The difference between a client certificate and a server certificate is that the server 
uses its certificate as a credential to prove its identity to connecting clients while a 
client proving its identity to a server would use a client certificate. A X.509 client is a 
digital X.509 certificate that is stored on a client to be used to authenticate it when 
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communicating with a web service, which requires this type of authentication. These 
certificates are issued by a trusted certification authority (CA).  

A digital X.509 contains data such as the public key and a signature created with CA’s 
private key. It is easy to think that the sole purpose of the certificate is just being a 
mean of credential but it is also an identity, and the certificate contains information 
about the certificate owner. 

Self-signed client certificates can be created and configured by using the Microsoft 
tool Makecert that is distributed with Visual Studio. The certificate has to be added to 
the clients trusted CA list if the client wants to access a web service, which requires 
client certificates. This is very time consuming and also requires pre-access to every 
possible client. (Such a certificate has no real authentication value and should only be 
used for testing). [2] 

3.3.8 Security Tokens 
 
A security token is a token, which a client must have in its possession to be able to 
authenticate to resource server (RS). The tokens contain a set of claims like identifi-
cation information that the RS will be able to verify. This authentication mechanism 
resembles the X.509 certificate and the pre-shared key authentication mechanisms 
but the difference is that the tokens are most often short lived and that they are is-
sued to the client after the client has authenticated to an issuance authority. 

SWT, JWT and SAML are the three main token types, SAML is the least favored one 
because it is related to SOAP and it is also XML based which means that it is less like-
ly to be as compact as JWT and SWT web tokens. SAML tokens are less suited to 
travel in the HTTP header; SAML tokens are not bearer tokens. 

SWT and JWT are both web tokens that were developed to be sent over HTTP and 
they are both bearer tokens, which means that they can be used over the HTTP au-
thorization header through the bearer scheme. SWT is just simple HTML form en-
coded key name-value pairs and the only required key name-value pair is the HMAC-
SHA256 which is used to determine the HMAC value of the other key name-value 
pairs.  

This is done to guarantee token authenticity and integrity. SWT does not support 
encryption even though that does not stop the user from being able to encrypt SWT. 
It is just not a part of the specification. 

JWT is a JSON based token type and is the preferred security web token for develop-
ers of web clients that are Java-Script-based. In the JWT specification you can find 
support for encryption, there are types of JWT; (1) Plain text JWT which is not secure 
at all since it is not encrypted nor integrity-protected, (2) Signed JWT which means 
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that the claim set (token) is secured from manipulation, it is secured by a digital sig-
nature or an HMAC, (3) Encrypted JWT which means that the claim set is encrypted 
for integrity and for confidentiality purposes. OAuth 2.0 is the protocol that is often 
used to obtain and request tokens. It does not require the use of SWT or JWT as to-
ken types even though those could be used. [2] 
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4 Methods and results 

The security vulnerabilities of the clients that are studied in this thesis are further 
evaluated in this section. This evaluation is used to determine which mechanisms 
that are appropriate for development and further evaluation and which ones that 
must be excluded. The methods used to evaluate the chosen mechanisms are ex-
plained in this section and the results of the performance tests are presented in the 
performance subsection. 
 

4.1 Chosen mechanisms 
 
Knowing the security vulnerabilities of the endpoints that are going to be supported 
is an essential factor that has to be taken into consideration when choosing which 
authentication and authorization mechanism is the most suitable for the web API. 
This research covers two types of front-end clients, web-based clients built on java-
script and mobile applications. Both of them can be considered as public client be-
cause these clients lack the means to maintain the confidentiality of client secrets. 

Local storage, session storage and cookies are some of the available ways to store 
data in web-based clients. These all have their uses and are stored on the users’ hard 
drives which means that a malicious user could access them if the malicious user 
has physical access to the client or has some other way of accessing the locally 
stored data, which can be done with some java-script vulnerabilities if not securely 
implemented [12]. When talking about mobile applications one often find them-
selves talking about Google’s Android and Apple’s iOS which are the most used 
smartphone operating systems and are therefore the most relevant for this research 
paper [13]. 

Android applications have a few ways of storing data but there is no secure way of 
storing private keys for most android versions because they can easily be accessed if 
the phone is rooted which basically means the user has unrestricted access to every-
thing on the phone. Android applications can also be reverse engineered so all the 
methods and hard coded values can be accessed [14]. 

Apple’s iOS uses a keychain to store client secrets (a similar tool is introduced to 
Android in Android Jelly Bean 4.3) [15]. But the keychain is not perfect and also has 
some vulnerabilities [16]. 

The conclusion is that nothing important which has to be completely confidential 
should be stored on the clients. With this in mind the mechanisms presented in the 
earlier chapter are evaluated. 
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Basic authentication caches/stores the users’ private credentials to use them for 
future requests but since it cannot confidentially store anything on the clients this 
authentications mechanism was excluded from the chosen mechanisms. 

Digest authentication also needs to store data on the client to be able to further 
communicate with web API but it differs from basic authentication because the 
stored credentials are hashed before storage. This means that the password is not 
compromised if a malicious user gets access to the stored data if it is correctly 
hashed, using this mechanism the web API owner should enforce the use of strong 
password to discourage malicious users from trying to brute force the hashes. The 
hashed sum is also rehashed with another hashed value before it is sent [2]. This 
mechanism is one of the chosen mechanisms. 

OAuth 2.0 has four main grant types and none of them stores private confidential 
credentials on the client. Three of them store a private access-token on the client 
and one of them (authorization code grant type) gives the access-token to a third 
party which is in charge of storing and using the access-token (this grant type re-
quires the use of a third party which is able to store access-tokens). The access-
token has to be stored securely to prevent malicious users from remotely trying to 
access it which will be further explained in the implementation chapter. Completely 
protecting the access-token from malicious user having access to the client is not 
possible therefore the access-token should have restricted access and the API should 
require a new authentication for confidential API requests. This mechanism is one 
of the chosen mechanisms. 

From a security perspective OpenID should not be used since as a web API provid-
er the trust should not be put on a third party to authenticate the API:s users. The 
API:s using OpenID are also redirecting the users to authenticate on a third party 
which is grave security threat since redirects are vulnerable to phishing attacks. 
OpenID should only be used if the web API provider does not need to store private 
and identifiable information. This mechanism was therefore not chosen. 

Preshared-key is a great way to ensure confidentiality in the communications 
between two parties and would definitely be a suitable mechanism if the clients 
were capable of confidently storing private keys but that is not the case. This mech-
anism would be most useful in a server-to-server system where the key could be 
confidentially stored. This means that this authorization mechanism was not chosen 
as a means of authorization. 

X.509 Client Certificate is an efficient way to limit access to a web service such 
as a web API to only a few clients but that is also the downside of this mechanism, if 
the web API owners are interested in keeping their API a little more public.  
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Each client who wishes to access the API must have a client certificate and manag-
ing these certificates is a huge administration overhead. This mechanism is exclud-
ed because it requires pre-access to each client before it can be used. 

A security token is not enough to authenticate. The client must use another 
mechanism to authenticate and receive a security token to prove the authenticity of 
the user. OAuth 2.0 uses access-tokens but does not define how an access token 
should be designed. It could be a randomly generated string but using security to-
ken as an access-token can prove to improve the performance since it can contain 
information which the API can verify directly from the token without having to fur-
ther inquire any other layer such as a database. Security tokens were used in the 
OAuth 2.0 implementation.  

The two chosen mechanisms are digest authentication and OAuth 2.0 with a securi-
ty token as an access-token. 

4.2 Performance 
 

The chosen mechanisms were performance tested for a visual representation of the 
performance impact on the web API. The performance test results may be affected 
by other factors than the web API performance such as other processes stealing 
resources from the API and memory/cache might have been used by other process-
es during the test. 

To visually present the performance impact on a web API when using digest authen-
tication or OAuth 2.0 compared to using an unsecured API three performance tests 
were performed. The tests include a warm up test, an average response time for a 
single request test and a load test. The authorization requests were in focus in these 
tests because the authentication is only done once in a normal user to web service 
communication and thereafter almost every request is an authorization request 
except for a some exceptions, which might require a re-authentication. 

There are a few tools available to test the performance for a web API but there was 
no tool capable of authenticating and sending authorized requests  for both OAuth 
2.0 and digest authentication and therefore a custom client was developed. The 
custom client was built to perform similar test as the open source performance-
testing product JMeter developed by Apache. The custom client was programmed to 
simulate users authorizing to a web API and when simulating multiple users a 
ramp-up period was introduced, the ramp-up period defines the period of time until 
all the simulated user are up and running. The simulated users were programmed to 
authenticate once and then send only authorization requests. The response time is 
measured from the first request sent from a simulated user until an authorized re-
sponse is received. The implementation of the chosen mechanisms and the clients 
are described in chapter 5. 
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These tests were performed several times during different times of the day. The 
main factor that might have affected the results is that the Internet is not isolated 
which means that the Internet could be used by other services/users during the test 
and also the location. 

The performance tests were performed on June AB premises during working hours 
and the computers specification that the tests were performed on are listed in table 
1. 

Computer specifications 

Processor Intel Core i5-4200U 1.6 GHz 

Ram 8 GB 

System x64-based processor 

OS Windows 8.1 
Table 1. Specifications of the computer used as a back-end (server) when the tests were executed. 

4.2.1 Warm up test 
 
When sending requests to a web server that has not been used for a period of time 
the response time might be slower than usual and the additional response time is 
commonly called warm up time, there are many reasons to why this might occur 
and one of them is that the machine might need to load data from the hard drive to 
the RAM. The warm up test was performed to measure the additional time needed 
for the OAuth 2.0 and digest authentication to warm up. 
 
The average response time of the three first consecutive authorized requests sent to 
the respective OAuth 2.0 API and digest authentication API were measured, this 
test was performed five times during different times during the day with no ramp-
up time with only one simulated user and the result is shown in figure 2. 
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4.3 Security 
 

Practically testing the security aspects of the chosen security mechanisms would 
require knowledge in hacking and exploiting web services. This kind of qualification 
is very time-consuming to achieve and practical testing was therefore not an option. 

The security risk and other security consideration of the chosen security mecha-
nisms were evaluated theoretically. Other risks and relevant information that needs 
to be known when implementing the mechanisms are mentioned in the implemen-
tation chapter. 

4.4 Usability 
 
Learning, implementing and maintaining are the three areas, which were covered 
when evaluating the usability of an authentication and authorization mechanism. 

• How easy is it to learn and understand the security mechanism before im-
plementing it?  

• How easy is it to implement the mechanism? Is it well documented and are 
there any references available? 

• What future maintenance is required for the authentication and authoriza-
tion mechanism and the web API development (if any at all) and how time 
consuming is it? 
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5 Implementation of security mechanisms 

The implementation of OAuth 2.0 and digest authentication will be explained in this 
chapter. The main purpose of implementing the chosen mechanisms was to be able 
to test their performance but they were also developed as a reference implementa-
tion for June AB to use when it implements one of the security mechanisms. 
 
OAuth 2.0 and digest authentication can be implemented in different ways, the 
implementations used are the most performance-intensive implementations, these 
will be describe more in their respective sections. 
 

5.1 Digest authentication 
 
Digest authentication was developed using "auth" as the quality of protecting which 
has the best performance qualities. Hashing the response value is the simplest with 
"auth" as quality of protection, the hashing gets a little more complicated with the 
other qualities of protection, which means they require more resources. 
 
Both the back-end (server) and the front-end (client) are explained in this section.  

5.1.1 Server 
 
The server side of the API is developed by a simple ASP.NET MVC 4 API project. By 
adding an authorization class by generating a class that inherits functionality of 
DelegatingHandler[17] makes it possible to capture incoming requests. This checks 
what kind of request comes in and then sends a response to the client. The first re-
quest from the client is sent as a basic authentication request. This request is 
checked by the back-end and responds with a response code of 401 and in the head-
er of the response there is a description to use digest authentication and a Nonce, 
Realm and Qop added and sent back to the client. The Nonce is generated by the 
Nonce-class and HashHelper-class. The Nonce-class generates a nonce with the 
help of HashHelper-class. In the Nonce class there is a static hashmap that stores 
the nonce and a time stamp of time ten minutes ahead. This makes the nonce only 
usable for 10 minutes from the initial time stamp. This can be replaced by a data-
base that stores the nonces. The nonce is generated by using TNGCryptoServicePro-
vider() in the back-end. 
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5.2 OAuth 2.0 
 
Resource owner password credentials grant type is the OAuth 2.0 grants type cho-
sen for the implementation since the client developed is trusted not to leak user 
credentials. It is also the simplest grant type to implement (excluding the client 
credential grant type which should only be used for machine-to-machine communi-
cation). This implementation will be using a signed JWT as an access-token, the 
access-token will not contain any confidential data and therefore encryption will not 
be necessary. 

5.2.1 Server 
 
The authorization server and the resource server can be implemented separately. In 
this server implementation those two were to be implemented in the same project. 
The classes mentioned below are found in the Appendix. 

Authorization server 

The authentication controller is the controller, which handles authenticating users. 
It is designed to return an access-token to the authenticator if the authentication 
was successful and if it is not an error response in the form of a JSON is sent back. 
This authentication controller is not checking if the client id is in the database since 
this implementation will not be using client ids and secrets. These values cannot be 
kept secret and can very easily fall in to the wrong hands and is therefore not neces-
sary.  

TokenRequest is the model class that defines which values that must be sent to re-
quest an access-token. In this implementation the username, password and grant 
type are of interest.  

JsonWebToken is the token generator and the token parser (verifier) class. This is a 
custom representation of a signed JWT [2]. There is a library which can be used to 
handle JWTs but this class is concise and easy to understand and will therefore be 
used in this implementation.  

EncodingHelper is the class encoding bytes-string to base64 and vice versa. Even 
though the .Net framework already has support for these encodings, this class is 
needed because the JWT specifies another form of encoding to lessen the payload 
compared to regular encoding. 
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Resource server 

TokenHandler is the message handler class. The purpose of this class is to verify the 
token received in the authorization header and if the token is valid a ClaimsIdentity 
and a ClaimsPrinciple are created from the token claims to identify the current user. 
If the token is not valid an unauthorized response is sent back to the user. For this 
message handler to work it must be added in the WebApiConfig.cs file in the App 
Start folder that is done by adding the following line: config.MessageHandlers.Add 
(new TokenHandler());  

ResourceController is an API controller class which represents an API, it has a Get() 
and a Post() method that are decorated with ClaimsPrinciplePermission attribute. 
This is needed to ensure that the user identity is established and if needed verify if 
the token has the necessary claims.  

CustomAuthorizationManager is a subclass of the ClaimsAuthorizationManager. 
This class is the class used to verify the users’ authorization, API methods decorated 
with the ClaimsPrinciplePermission attribute will be forwarded to this class for veri-
fication, and this class should define the authorization requirements of each action 
for every API resource. Figure 7 represents the contents of this subclass. 

 

Figure 7. CustomAuthorizationManager must be added to the claims pipeline that is done by adding the 
code above to the Web.config file in the project. 
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5.2.2 Client 
 

The section shows how an authentication could be made by a client and it also 
shows how further requests could be made after an authentication. The clients must 
send the user credentials and the correct grant type to the back-end server for veri-
fication and it will then receive an access-token if the verification was successful. 
The code of how a request could be sent is shown in figure 8. 

 

Figure 8. A request sent to obtain an access-token. 
 
The access-token should be stored for future use. Storing the access-token value in a 
cookie is sufficient as long as the cookie itself is not considered sufficient as authen-
tication, the value must be extracted from the cookie’s to be used and the cookie’ 
secure flag must also be set to prevent it from being sent over an unsecured trans-
mission. To make further requests the access-token must be added to the authoriza-
tion header in the HTTP request. A representation of how the access-token is added 
in the authentication header to be sent in a request can be seen in figure 9. 
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Figure 9. A request is sent with the access-token in the authorization header. 
 
If the access-token is valid the API will send the requested resource along with a 
200 HTTP successful status code, and if the access-token it not valid an unauthor-
ized HTTP status code will be sent. The client should then deal with the scenario by 
e.g. prompting the user to re-authenticate. 
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6 Evaluation and Analysis 

In this chapter both OAuth 2.0 and digest authentication are evaluated regarding 
performance, security and their respective usability. The performance and security 
are evaluated from a front-end and back-end perspective. Back-end represents the 
server and the front-end represents the client. A short evaluation of the benefits of 
using API and API security will also presented in this chapter. 

6.1 Performance 
 
The definition of performance is not always obvious since performance can be in-
terpreted in different ways. The performance impact on the back-end server of the 
different authentication and authorization mechanisms and the perceived perfor-
mance on the client is this thesis interpretation of performance. 

The performance impacts covered in this subsection have an impact on the perfor-
mance and the significance of the performance impacts were shown with three dif-
ferent test which can be seen in the performance section in chapter 4. 

6.1.1 Digest Authentication 

 
A request to a web service using digest authentication would require the client to 
make two requests. The first request would be used to acquire a server generated 
nonce which will be used to hash the response value in the authorization header for 
the main request (the second request). The first time a user enters their credentials 
on the client, a value hashed together with the username and realm value is stored 
on the client, this hashed value is referred to as HA1. 

The response value in authorization header has to be calculated on both the front-
end and back-end every time the main request is sent. On the back-end these two 
values are compared and if the values are equal an authorized response is sent back 
to the front-end. 

The nonce generated by the back-end can also have an impact on the performance 
depending on how it is generated. For example if a nonce would be designed to only 
be client specific, only usable once and also be set to expire within a time limit, the 
back-end generating the nonce must keep a record of which nonces have been gen-
erated, when they expire and also keep a record on the clients they were issued to. 
These records have to be checked every time a nonce is generated to for example 
avoid issuing duplicates. They also have to be checked every time an access request 
has been sent from the clients to the back-end, to verify that the nonce used is au-
thorized. 
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6.1.2 OAuth 2.0 

 
The performance impacts of the different OAuth 2.0 grant types are the same. They 
only differ on the authentication part (the access-token obtaining part). After ob-
taining the access-token the client just needs to send the access-token in the author-
ization header with each request. It is the same with all the grant types. 

The performance of the authentication part is dependent on which grant types that 
is being used. The resource owner password credentials grant type has the least 
performance impact since it requires only a single request to authenticate. The user 
provides credentials to the client and receives an access-token instantly (if the au-
thentication was successful). Performance should  not be the main priority in the 
authentication process, securely exchanging the user credentials for an access-token 
is the main priority. 

With the authorization code grant type the user must first be redirected from a 
trusted third party to the authorization server where the user is promoted to au-
thenticate and also accept to allow access to the third party. The authorization serv-
er issues the user (the user client) an authorization code, which is forwarded to the 
third party. The third party then trades the authorization code with the authoriza-
tion server for an access-token. This grant type requires two more requests sent 
from the client then with the resource owner password credential grant type and 
also a request from the client’s back-end to the authorization server. 

Implicit grant type has a better authentication performance compared to the au-
thorization code grant type since it skips the last part where authorization code is 
traded for an access-token. With implicit-grant the user receives the access-token 
directly from the authorization server. This grant type requires one more requests 
sent from the client compared to the resource owner password credential grant 
type. 

With every request sent to the back-end (with an access-token), the access-token 
has to be verified, the performance impact of verifying the access-token is very im-
plementation specific. If the access-token is just a random string then the back-end 
has to keep records of these strings and to whom they were issued and optionally 
when they expire and the limit to their usability. As mentioned earlier the access-
tokens can be designed to be more than just random strings. With a 
signed/encrypted access-token, the performance is affected by verifying the token 
by validating the signature or in the case of encrypted access-tokens, decrypting the 
access-token.  
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The back-end could improve its performance by storing the limit of the token as 
claim value in the access-token. If the token is verified the content of the token is 
also verified and trusted. For example the back-end does not have to store when the 
access-token expires on a local database and keep checking it for every request if it 
is stored in the access-token. 

6.1.3 Comparison 
 
With digest authentication two requests will always be sent for every action, while 
with OAuth 2.0 only one needs to be sent (after a valid authentication). The covered 
OAuth 2.0 grant types differ on how many requests need to be sent from the client 
when authenticating, while two of them require a two to three requests to authenti-
cate. These additional request are designed to secure the web service and verify the 
user and optionally the client and should be considered to be a (very) small price to 
pay for being able to only make one request in the future. 

With OAuth 2.0 verifying a token is only a matter of decrypting it or verifying the 
signature depending on what type of access-token is implemented while with digest 
authentication the response value in the authorization header needs to be hashed a 
few times with other values in the authorization header on both the back-end server 
and the client. 

Digest authentication requires much more overhead on the back-end server to deal 
with expiring nonce and keeping track of them while with OAuth 2.0 these infor-
mation is accessible in the access-token. The difference between them can clearly be 
seen in the tests performed, which can be seen in the performance section of chap-
ter 4. 

6.2 Security 
 
There are a few security issues that have to be taken into consideration when im-
plementing digest authentication and OAuth 2.0. The back-end and front-end secu-
rity aspects of the chosen mechanisms were evaluated. 

6.2.1 Digest Authentication 
 
The front-end and back-end security aspects of digest authentication are evaluated 
in this section.  
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Front-end security evaluation 

The user password is not stored in plain text. It is hashed together with other values 
and then the new hash gets stored for future use. The response value in the authen-
tication header is generated in different ways dependently on the Qop (quality of 
protection) value, but whichever Qop is chosen the digested value of 
MD5(username:realm:password) will always be used. E.g. if Qop equals “auth” the 
response will be: MD5(HA1:nonce:nonceCount:cnonce:Qop:HA2), HA1 equals 
MD5(username:realm:password), HA2 is a hashed value of the method value and 
the digestURI value in the authorization header. The rest of the values used in the 
response can be found in the authorization header. HA1 can be stored directly after 
a successful authentication.  

A web service using digest authentication has to enforce the use of strong passwords 
and force users to regularly change their password, the hashed value HA1 could be 
compromised and subjected to a brute-force attack. A strong password will be very 
time consuming to brute-force from a desktop PC and by the time the password has 
been found it would have no value, if the users change their passwords every two or 
three months [18]. The capacity of computers are steadily increasing and brute-
forcing secure passwords is becoming less time consuming. A machine presented in 
Oslo at the Passwordˆ12 conference, was able to brute-force any secure eight-
character password in less than six hours [19]. Supercomputers are even more effi-
cient at brute forcing due to having more resources. 

Back-end security evaluation 

Digest authentication does not protect any value aside from the password value in 
the HTTP request and every other value in the digested response is available in the 
authorization header. This can make it possible for an eavesdropper to listen in and 
steal the value and try to brute force the password value. Digest does offer a few 
integrity protection options that can be used in communications between the back-
end and the front-end, which is also known as Qop. The Qop defines if the message 
sent should be e.g. signed or not which also comes with a little performance cost, 
but this is not sufficient to be considered a secure transportation [20]. A secured 
HTTP message transportation mechanism, e.g. a TLS is required to ensure the con-
fidentiality of the message. 

Web services that want to avoid any type of replay attacks should design the nonce 
values as onetime values. This will of course create a little more overhead for the 
back-end, which has to manage and remember all the nonce, to know if a nonce has 
already been used. A nonce should be requested right before the main request and 
should therefore be expected to expire soon after the request. 
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6.2.2 OAuth 2.0 
 
The front-end and back-end security aspects of OAuth 2.0 code authorization grant 
type, implicit grant type and resource owner credential grant are evaluated in this 
section.  

Front-end security evaluation 

The security aspects, which have to be considered for the front-end, are dependent 
on which OAuth 2.0 grant type that was chosen. 

For the authorization code grant type there is not much that needs to be considered 
since the user will be redirected to a trusted authentication page on the web service 
for the authentication and will only receive an authorization code. The authorization 
code will be useless after the user forwards it to a trusted third-party. The third-
party will trade it for an access-token and the third-party will have to store it secure-
ly. The client never obtains the access-token and will therefore not have to worry 
about it being stolen. 

Redirection manipulation can be a problem with this grant type. If the redirect URI 
obtained when requesting an authorization code does not match the redirect URI 
provided when the authorization code is traded for an access-token. There is a risk 
of the authorization code falling to the wrong hands. There is also a risk of malicious 
clients redirecting the user to a fraudulent login page to steal their credentials or 
embedding scripts in the background of the authentic authentication page to trick 
the user into clicking on invisible buttons (click jacking, this most relevant for na-
tive applications and older web browsers). 

The difference between the implicit grant type and the authorization code grant type 
is that the client obtains the access-token and optionally a refresh-token instead of 
an authorization code. This grant type can also be targeted with phishing attacks 
aiming at redirecting users fraudulently to steal their credentials. 

Resource owner credential grant does not redirect users to a secure authentication 
page. Users are prompted to enter their credentials directly on the client. This grant 
type should only be used on clients the web service can trust completely. With im-
plicit or resource owner credentials grant type, the client is in charge of storing the 
tokens, which means that they can be stolen. 

Refresh-token rotation is a way to limit the usefulness of stealing access-tokens. 
Refresh-tokens (which is most likely also stolen if the malicious user steals the ac-
cess-token) are designed to only be usable once and if a client tries to reuse an al-
ready used refresh-token, the access-token gets revoked and the user is prompted to 
authenticate again. When a refresh-token is used, a new refresh-token is issued 



 
 

48| EVALUATION AND ANALYSIS 
    

which means that if two clients have access to the refresh-token, only one of them 
will have the newly issued refresh-token and the other will have the outdated re-
fresh-token. When the client with the outdated refresh-token tries to renew its ac-
cess-token, the back-end detects that the refresh-token is outdated and revokes all 
issued tokens to that specific user and requires a re-authentication. 

Back-end security evaluation 

Man-in-the-middle attacks on a HTTP message containing the access-token in the 
authentication header or an authorization code is a grave security threat, a mali-
cious user with access to the access-token can do everything the legitimate user can 
do with it and should therefore keep secret from anyone aside from the actual user. 
A secure transportation is very important for OAuth 2.0 to function as intended but 
is not a requirement, a good implementation of a system dealing with stolen access-
tokens like "refresh-token rotation" can substitute the need of a secure transporta-
tion during non-authentication requests. A secure transportation during authentica-
tion is required for all the three grant types mentioned earlier since the grant types 
transport user credentials in plain text in the authentication process. 

6.2.3 Comparison 
 
Digest authentication is designed to be used without transportation security. It is 
efficient against replay attacks but useless against man-in-the-middle attacks, and 
the whole effectiveness of the mechanisms relies upon the users having very strong 
passwords, which must be changed often. This of course means that developers' 
have to put resources and time into enforcing those rules and users might be incon-
venienced with such a service. The threat of a password being brute-forced is evi-
dent and a password that has been compromised might not be unique for the web 
service. Even if digest authentication were to be used over a secure transportation 
the stored digested value on the client is obtainable. 

A secured HTTP message transportation mechanism, e.g. a TLS, is required to en-
sure the confidentiality in OAuth 2.0 during authentication. Stolen tokens and 
fraudulent redirect attempts can be a problem when using OAuth 2.0 but these 
problems are discussed in the OAuth 2.0 specification. Fraudulent redirects are 
avoidable by implementing the OAuth 2.0 flows correctly and only allowing trusted 
clients to access the API. Stolen tokens can be countered by making them expire and 
by limiting their usability to only non-vital request and requiring a re-
authentication for more vital access. 
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6.3 Usability 
 
The usability of the mechanisms from learning, implementing and maintaining 
perspective is important to evaluate from a business-perspective for economic rea-
sons. 

6.3.1 Digest Authentication 
 
The learning, implementing and maintaining aspects of digest authentication are 
evaluated in this subsection. 

6.3.1.1 Learning 
 
It takes a lot of time to understand digest authentication properly, since there are 
several types of digest authentications that can be implemented. It is very time-
consuming and complicated to understand the different components of digest au-
thentication mechanism. When building a digest authentication there is several Qop 
(quality of protection) options that can be implemented. To be able to decide which 
Qop to use the developer needs to be well grounded in the different Qop available. 
The specifications should be followed by the directions given in the RFC 2617. 

6.3.1.2 Implementation 
 
The implementation of digest authentication is complex due to the complexity of the 
components of digest authentication. Everything must be implemented correctly 
because the server is susceptible to many kinds of attacks if the implementation is 
not done correctly. The server should always send what kind of Qop it can handle. 
And clients must be able to handle the Qop required. There should never be any 
password stored in plain text. 

6.3.1.3 Maintaining 
 
Digest authentication does not require further development once it is configured, 
and web API providers using digest authentication do not need to put down extra 
resources on maintaining digest authentication when expanding their APIs. 

6.3.2 OAuth 2.0 
 
The learning, implementing and maintaining aspects of OAuth 2.0 are evaluated in 
this section. 
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6.3.2.1 Learning 
 
There are many books, covering OAuth 2.0 and it is also well documented on the 
Internet. The most troubling part of learning OAuth 2.0 is getting the grant types 
and the design of the access-token right. OAuth 2.0 can be built in different ways 
depending on the web API:s use case and that is why it is important to evaluate the 
grant types and choose a fitting one. 
 
Learning the different ways to design an access-token to be able to verify it with 
minimum performance impact and also to fit the web API:s use cases is important, 
having a well thought out access-token will be very beneficial for the API. 
 

6.3.2.2 Implementation 
 
Implementing OAuth 2.0 can be complex depending on which grant type that is 
being implemented. Some of them require the developer to consider a few more 
security aspects since the security of the web service is very dependent on getting 
the implementation right. 
The implementation of the access-token is not specified and getting the implemen-
tation right for the access-token can prove to have a positive effect on both the secu-
rity and the performance. 
There are many libraries in many different programming languages available to 
help with getting the implementation of OAuth 2.0 right. Most of them can be found 
on the official OAuth 2.0 website. 

6.3.2.3 Maintaining 
 
The additional work that has to be done when further developing the web API, is 
specifying what is required to be considered authorized for the specific API request 
being developed. This needs to be done for every possible request if the usability of 
the access-token is meant to be limited. 

6.3.3 Comparison 
 
When comparing these two mechanisms’ usability, there are several differences 
found. Digest authentication is much more complex to implement compared to 
OAuth 2.0. 
 
OAuth 2.0 can be implemented in different ways. The implementation can be com-
pletely customized while digest authentication has a very strict protocol to follow 
when implementing with very little room for customization. 
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There is more information available about OAuth 2.0 compared to digest authenti-
cation. This makes OAuth 2.0 easier to implement compared to digest authentica-
tion. 
 
A major difference between the two security mechanisms is that OAuth 2.0 does not 
only authenticate but can also be used to allow/restrict authorization. 

6.4 Social benefits of APIs and API security 
 
An API is basically a web service that provides data to other web services or users, 
many companies are starting to realize the benefits of making data publicly availa-
ble which is good for economical sustainability because data that is made public can 
be reused for other purposes. For example, governments making their data availa-
ble to the public via API:s can create business opportunities for developers which is 
also good from a social aspect since the end users which are the people will benefit 
from this. A government could make data such as locations for recycling facilities 
available through API:s, this API could be used for example by mobile applications 
to show nearby location to increase awareness of theses facilities and this is also 
good for the ecological sustainability. 

A study made by the market research and analyst firm "Hurwitz and Associates" on 
the subject "The Benefits of APIs in the App Economy" [26] shows that early 
adopters of Web APIs gained an significant upper hand in their business. Two dozen 
companies using APIs in their businesses were surveyed and the results were that 
they benefited in partner/customer reach (greater than 70% increase) and that Web 
APIs increased the ability to change and innovate the business (30% increase). 

An API provider doesn't need to use API access security if the API is open for all but 
if the API provider plans to have users and needs them to authenticate and author-
ize, this subject becomes very relevant for the API provider. 
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7 Conclusion 

The goal of this thesis is to evaluate the different authentication and authorization 
mechanisms that are available and usable by web-based client and mobile applica-
tions. These types of client are not able to confidentially store private data and these 
security mechanisms have different impacts on the performance, which is why it is 
essential to choose the right mechanism to use. OAuth 2.0 and digest authentication 
are the two mechanisms that proved to be usable by the clients. 

Performance wise OAuth 2.0 is better than digest authentication when dealing with 
authorized requests while the impact on the performance of authentication requests 
with OAuth 2.0 varies depending on which grant type that is implemented. Two of the 
four grant types (client credential grant type & resource owner password credential 
grant type) require one request sent from the client to authenticate, implicit grant 
type requires two requests and authorization code requires three, digest authentica-
tion always send two requests for every action. 

Even though digest authentication does not store credentials in clear text, the hashed 
credential is still obtainable and susceptible to brute-force attacks, OAuth 2.0 does 
not store credentials, it stores a back-end generated access-token which could also be 
stolen. Access-token should be designed to limit the usefulness of stealing it. 
 
Both digest authentication and OAuth 2.0 are complex to learn and implement. A lot 
of thought must be put into the design of OAuth 2.0 to get the implementation right 
and digest authentication requires the developers to be well-grounded in the digest 
authentication specification protocol to correctly implement it securely. Maintaining 
these mechanisms does not require much overhead after implementation. 
 
OAuth 2.0 is the recommended authentication & authorization mechanism to use 
when developing web API:s designed to be accessed by public clients such as web-
browser based clients and native mobile application clients.  
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