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Abstract 
Change is constant and computing paradigm is no exception. It has witnessed major shifts 

right from centralized client server systems to widely distributed systems. This time the locus 

of change in the computing paradigm is moving towards virtualization, paving way to cloud 

computing. Cloud computing aims at providing computing services to its users as an utility. It 

allows its authenticated users to access a wide range of highly scalable computing capabilities 

and services via the internet on a pay-per-usage basis. Organisations not only view these 

benefits as cost-saving strategies, but also aim at improving the competitive advantages using 

cloud computing. Hence, this has given rise to a new horizon in IT/IS outsourcing. With a 

collaboration of cloud computing and outsourcing emerged a new concept called 

cloudsourcing. Cloudsourcing can be termed as the next generation outsourcing and the next 

phase of cloud computing promising benefits from both the areas. Cloudsourcing is 

outsourcing traditional business via the cloud infrastructure. Though there is pompous 

popularity surrounding this new technology, there is much hesitation in adopting it due to the 

inherent security issues. This paper discusses in detail the security issues and possible 

solution to the same. As this is a new concept, not much work is identified to be done in 

providing a set of guidelines to adopt cloudsourcing that are very specific to information 

security. This work intends to fill this aperture by building a set of well-defined information 

security guidelines, which can be termed as a novel. For this purpose, design science research 

method proposed by Hevner et al is used so as to accomplish this goal. Initially, a literature 

study is done after which an exploratory study comprising of interviews is done to gather 

qualitative data. The results of the exploratory interview is tested for correctness and 

evaluated based on an evaluation study comprising a survey based questionnaire. The 

analysis of the evaluation study results provides the final results. In such an attempt, the 

identified countermeasures to risks are classified into three groups namely, organisational, 

technical and regulatory and compliance guidelines. Hence the end results constituting the set 

of information security guidelines are classified into the above mentioned groups. This work 

is assumed to contribute to our understanding of information security in cloudsourcing and in 

supporting IT decision makers, IT project managers and security executives of organisations 

for a smooth and secure transition towards cloudsourcing their business. 

Keywords: Cloud computing, outsourcing, cloudsourcing, information security risks, 

cloudsourcing information security guidelines. 
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Information Security Guidelines for 
Organisations intending to adopt 

Cloudsourcing 

1. Introduction 
This chapter introduces the research area, research topic, research problem and the final 

goal to its readers. 

1.1. Background 

With the cloud revolution, organizations have started rethinking on their network 

constructions extending to a change in planning information technology infrastructure 

investments (INFOSEC Glossary, 2000). Gartner refers to cloud computing as “a style of 

computing where massively scalable IT-related capabilities are provided “as a service” 

using Internet technologies to multiple external customers” (Holly & Pettey , 2008).  In 

one of his research papers, Ian Sommerville along with the co-authors state that “cloud 

computing represents a shift away from computing as a product that is purchased, to 

computing as a service that is delivered to consumers over the internet from large-scale 

data centers – or clouds” (Hosseini, Sommerville, & Sriram, 2009).   

So as to capitalize and utilize this new computing paradigm, market giants like Google, 

Amazon, Sales-force, Microsoft and many more on this list have started utilizing and 

promoting cloud computing services (Sedgwick & Rivera, 2010). Cloud computing has 

gained vast attention thereby emerging as a primary distributed computing platform 

(Harauz, Kaufman, & Potter, 2009). This has given rise to a new dimension to 

outsourcing called cloud-sourcing. 

Cloud sourcing is the next generation of outsourcing (Hisoft, 2009) and the next phase of 

cloud computing (Salesforce.com, 2010). According to Salesforce.com, a leading cloud 

solutions provider, cloudsourcing “combines traditional outsourcing with the tangible 

benefits of cloud computing, giving organizations a way to lower IT costs while 

establishing a better-integrated, more elastic foundation for their business” 

(Salesforce.com, 2010).  

These benefits include reduced operating costs without any upfront investment, high 

scalability, high flexibility, easy accessibility and of course a great reduction in 

maintenance expenses (Zhang, Cheng, & Boutaba, 2010). Although these advantages are 

built-in benefits of cloud computing, the implementation, management and dependency 

on the cloud technologies are always associated to risks of higher levels ( Paquette, 

Jaeger, & Wilson, 2010).  
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The back bone of both upside and downside of cloud computing is the use of internet as 

the communication media (Kandukuri, Paturi V, & Rakshit, 2009). The availability of hi-

speed internet and ease of use, the cloud technology is very welcoming for more and 

more organisations to provide services on the cloud and hence moving data to the cloud 

(Liang, Rong, & Zhao, 2009). However, the questions concerning the safety of data in the 

cloud are growing proportionally along with the growing size and different types of 

services being moved into the cloud (Subashini & Kavitha, 2011).  

Although big players like Google, Amazon etc. have completely adopted this technology, 

small companies or customers are still reluctant to unfold their business to the cloud 

environment (Subashini & Kavitha, 2011). This proves that the growing security 

challenges and concerns are acting as active inhibitors that curtail a number of emerging 

small organisations (Scott W. , 2010) from adopting cloud technology at a faster pace 

(Messmer, 2009). Hence, the unique challenge that needs to be addressed carefully is the 

security risks in cloud computing (Zhang, Cheng, & Boutaba, 2010). Since cloudsourcing 

is a business behaviour, it comprises a broad range of risks than cloud computing. Yet, 

when it comes to information security risks in specific, it can be stated that information 

security risks in cloudsourcing would be same as the ones in cloud computing. However, 

there might be additional information security risks like loss of governance and vendor 

lock in issues in cloudsourcing due to its business behaviour.  

In essence, cloud computing can be considered as one of the most attracted technology of 

this era enabling organisations to dynamically increase their IT capabilities (Subashini & 

Kavitha, 2011) at a reduced cost. This has made organisations rethink about their IT 

outsourcing and hence paving way for cloudsourcing. The growing awareness has thrown 

light on the information security issues bottled within this new technology. Hence it is 

important for organisations to understand the information security risks involved along 

with possible solutions before cloudsourcing their business. This is exactly what this 

paper intends to provide i.e. a set of information security guidelines for cloudsourcing. 

1.2. Research Problem 

Being one of the most researched topics in the last few years, cloud computing has 

contributed to the most significant shift towards re-shaping the next generation computing 

paradigm (Dillon, Wu, & Chang, 2010). Since a very recent past, security in cloud 

computing itself has become a separate stream of research interest within organisations, 

academic institutions and other freelance research organisations, groups involving 

evangelists and individual researchers. Though cloudsourcing is becoming equally 

popular, the security issues in cloudsourcing need more attention for its adoption.  

Numerous research works have been done with respect to security issues in cloud 

computing. Of them, many works have laid emphasis on challenges pertaining to privacy, 

organisational security, and legal security. Cloud Security Alliance (CSA) has analysed 

the cloud security risks in thirteen domains and have published exhaustive security 
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guidance with specific focus on each domain (Cloud Security Alliance, 2009). However 

this does not cover information security from a cloudsourcing aspect.  

The National Institute of Standards and Technology (NIST) of the US Government has 

published two special reports on Cloud computing. One, cloud computing synopsis and 

recommendations draft, presents an overview on different cloud computing technological 

classes paving way for organisations to discern between the opportunities and risks in 

cloud computing (Lee, Grance, Patt-Corner, & Voas, 2011). Next, a draft report on 

guidelines to security and privacy in public computing. The main focus is on 

technological device security threats and key measures to safeguard them in a cloud 

environment (Wayne & Grance, 2011).  

Another research paper published by the European Network and Information Security 

Agency (ENISA), the European center of excellence agency for the European Member 

States and European institutions in network and information security, gives an assessment 

on security issues, benefits and recommendations to its users (Catteddu & Hogben, 2009).  

There are also research works concerning preservation of privacy of shared data in cloud 

computing ( Wang, 2010). Another similar research work on trust related issues in a 

semantic cloud has been published in a reputed journal (Jaatun & Nyre, 2009). 

Extensive research has been done focussing on the technical risks (Jensen, Schwenk, 

Gruschka, & Iacono, 2009), technical cloud security solutions  (Liang, Rong, & Zhao, 

2009). In their research work, Michael and Andraej, students from the Deakin University, 

Australia have proposed a technical security framework for the design and 

implementation of effective cloud computing infrastructures (Brock & Goscinski, 2010).  

A research paper discussing legal issues of cloud computing relating to UK based 

organisations (Joint, Bake, & Eccles, 2009) and analysis of organisational risks due to 

migration towards the cloud by David Greenwood and co-authors are some to be noted 

(Greenwood, Sommerville, & Hosseini, 2011). A research work carried out by the 

students of the Indian Institute of Information Technology, analyses the data security 

issues in cloud computing based on a risk analysis approach (Sangroya, Kuma, Dhok, & 

Varma, 2010). But this research does not provide any guidelines to overcome these risks 

that are identified. 

From the above discussion we find that there is very little or no research work done in 

cloudsourcing information security issues and also there are not any well-defined set of 

guidelines to follow when choosing to opt to cloudsourcing. This is the gap that this paper 

intends to fill in since this particular area has not received any due attention in research 

literatures so far. So as to make sure that the research is novel by nature and is not 

explored much, it was checked in publishing libraries like IEEE Explore, Springer, ACM 

and some of the important information systems related conference proceedings. Very few 

resources, related to cloudsourcing and security were fetched. However, these resources 

just discuss security as a part of the topic and do not provide any guidelines for secure 
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cloudsourcing of data. Also, as discussed above, this gap has not been discussed to any 

significant extent in any of the above mentioned research works. Hence the results of this 

research work is novel as it attempts to provide a well-defined set of guidelines for 

effective information security management that can be looked upon while opting to 

cloudsource one’s business.  

1.3. Research Question 

This work mainly focuses on providing its readers with a well-defined set of information 

security guidelines that can be looked upon during their transition towards cloud 

sourcing. Hence, to adhere to this objective a primary research question has to be 

answered. 

 

 “What are the essential information security guidelines to be followed for a smooth 

transition towards the cloud world?” is the primary question that paves way to achieve 

the desired result. 

 

However, a sub-set of secondary questions needs to be answered so as to support the 

primary question. The sub-set is as follows: 

i. What are the critical areas to be focussed, from an information security point of 

view, while moving over business and its functionalities to the cloud? 

ii. What are the security risks in the cloud that are specific to information assets of 

an organisation? 

iii. What are ways to overcome the security risks that are specific to business and its 

related information? 

1.4. Research Objective 

The main objective of this research is to present its readers, especially, business 

executives and IT decision makers, security officers of organisations, with a well-defined 

set of guidelines that support information security while adopting cloudsourcing. This 

includes learning the cloud computing and information security rudiments, analysing and 

identifying the critical areas to be focussed along with the information security risks 

involved. Finally, identifying ways to overcome these risks leads to the accomplishment 

of the research goal. Chapter three expounds in detail on the research methodology that is 

used to achieve this research objective. 

1.5.  Thesis disposition 

Chapter one introduces the topic and gives the reader the background information, related 

research works and the subject area of the problem. Chapter two, exhaustively runs 

through the basics of the underpinning concepts. It includes literature studies on 

cloudsourcing, cloud computing architecture, and the associated models along with 

introduction to the security issues in cloud computing. Chapter three, discusses 

extensively on the research methodology used to proceed with the research work. Chapter 

four can be sought as the essence of this research work. It includes the data collection and 
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analysis part of the research work. It comprises the exploratory study (interviews), 

derivation of the propositions, evaluation study. Chapter five presents the results and 

discussions. Chapter six is the concluding chapter. Literature references are given after 

chapter six. Appendix A and Appendix B include the interview and survey questionnaires 

respectively. Table 1-1 gives a summary of the thesis structure. 

Table 1-1Summary of Thesis structure 

Chapter Number Description 

Chapter One Introduction 

Chapter Two Theoretical Framework 

Chapter Three Research Methodology 

Chapter Four Empirical Findings 

Chapter Five Results and Discussions 

Chapter Six Conclusions and Future Research 

Literature References Reference to literature used 

Appendices Appendix A and B : Interview and Survey 

Questionnaire 
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2. Theoretical Framework 
This chapter presents the readers, an extended background with the available literature on 

research related works, overview on cloudsourcing and cloud computing, its architecture 

and cloud related security issues. 

2.1. Cloudsourcing - Next Generation Outsourcing – An Overview 

This section gives an overview of the cloudsourcing concepts, characteristics and its 

current situations. 

2.1.1. Cloudsourcing – An Introduction  

In today’s competitive era, organisations inevitably outsource their IT and parts of their 

business to stride steadily without being swept by the tide of competition (Duan, Bi, & 

Yu, 2010). Outsourcing can be defined as contractually involving resources external to 

the company, so as to provide services intrinsic to manage business in a strategic way 

(Hanfield, 2006). Since early last decade, the industry had witnessed enormous amounts 

of attention being poured on outsourcing information systems (IS) functions (Grover, 

Cheon, & Teng, 1994). In this outsourcing, the contract signed between the customer and 

the service provider comprises a set of information technology services with clearly 

defined SLAs (Service Level Agreements) and timelines (Lodestar Inc, 2009). 

 

Outsourcing business beyond the vicinity of an organisation was initially envisaged as a 

cost effective strategy (Aundhe & Mathew, 2009). However, the growing maturity in 

outsourcing practices has given a new dimension to look at it as a value based partnership 

rather than just a cost saving strategy (Aundhe & Mathew, 2009). Hence with all its 

benefits irrespective of few of its inseparable glitches, outsourcing has amplified into a 

strategy essentially required to build business (Gonzalez, Gasco, & Llopis, 2006) and 

cannot be disregarded anymore (Laplante, Costello, Singh, Bingiganavile, & Landon, 

2004).  

 

With Outsourcing practices at its peak, a new technology – Cloud Computing has 

phenomenally proven that it’s the next major wave of change in the technology 

infrastructure (Dillon, Wu, & Chang, 2010).  To simply define cloud computing, we can 

state that it is a new style of computing technology  which provides varied 

information technology services at low cost using massive computing units that is 

connected via the internet ( Qian, Luo, Du, & Guo, 2009). 

 

While outsourcing was seen as cost cutting strategy, cloud computing has led to further 

cut down in infrastructure investments in parallel to enabling addition of a competitive 

advantage including new services and features that help grow core business (Shen, Li, 

Yang, & Lin, 2010). Hence from an outsourcing frame of reference, the demand to utilize 

maximal benefits at a minimal expense from the cloud resources has introduced 

organizations to what is called cloudsourcing.  
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Cloudsourcing is a relatively new term framed by the amalgamation of traditional 

outsourcing practices with the benefits of cloud computing (Appirio, 2010). One of the 

most popular cloud evangelists from India, Srinivasan Sundara Rajan defines 

cloudsourcing in one of his articles as “outsourcing part or entire business solutions to be 

run from entities called clouds” (Rajan, 2010).  Solutions are provided by knitting 

together the cloud applications, platforms and infrastructures (Appirio, 2010).  

 

A cloud can be defined as a collection massive data centers that are globally scattered 

thus providing endless IT solutions to its end users who can access it from an authorized 

device and a suitable internet connection (Joint, Bake, & Eccles, 2009). Such cloud 

services are provided by the cloud vendors owning these scalable clouds ( Philbin, Prior, 

& Nagy, 2011). Henceforth in this report, the cloud vendor is also mentioned as the cloud 

service provider or simply cloud provider or cloud vendor sometimes. The end user or the 

organisation subscribing for the cloud solution is the cloud customer or the cloud 

subscriber (Aundhe & Mathew, 2009). The customer is the consumer of these cloud 

services. 

2.1.2. Cloudsourcing Features and Current Situation 

The current situation of cloudsourcing is very promising and can be narrowed down into 

two main aspects. One, there is a tremendous acceleration in the adoption of the cloud 

by today’s successful enterprises (Joseph, Meeker, & Thaker, 2008). A research survey 

conducted by the Gartner Inc. reveals that $56.3 billion sales revenue was yielded from a 

21% rise in the overall cloud computing sales and also has a potential to triple into $150 

billion by the end of the year 2013 (Gartner Inc., 2011). This is because more and more 

organisations are running and many planning to move their business towards the cloud 

(Hatch, 2011). Another research survey conducted by the F5 research Network (F5 

Research Network, 2009)shows statistics that 99% of top level organisational executives 

and managers are currently involved in the discussion of cloud implementations, 82% 

already implemented trial cloud projects, 66% reveal that they have budget specifically 

dedicated for the cloud and 82% are concerned about security issues in the cloud 

(Ramhalho, 2010). 

 

Two, There is a significant reconstruction in the way enterprises look and consume the 

cloud (Technomile, 2011). Initially, the adoption of cloud was primarily looked upon as 

an edge of business driven cost saving strategy (Chen, Paxson, & Katz, 2010). But over 

the past few years, with the exponential growth of cloud computing, adoption of cloud is 

now jointly led by IT and business escalating the need for extended governance, unified 

security and smooth integration of business to the cloud (Technomile, 2011). This 

induces the necessity to bring a new partner who has profound expertise in cloud and can 

provide suggestions in risk mitigations and business driven innovations (Technomile, 

2011). This is where cloudsourcing is viewed as a big advantage to organisations. 

Cloudsourcing plays a vital role in helping organisations to migrate their business to the 
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cloud and it extends support in development, testing and maintenance surrounding this 

migration (Appirio, 2010). 

 

Cloudsourcing is a discipline of designing and managing the internal and external 

resource models that will deliver business value to the enterprise by leveraging the cloud 

enabled services (Techopedia, 2011). The reason why it is so important now is that the 

cloud computing technology is experiencing a huge explosive growth of investments and 

it represents significant choices for service recipients (Vizard, 2011). 

 

Cloud sourcing represents new business opportunities and deliver more values to it. 

These values come in several forms (Zarifoglu, 2011). They include quick marketing 

time, more flexible and scalable solutions, and high elasticity enabling the ability to dial 

up and dial down resources on demand with all these for a very low cost by a pay-per-

use metered billing (Joint, Bake, & Eccles, 2009). These can be looked upon as the prime 

benefits of cloudsourcing business. One of the features that make cloudsourcing different 

from outsourcing and that helps yield these fascinating benefits is the use of multi-

tenancy (Appirio, 2010). It means “a single instance of multi-tenant application serves 

multiple customers” (Appirio, 2010). Though this yields cost saving benefits, it is one of 

the main reasons for security issues to arise in cloudsourcing (Joint, Bake, & Eccles, 

2009). 

 

 As mentioned, these benefits come with inadmissible issues like the lack of maturity in 

cloud support and service (Hong, Jeff, Jay, Ed, & Sudip, 2009), vendor lock-in and data 

latency issues (Nigel, 2009), security concerns and other legal issues involving 

regulatory compliance and auditing (Harauz, Kaufman, & Potter, 2009) as well. Yet, 

cloudsourcing is good to adopt because it shows more promises than the inherent 

disadvantages.   

2.1.3. Cloudsourcing vs. Outsourcing 

Cloudsourcing can be viewed as the next generation of the traditional outsourcing (Hisoft, 

2009) encompassing all the benefits of cloud computing (Salesforce.com, 2010). With 

such a statement there is always coercion in comparing both of these sourcing strategies.  

Unlike traditional outsourcing, cloudsourcing has empowered organisations to rent 

information technology infrastructures on demand (Brock & Goscinski, 2010) rather 

investing expensively on such infrastructure resources (Subashini & Kavitha, 2011). This 

means that the traditional outsourcing has on-premise data centers or infrastructures, that 

are hosted in the vendor’s location while, cloudsourcing is entirely off-premise with 

clouds, either internal or external clouds, acting as data centers (Rajan, 2010). Hence, in 

traditional outsourcing model, upgrades like database upgrade, etc. are very time 

consuming sometimes disrupting the business capabilities (Rajan, 2010).   

 

Cloudsourcing offers lower operating cost and lower investments on hardware 

infrastructures than the traditional outsourcing model (Simone, 2009). Another distinct 
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feature of cloudsourcing that outweighs traditional outsourcing is elasticity and scalability 

on demand (Boss & et al, 2008). It can be argued for this reason that cloudsourcing 

improves agility in the business process, an essential strategy for today’s business 

environments often lacking in the traditional outsourcing (Appirio, 2010). An additional 

argument in this sense is that cloudsourcing enables quick procurement of services since 

it enables a list of services from which the customer can choose according to his needs 

(Rajan, 2010).  

 

When it comes to legacy and modernization activities, outsourcing proves to be more 

time and effort consuming than the cloudsource model (Simone, 2009). However, in 

cloudsourcing model when it comes to legal and vendor lock in issues which are still 

nascent and needs to be addressed (Rajan, 2010). Another severe point is that legal and 

data proximity compliance is poor in cloud sourcing and good in outsourcing model 

(Simone, 2009). The reason is that the customer holds entire control of data being 

outsourced in traditional outsourcing model whereas, in cloud model, the customer is 

dependent on the data centers of the provider (Rajan, 2010). However, from an overall 

perspective cloudsourcing provides better opportunities than the traditional outsourcing 

model and is worth rethinking about cloudsourcing by enterprises (Joint, Bake, & Eccles, 

2009). 

2.2. Cloud Computing – An Introduction 

This section presents the fundamental concepts of cloud computing. It elucidates cloud 

computing definitions, current cloud computing architecture, service and deployment 

models including the essential characteristics of cloud computing. 

2.2.1. Cloud Computing Background and Rudiments 

Cloud computing, a computing paradigm shift away from data to user centric computing 

(Simone, 2009), is fulfilling, to a very great extent, the long held dream of providing 

computing to its users as an utility (Armbrust & et al, 2010). This cloud revolution that 

the current industries are undergoing today holds the promise of completely redefining 

the basic design of access, distribution and management of information assets of an 

enterprise at a low cost (Zhou, Marczak, & et al., 2010).  

 

Cloud computing has got the potential to reshape the way software services are purchased 

(Hong, Jeff, Jay, Ed, & Sudip, 2009). This enables new companies with innovative 

internet service ideas to eliminate the need to rely upon expensive investments on 

hardware for its deployment (Armbrust & et al, 2010).  It is also for this reason cloud 

computing has become the most discussed topic and has inculcated an ever-growing 

interest in organisations at almost every level (Jarabek, 2011).  

 

Cloud computing is not a new concept all by itself (Zhang, Cheng, & Boutaba, 2010). 

Hence, before defining cloud computing, it is good to know a little bit of the cloud history. 

At the ARPANET - Advanced Research Projects Agency, during the mid-1960 did J.C.R. 
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Licklider introduced to the world, the term called “intergalactic computer network”, a 

concept used to describe a global inter-connection of programs and data (Harauz, 

Kaufman, & Potter, 2009). This term later became the fascinating “internet”. This was the 

very beginning of thinking out of the box as computing facilities being delivered to 

general public as utilities (Harauz, Kaufman, & Potter, 2009). During the same timeline 

or little later in the 1960s John McCarthy envisioned facilitating computing as a utility to 

the public world (Zhang, Cheng, & Boutaba, 2010). 

 

During the 1990’s, the book “The Grid: Blueprint for a New Computing Infrastructure” 

written by Ian Foster and Carl Kesselman popularized the grid computing domain 

(Banerjee, 2011). So as to explain how computing can be given as a utility this book used 

the illustration of the electric grid in which users could plug in, plug out and pay a 

metered bill based on the usage (Banerjee, 2011). It incorporated a similar idea in 

computer networks emphasizing that it can also be used as a utility to perform 

computationally intensive tasks (Banerjee, 2011). Again, in the 1990’s the term “cloud” 

germinated from the telecom sector which used VPN – Virtual private networks for data 

communications (Harauz, Kaufman, & Potter, 2009). It used same bandwidth for fixed 

networks for dynamic routing leading to increase the bandwidth efficiency similar to 

today’s virtual computing that uses dynamic allocation of resources to serve customers 

dynamically (Harauz, Kaufman, & Potter, 2009).  

 

In 1999, the world saw a milestone in the computing paradigm when Salesforce.com 

delivered enterprise applications over the internet (Krutz & Vines, 2010) and VMware 

introduced virtualization to the X86 systems offering a shared infrastructure that offered 

complete isolation, mobility and choice of OS for environments to run applications 

(Banerjee, 2011). In 2002, this was followed by Amazon web services that provisioned a 

cloud based suite to provide storage and computation solutions (Krutz & Vines, 2010). 

Meanwhile, grid computing had wide spread and the first IEEE conference was held 

Bangalore, India (Banerjee, 2011). Again, coming back to Amazon, in 2006 it released 

the EC2 – Elastic Compute Cloud which pioneered in enabling end users to run their 

application on this commercial platform was on a rent basis (Mohamed, 2009).  

 

Today with the advent of web 2.0, a new face to computing, market giants like Google, 

Yahoo, and Microsoft etc. are now offering browser based enterprise solutions like 

webmail and online back that are becoming a part of our everyday lives (Mohamed, 

2009). Academic research groups like Virtual Workplace, cloudresearch.org, Open 

Nebula (OpenNebula, 2012), etc. and other individual organisations like NIST (NIST, 

2011), CSA (Cloud Security Alliance, 2009), CPNI (CPNI, 2010), ENISA (ENISA, 

2011) etc. have been showing overwhelming interest in cloud researches these days. 

Thus, cloud computing is now a platform that is available for ready access by users from 

diverse backgrounds to perform their everyday activities (Harauz, Kaufman, & Potter, 

2009). 
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Having discussed in detail the history of how cloud computing took its today’s shape, it is 

now time to define cloud computing. There are several definitions for cloud computing 

given from various perspectives (Vaquero, Caceres, Lindner, & Merino, 2009)However, 

the author considers that cloud computing is best defined by NIST (NIST, 2011). It states 

that “Cloud computing is a model for enabling convenient, on-demand network access to 

a shared pool of configurable computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction” (Mell & Grance, 2011).  

 

As we see in figure, since several years, cloud computing had originated from diverse 

technologies and business approaches slowly elevating its altitude to what it is today 

(Krutz & Vines, 2010). A quick walk through of these related technologies that 

influenced this long journey of cloud computing is inevitable in this context. These 

technologies are namely, Utility Computing, Grid Computing, Autonomous Computing, 

Platform Virtualization and SOA – Service Oriented Architecture (Mather, 

Kumaraswamy, & Latif, 2009).  

 

To quickly describe these technologies, we can state that grid computing is utilizing 

combined processing powers of different computing resources like the network, servers, 

storage, etc. to solve a computationally intensive task (Stanoevska-Slabeva & Wozniak, 

2010). This is similar to parallel processing conducted on several computer networks. 

Grid computing is related to the cloud technology in the way that both use distributed 

resources to solve a specific problem (Stanoevska-Slabeva & Wozniak, 2010). However, 

cloud computing outweighs grid computing by leveraging the use of multi-level 

virtualization to realize dynamic sharing of resources (Myerson, 2009). Hence it is very 

evident that virtualization is another technology from which cloud computing roots ( 

Keller, Szefer , Rexford, & Lee, 2010).  

 

Virtualization is a technology that virtualized resources for applications at a higher end. A 

virtual server is called a Virtual Machine (VM) and the VMM – Virtual Machine Monitor 

is used to access the VM (Christodorescu & et al, 2009). Cloud computing lies on the 

base of virtualization enabling one to access any resource required for computing, with 

dynamic resource allocation ( Mikkilineni & Sarathy, 2009). This is closely knitted with 

the Service Oriented Architecture – SOA, an open architecture where a set of services are 

designed to communicate with each other and holding loosely coupled functions with 

interfaces are known and accessed by multiple organisations to get certain services (Krutz 

& Vines, 2010). The SOA architecture and its specifications use standardized protocols 

are used to connect these loosely coupled devices or functions via the internet (Dillon, 

Wu, & Chang, 2010). This is very similar to the cloud computing concept.  

 

Other technologies that can be related directly with cloud computing are the utility 

computing and autonomic computing (Krutz & Vines, 2010). The former provides 

resources on an on demand basic similar to cloud computing that also provides resources 



12 
 

on demand and bills it based on the usage (Fox & et al, 2009). Hence we can say that 

cloud computing is a form of realization of utility computing (Fox & et al, 2009). The 

later, autonomic computing is based on that notion of self-management of making 

decisions based on its internal and external observations reducing complexity to a great 

extent (Winans & Brown, 2009).  

 

In summary, cloud computing is a cluster of characters of already existing technologies 

(Marston & et al, 2010). It used virtualization, SOA and utility computing the most to 

deliver services dynamically on metered billing making computing a utility (Zhang, 

Cheng, & Boutaba, 2010). It uses concept of grid computing virtualisation to provide 

highly elastic services ( Mikkilineni & Sarathy, 2009). Hence they are common yet 

unique characters to cloud computing and they need to be address separately. 

2.2.2. Cloud Computing Essential Characteristics 

Any system exhibits characters that are very unique to it. For a computing paradigm like 

cloud computing, which relates itself logically and technically (Mather, Kumaraswamy, 

& Latif, 2009) to several other computing paradigms, it is essential to list out the 

characters that cloud computing constitutes. NIST has outlines five essential 

characteristics that a cloud computing model is expected to demonstrate (NIST, 2011). A 

visual model of these characteristics given by NIST is represented in Figure 2-1. As one 

can see in Figure 2-1, there are three layers. The bottom layer represents the cloud 

deployment models and the middle layer represents the cloud service models. The cloud 

deployment models and the cloud service models are explained in detail in sections 2.3.4 

and 2.3.3 respectively. The top layer represents the characteristics of the cloud 

infrastructure. They are explored in this section. 

 

 

Figure 2-1 The NIST Cloud Visual Model (Wayne & Grance, 2011) 
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On- demand self-service: 

As the name suggests, the cloud model provides services as and when required by the 

consumers (Christopher, 2010). Services include access to resources like computation 

resources, CPU time, storage, software applications and so on inclusive of managing and 

deploying these services (Furht, 2010). Such services are accessible by the customers at 

any point of time without any intervention of a human resource (Furht, 2010). This means 

that the consumer can access the resources without communicating with the provider 

hence reducing costs both from customer and provider perspectives (Zissis & Lekkas, 

2010). 

 

Broad network access: 

This character actually describes the ease of use of the cloud applications. All the 

computing resources are available over the internet and are accessed by its consumers by 

authorized devices from heterogeneous platforms like the mobile phones, PDAs, laptops 

etc. and also from a thin client like a simple web browser (Zissis & Lekkas, 2010). This is 

seen as a significant cost saver due to the use of the high bandwidth communication links 

available to connect with the required cloud service from a larger pool of IT resources 

(Dillon, Wu, & Chang, 2010).  

 

Resource pooling: 

Basically, all the computing resources provided by the cloud provider is pooled together 

in a huge flexible resource pool in order to allow access by multiple customers using the 

multi-tenancy model  (Takabi, Joshi, & Ahn, 2010). Multi-tenancy model is an 

architectural model in which a single instance of the resource is accessed by multiple 

customers simultaneously (Takabi, Joshi, & Ahn, 2010). Moreover, these services are 

assigned and reassigned with respect to the change in demand for that particular resource 

( Qian, Luo, Du, & Guo, 2009). Due to this reason, the provider and the customer as well 

can expect the economies of scale to be met along with specialization (Zissis & Lekkas, 

2010). Another advantage is the location independence offered by the cloud model 

providing space for the customer accessing the resource so that they need not worry about 

its location (Zissis & Lekkas, 2010). The resources may be located in any geographic 

location and can be provided as a virtual resource when required for computing (Wayne 

& Grance, 2011). 

 

Rapid elasticity: 

It implies that cloud resources can be elastically handled i.e., the ability to expand and 

shrink the size or amount of the resource usage (Christopher, 2010). This means that 

consumers of the cloud resources can scale up and scale down the usage of the resources 

as and when required (Zissis & Lekkas, 2010). The provision of the resources available 

infinitely can be purchased at any point of time when the need arises (Takabi, Joshi, & 

Ahn, 2010).  
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Measured Service: 

The cloud resources used by the consumers are dynamically allocated without human 

intervention (Christopher, 2010). This dynamic allocation of the resource and its usage 

can be easily monitored and measured by the cloud model hence enabling the customer to 

pay as per his usage of the resources (Dillon, Wu, & Chang, 2010). Capabilities to 

monitor the usage of every single customer in a multi tenancy model and to provide a 

metered billing are available in the cloud model (Furht, 2010). This ensures transparency 

between the customer and provider and simultaneously reduces expenses ( Qian, Luo, Du, 

& Guo, 2009). 

 

All these characters of the cloud model can be considered as benefits of cloud computing. 

Other benefits include elimination of up-front investments in hardware deployments, 

software licensing and low operating costs (Marston & et al, 2010). Another benefit to be 

mentioned is the improved business agility due to the readiness of accessibility to 

resources required for business solutions (Krutz & Vines, 2010). All the above discussed 

characters and benefits can also be considered as benefits of cloudsourcing because 

cloudsourcing is built based on the cloud computing technology.  

 

Though there are fascinating benefits wrapping the cloud model, there are some 

challenges that are acting as anti-catalysts in the cloud adoption process (Zhao & et al., 

2010). The prime ones to mention are the cloud computing security and data protection, 

data recovery and availability, management capabilities and finally regulatory and 

compliance restrictions (Harris, 2009). 

2.3. Cloud Computing Models and Architecture  

The underpinning technology in cloudsourcing is cloud computing. Hence it becomes 

very important to understand the theoretical frameworks of this technology. The reason 

for this being vital is that, without understanding the cloud architecture, it is difficult to 

understand information security from a cloudsourcing perspective. Hence, this section is 

dedicated to elucidate extensively on the cloud computing architectural framework and 

the cloud computing models. These models include the cloud computing service models 

and the service deployment models.  

2.3.1. Cloud Architectural Framework  

This section discusses extensively the architectural framework surrounding the cloud 

computing paradigm. 

 

The Layered Architecture in Cloud Computing 

In order to better understand about the back-end and operation of cloud computing we 

need to know the architecture of the cloud computing systems. This section briefly 

describes the architecture and operational models of cloud computing. The cloud 

computing environment can be classified into four layers namely hardware layer, 
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infrastructure layer, platform layer and application layer (Zhang, Cheng, & Boutaba, 

2010). A schematic representation of these different layers is shown in Figure 2-2. The 

layers are described as follows. 

 

Hardware Layer: 

This is also called the data center layer. This is the primary layer that is responsible for 

physical resources of the cloud. This layer includes all hardware components from 

physical servers to cooling systems and the routing systems, switching services, power 

systems (Zhang, Cheng, & Boutaba, 2010). It comprises of the data centers which 

comprise of many servers organized in racks and communication between them through 

the routers and other switching services (Furht, 2010). This layer is responsible for fault 

tolerance, traffic management and hardware configurations. 

 

Infrastructure Layer: 

This layer is called the virtualization layer (Zhang, Cheng, & Boutaba, 2010). This layer 

handles the computing resources and creates a storage pool and IT resources by 

partitioning the physical resources using virtualization technologies such as Xen (Xen), 

VMware (VMware), etc. Since this layer has many key features like dynamic resource 

assignment through virtualization technologies, this infrastructure layer is the most 

critical component of the cloud computing systems (Vaquero, Caceres, Lindner, & 

Merino, 2009).  

 

Platform Layer: 

This layer is on top of the infrastructure layer. This consists of the operating systems and 

the application frameworks. The main job of this layer is to reduce the burden of 

deploying applications directly onto the virtual machine containers (Subashini & Kavitha, 

2011). A good example would be the Google App Engine system that operates at the 

platform layer providing API support for storage, business logic and databases. 

 

Application Layer: 

The top layer in the cloud architecture is the application layer. This layer provides the 

actual cloud applications to its end users. These applications are usually softwares which 

can be run from a remote authorized system with internet access (Subashini & Kavitha, 

2011). It can stretch to multiple instances serving several customers at the same time 

regardless of their locations (Christopher, 2010). On the other hand, customers need not 

worry about the license for these software applications and also about upgrade patches 

(Mather, Kumaraswamy, & Latif, 2009). This is the feature that makes cloud computing 

a lot cheaper for its end users and adds value to the business. 

 

Figure 2-2 depicts the layered architecture of the cloud. This illustration can be seen as a 

cloud reference model since it shows the three different layers of the cloud architecture, 

IaaS is the base for the other two models and PaaS sits on top of IaaS and SaaS is the top. 

The IaaS provides the entire resource stack for infrastructure solutions with a set of APIs 
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allowing management and communication within the infrastructure by its consumers 

(Christopher, 2010). PaaS provides application development framework, middleware 

technologies and other functions like database, messaging and queuing and so on (Sriram 

& Hosseini, 2009). SaaS provides a software applications and environments to run them 

(Armbrust & et al, 2010). SaaS is built on the top of PaaS and IaaS.  

 

 

 
Figure 2-2 Layered Cloud Architecture (Zhang, Cheng, & Boutaba, 2010) 

 

2.3.2. The SPI Framework 

The cloud architecture is based on the SPI- Software-Platform-Infrastructure framework 

(Krutz & Vines, 2010). It is a generalized classification scheme for the cloud 

architecture.  So before moving forward with the actual cloud architecture, it is wise to 

learn about the evolution of SPI framework and its connection with the cloud 

architecture. 

 

The SPI Framework slowly evolved with the developments of the ISPs- Internet Service 

Providers (Krutz & Vines, 2010). Figure 2-3 illustrates the evolution of the SPI 

framework over the years. The initial phase of the ISPs was ISP 1.0 where internet 

connectivity was provided by its providers to small sized organisations and homes with a 

dial up modem connection (Mather, Kumaraswamy, & Latif, 2009). IT was seen as a 

commodity then. Soon ISP 2.0 came into the picture providing very few value added 
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services like emails, (off-site) data storage and server access facilities. This growth 

quickly provisioned moving to the next phase which is ISP 3.0 (Krutz & Vines, 2010).  

 

Due to the advancement in ISP 2.0, there was increasing demand and necessity to host 

customer organisation’s servers along with support for applications running on this 

server (Mather, Kumaraswamy, & Latif, 2009). For this purpose specialized facilities 

known as the collocation facilities which can be thought of as data centers where 

networks, servers and storage resources can be located and a variety of other service 

providers can be accessed by multiple customers simultaneously at reduced expenses 

(Mather, Kumaraswamy, & Latif, 2009).  

 
Figure 2-3 Evolution of the SPI framework (Mather, Kumaraswamy, & Latif, 2009) 

 

This version proliferated and commoditized giving birth to ISP 4.0 which can be termed 

as ASPs – Application Service Providers focussing on providing higher levels of value 

added services (Mather, Kumaraswamy, & Latif, 2009). This involved providing 

customers to own both customized applications and required infrastructure tailored to 

their requirements. Eventually, ISP 4.0 moved on to ISP 5.0 with the evolution of the SPI 

framework, a new service delivery model (Krutz & Vines, 2010). In this major phase of 

the ISP evolution, services at every level namely application, platform and infrastructure 

were provided with virtualization concept (Mather, Kumaraswamy, & Latif, 2009). 

 

With the SPI framework is classified based on the services it provides (Armbrust & et al, 

2010). The SaaS, PaaS and IaaS relate to software, platform and infrastructure service 

respectively. All these services are provided on demand with high elasticity and 

scalability (Furht, 2010). A small comparison with the traditional model will help better 

understand the SPI framework. The traditional model involves a great deal of investment 

pertaining to the hardware deployment, software licensing costs (Krutz & Vines, 2010).  
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Also, customization and security services come with additional efforts in terms of money 

and labour. There is also wastage of resources and money due to idle states of server 

when not required (Christopher, 2010). In the SPI model, these drawbacks are overcome 

by providing resources to the customers as and when required and customers can pay as 

per their usage of these resources (Christopher, 2010). Also, there is no need to invest in 

hardware thus eliminating a relatively large amount of investment (Christopher, 2010). A 

detail discussion on the three types of service models are presented in the following 

sections.  

2.3.3. Cloud Computing Service Delivery Models 

Cloud computing business models are service-driven models (Sriram & Hosseini, 2009). 

With cloud computing in place, one get expect to utilize several services right from 

application softwares to development and deployment environments and still stretching 

to the very basic computing resources such as network, infrastructure, etc. (Marston & et 

al, 2010). To simplify we can say that, each layer of the cloud architecture provides 

software, hardware and platform level services on an on-demand basics (Zhang, Cheng, 

& Boutaba, 2010). Also, one layer can be offered as a service to the next higher level 

layer in the hierarchy (Dillon, Wu, & Chang, 2010). Hence, the cloud architecture can be 

classified into three groups based on the service provided. They are SaaS, PaaS and IaaS 

(Furht, 2010). A discussion on these service delivery models is presented in detail in this 

section.  

2.3.3.1. Cloud Software as a Service (SaaS) Model 

As the name suggests, in the SaaS service delivery model the cloud service provider 

delivers software applications over the cloud as a service to the cloud customer ( Qian, 

Luo, Du, & Guo, 2009). The software application rests within the premise of the cloud 

provider and is not hosted or installed in the customer’s end system but the customer can 

access it using a thin web client such as a web browser (Joint, Bake, & Eccles, 2009). 

This means that software applications are provided to the customer on demand over the 

internet (Zhang, Cheng, & Boutaba, 2010).  

 

Hence we can say that the applications are run remotely in the cloud by the customer 

(Furht, 2010). In such a scenario, it means that the software applications are completely 

handled and run by the cloud provider (Joint, Bake, & Eccles, 2009). This means that the 

customers do not have any control over this application (Hosseini, Sommerville, & 

Sriram, 2009). However, the applications are usually customizable with respect to the 

customer’s requirements without the customer worrying about the underlying 

implementation of the software and its infrastructure (MacVittie, Murphy, Silva, & 

Sachow, 2010). 
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Figure 2-4 Software-as-a-Service Representation 

 

 

Combining all these aspects into a single definition, NIST defines the SaaS service 

delivery model (NIST, 2011) as “The capability provided to the consumer is to use the 

provider’s applications running on a cloud infrastructure. The applications are 

accessible from various client devices through a thin client interface such as a web 

browser (e.g., web-based e-mail). The consumer does not manage or control the 

underlying cloud infrastructure, including network, servers, operating systems, storage, 

or even individual application capabilities, with the possible exception of limited user-

specific application configuration settings” (Mell & Grance, 2011). Figure 2-4 provides 

a simple illustration of the SaaS cloud service model. 

 

 

The cloud provider runs a single instance of the service on the cloud that can be accessed 

by several clients like PDA or web browser at the same time (Kaur & Kaushal, 2011). 

This is achieved by employing multi-tenancy system architecture in the cloud 

infrastructure which means that the applications pertaining to different cloud customers 

are organised in a single logical environment (Dillon, Wu, & Chang, 2010). This is a 

major difference between the traditional ASP model and the SaaS model (Krutz & Vines, 

2010). 

 

The advantage of this can be viewed from two perspectives. One, from the customer’s 

perspective there is no need to invest on software license or the servers (Kaur & Kaushal, 

2011). Two, from a provider’s perspective it lowers the cost of hosting and maintenance 

because it is only a single application that is accessed by several clients (Kaur & 

Kaushal, 2011). The provider’s efforts on achieving economies of scale and optimization 

in terms of speed, security, availability and disaster recovery is also reduced to a great 

extent (Joint, Bake, & Eccles, 2009) .  

 

Popular examples of SaaS providers include Salesforce.com (Salesforce.com, 2010), 

Rackspace and SAP Business ByDesign (Zhang, Cheng, & Boutaba, 2010). Another 

main advantage is that the application is readily available to access from a web browser 

hence simplifying rollout and improving business agility (Krutz & Vines, 2010). Other 

key benefits include application vendor’s increased control over the software preventing 
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its duplication due to the use of one-to-many model (Krutz & Vines, 2010) and inducing 

ease in patch management and other upgrades (Mather, Kumaraswamy, & Latif, 2009). 

2.3.3.2. Cloud Platform as a Service (PaaS) Model  

The PaaS service delivery model is very similar to the SaaS service delivery model 

except one difference ( Qian, Luo, Du, & Guo, 2009). The SaaS model provides the 

application software over the cloud to its customer while the PaaS service delivery model 

provides the platform and the environmental setup to design, develop and deploy that 

application software (Hosseini, Sommerville, & Sriram, 2009) within the confinement of 

the provider’s infrastructure (MacVittie, Murphy, Silva, & Sachow, 2010). Since the 

PaaS cloud supports the SDLC – Software Development Life Cycle, in developing 

softwares, it is possible to build an application in the PaaS cloud from scratch (Dillon, 

Wu, & Chang, 2010). The development environments can be traditional IDE’s 

(Integrated Development Environments) that can be configured to deploy to the 

resources within the PaaS circumference (MacVittie, Murphy, Silva, & Sachow, 2010).  

 

NIST (NIST, 2011) defines the PaaS service delivery model as “The capability provided 

to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired 

applications created using programming languages and tools supported by the provider. 

The consumer does not manage or control the underlying cloud infrastructure including 

network, servers, operating systems, or storage, but has control over the deployed 

applications and possibly application hosting environment configurations.” (Mell & 

Grance, 2011). Figure 2-5 provides a simple illustration of the PaaS cloud service model. 

 

PaaS provides the customer with a stack of custom software (Furht, 2010) and required 

services to build a software application namely, the operating system integration, 

middleware including development and testing environments (Krutz & Vines, 2010), 

programming tools and configuration management (Dillon, Wu, & Chang, 2010). All 

these services are given to the customer by encapsulating (Kaur & Kaushal, 2011) and 

presenting it via a user-friendly API (Krutz & Vines, 2010). Therefore, the level of 

abstraction is so high (Hosseini, Sommerville, & Sriram, 2009) that it enables the end 

users to build business specific applications without worrying about the under-lying 

infrastructures (MacVittie, Murphy, Silva, & Sachow, 2010) 

 

Figure 2-5 Platform-as-a-Service Representation 
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There are some basic requirements that confirm that a cloud model is a PaaS service 

delivery model (Krutz & Vines, 2010). A PaaS solution must be completely web-based 

and also provide easy integration with the databases and web-services (Mather, 

Kumaraswamy, & Latif, 2009). It should have built in mechanisms for the basic security 

services like availability, reliability and also scalability without any additional costs 

(Krutz & Vines, 2010). Multi-tenancy should be achievable by enabling the customers, 

developers and the providers to collaborate (Sriram & Hosseini, 2009) on a real time 

throughout the SDLC process (Mather, Kumaraswamy, & Latif, 2009). It should have a 

user-friendly IDE and test environment (Krutz & Vines, 2010). Finally, any PaaS 

solution must support the metered billing facilitating the pay-as-you-go provision 

(Mather, Kumaraswamy, & Latif, 2009). PaaS comprises the same advantages provided 

by the SaaS model. Additionally, it lowers the entry costs for developers with innovative 

ideas to deploy their business with reduced investments (Krutz & Vines, 2010). 

Popular examples of PaaS solution providers include Google App Engine, 

Salesforce.com, Amazon Web Services (AWS) and Microsoft Azure (Zhang, Cheng, & 

Boutaba, 2010) 

2.3.3.3. Cloud Infrastructure as a Service (IaaS) Model  

IaaS stands for Infrastructure as a Service. This is the cloud service delivery model that 

most exhibits the difference between the traditional computing model and the cloud 

computing models (Krutz & Vines, 2010). In a traditional model, the service provider 

often provides the entire infrastructure to the customer so as to build and run the 

applications which entail dedicated hardware resources sometimes purchased or mostly 

leased (Mather, Kumaraswamy, & Latif, 2009). What makes the difference is that the 

IaaS service delivery model provides massively scalable fundamental infrastructure 

resources such as operating system, storage, processing power, servers, memory and so 

on in a virtualized environment (Dillon, Wu, & Chang, 2010). Moreover, these resources 

are provided as services on an on-demand and pay-per use basis shrinking and bloating 

the size as and when required. This brings the IaaS service delivery model close to utility 

computing and usually treated as the same (MacVittie, Murphy, Silva, & Sachow, 2010). 

 

NIST (NIST, 2011) defines this cloud service delivery model as “The capability 

provided to the consumer is to provision processing, storage, networks, and other 

fundamental computing resources where the consumer is able to deploy and run 

arbitrary software, which can include operating systems and applications. The consumer 

does not manage or control the underlying cloud infrastructure but has control over 

operating systems; storage, deployed applications, and possibly limited control of select 

networking components (e.g., host firewalls)” (Mell & Grance, 2011). 
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Figure 2-6 Infrastructure-as-a-Service Representation 

 

IaaS is different from PaaS in the sense that it provides resources at a lower level of 

granularity enabling a lower level of abstraction (Sriram & Hosseini, 2009). With this 

facility, the end user can build applications in an exclusively tailored environment at the 

lowest granularity level of the cloud architecture (Hosseini, Sommerville, & Sriram, 

2009). Yet the end users or the application developers need not worry about the 

underlying infrastructure (Kaur & Kaushal, 2011). This becomes possible by accessing 

these resources using the virtual machines (Furht, 2010). Each virtual machine is isolated 

from the infrastructure and other virtual machines which enables coupling and 

decoupling these VMs so as to meet ad-hoc customer demands (Zhang, Cheng, & 

Boutaba, 2010). The interface to these virtual machines is called virtual machine 

monitors or VMMs. One example is the Xen hypervisor VMM (Dillon, Wu, & Chang, 

2010). Figure 2-6 provides a simple illustration of the IaaS cloud service model. 

 

There is a wide spectrum of IaaS service providers ranging from providing simple 

storage services like DropBox to massive storage services like Oracle servers (Krutz & 

Vines, 2010). Amazon is a pioneer in providing IaaS services. Some services provided 

by Amazon comprise Amazon Elastic Compute Cloud (Amazon EC2), Amazon SimpleDB, 

Amazon Simple Storage Service (Amazon S3), Amazon CloudFront, Amazon Simple Queue Service 

(Amazon SQS), Amazon Elastic MapReduce, Amazon Relational Database Service (Amazon RDS). 

Other examples include services provided by GoGrid and Flexiscale (Krutz & Vines, 

2010). 

Hence to summarize, the IaaS model of the cloud architecture provides all the 

requirements to develop and deploy one’s own application along with access to the entire 

basic infrastructure starting from the OS to application software in a virtualized 

environment (MacVittie, Murphy, Silva, & Sachow, 2010). Highly scalable best breed of 

technology services on an on demand pay per use basis are the best features of IaaS 

model that are to be mentioned (Mather, Kumaraswamy, & Latif, 2009). 
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2.3.4. Cloud Computing Service Deployment Models 

Cloud technology is an emerging field finding its applications in various domains. Based 

on the application there may be numerous types of clouds in use. However on the whole, 

all these types of clouds can be broadly classified into three major groups mainly based 

on the control over data and security issues involved – Public clouds, Private clouds and 

hybrid clouds (Zhang, Cheng, & Boutaba, 2010). All the three cloud deployment models 

are illustrated in an easily understandable manner in Figure 2-7. A short description of 

each one of them is as follows. 

 

Figure 2-7 Cloud Service Deployment model Representation (Mather, Kumaraswamy, & 

Latif, 2009) 

2.3.4.1. Public Cloud Deployment Model 

As the name suggests, these are the types of clouds in which the service providers makes 

their resources available to general public (Mell & Grance, 2011). These clouds are based 

on standard/basic cloud computing model, in which the application and storage are 

available as an open source over the internet (Mather, Kumaraswamy, & Latif, 2009). 

These clouds usually involve no initial capital investment or can be availed on a pay-per-

usage scheme. Well known examples include Amazon Web Services, Google App 

Engine, Salesforce.com and Microsoft Windows Azure (Zhang, Cheng, & Boutaba, 

2010). Some pros and cons of public clouds (Metzler, 2009) are summed up below. 

 

Advantages of public clouds: 

- Services can be free or on pay-per-usage schemes. 

- No initial investment involving hardware set-up and bandwidth costs. 

- Depending on the requisition scalability can be met. 

- Risks involved are taken care of the infrastructure providers. 

- Minimal waste due to pay for usage. 

Disadvantages of public clouds: 

- Complete control of data may need to be compromised since its public. 

- Network issues may hinder productivity. 
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- Security settings may not be available for customization risking sensitive data 

storage (Winans & Brown, 2009). 

2.3.4.2. Private Cloud Deployment Model 

These are types of clouds which are proprietary data centers of its users. It uses cloud 

computing technologies such as virtualization to drive business and is managed by 

organization itself or by external cloud providers (Mell & Grance, 2011). They are widely 

known as internal clouds. These corporate clouds are mainly for business purposes 

providing hosted services to a group of people behind a firewall ( Ingthorsson, 2010).  

 

Private clouds can be divided in two categories (Harris, 2009). The first is the on-premise 

private clouds which are hosted within the cloud user organisation’s own data center. 

This provides increased standardization of the processes and security but restricting the 

scalability feature of the cloud (Harris, 2009). Second is the externally hosted private 

cloud, a cloud deployment model exclusively dedicated for a customer but hosted at a 

location external to the customer organisation. This also provides guarantee in protecting 

assets and resources (Metzler, 2009). 

Advantages of private clouds ( Ingthorsson, 2010): 

- This cloud offers complete control of data. 

- Offers highest degree of reliability and security. 

- Customer needs are met by service providers. 

Disadvantages: 

- Upfront capital for set-up is high. 

- Maintenance and customization may involve considerable costs as well 

(Krutz & Vines, 2010). 

2.3.4.3. Hybrid Cloud Deployment Model 

Hybrid clouds are a composition of public and private cloud models. These clouds aim at 

overcoming the limitations of both public and private clouds (Metzler, 2009). The set up 

for hybrid clouds are such that a vendor has a private cloud that tags along with  public 

cloud provider or otherwise, that a public cloud provider forms a collaboration with 

private cloud platforms (Mell & Grance, 2011). Hybrid clouds works on standard as well 

as virtualization or distributed computing models because it is a combination of public 

and private clouds (Kandukuri, Paturi V, & Rakshit, 2009).  

Advantages of hybrid clouds: 

- More flexibility than both public and private clouds. 

- Helps business take advantage of scalability and cost-effectiveness (Mather, 

Kumaraswamy, & Latif, 2009). 

- Less exposure of data to third party vulnerabilities. 

- Highly secure and reliable. 

Disadvantage hybrid clouds: 
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- To determine what services to use for public and private clouds is a tough call 

( Ingthorsson, 2010). 

2.4. Related Security Issues  

2.4.1. Security Issues in Traditional Outsourcing 

Outsourcing was initially envisaged as a strategy used to achieve cost benefits. With cost 

benefits coupled with enhanced competency, outsourcing is now matured from just being 

a cost benefit strategy to value based partnerships (Aundhe & Mathew, 2009). Though 

this is phenomenally maturing, there are several security issues within this business 

strategy. These security issues arise due to various reasons. They are namely, relocation 

of IT equipment, sensitive business information, increased vulnerability, compliance with 

internal regulations, lack of flexibility, loss of control, impact on human resources (Kelly, 

2009).  

The first and foremost issue in outsourcing is the relocation of the equipment from the 

premises to the location of the service provider. The customer cannot be sure if the 

vendor’s location is as safe as their own location (Kelly, 2009).  The second issue is the 

exposure of sensitive information. When the business is outsourced there is a chance of 

the business sensitive data and intellectual property like patented processes and source 

codes being revealed to the vendor organisation (Kelly, 2009).  

The next security issue that is faced while outsourcing an organisation’s business is the 

increase in vulnerability to data breaches (Kelly, 2009). For example, if the vendor is not 

aware of the degree of sensitivity of the customer’s business data and does not take ample 

care to secure it, then it is more likely vulnerable to data breach issues. Also there might 

be issues in determining the service level agreements in securing business sensitive data. 

Then there is loss of flexibility due to outsourcing which might affect the availability of 

business information when required (Grover, Cheon, & Teng, 1994). For example, the 

vendor sometimes will not be willing to adapt to the processes that are a part of the 

customer organisation. In case there is an audit at the customer’s end requiring 

information to be provided by the vendor and the vendor is not willing to provide that 

particular information, and then there is a risk of non-availability of data. Next are the 

issues due to compliance with internal regulations. There is a higher chance for the 

occurrence of these risks if the vendor is not aware of the legislative restrictions 

pertaining to information technology in the country of the customer or vendor 

organisation, then data might be at the risk of exposure. 

Loss of control is another common problem faced by customers outsourcing their 

business. Since the outsourced part of the customer’s business is carried out by a third 

party organisation, there is a chance where the quality of the product being outsourced not 

being met. There is also a chance where the vendor organisation might take advantage of 

the control and not meet up to the determined service level agreements (Grover, Cheon, & 

Teng, 1994).  



26 
 

Finally, there might be information security issues due to the cultural differences between 

the vendor and the customer in categorising and storing public and private data. What is 

viewed as private by the customer organisation might not be viewed as private by the 

vendor organisations. This might be due to the improper understanding of the customer 

business by the vendor 

2.4.2. Security Issues in the Cloud 

This section discusses the basic information security that one must know in order to 

proceed with understanding the information security risks in the cloud infrastructure. The 

ever growing information technology discipline has constantly witnessed innovative 

advancements contributing to the evolution of a wide spectrum of new technologies 

(Marston & et al, 2010). While walking through these advancements, it is inevitable to 

talk about the computing paradigm (Marston & et al, 2010). It had exceptionally grown 

into what it is today and is still shaping itself for the future (Kandukuri, Paturi V, & 

Rakshit, 2009). It is now the era of cloud computing and it elicits its roots from the very 

centralized client server systems to distributed system and back again to virtual 

centralization (Kandukuri, Paturi V, & Rakshit, 2009).  

With endless hype and excitement encompassing the cloud technology, adoption of 

cloudsourcing by more number of organisations is still at its infancy (Takabi, Joshi, & 

Ahn, 2010). This paradox between the popularity of cloud solutions and the delay in its 

adoption is predominantly due to the customer organisation’s information security 

restrictions and concerns (Durbano, Rustvold, Saylor, & Studarus, 2010).   Hence, in 

essence when organisations move towards cloudsourcing, the degree of information 

security’s success plays a vital role in determining the success of an organisation’s cloud 

adoption as a whole (Zissis & Lekkas, 2010). 

As this paper attempts to provide a set of information security guidelines, it is certainly 

not possible to omit learning about the information security principles and the different 

categories for risk that a cloud subscriber might face during its cloud tenure. To begin 

with, the INFOSEC glossary 2000 defines information security as “The protection of 

Information Systems security against unauthorized access to or modification of 

information, whether in storage, processing or transit, and against the denial of service 

to authorized users or the provision of service to unauthorized users, including those 

measures necessary to detect, document, and counter such threats.” (INFOSEC 

Glossary, 2000).  This means that a security system should help attain conservation of 

the security objective of the intended information system’s resources (NIST HandBook, 

2000). There is also a stress in the detection of illicit access and its mitigations along 

with proper documentations. 

This definition strongly emphasizes on the three basic components CIA of information 

security namely, confidentiality, integrity and availability. These three components of 

information security can also be termed as the security services any system should offer 

in order to enable secure functioning of the actual services that system provides.  
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There are several studies on-going in the area of security with respect to the cloud 

technology. Different security concerns have been raised by experts and users of 

distinguished domains. In this section, a list of cloud security issues topping these list 

provided by the Gartner is explained. The set of cloud security issues addressed by 

Gartner (Brodkin, 2008) comprises issues relating of privileged user access, regulatory 

compliance, data location, data segregation, recovery, investigative support and long-

term viability (Sabahi, 2011). Each one of these risks shall be discussed separately.  

 

First issue to be discussed is the privileged user access issue. Unlike the traditional 

model, customer sensitive data is not within the premise of the customer company 

anymore. It is handled at the cloud service provider’s end (Kandukuri, Paturi V, & 

Rakshit, 2009). This will always increase the risk of a confidentiality breach in the 

customer’s business data in the cloud (Sabahi, 2011). In such a scenario, it is important 

to know which employee from the provider’s organisation is assigned to a role that 

handles customer’s sensitive data (Ramgovind, Eloff, & Smith, 2010). This role should 

specifically have privileged access to the data and the customer should be aware of the 

restrictions in the controls that are specific to that access (Brodkin, 2008).  

Second is the regulatory compliance issue.  Though the customer’s data resides within 

the premises of the cloud provider, ensuring the safety and security of the data relies on 

the hands of the customer (Kandukuri, Paturi V, & Rakshit, 2009). It will be an issue, if 

the provider is not ready to allow the customer or any other third party agencies to 

conduct audit on the customer’s data due to the provider’s organisational policies 

(Sabahi, 2011). Also, the customer’s efforts put on obtaining a particular certification 

might go void if the cloud provider does not allow audit on customer data pertaining to 

that certification procedures (Ramgovind, Eloff, & Smith, 2010).  

Third issue is the risks due to data locations. Due to the design of the cloud 

infrastructure, the customer is not explicitly aware of the location where the data is being 

stored (Kandukuri, Paturi V, & Rakshit, 2009). In some cases, the customer does not care 

to know even the country in which the customer’s data being stored due to a lack of 

awareness on cloud security issues pertaining to data locations (Brodkin, 2008). In such 

situations, it is difficult for the customer to make sure that the provider obeys the local 

data laws pertaining to that particular geographic location (Ramgovind, Eloff, & Smith, 

2010). If there is a breach, then the customer is responsible due to the reason that the 

ownership of the data still remains with the customer. 

Fourth are the issues in data segregation. In a cloud model multi-tenancy is extensively 

used (Kandukuri, Paturi V, & Rakshit, 2009). Hence, when it comes to services like 

cloud storage, one customer’s data is stored along with several other customer’s data 

(Sabahi, 2011). Hence if one customer’s interface is intruded, then it might be easy to 

intrude into all the customer data (Brodkin, 2008). In that sense data again is not secure 

enough. 
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Fifth is the risk in recovery. There is always an issue in recovering lost data (Brodkin, 

2008). In case of a natural disaster, the cloud provider must be able to provide 

information on the lost data to the customer (Kandukuri, Paturi V, & Rakshit, 2009). But 

since the customer is not aware of the data location it might go unnoticed in such cases. 

The cloud provider must be able to give back up plans on how data will be recovered in 

case of any loss (Ramgovind, Eloff, & Smith, 2010). 

Sixth issue is the issue regarding investigative support. The customer should be able to 

detect any illicit access to the customer’s data (Brodkin, 2008). As the cloud model 

employs multi tenancy there is a chance of hackers present within the cloud (Sabahi, 

2011) pretending to be customers which makes it difficult to actually investigate any 

undesired intrusion (Kandukuri, Paturi V, & Rakshit, 2009). This should be taken 

seriously and appropriate investigations needs to be conducted by the providers 

extending to commitment in this at the contractual level (Ramgovind, Eloff, & Smith, 

2010).  

Finally, the seventh issue is the long term viability risk. This is similar to a vendor lock 

in issue. In case the vendor company is acquired by another company, then the terms and 

conditions might change and it can become difficult to retrieve data in the cloud 

(Kandukuri, Paturi V, & Rakshit, 2009). Or on the other hand, the vendor can dominate 

and increase the prices if your data is lock in with one vendor (Brodkin, 2008). What 

happens after a sudden or unanticipated termination of relation of the customer and 

provider is also a question leading to vendor/data lock in issues (Ramgovind, Eloff, & 

Smith, 2010). How the client can make sure that the data is still available is an issue 

(Sabahi, 2011). 

2.5. Theoretical Framework Summary 

This section provides a quick summary of the theoretical framework discussed in chapter 

2. Section 2.1 introduces the new concept called cloudsourcing explaining its salient 

features and its current scenario in the industry. It also discusses how cloudsourcing is 

different from outsourcing hence providing with an overview of what cloudsourcing is.  

As already mentioned, the underlying technology in cloudsourcing is cloud computing. It 

is for sure not possible to understand cloudsourcing without the knowledge of cloud 

computing. This makes it very important to understand the background and the nuances 

of the cloud computing technology. Sections 2.2 and 2.3 explores in detail the concept of 

cloud computing. Section 2.2 discusses the background with rudiments of cloud 

computing and its essential characteristics. Section 2.3 deals with the technical aspects of 

cloud computing comprising the architectural and SPI frameworks and most importantly, 

the cloud computing service and deployment models. One cannot understand the concepts 

of cloud service and deployment models without a clear understanding of the architectural 

framework. A thorough understanding of cloudsourcing and the inherent security issues 

requires strong knowledge about the cloud service and deployment models. This is the 
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reason for including an extensive discussion on the cloud computing concepts in the 

theoretical framework of this research study. 

Having discussed the concepts of cloudsourcing and the technical aspects of cloud 

computing, it would be very easy for the reader to understand security issues in 

cloudsourcing. Section 2.4 is dedicated for discussions on security concepts. Sub-section 

2.4.1 explains the security issues in traditional outsourcing and section 2.4.2 explores the 

security issues in the cloud.  

The primary aim of this study is identify a set of information security guidelines for 

organisations intending to adopt cloudsourcing. For this purpose, one needs to know what 

are the areas that needs to be focussed from a security point of view while cloudsourcing 

business. Also, it is important to address the security issues that are very specific to 

cloudsourcing. Since cloudsourcing is very new and there aren’t much literature regarding 

cloudsourcing, more data is required to identify the critical areas to be focussed along 

with the new security issues that pertain to cloudsourcing. Hence, for this reason, an 

exploratory study needs to be conducted with a small group of participants with domain 

expertise in security, cloud computing and outsourcing. 
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3. Research Methodology 
The key element of this research is to develop a set of information security guidelines to 

support decision making on security while moving data to the cloud. Section 1.2 gives a 

detail notion on the research problem and the gap this paper intends to fill. This section 

elucidates the research methodology used to accomplish this work. In his book, Research 

Methodology – A Handbook, Professor R.P.Mishra defines a scientific method as, “a 

collective term denoting the various processes by the aid of which the sciences are built 

up” (Mishra, 1989). This includes a complete discussion on the research approach, 

method, data collection and analysis techniques.  

 

Prior to an elaborate discussion on the research method, discussions pertaining to 

scientific reasoning are discussed. Scientific reasoning is the logic underpinning the base 

of a research and is of two types (Winstead, 2010). They are namely deductive reasoning 

and inductive reasoning. Deductive reasoning is a method of verification proceeding from 

a general hypothesis towards specific predictions (Winstead, 2010). On the other hand, 

inductive reasoning is condensing varied extensive raw data into a brief summary 

deriving a hypothesis based on certain observations (Thomas, 2003). 

 

As mentioned in the previous chapter,  cloud sourcing is a new concept and there are very 

little previous research works done that provides a concrete set of guidelines to overcome 

risks very specific to information security in cloud computing. In such a scenario, it is 

ideal to derive a set of requirements based on the diversely available literature resources 

and an exploratory study that would help derive the final set of guidelines. These 

requirements will then be validated using an evaluation study finally arriving at a 

concrete set of guidelines. Thus, this research work falls under the inductive reasoning 

research category.  The reason this work is termed inductive is that a condensed set of 

guidelines is derived from a set of raw resources available. 

3.1. Research Approach 

Next, adequate significance should also be given while choosing the research approach 

that fits this research work. There are basically two data collection and analysis 

approaches to proceed with any research. One, qualitative research approach and two, 

quantitative research approach (Neill, 2007). Quantitative research approach is objective. 

It aims to classify data statistics numerical figures hence attempting to explain the 

observation from experiments (Neill, 2007). Qualitative research approach is subjective. 

This approach “uses data collected from interviews, archival data and observations” 

(Dustin, Wendy, Thomas, & Terence, 2010). In their book on ‘Research Methods for 

Everyday Life’, authors Vanderstoep and Johnson (Vanderstoep & Johnson, 2009) 

discuss the difference between the two research approaches via the tabular representation 

provided in table 3-1. 
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Table 3-1 difference between quantitative and qualitative research approach 

(Vanderstoep & Johnson, 2009, p.7) 

Characteristic Quantitative Research Qualitative Research 

Type of Data Phenomena are described 

numerically 

Phenomena are described 

in a narrative fashion 

Analysis Descriptive and inferential 

statistics 

Identification of major 

themes 

Scope of inquiry Specific questions or 

Hypothesis 

Broad thematic concern 

Primary advantage Large sample, statistical 

validity, accurately reflect 

the population 

Rich in-depth narrative 

description of the sample 

Primary Disadvantage Superficial understanding of 

participants thoughts and 

understanding 

Small sample, not 

generalizable to the 

population at large 

 

From Table 3.1, it can be seen that for quantity based research, the numerically described 

data is the requirement whereas for qualitative research narration is the requirement. The 

scope of inquiry with regard to quantitative research relates to specific questions to derive 

the needy answers and on some of the set hypotheses; however that of qualitative research 

the scope limits itself with broad thematic observations and concerns. For quantitative 

research the analysis mainly made with statistical tools and implements. But for 

qualitative analysis identification of major themes and ideas is the source. 

 

The quantitative research analyses with a number of samples with statistical confirmation 

reflecting the precise population of data and has the lacunae of not getting deep into the 

participant’s thoughts and dogmas. The qualitative research deals with in-depth narrative 

description of selectable samples and has the disadvantage of less number of sample 

which do not generalize the population of data at large 

 

Therefore, in a qualitative research the collected information is described in a narrative 

fashion (Vanderstoep & Johnson, 2009). The qualitative research approach aims to collect 

detailed description from in-depth interviews and interpretation of events (Thomas, 

2003). This research work utilizes the benefits of the qualitative data analysis research 

approach, the reason being its subjective nature. This allows collecting a detailed 

description on information security issues in cloud sourcing from in-depth semi-

structured interviews and its validation using surveys.  

3.2. Research Method 

This section explains how and what is the appropriate research method adopted for this 

research and elicits how the chosen research method is used to proceed with this research 

work to achieve the research objective. 
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3.2.1. Design Science Research – an Overview 

Research method includes a semantic pursuit of knowledge involving identification of the 

problem, collection of data and analysing it through scientific reasoning and finally 

arriving at the results (Michael R. S., 2002). Based on the objective of this research, 

various research methods were examined to be adopted for this research work. The 

methods that were identified as appropriate methods for this research are case study 

(Gillham, 2000), and design science research methods proposed by various researchers 

(Hevner et al, 2004, Pefferes et al, 2007, Vaishnavi & Kuechler, 2007). Based on the 

objective of this research, which is a development of a set of information security 

guidelines for cloudsourcing, design science research method is the best choice for this 

research work.  

 

A good alternative method that can be applied to this research is the case study research. 

However, it is not used in this research. Since cloudsourcing is still new and not many 

organisations have completely adopted it, it is very difficult to find organisations that 

have implemented cloud security completely. In such a case, it is not possible to gather 

complete information on cloud security issues and potential solutions. Hence this is the 

reason why a case study research method is not being used in this research though it 

sounds appropriate for a research with an objective similar to this research. Specific to 

this research work, the design science research method provides more insightful ways to 

carry out this research. Design science research can be defined as “a research that 

involves the design of novel or innovative artifacts and the analysis of the use and/or 

performance of such artifacts to improve and understand the behaviour of aspects of 

Information Systems” (Vaishnavi & Kuechler, 2004). Hence, it is a research method that 

is motivated by the need to solve a specific problem and provide a solution. Thus, a 

design science research method is employed to carry out this research. 

 

Coming back to the research method, Hevner et al, in their research work mentions that 

“knowledge and understanding of a design problem and its solution are acquired in the 

building and application of an artifact” which is the base of any design science research 

(Hevner & et al, 2004). Before proceeding further, it is important to understand the notion 

of an artifact. 

 

To define an artifact, one can say that “an object made by humans with the intention to be 

used for addressing a practical problem” (Johannesson & Perjons, 2009). Methods and 

guidelines are also artifacts since they intend to support human beings when a certain 

practical problem is encountered (Johannesson & Perjons, 2009). For instance, guidelines 

or methods to design a database can be termed as an artifact. Since the end result thus 

developed intends to solve the problem of information security guideline lack in 

cloudsourcing, it can also be termed as an artifact. To develop and evaluate this artifact, a 

design science research method should be used (Pefferes & et al, 2007).  
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So as to introduce to the readers the design science research (DSR), a general design 

science research method (DSRM) is used. It is adopted from the DSRM proposed by 

Vaishnavi and Kuechler (Vaishnavi & Kuechler, 2007). It comprises a five step process 

that provides a natural and simple way to present the motivation and introduction of the 

design science research method. A semantic representation of this method can be 

visualized in Figure 3-1. 

 
Figure 3-1 General representation of DSRM (Vaishnavi & Kuechler, 2004) 

As on can see in the figure, there are steps that are general to any design process. The first 

step is the awareness of the problem where the initial research on the background and the 

problem domain is done. Based on this, the research gap that is yet to be filled is 

identified. The next step is the suggestions. It is basically acquiring more knowledge on 

the areas specific to the research work and coming out with a tentative design. The next 

steps are the actual development and evaluation of the end result, an artifact leading to 

conclusions. The model explained here (Vaishnavi & Kuechler, 2004) is a general model 

that is inherent in any design and development process. Hence for a research work that 

intends to develop a novel artifact, the design science research method is the best choice. 

 

Over the years, there are several design science research methodologies introduced by 

researchers. Some of the well-known design science research methodologies for 

Information Systems (IS) research works were introduced by Hevner et al., (Hevner & et 

al, 2004), Vaishnavi and Kuechler (Vaishnavi & Kuechler, 2004), Design Science Primer 

by Johannesson and Perjons (Johannesson & Perjons, 2009), Pefferes et al., (Pefferes & et 

al, 2007) and several other researchers.  

 

Despite of the existence of several excellent design science research methods proposed by 

various researchers, the DSRM proposed by Vaishnavi and Kuechler is used for this work 

because, it is a well-defined DSRM which is published in a reputed journal with keeping 

in mind the recent developments in information systems research areas. Moreover, it is 

widely used suggesting that it is accepted by several researchers. It promises to be a 

source of reference to many future research works. Since it has good terminology, 
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guidelines and criterions to assess any DSR project, it is a best fit for this work. Thus, the 

author considers for this research, this DSRM is the most apt design science research 

methodology that renders to the exact needs of this research. 

 

Understanding this model, a design science research methodology specific to this research 

can be explained in the next sub-section. 

3.2.2. Application of DSRM in this Research 

The research objective is to develop a set of information security guidelines for 

cloudsourcing business. In order to develop this artifact, an initial literature study is done 

so as to gain awareness on the research problem. The gap this work intends to fill is that 

of producing well-defined set of information security guidelines. This is agreed upon with 

the supervisor and the output of this step is an initial proposal with all the necessary 

details.  

Since there are not many resources specifically on cloudsourcing information security, an 

exploratory study had to be conducted. It comprises an exploratory interview which 

collects qualitative data. Hevner et al states that interviews are the most frequently used 

qualitative data collection techniques (Hevner & et al, 2004). Once the data is collected, it 

is analysed based on content analysis techniques and the results are produced. In this case, 

it is a set of propositions that will help arrive at the end result. This tentative design has to 

be evaluated. The propositions are validated based on surveys after which the final results 

are presented to the readers. The final results contribute to already existing knowledge 

base. Thus, a design science research method is used to carry out this research work. A 

detailed description of the five phases is as follows: 

 

Phase one elucidates on the literature review relevant to the chosen research topic. It 

involves learning the rudiments of the cloud computing paradigm and cloud sourcing, 

information security risks, threats and counter measures and mechanisms and also 

understanding the already available research works. This will help in higher level 

understanding of the problem domain. 

Phase two constitutes the exploratory study that includes in-depth open ended interviews 

with researchers, cloud providers, consumers and experts in this area. A qualitative 

method is used to conduct these interviews and analyse the collected data. The 

questionnaire is prepared based on the knowledge derived from the literature review.  
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Figure 3-2 Research methodology representation 

Phase three gives the results of the analysis of data from the exploratory study results as 

well as the knowledge obtained from theoretical learning is used to derive a set of 

propositions (P).  

Phase four involves the empirical study which tests the derived propositions based on a 

survey with experts in the research area. This is again a qualitative approach and the 

survey results will be analysed so as to validate the set of propositions (P).  

Phase five provides the final results are derived based on the findings yielded from the 

previous phase. This phase provides a well-defined set of guidelines (G) to lookup while 

an organisation’s transition towards the cloud. Hence the goal will be achieved via a 

scientific approach.  

In this research work, we can also apply the guidelines provided by Hevner et al (Hevner 

& et al, 2004). Hevner et al. provided a set of seven guidelines to conduct a design 

science research (Hevner & et al, 2004). These guidelines proposed by Hevner et al 

provide a set of rules that are to be followed during a design science research (Hevner & 

et al, 2004). Table 3-2 embeds within itself the description for each guideline with respect 

to this research work. From this, one can understand why the usage of design science is a 

best fit to attain the final goal.  

 

Table 3-2 Design Science Research Guidelines by Hevner et al (Hevner & et al, 2004) 

Guideline Description with respect to  this research work 
Guideline 1: 

Design as an 

Artifact  

The artifact produced at the end of this research work is a set of information 

security guidelines for cloudsourcing which can be classified as a construct. 

Guideline 2:  

Problem 

Relevance  

Based on the initial research, it was identified that there is a lack of a well-

defined set of information security guidelines in cloudsourcing which is a gap 

this research attempts to fill. The artifact satisfies the business requirement for 

such guidelines which can be used in practice while opting to cloudsource 

business by an organisation. 
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Guideline 3:  

Design 

Evaluation 

The artifact that is developed is evaluated and validated based on the survey 

conducted with experts, both practitioners and researchers in the subject area 

and the analysis of the results of the empirical data. 

 

Guideline4:  

Research 

Contributions 

The research provides a clear and verifiable contribution in the area of 

cloudsourcing security based on the theoretical knowledge obtained during the 

literature studies and knowledge gained by conducting interviews with experts. 

 

Guideline 5:  

Research Rigor 

The methods used for construction and the evaluation of the design artifact are 

interviews and surveys based on design science. The research is based on 

existing cloud computing and information security theories along with the data 

collected from experts in the area. The data collected is then evaluated to assure 

the correctness by conducting a qualitative evaluation study with a larger group 

of participants from the domains specific to the research. 

 

Guideline 6:  

Design as a 

Search 

Process 

Every guideline inferred at the end of the study is derived from the set of 

propositions and the literature studies. This adds additional knowledge to the 

already existing knowledge base. 

 

Guideline 7:  

Communication 

of  Research 

The audience of this research are expected to be top-level business executives, 

managers and decision makers in organisations planning to move business to the 

cloud. 

 

 

Thus from all the above discussions on the research methods and Table 3-2, one can 

summarize that a qualitative inductive reasoning research method with its base on design 

science to proceed further and attain the research goal. 

3.3. Data Collection Techniques 

In this research work, there are basically two phases where data collection is done in the 

empirical work. One is the exploratory study and the other is the evaluation study. Since 

the research work employs a descriptive exploratory study and an evaluation study to 

validate the results of the exploratory study, it is suitable to collect data using qualitative 

data collection techniques. The research work uses semi-structured interviews and survey 

based questionnaires to collect qualitative and quantitative data.  

Table 3-3 Data Collection techniques used 

Study Data Collection Techniques Used 

Exploratory Study Semi-structured Interviews 

Evaluation Study Survey based questionnaire (Likert scale) 

 

Semi-Structured Interviews for Exploratory Study 

The exploratory study is conducted to gather as much of information relating to the cloud 

information security. The exploratory study is carried out by conducting semi-structured 

interviews with experts in this area. Interviews are one of the most powerful ways of 

collecting qualitative data  (Mishra, 1989). In his book, Professor R.P. Mishra states that 

none of the other approaches are as powerful as interviews enabling the investigator to 

collect ample information in the subject area  (Mishra, 1989). 
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Qualitative interviews can be divided into two categories (Dawson, 2009). They are 

namely, structures and semi structured interview which can be combined to extract richer 

data (Dawson, 2009). Interviews can be conducted and information can be collected from 

personal interviews to telephone calls, emails or a combination of these three  (Mishra, 

1989).By using a semi-structured interview process, it is possible to have control over the 

interview and at the same time, it encourages the interviewees to provide more descriptive 

information based on their experiences.  

 

Survey based Questionnaire for the evaluation Study 

Since the exploratory study is conducted with a small group of interviewees, outcome of 

the exploratory study analysis - a set of propositions should be evaluated and tested in a 

larger group of participants from the subject area. For this purpose, it is suitable to use 

survey questionnaires to be sent across to a larger crowd to gather information to test the 

correctness of the results of the exploratory study. 

A questionnaire is a set of pre-defined questions in a certain order that restricts the 

participants to answer to the point hence supporting the investigator to analyse the data 

specific to the study (Oates, 2006). The questionnaire is developed based on the results of 

the exploratory study. The survey employs the use of Likert scale. This means that each 

of survey question is provided with a set of positions scaling from strongly agree, agree, 

not sure, disagree to strongly disagree each position having a value of 5 to 1 respectively. 

3.4. Data Analysis Techniques 

The research study has adopted a qualitative approach in the method and data collection. 

So the data obtained from the interviews and surveys are qualitative data. So as to analyse 

this qualitative data, one should employ qualitative data analysis techniques so as to 

interpret correctly the obtained data.  

Data analysis technique for Exploratory Interview 

Qualitative data derived from interviews are descriptive, continuous and argument 

oriented (Robson, 2002). For this purpose, the content of the qualitative data has to be 

analysed. So, qualitative content analysis technique is employed to analyse the data 

extracted from the exploratory interviews. Content analysis is basically identifying 

regular patterns and notions that are present in the qualitative data based on which the 

investigator can arrive at inferences (Myers, 2008). In this research, a content analysis 

was done in the exploratory study in which the data is derived from interviews. All the 

answers of the interviewees were grouped and analysed for similarities in ideas and 

results were derived based on these similarities that induces a holistic approach to the 

results. 

Data analysis technique for Evaluation Study 

To analyse the results of the survey which is conducted to evaluate the results obtained 

from the exploratory study, Likert scale analysis based on the modes were used. As 
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mentioned earlier, Likert scale is positioned from values five to one. Hence it can be 

tempting one to urge towards the numerical values so as to analyse the data. However, the 

best method to analyse the Likert scale data is to use descriptive statistics (Hall, 2010). 

Descriptive statistics can be defined as summary of a dataset in the form of numerical 

values. There are four basic types of descriptive statistics commonly used for research 

purposes. They are measures of central tendency, measures of variability, measures of 

shape and measures of size. In this research we use, the descriptive statistic type called 

measures of central tendency in which decision is taken based on the most common or 

central value. This value can be calculated by three different ways. They are mean, 

median and mode of the dataset. In this research, we use the mode of the Likert scale 

data. Mode is the most frequent Likert response to a question in the survey questionnaire. 

By distributing the number of respondents at equal intervals and calculating the percentile 

response for each position in every question to calculate the distribution of the responses 

statistics (Hall, 2010). By this it is easier for the investigator to calculate the mode which 

is the highest frequency of response statistics (Hall, 2010). Hence the Likert scale 

position with the highest frequency is accepted to be true. 

3.5. Research Quality 

Ary et al have proposed a standard for research rigor that can be used for a qualitative 

research (Ary et al, 2009). According to Art et al, there are four qualities that are essential 

for qualitative research evaluation. Each quality addresses an issue thereby providing a 

standard of rigor used in qualitative research. The four essential qualities are credibility, 

dependability, transferability and conformability. Table 3-4 shows the standard of rigor 

for qualitative research.            

Table 3-4 Standard for Rigor for Research (Ary et al, 2009 pg.498) 

Quality Issue Addressed 

Credibility Truth value 

Transferability Generalizability 

Dependability Consistency 

Conformability Neutrality 

 

Credibility in qualitative research can be defined as the extent to which the findings of the 

research are truthful. According to Ary et al, credibility assesses the truth value of the 

research. In this research, the use of interviews, surveys and analysis of the collected data 

ensures that data is collected from more number of sources and perspectives thus enabling 

an increased likelihood of the research’s credibility. Since interviews and surveys are 

used in this research, the collected data is comparable. Also, the use of statistical analysis 

helps in establishing the credibility of the research findings. Hence this research can be 

termed as credible. 

Dependability in qualitative research can be defined as the extent of ease with which the 

procedures and processes applied to collect and analyse the data can be tracked by the 
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reader. According to the standard of rigor proposed by Ary et al, dependability evaluates 

the trustworthiness and consistency of the research (Ary et al, 2009). The detailed 

description of data collection via interviews for the exploratory study and surveys for the 

evaluation study focuses on increasing the dependability of this research work. Moreover, 

the use of references from books, research papers authored by renowned researchers, 

scholars, research fellows and research institutes to build the theoretical framework 

enhances the dependability of this research work.  

Conformability in qualitative research can be defined as the extent to which the findings 

of the research are unbiased. According to the standard of rigor proposed by Ary et al, 

conformability evaluates the neutrality of the research findings (Ary et al, 2009). 

Conformability emphasizes that the data collected and analysed is not the author’s 

imagination or own ideas. It should not be fabricated. For example, data collected from 

respondents from same organization must be similar. So as to induce conformability, the 

research uses interviews and surveys via telephonic conversation, emails, and recordings. 

A follow up on the interview answers were done to confirm the results. This increases the 

conformability of the research findings.  

Finally, Transferability in qualitative research can be defined as the extent to which the 

reader can co-relate the similarities between the research findings and other research 

works from the reader’s perspective (Marguerite et al, 2010). The results from the 

exploratory interviews are collected from a small group. However, these research findings 

extracted from these results are tested with a larger group of respondents via survey 

questionnaires. Hence the reader can identify the similarities and differences between the 

exploratory study conducted with a small group of participants and the results of the 

evaluation study conducted with a larger number of participants along with his/her own 

experience and perspectives. By this, increased transferability is ensured in this research 

Hence one can be sure that the four standards of rigor in qualitative research proposed by 

Ary et al are satisfied to varying extents. Thus this research work meets carefully the 

quality of qualitative research. 

3.6. Ethical Issues in the Research 

The research undertaken is to identify a set of information security guidelines for 

organisations intending to adopt cloudsourcing. In the process of methodology to derive 

out the essentials and elements, the ethics to be observed are taken care of by the 

following means. 

The potential issues that can crop up are the closed details of the respondent’s 

organisational security policies some of which needed to be divulged for the sake of 

clarity and wholesome application in the research. The people approached and 

interviewed were at the risk of exposing some of the very firm-specific points which they 

may be afraid of leaking out. Thus in the questionnaire and the fact-seeking sheets 
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prepared beforehand and handed over to the respondents had clearly sought for 

anonymity and assured that in no case the personal identity will be revealed. 

The participants were earlier, during the time of scheduling the appointment for the 

interviews, introduced to the research study with a brief sketch of the whole study and the 

required results along with their role in enhancing the quality of the research. They also 

have been let known that their obligation is to help uplift the research’s quality and is 

required to extend full consent and if felt to withdraw at any point of time, is free to do 

so. 

Also the points and details sought were no way expected to deal with any of the aspects 

of the respondent’s organization’s private facts and business crucial information. Those 

furnished were requested or expected were only the outcome of their age long experience, 

Hence, in no way anyone who has contributed details and facts for the formulation of the 

research process have to face any harm at any point of time. The personal details of the 

personnel who have been interviewed have not been given explicitly. However, their 

designation, years of experience, area of expertise and current organisation’s size are 

furnished in a table form without mentioning any names. 
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4. Information Security Guidelines for Cloudsourcing- 

Development and Evaluation 
Once the literature review was completed and the research method with which the work is 

going to be carried out was fixed, the data collection and analysis is done. First, data was 

collected from exploratory interviews. This data was carefully analysed to derive a set of 

proposition for the cloudsourcing information security guidelines. Secondly, the validity 

of the results is evaluated based on surveys. Hence, this chapter presents the reader with 

the empirical works done during the course of the research works. There are three 

sections in this chapter. Section 4.1 presents the exploratory study interviews comprising 

of data collection and analysis. Section 4.2 presents the analysis results of the exploratory 

study. The third section 4.3 presents the evaluation study done to validate the correctness 

of the results obtained in the previous step. 

4.1. Exploratory Study 

This section involves the data collection and the analysis of the data collected from the 

exploratory study interviews. It discusses the process in which the exploratory study 

interviews were conducted, how the participants were selected and the analysis of the 

interview results are presented to the readers. Based on the analysis, the propositions for 

cloudsourcing information security guidelines were derived. To derive the set of 

propositions (P), a five step process was followed. First, the interview results were 

carefully transcribed. Then, relevant discussion points were gathered and stored. Third, 

similar points, views, notions and experiences of the respondents were grouped together 

and rephrased. Next, redundant statements were eliminated and the interview results were 

analysed. Finally, the set of propositions were derived from the analysis. 

 

Interview Questionnaire Preparation: 

The interview questionnaire was prepared based on the learning and knowledge obtained 

during the literature and background studies from cloud computing research works, books 

and publications. A fair knowledge on the state of current security scenarios in cloud 

computing was learnt from cloud security groups like CSA (Cloud Security Alliance) 

group, cloudresearch.org, etc., in the internet. The exploratory interview questions thus 

framed were single sentenced questions in simple language understandable easily. The 

questions were also framed in an open ended manner encouraging the interviewees to 

share their past experiences relating to cloud security. Appendix A presents the 

exploratory interview questionnaire. 

 

Interviewees Selection: 

The prime aim of this exploratory study is to gather more information regarding security 

issues and its solutions in cloudsourcing. It is possible to collect right information only if 

the interviewee is selected with hands on experience in working with cloud computing 

and related technologies. Hence the prime eligibility factor for a person to be interviewed 

is that he or she must be involved in cloud projects and know well the cloud technologies. 
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However, on an exception, customers who were planning to or in process of migrate 

towards cloud technologies were also considered. This is because it would help in 

learning more about the requirements and the difficulties faced in cloud migration from a 

customer perspective.  

 

A total of six interviewees were selected for the exploratory interview process. The 

interview participants selected are both from academic and industrial backgrounds. 

Respondent A is a chief architect at Organisation A and his role is “cloud computing 

enablement/business transformation architect for large enterprises”. The next interviewee, 

Respondent B is a young CEO of the Organisation B based in Gothenburg.  There are two 

other participants from research backgrounds of which one, Respondent C is working in 

the area of medical imaging in Singapore and in the process of migrating imaging data 

towards the cloud. The other participant, Respondent D, is a security researcher at a 

reputed security Research Lab in USA. Two managers from cloud solution provider 

organisations E and F providing Technological Solutions also participated in the 

exploratory interviews. One is involved in cloud testing projects and the other has around 

a decade experience in decision making for outsourcing projects. Hence we see that, all 

the interviewees are involved in either cloud migration projects, cloud research projects, 

or security projects or have vast experience in decision making in outsourcing projects. 

Table 4-1 provides a summary of the interviewee details. Personal details like the 

participant’s name and his/her organisation’s names are not disclosed. 

 

Table 4-1 Interview Respondents Details 

Responde

nt Names 

Experience 

in IT & 

Services 

industry 

Respondent Current 

Designation 

Current 

Organisation Size 

A 19+ years Business Transformation 

Architect/Cloud Enablement 

Public Company; 

10,001+ 

employees; 

B 13+ years CEO, Founder of Organisation B < 100 Employees 

C  9+  years Senior Researcher <100 Employees 

D 10+ years Security Research Lab  Staff 

Member and Security Services 

Manager 

Public Company; 

10,001+ 

employees; 

E  9+ years Business Development manager 

(Cloud Innovation Team) 

Public Company; 

10,001+ employees 

F  8+ years Technical Security Lead (Testing 

Services) 

Public Company; 

10,001+ employees 
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Exploratory Interview Process: 

Initially request emails were sent to the many of the cloud practitioners and researchers. 

However, not all responded back. Few of them who responded could not make it to the 

interview due to their busy schedule. Six of them accepted to participate in the 

exploratory interviews. Those six respondents who accepted the interview invitation were 

interviewed for the exploratory study.  They were very kind to provide inputs amidst their 

busy schedule. All the interviewees were sent a copy of the questionnaire prior to the 

interview. All the interviews lasted for thirty to forty five minutes. Interviews were both 

the personal and telephonic as some of them are put up in different geographic locations. 

Answers provided by the interviewees to many questions invoked new question. This 

helped in enhancing the quality of the information gathered from the interviews.  Answers 

included real time examples and personal experiences in the subject area. It is important 

to mention here that, few of the interviewees could not make it to scheduled appointment 

for the interview or due to different time zones (be it personal or telephonic interview) 

and hence they sent their answers via email.  

 

Exploratory Interview Findings and Analysis: 

Once all the interviews with the experts were completed, it was time to begin with the 

analysis. The analysis of the exploratory interviews was done in order to derive a concrete 

set of prepositions so as to arrive at the final results that provide information security 

management guidelines for cloudsourcing. This section presents the analysis of the data 

collected from the results of the exploratory study interviews with the cloud computing 

and security experts and managers. 

 

As already mentioned, the exploratory study interview was conducted with six experts 

from the subject area. Each of them provided valuable information and shared their 

experiences that gave a new direction of thoughts relating to cloud information security. 

The interview primarily focussed on the information security risks pertaining to 

cloudsourcing. The discussions starting from the information security issues in the cloud 

slowly traversed into the currently available solutions and suggestions for anticipated 

future risks. The questionnaire had a total of fourteen questions that were set to extract 

most of the information related to cloudsourcing security risks and solutions to overcome 

the same.  

During the initial analysis of the responses to all the interviews, it was clear that all the 

respondents discuss security risks due to organisational, technical and legal aspects with 

respect to cloudsourcing. It was also identified that the solutions provided by the 

respondents can be categorized from these three perspectives. Hence, the analysis of the 

exploratory interviews is presented to the readers based on this classification. The 

discussions on the analysis is divided into organisational risks, technical risks, and 

regulatory and compliance risks. 
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4.1.1. Analysis on Organisational Risks and Solutions 

All the interviews started with an initial question concerned about the slow adoption of 

cloud services by many organisations. The answers provided by all the interviewees 

commonly discuss varied security issues as strong inhibitors that are slowing down the 

adoption of cloud. Respondent A, who has experience close to two decades, mentioned 

that, “The security threats are not all new by itself in cloudsourcing. Most of them are 

inherited   from the traditional outsourcing and had already existed. However, cloud 

solutions use internet as a main media of data communication and this has opened up an 

all new set of security risks that are absent in the traditional model.” 

Respondent D answered to the same question supporting the above statement with 

additional information as, “Moreover, the use of a multi tenancy infrastructure adds fuel 

to the security concerns which are already in a flame of fire. That is the reason why 

organisations are more concerned about security issues more than usual in a cloud 

scenario.” Other respondents also provided similar answers to the same question.  

Risks due to unclear policies and immature cloud contracts 

When the respondents were asked about cloudsourcing contracts, interviewees shared 

various views on cloudsourcing contracts. They share a common idea of the novice nature 

of the cloudsourcing contracts. Some claim that the cloud contracts are not mature of all 

markets.  For instance, Respondent A stated that “if a traditional outsourcing solutions 

provider begins to offer cloud solutions, the contract from this traditional service 

provider usually tends to include more of the general terms and conditions that are not 

very specific to the cloud scenario. There are several aspects like legal, commercial and 

compliance responsibilities usually described in a vague manner and not meeting up to 

the contractual requirements of many enterprises”. Respondent E stresses that 

“cloudsourcing contracts are opaque in nature and can be easily changed without prior 

notice”. Respondent F also recorded that “The changes related to the QOS, SLAs, support 

terms, performance, and increase in price and sometimes the core functionality of the 

service provided can be sudden due to lack of strong contracts”.  

Another risk mentioned by these experts with respect to the cloudsourcing contracts is 

that there is a lack of clear and precise service commitments. Respondent E said that, 

“With such a lack, the cloud providers can easily limit their responsibilities and 

commitments to what lies within their vicinity and claim that they do not have control 

over the public networks”. In such cases, all respondents emphasise that it is very 

important for the customer to carefully analyse and assess the risks associated with the 

cloud sourcing contracts with a detailed understanding on the cloud provider’s liabilities 

in case of any security breach or failure of data loss.  

Coming to changing contracts, Respondent A stated that, “a good understanding of the 

contract is important else it might lead to an unpleasant situation. For example, the 

provider can suddenly change parts of the terms and conditions that might somehow 

affect business”. This statement emphasizes that customers should be careful in 

understanding the structure of the contracts inclusive of all the details both inside and 
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outside the main contract. It should also include terms and conditions subject to which the 

contract can change. He added that, “It should be contractually recorded that the terms 

and conditions cannot change for a particular period of time and any revisions cannot be 

done without any prior notice”. By these ways the respondents propose that information 

security risks can be reduced to a great extent. 

When the question of involving security professionals or employees from the security 

department of the organisation popped up, the researchers among all the other 

interviewees very strongly proposed that the presence of security professionals is very 

important during the contract creation. Respondent F said, “the security professional need 

not only belong to the organisation’s security department but also can be third party 

security consultants. However, the security manager or consultant should be able to 

provide clear views on security issues and be a technical security certified officer with 

ample experience in handling organisational security issues and strong knowledge base 

in technical security”. 

Respondent C puts forth those involving security professionals while moving to the cloud 

as an inevitable preparation. He says he strongly believes that security teams must be 

involved. The reason he gives is that there are many areas that need to be concentrated 

from a security point of view and included in the cloud contracts so that that customer 

organisation can be sure that data is protected in the cloud. This makes it critical for the 

security professionals to participate right from initial negotiations. He adds that, in 

today’s scenario, not even a few companies actively involve security teams during the 

contract and SLA negotiation processes.  

In opinion of another respondent B, “there should be involvement of security 

professionals not only from the customer end but also from the provider’s end as well”. 

He strongly believes that this will ensure that the security policies and liabilities will be 

well understood by both the parties. He justifies it by saying “even if it is unclear, there 

will be some professional advice from a security perspective”.  

Respondent D simplifies this topic and mentions that “cloud computing markets are 

becoming competitive providing more opportunities for customer organisations to focus 

more on cloud security”. Additionally, he says that “security team must be involved from 

the beginning as they are the ones who will be working on a daily base on these 

technologies and they are more aware of the necessities of the enterprise and also the 

measures that make it critical for the business in terms of entering it into the 

cloudsourcing contracts”. 

Risks due to poor risk management 

The next topic elaborated during the interviews was risk management. Respondent D, of 

the researchers said that “the purpose of the risk management framework is basically to 

allow a consistent and repeated expert-driven approach to risk management”. He also 

added to this point that “the measures and metrics that are continuously derived as a part 

of the performance assessment process should also be embedded within the security 
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management process so as to understand the overall performance of the security 

management process itself” which was supported by participants A, B and E. Two other 

participants E and F talked about the alignment between the risk management framework 

models and the actual business objectives. They said that “it is very important for the 

security management process to be structured in a way that it completely supports the 

approach to attain the business goals”. Otherwise, they told the security management 

process will not make much sense.  

Participant A put forth his views on measures and metrics for risk analysis as “it is 

essential for an organisation to better manage its technical and business risks towards a 

quality goal. It also helps in making risk decisions based on well informed business 

objectives”. So in essence, all the participants accepted that the security management 

process is very important in cloudsourcing and it has to completely align with the 

business objectives. Also, it should contain the measures and metric used to assess its 

performance along with the risk management framework that helps identify, analyse and 

mange potential risks. One important issue to be noted here is that the customer should be 

aware of what information is being used for all this risk analysis. Also the restrictions on 

certain type of sensitive customer data needs to be taken care of so that there is no 

security breach with respect to data used for risk analysis. 

Risks due to data ownership and loss of data governance 

While talking about the contracts, four among the interview participants A, B, D and E 

mentioned that it is very important for the customer to be careful so as to not cede 

complete control of data towards the cloud provider. One of them, respondent B said that 

“it is reasonable to provide all business data of the customer to the provider in a sense 

that they are stored off- premise and most of them are handled by the provider. However, 

he strongly affirmed that this can no way be an excuse for either the customer to give up 

complete control to the provider or for the cloud provider to take up complete control 

over the customer’s data”. Suppose, if the customer cedes all the control over the cloud 

data to the provider, then there is a chance of the provider not meeting the specified SLAs 

at the required moment and at the specified time.  

Respondent E, the cloud provider among the interviewees said that “the customers 

necessarily cede control to the cloud provider which is totally unavoidable”. He added 

saying that this may sometimes affect security since the control provides access to various 

levels of customer information. Respondent A said that “the SLA might not provide 

commitment from the provider’s end as the control is already with the provider and the 

customer is still not aware of the issue to question the provider. So there is significant 

loss of governance if the customer decides to cede complete control to the provider”. The 

best solution proposed by the participants is that the customer should not give up 

complete control to the provider. However as respondent E mentioned, giving control to a 

certain extent can be accepted. Yet, they insist that the cloud provider’s commitment in 

meeting up to the SLAs before the accepted timeline must be contractually recorded. It is 

not just enough if this is recorded contractually but the customer should still be watchful 

when it comes to fulfilling the SLAs from the provider’s end. 
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The entire respondents except one respondent E who is a cloud solutions provider insisted 

on stressing in the contract it is the responsibility of the customer to impose rules on 

where that customer data should travel. This issue bought in the topic of the ownership of 

data. One researcher said that “it is important for the customer to record legally that even 

though the data is stored off-premise under the roof of the provider, it is very important to 

record that the ownership of the data still remains with the customer only”. This way the 

customer can avoid loss of governance issues that arise due to ownership of data. 

Risks due to vendor/data lock-in issues 

One of the participants, respondent A says that “vendor lock in is an issue that is 

prevalent sing the age of outsourcing. The customer and the provider should plan in 

collaboration how the data will be retrieved in case of both planned and unplanned 

termination of the cloud contract”. This has to be very strictly included in the contract 

and has to be discussed at a very early stage during contract creation. Also, from a 

technical point of view regular back-up routines will help in avoiding data lock-in issues 

according to one of the interviewees was an idea supported by all the respondents. 

 

Risks due to Malicious Insider issues 

Respondent E mentions that “it is not important for security team to be involved during 

initial negotiation but these folks need to be present while moving bigger chunks of IT 

infrastructure to the cloud”. This is completely contradicting with the other opinions. 

However, the suggestion of this respondent E to assign roles handling sensitive data to 

highly reliable and security certified professionals is very valid so that the customer data 

rests in safe hands. This also ensures enhanced protection of customer data. From this we 

can understand that involvement of the security team at every stage of cloudsourcing is 

important. 

All the participants very strongly insist that it is very important to train and educate the 

employees involved in cloud projects. Security training and awareness will help improve 

moral values and reduce security breached from within the organisation to a great extent. 

Table 4-2 gives a summary of the above discussion on the identified risks and suggested 

guidelines on organisational risks in cloudsourcing. 

Table 4-2 Summary of Analysis on Organisational Risks 

Risks Identified Solutions to overcome the identified risks 

Risks due to unclear 

policies and immature 

cloud contracts 

Involvement of a qualified security professional in the 

cloudsourcing contract formulation helps in better 

understanding and enforcement of security policies from 

both customer and provider perspectives. 

 

Risks due to poor risk 

management 

Establishment of structured security management including 

risk management frameworks to analyse and manage risks 

along with measures and metrics to assess performance 

should be discussed contractually. 
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The security and risk management frameworks should be 

aligned with the business objectives of the customer 

organisation. 

 

Degree of data visibility and restrictions on customer 

business data over the cloud used by provider for purposes 

like risk analysis must to be stipulated in the contracts. 

 

Risks due to data 

ownership and loss of 

data governance 

Customer should contractually ensure that they hold control 

over cloud data by retaining the ownership of cloud data, 

imposing rules on the location and deciding where the data 

can be stored. 

Risks due to 

vendor/data lock-in 

issues 

Well-planned exit strategies and use of OATH (Open 

Authentication) compliant solutions greatly reduce the risk 

of vendor lock-in. 

 

Risks due to Malicious 

Insider issues 

The provider should assign roles handling sensitive customer 

data to highly reliable and security certified employees. 

 

It is very important to provide security training and 

awareness programs to employees to avoid information 

security risks due to malicious insiders. 

 

 

4.1.2. Analysis on Technical Risks and Solutions 

Talking about general technical security risks that threatened the safety of information in 

the cloud, most of the interviewees mentioned about data risks due to data segregation. 

Also, they conversed about illicit access to information on the cloud by insiders, 

employees with privileged access to this data, data loss.  

Risks due to lack of security consideration in design of the cloud infrastructure 

When asked questions concerning the consideration of security during the initial design 

phase of the cloud architecture and also during the initial negotiations including SLA 

formulations, all the respondents gave valuable information with great interest. From this 

we understand that experts in this area feel that the cloud architecture requires a more 

robust security design right from the design phase.  

The suggestions given by all the interview respondents are summed up as follows. The 

customers must make sure that the provider’s security controls are in place and can 

demonstrate its ability to prevent, detect and also to react to any information security 

breach. This means that these security controls must be designed keeping in mind the 

potential risks that the system is vulnerable to. The risks should be analysed from the 

customer’s business objective point of view which means the risks should be based on the 

business objectives. Also there must be security zones with limited access to the 

customer’s business data. It should allow only those systems that are permitted to span to 
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and from these demilitarized zones is an argument by one of the researchers among the 

interview participants.  

Risks due to illicit access, loss and segregation of cloud data 

When it comes to security design, it is always linked with considerations about encryption 

and authentication mechanisms. Information is the biggest asset of any organisation. 

Hence when cloud sourcing information, the customer should make sure that the data is 

encrypted with strong encryption mechanisms. All the interviewees state that it is 

important to use different encryption mechanisms for data at different stages. It can be at 

rest or on transit of in-between processing. All of these states of the data need to be 

encrypted using different encryption mechanisms. They also say that encryption is closely 

linked to key management. Therefore, the customer should demand transparency in key 

management.  

Another interviewer argues that “transparency must not only be in key management but 

also in other security practices like authentication mechanisms, policies etc. All of these 

must be aligned with the current industry standards”. Some of the authentication 

mechanisms prescribed by the interview participants especially the researcher D includes 

biometrics, Kerberos, OTP (One Time Password) or digital certificates, SSO (Single Sign 

On) etc. Also since it is a multi-tenancy environment in cloudsourcing, customers should 

make sure that the encryption keys and other access credentials are well protected by the 

cloud providers.  

Table 4-3 gives a summary of the above discussion on the identified risks and suggested 

guidelines on Technical risks in cloudsourcing. 

Table 4-3 Summary of Analysis on Technical Risks 

Risks Identified Solutions to overcome the identified risks 

Risks due to lack of 

security consideration 

in design of the cloud 

infrastructure 

It is imperative for the providers to prove the customers by 

demonstrating that the security controls are designed keeping 

in mind the ability to prevent, detect and rectify an 

information security breach.  

 

Setting up of security boundaries and defining data that can 

travel to and from these boundaries will enhance the security 

of cloud data. 

 

Risks due to illicit 

access to cloud data 

The encryption mechanisms like RSA, DES, AES etc. and 

authentication mechanisms like biometrics, Kerberos, OTP 

(One Time Password) or digital certificates, SSO (Single Sign 

On) etc. used by the provider should strongly adhere to 

current industry standards. 

 

Risks due to data 

segregation 

In a multi-tenancy environment the customer should make 

sure that the provider uses separate encryption keys for 

different customers. 



50 
 

 

Risks due to unclear 

security policies and 

immature contracts 

The provider must be transparent in explaining the customer 

on the provider’s security policies, practices, mechanisms. 

Risks due to data 

segregation 

Distinct encryption mechanisms must be used for information 

at rest, process and transit. 

 

Risks due to data loss Backing up data regularly will reduce risk of data loss and this 

should be stipulated in the SLAs. 

 

 

4.1.3. Analysis on Regulatory and Compliance Risks and Solution 

Analysis on risks due to data location 

Talking about cloud solutions and legal aspects involved it is inevitable to talk about the 

location of customer data and the legal restrictions involved in that particular geographic 

location. This was discussed in detail during the interview process. The results of which 

yield the following notions that needs to be taken care of during the initial negotiations.  

Respondent D recorded that “in the cloud scenario, information can be stored anywhere 

in the cloud and the location of the cloud is not transparent. Hence the physical location 

of the information stored in the cloud is an issue”. Respondent B said that “one main 

problem is that the physical location of the information stored in the cloud dictates legal 

and jurisdictional obligations. What is allowed in one country or geographic location 

does not necessarily be allowed in another country”.  

Respondent A said that “country laws governing the Personally Identifiable Information 

(PII) can vary with respect to the country and region where the data is stored”. Hence, 

from this the investigator understands that it is very important for the customer to be 

aware of the physical location of the data and also the legal restrictions specific to that 

particular country. For example, there are many laws insisting on data protection. One 

among these laws is the European Data Protection Act 1998 with eight principles 

emphasising in data protection. Of the eight principles, three have prominence in 

particular with cloudsourcing information. One of the respondents discussed this in detail 

during the interview session. Others include duties of confidentiality and database rights 

to preserve customer privacy over data stored in the cloud. This information was given 

collectively by respondents A, D and F. 

Analysis on risks due to data disclosure 

Two of the respondents C and E also mentioned that in case the customer information has 

to be disclosed by the provider unintentionally under forced circumstances then the 

customer should be intimated and it should have already been recorded in the contract of 

what level and type of data is allowed to be disclosed. If data beyond this restriction 

needs to disclosed, then an acceptance from the customer is required. This should also be 

recorded in the contract. This is supported by the statement of respondent A, “forced 

circumstances can arise where the provider cannot deny disclosing customer data. For 
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example it can be disclosing information on cloud to the government authorities of that 

particular region”. 

 

Analysis on risks due to compliance and lack of customer audits 

Next in the discussions are the issues relating to certifications and audits on cloud 

information. This was one area which yielded the interests of almost all the respondents. 

One of the interview participants, respondent A mentioned that “the providers need to 

assurance to the customers that they are doing the right things which explicitly means 

that the cloud provider is somehow expected to prove the customer that their process 

follows the correct standards. For this purpose, it is important for the customers to get 

assurance from third party audit services that the cloud provider is compliant with the 

current standards”. Some of them as mentioned by respondent E are cloud computing 

industry standards like ISO/IEC 27001 certification, ISO 27002 practices etc.  

All the respondents claim that audits both external and internal play a vital role in 

analysing the provider standards and also makes sure the protection of the data is 

preserved by the cloud provider. But there are chances for the provider to deny providing 

information when needed by the customer sometimes for audit purposes. One of the 

provider in the set of interviewees E, himself says that “some providers reserve the right 

to hold the data away from authorities. This will be a problem to the customers as the 

efforts taken by the customer organisation to obtain certain certification based on this 

cloud data might go waste if the provider denies providing information when needed”. 

Hence, the most important clause that has to be added in the contract is the right to audit 

clause specifying what and when the customer company is allowed to audit. The right to 

audit clause can expand to include specifications to audit any information as and when 

requirement arises. But however, it requires a lot of negotiation with the provider. Hence 

the broader the right to audit clause is more is the control on data the customer can have. 

Table 4-4 gives a summary of the above discussion on the identified risks and suggested 

guidelines on organisational risks in cloudsourcing. 

Table 4-4 Summary of Analysis on Regulatory and Compliance Risks 

Risks Identified Solutions to overcome the identified risks 

Risks due to data 

location 

The physical location of the cloud data imposes jurisdiction 

and legal obligations which the customer should be 

thoroughly aware of.  

 

 

 

Risks due to data 

disclosure 

It is important to record in the contract that information will 

not be provided to legal authorities or any other third party 

agencies under any circumstance without intimating the 

customer.   

 

It is important to record in the contract on the extent to which 

information can be provided to legal authorities under forces 

circumstances without compromising on sensitive data. 
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Risks due to 

compliance and lack 

of customer audits 

The right to audit clause cannot be omitted in the contract as it 

plays a vital role in retrieving information as and when 

required by the customer including the right to retrieve 

information required to fulfil customer’s compliance 

obligations.  

 

The customer should ensure and confirm from third party 

audits that the provider is ready to provide assurance of 

following standard practices with cloud information. 

 

 

4.2. Propositions for Cloudsourcing Information Security Guidelines 

In this phase, a set of propositions (P) from a careful analysis of the results of the 

interviews conducted during the exploratory study interviews and the learning from the 

literature review as well. Propositions in this research are the suggestions that help arrive 

at the final set of guidelines (G).  

Table 4-5 presents the results of the exploratory study results. 

Table 4-5 Exploratory Study Results 

Risk 

Classification 

Risks 

Identified 

from the 

interviews 

Prop

ositi

on 

ID 

 Description of Propositions to Overcome the 

Identified Risks 

 

 

 

 

 

 

 

 

 

Organisation

al Risks 

Risks due to 

unclear 

security 

policies and 

immature 

contracts 

P1 Involvement of a qualified security 

professional in the cloudsourcing contract 

formulation helps in better understanding and 

enforcement of security policies from both 

customer and provider perspectives. 

 

Risks due to 

Malicious 

Insider issues 

P2 The provider should assign roles handling 

sensitive customer data to highly reliable and 

security certified employees. 

 

 

 

 

 

Risks due to 

poor risk 

management 

P3 Establishment of structured security 

management including risk management 

frameworks to analyse and manage risks along 

with measures and metrics to assess 

performance should be discussed contractually. 

 

P4 The security and risk management frameworks 

should be aligned with the business objectives 

of the customer organisation. 

 

P5 Degree of data visibility and restrictions on 

customer business data over the cloud used by 

provider for purposes like risk analysis must to 
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be stipulated in the contracts. 

 

Risks due to 

Malicious 

Insider issues 

P 6 It is very important to provide security training 

and awareness programs to employees to avoid 

information security risks due to malicious 

insiders. 

 

Organisation

al/ 

Regulatory 

Risk 

Risks due to 

data 

ownership 

and  loss of 

data 

governance 

P7 Customer should contractually ensure that they 

hold control over cloud data by retaining the 

ownership of cloud data, imposing rules on the 

location and deciding where the data can be 

stored. 

 

 

 

 

 

Regulatory 

and 

Compliance 

Risks 

Risks due to 

data location 

P8 The physical location of the cloud data imposes 

jurisdiction and legal obligations which the 

customer should be thoroughly aware of.  

 

 

 

Risks due to 

data 

disclosure 

P9 It is important to record in the contract that 

information will not be provided to legal 

authorities or any other third party agencies 

under any circumstance without intimating the 

customer.   

 

P10 It is important to record in the contract on the 

extent to which information can be provided to 

legal authorities under forces circumstances 

without compromising on sensitive data. 

 

 

 

 

Risks due to 

compliance 

and lack of 

customer 

audits 

P11 The right to audit clause cannot be omitted in 

the contract as it plays a vital role in retrieving 

information as and when required by the 

customer including the right to retrieve 

information required to fulfil customer’s 

compliance obligations.  

 

P12 The customer should ensure and confirm from 

third party audits that the provider is ready to 

provide assurance of following standard 

practices with cloud information. 

 

 

 

 

 

 

 

 

 

 

Risks due to 

lack of 

security 

consideration 

in design of 

the cloud 

infrastructure 

P13 It is imperative for the providers to prove the 

customers by demonstrating that the security 

controls are designed keeping in mind the 

ability to prevent, detect and rectify an 

information security breach.  

 

P14 Setting up of security boundaries and defining 

data that can travel to and from these 

boundaries will enhance the security of cloud 
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Technical 

Risks 

data. 

 

Risks due to 

illicit access 

to cloud data 

P15 The encryption mechanisms like RSA, DES, 

AES etc. and authentication mechanisms like 

biometrics, Kerberos, OTP (One Time 

Password) or digital certificates, SSO (Single 

Sign On) etc. used by the provider should 

strongly adhere to current industry standards. 

 

Risks due to 

data 

segregation 

P16 In a multi-tenancy environment the customer 

should make sure that the provider uses 

separate encryption keys for different 

customers. 

 

Risks due to 

unclear 

security 

policies and 

immature 

contracts 

P17 The provider must be transparent in explaining 

the customer on the provider’s security 

policies, practices, mechanisms. 

Risks due to 

data 

segregation 

P18 Distinct encryption mechanisms must be used 

for information at rest, process and transit. 

Risks due to 

data loss 

P19 Backing up data regularly will reduce risk of 

data loss and this should be stipulated in the 

SLAs. 

 

Organisation

al Risks 

Risks due to 

vendor/data 

lock-in issues 

P20 Well-planned exit strategies and use of OATH 

(Open Authentication) compliant solutions 

greatly reduce the risk of vendor lock-in. 

 

  

Table 4-5 presents the three classifications of risks identified in the exploratory study and 

also the actual risks that were identified from the analysis of the interview results. Also, a 

set of propositions to overcome these identified risks is also presented. 

4.3. Evaluation Study 

Once the data collection and analysis was completed, the validation of the results of the 

analysis was carried out. This section presents the empirical work which includes 

empirical data collection and analysis. 

Preparation of Survey Form: 

The survey questionnaire plays a vital role in validating the prepositions. The survey 

contains a total of twenty statements derived from the propositions. As already discussed 

in the exploratory analysis, the guidelines are provided from three perspectives namely, 

Organisational, Regulatory & Compliance, and Technical guidelines.  
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The survey is prepared based on the Likert Scale ranging from five to one and is 

presented in Appendix B. The five point rating is described as ‘strongly agree, agree, not 

sure, disagree, and strongly disagree’. Along with the statements supporting the results, 

questions for extracting participant’s information like designation, company, area of 

expertise and experience were also included in the survey so as to filter the right 

respondents during the empirical analysis. 

Survey Participant Selection: 

Since the survey was posted in diverse groups concentrating on cloud computing, its 

security and several groups in LinkedIn there were several responses for the survey. 

However, all the responses cannot be considered for this research work because 

participants were from different backgrounds other than what is required for this research. 

Thus, to segregate the right responses, eligibility criterions were set. Participants were 

insisted to mention their area of expertise and designation.  

The participation of IT security experts, security managers, cloud security practitioners 

and researchers, outsourcing and cloudsourcing mangers and experts, practitioners 

involved in cloud computing projects, cloud computing evangelists and doctoral students 

in the subject area were only accepted for the empirical survey. It was made sure that all 

the accepted participants somehow have experience or knowledge in cloud computing, 

cloud sourcing, security and outsourcing. A total of 60 participants were filtered from the 

whole set of respondents based on the above mentioned filter conditions.  

Empirical Survey Process: 

After the exploratory study, the evaluation study was conducted to validate the results of 

the exploratory study.  The responses of evaluation study participants were filtered out 

after the completion of the survey. The survey was sent out to both individuals and also to 

groups involved in cloud research and real time projects. Researches and practitioners 

from different research labs and organisations in diverse geographic locations participated 

in the survey. Also, the survey was posted in various groups in professional networks like 

LinkedIn and universities like KTH Royal institute of Technology, Stockholm University. 

A total of 60 responses were recorded after filtration based on the survey participation 

eligibility condition. All the questions in survey were set to mandatory and also 

participant information and area of expertise was also recorded. 

 

Empirical Survey Results Analysis: 

On successful completion of the empirical survey, responses from all the participants 

were filtered based on their area of expertise, experience and knowledge in the cloud 

technologies. A set of sixty participants were listed after this filtration process. Now the 

results for each proposition was grouped based on the Likert scale and sorted for further 

analysis. Frequency distribution analysis was used to identify the range of the response 

rates based on the five point Likert scale.  

 



56 
 

The participants’ response rates distributed between 0 to 100% at a frequency interval of 

10%. The Likert scale description for each proposition ranges from one to five 

representing the levels of acceptance of the proposition by each respondent from strongly 

agree, agree, not sure, disagree to strongly disagree respectively based on the Likert scale. 

Table 4-6 shows the responses of the survey participant recorded in percentage. It 

provides details on what percentage of the sixty participants agreed, strongly agreed, 

disagreed, strongly disagrees and was not sure to the propositions. From Table 4-6 one 

can see that almost all the propositions are accepted and agree to by most of the 

participants. However, a detailed analysis on the empirical work is presented in this 

section. The analysis is done by calculating the mode of the frequency distributed 

responses. The highest frequency of response for every question is accepted as true. 

Please refer to section 3.2 for further understanding. 

The analysis is done for each and every proposition listed in the chart. P1 talks about 

involving qualified security professionals right from the initial phase of cloudsourcing 

contract creation. 37% of the respondents strongly agree to this statement and 48% agree 

which sums to 85% and only 15% of the respondents do not agree to this statement. From 

this we understand that there is a definite need to involve the security professionals for 

clear understanding of the security policies and practices specified in the SLAs.  

P2 is a notion closely linked to P1 which emphasizes on assigning roles handling 

sensitive customer data to highly reliable and security certified employees. This again is 

agreed by 89% of all the participants and only 11% are against this statement. From this 

we understand it is very important to assign such roles to reliable employees as the 

customer values these sensitive data as assets of their business.  

Next P3 has an acceptance rate of 83%. 44 % agree that the establishment of well-

structured information security process will enhance the overall performance of the cloud 

project. One of the interviewee had mentioned about this during the exploratory studies 

that the security management process should embed within itself clear risk management 

framework that will help manage and analyse risks. Also interviewees mentioned that the 

measures and metrics are important tools to assess the overall performance. This is a 

common point accepted also in domains other cloud security and hence most of the 

respondents go with this statement. However, 12 % of the survey respondents were not 

sure on how effective the performance of the security management process would be and 

5% disagreed with this. 
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Table 4-6 Survey participants response rates 

Propositions 

(P) 

Strongly 

Agree (%) 

Agree  

(%) 

Not Sure 

(%) 

Strongly 

Disagree (%) 

Disagree 

 (%) 

P1 37 48 6 9 0 

P2 46 43 4 5 2 

P3 39 44 12 5 0 

P4 48 42 6 4 0 

P5 35 40 12 13 0 

P6 43 52 4 1 0 

P7 46 38 4 4 8 

P8 34 55 7 4 0 

P9 12 9 15 48 16 

P10 38 29 17 7 9 

P11 59 22 14 5 0 

P12 34 51 7 4 4 

P13 33 48 10 9 0 

P14 34 30 29 6 1 

P15 55 43 0 2 0 

P16 48 43 3 6 0 

P17 24 31 33 4 8 

P18 34 52 12 2 0 

P19 33 39 25 3 0 

P20 48 42 7 1 2 

 

At the same time 90% of the respondents agree to the statement that the security and the 

risk management frameworks need to align with the business objectives of the customer 

organisation. The reason for the majority of the respondents to accept this statement is 

that the customers after all move to the cloud so as to improve business quality and easily 

achieve their business goals. In such case, the security management process to confine the 

customer’s business data should also be focussed towards the business objectives. 6% are 

not sure and 4% disagree with this statement which is very minor when compared to the 

acceptance rate. 

35% agree and 40% strongly agree to proposition P5. When emphasis is laid on risk 

management for information security it is also important to make sure that what type and 

to what level of customer data is used for risk analysis. Recording this in the contract is 

very important. 25% of the respondents did not agree with this proposition. P6 talks about 

providing security training and awareness programs to the employees of both the 

customer as well as the provider organisation’s employees. A large set of the respondents 

of 95% believe this to be very true and it is very essential to train the employees from a 

security perspective. 5% of them are not sure of what this would yield and hence do not 

support this statement. 

Propositions P7 and P8 are concerned with the legal issues wrapped with the physical 

location of the cloud data. Around 84% agree with the fact that the customer is 
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responsible for the data moved to the cloud and the customer should retain the ownership 

of the cloud data. Less that 20% who are mostly the cloud providers do no go with this 

proposition. They do not agree to that only customers can impose rules on where the data 

can travel. More than 80% of the survey participants agree with P8 which says that the 

customer should be completely aware of the local information regulation on cloud data. 

What is accepted in one country may not be accepted in another country. Similar to P7 

less that 20% of the participants disagree with this statement which is negligible.  

Only 21% of the participants agree with P9. 64% disagree and 15% of the participants are 

not sure of the consequences. It says customer information will not be provided to any of 

the third part authorities especially legal authorities without a legal acceptance from the 

customer even under forced circumstances. The reason is that the cloud data resides in 

different physical locations and as already discussed laws in one country may not be the 

same with those in another country and hence the provider must abide by the rules in the 

country in which the data resides. In case of a sudden check by the authorities, the 

provider cannot resist it. So in such situations it is not possible for the provider to wait 

until the customer gives acceptance. Thus this proposition cannot be included in the final 

results. However, more than 60% of the participants accept that the level of visibility of 

the data provided to government authorities under forced circumstances without 

compromising on sensitive data. Hence P10 cannot be excluded. 

Propositions P11 and P12 talk about the audit processes. P11 states that the right to audit 

clause cannot be avoided in the contract because it is way by which customers can audit 

their cloud data whenever they want. P12 mentions that customers to provide assurance 

that they are doing the right things by allowing audits by third party organisations and 

certifications. Both the propositions are widely accepted by the participants. Around 80% 

of the participants choose to agree with these two propositions. Less than 20% of them 

disagree with this concept. 

Around 80% of the participants agree with P13 which insists that providers should design 

security controls to avoid various data security breaches. P14, P15, P16 and P18 deal with 

the design, encryption and authentication mechanisms in the cloud infrastructure. 64% 

agree with setting up of boundaries and demilitarized security zones that define the 

systems that can span in these boundaries. 29% are not sure of how this could help and to 

mention they are participants who are not involved in technical security projects. So this 

can be overlooked. P15 is the most agreed proposition with 55% agreeing and 43% 

strongly agreeing with the statement that tells that the use of strong and current industry 

standards encryption and authentication mechanisms are the most vital security 

mechanisms that needs to be in place for secure cloud data. P18 agreed by more than 80% 

of the participants stated that distinct encryption mechanisms should be used for data at 

different states. Again less that 20% do not accept with this statement which is not taken 

into account. P16 argues for a similar idea. In a multi tenancy environment it is important 

to use different encryption keys for every customer. This is also accepted by 90% of the 

participant. 
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55% of the participants agree with P17. 33% were not sure and 12% disagreed to P17 

which states that the provider must be transparent in explaining the customer on the 

provider’s security policies, practices, mechanisms. Thought the survey participants were 

not sure about this proposition, it can still be considered to be included in the results 

because, it is vital to understand the security policies and practices followed by the 

provider. Another reason that this proposition cannot be excluded is that the majority still 

lies with the most of the participants agreeing and strongly agreeing to it. P19 is agreed 

by 72% of the participants and P20 is agreed by almost 90% of the participants. From this 

we can understand that proper planning of exit strategies endures that the customer does 

not get locked in with one provider.  

The following Table 4-7 summarizes the analysis results of the evaluation study. 

Table 4-7 Summary of Evaluation Study Analysis 

Proposition Likert Position Mode(Highest 

Response Frequency) 

Result 

P1 Agree 48 P1 Accepted 

P2 Strongly Agree 46 P2 Accepted 

P3 Agree 44 P3 Accepted 

P4 Strongly Agree 48 P4 Accepted 

P5 Agree 40 P5 Accepted 

P 6 Agree 52 P 6 Accepted 

P7 Strongly Agree 46 P7 Accepted 

P8 Agree 55 P8 Accepted 

P9 Strongly disagree 48 P9 Rejected 

P10 Strongly Agree 38 P10 Accepted 

P11 Strongly Agree 59 P11 Accepted 

P12 Agree 51 P12 Accepted 

P13 Agree 48 P13 Accepted 

P14 Strongly Agree 34 P14 Accepted 

P15 Strongly Agree 55 P15 Accepted 

P16 Strongly Agree 48 P16 Accepted 

P17 Not Sure 33 P17 Accepted 

P18 Agree 52 P18 Accepted 

P19 Agree 39 P19 Accepted 

P20 Strongly Agree 48 P20 Accepted 
 

In the above Table 4-7, the Likert position is the answer chosen by the participants with 

the highest frequency for that particular proposition. As seen in Table 4-7, almost all of 

the propositions are accepted except proposition P9. Even though 33% of the survey 

participants were not sure about proposition P17, it was accepted due to the reason that a 

55% of the participants agreed and strongly agreed to this proposition.  
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5. Results and Discussions 
This section provides the end results obtained from the empirical findings hence 

providing a well-defined set of information security guidelines for cloudsourcing and 

discussions related to the findings and results. 

5.1. Results of Empirical Findings 

From the learning and understanding of the literature studies and the analysis of the 

results of the exploratory interviews one can understand that information security issues 

fall into three broad categories. Hence the set of guidelines (G) for managing information 

security risks in cloudsourcing can also be classified into these three categories. Thus the 

guidelines are grouped into Organizational guidelines (OG), Technical guidelines (TG) 

and Legal and compliance guidelines (RCG). These guidelines pertaining to 

cloudsourcing information security can be considered critical for decision making while 

moving business to the cloud. 

Table 5-1 Guidelines (G) Derivation - Tabular representation 

Organisational 

guidelines 

(OG) 

OG 

Derived 

From (P) 

Technical 

Guidelines 

(TG) 

TG 

Derived 

From (P) 

Regulatory and 

Compliance 

guidelines(RCG) 

RCG 

Derived 

From (P) 

1 P1 1 P13 1a P7 

2 P7 2 P14 1b P8 

3 P4 3 P19 1c P7 

4a P3 4 P18 2 P10 

4b P3 5 P17 3a P12 

5 P5 6 P15 3b P12 

6a P6 7 P16 4 P11 

6b P2 8 P16   

7 P20     

8 P20     

 

Table 5-1 provides a tabular representation of the derivation of guidelines (G) along with 

its subsets (OG, TG and RCG), from the set of propositions (P). Each guideline was 

derived from the set of propositions (P) and also the knowledge base from the literature 

studies. Though it is not mentioned in the table that some guidelines were derived from 

the literature studies as well, it is mentioned in the following detail presentation of the 

guidelines. 

 

Organisational Guidelines (OG): 

Table 5-2 provides the list of organisational guidelines OG. Guideline OG is derived from 

the response to the proposition P during the evaluation study. 
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Table 5-2 Organisational Guidelines OG 

Organisational Guidelines (OG) 

Guideline 

Name 

Guideline Description Proposition 

P From 

which 

Guideline is 

Derived 

Proposition P Description 

OG 1 During contract creation, especially while 

formulating the SLAs pertaining to 

information security and its related 

liabilities involve highly qualified security 

personnel from both the customer and 

provider ends so as to ensure consistent 

enforcement of information security 

requirements and policies in the contract. 

P1 Involvement of a qualified 

security professional in the 

cloudsourcing contract 

formulation helps in better 

understanding and 

enforcement of security 

policies from both the 

customer and provider 

perspective. 

OG2 Customer should not completely cede 

control on cloud data to the provider. 

P7 Customer should 

contractually ensure that they 

hold control over cloud data 

by retaining the ownership of 

cloud data, imposing rules on 

the location and deciding 

where the data can travel. 

OG3  In collaboration with the cloud provider, 

establish information security risk 

management models and process structures 

strongly aligning with the customer 

organisation’s business objectives. 

P4 The security and risk 

management frameworks 

should be aligned with the 

business objectives of the 

customer organisation. 

OG4 Information security management process 

structure should embed within itself, 

a. Measures and metrics that will be 

used to assess the effectiveness 

and performance of the process 

itself. 

b. Risk Management framework to 

analyse, evaluate and manage 

potential risks. 

P3 Establishment of structured 

security management 

including risk management 

frameworks to analyse and 

manage risks along with 

measures and metrics to 

assess performance should be 

discussed contractually. 

OG5 Acutely discuss with the cloud service 

provider, the restrictions on the type and 

visibility of the customer organisation’s 

information assets that will be used for 

potential risk analysis and management for 

discrete risk scenarios. 

P5 Degree of data visibility and 

restrictions on customer 

business data over the cloud 

used by provider for purposes 

like risk analysis must to be 

stipulated in the contracts. 

OG 6A & 

OG 6B 

To reduce security breaches due to 

malicious insiders or disgruntled 

employees within the organisation, 

a. Both customers and providers 

should take initiatives and 

responsibilities to train and 

educate its employees on 

information security awareness 

information security challenges, 

best practices and ethical/moral 

value. 

P6 It is very important to 

provide security training and 

awareness programs to 

employees to avoid 

information security risks due 

to malicious insiders. 

 

b. Customer should ensure that a 

highly reliable and certified 

P2 The provider should assign 

roles handling sensitive 
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security professional is assigned 

by the provider for certain roles 

like the cloud provider system 

administrator so as to verify that 

the customer data is in safe hands 

and not at risk. 

customer data to highly 

reliable and security certified 

employees. 

 

OG7 It is essential to define in the contract, 

well-designed and reasonable exit 

strategies for both anticipated and also 

sudden termination of the relationship 

between the customer and the provider. 

P20 Well-planned exit strategies 

and use of OATH compliant 

solutions greatly reduce the 

risk of vendor lock-in. 

OG8 To avoid vendor/data lock-in issues, 

necessitate contractually the use of strong 

OATH (Open Authentication Reference 

Architecture) compliant authentication 

solution. 

P20 Well-planned exit strategies 

and use of OATH compliant 

solutions greatly reduce the 

risk of vendor lock-in. 

 

 

Technical Guidelines (TG): 

Table 5-3 provides the list of technical guidelines TG. Guideline TG is derived from the 

response to the proposition P during the evaluation study. 

 

Table 5-3 Technical Guidelines TG 

Technical Guidelines (TG) 
Guideline 

Name 

Guideline Description Proposition 

P From 

which 

Guideline is 

Derived 

Proposition P Description 

TG1 Make sure that the information security 

controls from the provider’s end affirms 

that it is designed based on certain degree 

of prevention, detection, rectification and 

tolerance to potential information security 

risk scenarios. 

P13 It is imperative for the 

providers to prove the 

customers by demonstrating 

that the security controls are 

designed keeping in mind the 

ability to prevent, detect and 

rectify in case of an 

information security breach. 

TG2 Security zones such as DMZ (de-

militarized zones) and security boundaries 

must be set at every level of the cloud and 

IT architecture. Sub-systems that are 

permitted to span to, fro and within these 

boundaries must also be defined to 

overcome any breach in confidentiality, 

Integrity and availability of any customer 

critical data. 

P14 Setting up of security 

boundaries and defining 

systems that can travel to and 

from these boundaries will 

enhance the security of cloud 

data. 

TG3 Regular backup routines and information 

recover checks needs to be performed so 

as to avoid loss of business critical data in 

case of any security breach incident. This 

has to be mentioned in the SLAs at the 

contract level. 

P19 Backing up data regularly 

will reduce risk of data loss 

and this should be stipulated 

in the SLAs. 

TG4 Stipulate contractually the requirements 

for strong and distinct encryption 

P18 Distinct encryption 

mechanisms must be used for 
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requirements for the customer data while 

idle, in process and during transit. 

information at rest, process 

and transit. 

TG5 Contractually demand transparency in 

security practices, policies and 

mechanisms like encryption mechanisms, 

key management (key generation, usage, 

storage, backup, recovery and deletion of 

keys), etc. that are used by the provider to 

secure data pertaining to the customer’s 

business. 

P17 The provider must be 

transparent in explaining the 

customer on the provider’s 

security policies, practices, 

mechanisms. 

TG6 Verify, confirm and make sure it reflects in 

the contract that the encryption 

mechanisms used by the cloud provider in 

order to secure customer information 

adheres strongly to current government 

and industry standards. 

P15 The encryption mechanisms 

like RSA, DES, AES etc. and 

authentication mechanisms 

like biometrics, Kerberos, 

OTP (One Time Password) 

or digital certificates, SSO 

(Single Sign On) etc. used by 

the provider should strongly 

adhere to current industry 

standards. 

TG7 If it is a multi-tenancy environment, make 

sure that distinct sets of well protected 

encryption keys and credentials are used 

by the cloud provider for every customer 

to access data particular to its organisation.  

P16 In a multi-tenancy 

environment the customer 

should make sure that the 

provider uses separate 

encryption keys for every 

other customer. 

TG8 During negotiations, insist the use of 

strong authentication mechanisms like 

biometrics, Kerberos, OTP (One Time 

Password) or digital certificates, SSO 

(Single Sign On) etc. for authentication for 

a secure access to cloud data. 

P16 In a multi-tenancy 

environment the customer 

should make sure that the 

provider uses separate 

encryption keys for every 

other customer. 

 

 

Regulatory and Compliance Guidelines (RCG): 

Table 5-3 provides the list of regulatory and compliance guidelines RCG. Guideline RCG 

is derived from the response to the proposition P during the evaluation study. 

 

Table 5-4 Regulatory and Compliance Guidelines RCG 

Regulatory and Compliance Guidelines (RCG) 
Guideline 

Name 

Guideline Description Proposition 

P From 

which 

Guideline is 

Derived 

Proposition P Description 

RCG 1A,  

RCG 1B & 
RCG 1C 

Customers should not capitulate to the 

provider, complete control over its data in 

the clouds. To avoid legal risks due to loss 

of data governance and data ownership. 

a. Legally record in contract 

language that the ownership of 

the original data moved into the 

cloud always pertains within the 

restrictions of the customer’s 

P7 Customer should 

contractually ensure that they 

hold control over cloud data 

by retaining the ownership of 

cloud data, imposing rules on 

the location and deciding 

where the data can travel. 
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organisation. 

b. The customer should be well 

informed on the data storage 

location, data protection laws and 

restrictions very specific to that 

particular geographic location. 

P8 The physical location of the 

cloud data imposes 

jurisdiction and legal 

obligations which the 

customer should be 

thoroughly aware of. 

c. Customer should stipulate in the 

contract emphasizing that only 

the customer’s organisation can 

impose the flow of data and 

where actually the data can travel 

between different regions. 

P7 & 

Literature 

studies 

Customer should 

contractually ensure that they 

hold control over cloud data 

by retaining the ownership of 

cloud data, imposing rules on 

the location and deciding 

where the data can travel. 

RCG2 Customers should negotiate to develop 

terms and conditions illustrating the degree 

or extent to which customer data can be 

disclosed to third party organisations like 

government agencies - under unintentional 

or forced circumstances such as legal 

constraints on data due to reasons like 

changes in jurisdiction for instance. 

P10 It is important to record in 

the contract on the extent to 

which information can be 

provided to legal authorities 

under forces circumstances 

without compromising on 

sensitive data. 

RCG3 To avoid information security risks due to 

compliance issues, customers must 

a. Ascertain in the contract that the 

cloud provider fulfils compliance 

obligations and also allows access 

to customer and third-party 

information security audits.  

b. Solicit proof from cloud provider 

that they provide services and 

solutions endorsed by industry 

standards like ISO/IEC 27001 

certification and ISO 27002 

practices so as to avoid several 

compliance risks.  

P12 The customer should ensure 

and confirm from third party 

audits that the provider is 

ready to provide assurance of 

following standard practices 

with cloud information. 

RCG4 Demand the right to audit data over the 

cloud and record it in contractual 

language. 

P11 The right to audit clause 

cannot be omitted in the 

contract as it plays a vital 

role in retrieving information 

as and when required by the 

customer including the right 

to retrieve information 

required to fulfil customer’s 

compliance obligations. 

 

5.2. Discussions 

Cloudsourcing is an emerging business strategy drawing its roots from outsourcing and 

utilizing the cloud computing technology. Though there is high popularity surrounding 

cloudsourcing, it is still not widely adopted by many organisations. One of the main 

reasons for the restriction in the adoption of cloudsourcing is the security concerns with 

respect to information in the cloud. This research aims to identify the main risks relating 

to information security in cloudsourcing and providing a set of guidelines to overcome 

these risks. 
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The development and the evaluation of the results were carried out using a qualitative 

approach based on interviews and surveys. The interview data was analysed in order to 

identify the risks and the solutions for information security issues in cloudsourcing. From 

the analysis of the response of the interviews, various risks relating to cloud data were 

identified. These risks were again classified into three broad categories namely, 

organizational, technical and legal and regulatory risks. 

Risks due to unclear security policies and immature contracts, loss of governance and 

data ownership, poor risk management, malicious insider and vendor/data lock-in issues 

which have more emphasis on the organisational issues were classified into 

organizational risks. The solutions proposed for these risks were classified into 

organizational guidelines OG. 

Risks due to poor security design of the IT infrastructure; data loss, data segregation and 

unauthorized access deal with the technical aspects of security and are hence classified 

into technical risks. The solutions proposed for these risks were classified into technical 

guidelines TG. 

Risks due to regulatory and compliance issues were also identified namely, risks due to 

data location, data disclosure and risks due to lack of compliance and customer audits.  

The solutions proposed for these risks were classified into regulatory and compliance 

guidelines RCG. 

In order to use these guidelines effectively, the organisation planning to cloudsource its 

business must understand clearly all the guidelines before formulating the cloud contracts. 

From the end results, one can observe that the contract creation plays a pivotal role in 

building a secure cloud relationship between the cloud provider and the cloud customer. 

As the guidelines suggest, it is also very important to make sure that the customer does 

not cede complete control over business data to the cloud provider. This can be 

considered as one of the most common mistake done by the cloud customer who gives 

complete control to the cloud provider as the data resides in the premises of the cloud 

provider. Though this is listed under the organisational risk, it can give rise to other legal 

and regulatory risks. One example is the risks due to ownership. When the control of the 

cloud data is with the cloud provider and the data ownership is with the customer, then if 

there is any issues due to data location, then the customer’s business is at risk as the 

ownership is with the customer but not the control. Hence it is very important to look into 

each and every guideline as they are inter-related to each other.  

One suggestion regarding the use of these guidelines is that the order in which it can be 

used. High priority must be given to organizational guidelines and then the regulatory and 

compliance guidelines. Finally the technical guidelines can be used to understand the 

technical difficulties and solution with respect to cloud security. The reason for this 

prioritization is that organizational risks immediately affect the business. 
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Also, depending upon the policies of the organisation planning to use these guidelines, all 

guidelines may or may not be applicable to all types of organizations. These guidelines 

provide a general solution to overcome the risks related to cloudsourcing. 
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6. Conclusions and Future Research Scope  
This section presents the conclusions, discussions and scope for future research works.  

6.1. Conclusions 

Cloudsourcing couples the benefits of cloud computing and traditional outsourcing 

heralding to a new era. This is a shift from the traditional outsourcing model to the cloud 

model. The benefits that can be yielded from cloudsourcing seem to be endless and highly 

cost saving. However, there are varied notions due to the security issues inherent to cloud 

computing which is the technology underpinning cloudsourcing. In addition, there are 

already existing issues in the traditional model. Hence there are new challenges to be 

addressed so as to make organisations opt to switch to cloudsourcing. However, there is 

currently a lack of such guidelines which is a problem this study attempts to resolve. 

The study explored cloud information security risks and has provided guidelines for 

cloudsourcing divided into three categories namely, organisational, technical and 

regulatory and compliance guidelines.  The study identified that legal barriers on the 

location of the cloud and emphasises that its ownership should be discussed in detail 

during the contract formulation. Compliance issues identified in this study have to 

potential to breach the availability services of the information security. Hence care should 

be taken by the customer organisation to demand information when required. Cloud 

intrusion and attacks root from the common web attacks. However the research finds that, 

in a virtualized environment, the scope for illicit access is increased. Also, from the 

interview results, one can understand that cloud offers a multi-tenancy model where there 

are chances of one customer accessing another customer’s data is high. The study results 

enforce that appropriate security controls with very strong encryption and authentication 

mechanisms should be in place. The study also explored some of the most important 

organisational risks and had provided guidelines for the same. 

The inherent ethical issue in this research is not to divulge the identity of the 

interviewees. One of the main reasons for not revealing the respondent’s identity is that 

their answers to certain questions during the interview involve real-time organisational 

examples of security issues and security policies which have to be kept confidential. To 

deal with this issue in this research, care was taken not to mention the original identity of 

the respondent and the organisations in which they currently work. The study and the 

information expected from them were explained well before the interviews. Also 

assurance was given to the interviewees that the interview results will be used only for 

academic purpose and will not be made available in any public platform. Also, a 

disclaimer was made that the ideas espoused by the interview respondents are only their 

own out of their experiences and not in any way related to their current organisation.  

This research project on its evolution is seen to encompass the essential research qualities 

namely, credibility, transferability, dependability and conformability to address the 

exactitude of value, generalisation, stable consistency and immunity/neutrality 

respectively. The collection of data from multiple and reliable sources of key persons 
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with expertise specialized in the subject increase the credibility of the research. Also, the 

appropriate statistical analysis of the data collected includes credibility. The detailed 

description of data collection via interviews for the exploratory study and surveys for the 

evaluation study focuses on increasing the dependability of this research work. The facts 

which are the outcome of the exploratory study conducted with a small group of 

participants and the evaluation study conducted with a larger group of people are similar. 

This ensures transferability of the research study. Finally, as this project does not propose 

any impinged notions of the author which is the foremost aspect of a good quality 

research which is neutrality is sustained in this research work. Hence one can be sure that 

the standards of qualitative research rigor are satisfied to varying extents. Thus this 

research work fulfils the quality of qualitative research. 

This work mainly focuses on the audience who are IT decision makers and corporate 

leaders who are authoritative for cloud migration. The key contribution of this research 

study is to help them understand the information security risks by developing a set of 

guidelines that they can lookup while deciding to migrate towards the cloud. This will 

enable organisations to get a better insight of the cloud information security risks. Thus 

this study can be viewed as a significant contribution in the research field, cloudsourcing 

and information security as well. Another significant contribution is that this work can be 

used as a foundation for future research involving security implementations for the cloud 

infrastructure. This research project does not have any direct impact on the society. 

However, an indirect social consequence due to improved security links will be realized 

by the cloudsourcing organisation which will have its own bearings on the social 

implications. 

As already mentioned, the study was conducted with a small group of participants. This 

can be considered as one of the limitations of this research since the ideas are limited to 

the views of the participants. Hence it is difficult to evaluate the results rigorously so as to 

generalise the final results based on this.  Another limitation that can be observed in this 

study is that, most of guidelines derived seem to have a customer perspective. Hence this 

this limits the use these cloud information security guidelines by vendor organisations or 

from a cloud provider perspective. Another limitation that can be stated is that the 

technical specifications and implementations to implement the security solutions 

identified in this research are beyond the scope of this study. However, they open a new 

stream of research to develop technical security solutions to each information security 

risk identified in this study. 

 

6.2.  Scope for Future Research 

This research work was carried out by conducting exploratory interviews and surveys 

with practitioners and researchers who were directly involved in real time cloud projects. 

Hence this work can be used to assess real time scenarios while moving towards the 

cloud. Six experts were interviewed for the exploratory study and sixty experts 
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participated in the survey. There is a future scope where the number of the interview and 

survey participants can be increased to conduct a large scale analysis and provide a 

detailed set of guidelines specific to each identified risk. Since the findings of this 

research provide a set of guidelines from a customer perspective, future works can 

attempt to provide a similar set of guidelines form a provider’s perspective keeping this 

work as a baseline. 

From the analysis, three groups of risks and guidelines were identified. Grouping the 

guidelines into organisational, technical and regulatory and compliance helps in 

narrowing down the focus in each area. Though the guidelines are grouped this way, it 

can be broadly classified in to management and operational risks. Moreover, the 

guidelines provided here in this work are very basic guidelines that can be looked upon 

by decision makers during cloud migration decisions. However, there are many other 

risks both technical and management oriented that has to be researched in detail. Thus 

this work also opens opportunities to explore the other risks giving rise to a new set of 

classifications. 

This work will be a very good starting point for such works focussing further in this area. 

The guidelines given in this research are not specific to any service models or the 

deployment models. Hence future work can branch into separate stream of research works 

each focussing on one service model or one deployment model providing distinct security 

guidelines for each cloud service and deployment model.  This will provide an in-depth 

understanding of the risks and guidelines to overcome these risks. Moreover, each 

guideline presented in this work can be analysed in detail paving way for new research 

ideas on technical solutions and implementations. 
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Appendix A: Interview Questionnaire for exploratory 

Study 
1. Growing information security concerns are slowing down cloud adoption and hence 

leading customers to hesitate using cloud services. So what is your view on 

information security risks in cloudsourcing contracts? Can you give your general 

opinion on the information security risks associated with cloud data? 

2. How important is it to involve qualified security professionals during initial 

negotiations and while contract creation between the cloud customer and vendor? 

3. Could you please share your knowledge on the legal issues and regulations related to 

information over the cloud? 

4. From your point of view, what are the information security risks that can arise due to 

the location and segregation of cloud data?  

5. What kind of risks can be expected from a compliance perspective in cloud 

computing? How in your opinion can such risks be prevented? 

6. Why do you think it is important for customers to audit information in the cloud? 

What are the risks involved in lack of such an auditing in your opinion? 

7. To your knowledge, what standards and certification should the cloud providers 

follow so as to meet the current industry’s security needs in cloud computing? 

(Example: SOX compliance, COBIT guidelines, cloud security alliance guidelines 

and certifications like ISO/IEC 27001 certification or mention if others) 

8. In case of sudden termination of services from the provider what exit strategies does 

the customer need to follow to avoid data/vendor lock in issues? 

9. How can the customer avoid information security issues due to loss of governance? 

10. What encryption and authentication mechanisms are used to enable secure access to 

customer data? Can you mention few of the current strong encryption and 

authentication mechanisms in the industry? 

11. Could you please give your view on considering security of cloud data during the 

design of the cloud architecture? 

12. What is your view on handling cloud data ownership and risks associated with this? 

13. In your opinion, what is an information security risk management framework? How 

can the use of such a framework help minimize information security risks in cloud 

computing? 

14. How important is it for organisation to take initiatives to train and educate employees 

on the information security challenges, best practices and ethics? How do you think 

this kind of trainings would improve security of data over the cloud? 
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Appendix B: Survey Questionnaire for Empirical Study 
 

1. Please provide your details 

Name (Optional): 

Organisation (Optional): 

Designation (Mandatory): 

Area of Expertise (Mandatory): 

 

2. Involvement of a qualified security professional in the cloudsourcing contract 

formulation helps in better understanding and enforcement of security policies from 

both the customer and provider perspective. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

3. The provider should assign roles handling sensitive customer data to highly reliable 

and security certified employees. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

4. Establishment of structured security management including risk management 

frameworks to analyse and manage risks along with measures and metrics to assess 

performance should be discussed contractually. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

5. The security and risk management frameworks should be aligned with the business 

objectives of the customer organisation. 

 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

6. Degree of data visibility and restrictions on customer business data over the cloud 

used by provider for purposes like risk analysis must to be stipulated in the contracts. 
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 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

7. It is very important to provide security training and awareness programs to 

employees to avoid information security risks due to malicious insiders. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

8. Customer should contractually ensure that they hold control over cloud data by 

retaining the ownership of cloud data, imposing rules on the location and deciding 

where the data can travel. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

9. The physical location of the cloud data imposes jurisdiction and legal obligations 

which the customer should be thoroughly aware of.  

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

10. It is important to record in the contract that information will not be provided to legal 

authorities or any other third party agencies under any circumstance without 

intimating the customer.   

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

11. It is important to record in the contract on the extent to which information can be 

provided to legal authorities under forces circumstances without compromising on 

sensitive data.  Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 
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12. The right to audit clause cannot be omitted in the contract as it plays a vital role in 

retrieving information as and when required by the customer including the right to 

retrieve information required to fulfil customer’s compliance obligations.  

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

13. The customer should ensure and confirm from third party audits that the provider is 

ready to provide assurance of following standard practices with cloud information. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

14. It is imperative for the providers to prove the customers by demonstrating that the 

security controls are designed keeping in mind the ability to prevent, detect and 

rectify in case of an information security breach.  

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

15. Setting up of security boundaries and defining systems that can travel to and from 

these boundaries will enhance the security of cloud data. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

16. The encryption mechanisms like RSA, DES, AES etc. and authentication 

mechanisms like biometrics, Kerberos, OTP (One Time Password) or digital 

certificates, SSO (Single Sign On) etc. used by the provider should strongly adhere to 

current industry standards. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

17. In a multi-tenancy environment the customer should make sure that the provider uses 

separate encryption keys for every other customer. 

 Strongly Agree 
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 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

18. The provider must be transparent in explaining the customer on the provider’s 

security policies, practices, mechanisms. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

19. Distinct encryption mechanisms must be used for information at rest, process and 

transit. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

20. Backing up data regularly will reduce risk of data loss and this should be stipulated in 

the SLAs 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 

 

21. Well-planned exit strategies and use of OATH compliant solutions greatly reduce the 

risk of vendor lock-in. 

 Strongly Agree 
 Agree 
 Not Sure 
 Disagree 
 Strongly Disagree 
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