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Abstract 
In the past few years, wireless technologies performances have been greatly improved to 

address various kinds of communications. However, in applications requiring the transmission 

of safety-critical data such as in industrial systems, wired solutions are still preferred to 

wireless networks. The challenge is then to develop safety-critical wireless applications in 

order to take advantage of the low cost and reduced installation complexity of wireless 

networks.  

In this Master Thesis, a remote-controlled road vehicle has been studied as an example of 

safety-critical wireless application. The purpose of the project has been to design and 

implement an embedded system and a user interface that enable the remote control of the  

vehicle. As the functional safety of a road vehicle is highly important, appropriate safety 

requirements need to be elicited and considered in the design of the wireless communication 

protocol.  

By following the ISO 26262 standard steps, safety requirements have been defined for the 

system. A communication protocol has then been established considering the safety 

requirements and the expected functionalities of the system. Finally, a prototype has been 

built for verification and validation purpose. The prototype consisted of a model car equipped 

with a microcontroller and an off-the-shelf (OTS) Wi-Fi module. A user interface running on 

any Android device has also been developed. The final achievements of the project were that 

the model car could be controlled in speed and direction by the user thanks to the interface. In 

addition, the model car could react automatically to some hazardous situations by reaching a 

safe state.  

The conclusion of this project is that the design of a communication protocol is highly 

dependent on the system expected performances and characteristics, including the functional 

safety. When these parameters lead to heterogeneous protocol requirements, concessions have 

to be made. When dealing with a safety-critical application, the functional safety of the 

system must be the priority. Finally, when off-the-shelf (OTS) hardware is used to implement 

the wireless communication, it must be chosen carefully as it constitutes the main limitation 

of the protocol performances. 
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Sammanfattning 
Under de senaste åren har trådlösa tekniker förbättrats till den grad att de kan användas för 

många olika typer av kommunikation. I domäner som kräver överföring av säkerhetskritiska 

data, såsom i industrisystem, är trådbundna lösningar dock fortfarande vanligare än trådlösa 

lösningar. För att dra fördel av låga kostnader och minskad installationskomplexitet i dessa 

domäner krävs att trådlösa lösningar för säkerhetskritiska tillämpningar utvecklas. 

I detta examensarbete har ett fjärrstyrt vägfordon studerats som ett exempel på en 

säkerhetskritisk trådlös applikation. Syftet med projektet har varit att utforma och 

implementera ett inbyggt system och ett användargränssnitt som möjliggör fjärrstyrning av 

fordonet. 

Eftersom den funktionella säkerheten hos ett vägfordon är mycket viktig har lämpliga 

säkerhetskrav för systemet definierats, vilket har skett med säkerhetstandarden ISO 26262 

som stöd. Ett kommunikationsprotokoll som beaktar säkerhetskraven och de förväntade 

funktionerna hos systemet har därefter upprättats. Slutligen har en prototyp byggts för att 

verifiera och validera protokollet. Prototypen bestod av en modellbil utrustad med en 

mikrokontroller och en off-the-shelf (OTS) Wi-Fi-modul. Ett användargränssnitt som körs på 

en Android-enhet har också utvecklats. De slutliga resultaten av projektet var att modellbilens  

acceleration och styrning kan styras av användaren tack vare gränssnittet. Modellbilen kan 

också automatiskt reagera på vissa farliga situationer genom att stanna. 

Slutsatsen från detta projekt är att utformningen av ett kommunikationsprotokoll i hög grad 

beror på systemets förväntade prestanda och egenskaper, inklusive dess funktionella säkerhet. 

När dessa parametrar leder till heterogena protokollkrav, måste kompromisser göras. Vid 

arbete med en säkerhetskritisk applikation måste den funktionella säkerheten av systemet 

prioriteras. Dessutom, när off-the-shelf (OTS) hårdvara används för att implementera den 

trådlösa kommunikationen måste den väljas med omsorg. Den utgör nämligen den största 

begränsningen för protokollets prestanda. 
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NOMENCLATURE 

Abbreviations 

ASIL Automotive Safety Integrity Level 

AUTOSAR Automotive Open Standard Architecture 

BER Bit Error Rate 

CPU Central Processing Unit 

CRC Cyclic Redundancy Check 

CSMA/CA Carrier Sense Multiple Access with Collision Avoidance 

CTS Clear-to-Send 

ECU Electronic Control Unit 

E/E Electrical and Electronic 

FMEA Failure Mode and Effects Analysis 

FMECA Failure Mode, Effects and Criticality Analysis 

FTA Fault Tree Analysis 

FT Fault Tree 

GTR Global Technical Regulation 

IDE Integrated Development Environment 

IP Internet Protocol 

ITS Intelligent Transport System 

MAC Medium Access Control layer 

OSI Open Systems Interconnections 

OTS Off-The-Shelf 

PHA Preliminary Hazard Analysis 

PHL Preliminary Hazard List 

PHY Physical layer 

PWM Pulse Width Modulation 

RTE Run Time Environment 

RTS Request-to-Send 

SDMA Space Division Multiple Access 

SoC System on Chip 

TCP Transmission Control Protocol 

TDMA Time division multiple access 

UDP User Datagram Protocol 
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UNECE United Nations Economic Commission for Europe 

VANET Vehicular Ad hoc Network 

VT Vehicle-Tablet 

WLAN Wireless Local Area Network 

WSAN Wireless Sensors and Actuators Network 
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1 INTRODUCTION 

This chapter presents the Master Thesis background, problem definition and delimitations as 

well as the methods to be used and the report disposition. 

1.1 Background 

Wireless technologies are a growing part of the information technology field. The IEEE 

802.11 standard, commonly called Wi-Fi, is continuously improved to allow more and more 

applications of Wireless Local Area Networks (WLAN). Wi-Fi protocols were first developed 

to perform reliable data transmission suitable for Internet and files transfer (Tan & Bing, 

2005). Later, new protocols enabling real-time but unreliable communication made possible 

the transmission of video and voice over Wi-Fi networks (Tan & Bing, 2005). The high 

sensitivity of wireless networks to a large range of interferences is the main reason why wired 

networks are more often used for safety-critical applications. However, wireless 

communication has the advantage of being cable-free and thus reduces costs and installation 

complexity. That is why, today, researchers go further and work on the possibility to manage 

safety critical applications, which require timely and reliable transmission, using wireless 

technologies. Such applications can, for example, be related to industrial systems (Jonsson & 

Kunert, 2010) or to road safety in the Intelligent Transport System field (Jawhar, et al., 2013). 

Research in Intelligent Transport System is not only meant to improve safety of drivers and 

efficiency of road infrastructures but also to develop new kinds of intelligent vehicles with 

different levels of autonomy, from remotely operated to fully autonomous. A remote-

controlled vehicle only responds to the operator commands while an autonomous vehicle is 

able to take decisions and adapt its behavior to the environment. Research is clearly going 

toward fully autonomous vehicles, but, in some conditions, it remains important to monitor 

and communicate operational data from the vehicle to a human operator who is ready to take 

the control in case of problem (Appelqvist, et al., 2007). Several concepts of collaboration 

between the human and the vehicle were thus developed, e.g. “adjustable autonomy, 

collaborative control, sliding autonomy, or mixed-initiative control” (Appelqvist, et al., 2007). 

The remote control of a road vehicle using a Wi-Fi connection can be an example of safety-

critical wireless application. A road vehicle is intended to drive among other road users and 

eventually transport people. The functional safety corresponds to the “absence of 

unreasonable risk due to hazards caused by malfunctioning behavior of E/E systems” 

(International Organization for Standardization (ISO), 2011). For road vehicles, the functional 

safety is a highly critical system characteristic regulated by the ISO 26262 standard 

(International Organization for Standardization (ISO), 2011). The use of a wireless 

communication to control the vehicle adds a new complexity to the system safety. 

1.2 Problem description and goals 

The problem studied in this Master Thesis is the remote control of a road vehicle via a Wi-Fi 

network. The system under study will therefore be an embedded system enabling a 

communication between the vehicle and a user interface present on a touch screen. As 

presented in the background, the functional safety of such a system shall be studied and put in 

relation to the communication protocol to be able to fulfill safety requirements and system 

performances.  
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The following goals and corresponding tasks have therefore been defined: 

-defining the safety requirements of the system. 

-designing the communication protocol allowing to fulfill the safety requirements while 

achieving good system performances. 

-building a prototype for verification and validation tests. The final prototype shall consist of 

an embedded system intended to be in the vehicle and a touch screen used as an HMI. In the 

report, the words “touch screen”, “tablet” and “Smartphone” will be used interchangeably to 

refer to the HMI support.  

1.3 Method 

The overall project development follows a V-model. Tasks are therefore organized as in 

Figure 1. This development process model is chosen to make a parallel with the ISO 26262 

workflow which is a V-model as well (see Figure 2). 

The elicitation of safety requirements is based on the ISO 26262 standard. This standard is 

studied through a background study including risk analysis theory and practical examples. 

The main tasks of the requirements definition process are performed following the ISO 26262 

workflow.  

A background study about wireless technology and related protocols is performed in order to 

feed the protocol design phase. Considering the software architecture design, the AUTOSAR 

standard is used as a reference. This standard can support the use of best practices in terms of 

software development and related safety.  

For the vehicle embedded software, code implementation is done in the C language using 

Eclipse Kepler IDE. A development board is used as the main controller. The implementation 

of the HMI application is done with the help of Qt Creator and Qt libraries. Unit and 

integration testing is carried out with black-box test cases. Different test rigs are also 

implemented for system testing. 

Functional requirements 
definition

ISO 26262 Concept 
activities

System design 

Software architecture 
design

Software modules design

Implementation

Unit testing

Integration testing

System testing

System and safety 
requirements validation

Functional safety requirements

 

Figure 1 – Project tasks organisation (inspired by V-model process (Ölundh Sandström, 2013)) 
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1.4 Delimitations 

The work is constrained by the following limitations. 

For the definition of the safety requirements, the reasoning is done considering a real road 

vehicle. However, low-level design, implementation and tests are performed on a model car. 

The elicitation of functional safety requirements following the ISO 26262 standard is complex 

and extensive. Not all the activities of the ISO 26262 safety lifecycle were performed during 

the project. The final list of safety requirements obtained for the system is, thus, not 

considered complete. The safety requirements related to Wi-Fi communication protocol are 

on focus. 

AUTOSAR standard is used for the global software architecture design including layered 

organization and relation between the different modules and components. However, the 

internal behavior of modules is not standardized for this project.  

The implementation of the Wi-Fi communication is done with off-the-shelf (OTS) products. 

The range of improvements will therefore be reduced to high level protocol layers.  

1.5 Disposition 

The report contains the following chapters: 

 Chapter 1: Introduction — This chapter presents the Master Thesis background, 

problem definition and delimitations as well as the methods to be used and the report 

disposition. 

 Chapter 2: Frame of reference — This chapter summaries the knowledge gained 

during the background study. It defines important terms and concepts used in other 

chapters.  

 Chapter 3: Elicitation of safety requirements — This chapter describes the process 

implemented to define safety requirements for the system. The process is based on the 

ISO 26262 safety lifecycle activities. 

 Chapter 4: Design — This chapter describes the design choices based on the safety 

requirements defined in the previous chapter. The communication protocol design is 

the main focus. 

 Chapter 5: Implementation and tests — This chapter describes the prototyping 

phase including hardware choice and code implementation. Tests are also presented in 

this chapter.  

 Chapter 6: Conclusions — This chapter presents the results and discusses them in the 

light of the current research. Moreover, future work is evoked.  

 Appendix A: Hazard analysis — This appendix contains the complete PHA and 

FMEA worksheets for hazard identification and analysis. 

 Appendix B: Risk assessment — This appendix presents the arguments for the 

definition of the different ASIL levels. 

 Appendix C: Functional safety requirements — This appendix gathers the 

functional safety requirements for the different functional safety concepts. 
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 Appendix D: Technical safety requirements — This appendix presents the technical 

safety requirements derived from the functional safety requirements. 

 Appendix E: Fault trees — This appendix contains the fault trees built during Fault 

Tree Analysis.  
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2 FRAME OF REFERENCE 

This chapter is a summary of the knowledge gained while working on the thesis. Functional 

safety, risk analysis techniques, wireless communication and AUTOSAR standard are the 

topics addressed in this part.  

2.1 Functional safety and ISO 26262 

This section gives an overview of the ISO 26262 standard, explaining its approach of 

functional safety and the related process.  The information was gathered through different 

references: (Kriso, et al., 2012), (National Instrument, 2012), (The SAFE Consortiumn, 2013), 

(ATESST2 Consortium, 2010), (LDRA, 2014). 

2.1.1 Overview 

Published in November 2011, the ISO 26262 standard covers the functional safety for road 

vehicles. It corresponds to the adaptation of the more generic standard IEC 61508 to the 

automotive-specific domain. While IEC 61508 concerns the functional safety of electronic 

components mass-production, ISO 26262 addresses the safety in entire vehicles incorporating 

electrical, electronic and software elements. It does not take the nominal performances of 

active and passive safety systems into account. ISO 26262 defines the functional safety as 

“the absence of unreasonable risk due to hazards caused by malfunctioning behavior of E/E 

systems” (International Organization for Standardization (ISO), 2011).  

The need for a standard such as ISO 26262 was motivated by today’s challenges in 

automotive industry like the increasing complexity of E/E systems and software and their 

integration in road vehicles. The standard is intended to analyze the effect of both random 

hardware failures and systematic faults that can arise during each step of the product lifecycle.  

While using ISO 26262, attention has to be paid to distinguish safety from other product 

properties such as reliability. Reliability engineering refers to the components failures but a 

system can remain safe when a component fails and on the contrary it can become unsafe 

even if no component is faulty. Functional safety addresses the special cases when a system 

becomes unsafe due to a component failure.  

2.1.2 Key concepts 

ISO 26262 describes different activities to tackle functional safety throughout the 

development of a product at system level, hardware level and software level. The standard 

consists of ten sections which are: 

 ISO 26262-1:2011, Road vehicles — Functional safety — Part 1: Vocabulary 

 ISO 26262-2:2011, Road vehicles — Functional safety — Part 2: Management of 

functional safety 

 ISO 26262-3:2011, Road vehicles — Functional safety — Part 3: Concept phase 

 ISO 26262-4:2011, Road vehicles — Functional safety — Part 4: Product 

development at the system level 
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 ISO 26262-5:2011, Road vehicles — Functional safety — Part 5: Product 

development at the hardware level 

 ISO 26262-6:2011, Road vehicles — Functional safety — Part 6: Product 

development at the software level 

 ISO 26262-7:2011, Road vehicles — Functional safety — Part 7: Production and 

operation 

 ISO 26262-8:2011, Road vehicles — Functional safety — Part 8: Supporting 

processes 

 ISO 26262-9:2011, Road vehicles — Functional safety — Part 9: Automotive Safety 

Integrity Level (ASIL)-oriented and safety-oriented analyses 

 ISO 26262-10:2011, Road vehicles — Functional safety — Part 10: Guideline on ISO 

26262 

The sections provide, among other concepts:  

 An automotive safety lifecycle with details about the activities for each step and how 

to implement them.  

 An automotive specific approach to analyze the risks and specify risk levels 

(Automotive Safety Integrity Levels, ASIL) 

 Details on how to use ASILs for determining the safety requirements that are needed 

to reduce risks.  

 Requirements to measure and validate the acceptance of the final safety level of the 

system. 

2.1.2.1 Definitions  

These definitions are given in ISO 26262-1 (International Organization for Standardization 

(ISO), 2011) and all the terms have to be understood as follows in the rest of the report.  

Automotive Safety Integrity Level — One of four levels to specify the item's or element's 

necessary requirements of ISO 26262 and safety measures to apply for avoiding an 

unreasonable residual risk, with D representing the most stringent and A the least stringent 

level.  

Element — System or part of a system, including components, hardware, software, hardware 

parts, and software units. 

Error — Discrepancy between a computed, observed or measured value or condition, and the 

true, specified or theoretically correct value or condition. 

Failure — Termination of the ability of an element to perform a function as required.  

Fault — Abnormal condition that can cause an element or an item to fail. 

Functional Safety — Absence of unreasonable risk due to hazards caused by malfunctioning 

behavior of Electrical/Electronic systems. 

Hazard — Potential source of harm caused by malfunctioning behavior of the item.  

Hazardous Event — Combination of a hazard and an operational situation. 
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Item — System or array of systems to implement a function at the vehicle level, to which ISO 

26262 is applied. 

Malfunctioning Behavior — Failure or unintended behavior of an item with respect to its 

design intent.  

Operational situation — Scenario that can occur during a vehicle’s life. 

Safety Goal — Top-level safety requirement as a result of the hazard analysis and risk 

assessment.  

2.1.2.2 Safety lifecycle 

As said before, ISO 26262 proposes safety related activities for each step of the product 

lifecycle. These steps are: Management, Concept, Development, Production, Operation, 

Service and Decommission. Each activity results in a work product that will be used for final 

safety assessment. The complete safety lifecycle can be seen in Figure 2. This part will 

describe more precisely the activities carried out in the concept and development phases.  

After the management stage, the safety lifecycle of the system begins with the following 

concept phase activities described in ISO 26262-3: 

 Item definition: The item is described in terms of functional, non-functional and legal 

requirements, operating modes and scenarios as well as interactions with the 

environment or with other elements of the vehicle.  

 Initiation of the safety lifecycle: During this activity, it is decided which kind of safety 

lifecycle should be applied to the item. If the item is a new development, an entire 

safety lifecycle is initiated. If the item is, instead, a modification of an existing 

product, a customized version of the safety lifecycle is implemented. The difference 

between a new and a modified item will influence each step of the safety lifecycle.  

 Hazard analysis and risk assessment: The analysis begins with the definition of 

operational scenarios that might happen during the vehicle lifecycle. Next step is to 

identify vehicle-related hazards caused by the malfunctioning of the item. The 

combination of operational situations and hazards leads to the definition of hazardous 

events. Finally, these events are classified by performing a risk assessment and an 

ASIL is assigned to each of them. 

 Safety goals specification: For each previous hazardous event, a safety goal related to 

the prevention or mitigation of the considered hazard is formulated in order to avoid 

unreasonable risk. Safety goals correspond to the top-level safety requirements of the 

item and inherit the ASIL of the corresponding hazardous events.  

 Functional safety concepts specification: Functional safety concepts are derived from 

the safety goals. These functional safety concepts define the functional safety 

requirements and the preliminary system architecture to fulfill the safety goals. These 

functional safety requirements can be allocated to the preliminary architectural 

elements of the item or to external risk reduction measures in order to ensure the 

required functional safety. 
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Management phase

Concept phase

System-level development phase

Software-level development phase

Production and Operation phase

Item definition

Hazard Analysis and Risk Assessment

Safety goals specification

Functional safety concepts 
specification

System design

Technical safety requirements 
specification

Software safety requirements 
specification

Software architectural 
design

Software unit 
design

Software unit implementation

Software unit 
testing

Software integration and 
testing

Verification of software safety 
requirements

Item integration and design

Safety Validation

Functional safety assessment

Release to production

Management

Production and Operation

 

Figure 2 - ISO 26262 safety lifecycle (Inspired by (International Organization for Standardization (ISO), 2011)) 

 

Next step is the product development in the form of a V-model. The following activities are 

performed at system level (ISO 26262-4): 

 Technical safety requirements specification: Functional safety requirements are 

refined into technical safety requirements.  

 System design: In this phase, technical safety concepts and system design are 

developed to comply technical and functional safety requirements. The requirements 

are allocated to hardware or software functions.  

 Item integration and testing: In this phase, the different parts of the system are 

integrated together and tested. Tests must prove that the system design complies with 

the safety requirements and that it has been correctly implemented. Each functional 

and technical safety requirement shall be considered at least once during the 

integration and testing phase.  
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 Safety validation: This activity aims at proving that the safety goals are fulfilled and 

that the functional safety concepts are enough to assure the functional safety of the 

item, including at vehicle level. A validation plan shall contain the configuration of the 

item, the test cases specifications and acceptance criteria and the required 

environmental conditions.  

 Functional safety assessment: This activity must provide an appropriate evaluation of 

the functional safety level obtained at the end of the process.  

 Release for production: This step is the confirmation that the item achieved the desired 

level of functional safety. 

After the system design and before integrating all parts together, the safety analysis shall 

continue at lower levels, with the specifications of hardware and software safety 

requirements. At software level, the steps are: 

 Initiation of product development: Necessary activities for software development are 

planned. 

 Software safety requirements specification: Software safety requirements are derived 

from the technical safety concepts and system design. This specification takes into 

account the influence of the hardware on the software.  

 Software architectural design: This design is based on the software safety 

requirements. It details the different software components and how they interact with 

each other. Recommendations are given by ISO 26262 to achieve modularity, 

encapsulation and minimum complexity.  

 Software unit design and implementation: The design of the software units specifies 

their internal behavior. Recommendations are given by ISO 26262 to avoid unneeded 

complexity and achieve testability and maintainability. 

 Software unit testing: This step gives evidence that the software units are correct 

regarding their specifications and that no undesired functionality is present. Testing 

methods are proposed by the standard. 

 Software integration and testing: In this step, software components are integrated 

together and tests are carried out to show that the realized architectural design is 

correct.  

 Verification of software safety requirements: This activity demonstrates that the 

embedded software is in accordance with the software safety requirements and that its 

functionality shows the expected results in the target environment.  

Each of these activities is followed by a verification activity intended to check the compliance 

of the activity outcome with some desired properties. Verification can be either informal or 

more rigorous depending on the ASIL of the software components. 

2.1.2.3 Automotive Safety Integrity Level 

Automotive Safety Integrity Levels are used to classify the abstract level of risk that needs to 

be reduced to avoid potential hazards in an automotive system. ASILs are first assigned to 

hazardous events in the hazard analysis and risk assessment phase and are then transferred to 

every safety requirement derived from the hazardous events.  
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The assignment of ASILs is based on three parameters that are used to assess how dangerous 

the hazardous event is. The event is first classified regarding severity (S) of injury it can 

possibly cause (see Table 1). The severity of an injury is considered to change with its 

probability to happen and the possibility to avoid it. Thus, two more parameters are taken into 

account. The exposure (E) measures how often the conditions causing the hazard can happen 

(see Table 2) and the controllability (C) defines how much the driver can prevent the 

hazardous event from occurring (see Table 3).  

The combination of these three assessment criteria allows to determine the corresponding 

ASIL (see Table 4). ASIL can be A, B, C or D, with D being the most critical level. A 

hazardous event can also be assigned the value QM which is below A and means that this 

event does not cause any safety issue and requires only basic Quality Management process. 

 

 

Table 1 - Classes of severity (International Organization for Standardization (ISO), 2011) 

 Class 

 S0 S1 S2 S3 

Description No injuries 
Light and moderate 

injuries 

Severe and life-

threatening injuries 

Life-threatening injuries 

(survival uncertain), 

fatal injuries 

 

 

Table 2 - Class of exposure (International Organization for Standardization (ISO), 2011) 

 Class 

 E0 E1 E2 E3 E4 

Description Incredible 
Very low 

probability 
Low probability 

Medium 

probability  
High probability 

 

 

Table 3 - Class of controllability (International Organization for Standardization (ISO), 2011) 

 Class 

 C0 C1 C2 C3 

Description 
Controllable in 

general 
Simply controllable Normally controllable 

Difficult to control or 

uncontrollable 
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Table 4 - ASIL determination (International Organization for Standardization (ISO), 2011) 

Severity class Probability class 
Controllability class 

C1 C2 C3 

S1 

E1 QM QM QM 

E2 QM QM QM 

E3 QM QM A 

E4 QM A B 

S2 

E1 QM QM QM 

E2 QM QM A 

E3 QM A B 

E4 A B C 

S3 

E1 QM QM A 

E2 QM A B 

E3 A B C 

E4 B C D 

 

2.2 Risk analysis techniques 

This section presents the different risk analysis techniques used in the thesis for the elicitation 

of the safety requirements in accordance with the ISO 26262 process. All information comes 

from the book of Ericson (2005), “Hazard Analysis Techniques for System Safety”.  

2.2.1 Preliminary Hazard Analysis 

Preliminary Hazard Analysis (PHA) is most of the time preceded by a Preliminary Hazard 

List (PHL). PHA is an extension of PHL and presents the same initial workflow. This part 

will thus only describe PHA technique.  

2.2.1.1 Overview 

PHA is a safety analysis technique that can be used without detailed design information. It 

allows to find hazards, their causes, effects, level of risk and the actions to mitigate them. It is 

performed in the preliminary design phase and is intended to address safety early in the design 

process. As said before, it can take as input hazards from the Preliminary Hazard List method 

or identify new hazards related to the initial design concept.  

It can be implemented at system, subsystem or unit level for a large range of systems. PHA 

covers the majority of the system hazards. The remaining hazards can be identified by other 

hazard analysis techniques when more design details are available. PHA cannot be replaced 

by another type of analysis since other techniques either require too much design details or do 

not cover as many aspects as the PHA. For example, a SSHA (Sub System Hazard Analysis) 

can only be applied at subsystem level and a FMEA (Failure Modes and Effects Analysis) 

focuses only on hazards due to failure modes. PHA is seen as one of “the primary system 

safety hazard analysis for a system safety program” (Ericson, 2005) and represents an 

interesting base for additional hazard analysis techniques and safety related activities. 
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2.2.1.2 Theory 

PHA requires as inputs: 

 Design knowledge: The safety analyst must understand the system function and be 

aware of its main components. 

 Hazard knowledge:  The safety analyst shall have some notion about hazards, hazards 

sources, hazardous components and experience about hazards in similar systems.  

 Preliminary Hazard List if done before. 

One of the main activities of the PHA is to identify hazards by comparing the design 

knowledge with the hazard knowledge. Then, all hazards, including those identified in the 

PHL, are further analyzed according to different criteria. 

PHA provides as outputs: potential hazards, their causes and effects, the resulting risk, safety 

critical functions (SCFs) and top-level mishaps (TLMs). Outputs also consist of safety 

requirements and associated design for mitigating the previously identified hazards. 

2.2.1.3 Workflow 

In a more practical point of view, the following steps have to be done to conduct the PHA.  

 Gather information on system design, this information can be given by a functional 

block diagram, a reliability block diagram, a description of the functional concepts, list 

of components, drawings and all documents that can be derived from the system 

definition.  

 Gather information on hazards, this information is found by performing a field 

study of similar systems, acquiring hazard checklists and other data relevant to the 

system.   

Hazard checklists are “generic lists of known hazardous items and potentially 

hazardous designs, functions, or situations” (Ericson, 2005). These lists are not 

exhaustive, they are intended to help the analyst to recognize potential hazards in the 

current design thanks to lessons learned from similar components.   

 Breakdown the system into lists of components, functions and energy sources.  

 Identify hazards by comparing the system hardware components, operational 

functions, software functions and energy sources with the hazard checklists. 

 Analyze the hazards further by providing their causes and effects on the system, the 

recommended actions to mitigate the risk, the risk level without and with the 

mitigation action implemented.  

All information resulting from the PHA is captured in a worksheet.  

2.2.2 Failure Mode and Effects Analysis 

This part describes the Failure Mode and Effects Analysis technique (FMEA). It can be noted 

that another version of FMEA, that provides more detailed information, exists and is known 

as Failure Mode, Effects and Criticality Analysis (FMECA). However, only the basic FMEA 

technique will be explained in the following section.  
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2.2.2.1 Overview 

FMEA is primarily a reliability tool since it allows to assess the effect of possible failure 

modes on the performance of the overall system. However, FMEA can also highlight the 

failure modes that may cause a dangerous state for the system and can, thus, be applied in a 

hazard analysis.   

It is generally done during design and process development when changes are less expensive 

and easy to execute. It can be applied to every kind of systems at every design level from 

subsystem to component. However, it is more often implemented at assembly or unit level 

because the failure modes are easier to capture for an individual component.  

When used for safety purpose, the FMEA method presents two limitations. First, it considers 

only one failure at a time while hazards are generally the result of the combination of several 

failure modes. Secondly, it is not able to find hazards caused by other events than a failure 

such as “timing errors, radiation, high voltage” (Ericson, 2005). Consequently, FMEA should 

be performed in addition to other methods when applied for a hazard analysis. 

2.2.2.2 Theory 

The FMEA technique aims to answer the following questions (Ericson, 2005): 

 What can fail?  

 How does it fail?  

 How frequently will it fail? 

 What are the effects of the failure? 

 What is the reliability/safety consequence of the failure? 

The safety analyst must be aware of and understand the following system characteristics 

(Ericson, 2005) :  

 Mission 

 System design 

 Operational constraints 

 Success and failure boundaries 

 Credible failure modes and a measure of their probability of occurrence 

An FMEA can be applied with different approaches: 

 Structural approach: The focus is on the hardware and the potential hardware failure 

modes. It is done at component level. 

 Functional approach: The focus is on the functions. It can be performed at system, 

subsystem unit or assembly level. This approach highlights how a function can go 

wrong. It can also be applied for the assessment of software functions.  

 Hybrid approach: It begins with a functional approach and continues with a structural 

analysis mainly on hardware that is involved in the functional failure resulting in 

dangerous state of the system. 

FMEA requires as inputs:  

 Design knowledge: Design concepts, components and functions lists. 

 Failure knowledge: Failure modes types (hardware, software, functions failure modes) 

or failure rates (if quantitative analysis is desired). 
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FMEA provides as outputs the failure modes for the analyzed part of the system, the failure 

modes consequences for the overall system, hazard and associated risk level.  

2.2.2.3 Workflow 

In a more practical point of view, the following steps have to be done to conduct a FMEA.  

 Gather information on system design, this information can be given by design 

requirements, functional block diagrams, reliability block diagrams, list of 

components and functions, drawings and all documents that can be derived from the 

system definition.  

 Gather information on failures by defining appropriate failure modes for the system 

based on known failure modes types and identifying failure rates thanks to reliability 

prediction models.  

 Breakdown the system under analysis into items. These items can be functions for 

functional FMEA or components for structural FMEA. 

 Analyze the failure modes for each isolated item and fill the FMEA worksheet.  

2.2.3 Fault Tree Analysis 

In this section, the Fault Tree Analysis (FTA) technique is presented briefly. The focus is on 

the construction of fault trees. The analysis using quantitative data, probability and statistics 

will not be detailed. 

2.2.3.1 Overview 

The FTA method is intended to help the analyst to find the root causes of an undesired event 

and its probability to happen. This technique is based on the graphical and logical 

representation of the combination of faulty and normal events leading to a particular event or 

state in the system. FTA is a deductive method since it develops particular causes from a 

general event. In the particular case of the safety analysis, the undesired event can correspond 

to a potential mishap, unwanted failure mode or hazardous event.  

A FTA can be used during the development phase to detect potential sources of problems and 

adapt the design according to the results. In that case, it is called a proactive FTA. On the 

contrary, a reactive FTA is done after a problem has occurred to understand the reasons of the 

accident. A difference can also be made between a quantitative and a qualitative FTA. The 

quantitative approach provides more interesting results but requires more resources such as 

time, experience and knowledge about failure rates. The qualitative method is less expensive 

and allows to obtain good results. 

2.2.3.2 Theory 

The construction of a fault tree (FT) is the main step of the FTA. It is important to follow 

some logic and construction rules to obtain a workable FT.  

First, special blocks have to be used. Table 5 presents the description of some of these blocks. 

A complete description can be found in (Ericson, 2005). 
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Table 5 - Fault tree blocks and gates (Ericson, 2005) 

Symbol Type Description 

 
Node Text Box 

Contains the text for all FT nodes. Text goes in the box, 

and the node symbol goes below the box. 

 

Primary Failure 
A basic component failure; the primary, inherent, failure 

mode of a component. A random failure event. 

 
Secondary Failure 

An externally induced failure or a failure mode that could 

be developed in more detail if desired. 

 

Normal Event 
An event that is expected to occur as part of normal 

system operation. 

 

AND gate The output occurs only if all of the inputs occur together. 

 

OR gate The output occurs only if at least one of the inputs occurs. 

 

Secondly, important concepts are defined (Ericson, 2005): 

Cut set — Also called fault path, a cut set is a group of events that lead to the undesired event. 

Minimal cut set — It is the cut set that contains the minimum number of events. 

CS order — Number of items contained in a cut set. If the cut set consists only of one event, 

it is called a single point of failure. A dual point of failure has two events linked by an AND 

gate.  

Primary fault/failure — Independent component failure that cannot be further developed.  

Secondary fault/failure — Independent component failure that is caused by an external force 

on the system like out-of-tolerance operational or environmental conditions. 

Command fault/failure — Item that is forced into a fault state by system design. A normal 

operational state can become a command fault if it happens at wrong time or does not happen 

when expected.  

Then, three construction basics must be used (Ericson, 2005): 

 I-N-S Concept: It is based on the question “What is the immediate (I), necessary (N), 

and sufficient (S) to cause the event?”. It prevents the analyst from forgetting 

important cause and adding non necessary information. 

 SS-SC Concept: It is based on the question “Is the failure a state-of-the system (SS) or 

a state-of-component (SC)?”. An event caused by a component failure will be referred 

to as a SC event while other faults will be classified as SS events. A SS event is 

further developed using I-N-S logic and a SC event will have P-S-C inputs.  
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 P-S-C Concept: It is based on the question “What are the primary (P), secondary (S), 

and command (C) causes of the event?”. This concept focuses on finding particular 

causes.   

2.2.3.3 Workflow 

The following steps are required to perform a FTA.  

 Gather information on system design, this information can be given by design 

requirements, functional block diagrams, reliability block diagrams, list of 

components and functions, drawings and all documents that can be derived from the 

system definition.  

 Define the Top Undesired Event according to the problem description. 

 Establish boundaries by defining rules to follow and scope of the problem. 

 Construct Fault Tree by following the construction rules defined in Section  2.2.3.2. 

The process of building a FT is a repetitive process consisting of asking the questions 

defined in the construction basics I-N-S, P-S-C and SS-CC. 

 Evaluate Fault Tree by using cut sets and probability. This step allows to find safety-

critical paths to consider in the elicitation of safety requirements. 

 Validate, modify and document the Fault Tree along the design. 

2.3 Wireless communication  

This section presents general knowledge about wireless communication systems as well as 

more specific wireless communication cases. 

2.3.1 Basic wireless communication protocol layers 

A communication system is intended to allow the transfer of data between any kinds of 

systems. In order to achieve this mission, it must perform complex tasks with the data 

(routing, segmenting, transmitting...) and present a high adaptability. These constraints 

motivated the choice of a layered architecture for communication systems (Duhamel & 

Kieffer, 2009). 

The Open Systems Interconnection (OSI) is the generic reference architecture for 

communication systems. It consists of seven layers with a particular role in the 

communication. On the receiver side, each layer receives information for the lower layer and 

transmits its own process results to the upper layer. By assuming that all layers processes are 

perfect, matching layers on transmitter and receiver side can be seen as directly connected 

(Duhamel & Kieffer, 2009). 

The development of Internet led to a new protocol, called TCP/IP, which is a simplified 

version of the OSI model. The TCP/IP protocol only consists of four layers. Table 6 presents 

the role of the different layers.  
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Table 6 - Communication system layers description (Iniewski, et al., 2007) (Duhamel & Kieffer, 2009) 

TCP/IP layer 
Corresponding OSI 

layers 
Description 

Host-to-Network 

or Link layer 

Physical Layer 

Link Layer 

Mission: Transfer packets between devices connected 

by the physical communication link, adapt the data to 

the channel 

Data packet name: Frame 

Example: Fast Ethernet protocol, Wi-Fi protocol 

Network layer Network layer 

Mission: Move packets from source to destination 

using a particular routing protocol 

Data packet name: Datagram (connectionless mode)  

or segment (connection-oriented mode) 

Examples: IP protocol (connectionless) 

Transport layer Transport layer 

Mission: Assure end-to-end communication between 

client and server applications.  

Data packet name: Datagram (connectionless mode) 

or segment (connection-oriented-mode) 

Example: TCP (connected mode), UDP (not connected 

mode) 

Application layer 

Session layer 

Presentation layer 

Application layer 

Mission: -Manage reconnection when a connection has 

been broken 

-Ensure compatibility of data between applications task 

-make use of the transferred data according to user 

purpose 

Data packet name: Message 

Example: FTP, web browsers 

 

In this Master Thesis, the focus is the wireless communication. Unlike wired link such as 

Ethernet, wireless communications present often a high Bit Error Rate (BER) and the data 

transferred over a wireless link might not be received by the receiver. The quality of the signal 

received might indeed be reduced due to interferences on the wireless channel, collisions or 

because devices are out of range from each other. Collisions happen when a receiver hears 

two transmissions from two different devices and receives wrong data because it cannot make 

a difference between the transmissions (Epstein, 2009). These issues show that it is necessary 

to add new mechanisms for protecting data integrity in the cases of wireless network.  

The standard IEEE 802.11, best known as Wi-Fi protocol, implements new mechanisms 

compared to wired network. It is based on the concept of Carrier Sense Multiple Access with 

Collision Avoidance (CSMA/CA) (Epstein, 2009). This protocol implements the following 

mechanisms: 

 Packetization: The size of the packets has to be adapted to the wireless channel 

(Duhamel & Kieffer, 2009). 

 Collisions avoidance with carrier sense:  Special frames are sent back to back to check 

if the receiver is ready to receive a new frame or still busy. The rule is that senders 

must receive a message from receivers before they transmit their own message, in 

order to ensure that no device is already transmitting to this receiver. The sender sends 

first a Request-To-Send (RTS) frame to the receiver. If it is ready to receive, the 

receiver will send back a Clear-To-Send (CTS) frame to the transmitter that will start 

to transmit directly. This concept allows to avoid collisions of packets (Epstein, 2009).  
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 Acknowledgment: The receiver is required to send a frame, the acknowledgment, back 

to the sender directly after it received data (Epstein, 2009).  

 Retransmission: In case a required acknowledgment is not received by the sender 

within a certain time or if the receiver notifies the reception of an erroneous frame, the 

sender transmits again the same frame (Duhamel & Kieffer, 2009). 

 Sequence number: This number is unique for each couple of sender-receiver and helps 

keeping track of retransmissions. The sequence number increases at each new 

transmission but does not change in case of retransmission. It is useful to detect lost 

frames and filter duplicated ones (Epstein, 2009). 

 Addition of redundancy: Redundant information, such as checksums, is added to 

useful data to correct transmission errors and reduce the number of retransmissions 

(Duhamel & Kieffer, 2009).  

These rules can help reducing the BER but also lead to the reduction of the throughput, useful 

bit rate, dedicated to user. Most of the data bits are indeed not useful data but redundancy or 

control bits (Duhamel & Kieffer, 2009). 

IEEE 802.11 implements the previous mechanisms in two layers corresponding to the OSI 

physical and link layers:  

 Physical layer (PHY): The layer manages the transmission of data over the wireless 

link thanks to radio frequency technology. IEEE 802.11 defines two types of spectrum 

techniques: Frequency-Hopping Spread Spectrum (FHSS) and Direct-Sequence 

Spread Spectrum (DSSS) (Duhamel & Kieffer, 2009). 

 Medium Access Control layer (MAC): This layer corresponds to the OSI link layer. It 

provides protocols managing nodes access to the network based on Carrier Sense 

Multiple Access with Collision Avoidance (CSMA/CA) (see previous description of 

the mechanisms). 

The difference between a wireless and a wired link is located in the lower layers described 

before. The upper layers used in wired links are still relevant for wireless channels.  

 Network layer: Internet protocol (IP) is often used as the network protocol. IP protocol 

provides an unreliable delivery service. The protocol simply makes its best effort to 

transfer the datagrams from the transport layer in a correct way but it does not provide 

explicit mechanisms to ensure a quality of service (Iniewski, et al., 2007).  

 Transport layer: Two protocols can be used in the transport layer. User Datagram 

Protocol (UDP) provides connectionless datagram transmission. It adds nothing more 

to the IP datagram than port numbers and checksum and does not include 

acknowledgment and retransmission mechanisms. Thus, UDP service is unreliable but 

it allows a good useful bit rate and low delays (Iniewski, et al., 2007). On the contrary, 

Transmission Control Protocol (TCP) achieves a reliable connection-oriented service 

by performing new mechanisms on the IP datagram. TCP implements some 

mechanisms already present in the MAC layer such as sequence numbers, 

acknowledgments and retransmissions. Its specificity lays in the implementation of 

flow control on both sender and receiver sides. These mechanisms help avoiding 

congestion on the network by assuring that the receiver’s buffer has enough place left 

to store the incoming data. The number of packets lost due to congestion is then 

reduced but delays can be quite important (Iniewski, et al., 2007).  
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2.3.2 Special use of wireless communication 

The transfer of data via a wireless link appears in domains different from the basic Internet 

use case. Now, wireless links carry control-related data over wireless sensors and actuators 

network in industrial process or safety-related data between vehicles or between vehicles and 

infrastructure in ITS. In order to comply with the constraints imposed by such 

communication, basic wireless communication layers require improvements.  

2.3.2.1 A classification of wireless communications 

Depending on the application for which they are used, communication protocols present 

different characteristics and requirements. The following classification is inspired by the one 

presented in (Kim, et al., 2010) with some changes. 

Concerning the influence of the latency, two categories are defined: 

 Delay-sensitive: The data must be delivered at a specific time. This characteristic is 

related to the soft real-time requirement of a system. This means that a delay in the 

delivery of the data does not lead to a complete failure of the system (hard real-time 

requirement) but may cause a reduction of the quality of service of the application. 

 Delay-tolerant: These applications can handle delays in the communication without 

any reduction of performance. 

The next criterion is the reliability of delivery. Applications can be required to be: 

 Totally reliable: Every data packet needs to be delivered correctly. 

 Simply reliable: For these applications, the protocol does not assure the delivery of 

every packet but offers its “best effort” to do it.  

The scheduling is also an important criterion. Communications can be: 

 Time-triggered: The messages are sent periodically according to the global time.  

 Event-triggered: The messages are sent only after a particular event has occurred, for 

example a state change or an external interrupt.  

The multimedia streaming is a particular kind of data traffic since it is not either time or event 

triggered. It can be seen as a continuous traffic of data and has special protocol requirements. 

A single communication can transfer data of different flow types. The protocol needs thus to 

handle several requirements. Table 7 gives some examples of applications with their 

characteristics. 
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Table 7 - Wireless applications classification 

  Delay-sensitive Delay-tolerant 

Time-

triggered 

Totally reliable Industrial control / 

Simply reliable  / Environmental monitoring 

Event-

triggered 

Totally reliable Emergency signals E-commerce, E-banking 

Simply reliable / Message information 

Multimedia 

streaming 
Simply reliable Video, voice transfer / 

 

Most of wireless communication applications can be classified with these criteria. However, 

the network topology and environment bring new constraints for the protocol design. 

Vehicular Ad Hoc Network and Wireless Sensors and Actuators Network are presented as 

examples of particular networks.  

2.3.2.2 Vehicular Ad hoc Network (VANET) 

A VANET corresponds to a network formed by vehicles connected by short-range wireless 

links to other vehicles or to devices located on the road side. The wireless communication is 

called Vehicle-To-Vehicle (V2V) communication when it involves only vehicles and Vehicle-

To-Infrastructure (V2I) communication when a vehicle is connected to a road side element. 

VANETs are characterized by their important mobility and dynamic network topology. Their 

development is motivated by the desire to improve road safety by allowing cooperation 

between vehicles and road infrastructure. Cooperative driving is an important part of the 

Intelligent Transport System (ITS) field research.(Santi, 2012) 

In order to fulfill the requirements of high mobility and dynamic network, basic wireless 

technology might be improved. A new amendment of the standard IEEE 802.11 was released 

to this purpose. Called IEEE 802.11p, this new standard brings changes to the PHY and MAC 

layers. On the physical layer, changes took into account the special radio propagation 

conditions and aimed at reducing multi-paths and Doppler effects. On the MAC layer, 

connection procedures were simplified to allow quick setup of wireless link. This change 

addresses the need to quickly disconnect and reconnect to wireless links that might be 

disappearing or appearing because of the dynamic network topology. IEEE 802.11p 

introduces also multi-channel operation.(Santi, 2012)  

However, when applications using VANETs are safety-related, like intersection collision 

warning applications, and based on warning messages, new requirements are needed. The 

transmission of data must be reliable and present low latency.   

Jawhar, et al (2013) proposes an overview of current projects and research about inter-

vehicular communications systems. According to this research, IEEE 802.11p appears not to 

be adapted to the transmission of safety-related data because of high delays. Enhancements 

are developed in every layer of the wireless communication protocol in order to achieve a 

better determinism and timeliness. 
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2.3.2.3 Wireless sensors and actuators network (WSAN) 

A WSAN is a network consisting of several sensor nodes and actuator nodes. The nodes 

communicate between them via a wireless link like Wi-Fi or Bluetooth (Kim, et al., 2010). 

The sensors gather information about the environment and transmit it to the actuators which 

take decisions and react according to the received data (Gungor, et al., 2008). A WSAN is the 

particular case of Wireless Sensor Network (WSN) when actuators are part of the network. 

WSANs are used in applications that require an action to be done after a certain event has 

been reported by the sensors. For example, industrial process control applications can use this 

kind of network (Gungor, et al., 2008).  

WSANs bring the following new protocol challenges due to their particular topology and 

applications: 

 Scalability: The number of nodes is greatly higher than in a basic ad hoc network so 

the protocol shall deal with the possible changes in network size, density and topology 

(Kim, et al., 2010). 

 Energy-efficiency: The nodes have limited energy resources so the protocol shall take 

that into account (Kim, et al., 2010). 

 Low latency: Due to real-time requirements of the WSAN applications, the protocol 

shall respect delays bounds (Gungor, et al., 2008).  

 Mobility: The actuator nodes might be mobile in some applications and this mobility 

can lead to wireless link breakdown and loss of data (Gungor, et al., 2008).  

 Reliability: WSANs have different level of reliability requirements. Sensors to 

actuators can handle partial reliability due to the sensors values correlation while 

actuators need a complete reliability when they communicate between them to take a 

decision (Gungor, et al., 2008). 

In order to achieve these requirements, improvements are made on the basic IEEE 802.11 

layers MAC and PHY and new transport protocols are developed. The next section presents 

these improvements. 

2.3.3 Related work on wireless protocols improvements 

The current research on wireless communication tackles several kinds of problems from 

energy efficiency to reliability improvement. When dealing with binding networks intending 

to transfer safety-critical or real-time data such as VANETs or WSANs, several approaches 

can be found.  

Improvements can be performed in low communication layers such as Medium Access 

Control layer (MAC) and Physical layer (PHY). These two layers have, at first, different 

properties depending on the standard they belong to. For example, IEEE 802.11p is 

specialized in inter-vehicular networks and IEEE 802.15.4 proposes energy efficient 

protocols. Outside these standards, other improvements are brought by researchers. These 

enhancements are mainly based on the design of appropriate MAC schemes like hybrid 

TDMA/CSMA (Silvo, et al., 2013) or SDMA (Chen, et al., 2010). 

At higher level, new transport protocols can also increase wireless transmission performances. 

The interest can be to handle heterogeneous timeliness and reliability requirements (Gungor, 

et al., 2008) or to assure a high reliability and timeliness for safety-critical information 

(Chilamkurti, et al., 2010).  Interesting transport protocols were also developed independently 
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of the wired or wireless nature of the network like the time-triggered protocol of Kopetz and 

Grundsteidl (1993).  

As the deployment of wireless applications using OTS products is easy and inexpensive, 

researchers study the possibility to handle safety-critical applications with OTS wireless 

technologies. The work is done at really high level and aims at balancing the lack of safety of 

the OTS products. The idea can be to add another OTS communication technology, known to 

be safe, on the unsafe OTS wireless technology (Åkerberg, et al., 2010). Another solution is 

to design a safe protocol on top on the OTS wireless protocol (Malinowsky, et al., 2013). 

2.4 AUTOSAR standard 

This section presents briefly the AUTOSAR standard as it was used for the software 

architecture of the thesis project.  

2.4.1 Overview 

AUTomotive Open Standard ARchitecture (AUTOSAR, 2002) is an international 

development partnership launched in 2002. It involves all actors from the automotive industry 

such as car manufacturers, suppliers and tools developers.  

This standard was motivated by the increasing complexity of E/E systems and the need for 

more reliable and flexible solutions as well as a better quality and reliability. It aims at 

achieving the future automotive requirements such as availability and safety, facilitating the 

use of off-the-shelf components and optimizing the cost.  

One of the main principles of AUTOSAR is the possibility to reuse software components in 

any architecture and with any hardware. AUTOSAR proposes several layers of abstraction 

containing independent software modules responsible for a specific function in the ECU. This 

layered architecture allows to make the application software components independent from 

the hardware target on which it runs. 

2.4.2 Layers presentation 

To achieve flexible and scalable software architecture, AUTOSAR proposes a layered 

organization (see Figure 3). It contains three main layers on top on the ECU hardware: 

 Application layer: This layer is situated on top of the architecture and contains the 

software components implementing the application. More details can be found in 

Section  2.4.3. 

 Run Time Environment (RTE): This layer is responsible for inter- and intra-ECU 

information exchange. It implements a communication abstraction allowing the 

software components of the top application layer to provide and request data through 

the same interfaces for inter- and intra-ECU communication. The RTE is unique for 

each ECU and makes the software components independent from the mapping to a 

specific ECU. 

 Basic Software: This layer provides services to the application layer and makes the 

functional software operation possible on a particular ECU. It contains standardized 

and ECU-specific components. 

The Basic Software can be divided into three sub-layers:  
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 Microcontroller Abstraction Layer: This layer makes the higher layers independent 

from the microcontroller. It provides internal drivers accessing directly the 

microcontroller and standardized upper interfaces independent from the 

microcontroller.  

 ECU Abstraction Layer: This layer provides an abstraction between the higher 

software layers and the ECU hardware layout. It allows the higher layers to access 

peripherals without having information about the location and connection of these 

devices to the microcontroller.  

 Services Layer: This layer is located just under the RTE and provides services to the 

application layer and basic software modules. Some examples of services are: 

operating system, vehicle network communication, diagnostic. 

Figure 3 - AUTOSAR layers (AUTOSAR, 2002) 

2.4.3 Software components 

In the application layer, the organization changes from a layered architecture to a set of 

interconnected components. Each AUTOSAR Software Component contains a part of the 

functionality of the application. The encapsulated functionality can be simple and reusable, 

like a filter, or large and complex, like a whole control algorithm. Moreover, AUTOSAR 

allows the multiple instantiation of components.  

The components are designed to be independent from the microcontroller, the ECU mapping, 

the location of other software components with which they might interact and the number of 

times they are instantiated in the system. An AUTOSAR Software Component is described in 

terms of operations and data it provides and requires, requirements on the infrastructure, 

resources and internal behavior.  

The description of operations and data exchange is done via the concept of ports and 

interfaces. The ports are the interaction points between the components and belong to only 

one component. A port can either provide elements (PPort) or require elements (RPort). The 

elements to be exchanged are defined by the interfaces associated to the ports. The main 

interfaces are: 
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 Sender-Receiver interface: The exchanged elements are data or events. A sender 

distributes data to one or several receiver and a receiver requires information from 

several senders.  

 Client-Server interface: The exchanged elements are operations. A client requests the 

service and a server provides it. One server can provide operations to several clients.  

Table 8 presents the ports symbols corresponding to sender-receiver and client-server 

interfaces.  

 

Table 8 - Ports description (AUTOSAR, 2002) 

Kind of Port Kind of Interface Description Symbol  

RPort sender-receiver 
The component reads/consumes values 

of data-elements 

 

PPort sender-receiver 
The component provides values of data-

elements 
 

RPort sender-receiver 

The component reads/consumes values 

of data-elements from an AUTOSAR 

service 
 

PPort sender-receiver 
The component provides values of data-

elements to an AUTOSAR service 
 

RPort client-server 

The component requires (=uses or 

invokes) the operations defined in the 

interface 
 

PPort client-server 
The component provides (=implements) 

the operations defined in the interface 
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3 ELICITATION OF SAFETY REQUIREMENTS 

This chapter describes the process implemented to define safety requirements for the system. 

The workflow is based on the ISO 26262 safety lifecycle activities described in 

Section  2.1.2.2. 

3.1 Supporting documents 

The reasoning in this section was supported by the following references which describe 

applicative examples of safety requirements definition: (Ellims, et al., 2011), (Kwon, et al., 

2013), (Chen, et al., 2011), (Sandberg, et al., 2010), (ATESST2 Consortium, 2010), 

(ATESST2 Consortium, 2010), (ATESST2 Consortium, 2010) and (Birch, et al., 2013). 

3.2 Item definition 

The item definition consists of a written description of the item characteristics as well as 

diagrams for different abstraction layers of the system.  

Following is the description of the item: 

Scope: The system under focus is an embedded system implemented by only one ECU which 

can be integrated on an electric vehicle in order to control it remotely with a device such as a 

Smartphone or a tablet. If the safety of sensors and actuators is not the focus, their failure 

modes will be nevertheless in the scope of the hazard analysis because they will influence the 

safety of the item. In the same way, the HMI safety will not be considered in itself but this 

user interface might be used to implement some of the safety related features such as warning 

messages.  

The item is composed of a microcontroller with an embedded software and a module allowing 

wireless data transmission. It is a new development so the safety lifecycle will be applied 

entirely. 

Input: Sensors data, user commands. 

Output: Feedback data to user, PWM signals to actuators. 

Interfaces: Wireless communication network between ECU and HMI, SPI/UART interface 

between the microcontroller and the Wi-Fi module, interfaces with sensors (CAN, I²C, ADC, 

SPI…), interfaces with actuators (PWM).  

Purpose and functionality of the item: The item is intended to allow the user to control a 

vehicle with a Smartphone. A bidirectional data flow shall thus be implemented between the 

HMI and the item. First, the item shall gather operational and environmental data and send 

them to the HMI (Smartphone) via a wireless connection. Secondly, the item shall receive the 

user commands via a wireless connection, calculate the appropriate control parameters and 

output corresponding control signals to the actuators.  

Non-functional requirements: Concerning extra-functional requirements, the timing is of 

interest. Commands of the user shall be received and treated by the ECU in a reasonable 

amount of time not to put the vehicle in danger (vehicle responding late to the user 

command). Moreover, the user shall have access to updated data at a frequency that allows 

him to control the vehicle in an appropriate way.  
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Legal requirements: The United Nations Economic Commission for Europe, which 

promotes the economic cooperation between its members, has published 131 automotive 

regulations and 14 General Technical Regulations. These regulations address many different 

parts of the vehicle. Some of the regulations might be of interest for the item under 

study.(UNECE, 2014)  

Operating modes: The item cannot be disabled since it participates to the actuation of the 

vehicle. It is always active. Nonetheless, operating modes could be defined related to the 

distance between the vehicle and the HMI. The wireless communication is degraded when the 

distance is too important. Depending on the range allowed by the wireless communication 

hardware, modes can be defined.  

Operating scenarios: The item is to be used to control a road vehicle with or without 

passengers. More details about operating scenarios are given in Section 3.3.2.1.  

Behavior achieved by similar functions, systems or elements, if any. Potential 

consequences of behavior shortfalls including known failure modes and hazards: 

Knowledge can be gain by studying other remote control vehicles, either ground, aerial or 

underwater, to see what can be potential failures related to the remote control itself. The 

wireless communication represents the sensitive part of the system. 

This description is supported by the functional block diagram in Figure 4. The figure 

describes the functional concept of the item independently from implementation. The 

description of the blocs can be found in Table 9. 

<<HMI>>
HMI Command

<<Communication Interface>>
Wireless communication

<<Main Controller>>
Data manager

<<Main Controller>>
Controller

<<HMI>>
HMI Display

User speed and 
direction commandsOperational 

and environmental data 

Operational 
and environmental data 

Speed and 
direction commands

VEHICLE / ENVIRONMENT

Operational 
and environmental data 

Speed and 
direction commands

Speed and steering angle

 

Figure 4 - Functional block diagram 
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Table 9 - Functions description 

Function Description 

HMI display Display the received data 

HMI Command Send user commands 

Wireless communication Transfer data between the HMI and the vehicle 

Data manager Gather and distribute information on vehicle and its environment 

Controller Compute control parameters and output them to actuators 

 

Figure 5 is the technical architecture of the system with consideration of software and 

hardware elements. 

 

<<HW/SW element>>
Wi-Fi module firmware

<<SW component>>
Sensors 

<<SW component>>
Actuators

<<SW component>>
Control Algorithm

<<HW/SW element>>
Graphical HMI on tablet

Sensors data 
(speed and direction feedback 

+ other information)

Feedback data 
on vehicle state

Sensors data 
(speed and 

direction feedback)
Speed and direction

 commands
Speed and direction 

commands

<<HW element>>
Sensors

Sensors 
data

<<HW element>>
Actuators

Actuators 
signals

Speed and direction control parameters

VEHICLE/
ENVIRONMENT

HW
MICROCONTROLLER

HW
WIFI MODULE

HUMAN 
MACHINE 

INTERFACE
(tablet)

System under development
(item)

Sen
so

r IF
A

ctu
ato

r IF

SP
I / U

A
R

T

Sensor Interface (IF) = 
CAN, SPI, I²C, ADC...

Actuator Interface (IF) = 
PWM, DAC....

<<SW component>>
Wi-Fi com handler

Figure 5 - Technical block diagram 
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3.3 Hazard analysis and risk assessment 

The hazard analysis and risk assessment phase is critical for the elicitation of safety 

requirements. Further analysis is based on this activity. In order to implement this step in the 

best way, ISO 26262 gives the following criteria (International Organization for 

Standardization (ISO), 2011): 

 The analysis shall describe the operational situations and operational modes for which 

the malfunctioning behavior of an element is able to trigger hazards; when the system 

is properly used and when it is misused in a predictable manner.  

 A list of operational situations to be assessed must be prepared.  

 The hazards of the item should be determined systematically. Brainstorming, 

checklist, FMEA and field study can be used for the extraction of risk. 

 The risks should be defined in terms of conditions or events that can be observed on 

the vehicle. 

 The consequences of hazardous events must be identified for the relevant operational 

situations and modes. 

3.3.1 Hazards identification 

The first step is to identify the hazards. The methodology includes the use of PHL/PHA and 

FMEA.  

3.3.1.1 PHL/PHA 

The PHL/PHA technique was chosen to initiate the definition of hazards because it is a 

method that allows to structure a brainstorming process. It is a good base for further hazard 

analysis. In this section, the word “hazard” refers to an indirect source of harm. Based on the 

workflow described in Section  2.2.1, the PHA was implemented as follows: 

1. Gather information on system design 

The item definition (see Section  3.2) represented the main source of design information.  

2. Gather information on hazards 

A short field study was performed for the Wi-Fi field. It shows that Wi-Fi connections are 

sensitive to electromagnetic interferences, weather conditions such as rain, and obstacles such 

as buildings or vegetation (Fong, et al., 2003) (Wenneström, 2013). These factors can create 

interferences and cause network breakdown, loss of packets and data corruption. In addition, 

they are unpredictable so their consequences have to be carefully studied in the hazard 

analysis. 

Then, a hazard checklist was set up to support the brainstorming process. The list was inspired 

by (Ericson, 2005). The following factors were considered: 

 Subsystem interfaces: signals, voltages, timing, human interaction, hardware, etc. 

 System compatibility constraints: material compatibility, electromagnetic interference, 

transient current, ionizing radiation, etc.  

 Environmental constraints: drop, shock, extreme temperatures, noise and health 

hazards, fire, electrostatic discharge, lightning, X-ray, electromagnetic radiation, laser 

radiation, etc. 
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 Undesired states: inadvertent activation, fire/explosive initiation and propagation, 

failure to safe, etc. 

 Software errors: programming errors, programming omissions, logic errors, etc. 

 Human error: operator functions, tasks, requirements, etc. 

3. Breakdown the system 

Based on the item definition, the following list of functions was used:  

 Gather data from sensors  

 Send data to user via a wireless connection  

 Receive commands from user 

 Calculate control parameters 

 Output commands to actuators  

4. Identify Hazard  

The functions identified in step three were compared with the hazard checklist. A two-way 

table was implemented so that no combination was omitted. The results can be seen in Table 

29 in Appendix A.  

5. Analyze Hazard 

The hazards found in step four were further analyzed. Table 30 in Appendix A specifies the 

causes, direct effects, effects on the vehicle and recommended action to mitigate the risk. 

PHA is also supposed to include risk level with or without mitigation. As this risk level will 

be assessed later in the ISO 26262 process, it does not appear in the table.  

3.3.1.2 FMEA 

In order to stay at a high level of abstraction, it was decided to implement a functional FMEA. 

The FMEA was chosen to analyze more specifically the effects of the malfunctioning 

behavior of the item functions on the vehicle. Based on the workflow described in 

Section  2.2.2, the FMEA was implemented as follows: 

1. Gather information on system design 

The item definition (see Section  3.2) represented the main source of design information.  

2. Gather information on failures 

According to Ericson (2005), functional failure modes represent the adverse states in which a 

function can be. Some examples are (Ericson, 2005): 

 Function fails to perform 

 Function performs incorrectly 

 Function performs at incorrect time (too early or too late) 

 Function provides incorrect or misleading information 

 Function sends or receives incorrect data 

3. Breakdown the system 

To define the elements to consider, the item was considered as a black box so the internal 

logic of the system was not taken into account. The following list of functions was set up: 

 Send speed data to user wirelessly,  

 Send steering angle data to user wirelessly,  
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 Receive speed command from user wirelessly,  

 Receive steering angle command from user wirelessly,  

 Output speed control signal to actuator,  

 Output steering angle control signal to actuator 

The functions that were considered for the FMEA are only related with inputs and outputs of 

the item. A distinction was made between direction and speed related functions to help 

assessing the effect of a malfunctioning behavior at vehicle level.  

4. Analyze the item and their failure modes 

In this step, items from step three and failure modes information from step two are put 

together to fill the FMEA worksheet.  

First, failure modes were refined for each function.  Table 10 summaries the results. Then the 

local and vehicle level effects of these failure modes were described. As mentioned in the 

beginning of Section  3.3, ISO 26262 recommends to take the operational situations into 

account when describing effects of potential hazard on the vehicle. For that purpose, each 

failure mode was confronted with a combination of a vehicle operational state and a user 

request. Table 11 specifies the vehicle operational states and user requests that were combined 

in the FMEA. 

Finally, potential causes of the failure modes were added to the analysis. A first evaluation of 

the severity of the hazards was also done with the following scale: 1=No effect, 2=Non 

dangerous effect, 3=dangerous effect controllable by the user, 4=dangerous and 

uncontrollable effect. The resulting FMEA worksheet can be found in Table 31 in Appendix 

A. This worksheet is a summary of the results since the impossible parameters combinations 

were removed.  

Table 10 - Functional failure modes 

Send speed data to user wirelessly Send steering angle data to user wirelessly 

Fails to perform Fails to perform 

Sends higher speed than real Sends higher steering angle than real 

Sends lower speed than real  Sends lower steering angle than real  

Sends inverted speed Sends inverted steering angle 

Send frozen value of speed Sends frozen value of steering angle 

Output speed control signal to actuator Output steering angle control signal to actuator 

Fails to perform Fails to perform 

Performs inadvertently Performs inadvertently 

Outputs higher speed control signal than requested 
Outputs higher steering angle control signal than 

requested 

Outputs lower speed control signal than requested Outputs lower steering angle control signal than requested 

Outputs frozen value of speed control signal Outputs frozen value of steering angle control signal 

Receive speed command from user wirelessly Receive steering angle command from user wirelessly 

Fails to perform Fails to perform 

Receives higher speed command than requested Receives inverted steering angle command 

Receives lower speed command than requested Receives higher steering angle command than requested 

Receives inverted speed command Receives lower steering angle command than requested 

 



45 

Table 11 - Operational situations data 

User requests Operational states 

Accelerate forward Moving forward  

Decelerate  Moving backward 

Accelerate backward Turning left 

Turn right Turning right 

Turn left Standstill 

Do nothing 
 

 

3.3.1.3 Results 

According to ISO 26262, hazards have to be formulated at vehicle level to allow the 

specification of hazardous events later in the process. PHA allowed to structure a primary 

brainstorming process to find hazards in relation to the item (see Table 29 in Appendix A). 

The PHA analysis presented in Table 30 in Appendix A helped determining the consequences 

of item hazards on the vehicle. Concerning the FMEA technique, it enables to focus on the 

item malfunctioning functions. The added value of FMEA is that during the determination of 

the consequences at vehicle level, the current state of the vehicle and the user commands are 

taken into account (see Table 31 in Appendix A). Both hazard analyses resulted in the list of 

vehicle level hazards presented in Table 12. 

Table 12 - List of hazards at vehicle level 

Vehicle hazards  

The vehicle speed does not change with the user request 

The vehicle speed does not correspond to the user request 

The vehicle speed changes without user request 

The vehicle direction does not change with the user request 

The vehicle direction does not correspond to the user request 

The vehicle direction changes without user request 

The user receives erroneous vehicle feedback data  

The user does not receive updated vehicle feedback data 

 

3.3.2 Hazardous events identification 

ISO 26262 defines a hazardous event as (International Organization for Standardization 

(ISO), 2011): 

Hazardous Event — Combination of a hazard and an operational situation. 

First, operational situations were defined before combining them with hazards found in the 

previous stage. 

3.3.2.1 Operating scenarios 

Various scenarios can happen during a vehicle’s life and ISO 26262 only specifies that 

scenarios have to be relevant. When looking into practical examples of ISO 26262 

implementation in the literature, the identification of operational scenarios is rarely detailed 
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and authors only specify final hazardous events directly. One example (Ellims, et al., 2011) 

was however considered as a model to set up a process to define operational situations. To 

begin, road accidents data were used. These data comes from the document Road Accident 

Data (UK Data Service, 2013). They concern United Kingdom but can be generalized to all 

countries as it only gives criteria influencing driving in a general way. 

In the document (UK Data Service, 2013), examples of criteria which can influence the 

vehicle operation are: 

 Class of road (motorway, public roads…) 

 Road type (straight, curve, dual ways, single way, one way street, roundabout, slip 

road, …) 

 Junction details (Not at junction or within 20 m, roundabout, mini-round about, T, Y 

or staggered junction, slip road, crossroads, multiple junctions, private drive, entrance) 

 Junction control (authorized person, auto traffic signal, stop sign, give way or 

uncontrolled 

 Road users (presence or not, types of vehicles, passengers…) 

 Pedestrians (presence or not, movements, locations….) 

 Light conditions (Daylight, Darkness - lights lit, Darkness - lights unlit, Darkness - no 

lighting, Darkness - lighting unknown) 

 Weather conditions (Fine no high winds, Raining no high winds, Snowing no high 

winds, Fine + high winds, Raining + high winds, Snowing + high winds, Fog or mist, 

Other, Unknown) 

 Road surface conditions (Dry, Wet or damp, Snow, Frost or ice, Flood over 3cm. 

deep) 

 Traffic conditions (light, normal, heavy, congestion…) 

 Vehicle maneuvers (Parked, Slowing or stopping, Turning left/right, Changing lane to 

left/right, Overtaking moving/static vehicle, Overtaking static vehicle, Going 

ahead….) 

As it seems complex to study all combination of these criteria to set up operational scenarios, 

all choices have to be carefully described. It has been considered that criteria such as weather, 

light conditions, road type and road surface conditions are unknown. It was decided to define 

fixed environments and some modifiers to these initial environments.  

In the first fixed environment, the vehicle is considered to travel in urban area on a public 

dual carriageway with speed limited to 50 kmh
-1

. The area involves pedestrians and other road 

users. It is assumed than pedestrians use protected crossing areas (crosswalk) when crossing 

the road.  

Concerning the modifiers, the vehicle can be moving or standing still. In moving situations, 

the vehicle can be in normal traffic or in congestion traffic. In normal traffic, the car is 

traveling at limited speed and legal minimal distance between vehicles is respected. 

According to french laws, at 50 km.h
-1

, the legal minimal distance between vehicles is 28 

meters, corresponding to the distance that the car travels within two seconds. In congestion 

traffic, the vehicle speed is between zero and five kmh
-1 

and the distance between vehicles is 

less than two meters. In standstill situations, the vehicle can be stopped at a junction or at a 

pedestrian crosswalk.  

Another fixed environment is defined by a special location such as a parking. In this kind of 

environment, the vehicle can be stopped or moving at a speed slower than 30 kmh
-1

. The area 

involves pedestrians and other road users. Unlike the previous environment, pedestrians 
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evolve outside protected areas. It is assumed that the distance between vehicles still 

corresponds to the distance that the car travels within two seconds and thus depends on the 

actual speed of the vehicle.  

As the item is intended to control the speed and the direction of the vehicle, it was important 

to consider the user requests at the moment the hazard occurs for both environments.  

Table 13 and Table 14 summary the operating scenarios considered in the next step.  

Table 13 - Operating scenarios 1 

Initial environment 

Area Urban 

Road class/Location Public dual carriageway 

Speed limit 50 kmh
-1

 

Presence of pedestrians Yes, on crosswalk and on road side (pavements)  

Presence of other road users Yes, with or without passengers 

Modifiers 

Vehicle maneuvers 

Moving 

Normal traffic: 

Speed = 50 kmh
-1

 

Distance between vehicles = 28 m 

Congestion traffic: 

0 < Speed < 5 kmh
-1

 

Distance between vehicles < 2 m 

Standstill 

At a junction, preceded and followed by other 

vehicles 

At a crosswalk with presence of pedestrians 

User request Acceleration, Deceleration, Turning left/right, No request 

Table 14 - Operating scenarios 2 

Initial environment 

Area Urban 

Road class/Location Open-air parking 

Speed limit 30 kmh
-1

 

Presence of pedestrians Yes, without specific protected areas  

Presence of other road users Yes, with or without passengers 

Modifiers 

Vehicle maneuvers 

Moving 

Parking: 

0 < Speed < 30 kmh
-1

 

Distance between vehicle = not defined 

Standstill 
Preceded by a vehicle, waiting for a vehicle to 

leave a parking place… 

User request Acceleration, Deceleration, Turning left/right, No request 
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3.3.2.2 Hazardous events  

Table 15 shows the hazardous events resulting from the combination of the hazards defined in 

Section  3.3.1.3 and operating scenarios derived in Section  3.3.2.1. Only the environment 1 is 

considered in the hazardous events determination.  

Table 15 - Hazardous events 

Number Hazard Vehicle maneuvers  User request 

HE1 
The vehicle speed does not change with 

the user request 
while 

travelling 
in normal 

traffic 
with deceleration 

request 

HE2 
The vehicle speed does not correspond to 

the user request (higher/lower, inverted 

speed compared to the request) 

while 

travelling 
in normal 

traffic 
with any request 

HE3 
The vehicle speed changes (acceleration) 

without user request  
while 

standing still 
in congestion 

with no request from 

user 

HE4 
The vehicle speed changes (acceleration) 

without user request  
while 

standing still 

at a 

pedestrians 

cross walk 

with no request from 

user 

HE5 
The vehicle speed changes (deceleration) 

without user request  
while 

travelling 
in normal 

traffic 
with no request from 

user 

HE6 
The vehicle direction does not change 

with the user request 
while 

travelling 
in normal 

traffic 
with turning request 

HE7 
The vehicle direction does not change 

with the user request 
while turning 

in normal 

traffic 
with going straight 

request 

HE8 

The vehicle direction does not 

correspond to the user request 

(higher/lower, inverted steering angle 

compared to the request) 

while 

travelling 
in normal 

traffic 
with any request 

HE9 
The vehicle direction changes without 

user request 
while 

travelling 
in normal 

traffic 
with no request from 

user 

HE10 
The user receives erroneous vehicle 

feedback data 
while 

travelling  
in normal 

traffic 
with any request 

HE11 
The user does not receive updated 

vehicle feedback data 
while 

travelling  
in normal 

traffic 
with any request 

 

3.3.3 Risk assessment 

In this step, the hazardous events were classified with the help of ASILs. The concept of 

ASIL classification was explained in Section  2.1.2.3 but some more precisions about how to 

interpret these risk levels will be given in the current section. Possible consequences of the 

hazardous events if they are not controlled will be described and used as input information for 

the risk assessment.  

3.3.3.1 Interpretation of ASILs 

As explained previously in this report, ASILs are used to classify the abstract level of risk that 

needs to be reduced to avoid potential hazards in an automotive system. The classification is 

based on three parameters: the severity (S), the controllability (C) and the exposure (E). The 

part 3 of ISO 26262 provides information to help assigning each criterion. 
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The severity of the injuries can be assigned with the help of different scales, for example the 

Abbreviated Injury Scale from the Association for the Advancement of Automotive Medicine. 

In the present study, the scale was not used, due to time and access limitations. The following 

reasoning was adopted when assigning the severity. If a hazardous event consequence 

involves the possible collision with a pedestrian at a speed around 50 kmh
-1

, it is considered to 

be S3. When the event only concerns cars and the speed is limited, the severity can be S2 or 

S1. Further justification was given for each hazardous event.  

Concerning the controllability, the standard provides the following statement for the category 

C2: “90 % or more of all drivers or other traffic participants are usually able to avoid harm”. 

In the present analysis, it could not be concluded without a doubt that this statement is true for 

the hazardous events. It was, therefore, considered that all hazardous events are difficult to 

control or uncontrollable.  

Finally, for the exposure, ISO 26262 proposes a justification based on the operating time of 

the vehicle. The different levels are separated by a decimal order of magnitude. Based on a 

practical example of ISO 26262 implementation (Kwon, et al., 2013), the following scale was 

used. E2 corresponds to the vehicle being exposed to the hazardous event less than 1 % of its 

operating time. E3 means that the vehicle is exposed between 1 and 10 % of its operating 

time. E4 corresponds to an exposure of more than 10 % of the operating time of the vehicle. 

For the scenarios considered in this analysis, the exposure will be E4 for a vehicle moving in 

normal traffic and E3 for the vehicle in congestion traffic or stopped at a crosswalk.  

3.3.3.2 Determination of ASILs 

The consequences of the hazardous events if not controlled were defined and evaluated 

regarding severity, controllability and exposure. The levels were assigned according to the 

interpretation developed in the previous section. The final ASILs were then determined in 

accordance with the combinations of criteria specified in Table 4 in Section  2.1.2.3. 

Appendix B presents the complete ASILs specification. Table 16 summaries the 

consequences and the resulting ASILs. 
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Table 16 - Consequences of hazardous events and corresponding ASILs 

Hazardous 

event number 
Consequences if not controlled Corresponding ASIL 

HE1 
The vehicle does not decelerate, it might injure a 

pedestrian, collide with previous vehicle, provoke an 

accident at junctions. 
S3+C3+E4 = ASIL D 

HE2 
The vehicle is uncontrollable and can provoke an 

accident with other road users or pedestrians. 
S3+C3+E4 = ASIL D 

HE3 
The vehicle accelerates forward or backward 

inadvertently and collides with the previous or the next 

vehicle. 
S1+C3+E3 = ASIL A 

HE4 
The vehicle accelerates forward or backward, and 

either injures a pedestrian on the crosswalk or collides 

with the following vehicle. 
S3+C3+E3 = ASIL C 

HE5 
The vehicle decelerates inadvertently and the next 

vehicle collides with it. 
S2+C3+E4 = ASIL C 

HE6 
The vehicle misses its trajectory; it might collide with 

other road users or hurts pedestrians. 
S3+C3+E4 = ASIL D 

HE7 
The vehicle misses its trajectory, it might collide with 

other road users or hurts pedestrians. 
S3+C3+E4 = ASIL D 

HE8 
The vehicle is uncontrollable and can provoke an 

accident with other road users or pedestrians. 
S3+C3+E4 = ASIL D 

HE9 
The vehicle has an unintended trajectory, it can 

provoke accidents with other road users and hurts 

pedestrians. 
S3+C3+E4 = ASIL D 

HE10 The vehicle is not controlled appropriately. S3+C3+E4 = ASIL D 
HE11 The vehicle is not controlled appropriately. S3+C3+E4 = ASIL D 

 

3.4 Safety goals specification 

This section gives details about the specification of the safety goals based on the previous 

phase of hazard analysis and risk assessment. 

Safety goals definition is an important step of the process as they constitute the top-level 

safety requirements and will be the base for further safety requirements derivation. 

Concerning the formulation of safety goals, two ways of thinking can be described. First, 

when applying literally the ISO 26262 standard, the safety goal can simply be a negation of 

the targeted hazardous event. This formulation is used in the practical example (Kwon, et al., 

2013) in which ISO 26262 is applied to an electric power-steering (EPS) system. Kwon 

(2013) considers the hazard “Unintended steering assist” and formulates the corresponding 

safety goal as “The EPS system shall not apply an unintended force to the vehicle steering 

system”. 

Another view of the safety goals formulation is given in (Birch, et al., 2013) in which the 

safety case building process is studied. According to this paper, defining a safety goal as the 

negation of a hazardous event is too elementary. Even if this process can appear legitimate as 

regards ISO 26262 literal understanding, it is not recommended because it restricts the 

mitigation action of the safety goal to a simple reduction of the malfunctioning behavior 

probability. The safety goal can also be formulated with the perspective of limiting the 

severity, reducing the exposure or improving the controllability. In any case, a justification 

has to be given to prove the participation of the safety goal to the mitigation of the risk level.  
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Table 17 contains the safety goals for the current study and their justifications. The final ASIL 

corresponds to the highest ASIL from the hazardous events related to the safety goal.  

Table 17 - Safety goals 

Reference Formulation 
Related 

Hazardous 

events 

Final 

ASIL 
Justifications 

SG1 

If the vehicle enters a 

state in which the user 

cannot control it 

anymore, the vehicle 

shall transit to a safe 

state. 

HE1, HE2, 

HE6, HE7, 

HE8, 
D 

This safety goal allows to improve the 

controllability since the vehicle can react to the 

hazardous event. It also reduces the severity of 

the event. Even if the risk to injure somebody 

during the transition to the safe state is still 

possible, the vehicle has a lower speed. 

SG2 

The vehicle speed and 

direction shall not differ 

by more than 5 % from 

the user request and 

remain in a certain 

range. 

HE2, HE3, 

HE4, HE5, 

HE8, HE9 
D 

This safety goal ensures that the vehicle 

behavior does not become out of control. It 

targets the mitigation of unexpected behavior of 

the vehicle (= behavior that is not a 

consequence of user command). It reduces the 

exposure of concerned hazardous events and 

improves the controllability. 

SG3 

The transition to safe 

state shall take the close 

environment into 

account. 

HE1, HE2, 

HE6, HE7, 

HE8, H10, H11 
D 

The safety goal completes SG1 by reducing the 

risk to cause accident during the transition to 

safe state. If other road users are warned that 

the vehicle is suddenly decelerating, they can 

decelerate as well. Pedestrians can also be more 

reactive if they are warned that the car will 

move toward the side of the road. Moreover, the 

transition to safe state is adapted to the 

environment (deceleration more or less 

violent....) to avoid causing accidents with other 

road users. This safety goal reduces the severity 

and improves controllability. 

 

Mainly the safety goal SG1 will be derived further in the rest of the study.  

3.5 Functional safety concepts 

Functional safety concepts are a set of functional safety requirements that are intended to 

fulfill the safety goals. According to ISO 26262-3 (International Organization for 

Standardization (ISO), 2011), the specification of the functional safety requirements shall 

provide, if applicable, the following characteristics: 

 Operating modes in which the functional requirement is applicable 

 Fault tolerant time interval and other timing constraints 

 Safe states 

 Emergency operation interval 

 Functional redundancy 

It is also important to analyze the common failure causes and single points of failure in order 

to construct a complete assortment of functional safety requirements. ISO 26262 advises to 

conduct the analysis by means of FTA and FMEA techniques.  
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The functional safety concepts are formulated as follows: 

FSC1: Detection of uncontrollable states of the vehicle and implementation of safe state. 

FSC2: Comparison of user request with outputs to actuators, rejection of out of range values. 

FSC3: Consideration of the vehicle environment when transiting to safe state. 

The corresponding functional safety requirements can be found in Appendix C. The following 

sections describe the reasoning followed in the definition of some these requirements.  

3.5.1 Detection of uncontrollable states 

In the perspective of fulfilling the safety goals, new design solutions need to be added to the 

nominal functional architecture in order to obtain a preliminary safety architecture. An 

efficient method to find elements that need to be manage by safety mechanisms is to do a 

FTA on the initial architecture with the safety goal as a root event (Sandberg, et al., 2010). 

FTA technique was thus used following the workflow defined in Section  2.2.3. 

1. Gather information on system design 

The FTA will be based on the technical block diagram presented in Figure 5. 

2. Define the Top Undesired Event according to the problem description 

Instead of the safety goals, some of the hazards from the hazard analysis (see Table 12) are 

considered as Top Undesired Event. Hazards are formulated as practical cases for 

understanding purpose. Either speed or direction control is considered as it is assumed that 

both control chains have the same elements and thus errors propagate the same way. The Top 

Undesired Events are: 

 The vehicle does not decelerate while user decelerates (omission, FT1) 

 The vehicle accelerates without user request (commission, FT2) 

 The vehicle turns right while the user turns left (malfunction, FT3) 

3. Establish boundaries by defining rules to follow and scope of the problem. 

The error propagation is analyzed by considering inputs and outputs from each blocks of the 

technical architecture (see Figure 5). These blocks represent either software or hardware 

elements. The different failure modes will be classified between omission, commission or 

malfunction but will not be further detailed. 

4. Construct Fault Tree  

The fault tree FT1 can be seen in Figure 6. The events in red letters correspond to the root 

causes. These root causes are secondary events as they can be further developed. The symbol 

for secondary events was not used to simplify the tree. FT2 and FT3 can be found in 

Appendix E. 

5. Evaluate Fault Tree by using cut sets and probability 

As the system is considered without any safety mechanism, every root cause is a single point 

of failure leading directly to the undesired event. As all gates are OR gates, all paths contain 

only one event. As a consequence, all the cut sets are minimal. 
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Figure 6 - Fault tree 1, omission analysis 
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Table 18 summarizes the root causes from FT1, FT2 and FT3. The failures can be omission, 

commission or malfunction depending on the top undesired event.  

Table 18 – Root causes from FT1, FT2 and FT3 

Wireless communication 

failures 
Hardware failures Software errors 

1 
Wi-Fi connection 

breakdown 
4 Actuators  11 Controller (wrong calculations) 

2 Data corruption 5 Actuators interface (PWM) 12 Intra-software communication 

3 Loss of data packets 6 Sensors 13 Actuators (drivers problem) 

  7 
Sensors interfaces (CAN, I²C, 

ADC…) 
14 Sensors (drivers) 

  8 

SPI/UART interface between 

Wi-Fi module and 

microcontroller 

15 Wi-Fi Communication handler 

  9 Wi-Fi Module 16 Wi-Fi Module firmware 

  10 HMI device 17 HMI application 

 

 Based on this information, functional safety requirements can be defined for the functional 

safety concepts FSC1 and FSC2. For FSC1, the item shall provide detection mechanisms to 

detect all faults that lead to the impossibility for the user to control the vehicle. Both omission 

and malfunction are to consider. For FSC2, it is the commission and malfunction failures that 

are targeted.  

For this study, all hardware failures concerning interfaces will be ignored. It is assumed that 

hardware interfaces are sufficiently reliable to avoid hazards caused by potential failures. 

Only sensors and actuators failures possibly leading to an uncontrollable state of the vehicle 

will be considered. 

As a result of this analysis, three groups of problems leading to an uncontrollable state of the 

vehicle can be distinguished. Issues can happen in sensing functionality, wireless 

communication functionality or actuating functionality. It was then decided to implement 

three different monitorings: one to detect problems on the wireless link, one to deal with 

sensors failures and one to deal with controller and actuators issues. The corresponding high-

level functions are “Sensors monitor”, “Wireless communication monitor” and “Actuators 

monitor” (see Table 19 and Figure 7). These mechanims allow to fulfill the first part of the 

functional safety concept FSC1 which is to detect faults and failures potentially leading to an 

impossibility for the user to control the vehicle with the HMI. Moreover, the functional safety 

requirements corresponding to the FSC2 are allocated to the “Actuators monitor” (see 

Appendix C).  

3.5.2 Mitigation of uncontrollable states 

The second part of the functional safety concept FSC1 requires the vehicle to have a safe state 

that it can reach after an uncontrollable state has been detected. According to ISO 26262-1 the 

definition of a safe state is the following: 

“Safe state — operating mode of an item without an unreasonable level of risk.” 
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In the case of this study, the vehicle is considered in safe state when it is standstill. When 

stopped, the vehicle cannot indeed provoke an accident or hurt pedestrians. The vehicle can, 

for example, reach this basic safe state by decelerating to full stop. A more advanced safe 

state can be that, in addition to be stopped, the vehicle must also not be an obstacle for other 

road users. Compared to the basic safe state, the vehicle shall make an additional movement, 

for example rolling to the side of the road, before it stops in order to clear the way for other 

cars. The basic safe state will be considered in the rest of the study.  

Each event that is dangerous for the vehicle control shall result in a standstill state for the 

vehicle. A new functionality intended to initiate the transition to safe state shall be added. It is 

called “uncontrollable states manager” (USM). This function analyzes the different problems 

reported by the monitoring systems defined previously and decides to put the vehicle in safe 

state if needed. The USM shall also be able to adapt the transition to safe state to the 

uncontrollable event. Two situations were considered: 

 Events related to wireless communication issues: These events are highly critical since 

they mean that no more reliable communication is possible between the vehicle and 

the user. In this case, the vehicle shall transit to safe state automatically by 

decelerating to full stop.  

 Events related to control issues: These events are also critical since they deal with 

actuation of the vehicle. In this case, an automatic transition to safe state is needed but 

the deceleration command might not be handled by the actuators if they have a failure. 

The only means for the vehicle to stop is to power off the actuators.  

The events related to actuation of the vehicle have higher priority than critical events related 

to wireless connection. This means that in case both actuators and wireless communication 

fail, the vehicle will stop by powering off the actuators. The user shall also be able to power 

off the actuators from the HMI.  

The USM is only responsible for deciding when the vehicle shall be in safe state but the 

deceleration or power off command is handled by the controller after a notification of the 

USM. In relation to FSC3, the controller shall also be able to adapt the deceleration command 

to the environment. This is possible if the controller receives information about distance with 

other vehicles and presence of pedestrians. This solution will not be further developed in this 

report.  

Another requirement of FSC3 is to warn other road users when transiting to safe state. It is 

also important that the user can be notified of problems in the system. The USM transfers 

information about failures and safe states to the function “Warning signals manager”. This 

function dispatches warning signals directly to a “Visual warning system” or via Wi-Fi to the 

HMI. The “Visual warning system” has the role to warn other road users of a dangerous 

behavior of the vehicle (imminent stop for example) thanks to a visual signal. The HMI 

displays warning signals received from the “Warning signals manager” as text messages or 

symbols. 

The functional architecture integrating the new safety functions can be found in Figure 7 and 

Table 19 contains the description of the safety functions. 
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Table 19 - Safety functions description 

Function Description 

Sensor Monitor (SM) Detect any problems related to sensors data 

Actuator Monitor (AM) Detect any problems related to controller or actuators 

Uncontrollable State Manager (USM) 
Initiate transition to appropriate safe state depending on the 

detected uncontrollable event 

Wireless Communication Monitor 

(WCM) 
Detect any problems related to the wireless communication 

Warning Signals Manager (WarnSigM) Notify user and other road users of potential dangerous states 

Visual Warning System (VWS) Visual signals from vehicle to other road users 

 

 

Figure 7 - Functional safety architecture 
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3.5.3 Timing consideration 

Timing is an important characteristic to define for the safety mechanisms. ISO 26262-1 

(International Organization for Standardization (ISO), 2011) gives the following definitions 

for specific timing values: 

Fault reaction time — time-span from the detection of a fault to reaching the safe state. 

Fault tolerant time — interval time-span in which a fault or faults can be present in a system 

before a hazardous event occurs. 

Multiple-point fault detection interval — time span to detect multiple-point fault before it 

can contribute to a multiple-point failure. 

Diagnostic test interval — amount of time between the executions of online diagnostic tests 

by a safety mechanism. 

The vehicles are considered to be driving at 50 kmh
-1

 and respecting the legal security 

distance of 28 meters between them (corresponding to the distance traveled in two seconds 

according to the French legislation). The worst case scenario is when the control of the remote 

vehicle fails while moving and with the preceding vehicle stopped. The remote controlled 

vehicle has then 28 meters to stop as well. Timing constraints shall be determined for the 

safety channel execution presented in Figure 8. The detection of faults by the monitors, the 

confirmation of an uncontrollable event by the uncontrollable states manager and the 

sequence of control commands leading to a complete stop of the vehicle shall happen within a 

time that allows the vehicle to reach the safe state before the collision happens.  

An example of timing budget allocation to safety channel elements will be described for the 

failure “Wireless communication breakdown”. The fault tolerant time interval for the loss of 

connection is two seconds. It corresponds to the time between the loss of connection and the 

possible collision with the preceding vehicle in case the remote vehicle does not decelerate.  

When starting the allocation of time, it could be interesting to determine the maximum 

deceleration managed by the car. This data could be used to know what the minimum braking 

distance of the car is and determine the remaining time for the execution of the safety channel. 

Here, no tests can be performed in a rigorous way so it is assumed that the deceleration 

applied to the vehicle is 7 ms
-2

. With this deceleration, the vehicle will have a braking 

distance of 14 meters. As the distance between vehicles is set to 28 meters, the car can travel 
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14 meters before the deceleration is applied. At 50 kmh
-1

, traveling 14 meters corresponds to a 

travel time of one second. Finally, the remaining time budget for the safety channel is one 

second. It is supposed that once the deceleration of 7 ms
-2

 is applied the safe state is reached. 

The time needed by the vehicle to stop is not taken into account. It is just assumed that the 

vehicle will travel 14 meters while decelerating.  

Table 20 presents the timing scheme values. 

Table 20 - Timing definition 

Timing constraint Description Value 

Fault tolerance interval 

Time between the loss of connection and the possible 

collision with the preceding vehicle in case the remote 

vehicle does not decelerate 

2 seconds 

Fault detection time 

Time within which: 

- the loss of wireless connection is detected and 

confirmed by the WCM 

-the problem is notified to the USM by the WCM 

0.5 seconds 

Fault reaction time 

Time within which: 

-the USM needs to notify safe state to the controller and 

the WarnSigM 

-the controller needs to apply deceleration to actuators 

-the visual warning system needs to be switched on 

0.5 seconds 

Diagnostic test interval 
Frequency at which the wireless communication status is 

checked 
0.1 seconds 

 

3.6 Technical safety concepts 

The functional safety requirements can now be refined into technical safety requirements and 

allocated to software or hardware elements. Only the requirements corresponding to FSC1 are 

further refined. 

The rest of the study will focus on the requirements presented in Table 21. These 

requirements address the detection of problems related to Wi-Fi connection (see Table 21, 

R1.1.X and R1.3.X), the management of ECU modes (see Table 21, R1.2.X) and the safety 

notification and action of the user (see Table 21, R1.6.X and R1.7.X). All the requirements 

are allocated to software components either on vehicle side or on HMI side.  

The sensors and actuators monitoring technical requirements were also defined and can be 

found in Appendix D (R1.4.X and R1.5.X). However, they were not considered in the primary 

implementation phase (see Chapter  5).  
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Table 21 - Functional and technical safety requirements to implement 

FSR 

number 
Description of functional 

safety requirements 
Allocation 

Technical 

safety 

requirements 

number 

Description of 

technical safety 

requirements 
Allocation 

R1.1 

A Wi-Fi connection 

breakdown leading to an 

uncontrollable state of the 

vehicle shall be detected 

and confirmed within 500 

milliseconds 

Wi-Fi 

communication 

monitor 

R1.1.1 

The status of the Wi-Fi 

module shall be 

checked  every 100 

milliseconds 

Wi-Fi 

communication 

SW module 

R1.1.2 

When the Wi-Fi 

module status indicates 

that the connection is 

lost, the software 

application shall wait 

400 milliseconds and 

check for incoming 

connection 

Wi-Fi 

communication 

SW module 

R1.1.3 

If no client connection 

has been detected 

during the 400 

milliseconds time 

interval, the Wi-Fi 

connection loss shall be 

confirmed  

Wi-Fi 

communication 

SW module 

R1.2 

When an uncontrollable 

state is detected and 

confirmed, the vehicle shall 

transit automatically to an 

appropriate safe state within 

500 milliseconds 

Uncontrollable 

state manager 

R1.2.1 

The ECU shall have 

two safe state modes 

(deceleration and power 

off) and a user control 

mode 

ECU mode 

manager SW 

component 

R1.2.2 

The current mode of the 

ECU shall change to 

safe state after  the 

notification of an 

uncontrollable state 

ECU mode 

manager SW 

component 

R1.2.3 

The ECU shall remain 

in safe state mode until 

it is declared that the 

user control mode of 

the vehicle is safe again 

ECU mode 

manager SW 

component 

R1.3 

Wireless communication 

problems, different from a 

connection breakdown, and 

leading to an uncontrollable 

state of the vehicle shall be 

detected within 500 

milliseconds 

Wireless 

communication 

monitor 

R1.3.1 
The protocol shall 

include reliability 

mechanisms  

Wi-Fi 

Communication 

SW module 

R1.3.2 
Communication faults 

shall be detected and 

reported 

Wi-Fi 

Communication 

SW module 

R1.3.3 
The protocol shall 

propose actions to 

handle non-valid data 

Wi-Fi 

Communication 

SW module 
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R1.3.4 

An uncontrollable state 

shall be notified in case 

of permanent fault in 

the Wi-Fi 

communication 

Diagnostic event 

manager SW 

module 

R1.6 
The user shall be able to 

initiate the transition of the 

system to safe state 

HMI 

Command 
R1.6.1 

The user shall be able 

to put the vehicle in 

safe state by sending a 

command from the 

HMI 

HMI application 

SW 

(transmission), 

Wi-Fi 

communication 

SW module 

(reception) 

R1.7 
The user shall be notified of 

any dangerous state of the 

vehicle 

Warning signal 

manager 
R1.7.1 

Warning messages shall 

be displayed on HMI 

for appropriate 

information 

HMI application 

SW (reception), 

Wi-Fi 

communication 

SW module 

(transmission) 
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4 DESIGN 

This chapter describes the design choices based on the safety requirements defined in the 

previous chapter. The communication protocol design is the main focus.  

4.1 Communication protocol requirements 

The system under study in this report is an embedded system that must enable a wireless 

communication between a vehicle and a tablet. It has been described briefly in Section  3.2. 

This section will elaborate more in details the requirements related to the communication 

protocol of the system. This protocol shall take into account not only the functional 

requirements of the system but also the functional safety requirements that were defined in 

Chapter  3. 

4.1.1 Recall of system requirements 

The main functional requirement of the system is to allow the remote control of a vehicle. The 

Human Machine Interface is a tablet. The communication between the HMI and the vehicle is 

enabled by a Wi-Fi connection. 

The exchange of data is bidirectional. The vehicle has sensors collecting data about its state 

and its environment. These data are sent to the HMI via the wireless connection. Moreover, 

the user is able to send commands of speed and direction to the vehicle.  

In a functional safety point of view, the system shall be able to detect problems on the 

wireless link in order to transit to safe state if needed. In addition, the system shall send 

warning messages to the user in case of problems related to hardware or software elements. 

One last safety feature is that the user shall be able to power off the actuators from the HMI.  

This emergency signal is sent from the HMI to the vehicle. 

4.1.2 Network description 

The network consists of two nodes: the tablet and the vehicle. The vehicle is equipped with an 

embedded system composed of a microcontroller and a Wi-Fi module that enables the 

wireless communication with the tablet.  

4.1.2.1 Wi-Fi module 

The embedded wireless communication is made possible due to the SN8200 Wi-Fi Network 

Controller Module developed by Murata. As it can be seen in Figure 9, the Wi-Fi module 

contains an ARM Cortex M3 microprocessor and a Wi-Fi System on Chip (SoC). The 

microcontroller allows to configure the Wi-Fi module firmware from a host CPU via UART 

or SPI communication. Applications can also be developed directly on the ARM Cortex M3 

without being connected to a host CPU. For this project, the Wi-Fi module will be used with a 

microcontroller host. The microcontroller will be further described in Section  5.1.1. 
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The SN8200 Wi-Fi stack is compatible with IEEE 802.11 b/g/n standards. The module offers 

several built-in protocols and applications. They can be seen in Figure 10. The interesting 

parts of the communication stack are the TCP and UDP transport layers. The Wi-Fi module 

can be configured as a TCP/UDP server or client and communicate with respectively another 

TCP/UDP client or server. 

 

 

Figure 9 - SN8200 Wi-Fi module block diagram(Murata, 2013) 
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Figure 10 - SN8200 communication stack (Murata, 2013) 
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4.1.2.2 Network characteristics 

Compared to large WSANs, the number of nodes in the network will not add complexity to 

the protocol as the number of nodes is only two. However, two kinds of network topology can 

be thought over. Either the nodes have both a station behavior and connect to the same access 

point to form an infrastructure network, or one node is considered as an access point and the 

other node connects directly to it creating an ad hoc network. 

The first topology (see Figure 11) can be chosen if it is considered that the user and the 

vehicle are not close and the connection is done via access point. This solution is highly 

complex as it supposes a dynamic topology with both the tablet and the vehicle changing 

access point during the communication. Moreover, other kind of wireless resources shall be 

used, such as 3G network. For these reasons, this case will not be further developed in the 

present study.  

 

The second topology is easier to apprehend as it supposes that the tablet is in the connection 

range of the vehicle that is around 100 meters outdoors. The network organization that was 

chosen is then the following: the vehicle provides a Wi-Fi network thanks to the Wi-Fi 

module. The tablet can connect directly to this network. The Wi-Fi module is configured as a 

TCP/UDP server while the tablet implements a TCP/UDP client (see Figure 12). 

 

Figure 11 - Infrastructure network 

Figure 12 - Ad hoc network 
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Other network specificities can be added. The nodes in the network will not be fixed but 

mobile relative to each other as in VANETs. Constraints about reliability and latency are also 

to consider and will be evoked in the next section.  

4.1.3 Communication description 

In relation to the requirements recalled in Section  4.1.1, Table 22 presents the messages that 

have to be handled by the communication protocol. The terms used to classify the messages 

are explained in Section  2.3.2.1. 

Table 22 - exchanged messages 

Direction Message ID Description Flow Type Traffic type 

Vehicle to 

tablet 

SENSORS 

Feedback data from sensors 

intended to be displayed on 

the tablet 

-Mix of delay-sensitive 

and delay-tolerant data 

-Simply reliable 

Time-triggered 

WARNINGS 

Warning messages related to 

the state of the vehicle and 

intended to notify the user of 

potential problems in the 

vehicle 

-Delay-sensitive data 

-Fully reliable 
Event-triggered 

Tablet to 

vehicle 

COMMANDS 
Commands in speed and 

direction 

-Delay-sensitive data 

-Simply reliable 
Time-triggered 

EMERGENCY 

STOP 

Command that shuts down 

the actuators when the user 

pushes the emergency stop 

button  

-Delay-sensitive data 

-Fully reliable 
Event-triggered 

 

Concerning the “sensors” messages, the data related to the environment monitoring are delay-

tolerant since their potential high latency will not reduce the system performances. On the 

other side, data related to speed and steering angle feedback are more sensitive to delays as 

the user relies on these data to control the vehicle correctly. The data contained in the 

“commands” messages are as well timing-sensitive since they are used in the vehicle control 

chain.  

In the case of the “warnings” messages, the data are safety critical. They need thus to be 

transmitted as fast as possible and are classified as delay-sensitive. The same conclusion can 

be drawn for the “emergency stop” messages.  

Concerning the reliability, a simple reliability is sufficient for the time-triggered messages 

(“sensors” and “commands”) as the data transmission is predictable due to the periodic 

scheduling. On the contrary, the transmission of the event-triggered messages (“warnings” 

and “emergency stop”) is sporadic and consequently unpredictable. Without additional 

mechanisms assuring a full reliability, the lost messages cannot be detected by the receiver. 

It can be concluded that the communication presents heterogeneous requirements concerning 

the data flow and traffic. The messages can be gathered into two groups presenting the same 

characteristics for each criterion. The first group concerns the warnings and the emergency 

stop messages. The second group concerns the data related to the vehicle state and the user 

commands. For the second group, no distinction will be made between the delay-sensitive 

feedback data and the delay-tolerant environment monitoring data for the moment. The data 

are all considered delay-sensitive for the second group. 
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4.1.4 Summary of the protocol requirements 

Even if the Wi-Fi module already has a consistent communication stack (see Section  4.1.2.1), 

a specific protocol needs to be added to fulfill the requirements of the system wireless 

communication. This protocol, which will be referred to as the Vehicle-Tablet (VT) protocol, 

can be seen as an additional transport protocol located on top of the TCP/UDP transport 

protocol. This protocol will be running on the host controller and not directly on the Wi-Fi 

module. On the tablet side, the application needs to implement the same protocol to allow a 

consistent communication with the vehicle. The final communication stack organization can 

be seen in Figure 13. 

The VT protocol requirements (PR) are stated in Table 23. As specified before, the first group 

of messages refers to the messages with an identifier “emergency stop” or “warnings”. The 

second group of messages corresponds to the messages with an identifier “sensors” or 

“commands”. 

Table 23 – VT protocol requirements 

Reference Requirements 

PR1 The delivery of the first group of messages shall be fully ensured.  

PR2 
The second group of messages shall have a reasonable delivery probability but the 

delivery does not need to be fully guaranteed. 

PR3 

The second group of messages shall be transmitted periodically. The period shall be 

relevant to the required control performances of the system as well as the fault-

detection interval specified in the safety requirements. 

PR4 
The warnings messages shall be transmitted after a hardware or a software problem has 

been detected and needs to be notified to the user. 

PR5 
The emergency stop messages shall be transmitted after the user has pushed the 

emergency stop button on the HMI. 

PR6 The protocol shall enable messages duplication detection for both groups of messages.  

PR7 The first group of messages shall have priority over the second group of messages.  

PR8 The protocol shall assure a low latency for the delivery of the first group of messages.  

PR9 
The protocol shall assure the timely delivery of the second group of messages 

according to the required control performances of the system. 

PR10 
The protocol shall offer a way to check the integrity of the received data for both 

messages groups. 
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Figure 13 - System communication layered organization 
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4.2 Communication protocol design 

The VT protocol has several constraints to address. It shall allow timely and reliable 

transmission of messages while running on an OTS Wi-Fi module providing fixed TCP/IP 

and IEEE 802.11 communication layers. This section details the different solutions considered 

for the protocol.  

4.2.1 Transport layer choice 

As said before, the Wi-Fi module can be configured to use either TCP transport protocol or 

UDP transport protocol. The choice between TCP and UDP is crucial since it might change 

the overall design and the final performances of the VT protocol.  

TCP and UDP were described in Section  2.3.1. The main conclusion is that TCP is subject to 

high delays while ensuring a complete reliability. On the contrary, UDP is unreliable but 

allows a better throughput and lower delays.  

When reading about wireless communication, it is obvious that a TCP layer is not considered 

adequate for this kind of network. In a general point of view, Senger, et al. (2010) states that 

using TCP protocol without changes to implement a wireless communication increases the 

transmission round-trip time and reduces the throughput. Jawhar, et al (2013) presents a result 

showing that UDP provides a better performance than TCP in inter-vehicular communication. 

Jonsson and Kunert (2010) evoke also the poor performance of a regular TCP protocol in the 

field of industrial real-time wireless communication.  

As the VT protocol shall carry delay-sensitive messages, it seems logical to consider UDP 

protocol as a better choice than TCP. However, the VT protocol also needs a certain level of 

reliability that is not provided by UDP. Thus, reliability mechanisms will have to be 

implemented to improve the performance of the VT protocol. 

Two solutions can be tested. The first solution is to use the TCP layer without additional 

reliability mechanisms. The second solution is to use the UDP layer and improve the overall 

reliability in the VT protocol.  

4.2.2 Scheduling and reliability mechanisms 

The scheduling properties are applicable when either UDP or TCP is used. The reliability 

mechanisms are relevant only when UDP protocol is used.  

4.2.2.1 Time-triggered messages 

The time-triggered messages (“sensors” and “commands”) transmission is delay-sensitive and 

needs to be simply reliable.  

Trigger period 

A frame containing the data relative to the message is sent periodically with a 

period          .  

For both direction,           is first set to 25 milliseconds. This value might be changed 

depending on tests results. 
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Reliability 

Acknowledgment and retransmission is a well-known reliability mechanism. However, it may 

lead to high transmission round-trip time. In order to achieve a high delivery probability 

without increasing the delivery delay, duplication mechanism is used. This means that the 

messages are sent consecutively a number   of times. On the reception side, the receiver 

processes the not yet delivered frame and transfers the data to the upper layer. The frames that 

are duplications of an already received frame are ignored. The receiver is able to make the 

difference between already delivered and not yet delivered frames thanks to the presence of a 

sequence number. The sequence number remains the same for replicated transmissions but 

increases between new frames.  

The number N of replications is set to three. 

4.2.2.2 Event-triggered messages 

The event-triggered messages (“emergency stop” and “warnings”) transmission is delay-

sensitive and needs to be fully reliable.  

Event to consider 

The emergency stop signal has to be sent once the user has pushed the emergency stop button 

on the touch screen. 

The warnings messages needs to be sent after hardware or software errors have been reported.  

Reliability 

The requirement of full reliability was motivated by the unpredictability of the event-triggered 

messages. Two solutions can be considered to enhance the reliability of delivery of these 

messages.  

First, it can be supposed that the frames carrying the event-triggered data are sent directly 

after an event occurs. In that case, the frames are not sent at a specific time but randomly after 

specific events. Consequently, the receiver has no means to detect a missing frame and the 

sender must be in charge of the frames delivery guarantee. The sender can check the good 

delivery of the frames by using acknowledgment. In case the receiver does not notify the 

successful reception of the frame, the sender shall retransmit it.  

This first solution has the same drawbacks as the TCP protocol concerning high delays. As 

the event-triggered messages are related to the system safety, it is important that they are 

transmitted as fast as possible. It is also necessary that the time-triggered messages can be 

sent while the sender is waiting for an acknowledgment in order not to add more delay to the 

overall communication. 

A second solution can help to improve the delivery reliability of the event-triggered messages 

while keeping a low latency. It is now considered that the event-triggered data are not 

independent from the time-triggered data and that all data are integrated in the same frame. 

This frame will be time-triggered but will contain a field corresponding to the event-triggered 

data. This field will be updated only after a relevant event has occurred. For example, in the 

case of the emergency stop signal, the time-triggered message can carry the signal “unlocked” 

until the button is pressed. After this event, the field becomes “locked”.  

This second solution has the advantage to make the event-triggered messages transmission 

predictable. In that case, the event-triggered messages do not need a full reliability anymore. 

The reliability mechanism described for the time-triggered data will be applied to the event-
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triggered data. One drawback is that the communication throughput is reduced due to the 

transmission of data that are not useful at all times.  

4.2.3 Data integrity and membership monitoring 

The VT protocol shall schedule the frames transmission in the best way and ensure a certain 

level of delivery reliability. Another aspect that has to be taken into account in the VT 

protocol design is the communication quality related to possible data corruption and wireless 

connection breakdown. 

4.2.3.1 Time synchronization possibility 

The VT protocol is based on time-triggered transmission. This kind of protocol brings 

advantages in terms of message omission detection and delay monitoring.  

Kopetz and Grunsteidl (1993) propose a time-triggered protocol for distributed real-time 

systems. They introduce the concept of a priori knowledge. This concept supposes that all 

nodes know a priori the time at which a specific node is supposed to send a message. One 

advantage is that it is not necessary to carry a message identifier in the frame as the sender 

name can be found in relation to its transmission time. Another benefit is that the omission of 

a message can be immediately detected by the receiver once a reception deadline is passed. 

Malinowsky, et al. (2013) uses the same properties in his time-triggered protocol. 

In order to be able to benefit from this timing knowledge, the nodes need to share a global 

time. Kopetz and Grunsteidl (1993) implement a local clock synchronization between the 

nodes that provides a “global time-base of known precision”. Malinowsky, et al. (2013) 

proposes to use either an external global clock such as a GPS time, a “reliable and self-aware 

synchronized local clock” or a “protocol built-in synchronization mechanism based on 

transmitted protocol datagrams”.  

The problem of clock synchronization is a large topic. Due to its complexity, it was decided 

not to consider it further for the VT protocol. More details about clock synchronization for 

time-triggered protocols can be found in (Kopetz & Grunsteidl, 1993) and (Malinowsky, et 

al., 2013). 

4.2.3.2 Data integrity check 

The VT protocol is required to implement a way to check the data integrity on the receiver 

side. As already evoked in Section  2.3.1, redundant information is often used in error 

detection mechanisms. Parity check, checksum and Cyclic Redundancy Check (CRC) are 

common redundancy calculation techniques. Further details about these techniques can be 

found in (Finkenzeller, 2010).  

For the VT protocol, the data integrity check will be done by a CRC algorithm because this 

technique is considered more efficient than less complex checksums. The error detection field 

will be one byte so the CRC result must have eight bits. It is referred to as CRC-8. The choice 

of the generator polynomial is the key of the CRC performance. For a CRC-8 computation, 

the degree of the generator polynomial shall be eight (Finkenzeller, 2010). The choice of this 

polynomial depends on the length of the payload to check (Koopman & Chakravarty, 2004). 

Some polynomials for CRC-8 are (Koopman & Chakravarty, 2004): 

 0xEA, the most efficient for payload up to 85 bits length 
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 0x97, the most efficient for payload up to 119 bits length  

 0xA6, the most efficient for payload up to 247 bits length and more if needed 

The VT protocol is intended to transmit a frame containing more than 85 bits but less than 

119. The polynomial 0x97 is therefore a good choice. 

The CRC shall be computed over the frame and added at the end of the frame before 

transmission. On the receiver side, the CRC is calculated again over the whole frame 

including the CRC field. If the result is 0, it means that no corrupted data have been detected.  

4.2.3.3 Membership monitoring 

A communication protocol, designed either for a wired or a wireless network, often 

implements a membership service. This service allows to know which node is down and not 

able to communicate and which node is still up and working (Kopetz & Grunsteidl, 1993).  

For the VT protocol, this membership service concerns only two nodes so the complexity is 

reduced compared to networks containing several nodes. The membership is nonetheless 

important for the VT protocol since it is related to safety. The functional safety concept FSC1 

(see Section  3.5) requires the monitoring of the Wi-Fi communication and the detection of 

uncontrollable events that prevent the nodes from communicating efficiently. By monitoring 

the membership, it is possible to detect wireless communication problems such as connection 

breakdown. A membership service can be that each node in the network notifies its state to 

the other nodes by sending a special message periodically or adds a membership field to the 

transmitted frames in the cases of time-triggered protocol. When a node is unable to 

participate reliably to the communication, it either stops sending the message or changes the 

membership field according to its state. 

In the case of the VT protocol, two nodes exchange messages periodically (25 milliseconds) 

in both directions. It is considered that either if the node fails or if the connection fails, the 

result is that the node does not send messages anymore. It is thus not needed to add a 

membership field to carry state information. A parameter of interest is the verification 

frequency. The membership can be monitored via the regular data frame each 25 milliseconds 

or more often with a particular membership frame. This choice is constrained by the 

requirements on the vehicle side. The vehicle shall indeed detect a wireless communication 

breakdown and transit to safe state within a particular time span. In Section  3.5.3, a timing 

analysis was made and the diagnostic test interval for the communication breakdown was set 

to 100 milliseconds. An additional membership frame with a higher transmission frequency is 

therefore not needed. 

Finally, the membership service will be implemented as in the following. When a frame is 

received, approximately each 25 milliseconds, a counter will be incremented. Each 100 

milliseconds, a function will check the counter value. If the counter is not equal to zero, it 

means that frames were received and the network is up. The counter is reset to zero in that 

case. If the counter is equal to zero, it means that no frames were received since the last 

check. In that case, a communication breakdown is notified.  

4.2.4 Frame description 

Some of the mechanisms required by the protocol design are related to the frame format that 

will be described in this section. 
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4.2.4.1 General frame format 

In order to fulfill the requirements of the communication protocol, the useful data, also called 

payload, are concatenated in a frame containing specific fields.  

Related to the duplication avoidance requirement (see PR6 in Table 23), the frame shall 

contain a sequence number field. This number is increased at each new frame transmission 

but remains the same between several retransmissions of a frame. This number needs to be 

monitored. It can also be used to detect ordering issues if needed. It is decided that the 

sequence number is a four bits number and is therefore ranged between 0 and 15. It is located 

before the payload. This number can also be called “alive counter” in the rest of the report.  

The second field that has to be present in the VT frame is the CRC field that carries the 

redundancy information necessary to check the data integrity (see PR10 in Table 23). As 

explained in Section  4.2.3.2, it is the remainder of the CRC computation that needs to be 

carried in the frame. It is an eight bits number and it is placed at the end of the frame.  

A message identifier field can also be added. The necessity of this field depends on the 

number of nodes, messages and the type of protocol. In the case of a time-triggered protocol 

with time synchronization, the a priori timing knowledge is sufficient to differentiate the 

messages. In the current design of the VT protocol, the communication deals only with one 

message per direction which lets suppose that an identifier is not needed. However, new kind 

of messages, carrying video data for example, might be added in the future. It was therefore 

decided to keep an identifier field in the VT frame in case of additional messages 

implementation.  

Finally, the VT frame format can be seen in Figure 14.  

 0 1 2 3 4 5 6 7 

Byte 0 Message ID Sequence Number 

Byte 1 
Data Payload 

Byte … 

Byte n CRC 

Figure 14 – VT protocol frame format 

4.2.4.2 Payload format 

The payload format is related to the data characteristics such as the number of different data, 

their resolution, etc. These characteristics are presented hereunder. 

Depending on their resolution, the sensors data are either mapped on short unsigned integer or 

long unsigned integer resulting in one or two bytes of data in the frame (see Table 24). 

Table 24 - Transmitted time-triggered data 

Data Unit Type Range 
Resolution 

(unit/LSB) 

Speed km/h uint16 -50..50 0.1 

Steering angle degree uint16 -45..45 0.1 

Temperature °C uint8 -20..50 0.5 

Humidity % uint8 0..100 0.5 

Battery level % uint8 0..100 1 

Lateral acceleration (Y) g uint8 -2..2 0.05 

Longitudinal acceleration (X) g uint8 -2..2 0.05 
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Speed and direction commands are both transmitted to the vehicle as percentage (see Table 

25). The controller on the vehicle side is then able to apply corresponding speed and direction 

depending on the maximum speed and steering angle. 

Table 25 - Received time-triggered data 

Data Unit Type Range 
Resolution 

(unit/LSB) 

Speed command % uint8 -100..100 1 

Direction command % uint8 -100..100 1 

 

Concerning the event-triggered data, they are both transmitted in one data byte but are not 

handled in the same way (see Table 26). The warnings message field is a succession of eight 

flags that are each triggered by a particular event requiring a warning message. The 

emergency stop field can have two values, either the button is locked and the vehicle shall 

stop, or the button is unlocked and the vehicle can drive.  

Table 26 - Event-triggered data 

Message Unit Type Possible Value 

Warnings messages to the HMI / uint8 0..255 

Emergency stop message from 

HMI 
/ uint8 

Locked signal = 0xA ;  Unlocked signal = 

0xB 

 

The resulting payloads for transmission and reception are presented in Figure 15 and Figure 

16. 

 

 0 1 … 6 7 

Byte 1 WF0 … WF7   Warning flags 

Byte 2 Vehicle speed part 1  

Byte 3 Vehicle speed part 2  

Byte 4 Vehicle steering angle part 1 
   Two bytes data 

Byte 5 Vehicle steering angle part 2 

Byte 6 Temperature   

Byte 7 Humidity    One byte data 

Byte 8 Battery charge  

Byte 9 Lateral acceleration Y   

Byte 10 Longitudinal acceleration X  

Figure 15 - transmission payload 

 

Byte 1 Locked/Unlocked emergency button 

Byte 2 Speed command 

Byte 3 Direction command 

Figure 16 - Reception payload 
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4.3 Software architecture design 

The transmission of data is the key concept of the system under study. Data are transferred 

between the HMI and the main board via a wireless connection but their flow also has to be 

managed within the software between the relevant components. 

The software architecture of the system was derived from AUTOSAR standard (see 

Section  2.4 for a brief presentation of the standard modeling rules). Figure 17 shows a 

representation of the software architecture that enables the implementation of the protocol 

features explained before. 

 

To begin with an overview of the architecture, it can be noted that all interfaces for data 

exchange are Sender-Receiver kind. For a more rigorous compliance with AUTOSAR, some 

of these interfaces, for example between Actuators Software Component and Basic Software 

modules, shall have been Server-Client interfaces. However, the standard is not strict on the 

application layer requirements and it was thus decided to have only Sender-Receiver 

interfaces for simplification matter.  

The application contains four AUTOSAR Software Components: 

 Sensors: This component is in charge of gathering and processing the data coming 

from sensors through different interfaces (CAN, ADC, Complex drivers…). These 

sensors interfaces modules put raw sensors data on the RTE through a Sender-
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SensorData_R. The data are processed in different ways depending on the need for 

filtering, resolution change, etc. Next, the processed data are put again on the RTE 

through the PPort SensorData_P so that other components can access them. 

 ECU mode manager: This component is in charge of switching between ECU modes. 

As defined in the requirements (see R1.2.1 in Table 21), the ECU shall have three 

modes: user control and two kinds of safe states. It requires the Wi-Fi state (up or 

down) and the emergency push button state on its RPorts WifiState_R and 

Emergency_R in order to provide the appropriate mode on its PPort Mode_P. 

 Controller: This component handles the calculation of the control parameters. It 

accesses the speed and steering angle feedback data through its RPort FeedbackData. 

It also retrieves the user commands from Wi-Fi COM module through its RPort 

UserInput. After the computation is done, the control parameters are provided on the 

RTE through the PPort ActuatorCmd.  

 Actuators: This component transfers the control parameters to the actuators interface. 

It gets the control parameters from its RPort ControlCmd_R. After processing, the 

corresponding duty cycle is provided through the PPort ControlCmd_P. 

In the Basic Software, two modules are of interest: Wi-Fi COM and Wi-Fi module driver. 

These modules are not standardized within AUTOSAR but have been added for the needs of 

the project. It was decided to take care of the Wi-Fi communication in the Basic Software so 

that the application could still run even if the means of communication changes. This agrees 

with the idea of flexibility supported by AUTOSAR standard. The description of these 

modules is as in the following: 

 Wi-Fi module driver: This module allows the use of the Wi-Fi module board 

connected to the microcontroller. Depending on the communication bus used, this 

module runs on top of the SPI or UART driver. It implements the necessary functions 

to handle the communication protocol between the microcontroller and the Wi-Fi 

module board. In the case of transmission, the module receives a payload frame from 

the module Wi-Fi COM and adds the necessary information before sending it through 

the communication bus. In the case of reception, the module extracts the payload 

before transferring it to Wi-Fi COM. 

 Wi-Fi COM: This module is partly inspired by the AUTOSAR COM module which 

manages the distribution of data from networks such as CAN or FlexRay. In the case 

of Wi-Fi COM, the module is in charge of the communication protocol whose 

requirements were defined previously (see VT protocol design in Section  4.2). For 

data transmission, the module retrieves data from the RTE (via RPort WifiData_R) and 

creates a transmission frame with these data and additional information specified in 

the protocol (identifier, checksum…). When a frame is received from the Wi-Fi 

module driver, the data are unwrapped and distributed on the RTE (via PPort 

WifiData_P) so that the software components can access them. This module is also in 

charge of the Wi-Fi connection monitoring. It provides the Wi-Fi state to the ECU 

mode manager via its PPort WifiState_P. It also handles the implementation of one the 

safe state when the corresponding mode is notified to its RPort Mode_R. 

As it can be seen in Figure 13, the VT protocol is implemented in the Wi-Fi communication 

handler module (Wi-Fi COM). Figure 18 shows how a received frame is processed through 

the different software layers. 
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4.4 Software requirements 

The reasoning about the system design allowed to refine the technical requirements into more 

precise software requirements whose implementation will be explained in Chapter  5. These 

requirements are presented in Table 27. 

Table 27 - Software safety requirements 

FSR 

Number 
TSR 

number 
Description of technical 

safety requirements 
Allocation 

Software safety 

requirements 

Number 

Description of software 

safety requirements 

R1.1 

R1.1.1 
The status of the Wi-Fi 

module shall be checked  

every 100 milliseconds 

Wi-Fi 

communication 

SW module 

R1.1.1.1 
A counter shall be 

incremented at each 

reception of a new frame 

R1.1.1.2 

An timer interrupt routine 

triggered each 100 

milliseconds shall check if 

the counter has incremented 

or is equal to 0 

R1.1.2 

When the Wi-Fi module 

status indicates that the 

connection is lost, the 

software application shall 

wait 400 milliseconds and 

check for incoming 

connection 

Wi-Fi 

communication 

SW module 
R1.1.2.1 

If the counter is equal to 0 

when checked, a timeout 

shall be implemented while 

the server listens for 

incoming connections 

R1.1.3 

If no client connection has 

been detected during the 

400 milliseconds time 

interval, the Wi-Fi 

connection loss shall be 

confirmed  

Wi-Fi 

communication 

SW module 
R1.1.3.1 

When the time is out, the 

Wi-Fi state shall be notified 

as "NOT_OK" 

Figure 18 - Received frame processing example 
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R1.2 

R1.2.1 

The ECU shall have two 

safe state modes 

(deceleration and power off) 

and a user control mode 

ECU mode 

manager SW 

component 
R1.2.1.1 

The software shall define 

three modes USER_CTRL, 

SAFE_STATE1 and 

SAFE_STATE2 

R1.2.2 

The current mode of the 

ECU shall change to safe 

state after  the notification 

of an uncontrollable state 

ECU mode 

manager SW 

component 
R1.2.2.1 

The mode shall be changed 

to SAFE_STATE1 in case 

of wireless connection 

problems, and to 

SAFE_STATE2 in case of 

actuators problems or if the 

emergency push button 

status is LOCKED 

R1.2.3 

The ECU shall remain in 

safe state modes until it is 

declared that the user 

control mode of the vehicle 

is safe again 

ECU mode 

manager SW 

component 

R1.2.3.1 

The mode shall be set again 

to USER_CTRL if 

emergency button is 

UNLOCKED and Wi-Fi 

state is up.  

R1.2.3.2 

If the Wi-Fi state was 

"NOT_OK", the return to 

the USER_CTRL mode can 

be done only if the Wi-Fi 

state is "Ok" and the user 

has pushed and released the 

emergency push button or if 

the connection has been 

restarted. 

R1.3 

R1.3.1 
The protocol shall include 

reliability mechanisms 

Wi-Fi 

Communication 

SW module 
R1.3.1.1 

The VT protocol frame 

shall contain an identifier, 

an alive counter and a CRC 

field 

R1.3.2 
Communication faults shall 

be detected and reported 

Wi-Fi 

Communication 

SW module 

R1.3.2.1 

Upon reception, CRC and 

alive counter shall be 

checked for corruption and 

duplication avoidance 

R1.3.2.2 

Corrupted and duplicated 

frames shall be reported to 

the Diagnostic event 

manager SW module 

R1.3.3 
The protocol shall propose 

actions to handle non-valid 

data.  

Wi-Fi 

Communication 

SW module 
R1.3.3.1 

In case of corruption or 

duplication, the frames 

shall be discarded 

R1.3.4 

An uncontrollable state 

shall be notified in case of 

permanent fault in the Wi-Fi 

communication 

Diagnostic 

event manager 

SW module 
R1.3.4.1 

In case the frequency of 

occurrence of problems 

such as duplicated or 

corrupted frames is too 

high, the Wi-Fi state shall 

be set to "NOT_OK" 

R1.6 R1.6.1 
The user shall be able to put 

the vehicle in safe state by 

sending a command from 

HMI 

application SW 

(reception),  
R1.6.1.1 

An emergency push button 

shall be implemented on the 

HMI. 
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the HMI Wi-Fi  
communication 

SW module 

(transmission) 
R1.6.1.2 

The state of the emergency 

push button (LOCKED or 

UNLOCKED) shall be 

included in the frame sent 

to the vehicle 

R1.7 R1.7.1 
Warning messages shall be 

displayed on HMI for 

appropriate information 

HMI 

application SW 

(reception),  
Wi-Fi 

communication 

SW module 

(transmission) 

R1.7.1.1 

Warning flags shall be 

included in the frame sent 

from the vehicle to the 

HMI.  

R1.7.1.2 

The HMI shall interpret the 

warnings flags and display 

corresponding warnings 

messages and symbols 
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5 IMPLEMENTATION AND TESTS  

This chapter describes the implementation of the communication protocol as well as the tests 

that were performed. The validation of the safety requirements defined in this report is also 

presented. 

5.1 Implementation 

In this section, hardware and tools used for implementation are further presented as well as 

the implementation in itself. The safety requirements that were considered for the 

implementation are the one presented in Table 27. In addition to the safety features, the basic 

functionalities of the system also had to be implemented (see Section  3.2). 

5.1.1 Hardware and tools 

The vehicle embedded system and the tablet application were developed with the aid of 

different tools. 

On the vehicle side, the embedded system consists of a Wi-Fi module and a development 

board. The development board is a STM3240G-EVAL board equipped with a STM32F407 

microprocessor. The choice of this board was motivated by different needs: 

 SPI and/or UART interface to communicate with the Wi-Fi module.  

 CAN, ADC, SPI, I²C interfaces to communicate with diverse sensors. 

 PWM for motor control. 

 Possibility to interface a camera  

The Wi-Fi module was already described in Section  4.1.2.1. It was chosen because it enables 

an SPI interface with the microcontroller host with a speed up to 18MHz. The transfer speed 

will be a critical parameter when video transmission will be considered.  

The code on the vehicle side was implemented on the development board via a GNU 

toolchain for ARM processor and Eclipse Kepler IDE.  

On the tablet side, the HMI application was developed with the help of Qt libraries and Qt 

Creator HMI (Digia, 2014). The use of Qt permitted an easy deployment of the application on 

devices equipped with Android. 

The vehicle used for the prototype was a model car that is propelled by a brushless motor and 

can be steered thanks to a servomotor (see Figure 19). 
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Figure 19 - Model car equipped for tests 

5.1.2 Vehicle TCP server embedded software 

The current implementation on the vehicle side includes commands reception and safety 

features. As sensors were not available, the transmission of monitoring data was not finished. 

It will thus not be detailed here. The following description considers that the Wi-Fi module 

communicates with the microcontroller via UART but SPI interface was also implemented 

successfully. TCP protocol and corresponding VT protocol is used.  

The main implemented functions can be found in Figure 20. 

 

Figure 20 - Main program and interrupt functions 

 

Main setup 

The setup contains initialization functions for the different features of the program. The most 

important is the setup of the TCP server allowing the connection with the HMI TCP client.  

Figure 21 shows the sequence of actions necessary to create the TCP connection.  
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Get Wi-Fi status

Wi-Fi on ?

Set Wi-Fi on 

No

Initialize Wi-Fi module command interface 

Set IP address, set port

Create a TCP socket bound to correct IP and port

Create a TCP server listening on the socket

Client 
connection 
detected ?

Save client socket to send and receive messages

Yes

No

Start: called in Main setup

End

Yes

Wait for client connection

 

Figure 21 - TCP connection activity diagram 

 

Interrupts 

The program contains three interrupt routines.  

motors_command is triggered by a timer interrupt and deals with the generation of PWM 

output for motors control.  

UART_reception is triggered when data from the Wi-Fi module are received on UART data 

register. These data are directly saved in a circular buffer referred to as RxBuffer.  

wifi_check is the routine that determines if the Wi-Fi connection is up or down. The activity 

diagram of wifi_check can be found in Figure 22. The function supposes the presence of a 

counter ReceptionCount which is incremented when a frame is received. 

Concerning the priority hierarchy, UART_reception has the highest priority, followed by 

wifi_check and finally by motors_command. 
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Start: Timer interrupt (Δtcheck ms)

reception count == 0 ? Wi-Fi state = NOT_OK 

reception count > 0 ?  Wi-Fi state = OK

Yes

No

Yes

End

End

End

No

 

Figure 22 - Wi-Fi state check activity diagram 

 

Main While loop 

An infinite loop is used to call functions that do not need to run with a specific period.  

process_input handles the data coming from the Wi-Fi module. It was already said that upon 

arrival on UART register, the data are directly saved in RxBuffer. The function process_input 

processes RxBuffer byte after byte. Depending on the kind of data it contains (start of 

message, message length, payload…), each byte is saved in a data structure corresponding to 

one frame. At the end of this first phase, a buffer of frame structures is obtained. The frames 

are then processed one by one depending on their Wi-Fi module command identifier. When 

they contain the data sent by the HMI, frames are treated by the function wifi_receive. This 

succession of actions is shown in the activity diagram of process_input in Figure 23. 

The function wifi_receive handles the processing of the VT frame (see Section  4.2). The 

diagram of activity of the function wifi_receive can be found in Figure 24. 

safety_handler is involved in the modes switching. Only two modes were implemented, either 

the user control mode or the safe state deceleration mode. The safe state obtained by powering 

off the motors was not implemented. The safe state deceleration mode is set when the 

emergency push button is locked or when the Wi-Fi connection is down. In order to reset the 

vehicle to the user control mode after a connection break, the user shall lock and unlock the 

emergency push button. More precisions on the implementation can be found on the activity 

diagram in Figure 25. 
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RxBuffer empty?
Process RxBuffer[read_index]

Fill the corresponding rx_frame structure member

rx_frame buffer  
empty?

No

No

read_index++

Start: called in Main While loop

Yes

Yes

end

Switch(rx_frame[read_index].cmd)

Process the VT frame with 
Wifi_receive function

Case: SNIC_CONNECTION_RECV_IND

Process Wi-Fi 
module responses

Other cases

read_index++

 

Figure 23 - Wi-Fi module to microcontroller input process activity diagram 

 

Extract message identifier and alive 
counter from frame buffer

Calculate CRC

Start: called in process_input()

CRC == 0 ?

alive_counter == 
old_alive_counter ?

Yes

End
No

End
Yes 

Switch(message_ID)

No

Write commands on RTE

Case: COMMANDS_ID

End
 

Figure 24 - VT frame reception process activity diagram 
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Read Wi-Fi state on RTE (= state)
Read Emergency button state on RTE (= emergency)

state == NOT_OK ?

state == OK and old state 
== NOT_OK ?

emergency == LOCKED ?

emergency == 
UNLOCKED ?

Set mode to SAFE_STATE
Set old state to NOT_OK

old state == OK

Set mode to 
SAFE_STATE

Set mode to 
USER_CTRL

emergency == LOCKED ?
Yes Yes

Start: called in Main While loop

Yes

Yes

Yes

No

No

No

end

No

end

end

end

end

end

 

Figure 25 - Transition to safe state activity diagram 

 

5.1.3 HMI TCP client application 

As said before, an Android application was developed thanks to Qt libraries. 

The HMI consists of two parts, one being the connection manager (see Figure 27) and the 

other the commands manager (see Figure 26). The application implements a TCP client and 

sends commands periodically to the vehicle server.  
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5.2 Test 

This section presents the main tests carried out for system verification and validation. When 

not specified, it is considered that TCP protocol is used and the microcontroller is interfaced 

with the Wi-Fi module with UART.  

5.2.1 Unit tests 

Unit tests were performed all along the implementation by using black box testing. More 

specific unit tests are presented here under. For these tests, two development boards and two 

Wi-Fi modules were used (see Figure 28). The vehicle server software was running on one 

board and a client software was set up on the other board. The client is able to connect to the 

server and to send frames respecting the VT protocol.  

5.2.1.1 Test 1: client-server communication 

Description: The aim is to test that the communication is correct between the server and the 

client. The test has to verify that the commands sent by the client respect the VT protocol and 

are received by the server correctly. The server function wifi_receive is tested by injecting 

corruption and duplication faults. 

Figure 27 - HMI connection tab Figure 26 - HMI commands tab 
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Figure 28 - Tests with two boards 

  

In addition to the basic sending function wifi_send, three other functions are implemented on 

the client side:  

 wifi_send_corrupted: After the CRC calculations, the payload data are changed to 

simulate data corruption.  

 wifi_send_duplicated: The alive counter is not increased in this function, leading to the 

transmission of duplicated frames. 

 test_program: This function calls successively the functions wifi_send, 

wifi_send_corrupted and wifi_send duplicated six times each and every one second. 

Expected results: The test terminal on the vehicle side should indicate the reception of six 

frames processed successfully and showing changes in the speed value, six frames leading to 

a non-null CRC and six frames leading to an “alive counter not Ok” error message. 

Result: Pass, the resulting terminal can be seen in Figure 29, Figure 31 and Figure 30. 

Figure 29 - Successful frames 
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5.2.1.2 Test 2: timing assessment 

Description: Measurements are performed to determine the transmission time, that is to say 

the time span between the moment the frame is sent by the client and the moment it is 

received by the server. This interval considers not only the wireless transmission time but also 

the time needed to transfer the data between the microcontroller and the Wi-Fi module via 

UART or SPI. 

Settings: On the client side, a pin is toggled each time the sending function is called. On the 

server side, a pin is toggled in the receiving function. An oscilloscope is used to the measure 

the time interval between the client and the server pin status change. The measurements are 

Figure 30 - Corrupted frames 

Figure 31 - Duplicated frames 
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done with TCP protocol, both for UART and SPI Wi-Fi module interface. The message sent is 

the VT command frame consisting of five bytes. UART is configured to transfer around 1 

megabit per seconds while SPI can transfer around 10 megabits per seconds.  

Results: UART interface results in 2.16 milliseconds transmission time (see Figure 32) while 

SPI results in 1.78 milliseconds response time (see Figure 33). The overall delay is 

acceptable. The difference between UART and SPI is not significant.  

It can be thought that UDP protocol might have a smaller transmission time. However, UDP 

protocol could not be implemented on the Wi-Fi module due to a recurrent problem of 

datagram reception.  

 

Figure 32 - Transmission time with UART (oscilloscope screenshot) 

 

 

Figure 33 -Transmission time with SPI (oscilloscope screenshot) 
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5.2.2 Integration tests 

Integration tests concern the integration of the communication program and the motors 

control program on the microcontroller. In order to simulate a complete TCP client HMI, the 

client board used in unit tests is enhanced with commands possibilities. The push buttons on 

the development board are used as interface to allow the user to tune the commands (see 

Figure 34). 

 

 

5.2.2.1 Test 3: communication and motor control 

Description: Only speed and direction tuning features are tested respectively on the brushless 

motor and the servomotor. The client board sends frames to the server board every 25 

milliseconds. 

Expected results: The brushless motor accelerates and decelerates in both directions 

depending on the user command. The servomotor is controlled in position by the user via the 

client board commands.  

Intermediary results: Fail. Even if both motors can be controlled by the client board, the 

communication freezes after some time. 

Error causes: After investigation, it turned out that the program got stuck in the UART 

reception interrupt routine because of an overrun error that was not handled.  

Improvements: The overrun error flag was checked and handled to avoid the UART 

transmission to stop.  

Final result: Pass 

5.2.2.2 Test 4: data transmission problem 

Context: During the debugging of the previous error, it was noticed that the Wi-Fi module 

did not transfer each frame to the microcontroller each 25 milliseconds (upon reception). 

Instead, the module transmits between eight and ten frames each 250 milliseconds. Figure 35 

shows this behavior, the yellow square wave corresponds to the client board sending 

commands each 30 milliseconds and the green square wave corresponds to the server board 

receiving new frames each 250 milliseconds. With the current program, this behavior leads to 

the process of only one frame over ten.  

Figure 34 - Client board commands 
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To fix this problem, two solutions can be considered. The program can be changed to allow 

the processing of all the ten frames received each 250 milliseconds, or the transmission period 

of the client can be increased to 250 milliseconds.  

Description: The test 3 (see Section  5.2.2.1) is performed with both solutions in order to 

compare the corresponding performances of the system.  

Results: No significant drop or improvement of the system performance was observed for any 

of the solutions. In order to save computation time, it was decided to reduce the frequency of 

transmission from one frame each 25 milliseconds to one frame each 250 milliseconds. 

Moreover, keeping a period of 25 milliseconds had the following drawbacks:  

 The frames are not received in real time. The first frame has 250 milliseconds of 

delay. 

 The reception is not uniform. There is a blank between two receptions of a group 

of frames. 

 

 

Figure 35 - Comparison transmission and reception frequency (oscilloscope screenshot) 

 

This change has got consequences on the design. The periodic function wifi_check supposed 

to check the Wi-Fi connection cannot be triggered every 100 milliseconds anymore since the 

reception period is now 250 milliseconds. The diagnostic test interval (see Section  3.5.3) is 

modified from 100 to 500 milliseconds. As 500 milliseconds is the maximum time allowed 

for the safety feature to detect and confirm a Wi-Fi breakdown, the server cannot wait 

anymore that the connection gets up again (see R1.1.2.1 in Table 27). As a consequence, the 

Wi-Fi bad state is notified once the wifi_check function detects it. 
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5.2.3 System tests 

The system tests aim at validating the different features of the system with a complete system. 

For these tests, the Android application developed with Qt was used as the HMI. The 

hardware organization is shown in Figure 36. 

 

5.2.3.1 Test 5: Basic features 

Description: The Android HMI application is used to control the brushless motor and the 

servo motor.  

Expected results: The brushless motor speed and the servomotor position correspond to the 

commands sent by the HMI.  

Result: Pass. 

5.2.3.2 Test 6: Emergency button 

Test 6.1: 

Description: At the beginning of the test, the emergency button is unlocked. The brushless 

motor speed is set to a certain value and the servomotor to a certain position. Then the 

emergency button is pushed and becomes locked.   

Expected results: The brushless motor decelerates to full stop and the servo motor returns to 

neutral position.  

Result: Pass. 

Figure 36 - Hardware architecture 
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Test 6.2: 

Description: At the beginning of the test, the emergency button is locked. The HMI speed 

and direction commands are tuned. Then the emergency button is unlocked.  

Expected results: When the emergency button is locked, the motors cannot be controlled and 

remain in their neutral positions even if the commands are tuned. When the button is 

unlocked, the control of the motors is possible again.  

Result: Pass. 

5.2.3.3 Test 7: Wi-Fi connection breakdown 

Test 7.1: 

Description: The brushless motor is set to a certain speed via the HMI. Then the Smartphone 

is taken away is order to simulate a drop in the Wi-Fi connection.  

Expected results: The brushless motor decelerates to full stop.  

Result: Pass. 

Comments: The same behavior is obtained when the Android application is closed suddenly. 

Test 7.2: 

Description: Directly after the test 7.1, the Smartphone is brought closer to the vehicle again 

in order to enable a good Wi-Fi connection.  

Expected results: The brushless motor does not respond to commands until the user locks 

and unlocks successively the emergency push button.  

Result: Pass. 

5.3 Safety requirements validation 

Table 28 establishes a tracing of safety requirements from the safety goals to the final test 

attesting their correct implementation. 
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Table 28 - Safety requirements validation 

Functional Safety 

Requirements 
Technical Safety Requirements Software Safety Requirements Implementation  Comments Test 

R1.1 
A Wi-Fi connection 

breakdown leading to an 

uncontrollable state of the 

vehicle shall be detected and 

confirmed within 500 

milliseconds 

R1.1.1 
The status of the Wi-Fi module 

shall be checked  every 100 

milliseconds 

R1.1.1.1 
A counter shall be incremented at 

each reception of a new frame 

Implemented in 

wifi_receive function  

In integration tests, 

test 4 explains the 

reason why the 

transmission period 

was changed to 250 

milliseconds 
 
In system tests, test 

7.1 shows that a Wi-

Fi communication 

breakdown can be 

detected 

R1.1.1.2 
A timer interrupt routine triggered 

each 100 milliseconds shall check 

if the counter has incremented or 

is equal to 0 

Implemented by 

wifi_check function 

The implementation was done 

with a trigger period of 500 

milliseconds due to the 

change of the transmission 

period from 25 to 250 

milliseconds  

R1.1.2 
When the Wi-Fi module status 

indicates that the connection is 

lost, the software application 

shall wait 400 milliseconds and 

check for incoming connection 

R1.1.2.1 
If the counter is equal to 0 when 

checked, a timeout shall be 

implemented while the server 

listens for incoming connections 

Implemented by 

wifi_check function 

The modification of the wifi_ 

check period did not leave 

enough time resources to 

implement a timeout of 400 

milliseconds. R1.1.2.1 and 

R1.1.3.1 were therefore 

implemented together as:  
 
If the counter is equal to 0 

when checked, the Wi-Fi 

state shall be notified as 

"NOT_OK" 

R1.1.3 
If no client connection has been 

detected during the 400 

milliseconds time interval, the 

Wi-Fi connection loss shall be 

confirmed  

R1.1.3.1 
When the time is out, the Wi-Fi 

state shall be notified as 

"NOT_OK" 
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R1.2 
When an uncontrollable 

state is detected and 

confirmed, the vehicle shall 

transit automatically to an 

appropriate safe state within 

500 milliseconds 

R1.2.1 
The ECU shall have two safe 

state modes (deceleration and 

power off) and a user control 

mode 

R1.2.1.1 
The software shall define three 

modes USER_CTRL, 

SAFE_STATE1 (deceleration) and 

SAFE_STATE2 (motors power 

off) 

Implemented by 

ECU_mode_manager 

module configuration 

Only USER_CTRL and 

SAFE_STATE1 were 

considered. SAFE_STATE2, 

which corresponds to 

powering off the motors, was 

not implemented. 

In system tests, tests 

6.1 and 7.1 show that 

after either an 

emergency signal or a 

Wi-Fi connection 

breakdown, the 

SAFE_STATE1 is 

reached  

R1.2.2 
The current mode of the ECU 

shall change to safe state after  

the notification of an 

uncontrollable state 

R1.2.2.1 
The mode shall be changed to 

SAFE_STATE1 in case of 

wireless connection problems, and 

to SAFE_STATE2 in case of 

actuators problems or if the 

emergency push button status is 

LOCKED 

Implemented by 

safety_handler 

function 

In current implementation, the 

LOCKED emergency signal 

leads to SAFE_STATE1.  

R1.2.3 
The ECU shall remain in safe 

state modes until it is declared 

that the user control mode of the 

vehicle is safe again 

R1.2.3.1 
The mode shall be set again to 

USER_CTRL if emergency button 

is UNLOCKED and Wi-Fi state is 

up.  

Implemented by 

safety_handler 

function 
 

In system tests, test 

6.2 shows that the 

motors cannot be 

controlled until the 

emergency push 

button is reset 

R1.2.3.2 
If the Wi-Fi state was "NOT_OK", 

the return to the USER_CTRL 

mode can be done only if the Wi-

Fi state is "Ok" and the user has 

pushed and released the 

emergency push button or if the 

connection has been restarted. 

Implemented by 

safety_handler 

function 
 

In system tests, test 

7.2 shows that the 

motors cannot be 

controlled after a 

communication 

breakdown, unless the 

emergency push 

button is locked and 

unlocked 
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R1.3 
Wireless communication 

problems, different from a 

connection breakdown, and 

leading to an uncontrollable 

state of the vehicle shall be 

detected within 500 

milliseconds 

R1.3.1 
The protocol shall include 

reliability mechanisms 

R1.3.1.1 
The VT protocol frame shall 

contain an identifier, an alive 

counter and a CRC field 

Implemented by VT 

protocol  
See PR1, PR2, PR6, PR10 in 

Table 23  

R1.3.2 
Communication faults shall be 

detected and reported 

R1.3.2.1 
Upon reception, CRC and alive 

counter shall be checked for 

corruption and duplication 

avoidance 

Implemented by 

wifi_receive function  

In unit tests, test 1 

shows the correct 

implementation of 

CRC and alive 

counter check in 

wifi_receive 

R1.3.2.2 
Corrupted and duplicated frames 

shall be reported to the Diagnostic 

event manager SW module 

Not implemented 
The Diagnostic event manager 

is not part of the current 

implementation 
 

R1.3.3 
The protocol shall propose 

actions to handle non-valid data.  

R1.3.3.1 
In case of corruption or 

duplication, the frames shall be 

discarded 

Implemented by 

wifi_receive function   

R1.3.4 
An uncontrollable state shall be 

notified in case of permanent 

fault in the Wi-Fi 

communication 

R1.3.4.1 
In case the frequency of 

occurrence of problems such as 

duplicated or corrupted frames is 

too high, the Wi-Fi state shall be 

set to "NOT_OK" 

Not implemented 
It can be implemented only 

when the Diagnostic event 

manager will be implemented  

R1.6 
The user shall be able to 

initiate the transition of the 

system to safe state 

R1.6.1 
The user shall be able to put the 

vehicle in safe state by sending a 

command from the HMI 

R1.6.1.1 
An emergency push button shall 

be implemented on the HMI. 

Implemented by HMI 

application  
See Figure 26 
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R1.6.1.2 
The state of the emergency push 

button (LOCKED or 

UNLOCKED) shall be included in 

the frame sent to the vehicle 

Implemented by VT 

protocol 
See PR5 in Table 23 

In system tests, test 6 

concerns the 

emergency push 

button functionality 

R1.7 
The user shall be notified of 

any dangerous state of the 

vehicle 

R1.7.1 
Warning messages shall be 

displayed on HMI for 

appropriate information 

R1.7.1.1 
Warning flags shall be included in 

the frame sent from the vehicle to 

the HMI.  

Implemented by VT 

protocol 
See PR4 in Table 23 Not tested 

R1.7.1.2 
The HMI shall interpret the 

warnings flags and display 

corresponding warnings messages 

and symbols 

Not implemented 
Warnings flags will be 

handled in the Diagnostic 

event manager  
 

 

 



97 

6 CONCLUSIONS 

This section presents the results and discusses them in the light of the related current 

research presented in Chapter 2. Moreover, future work is evoked.  

6.1 Results 

This project aimed at developing an embedded system enabling the transmission of 

monitoring and operational data between a vehicle and a remote HMI with consideration of 

the target vehicle safety.  

First, a safety analysis was performed according to the activities listed by the ISO 26262 

standard. A set of safety requirements was obtained at functional and technical level.  

The second step was to design a protocol intended to fulfill the safety requirements related to 

the wireless communication and to implement the system functional features. This high level 

protocol is called the Vehicle-Tablet protocol (VT). The VT protocol design is slightly 

different depending on the use of TCP or UDP transport protocol. This phase allowed to 

obtain a set of software safety requirements.  

Finally, a prototype was elaborated to test the design. Requirements were implemented into an 

embedded system placed in a model car as well as in a Smartphone HMI application. The 

final prototype implements successfully the following features: 

 The user is able to control the vehicle speed and direction with the Smartphone HMI. 

 The user is able to put the vehicle into safe state (deceleration to full stop) by pushing 

a button on the Smartphone HMI.  

 The vehicle transits automatically to safe state (deceleration to full stop) in case the 

Wi-Fi connection is interrupted.  

 The vehicle remains in safe state after a Wi-Fi breakdown until the wireless 

communication is up again and the user has performed an action on the HMI showing 

he still has the control.  

In other words, concerning the communication, only the transmission of commands from the 

HMI to the vehicle was implemented. This direction was prioritized due to its relation to the 

system safety. Concerning the safety requirements, only the features related to the wireless 

communication were implemented. It is also to note that the VT protocol is used on top of a 

TCP transport layer as UDP datagrams reception appears not to be possible for the Wi-Fi 

module. 

6.2  Discussion 

Concerning the elicitation of safety requirements, the main steps of the ISO 26262 standard 

were followed. The final set of safety requirements obtained in this project is not considered 

complete. It was chosen from beginning to focus on the requirements related to wireless 

technology. On one hand, the safety analysis aimed at highlighting the risks of using a 

wireless communication in the project context and mitigating them.  On the other hand, it 

determined how to handle the wireless communication to implement safety features like 

warning messages transmission.  
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Another aspect of the safety that can be discussed is the use of redundancy for the wireless 

communication. Redundancy is a well-known safety mechanism. For example, the same data 

can be transferred by redundant communication buses in order to improve the communication 

reliability and safety as recommended in the AUTOSAR safety concept status report 

(AUTOSAR, 2013). However, in this project, this possibility was not considered because the 

HMI support (Smartphone or tablet) did not have the capacity to implement two independent 

Wi-Fi communications.  

Moreover, when dealing with safety and wireless communication, it is important to adapt the 

reasoning to the system because the functional safety is a system characteristic. For a system 

that requires to receive data timely to assure a safe operation, real-time properties shall be 

prioritized. For a system that needs exact information to perform a task safely, reliability is 

the main concern. When both timeliness and reliability are important, the right balance shall 

be found when designing the protocol.  

Concerning the design and implementation of the VT protocol, one of the main limitations 

was the use of OTS products. The Wi-Fi module was indeed provided with a firmware which 

was a black box. The communication stack of the Wi-Fi module was thus not accessible for 

changes. Due to these constraints, no improvements could be done on the MAC and PHY 

layers like in (Silvo, et al., 2013) or (Chen, et al., 2010).  

Because of the Wi-Fi module choice, a built-in transport layer, either TCP or UDP, was 

bound to be used under the VT protocol layer. The design of the VT protocol took into 

account the specificities of each transport layer (see Section  4.2). On top on UDP, the VT 

protocol requires reliability mechanisms while no additional reliability improvements are 

needed on top of TCP. The first choice was to work with UDP protocol to have the smallest 

amount of built-in protocol features and be able to handle more mechanisms in the project 

custom-made VT protocol. Theoretically, UDP and VT protocols would have allowed 

reduced delays and correct reliability for the communication. Unfortunately, the Wi-Fi 

module seemed not to be able to receive UDP datagrams properly and this solution could not 

be tested. Consequently, TCP was used for the prototype. The results are correct as TCP and 

VT protocols allow to control the vehicle as expected without unreasonable delays.  

The most important limitation for the remote control was, indeed, not the delays induced by 

the use of TCP but the fact that the Wi-Fi module firmware and hardware did not allow to 

receive commands with a higher frequency than one command every 250 milliseconds (see 

Section  5.2.2.2). With such a limitation, it would anyway have been difficult to verify if UDP 

was a better choice than TCP.  

6.3 Future work and recommendations 

Next step of the project is the implementation of the monitoring features including the sensors 

data transmission and display on the HMI as well as the transmission of warning messages 

related to sensors or actuators faults. The safety requirements concerning sensors and 

actuators have therefore to be further detailed and implemented.  

Another aspect to consider in the future is the transmission of video from the vehicle to the 

HMI. Video transfer is particular as it is classified as multimedia streaming messages (see 

Table 7 in Section  2.3.2.1). This kind of data requires high transmission rate to obtain a good 

video quality on reception side. The Wi-Fi module might not be able to provide it given its 

hardware and software limitations.  
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The VT protocol can be improved to allow a better scalability. The general frame format 

should have a Start-of-Frame and End-of-Frame fields as well as a field carrying the frame 

length. These improvements will allow a standardized frame processing upon reception that 

can be used on vehicle or HMI side for any kind of messages. After this general process, each 

frame will be handled depending on its identifier. 

Finally, the consideration of another Wi-Fi module with higher performances and enabling the 

use of UDP protocol or direct custom-made protocol might allow to get rid of the current 

system limitations mainly concerning timing. In addition, the use of a real-time operating 

system to improve the tasks scheduling in the vehicle embedded software would certainly 

have a benefit for the overall system performances.  
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APPENDIX A: HAZARD ANALYSIS 

Table 29 - PHL/PHA Hazard identification 

 
Hazard checklist 

Functions Interfaces  
System 

compatibility 

constraints  
Environmental constraints  Undesired states Software errors Human factors 

gather data 

from sensors 

-problems with sensors to 

microcontrollers interfaces 

-erroneous input of sensors (short 

circuit, frozen input, out of range 

input) 

      
-send erroneous 

data 
  

Send feedback 

data to user via 

wireless 

connection 

-failures in microcontroller to Wi-Fi 

module interface (SPI) 
  

EMI, weather, obstacles cause: 

-loss of wireless communication 

-loss of data packets 

-corruption of data 

    
-HMI receives or 

displays erroneous 

sensors data 

Receive 

commands from 

user via a 

wireless 

connection 

-HMI sends out of range user 

commands for speed or direction 

-Failures in Wi-Fi module to 

microcontroller interface 

  

EMI, weather, obstacles cause: 

-loss of wireless communication 

-loss of data packets 

-corruption of data 

    
-user send ambiguous 

commands 

Calculate 

control 

parameters 

-receives erroneous feedback data of 

speed and direction 
      

-wrong 

calculations of the 

control parameters 
  

Output 

commands to 

actuators 

-PWM interface output erroneous  

signals to actuators 
    

-output control 

commands to 

actuators 

inadvertently, i.e. 

without previous 

major changes in the 

user commands 
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Table 30 - PHL/PHA Hazard analysis 

Function Number Hazard Causes Direct Effects Effects on vehicle Mode Recommended action 

Gather 

data from 

sensors 

PHA-1 

Inputs from sensors 

are erroneous or out 

of range leading to 

erroneous propagation 

of data to other 

functions 

Sensors failures, 

interface failures 

(hardware or 

software) 

-HMI displays wrong 

feedback data to user 

-The control algorithm 

calculates control parameters 

based on erroneous data 

User commands do not 

affect the vehicle behavior 

as expected, the vehicle 

can crash and cause injury 

and death 

During 

operation 

-Function has to filter erroneous 

inputs from sensors/sensors 

interface 

-If sensors fault are permanent, 

a message has to be sent to user 

to indicate faulty sensors or 

interfaces and vehicle has to 

enter a safe state 

PHA-2 
Outputs of the 

function are erroneous  

Software failures 

(conversion, 

resolution…) 

-HMI displays wrong 

feedback data to user-The 

control algorithm calculates 

control parameters based on 

erroneous data 

User commands do not 

affect the vehicle behavior 

as expected, the vehicle 

can crash and cause injury 

and death 

During 

operation 

Assure that the software 

function outputs right 

parameters 

Send 

feedback 

data to user 

via wireless 

connection 

PHA-3 
Loss of 

communication 

Environmental 

constraints (EMI, 

weather, 

obstacles…) 

-User cannot have updated 

feedback data 
None 

During 

operation 
Make the user aware of the loss 

of connection 

PHA-4 Corruption of data 

Environmental 

constraints (EMI, 

weather, 

obstacles…) 

-HMI displays wrong 

feedback data to user 

User might take bad 

control decisions based on 

wrong information and put 

the vehicle in dangerous 

state 

During 

operation 

Wi-Fi protocol should 

implement data corruption 

detection mechanisms 

PHA-5 Loss of packets 

Environmental 

constraints (EMI, 

weather, 

obstacles…) 

-User can miss some update 

of operational data 

User might take bad 

control decisions based on 

wrong information and put 

the vehicle in dangerous 

state 

During 

operation 

Wi-Fi protocol should 

implement lost packets 

detection and try to send again 

PHA-6 
Wi-Fi module 

interface to 

microcontroller fails  

Hardware failures 

(communication 

bus), software 

failures (driver) 

-HMI displays wrong or not 

feedback data to User 

User might take bad 

control decisions based on 

wrong information and put 

the vehicle in dangerous 

state 

During 

operation 
Integrity of data shall be 

assured 
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Receive 

commands 

from user 

via a 

wireless 

connection 

PHA-7 
Loss of 

communication 

Environmental 

constraints (EMI, 

weather, 

obstacles…) 

-User commands are not 

transferred to the control 

algorithm anymore 

The vehicle remains in its 

current mode, can crash 

and cause injury and death. 

During 

operation 

The system shall detect the loss 

of communication and enter a 

safe state 

PHA-8 Corruption of data 

Environmental 

constraints (EMI, 

weather, 

obstacles…) 

-The control algorithm 

calculates control parameters 

based on erroneous user 

commands 

User commands do not 

affect the vehicle behavior 

as expected, the vehicle 

can crash and cause injury 

and death 

During 

operation 

Wi-Fi protocol should 

implement data corruption 

detection mechanisms 

PHA-9 loss of packets 

Environmental 

constraints (EMI, 

weather, 

obstacles…) 

-The control algorithm 

calculates control parameters 

based on old user commands 

User commands do not 

affect the vehicle behavior 

as expected, the vehicle 

can crash and cause injury 

and death 

During 

operation 

Wi-Fi protocol should 

implement lost packets 

detection and try to send again 

PHA-10 
Wi-Fi module 

interface to 

microcontroller fails  

Hardware failures 

(communication 

bus), software 

failures (driver) 

-The control algorithm 

calculates control parameters 

based on wrong or old user 

commands 

User commands do not 

affect the vehicle behavior 

as expected, the vehicle 

can crash and cause injury 

and death 

During 

operation 
Integrity of data shall be 

assured 

Calculate 

control 

parameters 

PHA-11 
Receives erroneous 

feedback data of 

speed and direction 

Sensors failures, 

interface failures 

(hardware or 

software), software 

failures 

-The control algorithm 

calculates control parameters 

based on erroneous data 

User commands do not 

affect the vehicle behavior 

as expected, the vehicle 

can crash and cause injury 

and death 

During 

operation 
Integrity of data shall be 

assured 

PHA-12 
Receives erroneous 

user commands 

Wi-Fi 

communications 

failures, human 

errors 

-The control algorithm 

calculates control parameters 

based on erroneous user 

commands 

User commands do not 

affect the vehicle behavior 

as expected, the vehicle 

can crash and cause injury 

and death 

During 

operation 
Integrity of data shall be 

assured 

PHA-13 
Wrong calculations of 

the control parameters 

Software failures 

(logic errors, 

programming errors) 

-Actuators receives the wrong 

PWM signals 

User commands do not 

affect the vehicle behavior 

as expected, the vehicle 

can crash and cause injury 

and death 

During 

operation 
Correctness of the calculations 

shall be assured 
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Output 

commands 

to actuators 

PHA-14 
PWM interface output 

erroneous  signals to 

actuators 

Software driver 

failure, hardware 

failure 

-Damage of actuators or 

unintended response of the 

actuators 

User commands do not 

affect the vehicle behavior 

as expected, the vehicle 

can crash and cause injury 

and death 

During 

operation 
Out of range output shall be  

detected 

PHA-15 

Output control 

commands to 

actuators 

inadvertently, i.e. 

without previous 

major changes in the 

user commands 

Software failures 
-Damage of actuators or 

unintended response of the 

actuators 

The vehicle has an 

unexpected behavior , the 

vehicle can crash and 

cause injury and death 

During 

operation 

Avoid output signals 

inadvertently, only output 

changed signals based on 

changed user request 
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Table 31 - FMEA worksheet 

Function Failure mode 
Vehicle is 

currently 

User 

requests 
local effect Effect on vehicle Causes Severity Comments 

Output speed 

control signal 

to actuator 

fails to perform moving  any request motors stop 

vehicle 

inadvertently 

stops  

hardware 

failure, 

software error 

4 
uncontrollable 

and dangerous 

fails to perform standstill 
accelerate 

forward 

motors do not 

start 

vehicle does not 

move 
2 

no real danger 

if vehicle in 

safe  

state (at 

junction stop, 

parking…) 

performs inadvertently (without 

previous change in the user 

command) 

moving do nothing 

unintended 

change in 

speed 

unintended 

acceleration or 

deceleration 

hardware 

failure, 

software error 

4 
uncontrollable 

and dangerous 

performs inadvertently standstill do nothing 
motors starts 

inadvertently 

vehicle has 

unintended 

motion  

hardware 

failure, 

software error 

4 
uncontrollable 

and dangerous 

output higher speed control 

signal than requested 

moving or 

standstill 

accelerate 

forward or 

backward 

motors speed 

increases 

more than 

requested 

vehicle speed can 

go out of the 

tolerance range 

and the vehicle 

may become 

uncontrollable 
hardware 

failure, 

software error 

3 
user can stop 

accelerate 

output higher speed control 

signal than requested 
moving  decelerate  

motors speed 

will not 

decrease as 

fast as 

expected 

vehicle may not 

decelerate 

enough to avoid 

obstacles 

4 
user cannot 

decelerate faster 

output lower speed control 

signal than requested 

moving or 

standstill 

accelerate 

forward or 

backward 

motors speed 

increases less 

than expected 

acceleration of 

the vehicle is 

slow 

hardware 

failure, 

software error 

2 
effect is not 

dangerous 



109 

output lower speed control 

signal than requested 
moving forward  decelerate  

motors speed 

decreases 

more than 

expected 

vehicle may go 

backward 

inadvertently, or 

stops 

inadvertently 

4 
uncontrollable 

and dangerous 

output lower speed control 

signal than requested 

moving 

backward 
decelerate  

motors speed 

decreases 

more than 

expected 

vehicle may go 

forward 

inadvertently, or 

stops 

inadvertently 

4 
uncontrollable 

and dangerous 

output inverted speed control 

signal than requested 
moving forward go forward 

motors change 

direction 

inadvertently 

vehicle goes 

backward 

inadvertently, 

motors break 

hardware 

failure, 

software error 

3 

user can stop 

accelerate 

forward and 

stop the vehicle 

output inverted speed control 

signal than requested 

moving 

backward 
go forward none none 1 no effect 

output inverted speed control 

signal than requested 
standstill go forward 

motors go 

backward 

vehicle goes 

backward 

inadvertently 

3 

user can stop 

accelerate 

forward and 

stop the vehicle 

output inverted speed control 

signal  
moving forward  go backward 

motors go 

forward 
none 1 no effect 

output inverted speed control 

signal  

moving 

backward 
go backward 

motors go 

forward 

vehicles goes 

forward 

inadvertently 

3 

user can stop 

accelerate 

backward and 

stop the vehicle 

output frozen value of speed 

control signal 

moving or 

standstill 

accelerate 

forward or 

backward 

motors speed 

will not 

increase 

vehicle cannot 

accelerate hardware 

failure, 

software error 

2 
effect is not 

dangerous 

output frozen value of speed 

control signal 

moving forward 

or backward 
decelerate  

motors speed 

will not 

decrease 

vehicle cannot 

decelerate 
4 

uncontrollable 

and dangerous 
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Output 

steering angle 

control signal 

to actuator 

fails to perform moving  
turn right or 

left 

wheels do not 

turn 

vehicle keeps its 

direction despites 

user commands 

hardware 

failure, 

software error 

4 
uncontrollable 

and dangerous 

performs inadvertently (without 

previous user command 

change) 

moving 
do not turn 

right or left  

wheels turns 

inadvertently 

vehicle changes 

direction 

inadvertently 

hardware 

failure, 

software error 

4 
uncontrollable 

and dangerous 

output higher steering angle 

control signal than requested 
moving 

turn right or 

left 

wheels turn 

more than 

expected 

vehicle misses its 

trajectory, 

vehicle becomes 

uncontrollable 

hardware 

failure, 

software error 

3 

user can adjust 

the steering 

angle to try 

correct the 

trajectory 

output lower steering angle 

control signal than requested 
moving 

turn right or 

left 

wheels turn 

less than 

expected 

vehicles misses 

its trajectory 

hardware 

failure, 

software error 

3 

user can adjust 

the steering 

angle to try 

correct the 

trajectory 

output inverted steering angle 

control signal than requested 

moving forward 

or backward 
turn right 

wheels turn 

left 

vehicle has an 

unintended 

trajectory 
hardware 

failure, 

software error 

3 

user can adjust 

the steering 

angle to try 

correct the 

trajectory 

output inverted steering angle 

control signal than requested 

moving forward 

or backward 
turn left 

wheels turn 

right 

vehicle has an 

unintended 

trajectory 

3 

user can adjust 

the steering 

angle to try 

correct the 

trajectory 

output frozen value of steering 

angle control signal 

turning left or 

right 

all requests 

except turn 

wheels keeps 

their angle 

vehicles keeps 

turning despite 

users commands 
hardware 

failure, 

software error 

4 
uncontrollable 

and dangerous 

output frozen value of steering 

angle control signal 

moving and not 

turning 

turn right or 

left  

wheels keeps 

their angle 

vehicle does not 

turn as expected 
4 

uncontrollable 

and dangerous 
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Receive speed 

command 

from user 

wirelessly 

fails to perform moving accelerate 

motors keeps 

their current 

speed 

vehicle cannot 

accelerate 
hardware 

failure, 

software error, 

wireless 

communication 

failure 

2 
effect is not 

dangerous 

fails to perform standstill accelerate 
motors do not 

start 

vehicle do not 

move 
2 

effect is not 

dangerous 

fails to perform moving  decelerate 

motors keeps 

their current 

speed 

vehicle cannot 

decelerate 
4 

uncontrollable 

and dangerous 

receive higher speed command 

than requested 
(See "output higher steering angle control signal than requested") 

receive lower speed command 

than requested 
(See "output lower speed control signal than requested") 

receive inverted speed 

command 
(See "output inverted speed control signal than requested") 

                
 

Receive 

steering angle 

command 

from user 

wirelessly 

fails to perform moving  
turn right or 

left 

wheels do not 

turn 

vehicle keeps its 

direction despites 

user commands 

hardware 

failure, 

software error, 

wireless 

communication 

failure 

4 
uncontrollable 

and dangerous 

receive inverted steering angle 

command 
(See "output inverted steering angle control signal than requested") 

receive higher steering angle 

command than requested 
(See "output higher steering angle control signal than requested") 

receive lower steering angle 

command than requested 
(See "output lower steering angle control signal than requested") 
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Send speed 

data to user 

wirelessly  

fails to perform all situations all requests 

data are not 

display by the 

HMI or out of 

date 

the user is not 

able to control 

the vehicle 

appropriately due 

to the lack of 

operational data 

hardware 

failure, 

software error, 

wireless 

communication 

failure 

4 
uncontrollable 

and dangerous 

send higher speed than real moving  accelerate  

the HMI 

displays a 

higher speed 

than real 

the vehicle goes 

slower than 

expected by the 

user 

hardware 

failure, 

software error, 

wireless 

communication 

failure 

2 
effect is not 

dangerous 

send higher speed than real standstill 

accelerate 

forward or 

backward 

the HMI 

displays a 

higher speed 

than real 

the user thinks 

the vehicle is 

moving while is 

not moving 

2 
effect is not 

dangerous 

send higher speed than real moving  decelerate  

the HMI 

displays a 

higher speed 

than real 

the vehicle goes 

slower than 

expected by the 

user, it stops 

before the user 

reaches 0 speed 

command. 

2 
effect is not 

dangerous 

send lower speed than real  moving  accelerate  

the HMI 

displays a 

lower speed 

than real 

the vehicle goes 

faster than 

expected by the 

user 

hardware 

failure, 

software error, 

wireless 

communication 

failure 

4 
uncontrollable 

and dangerous 

send lower speed than real  standstill 

accelerate 

forward or 

backward 

the HMI 

displays a 

higher speed 

than real 

the user thinks 

the vehicle is not 

moving while it 

is moving 

4 
uncontrollable 

and dangerous 
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send lower speed than real  moving  decelerate  

the HMI 

displays a 

higher speed 

than real 

the vehicle goes 

faster than 

expected by the 

user, it is still 

moving when the 

HMI displays 0 

velocity.  

4 
uncontrollable 

and dangerous 

send inverted speed moving  
go forward, 

backward 

the HMI 

displays 

inverted speed 

the user is not 

able to control 

the vehicle 

appropriately due 

to the lack of 

operational data 

hardware 

failure, 

software error, 

wireless 

communication 

failure 

4 
uncontrollable 

and dangerous 

send frozen value of speed all situations all requests 

the HMI does 

not display 

updated speed 

the user is not 

able to control 

the vehicle 

appropriately due 

to the lack of 

operational data 

4 
uncontrollable 

and dangerous 

                
 

Send steering 

angle data to 

user wirelessly  

fails to perform all situations all requests 

data are not 

display by the 

HMI or out of 

date 

the user is not 

able to control 

the vehicle 

appropriately due 

to the lack of 

operational data 

hardware 

failure, 

software error, 

wireless 

communication 

failure 

4 
The 

controllability 

is considered 

difficult since 

the user has no 

real feedback 

on the state of 

the vehicle 
send higher steering angle 

than real 
moving  

turn right or 

left 

the HMI 

displays 

higher 

steering angle 

than real 

the vehicle turns 

less than 

expected, it may 

miss its trajectory 

hardware 

failure, 

software error, 

wireless 

communication 

failure 

4 
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send lower steering angle than 

real  

moving  
turn right or 

left 

the HMI 

displays 

higher 

steering angle 

than real 

the vehicle turns 

more than 

expected, it may 

miss it trajectory 

hardware 

failure, 

software error, 

wireless 

communication 

failure 

4 

send inverted steering angle moving  
turn right or 

left 

the HMI 

displays 

inverted 

steering angle  

the user is not 

able to control 

the vehicle 

appropriately due 

to  erroneous data 

hardware 

failure, 

software error, 

wireless 

communication 

failure 

4 

send frozen value of steering 

angle 
moving  

turn right or 

left 

the HMI does 

not display 

updated 

steering angle 

the user is not 

able to control 

the vehicle 

appropriately due 

to erroneous data 

hardware 

failure, 

software error, 

wireless 

communication 

failure 

4 
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APPENDIX B: RISK ASSESSMENT 

Table 32 - ASIL definition et justification 

Hazardous 

event 

number 

Consequences if 

not controlled 
Severity 

Comments on 

Severity 
Controllability 

Comments on 

Controllability 
Exposure 

Comments on 

Exposure 

Corresponding 

ASIL 

HE1 

The vehicle does 

not decelerate, it 

might injure a 

pedestrian, collide 

with previous 

vehicle, provoke 

an accident at 

junctions 

S3 

This hazardous event 

can cause crash with 

multiples vehicles and 

involve pedestrians, 

there is a risk a life 

threatening injuries 

and death 

C3 
This event is difficult to 

control.  
E4 

The hazard can 

happen during all 

operating situations 

(more than 10% of 

the operating time) 

S3+C3+E4 = 

ASIL D 

HE2 

The vehicle is 

uncontrollable and 

can provoke an 

accident with other 

road users or 

pedestrians 

S3 

This hazardous event 

can cause crash with 

multiples vehicles and 

involve pedestrians, 

there is a risk a life 

threatening injuries 

and death 

C3 

The behavior of the 

vehicle is sudden and 

unpredictable, the user 

might not have enough 

time to restore the 

correct speed 

E4 

The hazard can 

happen during all 

operating situations 

(more than 10% of 

the operating time) 

S3+C3+E4 = 

ASIL D 

HE3 

The vehicle 

accelerates forward 

or backward 

inadvertently and 

collides with the 

previous or the 

next vehicle 

S1 

 As it is in congestion 

traffic, injuries should 

not be really severe 

thanks to passive 

safety devices in cars 

and the situation does 

not involve 

pedestrians 

C3 

This inadvertent 

behavior of the vehicle 

is uncontrollable by the 

user since it happen 

really fast and next 

vehicle is quite close 

E3 

The hazard 

happens only in 

congestion traffic, 

the probability is 

less high (between 

1 and 10% of the 

operating time) 

S1+C3+E3 = 

ASIL A 
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HE4 

The vehicle 

accelerates forward 

or backward, and 

either injures a 

pedestrian on the 

crosswalk or 

collides with the 

following vehicle 

S3 

The vehicle might 

injure severely a 

pedestrian, there is a 

risk a life threatening 

injuries and death 

C3 

This inadvertent 

behavior of the vehicle 

is uncontrollable by the 

user since it happen 

really fast and next 

vehicle is quite close 

E3 

The hazard 

happens only in 

case the vehicle is 

waiting at a 

crosswalk (between 

1 and 10% of the 

operating time) 

S3+C3+E3 = 

ASIL C 

HE5 

The vehicle 

decelerates 

inadvertently and 

the next vehicle 

collides with it 

S2 

The injuries might be 

severe or life 

threatening 

C3 

It is considered difficult 

to control since the user 

cannot do anything and 

the next vehicle might 

not be able either to 

avoid the collision 

E4 

The hazard can 

happen during all 

operating situations 

(more than 10% of 

the operating time) 

S2+C3+E4 = 

ASIL C 

HE6 

The vehicle misses 

its trajectory, it 

might collides with 

other road users or 

hurts pedestrians 

S3 

The situation involves 

pedestrians, there is a 

risk a life threatening 

injuries and death 

C3 
This event is 

uncontrollable 
E4 

The hazard can 

happen during all 

operating situations 

(more than 10% of 

the operating time) 

S3+C3+E4 = 

ASIL D 

HE7 

The vehicle misses 

its trajectory, it 

might collides with 

other road users or 

hurts pedestrians 

S3 

The situation involves 

pedestrians, there is a 

risk a life threatening 

injuries and death 

C3 
This event is 

uncontrollable 
E4 

The hazard can 

happen during all 

operating situations 

(more than 10% of 

the operating time) 

S3+C3+E4 = 

ASIL D 

HE8 

The vehicle is 

uncontrollable and 

can provoke an 

accident with other 

road users or 

pedestrians 

S3 

The situation involves 

pedestrians, there is a 

risk a life threatening 

injuries and death 

C3 

The user can try to 

correct the trajectory, 

but as the vehicle does 

not respond as 

expected, consequences 

can be serious. It is 

considered difficult to 

control 

E4 

The hazard can 

happen during all 

operating situations 

(more than 10% of 

the operating time) 

S3+C3+E4 = 

ASIL D 
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HE9 

The vehicle has an 

unintended 

trajectory, it can 

provoke accidents 

with other road 

users and hurts 

pedestrians 

S3 

The situation involves 

pedestrians, there is a 

risk a life threatening 

injuries and death 

C3 

This event happens 

inadvertently and is 

considered difficult to 

control 

E4 

The hazard can 

happen during all 

operating situations 

(more than 10% of 

the operating time) 

S3+C3+E4 = 

ASIL D 

HE10 

The vehicle is not 

controlled 

appropriately 

S3 

The user do not have 

right feedback on the 

vehicle state and 

might give dangerous 

instructions causing 

possible life 

threatening injuries or  

C3 

If the user realize the 

problem,  he can still 

put the vehicle in a safe 

state (decelerate) but 

the situation is still 

difficult to control 

E4 

The hazard can 

happen during all 

operating situations 

(more than 10% of 

the operating time) 

S3+C3+E4 = 

ASIL D 

HE11 

The vehicle is not 

controlled 

appropriately 

S3 

The user do not have 

feedback on the 

vehicle state and 

might give dangerous 

instructions causing 

possible life 

threatening injuries or 

death  

C3 

The user does not have 

any feedback on the 

vehicle state anymore,  

he can still try to put the 

vehicle in a safe state 

(decelerate) but the 

situation is still difficult 

to control 

E4 

The hazard can 

happen during all 

operating situations 

(more than 10% of 

the operating time) 

S3+C3+E4 = 

ASIL D 
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APPENDIX C: FUNCTIONAL SAFETY REQUIREMENTS 

Functional Safety Concept 1: Detection of uncontrollable states of the vehicle and implementation of safe state 

Table 33 - Requirements for functional safety concept 1 

Functional Safety 

Requirements Number 
Description of Functional safety requirements Comments Allocation 

R1.1 

A Wi-Fi connection breakdown leading to an 

uncontrollable state of the vehicle shall be 

detected and confirmed within 500 milliseconds 

root cause 1: Loss of Wi-Fi connection 
Wi-Fi communication 

monitor 

R1.2 

When an uncontrollable state is detected and 

confirmed, the vehicle shall transit automatically 

to an appropriate safe state within 500 

milliseconds 

The vehicle is considered in safe state when 

it is stopped (and preferably not an obstacle 

for other road user ) 

Uncontrollable state manager 

R1.3 

Wireless communication problems, different from 

a connection breakdown, and leading to an 

uncontrollable state of the vehicle shall be 

detected within 500 milliseconds 

root cause 2: Data corruption/loss of packets 
Wireless communication 

monitor 

R1.4 

Sensors hardware failure leading to an 

uncontrollable state of the vehicle shall be 

detected within 500 milliseconds 

root cause 5: Sensors hardware failures Sensors monitor 

R1.5 

Actuators hardware failure leading to an 

uncontrollable state of the vehicle shall be 

detected within 500 milliseconds 

root cause 3: Actuators hardware failures Actuators  monitor 

R1.6 
The user shall be able to initiate the transition of 

the system to safe state 

The user initiates the transition to safe state 

by powering off the motors 
HMI Command 

R1.7 
The user shall be notified of any dangerous state 

of the vehicle  
Warning signal manager 
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Functional Safety Concept 2: Comparison of user request with PWM outputs, rejection of 

out of range values 

Table 34 - Requirements for functional safety concept 2 

Functional Safety 

Requirements 

Number 

Description Allocation 

R2.1 
Value of the speed user request shall be compared with 

the control output to actuators 
Actuators monitor 

R2.2 
Value of the steering angle user request shall be 

compared with the control output to actuators 
Actuators monitor 

R2.3 
If the control output intended to motors differs from 5% 

to the speed user request, it shall be rejected 
Actuators monitor 

R2.4 
If the control output intended to motors differs from 5% 

to the angle user request, it shall be rejected 
Actuators monitor 

R2.5 Speed user requests over 50 km/h shall be rejected Actuators monitor 

R2.6 
Steering angle user requests over 45 degrees shall be 

rejected 
Actuators monitor 

R2.7 Output signals to motors shall never be out of range Actuators monitor 

 

Functional Safety Concept 3: Consideration of the vehicle environment when transiting to 

safe state 

Table 35 - Requirements for Functional Safety Concept 3 

Functional Safety 

Requirements 

Number 

Description Allocation Comments 

R3.1 

When entering a safe state, the 

vehicle shall warn the other road 

users 

Visual warning 

system  

R3.2 
The vehicle shall adapt its transition 

to safe state to its environment 
Controller 

It is supposed that 

information such as the 

distance with other vehicles is 

provided by appropriate set of 

sensors 
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APPENDIX D: TECHNICAL SAFETY REQUIREMENTS 

Table 36 - Technical safety requirements 

Functional Safety 

Requirements 

Number 

Technical Safety 

Requirements 

Number 

Description of technical safety requirements Allocation 

R1.1 

R1.1.1 The status of the Wi-Fi module shall be checked  every 100 milliseconds Wi-Fi communication SW module 

R1.1.2 

When the Wi-Fi module status indicates that the connection is lost, the software 

application shall wait 400 milliseconds and check for incoming connection or 

messages 

Wi-Fi communication SW module 

R1.1.3 
If no client connection has been detected during the 400 milliseconds time 

interval, the Wi-Fi connection loss shall be confirmed 
Wi-Fi communication SW module 

R1.2 

R1.2.1 
The ECU shall have two safe state modes (deceleration and power off) and a user 

control mode 
ECU mode manager SW module 

R1.2.2 
The current mode of the ECU shall change to safe state after  the notification of an 

uncontrollable state 
ECU mode manager SW module 

R1.2.3 
The ECU shall remain in safe state mode until it is declared that the user control 

mode of the vehicle is safe again 
ECU mode manager SW module 

R1.3 

R1.3.1 The protocol shall include reliability mechanisms  Wi-Fi Communication SW module 

R1.3.2 Communication faults shall be detected and reported Wi-Fi Communication SW module 

R1.3.3 The protocol shall propose actions to handle non-valid data.  Wi-Fi Communication SW module 

R1.3.4 
An uncontrollable state shall be notified in case of permanent fault in the Wi-Fi 

communication 

Diagnostic event manager SW 

module 

R1.4 

R1.4.1 Sensors data shall be checked for plausibility  Sensors SW component 

R1.4.2 Recovery action shall be implemented in case of invalid sensor data 
Diagnostic event manager SW 

module 
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R1.4.3 
Permanent sensors faults shall be detected and differentiated from intermittent and 

transient faults.  

Diagnostic event manager SW 

module 

R1.4.4 Every permanent sensors fault shall be notified to the user 
Warning signals manager SW 

component 

R1.4.5 
If a permanent sensor failure prevents the vehicle to be controlled safely, an 

uncontrollable state shall be notified 

Diagnostic event manager SW 

module 

R1.5 

R1.5.1 Actuators faults shall be detected and reported.  Actuators SW component 

R1.5.2 
Permanent actuators faults shall be detected and differentiated from intermittent 

and transient faults.  

Diagnostic event manager SW 

module 

R1.5.3 
If a permanent actuator failure prevents the vehicle to be controlled safely, an 

uncontrollable state shall be notified 

Diagnostic event manager SW 

module 

R1.5.4 Every permanent actuators fault shall be notified to the user 
Warning signals manager SW 

component 

R1.6 R1.6.1 
The user shall be able to put the vehicle in safe state by sending a command from 

the HMI 

HMI application SW (sending), Wi-Fi 

communication SW module 

(reception) 

R1.7 R1.7.1 Warning messages shall be displayed on HMI for appropriate information 

HMI application SW (reception), Wi-

Fi communication SW module 

(sending) 
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APPENDIX E: FAULT TREES 

Acceleration command 
output from Actuator IF  

No request from user 

Command signal ouput 
from Actuators SW

IF HW failure 
(commission) 

Actuators SW  failure
(commission) 

Control parameters input to 
Actuators SW

Control parameters ouput 
from Control Algo SW 

Controller SW failure 
(commission)

Acceleration command input to 
Control Algo SW

Command signal input 
to Actuator IF

Erroneous feedback value 
input to Control Algo SW

Erroneous feedback value 
output from Sensors SW

Intra-software communication 
data corruption

Sensors SW 
failure 

(malfunction)

Erroneous sensors signals 
output from Sensors IF

Erroneous sensors signals 
input to Sensors SW

Erroneous sensors signals 
input to Sensors IF

Sensors IF HW failure

Erroneous  signals output 
from Sensors HW

Sensor HW failure 
(malfunction)

Acceleration command output 
from SPI/UART

SPI/UART HW 
failure 

(commission)

Acceleration command 
input to SPI/UART

Acceleration command 
output from Wi-Fi module

Acceleration command 
input to Wi-Fi module

Wi-Fi module HW 
or SW failure

Acceleration command 
output from wireless com IF

Corruption of data in 
the wireless com IF

Acceleration command 
input to wireless com IF

HMI SW failure HMI HW failure

Acceleration command 
output from HMI

Acceleration command output 
from Wi-Fi com SW

Acceleration command 
input to Wi-Fi com SW

Wi-Fi com SW failure 
(commission)

The vehicle accelerates without user request
(commission)

Acceleration command 
input to actuators HW

Notes :
IF = Interface
HW = Hardware
SW = Software

IF HW failure 
(commission) 

 

Figure 37 - Fault tree 2, commission analysis 
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Right direction command output from 
Actuator IF  

Left direction 
request from user

Right direction command signal  
ouput from Actuators SW

IF HW failure 
(malfunction) 

Actuators SW  failure 
(malfunction)

Right direction control parameters 
input to Actuators SW

Right direction control parameters 
ouput from Control Algo SW 

Controller SW failure 
(malfunction) 

Right direction command input to 
Control Algo SW

Right direction command 
signal input to Actuator IF

Erroneous feedback value 
input to Control Algo SW

Erroneous feedback value 
output from Sensors SW

Intra-software communication 
data corruption

Sensors SW 
failure

Erroneous sensors signals 
output from Sensors IF

Erroneous sensors signals 
input to Sensors SW

Erroneous sensors signals 
input to Sensors IF

Sensors IF HW failure

Erroneous  signals output 
from Sensors HW

Sensor HW failure

Right direction command output 
from SPI/UART

SPI/UART HW failure 
(malfunction

Right direction command 
input to SPI/UART

Right direction command 
output from Wi-Fi module

Right direction command 
input to Wi-Fi module

Wi-Fi module HW or SW 
failure (malfunction)

Right direction command 
output from wireless com IF

Corruption of data in 
the wireless com IF

Right direction command 
input to wireless com IF

HMI SW failure HMI HW failure

Right direction command 
output from HMI

Right direction command output 
from Wi-Fi com SW

Right direction command 
input to Wi-Fi com SW

Wi-Fi com SW failure

The vehicle turns right while the user turns left 
(malfunction)

Right direction command 
input to actuators HW

Motor turns right

Actuators HW failure 
(malfunction)

Loss of data packets

Notes :
IF = Interface
HW = Hardware
SW = Software

 

Figure 38 - Fault tree 3, malfunction analysis



 

 

 


