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Abstract 

Video conferencing services are dependent on many other underlying devices, network services 

and infrastructure and TCP/IP services before they can provide seamless, reliable and good quality 

video meeting services to end users. Providing fully automated video conferencing services at 

Skiptrip AB requires engagement of even more variant and complex set of TCP/IP services and 

devices that has made its network a heterogeneous one consisting of hundreds of modern and 

legacy systems along with the high definition and bandwidth sensitive video conferencing 

systems. In this thesis the process of designing and implementing a secure network module for 

separating and transferring non-production (management) network traffic flow of all network 

equipment via establishing and fine-tuning virtual IP-sec tunnels among edge routers or firewalls 

of each video station in this enterprise-scale network has been conducted in order to make sure 

that the network traffic flow belonging to the management module is treated separately and 

securely thanks to the encryption mechanisms of IPsec protocol on the header and payload of IP 

packets.  

After getting inspired by studying some well-known network design and architecture 

methodologies and industry best practices like Cisco SAFE, characterizing the existing network is 

done in the early stages of this thesis with a focus on security measures such as the utilization of 

Access Control Lists on different router interfaces which were utilized to provide perimeter 

network security to some extent. Afterwards, a new network design is proposed where the 

management flow is separated from the production traffic flow and is transferred through the 

secure IPsec tunnels in a semi-mesh topology which form a virtual network module for the 

management traffic of the whole internetwork. The new network module is then given a new IP 

addressing scheme based on the private range of IPv4 addresses and, after relevant discussions, a 

certain way of implementation of static routing in combination with classless interdomain routing 

and variable length subnetmasking is introduced to provide, implemented and tested in order to 

provide route-redundancy in IP connectivity level of management network module in a similar-to-

dynamic routing protocol manner.  

Innate sensitivity of high definition video conferencing protocols like H.323 and SIP to quality of 

the underlying network infrastructure which is usually defined in terms of packet loss and jitter as 

well as the bandwidth limitation of costly Internet links in each video station and the 

heterogeneity of the internetwork were amongst the main technical challenges of this thesis and 

shaped the outcome of proposed design and also the evaluation mechanisms which are done at 

the end of this project.  
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Chapter 1  

Introduction 
 

This chapter contains basic and general introduction to the area as well as definition of the practical 

problem and the way it is addressed in this master thesis. This will be followed by goals and 

methodology of this project. Scope, Structure of the thesis and required reflections constitute the last 

three subsections.  

 

1.1 General Introduction to the Area 

 

Designing internetworks which might suit the complex set of technical and business requirements of 

larger and smaller enterprises is a challenging task. Internetworks which are basically a collection of 

smaller and larger networks connected to each other by means of networking devices and 

communication links function as a single large network [1] and are aimed to satisfy the ever increasing 

needs of organizations for digital and intelligent services as we know them generally as IT services 

nowadays. In order to systematically approach the process of designing and architecting internetworks, 

there are a number of methodologies, guidelines and blueprints in order to introduce the industry best 

practices when it comes to security, reliability and performance of internetworks. The need for 

scalability, availability and much more are also sought in the utilization of these methodologies. The 

complexity and sensitivity of modern internetworks are beyond such an extent that one might 

successfully perform the design process without help of the updated methodologies [2].  

In this thesis, an existing and functioning internetwork will be studied and analyzed and subsequently a 

new design solution will be provided in order to facilitate management of the internetwork with security 

enhancements in networking and routing level. Not to mention, that the solution, i.e. the final design, 

needs to comply with limitations and challenges of the focal internetwork.  

In order to give a better understanding of the situation as well as putting things in its context for the 

reader, in the next sub-section, a brief introduction about the video conferencing internetwork of 

Skiptrip is provided. More technical details and analysis will be discussed in the section: “2.1. 

Characterizing the Existing Network”  

 

1.2 Video Conferencing Internetwork of Skiptrip 

 

Skiptrip AB [3] is a video conferencing, or briefly VC, company with rather a vast internetwork of video 

conferencing stations in five European countries as well as video conferencing infrastructure 
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components such as video conferencing bridges, video centres for video recording and live video 

streaming, etc. 

However, the whole network is not only about video conferencing equipment, but a number of TCP/IP 

network components as well as other audio/visual equipment installed in the so called Video 

Conferencing Stations, briefly VCS. In addition to the normal network devices such as routers, switches, 

IP-based displays, IP-based electricity board controllers, IP-based control cameras, specialized etc., there 

are a number of servers in each video station hosting some services one of which is a proprietary 

software and reliant TCP/IP services for receiving video bookings from a centralized booking server 

platform which consists of web, application and database servers. All these equipment, software and 

services are designed in order to provide a fully automated video conferencing experience. In other 

words, the only thing the user needs to do is book a meeting via her calendar and the rest is done 

automatically. By the word anything here, it is meant switching the displays, sound and lighting systems 

on, initiating the video call, enforcing predetermined settings to the Video Conferencing Endpoints or 

VCEs and cameras, etc.  Figure 1-1 shows appearance of one of Skiptrip’s video stations which is a typical 

medium sized public video station installed in Amsterdam, The Netherland [4].  

 

 

Figure 1-1  A Typical Skiptrip Video Station - Amsterdam, The Netherlands [4] 

Each video station is a local network which in combination to other video stations and the central 

administration and server platform encompasses a large internetwork. These video stations can be 

either public [5] or private [6], former of which can be hired out on an hourly basis to the public and the 

latter one can be installed at the customer’s premises, dedicated to internal use.   
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1.3 Problem Definition 

 

The problem is that the internetwork lacks secure and systematic management, partly because of its 

rapid and uncontrolled growth and partly because of the fact that the network is a heterogeneous one. 

After studying about secure network management and general network design methodologies which 

are reflected in the appendix I it was found out that the whole network is suffering from lack of a secure 

network management module. Moreover due to performance challenges (Video sensitivity to 

bandwidth quality parameters) which will be discussed in the section 2.3.1 securing communication 

within the above mentioned management module is a necessity and will be persuaded in this project. 

However, the problem can partially be defined as addressing the security threats which are mentioned 

in the section 3.1 of this thesis report, as well.  

 

1.4 Goal 

 

The main goal of this thesis is providing a design for a network management module that can facilitate 

the process of network management in a secure. As part of the process to reaching this goal studying 

and analyzing the security threats and vulnerabilities in the existing network are defined as a sub-goal of 

this thesis. Implementation and verification of the proposed design is also part of the goal.  

The design is intended to provide:  

 Separation of production and management traffic in network layer of OSI reference 

model 

 Providing direct IP connectivity among all parts of management network module 

 No (or least possible) impact on the production network 

 Satisfying the technical and business constraints of the existing internetwork 

There are two main categories of limitations the former one relates to innate sensitivity of network 

traffic of High Definition Video Conferencing which is broadly discussed in the section 2.3.1 and the later 

one relates to the characteristics of heterogeneous networks containing legacy system which is covered 

in the section 2.3.3.    

In order to provide a bigger picture of the goal to the reader, it is vital to explain a bit about the history 

of formation of the goals for this thesis. The main goal of Skiptrip AB by conducting this thesis was to 

improve the reliability and availability of its services by increasing system awareness via designing and 

building an in-house telemetry system which constantly monitors all the health parameters of the whole 

internetwork and alerts in case of any failure in the system, though a basic prerequisite for doing so is 

having a modular and structured infrastructure.  

The infrastructure or environment for such a telemetry system is a network module called management 

network module, as it is well explained in the appendix I. So, the goal of designing and implementing a 
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secure management network module is of higher precedency here and constitutes the official goal of 

this master thesis project. The reason why only this section, i.e. ‘design and implementation of a secure 

management network module’ is defined as the goal of this thesis is because the time of a master thesis 

is limited. However, the implementation of telemetry system will be conducted afterwards because part 

of it will have overlap the evaluation and verification phase of the deployment of management network 

module.  
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The following hierarchy of goals is drawn to help the reader understand the positioning of this thesis’ 

goal among other relevant goals in the real world.  

 

  
Improving availability and reliability of IT (VC) services 

Increasing systems’ visibility and awareness 

Designing and building a proprietary telemetry system 

Designing and building a secure and structured 

management network module 

Question: How to apply network design methodologies 

and security in architecture blueprints and guidelines in 

a heterogeneous network consisting of both modern 

and legacy ad-hoc systems. 

Figure 1-2 Hierarchy of Goals in this Thesis 
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1.5 Methodology 

 

The work for this thesis started, at the first step, by reading and studying currently available 

methodologies, guidelines, blueprints and best practices relevant to this topic. Appendix I is a brief 

reflection of the studies that has been done before starting doing this master thesis. Both quantitative 

and qualitative approaches are followed in different sections of the thesis, but qualitative and analytical 

approach has been quite dominant in this thesis. In the early stages where characterizing the existing 

network was needed to be done, site surveys and configuration review were amongst the main methods 

were the major security measures and threats are analyzed and discussed. Afterwords, via an analytical 

approach, the security threats were analyzed, discussed and presented. After that, during the evaluation 

phase some quantitative methodology was conducted in order to measure the impact of packet losses 

on Video Conferencing calls through the IPsec tunnels. Test cases were also used in the network analysis 

section as well as in evaluations.  

 

1.6 Scope 

 

The scope of this thesis is limited to the context of network design and architecture in the third layer of 

the OSI [7] reference model. It means that interaction between different network elements in routing 

and IP level connectivity is included in this thesis work. By network security we mean security in network 

(IP) layer of the OSI model in the context of network architecture. We do not deal with higher level or 

lower level communication or data security. Data being processed and passed in higher layers can either 

be secured via encryption or other security mechanisms or it might be just plain text data flow. Security 

in network infrastructure of lower layers, like layer 2 or switching layer is not included in this thesis 

either. Some concepts like security in Spanning Tree Protocol (STP), port security on Ethernet switches 

and so on are therefore not considered or covered in this master thesis. In other words, whenever we 

say data security, we mean the security of data of IP packet headers and not the payload of the packet, 

unless something else is mentioned. More specifically, the focus is on network layer security (e.g. the 

OSI routing framework as well as the IP router RFC [8]). More details that can shed some light on the 

scope can be found in the forthcoming sections of this document including section 2.1.1. and 5.3.  
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1.7 Structure of the Thesis 

 

This thesis report is totally consisting of six chapters. Chapter 1 – Introduction contains the introductory 

parts like definition of the practical and research problem as well as the goals of the thesis project and 

later on gets completed with the Scope and limitations of the thesis. Chapter 2 – Background and basic 

concepts starts with the discussion of the findings about analysis of the system at hand with the help of 

wealth of explanation and some schematic figures. The reader familiarizes herself with the existing 

network and the way security and functionality are treated hand in hand in this chapter. Chapter 3 – 

Discussion and analysis of the security threats and risks with the current state of the internetwork and 

eventually in Chapter 4 – Solution approach the proposed solution is presented in detail with the help of 

design description as well as practical implementation reports. Chapter – 5 focuses on the addressing 

and routing in order to tie different VCSs to each other and to the rest of the network. Chapter 6 

contains results of the tests of verification and evaluation of the implemented tests and conclusions.  

 

1.8 Required reflections 

 

For the sake of avoiding disclosure of sensitive information, the IP addresses, VCS codes and some other 

naming conventions are changed in this document before publishing. For the same reason, the list of 

socket addresses, TCP or UDP ports and the subnetting scheme are just sample exemplary parts and not 

necessarily the same as they are configured in practice in the real internetwork. Some referred 

documents internally within the organization are not disclosed in this thesis, either.  
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Chapter 2  

Background and Basic Concepts 
 

In this chapter the system in hand is studied, analyzed and discussed. In order to fully understand the 

way an internetwork and the traffic inside it operates, it is needed to follow some of the following 

methods. Before starting the master thesis, a period of couple of months has been spent on studying 

some best practices, standards and methodologies in order to analyze and study networks and network 

traffic. The reflection of that study period, which has been very inspiring for doing this master thesis, can 

be found in the appendix I at the end of this thesis report. Accordingly, a number of following methods 

have been conducted in the hands-on part of this thesis project in order to better understand the 

internetwork and its traffic pattern as well as extracting and characterizing the existing internetwork.  

- Site surveys 

- Examining the running configuration of network devices 

- Referring to available documentations 

- Port scanner and network analyzer utilities 

In this project, though a mixture of above methods have been used and executed in order to understand 

not only the architecture and layout of the network equipment and sections but also the traffic pattern 

and types. The analysis of traffic type also gives a foundation for understanding of how the internetwork 

works.  

In the subsection 2.1 “Characterizing the existing network” an overall view of the logical and partially 

physical topology map of the internetwork is presented which has been extracted after the site surveys 

and mainly via port scanner and packet sniffers. In the next subsection the security measures which are 

currently in place are extracted and discussed and the final subsection will present and discuss the 

technical and practical challenges that this thesis project will encounter.  
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2.1 Characterizing the Existing Network 

 

In this subsection with the help of some logical maps along with relevant explanations and details the 

extracted details about the existing internetwork is presented. If needed, the reader can take a glance at 

the appendix I to familiarize herself with the terminologies like logical and physical topology network 

map, network modules, etc. when it comes to network design and architecture.  

 

2.1.1 An overall view onto the architecture  

 

Figure 2-1 depicts an overview of high-level architecture of the whole internetwork. This map is drawn 

after analyses on the network in different parts with the network analysing tools mentioned earlier in 

this chapter along with the existing internal documents at the company. The internetwork can be 

defined or seen in three different architectural levels or layers. The first layer in the bottom, Video 

Conferencing Stations layer, consists of VCSs spread around five European countries. Each VCS has got 

its own Local Area Network (LAN) and its connectivity to the world outside is through a dedicated 2.0 

Mbps broadband link to the Internet on each of which a fixed public IP address is assigned by the local 

Internet Service Provider or briefly ISP. The fixed IP address is assigned to one of the WAN interfaces of 

an edge firewall or edge router in each VCS. The term edge firewall or edge router which will be 

extensively used in the rest of this document refers to the network devices that act as the gateway of 

the LAN of any network, in this case VCS, and provide the connectivity to the world outside. From a 

more specific perspective, they act as the demarcation point between the ISP and the focal 

internetwork. In practice, it might be either a router with some firewalling processes/rules enabled on it, 

or a router with a firewall directly connected behind it or just simply a firewall which obviously can act 

as a router as well. The physical installation might vary from VCS to VCS, but the logical layout will be the 

same. Moreover, regarding the focus on the routing functionality or the firewalling functionality this 

network device might be either named as edge firewall or edge router.  
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Figure 2-1 High-level architectural view of the internetwork 

 

The layer in the middle is called Operation and Administration layer which contains all the servers for 

the booking and control functions, their infrastructure network as well as two centres for 

administration, management and monitoring of the internetwork. The servers which are web servers, 
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database servers, application servers and some management servers have the role for providing an 

interface to the end users of the system for making the video bookings as well as communicating with 

the VCSs in order to communicate, for instance, the booking details to them.  

The uppermost layer is the video infrastructure layer where the powerful and robust video centre and 

video bridges reside on highly available platforms connected through redundant and high capacity links 

to the Internet. The major part of this layer is owned by subcontractors and external providers and the 

underlying infrastructure is not managed by Skiptrip AB, thus is out of scope of this thesis.  

As it is illustrated in figure 2-1, the communications among different layers take place through the public 

Internet. This communication can either be the VC traffic itself or the traffic for controlling or 

management of the network equipment and devices all around the network. The network traffic 

between the operation/administration layer and the VCS layer is mainly of type of management traffic 

while the traffic between VCS and the infrastructure is principally only VC traffic, or the production 

traffic.  

Management vs. Production traffic 

The terms “Management traffic” and “Production traffic” are rather widely used in this master thesis 

report. If needed, the reader can refer to the appendix I in order to familiarize herself with the 

distinction. However, as a very brief explanation, in the context of network management and network 

architecture, the traffic flow inside an internetwork can be divided to these two major categories. 

Network traffic flows that are intended for management, monitoring, configuration of devices, 

measurements and other similar aspects are considered as part of the category of management traffic, 

while the traffic which is delivering the actual business application and services of an internetwork is 

considered as production traffic. For example, in an IP-telephony system, the network flows of the audio 

codec protocols (e.g. sub protocols of SIP) which carry the voice data are production traffic. While 

SNMP, Telnet or SSH for configuration and monitoring of the devices, TFTP for transferring the 

configuration files, etc. are part of the management traffic.  

In next subsections, more in-depth details are to be brought with a closer look to the traffic types and 

patterns in different sections of the network.  

2.1.2 Network traffic flow 

 

Figure 2-2 tries to illustrate part of the network traffic that can take place between two typical VCSs and 

its upper layer, Operation and Administration layer. A critical part of each VCS is a server called CTRLP 

which stands for control panel. This server, among others, hosts a proprietary application that 

communicates with the booking server(s) in the server farm in order to get the so called booking 

updates.  
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Figure 2-2 A Schematic View of inter-connectivity between VCS and Operation Layer 

Assume a user creates a booking through the web interface of the booking system between VCS1 and 

VCS2. Details of this new booking will be communicated to both CTRLPs in the VCSs so that they become 

aware of this forthcoming booking. From now on, the CTRLP needs to prepare the video meeting in 

terms of switching on the display, sound, lighting and other systems with proper configurations relevant 

to that particular meeting and also to initiate the video call based on the connection profile of the 

meeting which is part of the booking details. Based on the connection profile, a VC call can either take 

place directly between two VCSs or through a video bridge in the infrastructure level. The whole process 

of initiation, maintenance and termination of such a VC which is done through check-in, meeting and 

check-out phases are quite complex and beyond the scope and focus of this thesis. However, a basic 

understanding about how the system works is inevitable in order to understand and analyse the 

network traffic pattern and types and subsequently its security and performance challenges. The 

important thing to pay attention to here is that this CTRLP, in turn, needs to communicate via different 

network equipment in the VCS in order to send commands or control them by other means. Here the 

system deals with various types of TCP/IP connections among which proprietary and standard protocols 

exist. More details about some of these communications will be clarified in the next subsection. 

Moreover, an administrator sitting in the operation layer can monitor some of the systems’ parameters 

and status. Since there is only one public IP address assigned to each VCS due to the real-world 

limitations, employing Port Forwarding Translation rule is necessary in order to give a transparent access 

to the administrator.  

Network Address Translation or simply NAT in its different formats are used extensively throughout the 

whole network in order to deal with the shortage of public IP addresses as well as providing more 

perimeter security when it comes to malicious or unnecessary access in IP layer. Concepts and 

terminologies relevant to NAT is very well explained and clarified in RFC-2663 by Internet Engineering 
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Task Force and will be referred here as much as it is needed and used in the internetwork in question in 

this master thesis [9]. Different flavours of NAT can be generally used for providing end to end and 

transparent IP level connectivity between hosts which reside in different IP address realms. It can also 

be used to limit the direct access to or from hosts or address zones. In other words, NAT provides the 

possibility to make bindings between IP addresses on different broadcast domains and networks. One-

to-one address binding which is usually called Static NAT or one-to-many which is usually referred to as 

dynamic NAT or Port Address Translation. Although it initially was supposed to deal with the shortage of 

IP addresses, but immediately after that became a widely accepted mechanism for increasing network 

security [10].  

The figure 2-2 above illustrates an exemplary part of management traffic and the way it is passed and 

treated through the firewall. The administrator can get access to the screen of a server called Control 

Machine via a screen-sharing utility called VNC which uses port 5900 in TCP protocol. The combination 

of <public-ip-address of VCS>:7001 will be forwarded to <private-ip-address of Control Machine>:5900 

which is the socket address for the VNC server on that specific machine inside that VCS. The 

administrator can simply use another port in combination with the same public IP address in order to 

get access to another server/device or socket address. For example connecting to the port 7002 will 

forward her to the VNC socket on the CTRLP machine. In spite the fact that port forwarding enables 

connectivity between the internal and external network, at the same time, it introduces some security 

issues which will be discussed in chapter 3. Port forwarding which is also called port mapping is a 

mechanism consisting of NATing the source address of an incoming packet to a new destination and 

forwarding it to the new destination based on the routing table in the same firewall or the next router in 

routing path. The following image illustrates the way port forwarding works for the example discussed 

above, i.e. accessing a VNC server inside a local network consisting private range IP addresses from an 

outside network.  

 

Figure 2-3 Applying IP forwarding on screen-sharing traffic 

In addition to port forwarding rules for such accesses from outside, there are other types of traffic 

management and NATs from inside towards the world outside or to other layers of the internetwork 

which needs to be translated in another way, called Port Address Translation or simply PAT. An example 

of this will be discussed in the next subsection.  
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Note: In the existing network, a form of transparent routing is used via utilizing NAT mechanisms. 

Transparent routing refers to “routing a datagram between disparate address realms, by modifying 

address contents in the IP header to be valid in the address realm into which the datagram is routed” 

[9]. One of the goals of this thesis is replace this transparent routing with raw IP connectivity among the 

whole realm of management network module.  

 

2.1.3  Analysis of network traffic within a VCS 

 

In this subsection a closer look into the TCP/IP communication inside a VCS and deeper understanding is 

followed. In this project, deeper analysis on the traffic flow has been conducted on live traffic via a state 

of the art network packet analyser tool called Wireshark as well as a TCP/IP port scanner utility. 

Wireshark, is an open source application that captures data packets in a network and converts them to a 

readable format for later analysis and understanding [11]. In order for this utility to be able to sniff the 

packets passing through the network, the NIC (Network Interface card) on the capturing machine should 

be in a mode called promiscuous mode in which the NIC captures all the Ethernet frames regardless of 

their destination MAC address. However this machine needs to be located somewhere in the network 

that is exposed to all the traffic which is supposed to be monitored. This tricky issue made the earlier 

trials of running Wireshark on the network a failure as many of the communications which were already 

identified were not showing up in the Wireshark’s reports. The reason why this happened was simply 

the fact that the LAN of the VCS under experiment was built-up by a switch which transfers the frames 

based on the dynamic MAC-address-table it creates automatically by restoring the source MAC address 

of the incoming Ethernet frames corresponding the port they enter into. This means that the switch will 

not send out an Ethernet frame to the ports that it knows the destination would definitely not reside 

there. Solution to this issue was using monitor mode of a switch [12]. This mode which is called 

‘Switched Port Analyzer’, SPAN, on Cisco routers or even can be referred to as ‘port mirroring’ by some 

other vendors makes an administrator able to receive a copy of all frames traversing through a switch 

into one of the switch ports called monitor port. By setting a monitor port on the main switch of the 

focal VCS LAN, the traversing traffic was captured in different period during a time that a test video 

conference booking was ongoing.  

Another essential utility which was used in this project for network flow analysis was TCP/UDP port 

scanner utilities that extract all the open ports both in TCP and UDP on all devices (network hosts) in the 

internetwork. However, employing this sort of utilities has its own kind of challenges when it comes to 

practice. The network analyser machine, the way it is connected to the network and the scanning 

settings need to be very carefully checked because the act of port scanning can easily be detected as an 

attack or intrusion pattern and the access of the scanning device will get blocked by switches, firewalls 

or routers in the path. For successfully performing a scanning process in this project, it was needed to 

deactivate some innate security mechanisms on the switches and the scanning machine itself (like the 

firewall on the operating system), put the scanning machine inside the focal VCS and also set the 
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scanning process to a very low speed. Moreover, the list of IP addresses to be scanned can be modified 

to contain only the known IP addresses inside the local network.  

Before getting deeper into the results of network flow, for familiarizing the reader of this thesis with the 

concept of flow analysis, a subsection with the same name comes to give an idea how the practical work 

has been conducted in this regard. 

 

Flow Analysis 

Flow analysis which is an inevitable part of the more general concept, network analysis, is the process of 

identifying and analysing traffic flow inside a network or within different parts of an internetwork in 

order to understand those traffic flows that have the most impact on the network performance and 

security as well as give an idea about the structure of the network design, architecture, its protocols and 

services [13]. Explaining the precise concept of ‘flow’ comprehensively is definitely beyond the scope of 

this thesis report so we need to suffice to the extent that is needed in the context of this project. The 

term ‘flow’ which can also be referred to as data flow or traffic flow is defined as “sets of network traffic 

(application, protocol, and control information) that have common attributes, such as 

source/destination address, type of information, directionality, or other end-to-end information [13].” 

As figure below illustrates, the attributes of traffic flow can be considered in different aspects like end-

end (source/destination) or throughout the network like their performance or capacity requirements as 

well as the service, protocol or application that they can be linked to TCP or UDP port numbers.  

 

 

Figure 2-4 Flow attributes in an end-end connection [13] 

 

A number of different characteristics and aspects can be studied when it comes to naming 

characteristics of a network flow. For example, the following table shows a classical characteristic table 

of network flows.  
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Flow Characteristics 
 

Performance  
Requirements 

Capacity (Bandwidth) 

Delay (Latency, jitter, etc.) 

Reliability (Availability) 

QoS  

Sensitivity (importance and 
priority) 

Internal, external, provider 

Political  

 
 

Misc. 

Directionality 

Common Sets of Users, Application, 
Devices 

Scheduling  

Protocols  

Addresses (IP addresses, TCP/UDP 
Port Numbers) 

Security or Privacy Requirements or 
Characteristics 

Table 2-1 Common Characteristics of Network Flow [13] 

However, the flow aspects mentioned in table 2-1 are very comprehensive and studying and analysing 

that broad range of characteristics is not necessary in this thesis because the aim in this project is 

focused on the network management module and subsequently the traffic which is relevant to this 

module. Performance is also a challenge but only for production traffic (i.e. VC traffic) due to its 

sensitivity and not the traffic flow which is relevant to network management. More explanation about 

sensitivity of production traffic and the way it needs to be treated will be given in the section 2.3.1. 

Therefore the source and destination of the network flows as well as their TCP or UDP ports are 

essential because it differentiate different services and protocols from each other. Also due to the focus 

on security in network layer, it is vital to understand the protocol and the way it carries data in its 

payload for each flow. Considering these justifications, a simplified version of Table 2-1 which is actually 

customized for this project is reflected in table 2-2 below as an appropriate suggestion for the necessary 

aspect of network flow characteristics in this project.  

 

Essential flow characteristics for analysis  

Traffic category 
Production 

Management 

 

Misc. 
Source/Destination 

TCP/UDP port numbers 

Direction 

Protocols (type and analysis) 
Table 2-2 Essential Characteristics of Network Flow for This Project 
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As mentioned earlier, with the help of Wireshark as a network sniffer and analyser utility and setting a 

mirror port on the main LAN switch of a VCS for an enough period of time an adequately amount of 

network traffic data was gathered and analysed in order to complete this analysis. This traffic flow 

analysis was conducted in order to understand the traffic types and also the upper layer protocols in 

order to understand if they carry data in clear text or any kind of encoding or possibly encryption. 

Moreover, this analysis was conducted because of the necessity of separating the production traffic 

from the management traffic. Later on, as it will be reflected in the chapter 4, the management traffic 

needs to be treated differently in terms of routing and security policies in the firewalls or routers. Part of 

the results is presented here in the following table: 
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Network Flow Analysis Table in a sample VCS 
Protocol Port 

No. 
Traffic 

Category 
Application Direction and Description 

H.323 – UDP 1720 Production  VC Inward/outward – VC calls 

H.323 – TCP 1720 Production VC  

H.323 
Gatekeeper – 

UDP 

1719 Production VC Signalling 
and routing 

 

SIP – UDP 5060 Production VoIP – VC  

SIP – TCP 5060 Production VoIP – VC  

SIP (TLS) – TCP 5061 Production VoIP – VC  

Telnet – TCP 23 Management Telnet VCS Internal – Telnet session to Codec1 

Telnet – TCP 23 Management Telnet VCS Internal – Telnet session to Codec2 

CTRLP – TCP 2323 Management CTRLP VCS Internal – Management interface to CTRLP 

CTRLP-P2P – 
TCP 

28800 Management P2P Intra VCS – Control Camera image feed to CTRLP 

OPC – TCP 23 Management Telnet VCS Internal – Sending OPC commands to KNX 
for  

HTTPS – TCP 443 Management Web interface Inward – Web interface of VC codecs 

HTTP – TCP 80 Management Webinterface  Inwards – Web interface of the Control Camera 

KNX – TCP 3710 Management KNX – Electricity 
switch board 

VCS Internal – Sending command to KNX 

HTTP – TCP 80 Management Web interface VCS Internal – Web interface of IP-based display 
1 

HTTP – TCP 80 Management Web interface VCS Internal – Web interface of IP-based display 
2 

HTTPS – TCP 443 Management Web interface VCS Internal – Web interface of the LAN Switch  

DNS – UDP 53 Management DNS Outward – DNS query from VC codecs 

DNS – TCP 53 Management DNS Outward – DNS query from VC codecs 

NTP – UDP 123 Management Network Time 
Protocol 

Outward – Time synchronization on CTRLP and 
VC codes and other devices that support NTP 

VNC – TCP 5900 Management VNC – Screen 
Sharing 

Inward – Remote Desktop Protocol  

VNC – UDP 5900 Management VNC – Screen 
Sharing 

Inward – Remote Desktop Protocol 

Table 2-3 Part of results of Network Flow Analysis in a sample VCS  

In order to get a better understanding of some important parts of the flow analysis a graphical 

representation of some data flows are drawn in the figure below. It is vital to notice that since the traffic 

analysis is done inside a VCS, the source and destinations captured in the log file are not necessarily 

containing the actual source and destination. As it will be discussed later on, due to the implementation 

of different sorts of Network Address Translation, NAT, parts of some IP packets might be changed at 

the edge firewall in order to make the end-to-end communication  take place smoothly. Figure 2-5 

below helps understand this concept which is necessary to comprehend the big picture of the whole 

internetwork.  
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+  

Figure 2-5 TCP/IP communications within a VCS 

This figure depicts a simplified version of some of TCP/IP communications taking place in a VCS in order 

to make a fully automated video conference come to success. Management traffic is designated via red 

dotted lines and production traffic corresponds to the blue or dark dotted lines. Some of these 

communications take place internally between the equipment inside the VCS and some other are 

destined to an external destination. In this case, proper translation rules obviously are applied on the 

edge firewall to make these connections possible. For instance, the OPC server uses plain text 

communication via port 23 in TCP protocol in order to control the IP-based electrical switch-board. This 

communication takes place completely internally. In contrary, for example, the CTRLP needs to 

communicate with an external NTP server on the Internet in order to synchronize its clock on a routine 

basis. This communication which also is in the category of management traffic needs to be translated 

and exited from the firewall to the world outside.  

In addition to the port forwarding mechanism explained in the previous subsection, in order to make 

internal devices able to communicate with the world outside, relevant Port Address Translation or 

briefly PAT rules are configured on the edge firewall. PAT or the term Overloading NAT is a flavour of 

NAT which uses higher level details in the IP packet (i.e. TCP or UDP ports) in order to make a unique 

binding between external and internal addresses [10]. The reason why PAT is used here, is again the 

shortage of IP addresses and the fact that every single device inside a VCS needs to represent its packet 

from the same public IP address which is shared for all the devices inside that VCS. The reason is that the 

private IP addresses used inside a VCS are only locally significant and cannot be routed or recognized 
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externally. More details about the concept and use of private IP addresses which is clarified in the RFC 

1918 [14] – is also given in the section 5 in this thesis report.  
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2.2 Existing security measures 

 

Investigation, extracting and documentation of currently applied network perimeter security were also 

conducted as part of this project during site-surveys, internal documentations and mainly via 

configuration reviews. There is already a number of security measures applied in the network level.  

- Network Perimeter Security using NAT 

Implementation of NAT is mainly for the sake of conserving IP addresses and providing connectivity to 

networks with private IP addresses. However, it gives a considerable amount of security in terms of 

network perimeter security by dividing the internal networks from the world outside. For instance, in 

the case of PAT which is set on the edge routers or edge firewalls in a typical VCS, it is possible for the 

CTRLP or the Control machine to access to the Internet for their updates, receive their bookings from 

the booking servers and also to synchronize their clocks with international NTP servers. However, it is 

not possible for external devices in the Internet to access them from outside, unless a TCP or UDP 

session is already initiated by the internal device and there is such a record in the NAT table of the edge 

router. 

- ACLs for the source addresses of admin users 

According to [15] an Access Control List or briefly ACL is “A mechanism that implements access control 

for a system resource by enumerating the system entities that are permitted to access the resource and 

stating, either implicitly or explicitly, the access modes granted to each entity”. There are plenty of 

different ACLs implemented mainly at the external interfaces of the edge routers or firewalls both for 

inwards and outwards traffic.  

One of the main categories of ACLs is those who limit the source address of incoming requests for 

accessing the internal TCP/IP services inside VCSs. As mentioned earlier, administrators can have access 

to a range of control and monitoring services available on some of the devices inside a VCS thanks to the 

port forwarding mechanism along with the NAT process on the edge router or edge firewalls. These NAT 

rules are backed with proper ACLs to limit such incoming flows only from a legitimate originating source 

(source IP address field in the incoming IP packet to be checked). In other words, such management 

traffic can get into the NAT rules only if the source address belongs to a recognized IP address or IP 

address range of an administration or operation center. This is possible thanks to the fact that the 

operation centers hold fixed public IP addresses. However, there are two major drawbacks with this 

solution which will be discussed in details later on. Just to name the drawbacks, first, the number and 

complexity of ACLs can be rather high and difficult to manage and also it is almost impossible to include 

the management sources that might not have a permanent and predetermined IP address, like travelling 

persons who need to get access to any management or monitoring service inside a VCS.  
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Name order Service Source 
Interface 

Source 
Network 

Destination 
Interface 

Destination 
Network 

Action  

SAT 
(VNC) 

1 TCP:5900 WAN Op_IP_1 Core Wan_IP_address Translate 
Destination 
to CTRLP 

 

SAT 
(VNC) 

2 TCP:5900 WAN Op_IP_1 Core WAN_IP_Address Allow  

SAT 
(VNC) 

3 TCP:5900 WAN Op_IP_2 Core Wan_IP_address Translate 
Destination 
to CTRLP 

 

SAT 
(VNC) 

4 TCP:5900 WAN Op_IP_2 Core WAN_IP_Address Allow  

SAT 
(VNC) 

5 TCP:5900 WAN Op_IP_3 Core Wan_IP_address Translate 
Destination 
to CTRLP 

 

SAT 
(VNC) 

6 TCP:5900 WAN Op_IP_3 Core WAN_IP_Address Allow  

Table 2-4 Sample ACL and SAT table for incoming VNC traffic from operation centre 

Table 2-4 simply shows part of the ACL and Static Address Translation table that accomplishes VNC 

access from an administrator in operation center to the VNC service on CTRLP machine inside a 

particular VCS. The actual IP addresses are shown in a parametric way here in order not to disclose the 

actual IP addresses and also to make it more general as similar rules are implemented in the edge 

routers or firewalls of all VCS. As it is shown in the table above, only traffic which is originated (contains 

a predetermined IP address) from one of the registered IP addresses belonging to the operation center 

will be authorized to proceed with the rest of the translation process which is, in this case, PAT or simply 

SAT in order to be forwarded to the private IP address of CTRLP machine. The table above is a simplified 

version of the actual table to show only one traffic-flow assuming that there is just one VNC service 

available inside that VCS. In reality, in addition to the above mentioned lines, some extra lines are 

needed, if more than one instance of same service exists inside a VCS. For example, in this case, if there 

exists another VNC service instance (for example on Control Machine) inside the VCS that needs to be 

accessed from the operation center, extra translation rules are needed to assign relevant forwarding the 

secondary VNC as well. In this case, the way to differentiate two traffic flows from each other is sending 

the traffic in two different destination TCP ports. In that case, port 5901 can be assigned for reaching 

Control Machine in that VCS while port 5900 is for reaching the CTRLP. One should note that the VNC 

service running on both machines are responding to the same port, TCP:5900 in this case, however, the 

administrator (flow coming from an external entity) need to use TCP:5901 in order to differentiate her 

desired traffic to Control Machine instead of the CTRLP machine. This mechanism actually uses layer 4 

addresses (i.e. TCP or UDP ports) in order to overcome the scarcity of public IP address as well as having 

more control on the traffic. It could be, somehow, considered as increasing security, since an intruder 

might not easily guess the altered port numbers for a certain service. The following table shows relevant 

rules for port-based forwarding for only one single incoming IP address source. 
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Name order Service Source 
Interface 

Source 
Network 

Destination 
Interface 

Destination 
Network 

Action  

SAT 
(VNC) 

1 TCP:5900 WAN Op_IP_1 Core Wan_IP_address Translate 
Destination 
to CTRLP 

 

SAT 
(VNC) 

2 TCP:5900 WAN Op_IP_1 Core WAN_IP_Address Allow  

SAT 
(VNC) 

3 TCP:5901 WAN Op_IP_1 Core Wan_IP_address Translate 
Destination 
to Control 
Machine 

 

SAT 
(VNC) 

4 TCP:5901 WAN Op_IP_1 Core WAN_IP_Address Allow  

Table 2-5 Port-based packet forwarding 

 

-Applying security in higher layers of OSI if possible 

There are some other security measures which are already in place in the existing design. For example, 

for every protocol, it is preferred to use the secure version, if it is possible and the option already exists. 

For example, if web interface of a device supports both http and https protocol for the web interface, 

there are two rules in the relevant ACLs which are set accordingly: 

1- Http traffic is denied and only https is allowed in the IP level by the ACL in the firewall 

2- The incoming https traffic should be originated from the operation/administration center IP 

range.  

 

2.3 Challenges  

 

In this subsection two categories of main challenges for achieving the goal of this master thesis project is 

discussed. These two main challenges are performance related challenges and security related 

challenges. This subsection might seem not very coherent with the rest of the document right here, but 

it is needed to make the reader understand about the problem in a bigger context.  

2.3.1 Performance Challenges 

 

Innate sensitivity of VC 

There are a number of quality parameters when it comes to internetworking. Some parameters like 

packet loss, jitter, Mean Opinion Score (MOS) and R-Factor play a vital role when it comes to measuring 

and inspection of quality and performance issues of an internetwork or a link. The so called quality 

issues have much more sensitivity when it comes to real-time protocols like video conferencing systems. 

Although VC traffic is categorized as production traffic in this thesis project and it is only management 
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traffic which is included in the scope of this thesis, however, since management traffic can have 

considerable impact on the congestion or other properties of the communication, it needs to be taken 

into consideration in this project as well. 

 There are a number of challenges when it comes to transporting VC traffic over IP networks, like the 

Internet cloud. The main and most important challenge comes from the fact that VC over IP, in nature, is 

real time traffic [16]. This will not cause any problem for other protocols like HTTP when users surf the 

web or FTP when transferring files are the ultimate goal. In contrary, it is a preferred method because 

the maximum capacity of communication links is tended to be highly utilized. Discussion about this is 

beyond the scope of this document and could be taken for granted for any computer program graduate. 

However, it is eye-opening to compare the data transfer patterns of an ordinary protocol by a real-time 

traffic pattern.  

Figure 2-6 illustrates normal data traffic pattern. Whenever a piece of data is ready to be sent out from a 

network entity, the NIC prepares a layer 2 frame and puts it onto the medium as soon as the carrier is 

free to receive it. In that instance, the maximum capacity tends to be used in order to achieve the 

highest productivity of the medium. That is why it is easy to see spikes and sudden bursts of data. These 

bursts of data can cause instantaneous congestion at the network interfaces causing the forthcoming 

packets have to wait in the so called packet queue until the queue and the interface is clear again.  

 

Figure 2-6 Normal Data Traffic Pattern [16] 

 

Figure 2-7 shows traffic pattern of two real-time communication traffics, audio and video. The 

difference in traffic pattern is evident.  

 

Figure 2-7 Real-Time Traffic Pattern [16] 
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Note: During our experiments in Skiptrip so far, the sampling rate of an interface should be rather high 

in order to be able to detect the sudden bursts or interface congestions due to the bursts, otherwise the 

statistics shown via interface diagnostic tools or commands will provide an average amount of data 

transferred per second during that sampling time. Increasing the sampling rate (i.e. decreasing the 

sampling time interval) can have remarkable impact on CPU load of a router or firewall and thus, should 

not be used in production environment. For example, in the event of packet loss on a HDVC call, no 

congestion could be detected on the corresponding router interface because the default sampling 

frequency was 2 minutes. However, there have been many sudden incidents of congestion visible when 

the frequency of sampling lowered down to 15 seconds instead. Not to mention that this change caused 

the functioning router to freeze, after it helped observing this interesting traffic behavior.  

Note: Delay variation known as jitter can happen not only due to congestion of the communication links 

but also due to CPU utilization peaks in routers or firewalls. Overutilization of packet processing 

mechanisms like Network Address Translation, Port Address Translation or simply ACLs can contribute to 

a remarkable extent to this CPU utilization which in turn can lead to higher likelihood of jitter in the 

internetwork or a certain path. 

 

2.3.2 Challenges of a heterogeneous network 

 

As it has been clarified in [17] the term “heterogeneous network” can be defined or taken into 

consideration from different viewpoints. It can mean an internetwork which is not homogeneous in 

terms of different technologies used in it or even in terms of different providers taking care of different 

parts or services (like WAN services) in it. However, the most common definition which is also meant in 

this thesis report is that “a network that consists of a broad range of device types from legacy and old-

fashioned devices that are limited in CPU power or the services they can provide to modern devices that 

can deliver newer services including secure protocols and mechanisms.  

Designing or improving a heterogeneous network can be quite challenging due to many reasons two of 

them are already explained in two above mentioned subsections. The fact that an overall and general 

solution cannot be applied on the whole internetwork makes it impossible to have a comprehensive, or 

better said, homogeneous solution to be applied within the whole network. A very clear example to this 

is that, for example, in a modern network, where all network devices, routers, hosts, servers can support 

a secure version of network management protocol like SNMPv3, it is quite understandable that applying 

a security policy throughout the network that dictates that all devices should only be managed via this 

protocol, satisfies the needs of security to a great extent. Such a design decision is simply impossible 

when it comes to a heterogeneous network.  

More specifically speaking about this thesis project, the internetwork is consisting of different VCSs and 

in each VCS, there are a number of legacy systems, in-house services and protocols. IP-based electricity 

switch boards, IP-based displays and some special services for controlling the electricity switch board 

like OPC which is a very simple server-client service are just a few to name. Moreover, the network has 
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expanded roughly around less than a decade and thanks to the rapid growth of the IT industry, the 

variety of devices models and makes and their capabilities both in power and the protocols they can 

support or the service they can provide is quite high. All these facts lead the designer to focus on 

applying the design of networking infrastructure in order to put security as much as possible in the way 

that the network infrastructure and network routing schemes protect the network data flow as much as 

possible against the possible network threats. This is exactly what this master thesis project is supposed 

to do, providing security in networking and routing level in order to protect the flow of data in this level 

as much as possible based on the technical and business constraints of the existing network. But before 

reaching a descent solution, understanding and analyzing security threats in the existing network is 

inevitable which will be covered in the next chapter.  
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Chapter 3  

Discussion and Analysis of Security Threats 
 

In this section security threats and deficiencies in the existing network is studied, analyzed and 

discussed. It is important to emphasize again that the term security in the scope of this thesis deals with 

the security in 3rd layer of OSI model whenever it relates to routing and flow of network data between 

different network elements and segments. Network security in the context of network architecture and 

design is defined as “the protection of networks and their services from unauthorized access, 

modification, destruction or disclosure” [18]. However, an inevitable part of it is analyzing the threats 

which comes in the next subsection. On the other hand, focusing on the term “threat”, we need to refer 

to its short and effective definition by Bishop: “A threat is a potential violation of security” [19]. This so 

called violation does not necessarily need to take place (exploit) in order for the threat to happen or 

exist but it is just the potential for occurrence of the threat which is called threat.  

 

3.1 Threat analysis 

 

In the process of threat analysis we need to determine which parts of the system needs to be protected 

and the fact that from which kinds of security risks or threats this elements or components need to be 

protected [18]. In this regard the existing security measures and mechanisms mentioned in the 

subsections 2.2 studied further more. In this section the majority of security threats which are still 

available and the network is suffering from, are analyzed and discussed. In order to conduct some parts 

of this threat analysis in a more practical and experimental way, the packet sniffer utility, Wireshark, has 

been used right after the edge firewall outside a VCS network in order to examine the data flow of 

external traffic as well as analyzing the upper layer protocols, their behavior and pattern.  

Note: It is vital to note that implementation and using Wireshark (explained below) was not the main 

and only source of concluding the forthcoming threats, but it helped us to give a better big picture of the 

network, its services and the network flow. For example, detecting a clear (unencrypted or unprotected) 

traffic flow from a known standard protocol along with its source or destination address can lead to such  

reasoning which can imply that a particular TCP/IP service being accessible via a public IP address of an 

edge router could lead to DoS or IP spoofing attacks. For example, observation of raw DNS traffic in a 

packet with public IP address of one of our routers as its source and a local unprotected local DNS server 

as its destination IP address will reveal a NATed flow from a client inside a VCS to a local DNS server via 

normal unsecure DNS server. This will, in its turn, lead to a conclusion of being prone to IP spoofing and 

DNS poisoning attacks.  
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Figure 3-1 Deployment of Wireshark for examining the external traffic inward/outward a VCS 

The deployment in the figure above, 3-1 helped the Wireshark packet capturing machine becoming able 

to have access the external traffic.  

 

3.1.1 IP Spoofing (masquerading of source IP address) 

 

Spoofing in general as [19] defines is “an impersonation of one entity by another which is a form of both 

deception and usurpation”. It actually makes the victim to believe that the communicating entity is 

somebody else. Spoofing can simply happen in IP level and mainly by spoofing the source IP address in 

the IP packet header. Although the source address of all incoming packets are checked and matched 

against the ACL on the WAN interface of the edge firewall or router to make sure that network 

management related incoming traffic has initiated from one of the operation/administration centers (as 

described in section 2.2), there is no guarantee that the source address in the IP packet header is 

actually the one that belongs to the real sender of the packet. As discussed earlier, there is no built-in 

security mechanism in the Internet Protocol for protection of IP packet fields, including the source IP 

address of the packet. It means that a contingent attacker can generate a packet by using a fake IP 

address belonging to the legitimate range of the operation/administration layer and send it to a 

particular VCS from the Internet. In this case the edge firewall will accept and process the packet based 

on its source address which is illegitimately in the allowed range. The edge firewall has no idea if the 

source IP address is forged by an IP spoofer or not. Generating IP packets with fake source addresses is 

just a simple example of exploiting the lack of data origin authentication problem because source IP 

address is not the only field of data in IP packet. Similar threat can happen to other data field of an IP 

packet as well which might breach security in higher layers of the OSI and is explained in next 

subsection. However, consideration should be taken that here we only mean the data origin in IP level 

and not in higher levels. For example, the concern that an application or a particular service can make 

sure that a receiving piece of data has come from the original sender is beyond the scope of data origin 
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we mean here. In other words, the origin of data in the scope of this thesis is simply the origin that has 

generated the IP packet.  

 

3.1.2 Modification or alteration of data (Data integrity) 

 

Data integrity is in fact “the property that data has not been changed, destroyed, or lost in an 

unauthorized or accidental manner” [15]. The existing network is literally suffering from possibility of 

breaching data integrity in network layer. Breaching data integrity can mean that the data in an IP 

packet could be forged or tampered somewhere in the communication path without the recipient 

noticing it. The reason is simply again the same fact about the Internet protocol and the fact that the 

communication between VCSs and the network elements in operation/administration layer are travelled 

through the public Internet. It means that if an attacker sitting anywhere in the middle of the open cloud 

of the Internet, who may get access to the flow of the data of this internetwork, has the possibility of 

changing or tampering some parts of the data in an IP packet and there is no mechanism in the network 

level (IP level) to detect it. Although there might be mechanisms (which definitely is in many cases) that 

tampering of data might be detected in higher layers of the OSI model, but it will not satisfy the needs of 

this project. It is good to remind again that the main focus (scope) in this project is the security of data in 

IP level or in other words, the security of the data in the IP packet datagram fields and not the payload 

section which is carrying the upper layer protocols data.  

 

3.1.3 Snooping (Data confidentiality) 

 

For the similar reason that the IP packet header fields are not protected innately by the Internet 

Protocol, both the payload and all other fields of the IP packet header can be intercepted by any 

attacker sitting somewhere in the middle of the path, exactly the same that is was possible for our lab 

Wireshark station sitting on the WAN link (even at the other side of the demarcation point). An attacker 

can therefore have access to the source and destination public IP addresses of the communicating VCSs 

and the Operation/Administration section and also the protocols in the communication path. This 

information can later on be used for facilitating other sorts of attacks. There has not been a mechanism 

in place in order to address this particular threat from the beginning.  
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3.1.4 Denial of Service Attack (DoS) 

 

DoS is another type of attack that can potentially happen to this network. DoS is defined as long 

inhabitation of service which is a form of usurpation [19] causing a server becoming unable to continue 

its normal services to its legitimate users or client. DoS can target different kinds of resources and 

services. One of the resources could be simply the available bandwidth of a WAN link which is quite a 

scare resource, both generally and specifically for this project. Exploiting a DoS attack targeting this 

resource can be as simple as successively sending large ICMP request which crave the same size of ICMP 

packets in response in a rapid manner. An open TCP/IP port along with the underlying protocols and 

services on a server is another resource that might be under threat of DoS. For example, a web server 

can receive fake http requests, much more than its intended (planned) capacity.  

One of the specific issues when it comes to this internetwork is that there are quite a number of TCP/IP 

services open (listening ports) at the edge firewall from the point of view of the world outside due to the 

SAT rules on the edge firewall or router of a typical VCS. For example, although the edge firewall does 

not run any service for screen sharing, H.323, H.239, HTTPS, etc. however, due to the SAT rules, from a 

point of view of an outsider, it behaves in such a way that there are these services up and running on 

that edge firewall (bound to the public IP address of the firewall). In other words, there are a 

considerable number of services which are exposed to the world outside in order to make the reverse IP 

connectivity to some predetermined services possible from the Internet towards inside of a VCS. This 

creates more possibility for the service related DoS attacks to happen.  

The above mentioned threats were discussed from viewpoint of theoretical computer security and 

threat principles. Each threat which is mentioned above can be exploited in different ways to different 

protocols and services causing various impacts and disruptions. The following, is just a few of those 

more practical and tangible attacks to name which have in fact their roots into the above mentioned 

threats somehow.  

 

3.1.5 Man-in-the-middle attacks 

 

The well-known man-in-the-middle-attack can be defined as “a form of active wiretapping attack in 

which the attacker intercepts and selectively modifies communicated data to masquerade as one or 

more of the entities involved in a communication association” [15]. This type of attack for the reasons 

discussed above can take place on some of the traffic flows between a VCS and an entity in 

Operation/administration layer. Man-in-the-middle attack on NTP protocol is just a very simple example 

to name. The majority of devices in a VCS send their NTP requests to the public, well-known and trusted 

NTP servers in the world in order to synchronize their time clocks. However, this protocol is prone to 

man-in-the-middle attack by which a false time might be fed to the NTP requester.  
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3.1.6 DNS poisoning  

 

By noticing figure 2-5 it is obvious that the CTRLP among many other devices is dependent on the 

primary and secondary DNS servers in the local ISP in order to resolve FQDN names and reach the 

servers by their raw IP address. As described in [20], in DNS poisoning “the attacker can change the 

records associating the IP address with the host name, so that a query for one returns an incorrect 

answer for the other.” Based on the architecture that exists here and also considering the fact that the 

data of an IP packet is not protected against alteration or data origin authentication, a contingent 

attacker can exploit flavors of DNS poisoning.  

 

3.2 Summary 

 

In this chapter, some major security threats of the existing network were discussed. The threats 

mentioned in this chapter were mainly focused from an analytical point of view. The fact that a number 

of network traffic flows belonging to the network management functions of the internal devices of VCSs 

need to traverse over the public Internet was one of the main reasons why such threats can exist. 

Another major understanding which was achieved in this chapter was the fact that the majority of these 

management services are not protected in nature, i.e. they do not use newer and more secure protocols 

which entail for example encryption. The proposed solution which will be presented in the next chapter 

tries to address these issues.  
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Chapter 4  

Solution Approach 
 

As explained in the methodology section, the approach for reaching a proper solution in this thesis 

project in order to design a secure management network module within the whole internetwork started 

with analyzing and understanding the existing internetwork as well as analyzing its traffic flow in order 

to categorize and separate the traffic which is supposed to belong to the management network module. 

So after understanding the network, the following steps have taken place:  

1- Extracting all the services 

2- Categorizing them as “management” and “production” network 

 

After the analysis and the discussions mentioned in earlier sections, it turned out that with the current 

network architecture, a portion of management traffic traverses through the public Internet without any 

particular security protection in IP layer which potentially causes the security threats which are already 

discussed in Chapter 3. The following bullet points are brought here again in order to remind the reader 

about the most important findings and conclusions as well as for the sake of summarization: 

 

 Management traffic is generated by all devices throughout the whole internetwork. 

 A portion of the management traffic is passed through the public Internet. 

 There is no traffic handling differentiation between production and management traffic flow. 

 Some security mechanisms are already in place, mainly via ACLs at the edge firewalls and routers. 

 Currently implemented security mechanisms do not suffice, considering the threats. 

 The fact that the IP packet headers are not protected is the source of most of the threats. 

 Due to heterogeneity of the internetwork, many of the higher layer protocols use unencrypted 

(unprotected, clear text) protocols and data transfers.  

  Due to the same reason, it is not (necessarily) possible to run secure protocols (SNMPv3, HTTPs, 

Secure NTP, etc.) on all devices.  

 

After the traffic and flow analysis a proper understanding of the way this internetwork operates is 

achieved. The next step is to separate the network management traffic as the first step of constructing 

the management network module. The separated network management traffic is then supposed to pass 

only through the management network module. Moreover, there should be IP connectivity among all 

parts of this network module in order to build an infrastructure upon which the desired telemetry 

system can be implemented.  

 



33 
 

Next step is to design a network management module with network security at the network layer of the 

OSI reference model. An architect may propose some radical solutions in order to build up the new 

network element or module. One radical solution can, obviously, be purchasing extra dedicated and 

leased WAN links for every single VCS and the Operation/Administration module and then route all the 

management traffic through these new dedicated links. This way, the architect can make sure that the 

management traffic will definitely be safe, secure and intact since it is prisoned in the dedicated WAN 

links which are completely separated through the whole way. No attacker from the Internet would have 

access to the traffic anymore. Such a solution requires an extra WAN port in every VCS and if there is no 

free port, new firewalls or routers should be purchased and added to the network. Moreover, dedicated 

WAN links require a huge amount of running cost that needs to be paid on a monthly basis. Considering 

the business constraints, it is absolutely impossible to give a solution which requires acquiring new 

dedicated WAN links. So the solution needs to be emerged via using the currently available devices and 

service. At the same time, the valuable and costly links to the Internet at every VCS should be utilized 

very carefully in order to not impact the production traffic which, in this case, is very sensitive to 

throughput disturbances.  

The solution approach to tackle these issues towards designing a secure management network module, 

has proceeded via using the concept of virtually dedicated links or Virtual Private Networks which with 

the help of encryption of IP packets can virtually provide protected and dedicated links. In order to 

conduct this research and proper implementation and deployment, IPsec is studied profoundly during 

the mid-stages of this thesis project. The early ideas formed in such a way that IPsec can be used for the 

sake of providing secure communication between VCSs themselves as well as the communication 

between VCSs and operation/administration layer via using the currently existing Internet links. How 

IPsec should be used and how it should be configured and deployed was a question that needed quite a 

lot of tests and research in order to achieve a pragmatic answer. 

At the same time, special attention should be paid to the challenges and technical constraints of the 

network. We need to come up with an addressing strategy and design an IP addressing scheme 

throughout the internetwork in order to give accessibility among all (if necessary) internal network 

devices without the need of utilization of NAT, PAT and other packet processing mechanisms on the 

routers and firewall that can lead to CPU process utilization on that devices as well as increasing the 

variable delay (jitter) which is the worst thing might happen to the video traffic.  

In the next subsection, the study about IPsec is reflected and later on the way it was used and 

implemented in the internetwork is presented. In next chapter, which is chapter 5, Addressing and 

Routing Architecture, an IP addressing scheme is presented along with the required routing mechanism 

in order to complete the connectivity among different parts of the management network module.  
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4.1 IP security (IPsec) 

 

As we know, the Internet protocol from its genesis has been an unreliable and untrusted protocol in 

nature as its main focus was connectivity of not-directly-connected networks via routing packets and not 

necessarily security. Therefore, security was not built-in in IP protocol, neither in sense of guaranteeing 

delivery of packets nor in protecting confidentiality/integrity of its packets or the data (payload) in it.  

In quest for enriching IP protocol with security services, the Internet Engineering Task Force, IETF, 

specified an Internet standard protocol suite called IPsec in order to add a number of security services to 

the traffic at the third layer of OSI reference model, i.e. IP [21]. Employing IPsec for adding security to 

the traffic flow of management module across the network is studied, tested and carried out in this 

thesis project in order to add a layer of protection to the traffic flow of this network module regardless 

of the type of traffic or if security services are already applied on higher level protocols or not. This 

subsection will reflect with study that has been done on IPsec and the way it is used and implanted.  

 

4.1.1 IPsec Basics and architecture 

 

IPsec is a standard for a set of protocols or simply a protocol suite that encompasses a number of 

underlying protocols and framework architecture. IPsec is used to secure the IP packets which are the 

data units of the Internet protocol. For better understanding of IPsec, it is wise to take a look at the IP 

datagram as it is shown in figure below [22].  

 

Figure 4-1 Communication based on TCP/IP protocol suite [22] 

IPsec functions on IP layer in order to secure the packets which are sent and carried through a 

connectionless mechanism throughout the internetwork. IPsec uses two main protocols, namely AH [23] 

and ESP [24] which respectively stand for Authentication Header and Encapsulation Security Protocol.   

Regarding the fact that neither the data which is being carried via IP packets (payload) nor its header is 

systematically protected, there exists a variety of innate risk to the IP protocol. For instance, there is no 

data integrity or the origin of data is not authenticated though cannot be guaranteed for sure that every 

single piece of data is indeed sent from the actual origin (sender) mentioned in the IP header [22]. 

Moreover, if packets are sniffed somewhere in the middle of the way (path) confidentiality of data can 
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be breached. Another risk could be the possibility of replaying of packets by an attacker and there is no 

way, in the context of the original IP protocol, for the recipient of an IP packet to make sure that the 

receiving packet is an original one and not a fake or replayed one by an attacker sitting somewhere in 

the middle of the communication.  

Taking a close look at the datagram of an IP packet which is depicted in figure below will help 

understand this problem. Regardless of the payload (data from upper layers of the OSI model) being 

secure (e.g. encrypted) or not, the fields in the header are in unencrypted format. For example, an 

attacker can simply copy the whole datagram of an IP packet including its header and replace the 

“Source Address” with its own IP address and send the new one to the destination. This act which is 

known as IP spoofing will not be able to be detected at the destination on the IP layer. Similar thing can 

literally happen to other fields of the IP header as well [15]. Not to mention that if the upper layer 

protocols do not use security mechanisms like encryption in order to secure their data, the 

confidentiality is also very easy to be breached in IP level as the data is readily available in its original 

format coming from upper layers in the payload section of the IP packet.  

 

Figure 4-2 Datagram format of IP packet [25] 

 

In contemplation of tackling the above mentioned security issues, the objectives of IPsec can be 

summarized as [22]: 

 Data origin authentication plus data integrity 

IP spoofing, risk of altering any part of the IP header not detected by the recipient and tampering of 

payload is therefore addressed.  

 

 Replay protection  

So that the recipient can detect contingent replayed packets 

 

 Confidentiality  

The captured data within an IP packet will not be readable (useful) by a possible attacker.  

 Security policy 

Giving possibility to decide the required security mechanisms for a specific traffic flow based on the local 

security policy  
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As it can be seen in the above mentioned objectives, implementation of IPsec has very much the 

potentials to address the security threats that the internetwork is suffering from mentioned threats in 

the previous chapter. After becoming a bit more familiarized with IPsec in the forthcoming subsections, 

the way how to implement IPsec and how to solve the existing security threats are discussed later on.  

As mentioned before, IPsec uses AH and ESP. The former one gives integrity and data origin 

authentication. It also can provide anti-replay capability as an option. ESP, however, offers the 

confidentiality in addition to these features. These protocols that can be employed either individually or 

together, can also offer enforced access control via distribution of cryptographic keys and the 

management of traffic flows based on whatever is defined in the SPD which stands for Security Policy 

Database. [21] 

Before understanding how IPsec works and can be implemented, it is vital to get familiar with some of 

its underlying concepts.  

Authentication Header (AH) [23] 

As it is obvious from its name, Authentication Header is a protocol within the IPsec protocol suite which 

can provide authentication security services with the help of adding an IP header between the original IP 

header and the payload, or the rest of the data section of the IP packet. The security service that AH 

provides is integrity of the IP packet as well as integrity of the source (origin) of data, which is called 

data origin authentication. It should be noted that both terms integrity and authentication discussed 

here are in IP level and correspond to the data section and header section of the IP packet. It should not 

be mixed up with authentication of a user in a computer system or a database. By using AH via IPsec, a 

receiving packet can be verified to see if it actually was originated from the source it indicated in the 

header and also to make sure that the data is authentic and is not tampered somewhere along the way 

by a potential attacker. It means that AH can literally be used to protect IP traffic or an IP packet against 

replay attacks. AH can use a set of keyed-hashing functions for message authentication for providing 

integrity services among which HMAC-MD5 and HMAC-SHA-1 are the most popular ones. HMAC which 

stands for Keyed-hashing for Message Authentication is a mechanism that utilizes cryptographic hash 

functions like MD5, SHA-1, etc in order to provide message authentication [26]. By other words, by using 

hash functions a user can verify that a specific piece of data is authentic and is not tampered or 

modified. That specific piece of data can also be such a data that specifies the sender (or the origin of 

data) so that it can indirectly be used for the sake of verification of data-origin.  

 

Encapsulation Security Payload (ESP) [24] 

ESP is another protocol in the IPsec protocol suit which provides confidentiality of data section of the IP 

packets by using encryption. As an option, it can also provide similar services that AH provides, namely, 

authentication of data origin and integrity of the IP packet. Although ESP can optionally provide integrity 

services, but its main functionality is delivering confidentiality services, more specifically, confidentiality 

of the data or other sensitive parts of an IP packet. ESP can use some block cipher mechanisms like DES-
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CBC (Cipher-block Chaining) or generally CBC mode Cipher algorithms for the encryption process in 

order to deliver confidentiality. It is vital to note that both AH and ESP add and use their own sequence 

number which is essential to replay protection. One of the amazing characteristics of IPsec is the 

flexibility it gives by using various standards and protocols among others diversely supported 

cryptographic algorithms are noticeable.  

Security Associations (SA) 

SA is a fundamental part when it comes to the architecture of IPsec and is defined along with two 

conceptual databases called Security Association Database, abbreviated as SADB and Security Policy 

Database, abbreviated as SPD which are used for administration of SAs. The term conceptual here 

means that these are not genuine databases in the same way a database is understood in computer 

science. By another word, it is not defined by the standard that to which format these details should be 

stored. SA is needed at any side of the cryptographic endpoints of an IPsec communication. Each system 

(either a host or a gateway) at each side of the communication has got a unique SA which consists of 

three elements, 1- Security Parameter Index, SPI, 2- Destination IP address and 3- selection of AH or ESP. 

An SA provides some sort of logical connection between the two cryptographic endpoints. The term 

“connection” should be noted in contrary to the term “connectionless” that implies the innate 

construction of the Internet protocol. SADB maintains the list of all active SAs at any endpoint at any 

given time and SPD contains information that which security services should be applied to any specific IP 

packet, not only which but also how. The SA can function in two different modes, namely transport or 

tunnel mode which will be extensively discussed in the section 4.1.2 [21]  

 

Key Management 

Key management is a vital part of encryption/decryption of data which manages the cryptographic keys. 

IPsec uses a framework called ISAKMP (Internet Security Association Key Management Protocol) in order 

to define which key management protocols or mechanisms should be applied or be used. It is not itself a 

key management protocol, but it is general framework which defines the key management protocol to 

be used, entity authentication, key exchange as well as negotiating different parameters which are vital 

for SAs [21]. ISAKMP can also be used out of the context of IPsec. IKE (Internet Key Exchange) in contrary 

is a specific key exchange protocol which is compatible with the framework protocol ISAKMP as 

mentioned before. The figure 4-3 clearly shows the interrelationship between different protocols and 

standards under the umbrella of IPsec. In this diagram, one can easily see that IPsec as a protocol suite 

consists of ESP, AH and Key Management each of which are defined by their corresponding RFC 

standards as well as the underlying encryption or hashing protocols and functions. ESP, for instance, 

uses DES-CBC or other CBC Mode Cipher algorithms for performing the encryption part and AH may use 

HMAC-MD5, HMAC-SHA-1, etc. The key management process which is consisting of ISAKMP can use 

either IKE or Oakley Key Management for performing key exchange and key management in general.  
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Figure 4-3 Key management in IPsec architecture [22] 

 

4.1.2 Transport Mode vs. Tunnel Mode 

 

IPsec can be applied in two different modes, namely Transport mode and Tunnel mode. For 

differentiation of these two terms it is needed to dig into two concepts, ‘communication end points’ 

and ‘cryptographic endpoint’. Simply speaking, if we consider host A and host B are communicating to 

each other over an internetwork in IP layer via their IP addresses, so these hosts A and B are the 

communication endpoints of this IP communication. For example in an FTP scenario the FTP client and 

FTP server comprises the two communication endpoints of the ongoing FTP communication. However, 

cryptographic endpoints, in contrast, are the systems that generate or process the AH, ESP and other 

IPsec related processes and calculations [22]. With understanding these two concepts or definitions, the 

two modes of IPsec can be explained as below: 

 

-Transport mode:  

In transport mode the cryptographic endpoints and communication end points are identical. It means 

that the same systems which are involved in the act of communication are in charge of processing IPsec.  

- Tunnel mode: 

In tunnel mode, at least one of the communication endpoints is not part of the IPsec process. However, 

the practical differences that this differentiation leads to are quite remarkable.  
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Figure 4-4 IPsec transport mode (end-end security) [22] 

As the image above shows, the systems A and B which are communication endpoints act also as 

cryptographic endpoints. The IP packet which is, for example, generated via A destined to B has A as its 

source address and B as its destination address. However, the data inside the packet is secured via IPsec 

to the extent which is defined in IPsec, SA, etc.  

The following image shows a very simplified version of an IP address of the communication happening 

between the systems A and B in the scenario showed on Figure 4-4. It should be noticed that the source 

and destination addresses of the IPsec packet are exactly the same as there was IPsec in place. In other 

words, the source and destination address in the actual packet communicating between A and B via an 

IPsec communication is exactly the same as the source and destination which is already encrypted and 

integrity-verified inside the payload of the IPsec packet.  

 

Figure 4-5 IPsec packet in transport mode 

The following image, in contrary, shows IPsec in tunnel-mode. As mentioned before at least one of the 

cryptographic endpoints are not the same as the communication endpoint. Here in this scenario, the 

IPsec in tunnel-mode, or simply speaking, the IPsec tunnel is established between two gateways which 

are called Router A and Router B, or briefly RA and RB. In this scenario, the communication end-points 

are A and B while the cryptographic endpoints are RA and RB. Systems A and B have nothing to do with 

the encryption or security process of the packet. They just generate the IP packets with the source and 

destination from their own point of view. They will not be even understanding that a security 

mechanism will take place a bit later somewhere on the path. Assuming that A wants to send a packet to 

B, the sender IP address of this packet will be A and the destination address will be B and there is no 

encryption or integrity mechanism applied on the packet yet. The packet will be sent to the RA which is 

the gateway of the local network to be routed to the next hop. Based on the routing table of RA against 

which the destination address of the packet is matched, the router RA understands that this packets 

needs to be sent through the IPsec tunnel which is established between RA and RB. As soon as the 

packet wants to enter to this IPsec tunnel the security processes are needed to be applied to the packet. 
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As mentioned earlier in the section 4.1.1, the IPsec process first checks the SA database to see which 

security mechanisms needs to be applied based on the security policy.  

 

 

Figure 4-6 IPsec in tunnel mode between gateways [22] 

Figure 4-6 shows the exemplary packet being transferred from A to B while it is being passed through 

the IPsec tunnel. The IP header of this IPsec packet is different from the initial IP packet. The source 

address is changed from A to RA and the destination address is changed from B to RB. From an 

attacker’s point of view who intercepts the communication (the IPsec packets) somewhere between the 

RA and RB, the packet comes from RA and is destined to RB. The actual source and address of the initial 

packet plus other sensitive parts of the initial packet cannot be disclosed to a potential attacker thanks 

to the encryption applied to the main parts of the actual packet which now is placed inside the payload 

section of the IPsec.  

Another scenario of using IPsec in tunnel mode is between a host and a gateway. This scenario which is 

widely known as ‘road warrior scenario’ [22] [21] can be considered as a combination of the two above 

mentioned scenarios and is very useful for mobile users who wants to connect their laptops or portable 

computers to a specific network via a secure tunnel through the Internet. As it is depicted in the image 

below, a laptop acts as one side of the IPsec tunnel and connects to an IPsec gateway via IPsec protocol. 

In this scenario, all the communications between that laptop and the gateway, and obviously all the 

communications that are destined to anywhere inside that network that need to go through this 

gateway are passed through the secure IPsec tunnel making contingent attackers disable to take 

advantage of eavesdropping the communication in order to disclose the information or do other sorts of 

attacks like IP spoofing or replaying packets, etc.  
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Figure 4-7 IPsec in tunnel mode (host-to-gateway) 

 

Discussion for selection of Transport or Tunnel mode  

The question here is that how IPsec could and should be used in this project in order to mitigate the 

security risks and threats that are already identified and analysed in the section 3.1. The first and most 

important selection amongst all other parameters and details of IPsec is selection of IPsec mode, i.e. if 

the IPsec protocol should be used in transport mode or tunnel mode and how. Each mode has got its 

own advantages and drawbacks in both performance and security aspects, however, specifically 

speaking about this project, the existing technical and business constraints and limitations should also 

be considered. One of the main technical constraints, for instance, is the performance issues that 

applying or implementing IPsec can leave on the sensitive video traffic, either directly or indirectly. 

Overcoming and making sure about these constraints will be discussed and covered later in this 

document in the sections 4.1.3 and 6. 

One might argue that transport mode is more secure because it covers the whole path of 

communication. The three figures that come below are about to show the differences when it comes to 

coverage range of IPsec in Transport, Tunnel or Road worrier mode.  
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Figure 4-8 Coverage of IPsec in transport mode 

Comparing images 4-8, 4-9 and 4-10 shows that the path between cryptographic endpoints and 

communication endpoints are not secure if these two points are not identical. Implementation of IPsec 

in transport mode which is depicted in the figure 4-8 makes host A and host B have a secure 

communication during the whole path because A and B themselves act as cryptographic endpoints in 

addition to the communication endpoints. In contrary, the red lines in the figure 4-9 and 4-10 simply 

show the unsecure parts of the end-to-end communication in both transport mode and road-warrior 

scenario. 

 

Figure 4-9 Insecure part in IPsec tunnel mode 

 

On the other hand, using transport mode has a very critical drawback. Transport mode should be 

applied by all hosts and also all services in a network in order to give full coverage during the 

communication path. For example, referring back to the two recent figures above will help understand 

this aspect. Although in figure 4-8 the communication between A and B are encrypted and secure, 
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however, there is not necessarily such a security on the communication between A2 and B2. Generally 

speaking, the IPsec connection in transport mode is only limited to a specific connection between these 

two hosts, while in tunnel mode, as it is shown in the figure 4-9 the secure connection (in this scenario 

the IPsec tunnel) is established between the two networks, so any possible communication between any 

device from one network to any device to another one will go through a secure connection regardless of 

its service type or protocol.  Assume in figure 4-9, host A has HTTP connection to B and A2 is receiving a 

file from B2 via FTP and A3 is sending ICMP packets to B3 in order to check its availability and at the 

same time A4 has an open telnet session to B4. Although none of these hosts are not security-aware and 

are using legacy and unsecure protocols (HTTP, ICMP, FTP and Telnet use unencrypted plain protocol), 

their communication through the open and public Internet is not in clear text and cannot be simply 

eavesdropped by an attacker. It clearly shows that “no need to set up security on every single device 

and for every single TCP/IP service or application” is another great advantage when it comes to choosing 

tunnel mode than transport mode in the context of communicating two or several networks to each 

other over the public Internet.  

Another issue is the possibility of implementation of IPsec on all devices in a network. The combination 

of all communication between each device in a network to every other single device in other networks 

can become a huge meshed network of connections. Moreover, due to the facts about legacy systems in 

heterogeneous networks that lack enough processing power or other resources to run IPsec is another 

big obstacle when it comes to implementing IPsec in transport mode. As it is explained in the section 

2.3.3 a designer faces two important facts in this internetwork: 

1- There is a considerable number of possible communications due to the number of TCP/IP 

devices in a VCS and also the number of VCSs in the whole internetwork.  

2- There are plenty of legacy devices which are limited in CPU power as well as their operating 

systems making the designer unable to apply or implement security solutions like IPsec on them.  

The two above mentioned facts need to be considered along with the following statements which imply 

that communications taking place or being passed inside a VCS (which is actually a LAN from a 

networking point of view) is of less importance because it is not in direct contact with the public world 

and is physically protected in a controlled environment. Moreover, securing the communication in 

layer2 of the OSI reference model (like Ethernet in this case) is not in the scope of this thesis and it can 

be considered as part of future work to be done.  

1- The traffic inside a VCS is limited in a LAN which is physically protected and is not open to the 

public access. 

2- There are other security measures which can be implemented in a LAN which corresponds to 

the layer 2 of the OSI reference model, like port security, MAC address authentication, VLANing and 

Trunking, etc.  

 

A summarization of all the four statements above will justify basing the design on IPsec in tunnel mode 

rather than in transport mode. Albeit the limitation of legacy systems in the internetwork is far more 

than enough to justify this as applying IPsec in transport mode is completely impossible in this case.  
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A solution can be, therefore, implementation of IPsec tunnels which can also be referred to as IPsec VPN 

tunnels or here in this document, just VPN tunnels, between every single VCS and the network(s) in the 

administration/operation layer. The firewalls that are sitting at the edge of each VCS and separate the 

LAN of VCS from the public Internet have the capability of establishing and maintaining nearly unlimited 

number of IPsec tunnels when it comes to their CPU power and encryption licences. The word 

‘unlimited’ here means much more than the number that is needed in this project. However, any 

possible impact on performance needs to be tested and verified in order to be able to find the most 

secure and suitable parameters in IPsec while there is no noticeable performance impact on the 

operation of the network and more importantly on the video traffic. A secure IPsec tunnel between a 

VCS and the server farm or the operation centre can be created in order to provide direct IP connectivity 

in the third layer of the OSI reference model.  

 

 

Figure 4-10 VCSs connected to the Server farm and OC centre via IPsec VPN tunnels 

 

The image 4-10 above is the same image on the section 2.1.1 (figure 2-2) but the IPsec tunnels are in 

place. Since the public IP address on the WAN side of these firewalls are fixed IP addresses, it is possible 

to configure permanent IPsec tunnels between VCS and they will virtually act like permanent but 

separate links between these networks. Employing VPN tunnels as a virtual substitute of leased lines or 

physically dedicated links between networks has been discussed very widely and is described in the 

appendix I of this master thesis project. This way, a virtually protected tunnel can act as a dedicated link 

in order to make two networks see the next network connected directly to them rather than having the 

need to be dependent on the routing mechanism of the public Internet to carry the IP packets hop by 

hop until the final destination. Although even via utilizing a VPN tunnel, the packets are needed and will 

be routed through the Internet and probably via the same hops throughout the whole path, from point 

of view the edge firewalls (in IP level) they see the other routers or firewalls at the other end of the VPN 

tunnels as their adjacent routers and the connectivity to them is like a direct connection through a 

virtual interface. The following figure tries to illustrate this concept of virtually making direct links in IP 
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layer and the way the virtual interfaces are perceived by the edge routers or firewalls which are, in fact, 

the cryptographic endpoints of the IPsec tunnels.  

 

 

Figure 4-11 Logical topology map of IPsec connection among VCSs and OC 

Figure 4-11 actually shows the same network interrelations as the figure 4-10 does but in a more logical 

way. Figure 4-10 tends to be a more physical representation of the internetwork connections which 

mainly focuses on physical connectivity while figure 4-11 shows the same part of network from a more 

logical perspective which shows the main routers or other layer-3 devices perceive the links among each 

other. The main point here is that by implementation of permanent IPsec tunnels between edge routers 

of different networks and the so called virtual interfaces by which the IPsec tunnels are created or 

terminated, logically direct links can be created among routers. For instance, the VCS A which previously 

had only one interface to the world outside (its main WAN interface to the public Internet) has now 

some other interfaces that connects its local network to three other networks, namely OC1, OC2 and 

VCS B. It is vital to notice that the edge router on the VCS A still has one physical interface to the world 

outside if somebody looks at it on location, but from a routing process point of view there are three 

interfaces to other networks thanks to the permanent IPsec tunnels which with the help of 

cryptographic processes made virtually protected tunnels which practically passes through the same 

Internet link in a secure and logically separated way. 

 

4.1.3 Discussion about fine-tuning of IPsec parameters in practice  

 

Although from a theoretical point of view, it seems straight forward and practical to re-construct the 

network and build up the so called management network module via using IPsec tunnels based on all 

the explanations given on the previous subsection, there are a number of challenges that need to be 

addressed when it comes to practically deploying the new design. In addition to these challenges some 
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other decision makings should be done in order to fine tune IPsec, NAT and ACL settings and general 

design in order to make sure that the internetwork would not deliver a worse business service than its 

previous state or design. These fine-tunings and settings should also be in accordance with the 

requirements of redundancy in routing level (for the sake of smoothness of dynamic routing protocols) 

which will follow in chapter 5. Here is a brief list of the challenges or decisions were taken into 

considerations and addressed in this thesis project and a brief report of the outcomes will follow below.  

 

 Possible clashes between NAT and IPsec 

 Selection of encryption and integrity check protocols (hash functions) 

 Analysis and selection of key management authentication method 

 Analysis and design of NAT and ACL settings and design for production and management 

traffic flow 

 Fine-tuning other IPsec settings (keep-alive settings) 

 

Possible clashes between NAT and IPsec 

Since IPsec preserves the endpoint addresses of an IP packet it might cause problems when NAT is 

supposed to be used in a network because NAT will alter the IP address section in an IP packet [9] . As it 

was explained in section 4.1.1, ESP and AH encrypt the contents of header of IP packets which contain IP 

addresses of source and destination as well. This can be in contrary of the fact that NAT needs to modify 

these fields of header of IP packets. A similar issue is applicable to VC traffic flow. The majority of VC 

systems use the source IP address as a part of their video conferencing negotiation, authentication and 

handling. It means that putting a NAT somewhere in the middle can cause a problem as the IP address 

section of the header will be changed. There are some mechanisms like NAT traversal that can help in 

this regard and will be covered later in this document. However, for the possible clashes between NAT 

and IPsec, it is vital to take into consideration that all NAT processes should take place after the 

boundary of the communication link between two cryptographic endpoints. Fortunately, it is possible to 

do so in this project as the IPsec tunnels needs to be formed between the WAN interface of edge 

firewalls and the NAT processes can be run after the original packet is unencrypted and come out of the 

IPsec tunnel/process. The following row shows the order of different processes in the edge firewall or 

edge router. The packet comes from the right side and first is behaved by the routing process right at 

the WAN interface. The routing process is again used after the original packet is decapsulated.  

<<< Ethernet process <<< Routing Process <<< NAT process <<< IPsec process <<< Routing process 
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 Selection of encryption and integrity check protocols (hash functions) 

As explained in section 4.1.1, IPsec is a protocol suit which consists of many other protocols. Which 

encryption or integrity protocol should be selected or configured in every instance of IPsec is a matter of 

choice and more precisely a trade-off between resources (CPU, bandwidth, time in sense of jitters and 

delays) and security. This trade-off has been challenged in a series of lab tests which is reflected in 

chapter 6, Verification and Conclusions. The fact that IPsec traffic and VC traffic should share the same 

link is a matter that is researched and tested in this project in order to give the most optimum settings 

that provide the highest possible security with no noticeable cost in quality of VC traffic.  

 Analysis and selection of key management authentication method 

Authentication is an essential part of the key management in IPsec. Authentication is needed in order to 

make sure that a requesting endpoint for establishing and IPsec connection is a legitimate one. In this 

case, the identity of the far end that needs to be authenticated is the IP address of the remote site that 

sends an IPsec tunnel initiation request to another router or firewall in another VCS or 

operation/administration segment. Although it is possible to determine which requesting IP addresses 

are legitimate for establishing an IPsec connection, but, again, due to the fact that the IP protocol lacks 

origin authentication, there is no way to make sure that an IP packet is actually sent by the same IP 

address which is mentioned in the source IP address section in the packet header. Note that the IPsec 

tunnel is not made yet and that is why we need another mechanism to make sure about authenticity of 

the IP packets requesting for establishing an IPsec connection. Authentication in IKE can be done in one 

of these three ways: 

 Pre-shared Secret Keys 

 X.509 Certificates 

 Extensible Authentication Protocol (EAP) 

Pre-shared secret keys are the easiest and least secure way when it comes to authentication process. 

The same secret kay is given at both ends of IPsec connection which will be used both for authentication 

and partly for generation of random keys which is needed for the encryption process by ESP. EAP is 

mainly used for user-to-VPN scenarios. Using X.509 certificates is a descent method in order to maximize 

the security when it comes to authentication; however, it needs a public key infrastructure which is 

missing in the current internetwork. Moreover, since the cryptographic endpoints have fixed IP 

addresses and are under ownership of Skiptrip it is possible to distribute the shared secret keys in an 

out-of-band manner and change them on a regular basis. Moreover, from a policy perspective, the 

shared secret keys needs to be different from each other and strong enough. Due to the above 

mentioned facts, constraints and comparisons, using the Pre-shared secret keys is selected as a start 

point for this project and the X.509 certificate method will be replaced after implementation of a proper 

public key infrastructure in the near future which is out of the scope of this project.  

 Analysis and design of NAT and ACL settings and design for production and management 

traffic flow 
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Since the topology of the network is changed by introducing new virtual direct links between VCSs with 

the help of IPsec tunnels, the previous NAT and ACL rules should be restructured. The previously applied 

rules for verifying the public IP sources of the IP packets need to be removed or changed because in this 

new architecture each VCS can potentially see the operation/administration centre as a directly 

connected network to it. Some of the NAT rules are needed to be changed. All the SAT rules and the 

corresponding ACL rules for the incoming traffic of management traffic needs to be completely 

removed, since there is no further need for translating the IP addresses within and internetwork which 

already is routing accessibility all over it. More details about NAT and ACL changes will be presented in 

chapter 5 along with the routing and addressing considerations.  

 Fine-tuning other IPsec settings (keep-alive settings) 

During practical testing of configuring and establishing IPsec tunnels in the lab environment, a couple of 

other parameters were needed to be configured, based on the configuration possibilities in the routers. 

Some of these settings did not seem very important from the beginning, but after implementation of 

routing protocols and regarding the need for having link redundancy their importance appeared. More 

detailed report will come about it in chapter 5, as they directly or indirectly depend to the routing 

protocols. Just to name an example, keep-alive setting was one of the critical ones. In order to keep the 

VPN tunnel up and running all the time, it turned out, that it is important to set the keep-alive settings 

as auto. In this way, the router send some very light-weight acknowledge messages to the adjacent 

routers through the IPsec tunnel whenever there is no activity on the link in order to check the 

availability of the link as well as preventing the link to go down (or detecting it if the VPN tunnel is 

broken for any reason). By using this configuration, the router is able to disable the virtual interface 

relevant to that VPN tunnel in case of any failure. This deactivation causes a change in the routing table 

of the router and sending an update to the dynamic routing protocol which is vital when it comes to 

high availability and link redundancy of the whole internetwork. This issue is also tested on an actual 

environment in order to stress test the dynamic routing protocol as well as making sure that the 

connectivity in IP level is resilient even in case of a failure in one of the VPN tunnels. The results of the 

test will be reflected in chapter 6 of this thesis report.  

4.2 Summary 

 

The major part of the proposed solution was discussed in this chapter. Establishing new IPsec tunnels 

among VCSs and the network elements in the operation/administration centres was the most basic issue 

which was introduced, discussed and explained in the context of the internetwork redesign. Moreover, 

the challenges and practical tunings to the system were also introduced. However, the solution is not 

fully addressed in this chapter. A remaining important part, which is routing and addressing scheme will 

be covered in the next chapter.  
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Chapter 5  

Addressing and Routing Architecture  
 

5.1 Introduction 

 

Addressing and routing can, of course, be considered as two completely separate topics in the context 

of architecture, however, they are very closely coupled to each other and the way an architect design 

one, would naturally affects the other one. There is however some guidelines and rules both for the 

design of addressing and routing in order to optimize use of IP addresses and routing traffic. In this 

chapter, the routing and addressing details that are studied and conducted in this thesis project are 

discussed.  

 In the previous chapter, communications between different VCSs and the operation/administration 

center have been secured through establishment of IPsec tunnels which ensured that all the network 

flow1 will be passed through these secure (encrypted) paths. The term “internal” emphasizes on the 

traffic which is generated inside the whole internetwork and is destined to another host residing in 

another part of the internetwork. Although the communication channels are now designed and 

established, there are two other major mechanisms remaining in order to make the whole internetwork 

operate smoothly and the communication takes place. These two concepts, namely “addressing 

scheme” and “routing architecture” will enable different parts of the internetwork to communicate 

transparently and also all packets find their path (preferably best path) in order to reach the destination. 

Some critical considerations like “route redundancy”, “fail-safe mechanism”, “low overheard”, and 

“overall routability” should be taken into consideration in this project in order to satisfy the determined 

goals of this thesis.  

 

5.2 Addressing  

 

In the initial state of the internetwork, accessibility to a VCS and the network components inside it from 

the world outside (including the administration/operation centre) was possible through the fixed public 

IP address which was assigned to the external or WAN interface of the edge router of each VCS by the 

local ISP. Different NAT rules discussed in the section 2.1.2 like PAT and Port forwarding were employed 

in the edge router of each VCS in order to make certain TCP/IP communications possible along with the 

public IP address, like the ones explained in the sections 2.1.2 and 2.1.3. In other words, it can be said 

that transparent routing [9] was provided for a certain type of traffic flow (more explanation was given 

                                                           
1
 The term ’network traffic’ refers solely to traffic flow on management module, as production traffic is not supposed to use these secure 

channels.  
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in the section 2.1.2). The terms certain traffic can either mean the traffic access control on source or 

destination address of the IP packet by applying ACLs or by the TCP/IP service the IP packet is carrying. 

These communications could be either inward (from outside towards the LAN of the VCS) or outward 

(from the VCS to the world outside or other layers of the internetwork). Each VCS, in turn, has the 

typical Class C private range IP address, 192.168.1.0/24, which is widely used when it comes to give 

locally significant IP addresses to private or detached private networks. 

Size of a network is the main point when it comes to choosing network address section of an IP address. 

For example, following to the legacy class-based system, for a network (broadcast domain) consisting 

lower than 254 hosts, it suffice picking a class C address which in the range of private IP address can be 

any of the /24 network out of 192.168.0.0/16. For bigger networks, the private range IP addresses are 

any /16 network out of the range 172.16.0.0/12 and finally 10.0.0.0/8 for those who possibly need 

address ranges as big as a classical class A range.  

In this project the whole range of 10.0.0.0/8 is picked and with the help of subnetting, smaller IP address 

ranges are assigned to every single VCS as well as any of the administration/operation centers. 

Therefore VCS will have a unique IP address range in the format of 10.x.x.0/24. The following image 

shows how one can use variable length subnetting in order to get rid of the legacy 8-bit limitation. With 

the help of CIDR we can get more flexibility both in assigning IP addresses and streamlining the routing 

protocols and the routing tables. More explanations about this will come in the section 5.4 were it will 

be explained the way routing and addressing are integrated together.  

 

Figure 5-1 An example of CIDR subnet masking [28] 
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5.3 Routing protocols and mechanisms 

 

As we all know, routing is simply the process of delivering packets to the destination network or 

delivering it to the next router from which the packet can find its way to the destination network. In 

other words, “it entails learning about reachability within and between networks and then applying this 

reachability information to forward IP packets toward their destinations [28]”. The term “destination 

network” is deliberately mentioned here, as delivering the packet to the actual destination (or 

destination host) is not of responsibility of the so called routing process. In order to more accurately 

clarify the concept of routing, it is good to remember that IP routers are distinguished from other 

switching and gateway devices by the fact that they examine the IP protocol header in order to make 

the routing decision [8]. The scope of this thesis is also confined in this routing process which we have 

named it several times during this thesis project as 3rd layer routing when it comes to the design process 

of management network module.  

Routing process is done by routers. The decision about how (to which interface, or to which next router) 

every single packet should be sent out in a particular router is based on one or more routing table(s). 

Routing tables can be either static or dynamic. More precisely speaking, entries of any routing table can 

be either entered statically via an administrator or can be learned and updated automatically via a 

dynamic routing protocol. There are a number of routing protocols which contribute in learning and 

updating the routing tables automatically in routers who run these dynamic routing protocols [8]. When 

it comes to selection of routing protocols, an administrator can either choose it statically and enter all 

the necessary entries of the routing table manually or select one or two dynamic routing protocols. 

Static routing is mostly suitable for smaller and simpler network with no critical mission application. 

Static routing was used in the previous design in the focal internetwork. Dynamic routing is not only 

suitable, but also a necessity for larger networks that might maintain a functioning routing mechanisms 

all the time, even in case of failure in one of the links or more. As the name implies, dynamic routing 

protocols learn about the status of network and its connections and create or modify the entries in the 

routing table. Dynamic routing protocols can be classified in different categories through different 

perspectives. For example, from the point of view of standard type, they can be divided to open and 

proprietary standards. From another point of view, they can be classified into Exterior Gateway 

Protocols (EGP) or Interior Gateway Protocols (IGP). EGPs are for routing between different Autonomous 

Systems (AS) and are far beyond the scope of this project. Due to the fact that this thesis needs to focus 

on security aspects, the discussion about selection of routing protocols and addressing are not reflected 

very deeply in the written report. 

The new design needs to be based on dynamic routing because of the sake of redundancy in routes. The 

idea with using dynamic routing is that if one link fails (either a physical or virtual link) the routing 

process in the internetwork should detect it as soon as possible and change the one or more routing 

table in the affected routers in order to substitute the obsolete routes with new functioning ones. The 

following figure illustrates different types of routing protocols.  

 



52 
 

 

 

 

 

 

 

 

 

 

 

Discussion about differences between distance vector, link-state and hybrid routing protocols which are 

a combination of distance vector and link-state protocols are much beyond the scope of this master 

thesis project, however, it is very necessary in the selection of a proper routing protocol when it comes 

to a functioning internetwork. Distance vector routing protocols are rather simpler and can better fit 

smaller networks, for example RIPv1 and RIPv2 are the very popular distance vector routing protocols. 

On the other hand, link-state protocols which tend to understand the whole topology of the network 

instead of just learning new routes from their neighbours can better fit into larger networks. They might 

consume a little bit more of processing power, but they are much more efficient when it comes to larger 

numbers of routers in an internetwork. Since the discussion of analysis and comparison of routing 

protocols are beyond the scope of this project, the following table is represented for further details of 

common routing protocols.  

 

Table 5-1 Routing Protocol Comparison Table [29]  

Routing protocols 

Static Routing 

Dynamic Routing Protocols  

Distance-vector  Link-state  Hybrid 

Figure 5-2 Dynamic Routing Protocols 
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Due to the fact that avoiding bandwidth overhead is among the most critical factors in this project, the 

distance-vector protocols like RIP and IGRP are set aside, because their bandwidth consumption 

overhead increases exponentially over network growth and cannot be considered as an scalable solution 

either. Even EIGRP is not an applicable choice here because it is not an open source protocol and is 

supported only via Cisco. OSPF which stands for Open Shortest Path First is one of the most common 

link state routing protocols and was considered first as the ideal choice for this internetwork. During 

some lab experiments implementation of OSPF was quite successful and the routing updates took place 

rather smoothly. The good thing was that due to the priority of Administrative Distance of static routing 

compared to OSPF, it was possible to have both static routing and OSPF running in part of the 

internetwork at the same time and remove or disable static routs on a step to step basis and follow the 

possible route changes. Figure below shows an exemplary routing table in one of the edge routers of a 

VCS. Leaving a bit of process overheard on the CPU loads of the routers was a bit annoying and after 

thinking and analysing the structure and hierarchy of network and also the fact that 1- the route 

changes in this internetwork are quite rare and only happens if an IPsec association pair fails and 2- the 

internetwork has a very flat hierarchy a different approach was drafted and designed to be tested. This 

new idea which I call Cascade Routing will be discussed in more detail in the section 5.4. but generally 

speaking it is a way of using static routing and smart CIDR addressing in order to make static routing able 

to work almost as a dynamic routing without leaving any bandwidth of CPU load extra load or overhead. 

The way that this so called cascade routing works is taking advantage of one of the static routing rules 

called maximum prefix length priority which literally means that if there are two routes towards 

network A in the routing table of a router and these two routs have the same Administrative Distance, 

the one which has the longest prefix will be chosen for making the route decision. For example a route 

destined to a /23 network is more prior to another route destined to the same network which has a /24 

prefix.  

 

  Flags     Network       Interface       Gateway     
Local 
IP     

Metric     

  
 

194.21.2.146/30   wan1   
  

100 

  
 

10.1.12.0/24   h3er12-tunnel   
  

0 

  
 

10.2.9.0/24   i35sf-tunnel   
  

0 

  
 

10.4.14.0/24   t14sf2-tunnel   
  

0 

  O 10.4.14.0/24   t14sf2-tunnel   
  

43 

  
 

10.1.7.0/24   R98pap-tunnel   
  

0 

  O 10.1.7.0/24   r98pap-tunnel   
  

47 

  
 

172.19.10.0/24   wan2   
  

100 

  
 

172.17.100.0/24   dmz   
  

100 

  
 

10.11.1.0/24   lan   
  

100 

  
 

0.0.0.0/0   wan1   194.21.2.146 
 

100 

Table 5-2 An exemplery routing table with static and dynamic routes 
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As a quick reminder, it is good to bear in mind that with the newly established IPsec VPN tunnels, there 

are virtual direct links between VCSs and the centers in operation and administration center (OC). The 

design solution in brief looks like this: from every single VCS there is a direct link to OC1 and also 

another one to OC2. At this stage of the design, it only matters that if the route from a VCS to one of the 

OCs fails due to link failure it should be automatically and immediately be recovered via the other link to 

the other OC. The number of OCs can increase later on and should not affect our proposed design. Every 

VCS is assigned a unique /24 address range which is indeed a subnet of the /8 private IP address range. 

The routes are statically entered in such a way that from each VCS to another VCS the route to the 

destination should be defined as a /24 network which means that only packets destined to that 

particular VCS should be transferred through this particular path. OC1 and OC2 will logically be 

introduced in two different level of hierarchy in order to be able to differentiate their route priority. OC1 

will receive a /8 route from all other VCSs and OC2 will receive a /16 route. It means that if any VCS 

wants to communicate with another VCS that is has not a direct VPN connected to it, it will send it 

through OC1 or OC2 based on the destination network and also based on the fact that which one has a 

longer prefix. Assume that one of the VCS’s direct link to OC1 fails, then it will lose the /8 network 

because that /8 network is corresponding to that specific IPsec VPN tunnel. In that case the next 

available route which is a /16 network destined to OC2 will be the active route as an immediate 

substitute for the VCS in order to get connected to the administration/operation layer or other VCSs of 

the internetwork. As we see, due to flat hierarchy of the internetwork, maximum prefix length priority 

and introducing a fake hierarchy to the system, we can have behavior of dynamic routing without having 

the hassle and load of having them activated on the routers. More discussion about how this so called 

cascade routing works comes in section 5.3. 
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Chapter 6  

Evaluation and Conclusions 
 

In this chapter the verifications of the designed and implemented solution is discussed and the results 

are presented. The verifications are performed in different stages in order to make sure that the goals 

reflected in the section 1.4 are satisfied.  

6.1 Evaluation 

 

The method one chose to verify a design depends on what outcome has been expected from that 

particular design. The majority of the expectations are already mentioned in the section 1.4 (goals) in 

this report. However, there might be other parameters/functionalities or features that are implicitly part 

of purpose or required features of a design and implementation. The following subsections discuss 

about the verification processes conducted in this project. All the evaluations are done while a VC call 

has been in place. 

6.1.1 Evaluation of transparency (IP connectivity) 

 

Providing direct or transparent IP connectivity between all devices or entities in the management 

network module was one of items explicitly mentioned as a goal of the design. This means that any 

device anywhere which is belonging to this network module should have direct IP connectivity access to 

other devices in the same network module (i.e. management network module). The main aim for this is 

that the monitoring systems (e.g. the telemetry system) in the operation and administration layer 

should have access to all the devices in management module without the need of intermediation of NAT 

or other packet processing mechanisms. Instead of checking the IP connectivity, a more appropriate 

verification can be accessibility of all the open (functioning) TCP or UDP ports. This means that if a tester 

preforms a port scan on the whole range of IP addresses of a VCS via a machine installed in the same 

VCS should give the same result as performing the same test from a machine located in the 

management module in the administration and operation layer. For this sake, the port scanning test can 

be done via feeding the port scanner with the port list which was extracted in the earlier stages of this 

project (refer to section 2.1, characterizing the existing network). The reason why a predetermined list 

of TCP or UDP ports should be used rather than scanning all possible ports is that all the services are 

already categorized as belonging to 1- Management traffic, 2- Production traffic and 3- Unnecessary 

traffic which means they should not be allowed to get out of boundary of a VCS.  

The evaluation process in this regard was simply importing the port list extracted in section 2.1 (refer to 

table 2-3) and running port scan twice, first on a machine inside a VCS and secondly on a machine inside 

the administration/operation layer. This test has been done in two different VCSs and the results 

showed similar outcome from the port scan tests. It is important to note that the TCP/UDP port list 
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should be relevant to the particular VCS under the test, because the devices and services inside different 

VCSs are not identical. Results of this evaluation are reflected in appendix II for further references.  

 

6.1.2 Evaluation of perimeter security  

 

Evaluation of perimeter network security simply means that there should be no direct IP connectivity 

from outside the management network module into it. Separation of traffic which was one of the goals 

is another way of interpretation or statement of this goal.  Testing or evaluating this item needs to be 

done in two different ways: 

- No internal services belonging to the management module should be accessible from outside 

- Traffic generated inside management network module should not be accessible through the 

outsider network (e.g. the Internet) 

The first test was designed in such a way that a port scanning process can be conducted from the 

Internet on a public IP address of a VCS to see which services are accessible (which ports are open) and 

then analyzing the open ports or the services to see if any of them are corresponding to any of the 

services which are up and running within the MNM or not. As it can be seen in one of the results of the 

port scan reports in the appendix III, there are some responding ports which, at the first glance, seem to 

be belonging to services from inside the VCS, however, it need a bit of analysis (either via telneting to 

configuration analysis of the firewall or edge router) for distinguishing the origin of the service. For 

example, port 80 being open on the edge firewall is because of the internal http server (web interface 

for management of the firewall) on the firewall itself and does not correspond to any service inside the 

VCS.  

For the second test, help of a packet analyzer tool like Wireshark is needed to analyze the traffic outside 

a VCS (traffic between a VCS and the Internet) and analyze the traffic to see any traffic generating from 

the MNM can be seen or not. Figure 6-1 shows how and where the Wireshark machine needs to be 

placed to capture all the traffic. Having an extra LAN switch with SPAN port activated on that is 

necessary. Note that such a test implementation cannot be easily done if the VCS is connected to the 

Internet via a serial WAN link like Frame Relay, DSL, etc.  
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Figure 6-1 Employing Wireshark for external traffic analysis  

 

6.1.3 Evaluation of resiliency  

 

Evaluation of resiliency is conducted in order to make sure that routing processes and route changes will 

affect neither the VC performance, nor the connectivity and structure of the network. Such a routing 

change will be caused by a change in the network in terms of removal of a route or establishment of a 

new route. Considering the whole internetwork being in its solid state, the only scenario that might 

cause the system to change its routing tables (and consequently choose new substitute routes) is if a 

link fails. Such a link failure in this case will only be disconnection/termination of a VPN tunnel due to 

sudden failure of SAs or for any other reason like hardware or software failure in any of the 

cryptographic points.  

The main purpose with conducting this test case was making sure that the whole routing process is 

resilient (fault-tolerant) to link failures. In other words, if a VPN link fails, the internetwork should learn 

new route(s) automatically and change the routing table in order to make the VCS able to continue 

communicating to other VCSs or the MNM in the administration/operation layer.  

Consider the following VCS1 which has virtual links (IPsec VPN tunnels) to both OC1 and OC2. Examining 

the routing table of the edge router of this VCS1 shows that all packets destined to OC2 needs to be 

forwarded through the VPN link called VCS1-V0—OC2-V1. However if this link fails the dynamic routing 

protocol should immediately detects that and modifies the routing table in VCS1 as well as OC2 in order 

to provide a new route via OC1. In this case a packet generated by VCS1 destined to OC2 will have to be 

routed to OC1 via VCS1-V1—OC1-V1 and afterwards will be routed to OC2. A similar route change will 

take place on OC2 for the return route.  
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Figure 6-2 Routing resiliency in case of link failure 

In this evaluation phase, it is needed to evaluate or test the following items: 

 -Immediate routing convergence  

 -No remarkable impact on an ongoing VC call by changing the routing state  

 

The first test case is to make sure that the route changes take place quick enough in the internetwork 

and the second one is to evaluate if such a change will have any impact on an ongoing VC call or not. 

New route updates will, of course, generate some new throughput and also process stress on the 

routes, so the second test is necessary to be done. The first test is done by creating test traffic via 

generating ICMP packets from inside the VCS1 destined to OC1 and then manually tear down the direct 

link between VCS1 and OC1 while monitoring the delivery and response of ICMP packets and if they are 

delayed or dropped.  

 

Figure 6-3 Packets round-trip time during routing process convergence 

The graph presented on the figure 6-3 depicts the results of generating traffic via the tool nping [30] 

which is part of the nmap project. Based on the estimated MNM traffic which will be needed in reality, 
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the tests are conducted in four different traffic throughputs, 16kpbs, 32kpbs, 64kpbs and 128 kpbs. As it 

is noticeable from the above graph, in the instance of failure of a route, the path encounters a sudden 

rise in the round-trip time with contingent packet losses. Right after that the path is recovered, 

however, with a little bit more delay time which is due to the additional hop which is added to the path. 

The graph below is drawn based on the delivery of packets and not time, for sake of simplicity and more 

accuracy.  

The second test was done in a qualitative way. As mentioned before, a VC call was in place during the 

test calls and during the manual termination of the IPsec tunnel quality decrease was very obvious 

which lasted for a couple of seconds in terms of pixeling and loss of audio/video frames for a second of 

two, however, there was no issue in terms of termination of the live VC call.  

 

6.1.4 Evaluation of impact on VC performance  

 

In addition to the previously discussed evaluation, another simultaneous test was done, outcome of 

which would not only be interesting to know but also useful in terms of finding out a throughput limit 

that the MNM module might be allowed to generate without leaving noticeable impacts on an ongoing 

VC call. The traffic flow generated by MNM can later be limited via applying traffic shaping and QoS 

mechanisms which is beyond this master thesis but has partially been implemented in the internetwork. 

There are different methods to measure quality of a VC some of which like MOS (Mean opinion Score) 

are based on human rankings on perception of quality, however, in this project, in order to have more 

objective and quantitative criteria, the statistics that the hardware-based video codec generates is 

selected as the criteria for measurement and evaluation (Appendix VI). The main factors which affect 

the quality of a VC call is average packet loss during a VC call as well as jitter. 
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Figure 6-4 Impact of MNM traffic on VC quality 

Figure 6-4 shows the results of the test cases for measuring lack of quality in terms of packet loss in 5-

minutes VC calls while different amounts of traffic flow were artificially generated in MNM and sent into 

the IPsec VPN tunnel at the same time. The generated traffic was selected in 64, 128 and 256kbps the 

VC calls were established in full capacity HD quality which requires 2 Mbps of throughput. The packet 

losses are actually the video packets which are either missed or were discarded due to not being 

delivered on a timely manner (refer to Appendix I for more details). For the sake of comparison, the test 

has also been done with generating the same amount of traffic without having any IPsec in place. The 

interpretation of how these packet losses could actually affect the user’s perception of quality is beyond 

the scope of this master thesis. The decision about what the maximum amount of allowed traffic should 

be can be a tradeoff between quality of VC and accessibility and speed of processes inside the MNM 

module.  

There is a related work in this regard which his published in [31]. In this work, Malik et. al. have tested 

performance and quality impact of IPsec on HDVC in terms of lost video packets. In their work, the HDVC 

packets are transported via an IPsec tunnel and the results, in terms of lost packets, are measured and 

compared to the state that the same HDVC uses the same link without IPsec encryption involved. In the 

tests done in this evaluation of this master thesis, however, the HDVC traffic is not transferred inside the 

IPsec, as the VC traffic is belonging to production traffic here. However, the impact of IPsec on VC can be 

discussed and considered in terms of extra overhead that IPsec adds to the traffic of MNM.  
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6.2 Conclusion  

 

The process of redesigning a heterogeneous internetwork consisting of legacy systems was conducted 

during this master thesis project. First of all through an induction method, relevant methodologies and 

basic knowledge regarding design and architecture of internetworks were acquired during the literature 

study process and the majority of the useful topics are already reflected in Appendix I of this report. 

With the help of the acquired knowledge, as the first step to introduce a new network module, 

characterizing the internetwork, was conducted and analysis of network flow was done afterwards. In 

the next step, the existing security measures and threats were analyzed and studied and the new design 

was imposed based on establishment of virtual tunnels via IPsec protocol in order to securely transfer 

the traffic flow belonging to the management network module. The new suggested design required 

reshaping the routing and addressing scheme around the internetwork and with regard to the technical 

constraints of the video conferencing systems, a special combination of routing and addressing was 

suggested, designed and implemented in order to have route resiliency without dynamic routing 

protocols. At the last stage, the new deployment was tested during which the new implementation was 

verified in the sense that security of network traffic is achieved by the implementation of IPsec tunnels 

and how different management traffic levels can affect the quality of video conferencing calls.  
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Chapter 7  

Appendices 
 

7.1 Appendix I – Background and basic concepts  

 

In this appendix the underlying knowledge which is prerequisite to understanding the rest of the report 

and also to execute the actual project is presented. In other words, this section comprises the literature 

study section of the master thesis report which reflects the topics that were needed to be investigated, 

researched and learned in order to conduct this project.  

7.1.1 Introduction 

 

It is vital to mention that due to the multidisciplinary nature of the process of internetwork design; it is 

inevitable to cover more than one subject in the literature study section of the thesis report. Due to this 

multidisciplinary nature, designing and architecture of internetworks is called a combination of art and 

science by some sources [32].  A descent explanation for such an analogy, as it will be addressed in the 

body of TDND Methodology could be that every single internetwork in the world has got its own set of 

technical and business constraints (limitations) and goals. Providing different IT services in different 

environments introduces a variety of conditions and possibilities. In addition to that, having other 

factors like higher level organizational requirements and limitations can make the whole situation even 

more versatile and dynamic. Such a process that can easily become a function of numerous parameters 

can become too complex to be done in an optimum manner if a structured methodology with a systemic 

view is not taken into action from the beginning.  

The underlying technical and scientific knowledge for doing this thesis project consists of three major 

eras due to the fact mentioned in the paragraph above. The first one deals with the concept of video 

conferencing, its nature and characteristics as well as its innate challenges when it comes to design of 

internetworks, business goals of which is serving VCs. The second one covers the design methodologies 

which will be used in the actual and practical execution of the project.  

This section represent a set of different technical knowledge, guidelines, as well as more specific and 

more technical design methods and mechanisms which are prerequisite for execution of the remaining 

parts of the project. This latter part needs to be completed in a complete iterative way as it is also 

described in the methodology section of this document. Whilst the project progresses, more specific and 

specialized technologies are needed to cover the knowledge baseline of the design process. The 

summary of those targeted material and literature are reflected on this section. For example, based on 

the guidelines give in a higher level design methodology, we need to perform a routing-protocol 

selection process. This process is first analyzed and in accordance to the higher level guidelines (in the 

hierarchy of design methodologies) becomes recognized as applicable and necessary for completion of 
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the design process based on the current constraints and requirements of this specific design. The next 

step is to study and investigate about applicable routing selection mechanisms and summarize them in a 

separate subsection as a part of a literature study of the report. For this reason, completion of this 

section can last until the final day of submission of the final report.  

 

7.1.2 Video Conferencing  

 

As described in [33] Video Conferencing can be classified into many different concepts. It is actually a 

very generally used term and can mean slightly different things when it is used in different contexts and 

environments. In order to avoid misunderstandings and confusions it is necessary to shed some light on 

what this general term actually means, how it can mean differently in different context and what it is 

meant by using this term in this project. In this document, however, by the term video conferencing, it is 

meant HD video conferencing calls through standard protocols, either H.323 or SIP which are run by/on 

single purpose hard-ware based video conferencing devices like video conferencing endpoints or VCEs. It 

means that soft-ware based, computer applications or proprietary solutions like Skype and Microsoft 

Lync are not included whenever the term VC is used in this document. Dealing with HD VC via the H.323 

or SIP protocols will bring some challenges due to its packet size in IP level and its type of traffic as we 

will see in the forthcoming section.  

Figure 7-1 illustrates a topological layout of a typical end to end Video Transport Provider. Video 

transport providers might own their own network or use a public IP network like the Internet. However, 

in that case some queuing or traffic shaping mechanisms need to be considered in order to be able to 

provide a minimum quality which is required by HD VC [34]. The red squares in the figure below shows 

the demarcation point where the responsibility of quality and connectivity shifts from provider to the 

customer. Different providers, though, can act differently in this regard as we will see a slight change 

here when it comes to the way that Skiptrip offers its video services to the customers. The definition of 

demarcation point can alter the way technical measures like queuing and traffic shaping can be dealt in 

the context of network design. In chapter 4, this document will refer back to this general topological 

model to see and compare the way Skiptrip is offering and providing its services. Afterwards the 

consequences on the design will be discussed.  
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Figure 7-7-1 Video transport over IP [34] 

7.1.3 Designing of Internetworks 

 

In this section an overview of relevant and applicable design methodologies and guidelines are brought. 

As explained in the goals and purpose sections of this this report, the idea of this master thesis is 

designing a specific secure network module, i.e. MNM by applying a specific architecture security 

blueprint called Cisco SAFE®. However, SAFE® cannot be introduced and used from the scratch because 

it is based on some other network design concepts and higher level architecture methodologies. 

Understanding the underlying methodologies and relevant network design principles helps the reader as 

well as the researcher to understand the context within which SAFE® can mean and make sense. For this 

sake, study and explanation about some introductory methodologies are necessary to come.  

7.1.3.1 Design vs. Architecture  
 

First of all, it is needed to shed some lights on the terms Design and Architecture. The two terms 

‘Design’ and ‘Architecture’ can be perceived or meant differently in different contexts and 

environments. They are used rather widely in the field of networking and they need to be clarified 

before the report proceeds to its later parts.  

Architecture is most geared to high-level relationship between operational and functional building 

blocks of an internetwork while Design is mainly focused on more detailed, more technical and generally 

speaking, lower-level analysis of internetworks [32]. Architecture deals mostly with understanding the 

way bigger blocks of an internetwork interact with each other. Addressing scheme, routing design, 

network modules, traffic flow between network segments, network segmentation and segregation are 

just a few notions to name when it comes to the word ‘architecture’. In contrary, ‘design ‘ deals with 

more specific matters like selection of technologies for a particular solution or purpose, for example 

vendor or series selection for a boundary firewall or an IPS or IDS to be used in order to separate a 

certain segment of the internetwork with DMZ. Later, it will be seen that defining the building blocks or 

segments in internetworks is an essential task in the focal methodologies.  
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Figure 7-2 A Conceptual comparison between Architecture and Design [32] 

 

Another matter is the approach one takes towards network architecture. The so called physical 

approach and functional approach differentiate this perspective [32]. A common, or better mentioned, 

classical way of looking at interworks and analyzing them has mostly been into drawing lines among 

different sets of network devices and equipment. For example, a WAN interface on an edge router tends 

to be considered as the boundary or the demarcation point between the ISP and the Enterprise. This 

classical point of view which mainly focuses on hardware, equipment, communication links, physical 

locations of devices, etc in order to segment an interwork and define its building blocks is known as the 

physical approach. In contrary, the functional approach, as its name suggests, deals with the 

intercommunication, relationship and interaction of logical or functional blocks in an internetwork [32]. 

The advantage of this approach is that an architect can apply high-level design principles on the so called 

logical building blocks and form an ideal design when it comes to performance, security and 

functionality because she can better understand the way different segments or parts on an internetwork 

should and will function with each other.  

To summarize, one might simply say that architecture is a higher-level concept than design which is, to a 

great extent, correct. From a Top-Down process, which will be discussed in 2.3.2 of this document, it is 

obviously shown that the design process needs to start from architecture in order to create the big 

picture of the whole internetwork or the focal network segment. For instance, focusing a bit more on 

the issue of network management and its relation when it comes to architecture and design, the 

following figure helps a lot to understand that how different parameters like performance, security and 

management can play roles as different dimension of design process. Very likewise to the concept of 

multidisciplinary, mentioned in the early parts of this chapter.  
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Figure 7-3 Security, Performance and Management as dimensions of Architecture and Design [32] 

In next sub-section the Top-Down Design Methodology will be discussed following by more specific 

technical design methodologies.  
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7.1.3.2 Top-Down Design Methodology 
 

In this sub-section the Top-Down Network Design Methodology or briefly TDND will be discussed. 

Although from a pure technical perspective, one might argue that for designing a secure network 

module (which is the main goal of this thesis) studying, understanding and following a specific technical 

design guideline like SAFE® suffice, for proper understanding and applying SAFE® understanding of 

higher level design approaches like TDND is inevitable. Thesecurity design blueprint SAFE® is constructed 

based on the modern and structured design concepts like the functional approach and modularity.  

Moreover, every design process is conducted to ultimately satisfy the organizational and higher level 

requirements of the network such as higher service availability to the end users, etc. The TDND 

methodology is extensively addressing the same issue and makes sure that every single low level and 

technical decision or choice would/should help achieve the higher level or organizational goals [35]. 

More specifically speaking about this thesis project, one of the main high level goals in terms of 

organizational goals is guaranteeing the service continuity of video conferences which is the base of the 

organizations business. It means that the design process needs to be conducted in such a way that, first, 

understands the challenges and requirements of such a service in the context of internetwork and its 

environment, and secondly to make sure not to affect or destroy its current service level (in this case 

quality and reliability of providing HDVC services over IP networks) during the design or re-design 

process. The following figure shows this Top-Down approach in an abstract way through the concept of 

the OSI model [1] [7].  

 

Figure 7-4 an abstract view of design process flow in TDND methodology [1] 

TDND focuses on how a technical design can achieve organizational goals. For this purposes it refers to a 

higher level methodology called PDIOO which stands for Plan, Design, Implementation, Operation and 

Optimization in order to picture a systemic life cycle for networks [36]. Such an approach has also 

inspired the way this master thesis is planned to be conducted. However, due to the innate time and 

resource limitation in a master thesis, the project is mainly covering the Design, Implementation and 
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partially Operation and Optimization. The planning phase could be considered the work that had been 

done in order to define the rest of the project into the master thesis proposal.  

During the Design phase, TDND suggest the process to be started by identifying the requirements. These 

requirements or goals are classified into two categories, namely technical and organizational. In parallel 

with identifying the requirements, the limitations need to be identified as well. These limitations, in 

turn, can again be classified into technical constraints and organizational limitations. Understanding and 

identification of constraints will be used when the designer needs to propose or choose a certain 

technology, vendor, mechanism, etc [37]. This phase is crucial to understand how the rest of the design 

process needs to be pursued. It is clear that this methodology starts the process from the top as shown 

in the Figure 7-4. 

The next step is characterizing the existing network. At this stage the current state of the existing 

network should be investigated and all the necessary technical details need to be extracted and 

documented. The design work is, in most cases, actually a re-design one and without understanding the 

existing network the rest of the design process cannot be accomplished. There are plenty of guidelines 

and suggestions about the tools, mechanisms and processes for executing this section by the 

methodology. Existing documentation comes at first and auditing the network comes next. The current 

tools accessible in the network management station or network module (if there is any module or any 

station currently in the existing network at all) can be used to perform this audit phase and extract the 

required details of the network. If needed, new manual or management audit tools like monitoring 

commands on devices, SNMP, port scanners, packet sniffers, etc. can be used in order to complete this 

phase [36].  A schematic view in figure belwo shows this process. Analysing network traffic and 

applications are obviously a major part in this phase. Chapter 5 of this thesis report is dedicatedly 

referring to this phase of the design and will utilized those tools and mechanisms which are applicable 

for the focal network in order to do the characterizing phase.  

 

 

Figure 7-5 Characterizing the exisiting network via exisiting documentation and auditing [36] 
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Afterwards the next phase comes which is designing topology and network solutions. It starts with the 

first step which is designing a functional and modular network and then goes down into the second step 

which deals with specific technical solutions [36]. The first one is geared to the so called functional 

approach and the latter one is geared into the physical approach. Here, again the innate manner of Top-

Down is visible in this methodology. You need to first construct the higher-level, functional building 

blocks which will give you a logical topology map of the network as outcome [38]and then go down into 

more technical details which are called technical solutions and will provide the so called physical 

network map as outcome [39]. A plenty of design tools are suggested in this phase by the methodology 

which needs to be picked and used based on applicability and context.  

The design phase itself, is an iterative phase and based on the conditions of the project, needs to be 

improved and justified quite a lot. Testing the preliminary design suggestions or guesses by employing 

simulations or building prototypes are mandated by the TDND methodology in order to make sure the 

next phase, namely the Implementation phase, will be an error-free and smooth phase [36]. In addition 

to that using Network modelling, Analysis, Decision tables and much more are also suggested to be used 

if applicable and necessary. The following figure summarizes the two above paragraphs in a schematic 

way.  

 

Figure 7-6 Network design tools and process [36] 

 
Whenever the design is complete and final, it needs to be implemented and verified. Chapters 7 and 8 of 

this thesis report are, to a great extent, reflections of the implementation and verification phases 

suggested by the TDND methodology respectively. A more or less similar process which master students 

need to follow in documentation of their work flow is built-in in the TDND methodology itself. However, 

the last phase of TDND which is optimization is not covered in this report due to time constraints of the 
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project. This phase correlates to an on-going and continual monitoring of the implemented network in 

order to conduct a constant improvement and optimization to the network on a need-to-do basis.  

Modular and Structural Network Design 
 

This sub-section helps the reader make a connection between the high-level TDND and the low-level 

technical blueprint, i.e. Cisco SAFE®. The concept of physical and functional approach along with the 

systemic TDND methodology have given the idea that process of network design mainly talks about 

functional network modules. These functional modules which were described as logical segmentation of 

different parts of the network help the architect to overcome the complexity of large internetworks. 

However, the ever increasing complexity of internetworks, has caused the big actors in the field of 

internetworking to draft a number of more specific guidelines, blueprints and models in order to help 

architects to give structure to their, to be, logical network modules.  

One of these structure-giving models that the SAFE® model is based on that is called The Enterprise 

Composite Network Model or briefly, ECNM. This blueprint is, in fact, a modular and also a hierarchical 

approach to network design [40]. Explaining the ECNM blueprint in detail is much beyond the scope of 

this report, however, it will be described to the extent it is needed to become able to understand the 

main and more specific security blueprint, i.e. SAFE® which is central in this thesis.  

ECNM, at first place, adds structure by introducing hierarchy in addition to modularity into network 

design. It first addresses the classical pure hierarchical model which is, in fact, the predecessor to the 

ECNM [40]. The classical hierarchy model has been the base for network designer and also within the 

network education industry for many years and it contributed vastly in making complex and complicated 

networks to be understood through an easily depicted model. It is logically and simply based on 

hierarchy as it is in many other disciplines like organization charts.  

 

Figure 7-7 - The hierarchical network model [41] 

As it is shown in the picture above, figure 7-7, the hierarchical model sees the network in three 

hierarchical levels or layers, namely, Core, Distribution and Access. This conceptual model can almost be 

applied on any internetwork in the world. The Core layer provides the need for highest speed, most 

reliability and availability and correlates the backbone of internetworks in which the majority of traffic is 
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transported. Providing high capacity and high availability bandwidth is the function of this layer and 

constitutes the foundation for an internetwork. No traffic processing (like packet manipulation, access-

lists, address translation, data encryption and traffic-shaping) is allowed in this layer due to sake of high 

availability and speed. The next layer, distribution layer, resides between Core and Access and provides 

boundary formation using security or traffic management mechanisms like access-control, traffic 

shaping, rate-limiting, etc. via employing relevant mechanisms. Some other necessary functionality such 

as routing updates, address aggregation and so on is supposed to take place in this layer. The last but 

not least is the Access layer which provides different sorts of access to the network for the users. It acts 

as the front door of the network and access control is one of the major network functions that takes 

place here [42]. 

No need to mention that the hierarchical model is too simple to fully satisfy needs of the nowadays 

architects. Its benefits have roots into its over-simplification; however, modern complex internetworks 

nowadays crave more in-depth determination. The built-in modularity in ECNM allows flexibility and 

facilitates both deployment and maintenance of the network [40]. It starts with defining the whole 

internetwork in three different functional zones called Enterprise Campus, Enterprise Edge and Service 

providers. In each functional zone, the concept of hierarchical model can be seen and sought. 

Explanation of ECNM is much beyond the scope of this report and in order to save time and space for 

more relevant concepts a jump is needed to show a typical modular model that ECNM suggests that can 

be applied on all internetworks. Figure below shows the main functional map of networks suggested by 

ECNM. 

 

Figure 7-8 Functional modules suggested by ECNM [40] 

 

As figure 7-8 depicts, typical functional modules of an internetwork is much more precisely suggested by 

ECNM. The same concept of hierarchy is mostly visible in the campus module, but generally exists and 
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can be seen everywhere in this model as well. Redundancy is considered as a ubiquitous phenomenon 

and can, of course, be applied on a need-to-use basis based on other higher level needs and constraints. 

Security is already put in place as a built-in concept via network segregation thanks to the modularity 

and drawing boundary line between different functional modules. This model is much more 

deterministic and brings more functional, logical and also physical details. This will provide scalability 

and performance to the design [40]. ECNM facilitates the process of focusing on different logical parts of 

the network during design process while the relationship between different logical modules can be 

included as well. It gives, therefore, more integrity in design making the architect able to evaluate more 

specific lower level solutions [40].  

As figure 7-9 portrays, the whole internetwork is divided into three main sections. From left to right 

there is Enterprise Campus, Enterprise Edge and finally Service Provider Edge. Although the Service 

Provider section should logically be considered as an outside part of any internetwork, however, due to 

the importance of understanding the relationships between different parts, pinpointing the demarcation 

points and so on, it is already drafted in ECNM model. Hierarchy can also be seen in different ways in 

this model, either from top to down or from left to right. There are plenty of specific guidelines both for 

general design principles and for every single specific module or logical part. For example, if an architect 

needs to focus on designing a particular module, let’s say, WAN module, she can refer to the more-in-

depth WAN module suggested by ECNM in order to get more detailed information and design 

suggestions. An architect can see the possible connection types between different parts of this network 

module and also the equipment that she might think of putting them in respective part, module or sub-

module. The connection layout between each element in a particular module is also shown in the 

model.  

The model is not limited to just some typical layout of functional topology maps, but plenty of 

descriptive guidelines and discussions come for specific design solutions consideration for each 

functional module or how to implement security and redundancy in different sections. However, as 

mentioned earlier, extensively covering the ECNM model is much beyond the scope of this report and, 

instead, the focus will be lead to the section which is of the subject of this master thesis.  
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Figure 7-9 WAN Module in ECNM [40] 

 

In this thesis, however, the focus will be on a specific network module called “management” network 

module or briefly, MNM in this report. Management module is an important and not so ordinary one. It 

can be quite challenging when it comes to design of a proper management module, because although it 

is a separate module, it still needs to be present in all other modules in order to be able to gather 

required management data from network devices.  

In next section, the core technical concept for this master thesis was brought. So far, the explained 

technical concepts were mostly of building an underlying knowledge infrastructure in order to make the 

reader able to understand the next section which will dedicatedly discuss about the security blue print, 

Cisco SAFE®, the model which will be used to provide inspiration for a secure design solution by the end 

of this thesis project.  
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7.2 Appendix II 

 

Sample of a part of internal port scanning inside a VCS on a particular IP address belonging to one of the 

machines inside the LAN network 

10.110.11.200 is responding on port 21 (ftp). 
10.110.11.200 is responding on port 22 (ssh). 
10.110.11.200 is responding on port 23 (telnet). 
10.110.11.200 isn't responding on port 24 (lmtp). 
10.110.11.200 isn't responding on port 25 (smtp). 
10.110.11.200 isn't responding on port 26 (). 
10.110.11.200 isn't responding on port 27 (nsw-fe). 
10.110.11.200 isn't responding on port 28 (). 
10.110.11.200 isn't responding on port 29 (msg-icp). 
10.110.11.200 isn't responding on port 30 (). 
10.110.11.200 isn't responding on port 31 (msg-auth). 
10.110.11.200 isn't responding on port 32 (). 
10.110.11.200 isn't responding on port 33 (dsp). 
10.110.11.200 isn't responding on port 34 (). 
10.110.11.200 isn't responding on port 35 (). 
10.110.11.200 isn't responding on port 36 (). 
10.110.11.200 isn't responding on port 37 (time). 
10.110.11.200 isn't responding on port 38 (rap). 
10.110.11.200 isn't responding on port 39 (rlp). 
10.110.11.200 isn't responding on port 40 (). 
10.110.11.200 isn't responding on port 41 (graphics). 
10.110.11.200 isn't responding on port 42 (nameserver). 
10.110.11.200 isn't responding on port 43 (nicname). 
10.110.11.200 isn't responding on port 44 (mpm-flags). 
10.110.11.200 isn't responding on port 45 (mpm). 
10.110.11.200 isn't responding on port 46 (mpm-snd). 
10.110.11.200 isn't responding on port 47 (ni-ftp). 
10.110.11.200 isn't responding on port 48 (auditd). 
10.110.11.200 isn't responding on port 49 (tacacs). 
10.110.11.200 isn't responding on port 50 (re-mail-ck). 
10.110.11.200 isn't responding on port 51 (la-maint). 
10.110.11.200 isn't responding on port 52 (xns-time). 
10.110.11.200 isn't responding on port 53 (domain). 
10.110.11.200 isn't responding on port 54 (xns-ch). 
10.110.11.200 isn't responding on port 55 (isi-gl). 
10.110.11.200 isn't responding on port 56 (xns-auth). 
10.110.11.200 isn't responding on port 57 (). 
10.110.11.200 isn't responding on port 58 (xns-mail). 
10.110.11.200 isn't responding on port 59 (). 
10.110.11.200 isn't responding on port 60 (). 
10.110.11.200 isn't responding on port 61 (ni-mail). 
10.110.11.200 isn't responding on port 62 (acas). 
10.110.11.200 isn't responding on port 63 (whois++). 
10.110.11.200 isn't responding on port 64 (covia). 
10.110.11.200 isn't responding on port 65 (tacacs-ds). 
10.110.11.200 isn't responding on port 66 (sql*net). 
10.110.11.200 isn't responding on port 67 (bootps). 
10.110.11.200 isn't responding on port 68 (bootpc). 
10.110.11.200 isn't responding on port 69 (tftp). 
10.110.11.200 isn't responding on port 70 (gopher). 
10.110.11.200 isn't responding on port 71 (netrjs-1). 
10.110.11.200 isn't responding on port 72 (netrjs-2). 
10.110.11.200 isn't responding on port 73 (netrjs-3). 
10.110.11.200 isn't responding on port 74 (netrjs-4). 
10.110.11.200 isn't responding on port 75 (). 
10.110.11.200 isn't responding on port 76 (deos). 
10.110.11.200 isn't responding on port 77 (). 
10.110.11.200 isn't responding on port 78 (vettcp). 
10.110.11.200 isn't responding on port 79 (finger). 
10.110.11.200 is responding on port 80 (http). 
 
10.110.11.200 isn't responding on port 81 (hosts2-ns). 
10.110.11.200 isn't responding on port 82 (xfer). 
10.110.11.200 isn't responding on port 83 (mit-ml-dev). 
10.110.11.200 isn't responding on port 84 (ctf). 
10.110.11.200 isn't responding on port 85 (). 
10.110.11.200 isn't responding on port 86 (mfcobol). 
10.110.11.200 isn't responding on port 87 (). 
10.110.11.200 isn't responding on port 88 (kerberos). 
10.110.11.200 isn't responding on port 89 (su-mit-tg). 
10.110.11.200 isn't responding on port 90 (dnsix). 
10.110.11.200 isn't responding on port 91 (mit-dov). 
10.110.11.200 isn't responding on port 92 (npp). 
10.110.11.200 isn't responding on port 93 (dcp). 
10.110.11.200 isn't responding on port 94 (objcall). 
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7.3 Appendix III 

 

Scanning ports report on public IP address of a CVS from outside the MNM.  

194.208.21.42 isn't responding on port 20 (ftp-data). 
194.208.21.42 is responding on port 21 (ftp). 
 
194.208.21.42 is responding on port 22 (ssh). 
 
194.208.21.42 isn't responding on port 23 (telnet). 
194.208.21.42 isn't responding on port 24 (lmtp). 
194.208.21.42 isn't responding on port 25 (smtp). 
194.208.21.42 isn't responding on port 26 (). 
194.208.21.42 isn't responding on port 27 (nsw-fe). 
194.208.21.42 isn't responding on port 28 (). 
194.208.21.42 isn't responding on port 29 (msg-icp). 
194.208.21.42 isn't responding on port 30 (). 
194.208.21.42 isn't responding on port 31 (msg-auth). 
194.208.21.42 isn't responding on port 32 (). 
194.208.21.42 isn't responding on port 33 (dsp). 
194.208.21.42 isn't responding on port 34 (). 
194.208.21.42 isn't responding on port 35 (). 
194.208.21.42 isn't responding on port 36 (). 
194.208.21.42 isn't responding on port 37 (time). 
194.208.21.42 isn't responding on port 38 (rap). 
194.208.21.42 isn't responding on port 39 (rlp). 
----------------truncated 
194.208.21.42 isn't responding on port 74 (netrjs-4). 
194.208.21.42 isn't responding on port 75 (). 
194.208.21.42 isn't responding on port 76 (deos). 
194.208.21.42 isn't responding on port 77 (). 
194.208.21.42 isn't responding on port 78 (vettcp). 
194.208.21.42 isn't responding on port 79 (finger). 
194.208.21.42 is responding on port 80 (http). 
 
194.208.21.42 isn't responding on port 81 (hosts2-ns). 
194.208.21.42 isn't responding on port 82 (xfer). 
194.208.21.42 isn't responding on port 83 (mit-ml-dev). 
194.208.21.42 isn't responding on port 84 (ctf). 
194.208.21.42 isn't responding on port 85 (). 
194.208.21.42 isn't responding on port 86 (mfcobol). 
194.208.21.42 isn't responding on port 87 (). 
194.208.21.42 isn't responding on port 88 (kerberos). 
194.208.21.42 isn't responding on port 89 (su-mit-tg). 
194.208.21.42 isn't responding on port 90 (dnsix). 
---------------------------------------truncated---------------- 
194.208.21.42 isn't responding on port 107 (rtelnet). 
194.208.21.42 isn't responding on port 108 (snagas). 
194.208.21.42 isn't responding on port 109 (pop2). 
------truncated--------------------------------------------- 
194.208.21.42 isn't responding on port 307 (). 
194.208.21.42 isn't responding on port 308 (novastorbakcup). 
194.208.21.42 isn't responding on port 309 (entrusttime). 
194.208.21.42 isn't responding on port 310 (bhmds). 
194.208.21.42 isn't responding on port 311 (asip-webadmin). 
-------------------------------------truncated 
194.208.21.42 isn't responding on port 396 (netware-ip). 
194.208.21.42 isn't responding on port 397 (mptn). 
-----------------------------truncated---------------------------- 
194.208.21.42 isn't responding on port 437 (comscm). 
194.208.21.42 isn't responding on port 438 (dsfgw). 
194.208.21.42 isn't responding on port 439 (dasp). 
194.208.21.42 isn't responding on port 440 (sgcp). 
194.208.21.42 isn't responding on port 441 (decvms-sysmgt). 
194.208.21.42 isn't responding on port 442 (cvc_hostd). 
194.208.21.42 is responding on port 443 (https). 
 
194.208.21.42 isn't responding on port 444 (snpp). 
194.208.21.42 isn't responding on port 445 (microsoft-ds). 
194.208.21.42 isn't responding on port 446 (ddm-rdb). 
194.208.21.42 isn't responding on port 447 (ddm-dfm). 
194.208.21.42 isn't responding on port 448 (ddm-ssl). 
194.208.21.42 isn't responding on port 449 (as-servermap). 
194.208.21.42 isn't responding on port 450 (tserver). 
194.208.21.42 isn't responding on port 451 (sfs-smp-net). 
194.208.21.42 isn't responding on port 452 (sfs-config). 
194.208.21.42 isn't responding on port 453 (creativeserver). 
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7.4 Appendix VI 

 

Extracting VC quality measures out of statistical data from the hard-ware based Video codec.  

 

 

 

  

Local Name Local Number Remote Number Dialed Digits Start Time End Time Duration DirectionProtocol Req Kibps Act Kibps TX Vid TX Aud TX Res RX Vid RX Aud TxV1 Pkts Lost RxV1 Pkts Lost

R98 codec 1 172.16.217.210 217.12.204.127 217.12.204.1272014-11-01 14:02 2014-11-01 14:07 00:05:08 In H.323 1984 1984 H.264 AAC_LC 1280x720 H.264 AAC_LC 1353 2

R98 codec 1 172.16.217.210 217.12.204.127 217.12.204.1272014-11-01 13:56 2014-11-01 14:01 00:05:28 In H.323 1984 1984 H.264 AAC_LC 1280x720 H.264 AAC_LC 486 0

R98 codec 1 172.16.217.210 217.12.204.127 217.12.204.1272014-11-01 13:49 2014-11-01 13:55 00:05:30 In H.323 1984 1984 H.264 AAC_LC 1280x720 H.264 AAC_LC 379 0

R98 codec 1 172.16.217.210 217.12.204.127 217.12.204.1272014-11-01 13:43 2014-11-01 13:48 00:05:10 In H.323 1984 1984 H.264 AAC_LC 1280x720 H.264 AAC_LC 85 0

R98 codec 1 172.16.217.210 217.12.204.127 cisco 2014-10-29 15:15 2014-10-29 15:15 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 217.12.204.127 cisco 2014-10-29 14:41 2014-10-29 14:41 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 195.120.220.31 cisco 2014-10-29 14:39 2014-10-29 14:39 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 202.93.176.243 cisco 2014-10-29 14:34 2014-10-29 14:34 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 217.12.204.127 cisco 2014-10-29 14:25 2014-10-29 14:25 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 217.12.204.127 cisco 2014-10-29 14:25 2014-10-29 14:25 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 210.125.64.233 cisco 2014-10-29 14:23 2014-10-29 14:23 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 98.109.76.36 cisco 2014-10-29 14:17 2014-10-29 14:17 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 217.12.204.127 cisco 2014-10-29 14:16 2014-10-29 14:16 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 217.12.204.127 cisco 2014-10-29 14:16 2014-10-29 14:16 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 201.174.78.62 cisco 2014-10-29 14:12 2014-10-29 14:12 00:00:00 In H.323 64 0 0 0

R98 codec 1 172.16.217.210 10.128.1.210 10.128.1.210 2014-10-29 12:45 2014-10-29 14:08 01:22:56 Out H.323 1152 1152 H.264 AAC_LC 1280x720 H.264 AAC_LC 1962 1

TxV1 Avg Jitter RxV1 Avg Jitter TxV1 Max Jitter RxV1 Max Jitter TxA1 Pct Loss RxA1 Pct Loss TxA1 Pkts Lost RxA1 Pkts Lost TxA1 Avg Jitter RxA1 Avg Jitter TxA1 Max Jitter RxA1 Max Jitter TxV2 Pct Loss RxV2 Pct Loss

3.000 4.000 7 10 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

4.000 4.000 7 10 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

7.000 5.000 9 10 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

3.000 4.000 6 10 1.000 0.000 98 0 32.000 30.000 36 31 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000 0 0 0.000 0.000

6.000 7.000 34 9 0.000 0.000 794 2 31.000 30.000 38 33 0.000 0.000

TxV2 Pkts Lost RxV2 Pkts Lost TxV2 Avg Jitter RxV2 Avg Jitter TxV2 Max Jitter RxV2 Max Jitter Conf ID Call ID

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0

0 0 0.000 0.000 0 0
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7.5 Appendix V 

 

CIDR Address Strategy [27] 

       Notation       addrs/block      # blocks 

       --------       -----------     ---------- 

       n.n.n.n/32               1     4294967296    "host route" 

       n.n.n.x/31               2     2147483648    "p2p link" 

       n.n.n.x/30               4     1073741824 

       n.n.n.x/29               8      536870912 

       n.n.n.x/28              16      268435456 

       n.n.n.x/27              32      134217728 

       n.n.n.x/26              64       67108864 

       n.n.n.x/25             128       33554432 

       n.n.n.0/24             256       16777216    legacy "Class C" 

       n.n.x.0/23             512        8388608 

       n.n.x.0/22            1024        4194304 

       n.n.x.0/21            2048        2097152 

       n.n.x.0/20            4096        1048576 

       n.n.x.0/19            8192         524288 

       n.n.x.0/18           16384         262144 

       n.n.x.0/17           32768         131072 

       n.n.0.0/16           65536          65536    legacy "Class B" 

       n.x.0.0/15          131072          32768 

       n.x.0.0/14          262144          16384 

       n.x.0.0/13          524288           8192 

       n.x.0.0/12         1048576           4096 

       n.x.0.0/11         2097152           2048 

       n.x.0.0/10         4194304           1024 

       n.x.0.0/9          8388608            512 

       n.0.0.0/8         16777216            256    legacy "Class A" 

       x.0.0.0/7         33554432            128 

       x.0.0.0/6         67108864             64 

       x.0.0.0/5        134217728             32 

       x.0.0.0/4        268435456             16 

       x.0.0.0/3        536870912              8 

       x.0.0.0/2       1073741824              4 

       x.0.0.0/1       2147483648              2 

       0.0.0.0/0       4294967296              1    "default route" 
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