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Abstract

Modern industrial control systems use a multitude of spatially distributed sensors
and actuators to continuously monitor and control physical processes. Information
exchange among control system components is traditionally done through physical
wires. The need to physically wire sensors and actuators limits flexibility, scalability
and reliability, since the cabling cost is high, cable connectors are prone to wear
and tear, and connector failures can be hard to isolate. By replacing some of the
cables with wireless communication networks, costs and risks of connector failures
can be decreased, resulting in a more cost-efficient and reliable system.

Integrating wireless communication into industrial control systems is challenging,
since wireless communication channels introduce imperfections such as stochastic
delays and information losses. These imperfections deteriorate the closed-loop control
performance, and may even cause instability. In this thesis, we aim at developing
design frameworks that take these imperfections into account and improve the
performance of closed-loop control systems.

The thesis first considers the joint design of packet forwarding policies and
controllers for wireless control loops where sensor measurements are sent to the
controller over an unreliable and energy-constrained multi-hop wireless network.
For a fixed sampling rate of the sensor, the co-design problem separates into two
well-defined and independent subproblems: transmission scheduling for maximizing
the deadline-constrained reliability and optimal control under packet losses. We
develop optimal and implementable solutions for these subproblems and show that
the optimally co-designed system can be obtained efficiently.

The thesis continues by examining event-triggered control systems that can help
to reduce the energy consumption of the network by transmitting data less frequently.
To this end, we consider a stochastic system where the communication between the
controller and the actuator is triggered by a threshold-based rule. The communication
is performed across an unreliable link that stochastically erases transmitted packets.
As a partial protection against dropped packets, the controller sends a sequence of
control commands to the actuator in each packet. These commands are stored in
a buffer and applied sequentially until the next control packet arrives. We derive
analytical expressions that quantify the trade-off between the communication cost
and the control performance for this class of event-triggered control systems.

The thesis finally proposes a supervisory control structure for wireless control
systems with time-varying delays. The supervisor has access to a crude indicator of
the overall network state, and we assume that individual upper and lower bounds
on network time-delays can be associated to each value of the indicator. Based on
this information, the supervisor triggers the most appropriate controller from a
multi-controller unit. The performance of such a supervisory controller allows for
improving the performance over a single robust controller. As the granularity of the
network state measurements increases, the performance of the supervisory controller
improves at the expense of increased computational complexity.





Sammanfattning

De flesta moderna industriella processer är beroende av reglering för att fungera
tillfredsställande. Denna reglering kräver en stor mängd olika sensorer för att
kontinuerligt mäta olika tillstånd i processen. Informationen från sensorerna skickas
vanligtvis till en regulator genom kablar, vilket är problematiskt på grund av att
sensorerna är många till antalet, och ofta utspridda över stora områden. Dessutom
försvårar användandet av kablar utbyggnaden av fler sensorer, samtidigt som kablar
är dyra att bygga ut och att underhålla. Genom att istället för kablar använda sig
av trådlös kommunikation, kan kostnaden för kommunikationen sänkas samtidigt
som bättre flexibilitet uppnås.

Det finns dock flera utmaningar med användandet av trådlös kommunikation
i industriella processer. Exempelvis kan information som skickas över trådlösa
nätverk bli fördröjd eller till och med förloras helt. Detta ställer helt nya krav
på implementeringen av kommunikations- och regleralgoritmerna. I denna avhandling
studeras ett flertal metoder för att hantera de störningar som trådlösa nätverk kan
orsaka vid reglering av industriella processer.

Först studeras en metod för att samtidigt optimera både regleralgoritmen och
kommunikationsprotokollet. Vi betraktar ett system där data skickas från sensor
till regulator över ett opålitligt nätverk, och visar hur den optimala lösningen kan
fås genom att kombinera ett väldefinierat kommunikationsprotokoll och en välkänd
regleralgoritm på rätt sätt. Sedan studeras en metod för att minska energianvänd-
ningen i det trådlösa nätverket genom att undvika att sända information när den
förmodligen inte behövs. För denna typ av händelsestyrda regulatorer lyckas vi
härleda explicita uttryck som karaktäriserar avvägandet mellan kommunikations-
frekvens och reglerprestanda. Slutligen betraktar vi system där sensorinformationen
är tidsfördröjd, men där regulatorn bara har tillgång till en grov uppskattning av
förddröjningen. Vi föreslår en lämplig regulatorstruktur och visar hur regulator-
parametrar som garanterar en god systemprestanda kan beräknas på ett effektivt
sätt.
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Notations

≜ Definition
Rξ Set of all real vectors with ξ components
Rξ×ζ Set of all real matrices of dimension ξ × ζ
N Set of all non-negative integer numbers
N0 Set of all positive integer numbers
R>0 Set of all non-negative real numbers
R≥0 Set of all positive real numbers
Sξ⪰0 Set of real symmetric positive semi-definite matrices of dimension ξ

Sξ⪰0 ≜ {A ∈ Rξ×ξ ∣ A = A⊺ and x⊺Ax ≥ 0, ∀x ∈ Rξ>0}
Sξ≻0 Set of real symmetric positive definite matrices of dimension ξ

Sξ≻0 ≜ {A ∈ Rξ×ξ ∣ A = A⊺ and x⊺Ax > 0, ∀x ∈ Rξ>0}
∣A∣ The determinant of an ξ–by–ξ square matrix A
Tr(A) The trace of an ξ–by–ξ square matrix A
A⊺ The transpose of the matrix A
AS For any given A ∈ Rξ×ξ, AS stands for the sum (A +A⊺)/2
λmax(A) The maximum eigenvalue of the matrix A
diag{λi} The diagonal matrix with diagonal entries λi
col{λi} The column vector with components λi
A ≥ B The matrix A −B is positive semi-definite
A > B The matrix A −B is positive definite
1ζ Column vector with all ζ elements equal to one
0ζ Column vector with all ζ elements equal to zero
Iζ Identity matrix in Rζ×ζ

⊗ The Kronecker matrix product
1x∈A The indicator function of the set A
u ≤ v It corresponds to the component-wise inequality
{xk}k∈K It stands for {x(k) ∶ k ∈ K}, where K ⊆ N0
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xii Acknowledgements

∥ x ∥∞ For any given x ∈ Rξ, the `∞ norm is defined by ∥ x ∥∞= max
1≤i≤ξ

∣xi∣

Be(ρ) Bernoulli distribution
Fs(p) First success distribution
Uni(a, b) Uniform or rectangular distribution
N (µ,σ2) Normal distribution
χ ∼ Be(ρ) χ has a Bernoulli distribution with parameters ρ
χ ∼ N (µ,σ2) χ has a normal distribution with parameters µ and σ2

P(Ω) Probability of the event Ω
P(Ω ∣ Γ) Conditional probability of the event Ω given Γ
Eµ[χ] Expectation of the random variable χ w.r.t. distribution µ
E[χ] Expectation of the random variable χ
Var[χ] Variance of random variable χ
Cov[χ] Covariance of random variable χ

Vectors are written in bold lower case letters and matrices in capital letters.
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EDF Earlist deadline first
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Chapter 1

Introduction

Generation after generation has witnessed a continuous advancement of tech-
nology. Particularly, the Industrial Revolution has played an important role

to improve technological knowledge about production. Technological advancements
in industry have enabled unprecedented product quality and production efficiency.
One such technological development has taken place in the realm of information
technology. In the last few decades, communication and control in industrial systems
have evolved from pneumatic communication to electrical communication, and from
centralized control to distributed control. Nowadays, the focus of innovation has
been shifted towards the software used to monitor and control processes.

Today’s industrial control systems use a multitude of spatially distributed sensors
and actuators to continuously monitor and control physical processes. Although
sensors and actuators have become increasingly more intelligent, the industry has
traditionally resorted to wired communication infrastructure to exchange informa-
tion among various system components. This, however, results in high set-up and
maintenance costs of physical wires. For instance, Samad et al. [1] stated that the
cabling cost in an industrial system can range from 300 to 6000 USD per meter.
Although wired communication has been commonly employed in industrial control
systems since the 1970’s with great success, economic benefits of integrating wireless
technology into industrial control systems should be apparent. In fact, low-power
wireless technology, which exhibits an enormous success in home and office applica-
tions, could provide a cost-effective alternative communication approach for many
legacy control systems.

Contrary to popular belief, wireless remote control is not really new, but dates
back to the early twentieth century. In 1901, Leonardo Torres-Quevedo, a prolific,
Spanish engineer, started developing the idea of remote control to test airships
without risking human lives. A few years later, he developed his first prototype
and patented his invention under the name of telekine. The name comes from the
combination of two Greek words: tele (distant, over a distance) and kine (motion). In
1906, in the midst of a great crowd, he successfully demonstrated his invention in the
port of Bilbao, taking control of a dinghy with a small group of crew at a distance

1



2 Introduction

Figure 1.1: The froth-flotation process at the mining plant in Boliden was surrounded
by wireless control loops. This is a real experimental setup for wireless networked
control, carried out in the EU project SOCRADES (Courtesy of Boliden).

of over 125 miles. Later, the positive outcomes of his experiments stimulated him
to adopt his invention for steering submarine torpedoes, but he had eventually to
abandon the project due to a lack of financial resources [2].

More than one hundred years have passed since the first application of wireless
control in industrial systems, yet the number of actual deployments has remained very
limited. Thanks to recent advances in technology, the use of wireless communication
for closed-loop control applications has attracted considerable attention from both
academia and industry, especially during the last decade [3]. It is, however, still a
relatively immature research area as a lot of issues are still not addressed. Control over
wireless networks is a cross-disciplinary research, as it requires a good understanding
of the interaction between control and communication. Currently, engineers in
both disciplines deal with many different problems arising when designing wireless
networked control systems. On the one hand, communication engineers attempt
to design novel scheduling algorithms to satisfy higher reliability requirements on
transmissions while reducing the end-to-end latency and battery power consumption.
On the other hand, control engineers are developing new analytical tools to improve
the robustness of the closed-loop control systems against network imperfections,
such as delays, data loss, data quantization, and time-varying sampling.

In this chapter, we first give a brief introduction to wireless control in the industry
and some of the current challenges that demonstrate the necessity for carrying out
further research on wireless networked control systems. We then proceed to give
some examples in order to motivate our work on the problems addressed in this
thesis. Lastly, the chapter is concluded with the thesis outline and contributions.
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1.1 Wireless technology in industrial process control

Global competition has been propelling the industry to improve the product quality,
production efficiency and compliance with regulations for the latter half of the last
century. Therefore, many companies have been looking for technological solutions
that can reduce the expenses (e.g., maintenance and labor costs) and boost produc-
tivity. An increased level of automation and more advanced feedback control are two
examples of such technological solutions. With the advent of affordable low-power
wireless technologies, there is an opportunity to transform automation and control
to provide even further advantages [4].

For instance, the price of sensors and actuators has a constantly decreasing trend
due to advances in technology. When the price drops below a certain threshold,
the cabling cost begins to be a standout among the other entries [5]. In addition,
cable connectors are prone to wear and tear, and connector failures can be hard
to isolate [6]. The use of wireless technologies allows for removing the cables, the
associated costs and the risk of connector failures, resulting in a more cost efficient
and reliable system [1,7].

Wireless technologies also allow simply for collecting more information from
processes, e.g., sensing what could not be sensed before, or what was not affordable
to sense before. This new information can be used to obtain a better view of the
state of the system, leading to a more accurate (predictive) maintenance, better
closed-loop control, and empowered workforce.

The benefits of wireless technologies can be grouped into four categories:

• Cost reduction: the use of wireless communication results in a reduced amount
of cabling and sensor installation costs, allowing for faster installation and
set-up times as well as more efficient fault isolations.

• Flexibility: wireless sensing systems have different physical constraints from
cabled sensors and allow to sense quantities that have not been able to sense
before. For instance, they may enable installing a sensor on a rotating mill.
It is also easy to add, replace and modify wireless sensors. Once a wireless
network is installed, the cost of adding an additional sensor is remarkably low
and adding a few extra nodes to the network readily expands the range of the
network.

• Safety: the use of wireless communication increases personal safety by elim-
inating the need to expose workers to existing or potential hazards during
re-configuration or maintenance.

• Reliability: wear and tear of cable connectors are a common reason for sensor
failures in the process industry. Wireless technologies provide wear- and
tear-free data transfer, and fairly reliable communication without the use of
expensive connectors. As a result, the use of wireless communication has the
potential to reduce the downtime of industrial control systems.
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The demand for wireless installations in industrial process control systems con-
tinues to grow due to its many advantageous features. New standards for industrial
wireless communication, such as WirelessHART and ISA 100, have recently been
accepted, and standard-compliant technology has started to appear in the mar-
ket. Nevertheless, plant owners are still reluctant to make investments in wireless
solutions due to concerns of security, interoperability, and reliability of current
wireless standards. The introduction of battery-operated equipment, which demands
(potentially infrequent) routine maintenance, is also a concern.

We believe that reliable and affordable wireless control systems cannot be
obtained by simply improving the control algorithms, or by simply working towards
wireless solutions that are 100% reliable. One should adopt a system perspective,
trying to develop networking protocols and services that fulfill the demands of
control traffic, on the one hand, and advanced control algorithms that tolerate a
certain level of latency and loss, on the other hand. This is the challenge that we
try to address in this thesis.

1.2 The need for research on wireless networked control
systems

From the perspective of a control engineer, the introduction of wireless technologies
challenges the deterministic view of how information is transferred from the sensors
to the computers executing the control algorithms. When we use low-power wireless
technologies, communication takes time (from 10’s of milliseconds up to seconds).
Moreover, the latency (time for communication) varies with time, and data packets
might even be lost. To ensure reliable operation, the control designer must be aware
of these imperfections, and design a control algorithm that is robust against these
network deficiencies.

Before starting to develop a new theory, it is natural to ask whether or not the
present theory is sufficient for the analysis and design of networked control systems.
Concepts in classical control theory, such as delay margin and jitter margin, can
often be used to guarantee the closed-loop stability if the communication delay is
short in comparison with the time constant of the physical system under control.
The classical control theory provides few results on robustness to packet losses,
but in practice, small loss rates have a limited impact on the closed-loop control
performance.

The need for a new theory is more apparent when the time-scales of communica-
tion and the physical process under control are within the same order of magnitude,
if the packet losses are substantial, or if the performance requirements are challeng-
ing (e.g., if the system is open-loop unstable). For such scenarios, there is a clear
need to develop accurate and useful analysis and synthesis techniques that enable
us to design controllers with strong performance guarantees despite the network
deficiencies. Moreover, even basic questions pertaining to sampling strategies and
control architectures deserve more attention.
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Figure 1.2: Block diagrams of networked control systems with a plant P, a sensor
S, a controller C, and an actuator A. In the figure, (a) illustrates that a controller is
going to be designed for a given abstraction of network and plant whereas (b) shows
that both a controller and communication protocol is going to be designed for a given
plant.

Throughout this thesis, we propose new analysis and design frameworks to
improve the performance guarantees of wireless networked control systems. Specifi-
cally, Chapter 3 develops a co-design framework in which we jointly optimize the
communication protocol (how wireless nodes forward data packets over multiple
unreliable hops to guarantee a certain level of latency and end-to-end packet delivery
rate) and the control algorithms. Chapter 4 determines the optimal number of
retransmission attempts to minimize the expected control loss of the closed-loop
control system. In addition, it demonstrates whether or not the maximal number
of retransmissions depends on the control architecture (e.g., time- or event-driven).
Chapter 5 investigates how event-triggered communication from the controller to
the actuator allows to reduce the network traffic (and, indirectly, the energy con-
sumption of the network) while maintaining the same control performance. Finally,
Chapter 6 presents a supervisory control structure that only needs a crude idea of
the network state (or rather, on the network-induced end-to-end delays) to trigger
the most appropriate controller from a multi-controller unit.

We would like to point out that this thesis focuses on challenges related to
ensuring good performance of a networked control loop in the presence of information
delays and losses. Networked control systems also pose a range of challenges that are
not covered in this thesis, e.g., network security and resilience to structural changes
(e.g., sensors and/or actuators that are added and removed). See, for example, the
theses [8, 9] and the references therein.
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1.3 Issues addressed in this thesis

Designing controllers that operate reliably over wireless networks is challenging.
Fundamentally, the network limits the amount of information that can be exchanged
between the controller and the physical world. More pragmatically, communication
takes time and is uncertain in the sense that packets can be lost. These network-
induced latencies and losses tend to vary with time and network load, and have a
detrimental effect on the closed-loop control performance.

For a classically trained control engineer, it is natural to view the network as
a given nuisance, and try to design control laws that are robust to these network
imperfections. However, communication protocols are by no means given, but have
to be designed considering a multitude of parameters and design trade-offs. These
design decisions influence the latency and loss of packets in the network, which
impacts the achievable control performance.

In this thesis, we challenge this traditional paradigm and attempt to address
real-time control and communication issues jointly. However, the joint design quickly
becomes complex as it covers the selection of networking technology, communication
protocol decisions from the physical to network layer, and the selection of sampling
strategies and control algorithms. It is, therefore, beneficial to focus on small
individual modules, and try to understand how these can be designed and combined
in a modular, yet optimal fashion. Specifically, we consider jointly optimal design of
control laws and real-time forwarding protocols, we investigate the impact of the
control architecture on the trade-off between network latency and loss, explore new
transmission strategies that attempt to reduce network load, and design load-aware
controllers that adapt to rapidly changing networking conditions. In the next few
paragraphs, we will describe these problems in some additional detail.

Co-design of forwarding protocols and control laws. When data is trans-
mitted over an unreliable multi-hop network, the end-to-end communication will
take time and be associated with a certain probability of packet loss. Both latency
and packet losses have a detrimental effect on the performance that can be achieved
by closed-loop control, so an ideal communication solution for industrial control
would simultaneously try to minimize the latency and the probability of packet
loss. However, there is an inherent trade-off between the two (the standard ap-
proach to improve the end-to-end reliability is to retransmit packets that have been
dropped, hence increasing the communication delay). Moreover, trying to push the
latency and loss rate to extreme values typically results in a network with a high
energy consumption. In Chapter 3, we will show that it is possible to characterize
the set of achievable combinations of loss, latency and energy consumption in a
wireless network, and to design protocols that attain any feasible combination; see
Figure 1.3(a). Now, assuming that the latency and loss rates are fixed, we can often
design an optimal controller and characterize its performance as in Figure 1.3(b). As
an aside, there are surprisingly few results that give a qualitative characterization
of how the optimal performance depends on latency and loss, so the performance
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curve in Figure 1.3(b) typically requires running through all (latency, loss) pairs,
designing the optimal controller for that (latency, loss) combination, and estimating
the closed-loop performance. It is apparent that the best system-level performance
can then be obtained by combining an optimally designed communication control
with an optimally designed control algorithm, see Figure 1.3(c).

Latency-loss trade-offs and impact of controller architectures. Due to
the lossy nature of wireless communication, there is a risk that sensor messages
will not arrive at their destinations on time. If the packet cannot be delivered
before the per-packet deadline, it is assumed that the packet has been dropped.
Indeed, it is possible to improve the end-to-end reliability by retransmitting dropped
messages, but unsuccessful transmission attempts incur additional delays. Hence,
there is a non-trivial trade-off between the reliability and delay. In Chapter 4,
we will determine the number of retransmissions that strikes the optimal balance
between communication reliability and delay, in the sense that it achieves the
minimal expected linear-quadratic loss of the closed-loop system. Another intriguing
point that we will consider in Chapter 4 is whether or not the control architecture
(e.g., time- and event-driven) makes any difference in the number of retransmission
attempts that attains the best closed-loop control performance. It turns out that,
with the event-driven architecture (i.e., the controller calculates and implements the
new control signal as soon as the sensor packets arrive), it is always advantageous
to retransmit unsuccessful packets as many times as possible. However, this is not
true for the time-driven architecture. In this case, there exists a distinct trade-off:
increasing the number of retransmissions beyond an optimal value deteriorates the
closed-loop performance.

Characterizing the trade-offs between control performance and transmis-
sion rate. When battery-operated wireless networks are being used to collect
sensor data, or to disseminate actuator commands, it is necessary to make good
use of the wireless communication to ensure a long network lifetime. The controller
can help to reduce energy consumption of the network by transmitting data less
frequently, i.e., by reducing the sampling frequency, and letting the network drop
packets that are unlikely to reach the controller in time. We will explore this option
in our co-design framework described in Chapter 3. However, it turns out that
periodic sampling is not always optimal when it comes to minimizing the closed-loop
performance loss subject to a fixed number of data transmissions. A better perfor-
mance can often be obtained by using so-called event-triggered control schemes,
where data is only transmitted when something sufficiently grave has occurred in the
system. In Chapter 5, we will show that it is possible to control the commmunication
rate by tuning the event-threshold while guaranteeing a desired closed-loop control
performance.
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Figure 1.3: Figure (a) illustrates a multi-hop network and its associated characteriza-
tion of the achievable loss-latency pairs in a given network topology. Figure (b) shows
the control performance of a control system under latency and loss. Figure (c) displays
the mixture of Figure (a) and (b).
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Figure 1.4: The general block diagram of the supervisory control system.

Supervisory control for varying network loads. The co-design framework
described in Chapter 3 has been developed for a single sensor and without ac-
counting for external traffic that competes for the network resources. Moreover,
the communication protocol uses detailed information of the network state to for-
ward the packet in an optimal way. In many cases, we might need to use a shared
communication medium, have limited information about the network state, and
might not be able to influence how the network forwards packets. For these cases,
the approach taken in the literature is typically to use crude upper and lower
bounds on the communication delay and design a single controller, which is robust
to time-varying delays in this range. In many situations, it is possible to have an
idea of the state of the network, e.g., in terms of being highly or lightly loaded. In
Chapter 6, we develop a supervisory control architecture tailored to this situation.
The supervisor has access to an indicator of the overall network state, and we assume
that individual upper and lower bounds on time-delays can be associated to each
value of the network state. Based on this information, the supervisor triggers the
most appropriate controller from a multi-controller unit; see Figure 1.4. As shown in
Figure 1.5, the performance of such a supervisory controller allows to improve the
performance over a single robust controller. As the number of partitions increases,
the performance of the supervisory controller can be improved even further (but
this requires a more detailed network state knowledge and increased computational
complexity in the design and execution of the control algorithm).
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Figure 1.5: The top plot shows the evolution of the time-delay for two different
distributions. The bottom plot shows the corresponding state trajectories of the closed-
loop system under supervisory control (solid line) and mode-independent state-feedback
(dashed line).

1.4 Outline of the thesis and contributions

This section outlines the thesis, introduces the publications related to each chapter,
and highlights the novel contributions by the author.

Chapter 3: Co-design of forwarding protocols and control laws
In this chapter, we consider the joint design of packet forwarding policies and
controllers for wireless control loops where sensor measurements are sent to the
controller over an unreliable and energy-constrained multi-hop wireless network. For
fixed sampling rate of the sensor, the co-design problem separates into two well-
defined and independent subproblems: transmission scheduling for maximizing the
deadline-constrained reliability and optimal control under packet loss. We develop
optimal and implementable solutions for these subproblems and show that the
optimally co-designed system can be efficiently found.

The material presented in this chapter relies mainly on the following publications:

• B. Demirel, Z. Zou, P. Soldati, and M. Johansson. Towards optimal co-design
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of controllers and transmission schedules in WirelessHART. In Information
Processing in Sensor Networks (IPSN) Workshop CFP: Real-Time Wireless
for Industrial Applications, April 2011

• B. Demirel, Z. Zou, P. Soldati, and M. Johansson. Modular co-design of
controllers and transmission schedules in WirelessHART. In Proceedings of
the 50th IEEE Conference on Decision and Control and European Control
Conference, Dec. 2011

• Z. Zou, B. Demirel, and M. Johansson. Minimum-energy packet forwarding
policies for LQG performance in wireless control systems. In Proceedings of
the 51st IEEE Conference on Decision and Control, Dec. 2012

• B. Demirel, Z. Zou, P. Soldati, and M. Johansson. Modular design of jointly
optimal controllers and forwarding policies for wireless control. IEEE Trans-
actions on Automatic Control, 59(12):3252–3265, Dec. 2014

Chapter 4: Latency-loss trade-offs and impact of controller
architectures
Chapter 4 investigates the number of retransmissions that strikes the optimal balance
between communication reliability and delay, in the sense that it achieves the minimal
expected linear-quadratic loss of the closed-loop system. An important feature of
our framework is that it accounts for the random delays and possible losses that
occur when lossy communication is combatted with retransmissions. The resulting
controller dynamically switches among a set of infinite-horizon linear-quadratic
regulators, and is simple to implement.

The material presented in this chapter relies mainly on the following publication:

• B. Demirel, A. Aytekin, D. E. Quevedo, and M. Johansson. To wait or to drop:
on the optimal number of re-transmissions in wireless control. In Proceedings
of the 14th European Control Conference, July 2015

Chapter 5: Event-Triggered Control Over Lossy Networks
In this chapter, we consider a stochastic system where the communication between
the controller and the actuator is triggered by a threshold-based rule. The communi-
cation is performed across an unreliable link that stochastically erases transmitted
packets. To decrease the communication burden, and as a partial protection against
dropped packets, the controller sends a sequence of control commands to the actuator
in each packet. These commands are stored in a buffer and applied sequentially
until the next control packet arrives. In this context, we study dead-beat control
laws and compute the expected linear-quadratic loss of the closed-loop system for
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any given event-threshold. Furthermore, we provide analytical expressions that
quantify the trade-off between the communication cost and the control performance
of event-triggered control systems.

The material presented in this chapter relies mainly on the following publications:

• B. Demirel, V. Gupta, and M. Johansson. On the trade-off between control
performance and communication cost for event-triggered control over lossy
networks. In Proceedings of the 12th European Control Conference, July 2013

• B. Demirel, V. Gupta, D. E. Quevedo, and M. Johansson. On the trade-
off between control performance and communication cost for event-triggered
control. Submitted to IEEE Transactions on Automatic Control, 2014

Chapter 6: Supervisory control for varying network loads
Chapter 6 proposes a supervisory control structure for networked systems with
time-varying delays. The control structure, in which a supervisor triggers the most
appropriate controller from a multi-controller unit, aims at improving the closed-loop
performance relative to what can be obtained using a single robust controller. Our
analysis considers average dwell-time switching and is based on a novel multiple
Lyapunov-Krasovskii functional. We develop stability conditions that can be verified
by semi-definite programming, and show that the associated state feedback synthesis
problem also can be solved using convex optimization tools. Extensions of the
analysis and synthesis procedures to the case when the evolution of the delay mode
is described by a Markov chain are also developed.

The material presented in this chapter relies mainly on the following publications:

• B. Demirel, C. Briat, and M. Johansson. Supervisory control design for
networked systems with time-varying communication delays. In Proceedings
of the 4th IFAC Conference on Analysis and Design of Hybrid Systems, July
2012

• B. Demirel, C. Briat, and M. Johansson. Deterministic and stochastic ap-
proaches to supervisory control design for networked systems with time-varying
communication delays. Nonlinear Analysis: Hybrid Systems (Special Issue
related to IFAC Conference on Analysis and Design of Hybrid Systems), 10:94–
110, Nov. 2013

Contributions by the author
The scientific contribution of the thesis is mainly the author’s own work. The order of
co-authors in the papers listed above indicates the relative contribution to problem
formulation, solution, evaluation and paper writing.



Chapter 2

Background

Networked control systems (NCSs) are spatially distributed systems that use shared
communication networks to exchange information among system components such
as sensors, controllers and actuators; see Figure 2.1. These systems have received
an increasing attention since the last decade; see e.g., the special issue [19] and the
references therein. The NCS architecture promises advantages in terms of increased
flexibility, reduced wiring and lower maintenance costs, and is finding its way into
a wide variety of applications, ranging from automobiles and automated highway
systems to process control and power distribution systems; see e.g., [20–23].

2.1 Challenges in wireless networked control systems

The use of wireless networks in feedback loops creates a lot of advantages, but also
introduces new challenges. In addition to model uncertainties, disturbances and
noises that can be experienced in traditional control loops, network imperfections
pose a further limit on how well we can control a system, and influence the way we
should control a system. It is necessary to resolve these issues to fully exploit the
benefits of wireless networked control systems. One approach could be to provide
scheduling policies to improve the reliability and end-to-end latency; see e.g., [24–26].
But this solution is incomplete without designing control algorithms that are able to
handle the communication imperfections. There is a vast literature on these issues;
see e.g., the survey papers and books [27–32].

Some of imperfections, introduced by the use of wireless networks in control
systems, are:

• Packet losses (dropouts). While sending data packets over a wireless net-
work, data transmissions might fail due to packet collisions, environmental
effects like interference or temporarily weak channel gain, or data corruption
in the physical layer of network (causing a message not to arrive or to become
unreadible).
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Figure 2.1: Block diagram of general networked control systems. Multiple control
loops, with each loop consisting of a plant Pi and a controller Ci for all i ∈ {1,⋯,N},
share a communication network. Each controller Ci communicates with the sensor Si
and the actuator Ai by sending messages over the shared communication network.

• Variable communication delays (latency). Data transmission over a
wireless network takes an uncertain amount of time due to several reasons.
If multiple senders try using the same link, each of them has to wait for an
uncertain amount of time before the link becomes available to initiate their
data transfer. In addition, collisions – introducing an extra delay until packets
can be successfully retransmitted – almost always happen in shared links.
Packet retransmissions are also used to improve reliability of lossy networks.

• Data rate (bandwidth). When different devices use a shared network re-
source, the rate at which they communicate over this network is limited by
the network capacity [30,33]. This limitation, in turn, imposes a constraint on
the stability of closed-loop control systems. For example, the works [34–37]
have focused on identifying the minimal data rate required to stabilize a linear
system.

Bearing in mind that any of these aforementioned imperfections may deteriorate
the closed-loop control performance, or even cause the control system to become
unstable [30], it is crucial to know how these imperfections can affect the closed-loop
system in terms of control performance and stability. The next section provides a
brief summary of existing models of delays and losses.
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Figure 2.2: Block diagram of networked control systems. The sensor S and actuator A
are connected to the same communication network for sending and receiving messages,
respectively. The controller C is also connected to the network, and it communicates
with the sensor S and actuator A by delivering messages over the network. The use of
a communication network introduces network imperfections, such as delays and losses.
In the figure, (a) illustrates that the network is abstracted as time delays whereas (b)
shows that the network is abstracted as erasure links.

2.2 Control-relevant imperfection models: Latency and loss

The purpose of this section is to provide a link between communication network
models and abstractions, used in the control literature, without giving an extensive
overview of design methodologies for control over wireless networks.

2.2.1 Latency model

As shown in Figure 2.2(a), the use of communication networks in control applications
essentially introduces two kinds of delays: the first one, τ sc

k , is between the sensor
and the controller, and the other one, τ ca

k , is between the controller and the actuator.
In addition, there is also a computational delay, τ c

k , representing the time that the
controller node spends to compute a new control command, however; this delay can
be absorbed into τ ca

k [38]. The communication delay from the sensor to the actuator,
τk, equals to the summation of all these delays, i.e., τk = τ sc

k + τ ca
k + τ c

k .
Communication delays vary in a random fashion because of many reasons, such

as retransmission of unsuccessful messages, waiting for the network to become idle
and waiting for a random amount of time to avoid a collision. Due to the random
nature of communication delays, there is no guarantee that the control packet can
be transmitted successfully to the actuator before a given deadline. If these delays
are larger than the sampling interval h (i.e., the packet generation rate in control
systems), the control commands might arrive at the actuator in non-chronological
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Figure 2.3: Packet delivery delay distribution. If it cannot be guaranteed that a packet
can be transmitted before a deadline, the objective of real-time wireless communication
with per-packet deadline is to minimize the blue area, i.e., the probability of packet
losses.

order. Since it could be beneficial to consider the most recent information in real-time
control systems, control packets that cannot meet the deadline are considered as a
failure and are disregarded. Introducing a per-packet deadline, which is shorter than
sampling interval h, ensures that packets arrive in chronological order at the expense
of information losses. The aim of real-time communication in wireless networks
is to maximize the probability that each individual packet meets its deadline; see
Figure 2.3. In other words, the target is to minimize the packet loss probability,
which can be seen as a tail minimization problem [39].

While analyzing the stability and designing controllers, it is convenient to
disregard packet losses and to assume that time-varying delays are shorter than the
per-packet deadline. For instance, Nilsson et al. [40] assumed that the communication
delay may not grow larger than the sampling period h, i.e., τk ≤ h, and designed a
discrete-time controller for the sampling period h without considering any packet
losses. This assumption is reasonable for wired networks, but not for wireless
networks. In many real-time wireless control systems, time-varying delays may reach
values that are larger than the sampling period, and this results in dropped packets.

A simple way to get rid of random variations in the delay is to introduce clock-
driven buffers on the input side of both the controller and the actuator. By choosing
these buffers to be larger in size than the worst-case delay, the randomness can
be removed and replaced by a fixed amount of delay (equal to or larger than the
worse-case delay) in the feedback loop [41]. Consequently, one can use the classical
control theory to design controllers. Although inserting buffers into the control
loop simplifies the design problem, it leads to a poor control performance since the
resulting delay is usually longer than the actual value.

It is possible to attain a better control performance by using an event-driven
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controller that computes a new control command as soon as it receives new in-
formation and transmits the computed signal to the actuator [40]. In this set-up,
a time-varying Kalman filter at the sensor node estimates optimally the physical
system’s state since it has the knowledge of all previous communication delays.
The optimal controller is a mode-dependent (τsck -dependent) linear function of the
state estimate and the previous control signal. It is necessary to know latency
distributions in order to compute the stochastic Riccati equation. A drawback of
the optimal scheme is the complicated state feedback gain L(τ sc

k ). Later, Nilsson et
al. [40] proposed a suboptimal scheme that uses a fixed controller gain instead of a
mode-dependent one.

It is not always possible to guarantee a per-packet deadline that is smaller than
one sampling interval. Then, it is natural to consider a longer per-packet deadline,
i.e., τk ≤Kh for some K ≥ 1. If communication delays are longer than the sampling
interval h, then samples might arrive at the controller in a non-chronological order.
This would make both the analysis and implementation much harder. For instance,
the optimal estimator requires buffers to store the K previously received samples
and the covariance matrix at time t−Kh, and it also needs to compute K iterations
of Riccati equation whenever new information arrives at the estimator [42].

There exist various techniques that consider bounded communication delays.
However, since natural models of wireless control systems are stochastic, one cannot
guarantee any deterministic bounds on delays. It is, therefore, important to consider
the probability of packet losses.

2.2.2 Loss model
While it is convenient to assume reliable networks, packet losses are inevitable in
practice. Packet losses (also known as packet dropouts) occur due to data traffic
congestion, data collision or interference. Although many communication protocols
are provided with transmission-retry mechanisms, they only retransmit unsuccessful
messages for a limited time. If all retransmission attempts fail, the packet is dropped.
Hence, wireless networked control systems have to account for packet losses.

This section provides several statistical models for packet losses without consider-
ing communication delays; see Figure 2.2(b). One of the most popular models is the
Bernoulli model where it is assumed that data packets are dropped independently
with a fixed loss probability p`. The loss probability can be computed from the
latency distribution as

p` = ∫
∞

h
P(τ sc

k = κ)dκ . (2.1)

The use of independent loss models for designing wireless control systems is
reasonable as long as the sampling period is longer than the coherence time of the
wireless network [31, Ch. 2]. In contrast, this loss model is not suitable for modeling
single links on the short time-scale. The packet loss process on a specific link becomes
more and more correlated on shorter and shorter time-scales. Therefore, there is
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Figure 2.4: Gilbert-Elliot model for packet losses.

a need for more complex loss models. The Gilbert-Elliot model [43, 44] is widely
used in the literature to capture the temporal correlation of packet loss processes
for communication networks. This model consists of a two-state Markov chain with
one “bad” state (B) and one “good” state (G); see Figure 2.4. In the “good” state,
packets are delivered without error while in the “bad” state, packets are lost. The
failure rate, q, is the probability of transitioning from the “good” to the “bad” state
and the recovery rate, p, is the probability of transitioning from the “bad” to the
“good” state. The stationary distributions for the “good” and “bad” states are given,
repectively, by

πG = q

p + q and πB = p

p + q . (2.2)

The Gilbert-Elliot model reduces to the Bernoulli model when p + q = 1. Complex
loss models, such as higher-order Markov models, are theoretically studied and also
validated via simulations by [45].

In addition to the stochastic dropout models introduced in this section so far,
there have also been deterministic models proposed such as dropout models related
to the averaged system approach [27,46] and worst-case bounds on the number of
consecutive dropouts [47,48].

2.3 Estimation and control over wireless networks

This section surveys the state of the art on networked control systems that considers
the effects of packet losses and delays.

2.3.1 Estimation and control over channels with delays
Nilsson et al. [40,49,50] considered control of closed-loop systems where the controller
communicates with both the sensor and the actuator over networks. As seen in
Figure 2.2(a), the networks are abstracted as induced delays in all of these works.
The system to be controlled has the form of

dx(t) = Ax(t)dt +Bu(t)dt + dvc , x(0) = x0 , (2.3)
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where x(t) ∈ Rn is the state, u(t) ∈ Rm is the control signal, A ∈ Rn×n and
B ∈ Rn×m are the system matrices, and vc(t) ∈ Rn is a Wiener process with
incremental covariance Σc

v ∈ Sn⪰0. Similarly, the initial state x0 is modeled as a
random variable having a normal distribution with mean x̄0 and covariance Σ0 ∈ Sn⪰0,
i.e., x0 ∼ N (x̄0,Σ0). A noisy measurement of the system output

y(kh) = Cx(kh) +w(kh) (2.4)

is periodically taken every sample interval h. Here, w(kh) ∈ Rp is a discrete-time
white noise Gaussian process, independent of the disturbance vc(t), and with zero
mean and covariance Σw ∈ Sm⪰0, i.e., w(kh) ∼ N (0m,Σw).

The sensor measurements are time-stamped and transmitted from the sensor
to the controller over a communication channel that introduces random delays
τ sc
k . Similarly, the controller and the actuator are connected to each other with a
communication channel, and control commands are transmitted from the controller
to the actuator with a random delay τ ca

k . Assuming that there does not exist any
packet losses, the applied actuator command in each sampling interval is then

u(t) =
⎧⎪⎪⎨⎪⎪⎩

u(kh − h), if kh ≤ t < kh + τ sc
k + τ ca

k ,

u(kh), if kh + τ sc
k + τ ca

k ≤ t < kh + h .

For the simplicity, it is assumed that the variation of the time delay from the sensor
to the actuator is always less than one sampling period h, i.e., τ sc

k + τ ca
k < h, ∀k ∈ N0.

If this condition does not hold, then control signals might arrive at the actuator in
non-chronological order. This makes the analysis much harder. The delays τ sc

k and
τ ca
k are independent random variables with known probability distributions, and
the controller has the apriori knowledge of their distributions.

Let’s denote the process state by xk ≜ x(kh), the control signal by uk ≜ u(kh),
the process noise by vk ≜ v(kh), and the measurement noise by wk ≜ w(kh).
Discretizing (2.3) and (2.4) at the sampling instants kh by considering time delays
τ sc
k and τ ca

k , see [38], gives

xk+1 = Φxk + Γ0(τ sc
k , τ

ca
k )uk + Γ1(τ sc

k , τ
ca
k )uk−1 + vk , (2.5)

yk = Cxk +wk , (2.6)

with

Φ = eAh ,

Γ0(τ sc
k , τ

ca
k ) = ∫

h−τsc
k −τca

k

0
eAsdsB ,

Γ1(τ sc
k , τ

ca
k ) = ∫

h

h−τsc
k
−τca

k

eAsdsB ,
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where vk and wk are uncorrelated white noise with zero mean and covariance
matrices:

E
⎧⎪⎪⎨⎪⎪⎩

⎡⎢⎢⎢⎣
vk

wk

⎤⎥⎥⎥⎦
[v⊺k w⊺

k
]
⎫⎪⎪⎬⎪⎪⎭
=
⎡⎢⎢⎢⎣

Σv 0n×m
0m×n Σw

⎤⎥⎥⎥⎦
, (2.7)

where Σv ≜ ∫
h

0 eAsΣcveA
⊺sds. The information available to the controller up to time

k is given by the information set:

Ik = {y`, τ sc
` ∶ ` ≤ k} ∪ {u`, τ ca

` ∶ ` ≤ k − 1} .

It is worth noting that the control command is a function of all information available
when it is calculated, i.e., uk = f(Ik).

Assuming that the sensor takes noise-free measurements of the full state xk
at every sampling period h, Nilsson et al. [40] were interested in determining the
optimal control sequence {uk} that minimizes the cost function of the form

JN = E
⎧⎪⎪⎨⎪⎪⎩
x⊺NQNxN +

N−1
∑
k=0

⎡⎢⎢⎢⎣
xk

uk

⎤⎥⎥⎥⎦

⊺ ⎡⎢⎢⎢⎣
Q1 Q12

Q⊺
12 Q2

⎤⎥⎥⎥⎦

⎡⎢⎢⎢⎣
xk

uk

⎤⎥⎥⎥⎦

⎫⎪⎪⎬⎪⎪⎭
, (2.8)

with

uk = −Lk(τ sc
k )

⎡⎢⎢⎢⎣
xk

uk−1

⎤⎥⎥⎥⎦
, (2.9)

where Q1 is positive semi-definite and Q2 is positive definite. They also showed that
the optimal controller is a τ sc

k -dependent linear function of the current state and
the previous control input. To compute the controller gain Lk(τ sc

k ), it is necessary
to solve a backwards-in-time Riccati equation that involves the computation of
expectations with respect to the random variables τ sc

k and τ ca
k .

In many cases, when using a shared communication medium, communication
delays from the sensor to the actuator are usually correlated since they rely on the
state of the network, e.g., lightly or highly loaded. Nilsson and Bernhardsson [50]
considered probability distributions for the delay that is shorter than one sampling
period and modeled the transitions between the distributions using a finite-state
Markov chain. The optimal controller with full state information is a linear feedback
depending on the delay τ sc

k and the current state rk of the Markov chain, i.e.,

uk = −Lk(τ sc
k , rk)

⎡⎢⎢⎢⎣
xk

uk−1

⎤⎥⎥⎥⎦
. (2.10)

For the implementation of this algorithm, the controller needs to know the current
value of rk. In case time delays are longer than one sampling period h, Xiao et
al. [51] modeled closed-loop control systems with random, but bounded, delays in
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feedback loop as finite-state Markov chains and proposed an iterative algorithm to
design switching output feedback controllers such systems.

While the use of the aforementioned controllers provides the best performance for
different set-ups, it is very difficult to compute the matrix gains Lk(⋅). If there exist
stationary distributions for these set-ups, the controllers can be computed offline and
stored in a look-up table, which is indexed by the current value of the delay τ sc

k and
the network load rk. Nilsson et al. [40,49,50] proposed to use suboptimal controllers
that have computational advantage over the optimal controllers, extending their
own works to the output feedback control case. They also demonstrated that the
separation principle holds and the optimal controller is a linear function of the state
estimates and the previous control signal. Using time-varying Kalman filters, it is
possible to replace the state variable xk in (2.9) and (2.10) with the estimate x̂k∣k−1.

Other line of research, which does not consider the linear-quadratic optimal
control, is on estimating random communication delays by using special observers
such as [52–54]. One possible technique, then, is to benefit from the classical con-
trol approach to stabilizing the closed-loop control system by using the estimated
network delay. Another technique is to compensate for the time-delay introduced
by communication networks. For instance, Natori et al. [55] introduced communica-
tion disturbance observers to compensate for the inherent time-delay in bilateral
teleoperation systems. Later, this method was extended to robust time-delayed
control in networked control systems by [56, 57]. This method differs from other
model-based techniques for time-delayed systems, such as the Smith predictor, since
it does not require the exact knowledge of the time-delay. It is also worth noting
that the proposed technique suffers from model uncertainties.

Assuming that communication delays are upper-bounded, it is possible to pose
the networked control problem as a robust control problem. In this case, one simple,
but powerful, technique to ensure robust stability of the closed-loop system is the
jitter margin approach that considers the relation between the maximum tolerable
delay and the bandwidth of the complementary sensitivity function [58]. In parallel,
Kao and Rantzer [59] proposed a less conservative technique based on the frequency-
domain approach for time-varying delay robustness. Apart from frequency-domain
approaches, combining Lyapunov-Kraskovskii functionals and maximum allowable
delay-bound approaches, many researchers developed sufficient conditions for the
stability analysis and controller synthesis; see the continuous-time models in [60–67].
Alternative stability criteria based on discrete-time models of sampled-data systems,
see e.g., [68–71], and hybrid control models of sampled-data systems, see e.g., [72–76],
are also proposed in the literature.

2.3.2 Estimation and control over a lossy network

We restrict our interest to linear time-invariant systems,

xk+1 = Φxk + νkΓuk + vk , (2.11)
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driven by the known control input uk ∈ Rm and an unknown, stochastic input
vk ∈ Rn. The state xk ∈ Rn is available only indirectly through the noisy output
measurement

yk = γkCxk +wk . (2.12)

Two noise sources vk ∈ Rn and wk ∈ Rp are assumed to be uncorrelated zero-
mean, Gaussian, white-noise random vectors with covariance matrices Σv ∈ Sn⪰0
and Σw ∈ Sp⪰0, respectively. We refer to {vk} as the process noise, and to {wk} as
the measurement noise. The initial state x0 is modeled as a Gaussian distributed
random variable with mean x̄0 and covariance Σ0 ∈ Sn⪰0. In addition, γk and νk are
binary-valued random variables with P(γk = 1) = γ̄ and P(νk = 1) = ν̄, respectively.
The stochastic variable γk models packet losses between the sensor and the controller
while the other stochastic variable νk models packet losses between the controller
and the actuator.

The information available to the estimator and the controller up to time k is
given by the information set:

Ik = {Σ0} ∪ {y`, γ` ∶ ` ≤ k} ∪ {ν` ∶ ` ≤ k − 1} .

It is worth noting that the controller for communication networks under TCP-like
protocols has knowledge of the value of νk−1, whereas the controller for communica-
tion networks under UDP-like protocols does not [77,78].

Estimation

We first consider that sensor measurements are transmitted to the estimator over
an unreliable communication channel that drops packets according to a Bernoulli
process with probability γ̄. For this set-up, Sinopoli et al. [79] showed that the
standard Kalman filter is still the minimum mean square error estimator. In contrast
to the standard Kalman filter [80], only the time update is performed in the estimator
when sensor data are not received at the estimator. However, when sensor data are
received at the estimator, both time and measurement updates are performed. To
this end, the filtering equations become (when uk−1 = 0)

x̂k∣k−1 = Φx̂k−1∣k−1 , (2.13)
Pk∣k−1 = ΦPk−1∣k−1Φ⊺ +Σv , (2.14)
x̂k∣k = x̂k∣k−1 + γkKk(yk −Cx̂k∣k−1) , (2.15)
Pk∣k = Pk∣k−1 − γkKkCPk∣k−1 , (2.16)

where Kk ≜ Pk∣k−1C
⊺(CPk∣k−1C

⊺ + Σw)−1 is the Kalman gain matrix. The error
covariance matrix, which is a deterministic quantity for a given initial value in the
standard Kalman filter setting [80], becomes a stochastic variable because of the
randomness of the lossy network. Combination of (2.13)–(2.16) and Kk gives the



2.3. Estimation and control over wireless networks 23

error covariance recurrence

Pk+1 = ΦPkΦ⊺ +Σv − γkΦPkC⊺(CPkC⊺ +Σw)−1CPkΦ⊺ , (2.17)

where Pk = Pk∣k−1.
Sinopoli et al. [79] showed that there exists a critical arrival probability, above

which the expected error covariance is bounded, i.e., supk∈N0 E[Pk] < ∞. Later,
many researchers [81–83] struggled with the characterization of the critical arrival
probability for intermittent Kalman filtering. Plarre and Bullo [81] computed exactly
the critical probability for detectable systems where C is invertible on the observable
subspace while Mo and Sinopoli [82] showed that if the eigenvalues of the system
matrix Φ have distinct absolute values, then the lower bound will be the critical
value. Apart from [79,81–83], the authors of [84,85] introduced a different metric to
evaluate the estimator performance; the metric is given by

P(Pk ≤M) = 1 − ε , (2.18)

where M ∈ S⪰0 and 0 < ε < 1. According to this metric, the actual value of Pk can
stay below an upper bound for the most of the time, but the expected value of Pk
might diverge because of events with very low probability. Kar et al. [86] introduced
another performance metric – stochastic boundedness – for Kalman filtering when
the arrival of observations is described by a Bernoulli process. The effect of packet
losses on the estimation performance is significantly different when different metrics
are considered.

It is worth noting that the estimator gain Kk and the covariance matrix Pk of
the time-varying Kalman filter do not converge to a stationary value since they
depend on the packet loss process {γk}; see e.g., [77]. In addition, it is not possible
to compute these matrices off-line since they rely on the entire packet loss history
{γk}. To overcome this difficulty, Smith and Seiler [87] proposed a simpler estimator
that reduces the computational complexity by choosing an estimator gain from a
finite set of pre-calculated gains at each time according to the dropout history in the
last τ time-steps. Although their estimator is not optimal, numerical simulations
showed that the performance of the proposed estimator is comparable to that of the
time-varying Kalman filter when τ is sufficiently large [87].

As described in Section 2.2.2, the Gilbert-Elliot model, in which random packet
losses are governed by a two-state Markov chain, has been widely used to capture
the temporal correlation of realistic communication channels. Huang and Dey [88]
analyzed the stability of Kalman filtering with Markovian packet losses by intro-
ducing stopping times to characterize the transmission time (or update time of
measurements). Xie and Xie [89,90] improved the work of [88], and obtained less
conservative stability conditions. For continuous-time systems, Alström et al. [91]
derived mean-square stability conditions for estimation error that are equivalent to
those obtained previously for the peak covariance stability in [88]. They also showed
how the estimator performance depends on the loss probability and the loss burst
length. For second-order systems and a special class of high-order systems, You et



24 Background

al. [92] obtained necessary and sufficient conditions for the mean-square stability of
the error covariance matrices. Mo and Sinopoli [93] studied the decay rate of the
estimation error covariance matrix, and derived the critical arrival probability for
non-degenerate systems based on the decay rate. Efforts have also been made from a
probabilistic point of view. The authors of [86,94,95] explored the weak convergence
of the covariance of Kalman filtering over an unreliable channel for independent
and identically distributed, semi-Markovian, and Markovian packet dropout models,
respectively.

Control

Imer et al. [78] and Schenato et al. [77] considered the linear-quadratic control of
linear systems under packet losses, and established a separation principle under the
assumption of reliable and instantaneous acknowledgements from the actuator to
the controller. They also aimed at designing the control input sequence {uk}, as a
function of the admissible information set Ik, to minimize the finite horizon control
cost function, i.e.,

JN = E[x⊺NQ0xN +
N−1
∑
k=0

(x⊺kQ1xk + νku⊺kQ2uk) ∣ Ik] , (2.19)

where the expectation at time k is taken with respect to the future values of the
measurement and process noises, and initial state. In addition, the matrices Q1 and
Q0 are assumed to be positive semi-definite while the matrix Q2 is assumed to be
positive definite. The system can be called to be stabilizable if the infinite horizon
control cost function J∞ = limN→∞

JN

N
is finite.

To minimize the control cost function (2.19), the admissible control strategy for
the system described by (2.11) and (2.12) is given by

uk = −(Γ⊺Sk+1Γ +Q2)
−1Γ⊺Sk+1Φx̂k∣k , (2.20)

and Sk is given by the recursive equation:

Sk = Φ⊺Sk+1Φ +Q1 − ν̄Φ⊺Sk+1Γ(Γ⊺Sk+1Γ +Q2)
−1Γ⊺Sk+1Φ , (2.21)

with the initial condition SN = Q0. The minimal expected control loss is

JN = x̄⊺0S0x̄0 +Tr(S0Σ0) +
N−1
∑
k=0

Tr(Sk+1Σv)

+
N−1
∑
k=0

Tr((Φ⊺Sk+1Φ +Q1 − Sk)Eγ[Pk∣k]) . (2.22)

Designing optimal controllers, operating over wireless networks, is closely related
to the controller location and the existence of a packet delivery notification mecha-
nism. Controller placement has three possible options: (i) collocated placement of
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the controller with the actuator, (ii) collocated placement of the controller with the
sensor, and (iii) the placement where the network delivers both sensor measurements
to the controller and control commands to the actuator. Robinson and Kumar [96]
studied the optimal controller placement problem (essentially how to best allocate a
total uncertainty between the sensor-controller and the controller-actuator commu-
nication) under uncertain communication between the controller and the actuator.
When the acknowledgement channel between the controller and the actuator is
unreliable, the controller does not always have the information about whether or
not the control packet has been received by the actuator. This type of problems is
an example of the non-classical information structure, and such problems have been
shown to be intractable [97,98]. It is, therefore, a good design choice to collocate the
controller and the actuator in case there are packet dropouts in the acknowledgement
channel from the controller to the actuator.

When the packet transmitted from the controller to the actuator is lost, it
is natural for the actuator to employ the previous control signal as suggested
in [49]. Due to the nature of LQ control, it is sometimes beneficial to use zero
input; see [99]. Alternative to these schemes, sending the linear combination of the
current and past control signals may improve the closed-loop control performance
as studied in [100, 101]. In addition, as a partial protection against packet losses,
the controller transmits a control sequence U = {uk,uk+1,⋯,uk+N} that contains
not only the control uk to be used at time k, but also a few predicted future
controls uk+1,uk+2,⋯,uk+N ; see e.g., [102–105]. When there is a packet drop from
the controller to the actuator, the actuator can use previously received control
actions instead of the one consisted of the lost packet.

Up to now, this section has only provided estimation and control of linear systems
over channels abstracted as either delays or losses. Drew et al. [106] extended the
work of [77] to the case of both delays and packet losses.

2.4 Protocols for wireless industrial control applications

Many different wireless network protocols for industrial control applications have
been proposed in the literature. Control applications impose stringent requirements
for the end-to-end communication delay, reliability and security. We, here, discuss
only two most popular standards for industrial wireless networks: WirelessHART
and ISA100.11.

2.4.1 WirelessHART
WirelessHART (Highly Addressable Remote Technology) is an industrial standard,
which is specially designed for advanced process monitoring and control applica-
tions [107]. WirelessHART adopts the IEEE 802.15.4 physical layer and operates
in the unregistered 2.4 GHz ISM radio band using 16 different channels with a
data-rate of 250 kbps. If needed, bad channels can be avoid by a mechanism called
blacklisting. The lower layers of WirelessHART are defined by the time synchronized
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mesh protocol (TSMP) [108] which is based on advanced techniques such as time
diversity, frequency diversity, and path diversity to bring in reliability and delivery
time guarantees. It uses TDMA combined with channel hopping techniques for the
medium access layer. TDMA enables deterministic collision-free communications,
whereas channel hopping provides frequency diversity and avoids interference. The
network structure of WirelessHART is based on a mesh networking technology where
a coordinator node controls other nodes of the network. Peer communications are
not permitted in WirelessHART, and all data must go through the coordinator. The
main focus in the protocol is the reliability and robustness needed for industrial use.

2.4.2 ISA100.11
ISA 100.11 is a wireless networking technology standard, developed by the Interna-
tional Society of Automation, for industrial automation and control applications [109].
Similar to WirelessHART, ISA 100.11 is also based on the IEEE 802.15.4-2006 phys-
ical layer and uses only the 2.4 GHz frequency band with frequency hopping to
prevent interference from other wireless networks. The network and transport layers
are based on 6LoWPAN [110,111], IPv6 and UDP standards [112]. The data link
layer is unique to ISA 100.11 and uses a multi-channel TDMA medium access control;
however, different superframes can use different time-slot lengths. Longer time-slot
lengths provide extra margin to mitigate the effect of bad synchronization, and
enable prioritized access in shared time-slots. Prioritized access in shared time-slots
is implemented by transmitting high-priority data at the beginning of each time-slot
while waiting a short time before performing CCA and attempting to transmit lower
priority data [31, Ch. 2].



Chapter 3

Co-design of forwarding protocols and
control laws

• Is it beneficial to jointly design control algorithms and networking
protocols, or can a modular design achieve the optimal control perfor-
mance?

• How can we characterize the trade-off between the control and com-
munication, and optimally choose parameters such as sampling rate
and deadline; how does such a design compare to one designed by
traditional rules-of-thumb?

• How does an energy constraint on the wireless multi-hop network
affect the control performance and the jointly optimal design?

Questions addressed in this Chapter.

Networked control has been an active area of research for more than a decade,
and the literature is by now rather extensive; see e.g., [28, 30, 49,113] and the

references therein. The research has mainly focused on control design methods that
are based on a high-level abstraction of the underlying communication network
in terms of its latency and/or loss. State-of-the-art control design techniques are
very powerful when the control system is able to cope with the network deficiencies.
However, when the resulting closed-loop performance is unsatisfactory, they typically
do not provide any feedback on how the communication system should be modified
to yield better system performance. For instance, it is not immediately clear if a
shorter sampling interval is better if it also results in a higher packet loss rate in
the network.

In wired control systems where sensor data and actuator commands are trans-
ferred over a high-speed bus, extensive latencies and losses are often due to interaction
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with other traffic. Hence, co-design issues do not appear until the system is very
highly loaded and can often be dealt with improved priorities between traffic flows
or simply by adding an additional communication bus. The situation is very dif-
ferent for low-power wireless multi-hop communications. Non-negligible latencies
and packet losses are to be expected already in a lightly loaded network and the
use of capacity expansion for dealing with high-traffic scenarios is non-trivial since
the wireless medium is shared with existing equipment. Furthermore, transmission
scheduling policies have a strong impact on the guaranteed latency, loss and energy
consumption of end-to-end transmissions [114]. Hence, co-design issues arise already
for single-loop controllers.

The design space for co-designed wireless control loops is vast. It includes the
selection of networking technology, communication protocol decisions from physical
to transport layers, and the selection of sampling strategies and control laws. If
one could attempt to pick some parameters, such as sampling time of sensors, by
using the classical rules-of-thumb, this would impact other parameters, such as the
achievable end-to-end reliability of the communication. Adding energy consumption
and network life-time to the picture complicates decisions further.

Outline of the Chapter. In Section 3.1, we collect some background informa-
tion and motivation related to wireless low-power communication, networked control
under latency and loss, and related work on controller-communication co-design in
resource constrained environments. Models and assumptions for the process, sensor,
controller, actuator, and network are introduced in Section 3.2. Then, an optimal
and modular co-design framework is proposed in Section 3.3. In Section 3.4, the
networking and controller subproblems are solved, and optimality of the co-design
framework is established. Numerical examples are used to illustrate the power of our
framework in Section 3.5, and conclusions and discussions are stated in Section 3.6.

Contributions of the Chapter. This chapter proposes a co-design framework
that finds the jointly optimal controller and multi-hop packet forwarding policy for
single-loop wireless control systems. The key is to parameterize the system design in
terms of the sample-time of the digital control loop, and to note that the co-design
problem then separates into two well-defined sequential design tasks: to schedule the
multi-hop network to maximize the deadline-constrained reliability, and to design
a controller with optimum performance under (independent) packet losses; see
Figure 3.1. We demonstrate how the network scheduling problem can be solved to
optimality and how this characterizes the achievable energy-constrained loss-latency
region for the multi-hop wireless network. Likewise, for a given communication
latency and loss probability, we develop extensions to the work of Schenato et
al. [115] that compute optimal controllers, and we estimate the associated closed-
loop performance. Finally, optimality of the co-design is established by a novel
monotonicity result for linear-quadratic control under independent packet losses.
More specifically, the chapter contains the following key contributions:

• We present a co-design framework for wireless control systems where sensor
data is forwarded over an unreliable and energy-constrained multi-hop network.
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Figure 3.1: Our co-design framework separates the system design into two
well-defined subproblems that admit optimal solutions: deadline-constrained
maximum reliability routing, which characterizes the achievable pairs of end-
to-end loss and per-packet deadline guarantees, and linear-quadratic Gaussian
optimal control under latency and loss. The optimal system-level design is
obtained by combing these two primitives.

• By restricting our attention to a time-triggered control architecture, we show
that the optimal system performance can be attained by a modular design
parameterized by the sampling time of the digital control loop.

• On the networking side, we derive an optimal multi-hop forwarding policy
which maximizes the probability of on-time packet delivery, subject to an
energy constraint.

• On the controller side, we develop the optimal controller under packet losses
and characterize its performance. A novel monotonicity result for linear-
quadratic control under independent packet losses is established and used to
prove optimality of the co-design framework.

• In numerical examples, we illustrate the power of our framework and explore
the trade-offs between sample period, on-time packet delivery probability,
network energy consumption and the overall system performance.

3.1 Background and motivation

A well-designed co-design framework requires insight and understanding of network-
ing and control and how they interact. In particular, it is important to understand
on which temporal and spatial scales the interactions between the communication
and control are significant, and how the performance benefits of a co-designed system
compared to the associated increases in design and implementation complexity. To
this end, this section contains some background information on current and emerging
standards on wireless control, basic insights about control and estimation under
latency and loss, and related co-design efforts in the literature.
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3.1.1 Wireless technologies for networked process control
Recent communication standards for real-time wireless control, such as Wire-
lessHART [107], ISA-100 [109] and IEEE 802.15.4e [116], are converging towards
a design that combines a multi-hop multi-path routing layer with a globally time
synchronized channel hopping (TSCH) medium access control. Global scheduling
removes the non-determinism and sometimes significant delays associated with ran-
dom access protocols while the diversity offered by multipath routing and channel
hopping can improve the end-to-end reliability.

These standards operate over low-power radios compliant with the IEEE 802.15.4-
2006 physical layer which supports 16 channels in the 2.4GHz ISM band. Channel
blacklisting is used to avoid channels with consistently high interference levels (e.g.,
due to coexistence with IEEE 802.11 standard) or to protect wireless services that
share the ISM band.

The medium access control layer is based on a globally synchronized multi-
channel TDMA that performs channel hopping at each slot boundary. One time slot
is typically 10 ms long and allows for channel switching and the transmission of a
single packet and the associated acknowledgement. Transmission opportunities can be
dedicated or shared. To logically structure the global transmission schedule, time slots
are organized into multiple frame structures (so called superframes in WirelessHART
or frame cycles in the IEEE 802.15.4e proposals) that are repeated periodically; see
e.g., Figure 3.2. Each frame can be used for scheduling one networking operation
such as the collection of measurements from a subset of sensors, or the dissemination
of commands to a set of actuators. Multiple superframes with different lengths
can operate at the same time and unless conflicts between superframes have been
eliminated in the scheduling phase, the standard prescribes how nodes should behave
to resolve such conflicts. For a thorough description, we refer to the documentation
of each standard [107,109,116] .

3.1.2 Insight from estimation under latency and loss
While there is a large body of work on networked estimation and control under packet
losses, there are few closed-form expressions that allow to gain analytical insight
into how various networking parameters influence the overall system performance.
To develop such an insight, we will consider a simple scenario where the state of a
stochastic linear system

dx(t) = ax(t)dt + dw(t) , w(t) ∼ N (0, σ2
w) ,

should be estimated based on periodic noise-free samples of the state x(kh). The
aim is to maintain a state estimate x̂(t) that minimizes the expected mean-square
error

Je = lim sup
T→∞

1
T
∫

T

0
E [(x(t) − x̂(t))2] dt .
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Samples transmitted from the sensor to the estimator over an unreliable channel
where packets experience a stochastic delay D. If the delay exceeds one sampling
interval, the transmission is aborted and the packet is considered lost. This gives rise
to a networked control system with both a time-varying delay and a loss probability.
As shown in [117], it is then possible to explicitly characterize the optimal loss:

Je = E [e2aD] (1 − p)(e2ah − 1)
4a2h(1 − pe2ah) − 1

2a
, (3.1)

provided that pe2ah < 1. This expression reveals that the achievable loss depends both
the sampling interval h, the loss probability p and the complete delay distribution.
Specifically, Je is monotone increasing in h and p, and the smaller the average delay
and its variance are, the lower the loss will be.

However, latency and loss typically cannot both be made small. As an illustration,
consider communication over a single link and assume that the medium is divided
into time slots of length ts. A single time slot allows to transmit one packet, and
a transmission attempt fails with probability ps. Assuming that h = kts and that
unacknowledged packets are retransmitted in the next time slot, the probability that
the packet arrives with delay nts equals (1 − ps)pn−1

s and the probability that the
packet is not transmitted until the end of the sampling interval is p = pks . Note that
to guarantee a small loss probability we must allow for more retransmission attempts
and hence a longer sampling interval. Unfortunately, for this specific scenario there
is no interesting co-design: Je is bounded if pkse2akts = (pse2ats)k < 1, so if we cannot
stabilize the estimation error variance for h = ts, then we cannot do so no matter
how many retransmissions we allow for; moreover, for Je = c (e2atsk − 1) /k which is
monotone increasing in k, the optimal performance is obtained for h = ts. As we
will see in Section 3.5, however, these observations do not hold when we move from
this restricted setting to closed-loop control over multi-hop wireless networks. In
such cases, there is a non-trivial co-design decision to trade-off latency and loss.

3.1.3 Insight from resource-constrained digital control
It is useful to compare the situation for wireless control systems to the one for
embedded control and the co-design frameworks developed in that, arguably more
mature, area.

If one focuses only on a single performance measure, such as achievable linear-
quadratic loss, then faster sampling gives better performance [118] (cf. Section 3.1.2
above). The same holds true also if we consider PI control with the ITAE cri-
terion [119]. However, it is often the case that faster sampling gives numerical
computations that are more ill-conditioned, and hence robustness to, for example,
errors that appear in fixed-point implementations decreases with sampling interval
(see e.g., [118] for an example). Moreover, faster sampling consumes more computing
resources and it is often argued that one should choose the longest sampling period
that gives acceptable performance.
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Textbooks on digital control provide well-accepted rules-of-thumb for sample
time selection. For well-damped systems, [120] proposes to take 2 − 4 samples per
rise-time when discretizing the continuous-time process model and doing design
in the discrete-time domain. If the design is done in the continuous-time domain
and the associated controllers are discretized at the implementation stage, the
corresponding rule-of-thumb is hωc ≈ 0.15 − 0.5 where ωc is the crossover frequency
in radians per second for the continuous-time system. See [118] for alternative rules.

In a multi-tasking environment, if periodic tasks are run less frequently, more
periodic tasks could run reliably on the same machine. The precise amount of tasks
that can be run depends on the scheduling policy used. The celebrated schedulability
analysis by Liu and Layland [121] characterizes the maximum utilization for which
all tasks can be guaranteed to meet their deadlines under rate monotonic and
earliest-deadline first scheduling. In this framework, the natural co-design framework
is to adjust the task periods (sampling interval) of controllers to optimize the overall
system performance; see e.g., [122,123] for representative work.

3.1.4 Related work on co-design of wireless control systems
Several attempts to develop co-design procedures for wireless control systems have ap-
peared in the literature. Early attempts (see e.g., [124]) focus on resource-constrained
scenarios where the amount of bits that can be communicated over a wireless channel
during a sampling interval is limited and needs to be allocated to different control
loops, or assumes that only a single controller can access the communication medium
at each sampling instant [125]. Liu and Goldsmith [126] include detailed models of
the communication system, but consider simple network topologies and is neither
modular nor optimal. Rabi et al. [117] focuses on co-design of contention-based
medium access and networked estimation and studies the dependencies between the
number of contenders, the sampling interval, and the latency and loss distributions of
sensor-estimator communication. For WirelessHART networks, Pesonen et al. [127]
argues for structuring the communication schedule into network primitives such
as unicast and convergecast, and develops latency-optimal schedules under the
assumption that communication links are reliable. In parallel work to this paper,
Saifullah et al. [128] develop a controller-communication co-design approach to
calculate sampling intervals of multiple controllers to optimize their overall control
performance and ensure schedulability of the real-time communication. The co-design
aspect investigates how the additional latency introduced by heuristic retransmission
policies (which improve end-to-end reliability) impact the closed-loop performance.
Related is also the work by Hou [129] which extends the schedulability analysis
tools for embedded systems to unreliable wireless systems. Some recent works study
the energy cost of the wireless network while considering the control performance.
Park et al. [130] tune protocol parameters to minimize the energy consumption in a
wireless network with star-topology while satisfying a desired control performance.
Mo et al. [131] later propose a stochastic sensor scheduling algorithm to minimize
the expected estimation error covariance under given energy constraints.
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Figure 3.2: This example describes the data collection from the two sensors, and then
control command dissemination to an actuator. These basic operations are scheduled
separately and aligned to form a 100 ms slot frame. The slot frame is repeatedly
scheduled to form a superframe. The global transmission schedule consists of multiple
(non-conflicting) superframes.
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3.2 Model and problem formulation

This section summarizes the models and assumptions under which we develop a
modular co-design framework with provably optimal performance.

3.2.1 Process and sensor
We consider the control of a stochastic linear system

dx(t) = Ax(t)dt +Bu(t)dt + dvc , x(0) = x0 ,

where x(t) ∈ Rn is the state, u(t) ∈ Rm is the control signal, A ∈ Rn×n and B ∈ Rn×m
are the system matrices, and vc is a Wiener process with incremental covariance
Rcv ∈ Sn⪰0. Similarly, the initial state x0 is modeled as a random variable having a
normal distribution with zero mean and covariance Σ0 ∈ Sn⪰0, i.e., x0 ∼ N (0n,Σ0).
A noisy measurement of the system output

y(kh) = C̃x(kh) +w(kh)

is taken every sample period h. Here, w(kh) is a discrete-time white noise Gaussian
process, independent of the disturbance vc, and with zero mean and covariance
Rw ∈ Sm⪰0, i.e., w(kh) ∼ N (0m,Rw). The sensor measurements are time-stamped
and are sent over an unreliable multi-hop network, as illustrated in Figure 3.3.

3.2.2 Controller and actuator
We assume the controller and the actuator nodes are co-located, and the control
commands are sent from the controller node to the actuator node without information
loss or delay. Additionally, the controller and actuator nodes are assumed to be
synchronized to the global clock and operate with a fixed lag τ ≤ h relative to the
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Figure 3.3: Networked control system with timing diagram for sensor, controller and
actuator.
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sampling times of the sensor. As shown in Figure 3.3, the applied actuator command
in each sampling interval is then

u(t) =
⎧⎪⎪⎨⎪⎪⎩

u(kh − h), kh ≤ t < kh + τ ,
u(kh), kh + τ ≤ t < kh + h .

(3.2)

In summary, the controller uses the information sensed at time kh and available
at time kh + τ to compute the control action between the controller updates [kh +
τ, (k + 1)h + τ) for k ∈ N0.

3.2.3 Multi-hop wireless network

The multi-hop wireless network consists of a set of nodes N = {1, . . . ,N} equipped
with half-duplex radio transceivers. The destination node (co-located with the
controller) is labeled N . We represent the network topology as a directed graph
G = (N ,L) with nodes N and links L. The presence of a directed link (i, j) ∈ L means
that node i is able to deliver a packet successfully to node j. Nodes are synchronized
to the global clock and communication is slotted. Each slot is ts milliseconds long
and allows for the transmission of a single packet and the reception of the associated
acknowledgement from the next-hop node. Packet transmissions are unreliable and
considered successful only if both the packet and the acknowledgement are delivered
successfully. We assume independent erasure events following a Bernoulli process
with loss probabilities p = [pij] (i.e., packet transmission on link (i, j) fails with
probability pij , independently of other links). Moreover, nodes do not have access
to the current channel state, but only to their statistics (i.e., loss probabilities on
their outgoing links).

The main source of energy consumption in a sensor network is the radio transmis-
sion. In this chapter, we assume a constraint ε on the average number of transmission
attempts on the wireless sensor network per millisecond in order to guarantee a
desired life-time. For ease of presentation, we normalize the energy cost of one
transmission to one unit of energy.

Based on the time-triggered sensing and control model in Section 3.2.1 and
Section 3.2.2, one packet is injected in the network every sampling period h and
must reach the destination node N within a hard deadline τ , after which it is
declared as a loss. The network problem is then to develop a packet forwarding
policy π that determines if a node should forward a packet or drop it, and to which
node it should attempt to transmit, while considering the hard packet deadline and
the energy constraint limiting the expected number of transmission attempts.

3.2.4 System-level performance and co-design objective

We aim at developing a multi-hop packet forwarding policy π, satisfying the energy
constraint, and a controller that together minimize the continuous-time closed-loop
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loss function

Jc = E{∫
T

0

⎡⎢⎢⎢⎣
x(t)
u(t)

⎤⎥⎥⎥⎦

⊺ ⎡⎢⎢⎢⎣
Qcxx Qcxu
Qc⊺xu Qcuu

⎤⎥⎥⎥⎦

⎡⎢⎢⎢⎣
x(t)
u(t)

⎤⎥⎥⎥⎦
dt +x⊺(T)Qc0x(T)} , (3.3)

subject to the stochastic system constraints

dx = Axdt +Budt + dvc,
y(s) = ρπk C̃x(kh) +w(kh), kh + τ ≤ s ≤ kh + h + τ

for k ∈ N0. Here, Qcxx and Qc0 are symmetric and positive semi-definite matrices
while Qcuu is symmetric and positive definite. The controller computes the control
sequence {u(k)}k≥0 based on the available sensor information y(s). Note that sensor
data is delayed by a fixed time τ and may be lost; ρπk ∈ {0, 1} is an indicator variable
representing whether or not the forwarding policy π was able to deliver the k-th
sensor data packet within the time limits, specified by the hard deadline τ . The
expectation in (3.3) is taken over the random process and measurement disturbances,
the initial condition, as well as over the random packet losses on the individual links
in the network. We denote the aforementioned optimization problem OP.

3.3 A modular co-design framework

The key contribution of this chapter is the development of a modular and optimal co-
design framework for linear-quadratic control over unreliable and energy-constrained
multi-hop networks. The framework is modular as it separates the co-design problem
into two well-defined design tasks: one for the controller and another one for the
network. It is optimal since it allows to find the jointly optimal networking and
control design subject to our assumptions and restrictions. In this section, we
describe the rationale behind our framework, define the networking and control
subproblems and show how they are coordinated.

In its general form, the co-design problem is now one of jointly optimizing the
closed-loop control loss over the fixed time lag τ (i.e., the deadline of the packet), the
sampling interval h (i.e., the packet generation rate), the packet forwarding policy
π, and the control law u for computing the actuator command. It is important to
notice that closed-loop loss is stated in continuous time to allow for comparison of
solutions that use different sampling intervals. As we will show in Section 3.4.2, the
fact that the actuator holds the control signals over the intervals [kh + τ, kh + h)
allows the optimization problem OP to be converted to an equivalent discrete-time
problem

minimize
τ,h,π,u

Jd(h, τ)

subject to
⎧⎪⎪⎨⎪⎪⎩

ξk+1 = Φ(h, τ)ξk + Γ(h, τ)uk + vk
yk = ρπk C̃ξk +wk.
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To establish modularity and optimality, we will demonstrate in Section 3.4.3
that for a fixed sampling period h and time lag τ ≤ h, the optimal control loss
is monotone decreasing in the deadline-constrained reliability ρπ = E[ρπk ], i.e., the
probability that a packet arrives at the controller node within a deadline τ . This
implies that for a given τ and h and under the restriction of one-sample delayed
time-triggered control architectures, the optimal co-designed system is obtained by
the following two distinguished sequential design problems:

(a) developing a packet forwarding policy π⋆ of the network that maximizes the
deadline-constrained reliability with deadline of D = ⌊ τ

ts
⌋ time slots subject to

energy constraint, i.e.,

π⋆ = argmax
π

ρπ

subject to Cπ ≤ Creq,

where Cπ is the average number of transmissions per injected packet attempted
by the forwarding policy π and Creq = εh is the constraint on the average
number of transmissions per injected packet due to the energy constraint ε.

(b) computing the control action using the optimal linear-quadratic controller
under packet loss,

minimize
u

Jd(h, τ)

subject to
⎧⎪⎪⎨⎪⎪⎩

ξk+1 = Φ(h, τ)ξk + Γ(h, τ)uk + vk
yk = ρπ

⋆
k C̃ξk +wk

where ρπ
⋆
k ∈ {0,1} is an indicator variable for on-time packet delivery by π⋆.

We will show that under Bernoulli link losses and the optimal forwarding
policy, we have ρπ

⋆
k ∼ Be(ρπ

⋆).

Lastly, the optimal solution is obtained by sweeping over all admissible τ and h
values, and identifying the pair of τ and h values with minimum control loss.

3.4 Co-design for linear-quadratic control

In this section, we develop an optimal co-design for linear-quadratic control over a
network where losses on individual links follow independent Bernoulli processes. The
deadline-constrained maximum-reliability forwarding problem, defined and solved in
Section 3.4.1, provides the optimal network operation for a fixed sampling interval
h and time lag τ . The optimal control under independent packet losses is developed
in Section 3.4.2. Finally, Section 3.4.3 establishes a monotonicity property of the
optimal control loss that allows to conclude optimality of the design.
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3.4.1 Deadline-constrained maximum reliability forwarding
The data flow from the sensor to the controller node is periodic, with a new packet
being produced every h milliseconds. Since the controller disregards packets that
have not been delivered within the deadline τ ≤ h, nodes can drop packets that will
not be able to meet their deadline, which implies that there will be at most one
sensor packet in the network at any point in time. Moreover, since the packet loss
processes on links are assumed to be memoryless, the optimal policy for the periodic
flow can be constructed by the repeated application of the optimal forwarding policy
for a single transient packet. In the deadline-constrained forwarding problem, we
pose a strict deadline of D = ⌊ τ

ts
⌋ time slots and look for forwarding policies that

maximize the probability that the sensor packet is delivered to the destination node
(directly connected to the controller) within the deadline. Since the packet is injected
every h milliseconds and there is at most one packet on the network during this
interval, the energy constraint then can be transformed into the constraint on the
average number of transmissions per injected packet Creq = εh.

More specifically, we consider a scenario where a single packet, generated by the
source node at time t = 0, should be transmitted over a multi-hop wireless network to
the destination node N within a deadline of D time slots, and the expected number
of transmissions of each packet should be smaller than Creq. The goal is to derive
an optimal forwarding policy π⋆ with the maximum packet delivery reliability.

Constrained Markov Decision Process Formulation

The deadline-constrained packet forwarding problem can be formulated as a finite-
horizon Markov decision process (MDP) [132] with the horizon equal to the packet
deadline D.

The state s(t) of the MDP is the packet location at time t. The state at the next
time s(t + 1) depends on the action a(t) that chooses whether or not to attempt
a transmission, and if a transmission is attempted, to which next-hop node the
packet should be addressed. The state transition probability P(s(t+ 1)∣s(t), a(t)) is
determined by the loss probability of the associated link. If the action is to hold the
packet (i.e., a(t) = s(t)), then s(t + 1) = s(t). On the other hand, if the action is to
forward the packet, then the packet can be either at node s(t) or at neighbor a(t)
to which the packet is forwarded according to the action. Recall that pij denotes
the loss probability of link (i, j). In summary, the state transition probability is

P(s(t + 1)∣s(t), a(t)) =

⎧⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎩

1 if a(t) = s(t), s(t + 1) = s(t),
ps(t)a(t) if a(t) ≠ s(t), s(t + 1) = s(t),
1 − ps(t)a(t) if a(t) ≠ s(t), s(t + 1) = a(t),
0 otherwise.

There is no reward for each action, but a terminal reward µD(s(D)) is given if
the packet is at the destination node N at the last time slot D, and the energy cost
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c(s(t), a(t)) is incurred when the action is to transmit the packet. They are defined
separately as

µD(s(D)) =
⎧⎪⎪⎨⎪⎪⎩

1 if s(D) = N,
0 otherwise;

c(s(t), a(t)) =
⎧⎪⎪⎨⎪⎪⎩

1 if a(t) ≠ s(t),
0 otherwise.

Note that in the MDP formulation, we enforce the packet to stay at the destination
if it arrives before the deadline, and the reward is collected only at the deadline
time t =D.

The core problem of an MDP is to find a sequence of actions such that the
expectation of the sum of the rewards is maximized or the sum of the costs is
minimized. We define a decision rule that prescribes the action in each state at a
specified time, and a policy composed by a sequence of decision rules at each time.
In the most general case, the decision rule should depend on the previous states
and actions, and can prescribe actions randomly. More precisely, let history h(t) be
a sequence of previous states and actions, i.e., h(t) ≜ (s(0), a(0), . . . , s(t − 1), a(t −
1), s(t)), and H(t) be the set of all possible histories. The decision rule is a function
d(t) ∶H(t)→ P(A(t)) that maps H(t) into a set of probability distributions on the
action space A(t) of all possible actions. Since the MDP is a process of finite-horizon
with length D, the policy is π ≜ (d(0), d(1), . . . , d(D − 1)), indexed by time. Under
a policy π, the expected total reward (deadline-constrained packet reliability) is
defined as

ρπ ≜ Eπ
s(0)[µD(s(D))],

where s(0) is the initial packet location (i.e., the source node). Note the expectation
E is taken over the probability space induced by policy π. Similarly, the expected
energy cost of an end-to-end packet delivery on the network is

Cπ ≜ Eπ
s(0)[

t=D−1
∑
t=0

c(s(t), a(t))].

The maximum deadline-constrained reliability with energy cost constraint prob-
lem is then

maximize
π

ρπ

subject to Cπ ≤ Creq.
(3.4)

Randomized policy

This problem falls into the category of constrained MDP (CMDP). The standard
solution if we are only interested in the total reward is to use linear programming [132].
However, we are also interested in the structure of the optimal policy to understand
which forwarding logic to implement in individual nodes. To this end, we use the
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Lagrangian approach proposed in [133] for CMDP to convert it to a unconstrained
weighted sum problem.

The Lagrange dual problem of (3.4) is

minimize
δ

max
π

{ρπ − δ ⋅Cπ} + δ ⋅Creq

subject to δ ≥ 0 .
(3.5)

Our finite-horizon CMDP can be cast as an infinite-horizon CMDP with total cost
criterion. The Markov state s is extended to include the time from t = 0 to t =D (i.e.,
states are now node-time pairs). It goes to the next state with time t + 1 only if the
current state’s time is t. We define a termination state to which all the states with
time D+1 are directed. This is an absorbing state with no reward and cost. All other
parameters including rewards, costs and state transition probabilities remain the
same. It can be shown that this is a contracting MDP as defined in [133, Def. 2.4].
Hence, by [133, Thm. 4.8 ii], the duality gap is zero. To solve problem (3.5), we
hence need to solve the weighted sum maximization of reliability and energy, i.e.,

max
π

{ρπ − δ ⋅Cπ} (3.6)

for a given δ ≥ 0. This weighted sum maximization problem can be solved by
the dynamic programming framework that will be developed in Section 3.4.1,
and the optimal policy is history-independent and deterministic. Note that the
maximum reliability forwarding problem with no energy constraint is a special case
of problem (3.6) with δ = 0.

We will first show that an optimal policy for the minimum energy problem can
be constructed by randomizing between two deterministic policies, each of which is
optimal for a different value of δ in the weighted sum problem. We further explicitly
derive these two policies and specify the probabilities at which they are selected in
the optimal randomized policy.

Let C⋆(δ), ρ⋆(δ) and π⋆(δ) be the optimal energy, reliability and policy in the
weighted sum problem for a given δ, respectively. Define C ≜ {C⋆(δ), for all δ} and
∆C ≜ {δ ∶ C⋆(δ) = C} for a given C ∈ C. We have the following results:

Lemma 3.4.1. C is a finite set. For a given C ∈ C, ρ⋆(δ) is unique for all δ ∈ ∆C .

Proof. See Appendix 3.7.

Theorem 3.4.2. Let C(1) = max{C ∈ C ∶ C ≤ Creq} and C(2) = min{C ∈ C ∶ C >
Creq} with the associated unique reliability ρ(1) and ρ(2). The maximum reliability
of the forwarding problem is

ρ⋆ = ρ(1) + Creq −C(1)
C(2) −C(1) (ρ

(2) − ρ(1)). (3.7)
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Suppose that the optimal policies that attain (ρ(1),C(1)) and (ρ(2),C(2)) are π(1)
and π(2) respectively. An optimal policy π⋆ for the minimum energy problem is
obtained by random selection of policies π(1) and π(2) with probabilities

θ(1) = C(2) −Creq

C(2) −C(1) ; θ(2) = Creq −C(1)
C(2) −C(1) .

Proof. Lemma 3.4.1 shows the existence of C(1) and C(2) and the uniqueness of
ρ(1) and ρ(2). The rest of the proof is in Appendix 3.7 .

The theorem states that the optimal forwarding policy is to make a random
selection between two history-independent and deterministic policies, each found
by dynamic programming. Combined with the assumption that link losses are
independent, we can conclude that the packet loss by the optimal forwarding policy
is a Bernoulli random process.

General dynamic programming framework

Next, we will develop a general dynamic programming framework to solve the
weighted sum maximization problem (3.6) By treating the weighted energy cost
δ ⋅Cπ as a negative reward scaled by δ in the MDP formulation, a history-independent
and deterministic optimal policy for the weighted sum maximization can be found
by dynamic programming [132].

Since the MDP state is composed of the packet location, let the maximum utility
at time t and node i be

U⋆
i (t) = ρ⋆i (t) − δC⋆

i (t).

This quantity describes the optimal utility for packet delivery within the next D − t
time slots; ρ⋆i (t) and C⋆

i (t) are the corresponding optimal reliability and optimal
energy cost, respectively.

To this end, our aim is to develop optimal forwarding policies that attain U⋆
i (0),

the maximum utility of node i at t = 0 with a deadline of D time slots. This quantity
can be computed recursively by dynamic programming from t = D − 1 to t = 0,
starting from initial condition

U⋆
i (D) =

⎧⎪⎪⎨⎪⎪⎩

1 if i = N,
0 if i ≠ N ;

ρ⋆i (D) =
⎧⎪⎪⎨⎪⎪⎩

1 if i = N,
0 if i ≠ N ;

C⋆
i (D) = 0.

At each step t < D, the maximum utility U⋆
i (t) at node i is characterized by the

Bellman equation,

U⋆
i (t) = max {max

j∈Ni

U ji (t), U
i
i (t)} (3.8)
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where U ji (t) is the utility of forwarding to a neighbor j ∈ Ni, and U ii (t) is the utility
of withholding the packet at node i, respectively. These utilities are computed as

U ji (t) = (1 − pij)U⋆
j (t + 1)

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
Success forwarding

+ pijU
⋆
i (t + 1)

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
Failed forwarding

− δ
´¸¶

Energy cost

; U ii (t) = U⋆
i (t + 1).

An illustration of the Bellman equation update for two outgoing links are shown in
Figure 3.4. Note that in each step t, the update in (3.8) requires only the maximum
utility U⋆

i (t + 1) of node i and the maximum utility U⋆
j (t + 1) of node j where j is

its one-hop away neighbor.

Figure 3.4: An illustration of Bellman equation at node i and time t for two outgoing
links.

The optimal action at time t forwards the packet to the node j⋆i (t) that obtains
the maximum in (3.8), and j⋆i (t) is given by

j⋆i (t) =
⎧⎪⎪⎨⎪⎪⎩

i if U ii (t) ≥ U
j
i (t) ∀j ∈ Ni;

arg max
j∈Ni

U ji (t) otherwise. (3.9)

Note that withholding the packet does not consume energy, and that we break
ties arbitrarily. With (3.9), one can compute ρ⋆i (t) and C⋆

i (t). If j⋆i (t) ≠ i, then

ρ⋆i (t) = (1 − pij⋆i (t))ρ
⋆
j⋆i (t)

(t + 1) + pij⋆i (t)ρ
⋆
i (t + 1);

C⋆
i (t) = (1 − pij⋆i (t))C

⋆
j⋆i (t)

(t + 1) + pij⋆i (t)C
⋆
i (t + 1) + 1.

On the other hand, if j⋆i (t) = i, then ρ⋆i (t) = ρ⋆i (t + 1) and C⋆
i (t) = C⋆

i (t + 1).
The forwarding policy from the dynamic programming framework is composed of

the actions at each possible packet location and time. We can implement this policy
in a distributed fashion at each node without need for inter-node coordination. A
node stores only the policy associated with itself as a lookup table indexed by time.
At run time, if a node holds the packet, then it forwards the packet according to the
lookup table. We also showed in Theorem 3.4.2 that the optimal forwarding policy
is to make a random selection between two policies found by dynamic programming
framework. A naive implementation of the optimal forwarding policy would be to
randomly select one of the deterministic policies when the packet is created, mark



3.4. Co-design for linear-quadratic control 43

Algorithm 1 Distributed implementation of the DP
U⋆
i (D) = 0 ∀i ≠ N, U⋆

N(t) = 1 ∀t ∈ [0,D]
for t =D − 1 to 0 do
for i = 1 to N − 1 do
Compute maximum utility U⋆

i (t) by (3.8),
Compute optimal action j⋆i (t) by (3.9),
Transmit U⋆

i (t) reliably to neighbor j where i ∈ Nj .
end for

end for

the packet accordingly, and let intermediate nodes forward according to the chosen
policy.

We also observe that the dynamic programming framework allows nodes to find
their optimal forwarding policy based on the statistics of their outgoing links and
the “offered deadline-constrained utilities” U⋆

j (t + 1) of one-hop away parents in
a distributed fashion; see Algorithm 1. This step can be done a priori if the link
statistics do not change, or at a slow time-scale using message-passing between
nodes.

3.4.2 Linear-quadratic Gaussian control for fixed forwarding
policy

Under a deadline-constrained forwarding policy π, the network delivers sensor
packets with a fixed delay of τ = Dts seconds, and loses samples independently
with probability 1 − ρπ. In what follows, we will drop superscript π for simplicity
of notation. Moreover, we denote the process state by xk = x(kh), the control
signal by uk = u(kh), the process noise by vk = v(kh), and measurement noise by
wk =w(kh).

The evolution of the system between sampling instants can be described in terms
of the extended state vector ξk ≜ col{xk,uk−1} as

ξk+1 =
⎡⎢⎢⎢⎣
eAh ∫

h
h−τ e

AsdsB

0m×n 0m×m

⎤⎥⎥⎥⎦
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

≜ Φ(h,τ)

ξk +
⎡⎢⎢⎢⎣
∫
h−τ

0 eAsdsB

Im×m

⎤⎥⎥⎥⎦
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

≜ Γ(h,τ)

uk +
⎡⎢⎢⎢⎣
In×n

0m×n

⎤⎥⎥⎥⎦
´¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¶

≜ G

vk ,

yk = ρk [C̃ 01×m]
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

≜ C

ξk +wk ,

where vk and wk are zero mean discrete-time Gaussian white noise processes with

E
⎧⎪⎪⎨⎪⎪⎩

⎡⎢⎢⎢⎣
vk

wk

⎤⎥⎥⎥⎦
[v⊺k w⊺

k
]
⎫⎪⎪⎬⎪⎪⎭
=
⎡⎢⎢⎢⎣
Rv 0n×m

0m×n Rw

⎤⎥⎥⎥⎦
, (3.10)
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where Rv ≜ ∫
h

0 eAsRcve
A⊺sds.

The continuous-time loss function (3.3) can be transformed into an equivalent
discrete-time loss

Jd = E
⎧⎪⎪⎨⎪⎪⎩

N−1
∑
k=0

⎡⎢⎢⎢⎣
ξk

uk

⎤⎥⎥⎥⎦

⊺ ⎡⎢⎢⎢⎣
Ξξξ(h, τ) Ξξu(h, τ)
Ξ⊺
ξu(h, τ) Ξuu(h, τ)

⎤⎥⎥⎥⎦

⎡⎢⎢⎢⎣
ξk

uk

⎤⎥⎥⎥⎦
+ ξ⊺NΞ0ξN

⎫⎪⎪⎬⎪⎪⎭
,

where N = ⌈T
h
⌉,

Ξξξ(h, τ) ≜
⎡⎢⎢⎢⎣
Qτxx +Φ⊺(τ)Qh−τxx Φ(τ) Qτxu +Φ⊺(τ)Qh−τxx Γ(τ)
Qτ⊺xu + Γ⊺(τ)Qh−τxx Φ(τ) Qτuu + Γ⊺(τ)Qh−τxx Γ(τ)

⎤⎥⎥⎥⎦
,

Ξξu(h, τ) ≜
⎡⎢⎢⎢⎣
Φ⊺(τ)Qh−τxu

Γ⊺(τ)Qh−τxu

⎤⎥⎥⎥⎦
,

Ξuu(h, τ) ≜ Qh−τuu

with Φ(t) = eAt, Γ(t) = ∫
t

0 Φ(s)Bds,

Qtxx = ∫
t

0
ΦT (s)QcxxΦ(s)ds ,

Qtxu = ∫
t

0
ΦT (s)(QcxxΓ(s) +Qcxu)ds ,

Qtuu = ∫
t

0
(ΓT (s)QcxxΓ(s) + 2ΓT (s)Qcxu +Qcuu)ds .

The optimal control problem is then to compute the control sequence {uk}k≥0
that minimizes the discrete-time loss function. Note that uk is not computed until
time t = kh + τ , at which time yk is available to the controller unless it has been
dropped by the network. Hence, the controller has access to the following information
set when computing uk:

Ik ≜ {Yk , Uk−1 , Rk} .

Here, Yk = (yk, . . . ,y1), and Uk−1 = (uk−1, . . . ,u1), while Rk = (ρk, . . . , ρ1) is the
realizations of the Bernoulli random variable ρk that models successful packet
transmissions. It is important to note that the discrete-time loss has cross-terms
even if the continuous-time loss function does not. Schenato et al. [115] studied a
similar problem without cross-terms in the loss function. In what follows, we extend
the framework of [115] to include the cross-coupling terms in the loss function and
derive the optimal controller and bound its performance.

Estimator Design

As in [115] the Kalman filter is the optimal estimator for our setting. The minimum
mean square error (MMSE) estimate ξ̂k∣k of ξk given by ξ̂k∣k = E[ξk ∣ Ik] can be
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computed recursively starting from the initial conditions ξ̂0∣−1 = col{0n×1, 0m×1}
and P0∣−1 = P0. The innovation step is

ξ̂k+1∣k ≜ E[ξk+1∣ Ik] = Φξ̂k∣k + Γuk (3.11)
ek+1∣k ≜ ξk+1 − ξ̂k+1∣k = Φek∣k +Gvk (3.12)
Pk+1∣k ≜ E[ek+1∣ke

⊺
k+1∣k ∣ Ik] = ΦPk∣kΦ⊺ + R̃v (3.13)

where R̃v ≜ GRvG⊺ and vk is independent from Ik, while the correction step is

ξ̂k+1∣k+1 = ξ̂k+1∣k + ρk+1Kk+1(yk+1 −Cξ̂k+1∣k) (3.14)
ek+1∣k+1 = ξk+1 − ξ̂k+1∣k+1 (3.15)
Pk+1∣k+1 = Pk+1∣k − ρk+1Kk+1CPk+1∣k (3.16)
Kk+1 ≜ Pk+1∣kC

⊺(CPk+1∣kC
⊺ +Rw)−1 . (3.17)

The following result, similar to [115], characterizes the estimation error covariance
matrix.

Proposition 3.4.3. The MMSE estimate ξ̂k∣k of ξk is given by the time-varying
Kalman filter (3.11) – (3.17). Suppose that ρ ≥ ρ⋆, where ρ⋆ is the critical probability
for stability, then the expected value of the covariance matrix can be bounded as

P k∣k ≤ Eρ[Pk∣k] ≤ P k∣k

where the bounds can be computed iteratively as

P k+1∣k = ΦP k∣k−1Φ⊺ + R̃v − ρΦP k∣k−1C
⊺(CP k∣k−1C

⊺ +Rw)−1CP k∣k−1Φ⊺

P k∣k = P k∣k−1 − ρP k∣k−1C
⊺(CP k∣k−1C

⊺ +Rw)−1CP k∣k−1

P k+1∣k = (1 − ρ)ΦP k∣k−1Φ⊺ + R̃v
P k∣k = (1 − ρ)P k∣k−1

starting from the initial conditions P 0∣−1 = P 0∣−1 = P0. When k →∞, the iterations
converge to the unique stationary solutions P∞ and P∞ of the modified algebraic
Riccati equations

P∞ = ΦP∞Φ⊺ + R̃v − ρΦP∞C
⊺(CP∞C

⊺ +Rw)−1CP∞Φ⊺ , (3.18)
P∞ = (1 − ρ)ΦP∞Φ⊺ + R̃v . (3.19)

Controller Design

Next, we develop the optimal state feedback control law.
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Proposition 3.4.4. Consider the finite horizon LQG control problem. The optimal
control law

uk = − (Γ⊺Sk+1Γ +Ξuu)−1(Γ⊺Sk+1Φ +Ξ⊺
ξu)

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
≜Lk

ξ̂k∣k (3.20)

is a linear function of the estimated state. The matrix Sk evolves according to the
recursion

Sk = Φ⊺Sk+1Φ +Ξξξ − (Φ⊺Sk+1Γ +Ξξu)(Γ⊺Sk+1Γ +Ξuu)−1(Γ⊺Sk+1Φ +Ξ⊺
ξu) ,
(3.21)

where ξ̂k∣k is the MMSE estimate of the state ξk based on the information set Ik
computed with the Kalman filter (3.11)–(3.17). As k →∞, the recursion converges
to a unique solution

S∞ = Φ⊺S∞Φ +Ξξξ − (Φ⊺S∞Γ +Ξξu)(Γ⊺S∞Γ +Ξuu)−1(Γ⊺S∞Φ +Ξ⊺
ξu)

for which the associated stationary controller gain is

L∞ ≜ lim
k→∞

Lk = −(Γ⊺S∞Γ +Ξuu)−1(Γ⊺S∞Φ +Ξ⊺
ξu) .

Proof. To derive the optimal feedback control law and the corresponding value for
the objective function, we apply dynamic programming. We let the optimal value
function Vk(ξk) be

Vk(ξk) ≜ min
uk

E[ξ⊺kΞξξξk + 2ξ⊺kΞξuuk +u⊺kΞuuuk + Vk+1∣ Ik], (3.22)

VN(ξN) ≜ E[ξ⊺NΞ0ξN ∣ IN ], (3.23)

where k = {N − 1, . . . ,1}. We show that J⋆N = V0(ξ0). The solution of the Bellman
equation (3.22) with the initial condition (3.23) is given by

Vk(ξk) = E[ξ⊺kSkξk ∣ Ik] + ck , (3.24)

where the nonnegative matrix Sk and the scalar ck are independent of the information
set Ik. In contrast to [115], we allow for cross-coupling terms in the Bellman
equation (3.22), which is critical for comparing the control costs under different
sampling intervals. Apart from this, the proof is similar to the one in [115,120].

Optimal control cost

The optimal loss function of the finite horizon LQG problem is

J⋆N(ρ) = ξ⊺0S0ξ0 +Tr(S0P0) +
N−1
∑
k=0

Tr(Sk+1R̃v)

+
N−1
∑
k=0

Tr((Φ⊺Sk+1Φ +Ξξξ − Sk)Eρ[Pk∣k]), (3.25)
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where expectation is taken over a Bernoulli sequence {ρk}k≥0 with E[ρk] = ρ. Since
no efficient way of computing the expectation is known, one can use the upper and
lower bounds on Eρ[Pk∣k] given in Proposition 3.4.3 to compute the upper and
lower bounds on the finite-horizon control cost Jmin

N (ρ) ≤ J⋆N(ρ) ≤ Jmax
N (ρ). For the

infinite horizon case, the bounds become

Jmin
∞ ≜ lim

N→∞

1
N
Jmin
N

= Tr(S∞R̃v) + (1 − ρ)Tr((Φ⊺S∞Φ +Ξξξ − S∞)P∞), (3.26)

Jmax
∞ ≜ lim

N→∞

1
N
Jmax
N

= Tr(S∞R̃v) +Tr((Φ⊺S∞Φ +Ξξξ − S∞)
× (P∞ − ρP∞C

⊺(CP∞C
⊺ +Rw)−1CP∞)), (3.27)

where the matrices P∞, P∞ and S∞, are given in Proposition 3.4.3 and Proposi-
tion 3.4.4, respectively. It is worth noting that if ρ < ρ⋆, then the lower and upper
bounds of the infinite horizon control loss function become Jmin

∞ = Jmax
∞ =∞.

In brief, the optimal estimator is a time-varying Kalman filter given by (3.13),
(3.16) and (3.17), while the control law is a static linear feedback (3.20). The
combined performance, in the sense of the continuous-time loss function (3.3), can
be bounded as in (3.26) and (3.27). It is this controller and these performance
bounds that we use in our co-design.

3.4.3 Optimality of the co-design framework
Next, we provide a formal proof that the achievable loss for a fixed sampling interval
and time lag is increasing in the loss probability, which allows us to conclude that
the combination of linear-quadratic control under loss and deadline-constrained
maximum reliability routing provides the optimal co-design.

Lemma 3.4.5. Consider operators f(X) = ΦXΦ⊺+R̃v, hρ(X) =X−ρXC⊺(CXC⊺+
Rw)−1CX and gρ(X) = hρ(f(X)). If X ′ ≤X and ρ′ ≥ ρ, then gρ′(X ′) ≤ gρ(X).

Proof. By Lemma 3.7.2 (a,c), gρ′(X ′) ≤ gρ(X ′) ≤ gρ(X).

Theorem 3.4.6. For given sampling interval h and time lag τ , the optimal control
loss J⋆N(ρ) is monotone decreasing in end-to-end reliability ρ.

Proof. Our proof relies on a coupling argument [134] on the underlying end-to-end
loss processes. Specifically, for any two Bernoulli processes {ρk}k≥0 and {ρ′k}k≥0
with E[ρk] = ρ and E[ρ′k] = ρ′ such that ρ ≤ ρ′ we establish that J⋆N(ρ′) ≤ J⋆N(ρ).

The key idea of coupling is to define the two processes on a common probability
space on which the analysis is carried out. To this end, let {ωk}k≥0 be a sequence of
independent random variables with ωk ∼ Uni(0,1) and define ρk = 1ωk≤ρ and ρ′k =
1ωk≤ρ′ . Then, {ρk}k≥0 and {ρ′k}k≥0 are Bernoulli trial processes with probabilities
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ρ and ρ′, respectively. A crucial property of our construction is that for every
realization {ωk}k≥0, the associated sequences {ρk(ωk)}k≥0 and {ρ′k(ωk)}k≥0 satisfy
ρ′k(ωk) ≥ ρk(ωk) for all k ∈ N0. In particular, whenever the more reliable sequence
has a loss, the less reliable sequence also has a loss.

Our next step is to show that P ′
N ∣N ≤ PN ∣N where P ′

N ∣N is the estimation error
covariance matrix under packet delivery sequence {ρk}k≥0 and initial value P ′

0∣0 = P0
and PN ∣N is the estimation error covariance matrix under packet delivery sequence
{ρ′k}k≥0 and the same initial value P0∣0 = P0. We will establish this claim using
induction. Clearly, P ′

k∣k ≤ Pk∣k holds for k = 0. Assume that it holds for an arbitrary
k. Then, since Pk+1∣k+1 = gρ(Pk∣k) and P ′

k+1∣k+1 = gρ′(P ′
k∣k), Lemma 3.4.5 implies

that P ′
k+1∣k+1 ≤ Pk+1∣k+1. Hence, by induction, P ′

N ∣N ≤ PN ∣N .
Finally, combining this observation with Lemma 3.7.3 (in Appendix):

J⋆N(ρ) = c + E
ρ1,...,ρN−1

N−1
∑
k=0

Tr∆kPk∣k

= c +Tr∆0P0 + E
ω1,...,ωN−1

N−1
∑
k=1

Tr∆kgρk(ωk)(Pk−1∣k−1)

≥ c +Tr∆0P0 + E
ω1,...,ωN−1

N−1
∑
k=1

Tr∆kgρ′
k
(ωk)(P

′
k−1∣k−1)

= c + E
ρ′1,...,ρ

′
N−1

N−1
∑
k=0

Tr∆kP
′
k∣k = J⋆N(ρ′) .

This concludes the proof.

Theorem 3.4.6 allows us to establish optimality of our co-design framework.

Theorem 3.4.7. For given sampling interval and time lag, the optimal closed loop
performance, in the sense of the linear-quadratic control loss (3.3), is obtained by
scheduling the network to maximize deadline-constrained reliability and computing
the control action by the time-varying LQG-controller (3.11)-(3.17), (3.20), (3.21).

Theorem 3.4.7 establishes that the optimal co-design can be obtained as follows:
we sweep over both the sampling interval h and the time lag τ , schedule the network
to maximize on-time delivery probability, and estimate the associated closed-loop
performance of the time-varying LQG controller for the corresponding end-to-end
reliability ρ. The optimal co-design is obtained for the sampling interval and the
time lag that attain the minimal closed-loop loss.

It is natural to ask if one could find the optimal h and τ in a more efficient way
than by exhaustive search. We will show in the numerical examples that the optimal
loss as a function of h might exhibit multiple local minima, which indicates that it
would be challenging to find a universal and efficient way of picking the optimal
sampling interval. Another issue is that there is no efficient way to compute the
expectation of the covariance matrix with respect to the loss process apart from
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e.g., Monte Carlo simulation [79]. To overcome this problem, one could replace the
true performance expression by the upper bound Jmax

N (ρ) and pick the sampling
interval that minimizes this upper bound. The next result establishes that Jmax

N

has the same monotonicity properties as J⋆N , and we will show in the numerical
examples that Jmax

N provides a good surrogate to the true loss function when it
comes to picking the optimal sampling interval.

Lemma 3.4.8. The upper bound on the control loss Jmax
N (ρ) is monotone decreasing

in end-to-end reliability ρ.

Proof. Note Jmax
∞ (ρ) = c′ + Tr∆∞hρ(P∞(ρ)) where P∞(ρ) is the stationary so-

lution of the modified algebraic Riccati equation (3.18) for reliability parameter
ρ. Now, consider two reliability parameters ρ and ρ′. By similar arguments in
Theorem 3.4.6, ρ′ ≥ ρ implies that P∞(ρ′) ≤ P∞(ρ) and by Lemma 3.7.2(b),
hρ(P∞(ρ)) ≤ hρ′(P∞(ρ′)). By Lemma 3.7.3, Jmax

∞ (ρ′) ≤ Jmax
∞ (ρ). Our claim is

proved.

3.5 Numerical examples

We now demonstrate our co-design procedure on numerical examples. We consider
the following second-order linear system

dx = [ 0 1
−ω2

0 −2αζω0
]xdt + [ 0

ω2
0
]udt + dvc ,

y(kh) = [ 1 0 ]x(kh) +w(kh),
(3.28)

where vc has incremental covariance Rcv = diag{0.5, 0.5}, and w(kh) has covariance
Rw = 10−4. Our co-design should minimize (3.3) for Qcxx = diag{2,1}, Qcxu = 02×1,
Qcuu = 1, and Qc0 = 02×2. The multi-hop wireless network between sensor and con-
troller is shown in Figure 3.5. The length of one time slot is ts = 10ms. Furthermore,
in all numerical examples, we assume that the time lag τ is always set to equal the
sampling period h.

S D

Figure 3.5: Network topology with the source 6-hop from the destination.



50 Co-design of forwarding protocols and control laws

3.5.1 No energy constraint
We here consider the case without energy constraints in which the optimal forwarding
policy and the maximum deadline-constrained reliability are derived by the dynamic
programming framework with δ = 0 in Section 3.4.1.

We firstly consider the system (3.28) to be unstable with the parameters α = −1,
ζ = 1, and ω0 = 1. Periodic samples of the output y(kh) are transmitted over
the network in Figure 3.5. For every sampling period h, we compute the optimal
forwarding policy and the associated deadline-constrained reliability. The achievable
latency-reliability pairs for three network scenarios in which the network becomes
increasingly unreliable (by increasing the loss probabilities on links) are shown
in Figure 3.6 (top). We then discretize the control loss function (3.3), solve the
corresponding LQG optimal control problem, and evaluate its performance as
described in Section 3.4.2. Figure 3.6 (bottom) shows the optimal closed-loop control
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Figure 3.6: Comparison of the upper bounds Jmax
∞ for three different network scenarios.

Note that pl is the link loss probability.

losses for varying sampling intervals under the three network scenarios. We note
that there is no single optimal sampling interval or target end-to-end reliability. The
optimal sampling interval ranges from 90ms, for the most reliable network scenario,
to 250ms, for the least reliable case. This corresponds to a required end-to-end
reliability of 65% and 82%, respectively. As the network becomes less reliable, more
retransmissions (a longer h⋆) are required to guarantee a sufficiently high reliability
which causes the associated control loss to increase. Specifically, the optimal control
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loss (marked with a dot in Figure 3.6) increases by approximately a factor of ten
from the most to the least reliable network scenarios.

ζ ω0 h (rule-of-thumb) h⋆ (Optimal sampling interval)

0.1
π

√
1−ζ2

40 – 90 ms 130 ms
0.2 40 – 100 ms 120 ms
0.7 50 – 120 ms 60 ms

Table 3.1: Selection of sampling interval h in the wireless control system that includes
communication links with link loss probability pl ∈ [0.75,0.9].

We now consider the case when the system (3.28) is stable, and ζ ≥ 0, α = 1, and
ω0 = π/

√
1 − ζ2. This parameterization is chosen roughly to yield the same optimal

sampling interval independent of ζ. Figure 3.7 (center) shows how the trade-off
curves change when we vary the damping of the system poles. Similar to the unstable
open-loop systems, distinct co-design optima also exist for the open-loop stable
systems, but they become less relevant when the system poles are close to being
critically damped. Furthermore, we compare the optimal sampling interval obtained
by our co-design framework with the rule-of-thumb from [120, pp. 129-130]. As can
be seen in Table 3.1, the optimal sampling interval is, more often than not, outside
the range of sampling intervals proposed by the rule-of-thumb.

It may appear discomforting that our co-design framework requires sweeping
over the sampling interval to find the jointly optimal design. However, as shown
in Figure 3.7 (bottom) with parameters α = 1, ζ = 0.02 and ω0 = 5π, the optimal
closed-loop control cost as a function of the sampling interval might exhibit multiple
local minima, which indicates that it will be hard to circumvent this search in
general.

In this section, we set the maximum transmission delay equal to the sampling
interval to reduce the search space to a single parameter. One could imagine that a
better performance could be achieved by optimizing over both the sampling interval
and the transmission delay, which is indeed possible in our framework. While we
cannot rule out this possibility in general, our experience is that the additional
complexity of a two-dimensional search does not drastically improve the performance;
see e.g., Figure 3.8.

Lastly, since the true closed-loop performance can only be evaluated using
Monte Carlo simulations, it is useful to be able to rely on more easily computable
upper and lower performance bounds, introduced in this chapter, in the search
for the optimal sampling interval. Figure 3.9 compares the upper, lower, and true
closed-loop performance for the co-design under the least reliable network scenario
shown in Figure 3.7 (top), and the system (3.28) with parameters α = −1, ζ = 1,
and ω0 = 1. The upper bound Jmax

N becomes quite accurate for sampling intervals
when h ≥ 250ms, and the sampling interval that minimizes the upper bound on the
performance is rather close to the optimal sampling interval for the true cost. Hence,
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Figure 3.7: Comparison of the upper bounds Jmax
∞ for the system (3.28) which is

parameterized by several damping ratios ζ and natural frequencies ω0.

we believe that the upper bound is a good surrogate for the true performance if we
need to carry out the co-design with limited computational resources.

3.5.2 With energy constraints
We here include the energy constraint in the multi-hop wireless network, and
consider the unstable system (3.28) with the parameters α = −1, ζ = 1, and ω0 = 1.
Figure 3.10 illustrates the optimal closed-loop control losses for a range of energy
cost constraints. Moreover, in the same plot, the optimal sampling intervals are
shown in gray scale with shorter periods for smaller control losses. The optimal
control performance naturally decreases when the energy cost constraint becomes
increasingly stringent. An intriguing observation is that it is exceedingly costly to
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achieve the minimum control loss. As revealed by Figure 3.10, significant energy
savings can be ensured by accepting a relatively small deterioration in the control
performance. Figure 3.11 shows the control loss versus sampling periods for a set of
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Figure 3.10: The optimal control loss for different energy cost constraints and the
corresponding optimal sampling periods (shown in gray scale).
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Figure 3.11: Comparison of the control loss upper bounds Jmax
∞ with different

sampling period for a set of energy constraints.

energy constraints. Initially, with longer sampling periods, although fewer packets
are injected into the network, these packets have larger deadline and more energy
can be allocated to each packet with a higher per-packet delivery reliability. Hence,
the control loss decreases. However, with even longer sampling periods, the energy
constraint is no longer the bottleneck of the control performance, and the maximum
reliability can be obtained without violating energy constraints. Thus, the control
performance deteriorates since fewer packets are injected. This also explains why the
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curves overlap for large sampling periods. Finally, the phenomenon is more obvious
with more stringent energy constraint where the system is more sensitive to different
sampling intervals.

3.6 Summary

In this chapter, we have considered the joint design of forwarding policies and
controllers for networked control loops that use multi-hop wireless communication
for transmitting sensor data from process to controller. Parameterizing the design
problem in terms of sampling rate of the control loop, the co-design problem can be
separated into two well-defined networking and control design subproblems, both of
which admit optimal solutions: the network should be operated to maximize the
delay-constrained reliability, and the control design should optimize the closed-loop
performance under packet loss. We illustrated how these problems can be solved,
and how the jointly optimal design can be found by a one-dimensional search over
the sampling interval.

3.7 Appendix

Lemma 3.7.1. ρ⋆(δ) and C⋆(δ) are non-increasing functions for δ ≥ 0.

Proof. Since δ ≥ 0, increasing δ means energy cost is becoming more important in
the weighted sum problem. The only way to save energy cost is to keep the packet
that results in a smaller number of transmissions. Hence, the reliability and the
energy cost cannot become larger.

Proof of Lemma 3.4.1. The number of actions in this MDP is limited by the
number of neighboring nodes. We have a finite number of policies that lead to a
finite number of energy costs. Thus, C is a finite set.

For any given δ1, δ2 ∈ ∆C , we have C⋆(δ1) = C⋆(δ2) with optimal polices π⋆(δ1)
and π⋆(δ2), and reliability ρ⋆(δ1) and ρ⋆(δ2). Without loss of generality, we let
δ1 < δ2. According to Lemma 3.7.1, we have ρ⋆(δ1) ≥ ρ⋆(δ2). If ρ⋆(δ1) = ρ⋆(δ2), then
the lemma is proved. Hence, we consider only ρ⋆(δ1) > ρ⋆(δ2). Note the optimal
utility with δ2 is ρ⋆(δ2) − δ2 ⋅C⋆(δ2). However if we apply policy π⋆(δ1), the utility
with δ2 is ρ⋆(δ1)− δ2 ⋅C⋆(δ1) > ρ⋆(δ2)− δ2 ⋅C⋆(δ2), which contradicts the optimality
of π⋆(δ2). Hence, for all C ∈ C, ρ⋆(δ) is unique for all δ ∈ ∆C .

Proof of Theorem 3.4.2. Let g(δ) ≜ maxπ{ρπ − δ ⋅ Cπ} + δ ⋅ Creq and h(δ) ≜
maxπ{ρπ − δ ⋅Cπ}. The proposed dynamic programming framework computes h(δ)
for a given value of δ and returns a history-independent and deterministic policy.
According to Markov decision process theory [132], h(δ) can be formulated as a
linear program whose objective function coefficients depend on δ, and it can be
shown that h(δ) is a continuous function over δ. Hence, g(δ) is also a continuous
function over δ.



56 Co-design of forwarding protocols and control laws

For a given C(m) ∈ C, by Lemma 3.7.1 and the fact C is a finite set from
Lemma 3.4.1, we have that ∆C(m) is an interval. Moreover, h(δ) = ρ⋆(δ)− δC⋆(δ) is
a continuous function over δ and ρ⋆(δ) is unique for δ ∈ ∆C(m) . Hence, this interval
is closed; let us denote it ∆C(m) = [δm−, δm+]. Then, the function g(δ) is

g(δ) = ρ(m) + δ(Creq −C(m)), δ ∈ [δm−, δm+] (3.29)

where ρ(m) is the unique ρ⋆(δ) for δ ∈ [δm−, δm+].
Now let C(1) = max{C ∈ C ∶ C ≤ Creq} and C(2) = min{C ∈ C ∶ C > Creq} with

associated reliability ρ(1) and ρ(2). Note that C(1) ≤ Creq < C(2). Their associated δ
range is ∆C(1) = [δ1−, δ1+] and ∆C(2) = [δ2−, δ2+]. Furthermore, we have δ⋆ ≜ δ2+ = δ1−
because h(δ) is a continuous function. Since C⋆(δ) is a non-increasing function over δ
from Lemma 3.7.1, we have C⋆(δ) ≤ C(1) ≤ Creq for δ ≥ δ1+ and C⋆(δ) ≥ C(2) > Creq
for δ ≤ δ2−. Thus, we have C⋆(δ) ≤ Creq for δ ≥ δ1− and C⋆(δ) > Creq for δ ≤ δ2+.
Furthermore, by (3.29), g(δ) is a decreasing function for δ ≤ δ2+ since Creq < C⋆(δ)
and a non-decreasing function for δ ≥ δ1− since Creq ≥ C⋆, so the minimum value
of g(δ) is obtained for δ = δ⋆ = δ2+ = δ1−. The optimal δ⋆ can be found from
ρ(2) + δ⋆(Creq −C(2)) = ρ(1) + δ⋆(Creq −C(1)), and the maximum reliability (i.e., the
minimum g(δ)) is

ρ⋆ = ρ(1) + Creq −C(1)
C(2) −C(1) (ρ

(2) − ρ(1)).

Suppose the optimal policies to obtain (ρ(1),C(1)) and (ρ(2),C(2)) are π(1)
and π(2) respectively. The policy π⋆ that randomizes between π(1) and π(2) with
probabilities

θ(1) = C
(2) −Creq

C(2) −C(1) and θ(2) = Creq −C(1)
C(2) −C(1)

achieves this maximum reliability. Thus, it is an optimal policy, which concludes
the proof.

Lemma 3.7.2. For operators gρ(X) and hρ(X), matrices X ∈ Sn⪰0 and Y ∈ Sn⪰0 and
scalars 0 ≤ ρ, ρ′ ≤ 1, the following facts are true.

a). X ≤ Y ⇒ gρ(X) ≤ gρ(Y ). b). X ≤ Y ⇒ hρ(X) ≤ hρ(Y ).
c). ρ ≤ ρ′ ⇒ gρ(X) ≥ gρ′(X). d). ρ ≤ ρ′ ⇒ hρ(X) ≥ hρ′(X).

Proof. a) gρ(X) ≤ gρ(Y ) holds as gρ(X) is affine in X. The proof can be found
in [79, Lemma 1(c)].

b) As hρ is a special form of gρ by setting Φ = I and Rw = 0, we immediately
obtain the condition hρ(X) ≤ hρ(Y ).

c) The detail proof is given in [79, Lemma 1(d)].
d) As hρ is a special form of gρ by setting Φ = I and Rw = 0, we easily conclude

hρ(X) ≥ hρ′(X) from (c).
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Lemma 3.7.3. Suppose Y ∈ Sn⪰0 and Z ∈ Sn⪰0. If Y ≤ Z, then Tr(XY ) ≤ Tr(XZ),
∀X ∈ Sn⪰0.

Proof. Since Y ≤ Z, it follows that X 1
2Y X

1
2 ≤X 1

2ZX
1
2 . Since trace is a monotone

function on the positive definite matrices, we get Tr(XY ) ≤ Tr(XZ).





Chapter 4

Latency-loss trade-offs and impact of
controller architectures

• Can we improve the control performance by retransmitting dropped
packets on a lossy network, or does the additional retransmission delay
deteriorate the performance?

• Can we get significant performance benefits from using event-driven
controller updates, rather than the standard time-driven ones?

Questions addressed in this Chapter.

Integrating wireless communication into industrial control system is challenging,
since wireless communication channels introduce imperfections such as stochastic

delays and information losses. These imperfections deteriorate the closed-loop control
performance, and may even cause instability. Therefore, many researchers have
worked extensively on understanding the effects of both random delays [18,40,42,
135,136] and packet losses [77, 78, 106,137]. Intuitively, higher latency causes larger
control loss, whereas more time for communication increases end-to-end reliability.
Thus, wireless control systems are subject to an inherent trade-off between the delay
and the end-to-end reliability. This tradeoff motivates efforts to co-design of control
algorithms and communication network protocols for control and estimation; see
e.g., [10–13,128,130]. It has been shown that it is possible to improve the estimation
and control performance by retransmitting lost packets, [15, 138,139], but there is
no clear answer for how long we should continue retransmitting a packet before
dropping it.

Contributions of the Chapter. In this chapter, we consider the case where
a sensor samples the process periodically and sends data packets over an unreliable
channel to the controller. Our model allows packets to be retransmitted up to a
certain number of times to decrease the probability of information loss. Only when

59
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all retransmissions fail, the packet is dropped. However, retransmissions incur a delay,
which also impairs the closed-loop performance. We address the problem of selecting
the optimal number of retransmissions to minimize the linear-quadratic control loss
of the networked-control system. We consider both time- and event-driven control
architectures. Our results indicate that for the class of event-driven control systems
considered, it is always advantageous to use the maximum number of retransmissions
despite the incurred delay. For the time-driven architectures, on the other hand,
there is a distinct trade-off: increasing the number of retransmissions beyond an
optimal value deteriorates the closed-loop performance.

Outline of the Chapter. We first introduce models and assumptions for the
process, sensor, controller, actuator and the communication channel in Section 4.1.
In Section 4.2, we show how to discretize the control loss function and design time-
and event-driven controllers that minimize the linear-quadratic loss. We illustrate
the different impact of the reliability-delay trade-off on a numerical example for the
two control architectures in Section 4.4. Finally, we summarize the chapter with
concluding remarks in Section 4.5.

4.1 Problem formulation

In this section, we introduce models for the physical process and the communication
channel, define the considered control architectures, and formulate our problem.

4.1.1 System model
We consider the continuous-time stochastic linear system

dx(t) = Ax(t)dt +Bu(t)dt + dw(t), x(0) = x0, (4.1)

where A ∈ Rn×n and B ∈ Rn×m are the system and input matrices, respectively,
x(t) ∈ Rn is the state vector, u(t) ∈ Rm is the control vector, and w(t) ∈ Rn is
the process noise. We assume that the process noise is a multi-dimensional Wiener
process with zero-mean and incremental covariance Σc

w dt. Similarly, we assume
that the initial condition x0 is a Gaussian random variable with zero-mean and
covariance Σ0 ∈ Sn⪰0, i.e., x0 ∼ N (0n,Σ0), and that it is independent of the process
noise. Finally, we assume that the pair (A,B) is controllable.

A sensor takes noise-free measurements of the full state x(kh) at every sampling
period h. The sensor measurements are time-stamped and transmitted over an
unreliable communication channel which drops packets with some probability. A
transmission attempt from the sensor to the controller takes ts ≤ h seconds. In
case of transmission failure, the sensor is allowed to retransmit the packet until the
packet has been successfully transmitted, or a maximum limit of retransmission
attempts has been reached. In the absence of new information, the controller applies
the existing control command. The controller and the actuator are assumed to be
co-located, and control commands are transmitted from the controller node to the
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Figure 4.1: Networked control system with timing diagram for sensor, controller and
actuator. A sensor takes periodic samples of the full state of the process. The samples
are transmitted over a lossy communication channel and arrive at the controller with a
random delay; packets are dropped if they are unable to meet the per-packet deadline.
The controller updates the actuator signal aperiodically with respect to random sensor
packet arrivals.

actuator node without any delay or loss. When a control command arrives at the
actuator, the actuator applies it immediately and holds it until the next successful
transmission from the sensor; see Figure 4.1.

Due to retransmissions, the communication channel delivers sensor packets with
a random delay of τk ≤ h seconds to the controller. Hence, the evolution of the
system state between sampling instants can be described in terms of the extended
state vector ξk ≜ [x⊺k u⊺k−1]

⊺ as follows:

ξk+1 =
⎡⎢⎢⎢⎣
eAh ∫

h
h−τk

eAsdsB

0m×n 0m×m

⎤⎥⎥⎥⎦
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

≜ Φ(h,τk)

ξk +
⎡⎢⎢⎢⎣
∫
h−τk

0 eAsdsB

Im×m

⎤⎥⎥⎥⎦
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

≜ Γ(h,τk)

uk +
⎡⎢⎢⎢⎣
In×n

0m×n

⎤⎥⎥⎥⎦
´¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¶

≜ G

wk ,

where {wk}k∈N0
is the discrete-time equivalent of the state noise process with

covariance

Σw ≜ ∫
h

0
eAsΣcweA

⊺s ds . (4.2)

If the sensor packet fails to be delivered to the controller node, the extended state
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evolves as

ξk+1 =
⎡⎢⎢⎢⎣
eAh ∫

h
0 eAsdsB

0m×n Im×m

⎤⎥⎥⎥⎦
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

≜ Φ`(h)

ξk +
⎡⎢⎢⎢⎣
In×n

0m×n

⎤⎥⎥⎥⎦
wk .

4.1.2 Communication channel
The communication between the sensor and the controller uses a slotted medium.
Time slots have a fixed length of ts seconds, and allow for the transmission of a
single packet and its associated acknowledgment. Packet transmissions are unreliable,
and erasures independently occur in time. We assume that rmaxts < h for some
rmax ∈ N0. This allows for dropped packets to be retransmitted up to rmax times.
We assume that a packet is successfully transmitted at the lth retransmission trial
with probability pl. Unacknowledged packets are retransmitted in the next time-slot,
so the probability that the sensor measurements taken at time t = kh arrives with a
delay τk = rts is

P (τk = rts) ≜ λr = pr
r−1
∏
j=0

(1 − pj) . (4.3)

The probability that the packet will not be successfully transmitted before the
per-packet deadline τd ≜ rmaxts is ∗

P (τk > τd) =
rmax

∏
j=0

(1 − pj) . (4.4)

For a given number of retransmissions r ∈ {0, . . . , rmax}, the packet arrival process
at the controller is independent and identically distributed with

P (τk ≤ rts) =
r

∑
i=0
pi
i−1
∏
j=0

(1 − pj) . (4.5)

If the packet exceeds the per-packet deadline τd, the transmission is aborted and
the packet is considered lost according to a Bernoulli process with probability

λ` ≜ P (τk > τd) . (4.6)

4.1.3 Control architecture
Given the system model and the communication channel, we consider two different
control architectures: event-driven controllers and time-driven controllers. In both

∗If all success probabilities are equal, then (4.4) reduces to a first success distribution, i.e.,
τk ∼ Fs(p).
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architectures, we assume that the controllers wait up to τd = rmaxts seconds for the
sensor packets to arrive. In the event-driven architecture, the controller calculates
and implements the new control command as soon as the sensor packets arrive,
and thus operates with a random delay τk ≤ τd ≤ h, ∀k ∈ N0 relative to the sensor
sampling instance. As shown in Figure 4.1, the applied actuator command is

u(t) =
⎧⎪⎪⎨⎪⎪⎩

uk−1 if kh ≤ t < kh + τk ,
κ (xk, τk) if kh + τk ≤ t < kh + h .

(4.7)

In the time-driven architecture, the controller reads the sensor packets from a buffer
with a fixed delay τd ≤ h relative to sampling instance. If the sensor packets arrive
within this interval, a new command will be computed; otherwise, the controller
will keep its previously calculated command, i.e.,

u(t) =
⎧⎪⎪⎨⎪⎪⎩

uk−1 if kh ≤ t < kh + τd ,
κ (xk) if kh + τd ≤ t < kh + h .

(4.8)

It is worth noting that the event-driven control law uk is calculated by taking into
account both xk and τk, resulting in a controller that has the mode-dependent form,
i.e., uk = κ(xk, τk). On the other hand, the time-driven controller needs to use xk
and only the statistical information of τk. The resulting controller has a control law
independent of the random delay, i.e., uk = κ(xk).

4.1.4 Control problem
For a given delay distribution that depends on the deadline τd (see § 4.1.2), we aim
at designing a control law that minimizes a continuous-time cost function of the
form

Jc = E
⎧⎪⎪⎨⎪⎪⎩
∫

Nh

0

⎡⎢⎢⎢⎣
x(t)
u(t)

⎤⎥⎥⎥⎦

⊺ ⎡⎢⎢⎢⎣
Qcxx Qcxu
Qc⊺xu Qcuu

⎤⎥⎥⎥⎦

⎡⎢⎢⎢⎣
x(t)
u(t)

⎤⎥⎥⎥⎦
dt +x⊺(Nh)Qc0x(Nh)

⎫⎪⎪⎬⎪⎪⎭
, (4.9)

where matrices Qcxx ∈ Sn⪰0 and Qc0 ∈ Sn⪰0 are positive semi-definite, and matrix
Qcuu ∈ Sm≻0 is positive definite. When the continuous-time control loss function is
discretized over intervals of length h, it has to be modified to account for the
number of retransmissions required at each sampling period. The continuous-time
loss function (4.9) can be transformed into a discrete-time equivalent, cf. [13],

JN = E
⎧⎪⎪⎨⎪⎪⎩

N−1
∑
k=0

⎡⎢⎢⎢⎣
ξk

uk

⎤⎥⎥⎥⎦

⊺ ⎡⎢⎢⎢⎣
Q1(h, τk) Q12(h, τk)
Q⊺

12(h, τk) Q2(h, τk)
⎤⎥⎥⎥⎦

⎡⎢⎢⎢⎣
ξk

uk

⎤⎥⎥⎥⎦
+x⊺(Nh)Qc0x(Nh)

⎫⎪⎪⎬⎪⎪⎭
, (4.10)

where the expectation in (4.10) is taken over the random process noise {wk}k∈N0
,

the initial condition x0, as well as over the random packet delays {τk}k∈N0
in the

network.
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4.2 Control algorithm design

In this section, we determine optimal control policies {uk,0 ≤ k ≤ N − 1} for two
different control architectures to minimize the finite-horizon loss function

J⋆N(ξ) ≜ inf
{uk}

JN(ξ,u) , (4.11)

assuming that the network channel information is known.
We are also interested in the problem of minimizing the infinite horizon control

loss. To this end, the long-run average control loss function is defined as

J∞(ξ,u) ≜ lim sup
N→∞

1
N
JN(ξ,u) , (4.12)

and the optimal loss is defined as

J̄∞(ξ) ≜ inf
{uk}

J∞(ξ,u) . (4.13)

4.2.1 Event-driven architecture
Since the communication channel between the sensor and the controller is unreliable,
the controller node either receives the data packets with some random delay τk ∈
{0,⋯, τd}, or experiences data loss when τk > τd. The controller applies a control
law which depends on the number of attempted retransmissions (i.e., the current
sensor-controller delay):

uk =
⎧⎪⎪⎨⎪⎪⎩

−Lk(rk)ξk if τk ≤ τd ,
uk−1 if τk > τd ,

(4.14)

where τk = rkts. The next two theorems show how the feedback gains Lk(rk) that
minimize the closed-loop linear quadratic loss (4.10) can be computed.

Theorem 4.2.1. Consider the finite horizon LQR control problem with the event-
driven control architecture. The mode-dependent optimal control law

uk = −(Γ⊺(h, its)Sk+1Γ(h, its) +Q2(h, its))
−1

× (Γ⊺(h, its)Sk+1Φ(h, its) +Q⊺
12(h, its))ξk (4.15)

is a linear function of the augmented state ξk with respect to the number of attempted
retransmissions rk = i. The matrix Sk evolves according to the recursion

Sk =
rmax

∑
i=0

λiEi (Sk+1) + λ`E` (Sk+1) , (4.16)

where, for all i ∈ {0, . . . , rmax},
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Ei (Sk+1) ≜ Φ⊺(h, its)Sk+1Φ(h, its) +Q1(h, its)

− (Φ⊺(h, its)Sk+1Γ(h, its) +Q12(h, its))

× (Γ⊺(h, its)Sk+1Γ(h, its) +Q2(h, its))
−1

× (Γ⊺(h, its)Sk+1Φ(h, its) +Q⊺
12(h, its)) ,

E` (Sk+1) ≜ Φ⊺
` (h)Sk+1Φ`(h) +Q1(h,h) .

with end condition SN = [Qc
0 0

0 0 ]. Moreover, the optimal control loss is given by

JN = Tr (S0Σ0) +
N−1
∑
k=0

Tr (Sk+1Σw) . (4.17)

Proof. See Appendix 4.6.

Theorem 4.2.2. Suppose that there exists a positive semi-definite matrix S∞ ∈ Sn+m⪰0 ,
which is the unique solution to the following equation

S∞ =
rmax

∑
i=0

λiEi (S∞) + λ`E` (S∞) , (4.18)

with

Ei (S∞) ≜ Φ⊺(h, its)S∞Φ(h, its) +Q1(h, its)
− (Φ⊺(h, its)S∞Γ(h, its) +Q12(h, its))

× (Γ⊺(h, its)S∞Γ(h, its) +Q2(h, its))
−1

× (Γ⊺(h, its)S∞Φ(h, its) +Q⊺
12(h, its)) ,

E` (S∞) ≜ Φ⊺
` (h)S∞Φ`(h) +Q1(h,h) ,

then the optimal (infinite horizon) control loss is obtained as

J∞ = Tr (S∞Σw) .

As k →∞, the associated mode-dependent stationary controllers are then given by

L∞(i) ≜ lim
k→∞

Lk(i) = (Γ⊺(h, its)S∞Γ(h, its) +Q2(h, its))
−1

× (Γ⊺(h, its)S∞Φ(h, its) +Q⊺
12(h, its)) .

However, if there does not exist S∞, such that (4.18) holds, then J∞ =∞.

Remark 4.2.3. The proposed controller is easy to implement in a real-time system:
the controller simply detects the number of failed transmission attempts and then
selects the optimal controller gain from a precomputed look-up table.
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4.2.2 Time-driven architecture
In this subsection, we tackle the control design problem for the time-driven control
architecture (4.8), which operates on the information available at a fixed time delay
τd = rmaxts after it has been measured at the sensors. The next theorems show how
the optimal controller can be computed in the finite- and infinite-horizon cases,
respectively.

Theorem 4.2.4. Consider the finite horizon LQR problem with the time-driven
control architecture. The optimal control

uk = −(Γ⊺(h, τd)SkΓ(h, τd) +Q2(h, τd))
−1

× (Γ⊺(h, τd)SkΦ(h, τd) +Q⊺
12(h, τd))ξk (4.19)

is a linear function of the augmented state ξk. The matrix Sk evolves according to
the backward Riccati recursion

Sk = (1 − λ`)(Φ⊺(h, τd)Sk+1Φ(h, τd) +Q1(h, τd)

− (Φ⊺(h, τd)Sk+1Γ(h, τd) +Q12(h, τd))

× (Γ⊺(h, τd)Sk+1Γ(h, τd) +Q2(h, τd))
−1

× (Γ⊺(h, τd)Sk+1Φ(h, τd) +Q⊺
12(h, τd)))

+ λ`(Φ⊺
` (h)Sk+1Φ`(h) +Q1(h,h)) ,

(4.20)

with end condition SN = [Qc
0 0

0 0 ]. Furthermore, the optimal control loss is given by

JN = Tr(S0Σ0) +
N−1
∑
k=0

Tr(Sk+1Σw) . (4.21)

Proof. The proof of the theorem follows the same lines as Theorem 4.2.1.

Theorem 4.2.5. Suppose that there exists a positive semi-definite matrix S∞ ∈ Sn+m⪰0 ,
such that

S∞ = (1 − λ`)(Φ⊺(h, τd)S∞Φ(h, τd) +Q1(h, τd)

− (Φ⊺(h, τd)S∞Γ(h, τd) +Q12(h, τd))

× (Γ⊺(h, τd)S∞Γ(h, τd) +Q2(h, τd))
−1

× (Γ⊺(h, τd)S∞Φ(h, τd) +Q⊺
12(h, τd)))

+ λ`(Φ⊺
` (h)S∞Φ`(h) +Q1(h,h)),

(4.22)
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holds, then the linear-quadratic control loss is computed as

J∞ = Tr(S∞Σw) .

The optimal control law is then given by

uk = −(Γ⊺(h, τd)S∞Γ(h, τd) +Q2(h, τd))
−1

× (Γ⊺(h, τd)S∞Φ(h, τd) +Q⊺
12(h, τd))ξk .

If there does not exist S∞ satisfying (4.22), then J∞ =∞.

4.3 Optimal deadline selection

So far, we have derived optimal control laws and characterized the corresponding
closed-loop loss for a fixed value of the maximum retransmission count rmax. Next,
we discuss how to determine the optimal retransmission count value by jointly
optimizing the per-packet deadline τd and the control values {uk}k∈N0 . To be able to
compare the control losses for different per-packet deadlines, we judge the closed-loop
performance by the continuous-time loss function. The joint design problem can be
formulated as the following optimization problem, which we will refer to as (OP):

minimize
τd,u

JN

subject to
ξk+1 = Φ(h, τk)ξk + Γ(h, τk)ūk +Gwk ,

ūk =
⎧⎪⎪⎨⎪⎪⎩

uk τk ≤ τd ,
uk−1 τk > τd .

This problem is, in general, not convex. We solve it by performing a one-dimensional
search over τd. For each value of the per-packet deadline, we compute the optimal
control law and evaluate its performance using the theorems above.

Our first observation is that for the event-driven architecture, a higher maximum
retransmission count always gives a better performance. In other words, it is good
to continue to retransmit until success or a new sample is taken. This intuition is
formally stated in the following partial result:

Theorem 4.3.1. Suppose that the sampling interval h is given, and that the Riccati
operator for the loss state is larger than the Riccati operators for the successful
transmission states,

E`(X) ≥ Ei(X), ∀X ∈ Sn⪰0, ∀i ∈ {0, . . . , rmax} . (4.23)

Then, the optimal control loss JN of the system (4.1), controlled by the optimal event-
driven control law (4.15), is monotone decreasing in the number of retransmissions.
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Proof. See Appendix 4.6.

On the other hand, when using the time-driven control architecture, the numerical
examples below show that waiting is not always the best strategy. There might be
an optimal per-packet deadline that minimizes the control loss.

4.4 Numerical examples

To illustrate our results, we consider the following continuous-time stochastic linear
system

dx(t) =
⎡⎢⎢⎢⎣

0 1
−1 2

⎤⎥⎥⎥⎦
x(t)dt +

⎡⎢⎢⎢⎣
0
1

⎤⎥⎥⎥⎦
u(t)dt + dw(t) , (4.24)

where the process noise w(t) is a Wiener process with incremental covariance
Σc
w = [ 0.5 0

0 0.5 ]. The initial state x(0) = x0 has a normal distribution with zero
mean and covariance Σ0 = [ 1 0

0 1 ], and is independent of the process noise. We aim
at minimizing the loss function (4.9) with Qcxx = [ 2 0

0 1 ], Qcxu = [ 0
0 ] and Qcuu = 1.

The process (4.24) is periodically sampled with a sampling interval of h seconds.
Samples are sent from the sensor to the controller over an unreliable channel. A
packet transmission (and each subsequent retransmission) takes ts = 20ms. If the
packet cannot be delivered after a maximum number of retransmission attempts,
the packet is dropped. We consider two scenarios, in both of which the cumulative
distribution function (c.d.f ) of a successful transmission of a packet approaches one
as the maximal number of allowed retransmissions increases.

In the first scenario, we analyze how the maximum number of retransmissions
allowed affects the loss function (4.9) for the two control architectures under the
retransmission-reliability relationship shown in Figure 4.2 (top). We assume a fixed
sampling interval of h = 400ms and do a one-dimensional search over r values to
solve Problem (OP) using Theorems 4.2.1 and 4.2.4 for the two control architectures.
In the bottom plot of Figure 4.2, we present our analytical results for the control
loss together with Monte Carlo simulations averaged over 50,000 runs. As can be
observed, increasing the maximum number of retransmissions has a rather different
effect for the two controller architectures. In the event-driven control architecture, the
performance improves monotonically with the number of retransmissions. As far as
control performance is concerned, there is no reason to refrain from retransmissions.
In the time-driven architecture, on the other hand, there is a distinct optimum. Up to
a certain point, the increased reliability from retransmissions improves performance
despite the additional delay that it incurs. Then, the detrimental effect of the
delays starts to dominate and allowing for more retransmissions results in a worse
performance. It is then better to drop than to retransmit.

From the results for the first scenario, since the performance of the event-driven
controller improves monotonically with the number of retransmissions, one might
be misled to believe that one should always aim for a large sampling interval to
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accommodate for a large number of retransmissions. However, this is not true in
general. To make this point, we consider a second scenario where we set rmax = h/ts,
and analyze the control performance of the event-driven control architecture when
the sampling interval is varied. In Figure 4.3 (bottom), our analytical results and
Monte Carlo simulations show that there is a distinct optimal sampling interval.
After a certain point, further increases in sampling interval, although they allow for
more retransmissions, are no longer helpful.
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Figure 4.2: Infinite horizon control loss J∞ for the two control architectures with
respect to the maximum number of re-transmissions rmax allowed, when the cumulative
distribution function (c.d.f ) of the communication channel is given and when the
sampling interval is fixed at h = 400ms. The dark-colored solid curve represents
analytical values of the control loss for the time-driven architecture, whereas the light-
colored solid curve represents those for the event-driven architecture. Dots represent
the numerical values averaged over simulations for the corresponding architectures.
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Figure 4.3: Infinite horizon control loss J∞ for the even-driven control architecture
with respect to the sampling interval h, when the cumulative distribution function
(c.d.f ) of the communication channel is given and when the deadline is fixed at the
sampling interval. The solid curve represents analytical values of the control loss,
whereas dots represent the numerical values averaged over simulations.

4.5 Summary

We analyzed the trade-off between latency and reliability in wireless networked
control systems, and we also examined how the loss-latency relation affects the
closed-loop control performance. We considered both time-driven and event-driven
control architectures and proposed control laws to minimize the expected control
loss. The resulting controller for the event-driven architecture requires the knowledge
of the current transmission delay between the sensor and the controller whereas
the one for the time-driven control architecture does not need this information.
Lastly, we optimized the closed-loop control performance by choosing the per-packet
deadline for both architectures appropriately.
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4.6 Appendix

Proof of Theorem 4.2.1. Using the dynamic programming approach [140], we will
compute the cost-to-go function iteratively to obtain the optimal control equations.
We firstly write the expected control loss function (4.10) as a sum of two terms:

JN = E
⎡⎢⎢⎢⎢⎣

k−1
∑
n=0
ξ⊺nQ1(h, τn)ξn + 2ξnQ12(h, τn)un +u⊺nQ2(h, τn)un

⎤⎥⎥⎥⎥⎦

+E
⎡⎢⎢⎢⎢⎣
ξ⊺N [Qc

0 0
0 0 ]ξN +

N−1
∑
n=k

ξ⊺nQ1(h, τn)ξn + 2ξnQ12(h, τn)un +u⊺nQ2(h, τn)un
⎤⎥⎥⎥⎥⎦
.

(4.25)

Notice that the first term does not depend on uk,uk+1,⋯,uN−1. To minimize the
loss function (4.10) with respect to these control actions, it is enough to minimize
the second term of (4.25). With the assumption of the existence of the minimum,
we apply Lemma 3.1 in [140, Ch. 8], and find

E[Vk(ξk)] ≜

min E
⎡⎢⎢⎢⎢⎣
ξ⊺N [Qc

0 0
0 0 ]ξN +

N−1
∑
n=k

ξ⊺nQ1(h, τn)ξn + 2ξnQ12(h, τn)un +u⊺nQ2(h, τn)un
⎤⎥⎥⎥⎥⎦
,

where

Vk(ξk) = min
uk,...,uN−1

E
⎡⎢⎢⎢⎢⎣
ξ⊺N [Qc

0 0
0 0 ]ξN +

N−1
∑
n=k

ξ⊺nQ1(h, τn)ξn

+ 2ξ⊺nQ12(h, τn)un +u⊺nQ2(h, τn)un ∣ ξk
⎤⎥⎥⎥⎥⎦
. (4.26)

We claim that the value function Vk(ξk), defined in (4.26) for jump systems (4.2)
and (4.3), can be written as

Vk(ξk) = ξ⊺kSkξk + sk , (4.27)

where Sk is a non-negative definite matrix and sk is a scalar.
The claim is clearly true for k = N with choice of parameters SN = [Qc

0 0
0 0 ] and

sk = 0. Then by induction, we show that this is true for all k. Suppose that it is true
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for k + 1, then we have (by keeping in mind τk = rkts):

Vk(ξk) = min
uk,...,uN−1

E
⎡⎢⎢⎢⎢⎣
ξ⊺N [Qc

0 0
0 0 ]ξN +

N−1
∑
n=k

ξ⊺nQ1(h, rnts)ξn

+ 2ξ⊺nQ12(h, rnts)un +u⊺nQ2(h, rnts)un ∣ ξk
⎤⎥⎥⎥⎥⎦

= min
uk

E
⎡⎢⎢⎢⎢⎣
ξ⊺kQ1(h, rkts)ξk + 2ξ⊺kQ12(h, rkts)uk

+u⊺kQ2(h, rkts)uk + Vk+1(ξk+1) ∣ ξk
⎤⎥⎥⎥⎥⎦

= E
⎡⎢⎢⎢⎢⎣
ξ⊺k(

rmax

∑
r=0

λrEr(Sk+1) + λ`E`(Sk+1))ξk ∣ ξk
⎤⎥⎥⎥⎥⎦
+Tr(ΣωSk+1) + sk+1

+min
uk

rmax

∑
r=0

λr(uk +Lk(r)ξk)
⊺(Q2(h, rts) + Γ⊺(h, rts)Sk+1Γ(h, rts))(uk +Lk(r)ξk)

= ξ⊺k(
rmax

∑
r=0

λrEr(Sk+1) + λ`E`(Sk+1))ξk +Tr(ΣωSk+1) + sk+1 ,

where

Er(Sk+1) = Q1(h, rts) +Φ⊺(h, rts)Sk+1Φ(h, rts) −L⊺k(r)
× (Q2(h, rts) + Γ⊺(h, rts)Sk+1Γ(h, rts))Lk(r) ,

E`(Sk+1) = Q1(h,h) +Φ⊺
` (h)Sk+1Φ`(h) ,

Lk(r) = (Q2(h, rts) + Γ⊺(h, rts)Sk+1Γ(h, rts))
−1

× (Γ⊺(h, rts)Sk+1Φ(h, rts) +Q⊺
12(h, rts)) ,

since rk is independent of ξk and the minimum is obtained for uk = −Lk(r)ξk.
Hence, the aforementioned claim is true, and the matrix Sk and the scalar sk are
given by

Sk =
rmax

∑
r=0

λr[Q1(h, rts) +Φ⊺(h, rts)Sk+1Φ(h, rts)

−L⊺k(r)(Q2(h, rts) + Γ⊺(h, rts)Sk+1Γ(h, rts))Lk(r)]

+ λ`[Q1(h,h) +Φ⊺
` (h)Sk+1Φ`(h)] ,

sk = Tr(ΣωSk+1) + sk+1 .

Computing backwardly step by step, we compute the minimum value of Vk(ξk)
as (4.17). This concludes the proof.
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Proof of Theorem 4.3.1: Before we proceed with the proof, we first introduce
the following facts:

(a) Er(X) ≤ E`(X), ∀r ∈ {0,⋯, rmax}, ∀X ∈ Sn⪰0,

(b) If X ≥ Y , then Er(X) ≥ Er(Y ), ∀r ∈ {0,⋯, rmax},

(c) If X ≥ Y , then E`(X) ≥ Er(Y ), ∀r ∈ {0,⋯, rmax},

where (a) holds by assumption, (b) holds as Er(X) is affine in X (see [77] details of
the proof), and (c) is obtained by combining (a) and (b).

We now show by induction that S′N ≤ SN , where S′N and SN are the solutions
to recursion (4.16) for r′ and r retransmissions, with the initial condition S0 and
r ≤ r′ ≤ rmax. Clearly, S′k ≤ Sk holds for k = 0. Assuming that it holds for arbitrary
k ∈ N0. Then, (b) and (c) imply that

Sk+1 =
r

∑
i=0
λiEi(Sk) + λ`E`(Sk)

=
r

∑
i=0
λiEi(Sk) +

r′

∑
i=r+1

λiE`(Sk) + λ′`E`(Sk)

≥
r

∑
i=0
λiEi(S′k) +

r′

∑
i=r+1

λiEi(S′k) + λ′`E`(S′k)

=
r′

∑
i=0
λiEi(S′k) + λ′`E`(S′k) = S′k+1 ,

where ∑ri=0 λi + λ` = 1 and ∑r
′
i=0 λi + λ′` = 1 for λi ≥ 0, λ` ≥ 0, λ′` ≥ 0. Thus, by

induction, we conclude S′N ≤ SN .
Lastly, combining this observation with Lemma 3.7.3:

JN = c +
N

∑
k=0

Tr(SkΣw) ≥ c +
N

∑
k=0

Tr(S′kΣw) = J ′N .

This concludes the proof.





Chapter 5

Event-triggered control over lossy networks

• Is it possible to analytically characterize the control performance
and communication rate of threshold-based event-triggered control
systems?

• Can we design a control algorithm and threshold-based policy that
optimally trades off communication cost and control performance?

• How can we improve the system’s robustness against packet losses?

Questions addressed in this Chapter.

Many textbooks on sampled-data control, e.g., [38, 141], exhibit periodic control
as the unique way to implement feedback control laws on digital platforms.

The rationale behind this choice is that there exists a well-developed theory that
allows to analyze the stability of closed-loop systems, to evaluate their control
performance, and to design optimal controllers. Despite all these advantages, periodic
implementations might lead to an inefficient use of the communication medium. For
instance, transmitting the same actuator value repeatedly when the system is at
rest at the desired state is undoubtedly a waste of communication resources. In
contrast, event-triggered implementations of feedback control laws adapt the use of
the communication channel to the needs of the physical system. Since event-triggered
implementations of control laws are often able to achieve a satisfactory performance
using significantly reduced communication rates (see e.g., the tutorial paper [142]
and the references therein) they have emerged as an attractive alternative approach
to the traditional periodic implementations. A reduced communication rate decreases
the energy consumption at the transmitter side and reduces the network congestion
when the communication takes place over a shared medium. For all these reasons,
event-triggered implementations have been receiving an increasing attention in
many applications including, e.g., control over communication networks [143–147],

75
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multi-agent systems [148], distributed optimization [149], and embedded control
systems [150].

Literature review
A number of different event-triggering mechanisms have been proposed in the
literature. These can be broadly categorized as Lyapunov-based [149–153], model-
based [154–156], or threshold-based [157–159]. It is widely recognized that event-
triggered implementations can decrease the communication load in a networked
control system compared to periodic ones while still guaranteeing closed-loop stability
and performance [160–162]. However, quantifying the expected transmission rate
of such implementations for specified performance in closed-loop is challenging. A
notable work in quantifying such a relation is that of Åström and Bernhardsson [161]
who focused on the threshold-based event-triggered implementation of an impulse
control of a single integrator system under Wiener process disturbances. They
established that the event-based implementation gives a better performance than
the traditional periodic implementation in terms of the state variance. Similarly,
Henningsson et al. [162] proposed event-triggered control scheme and compared
the achievable performance by using this scheme with respect to periodic control.
Rabi [163] designed the joint optimal event-triggering mechanism and the control law
to minimize the average energy of the state signal. However, the authors of [161–163]
consider a scalar system to be controlled, which affords significant simplifications
of the analysis. More recently, Meng and Chen [164] extended the work of [161] to
a class of second-order stochastic systems, and showed that, for the same average
transmission rate, the event-based impulse control outperforms the periodic one.
Nevertheless, as stated in [164], extending the proposed technique to consider more
general system dynamics remains an open and challenging problem.

The analysis becomes even more involved when the network is unreliable. Blind
and Allgöwer [138] extended the work of [161] to the case where transmissions from
the sensor to the controller take place over an unreliable link. They analytically
derived the control cost and the expected inter-event times for different packet loss
rates. Rabi and Johansson [165] designed the optimal impulse control and the level
triggering mechanism under packet losses with multiple loops sharing a common
network. From a different perspective, Quevedo et al. [166] analyzed the stability of
an event-triggered implementation of a controller in the presence of packet losses
and limited processing resources. However, in all these works, the unreliable channel
appears between sensor and controller, while the controller-actuator communication
is lossless.

In this chapter, we study a threshold-based event-triggered control loop with
unreliable communication between the controller and actuator. We develop a frame-
work for quantifying the closed-loop performance and the expected communication
rate between the controller and actuator without any restriction on the order of
the system under control. As a control strategy, we apply packetized control, which
is a well-known technique in the presence of unreliable communication channels;
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see e.g., [103–105]. There are only a few studies in the literature on the blend of
event-triggered control and packetized control; see e.g., [166–168]. To the best of
our knowledge, this chapter is the first attempt to characterize analytically the
trade-off between the expected communication rate and the control performance in
the event-triggered control using a packetized control strategy.

Outline of the Chapter. In Section 5.1, we introduce models of the process and
communication channel, describe the control architecture and the event-triggering
rule and specify measures of communication cost and control performance. Sec-
tions 5.2 and 5.3 presents our main results, first for scalar, and then for higher-order
systems. Numerical examples in Section 5.4 illustrate the power of our framework.
Finally, concluding discussions are given in Section 5.5. The appendix 5.6 provides
detailed proofs of the main results.

Contributions of the Chapter. The main contribution of this chapter is to
provide analytical expressions that quantify the trade-off between communication
cost and control performance in packetized event-triggered control systems with
unreliable controller-actuator communication. We consider a linear stochastic system
where the communication between the controller and the actuator is dictated by
a threshold-based event-triggering algorithm. The communication is across an
analog erasure channel that stochastically erases transmitted data at any time
step. We consider the cheap control case with the controller chosen to minimize
the state variance. Using a Markov renewal process-based framework, we are able
to establish analytical expressions for the expected communication rate and the
control performance as measured by a linear-quadratic cost.

Preliminaries. Let X = lyap(A,Q) denote the positive semi-definite solution
of the discrete Lyapunov matrix equation: AXA⊺ −X +Q = 0, for any given Q ∈ Sn⪰0
and A ∈ Rn×n with λmax(A) < 1.

An n–dimensional vector of real-valued random variables x = [x1 ⋯ xn]⊺ follows
a multivariate normal distribution with mean µ ∈ Rn and covariance matrix Σ ∈ Sn⪰0,
denoted by N (µ,Σ), if its probability density function is given by

f(x;µ,Σ) = 1
(2π)n

2 ∣Σ∣ 1
2
e−

1
2 (x−µ)

⊺Σ−1
(x−µ) . (5.1)

The cumulative distribution function F (ε;µ,Σ) is defined as

F (ε;µ,Σ) ≜ 1
(2π)n

2 ∣Σ∣ 1
2
∫

∞

ε
e−

1
2 (x−µ)

⊺Σ−1
(x−µ)dx . (5.2)

Suppose one or more variates of multivariate normal random variable x are subject
to one-sided or two-sided truncation, i.e., ε− ≤ x ≤ ε+. Then, x has a truncated
normal distribution and its probability density function is given by

f(x;µ,Σ,ε−,ε+) = e−
1
2 (x−µ)

⊺Σ−1
(x−µ)

∫
ε+
ε− e

− 1
2 (x−µ)

⊺Σ−1(x−µ)dx
. (5.3)
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There are many techniques for sampling from truncated multivariate normal dis-
tributions, such as techniques based on the accept-reject algorithm and Gibbs
sampling [169]. The R package mtmvnorm [170] provides several efficient methods
to work with truncated random variables.

5.1 Problem formulation

This section summarizes the control architecture of our event-triggered control
scheme and introduces the assumptions under which we will develop the performance
analysis.

5.1.1 Control architecture
We consider the feedback control loop shown in Figure 5.1. A physical plant G,
whose dynamics can be represented by a linear stochastic system, is being controlled.
A sensor S takes periodic samples of the plant state xk and transmits these to the
controller node. The controller C is event-triggered and computes new actuation
commands only at times when the plant state satisfies the event-triggering condition
∥ xk ∥∞> ε for a given threshold ε > 0. The communication between the controller
C and the actuator A is lossy, and control packets are dropped at any time step
independently of each other, with probability p` ∈ (0, 1). As partial protection against
these losses, the controller sends a sequence of predicted commands in each packet.
The predicted commands are placed in a buffer at the actuator. In the absence
of new control packets, the actuator reads the predicted control command for the
current time from the buffer and applies this input to the plant. In this context, we
are interested in deriving analytical performance guarantees, both in terms of control
performance and the number of transmission attempts on the communication link
between controller and actuator.

5.1.2 Process model
The dynamics of the plant G can be described by the stochastic discrete-time linear
system:

xk+1 = Axk +Buk +wk, (5.4)

where xk ∈ Rn is the state variable, uk ∈ Rm is the control signal, and wk ∈ Rn
is a discrete-time zero-mean Gaussian white noise with covariance Σw ∈ Sn⪰0, i.e.,
wk ∼ N (0n,Σw). The initial state x0 is modeled as a random variable having a
normal distribution with zero mean and covariance Σ0 ∈ Sn⪰0, i.e., x0 ∼ N (0n,Σ0).
The process noise {wk}k∈N0 is independent of the initial condition x0.

The system matrix A ∈ Rn×n and the input matrix B ∈ Rn×m are constant, and
B is assumed to be of full column-rank. Furthermore, the system (5.4) with wk = 0n
for all k ∈ N0 is assumed to be completely ν-step controllable for some ν ≤ n. In other
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Figure 5.1: Block diagram of event-triggered control system with a (linear) plant G,
a controller C, a sensor S, an actuator A, a buffer with queue size ν − 1, a comparator
with event-triggering rule ∥ xk ∥∞> ε, and an unreliable communication link.

words, for every xk ∈ Rn, there exists a control sequence U = {uk,uk+1,⋯,uk+ν−1}
that transfers the state from xk to the origin in ν time steps. When A is non-singular
(which it will be if it is obtained by sampling a delay-free continuous-time linear
system), the system (5.4) is completely ν-step controllable [171] if and only if

rank[A−1B,A−2B,⋯,A−νB] = n .

5.1.3 Controller design and performance criterion
We quantify the closed-loop performance in terms of the quadratic cost

J∞ = lim
N→∞

1
N

N−1
∑
k=0

(x⊺kQxxk + ρu⊺kQuuk) (5.5)

for given symmetric positive semidefinite matrix Qx and symmetric positive definite
matrix Qu. We are particularly interested in the case when ρ→ 0, sometimes called
the cheap control scenario; see, e.g., [172]. It is well known that the optimal controller
for the cheap control scenario is a dead-beat controller which ensures that, in the
absence of process noise, the state converges to zero in a finite number of steps [38].
Our analysis framework considers a standard linear dead-beat controller

uk =Kxk , (5.6)

and a cost of the form (5.5). When the system is completely ν-step controllable, one
can always find such a controller K that drives the system state to zero in ν steps
(see e.g., [171]).

We use a packetized dead-beat controller to reduce transmissions over the
communication channel and to guard against losses. If the event-triggering rule leads
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to the controller executing the control algorithm at time k ∈ N0, it computes and
transmits a sequence of control commands

Uk = {Kxk,K(A +BK)xk,⋯,K(A +BK)ν−1xk} (5.7)

which would transfer the process state of (5.4) from xk to the origin in at most
ν ≤ n time steps in the absence of process noise. We assume the presence of a buffer
of length ν − 1 at the actuator. When a new set of control actions arrives from the
controller, the actuator immediately applies the first control action in the set, and
stores the rest of the control actions in a buffer, see Figure 5.1. In the next ν −1 time
steps, the controller issues no transmissions even if the event-triggered condition
is met. Rather, the actuator applies the control commands sequentially from the
buffer. If the buffer is empty, the actuator applies zero input (cf. [99]). Note that
this is consistent with the dead-beat assumption: in the absence of noise, the state
would be at the origin after ν steps and (5.6) would evaluate to zero.

After each successful packet transmission, the controller is switched off for
ν − 1 time steps, and then it is switched on again. The controller uses a simple
threshold-based rule

∥ xk ∥∞> ε (5.8)

to determine if a new control sequence should be computed, and a transmission
should be attempted between the controller and the actuator. We assume that the
communication primitive offers reliable acknowledgements, so that the controller
node knows if a transmission attempt to the actuator node was successful. In
addition, we introduce a time-out mechanism where, if the number of samples since
the last successful transmission exceeds a time-out value of T, the controller will
attempt to transmit new data to the actuator even if the plant state does not satisfy
the triggering condition (5.8). Such a time-out mechanism, admittedly essential to
our analysis, is also important in event-triggered control system to guard against
faulty components. It is worth noting that the time-out T is a design parameter
which is not directly related to ν.

5.1.4 Communication channel
The communication channel between the controller and the actuator is lossy, and
packets transmitted from the controller to the actuator are dropped with a probability
p` ∈ (0,1), independent of all other events in the system. If a transmitted control
packet is dropped, the transmission of a new control command will be attempted in
the next sampling instant, irrespectively of the state evolution.

5.1.5 Discussion
At any time k ∈ N0, the system can operate in one of three modes: (a) we choose
not to transmit any information, but let the actuator use data from the buffer; (b)
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we attempt to transmit a new packet, but it is dropped by the communication link;
or (c) we succesfully transmit a new control sequence from the controller to the
actuator.

At first glance, it might appear that the system (5.4) with a packetized dead-
beat controller (5.7) is a Markovian Jump Linear System (MJLS). However, this is
not true since the transmission of control updates under the event-triggering rule
depends on the plant state (i.e., the Markov jump process depends on the continuous
state variable). Thus, traditional techniques for analyzing the long-run average of
control performance, such as [173], cannot be applied. In fact, our system fits into
the class of the state-dependent random-time switched systems, which are hard to
analyze in general; see e.g., [174]. Nonetheless, we, here, propose a technique which
allows us to analyze a similar class of problems when the control sequence satisfies
a dead-beat assumption.

5.2 Event-triggered control of first-order systems

For pedagogical ease, we first restrict our attention to the case when the plant G
is a first-order system. In other words, m = n = 1. To emphasize that A and B are
scalars, we write A = a, B = b and the covariance matrices as Σw = σ2

w and Σ0 = σ2
0 .

The corresponding dead-beat controller is K = −a/b and since ν = 1, no buffer is
needed at the actuator.

In Section 5.2.1, we consider a reliable communication channel between the
controller and actuator (i.e., p` = 0). The extension to packet dropouts is given in
Section 5.2.2. Proofs of technical results are presented in the Appendix 5.6.

5.2.1 Control over perfect channel
Assume that the controller-actuator communication is reliable, that is p` = 0 and
that G is a first-order system. For convenience, we rewrite the evolution of the
process {xk} as:

xk+1 = ϕk(rk)xk +wk , (5.9)

with initial condition x0 (correspondingly r0 ∈ {0,1}) and

ϕk(rk) =
⎧⎪⎪⎨⎪⎪⎩

0 if rk = 0 ,
a otherwise ,

(5.10)

where xk ∈ R denotes the state of the process, and wk is a zero-mean Gaussian
white noise process with positive variance σ2

w and wk is independent of x0. The
process {rk}k∈N0 describes how many time steps ago the latest transmission of a
control packet occurred. Whenever rk = 0, a control packet is transmitted from the
controller to the actuator. It is also worth noting that the number of time steps
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between two consecutive transmissions is bounded by the time-out interval T ∈ N0.
To this end, the evolution of the process {rk} is defined by

rk+1 =
⎧⎪⎪⎨⎪⎪⎩

0 if ∣xk+1∣ > ε or rk > T ,

rk + 1 otherwise .
(5.11)

Since the dead-beat control resets the plant state xk whenever {rk = 0}, the stochastic
recurrence equation (5.9) can be re-written as

xk+1 =
rk

∑
l=0
alwk−l . (5.12)

This implies that the probability of an event-threshold crossing at any time k only
depends on a, σ2

0 , σ2
w and the current value of rk. Hence, the evolution of the system

can be represented by the Markov chain {rk} shown in Figure 5.2.

Lemma 5.2.1. The process {rk}k∈N0 is an ergodic, time-homogeneous Markov
chain (i.e., irreducible, aperiodic and positive recurrent) with a finite state space
B = {0,1,⋯,T} and it has a unique invariant distribution π such that πi > 0 for all
i ∈ B.

To characterize the transition probabilities

pij ≜ P(rk+1 = j ∣ rk = i) ,

of the Markov chain {rk}, we introduce the random processes

ξk(i) =
i

∑
j=0

ajwk−j , (5.13)

for all i ∈ {0,1,⋯,T − 1}. The probability density functions of ξk(i) are time-
invariant since the noise {wk}k∈N0 is white and stationary. Hence, we can drop the
time k index to simplify notation. Observe that the vector-valued random variable
ξi ≜ [ξ0 ξ1 ⋯ ξi]

⊺ has a multi-variate normal distribution with mean E[ξi] = 0i and
covariance matrix E[ξiξ⊺i ] = Ξi with

Ξi =

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

σ2
w aσ2

w ⋯ aiσ2
w

⋆ ∑1
j=0 a

2jσ2
w ⋯ ∑1

j=0 a
2j+i−1σ2

w

⋮ ⋮ ⋱ ⋮
⋆ ⋆ ⋯ ∑ij=0 a

2jσ2
w

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

. (5.14)

For any i ∈ {1,⋯,T}, we define the events

Fi =
i−1
⋂
j=0

{∣ ξj ∣ ≤ ε} (5.15)
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Figure 5.2: The transition graph of Markov chain {rk} with transition probabilities
pij ; this Markov chain has T + 1 states labelled 0,⋯,T.

with the convention that F0 is a sure event. Thus, we have

P(Fi) = F (ε1i; 0i,Ξi), (5.16)

with P(F0) = 1. The transition probabilities can now be computed using the following
lemma:

Lemma 5.2.2. The transition probabilities pij in the Markov chain {rk}, defined
in Figure 5.2, are

pij =

⎧⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎩

1 − F (ε1i+1;0i+1,Ξi+1)
F (ε1i;0i,Ξi)

if i ∈ {0,⋯,T − 1}, j = 0
1 if i = T, j = 0
1 − pi0 if i ∈ {0,⋯,T − 1}, j = i + 1
0 otherwise .

A visit of the Markov chain {rk} to state 0 corresponds to a transmission of the
control signal from the controller to the actuator, and therefore, in the view of the
ergodic theorem,

π0 = lim
n→∞

1
n

n

∑
k=0

1{rk=0} (5.17)

is the empirical frequency of transmissions. With the transition probabilities of the
Markov chain at hand, we can give an explicit characterization of the expected
communication rate of the event triggered control system:

Theorem 5.2.3 (Communication rate). The expected communication rate between
the controller and the actuator for the event-triggered algorithm is given by

π0 =
1

1 +∑T
n=1∏n−1

m=0(1 − pm0)
. (5.18)



84 Event-triggered control over lossy networks

We are also able to give an explicit characterization of the expected linear-
quadratic loss:

Theorem 5.2.4 (Control performance). Consider the problem formulation in Sec-
tion 5.1 with the event-triggering algorithm and the standard dead-beat controller
(i.e., K = −a/b). For a given event-threshold ε > 0, the empirical average of the
control loss function can be computed as

J∞ =
⎡⎢⎢⎢⎢⎣
Q̃Σc0 +

T
∑
i=1

(QxΣi−1 + Q̃Σci)
i−1
∏
j=0

(1 − pj0)
⎤⎥⎥⎥⎥⎦
π0 , (5.19)

where Q̃ = Qx + ρK⊺QuK, and

Σi = Var[ξi ∣ Fi+1] , i ∈ [0,T − 1] ,
Σci = Var[ξi ∣ ∣ξi∣ > ε,Fi] , i ∈ [0,T − 1] ,
ΣcT = a2Var[ξT−1 ∣ FT] + σ2

w .

and Fi defined as in (5.15).

Remark 5.2.5. The analytical calculation of the control performance of an event-
triggered control system with an arbitrary controller (except dead-beat controller)
seems intractable since it is not possible to provide the closed-form of the probability
density function of the state xk at any time step k ∈ N0.

Remark 5.2.6. It is worth noting that the communication rate and control perfor-
mance are defined by analytical expressions of the mean and variance of truncated
random variables. These means and variances do not have explicit closed-form
expressions, but can be computed efficiently.

Together, these results provide analytic expressions for the communication rate
and the empirical average of control loss, for any given threshold ε. Next, we
investigate how these expressions change when the probability of loss between
controller and actuator is non-zero.

5.2.2 Control over lossy channel
With the basic intuition gained from analyzing the Markov chain that models the
loss-free scenario (see Figure 5.2), we now consider the case when the channel between
the controller and the actuator exhibits packet loss. Recall that if a transmission
fails, then the controller will compute a new control command at the next time
instant and attempt to transmit this to the actuator.

Consider the following discrete-time scalar system:

xk+1 = ϕk(rk, γk)xk +wk (5.20)
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Figure 5.3: A bidimensional Markov chain (rk, γk) which illustrates the packet loss
in the network.

with initial conditions x0, (correspondingly r0 ∈ {0,1}) and γ0, and

ϕk(rk, γk) =
⎧⎪⎪⎨⎪⎪⎩

0 if {rk = 0 ∧ γk = 0}
a otherwise

(5.21)

where γk denotes the number of consecutive transmission failures that occurred
immediately before time step k ∈ N0. The process (rk, γk) evolves according to

⎡⎢⎢⎢⎣
rk+1

γk+1

⎤⎥⎥⎥⎦
=

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

[ 0
0 ] w.p. 1 − p`

[ rk
1 ] w.p. p`

if {∣xk+1∣ > ε ∧ γk = 0},

[ 0
0 ] w.p. 1 − p`

[ rk
1 ] w.p. p`

if {rk > T ∧ γk = 0},

[ 0
0 ] w.p. 1 − p`

[ rk
γk+1 ] w.p. p`

if γk ≠ 0,

[ rk+1
0 ] otherwise .

(5.22)

Lemma 5.2.7. The process (rk, γk), k ∈ N0 is an ergodic, time-homogeneous
Markov chain in a countably infinite state space B̂ = B ×N0 with a unique invariant
distribution π.
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The behavior of the event-triggered communication with packet losses is described
by the bidimensional Markov chain (rk, γk), shown in Figure 5.3, with state-space
B̂. Note that this Markov chain has a countably infinite state-space. The transition
probabilities for the Markov chain depend on the packet loss probability p` and
the transition probabilities already characterized in Lemma 5.2.2 for the loss-free
case. Thus, we now have all information necessary to derive the expected rate of
attempted and successful transmissions from the Markov chain.

Theorem 5.2.8 (Communication rate). Under the event triggering mechanism
(defined in §5.1.3), the expected rate of the successful reception of control packets at
the actuator is calculated as

π00 =
1

θ0 +∑T
n=1 θn∏n−1

m=0(1 − pm0)
, (5.23)

where θi = 1−p`(1−pi0)
1−p`

, ∀i ∈ {0,⋯,T}, and the expected rate of attempted transmis-
sions between the controller and actuator is obtained as

π̃00 =
1

1 +∑T
n=1∏n−1

m=0(1 − pm0)
. (5.24)

Remark 5.2.9. Note that we consider a discrete-time stochastic system whose
underlying Markov chain has a countably infinite state-space. Typically, the solution
of optimal control problems for such systems rely on the study of a countably infinite
set of coupled Riccati equations (e.g., [175, 176]) and can only offer numerical
approximations of the long-run average cost. In contrast, our framework with the
dead-beat control assumption yields an analytical characterization of the control
performance that allows for efficient numerical computations.

Theorem 5.2.10 (Control performance). Consider the problem formulation in
Section 5.1 with the event-triggering algorithm and the dead-beat controller described
in Section 5.1.3. Suppose that

p`a
2 < 1 ,

Then, for a given event-threshold ε > 0, the empirical average of the control loss
function is

J∞ =
⎡⎢⎢⎢⎢⎣
p00Q̂(Σc0 +

p`σ
2
w

1 − p`
) +

T
∑
i=1

[QxΣi−1 + pi0Q̂(Σci +
p`σ

2
w

1 − p`
)]

i−1
∏
j=0

(1 − pj0)
⎤⎥⎥⎥⎥⎦
π00,

(5.25)

where Q̂ = (1−p`)(Qx+ρK
⊺QuK)+p`Qx

1−p`a2 and the truncated variances:

Σi = Var[ξi ∣ Fi+1] , i ∈ [0,T − 1] ,
Σci = Var[ξi ∣ ∣ξi∣ > ε,Fi] , i ∈ [0,T − 1] ,
ΣcT = a2Var[ξT−1 ∣ FT] + σ2

w ,

and Fi defined as in (5.15).
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Remark 5.2.11. Notice that the condition p`a
2 < 1 is identical to the necessary

and sufficient condition for stability of scalar systems under periodic control over
packet drop channels; see e.g., [177]. Accordingly, this condition must be satisfied to
compute a finite control loss for our set-up.

5.3 Event-triggered control of higher-order systems

We present our result in two steps. Section 5.3.1 outlines the results for the vector
case with arbitrary n when packet loss p` = 0. We extend our analysis to the case
with packet dropout in Section 5.3.2.

5.3.1 Control over perfect channel
In this subsection, we extend our results to the case when the process state xk is a
vector. This is not a trivial extension. Unlike the scalar case, the control packets
now need to be stored in a buffer at the actuator. Even when there are no packet
losses, the one dimensional process {rk} becomes a bidimensional process (rk, ηk).
At each time instant k ∈ N0, the controller C uses the state xk of the system (5.4)
to calculate and send a packet with a sequence of control commands as described
in (5.7). We can rewrite the evaluation of the process {xk}k∈N0 of (5.4) as follows:

⎡⎢⎢⎢⎣
xk+1

ηk+1

⎤⎥⎥⎥⎦
=
⎧⎪⎪⎪⎨⎪⎪⎪⎩

Axk +wk if { ∥ xk ∥∞≤ ε ∧ ηk = 0} ,

ϕkxk−η
k
+1 +

ηk−1
∑
l=0

Alwk−l otherwise ,
(5.26)

where

ϕk =
⎧⎪⎪⎨⎪⎪⎩

(A +BK)ν−ηk , if ηk ∈ {1,⋯, ν − 1} ,
0n, if ηk = 0 ,

and ηk denotes the number of control packets in the buffer.
The evolution of the process pair (rk, ηk) is defined by

⎡⎢⎢⎢⎣
rk+1

ηk+1

⎤⎥⎥⎥⎦
=

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

[ 0
ν−1 ] if { ∥ xk+1 ∥∞> ε ∧ ηk = 0},

[ 0
ν−1 ] if {rk > T ∧ ηk = 0},

[ 0
0 ] if ηk = 1,

[ rk
ηk−1 ] if ηk ∈ {2,⋯, ν − 1}

[ rk+1
0 ] otherwise .

(5.27)

Lemma 5.3.1. The process (rk, ηk), k ∈ N0 is an ergodic, time-homogeneous
Markov chain with a state space B̃ = B × {0,⋯, ν − 1} and it has a unique invariant
distribution π.
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Figure 5.4: A bidimensional Markov chain (rk, ηk) that illustrates the event-triggered
transmission for high-order systems.

The behavior of the event-triggered communication of the system (5.4) with the
packetized controller (5.7) can be described by Markov chain (rk, ηk) (see Figure 5.4).
This discrete-state discrete-time Markov chain has (T+ 1)× ν states∗. Each mode is
represented by two digits: the first digit denotes when the last transmission took
place, and the second one denotes how many control packets are used from the
buffer.

To describe how the transition probabilities depend on the system parameters
and the event threshold, we define the random variables, i.e.,

δi,k =
⎧⎪⎪⎨⎪⎪⎩

∑ν−1
l=0 A

lwk−l if i = 0 ,
∑ν−1
l=0 A

l+iwk−l +∑i−1
j=0A

jwk+i−j if i ≠ 0 .

for all i ∈ {0,1,⋯,T − 1}. Note that we only consider the random variables that
describe the evolution of states when there is no transmission, and when we reset
the mean of the state because the rest of the events are sure events – the transition
probabilities are equal to unity.

Unlike the random variable ξi,k (defined in § 5.2.1), δi,k is vector-valued. However,
the probability density function of δi,k is also time-invariant since the noise process

∗Recall that ν represents the controllability index of the system (5.4).
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{wk}k∈N0 is white and stationary. We thus neglect the time index to simplify notation
and denote δi,k by δi. Similar to the scalar case, the augmented random variable
∆in ≜ [δ0 δ1 ⋯ δi]

⊺ a multi-variate normal distribution with mean E[∆in] = 0in
and covariance matrix E[∆in∆⊺

in] = Ξin given by

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

Σ∗ Σ∗A⊺ ⋯ Σ∗(A⊺)i

⋆ AΣ∗A⊺ +Σw ⋯ AΣ∗(A⊺)i +Σw(A⊺)i−1

⋮ ⋮ ⋱ ⋮

⋆ ⋆ ⋯ AiΣ∗(A⊺)i +
i−1
∑
j=0

AjΣw(A⊺)j

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

where Σ∗ ≜ ∑ν−1
l=0 A

lΣwA
⊺l. As defined in (5.15), we establish the events, for all

i ∈ {1,⋯,T},

Fi =
i−1
⋂
j=0

{ ∥ δj ∥∞≤ ε} , (5.28)

where F0 is a sure event. For the transition probabilities, we use the shorthand
notation:

P((i1, j1) ∣ (i0, j0)) ≜ P((rk+1, ηk+1) = (i1, j1) ∣ (rk, ηk) = (i0, j0)).

The transition probabilities can now be computed using the following lemma.

Lemma 5.3.2. The non-null transition probabilities of the Markov chain (rk, ηk),
k ∈ N0, shown in Figure 5.4, are

P((0, ν − 1) ∣ (0,0)) = p0 ,

P((1,0) ∣ (0,0)) = 1 − p0 ,

P((i, ν − 1) ∣ (i,0)) = pi , i ∈ [1,T − 1] ,
P((i + 1,0) ∣ (i,0)) = 1 − pi , i ∈ [1,T − 1] ,
P((T, ν − 1) ∣ (T,0)) = 1 ,
P((i, j − 1) ∣ (i, j)) = 1 , i ∈ [0,T], j ∈ [1, ν − 1] ,

where

pi = 1 −
F (ε1(i+1)n; 0(i+1)n,Ξ(i+1)n)

F (ε1in; 0in,Ξin)
, ∀i ∈ [0,T − 1] .

We now proceed to characterize the analytical model of the communication
frequency in case the communication between the controller and the actuator.

Theorem 5.3.3 (Communication rate). The expected communication rate between
the controller and the actuator for the event-triggered algorithm is obtained as

π00 =
1

θ0 +∑T
i=1 θi∏i−1

j=0(1 − pj)
, (5.29)

with θi = 1 + (ν − 1)pi, ∀i ∈ {0,⋯.T}.
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The next theorem characterizes the expected linear-quadratic loss:

Theorem 5.3.4 (Control performance). Consider the problem formulation in Sec-
tion 5.1.2 with the event-triggering algorithm and the control strategy described
in Section 5.1.3. For a given event-threshold ε > 0, the empirical average of the
linear-quadratic control loss is computed as

J∞ =
⎡⎢⎢⎢⎢⎣
p0(X0 +Z) +

T
∑
i=1

[Tr(QxΣi−1) + pi(Xi +Z)]
i−1
∏
l=0

(1 − pl)
⎤⎥⎥⎥⎥⎦
π00 , (5.30)

where, for all i ∈ {0,⋯,T},

Xi =
ν−1
∑
j=0

Tr((A⊺
c)jQ̃AjcΣc0) ,

Z =
ν−2
∑
j=0

j

∑
l=0

Tr((A⊺)lQxAlΣw) ,

with Q̃ = Qx + ρK⊺QuK, Ac = A +BK, and the truncated covariances:

Σi = Cov[δi ∣ Fi+1] , i ∈ [0,T − 1] ,
Σci = Cov[δi ∣∥ δi ∥∞> ε,Fi] , i ∈ [0,T − 1] ,
ΣcT = ACov[δT−1 ∣ FT]A⊺ +Σw .

and Fi defined as in (5.28).

The aforementioned results allow one to obtain analytical expressions for the
communication rate and the empirical average of the control loss for any given
event-threshold ε > 0.

5.3.2 Control over lossy channel
If the state vector xk is transmitted over the lossy channel between the controller
and the actuator, the behavior of the event-triggered communication with packet
losses is described by the three-dimensional Markov chain (rk, γk, ηk), k ∈ N0 with
countably infinite state space. The Markov chain can be obtained from the one
depicted in Figure 5.4 using the same technique that was used to generalize the
Markov chain of § 5.3.1 to that of § 5.3.2. To compute the transition probabilities
for this Markov chain, it is convenient to use Lemma 5.3.2, derived in the previous
subsection. In fact, we have all necessary information to derive the expected rate of
successful transmissions because the packet-loss probability p` is the only additional
parameter.
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Theorem 5.3.5 (Communication rate). Under the event triggered mechanism
(defined in §5.1.3), the expected rate of successful reception of control packets at the
actuator node is obtained as

π000 =
1

θ0 +∑T
i=1 θi∏i−1

j=0(1 − pj)
, (5.31)

with θi = 1+ (ν − 1)pi + p`pi

1−p`
, ∀i ∈ {0,⋯.T}, and the communication rate between the

controller and the actuator is computed as

π̃000 =
1

θ̃0 +∑T
i=1 θ̃i∏i−1

j=0(1 − pj)
, (5.32)

with θ̃i = 1 + (ν − 1)pi, ∀i ∈ {0,⋯.T}.

The next theorem characterizes the expected linear-quadratic cost.

Theorem 5.3.6 (Control performance). Consider the problem formulation in Sec-
tion 5.1 with the event-triggering algorithm and the dead-beat controller described in
Section 5.1.3. Suppose that

p`λmax(A)2 < 1 .

Then, for a given event-threshold ε > 0, the empirical average of the control loss
function is

J∞ =
⎡⎢⎢⎢⎢⎣
p0[

ν−1
∑
j=0

X0j +
p`Y0

1 − p`
+Z] +

T
∑
i=1

[Tr(QxΣi−1)

+ pi(
ν−1
∑
j=0

Xij +
p`Yi

1 − p`
+Z)]

i−1
∏
l=0

(1 − pl)
⎤⎥⎥⎥⎥⎦
π000 , (5.33)

where

Xij = Tr(Θj((1 − p`)Σci + p`Σw)) ,

Yi = Tr(Υ((1 − p`)Σci + p`Σw)) ,

Z =
ν−2
∑
j=0

j

∑
l=0

Tr((A⊺)lQxAlΣw) ,

with, for all j ∈ {0,⋯, ν − 1},

Υ = lyap(√p`A⊺,Qx) ,
Θj = lyap(

√
p`A

⊺,A⊺j
c Q̃A

j
c) ,



92 Event-triggered control over lossy networks

where Q̃ = Qx + ρK⊺QuK, Ac = A +BK and the truncated variances:

Σi = Cov[δi ∣ Fi+1] , i ∈ [0,T − 1] ,
Σci = Cov[δi ∣∥ δi ∥∞> ε,Fi] , i ∈ [0,T − 1] ,
ΣcT = ACov[δT−1 ∣ FT]A⊺ +Σw .

and Fi defined as in (5.28).

Remark 5.3.7. Note once again that the condition p`λmax(A)2 < 1 is a natural
assumption needed for the stabilization of the system (5.4) by any control algorithm
when the controller-actuator communication is across an unreliable link with the
erasure probability p` ∈ (0,1); see e.g., [177].

5.4 Numerical examples

We will now illustrate how the analysis techniques developed in Section 5.2 allow
us to study the trade-off between the communication rate and the closed-loop
performance for the event-triggered scheme detailed in Section 5.1.

5.4.1 Event-triggered control for first-order systems
We first consider a scalar linear stochastic system

xk+1 = 1.6xk + uk +wk ,

where {wk}k∈N0 is a zero-mean Gaussian white noise process with variance σ2
w = 1.44.

The initial state x0 has a normal distribution with zero mean and variance σ2
0 = 1.0.

We consider a cheap control scenario, where Qx = Qu = 1 and ρ→ 0, whose optimal
control under periodic sampling is the dead-beat control law uk = −1.6xk. The
number of sample times between two consecutive transmissions is upper-bounded
by the time-out interval T = 5.

In Figure 5.5, we examine the communication rate and the control loss predicted
by Theorem 5.2.3 and 5.2.4 in the absence of packet loss (i.e., p` = 0) for different
thresholds ε ≥ 0. We first note how the analytical results (solid line) matches the
Monte Carlo simulations (circles) almost perfectly.

Next, we observe that changing the threshold from 0 (periodic control) to 1
yields significant reduction in the communication frequency at the expense of a
small increase in the control loss. On the other hand, increasing the threshold from
2 to 4 only brings little (absolute) reduction in communication, but causes a large
degradation in the closed-loop performance. Such observations may be useful for
designing the event-triggering scheme.

Figure 5.5 also shows how the successful reception rate and the control loss are
impacted by a lossy communication channel (Theorem 5.2.8 and 5.2.10). Again, the
analytical model has nearly perfect correspondance with Monte Carlo simulations.
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Figure 5.5: A comparison of the successful reception rate (resp. control performance)
obtained from the analytic expressions (5.2.3) and (5.2.8) (resp. (5.2.4) and (5.2.10))
and Monte Carlo simulations for several packet loss probabilities; e.g., p` ∈ {0, 0.2, 0.3}.
The marked curve with "○" is obtained by averaging 10,000 Monte Carlo simulations
for the horizon length 25,001 samples with the process noise {wk}k∈N0 and the initial
condition x0 generated randomly.

Moreover, we note that loss rates up until p` = 0.2 have have only a small effect
on the communication rate and closed-loop performance, while p` = 0.3 leads to a
specified performance loss compared to the case of reliable transmission. Recall that
if the packet loss probability is larger than p⋆` = 1/1.62 ≈ 0.3906, the event-triggered
control system will be unstable.

An alternative visualization of the trade-off between control loss and commu-
nication rate is shown in Figure 5.6. Different points on the curve correspond to
different event thresholds ranging from 0 to 4 and communication rates and control
losses are calculated using Theorem 5.2.3 and Theorem 5.2.4, respectively. Note that
the communication rate decreases dramatically with an increased control loss as
the threshold ε varies between 0 and 2.25 (dark colors). For ε > 2.25 (lighter color),
both quantities become less sensitive to changes in the threshold value. We can also
identify ε ∈ [0,0.8] as a particularly attractive region where a large decrease in the
communication rate can be obtained for a small loss in control performance.
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Figure 5.6: The control performance for different communication frequency and the
event thresholds (shown in gray scale) in case no losses.

5.4.2 Event-triggered control for high-order systems
Next, we consider a second-order plant with state-space representation

xk+1 =
⎡⎢⎢⎢⎣
2.2 −1.2
1 0

⎤⎥⎥⎥⎦
xk +

⎡⎢⎢⎢⎣
0.8
0.4

⎤⎥⎥⎥⎦
uk +wk .

For the periodic cheap control with Qx = [ 1 0
0 1 ], Qu = 1 and ρ → 0, the optimal

controller is

uk = [− 19
8 − 3

4]xk .

This control is of dead-beat type and drives any system state to the origin in two
time steps. We consider the initial condition x0 as a Gaussian random variable
with zero mean and covariance Σ0 = [ 6.224 2.16

2.16 2 ], while the process noise {wk}k∈N0 is
white, zero mean, Gaussian with covariance Σw = [ 1 0.2

0.2 1 ]. The process noise and
the initial condition are mutually independent. The time-out interval is set to T = 4.

As shown in Figure 5.7, the analytical results obtained in Theorem 5.3.3 and 5.3.4
match Monte Carlo simulations perfectly. Note that the successful communication
rate is limited to 0.5 since ν = 2. Therefore, the event-triggered control sends at
most one packet every two sampling instances. Apart from this, the behaviour is
qualitatively similar to the scalar case.

Figure 5.8(a) highlights the differences between our packetized event-based
control algorithm and the threshold-based event-triggered control algorithm, formed
as

uk =
⎧⎪⎪⎨⎪⎪⎩

Kxk if ∥ xk ∥∞> ε ,
0 otherwise .
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Figure 5.7: A comparison of the successful reception rate (resp. control performance)
obtained from the analytic expressions (5.29) and (5.31) (resp. (5.30) and (5.33)) and
Monte Carlo simulations for several packet loss probabilities; e.g., p` ∈ {0,0.2,0.3}.
The marked curve with "○" is obtained by averaging 10,000 Monte Carlo simulations
for the horizon length 25,001 samples with the process noise {wk}k∈N0 and the initial
condition x0 generated randomly.

For the lossless case (p` = 0), Figure 5.8(a) shows that the packetized event-
triggered control outperforms the standard threshold-based implementation as long
as the average successful transmission rate is smaller than 0.5. If we allow for higher
communication rates, then the standard implementation performs better on average.

The differences between the two variations are more striking in the case of packet
losses. Figure 5.8(b) compares communication vs control trade-off for the packetized
and the standard implementation of the threshold-based event-triggered control when
the loss rate is 20%. In this case, the packetized implementation strictly dominates
the standard implementation, and when a comparable performance is searched for,
this can be done at a dramatic decrease in communication cost. This performance
improvement can be understood by observing that to reset the state xk in absence
of the process noise, it is neccessary to apply two consecutive control commands
computed by the dead-beat controller. Whenever the packetized controller succeeds
in transmitting a packet, this sequence of control commands will be available to the
actuator and can be applied without interruption. In the standard implementation,
on the other hand, the likelihood that consecutive packet transmissions will be
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Figure 5.8: A comparison of the communication rate and the control performance of
the event-triggered control system with and without packetized dead-beat controller
for two packet loss rates: (a) p` = 0 and (b) p` = 0.2 (event threshold is shown with
gray scale). The marked curves with "○" and "◇" are obtained by averaging 10,000
Monte Carlo simulations for the horizon length 25, 001 samples with the process noise
{wk}k∈N0 and the initial condition x0 generated randomly.



5.5. Summary 97

successful is only (1− p`)2. Therefore, the state will often not be brought back close
to the origin after an event triggering.

5.5 Summary

In this chapter, we presented a theoretical framework to quantify the trade-off
between the communication cost and the control performance in event-triggered
control over unreliable networks. We assumed that a threshold-based event-triggering
algorithm governed the channel used to transmit information from the controller
to the actuator. As a partial protection against packet losses, we used a buffer
at the actuator to store a sequence of control signals received from the controller.
Then, we designed a multi-dimensional Markov chain model to characterize the
attempted and successful transmissions of control signals over an unreliable network.
Lastly, the results provided a systematic way to analyze the trade-off between the
communication rate and the control performance by appropriately choosing an
event-threshold.

5.6 Appendix

Proof of Lemma 5.2.1.We begin by proving that the process {rk}k∈N0 is a Markov
chain. Let us consider the case where xk+1 belongs to R which is an uncountable
state space. Using the total law of probabilities, we have:

P(rk+1 ∣ rk,rk−1,⋯, r0) = ∫
R

P(rk+1, xk+1 ∣ rk, rk−1,⋯, r0)dxk+1

(a)= ∫
R

P(rk+1 ∣ xk+1, rk, rk−1,⋯, r0)P(xk+1 ∣ rk, rk−1,⋯, r0)dxk+1

(b)= ∫
R

P(rk+1 ∣ xk+1, rk)P(xk+1 ∣ rk )dxk+1

(c)= ∫
R

P(rk+1, xk+1 ∣ rk)dxk+1

= P(rk+1 ∣ rk )

where (a) and (c) come from the definition of the conditional probability, and (b)
holds because xk+1 depends stochastically only on rk as described in (5.12), and
rk+1 depends on xk+1 and rk as described in (5.11). It is also worth noting that
knowing rk = j implies that knowing rk = j,⋯, rk−j = 0. Therefore, the process {rk}
is a Markov chain.

We next proceed to show the ergodicity of this Markov chain. Since the Markov
chain {rk}, shown in Figure 5.2, has positive transition probabilities for any ε > 0,
the chain is clearly irreducible. Furthermore, the chain is aperiodic because state
{rk = 0} has a non-zero returning loop for any ε > 0. By [178, Thm 3.3], this
irreducible chain with finite state space B is positive recurrent. The process {rk} is
irreducible, aperiodic and positive recurrent; therefore, it is also ergodic. As {rk}
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is an irreducible aperodic Markov chain with finitely many states, it has a unique
invariant distribution π such that πP = π and π1 = 1; see [179, Cor 2.11]. This
concludes our proof.

Proof of Lemma 5.2.2. We focus on the case when i ∈ {0,⋯, T − 1}, j = 0 because
the other expressions are obvious from the structure of the Markov chain in Figure 5.2.
Let us consider the transition probability p00. Since rk = 0 is equivalent to ϕk = 0,
we have:

p00 = P(rk+1 = 0 ∣ rk = 0)
= P(∣ wk ∣ > ε ∣ ϕk = 0)
(a)= P(∣ wk ∣ > ε) = P(∣ ξ0 ∣ > ε) ,

where (a) holds because ϕk is independent of the process noise at time step k ∈ N0.
Similarly, for any i ∈ {1,⋯, T − 1}, we have that:

pi0 = P(rk+1 = 0 ∣ rk = i)
(b)= P(rk+1 = 0 ∣ rk = i, rk−1 = i − 1,⋯, rk−i = 0)
(c)= P(∣ ξi ∣ > ε ∣ ∣ ξi−1 ∣ ≤ ε,⋯, ∣ ξ0 ∣ ≤ ε, ϕk−i = 0)
(d)= P(∣ ξi ∣ > ε ∣ ∣ ξi−1 ∣ ≤ ε,⋯, ∣ ξ0 ∣ ≤ ε)

=
P(∣ ξi ∣ > ε,Fi)

P(Fi)
= 1 −

P(Fi+1)
P(Fi)

,

where (b) comes from the Markov property, (c) follows the definitions in (5.13), and
(d) holds because ϕk−i is independent of the process noise after time step k − i, and
in particular, ξi. Lastly, the combination of these expressions and (5.16) yields the
desired result, evaluated by Gaussian integrals (5.2).

Proof of Theorem 5.2.3. The Markov chain {rk}, depicted in Figure 5.2, is
aperiodic, positive recurrent, finite, and irreducible, therefore; the Markov process
has a limiting distribution which is also a stationary distribution (πi ∶ i ∈ B). By the
ergodic property, i.e., πj = ∑T

j=0 πjpji, we obtain:

π0 =
T
∑
j=0

πjpj,0, (5.34)

πi = (1 − pi−1,0)πi−1, i ∈ {1,⋯,T}. (5.35)

Combining the balance equation ∑T
j=0 πj = 1 and the aforementioned equalities, we

thus get:

π0 =
1

1 +∑T
n=1∏n−1

m=0(1 − pm0)
. (5.36)
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This concludes our proof.

Proof of Theorem 5.2.4. The Markov chain {rk}k∈N0
is aperiodic and positive

recurrent on the countable state space B = {0,⋯,T}. Therefore, the process {rk}k∈N0
is an ergodic Markov chain with stationary distribution πj = lim

k→∞
P(rk = j) for all

j ∈ B. By the ergodic theorem for Markov chains [178, pp. 111], the linear-quadratic
loss (5.5) converges to

J∞ = lim
N→∞

1
N

N

∑
k=0

x⊺kQrk
xk = lim

k→∞
Eπ[x⊺kQrk

xk]. (5.37)

Note that (5.37) holds since xk+1 is a function of rk, i.e., xk+1 ≜ ξk(rk) = ∑rk

l=0 a
lwk−l.

By the law of total expectation, we have:

Eπ[x⊺kQrk
xk] =∑

i∈B

QiHk,i,

where

Hk,i ≜ E[x2
k ∣ rk = i]P(rk = i) ,

with Q0 = Qx + ρK⊺QuK and Qi = Qx, ∀i ∈ {1,⋯,T}.
Using the law of total expectations and Bayes’ rule, we thus obtain:

E[x2
k ∣ rk = i] = ∑

j∈B

E[x2
k ∣ rk = i, rk−1 = j]P(rk−1 = j ∣ rk = i) ,

= ∑
j∈B

E[x2
k ∣ rk = i, rk−1 = j]P(rk = i ∣ rk−1 = j)

P(rk−1 = j)
P(rk = i)

,

= ∑
j∈B

pjiE[x2
k ∣ rk = i, rk−1 = j]

P(rk−1 = j)
P(rk = i)

. (5.38)

By using (5.38), for rk = 0, we obtain that:

Hk,0 =
T
∑
j=0

pj0E[x2
k ∣ rk = 0, rk−1 = j]P(rk−1 = j)

= p00E[x2
k ∣ ∣xk ∣ > ε,ϕk−1 = 0]P(rk−1 = 0)

+
T−1
∑
j=1

pj0E[x2
k ∣ ∣xk ∣ > ε, ∣xk−n∣ ≤ ε,1 ≤ n ≤ j,ϕk−j−1 = 0]P(rk−1 = j)

+E[x2
k ∣ ∣xk−n∣ ≤ ε,1 ≤ n ≤ T, ϕk−T−1 = 0]P(rk−1 = T)

= p00E[x2
k ∣ ∣xk ∣ > ε,ϕk−1 = 0]P(rk−1 = 0)

+
T−1
∑
j=1

pj0E[x2
k ∣ ∣xk ∣ > ε, ∣xk−n∣ ≤ ε,1 ≤ n ≤ j,ϕk−j−1 = 0]P(rk−1 = j)

+ (a2E[x2
k−1 ∣ ∣xk−n∣ ≤ ε,1 ≤ n ≤ T, ϕk−T−1 = 0] + σ2

w)P(rk−1 = T) . (5.39)
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Similarly, for any i ∈ {1,2,⋯,T}, we have that:

Hk,i = pi−1,iE[x2
k ∣ rk = i, rk−1 = i − 1]P(rk−1 = i − 1)

= pi−1,iE[x2
k ∣ ∣xk−n∣ ≤ ε,0 ≤ n < i, ϕk−i = 0]P(rk−1 = i − 1) . (5.40)

Substitution of xk ≜ ξk−1(i) into (5.39) and then into (5.40) yields

Hk,0 = p00E[ξ2
k−1(0) ∣ ∣ξk−1(0)∣ > ε]P(rk−1 = 0)

+
T−1
∑
j=1

pj0E[ξ2
k−1(j) ∣ ∣ξk−1(j)∣ > ε, ∣ξk−n−1(j − n)∣ ≤ ε,1 ≤ n ≤ j]P(rk−1 = j)

+(a2E[ξ2
k−2(T − 1) ∣ ∣ξk−n−1(T − n)∣ ≤ ε,1 ≤ n ≤ T] + σ2

w)P(rk−1 = T) , (5.41)

Hk,i = pi−1,iE[ξ2
k−1(i) ∣ ∣ξk−n−1(i − n)∣ ≤ ε,0 ≤ n < i]P(rk−1 = i − 1) , (5.42)

for all i ∈ {1,⋯,T}. Let’s define Hi ≜ lim
k→∞

Hk,i for all i ∈ B. Letting k →∞, we can
rewrite (5.41) and (5.42) as

H0 = p00Var[ξ0 ∣ ∣ξ0∣ > ε]π0 +
T−1
∑
j=1

pj0Var[ξj ∣ ∣ξj ∣ > ε,Fj]πj

+ (a2Var[ξT−1 ∣ FT] + σ2
w)πT , (5.43)

Hi = pi−1,iVar[ξi−1 ∣ Fi]πi−1 =Var[ξi−1 ∣ Fi]πi . (5.44)

Lastly, substitution of (5.43), (5.44) and πi =∏i−1
j=0(1 − pj0)π0 into J∞ = lim

k→∞
Eπ

[x⊺kQrk
xk] = ∑i∈BQiHi establishes (5.19).

Proof of Lemma 5.2.7. As in the proof of Lemma 5.2.1, the similar reasoning
applies to show the bidimensional process (rk, γk) is a Markov chain. Firstly, for
xk+1 ∈ R, we write:

P(rk+1, γk+1 ∣ rk, rk−1,⋯, r0;γk, γk−1,⋯, γ0)

= ∫
R

P(rk+1, γk+1, xk+1 ∣ rk,⋯, r0;γk,⋯, γ0)dxk+1

(a)= ∫
R

P(rk+1, γk+1 ∣ xk+1; rk,⋯, r0;γk,⋯, γ0)P(xk+1 ∣ rk,⋯, r0;γk,⋯, γ0)dxk+1

(b)= ∫
R

P(rk+1, γk+1 ∣ xk+1, rk, γk)P(xk+1 ∣ rk, γk)dxk+1

(c)= ∫
R

P(rk+1, γk+1, xk+1 ∣ rk, γk)dxk+1

= P(rk+1, γk+1 ∣ rk, γk)

where (a) and (c) come from the definition of the conditional probability, and
(b) holds because xk+1 depends only stochastically on rk and γk; rk+1 and γk+1
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depend on xk+1, rk and γk. Notice that knowing rk = i and γk = j implies knowing
rk = i,⋯, rk−i = 0 and γk = j,⋯, γk−i = 0. This concludes that the process (rk, γk) is
a Markov chain.

The proof is completed by showing the ergodicity of this Markov chain. As can
be seen in Figure 2, this chain is clearly irreducible. Moreover, the chain is aperiodic
since it is irreducible and state (rk, γk) = (0,0) has a non-zero returning loop for
any threshold ε > 0. The distribution of the return time to state (0,0) is

P0(T0 = 1) = (1 − p`)p00 ,

and, for n ≥ 2 and m ≥ 0,

P0(T0 = n +m) = (1 − p`)pm` (1 − p00)⋯(1 − pn−2,0)pn−1,0 .

Using the aforementioned distribution, we can write the expected return times
as

E0[T0] =
T+1
∑
n=1

∑
m≥0

(n +m)P0(T0 = n +m)

= 1
1 − p`

⎡⎢⎢⎢⎢⎣
p00 +

T
∑
i=1
pi0

i−1
∏
j=0

(1 − pj0)
⎤⎥⎥⎥⎥⎦

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
=1

+
T+1
∑
i=1

i pi0
i−1
∏
j=0

(1 − pj0)

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
≤1

≤ 1
1 − p`

+
T
∑
i=1
i = 1

1 − p`
+ T(T + 1)

2
<∞

and therefore the chain is positive recurrent. The process (rk, γk) is an ergodic
Markov chain because it is irreducible, aperiodic and positive recurrent. By [43,
Thm 2.1], we conclude that this Markov chain has an invariant distribution π > 0
such that πj = ∑i∈B̂ πipji for all j ∈ B̂ and ∑j∈B̂ πj = 1. This proves the lemma.

Proof of Theorem 5.2.8. The Markov chain (rk, γk), k ∈ N0 (shown in Figure 5.3)
is aperiodic, positive recurrent and irreducible, therefore; the Markov process has
stationary distributions (π∞ij ∶ i ∈ S, j ∈ N0). Using the ergodic property, we write
that:

π00 = (1 − p`)
T
∑
i=0
pi0πi0 + (1 − p`)

T
∑
i=0

∞

∑
j=1

πij , (5.45)

πi0 = (1 − pi−1,0)πi−1,0 , i ∈ {1,⋯,T} , (5.46)

and

πij =
⎧⎪⎪⎨⎪⎪⎩

p`pi0πi0 if j = 1,
p`πi,j−1 if j ≠ 1,

(5.47)
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for i ∈ {0,1,⋯,T}. By combining (5.45), (5.46) and (5.47), we have that:

T
∑
i=0

∞

∑
j=0

πij =
T
∑
i=0

(πi0 + πi1 + π20 +⋯) =
T
∑
i=0
πi0 +

1
1 − p`

T
∑
i=0
πi1 ,

= [1 + p`
1 − p`

p00]π00 +
T
∑
i=1

[1 + p`
1 − p`

pi0]πi0 ,

= [1 − p`(1 − p00)
1 − p`

+
T
∑
j=1

1 − p`(1 − pj0)
1 − p`

j−1
∏
i=0

(1 − pi0)]π00 . (5.48)

Using the balance equation ∑T
i=0∑∞

j=0 π
∞
ij = 1 and (5.48), we obtain (5.23).

Lastly, to compute the attempted communication rate, we only need to set p` = 0.
Hence, we have (5.24). This concludes our proof.

Proof of Theorem 5.2.10. The proof follows an analysis akin to that in the proof of
Theorem 5.2.4. The process (rk, γk), k ∈ N0 is an ergodic time-homogeneous Markov
Chain (see Figure 5.3) with stationary distribution πij = lim

k→∞
P(rk = i, γk = j) for

all i ∈ B and j ∈ N0. Using the ergodic theorem for Markov chains [178, pp. 111], we
have that:

J∞ = lim
N→∞

1
N

N

∑
k=0

x⊺kQrk
xk = lim

k→∞
Eπ[x⊺kQrk

xk]. (5.49)

It is worth noting that (5.49) holds because xk depends stochastically on rk−1 and
γk−1, i.e., xk = aγk

rk

∑
n=0

anwk−γk−n +
γk

∑
m=0

amwk−m. By the law of total expectation, we
have:

Eπ[x⊺kQrk
xk] =∑

i∈B

∑
j∈N0

QijHk,ij , (5.50)

where

Hk,ij ≜ E[x2
k ∣ rk = i, γk = j]P(rk = i, γk = j) (5.51)

with Q00 = Qx + ρK⊺QuK and Qij = Qx for all i ∈ B and j ∈ N0.
As in the proof of Theorem 5.2.4, we aim at defining recurrence equations Hk,ij
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for all i ∈ B and j ∈ N0. For i = j = 0, the recurrence equation equate to

Hk,00 = (1 − p`)[p00E[x2
k ∣ ∣xk ∣ > ε,ϕk−1 = 0]P(rk−1 = 0, γk−1 = 0)

+
T−1
∑
i=1

pi0E[x2
k ∣ ∣xk ∣ > ε, ∣xk−n∣ ≤ ε,1 ≤ n ≤ i, ϕk−i−1 = 0]P(rk−1 = i, γk−1 = 0)

+E[x2
k ∣ ∣xk−n∣ ≤ ε,1 ≤ n ≤ T = 1, ϕk−T−1 = 0]P(rk−1 = T, γk−1 = 0)

+
∞

∑
j=1

E[x2
k ∣ ∣xk−j ∣ > ε,ϕk−j−1 = 0]P(rk−1 = 0, γk−1 = j)

+
T−1
∑
i=1

∞

∑
j=1

E[x2
k ∣ ∣xk−j ∣ > ε, ∣xk−j−n∣ ≤ ε,1 ≤ n ≤ i, ϕk−j−i−1 = 0]P(rk−1 = i, γk−1 = j)

+
∞

∑
j=1

E[x2
k ∣ ∣xk−j−n∣ ≤ ε,1 ≤ n ≤ T, ϕk−j−T−1 = 0]P(rk−1 = T, γk−1 = j)] . (5.52)

For any i ∈ {1,2,⋯,T} and j = 0, we have that:

Hk,i0 = pi−1,iE[x2
k ∣ ∣xk−n∣ ≤ ε,0 ≤ n < i, ϕk−i = 0]P(rk−1 = i − 1, γk−1 = 0) . (5.53)

For any i ∈ {0,1,⋯,T} and j = 1, we have that:

Hk,i1 = p`pi0E[x2
k ∣ ∣xk ∣ > ε, ∣xk−n∣ ≤ ε,1 ≤ n ≤ i, ϕk−i−1 = 0]P(rk−1 = i, γk−1 = 0) . (5.54)

For all i ∈ {0,1,⋯,T} and j ≥ 2, we have that:

Hk,ij = p`E[x2
k ∣ ∣xk−j+1∣ > ε, ∣xk−n∣ ≤ ε, j ≤ n < i + j,ϕk−i−j = 0]P(rk−1 = i, γk−1 = j − 1) .

(5.55)

Substituting xk ≜ ajξk−γk
(i) +∑jm=0 a

mwk−m into (5.52), (5.53)-(5.55) yields

Hk,00 = (1 − p`)[p00E[ξ2
k−1(0) ∣ ∣ξk−1(0)∣ > ε]P(rk−1 = 0, γk−1 = 0)

+
T−1
∑
i=1

pi0E[ξ2
k−1(i) ∣ ∣ξk−1(i)∣ > ε, ∣ξk−n−1(i − n)∣ ≤ ε,1 ≤ n ≤ i]P(rk−1 = i, γk−1 = 0)

+ (a2E[ξ2
k−2(T − 1) ∣ ∣ξk−n−1(T − n)∣ ≤ ε,1 ≤ n ≤ T] + σ2

w)P(rk−1 = T, γk−1 = 0)

+
∞

∑
j=1

(a2jE[ξ2
k−j−1(0) ∣ ∣ξk−j−1(0)∣ > ε] + σ2

w

j−1

∑
l=0
a2l)P(rk−1 = 0, γk−1 = j)

+
T−1
∑
i=1

∞

∑
j=1

(a2jE[ξ2
k−j−1(i) ∣ ∣ξk−j−1(i)∣ > ε, ∣ξk−j−n−1(i − n)∣ ≤ ε,1 ≤ n ≤ i] + σ2

w

j−1

∑
l=0
a2l)

×P(rk−1 = i, γk−1 = j)

+
∞

∑
j=1

(a2j(a2E[ξ2
k−j−2(T − 1) ∣ ∣ξk−j−n−1(T − n)∣ ≤ ε,1 ≤ n ≤ T] + σ2

w) + σ2
w

j−1

∑
l=0
a2l)

×P(rk−1 = T, γk−1 = j)] (5.56)
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and

Hk,i0 = pi−1,iE[ξ2
k−1(i − 1) ∣ ∣xk−n−1(i − n − 1)∣ ≤ ε,0 ≤ n < i]

×P(rk−1 = i − 1, γk−1 = 0), (5.57)
Hk,i1 = p`pi0E[ξ2

k−1(i) ∣ ∣ξk−1(i)∣ > ε, ∣ξk−n−1(i − n)∣ ≤ ε,1 ≤ n ≤ i]
×P(rk−1 = i, γk−1 = 0), (5.58)

Hk,ij = p`[a2(j−1)E[ξ2
k−1(i) ∣ ∣ξk−1(i)∣ > ε, ∣ξk−n−1(i − n)∣ ≤ ε,1 ≤ n ≤ i]

+ σ2
w

j−2
∑
l=0

a2l]P(rk−1 = i, γk−1 = j − 1). (5.59)

We next define Hij ≜ limk→∞Hk,ij for all i ∈ B and j ∈ N0. Letting k →∞, we
can rewrite (5.56) as

H00 = (1 − p`)
⎡⎢⎢⎢⎢⎣

T−1
∑
i=0

pi0Var[δi ∣ ∣δi∣ > ε,Fi]πi0 + pT0(a2Var[δT−1 ∣ FT] + σ2
w)πT0

+
T−1
∑
i=0

∞

∑
j=1

[a2jVar[δi ∣ ∣δi∣ > ε,Fi] + σ2
w

j−1
∑
l=0

a2l]πij

+
∞

∑
j=1

[a2j(a2Var[δT−1 ∣ FT] + σ2
w) + σ2

w

j−1
∑
l=0

a2l]πTj

⎤⎥⎥⎥⎥⎦
. (5.60)

Note that H00 contains the summations of infinite geometric series, and hence
H00 converges to an fixed value if the condition p`a2 < 1 holds. Thereby, with the
notation Σci ≜ Var[δi ∣ ∣δi∣ > ε,Fi], i ∈ {0,⋯,T − 1} and ΣcT ≜ a2Var[δT−1 ∣ FT] + σ2

w,
we rewrite (5.60) as

H00 = (1 − p`)
T
∑
i=0
pi0Σciπi0 + (1 − p`)

T
∑
i=0

⎡⎢⎢⎢⎢⎣
a2Σci ∑

j=0
(p`a2)j + σ2

w∑
j=0

pj`

j

∑
l=0
a2l

⎤⎥⎥⎥⎥⎦
πi1

= (1 − p`)
T
∑
i=0
pi0

⎡⎢⎢⎢⎢⎣

p`a
2Σci

1 − p`a2 +Σci +
p`σ

2
w

1 − a2 (∑
j=0

pj` − a
2 ∑
j=0

(p`a2)j)
⎤⎥⎥⎥⎥⎦
πi0

= (1 − p`)
T
∑
i=0
pi0

⎡⎢⎢⎢⎢⎣

Σci
1 − p`a2 +

p`σ
2
w

(1 − p`)(1 − p`a2)

⎤⎥⎥⎥⎥⎦
πi0

= 1 − p`
1 − p`a2

T
∑
i=0
pi0[Σci +

p`σ
2
w

1 − p`
]πi0 . (5.61)
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As k →∞, (5.57)–(5.59) become

Hi0 = pi−1,iVar[δi−1 ∣ Ni]πi−1,0 = Σi−1πi0, (5.62)
Hi1 = p`pi0Var[δi ∣ ∣δi∣ > ε,Ni]π∞i0 = Σciπi1, (5.63)

Hij = p`[a2(j−1)Var[δi ∣ ∣δi∣ > ε,Ni] +
j−2
∑
l=0

a2lσ2
w]πi,j−1

= [a2(j−1)Σci +
j−2
∑
l=0

a2lσ2
w]πij . (5.64)

By keeping lim
k→∞

E[x⊺kQrk
xk] = ∑i∈B∑j∈N0 QijHij in mind, we seperate the con-

trol loss function into two parts: J∞ = Jctrl + Jloss. Firstly, we deal with Jctrl as
follows:

Jctrl = Q00C00 +Qx
T
∑
i=1
Hi0

= (1 − p`)Q00

1 − p`a2

T
∑
i=0
pi0[Σci +

p`σ
2
w

1 − p`
]πi0 +Qx

T
∑
i=1

Σi−1πi0 . (5.65)

Next, we obtain the performance deterioration Jloss, caused by packet losses, in
terms of control loss as follows:

Jloss = Qx
T
∑
i=0

∞

∑
j=1

E[x2
k ∣ rk = i, γk = j]πij

= Qx
T
∑
i=0

⎡⎢⎢⎢⎢⎣
Σciπi1 +

∞

∑
j=2

[a2(j−1)Σci +
j−2
∑
l=0

a2lσ2
w]πij

⎤⎥⎥⎥⎥⎦

= Qx
T
∑
i=0

⎡⎢⎢⎢⎢⎣
Σci

∞

∑
j=0

(p`a2)j + p`σ2
w

∞

∑
j=0

pj`

j

∑
l=0
a2l

⎤⎥⎥⎥⎥⎦
πi1

= Qx
T
∑
i=0

⎡⎢⎢⎢⎢⎣

Σci
1 − p`a2 + p`σ

2
w

∞

∑
j=0

pj`
1 − a2(j+1)

1 − a2

⎤⎥⎥⎥⎥⎦
πi1

= p`Qx
1 − p`a2

T
∑
i=0
pi0[Σci +

p`σ
2
w

1 − p`
]πi0 . (5.66)

Combining (5.65) and (5.66) with πi0 = ∏i−1
j=0(1 − pj0)π00, it is straightforward

to varify the control loss function (5.25). This concludes the proof.

Proof of Lemma 5.3.1. Similar to the one of Lemma 5.2.7.

Proof of Lemma 5.3.2. The proof of Lemma 5.3.2 follows similar lines to that of
Lemma 5.2.2, but an outline of the proof is included for completeness. We firstly
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concentrate on the cases when i1 = i0 = 0 j1 = 1, j0 = ν, and i1 = i0 ∈ {1,⋯,T − 1},
j1 = 1, j0 = 0. Similar to Lemma 5.2.2, the other expressions are obvious from the
structure of the Markov chain, depicted in Figure 5.4. We consider the transition
probability p00. Since (rk, ηk) = (0, ν) is equivalent to ϕk = 0n, we have:

p00 = P((0,1) ∣ (0, ν)) ,
= P( ∥wk ∥∞> ε ∣ ϕk = 0n) ,
(a)= P( ∥wk ∥∞> ε) = P( ∥ δ0 ∥∞> ε) ,

where (a), as Lemma 5.2.2, holds because ϕk is independent of the process noise at
time step k ∈ N0. On the other hand, for any i ∈ {1,⋯,T − 1}, we have:

pii = P((i,1) ∣ (i,0)) ,
= P((i,1) ∣ (i,0), (i − 1,0),⋯, (1,0), (0, ν)) ,

=
P( ∥ δi ∥∞> ε,Fi)

P(Fi)
= 1 −

P(Fi+1)
P(Fi)

,

which follows the same arguments as those of Lemma 5.2.2.

Proof of Theorem 5.3.3. Similar to the one of Theorem 5.2.3.

Proof of Theorem 5.3.4. Similar to the one of Theorem 5.2.4.

Proof of Theorem 5.3.5. Similar to the one of Theorem 5.2.8.

Proof of Theorem 5.3.6. Similar to the one of Theorem 5.2.10.



Chapter 6

Supervisory control for varying network
loads

• Can a supervisory controller with a crude knowledge about the current
communication delays improve performance over a robust controller
designed for the maximum time-delay?

• Do we need to impose any constraints on the switching sequence to
guarantee stability of a multi-mode controller?

• Can we exploit knowledge about the statistical properties of the delay
to improve performance of the multi-mode controller?

Questions addressed in this Chapter.

The use of a shared communication medium introduces time-varying information
delays and losses which may deteriorate the system’s performance, even to the

point where the closed-loop system becomes unstable. A conservative approach is to
design a robust controller that considers the worst-case (maximal) delay. However,
this might cause poor performance if the actual delay is only rarely close to its upper
bound. Therefore, there is currently a renewed interest in adapting the control law
to the delay evolution; see e.g., [17, 54, 180–184]. Inspired by the delay evolution
that we have experienced in applications, see Figure 6.1, we design a supervisory
control scheme in the sense of [185]. This control architecture consists of a finite
number of controllers, each designed for a bounded delay variation (corresponding,
e.g., to low, medium and high network load) and a supervisor which orchestrates
the switching among them.

The analysis of switched systems with fixed time-delays is challenging and has
attracted significant attention in the literature; see e.g., [182,186–188]. Only recently,
however, attempts to analyze switched systems with time-varying delays have begun
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Figure 6.1: The figure shows a recorded delay trace from the multi-hop wireless
networking protocol used for networked control in [52]. The delay exhibits distinct
mode changes (here corresponding to one, two or three-hop communication) and varies
around its piecewise constant mode-dependent mean. Similar behavior was reported
by [195], who measured the delay of sensor data sent over a CAN bus. Their delay
varied between 10-20 ms, but increased abruptly to around 150 ms under certain
network conditions.

to appear. Distinctively, [183] constructed multiple Lyapunov-Krasovskii functionals
that guarantee closed-loop stability under a minimum dwell-time condition for inter-
val time-varying delays. An alternative approach to deal with time-varying delays is
to assume that they evolve according to a Markov chain and develop conditions that
ensure (mean-square) stability; see e.g., [49, 51, 189–192]. The work [49] assumed
that the time delay never exceeds a sampling interval, modeled its evolution as a
Markov process, and derived the associated LQG-optimal controller. However, this
formulation is not able to deal with longer time-delays. The work [51] proposed a
discrete-time Markovian jump linear system formulation, which allows longer (but
bounded) time delays, and posed the design of mode-dependent controller as a
non-convex optimization problem. Complementary to these discrete-time formula-
tions, [190–192] have investigated the mean-square stability of continuous-time linear
systems with random time delays using stochastic Lyapunov-Krasovskii functionals.
The papers [193,194] have applied these techniques to networked control systems
with random communication delays and synthesized mode-dependent controllers.

In this chapter, we analyze our proposed supervisory control structure by combin-
ing a novel multiple Lyapunov-Krasovskii functional with the assumption of average
dwell-time switching. The average dwell-time concept, introduced by [196], is a
natural deterministic abstraction of load changes in communication networks, where
minimal or maximal guarantees for the duration of a certain traffic condition is hard
to guarantee. We demonstrate that the existence of a multiple Lyapunov-Krasovskii
functional that ensures closed-loop stability under average dwell-time switching can
be verified by solving a set of linear matrix inequalities. In addition, we show that
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Figure 6.2: The general block scheme of the proposed supervisory control structure.

the state feedback synthesis problem for the proposed supervisory control structure
also can be solved via semi-definite programming. A similar analysis for Markovian
time-delays is also developed. Although the Lyapunov-Krasovskii functional for our
stochastic analysis is less powerful than the one underpinning our deterministic
counterpart, we manage to formulate the mode-dependent state feedback design
problem as a convex optimization problem as well for this case.

Outline of the Chapter. Section 6.1 presents the supervisory control scheme
that works under arbitrary time-varying delays. Section 6.1.1 introduces the control
structure used throughout Section 6.1 and formalizes the relevant analysis and
synthesis problems. In Section 6.1.2, multiple Lyapunov-Krasovskii functionals are
constructed for analyzing the exponential stability of supervisory control system
under average dwell-time switchings. Additionally, LMI conditions that verify the
existence of multiple Lyapunov-Krasovskii functionals are derived. State-feedback
synthesis conditions are also given in Section 6.1.3. In Section 6.2, the evolution of
time delay is assumed to be a Markov process. Section 6.2.1 formulates switched
control system problem introduced in Section 6.1 as a Markovian jump linear system.
Section 6.2.2 establishes stochastic exponential mean-square stability condition
for Markovian jump linear systems. The corresponding state-feedback synthesis
conditions are proposed in Section 6.2.3. Numerical examples are used to demonstrate
the effectiveness of the proposed techniques in Section 6.3. Lastly, Section 6.4
summarizes the chapter.

6.1 Deterministic switched systems

6.1.1 System model
We consider the supervisory control system in Figure 6.2 where the plant G consists
of a continuous linear time-invariant process described by

ẋ(t) = Ax(t) +Bu(t) , (6.1)
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the multi-controller unit comprises a set of linear feedback laws of the delayed state
vector, i.e.,

u(t) =Kσ(t)x(t − τσ(t)(t)) , (6.2)

and the network is modelled as a time-varying delay. Using shorthand of notation
Aσ(t) ≜ BKσ(t), the system dynamics can be portrayed by the following switched
linear system with time-varying delay

Σ1 ∶ ẋ(t) = Ax(t) +Aσ(t)x(t − τσ(t)(t)), ∀t ∈ R≥0

x(t) = ϕ(t), ∀t ∈ [−hM+1,0]
(6.3)

where x(t) ∈ Rn is the state, A ∈ Rn×n and Aσ(t) ∈ Rn×n are the known system
matrices, σ ∶ R≥0 ↦M with M = {1, . . . ,M} is the switching control signal, and
τσ(t)(t) is the time-varying delay function satisfying

h1 ≤ hσ(t) ≤ τσ(t)(t) ≤ hσ(t) ≤ hM+1 .

Lastly, ϕ(t) ∈ C([−hM+1,0],Rn) is the initial function where C([−hM+1,0],Rn) is
the Banach space of continuous functions defined on [−hM+1,0].

Definition 6.1.1. The system (6.3) is exponentially stable under the switching
signal σ(t) if there exist positive constants γ and α such that the solution of x(t) of
the system (6.3) satisfies

∥ x(t) ∥ ≤ γ ∥ x(t0) ∥C e−α(t−t0), t ≥ t0

where ∥ x(t0) ∥C≜ sup
−hM+1≤θ≤0

{∥ x(t0 + θ) ∥,∥ ẋ(t0 + θ) ∥}.

In order to guarantee exponential stability, we will put restrictions on the
switching signal σ(t). Specifically, we will assume that the signal satisfies an average
dwell-time condition in the following sense.

Definition 6.1.2 (Liberzon [197]). We denote the number of jumps of a switching
signal σ on the interval (t, T ) by Nσ(T, t). Then we say that σ has the average
dwell-time τa if there exist two positive numbers N0 and τa such that

Nσ(T, t) ≤ N0 +
T − t
τa

, ∀T > t ≥ 0 .

The set of all switching signals satisfying the above condition is denoted by S[τa].

We consider two specific problems in this section. The first is to verify that
the switched linear system (6.3) is exponentially stable under average dwell-time
switching. The second one is to design state feedback controllers for each mode
such that the supervisory control system is exponentially stable with guaranteed
convergence rate.
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6.1.2 Exponential stability analysis using multiple Lyapunov –
Krasovskii functionals

The exponential stability of switched system (6.3) is equivalent to the existence
of a scalar α ∈ R≥0 such that eαt∣∣x(t)∣∣ converges asymptotically to zero for each
σ ∈ S[τa]. To characterize the rate of convergence of the system (6.3), let us consider
the change of variables ξ(t) ≜ eαtx(t). Then we have:

ξ̇(t) = αeαtx(t) + eαtẋ(t) = αξ(t) + eαt[Ax(t) +Aix(t − τi(t))]
= (αIn +A)ξ(t) + eατi(t)Aiξ(t − τi(t)) , (6.4)

where τi(t) ∈ [hi, hi+1) ∀i ∈M. Note that the asymptotic stability of (6.4) implies
that the original system is exponentially stable with decay rate α. However, this
change of variables introduces a time-varying coefficient in the switched system
model (6.4). Similar to [198], we can exploit the (mode-dependent) bounds on the
delay and rewrite the system model (6.4) in a polytopic form. Specifically, we express
the term eατi(t) as a convex combination of the bounds eαhi and eαhi+1 :

eατi(t) = λ1(t)eαhi + λ2(t)eαhi+1 , ∀i ∈M ,

where λ1(t), λ2(t) ∈ R≥0 and λ1(t) + λ2(t) = 1, ∀t ∈ R≥0. The delayed differential
equation (6.3) is then rewritten as

ξ̇(t) = Aαξ(t) +
2
∑
j=1

λj(t)Aαijξ(t − τi(t)) , (6.5)

where Aα ≜ (αIn+A) and Aαij ≜ %ijAi with %ij ≜ eαhi+j−1 when τi(t) ∈ [hi, hi+1), ∀i ∈
M.

We combine a novel multiple Lyapunov-Krasovskii functional with the dwell-time
approach of [196] to establish exponential stability of the switched system (6.3). For
ease of notation, we state the theorem for the case of two delay modes only, but the
approach extends immediately to a system with M modes.

Theorem 6.1.3. There exists a finite constant τa such that the switched lin-
ear system (6.3) is exponentially stable over S[τa] with a given decay rate α >
0 for time-varying delays τi(t) ∈ [hi, hi+1), ∀i ∈ {1,2} if there exist matrices
Pi,Qik,Rik, Sik, Tik ∈ Sn≻0 and Zik ∈ Rn×n, ∀i, k ∈ {1,2} and a constant scalar
µ > 1 satisfying Pi ≤ µPj, Qik ≤ µQjk, Rik ≤ µRjk, Sik ≤ µSjk and Tik ≤ µTjk,
∀i, j, k ∈ {1,2} such that the LMIs given in (6.7), (6.8) and

⎡⎢⎢⎢⎣
Tij Zij

⋆ Tij

⎤⎥⎥⎥⎦
≥ 0 (6.6)

hold for all i, j ∈ {1,2}.

Proof. See Appendix 6.5.
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Remark 6.1.4. The analysis procedure extends immediately to the system with M
modes. However, the LMIs grow in both size and number. In contrast to the two-mode
case, we need to check 2M LMIs (extensions of (6.7), (6.8)) whose dimensions are
2(2M+1)n×2(2M+1)n,M2 supplementary LMIs (e.g., (6.8)), andM(4M2−3M−1)
additional LMIs (e.g., Pi ≤ µPj). The LMIs use M(5M + 1) matrix variables, each
with n(n + 1)/2 decision variables.

Proposition 6.1.5. A lower bound on the average dwell-time ensuring the global
stability of switched delay system (6.3) is given by τ ○a = lnµ/α○ where α○ is the
optimal value of the convex optimization problem

maximize
Pi>0,Qik>0,

Rik>0,Sik>0,Tik>0

α

subject to
LMIs (6.7), (6.8), and (6.6),
Pi ≤ µPj ,Qik ≤ µQjk,Rik ≤ µRjk,
Sik ≤ µSjk, Tik ≤ µTjk,

(6.9)

for all i, j and k.

Due to the presence of multiple product terms αPi and eαhi+j−1AiPi in (6.7) and
(6.8), the problem cannot be solved directly using semidefinite programming. This
problem is not linear; however, it is easily seen to be quasi-convex. Hence, we can
solve it by bisection in α. Since the decay rate α is inversely proportional to τa, this
solution procedure gives us a lower bound on the attainable average dwell-time τa,
i.e., a feasible but not necessarily optimal value.

6.1.3 State-feedback controller design
In this section, we will extend our analysis conditions to mode-dependent state
feedback synthesis for the supervisory control structure introduced in Section 6.1.1.
More precisely, we consider a linear time-invariant plant

ẋ(t) = Ax(t) +Bu(t)

where the control input is a mode-dependent linear feedback of the delayed state
vector, i.e,

u(t) =Kix(t − τi(t)) (6.10)

when σ(t) = i (and hence, τi(t) ∈ [hi, hi + 1)), i ∈M. The design problem is to
find feedback gain matrices Ki that ensure closed-loop stability for all switching
signals in S[τa]. Clearly, this problem is closely related to the stability analysis
problem considered in Section 6.1.2, since the supervisory control structure induces a
switched linear system on the form (6.3) with Aσ(t) = BKσ(t). We have the following
result:
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Theorem 6.1.6. For a given decay rate α > 0, there exists a state-feedback control
of the form (6.10) which exponentially stablizes system (6.3) over S[τa] for time-
varying delays τi(t) ∈ [hi, hi+1), ∀i ∈ {1,2} if there exist real constant matrices
P̃i, Q̃ik, R̃ik, S̃ik, T̃ik ∈ Sn≻0 ∀i, k ∈ {1,2} and X̃i, Z̃ik ∈ Rn×n ∀i, k ∈ {1,2}, and a
constant scalar µ > 1 such that the LMIs given in (6.12), (6.13) and

⎡⎢⎢⎢⎣
T̃ik Z̃ik

⋆ T̃ik

⎤⎥⎥⎥⎦
≥ 0 (6.11)

for all j ∈ {1,2}, and P̃i ≤ µP̃j, Q̃ik ≤ µQ̃jk, R̃ik ≤ µR̃jk, S̃ik ≤ µS̃jk and T̃ik ≤
µT̃jk, ∀i, j, k ∈ {1,2} are feasible. A stabilizing control law is given by (6.10) with
gain Ki = ỸiX̃−1

i for all i ∈ {1,2}.

Proof. See Appendix 6.5.

Remark 6.1.7. The synthesis procedure readily extends to systems with M modes,
yet both the size and the number of LMIs increase. Specifically, we need to check 2M
LMIs (extensions of (6.12), (6.13)) whose dimensions are 2(2M + 2)n× 2(2M + 2)n
and M(5M2 − 3M − 1) additional LMIs (e.g., (6.11), P̃i ≤ µP̃j). In total, these
LMIs comprise M(5M + 3) matrix variables, each of which has n(n + 1)/2 decision
variables.
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6.2 Stochastic switched systems

Our deterministic modeling framework has several advantages: it allows to model
long time-delays, is able to account for mode-dependent delay bounds and admits
a convex formulation of the (mode-dependent) state feedback synthesis problem.
However, it also has a disadvantage in that it does not allow to account for more
detailed knowledge about the evolution of the delay mode beyond the average
dwell-time. It is therefore interesting to derive similar results when the delay mode
varies according to a Markov chain, cf. [190–192,199]. Such results will be developed
next.

6.2.1 System model
Let us consider a dynamical system in a probability space (Ω,F ,P), where Ω is
the sample space, F is the σ-algebra of subsets of the sample space and P is the
probability measure on F . Over this probability space, we consider the following class
of linear stochastic systems with Markovian jump parameters and mode-dependent
time delays

Σ2 ∶ ẋ(t) = Ax(t) +Ar(t)x(t − τr(t)(t)) , ∀t ∈ R≥0 ,

x(t) = ϕ(t) , ∀t ∈ [−hM+1,0] ,
(6.14)

Here, x(t) ∈ Rn is the state, A ∈ Rn×n and Ar(t) ∈ Rn×n are the known system
matrices while {rt, t ∈ R≥0} is a homogeneous, finite-state Markovian process with
right continuous trajectories and taking values in the finite set M = {1,⋯,M}.
The Markov process describes the switching between the different modes and its
evolution is governed by the following transition probabilities

h1 ≤ hr(t) ≤ τr(t)(t) ≤ hr(t) ≤ hM+1 .

Finally, ϕ(t) is a vector-valued initial continuous function defined on the interval
[−hM+1,0], and r0 ∈M is the initial mode.

Definition 6.2.1. The Markovian jump system (6.14) is exponentially mean-square
stable if there exist positive constants α and γ such that

E[ ∥ x(t) ∥2 ∣ ϕ(t0), rt0] ≤ γ ∥ x(t0, rt0) ∥2 e−α(t−t0)

holds for any finite ϕ(t0) ∈ Rn defined on [−hM+1, 0] and any initial mode rt0 ∈M.

6.2.2 Exponential stability analysis using stochastic
Lyapunov-Krasovskii functionals

In this subsection, we analyze the exponential stability of the Markovian jump linear
system (6.14) using a similar approach to what we developed for the switched delay
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case. To portray the convergence rate of the system (6.14), we thus consider the
change of variables ξ(t) ≜ eαtx(t) and find

ξ̇(t) = (αIn +A)ξ(t) + eατr(t)(t)Ar(t)ξ(t − τr(t)(t)) , (6.15)

where τr(t) ∈ [hr(t), hr(t)). For each r(t) = i,∀i ∈M, we rewrite (6.15) as

ξ̇(t) = (αIn +A)ξ(t) + eατi(t)Aiξ(t − τi(t)) . (6.16)

Using the same polytopic approach as in Section 6.1, we express eατi(t) as a convex
combination of its mode-dependent bounds:

eατi(t) = λ1(t)eαhi + λ2(t)eαhi+1 , ∀i ∈M

where λ1(t), λ2(t) ∈ R≥0 and λ1(t) + λ2(t) = 1, ∀t ∈ R≥0. Thus, the stochastic
switched system (6.14) can be defined, for each r(t) = i,∀i ∈M, as

ξ̇(t) = Aαξ(t) +
2
∑
j=1

λj(t)Aαijξ(t − τi(t)) (6.17)

where Aα ≜ (αIn +A) and Aαij ≜ %ijAi with %ij ≜ eαhi+j−1 when τi(t) ∈ [hi, hi+1),
∀i ∈M.

Theorem 6.2.2. The Markovian jump linear system (6.14) is exponentially mean-
square stable with a given decay rate α > 0 for randomly varying delays τi ∈
[hi, hi+1), ∀i ∈ {1, 2} if there exist matrices Pi,Qi,Ri ∈ Sn≻0, ∀i ∈ {1, 2}, S,T,Q,R ∈
Sn≻0 and Z ∈ Rn×n such that the following LMIs hold for i, j ∈ {1,2}

⎡⎢⎢⎢⎣
T̃ Z̃

Z̃⊺ T̃

⎤⎥⎥⎥⎦
≥ 0 ,

2
∑
j=1

πijQ̃j ≤ Q̃ ,
2
∑
j=1

πijR̃j ≤ R̃ , (6.18)

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

Φi PiAαij S 0 √
ε1,iA

⊺
αS

√
ε2,iA

⊺
αT

⋆ −ΥS Υ⊺ Υ √
ε1,iA

⊺
αij
S

√
ε2,iA

⊺
αij
T

⋆ ⋆ −(Qi + S + T ) Z 0 0
⋆ ⋆ ⋆ −(Ri + T ) 0 0
⋆ ⋆ ⋆ ⋆ −S 0
⋆ ⋆ ⋆ ⋆ ⋆ −T

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

< 0 , (6.19)

where Φi ≜ A⊺
αPi + PiAα +∑2

j=1 πijPj + (Qi + h2Q + δ1Qκ) + (Ri + h3R + δ2Rκ) − S,
ε1,i ≜ h2

i + η
h3

2−h
3
1

2 and ε2,i ≜ δ2
i + ηδmax

h2
3−h

2
1

2 with η ≜ max ∣πii∣, κ ≜ argmax∣πii∣ and
δmax = max ∣hi+1 − hi∣, ∀i ∈ {1,2}, and Υ = T −Z.

Proof. See Appendix 6.5.
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Remark 6.2.3. In order to investigate the stability of the Markovian jump sys-
tem (6.14) with M modes, we must examine 2M LMIs (e.g., (6.19)) whose dimen-
sions are 6n × 6n and, additionally, 2M + 1 small size LMIs (e.g., (6.18)). In total,
we use 3M + 5 matrix variables, each with n(n + 1)/2 decision variables.

6.2.3 State-feedback controller design
Hereafter we concentrate our interest on extending analysis conditions to state-
feedback synthesis for exponential mean-square stability of the Markovian jump
linear system scheme introduced in Section 6.2.1. To this end, we consider a linear
time-invariant plant

ẋ(t) = Ax(t) +Bu(t) (6.20)
where x(t) ∈ Rn is the state and u(t) ∈ Rm is the control input being mode-dependent
linear feedback of the delayed state with the following control law

u(t) =Kix(t − τi(t)) (6.21)

when r(t) = i (and hence, τi(t) ∈ [hi, hi+1)), i ∈M. Indeed, the design problem is
to determine a set of state-feedback gain matrices Ki that guarantees the closed-
loop control stability in exponentially mean-squared sense for the transition rates
Π = [πij]i,j=1,⋯,M . This problem is closely related to the stability analysis problem
discussed in Section 6.2.2 because the control system structure can also be represented
as a Markovian jump linear system on the form of (6.14) with Ar(t) = BKr(t). We
have the following result.

Theorem 6.2.4. For a given decay rate α > 0, there exists a state-feedback control
of the form (6.21) that stabilizes system (6.14) for randomly varying delays τi ∈
[hi, hi+1), ∀i ∈ {1, 2} in exponentially mean-squared sense if there exist real constant
matrices P̃i, Q̃i, R̃i ∈ Sn≻0, ∀i ∈ {1, 2}, S̃, T̃ , Q̃, R̃ ∈ Sn≻0 and X̃, Z̃ ∈ Rn×n such that the
following LMIs hold for i, j ∈ {1,2}

⎡⎢⎢⎢⎣
T̃ Z̃

Z̃⊺ T̃

⎤⎥⎥⎥⎦
≥ 0 ,

2
∑
j=1

πijQ̃j ≤ Q̃ ,
2
∑
j=1

πijR̃j ≤ R̃ , (6.22)

and
⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

−X̃S AαX̃ + P̃i %ijBỸi 0 0 X̃
√
ε1,iS̃

√
ε2,iT̃

⋆ ℶ̃i 0 S̃ 0 0 0 0
⋆ ⋆ −Υ̃S Υ̃⊺ Υ̃ 0 0 0
⋆ ⋆ ⋆ −(Q̃i + S̃ + T̃ ) Z̃ 0 0 0
⋆ ⋆ ⋆ ⋆ −(R̃i + T̃ ) 0 0 0
⋆ ⋆ ⋆ ⋆ ⋆ −P̃i −

√
ε1,iS̃ −√ε2,iT̃

⋆ ⋆ ⋆ ⋆ ⋆ ⋆ −S̃ 0
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ −T̃

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

< 0 ,

(6.23)
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where ℶ̃i = ∑2
j=1 πijP̃j + (Q̃i + h2Q̃ + δ1Q̃κ) + (R̃i + h3R̃ + δ2R̃κ) − P̃i − S̃, ε1,i ≜

h2
i + η

h3
2−h

3
1

2 and ε2,i ≜ δ2
i + ηδmax

h2
3−h

2
1

2 with η ≜ max ∣πii∣, κ ≜ argmax∣πii∣ and
δmax = max ∣hi+1 − hi∣, ∀i ∈ {1,2}, and Υ̃ = T̃ − Z̃. A stabilizing control law is given
by (6.21) with gain Ki = ỸiX̃−1 for all i ∈ {1,2}.

Proof. See Appendix 6.5.

Remark 6.2.5. To design a set of stabilizing controllers for Markovian jump system
(as discussed in § 6.2.3) with M modes, 2M LMIs (e.g., (6.23)) whose dimensions
are 8n × 8n, and also 2M + 1 small size LMIs (e.g., (6.22)) must be checked. All
these LMIs include 3M + 6 matrix variables with n(n + 1)/2 decision variables.

6.3 Numerical examples

We are now ready to demonstrate the proposed technique on numerical examples. Our
first example, a simple DC-motor model, is included to demonstrate the flexibility of
our control structure compared to a single robust controller. The second example is
taken from wide-area power systems, and demonstrates that the numerical techniques
scale to non-trivial system dimensions. Finally, we return to the small-scale example
to illustrate the analysis procedures for the random Markovian delay model.

6.3.1 Small-scale example: DC motor
Consider the following linear system

ẋ(t) =
⎡⎢⎢⎢⎣
0 1
0 −10

⎤⎥⎥⎥⎦
x(t) +

⎡⎢⎢⎢⎣
0

0.024

⎤⎥⎥⎥⎦
u(t) (6.24)

with a time-varying communication delay between sensor and controller that behaves
as shown in Figure 6.3. The supervisor generates the switching signals shown in
Figure 6.3 and triggers the most appropriate controller according to

u(t) =
⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

KLx(t − τL(t)) if τL(t) ∈ [20,70)ms ,
KMx(t − τM(t)) if τM(t) ∈ [70,200)ms ,
KHx(t − τH(t)) if τH(t) ∈ [200,300)ms .

(6.25)

By solving the optimization problem (6.9) for µ = 1.4, we find the lower bound on
the average dwell-time τ ○a = 0.12s and the corresponding convergence rate α○ = 2.78
guaranteed for the gains

KL = [−1421.0 −138.9] ,

KM = [−1035.9 −101.5] ,

KH = [−757.09 −72.71] .
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Using the same class of Lyapunov-Krasovskii functionals, we design a classical state-
feedback controller to compare the non-switching and switching control performance.
Specifically, we use the Lyapunov-Krasovskii functional (6.28) with Qk = 0n×n,
Rk = 0n×n, Sk = 0n×n, Tk = 0n×n, ∀k > 1 and τ(t) ∈ [20,300) ms, and find α = 1.72
for the state feedback gain

K = [−765.74 −75.74] .

We observe that the switching controller has a better performance than the non-
switching one, α○ = 2.78 > α = 1.72, and that the controller in the low-delay mode
can be made much more agressive when we use a mode-dependent controller. The
improved convergence rate is confirmed by the simulations shown in Figure 6.3.

Supervisory Control Non–Switching Control

α h1 h2 h3 h4 hmin hmax

3.00 20 100 200 300 20 158
2.42 20 100 250 300 20 204
2.78 20 70 200 300 20 173
2.27 20 70 250 300 20 219

Table 6.1: Comparison switching vs. non-switching controllers for different decay
rates and delay intervals

For different values of h2 and h3, which define the boundary between the low-,
medium- and high-delay mode, we compute the exponential decay rate α of the
supervisory controller, and then try to find the largest hmax for which a single
mode-independent controller can guarantee the same decay rate. The results are
depicted in Table 6.1. As can be seen, increasing h2 and decreasing h3 allow to
guarantee an improved decay rate of the switching controller. To guarantee the
same decay rate under a mode-indenendent controller, the maximum delay must be
reduced, and sometimes significantly.

6.3.2 Large scale example: Wide-area power networks

To demonstrate the applicability of our methods to systems of higher dimension, we
consider the IEEE nine-bus system [200] shown in Figure 6.4. We adopt a second
order (swing) model with phase and frequency (δi, ωi) for all generators and use
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Figure 6.3: The figure (top) illustrates a sample evolution of the time delay and
the associated delay bounds that define the three controller modes; the associated
mode evolution is shown in the middle. The figure (bottom) shows a representative
state trajectory of the closed-loop system under supervisory control (dashed line) and
mode-independent state-feedback (solid). Both simulations are performed from the
same initial value.
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G1

LAN/WAN

G2

G3

Kσ

Figure 6.4: IEEE nine-bus power system.

the Power System Analysis Toolbox [201] to obtain the following numerical model

d

dt

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

δ1
ω1
δ2
ω2
δ3
ω3

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

=

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0 1 0 0 0 0
−0.0432 −0.0702 0.0209 0 0.0223 0

0 0 0 1 0 0
0.1248 0 −0.2372 −0.2594 0.1124 0

0 0 0 0 0 1
0.3761 0 0.3554 0 −0.7315 −0.5515

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

×

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

δ1

ω1

δ2

ω2

δ3

ω3

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

+

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0
0.1471

0
0
0
0

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

u(t) . (6.26)

We assume that the phase and frequency of each bus can be measured and be
communicated to a central controller. In wide-area power systems, the communication
delays vary depending on communication technologies, protocols and network load. In
this example, we assume that the delay varies between 20 and 110 ms (see Figure 6.5)
and that mode changes are such that the average dwell-time is guaranteed to be at
least 0.35 seconds.

To begin, the supervisory controller is designed for the delay intervals [20, 50)
and [50,110) ms. We design supervisory control gains targeting a decay rate of
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Figure 6.5: The figures show a sample delay evolution and the delay bounds that
define the supervisory control modes (top) along with the associated mode evolution
(middle). The figure (bottom) illustrates a representative state trajectory of the closed-
loop system under supervisory control (dashed line) and a single mode-independent
state-feedback (solid). Both simulations are performed from the same initial value.
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α = 0.9, and use µ = 1.4 to guarantee τa = 0.3739. As a result, we compute the
following control gain matrices

KL = [−181.60 −53.94 −83.97 −2090.02 −647.79 −85.90] ,

KH = [−159.82 −49.22 −48.09 −1714.38 −547.06 −94.92] .

Solving the LMIs for this larger system takes a few hours, but appears to be
numerically stable.

It turns out that an exponential decay rate of α = 0.9 can also be achieved by
the mode-independent feedback gain

K = [−153.71 −48.22 −41.69 −1605.33 −514.67 −96.07] (6.27)

which is less aggressive than the controller used in the low-delay mode of the
switching controller. As shown in the simulations shown in Figure 6.5, carried out
for the delay trace and corresponding switching singnals shown in the middle of the
same figure, the switching controller damps oscillations between generators G2 and
G3 better than its mode-independent counterpart.

6.3.3 Markovian jump linear system formulation
Finally, we return to the DC-motor example to illustrate the applicability of the
analysis tools developed in Section 6.2 for random delays. We consider the sys-
tem (6.24) with low traffic delays (i.e., τL ∈ [20,70)ms) and high traffic delays (i.e.,
τH ∈ [70,300)ms). The switching between these two modes is described by the
following transition probability rate matrix:

Π =
⎡⎢⎢⎢⎣
−p p

q −q
⎤⎥⎥⎥⎦
.

whose invariant distribution is π∞1 = q/(p + q) and π∞2 = p/(p + q). We vary the
transition probabilities p and q, compute mode-dependent controllers and the rate of
exponential mean-square stability. The results are summerized in Table 6.2. While
mitigating max {p, q}, the decay rate is increasing and controllers are getting more
aggressive. Furthermore, when π∞1 decreases, we also observe a slight decrease in
the decay rate.

6.4 Summary

This chapter has been dedicated to supervisory control of networked control systems
with time-varying delays. The main contribution of the chapter is lying on developing
a stability analysis and a state feedback synthesis technique for a supervisory
control system that switches among a multi-controller unit based on the current
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network state. A novel class of Lyapunov-Krasovskii functionals was introduced that,
somewhat remarkably, admit both the analysis and state feedback synthesis problems
to be solved via convex optimization over linear matrix inequalities. Additionally,
the corresponding problem for a class of stochastic systems with interval-bounded
time-varying delay was investigated. Sufficient conditions were established without
ignoring any terms in the weak infinitesimal operator of the Lyapunov-Krasovskii
functional by considering the relationship among the time-varying delay, its upper
bound, and their difference.

Invariant Transition Mode-dependent
Distributions Probabilities Controllers

α π∞1 π∞2 p q KL KH

1.07 12.50 87.50 3.5 0.5 [ − 651.93 − 63.80] [ − 542.15 − 53.04]
1.08 36.36 63.64 3.5 2.0 [ − 652.71 − 63.87] [ − 537.72 − 52.60]
1.09 50.00 50.00 3.5 3.5 [ − 654.28 − 64.50] [ − 536.68 − 52.89]
1.10 63.64 36.36 2.0 3.5 [ − 652.41 − 65.18] [ − 539.49 − 53.90]
1.10 87.50 12.50 0.5 3.5 [ − 656.22 − 64.04] [ − 503.26 − 49.07]

1.23 16.67 83.33 2.5 0.5 [ − 725.08 − 72.40] [ − 592.00 − 59.11]
1.25 37.50 62.50 2.5 1.5 [ − 726.46 − 72.12] [ − 586.40 − 58.21]
1.25 50.00 50.00 2.5 2.5 [ − 728.26 − 72.33] [ − 583.34 − 57.93]
1.25 62.50 37.50 1.5 2.5 [ − 721.48 − 71.11] [ − 579.53 − 57.09]
1.26 83.33 16.67 0.5 2.5 [ − 715.62 − 71.20] [ − 581.17 − 57.81]

1.43 25.00 75.00 1.5 0.5 [ − 804.16 − 80.05] [ − 645.74 − 64.27]
1.46 75.00 25.00 0.5 1.5 [ − 798.94 − 79.58] [ − 639.16 − 63.66]
1.45 50.00 50.00 1.5 1.5 [ − 810.53 − 80.11] [ − 637.13 − 62.95]
Table 6.2: Results of Markovian jump linear controller design for h1 = 20ms, h2 = 70ms
and h3 = 300ms
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6.5 Appendix

Proof of Theorem 6.1.3. Our claim follows if we can find Lyapunov-Krasovskii
functionals Vi(t) that guarantee decay rate α while in mode i and a constant
µ > 1 such that Vi(t) ≤ µVj(t) ∀i, j ∈ {1,2}. Then, by [196, Theorem 1], (6.3) is
exponentially stable for every switching signal σ with average dwell-time τa > τ∗a =
lnµ
α

.
We consider the following Lyapunov-Krasovskii functional, inspired from [202],

Vi ∶ Rn → R≥0, ∀i ∈M :

Vi(t) = ξ⊺(t)Piξ(t) +
2
∑
k=1
∫

t

t−hk

ξ⊺(s)Qikξ(s)ds

+
2
∑
k=1
∫

t

t−hk+1
ξ⊺(s)Rikξ(s)ds +

2
∑
k=1
∫

0

−hk
∫

t

t+s
hkξ̇

⊺(θ)Sikξ̇(θ)dθds

+
2
∑
k=1
∫

−hk

−hk+1
∫

t

t+s

δk
³¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹·¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹µ
(hk+1 − hk) ξ̇⊺(θ)Tikξ̇(θ)dθds . (6.28)

The derivative of Vi(t) along the trajectory of the system is given by

V̇i(t) = 2ξ̇⊺(t)Piξ(t) + ξ⊺(t)[
2
∑
k=1

(Qik +Rik)]ξ(t) −
2
∑
k=1
ξ⊺(t − hk)Qikξ(t − hk)

−
2
∑
k=1
ξ⊺(t − hk+1)Rikξ(t − hk+1) + ξ⊺(t)[

2
∑
j=1

(h2
kSik + δ2

kTik)]ξ(t)

−
2
∑
k=1
∫

t

t−hk

hkξ̇
⊺(s)Sikξ̇(s)ds −

2
∑
k=1
∫

t−hk

t−hk+1
δkξ̇

⊺(s)Tikξ̇(s)ds . (6.29)

Using Jensen’s inequality [203], the integral term ∫
t
t−hk

hkξ̇
⊺(s)Sikξ̇(s)ds in the

preceding equality is bounded as

−∫
t

t−hk

hkξ̇
⊺(s)Sikξ̇(s)ds ≤ −[ξ(t) − ξ(t − hk)]

⊺
Sik[ξ(t) − ξ(t − hk)] . (6.30)

To upperbound the integral term ∫
t−hk

t−hk+1
δkξ̇

⊺(s)Tikξ̇(s)ds, we use the reciprocally
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convex combination from [204]:

− ∫
t−hk

t−hk+1
δkξ̇

⊺(s)Tikξ̇(s)ds

= −∫
t−τk(t)

t−hk+1
δkξ̇

⊺(s)Tikξ̇(s)ds − ∫
t−hk

t−τk(t)
δkξ̇

⊺(s)Tikξ̇(s)ds ,

≤ −
⎡⎢⎢⎢⎣
ξ(t − hk) − ξ(t − τk(t))
ξ(t − τk(t)) − ξ(t − hk+1)

⎤⎥⎥⎥⎦

⊺ ⎡⎢⎢⎢⎣
Tik Zik

⋆ Tik

⎤⎥⎥⎥⎦
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

≥0

⎡⎢⎢⎢⎣
ξ(t − hk) − ξ(t − τk(t))
ξ(t − τk(t)) − ξ(t − hk+1)

⎤⎥⎥⎥⎦
. (6.31)

Substituting (6.30) and (6.31) into (6.29), we compute an upper bound for the
Lyapunov-functional (6.28) as

V̇i(t) ≤ ξ⊺(t)[A⊺

αPi + PiAα +∑2
k=1 (Qik +Rik − Sik) +A⊺

α∑2
k=1 (h2

kSik + δ2
kTik)Aα]ξ(t)

+2ξ⊺(t)[Pi∑2
j=1 (λj(t)Aαij ) +A⊺

α∑2
k=1 (h2

kSik + δ2
kTik)∑2

j=1 (λj(t)Aαij )]ξ(t − τi(t))

+ξ⊺(t − τi(t))∑2
j=1 (λj(t)Aαij )

⊺[∑2
k=1 (h2

kSik + δ2
kTik)]∑2

j=1 (λj(t)Aαij )ξ(t − τi(t))

−∑2
k=1 ξ

⊺(t − τk(t))(2Tik −Zik −Z⊺

ik)ξ(t − τk(t)) + 2ξ⊺(t)∑2
k=1 Sikξ(t − hk)

−∑2
k=1 ξ

⊺(t − hk)(Qik + Sik + Tik)ξ(t − hk) −∑2
k=1 ξ

⊺(t − hk+1)(Rik + Tik)ξ(t − hk+1)

+2∑2
k=1 ξ

⊺(t − τk(t))(Tik −Zik)ξ(t − hk+1) + 2∑2
k=1 ξ

⊺(t − hk)Zikξ(t − hk+1)

+2∑2
k=1 ξ

⊺(t − τk(t))(Tik −Z⊺

ik)ξ(t − hk) ≜ ψ⊺(t)Γ̃i(t)ψ(t) ,

where ψ(t) = col{ξ(t),ξ(t− τ1(t)),ξ(t− τ2(t)),ξ(t−h1),ξ(t−h2),ξ(t−h3)}. Note
that the time derivative of Vi(t) is bounded by a quadratic function in ψ(t), i.e.,

V̇i(t) ≤ ψ⊺(t)Γ̃i(t)ψ(t) ,

with

Γ̃i(t) = λ1(t)Γ̃i1 + λ2(t)Γ̃i2

for all i ∈ {1,2}. Then, for two different modes, we form the following two matrices:

Γ̃1j =

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

Φ1 P1Aα1j 0 S11 S12 0
⋆ −ΥS11 0 Υ⊺

11 Υ11 0
⋆ ⋆ −ΥS12 0 Υ⊺

12 Υ12

⋆ ⋆ ⋆ −Ξ11 Z11 0
⋆ ⋆ ⋆ ⋆ −Ξ12 Z12

⋆ ⋆ ⋆ ⋆ ⋆ −Ξ13

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

+ϕ⊺1
2
∑
k=1

(h2
kS1k + δ2

kT1k)ϕ1 , (6.32)
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where Υ1j ≜ T1j −Z1j and ϕ1 = [ Aα Aα1j 0n×4n ] for all j ∈ {1,2}, and

Γ̃2j =

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

Φ2 0 P2Aα2j S21 S22 0
⋆ −ΥS21 0 Υ⊺

21 Υ21 0
⋆ ⋆ −ΥS22 0 Υ⊺

22 Υ22

⋆ ⋆ ⋆ −Ξ21 Z21 0
⋆ ⋆ ⋆ ⋆ −Ξ22 Z22

⋆ ⋆ ⋆ ⋆ ⋆ −Ξ23

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

+ϕ⊺2
2
∑
k=1

(h2
kS2k + δ2

kT2k)ϕ2 , (6.33)

where Υ2j ≜ T2j −Z2j and ϕ2 = [ Aα 0n Aα2j 0n×3n ] for all j ∈ {1,2}.
By applying the Schur complement twice to Γ̃ij to form Γij , we arrive at the

equivalent condition:

Γi(t) = λ1(t)Γi1 + λ2(t)Γi2 < 0, ∀i ∈ {1,2} . (6.34)

As argued above, the condition is satisfied for all λi(t) if Γ1i and Γi2 are both
negative definite. By guaranteeing that Γi(t) < 0, we ensure that the dynamics in
each fixed mode is exponentially stable with decay rate α. However, to guarantee
stability for the switched system under the average dwell-time assumption, we also
need to guarantee that

Vi(t) ≤ µVj(t) , ∀i, j ∈ {1,2} (6.35)

for some µ > 1. Noting that Vi(t) is linear in Pi, Qik, Rik, Sik and Tik, (6.35) is
implied by the following conditions:

Pi ≤ µPj , Qik ≤ µQjk , Rik ≤ µRjk , Sik ≤ µSjk , Tik ≤ µTjk
for all i, j, k ∈ {1,2}. This concludes the proof.

Proof of Theorem 6.1.6. The structure of (6.7) and (6.8) is not suitable for the
synthesis of a state-feedback controller due to the presence of multiple product
terms AαSik, AαTik, AαijSik and AαijTik. These product terms prevent finding a
linearizing change of variable even after congruence transformation. Instead, we will
use the relaxation term introduced in Briat et. al [205] to decouple the products at
the expense of an increased conservatism. Denote (6.12) and (6.13) by Θ1j and Θ2j ,
respectively. Then we prove that Θij < 0 ∀i ∈ {1,2} implies the feasibility of (6.7)
and (6.8). Note that Θij can be decomposed as

Θij = Θij ∣Xi=0 +U⊺
i XiVi + V ⊺

i X
⊺
i Ui < 0, ∀i ∈ {1,2}

where U1 = [−In Aα Aα1j 0n×4n In 0n×4n], V1 = [In 0n×11n], U2 = [−In Aα 0n Aα2j

0n×3n In 0n×4n] and V2 = [In 0n×11n]. Then invoking the projection lemma [206],
the feasibility of Θij < 0 implies the feasibility of the LMIs

N T
Ui

Θij ∣Xi=0NUi < 0 (6.36)
N T
Vi

Θij ∣Xi=0NVi < 0 (6.37)
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where NUi and NVi are bases for the null space of Ui and Vi, respectively. After
some tedious calculations, we can show that LMIs (6.38) and (6.39) are equivalent
to (6.7) and (6.8) showing that Θij < 0 ∀i ∈ {1,2} implies the feasibility of (6.7)
and (6.8). Moreover, LMI (6.37) characterizes the conservatism of the relaxation.

Since LMIs (6.38) and (6.39) do not include any multiple product, they can easily
be used for controller design. Hence, it is possible to use congruence transformations
and change of variables so as to design the state-feedback controller. Performing a
congruence transformation with respect to matrix I12n⊗X−1 and applying the follow-
ing linearizing change of variables X̃i ≜X−1

i , P̃i ≜ X̃⊺
i PiX̃i, Q̃ik ≜ X̃⊺

i QikX̃i, R̃ik ≜
X̃⊺
i RikX̃i, S̃ik ≜ X̃⊺

i SikX̃i, T̃ik ≜ X̃⊺
i TikX̃i, Ξ̃i1 ≜ X̃⊺

i Ξi1X̃i, Ξ̃i2 ≜ X̃⊺
i Ξi2X̃i, Ξ̃i3 ≜

X̃⊺
i Ξi3X̃i, Z̃ik ≜ X̃⊺

i ZikX̃i and Ỹi =KiX̃i, ∀i, k ∈ {1, 2} yield LMIs (6.12) and (6.13).

Proof of Theorem 6.2.2. We define a stochastic Lyapunov-Krasovskii functional
V ∶ Rn ×M→ R≥0 candidate for the system (6.14) as

V (ξt, rt) = ξ⊺(t)Pr(t)ξ(t)
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

V1(ξt,rt)

+
5
∑
k=2

Vk(ξt, rt) , (6.40)

where

V2(ξt, rt) =∫
t

t−hr(t)
ξ⊺(s)Qr(t)ξ(s)ds + ∫

0

−h2
∫

t

t+s
ξ⊺(θ)Qξ(θ)dθds

+ η∫
−h1

−h2
∫

t

t+s
ξ⊺(θ)Qκξ(θ)dθds

V3(ξt, rt) =∫
t

t−hr(t)
ξ⊺(s)Rr(t)ξ(s)ds + ∫

0

−h3
∫

t

t+s
ξ⊺(θ)Rξ(θ)dθds

+ η∫
−h2

−h3
∫

t

t+s
ξ⊺(θ)Rκξ(θ)dθds

V4(ξt, rt) = hr(t) ∫
0

−hr(t)
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

+ ηh2 ∫
−h1

−h2
∫

0

s
∫

t

t+θ
ξ̇⊺(υ)Sξ̇(υ)dυdθds

+ ηδ1 ∫
0

−h1
∫

0

s
∫

t

t+θ
ξ̇⊺(υ)Sξ̇(υ)dυdθds

V5(ξt, rt) = (hr(t) − hr(t))
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

δr(t)

∫
−hr(t)

−hr(t)
∫

t

t+s
ξ̇⊺(θ)T ξ̇(θ)dθds

+ ηδmax ∫
−h1

−h3
∫

0

s
∫

t

t+θ
ξ̇⊺(υ)T ξ̇(υ)dυdθds

with η ≜ max ∣πii∣, κ ≜ argmax∣πii∣, and δmax ≜ max ∣hi+1 − hi∣, ∀i ∈M.
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⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣ −
X
S1

X
⊺1
A
α
+
P

1
X
⊺1
A
α

1
j

0
0

0
0

X
⊺1
h

1 S
11

δ1 T
11

h
2 S

12
δ2 T

12

⋆
∑

2k
=1 (Q

1
k +

R
1
k −

S
1
k )−

P
1

0
0

S
11

S
12

0
0

0
0

0
0

⋆
⋆

−Υ
S11

0
Υ
⊺11

Υ
11

0
0

0
0

0
0

⋆
⋆

⋆
−Υ
S12

0
Υ
⊺12

Υ
12

0
0

0
0

0
⋆

⋆
⋆

⋆
−Ξ

11
Z

11
0

0
0

0
0

0
⋆

⋆
⋆

⋆
⋆

−Ξ
12

Z
12

0
0

0
0

0
⋆

⋆
⋆

⋆
⋆

⋆
−Ξ

13
0

0
0

0
0

⋆
⋆

⋆
⋆

⋆
⋆

⋆
−
P

1
−
h

1 S
11
−
δ1 T

11
−
h

2 S
12
−
δ2 T

12

⋆
⋆

⋆
⋆

⋆
⋆

⋆
⋆

−
S

11
0

0
0

⋆
⋆

⋆
⋆

⋆
⋆

⋆
⋆

⋆
−
T

11
0

0
⋆

⋆
⋆

⋆
⋆

⋆
⋆

⋆
⋆

⋆
−
S

12
0

⋆
⋆

⋆
⋆

⋆
⋆

⋆
⋆

⋆
⋆

⋆
−
T

12

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

<
0

(6.38)

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣ −
X
S2

X
⊺2
A
α
+
P

2
0

X
⊺2
A
α

2
j

0
0

0
X
⊺2
h

1 S
21

δ1 T
21

h
2 S

22
δ2 T

22

⋆
∑

2k
=1 (Q

2
k +

R
2
k −

S
2
k )−

P
2

0
0

S
21

S
22

0
0

0
0

0
0

⋆
⋆

−Υ
S21

0
Υ
⊺21

Υ
21

0
0

0
0

0
0

⋆
⋆

⋆
−Υ
S22

0
Υ
⊺22

Υ
22

0
0

0
0

0
⋆

⋆
⋆

⋆
−Ξ

21
Z

21
0

0
0

0
0

n0
⋆

⋆
⋆

⋆
⋆

−Ξ
22

Z
22

0
0

0
0

0
⋆

⋆
⋆

⋆
⋆

⋆
−Ξ

23
0

0
0

0
0

⋆
⋆

⋆
⋆

⋆
⋆

⋆
−
P

2
−
h

1 S
21
−
δ1 T

21
−
h

2 S
22
−
δ2 T

22

⋆
⋆

⋆
⋆

⋆
⋆

⋆
⋆

−
S

21
0

0
0

⋆
⋆

⋆
⋆

⋆
⋆

⋆
⋆

⋆
−
T

21
0

0
⋆

⋆
⋆

⋆
⋆

⋆
⋆

⋆
⋆

⋆
−
S

22
0

⋆
⋆

⋆
⋆

⋆
⋆

⋆
⋆

⋆
⋆

⋆
−
T

22

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

<
0

(6.39)
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Definition 6.5.1 (Øksendal [207]). The weak infinitesimal operator A of the Marko-
vian process {(x(t), rt), t ≥ 0} is defined by

AV (x(t), rt) = lim
∆→0

E[V (x(t +∆), rt+∆)∣Ft] − V (x(t), rt)
∆

where Ft = σ((x(t), rt), t ≥ 0).
Straightforward but tedious calculations yield that, for each rt = i, i ∈M, along

solutions of (6.14), we have

AV1 = ξ⊺(t)
⎡⎢⎢⎢⎢⎣
A⊺
αPi + PiAα +

2
∑
j=1

πijPj

⎤⎥⎥⎥⎥⎦
ξ(t)

+ 2ξ⊺(t)Pi
2
∑
j=1

(λj(t)Aαij)ξ(t − τi(t)) (6.41)

AV2 = ξ⊺(t)Qiξ(t) − ξ⊺(t − hi)Qiξ(t − hi) +
2
∑
j=1

πij ∫
t

t−hj

ξ⊺(s)Qjξ(s)ds

+ h2ξ
⊺(t)Qξ(t) + δ1ηξ⊺(t)Qκξ(t) −

⎡⎢⎢⎢⎢⎣
∫

t

t−h2
ξ⊺(s)Qξ(s)ds

+ η∫
t−h1

t−h2
ξ⊺(s)Qκξ(s)ds

⎤⎥⎥⎥⎥⎦
(6.42)

AV3 = ξ⊺(t)Riξ(t) − ξ⊺(t − hi+1)Riξ(t − hi+1) +
2
∑
j=1

πij ∫
t

t−hj+1
ξ⊺(s)Rjξ(s)ds

+ h3ξ
⊺(t)Rξ(t) + δ2ηξ⊺(t)Rκξ(t) −

⎡⎢⎢⎢⎢⎣
∫

t

t−h3
ξ⊺(s)Rξ(s)ds

+ η∫
t−h2

t−h3
ξ⊺(s)Rκξ(s)ds

⎤⎥⎥⎥⎥⎦
(6.43)

AV4 = h2
i ξ̇

⊺(t)Sξ̇(t)−hi ∫
t

t−hi

ξ̇⊺(s)Sξ̇(s)ds+
2
∑
j=1

πij hj ∫
0

−hj
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

+ ηh
3
2 − h3

1
2

ξ̇⊺(t)Sξ̇(t) − η
⎡⎢⎢⎢⎢⎣
h2 ∫

−h1

−h2
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

+ (h2 − h1)∫
0

−h1
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

⎤⎥⎥⎥⎥⎦
(6.44)
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AV5 = δ2
i ξ̇

⊺(t)T ξ̇(t) − δi ∫
t−hi

t−hi+1
ξ̇⊺(s)T ξ̇(s)ds + η δmax

h2
3 − h2

1
2

ξ̇⊺(t)T ξ̇(t)

+
2
∑
j=1

πij δj ∫
−hj

−hj+1
∫

t

t+s
ξ̇⊺(θ)T ξ̇(θ)dθds

−η δmax ∫
−h1

−h3
∫

t

t+s
ξ̇⊺(θ)T ξ̇(θ)dθds . (6.45)

Similar to Section 6.1.2, we bound the integral terms ∫
t
t−hi

hiξ̇
⊺(s)Sξ̇(s)ds and

∫
t−hi

t−hi+1
δiξ̇

⊺(s)T ξ̇(s)ds that appear in the preceding equalities as follows:

− ∫
t

t−hi

hiξ̇
⊺(s)Sξ̇(s)ds ≤ −[ξ(t) − ξ(t − hi)]

⊺
S[ξ(t) − ξ(t − hi)] , (6.46)

− ∫
t−hi

t−hi+1
δiξ̇

⊺(s)T ξ̇(s)ds

≤ −
⎡⎢⎢⎢⎣
ξ(t − hi) − ξ(t − τi(t))
ξ(t − τi(t)) − ξ(t − hi+1)

⎤⎥⎥⎥⎦

⊺ ⎡⎢⎢⎢⎣
T Z

⋆ T

⎤⎥⎥⎥⎦
´¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¶

≥0

⎡⎢⎢⎢⎣
ξ(t − hi) − ξ(t − τi(t))
ξ(t − τi(t)) − ξ(t − hi+1)

⎤⎥⎥⎥⎦
. (6.47)

In addition, for the stochastic formulation, we need to upperbound a number of
additional integrals. We do so by noting πij ≥ 0 for j ≠ i and πii ≤ 0, and that

M

∑
j=1

πij ∫
t

t−hj

ξ⊺(s)Qjξ(s)ds =
M

∑
j≠i

πij ∫
t

t−hj

ξ⊺(s)Qjξ(s)ds

+ πii ∫
t

t−hi

ξ⊺(s)Qiξ(s)ds

≤ ∫
t

t−hM

ξ⊺(s)
⎛
⎝
M

∑
j≠i

πijQj
⎞
⎠
ξ(s)ds

+ πii ∫
t

t−h1
ξ⊺(s)Qiξ(s)ds

= ∫
t

t−hM

ξ⊺(s)[Q − πiiQi]ξ(s)ds

+ πii ∫
t

t−h1
ξ⊺(s)Qiξ(s)ds

≤ ∫
t

t−hM

ξ⊺(s)Qξ(s)ds

+ η∫
t−h1

t−hM

ξ⊺(s)Qκξ(s)ds

(6.48)

where ∑Mj=1 πijQj ≤ Q. A similar upper bound is readily established for ∑Mj=1 πij

∫
t
t−hj+1

ξ̇⊺(s)Rξ̇(s)ds. We also bound
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M

∑
j=1

πijhj ∫
0

−hj
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds =

M

∑
j≠i

πijhj ∫
0

−hj
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

+ πiihi ∫
0

−hi
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

≤ −πiihM ∫
0

−hM
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

+ πiih1 ∫
0

−h1
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

= −πiihM ∫
−h1

−hM
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

− πii(hM − h1)∫
0

−h1
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

≤ ηhM ∫
−h1

−hM
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

+ η(hM − h1)∫
0

−h1
∫

t

t+s
ξ̇⊺(θ)Sξ̇(θ)dθds

(6.49)

and
M

∑
j=1

πij(hj+1 − hj)∫
−hj

−hj+1
∫

t

t+s
ξ̇⊺(θ)T ξ̇(θ)dθds

≤ ηδmax ∫
−h1

−hM+1
∫

t

t+s
ξ̇⊺(θ)T ξ̇(θ)dθds . (6.50)

Now, substituting (6.46) – (6.50) into (6.41) – (6.45), we get the following inequality

AV (ξt, i) ≤ ξ⊺(t)
⎡⎢⎢⎢⎢⎣
A⊺

αPi + PiAα +
2
∑
j=1

πijPj + (Qi + h2Q + δ1Qκ) + (Ri + h3R + δ2Rκ)

− S +A⊺

α(ε1,iS + ε2,iT )Aα
⎤⎥⎥⎥⎥⎦
ξ(t) − ξ⊺(t − hi)(Qi + S + T )ξ(t − hi)

+ 2ξ⊺(t)
⎡⎢⎢⎢⎢⎣
Pi +A⊺

α(ε1,iS + ε2,iT )
⎤⎥⎥⎥⎥⎦

2
∑
j=1

(λj(t)Aαij )ξ(t − τi(t))

− ξ⊺(t − hi+1)(Ri + T )ξ(t − hi+1) + 2ξ⊺(t − τi(t))(T −Z⊺)ξ(t − hi)
+ ξ⊺(t − τi(t))( − 2T +Z +Z⊺)ξ(t − τi(t)) + 2ξ⊺(t)Sξ(t − hi)
+ 2ξ⊺(t − τi(t))(T −Z)ξ(t − hi+1) + 2ξ⊺(t − hi)Zξ(t − hi+1)

+ ξ⊺(t − τi(t))
2
∑
j=1

(λj(t)Aαij )
⊺(ε1,iS + ε2,iT )

2
∑
j=1

(λj(t)Aαij )ξ(t − τi(t))

= ψ⊺(t)Γ̃i(t)ψ(t) , (6.51)
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where ψ(t) = col{ξ(t),ξ(t − τi(t)),ξ(t − hi),ξ(t − hi+1)}. Note that AV (ξt, rt) is
bounded by a quadratic function in ψ(t):

AV (ξt, i) ≤ ψ⊺(t)Γ̃iψ(t) , (6.52)

where
Γ̃ij = λ1(t)Γ̃i1 + λ2(t)Γ̃i2 (6.53)

for all i ∈ {1,2} and

Γ̃ij =

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

Φi PiAαij S 0
⋆ −2T +Z +Z⊺ T −Z⊺ T −Z
⋆ ⋆ −(Qi + S + T ) Z

⋆ ⋆ ⋆ −(Ri + T )

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

+ϕ⊺ij(ε3,iS + ε4,iT)ϕij , (6.54)

where ϕij ≜ [ A Aαij 0n×2n ] for all i, j ∈ {1,2}. As in Section 6.1, applying the
Schur complement lemma to Γ̃ij to form Γij , we arrive at the equivalent condition

Γi(t) = λ1(t)Γi1 + λ2(t)Γi2 < 0 ∀i ∈ {1,2} . (6.55)

This condition is satisfied for all λi if Γi1 and Γi2 are both negative definite. Hence,
satisfying the condition Γij < 0, we guarantee that the dynamics is exponentially
stable with decay rate α. This concludes the proof.

Proof of Theorem 6.2.4. The proof of Theorem 6.2.4 is similar to that of The-
orem 6.1.6 but an outline of the proof is included for completeness. Again, the
structure of (6.19) is not adapted to the controller design due to the existance
of the multiple product terms AαS, AαT , AαijS and AαijT preventing to find a
linearizing change of variable even after congruence transformations. As a result, a
relaxation approach is applied (as in § 6.2.3) to remove the multiple product terms
preventing the change of variables. We let (6.23) be called Ψij and we prove the
condition Ψij < 0. Similarly to Θij (but with the difference that we have X instead
of Xi), Ψij can be decomposed as follows:

Ψij = Ψij ∣X=0 +U⊺
i XVi + V ⊺

i X
⊺Ui < 0, ∀i ∈ {1,2}

where Ui = [ − In Aα Aαij 0n×2n In 0n×2n] and Vi = [In 0n×7n]. Then invoking the
projection lemma [206], the feasibility of Ψij < 0 implies the feasibility of the LMIs

N T
Ui

Ψij ∣X=0NUi < 0 ,
N T
Vi

Ψij ∣X=0NVi < 0 ,
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where NUi and NVi are bases for the null space of Ui and Vi, respectively. Subse-
quently, the inequality (6.56) is obtained as

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

−XS X⊺Aα + Pi X⊺Aαij 0 0 X⊺ √
ε1,iS

√
ε2,iT

⋆ ℶi 0 S 0 0 0 0
⋆ ⋆ −ΥS Υ⊺ Υ 0 0 0
⋆ ⋆ ⋆ −(Qi + S + T ) Z 0 0 0
⋆ ⋆ ⋆ ⋆ −(Ri + T ) 0 0 0
⋆ ⋆ ⋆ ⋆ ⋆ −Pi −

√
ε1,iS −√ε2,iT

⋆ ⋆ ⋆ ⋆ ⋆ ⋆ −S 0
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ −T

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

< 0 .

(6.56)
We substitute the closed-loop system (6.20) into the inequality (6.19), and

introduce a constant matrix X ∈ Rn×n. Then, we compel X to be constant, and
we perform a congruence transformation with respect to matrix I8n ⊗ X−1 and
apply the following linearizing change of variables X̃ ≜ X−1, P̃i ≜ X̃⊺PiX̃, Q̃i ≜
X̃⊺QiX̃, Q̃ ≜ X̃⊺QX̃, R̃i ≜ X̃⊺RiX̃, R̃ ≜ X̃⊺RX̃, S̃ ≜ X̃⊺SX̃, T̃ ≜ X̃⊺TX̃, Ξ̃i1 ≜
X̃⊺Ξi1X̃, Ξ̃i2 ≜ X̃⊺Ξi2X̃, Ξ̃i3 ≜ X̃⊺Ξi3X̃, Z̃ ≜ X̃⊺ZX̃ and Ỹi = KiX̃, ∀i ∈ {1,2}
in (6.56), LMI (6.23) is derived.





Chapter 7

Conclusion and future work

We conclude this thesis by summarizing the main results and outlining some
important and attractive problems for future research.

7.1 Conclusions

At the beginning of this thesis, we outlined main challenges arising when designing
(wireless) networked control systems. Among the many challenges, we distinguished
transmission of information over imperfect channels as particularly imposed. Imper-
fect channels introduce delays, losses, data quantization, bandwidth constraints and
asynchronous sampling. This work addresses some of these issues, focusing mainly
on challenges related to ensuring good performance of a networked control loop
in the presence of information delays and losses. More specifically, we proposed
new analysis and design frameworks to improve the control system’s performance
by using tools from linear-quadratic control, optimization, switched systems, jump
linear systems, and stochastic control. Finally, we evaluated the performance of
closed-loop networked control systems by illustrating the performance gain obtained
by our contributions.

In this thesis, we have made a number of contributions to the area of networked
control systems, covering improved architectures and design techniques. Specifically,
this thesis provides the following main contributions:

• the development of a co-design framework in which one jointly optimize
the communication protocol (how wireless nodes forward data packets over
multiple unreliable hops to guarantee a certain level of latency and end-to-end
packet delivery rate) and the control algorithms,

• the development of a framework for choosing the maximal number of re-
transmission attempts to obtain the best closed-loop control performance, and
evaluating the impact of control architectures on the control performance,

137



138 Conclusion and future work

• the development of a framework to analyze how event-triggered communication
from the controller to the actuator allows to reduce the network traffic (and,
indirectly, the energy consumption of the network) while maintaining the same
control performance,

• the development of a supervisory control structure that only needs a crude
idea of the network state (or rather, on the networked-induced end-to-end
delays) to trigger the most appropriate controller from a multi-controller unit.

We will now describe the aforementioned contributions in more detail.
In Chapter 3, we considered the joint design of forwarding policies and con-

trollers for networked control loops that use multi-hop wireless communication for
transmitting sensor data from process to controller. By parameterizing the design
problem in terms of the sampling rate of the control loop, the co-design problem
separates into two well-defined networking and control design tasks subproblem,
both of which admit optimal solutions: the network should be operated to maximize
the delay-constrained reliability, and the control design should optimize closed-loop
performance under packet loss. We illustrate how these problems can be solved, and
how the jointly optimal design can be found by a one-dimensional search over the
sampling interval. To the best of our knowledge, this is the first co-design procedure
that covers such a breadth of design parameters while still guranteeing to find the
joint design with optimal closed-loop performance.

In Chapter 4, we explored the trade-off between reliability and latency in
networked control systems, and investigated how this latency impacts the optimal use
of packet retransmissions to combat unreliable communications. We considered both
time- and event-driven control architectures and proposed control laws to minimize
the expected control loss. The resulting controller for the event-driven architecture
selects an appropriate feedback gain based on the current transmission delay. The
time-driven controller, on the other hand, uses a single linear-quadratic controller
gain independently of the current delay. We optimized the control performance by
selecting the appropriate per-packet deadline for both control architectures. The
best strategy for the event-driven architecture is to use the maximum number of
retransmissions. This result is similar to the observation in [15] where the control
performance also improved as the number of retransmission attempts was increased.
For the time-driven architecture, on the other hand, we noted a distinct trade-off
between delay and reliability. Increasing the number of retransmissions beyond an
optimal point worsens the control performance.

In Chapter 5, we developed a theoretical framework to analyze the trade-off
between the control performance and the communication cost of the proposed
event-triggering algorithm for information transmission over an unreliable network.
We assumed that a threshold-based event-triggering algorithm governs the channel
used to transmit information from the controller to the actuator. Furthermore,
we developed a multi-dimensional Markov chain model, which characterizes the
attempted and successful transmissions of control signals over the lossy communica-
tion link. Our model also considered retransmission of unsuccessful trials, and it
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interpreted them as a delay associated with these retransmissions. By combining
this communication model with an analytical model of the closed-loop performance,
we provided a systematic way to analyze the trade-off between the communication
cost and the control performance by appropriately selecting an event-threshold.

Finally, we considered the supervisory control of networked control systems
with time-varying delays in Chapter 6. The main contribution of this chapter is to
develop a stability analysis and a state feedback synthesis technique for a supervisory
control system that switches among controllers in a multi-controller unit based
on the current network state. A novel class of Lyapunov-Krasovskii functionals
were introduced that, somewhat remarkably, admit both the analysis and state
feedback synthesis problems to be solved via convex optimization over linear matrix
inequalities. In addition, we also investigated the corresponding problem for a class
of stochastic systems with interval-bounded time-varying delay. Sufficient conditions
were established without ignoring any terms in the weak infinitesimal operator
of the Lyapunov Krasovskii functional by considering the relationship among the
time-varying delay, its upper bound, and their difference. Lastly, examples were
given to show the effectiveness of the proposed analysis and synthesis techniques.

7.2 Future work

There are many natural extensions to the work presented in this thesis. We will now
outline a few of them.

The co-design framework only deals with a single sensor using a dedicated but
unreliable network. We would like to extend the framework to the multi-loop control
problem, where multiple sensors take measurements with different sampling times
and deadlines. The corresponding networking task, however, becomes a real-time
deadline-constrained multi-flow scheduling, which was recently proved to be NP-
complete [208], so optimal designs will probably be hard to find. Another extension
is to consider the optimal co-design of a system when also the actuation commands
are forwarded over an unreliable wireless network. Finally, other sampling strategies,
control structures, and performance objectives would also be interesting, challenging
and possibly useful extensions.

We have only designed controllers for independent packet losses. In practice,
packet losses on low-power radios tend to be correlated in time. Although some of
these effects are reduced when we consider end-to-end transmissions, packet losses
will most likely be dependent. One approach to deal with correlated losses is to
assume that we have access to a Markov model describing the loss process and
then design an optimal controller i.e., using jump-linear systems technique. While
relatively straightforward in theory, we believe that it would be difficult to create
such a loss model in practice and hard to guarantee that the controller has access
to the state of the Markov chain. Another approach could be to develop a theory
for robustness against correlations. Such a theory would allow us to certify that
a controller, designed for independent losses, will remain stable also under small
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loss correlations. Whether or not such a theory could be developed remains to be
unanswered.

Also the study of event-triggered control could be extended in many directions.
One important extension could be to consider a more general framework than
cheap control (i.e., to design an optimal controller for any given quadratic cost
function). Indeed, this stochastic hybrid control problem is quite challenging since it
appears to lead to a Markov chain model with time-varying transition probabilities.
Even ensuring stability for this type of Markov chains is hard. We are aiming at
simplifying the current problem so as to be able to characterize the trade-off between
communication rate and control performance. Another extension could be to consider
a set of distributed controllers transmitting information over a shared medium. In
this case, the performance in terms of communication rate and control performance
will depend on the medium access scheme, and the design of the appropriate medium
access protocol, possibly including priorities, will also be important. Rabi [163] and
Ramesh [209] have also studied a variation of this distributed control problem, yet
they could not analytically quantify the trade-off between communication rate and
control performance.
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“⋯ Every piece has its own function. Some are weak, others are strong.
Some are good at the start of the game, and others are more valuable at
the end. But you need to use them all to win. And, as in life, there’s no
score. You can be down ten pieces and still win the game. That’s the
beauty of chess – you can always come back. All you have to do to win
is know everything that’s happening on the board and figure out what
the other guy is going to do before he does it.”

Adam Fewer, Improbable


