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Abstract
In this thesis, the degrees of freedom (DOF) of wireless networks are studied

with imperfect channel state information at transmitters (CSIT) and/or secrecy
constraints. Different interference alignment schemes are proposed to establish the
DOF lower bound for a variety of wireless networks.

For the imperfections of CSIT, we mainly have two practical concerns. The
first concern is the long delay of the high-resolution feedback from receivers to
transmitters such that the obtained CSIT is totally outdated. The second concern is
the inaccurate estimation on the instantaneous CSIT. Specifically, the first scenario
is solely investigated in a delayed CSIT model, and a combination of these two types
of imperfections is studied in a mixed CSIT model. The DOF of wireless networks
are studied based on these two CSIT models. Regarding secrecy constraints, we also
consider two scenarios, to be specific, the weak secrecy where the confidentiality
is measured by the normalized information leakage with respect to the codeword
length, and the strong secrecy where the total information leakage of the whole
codeword is used as the secrecy measure.

In the first part of the thesis, the impact of imperfect CSIT is investigated
for the multi-hop broadcast networks. The Maddah-Ali & Tse (MAT) alignment is
extended to the considered multi-hop network to make use of the delayed CSIT, and
it is also shown that the MAT scheme can be integrated with linear beamforming
to achieve the optimal sum DOF of a two-user multi-hop broadcast network with
mixed CSIT.

In the second part of the thesis, the secrecy constraints are subjected to the stud-
ied networks. With weak secrecy constraints, we propose artificial noise alignment
approaches for seeking the optimal secure degrees of freedom (SDOF) of wireless X
networks, the multiple-input single-output (MISO) broadcast channel and the two-
hop interference channel. It is worth noting that the proposed alignment schemes
are also based on divergent CSIT conditions, i.e., delayed, mixed or even no CSIT.
With strong secrecy constraints, the secure coding based on channel resolvability
and the signaling method by interference alignment are combined to provide the
optimal SDOF of the K-user interference channel with confidential messages. It is
worth noting that a general framework of the secure interference alignment encoder
is provided in the thesis, which consists of two functional sections: the stochastic
encoding section to provide secure codes and the alignment section to provide sig-
naling solutions. This framework can be applied to all the network models studied
in the latter part of the thesis.





Sammanfattning
I denna avhandling studeras frihetsgraderna hos tr̊adlösa nätverk under icke-

perfekt kanalkännedom hos sändarna och/eller hemlighetsbivillkor. För att finna
en nedre gräns för frihetsgraderna i en mängd olika tr̊adlösa nätverk föresl̊as olika
interferenslinjeringsmetoder.

Tv̊a huvudsakliga praktiska problem studeras vad gäller den icke-perfekta ka-
nalkännedomen hos sändarna. Det första problemet är den l̊anga fördröjning som
högupplöst feedback fr̊an mottagarna till sändarna ger upphov till, vilket innebär
att den mottagna kanalkännedomen hos sändarna är fullkomligt för̊aldrad. Det
andra problemet är oriktig estimering av den momentana kanalkännedomen. En
modell med fördröjd kanalkännedom används för att studera det första problemet,
medan en blandad kanalkännedomsmodell används för att studera en kombination
av de tv̊a typerna av imperfektioner. Med hjälp av dessa modeller studeras frihets-
graderna hos tr̊adlösa nätverk. Tv̊a scenarier studeras vad gäller hemlighetsbivill-
koren: svag hemlighet där det normerade informationsläckaget med avseende p̊a
kodordslängden används för att mäta konfidentialiteten, samt stark hemlighet där
det totala informationsläckaget över hela kodordet används som hemlighetsm̊att.

I den första delen av avhandlingen studeras effekten av icke-perfekt kanalkänne-
dom hos sändarna i multihoppbroadcastnätverk. Maddah-Ali & Tse-linjeringen
(MAT-linjeringen) generaliseras till multihoppbroadcastnätverk med fördröjd ka-
nalkännedom hos sändarna. Det visas även att MAT-linjeringen kan integreras med
linjär str̊alformning för att uppn̊a den optimala summan av frihetsgrader för ett
multihoppbroadcastnätverk med tv̊a användare och blandad kanalkännedom hos
sändarna.

I den andra delen av avhandlingen studeras hemlighetsbivillkor i nätverken.
Under svaga hemlighetsbivillkor föresl̊as artificiell bruslinjering för att hitta de
optimala säkra frihetsgraderna i tr̊adlösa X-nätverk, multiple-input single-output-
broadcastkanalen samt tv̊ahoppsinterferenskanalen. De föreslagna linjeringsmeto-
derna baseras p̊a divergent kanalkännedom hos sändarna, dvs. fördröjd, blandad
eller ingen kanalkännedom hos sändarna. Med starka hemlighetsbivillkor kombine-
ras säker kodning baserat p̊a kanalupplösning och signalering med interferenslinje-
ring för att beskriva den optimala säkra frihetsgraderna för interferenskanalen med
K användare och hemliga meddelanden. Ett allmänt ramverk för den säkra interfe-
renslinjeringskodaren beskrivs i avhandlingen. Kodaren best̊ar av tv̊a funktionella
delar: den stokastiska kodningsdelen som ger säkra koder, samt linjeringsdelen som
ger signaleringslösningar. Ramverket kan appliceras p̊a alla nätverk som studeras i
den senare delen av avhandlingen.
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Chapter 1

Introduction

Inspired by C. E. Shannon, information theorists have been pursuing the ca-
pacity characterization of wireless networks for decades. However, except for
a few network models (e.g., the point-to-point channel [Sha48], the physically

degraded broadcast channel [Ber73] and the multiple-access channel [Ahl71]), the
exact capacity characterization of wireless networks, especially multiuser networks,
is in general unknown at the current stage. At a coarse level, the communications
in a multiuser network face two major obstacles:

• Noise: in most cases, noise in communications is modeled as a random process
that is independent to the transmission signals.

• Interference: the undesired signals that have been received at the receiver.

Therefore, the capacity analysis for a multiuser network is essentially a trade-off
among different random processes constructed by signals, noise and interference.
Considering the difficulty of exact characterization for the capacity of wireless net-
works, it is natural to seek for approximation solutions. One of the common ap-
proaches is to increase the power of the transmission signals such that the impact of
noise is negligible. In such a regime, the degrees of freedom of the network is a well
accepted performance measure in the literature [PBT05,ET06,JF07,CJ08,CJ09b],
which exploits the fundamental limit of signal dimensions in the network. In the
thesis, we also adopt degrees of freedom as our main performance measure for
evaluating the capacity of wireless networks.

As a recently emerged concept, interference alignment has been shown as a
powerful tool for achieving the optimal degrees of freedom of wireless networks,
which challenges many of the conventional approaches [Jaf10]. For instance, for the
K-user interference channel, the traditional “cake-cutting” orthogonal approach can
only achieve the degrees of freedom 1, whereas the interference alignment scheme
can obtain K

2 degrees of freedom [CJ08]. While the novelty of interference alignment
has brought a number of insights for the study of signal dimensions, for instance,
the alignment in vector space [CJ08,CJ09b], the alignment in lattice [BPT10,JV10],

1
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Figure 1.1: The general goal of thesis: For a wireless network with feedback links
and secrecy constraints, we propose interference alignment schemes to obtain the
fundamental limits of signal dimensions by investigating the degrees of freedom of
the network.

the alignment for real numbers [MOGMAK14] and so on, there are still plenty of
challenges for applying interference alignment in the wireless networks, for example:

• The current alignment approaches are mostly based on idealized assumptions,
e.g., the global channel knowledge, infinite dimensions provided by the chan-
nel, and high transmission powers. The question that comes first is how to
align interference based on the relaxed assumptions, or more practical con-
cerns?

• Many networks allow for feedback and interactive communication. Then, how
to design interference alignment in the feedback networks?

• Network security is often a major concern for modern wireless networks. It is
natural to ask whether we can integrate interference alignment with secure
communications?

The modest contribution of this thesis can not answer all the questioned raised
above. The perspective of our studies concentrates on dealing with two major con-
cerns. Briefly speaking, the design of interference alignment and the establishment
of the degrees of freedom for networks are studied under imperfect channel state
information at transmitters and secrecy constraints.

Imperfections of channel state information at transmitters (CSIT): In the origi-
nal solution of the interference alignment in theK-user interference channel, Cadambe
and Jafar proposed a linear beamforming approach which is based on the availabil-
ity of perfect global CSIT in the network. In order to relax the request for the
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perfect CSIT, different approaches of alignment design are proposed in the recent
literature, for instance, the blind interference alignment [Jaf12] which makes use of
the channel coherence structure, and the retrospective alignment [MJS10,MAT12]
which provides an interactive solution between transmitters and receivers based on
the delayed feedback. Here in our study, we consider two types of imperfections of
CSIT:

• the erroneous estimation for the instantaneous channel state information, and

• the long delay for the accurate channel state feedback, in such a scenario the
obtained CSIT is outdated.

Specifically in the thesis, the delayed issue of the CSIT feedback is solely considered
in the multi-hop broadcast networks and interference channel with confidential
messages in Chapter 3 and 6, respectively. Moreover, a combination of these two
imperfections in a mixed CSIT scenario is studied for the single-hop and multi-hop
broadcast channels in Chapter 7 and 4, respectively. We note that global perfect
channel state information at receivers is always assumed throughout the thesis.

Constraints on secrecy: Information-theoretic secrecy was first introduced by
Wyner in the context of wiretap channels [Wyn75], where a legitimate pair in-
tends to have secure communications in the presence of an eavesdropper. It has
been shown by Wyner that a stochastic encoder can guarantee the secrecy of the
message without using any keys, provided the eavesdropper is physically degraded
of the legitimate receiver. Since then, the Wyner-type secure coding method has
been generalized to a variety of multiuser networks for the study of secrecy ca-
pacity [LYCH78, CK78, LMSY08, L. 08, LP08]. As a first order approximation of
the secrecy capacity, the secure degrees of freedom have also been widely stud-
ied in multiuser networks, e.g., the K-user interference channel [O. 11,XU13], the
multi-antenna wiretap channel [HY10], the multiple-access channel and broadcast
channels [XU14]. By employing secure degrees of freedom as the performance mea-
sure, in the thesis, we aim to propose a framework for secure interference alignment
in major network models such as interference channels, X channels and broadcast
channels. Furthermore, the secrecy constraints are carefully studied in two cate-
gories. Assuming W is the confidential message and Zn is the received sequence at
the eavesdropper, these two categories of secrecy constraints are

• weak secrecy, where the confidentiality is measured by the normalized infor-
mation leakage, i.e., 1

nI(W ;Zn), and

• strong secrecy, where the confidentiality is measured by the total information
leakage of the whole codeword, i.e., I(W ;Zn).

In the thesis, Chapter 5 to 7 focus on the secure degrees of freedom of the wire-
less X channel, the two-hop interference channel and the broadcast channel under
weak secrecy constraint, respectively, and Chapter 8 studies the strong secrecy con-
straint for interference channels. It is notable that the networks studied in the thesis
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sometimes are subject to a combination of imperfect CSIT and secrecy constraints,
which will be explicitly defined in specific chapters. Fig. 1.1 illustrates the general
goal of this thesis.

1.1 Thesis Scope and Contributions

The main body of the thesis is divided into 9 chapters. The contribution of each
chapter is summarized below.

Chapter 2

In this chapter, we provide the fundamentals for the concept of degrees of freedom
and basic principles of interference alignment. The alignment approaches based on
perfect channel knowledge and outdated channel knowledge are interpreted briefly.
This chapter also introduces the concept of secure degrees of freedom, along with
the main insight of interference alignment for secure communications.

Chapter 3 and 4

Chapters 3 and 4 focus on multi-hop communication networks, in which the chan-
nel knowledge at transmitters is subjected to the delay constraint. Specifically, in
Chapter 3, we consider the scenario that the delayed channel state obtained by
the transmitters are always outdated and geographically limited from the direct-
output channels. The degrees of freedom lower and upper bounds are derived for
the K-user multi-hop layered broadcast network with outdated channel knowledge.
In chapter 4, we focus on a sub-network of the network topology studied in chapter
3. A mixed form of CSIT is studied for the network, which is a combination of
an estimated instantaneous channel state and the accurate outdated channel state.
The optimal degrees of freedom are shown to be achieved by a proper interference
alignment design which utilizes both types of channel knowledge.

The contributions of these two chapters are based on:

• [WXWS13a] Zhao Wang, Ming Xiao, Chao Wang, and Mikael Skoglund,
“Degrees of freedom of multi-hop MIMO broadcast networks with delayed
CSIT,” IEEE Wireless Communications Letters, vol. 2, pp. 207-210, Apr.
2013.

• [WXWS13b] Zhao Wang, Ming Xiao, Chao Wang, and Mikael Skoglund,
“On the degrees of freedom of two-hop MISO broadcast network with mixed
CSIT,” Proc. of IEEE Global Communications Conference, Atlanta, U.S.,
Dec. 2013.

• [WXWS14] Zhao Wang, Ming Xiao, Chao Wang, and Mikael Skoglund, “De-
grees of freedom of two-hop MISO broadcast network with mixed CSIT,”
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IEEE Transactions on Wireless Communications, vol. 13, no. 12, pp. 6982–
6995, Oct. 2014.

We note that [WXWS13b] is the short version of [WXWS14].

Chapter 5

In this chapter, we study the secure degrees of freedom of wireless X networks with
confidential messages. For the considered network with perfect channel knowledge
at transmitters, the derived sum degrees of freedom upper and lower bounds are
shown to coincide when the number of transmitters or receivers is 2. For the network
with arbitrary numbers of transmitter and receiver, the derived lower and upper
bounds are shown to have a gap, which vanishes with the number of nodes in the
network. The achievable scheme is based on the artificial noise alignment which
efficiently injects the jamming signal into the subspace of confidential messages.
Moreover, the proposed scheme can be generalized to the network with no CSIT,
with the aid of reconfigurable receiving antennas.

The contribution of this chapter is based on:

• [WXSP15c] Zhao Wang, Ming Xiao, Mikael Skoglund, and H. Vincent Poor,
“Secrecy degrees of freedom of wireless X networks using artificial noise align-
ment,” Proc. IEEE International Symposium on Information Theory, Hong
Kong, China, Jun. 2015.

• [WXSP15a] Zhao Wang, Ming Xiao, Mikael Skoglund, and H. Vincent Poor,
“Secure degrees of freedom of wireless X networks using artificial noise align-
ment,” IEEE Transactions on Communications, submitted, Sep. 2014, re-
vised, Mar. 2015.

Chapter 6 and 7

Chapters 6 and 7 exploit the idea of artificial noise alignment in feedback systems,
with the principle that the artificial noise sent from the previous transmission block
can be used to provide secret key for the later blocks. In particular, chapter 6
focus on the two-hop interference channel with confidential messages, for which the
optimal sum degrees of freedom is established with delayed CSIT. And in chapter
7, the two-user broadcast channel with confidential messages is studied based on
the mixed form of channel knowledge as previously considered in Chapter 4. The
optimal degrees of freedom region can also be established here.

The contributions of these two chapters are based on the respective publications:

• [WXS14] Zhao Wang, Ming Xiao, and Mikael Skoglund, “Secrecy degrees of
freedom of 2x2x2 interference channel with delayed CSIT,” IEEE Wireless
Communications Letters, vol. 3, pp. 341-344, Aug. 2014.
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• [WXSP15b] Zhao Wang, Ming Xiao, Mikael Skoglund, and H. Vincent Poor,
“Secrecy degrees of freedom of the two-user MISO broadcast channel with
mixed CSIT,” Proc. of IEEE Information Theory Workshop, Jerusalem, Is-
rael, Apr. 2015.

It is worth noting that the secrecy constraints studied in Chapter 5, 6 and 7 are
often referred to as weak secrecy constraints. A strong version of the secrecy con-
straints, which is measured by the total information leakage, is studied in Chapter
8.

Chapter 8

The achieved strong secrecy rate region and degrees of freedom for interference
channels with confidential messages are studied in this chapter. Instead of consid-
ering the power regime where the effect of noise can be neglected to work on the
interference alignment design directly, we start from deriving the achievable rate
region for the considered channel. The concept of channel resolvability introduced
by Han and Verdú is studied for the interference channel, and then used as a tool-
box to obtain the achievable secrecy rate region. It is worth noting that the derived
rate region under strong secrecy ties with the best known result for under weak
secrecy for the discrete memoryless interference channel. Furthermore, the sum op-
timal degrees of freedom for K-user interference channel is established based on
the derived rate region, and it is shown that the sum degrees of freedom stays the
same under weak and strong secrecy constraints.

The contribution of this chapter is based on:

• [WSS+15] Zhao Wang, Rafael F. Schaefer, Mikael Skoglund, Ming Xiao, and
H. Vincent Poor, “Strong secrecy for interference channels: Achievable rate
region and degrees of freedom,” to be submitted, 2015.

Chapter 9

We summarize the thesis in this chapter and address several future directions for
research.

For clarity of presentation, the relations among different chapters are illustrated
by a dependency graph as shown in Fig. 1.2.

Contributions Outside the Thesis

Besides the contributions listed above, the author of this thesis has also contributed
on the following published papers. For the consistency of the thesis structure, they
are not included.
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Chapter 3

Chapter 4 Chapter 7

Chapter 6

Imperfect 
Channel 

Knowledge

Chapter 5

Chapter 8

Constraints on 
Secrecy

Weak Secrecy

Delayed CSIT

Mixed CSIT

Sub-network

Strong Sec.

Figure 1.2: Dependency graph of chapters.

• [WWXS12] Zhao Wang, Chao Wang, Ming Xiao, and Mikael Skoglund, “On
the achievable degrees of freedom of partially cooperative X networks with
delayed CSIT,” Proc. of IEEE Global Communications Conference, Anaheim,
U.S., Dec. 2012.

• [WWXS13] Zhao Wang, Chao Wang, Ming Xiao, and Mikael Skoglund,
“The two-hop MISO broadcast network with quantized delayed CSIT,” Proc.
of IEEE Wireless Communications and Networking Conference, Shanghai,
China, Apr. 2013.

1.2 Copyright Notice

As specified in Section 1.1, the material presented in this thesis are partly and
sometimes verbatimly based on the author’s previous work which are published
or submitted to conferences and journals held by or sponsored by the Institute
of Electrical and Electronics Engineer (IEEE). IEEE holds the copyright of the
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8 Introduction

1.3.1 Sets, Scalars, Vectors

We use lowercase letters x, y, . . . to represent the constants and values of random
variables. Let xn = (x1, x2, . . . , xn) denote an n-sequence or column vector. Some-
times we also write x,y, . . . to denote the constant vectors with specified dimensions
and xj for the j-th entry of x. x(i) denotes a vector indexed by time i and xj(i)
denotes the j-th component in x(i). The sequence of these vectors is denoted by
xn = (x(1),x(2), . . . ,x(n)). ‖x‖ represents the Euclidean norm of the vector x.
Moreover, the superscript T and H represent transpose and Hermitian transpose,
respectively. x ⊥ y means xHy = 0, and x⊥ represents a unitary vector such that
xHx⊥ = 0.

Calligraphic letters X are used for the alphabet set, and |X | denotes the cardi-
nality of the discrete set X . The following notations are used for common sets:

• N is the set of non-negative integers.

• N+ is the set of positive integers.

• Z is the set of integers.

• R is the set of real numbers and Rd is the d-dimensional real Euclidean space.

• R+ is the set of non-negative real numbers.

• Sd is the set of non-negative semi-definite matrices with dimension d× d.

• C is the set of complex numbers.

• [i : j] denotes the set of integers {i, i+ 1, . . . , j} for a pair of integers i ≤ j.

• K\i denotes the set K after removing the element i, i ∈ K.

• C denotes the capacity region.

• ](a|xn) denotes the number of appearance of a in the sequence xn.

The following uppercase letters are exclusively used in the thesis to represent
constants with specific physical meanings. For instance,

• M,K denote the number of transmitters/receivers,

• P denotes the transmission power constraint,

• T denotes the number of time slots for transmission.

These notations will be defined explicitly in the context.
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1.3.2 Random Variables

We use uppercase letters X,Y, . . . to denote random variables. Similarly, Xn =
(X1, X2, . . . , Xn) denotes an n-sequence or column vector. For J = [1 : k], given
k random vectors (Xn

1 , X
n
2 , . . . , X

n
k ), Xn

J represents the sequence of vectors Xn
j ,

where j ∈ J .
We also use X,Y to represent random column vectors with specified dimen-

sions and Xj for the j-th component of X. A random vector indexed by time i
can be denoted as X(i), and the sequence of these vectors is denoted as Xn =
{X(1), . . . ,X(n)}.

The following notations are used for random variables:

• PX , PX(x) mean the probability distribution of random variable X.

• E[X] denotes the expectation of X.

• P[E ] denotes the probability of the event E .

• H(X) is the entropy of random variable X, and h(X) is the differential en-
tropy of X if X is a continuous random variable.

• I(X;Y ) Mutual information between random variables X and Y .

• CN (0,K) represents a circular symmetric complex Gaussian distribution with
zero mean and covariance matrix K.

1.3.3 Matrices

We use uppercase letters A,B, . . . to denote matrices. The entry in the i-th row
and the j-th column of a matrix A is denoted by A(i, j). We use diag{a1, a2, . . . , ad}
to denote a d× d diagonal matrix with diagonal elements a1, a2, . . . , ad. The d× d
identity matrix is denoted by Id. The subscript d is omitted when it is clear from
the context. For a square matrix A, |A| = det(A) denotes the determinant and
Tr(A) is the trace. Moreover,

• A⊗B means the Kronecker Product of A and B,

• span(A) represents the column spans of A,

• A ≺ B means that span(A) ⊆ span(B).

In Chapter 5 and 8, the bold letter A is used to denote a random variable in the
matrix form, whereas A denotes a realization of A.
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1.3.4 Order and Special Functions
Let f and g be two functions defined on some subsets of real numbers.

• f(x) = O(g(x)) as x → ∞ if and only if there exists a positive real number
M and a real number x0 such that |f(x)| ≤M |g(x)| for all x ≥ x0.

• f(x) = o(g(x)) is equivalent to limx→∞
f(x)
g(x) = 0 for a nonzero g(x).

• f(x) ·= g(x) is equivalent to f(x) = g(x) + o(log(P )), where P > 0 is the
transmission power.

• log(x) is the log-function with basis 2.

• exp(x) is the exponential function 2x.

• 1{E} is the indicator function, which has value 1 when the event E happens,
otherwise it has the value 0.

1.4 Abbreviations

AN Artificial noise
ANA Artificial noise alignment
AWGN Additive white Gaussian noise
BCCM Broadcast channel with confidential messages
CSI Channel state information
CSIT Channel state information at transmitters
CSIR Channel state information at receivers
DOF Degrees of freedom
DMC Discrete memoryless channel
IA Interference alignment
IC Interference channel
ICCM Interference channel with confidential messages
i.i.d. independent and identically distributed
MAT Maddah-Ali & Tse (to name the scheme proposed in [MAT12])
MIMO Multiple-input multiple-output
MISO Multiple-input single-output
SDOF Secure degrees of freedom
SINR Signal-to-interference-plus-noise ratio
SNR Signal-to-noise ratio
XNCM X network with confidential messages



Chapter 2

Preliminaries

We introduce the definitions of degrees of freedom (DOF) and secure degrees of
freedom (SDOF) in this chapter. Moreover, we briefly review the idea of interference
alignment, which includes the linear beamforming approach proposed by Cadambe
and Jafar [CJ08] with perfect channel knowledge, and the Maddah-Ali & Tse (MAT)
approach [MAT12] based on delayed channel knowledge. Also the basic principles of
designing interference alignment for secure communications are briefly interpreted.

2.1 Degrees of Freedom

Let us start from a point-to-point Gaussian channel as shown in Fig. 2.1, in which
one transmitter intends to send a message W to one receiver, with the channel
input-output relationship over a channel use as follows

Y = hX + Z,

where X is the input symbol, Z is additive white Gaussian noise (AWGN), h is the
channel coefficient and Y is the channel output symbol. We assume that all symbols
are complex. Moreover, let us assume a power constraint for the transmission signal
E
[
|X|2

]
≤ P , and Z is complex Gaussian with zero mean and variance δ2. Let us

consider the following code, which consists of

• a set of messages W = [1 : 2nR],

+X Y

Z ∼ CN (0, δ2)

h

Figure 2.1: Gaussian point-to-point channel.

11
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• an encoder W −→ Xn, that maps a uniformly chosen message w ∈ W to a
sequence xn(w), and

• a decoder Yn −→W, that assigns an estimate ŵ ∈ W to each received signal.

The set Cn = {xn(1), xn(2), . . . , xn(2nR)} is referred to as the codebook associated
with the (2nR, n) code. Then a rate R is said to be achievable if there exists a
sequence of (2nR, n) code such that the reliability constraint holds:

lim
n→∞

P (n)
e = 0,

where

P (n)
e = P[Ŵ 6= W ] = 1

2nR
2nR∑
w=1

P[Ŵ 6= w|W = w].

The capacity C of the above Gaussian channel is the supremum over all achievable
rates.

Based on the reliability constraint, the channel capacity of the above Gaussian
channel was shown by Shannon [Sha48] to be

C = log
(

1 + P
|h|2

δ2

)
,

which induces

C = log(P ) + o(log(P )),

based on the fact that the channel coefficient h and the power of noise δ2 are
irrelevant to the transmission power P .

Let us consider further the parallel Gaussian channel, in which there are M
parallel aforementioned point-to-point Gaussian channels without interfering each
other, as shown in Fig. 2.2. The channel input-output relation over one channel use
can be written as follows:

Ym = hmXm + Zm, m ∈M.

The power constraint is E
[
|X|2m

]
≤ P . Following Shannon’s result, it is easy to

show that the sum capacity of the parallel Gaussian channel is

CΣ =
M∑
m=1

log
(

1 + P
|hm|2

δ2
m

)
,

where δ2
m is the variance of the noise Zm. The above sum capacity can be written

as

CΣ = M log(P ) + o(log(P )).
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+X1 Y1

Z1 ∼ CN (0, δ21)

h1

+

+

X2 Y2

Z2 ∼ CN (0, δ22)

ZM ∼ CN (0, δ2M )

YMXM

...

h2

hM

Figure 2.2: Parallel Gaussian point-to-point channel.

The pre-log factor M essentially captures the number of point-to-point channels in
the system, or the dimensions of signals.

For a general Gaussian network, in whichM independent messagesW1,W2, . . . ,
WM exist in the network, with the achievable rate tuple (R1, R2, . . . RM ). Subjected
to the average transmission power constraint P for each transmitter, let CΣ(P )
denote the sum capacity of the network, then the DOF is defined as

d , lim
P→∞

CΣ(P )
log(P ) . (2.1.1)

In general, the sum capacity of Gaussian networks depends on the transmission
power of each transmitter, the channel coefficients, and the local noise level at each
receiver. As mentioned by Jafar [Jaf10], the DOF metric is primarily concerned
with the limit where the total transmit power approaches infinity, while the values
of channel coefficients and the power of AWGN are irrelevant to the transmission
power. It is worth noting that it has not been proved that the limit in (2.1.1)
exist for all possible Gaussian networks. As shown in the parallel Gaussian channel,
DOF indicates that the number of signal dimensions or independent signal streams
that can be conveyed by communications. It has been widely used as a first order
approximation for the capacity of wireless networks.
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T

T c

D

E

HDT
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HET c

HDT c

WT

WT

ŴT

Figure 2.3: Wireless networks with secrecy constraints.

2.2 Secure Degrees of Freedom

The notion of SDOF is introduced to measure the number of signal streams with
secrecy constraints, i.e., it can be seen as the DOF with secrecy constraints. The
concept of SDOF can be interpreted by the following example.

Let us consider a wireless network as shown in Fig. 2.3, in which a set of trans-
mitters T intends to deliver a secret message WT to a set of receivers D, while
hiding it from a set of eavesdroppers E . The channel input-output relationship over
one channel use can be modeled as follows:

YD = HDTXT +HDT cXT c + ZD,
YE = HETXT +HET cXT c + ZE ,

where XT ,XT c are the |T | × 1 and |T c| × 1 vectors, respectively, denoting the
transmission signal from T and T c; HDT and HDT c are the |D|×|T | and |D|×|T c|
channel matrices, respectively; ZD is complex AWGN CN (0, I|D|). Similarly, HET
and HET c are the |E|× |T | and |E|× |T c| channel matrices, respectively. ZE follows
CN (0, I|E|). We assume the average transmission power of every transmitter in the
network is subject to a constraint P .

We assume joint processing over the set T , D and E . A secrecy code (2nRT , n)
for the above channel consists of

• a message set WT = [1 : 2nRT ],

• a stochastic encoder at the set T , WT −→ XnT , that assigns a confidential
message wT randomly to a codeword xnT , and



2.3. Review of Interference Alignment Approaches 15

• a decoder at the set D, YnD −→ WT , that assigns an estimate ŵT to each
received signal ynD.

AssumeWT is uniformly distributed over the setWT . Let us consider the following
two different secrecy measures:

• weak secrecy: the normalized information leakage, i.e., 1
nI(WT ; Yn

E ), is con-
sidered, and

• strong secrecy: the entire information leakage, i.e., 1
nI(WT ; Yn

E ), is considered.

Denote the average decoding error as P (n)
e = P[ŴT 6= WT ]. The secret rate RT

is said to be achievable, if there exists a sequence of (2nRT , n) codes to satisfy the
following constraints simultaneously:

• the reliability constraint: limn→∞ P
(n)
e = 0, and

• the secrecy constraint: limn→∞
1
nI(WT ; Yn

E ) = 0 for weak secrecy, or limn→∞
I(WT ; Yn

E ) = 0 for strong secrecy.

It is clear to observe that if RT is an achievable rate with strong secrecy constraints,
then it is of course an achievable rate with weak secrecy constraints, however, not
vice versa.

The secrecy capacity Cs is defined as the surpremum over all achievable secret
rates. Then, the SDOF is defined as

ds , lim
P→∞

Cs(P )
log(P ) . (2.2.1)

Due to the difference of secrecy constraints, i.e., the weak secrecy and strong secrecy,
the SDOF also differs from the weak sense and strong sense accordingly.

As we will study different network models in the sequential chapters, the DOF
and SDOF will be specifically defined based on the studied system model.

2.3 Review of Interference Alignment Approaches

In what follows, we shall review the key concept of interference alignment schemes.
Despite all different approaches proposed in the literature, the essential idea of
interference alignment can be traced back to the fundamental questions raised from
solving linear equation groups: How many equations do we need to resolve specific
variables in the equation group?

Consider the following system of linear equations:

Y1 = 2X1 + 4X2 + 5X3 +X4

Y2 = X1 + 2X2 +X4

Y3 = 3X1 + 2X2 + 5X3,
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where Y1, Y2 and Y3 are the observed equations, and X1, X2, X3 and X4 are the
unknown variables. If we need to resolve all the variables, then at least 4 linearly
independent equations are needed, i.e., we still miss one more equation for resolving
all the unknown. However, if we are only interested in resolving X1, then the 3
equations at hand are sufficient. Specifically, by Gaussian elimination, we have

Ỹ = Y1 − Y2 − Y3 = −2X1. (2.3.1)

Therefore, the requirement on the number of equations has been reduced by 1.
Based on this toy example, we can illustrate the idea of interference alignment for
communication systems. Let us rewrite the above equation system in a vector form:

Y = h1X1 + h2X2 + h3X3 + h4X4,

where Y = [Y1 Y2 Y3]T , and hi (i ∈ [1 : 4]) are the corresponding 3× 1 coefficient
vectors. In the context of multiple-input multiple-output (MIMO) communication
systems, Y can be seen as the received signals by neglecting the noise term, Xi

(i ∈ [1 : 4]) are the channel input signals, and hi are the equivalent channel vectors.
If X1 is the desired signal for the receiver, then by the simple Gaussian elimination
operations shown in (2.3.1), we can create an equivalent point-to-point channel by
treating 4X2 + 5X3 + X4 as the interference instead of resolving each unknown
individually. This is the basic idea of interference alignment. Technically speaking,
in the 3-dimension subspace of received signals, the desired signal X1 occupies
one dimension, and meanwhile, the interference from the other 3 input signals are
aligned to a 2-dimension “squeezed” subspace, which are separable from X1. In
other words,

rank [h2 h3 h4] = 2, and
h1 6∈ span (h2,h3,h4) .

Henceforth, the delivery for the 4-th linearly independent equation is not necessary,
in such a way, the bandwidth of the communication has been effectively used.

To summarize, interference alignment is essentially a fundamental linear algebra
problem, which aims to resolve the desired unknowns in the linear equation group
based on as few as possible observed equations. Furthermore, a critical observation
on the linear equation system, among other things, is that the coefficients hi are the
key element for resolving the unknowns. For example, a direct look at the considered
equation group is that the Gaussian elimination approach in (2.3.1) will collapse if
hi are unknown. In practical communication systems, the availability of hi relies
directly on the availability of the channel state information at transmitters and
receivers. Throughout the thesis, we assume the channel state at receivers (CSIR)
is always accurate, and meanwhile focus on the availability of the CSIT. In the
following, let us review different alignment designs in divergent CSIT scenarios.
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Figure 2.4: Alignment goal in the 3-user interference channel.

2.3.1 Alignment with Perfect CSIT: Beamforming
With perfect CSIT, the key idea of interference alignment is to exploit the spatial
dimensions of the wireless channels instantaneously. Consider the following 3-user
interference channel, constructed by 3 transmitters and 3 receivers, in which each
node is equipped with one antenna. Each transmitter k (k ∈ [1 : 3]) has an indepen-
dent message Wk to be delivered to receiver k. The channel input-output relations
at time slot t can be written as:

Yk(t) = hk1(t)X1(t) + hk2(t)X2(t) + hk3(t)X3(t) + Zk(t), k ∈ [1 : 3],

where Yk(t) is the output signal of the receiver k, Xk(t) is the channel input of
transmitter k, hki(t) is the channel coefficient from transmitter i to receiver k
(i ∈ [1 : 3]), and Zk(t) is the i.i.d. AWGN with zero-mean and unit variance. To
avoid degenerate channel conditions, e.g., channel coefficients are equal to zero or
infinity, we assume that the channel coefficients are drawn i.i.d. from a continuous
distribution, and their absolute values are bounded away from zero and infinity.
Moreover, we assume the channel state information is causal and globally shared at
every transmitter and receiver. The average power constraint for the transmission
signal of each transmitter is P .

Let us start from the time-varying channels, where the channel coefficients are
different from one time slot to another. As we will observe from the alignment
design, the time-varying assumption is important for providing signal dimensions.
The tool for signaling design is linear beamforming as proposed by Cadambe and
Jafar [CJ08], which can be presented in what follows.

For the considered network, we aim to show that at each receiver k, the in-
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terference Xi and Xj (i, j 6= k) can be aligned in a squeezed subspace with equal
dimensions as the desired signal Xk. Moreover, the signal subspace and the interfer-
ence subspace are linearly independent such that they are separable. The objective
of the transmission design is illustrated in Fig. 2.4, in which the DOF 1

2 for each user
is promised. In order to achieve the target DOF, there are two technical innovations
in the beamforming design:

• Symbol extension over the original channel: The interference alignment scheme
is constructed by using 2n+ 1 time slots, for n ∈ N+, where the symbols over
the 2n+ 1 time slots can be seen as a supersymbol. The benefit of the sym-
bol extension is that we can take advantages of the channel vectors created
over multiple slots to construct a virtue multi-antenna system, such that the
spatial dimensions can be exploited.

• Asymptotic alignment: Instead of aiming for perfect alignment at receivers to
achieve the DOF triple ( 1

2 ,
1
2 ,

1
2 ) for three users, respectively, the transmission

is design in an asymptotic fashion to achieve the DOF triple ( n+1
2n+1 ,

n
2n+1 ,

n
2n+1 ).

Consequently, when n → ∞, the DOF 1
2 for every user can be achieved

asymptotically. This relaxation is important as it offers the feasible solution
for beamforming.

With (2n+ 1) symbols extension, the channel input-output at receiver k can be
written as:

Yk(t) = Hk1(t)X1(t) +Hk2(t)X2(t) +Hk3(t)X3(t) + Zk(t), k ∈ [1 : 3] (2.3.2)

where

Xk(t) =


Xk((2n+ 1)(t− 1) + 1)
Xk((2n+ 1)(t− 1) + 2)

...
Xk((2n+ 1)t)

 ,

and similarly Yk(t) and Zk(t) are (2n + 1) × 1 channel output and noise vectors,
respectively. Hki(t) is the corresponding (2n + 1) × (2n + 1) channel matrix with
diagonal elements hki((2n + 1)(t − 1) + m), m ∈ [1 : 2n + 1]. In this extended
channel, the message can be coded into multiple streams.

At transmitter 1, W1 is coded into n + 1 independent streams, represented as
an (n+ 1)× 1 vector X̄1(t). And then X̄1(t) is sent after beamforming:

X1(t) = V1X̄1(t),

where V1 is a (2n + 1) × (n + 1) matrix. At transmitter 2 and 3, W2 and W3 are
encoded into n independent streams X̄2(t) and X̄3(t), respectively. And then they
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are sent after beamforming:

X2(t) = V2X̄2(t),
X3(t) = V3X̄3(t),

where V2 and V3 are both (2n+ 1)× n matrices. Consequently, the received signal
can be written as

Yk(t) = Hk1(t)V1X̄1(t) +Hk2(t)V2X̄2(t) +Hk3(t)V3X̄3(t) + Zk(t).

We can choose Vk for alignment conditions, which are summarized as follows for all
receivers:

Receiver 1 : H12V2 = H13V3, rank [H11V1 H12V2] = 2n+ 1
Receiver 2 : H23V3 ≺ H21V1, rank [H22V2 H21V1] = 2n+ 1 (2.3.3)
Receiver 3 : H32V2 ≺ H31V1, rank [H33V3 H31V1] = 2n+ 1.

In particular, the first part of the alignment conditions aims at placing the in-
terference subspaces together such that they overlap, and the second part of the
alignment conditions, i.e., the full rank condition, is to guarantee that the signal
space and the interference space are separable, i.e., linearly independent. Letting

A = V1

B = (H21)−1H23V3

C = (H31)−1H32V2

T = H12(H21)−1H23(H32)−1H31(H13)−1,

the first half of the alignment conditions can be rewritten as

B = TC, B ≺ A, C ≺ A.

In [CJ08], the proposed solution for the above alignment is as follows:

A =
[
φ Tφ T 2φ · · · Tnφ

]
B =

[
Tφ T 2φ · · · Tnφ

]
(2.3.4)

C =
[
φ Tφ T 2 · · · Tn−1φ

]
,

where φ = [1 1 · · · 1]T (φ can also be chosen with random entries) is the (2n+1)×1
vector. It is clearly that the choice ofA,B and C implies the value of V1, V2 and V3. A
careful verification will see that this solution also guarantee the full rank conditions.
As we have emphasized, the alignment is accomplished by a linear beamforming
design.

To generalize the proposed alignment to the K-user interference, it is shown
that the sum DOF of the network is K

2 . Consequently, the sum capacity is CΣ =
K
2 log(P )+o(log(P )), which is often referred to as the half-of-the-cake breakthrough.
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Remark 2.1 (Why not perfect alignment?). A careful look at the alignment condi-
tions in (2.3.3) for the 3-user interference channel tells us that a perfect alignment
can be designed, for which we can simply choose the following conditions to be
hold:

Receiver 1 : H12V2 = H13V3

Receiver 2 : H23V3 = H21V1

Receiver 3 : H32V2 = H31V1.

Consequently,

V1 = (H31)−1H32(H12)−1H13(H23)−1H21︸ ︷︷ ︸
T1

V1 = T1V1.

Therefore, V1 can be chosen as the invariant subspace of the matrix T1. The solution
of V2 and V3 follows. A natural question can be raised here that why this perfect
alignment can not be applied for K > 3 users. The answer is that the feasibility
condition of interference alignment will be violated for K > 3, i.e., the number of
equations exceeds the number of variables. This can be understood by considering
the following example given in [CJ09c].

Consider the K-user interference channel, and V1 and V2 are the beamforming
matrices for the signals of transmitter 1 and 2, respectively. For receiver 3 and 4,
the signals from transmitter 1 and 2 are not desired, therefore are aligned:

span(H31V1) = span(H32V2)
span(H41V1) = span(H42V2).

Consequently, we have

span(V1) = span

(H31)−1H32(H42)−1H41︸ ︷︷ ︸
T1

V1

 , (2.3.5)

which implies that the range of V1 is an invariant subspace of the transformation
T1. Similarly, at receiver 5, 6, · · · ,K, the signals from transmitter 1 and 2 should
also be aligned, which implies similar conditions as (2.3.5) should be satisfied at
the receivers. Overall, the following condition should be satisfied simultaneously:

span(V1) = span (T1V1) = span (T2V1) = · · · = span (TNV1) ,

where Ti (i ∈ [1 : N ]) are determined by the channel coefficients. The above
equation does not have non-trivial solution for V1 because Ti (i ∈ [1 : N ]) have
only trivial common invariant subspace 0.

Therefore, the perfect alignment demands more constraints than the system can
afford. In order to have feasible solutions based on the linear interference alignment
approach, a relaxation should be made to the alignment conditions. Asymptotic
alignment is one method to solve the problem with approximated solutions.
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Remark 2.2 (Asymptotic alignment is almost universal). Inspired the method for
choosing A,B and C, where the matrices are essentially the multiples of the random
vector φ and the channel T , the asymptotic alignment approach can be generalized
to different multiuser networks for establishing the optimal sum DOF, e.g., the
M ×N wireless X network [CJ09b], the K-user M ×N MIMO interference channel
[GJ10], the finite state compound networks [GJW11] and so on. Among most of
the linear interference alignment approaches, the construction method proposed by
Cadambe and Jafar is by far the most efficient and generic method for constructing
common sub-invariant subspaces in the literature.

Remark 2.3 (Exploit channel dimensions). In the above example, the linear sub-
space and channel dimensions are essentially provided by the time-varying nature of
the channel coefficients. When the channel state are not time-varying, i.e., they are
constants, the dimensions provided by the rational numbers in the real line can also
be exploited for alignment [MOGMAK14]. This real interference alignment scheme
no longer depends on the linear beamforming method as presented above, and is
based on the Khintchine-Groshev theorem [BKM01] in the Diophantine approxima-
tion theory. However, it is interesting to note that the construction of signal spaces
in the real alignment is similar to the asymptotic linear alignment approach such
as the assemble of A,B and C in (2.3.4).

The understanding of interference alignment with perfect CSIT is relatively
intuitive. From transmission design perspective, the main insights are in two folds:

• Create dimensions by symbol-extension for single-antenna systems, or by ex-
ploiting the antenna dimensions for multi-antenna systems.

• Linear beamforming for perfect alignment or asymptotic alignment.

In the next section, we introduce another method for alignment when the ob-
tained channel coefficients are always outdated.

2.3.2 Alignment with Delayed CSIT: the MAT Approach

Let us recall the linear equation system presented in Section 2.3. If the values of
all the coefficients hi (i = [1 : 4]) are unknown, it is impossible to remove X2, X3
and X4 based on the observed equations. To cast light upon communications with
interference, a basic observation is that if we have absolutely no information regard-
ing the CSIT, it is impossible to design beamforming and align interference in the
first place. In this scenario, orthogonal transmission such as time-division-multiple-
access (TDMA) will be one of few options left in terms of resource allocation. For
instance, consider a K-user multiple-input-single-output (MISO) broadcast chan-
nel with isotropic fading, where the wireless channel from the transmitter to each
receiver is i.i.d., the sum DOF is shown to be 1 if there is no CSIT, achieved by
orthogonal transmissions [JG05].
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Figure 2.5: The MAT alignment based on delayed CSIT.

Interestingly, a recent study by Maddah-Ali and Tse [MAT12] considers the
case that the channel state known by the transmitter is always outdated, i.e., the
current channel state is non-known, however the previous channel states are known
by the transmitter. It is shown that alignment can also be designed based on the
delayed CSIT to provide DOF more than the orthogonal approach. The idea is to
design transmission over multiple blocks and align the interference retrospectively.
The alignment schemes based on delayed/outdated CSIT are often referred to as
the MAT alignment. We review the key idea of the MAT scheme by the following
example.

Consider the 2-user MISO broadcast channel, constructed by a two-antenna
transmitter and two single-antenna receivers. The channel input-output relationship
can be written as

Yk(t) = hHk (t)X(t) + Zk(t), k ∈ [1 : 2]

where Yk(t) is the received signal at receiver k, X(t) is the 2×1 transmission signal
vector, hHk (t) = [hk,1(t) hk,2(t)] is the 1 × 2 channel vector, and Zk(t) is i.i.d.
AWGN with zero mean and unit variance. We assume each entry of hk(t) is i.i.d.
and time-varying. The average transmission power is subject to P .

Assumption 2.3.1 (Delayed CSIT). Unit delay: At time slot t, h1(t − 1) and
h2(t− 1) can be known at the transmitter.

Assume that the transmitter intends to deliver the independent messages W1
and W2 to receiver 1 and 2, respectively. We aim to show that a sum DOF 4

3 can
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be be achieved. The proposed scheme works in 3 time slots (or blocks) to convey 4
independent streams. Fig. 2.5 illustrates the main idea.

Time slot 1: The first time slot is dedicated to receiver 1, where W1 is coded
into 2 independent streams µ1 and ν1. The transmission signal is

X(1) =
[
µ1

ν1

]
.

The received signals are

Y1(1) = h1,1(1)µ1 + h1,2(1)ν1 + Z1(1)
Y2(1) = h2,1(1)µ1 + h2,2(1)ν1 + Z2(1).

Both receivers obtain noisy version of linear combinations of µ1 and ν1. The lin-
ear combination at receiver 2 will be saved for further usage, though it has no
information for its desired message.

Time slot 2: The second slot is dedicated to receiver 2, where W2 is coded into
2 independent streams µ2 and ν2. Similarly, the transmission signal is

X(2) =
[
µ2

ν2

]
.

At receivers, we have

Y1(2) = h1,1(2)µ2 + h1,2(2)ν2 + Z1(2)
Y2(2) = h2,1(2)µ2 + h2,2(2)ν2 + Z2(2).

Again, two noisy linear combinations of µ2 and ν2 appear at the receivers. Receiver
1 saves the overheard equation for later usage.

Let us summarize the linear combinations that have appeared at receiver side.

l1(µ1, ν1) , h1,1(1)µ1 + h1,2(1)ν1,

l2(µ1, ν1) , h2,1(1)µ1 + h2,2(1)ν1,

l3(µ2, ν2) , h1,1(2)µ2 + h1,2(2)ν2,

l4(µ2, ν2) , h2,1(2)µ2 + h2,2(2)ν2.

It is observed that if receiver 1 can obtain both l1 and l2, then it can resolve the
streams µ1 and ν1 providing that the matrix H(1) is full rank, where

H(1) =
[
h1,1(1) h1,2(1)
h2,1(1) h2,2(1)

]
.
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Similarly, if receiver can obtain both l3 and l4, it can resolve the streams µ2 and ν2
provided the matrix H(2) is full rank, where

H(2) =
[
h1,1(2) h1,2(2)
h2,1(2) h2,2(2)

]
.

Because the channel coefficients are assumed to be i.i.d., the full rank conditions
hold almost surely. Moreover, considering that delayed CSIT can guarantee that
these linear combinations can be recovered by the transmitter, the question remains
how to deliver the desired equations effectively.

Time slot 3: The transmitter sends a linear combination of l2(µ1, ν1) and l3(µ2, ν2),
i.e., the transmission signal is

X(3) =
[
l2(µ1, ν1) + l3(µ2, ν2)

0

]
.

Consequently, at receivers we have

Y1(3) = h1,1(3) (l2(µ1, ν1) + l3(µ2, ν2)) + Z1(3)
Y2(3) = h2,1(3) (l2(µ1, ν1) + l3(µ2, ν2)) + Z2(3).

Because receiver 1 has l3(µ2, ν2), it can remove it from Y1(3) to obtain a noisy
version of l2(µ1, ν1). Then combining l1(µ1, ν1) and l2(µ1, ν1), two streams µ1 and
µ2 can be resolved. We have a similar analysis for receiver 2. A sum DOF 4

3 can be
achieved, which is better than orthogonal approach in terms of DOF.

To summarize the MAT alignment, we need to design the transmission to feed
the receivers (e.g., time slot 2 and 3) in such a way that the alignment can be
accomplished in the later blocks (e.g., time slot 3). A generalization of the above
example by Maddah-Ali and Tse is that for the K-user MISO broadcast channel
with delayed CSIT, the optimal sum DOF K

1+ 1
2 +···+ 1

K

can be achieved by carefully
aligning the interference retrospectively. It is interesting to note that the DOF result
scales sub-linearly with the number of K.

Remark 2.4 (Cooperation is important). Another important element of the MAT
alignment in [MAT12] is the cooperation at the transmitter side. For instance,
considering the presented example after 2 time slots, if there is no cooperation
(or message cognition) at the transmitter, i.e., the transmitter can not know all the
messages that have been sent, then even with delayed CSIT, the linear combinations
li (i = [1 : 4]) can not be recovered by the transmitter. Consequently, the alignment
at time slot 3 can not be finished. Generally speaking, without cooperation at the
transmitter side, the DOF gain along with delayed CSIT degrades severely. Different
from the sub-linear scaling DOF result of broadcast channels, the study by Vaze-
Varanasi and Abdoli et al. on the interference channel and X channels with delayed
CSIT have shown that the DOF in considered network will most likely approach
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Figure 2.6: Artificial noise for jamming.

to limit values, which do not scale with K [VV12,AGK13]. Specifically, the best
known achieved DOF for the K-user interference channel with delayed CSIT is

2
6ln2−1 ≈ 1.2663 [AGK13]. To solve this problem, introducing output feedback or
Shannon type feedback is an alternative solution, where instead of feeding back only
the channel state, the received signals are also fed back to transmitters with a unit
delay. Let us recall the above example again: if all the received signals from the first
two time slots are fed back, the transmitter will directly know all the noisy version
of linear combinations such that the third time slot works as the same. Therefore,
we can say that introducing output feedback is another way of cooperation for
distributed transmitters [TMPS12].

Remark 2.5 (Beamforming and the MAT alignment can be combined). Studied by
Yang et al. [YKGY13] and Gou-Jafar [GJ12], the methods of interference alignment
based on the current CSIT and delayed CSIT can be combined in a mixed CSIT
scenario, where the obtained CSIT contains two parts: an estimation on the current
CSIT, and the feedback delayed CSIT. The key idea of the combination can be
intuitively explained as follows: Based on the inaccurate current CSIT, a rough
beamforming can be design to align the interference partially, and then with delayed
CSIT, a careful transmission is designed to align the interference retrospectively.
In Chapter. 4 and 7, this idea is particularly studied in multi-hop networks and
broadcast channels with secrecy constraints.

2.3.3 Alignment with Secrecy Constraints

In this section, we introduce the principle of interference alignment for the purpose
of secure communications. Let us first consider the usage of artificial noise by the
following toy example.

Consider a point-to-point channel shown in Fig. 2.6, where the noise can be
artificially controlled. The total power of the system is subject to constraint P .
Suppose the input signal X contains confidential information which is supposed to
hide from the output Y , in other words, we aim to bound the mutual information
I(X;Y ). An efficient way is to choose N as Gaussian CN (0, O(P )). Then, it is easy
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Figure 2.7: A toy example of artificial noise alignment.

to show that

I(X;Y ) ≤ o(log(P )).

Therefore, the information leakage can be bounded to a value which does not scale
with log(P ). The noise N as it is chosen artificially, can be often referred to as
artificial noise (AN). This is the basic idea of jamming for secure communications
[GN08].

To introduce AN to interference alignment schemes, we consider the following
subspace of a certain received signal.

Y = H1V1X1 +
M∑
j=2

HjVjXj + Z, (2.3.6)

where Y is the received signal vector, X1 is the desired signal, Xj (j ∈ [2 : M ])
are the interference which contains confidential information that is not intended
for the receiver, Z is the AWGN with zero mean and unit power. H1 and Hj are
the channel matrices with certain dimensions, and V1 and Vj are the beamforming
matrices. Suppose there is already an alignment scheme such that

H3V3 = H4V4 = · · · ≺ H2V2,

and the matrix [H1V1 H2V2] is full rank.

Consider the signals X3,X4, · · · ,XM are encoded from confidential messagesW3,W4, . . . ,
WM , respectively. The efficient way of masking this confidential information is again
to choose X2 to be Gaussian artificial noise CN (0, O(P )), such that

I(X3,X4, · · · ,XM ; Y) ≤ o(log(P )).
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Therefore, the information leakage is also bounded to a value which does not scale
with log(P ). It is notable that by interference alignment, one block of artificial noise,
i.e., X2 can guarantee the almost-perfect secrecy for the rest of the M − 2 blocks
of confidential signals. Fig. 2.7 visualizes the elementary idea of the alignment for
secrecy. The alignment with AN for secrecy is sometimes referred to as the artificial
noise alignment (ANA) scheme in the thesis.

In a systematic perspective, the secure interference alignment encoder is in gen-
eral constructed by two parts:

• the interference alignment part that provides the signaling solution to effi-
ciently place the artificial noise block to mask confidential messages, such
that the information leakage can be bounded to o(log(P )), and

• the secure coding part which further guarantees that the information leakage
can be reduced to zero.

This framework for the secure alignment encoder will be studied particularly in
Chapter 5, 6, 7 and 8 in different communication networks with divergent secrecy
constraints. However, we need to note that aside from the difference for secrecy
constraints, i.e., the weak and strong secrecy, Chapter 5, 6, 7 focus more on the
part of signaling design, whereas Chapter 8 emphasizes more on the secure coding
design.





Chapter 3

Interference Alignment for the
Multi-Hop Broadcast Network

with Delayed CSIT

In this chapter, we will introduce an interference alignment scheme over a lay-
ered network, specifically, a multi-hop MISO broadcast network. We study the
network based on the outdated channel state information at the transmitter.

This problem is interesting from the following perspectives:

• The impact of imperfect CSIT for the multi-hop broadcast channel is unknown
in general.

• The request of channel knowledge for the entire network is practically difficult
in the multi-hop network. What is the impact if the channel knowledge is
limited within adjacent hops?

• Is treating each hop individually optimal for the transmission rate? If not, how
can we design the transmission based on the obtained channel knowledge?

To seek the answer of the above three questions will be our focus for this chapter.

3.1 Background

With the increasing interest in deploying relays in the 4-th and upcoming 5-th gen-
erations of mobile networks, multiuser multi-hop systems have drawn substantial
research attention. In spite of the rapid advances in the understanding of single-hop
networks, our knowledge on how to deal with inter-user interference and design effi-
cient transmission schemes in multi-hop systems is relatively limited. Let us consider
a wireless communication system in which a K-antenna source intends to commu-
nicate to K single-antenna destinations through i.i.d. isotropic fading channels. If
the source’s transmission can directly reach the destinations, the network is a well-
studied K-user MISO broadcast channel. It is already known that if perfect CSIT

29
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is available, the optimal sum DOF of the system is K, in which case dirty paper
coding [CS03] or a zero-forcing encoder [LJ07] can be used to take full advantage
of the channel knowledge. However, without CSIT the sum DOF is shown to be 1,
because the transmitter is blind for the channel due to the isotropic fading [JG05] to
lose the multiplexing gain. Another interesting CSIT scenario is the recent proposed
delayed CSIT concept by Maddah-Ali and Tse [MAT12], which models the impact
of totally outdated CSIT for the broadcast channel. By an interference alignment
design (i.e., the MAT scheme), it is shown that the sum DOF for the considered
K-user MISO broadcast channel is K

1+ 1
2 +...+ 1

K

, which scales linearly with K. The
MAT scheme is the first to show that the outdated CSIT is very useful. Therefore,
from a DOF perspective, the communication in the downlink broadcast channel is
relatively well understood.

Nevertheless, if the source and the destinations are not within the transmission
range, such that the communication has to be assisted by intermediate relays, our
understandings over this multi-hop broadcast network become limited. There are
mainly two intertwined difficulies in network information theory that we face:

• The distributed processing at different sub-networks.

• The request of channel knowledge for the entire network is not realistic.

Recently, there has been a growing interest focusing on the first issue to investigate
the efficient transmission over multi-hop networks. For example, layered two-unicast
wireless networks have been studied in [SA13], and the non-layered two-unicast
wireless networks has been studied in [GWJ14]. Moreover, as a special case of
a layered network, the concatenation of interference channels has been studied
at first in [GJJC12] for two users, and then it has been generalized to the K-
user case in [SA14], showing that every user can obtain 1 DOF in the considered
network. These results reveal the fact that the multi-hop transmission sometimes
can even benefits the network capacity, due to the implicit cooperation among
distributed nodes. However, the above results are obtained based on the assumption
that global channel knowledge can be shared for every node, which as mentioned is
not practical. Therefore, to study the network with limited channel knowledge is an
interesting practical problem. As the capacity analysis of the multi-hop network is
highly relevant to the network topology and the availability of channel knowledge,
finding a universal and efficient transmission scheme is hard at the current stage.
Let us start to study the multi-hop broadcast problem based on a specific layered
network topology and the delayed CSIT feedback. The system model is presented
in the following section.

3.2 System Model

As shown in Fig. 3.1, we consider a multi-hop MISO broadcast network in which a
source node with K transmit antennas intends to deliver an independent message
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Figure 3.1: (N,K) MISO broadcast networks.

Wk (k ∈ [1 : K]) to each of K single-antenna destinations, respectively. There
is no direct link between the source and the destinations, and N − 2 (N ≥ 3)
layers of intermediate relay nodes, each with K full-duplex single-antenna relays,
are deployed to aid the communication. The network contains a total of N layers,
and there is no direct connection between non-adjacent layers. This considered
network is termed as an (N,K) MISO broadcast network.

Let nk denote the node k (k ∈ [1 : K]) at layer-n (n ∈ [2 : N ]), and the K ×K
matrix H [n−1](t) denote the channel matrix between the (n − 1)-th and the n-th
layers (i.e., the (n−1)-th hop) at time slot t. The i-th row and k-th column element
of H [n−1](t), denoted by h[n−1]

ik (t), represents the channel gain from node (n−1)k
to node ni. Then the received signal at the layer-n is

Y[n](t) = H [n−1](t)X[n−1](t) + Z[n](t), n = 2, 3, ..., N, (3.2.1)

where X[n−1](t) = [X [n−1]
1 (t) X [n−1]

2 (t) . . . X [n−1]
K (t)]T is the transmission signal of

layer-(n−1), Y[n](t) = [Y [n]
1 (t) Y [n]

2 (t) . . . Y [n]
K (t)]T is the received signal at layer-n,

and Zn(t) is the K × 1 AWGN vector following CN (0, I). Let x[n]
k (t) represent the

actual channel input, i.e., X [n]
k (t) = x

[n]
k (t). Let us assume an average transmission

power constraint 1
T

∑T
t=1 |x

[n]
k (t)|2 ≤ P in this network.

We assume h[n−1]
ik (t) to be i.i.d., drawn from a continuous distribution. Its ab-

solute value is bounded away from zero and infinity to avoid degenerate channel
conditions. Moreover, it is assumed that h[n−1]

ik (t) remains constant within one time
slot, but changes independently across different time slots. In other words, the chan-
nel fading at each hop is i.i.d. across space and time.

3.2.1 Delayed CSIT
We consider the following two types of delayed CSIT in this chapter.
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Assumption 3.2.1 (Global delayed CSIT). At each time slot t, H [n−1](t − 1)
(n = [2 : N ]) are known for every node in the considered network.

Assumption 3.2.2 (Local delayed CSIT). At each time slot t, H [n−1](t − 1) is
known only at layer n− 1.

For a transmission power P , let CΣ(P ) denote the sum capacity of the (N,K)
MISO broadcast network. We study the sum DOF of the considered network, which
is defined as follows:

d = lim
P→∞

CΣ(P )
log(P ) .

3.3 Main Results

The sum DOF of the considered network is studied based on two types of CSIT as
introduced in 3.2.1 and 3.2.2.

Proposition 3.3.1. With global delayed CSIT, the optimal sum DOF K
1+ 1

2 +...+ 1
K

can be achieved for the (N,K) relay-aided MIMO broadcast network.

Proof. Let us first provide the converse proof on the sum DOF. We assume that all
the relays in the layer-(N−1) can fully cooperate to jointly process their signals.
At time slot t, they can attain the knowledge of H [N−1](t− 1), i.e. the delayed CSI
regarding the channel of the last hop. In addition, a genie non-causally provides
all the source messages to these relays. These assumptions would not degrade the
capacity region of the considered network. The sum DOF of this new network is
equivalent to that in a single-hopK-user MISO broadcast channel and clearly would
serve as a DOF upper bound of our studied network. According to [MAT12], the
upper bound is K

1+ 1
2 +...+ 1

K

.
The achievability can be briefly shown as follows. Consider full-duplex amplify-

and-forward relaying. Let node ni identify the non-zero amplification factor g[n]
i (t)

such that |g[n]
i (t)|2

(∑K
k=1 |h

[n−1]
ik (t)|2 + 1

P

)
≤ 1 to satisfy the power constraint. We

define G[n](t) = diag{g[n]
1 (t), g[n]

2 (t), . . . , g[n]
K (t)}. At time slot t, the received signals

at the destinations can be written as

Y[N ](t) =
N∏
n=3

H [n−1](t)G[n−1](t)
(
H [1](t)X[1](t) + Z[2](t)

)
= H̃(t)X[1](t) + Z̃(t). (3.3.1)

The second equation follows by defining H̃(t) =
∏N
n=3H

[n−1](t)G[n−1](t)H [1](t),
and Z̃(t) =

∏N
n=3H

[n−1](t)G[n−1](t)Z[2](t). It can be observed that the effective
noise Z̃(t) has average power on the level o(log(P )). Moreover, we observe that
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det(H̃(t)) 6= 0 almost surely, thus H̃(t) is full rank with high probability. Further-
more, H̃(t) is stationary and ergodic since we assume i.i.d. fading over time and
space. Because the source has the delayed CSI of the whole network, H̃(t − 1)
is known by the source at time slot t. (3.3.1) can be seen as the channel input-
output relation of a single-hop MISO broadcast channel with the channel matrix
H̃(t). Following the MAT scheme, the sum DOF K

1+ 1
2 +...+ 1

K

can be achieved almost
surely.

Remark 3.1. With the channel knowledge of the entire network, Proposition 3.3.1
shows that there is no DOF loss because of the distributed processing over layers.
This result is rather easy to understand: providing global CSIT, our studied network
can be seen as a direct extension of the single-hop MISO broadcast channel. There-
fore, the scheme used in the single-hop network can also be adopted here. However,
the assumption here for the global delayed CSIT is rather ideal in practice.

In the following, we consider the network with local delayed CSIT, in which
case the channel knowledge is limited within individual hops. The main result of
this chapter is presented as follows.

Theorem 3.3.1. With local delayed CSIT, the sum DOF of the (N,K) relay-aided
MIMO broadcast network is

d = 4
3 , when K = 2,

3
2 ≤ d ≤

K

1 + 1
2 + . . .+ 1

K

, when K ≥ 3.

Proof. The converse follows the same way as in the proof of Proposition 3.3.1. The
achievablity is provided in Section 3.4.

Remark 3.2. Because the channel knowledge is limited within each hop, a straight-
forward cascade approach can be directly applied in the network. By treating the
network as a concatenation of individual single-hop sub-networks, the achievable
sum DOF is clearly limited by the minimum DOF of all sub-networks. Therefore,
following this approach, we can treat our considered network as a concatenation of
one K-user MISO broadcast channel and N − 2 K × K wireless X networks. By
this means, the sum DOF 4

3 −
2

3(3K−1) can be achieved, provided by the wireless
X network with delayed CSIT [AGK13]. Therefore, the derived DOF in Theorem
3.3.1 strictly surpasses the direct cascade approach.

Remark 3.3. When K = 2, N = 3, our considered network has a close relation
with the 2×2×2 interference network, which is a concatenation of two interference
channels. As shown in [VV11b], without the antenna cooperation at the source, the
sum DOF 4

3 can also be achieved to tie with our result here. However, we note that
in [VV11b] the DOF 4

3 is achieved by feeding the source with global delayed CSIT.
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3.4 Achievablity Proof of Theorem 3.3.1: An Extended
MAT Scheme

Let us first consider the network with only 3 layers, i.e., N = 3. The generaliza-
tion to multiple hops will be presented later. The achievable scheme is presented
according to the value of K. We note that the noise term has been ignored in the
presentation as long as it does not affect the DOF.

3.4.1 K = 2
We aim to show that d = 4

3 can be achieved. When K = 2 and N = 3, the network
is particularly studied in Chapter 4 by Lemma 4.4.1.

3.4.2 K ≥ 3
We aim to show that d = 3

2 can be achieved. A multi-round transmission scheme
is proposed for aligning interference jointly at multiple hops. Let integer b ≥ 1. We
will show that 9b independent messages can be delivered from the 3-antenna source
to the 3 single-antenna destinations through a layer of 3 single-antenna full-duplex
relays, using a total of 6b + 3 time slots. Then when b → ∞, the sum DOF 3

2 can
be asymptotically achieved.

Recall that we use Y [n]
k (t) and X [n]

k (t) respectively to denote the received and
transmitted signals of the k-th node in layer-n (or the k-th antenna if n = 1) at
time slot t. The transmission process in the (3, 3) MISO broadcast network, for the
first 12 time slots, is shown in Table 3.1. Specifically, 2 rounds of messages, each
containing 9 independent messages, are delivered to the destinations. Let µk(b),
νk(b), and ωk(b) (k ∈ {1, 2, 3}) denote the source messages intended for the desti-
nations 3k (the index b means that the b-th transmission round). In what follows,
we will explain the first round of transmission. It consists of two phases. Note that
we omit the noise terms in the received signals as that will not affect the DOF.

Phase One: The first phase takes the first 3 time slots. At time slot t (t ∈ [1 :
3]), µt(1), νt(1), ωt(1) are transmitted by the three source antennas respectively.
Hence each relay (i.e. each node of layer-2) receives a linear combination of three
messages at each time slot. The received signals at 2k is expressed as (t ∈ [1 : 3])

Y
[2]
k (1) = h

[1]
k1(1)µ1(1) + h

[1]
k2(1)ν1(1) + h

[1]
k3(1)ω1(1),

Y
[2]
k (2) = h

[1]
k1(2)µ2(1) + h

[1]
k2(2)ν2(1) + h

[1]
k3(2)ω2(1),

Y
[2]
k (3) = h

[1]
k1(3)µ3(1) + h

[1]
k2(3)ν3(1) + h

[1]
k3(3)ω3(1).

Let l[2]
3(t−1)+k(1) , Y

[2]
k (t) denote the linear combination known by 2k at time slot t

in phase one. After the 3rd time slot, since H [1](1), H [1](2), and H [1](3) are known
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at the source, all the equations l[2]
i (1), ∀i = 1, 2, · · · , 9, can be recovered by the

source.
Phase Two: This phase takes the next 6 time slots after phase one. At each

time slot t (t ∈ [3 : 5]) only two source antennas are activated to retransmit the
equations l[2]

i (1). According to X [1]
k (t) shown in Table 3.1, we have

Y
[2]
k (4) = h

[1]
k1(4)l[2]

2 (1) + h
[1]
k2(4)l[2]

4 (1);

Y
[2]
k (5) = h

[1]
k1(4)l[2]

3 (1) + h
[1]
k3(4)l[2]

7 (1);

Y
[2]
k (6) = h

[1]
k2(4)l[2]

6 (1) + h
[1]
k3(4)l[2]

8 (1).

Since node 21 obtains l[2]
4 (1) in phase one, at time slot 4 it can recover l[2]

2 (1).
Similarly, both l

[2]
2 (1) and l

[2]
4 (1) are also known at node 22. Let us use γ[n]

ij (l) to
represent a desired messages by nodes ni and nj in round l, and (a, b) represents a
linear combination of a and b. As shown in Table 3.1, we can replace both Y [2]

1 (4)
and Y

[2]
2 (4) with γ

[2]
12 (1) , (l[2]

2 (1), l[2]
4 (1)). We also have γ[2]

13 (1) , (l[2]
3 (1), l[2]

7 (1))
and γ[2]

23 (1) , (l[2]
6 (1), l[2]

8 (1)), which are placed into the corresponding positions in
Table 3.1.

Meanwhile, the relay nodes also send the equations they received in phase one to
the destinations, as shown in Table 3.1. The received equations at the destinations
3k are:

Y
[3]
k (4) = h

[2]
k1(4)l[2]

1 (1) + h
[2]
k2(4)l[2]

2 (1) + h
[2]
k3(4)l[2]

3 (1), (3.4.1)

Y
[3]
k (5) = h

[2]
k1(5)l[2]

4 (1) + h
[2]
k2(5)l[2]

5 (1) + h
[2]
k3(5)l[2]

6 (1), (3.4.2)

Y
[3]
k (6) = h

[2]
k1(6)l[2]

7 (1) + h
[2]
k2(6)l[2]

8 (1) + h
[2]
k3(6)l[2]

9 (1). (3.4.3)

Define l[3]
3(t−4)+k(1) , Y

[3]
k (t). Clearly, if the destination 31 knows the three

equations l[3]
1 (1), l[3]

2 (1), l[3]
3 (1), it can obtain its desired messages µ1(1), ν1(1),

ω1(1) almost surely. After time slot 6, the node 31 has l[3]
1 (1). Thus if l[3]

2 (1) and
l
[3]
3 (1) can be provided to node 31, the problem is solved. Similarly, having l[3]

5 (1),
the destination 32 needs l[3]

4 (1) and l[3]
6 (1) to recover µ2(1), ν2(1), ω2(1). l[3]

7 (1) and
l
[3]
8 (1) are desired by the destination 33, who already has l[3]

9 (1), to recover µ3(1),
ν3(1), ω3(1). Therefore, we aim to deliver these six equations from the relays to the
destinations in the next three time slots.

According to the above description, we can see that after time slot 6, node 21
knows the equations l[2]

1 (1), l[2]
2 (1) and l[2]

3 (1). Node 22 knows the equations l[2]
4 (1),

l
[2]
5 (1) and l[2]

6 (1). Node 23 knows the equations l[2]
7 (1), l[2]

8 (1) and l[2]
9 (1). Since the

channel matrices H [2](4), H [2](5), and H [2](6) are available at all nodes in layer-2,
the node 21 can formulate the equations l[3]

2 (1) and l[3]
3 (1) using (3.4.1). Similarly,

the node 22 can formulate the equations l[3]
4 (1) and l[3]

6 (1) according to (3.4.2). The
node 23 can formulate the equations l[3]

7 (1) and l[3]
8 (1) using (3.4.3).
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At time slot 7, let 21 transmit l[3]
2 (1) and 22 transmit l[3]

4 (1), as shown in Table
3.1. Node 31, which already knows l[3]

4 (1), can recover l[3]
2 (1) by eliminating l[3]

4 (1)
from its received signal. The node 32 can also attain both l[3]

2 (1) and l[3]
4 (1), following

the similar approach. Thus the received signals Y [3]
1 (7) and Y [3]

2 (7) in Table 3.1 can
be replaced with a simpler expression γ

[3]
12 (1) , (l[3]

2 (1), l[3]
4 (1)). Then we can also

have γ[3]
13 (1) , (l[3]

3 (1), l[3]
7 (1)) and γ[3]

23 (1) , (l[3]
6 (1), l[3]

8 (1)), at the time slots 8 and
9, respectively.

Consequently, equations l[3]
1 (1), l[3]

2 (1), and l[3]
3 (1) are known at the destination

31. The desired messages can be obtained almost surely. The same result holds also
for the destinations 32 and 33. 9 independent messages are delivered from the source
to the destinations in one transmission round. The same process can continue until
b rounds of transmissions are finished using a total of 6b+ 3 time slots (the second
round transmission is shown in Table 3.1 partially). When b → ∞, this scheme
achieves a sum DOF 3

2 .

3.4.3 Multiple Hops: N ≥ 3
Let us consider the case K ≥ 3. Please refer to the proof of Lemma 4.4.1 and
Corollary 4.5.1 for the case K = 2.

To generalize this scheme to N (N>3) layers, we first denote the messages from
the source as:

l
[1]
3(k−1)+1(b) , µk(b),

l
[1]
3(k−1)+2(b) , νk(b),

l
[1]
3(k−1)+3(b) , ωk(b).

The b-th-round transmission at layer-n (n ∈ {1, 2, . . . , N − 1}) can be denoted by
the following formula. It takes the time slots t = 6(l−1) + 3(n−1) + t̂ (t̂ ∈ [1 : 6]):

X[n](t) =


{l[n]

3(t̂−1)+k(b)}3k=1 t̂ = 1, 2, 3;
[l[n+1]

2 (b), l[n+1]
4 (l), 0]T t̂ = 4;

[l[n+1]
3 (b), 0, l[n+1]

7 (l)]T t̂ = 5;
[0, l[n+1]

6 (b), l[n+1]
8 (l)]T t̂ = 6.

(3.4.4)

Here {l[n]
3(t̂−1)+k(b)}3k=1 represents the column vector with each entry l

[n]
3(t̂−1)+k(b)

(k ∈ [1 : 3]). We denote the received equation at node (n+1)k when t̂ ∈ [1 : 3] as

l
[n+1]
3(t̂−1)+k(b) ,

3∑
i=1

h
[n]
ki (t)l[n]

3(t̂−1)+i(b).

By induction, we assume nk can recover l[n+1]
3(k−1)+i(b) after the first three time slots

(i ∈ [1 : 3]). Then the transmission can be designed as shown in (3.4.4) when t̂ ∈
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[4 : 6]. Therefore, (n+ 1)1 and (n+ 1)2 can recover γ[n+1]
12 (b) , (l[n+1]

2 (b), l[n+1]
4 (b));

(n+ 1)1 and (n+ 1)3 can recover γ[n+1]
13 (b) , (l[n+1]

3 (b), l[n+1]
7 (b)); and (n+ 1)2 and

(n + 1)3 can recover γ[n+1]
23 (b) , (l[n+1]

6 (b), l[n+1]
8 (b)) after time slot 6b + 3(n − 1).

Since the destinations refer to the N -th layer, the b-round transmission takes 6b+
3(N − 2) time slots to deliver 9b independent messages. The achievable sum DOF
is 9b

6b+3(N−2) ≈
3
2 when b → ∞. For the case K > 3, we can activate 3 nodes (or

antennas) in each layer for communication, and then apply the same transmission
scheme herein to achieve sum DOF 3

2 asymptotically.

Remark 3.4. As we can see from the achievability proof, the transmission scheme
is designed for K = 2, 3. Therefore, when K > 3, the gap between the DOF lower
bound and upper bound increases. More efficient transmission scheme is expected
when K > 3. However, it is not covered in this thesis.

3.5 Conclusion

In this chapter, we have studied the sum DOF of a specific multi-hop network
with delayed CSIT. Corresponding to the addressed issues in the beginning of this
chapter, let us conclude this chapter as follows:

• The impact of delayed CSIT for the multi-hop broadcast network has been
studied. We observe that if the global delayed CSIT can be provided to the
source, by only amplify-and-forward relaying, there is no DOF loss compared
to the single-hop broadcast channel.

• When the channel knowledge is limited within adjacent layers, we can still
manage to design the transmission to obtain higher DOF than treating each
hop individually by a cascade approach.

• Our proposed transmission can provide an optimal or near optimal DOF when
the network contains small number of users. Therefore, in the next chapter, we
focus on a two-user broadcast network, where a more comprehensive under-
standing towards the impact of CSIT is provided for the multi-hop network.



Chapter 4

Interference Alignment for the
Multi-Hop Broadcast Network

with Mixed CSIT

In this chapter, we focus on a two-user broadcast network with multiple hops,
which can be seen as a sub-network of the one in Fig. 3.1. Based on the study
in Chapter 3, we consider a more sophisticated CSIT scenario and investigate

the optimal DOF for the considered network. Specifically, let us assume that the
transmitter can obtain the following types of channel knowledge:

• Delayed CSIT: Via a long delay feedback, at time t, the channel coefficients
at t− 1 can be obtained.

• Estimated instantaneous CSIT: By observing the reverse channel, an estima-
tion of the current channel state can be obtained by the transmitter.

The main message that we intend to convey in this chapter is that the above two
types of CSIT can be exploited simultaneously to benefit DOF of the multi-hop
broadcast network.

4.1 Motivation

Let us start the discussion of CSIT by considering a downlink MISO broadcast
channel: a 2-antenna source intends to communicate to 2 single-antenna destina-
tions through i.i.d. fading channels. When the channel changes slowly, it is possible
to attain instantaneous CSIT with relatively high accuracy. In this case, the CSIT
is assumed to be perfect and the system has DOF 2, which can be achieved by
dirty-paper coding [CS03] or linear beamforming [LJ07]. In general, non-negligible
CSIT estimation errors lead to a reduced DOF. For example, if the variance of the
estimation error decays as O(P−α) for some constant α ∈ [0, 1] and transmission
power P , 2α DOF (i.e., only a fraction of the DOF when perfect CSIT is available)

39
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can be achieved by beamforming [CJKR10]. If the channel varies rapidly, feed-
back delay may be comparable to channel coherence time. The extreme scenario
in which transmitter-side channel knowledge is completely outdated is modeled as
delayed CSIT in [MAT12]. With long feedback block length, it is easier for delayed
CSIT to be sufficiently accurate, for instance, by high resolution CSI quantiza-
tion [Jin06,XAJ12,WWXS13]. Then, with accurate delayed CSIT, the sum DOF of
the considered two-user broadcast channel is 4

3 , which can be achieved by the MAT
scheme [MAT12]. With the DOF higher than 1, it reveals that even completely
outdated CSIT can improve the DOF of some wireless networks.

A further step towards the study of exploiting CSIT in wireless networks has
been taken recently in [KYGY12] through the model of mixed CSIT, where both
delayed CSIT, provided by a significantly delayed feedback channel, and instanta-
neous CSIT, attained via predictions based on the outdated CSIT or observation
of reciprocal reverse channels, can be available. Recent works exhibit that wireless
networks with both forms of CSIT may have even higher DOF than those with
only one. For instance, it has been shown that when the variance of the estimation
error for instantaneous CSIT decays as O(P−α), the two-user broadcast channel
has sum DOF 4+2α

3 ∈ [ 4
3 , 2] [YKGY13] [GJ12]. Clearly, situations in which only ac-

curate delayed CSIT or perfect CSIT are included as special cases and represented
by α = 0 and α = 1, respectively. Therefore, the study on mixed CSIT provides
a more comprehensive understanding towards the impact of CSIT on the network
DOF.

In the aforementioned system, if the source signals can not directly reach the
destinations due to, for instance, large distance between them, intermediate relays
can be deployed to conduct communication. Finding the DOF in even small multi-
hop systems is more challenging than in conventional single-hop networks. This is
due to the fact that introducing relays potentially brings additional issues such as
extra inter-user interference, and extra load of channel estimation and signal pro-
cessing. Furthermore, the optimal relay operation is far from being well understood.
Inspired by the concepts of interference alignment [MAMK08,CJ08,CJ09b] and/or
interference neutralization [BUK+09,MDFT11,GJ09,RW07,GJJC12], several pio-
neering works [JCJ11,SA13,WGJ11,LW13,CJ09a] have recently looked at the DOF
in relay networks. These investigations are in general based on the condition that
perfect CSI of the entire network is available at all terminals. Such an assumption
is hard to realize, especially in layered multi-hop networks where the terminals may
not be physically connected.

To study the impact of imperfect CSIT on DOF in multi-hop networks, we
consider a two-hop MISO broadcast network with a 2-antenna source and 2 single-
antenna destinations. The source and the destinations are physically unconnected
such that information delivery is assisted by multiple single-antenna relays. There-
fore, a sub-network of Fig. 3.1 is studied in this chapter. Based on Proposition 3.3.1,
if global channel knowledge can be attained by the source, the source can design its
transmission strategy by treating the two-hop network as an equivalent single-hop
MISO broadcast channel. However, the request for the global channel knowledge
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is rather difficult in the real system. Therefore, if we limit the channel knowledge
within individual hops, the problem becomes more interesting and practical.

Let F and G denote the channel matrices of the first and second hops, respec-
tively. We consider the scenario that the source attains F but is oblivious to G,
while G is available at the relays. Due to the CSI limitation, a straightforward
cascade approach sees the network as a concatenation of a single hop broadcast
channel (the first hop) and an X channel (the second hop) [CJ09b]. By this ap-
proach, one may conjecture that the system sum DOF is limited by that of the
X channel, and is thus smaller than the DOF of a single-hop broadcast channel.
However, the cascade approach has been shown to be sub-optimal from Theorem
3.3.1 in Chapter 3 based on delayed CSIT. Moreover, for the case of perfect CSIT,
it is shown in [GJJC12] that the cascade approach is also inferior to an aligned
interference neutralization approach, which achieves the full DOF 2. Therefore, it
is natural to raise the question that what will happen if mixed CSIT is attainable.
We aim to answer this question in this chapter.

The main contributions of this chapter are summarized as follows:

• The sum DOF of the two-hop MISO broadcast network with at least 3 relays is
established. Specifically, we show that when the variance of the instantaneous
CSIT estimation error decays as O(P−α), where α ∈ [0, 1] , the network’s sum
DOF is 4+2α

3 .

• The results can be generalized into the multi-hop network to obtain the same
optimal sum DOF. Noting that 4+2α

3 is the sum DOF of the corresponding
single-hop broadcast channel, our results show that in the considered setup
delivering signals through multiple layers of distributed relay processing will
not lead to degraded DOF.

• For the case that only 2 relays exist in the intermediate layer, the sum DOF
upper and lower bounds are provided.

It is worth noting that the proposed achievable schemes essentially combine the
concept of MAT approach based on delayed CSIT and linear beamforming based on
inaccurate instantaneous CSIT into an integrated form. Our work is by far the first
to show that in a multi-hop network, delayed CSIT and inaccurate instantaneous
CSIT can be exploited simultaneously to benefit network DOF.

4.2 System Model

4.2.1 Channel Model
As shown in Fig. 4.1, we consider a 2-user 2-hop MISO broadcast network in which
a source node S with 2 transmit antennas intends to send 2 independent messages
W1,W2 to 2 single-antenna destinations D1 and D2, respectively. There is no direct
link between S and Dk (k = 1, 2). J (J ≥ 2) single-antenna relays Rj (i ∈ [1 : J ])
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S

R1

R2

RI

D1

D2
...

{gki}{fik}

Figure 4.1: System model: A 2 × J × 2 MISO broadcast network. fjk represents
the channel coefficient between the antenna k of S and Rj , and gkj represents the
channel coefficient between Rj and Dk, for k ∈ {1, 2} and j ∈ [1 : J ].

are deployed between them to help the communication. We term this network a
2× J × 2 MISO broadcast network.

Let K = [1 : 2] and J = [1 : J ] denote two index sets, respectively. fjk(b, t)
and gkj(b, t) (k ∈ K, j ∈ J ) represent the source-relay channel coefficients and
the relay-destination channel coefficients at time slot t in block b, respectively, for
t ∈ [1 : T ] and b ∈ N+, where T ∈ N+ represents the length of a block. For each
pair of (b, t), fjk(b, t) and gkj(b, t) are assumed to be i.i.d., drawn from a continuous
distribution. Their absolute values are bounded away from zero and infinity to avoid
degenerate channel constraints. We consider a time-varying fading environment
such that all channel coefficients remain constant within one time slot but change
independently across different time slots. Let fj(b, t) = [fj1(b, t) fj2(b, t)]H and
gk(b, t) = [gk1(b, t) gk2(b, t) . . . gkJ(b, t)]H . The transmission signal of S at time
slot (b, t) is a 2 × 1 vector X(b, t) = [X1(b, t) X2(b, t)]T . Then, the received signal
of relay Rj at time slot (b, t) is

YRi(b, t) = fHi (b, t)X(b, t) + Zi(b, t), (4.2.1)

where Zi(b, t) is the unit-power additive white Gaussian noise (AWGN). We consider
full-duplex relaying. At time slot (b, t), the transmission signal of Rj is XRj (b, t).
Then at the second hop, the received signal of destination Dk (k ∈ K) is

Yk(b, t) = gHk (b, t)XR(b, t) +Nk(b, t), (4.2.2)

where XR(b, t) = [XR1(b, t) XR2(b, t) . . . XRJ (b, t)]T and Nk(b, t) is the unit-
power AWGN. Let the channel input Xk(b, t) = xk(b, t) and XRj (b, t) = xRj (b, t).



4.2. System Model 43

The transmission signals are subject to the average power constraint that 1
BT

∑B
b=1∑T

t=1 |xk(b, t)|2 ≤ P and 1
BT

∑B
b=1
∑T
t=1 |xRj (b, t)|2 ≤ P , for k ∈ K and j ∈ J .

4.2.2 Mixed CSIT

We assume two types of channel knowledge exist at the transmitter side, namely,
estimated instantaneous CSIT and accurate delayed CSIT. We represent a combi-
nation of them as the mixed CSIT. We note that these two types of CSIT can be
obtained by different approaches in practice. For instance, instantaneous CSIT can
be attained by observing the reverse reciprocal channel, and delayed CSIT can be
obtained by the high-resolution feedback.

Estimated instantaneous CSIT

At the transmitter side, the available CSI can only partially represent the instan-
taneous channel condition. We represent the channel coefficients as

fjk(b, t) = f̂jk(b, t) + f̃jk(b, t), (4.2.3)
gkj(b, t) = ĝkj(b, t) + g̃kj(b, t), (4.2.4)

where f̂jk(b, t) and ĝkj(b, t) denote the estimated channel coefficients, and f̃jk(b, t),
g̃kj(b, t) denote the estimation error. We assume f̂jk(b, t) and f̃jk(b, t) to be in-
dependent random variables with zero-mean and bounded finite moments. Their
variances are 1− δ2 and δ2, respectively (0 ≤ δ2 ≤ 1). The same assumption holds
for ĝkj(b, t) and g̃kj(b, t). f̂JK(b, t) are available at S, and ĝKJ (b, t) are available at
the relays at time slot (b, t). We introduce a parameter α ≥ 0 as the power exponent
of the estimation error:

α , − log(δ2)
logP . (4.2.5)

Assume α has a well-defined limit when P →∞ so that it can be seen as the quality
of instantaneous CSIT in the high SNR regime. From the perspective of DOF, α = 0
corresponds to the case with no instantaneous CSIT, while α→∞ corresponds to
the case with accurate instantaneous CSIT (i.e. perfect CSIT). Therefore, increasing
α increases the quality of CSIT. Furthermore, since α > 1 implies that estimation
error is negligible compared to noise, the instantaneous CSIT can be regarded as
accurate from the DOF perspective [CJKR10]. Hence we only consider α ∈ [0, 1]
throughout the chapter.

Assumption 4.2.1 (Isotropic Estimation). The estimation error is assumed to
be isotropically distributed. Specifically, the distributions of estimated error vec-
tors f̃Hi (b, t) and g̃Hk (b, t) are invariant under unitary transformations. Note that
this assumption is important for converse proof, however, it does not affect the
achievable scheme.
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Accurate delayed CSIT

The accurate channel information can be fed back to the transmitter side after one
block delay. Thus, at block b, the source knows the delayed CSI of the first hop
fJK(b− 1, t) and the relays know the delayed CSI of the second hop gKJ (b− 1, t),
∀t ∈ [1 : T ].

For a transmission power P , let Rk denotes the rate of message Wk (k ∈ K),
and Rk is said to be achieved if the reliability constraint can be satisfied, i.e., the
average probability of error tends to zero as the channel use tends to infinity. Let
C denote the capacity region, which is the closure of the set of all achievable rates.
The degrees of freedom region can be defined as follows:

D =
{

(d1, d2) ∈ R2
+ : ∀(w1, w2) ∈ R2

+,

w1d1 + w2d2 ≤ lim sup
P→∞

(
sup

(R1,R2)∈C

w1R1 + w2R2
log(P )

)}
.

The sum DOF is defined as

d , max
D

(d1 + d2).

4.3 Main Results

The main results of this chapter is presented in the following theorem.

Theorem 4.3.1. With mixed CSIT and J ≥ 3 relays, the considered two-hop
2× J × 2 MISO broadcast network has optimal sum DOF 4+2α

3 , for 0 ≤ α ≤ 1.

Proof. The proof is presented in Section 4.4.

Remark 4.1. From Theorem 4.3.1, the considered two-hop network has the same
sum DOF as the single-hop two-user broadcast channel. As we mentioned earlier,
when α = 0 each transmitter has no information regarding the instantaneous chan-
nel condition. Only delayed CSIT is available. Following Theorem 4.3.1, the sum
DOF is 4

3 . With a positive α, the sum DOF of the network is actually a linear
function of α and is strictly larger than 4

3 . In addition, we can prove (see Propo-
sition 4.C.1 in Appendix 4.C) that, with only estimated instantaneous CSIT, the
beamforming-based amplify-and-forward relaying can achieve the DOF 2α. The-
orem 4.3.1 shows that having both forms of CSIT provides extra DOF gain over
having only one of them. When α = 1, the quality of the instantaneous CSIT is
sufficiently good such that the sum DOF of the network is 2, same as that when
perfect CSIT is available.
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4.4 Sum DOF of 2× J × 2 networks for J ≥ 3

In what follows, we provide the proof of Theorem 4.3.1. To this end, we first find
an upper bound on the sum DOF. Then an achievable scheme is proposed to show
that the upper bound is tight.

4.4.1 Upper Bound
To prove the converse of Theorem 4.3.1, we assume that a genie provides all source
messages to the relays non-causally. This assumption would not degrade the capac-
ity region of the considered network. Now the new network’s sum DOF is bounded
by only the second hop. Assuming full cooperation at relays, the second hop works
as a single-hop MISO broadcast channel with an J-antenna source and 2 single-
antenna receivers. Following [YKGY13], when J ≥ 2, the sum DOF of this J × 2
MISO broadcast channel with mixed CSIT is 4+2α

3 . Thus, 4+2α
3 also serves as the

sum DOF upper bound for the considered network.
It is worth noting that, based on the same arguement, we can show that the

DOF region of the considered network can be outer bounded as follows, directly
following the outer bound of the single-hop MISO broadcast channel [YKGY13].
Then, we have

d1, d2 ≤ 1,
d1 + 2d2 ≤ 2 + α, (4.4.1)
2d1 + d2 ≤ 2 + α.

The polygon given by the above outer bounds can be shown to be optimal by
achieving all the vertices of the polygon: (1, 0), (0, 1), (α, 1), (1, α) and ( 2+α

3 , 2+α
3 ).

In this proof, we focus on achieving the point d1 = d2 = 2+α
3 , which yields the

maximum sum DOF and implies the achievability of the other vertices of the region.
To facilitate presentation, we divide the process of designing the achievable

scheme into two steps. We first propose an extended MAT alignment to make use
of only the delayed CSIT. We show that, without taking instantaneous CSIT into
consideration, sum DOF 4

3 is achievable in the 2× J × 2 MISO broadcast network.
Afterwards, a new beamforming-based transmission is applied on top of the MAT
scheme to take advantage of the available instantaneous CSIT so that the sum DOF
upper bound 4+2α

3 can be achieved.

4.4.2 Extended MAT Scheme with Delayed CSIT
Let us first provide the following lemma:

Lemma 4.4.1. With delayed CSIT and J ≥ 2 relays, the sum DOF 4
3 can be

achieved for the considered 2-hop 2× J × 2 network.



46 Interference Alignment for the Multi-Hop Broadcast Network with Mixed CSIT

Proof. We can show that activating only two relays (R1 and R2) suffices to attain
this result. Without loss of generality, we assume each Gaussian codeword is trans-
mitted within one block length, and we drop the time slot index t in the indices pair
(b, t) hereafter to simplify the notations, e.g., we simplify X(b, t) into X(b), fi(b, t)
into fi(b), etc.

Consider a multi-round transmission scheme. Let integer l ≥ 1 represent the
round number. We will show that 4l independent messages from the source can be
delivered in 3l + 3 blocks. Then when l → ∞, the sum DOF 4l

3l+3 →
4
3 can be

achieved asymptotically. We start introducing the transmission scheme from the
first round, which takes the blocks [1 : 3] at the first hop and the following three
blocks [4 : 6] at the second hop. Let x[k]

o = [x[k]
o,1 x

[k]
o,2]T represent the codeword

intended for Dk (k ∈ {1, 2}), where x[k]
o,1 and x

[k]
o,2 are two independent Gaussian

streams coded from two messages for Dk, respectively. We show x[k]
o can be delivered

to Dk with 2 DOF after the first round. Assume equal transmission power P at each
terminal, which is omitted for simplicity.

1) Transmission at the first hop: The transmission signal of the first block can
be written as X(1) = x[1]

o + x[2]
o . The received signals at relays are displayed in

Table 4.1, excluding noise for conciseness. After block 1, fH2 (1)x[1]
o and fH1 (1)x[2]

o

are desired by both relays for decoding, thus are termed as common-desired signals.
Because of the delayed CSIT, at the beginning of block 2 the source knows the
values of fH1 (1) and fH2 (1). It constructs its transmission signals for the following
two blocks as

X(2) = [fH2 (1)x[1]
o 0]T , X(3) = [0 fH1 (1)x[2]

o ]T .

The received signals of the relays (excluding noise) are displayed in Table 4.1. Using
YR1(1) − YR1 (3)

f12(3) and YR1(2), relay R1 obtains sufficient independent equations to
decode the two messages in x[1]

o . It also knows an interference term fH1 (1)x[2]
o ,

which is a linear combination of the two codewords in x[2]
o . Similarly, relay R2

obtains sufficient independent equations to decode the two codewords in x[2]
o using

YR2(1) − YR2 (2)
f21(2) and YR2(3). A linear combination of the two codewords in x[1]

o is
also available at R2 as an interference term fH2 (1)x[1]

o . The interference terms at the
relays will play an important role in the transmission of the second hop.

2) Transmission at the second hop: During the fourth block, the relays respec-
tively form their transmission signals XR1(4) and XR2(4) using the decoded code-
words and the interference terms, as shown in Table 4.2 (excluding residue noise
for brevity). The received signals at the destinations are:

Y1(4) = aH1 (x[1]
o + x[2]

o ) +N
′

1(4), (4.4.2)

Y2(4) = aH2 (x[1]
o + x[2]

o ) +N
′

2(4), (4.4.3)
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Table 4.1: Signals at the first hop

b 1 2 3

X(b) x[1]
o + x[2]

o

[
fH2 (1)x[1]

o 0
]T [

0 fH1 (1)x[2]
o

]T
YR1(b) fH1 (1)

(
x[1]
o + x[2]

o

)
f11(2)fH2 (1)x[1]

o f12(3)fH1 (1)x[2]
o

YR2(b) fH2 (1)
(
x[1]
o + x[2]

o

)
f21(2)fH2 (1)x[1]

o f22(3)fH1 (1)x[2]
o

Table 4.2: Signals at the second hop

b 4 5 6
XR1(b) fH1 (1)

(
x[1]
o + x[2]

o

)
aH2 x[1]

o 0

XR2(b) fH2 (1)
(
x[1]
o + x[2]

o

)
0 aH1 x[2]

o

Y1(b) aH1
(
x[1]
o + x[2]

o

)
g11(5)aH2 x[1]

o g12(6)aH1 x[2]
o

Y2(b) aH2
(
x[1]
o + x[2]

o

)
g21(5)aH2 x[1]

o g22(6)aH1 x[2]
o

where aH1 = g11(4)fH1 (1) + g12(4)fH2 (1) and aH2 = g21(4)fH1 (1) + g22(4)fH2 (1), and
N
′

1(4) = g11(4)
f12(3)Z1(3) + N1(4), N ′2(4) = g21(4)

f21(2)Z2(3) + N2(4) (excluded from Table
4.2). Clearly, a1 and a2 are linearly independent, almost surely. Again, aH2 x[1]

o and
aH1 x[2]

o are desired by both destinations for decoding.
Because of the delayed CSIT, at the beginning of block 5, a1 and a2 are known

at the relays. Then during the fifth and the sixth blocks, XRk(5) and XRk(6) ,
the transmission signals of the relays are computed as shown in Table 4.2. Clearly,
using Y1(4)− Y1(6)

g12(6) and Y1(5), D1 obtains sufficient linearly independent equations
to recover the messages in x[1]

o . D2 also has sufficient linearly independent equations
to recover the messages in x[2]

o , using Y2(4) − Y2(5)
g21(5) and Y2(6). The first round of

transmission manages to deliver 4 messages in 6 blocks. By induction, the l-th round
transmission takes the blocks 3l − 2 to 3l at the first hop and the blocks 3l + 1 to
3l+ 3 at the second hop to deliver 4 messages. Therefore, in total 3l+ 3 blocks are
used to transmit 4l codewords. The sum DOF 4

3 can be achieved asymptotically.

In the following section, we will introduce a new beamforming-based scheme on
top of the above transmission to take advantage of the available instantaneous CSIT
and obtain higher DOF. Before proceeding, it is worth noting that the transmission
process of the above scheme can be summarized as two phases. In phase one, trans-
mission signals are blindly broadcast from transmitters and thus are superimposed
at each receiver. Both receivers require more proper linear combinations of these
codewords (i.e. the common-desired signals) to decode their expected messages. The
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[k]
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x
[k]
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p,2 Pα
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3

Method I: Beamforming and MAT
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Phase One Phase Two

Wk0 =

[
Wk0,1

Wk0,2

]
→ x[k]

o =

[
x
[k]
o,1

x
[k]
o,2

]

Wk1 = (Wk1,1,Wk1,2) → x[k]
p = [x

[k]
p,1 x

[k]
p,2]

Figure 4.2: Overview of the achievable scheme, k ∈ [1 : 2].

critical point is that the common-desired signals can be recovered at transmitters
with the help of delayed CSIT. Thus in the second phase, they are delivered to
the receivers to facilitate decoding. This perspective of viewing the transmission is
crucial to the integration of instantaneous CSIT.

4.4.3 Integrating Instantaneous CSIT - An Overview
By integrating instantaneous CSIT, we aim to show that in the considered 2×J×2
(J ≥ 3) MISO broadcast network, the sum DOF 4+2α

3 can be achieved. In this
subsection, we provide an overview of the transmission scheme and address the key
problems in the scheme design. To help understand the structure of our proposed
transmission approach, we start from the intuition behind the achieved DOF result,
which can be represented as follows:

d = 4 + 2α
3 = 2× (2− α)

3︸ ︷︷ ︸
Method I

+ 2× 2α
3︸ ︷︷ ︸

Method II

.

This implies that we shall split the message into two parts, each of which is trans-
mitted by a specific method. By keeping the similar 3-block transmission structure
as introduced in the previous subsection, method I, which occupies two phases,
aims to beamform the transmission signals based on the instantaneous CSIT in
the first phase such that the power of common-desired signals (interference) is re-
duced. Consequently, in the second phase, a reduced power level is sufficient for
delivering the common-desired signals. Essentially, method I captures the idea of
combining beamforming and MAT. The purpose of method II is to convey some
extra information by the residue power in phase two, based on the instantaneous
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CSIT. Specifically, only amplify-forward relaying is carried out in the method II,
which exploits the idea of interference neutralization [RW07].

In what follows, we raise two key questions in the scheme design. The proposed
solution to the problems addressed in the questions constitutes the core of our
achievable scheme:

Question 1. In method I, how can we reduce the interference power based on the
instantaneous CSIT, especially at the second hop by distributed relays?

In [KYGY12] [GJ12], the authors proposed a method based on beamforming
and asymmetric power allocation for the single-hop broadcast channel. That can
be applied to reduce the interference power at the first hop. For the second hop,
we propose a new beamforming-based scheme at distributed relays which shows
that the same purpose can be achieved without cooperation at relays. The detailed
approach will be presented in the phase one of the second hop.

Question 2. In method II, how can we deliver extra messages with the residue
power in the two-hop network?

In the second phase, we superpose the extra messages on the common-desired
signals with the residue power. After the common-desired signals are decoded at
each relay, the extra messages are amplified and sent to destinations. The amplifi-
cation factors are designed based on the idea of interference neutralization, which
can be interpreted in the following toy example. Consider the scenario that there
exist 3 relays in the network. And there are two messages at the transmitter, each
of which is transmitted by one antenna and intended for one receiver. Let a1, a2
and a3 denote the power amplification factors. In order to neutralize interference
(i.e., eliminate the interference on the air) at D1 and D2, one should have

g11a1f12 + g12a2f22 + g13a3f32 = 0, (4.4.4)
g21a1f11 + g22a2f21 + g23a3f31 = 0. (4.4.5)

The above equation group has nonzero solutions for [a1 a2 a3] almost surely, pro-
vided that the channel coefficients are chosen from some continuous distribution.
As we will show in the second phase of transmission, based on the instantaneous
CSIT g̃ij , this amplify-forward method can still introduce a DOF 4α

3 , though the
interferences are not perfectly neutralized.

As discussed above, the operations at relays are critical to the achievablity. By
keeping the 3-block multi-round transmission structure similar to that shown in
Table 4.1 and 4.2, we provide an outline for the proof.

• Rate splitting: Let Wk = (Wk0,Wk1) ∈ [1 : 2TRk ] (k = 1, 2) represent the
message intending for Dk, where the independent messages Wk0 ∈ [1 : 2TR[k]

o ]
and Wk1 ∈ [1 : 2TR

[k]
p ] with Rk = R

[k]
o + R

[k]
p . Essentially, Wk0 represents

the message to be transmitted by method I, and Wk1 represents the extra
information to be delivered by method II.
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• Encoding: For each message Wk0, we split it into two sub-messages Wk0,1
and Wk0,2. The encoder assigns a sub-message wk0,i ∈ Wk0,i to a Gaussian
codeword x[k]

o,i (i ∈ {1, 2}). Let x[k]
o , [x[k]

o,1 x
[k]
o,2]T , which can be transmitted

by 2 antennas in one block. Moreover, we split each message Wk1 into two
sub-messages Wk1,1 and Wk1,2 with rates R[k]

p1 and R
[k]
p2 , respectively. Thus,

R
[k]
p = R

[k]
p1 + R

[k]
p2 . The encoder assigns a sub-message wk1,i ∈ Wk1,i to a

Gaussian codeword x[k]
p,i. Let x[k]

p , [x[k]
p,1 x

[k]
p,2]. The transmission of x[k]

p covers
two blocks.

• Consider the first round of transmission, which takes the blocks 1 to 3 at the
first hop and the blocks 4 to 6 at the second hop. We will show that x[k]

o can be
delivered to Dk with the rate R[k]

o = (2−α)log(P )+o(log(P )). In addition, x[k]
p

can be delivered to Dk with the rate R[k]
p = 2αlog(P ) + o(log(P )). Therefore,

Rk = R
[k]
o +R

[k]
p = (2 + α)log(P ) + o(log(P )) is shown to be achieved.

• The whole transmission works in a pipeline fashion with multiple rounds,
as we interpreted in the delayed CSIT case. Asymptotically, each round of
transmission takes 3 blocks time. Therefore, the achieved sum DOF is d =
limP→∞

R1+R2
3log(P ) = 4+2α

3 .

The overview of the achievable scheme is illustrated in Fig. 4.2, with the inter-
pretation of message splitting and the corresponding transmission approach. The
transmission details of two hops are presented in the following two subsections,
respectively. Note that we omit the power scaling factors as long as they do not
affect the DOF [MAT12].

The following lemma will be used repeatedly in the proposed transmission
scheme.

Lemma 4.4.2. For a random variable U with zero mean and variance δ2 = O(P β),
where P > 0 and 0 ≤ β ≤ 1, there exists a quantization codebook with rate R .=
β log(P ) such that the average distortion between U and the quantization Û satisfies
E[d(U, Û)] = O(1), when P is sufficiently large, where d(·, ·) is the square-error
distortion function.

Proof. This statement can be proved directly by choosing U to be Gaussian dis-
tributed, which provides an upper bound on the quantization rate. Let us set
D , E[d(U, Û)] = O(1) to be the average distortion, then by the rate-distortion
theorem we have

R ≤ log
(
δ2

D

)
= βlog(P ) +O(1).

Therefore, for any rate distortion code (2nR, n) (for which the codebook is generated
based on the distortion typical set), which consists of an encoding function

fn : Un → [1 : 2nR],
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and a decoding function,

gn : [1 : 2nR]→ Ûn,

with associated distortion,

D = E
[
d(Un, Ûn)

]
,

the rate R can be bounded above by βlog(P ) +O(1).

4.4.4 The First Hop - A MISO Broadcast Channel Approach
We treat the first hop as a MISO broadcast channel and adopt a similar transmission
approach proposed in [KYGY12] [GJ12]. The goal of the first hop is to let relays
R1 and R2 decode x[1]

o and x[2]
o , respectively. Meanwhile, relay R3 only listens to the

transmission without decoding either x[1]
o or x[2]

o .
Phase One - Transmit x[k]

o : The first phase takes the block 1. Let Λ represent
the 2 × 2 diagonal power allocation matrix. Vk = [vk,1 vk,2] represents the 2 × 2
unitary beamforming matrix for x[k]

o (k ∈ {1, 2}), where vk,1 and vk,2 are two
orthonormal column vectors. Then, the transmitted signal at the source S is

X(1) = V1Λ 1
2 x[1]

o + V2Λ 1
2 x[2]

o .

We set the power allocation matrix to be Λ = diag
{
P − P 1−α, P 1−α}. The received

signals at the relays can be represented as

YR1(1) = fH1 (1)V1Λ 1
2 x[1]

o + σR1 + Z1(1),

YR2(1) = fH2 (1)V2Λ 1
2 x[2]

o + σR2 + Z2(1),
YR3(1) = lH1 x[1]

o + lH2 x[2]
o + Z3(1),

where

σR1 = fH1 (1)V2Λ 1
2 x[2]

o , σR2 = fH2 (1)V1Λ 1
2 x[1]

o ,

lH1 = fH3 (1)V1Λ 1
2 , lH2 = fH3 (1)V2Λ 1

2 .

σRk can be seen as the interference term at Rk. The beamforming design at S aims
for reducing the power of σRk based on the instantaneous CSIT f̂k(t). Specifically,
the beamforming matrices are chosen such that v1,1⊥̂f2(1) and v2,1⊥̂f1(1). By this
means, the signal sent with the power P − P 1−α is partially zero-forced at the
unintended user. Because each Gaussian codeword experiences sufficiently many
channel coefficients in one block, the average power of interference can be shown
to be O(P 1−α), i.e.,

E
[
|σRk |2

]
= O(P 1−α).
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Quantize the interference σRk : After phase one, because of the delayed CSI
feedback, fk(1) can be obtained perfectly at the source. Thus the interference σRk
can be recovered by the source. In order to decode x[1]

o and x[2]
o at relays, σR1 and

σR2 are desired by both R1 and R2. We aim to deliver them to relays in phase
two as common messages. Since the average power of σRk is O(P 1−α), it can be
compressed into a digital version for efficiency. By setting the average distortion
to be O(1), the quantization rate can be bounded above by (1 − α)log(P ) + O(1)
by Lemma 4.4.1. After the first block, the sequence of σRk is first quantized to a
sequence of σ̂Rk by nR

′

k bits. Then the σ̂Rk sequence viewed as a message is encoded
to the codeword cRk for transmission.

Phase Two - Transmit cRk and x[k]
p : This phase takes the blocks 2 and 3.

The purpose of this phase is to deliver cRk (k ∈ {1, 2}) to all relays as the common
message. Meanwhile, we send new codewords x[k]

p = [x[k]
p,1 x

[k]
p,2] for destinations

Dk, for k ∈ {1, 2}. Specifically, the transmission signals are designed based on
superposition coding technique. During the blocks b = 2, 3, the transmission signals
at S are

X(b) =
√
P − Pα

[
cRb−1

cRb−1

]
+
√
Pα

[
x

[1]
p,b−1
x

[2]
p,b−1

]
.

For instance, during the block 2, cR1 is transmitted from both antennas with power
P − Pα, whereas two distinct new codewords x[k]

p,1 are transmitted from the source
with the residue power. Then, the received signals at the relays are

YRi(b) = fHi (b)
(
√
P − Pα

[
cRb−1

cRb−1

]
+
√
Pα

[
x

[1]
p,b−1
x

[2]
p,b−1

])
+ Zi(b), i = 1, 2, 3. (4.4.6)

Decoding at relays: The decoding process at relays works as follows.
• Decode cRk : All relays first try to decode cR1 and cR2 from the received signals

in phase two (4.4.6). Treating x[k]
p as noise, and because the signal-to-interference-

plus-noise ratio (SINR) is on the level of O(P−P
α

Pα ) = O(P 1−α), the following rate
can be achieved for decoding cRk :

R
′

c = (1− α)log(P ) + o(log(P )). (4.4.7)

• Recover σ̂Rk from cRk : It is possible to recover σ̂Rk reliably if R′k ≤ R
′

c. R
′

k

and R′c can be adjusted accordingly to satisfy this constraint.
• Decode x[k]

o at relay Rk: Relay R1 and R2 try to decode x[1]
o and x[2]

o , respec-
tively. With σ̂Rk , combining the received signal in the first phase, Rk can decode
x[k]
o in the following rate (see details in [YKGY13] [GJ12]):

R[k]
o = (2− α)log(P ) + o(log(P )). (4.4.8)

• Ri (i ∈ [1 : 3]) subtracts the decoded messages cRk from the received signal
(4.4.6). The remaining signals will be transmitted later at the second hop.
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Figure 4.3: The alignment of phase one at the second hop.

4.4.5 The Second Hop - Settling Questions 1 and 2
The transmission design of the second hop aims to answer the two key questions.
During phase one (b = 4), we propose a new beamforming-based scheme at dis-
tributed relays to reduce the power of x[k]

o at Dj to the level of O(P 1−α) (k 6= j).
During phase two (b = 5, 6), an amplify-forward relaying scheme is applied for neu-
tralizing the interference caused by x[k]

p at Dj . We summarize the useful signals at
relays after the transmission at the first hop, with the noise term being omitted for
simplicity. From phase one,

R1 : x[1]
o ,

R2 : x[2]
o , (4.4.9)

R3 : lH1 x[1]
o + lH2 x[2]

o .

And from phase two, b = 2, 3

Ri :
√
PαfH1 (b)

[
x

[1]
p,b−1
x

[2]
p,b−1

]
, i ∈ {1, 2, 3}. (4.4.10)

(4.4.9) and (4.4.10) will be used in the phase one and two, respectively, by two
different methods. The details are presented as follows.

Phase One - Transmit x[k]
o : The key idea of this phase is to design two 1× 2

beamforming vectors uH1 and uH2 at relay R1 and R2, respectively, for transmitting
the signals (4.4.9). The solution of uH1 and uH2 essentially solves the problem that
we addressed in Question 1: to reduce the interference power caused by x[k]

o at
Dj to the power level O(P 1−α). We illustrate our main purpose in Fig. 4.3. The
technical details are presented as follows.

The transmission signals at the relays are

XR1(4) = uH1 x[1]
o , XR2(4) = uH2 x[2]

o ,

XR3(4) = YR3(1) = lH1 x[1]
o + lH2 x[2]

o + Z3(1).
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E
[
‖ĝ13lH2 ‖2

]
= O(P )

‖qH
1 ‖2 = P 1−α

E[‖ĝ12uH
2 ‖2] =?

ĝ13l
H
2

ĝ12u
H
2

qH
1

√
P 1−α

⇒ E[‖ĝ12uH
2 ‖2] = O(P )

⇒ E[‖uH
2 ‖2] = O(P )

Figure 4.4: The illustration of interference alignment at destination D1.

In particular, R3 simply transmits its received signal during block 1. Note that the
transmission power is implicitly included in the beamforming vectors here. Omitting
the block indices, the received signals at the destinations can be written as:

Y1 =
(
g11uH1 +g13lH1

)︸ ︷︷ ︸
hH11

x[1]
o +

(
g12uH2 +g13lH2

)︸ ︷︷ ︸
hH12

x[2]
o +N

′

1, (4.4.11)

Y2 =
(
g21uH1 +g23lH1

)︸ ︷︷ ︸
hH21

x[1]
o +

(
g22uH2 +g23lH2

)︸ ︷︷ ︸
hH22

x[2]
o +N

′

2, (4.4.12)

whereN ′k = nk+gk3N3 (k = 1, 2) is the effective noise. Let us define the interference
terms as σ1 = hH12x

[2]
o and σ2 = hH21x

[1]
o . For designing the beamforming vectors uk,

we essentially work on the following problem.

Find uk, k ∈ {1, 2}
s.t. C1: E

[
|σk|2

]
= O(P 1−α),

C2: E[hHkkhkk] = O(P ),
C3: h1k is linearly independent to h2k,

C4: E[uHk uk] = O(P )

Constraints C1 and C2 are important because they capture the idea of reducing the
power of interference to O(P 1−α), whereas keeping the power of intended signals as
O(P ). C3 implies that the interference terms should provide new information (linear
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combination) for decoding x[k]
o in the second phase, delivered as common-desired

signals. C4 is the power constraint on beamforming vectors. In the following, we
present the mathematical details for the feasible uk to satisfy all the conditions.

Let qHk represent the 1 × 2 reference vector, k ∈ {1, 2}. By introducing the
reference vectors, we aim to align the interference along the direction of qHk at
destination Dk based on the estimated instantaneous CSIT, with the power level
P 1−α. One should have:

ĝ12uH2 + ĝ13lH2 = qH1 , (4.4.13)
ĝ21uH1 + ĝ23lH1 = qH2 , (4.4.14)
qHk qk = P 1−α, k = 1, 2,

Therefore, qHk can be chosen as any arbitrary radius of the circle shown in Fig.
4.4. Furthermore, we impose that q1⊥l2 and q2⊥l1. As we show in the sequel, this
enforcement offers a feasible solution of uk.

As illustrated in Fig. 4.4, at D1, the interferences coming from R2 and R3 through
two independent paths, namely, uH2 x[2]

o and lH2 x[2]
o are aligned along the direction

q1 with the power P 1−α. We can also interpret the idea as finding the hypotenuse
(ĝ12u2) in the right triangle with two sides (ĝ13lH2 and qH1 ) in the two dimensional
Euclidean space. Therefore, the beamforming vectors u1 and u2 can be chosen by
solving the equations (4.4.13) and (4.4.14):

uH1 = ĝ−1
21 (qH2 − ĝ23lH1 ), (4.4.15)

uH2 = ĝ−1
12 (qH1 − ĝ13lH2 ). (4.4.16)

It can be shown that the average power of ukx[k]
o lies on the level of P , thus ignoring

the power scaling factors does not affect the DOF analysis. C4 is satisfied. Briefly
speaking, we manage to use the beamforming vectors with power level P such as
uk and lk, to align the interference into power level P 1−α. Fig. 4.4 provides the
intuition of the beamforming designs. Constraints C1, C2 and C3 are checked in
the following.

Substituting (4.4.15-4.4.16) into (4.4.11-4.4.12), we have

hH11 = g11
ĝ21

qH2 + (g13 −
g11ĝ23
ĝ21

)lH1 ,

hH22 = g22
ĝ12

qH1 + (g23 −
g22ĝ13
ĝ12

)lH2 ,

hH12 = g12
ĝ12

qH1 + (g13 −
g12ĝ13
ĝ12

)lH2 ,

hH21 = g21
ĝ21

qH2 + (g23 −
g21ĝ23
ĝ21

)lH1 .

We observe that h11 and h21 are linearly independent almost surely. Thus if D1
can obtain hH21x

[1]
o then combining hH11x

[1]
o , it is equivalent to a MIMO channel for
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decoding x[1]
o . Similarly, if D2 can obtain hH12x

[2]
o , then combining with hH22x

[2]
o it is

also equivalent to a MIMO channel for decoding x[2]
o . Therefore, C3 is satisfied. For

C1, it is shown in Appendix 4.A that

E
[
|σk|2

]
= O(P 1−α). (4.4.17)

And meanwhile, it is readily shown that C2 is satisfied based on hH11 and hH22.
Therefore, all the four constraints are so far satisfied by (4.4.15) and (4.4.16).

Quantizing the interference σk: After the block 4, due to delayed CSIT, h12
and h21 can be obtained by all relays. In particular, because x[1]

o and x[2]
o can

be decoded by R1 and R2, respectively, σ1 and σ2 can be recovered by R2 and R1,
respectively. σk will be transmitted in the second phase in a quantized form. Similar
to the operations at the first hop, σk is quantized into σ̂k with the distortion to
be O(1) by a vector quantizer. The quantization rate can be bounded as Rσk ≤
(1−α)log(P )+O(1) by Lemma 4.4.2. Then the sequence of σ̂k viewed as a message is
encoded into a codeword ck for transmission. ck will be transmitted in the following
phase for both destinations as common messages.

Phase Two - Transmit ck and x[k]
p : Phase two takes the blocks 5 and 6.

The goal is to deliver ck to both destinations for decoding x[k]
o , and also to deliver

x[k]
p to Dk. Briefly speaking, we provide the solution for Question 2, in which the

delivery of ck completes our transmission of method I and x[k]
p is transmitted based

on method II.
For block 5, the transmission signals at the relays are:

XR1(5)=a1

(
√
Pαf1(2)H

[
x

[1]
p,1
x

[2]
p,1

]
+Z1(2)

)
, (4.4.18)

XR2(5)=
√
P − Pαc1+a2

(
√
PαfH2 (2)

[
x

[1]
p,1
x

[2]
p,1

]
+Z2(2)

)
, (4.4.19)

XR3(5)=a3

(
√
PαfH3 (2)

[
x

[1]
p,1
x

[2]
p,1

]
+Z3(2)

)
, (4.4.20)

where ai (i ∈ [1 : 3]) are the amplification factors with the constraint
∑3
i=1 |ai|2 = 1.

Then, the received signals at the destinations can be written as (omitting block
index):

Y1 =
√
P − Pαg12c1 +

√
Pα

( 3∑
i=1

g1iaifi1x
[1]
p,1+

3∑
i=1

g1iaifi2x
[2]
p,1

)
+N

′

1,

Y2 =
√
P − Pαg22c1 +

√
Pα

( 3∑
i=1

g2iaifi2x
[2]
p,1+

3∑
i=1

g2iaifi1x
[1]
p,1

)
+N

′

2,

where N ′k = Nk +
∑3
i=3 gkiaiZi represents the effective noise at Dk, k = 1, 2.

Apparently, E[|N ′k|2] = o(log(P )). The amplification factors are chosen to neutralize
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x
[2]
p,1 and x[1]

p,1 at D1 and D2, respectively. Based on the instantaneous CSI, ai (i ∈
[1 : 3]) are chosen such that

3∑
i=1

ĝ1iaifi2 = 0,
3∑
i=1

ĝ2iaifi1 = 0. (4.4.21)

Meanwhile, we can show
∑3
i=1 ĝ1iaifi1 and

∑3
i=1 ĝ2iaifi2 are non-zero almost surely.

Consequently, the received signals at destinations can be re-written as follows

Y1 =
√
P − Pαg12c1 +

√
Pα

( 3∑
i=1

g1iaifi1x
[1]
p,1+

3∑
i=1

g̃1iaifi2x
[2]
p,1

)
+N

′

1, (4.4.22)

Y2 =
√
P − Pαg12c1 +

√
Pα

( 3∑
i=1

g2iaifi2x
[2]
p,1+

3∑
i=1

g̃2iaifi1x
[1]
p,1

)
+N

′

2. (4.4.23)

We observe that three classes of information exist in the received signals, i.e., at
Dk, the received signal Yk consists of the common message c1, the extra new private
message x[k]

p,1 and the interference leakage x[j]
p,1, for j 6= k. The desired message c1

and x[k]
p,1 will be decoded successively.

Following a similar structure, the transmission signals in the block b = 6 are

XR1(6)=
√
P − Pαc2+b1

(
√
PαfH1 (3)

[
x

[1]
p,2
x

[2]
p,2

]
+Z1(3)

)
,

XR2(6)=b2

(
√
PαfH2 (3)

[
x

[1]
p,2
x

[2]
p,2

]
+Z2(3)

)
,

XR3(6)=b3

(
√
PαfH3 (3)

[
x

[1]
p,2
x

[2]
p,2

]
+Z3(3)

)
,

where bi are chosen to satisfy a similar neutralization conditions accordingly as
shown in (4.4.21). The details are omitted to avoid repetition.

Decoding at destinations: The decoding process consists of the following
steps.
• Decode ck: Both destinations decode c1 and c2 from the received signals. By

treating x[k]
p as noise, the SINR is on the level of O(P−P

α

Pα ) = O(P 1−α). Then, the
following rate can be achieved for decoding ck:

Rc = (1− α)log(P ) + o(log(P )). (4.4.24)

• Recover σ̂k from ck: The recovery of σ̂k is reliable if Rσk ≤ Rc. Rσk and Rc can
be chosen by adjusting the distortion level and the transmission power to satisfy
the above constraint.
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R
[1]
p1 = I(X [1]

p,1; Ỹ1,H) = E

[
log
(

1+
Pα|

∑3
i=1 g1iaifi1|2

o(log(P )) + Pα|
∑3
i=1 g̃1iaifi2|2

)]

≥ E

log
Pα

∣∣∣∣∣
3∑
i=1

g1iaifi1

∣∣∣∣∣
2

+

∣∣∣∣∣
3∑
i=1

g̃1iaifi2

∣∣∣∣∣
2+ o(log(P ))


− log

PαE
∣∣∣∣∣

3∑
i=1

g̃1iaifi2

∣∣∣∣∣
2+ o(log(P ))

 (4.4.27)

≥ E

log
Pα ∣∣∣∣∣

3∑
i=1

g1iaifi1

∣∣∣∣∣
2− log

PαE
∣∣∣∣∣

3∑
i=1

g̃1ifi2

∣∣∣∣∣
2+ o(log(P ))


(4.4.28)

= αlog(P ) + o(log(P ))− o(log(P )) = αlog(P ) + o(log(P )) (4.4.29)

• Decode x[k]
p : Destinations remove c1 and c2 from the received signals. For

instance, at D1, after subtracting c1 from (4.4.22), the residual signal can be rep-
resented as:

Ỹ1 =
√
Pα

( 3∑
i=1

g1iaifi1x
[1]
p,1+

3∑
i=1

g̃1iaifi2x
[2]
p,1

)
+N

′

1. (4.4.25)

To decode x[1]
p,1, we can lower-bound the rate R[1]

p1 shown on the top of the next page.
Let H represent the channel information known at destinations. (4.4.27) follows
from Jensen’s Inequality, (4.4.28) follows from E[|

∑3
i=1 g̃1iaifi2|2] ≤ E[|

∑3
i=1 g̃1ifi2|2]

because of
∑3
i=1 |ai|2 = 1, and (4.4.29) follows from E[g̃2

1i] = δ2 = P−α and
the statistical independence of f and g. Similarly, it is readily shown that R[1]

p2 =
αlog(P ) + o(log(P )) can be achieved. Therefore, R[1]

p = 2αlog(P ) + o(log(P )). For
decoding x[2]

p , we also have R[2]
p = 2αlog(P ) + o(log(P )) from a similar approach.

• Decode x[k]
o : By collecting the received signals from two phases, Dk can decode

x[k]
o by constituting an equivalent MIMO channel as shown in Appendix 4.B with

rate:
R[k]
o = (2− α)log(P ) + o(log(P )). (4.4.26)

Combining the rate constraints of two hops, the following sum DOF is achieved

d = lim
P→∞

R1 +R2
3log(P ) = 2(2− α+ 2α)

3 = 4 + 2α
3 .

Remark 4.2. Note that in block b = 5, we managed to convey the common
message c1 with the DOF 1−α, and the private messages x[k]

p,1 to Dk with DOF α,
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for k = 1, 2. This observation directly shows that the DOF pairs (α, 1) and (1, α) can
be achieved by simply absorbing the common message into either private message.
Therefore, the DOF region (4.4.1) can be settled as optimal by time sharing among
all the vertices.

4.5 Generalizations

4.5.1 Sum DOF of Multi-hop Networks

The result shown in Theorem 4.3.1 is not limited to the two-hop case. We now
consider a more general N -hop (N ≥ 3) system with a 2-antenna source, 2 single-
antenna destinations, and N − 1 layers of single-antenna relays in between. No
physical connection exists between terminals in non-adjacent layers. We treat the
source as layer-1. Let Jn represent the number of relays at layer-n for n ∈ [2 : N ].
Mixed CSIT is available but limited within each hop. We term this network as the
2 × J2 × · · · × JN × 2 MISO broadcast network. Its sum DOF is presented in the
following corollary.

Corollary 4.5.1. With mixed CSIT and at least 3 relays in each relay layer, the
considered 2 × J2 × · · · × JN × 2 MISO broadcast network has sum optimal DOF
4+2α

3 , for 0 ≤ α ≤ 1.

Proof. The converse follows directly from Section 4.4.1. For achievability, we start
with the 3-hop network such that N = 3 and J1 = J2 = 3. Let R[n]

i (i ∈ [1 : 3] and
n ∈ [2 : 3]) represent the i-th relay in layer-n. Keep the rate splitting and encoding
procedures the same as the achievability proof of Theorem 4.3.1. The transmission
still works in the two-phase manner. Let us focus on the layer-3 at first. We observe
that if R[3]

k can decode x[k]
o for k ∈ [1 : 2], then assisted by the received signal at

R[3]
3 a similar beamforming scheme can be designed in this layer as shown in Fig.

4.3. Furthermore, if R[2]
k does not intend to decode x[k]

p but simply amplifies and
forwards it to destinations, then the amplification factors can be designed similar
to the neutralization requirements (4.4.21). In this way, R[3]

i plays the same role
as Ri in the two-hop network. Consequently, the same DOF can be achieved in
this 3-hop network. To achieve this goal, we first consider the layer 1, 2 and 3 as
a subnetwork. We simply treat R[3]

1 and R[3]
2 as the virtual destinations to decode

x[1]
o and x[2]

o , respectively. Meanwhile, set the amplification factor at R[3]
i to be 1.

Then, after the phase two at the second hop, we consider the layer 2 and 3 as a
new subnetwork. We can design the transmission from layer 3 to 4 similar to the
approach introduced in Section 4.4.5. Clearly, by this recursive approach, the same
DOF 4+2α

3 can be achieved. By induction, for N ≥ 3, the achievability follows a
similar approach to obtain the sum DOF 4+2α

3 . Fig. 4.5 illustrates the principle of
transmission in sub-networks for delivering x[1]

o and x[2]
o .



60 Interference Alignment for the Multi-Hop Broadcast Network with Mixed CSIT

x[1]
o

x[2]
o

x[1]
o

x[2]
o

(x[1]
o ,x[2]

o )

Sub-network (a)

Sub-network (b)

Figure 4.5: The illustration of delivering x[k]
o in the 3-hop network. (x[1]

o ,x[2]
o ) rep-

resents a linear combination of x[1]
o and x[2]

o .

Remark 4.3. Corollary 4.5.1 shows an interesting result: In a wireless network with
a two-antenna source and two single-antenna destinations, implementing multiple
hops of distributed processing does not reduce network DOF, as long as the number
of relays at each layer is not less than 3.

4.5.2 Achieving Full DOF by Half-Duplex Relays

It is observed that the achievablity throughout the paper is based on full-duplex
relaying. It is interesting to note that the sum DOF 4+2α

3 can also be achieved by
half-duplex relaying, if the number of relays is not less than 6. The key idea is to
apply cluster successive relaying [29] to the considered network. We provide the
sketch of the achievability as follows. The relays can be divided into two disjoint
sets, say A1 and A2. The cardinality of each set is not less than 3. Accordingly, we
can divide the message into two parts, each of which will be transmitted through
different relay set. Then, adopting the principle of successive relaying, the relays in
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d0

d1

d2

1

1

1

(0,
2 + α

3
,
2 + α

3
)

(0, 1,α)

(0,α, 1)

(1− α,α,α)

Figure 4.6: The DOF polyhedron with common messages.

set A1 can work orthogonally to the relays in set A2 for receiving and transmitting.
Equivalently, these two orthogonal sets of relays can be seen as one set of relays
which can receive and transmit signals at the same time. Therefore, by twice number
of relays, we can design two groups of communications orthogonally to mimic the
behavior of full-duplex relaying. The same DOF 4+2α

3 can be achieved.

4.5.3 Polyhedron Structure of DOF Region with Common
Message

The main result can be extended directly to the case with common message.

Corollary 4.5.2. Let (d0, d1, d2) represent the DOF of the common message, pri-
vate message for D1, and private message for D2, respectively. Then, the optimal
DOF region is characterized by

d0 + d1 ≤ 1,
d0 + d2 ≤ 1,

2d0 + d1 + 2d2 ≤ 2 + α,

2d0 + 2d1 + d2 ≤ 2 + α,

for the 2× J × 2 network with mixed CSIT when J ≥ 3.

Proof. The converse follows from the same method as proposed in the upper bound
proof of Theorem 4.3.1. The DOF region for the enhanced second hop (fully co-
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operated relays with source messages) offers the outer bounds for our considered
two-hop network, with details shown in [YKGY13] and [GJ12].

The achievability is shown by achieving the following vertices of the DOF poly-
hedron as shown in Fig. 4.6 and time sharing:

(1, 0, 0), (0, 1, 0), (0, 0, 1), (1− α, α, α), (0, 1, α), (0, α, 1), (0, 2 + α

3 ,
2 + α

3 ).

It is observed that we only have to show the achievability of the vertice (1−α, α, α)
in this case, and it is also implied by the proof of Theorem 4.3.1 as noted in Remark
4.2.

4.5.4 Sum DOF of the 2× 2× 2 Network
The sum DOF of the 2 × 2 × 2 network with mixed CSIT still remains open. We
summarize the best known lower and upper bound for the sum DOF as follows:

max
{

4
3 , 2α

}
≤ d ≤ 4 + 2α

3 . (4.5.1)

The upper bound comes directly from Theorem 4.3.1. For the lower bound, 4
3 is

clearly achieved only based on the delayed CSIT as shown in Lemma 4.4.1, while 2α
is achieved only based on the instantaneous CSIT shown in Proposition 4.C.1 (please
refer to Appendix 4.C). However, the question remains that if the combination of
both forms of CSIT can bring extra benefit to DOF.

4.6 Conclusion

The sum DOF of the two-hop MISO broadcast network consisting of a two-antenna
source and two destinations with multiple single-antenna relays has been studied.
With mixed CSIT, the optimal sum DOF of the considered network has been estab-
lished when the number of relays are more than 3. It is interesting to note that the
sum DOF of the multi-hop network remains the same as the single-hop broadcast
channel. Therefore, the distributed processing at relays and the limited channel
knowledge at transmitters will not degrade the network DOF for the studied net-
work. Our results are the first to show that the benefits of both estimated current
CSIT and accurate delayed CSIT can be accumulated in a multi-hop network sce-
nario. The explicit DOF establishment for networks with 2 relays remains as an
open problem. Before we finish this chapter, it is necessary to emphasize the fading
scenarios that our proposed scheme relies on.

• Fast fading is necessary: The key step of using estimated current CSIT on top
of the MAT scheme is to obtain the reduced power interference by beamform-
ing. It is important to note that only if the codeword experiences sufficient
enough fading variations, by the law of large numbers the average interfer-
ence power is shown to approach to O(P 1−α) which is the expected value over
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the channel distribution. For instance, in our proposed scheme, the power of
σi (or σRi) averaged over the channel distribution is shown to be O(P 1−α).
Therefore, within each transmission block, the fast fading over different time
instances is necessary for the proposed scheme with mixed CSIT. However,
as a comparison, the MAT-based schemes with delayed CSIT can be applied
for both fast fading and block fading channels.

As shown in the transmission design of this chapter, within each transmission
block, the signaling method remains the same despite the fast channel variations in
the block. In Chapter 7, secure communications will be studied with mixed CSIT,
where the same fading scenario is assumed.
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4.A Proof of Equation (4.4.17)

Define |η1|2 = EX
[
|σ1|2

]
. Then,

|η1|2 = [g12
ĝ12

g̃13 −
g̃12
ĝ12

ĝ13]
[

qH1 q1 0
0 lH2 l2

]
[g12
ĝ12

g̃13 −
g̃12
ĝ12

ĝ13]H

= |g12
ĝ12
|2P 1−α + |g̃13 −

g̃12
ĝ12

ĝ13|2lH2 l2.

Averaging |η1|2 over channel realizations:

E[|η1|2]=E
[
P 1−α + lH2 l2|ĝ12g̃13 − g̃12ĝ13|2

]
− E

[
ĝ2

12
]

(a)= P 1−α + PE(|ĝ12g̃13 − g̃12ĝ13|2)− E
[
ĝ2

12
]

(b)= O(P 1−α)− E
[
ĝ2

12
]
,

where (a) follows from E[lH2 l2] = P , and (b) follows from E[|ĝ12g̃13 − g̃12ĝ13|2] =
O(P−α). Moreover, E

[
ĝ2

12
]

= 1− P−α indicates E
[
ĝ2

12
]

= O(1).
Therefore, we have

E[|σ1|2] = E[|η1|2] = O(P 1−α). (4.A.1)

Similarly, k = 2 follows a similar approach.

4.B Proof of Inequality (4.4.26)

Let us consider the rate of x[1]
o . A symmetric analysis can be applied for the rate

of x[2]
o . After the decoding of common messages c1 and c2, the quantized sequence

σ̂1 and σ̂2 can be recovered by destinations. Let ∆k (k ∈ {1, 2}) represent the
quantization noise, thus we have σk = σ̂k + ∆k, where ∆k is the quantization noise
with average distortionDk = E[|∆k|2] = O(1). For D1, the following MIMO channel
can be constructed by collecting the received signal when b = 4 (4.4.11) and σ̂k:

Ȳ1 =
[

σ̂2

Y1(4)− σ̂1

]
= Hx[1]

o +
[
−∆2

N1 + ∆1

]

where

H =
[

g21
ĝ21

g̃23 − g̃21
ĝ21
ĝ23

g11
ĝ21

g13 − g11
ĝ21
ĝ23

]
︸ ︷︷ ︸

G

[
qH2
lH1

]
. (4.B.1)
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We can lower-bound R[1]
o as follows:

R[1]
o = I(X[1]

o ; Ȳ1|H) = I(HX[1]
o ; Ȳ1) (4.B.2)

= h(HX[1]
o )− h(

[
−∆2

N1 + ∆1

]
|Ȳ1)

≥ h(HX[1]
o )− log(1 +D1)− log(D2) (4.B.3)

= E
[
log|GGH |

]
+ E

[
log

∣∣∣∣∣qH2 q2 0
0 lH1 l1

∣∣∣∣∣
]

+ o(log(P )) (4.B.4)

= (1− α)log(P ) + E
[
log|GGH |

]
+ E

[
log(lH1 l1)

]
+ o(log(P )) (4.B.5)

(4.B.2) follows from that H is invertible almost surely thus the linear transforma-
tion is information-lossless; (4.B.3) follows from that conditioning does not increase
differential entropy and Gaussian distribution maximize the entropy of the distor-
tion term; (4.B.4) follows from D1 = D2 = 1 and q2⊥l1; (4.B.5) follows simply by
substituting qH2 q2 = P 1−α in it. To proceed, in (4.B.5) the term E

[
log(lH1 l1)

]
can

be bounded as follows:

E
[
log(lH1 l1)

]
= E

[
log|fH3 V1ΛV H1 f3|

]
≥ E

[
log|(P − P 1−α)fH3 v11vH11f3|

]
= log(P ) + o (log(P )) . (4.B.6)

The next step is to show E
[
log|GGH |

]
≥ o(log(P )), with the matrix G defined in

(4.B.1). Let us introduce Hadamard product denoted by ◦. Then, G can be written
as G = G1 ◦G2, with G1 and G2 defined as follows:

G1 =
[
g21 1
g11 1

]
G2 =

[
1
ĝ21

g̃23 − g̃21
ĝ23
ĝ21

1
ĝ21

g13 − g11
ĝ23
ĝ21

]
.

By Schur product theorem, we have |G| ≥ |G1||G2|. Then,

E
[
log|GGH |

]
≥ E

[
log|G1|2

]
+ E

[
log|G2|2

]
= o(log(P )) + E

[
log|G2|2

]
(4.B.7)

= o(log(P )) + E
[
log|ρ|2

]
− 2E

[
log|ĝ21|2

]
(4.B.8)

where (4.B.7) follows from the the determinant of G1 which is a constant with
respect to P ; (4.B.8) follows from the calculation of the determinant of G2, where
ρ = (g13− g̃23)ĝ21 + (g̃21− g11)ĝ23. Following the principle of the algebra of random
variables, it can be shown that ρ has variance 2(1 + δ2)(1− δ2). Therefore, we can
obtain E

[
log|ρ|2

]
= O(1)+log((1+δ2)(1−δ2)) = O(1)+log((1+P−α)(1−P−α)) =

o(log(P )). A similar analysis can be applied for the third term in (4.B.8) to obtain
E
[
log|ĝ21|2

]
= o(log(P )).
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Therefore, back to (4.B.8), we have E
[
log|GGH |

]
≥ o(log(P )). Then (4.B.5)

can be bounded as R[1]
o ≥ (2− α)log(P ) + o(log(P )). This concludes our proof.

4.C Beamforming with inaccurate instantaneous CSIT

Proposition 4.C.1. With only inaccurate instantaneous CSIT as defined in Sec-
tion 4.2 for the 2× J × 2 broadcast network (J ≥ 2), 2α sum DOF can be achieved
by the beamforming-based transmission scheme.

Proof. It suffices to show that 2α DOF can be achieved for the 2× 2× 2 network.
Specifically, we apply the interference neutralization scheme for transmission as
proposed in [GJJC12]. Then, the achieved DOF is analyzed based on the inaccuracy
of CSIT.

Consider an M -symbol time-extension of the original channel. The channel
input-output relationship is:

YRk(b, t) = Fk(b, t)X(b, t) + Zk(b, t), (4.C.1)
Yk(b, t) = Gk1(b, t)XR1(b, t)+Gk2(b, t)XR2(b, t)+Nk(b, t), (4.C.2)

where Fk(b, t) = [Fk1(b, t) Fk2(b, t)] with Fki(b, t) = diag{fki(b, (M−1)t+m)}, and
Gki(b, t) = diag{gki(b, (M − 1)t+m)}, for m ∈ [1 : M ]. X(b, t) is a 2M × 1 vector
representing the M -symbol extension at two antennas. Correspondingly, XR1(b, t)
and XR2(b, t) are M × 1 vectors. At the current time slot (b, t), we represent the
channel as Fki(b, t) = F̂ki(b, t) + F̃ki(b, t), where F̂ki(b, t) = diag{f̂ki(b, (M − 1)t +
m)} and F̃ki(b, t) = diag{f̃ki(b, (M − 1)t + m)} denote the estimated channel and
the estimation error, respectively. Clearly, the covariance matrices of F̂ki(b, t) and
F̃ki(b, t) are (1−σ2)I and σ2I, respectively. Similarly, Ĝki(b, t) and G̃ki(b, t) follow
the same extension. Again, for simplicity, we omit the time index t in the index
pair (b, t) hereafter.

Let the M × 1 vector x[k] represent the codeword intended for Dk. We transmit
the symbols with power P , then the transmission signal at S is X =

√
P [x[1] x[2]]T .

At relay Ri, i ∈ {1, 2}, the transmitted signal is XRi = AiYRi , where Ai is an
M ×M beamforming matrix. Thus, at the destinations, we have

Y1 =
√
P
(
H11x[1] +H12x[2]

)
+ Z

′

1 (4.C.3)

Y2 =
√
P
(
H21x[1] +H22x[2]

)
+ Z

′

2 (4.C.4)

where Hki = Gk1A1F1i +Gk2A2F2i and Z
′

k = Gk1A1Z1 +Gk2A2Z2 + Nk. A1 and
A2 are chosen based on the inaccurate Ĝki such that the interference matrices

Ĥ12 = Ĝ11A1F12 + Ĝ12A2F12 = υφH ; (4.C.5)
Ĥ21 = Ĝ21A1F11 + Ĝ22A2F11 = 0 (4.C.6)
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where υ and φ are two M ×1 vectors whose entries are drawn identically and inde-
pendently from a continuous distribution with finite variance. Therefore, rank(Ĥ12)
= 1. By this means, we aim to null the interference in M − 1 dimensions of the
rangespace of Ĥ12. The solution of Ai is given in [GJJC12] for which we do not
repeat here. Let Ai(m,n) represent the (m,n)-th entry in Ai. It is worth noting
that Ai(m,n) can be written as Ai(m,n) = (

√
1− σ2)−1Āi(m,n) = (

√
1− P−α)−1

Āi(m,n), where Āi(m,n) is a random variable which does not rely on P . This prop-
erty will be applied when we calculate the covariance matrix of the interference.
Let the (M − 1) ×M matrix ΓH represent the zero-forcing matrix at D1, where
ΓHΓ = I and ΓHĤ12 = 0. Let Ȳ1 = ΓHY1,

Ȳ1 =
√
P
(

ΓHH11x[1] + ΓHH̃12x[2]
)

+ ΓHZ
′

1 (4.C.7)

where H̃12 = G̃11A1F12 + G̃12A2F22. Let K̃12 = E[H̃12H̃
H
12] and KZ = E[Z′1Z

′H
1 ]

represent the covariance matrices, respectively. Then, it is shown that K̃12 =
E[H̃12H̃

H
12] = E[G̃11K1G̃

H
11 + G̃12K2G̃

H
12] = O(P−α)I, with Ki = AiF12F

H
12A

H
i ,

i ∈ {1, 2}. It follows from the independence of G̃1i and Ki, and the fact that the co-
variance matrix of G̃1i is O(P−α)I. Similarly, we can readily show KZ = O(1)K̄Z ,
where every entry of K̄Z is irrelevant to P . Let R[i]

p denote the rate of x[i]. For
i = 1,

M ×R[1]
p = I(X[1]; Ȳ1,H)

= E
[
log|Ȳ1ȲH

1 |
]
− E

[
log
∣∣∣ΓH(PH̃12H̃

H
12 + Z

′

1Z
′H
1 )Γ

∣∣∣]
≥ E

[
log
∣∣PΓHH11H

H
11Γ
∣∣]− log

∣∣∣E [ΓH(PH̃12H̃
H
12 + Z

′

1Z
′H
1 )Γ

]∣∣∣ (4.C.8)

= log(P ) + E
[
log
∣∣ΓHH11H

H
11Γ
∣∣]− log

∣∣ΓH(PK̃12 +KZ)Γ
∣∣

= (M − 1)αlog(P ) + o(log(P )) (4.C.9)

where (4.C.8) follows from Jensen’s inequality and |Ȳ1ȲH
1 | ≥ |PΓHH11H

H
11Γ|, and

(4.C.9) follows from that PK̃12+KZ is dominated by PK̃12 and PK̃12 = O(P 1−α)I.
Analogously, we can prove that x[2] can be decoded at the rate R[2]

p = αlog(P ) +
o(log(P )). Therefore, the sum DOF 2M−1

M α can be achieved. When M → ∞, 2α
can be achieved asymptotically.

For J ≥ 3, the scalar amplify-forward relaying can achieve the sum DOF 2α
without symbols extension, based on the method shown in (4.4.4) and (4.4.5). To
avoid repetition, we omit the proof here.





Chapter 5

Artifical Noise Alignment for
Wireless X Networks with Secrecy

Constraints

From this chapter, we start to study wireless networks with secrecy constraints
based on the information-theoretic approach. The notion of secrecy capacity
was introduced by Wyner [Wyn75] in the context of the degraded wiretap

channel, in which a legitimate transmitter intends to send a confidential message
to a legitimate receiver while hiding it from a degraded eavesdropper. Later the
non-degraded wiretap channel [CK78] and Gaussian wiretap channel [LYCH78]
were studied to generalize Wyner’s work. In recent years, multiuser secret commu-
nications has drawn substantial research attention. For example, the interference
channel and broadcast channel with secrecy constraints were studied in [LMSY08]
and [XCC09], the multiple access channels with secrecy constraints were investi-
gated in [TY08], [LP08] and [AZV13], the relay-eavesdropper channel was studied
in [L. 08], and the parallel relay channels were considered in [AZV12,LYT06].

In general the exact secrecy capacity region is also difficult to find for most
multiuser networks. As a consequence, the SDOF which serves as an approximation
of the secrecy capacity in the high signal-to-noise ratio (SNR) regime has been
widely investigated recently [O. 11, BMKed,HY10,KZ13,XU14,XU13]. Following
this line of thought, we focus on the SDOF as the performance measure for our
studied networks. Artificial noise alignment (ANA) will be introduced as a secure
alignment method to establish SDOF lower bounds.

5.1 Introduction

5.1.1 Background and Motivation
The secrecy capacity of the original wiretap channel [Wyn75] is essentially the
mutual information difference between the legitimate user pair and transmitter-
eavesdropper pair, which renders a vanishing SDOF in the high SNR regime.

69
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However, positive SDOF can be achieved for some other multiuser networks, e.g.,
the multi-antenna compound wiretap channel [Khi11], the interference channel [O.
11, XU13], the broadcast and multiple access channel with confidential messages
[XU14], et al. These results reveal the fact that interference could have positive
impact on the secrecy capacity of networks, because it naturally serves as jamming
to conceal the messages from eavesdroppers. The assistance of interference in secure
communication is well addressed in [TLSP11].

In multiuser networks, interference alignment not only offers signaling methods
to effectively use the channel resources, but also provides natural advantages to limit
the information leakage of confidential messages. Intuitively speaking, interference
alignment can pack the unintended messages to a reduced dimensional interference
subspace at receivers, where the signals containing confidential messages are super-
imposed. Therefore, it naturally brings difficulty for the receiver when it tries to
decode the information from the interference subspace. It is first noted in [O. 11]
that by combining interference alignment and random binning [Wyn75], the SDOF
K(K−1)
2(K−2) can be achieved in the time/frequency varying K-user Gaussian interfer-
ence channel. By using the Wyner random binning method to generate a secret
codebook, interference alignment has been applied to different networks to obtain
positive SDOF, e.g., the multi-antenna compound wiretap channel [Khi11], and the
multi-antenna wiretap channel with block fading channels [KPYS11]. The key idea
of random binning is to provide randomness to the codebook, such that the eaves-
dropper is not able to tell the exact codeword from the randomized codebook. From
a different transmission approach, artificial noise (AN) works in another efficient
way of providing randomness to the codebook, which aims to drown the confiden-
tial signal at the eavesdropper [GN08]. AN can be chosen to be a Gaussian process.
When the power of AN is high enough to be comparable to the message power,
it can provide enough randomness with the maximum differential entropy to mask
confidential signals. As studied in [XU14,XU13,YKPS13] and [WXS14], the trans-
mission of AN and interference alignment can be integrated to achieve the optimal
SDOF of different multiuser networks. The proposed ANA schemes offer a different
perspective and an efficient approach for investigating the SDOF of networks: in-
stead of random binning, we can inject AN into the confidential message subspace
at eavesdroppers. By only considering signal dimensions, the approach of aligning
AN to a certain subspace can offer a better transmission design than random bin-
ning in terms of SDOF. For instance, with perfect CSIT, the optimal SDOF of the
K-user Gaussian interference channel with confidential messages (ICCM) is shown
to be K(K−1)

2K−1 [XU13] for constant channel state, achieved by an ANA scheme. How-
ever, by random binning, only the inferior SDOF K(K−2)

2(K−1) can be achieved [O. 11].
With delayed CSIT, the ANA scheme also achieves the optimal SDOF for MIMO
broadcast channels [YKPS13] and two hop interference channels [WXS14], which
can be seen as a non-trivial generalization of the MAT scheme [MAT12] for secret
communications. Moreover, compared with random binning the ANA approach has
less system complexity via its linear operations. Therefore, the ANA approach is
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interesting from both theoretical and practical viewpoints.
In this chapter, we focus on one of the typical network models in information the-

ory, namely, the wireless X network. As it has both the nature of broadcast channels
and multiple access channels, the wireless X network has drawn substantial research
attention for the study of efficient signaling for transmission. For instance, with
perfect CSIT, the wireless X networks with different antenna settings have been
studied in [MAMK08,CJ09b,YZ12] based on interference alignment schemes. With
delayed CSIT, several results have been reported to generalize the MAT scheme
to wireless X networks, e.g., [GAK12,TMPS12,WWXS12]. It is also notable that
with secrecy constraints, the 2× 2 MIMO X channel has been studied in [ZASV13]
with output feedback and delayed CSIT, where an ANA scheme is proposed based
on the feedback. The contributions of this chapter are highlighted in the following
section.

5.1.2 Contribution
We study the SDOF of the wireless X network with confidential messages (XNCM).
Specifically, the SDOF of the GaussianM×K XNCM is investigated, in which each
transmitter intends to send one confidential message to each receiver. The main
results can be summarized as follows.

1) A general SDOF upper bound for XNCM: We bound the SDOF of theM×K
XNCM to be less than or equal to K(M−1)

K+M−2 regardless of channel fading variations.
Therefore, the proposed bound holds for time/frequency varying channels, and/or
constant channels. To compare with the interference channel counterpart, we set
K = M to induce the upper bound K

2 . Henceforth, every transmitter can obtain at
most half of the channel resources.

2) The optimal sum SDOF of the time/frequency varying XNCM: With perfect
CSIT, the optimal sum SDOF of the M ×K XNCM with time/frequency varying
channels is shown to be

d = K(M − 1)
K +M − 2 , if K = 2, or M = 2,

and

K(M − 1)
K +M − 1 ≤ d ≤

K(M − 1)
K +M − 2 , if K,M ≥ 3.

Therefore, the upper bound is tight for the network with two transmitters or re-
ceivers. The SDOF lower bound is achieved by an ANA approach, which com-
bines linear interference alignment and AN transmission. We note that the achieved
SDOF K(M−1)

K+M−1 overlaps with the results in [GJ08]. However, we prove it using a
new approach: by proposing an ANA scheme we show that K(M−1)

K+M−1 can be achieved
for the M ×K XNCM even with an external eavesdropper (EE), which implies the
same SDOF for the considered network without the EE. It is also notable that when
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DEC-1

DEC-2

DEC-K

...

ENC-1

ENC-M

...

(W1,1,W2,1, . . . ,WK,1)

(W1,M ,W2,M , . . . ,WK,M )

h1,1(t)

h1,M (t)

hK,M (t)

(Ŵ1,1, Ŵ1,2, . . . , Ŵ1,M )

(ŴK,1, ŴK,2, . . . , ŴK,M )

(Ŵ2,1, Ŵ2,2, . . . , Ŵ2,M )

∆
[1]
SI ,SJ , ∀SI ⊆ (K − 1),SJ ⊆ M

∆
[2]
SI ,SJ , ∀SI ⊆ (K − 2),SJ ⊆ M

∆
[K]
SI ,SJ , ∀SI ⊆ (K −K),SJ ⊆ M

EE

he,M (t)

he,1(t)

∆
[e]
SI ,SJ , ∀SI ⊆ K,SJ ⊆ M

Figure 5.1: M ×K XNCM when there exists an external eavesdropper.

K = M and K,M ≥ 3, our result overlaps with the optimal SDOF of the K-user
interference channel with confidential messages [XU13]. Even with an EE, treating
the X network as an interference channel can still obtain the best known SDOF so
far [XU13].

3) The achieved sum SDOF of the XNCM with reconfigurable antennas: Follow-
ing a similar principle, we generalize the ANA scheme into a blind approach with
the help of reconfigurable antennas at the receivers. We note that the blind ANA
scheme does not require any CSIT in the network. By a predefined private antenna
switching pattern, we integrate AN into a blind interference alignment scheme to
achieve the SDOF K(M−1)

K+M−1 for theM×K XNCM. It is worth noting that the prede-
fined antenna switch pattern not only provides the channel coherence structure for
aligning interference [GWJ11], it also serves as the secret key for different receivers
to decode.

5.2 System Model

We mainly consider transmitting confidential messages in wireless X networks. Let
us start by presenting the studied network model in what follows.

5.2.1 M ×K wireless X network with confidential messages

Consider theM×K wireless X network, where each of theM transmitters intends to
deliverK independent confidential messages toK receivers, respectively. Therefore,
there are MK confidential messages in the considered network, shown in Fig. 5.1.
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The received signal for receiver k, at time t is

Yk(t) =
∑
m∈M

hkm(t)Xm(t) +Nk(t), k ∈ K,

where the scalar Xm(t) represents the transmission signal of transmitter m, the
scalar hkm(t) represents the channel coefficient from the transmitter m to the
receiver k. K = [1 : K] and M = [1 : M ] represent two index sets, respec-
tively. As in previous chapters, to avoid channel degeneration, we assume that
the absolute value of the channel coefficient is bounded away from zero and in-
finity. And Nk(t) ∼ CN (0, 1) is the unit-power AWGN. Suppose that xnm is the
input codeword. We assume the power constraint 1

n

∑n
t=1 |xm(t)|2 ≤ P . We de-

fine Wk,m ∈ Wk,m = [1 : 2nRk,m ], k ∈ K and m ∈ M, denoting the confiden-
tial message from transmitter m to receiver k with the secrecy rate Rk,m. Let
W = {Wk,m : k ∈ K,m ∈ M}. A secrecy rate tuple R = {Rk,m : k ∈ K,m ∈ M}
is achievable if there exists a secret codebook (n,R) to satisfy the reliability and
confidentiality constraints simultaneously: ∀k ∈ K,

• reliability: at receiver k,

lim
n→∞

P[Ŵk,m 6= Wk,m] = 0, ∀m ∈M (5.2.1)

where Ŵk,m is the estimation of the codeword Wk,m.

• confidentiality: at receiver k,

lim
n→∞

∆[k]
SI ,SJ = 0, (5.2.2)

where the normalized information leakage is defined as

∆[k]
SI ,SJ ,

1
n
I(WSI ,SJ ;Y nk ,Hn),

where WSI ,SJ = {Wij : i ∈ SI , j ∈ SJ }, for all SI ⊆ K − k, SJ ⊆ M. Y nk
represents the received sequence at receiver k after n time slots. Hn represents
the sequence of channel states.

If for a certain power P , the secrecy rate tuple R is achievable, the sum SDOF d is
said to be achieved with definition

d = lim
P→∞

∑
k∈K,m∈MRk,m

log(P ) . (5.2.3)

We say d is the optimal sum SDOF if it is the maximum value of all achievable sum
SDOF.

In Section 5.4, we also consider the network when there exists an external eaves-
dropper. Inherited from the above definition on XNCM, we present the network as
follows.
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5.2.2 The XNCM with an external eavesdropper (XNCM-EE)

Consider the M × K XNCM, when an external eavesdropper e appears in the
network. The received signal at the eavesdropper e, at time t is

Ye(t) =
∑
m∈M

hem(t)Xm(t) +Ne(t), k ∈ K.

We say that a secrecy rate tuple R is achievable if there exists a secret codebook
(n,R) to satisfy the reliability (5.2.1), confidentiality (5.2.2) and also an extra
secrecy constraint at the eavesdropper:

lim
n→∞

∆[e]
SI ,SJ = 0, (5.2.4)

where

∆[e]
SI ,SJ ,

1
n
I(WSI ,SJ ;Y ne ,Hn),

for all SI ⊆ K, SJ ⊆M. Y ne represents the received sequence at the eavesdropper.
The sum SDOF can be defined accordingly.

5.3 SDOF Upper Bound

In this section, we derive an SDOF upper bound for the M ×K XNCM regardless
of channel fading variations. It is note that the upper bound is derived by neglect-
ing the effect of channel states. It can be observed that adding the channel state
sequence Hn to the proof will not change the derived SDOF upper bound as we
show in the sequel.

We first present the following lemma, which will be used as an important inter-
mediate step for the proof of the SDOF upper bound.

Lemma 5.3.1 (Role of a Helper in X Networks). For any k̂ ∈ K and p ∈ M, we
have the following bound for the secrecy rate:

n
∑

j∈M\p

Rk̂j + h(Xn
p + Ñn) ≤ h(Y n

k̂
) + nO(1), (5.3.1)

where the lowercase letter h represents the differential entropy, Xn
p represents the

transmitted signal of transmitter p and Ñn is a sequence with each entry Ñ(t)
(t = [1 : n]) to be independent Gaussian noise with variance less than 1

|hk̂p(t)|2 .

Proof. The proof follows the same line as the Role of a Helper Lemma in [XU14],
with the details in Appendix 5.A.
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Lemma 5.3.1 states that in order to decode the messages Wk̂,M\p at receiver
k̂, the differential entropy of transmitted signal of transmitter p should be upper
bounded by the difference of the differential entropy at the receiver k̂ and the sum
rate ofWk̂,M\p. Now we are ready to present the SDOF upper bound for theM×K
XNCM.

Theorem 5.3.1. The optimal sum SDOF of the M ×K XNCM is upper bounded
as d ≤ K(M−1)

K+M−2 .

Proof. The detailed proof follows a similar way as the SDOF upper bound proof for
the interference channel in [XU13]. For brevity, we define the following notation.
Let Xn

J = {Xn
j |j ∈ J }, Y nI = {Y ni |i ∈ I}, and Nn

I = {Nn
i |i ∈ I} denote the

transmitted, received signal and the noise sequences in the finite sets J and I,
respectively. Consider all messages in the network that are confidential for receiver
k̂. Starting from Fano’s inequality, we have

n
∑

i∈K\k̂,j∈M

Rij = H(WK\k̂,M)

= I(WK\k̂,M;Y nK\k̂) +H(WK\k̂,M|Y
n
K\k̂)

≤ I(WK\k̂,M;Y nK\k̂) + nε1

≤ I(WK\k̂,M;Y nK\k̂)− I(WK\k̂,M;Y n
k̂

) + n(ε1 + ε2) (5.3.2)

≤ I(WK\k̂,M;Y nK )− I(WK\k̂,M;Y n
k̂

) + nε3

= I(WK\k̂,M;Y nK\k̂|Y
n
k̂

) + nε3

= h(Y nK\k̂|Y
n
k̂

)− h(Y nK\k̂|Y
n
k̂
,WK\k̂,M) + nε3

≤ h(Y nK\k̂|Y
n
k̂

) + nε3 (5.3.3)

= h(Y nK )− h(Y n
k̂

) + nε3

= h(X̃n
M, Y

n
K )− h(X̃n

M|Y nK )− h(Y n
k̂

) + nε3 (5.3.4)
≤ h(X̃n

M) + h(Y nK |X̃n
M)− h(X̃n

M|Y nK , Xn
M)− h(Y n

k̂
) + nε3

≤ h(X̃n
M)− h(Y n

k̂
) + no(log(P )) (5.3.5)

for some εl > 0 and εl = o(log(P )) (l = 1, 2, 3), where ε3 = ε1 + ε2.

• (5.3.2) follows from the secrecy constraint

I(WK\k̂,M;Y n
k̂

) ≤ nε2, for some ε2 = o(log(P )).
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• (5.3.3) follows from

h(Y nK\k̂|Y
n
k̂
,WK\k̂,M)

≥ h(Y nK\k̂|Y
n
k̂
,WK\k̂,M,Wk̂,M, XM)

= h(Nn
K\k̂) ≥ 0,

where the last inequality follows from the fact that the Gaussian noise with
unit variance has non-negative differential entropy.

• (5.3.4) follows by the Chain rule of differential entropy and defining X̃n
i =

Xn
i + Ñn

i for i ∈ M, where Ñn
i is an n × 1 vector with each entry Ñi(t)

(t = [1 : n]) to be i.i.d. Gaussian with variance smaller than 1
|hk̂i(t)|2

.

• (5.3.5) follows from the fact that

|h(Y nK |X̃n
M)− h(X̃n

M|Y nk̂ , XM)|
≤ |h(Y nK |X̃n

M)|+|h(X̃n
M|Y nk̂ , X

n
M)| ≤ nδ,

for some δ = o(log(P )), because only effective noise contributes to the differ-
ential entropy terms by conditioning on the signals Xn

M and X̃n
M.

So far, we have bounded the rate of all confidential messages that are not in-
tended for receiver k̂ as (5.3.5). In order to bound the rate for the whole message
set WK,M, we apply Lemma 5.3.1 in the proof. We begin with (5.3.5) as follows:

n
∑

i∈K\k̂,j∈M

Rij ≤ h(X̃n
M)− h(Y n

k̂
) + no(log(P ))

≤
∑
p∈M

h(X̃n
p )− h(Y n

k̂
) + no(log(P ))

≤
∑
p∈M

h(Y n
k̂

)− n
∑

j∈M\p

Rk̂j

− h(Y n
k̂

) + no(log(P )), (5.3.6)

where (5.3.6) follows by substituting (5.3.1) of Lemma 5.3.1. Equivalently, it is
shown that

n
∑

i∈K\k̂,j∈M

Rij + n
∑
p∈M

∑
j∈M\p

Rk̂j ≤ (M − 1)h(Y n
k̂

) + no(log(P )).

Manipulating the indices on the left hand side of the above inequality, we have

n
∑

i∈K,j∈M
Rij + n(M − 2)

∑
j∈M

Rk̂j ≤ (M − 1)h(Y n
k̂

) + no(log(P )).
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Considering that h(Y n
k̂

) ≤ nlog(P ) + nO(1), we sum up the above inequalities for
all k̂ ∈ K to obtain:

(K +M − 2)
∑

i∈K,j∈M
Rij ≤ K(M − 1)log(P ) + o(log(P )).

Therefore, an SDOF upper bound can be obtained to conclude the proof

d ≤ K(M − 1)
M +K − 2 .

Remark 5.1. We note that the derived SDOF upper bound does not make any
assumptions regarding channel fading variations. Therefore, Theorem 5.3.1 provides
a general SDOF upper bound for the M × K XNCM with constant channels, or
with time/frequency varying channels. We also note that the bound in Theorem
5.3.1 naturally serves as an upper bound for the SDOF of the considered network
with no CSIT.

Remark 5.2 (At most half of the cake). We observe that the derived SDOF upper
bound for the M × K XNCM equals to the sum degrees of freedom (DOF) of
the (M − 1) × K X network without secrecy constraints. Therefore, the impact
of confidentiality is equivalent to removing at least one sender from the wireless
X network, in terms of DOF. It is also interesting to see that when K = M , the
above upper bound yields d ≤ K(K−1)

2(K−1) = K
2 , which coincides with the sum DOF for

K-user interference channel without secrecy constraints. Therefore, for the K ×K
fully connected wireless X network, if all the messages existing in the network are
confidential, then every sender can at most obtain half of the resources.

5.4 SDOF of Time or Frequency-Varying Wireless X
Networks

In this section, we study the SDOF of wireless X networks with time or frequency
varying channels. We show that the proposed SDOF upper bound is tight when
K = 2 or M = 2 by presenting an ANA scheme. The achieved SDOF of XNCM
with an external eavesdropper will also be studied in this section. We start with
the following theorem.

Theorem 5.4.1. The optimal sum SDOF of theM×K XNCM with time/frequency-
varying channels is

d = K(M − 1)
K +M − 2 , if K = 2, or M = 2,

and
K(M − 1)
K +M − 1 ≤ d ≤

K(M − 1)
K +M − 2 , if K,M ≥ 3.
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Signal Space: (M-1)-D

Interference Space: 1-D
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Figure 5.2: The artificial noise alignment for M × 2 XNCM.

Proof. The converse directly follows from Theorem 5.3.1. For achievability, we start
from the case K = 2. We shall show the SDOF 2(M−1)

M can be achieved. In the
following, we propose an ANA approach, which aligns AN to the interference space
at the receivers. The details are presented as follows.

Considering anM -symbol extension over the original channel, we will show that
a total of 2(M−1) SDOF can be achieved. The main idea is to treat one transmitter,
say transmitter 1, as a special sender, which only transmits artificial noise. For the
rest of the (M − 1) transmitters, each sends 2 confidential messages intended for 2
receivers. By aligning AN and interference in the same subspace, the information
leakage can be bounded. The alignment design is illustrated in Fig. 5.2. Therefore,
for message Wk,1, k ∈ 1, 2, the rate Rk1 = 0. For transmitter 2 to M , we shall show
that each confidential message Wk,j (j ∈ M\1), has one SDOF over the channel
extensions. Before presenting the detailed transmission scheme, let us first provide
the channel input-output relation for the M -symbol extension as follows:

Yk(t) =
∑
m∈M

Hkm(t)Xm(t) + Nk(t), k ∈ K,

where Hkm(t) is an M ×M diagonal matrix with diagonal elements as hkm(t(M −
1) + i) for i = [1 : M ]. And Xm(t),Nk(t) and Yk(t) are the M × 1 input, noise and
output vectors, respectively. In the following, the time slot t is omitted for brevity.

The transmitted signal of transmitter 1 is

X1 = φ[1]ν,
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where ν is AN symbol chosen according to CN (0, P ), and φ[1] is the M × 1 beam-
forming vector. Note that we enforce AN symbol to be Gaussian, as it can provide
the maximum differential entropy to confuse the eavesdropper. At the other trans-
mitters, the transmitted signals can be written as

Xj =
∑
i=1,2

φ[ij]µij , j ∈M, j 6= 1,

where µij is the confidential message symbol originating from transmitter j to
receiver i, and the beamforming vector φ[ij] has dimensionM×1. Then, the received
signals at the receivers are

Y1 =
M∑
j=2

H1jφ
[1j]µ1j +

M∑
j=2

H1jφ
[2j]µ2j +H11φ[1]ν +N1,

Y2 =
M∑
j=2

H2jφ
[2j]µ2j +

M∑
j=2

H2jφ
[1j]µ1j +H21φ[1]ν +N2

where Hkj (k ∈ [1 : 2], i ∈ [1 : M ]) is anM×M diagonal matrix with each diagonal
element picked independently from a continuous distribution. In the achievable
scheme, we aim to perfectly align the interference with AN. Therefore, at receiver
1, we aim for

H1jφ
[2j] = H11φ[1], j ∈M− 1, (5.4.1)

and similarly, at receiver 2, we aim for

H2jφ
[1j] = H21φ[1], j ∈M− 1. (5.4.2)

Thus, we have

φ[kj] = H−1
ij Hi1φ[1], j ∈M− 1, k, i ∈ {1, 2}, k 6= i.

As the next step, we have to show the effective channel matrices at receivers are
full rank. Let Λ[k] represent the effective channel matrix at receiver k, where

Λ[k] =
[
Hk2φ[k2] Hk3φ[k3] · · · HkMφ[kM ] Hk1φ[1]

]
.

Let φ[1] = [φ1 φ2 · · · φM ]T , where each element φm (m ∈ M) is picked indepen-
dently from a continuous distribution. With the relations (5.4.1) and (5.4.2), the
effective channel matrices at receivers are as follows:

Λ[1] =
[
H12H

−1
22 H21φ[1] H13H

−1
23 H21φ[1] · · · H1MH

−1
2MH21φ[1] H11φ[1]

]
,

Λ[2] =
[
H22H

−1
12 H11φ[1] H23H

−1
13 H11φ[1] · · · H2MH

−1
1MH11φ[1] H21φ[1]

]
.
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In order to show Λ[k] has full rank almost surely, we will equivalently show that
|Λ[k]| 6= 0 with probability one. We adopt the method given in the proof of Lemma 1
in [CJ09b]. Let λ[k]

ij represent the element in the ith row and jth column of Λ[k]. We

observe that every λ[k]
ij can be written in the following form: λ[k]

ij =
∏Q
q=1

(
β

[q]
i

)α[q]
ij ,

where β[q]
i is a random variable and all exponents are integers, α[q]

ij ∈ Z. Meanwhile,

• β
[q]
i |{β

[q
′
]

i′
,∀(i, q) 6= (i′ , q′)} has a continuous cumulative probability distribu-

tion,

• ∀i, j, j′ ∈M and j 6= j
′

(
α

[1]
ij , α

[2]
ij , . . . , α

[Q]
ij

)
6=
(
α

[1]
ij′
, α

[2]
ij′
, . . . , α

[Q]
ij′

)
.

Let C [k]
ij represent the cofactor corresponding to λ[k]

ij . Then

|Λ[k]| = λ
[k]
11C

[k]
11 + λ

[k]
12C

[k]
12 + · · ·+ λ

[k]
1MC

[k]
1M .

|Λ[k]| = 0 with nonzero probability only if at least one of the following two conditions
is satisfied.

• β
[q]
i , q = 1, 2, . . . , Q are roots of the polynomial formed by setting |Λ[k]| = 0.

• The polynomial is the zero polynomial.

Note that β[q]
i have a continuous cumulative joint distribution conditioned on C1l,

l ∈ M. Therefore, the probability of β[q]
i taking values from a finite root set goes

to zero. Thus, the first condition collapses almost surely. For the second condition,
since each β[q]

i has a unique set of exponents, the argument of the zero polynomial
holds with positive probability only if Pr(C [k]

1l = 0) > 0, for l ∈M. Because C [k]
1l is

also the determinant of a submatrix of Λ[k], the same argument can be iteratively
performed, until reaching to a single element matrix containing λMl. Therefore,

Pr(|Λ[k]| = 0) > 0⇒ Pr(|λ[k]
Ml| = 0) > 0.

Since λ[k]
Ml has the form of products of continuous random variable, we can conclude

that Pr(|λ[k]
Ml| = 0) = 0. Therefore |Λ[k]| 6= 0 almost surely, and Λ[k] is full rank

almost surely.
Because the desired signal occupiesM−1 dimensions of theM -symbol extension

in Λ[k], we can write the sum rate of confidential messages Wkj as follows:

M∑
j=2

Rkj = M − 1
M

log(P ) + o(log(P )), k = 1, 2.
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In the following, we compute the normalized information leakage after collecting
the whole codeword. By choosing SI = 2, SJ = M, the normalized information
leakage at receiver 1 is

∆[1]
SI ,SJ = ∆2,M = 1

n
I(W2,M;Y n1 ,Hn)

≤ 1
M
I(µ2,M; Y1, HK,M)

= 1
M

(I(µ2,M, ν; Y1, HK,M)− I(ν; Y1|µ2,M, HK,M))

by the data processing inequality and the fact that channels are memoryless, where
µk,M = {µk,j , j ∈ M} with µk,1 ∈ ∅, and HK,M = {hij : i ∈ K, j ∈ M}. We next
bound the mutual information terms

I(µ2,M, ν; Y1, HK,M) ≤ I(µ2,M, ν; Y1, µ1,M, HK,M) = I(µ2,M, ν; Y1|µ1,M, HK,M)
= h(Y1|µ1,M, HK,M)− h(Y1|µ1,M, µ2,M, ν,HK,M) = log(P )−O(1).

Similarly, I(ν; Y1|µ2,M, HK,M) = log(P ) + o(log(P )). Therefore, we can show the
normalized information leakage

lim
n→∞

∆[1]
2,M

·= 0.

A similar argument can also be applied to receiver 2. Overall, the sum SDOF 2(M−1)
M

can be achieved for the M × 2 XNCM.
For M = 2, our goal is to show that the SDOF 1 can be achieved. Let us

treat one of the transmitters as a helper, then the considered network becomes a
broadcast channel with an additional helper. It has been shown in [XU14] that the
optimal SDOF of the broadcast channel with an additional helper is 1. Therefore,
SDOF 1 can be achieved for the considered X network. For M,K ≥ 3, the SDOF
lower bound overlaps with the results in [GJ08], where random binning is used to
provide secrecy. As we will show in the proof of Lemma 5.4.1, this lower bound can
also be achieved by an ANA scheme. It is worth noting that the proposed scheme
collapses if we try to directly apply it for M,K ≥ 3. Specifically, the independence
of the signal and interference subspace is violated. Therefore, a further study needs
to be carried out for closing the SDOF gap. In Appendix 5.C, we provide a brief
discussion on the limitation of our scheme for achieving the SDOF upper bound.

Remark 5.3 (Time sharing of transmitters). We note that in the above proof, the
optimal sum SDOF is achieved by treating one transmitter as a helper. In order
to achieve a symmetric secrecy rate for each transmitter, a time sharing protocol
can be applied, that each transmitter take turns to be the helper in a block-fashion
transmission. By this means, e.g., when K = 2, each transmitter can obtain the
SDOF 2(M−1)

M2 .
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Remark 5.4 (Relation to broadcast channels). As shown in the proof, for M = 2,
the optimal sum SDOF of the 2×K XNCM is shown to be 1, which coincides with
the optimal SDOF of the single-input single-output (SISO) broadcast channels with
confidential messages if there exists an additional helper in the network, as shown
in [XU14].

Remark 5.5 (Relation to X channels with feedbacks). It has been shown in
[ZASV13] that when M = K = 2 if the considered network has output feedback
and delayed CSIT, the optimal sum SDOF is also 1, which ties with our result here.
Therefore, for a 2× 2 X network, the output feedback and delayed CSIT can be as
good as providing perfect CSIT in terms of degrees of freedom.

In the following, we investigate the SDOF of the M × K XNCM-EE. The
achieved SDOF of the considered network also implies the lower bound in The-
orem 5.4.1 when K,M ≥ 3, because removing the eavesdropper will not decrease
the secrecy rate. We present the results in the following lemma.

Lemma 5.4.1. For the M ×K XNCM-EE with time/frequency varying channels,
the optimal sum SDOF can be bounded as K(M−1)

K+M−1 ≤ d ≤
K(M−1)

K+M−2+ 1
M

.

Proof. For the converse, let us first remove the secrecy constraints at allK receivers,
which certainly will not harm the secrecy capacity region. Then the considered
network can be seen as an M ×K X network with only an external eavesdropper,
the sum SDOF of which can be bounded above by K(M−1)

K+M−2+ 1
M

based on Appendix
5.B. Therefore it also serves as a SDOF upper bound for that of the considered
M ×K XNCM-EE.

The detailed proof for the lower bound is presented as follows. Let Γ = K(M−1).
We will show that the SDOF d = K(M−1)nΓ

K(n+1)Γ+(M−1)nΓ can be achieved for any n ∈ N,
which yields d = K(M−1)

K+M−1 to take the supremum for all n. Let αn = K(n + 1)Γ +
(M − 1)nΓ. We consider αn-symbol symbol extension over time-varying channel.
Then, the channel input-output relationship is

Yk =
∑
i∈M

HkiXi + Nk, ∀k ∈ {K, e},

where Hki is the µn × µn diagonal matrix, and Xi is the µn × 1 vector from
transmitter i.

Our essential idea is to let one specific transmitter, say 1, to send AN only,
while the other transmitter sends confidential messages to the intended receiver.
Meanwhile we propose an interference alignment scheme to align the confidential
messages with AN at every unintended receiver and also the external eavesdropper,
to avoid information leakage. For transmitter 2 toM , we can design the transmitted
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signal as follows:

Xi =
K∑
j=1

φ[ji]µji, ∀i ∈M− 1

where µji is the nΓ × 1 symbol vector coded from the confidential message Wji,
and φ[ji] is the corresponding αn×nΓ beamforming matrix. At transmitter M , the
signal can be specifically designed as

X1 =
K∑
j=1

φ[j1]νj1,

where νj1 is the (n+ 1)Γ × 1 AN symbol vector chosen from Gaussian distribution
CN (0, P

(n+1)Γ I(n+1)Γ), and φ[ji] is the corresponding αn × (n + 1)Γ beamforming
matrix. Thus, the received signal at the kth receiver can be written as

Yk =
M∑
i=2

Hki

 K∑
j=1

φ[ji]µji

+Hk1

K∑
j=1

φ[j1]νj1 +Nk.

In the following, we will introduce the details of the alignment. At receiver k, k ∈ K,
we aim to have the following alignment conditions, ∀j ∈ K − k:

IA Block j :


Hk2φ[j2] ≺ Hk1φ[j1]

Hk3φ[j3] ≺ Hk1φ[j1]

...
HkMφ[jM ] ≺ Hk1φ[j1]

Generally speaking, there are K−1 alignment blocks at receiver k, and within each
block we wish to align all the confidential messages intended for receiver j to the
subspace spanned by AN νj1. Similarly, at the eavesdropper, we aim to have K
alignment blocks as follows, ∀j ∈ K:

IA Block j :


He2φ[j2] ≺ He1φ[j1]

He3φ[j3] ≺ He1φ[j1]

...
HeMφ[jM ] ≺ He1φ[j1]

Therefore, every confidential message intended for receiver j ∈ K is aimed to be
aligned to the subspace of AN φ[j1] within the alignment block j. Let us collect the
alignment block j at every receiver, including the eavesdropper. All the relations
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can be written as

Receiver k 6= j :


Hk2φ[j2] ≺ Hk1φ[j1]

Hk3φ[j3] ≺ Hk1φ[j1]

...
HkMφ[jM ] ≺ Hk1φ[j1]

Eavesdroper :


He2φ[j2] ≺ He1φ[j1]

He3φ[j3] ≺ He1φ[j1]

...
HeMφ[jM ] ≺ He1φ[j1]

Thus, there are Γ = K(M − 1) relations for alignment block j. To find the proper
solution for all the beamforming matrices, we first let

φ[j2] = φ[j3] = · · · = φ[jM ].

Then all the Γ relations can be written as

Ψ[km]φ[j2] ≺ φ[j1], ∀k ∈ {K − j, e}, m ∈M− 1

where

Ψ[km] = (Hk1)−1
Hkm.

Reordering all the Ψ[k,m] by the index from 1 to Γ, and following the method given
in [CJ09b], φ[j1] and φjM can be designed as

φ[j2] =


 ∏
i=1,2,...,Γ

(
Ψ[i]
)αiw[j] : αi ∈ {1, 2, . . . , n}


φ[j1] =


 ∏
i=1,2,...,Γ

(
Ψ[i]
)αiw[j] : αi ∈ {1, 2, . . . , n+ 1}


where w[j] is the αn × 1 vector, with each element picked independently from a
continuous distribution with bounded abstract value. The same method can be
applied for all j ∈ K alignment blocks. Therefore, the effective channel matrix at
receiver k can be written as

Ωk =
[
Hk1φ[k1] Hk2φ[k2] · · · HkMφ[kM ] Θk

]
=
[
Hk1φ[k1] Hk2φ[k2] · · · HkMφ[k2] Θk

]
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with Θk defined as

Θk =
[
Hk1φ[11] Hk1φ[21] · · · Hk1φ[(k−1),1] Hk1φ[(k+1),1] · · · Hk1φ[K1]

]
.

Following the Lemma 1 and Lemma 2 in [CJ09b], we can prove Ωk is full rank
almost surely, in which the signal occupies (M − 1)nΓ independent dimensions.
Therefore, we have∑

m∈M
Rkm = K(M − 1)nΓ

αn
log(P ) + o(log(P )).

In the following, we would like to show that the information leakage can be
bounded such that the secrecy constraints at receivers and eavesdropper are satis-
fied. At the eavesdropper, the received signal can be written as follows:

Ye = [He1φ[11] He1φ[21] · · · He1φ[K1]]


ν11

ν21
...

νK1


+

M∑
i=2

[Heiφ
[1i]µ1i Heiφ

[2i]µ2i · · · Heiφ
[Ki]µKi] + Ne.

Let SI = K and SJ =M− 1, the information leakage at the eavesdropper is

I(WSI ,SJ ;Y ne , HK,M) ≤ n

αn
I(µSI ,SJ ; Ye, HK,M)

= n

αn

(
I(µSI ,SJ ,νSI ,1; Ye, HK,M)− I(νSI ,1; Ye|µSI ,SJ , HK,M)

)
.

Let

A = [He1φ[11] He1φ[21] · · · He1φ[K1]],

Bi = [Heiφ
[1i]µ1i Heiφ

[2i]µ2i · · · Heiφ
[Ki]µKi].

Because of the alignment, it is readily shown that span(Bi) ⊆ span(A). By Lemma
5.D.1 in Appendix 5.D, we can observe that AN dominates every dimension of the
received signal’s subspace. It can be shown that

I(µSI ,SJ ,νSI ,1; Ye, HK,M) = K(n+ 1)Γlog(P ) + o(log(P ))

Likewise, I(νSI ,1;Ye|µSI ,SJ ) = K(n+ 1)Γlog(P ) + o(log(P )). Therefore, the infor-
mation leakage is shown to be bounded by o(log(P )). It is readily shown that

lim
n,P→∞

∆[e]
SI ,SJ

·= 0.
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The normalized information leakage at the other receivers can be shown to have
limit 0 following a similar method. Overall the sum SDOF is d = K(M−1)nΓ

µn
=

K(M−1)nΓ

K(n+1)Γ+(M−1)nΓ , which approaches to K(M−1)
K+M−1 for large n.

Remark 5.6 (Relation to interference channels). For the case K = M ≥ 3, the
derived SDOF lower bound ties with the optimal SDOF of the K-user interfer-
ence channel with confidential messages, even when an EE appears in the network.
Therefore, treating the X network as the corresponding interference channel can
still obtain the best known SDOF lower bound [XU13].

Remark 5.7 (Only one external eavesdropper). As we see from the SDOF upper
bound proof, the M × K wireless X network with only an external eavesdropper
is considered, for which the sum SDOF can be bounded above by K(M−1)

K+M−2+ 1
M

.
By adopting the same transmission scheme in the proof of Lemma 5.4.1, SDOF
K(M−1)
K+M−1 can also be achieved in this network. However, we conjecture that there
might exist another transmission scheme to inject AN only into the subspace of
the eavesdropper to obtain higher SDOF. This problem is interesting for our future
work.

5.5 SDOF of Wireless X Networks with Reconfigurable
Antennas

In this section, we study the achieved SDOF of the XNCM with reconfigurable
antennas, where each receiver is equipped with one antenna that can switch among
M predefined modes. When an antenna switches its mode according to a predefined
pattern, it offers a chance to artificially manipulate the channel coherence structure
[GWJ11]. Let m̂k(t) ∈ [1 : M ] represent the antenna mode of receiver k at time t.
The received signal for receiver k, at time t with antenna mode m̂k(t), is

Yk(t) =
∑
m∈M

hkm(m̂k(t))Xm(t) +Nk(t), k ∈ K, (5.5.1)

where hkm(m̂k(t)) represents the channel coefficient from the transmitter m to the
receiver k.

In the following, we propose a blind ANA that combines blind interference
alignment and AN transmission. The transmission follows a similar principle as
presented in Section 5.4, where we aim to inject AN to the interference space.
However, CSIT is not required in this case, and interference alignment is based on
the channel coherence structure by switching antenna modes. It is worth noting
that we assume that the predefined antenna switching mode m̂k(t) can be known
at the transmitter side; however, it is hidden from each other receivers. Intuitively,
the predefined antenna switching functions can be utilized as the key to provide
confidentiality. In order to present the achievable scheme in the XNCM, we first
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introduce the broadcast channel with confidential messages (BCCM). We propose
a blind ANA scheme in the BCCM such that no antenna cooperation is involved,
which implies the same achievable SDOF of the corresponding XNCM.

5.5.1 K-user M × 1 BCCM with reconfigurable antennas
Consider the K-user broadcast channel, where the transmitter hasM antennas and
each receiver is equipped with one reconfigurable antenna which can switch among
M predefined modes. The received signal at receiver k is

Yk(t) = hk(m̂k(t))X(t) +Nk(t), k ∈ K

where hk(m̂k(t)) = [hk1(m̂k(t)) hk2(m̂k(t)) . . .hkM (m̂k(t))] represents the 1 ×M
channel vector with the mode m̂(t) ∈ M. X(t) ∈ CM×1 is the transmitted signal
and Nk(t) ∼ CN (0, 1). We assume each channel coefficient is drawn independently
from a continuous distribution with finite support. The channel coherence time is
assumed to be long enough such that the channels stay constant across a supersym-
bol, which will be defined in the sequel. Let us suppose xn is the channel input, then
we assume the power constraint 1

n

∑n
t=1 x(t)Hx(t) ≤ P . We assume the transmitter

sends an independent confidential message Wk ∈ Wk = [1 : 2nRk ] with secrecy rate
Rk, which has to be hidden from the other receivers. With W = {Wi : i ∈ K}, a
secrecy rate tuple R = {Ri : i ∈ K} is achieved if there exists a secret codebook
(n,R) to satisfy the following constraints simultaneously: for all k ∈ K,

• reliability: limn→∞ P[Ŵk 6= Wk] = 0 for receiver k, and

• confidentiality: limn→∞∆[k]
S = 0, where ∆[k]

S , 1
nI(WS ;Y nk ,Hn) for WS =

{Wi : i ∈ S} and all S ⊆ K−k, and Hn represents the channel state sequence.

Lemma 5.5.1. For the K-user M × 1 BCCM as presented above, the SDOF
K(M−1)
M+K−1 can be achieved with no CSIT.

Proof. The detailed proof can be found in Appendix 5.E. We briefly provide the
main idea of the achievability as follows: We intend to transmit M independent
streams to each receiver, which contains M −1 streams of independent confidential
messages and 1 stream of AN. By an interference alignment based on the channel
coherence structure due to antenna switching, these M streams cast exactly M
dimensions (M -D) at the intended receiver, while they overlap into 1-D subspace
at all the other K − 1 receivers, which is filled with AN. Because AN has the same
scaled power compared with the messages in the interference space, the normalized
information leakage can be bounded to zero asymptotically. Compared with the
achievable DOF result of the same network without secrecy constraint, M

M+K−1 , the
price to pay for the confidential message is 1

M+K−1 for every receiver. As we shall
highlight, in the proposed transmission scheme, the DOF loss 1

M+K−1 is exactly
the dimension occupied by AN in the transmitted signal. The key idea is illustrated
in Fig. 5.3.
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Figure 5.3: The blind artificial noise alignment scheme for theK-userM×1 BCCM.

In order to interpret our main idea, we provide the details of the achievable
scheme in the 2-user M × 1 BCCM for M = 2 and M = 3. Throughout the
transmission scheme, we adopt the antenna switch pattern proposed in [GWJ11],
such that the channel coherence structure can be manipulated in a systematic way.

5.5.2 K = 2, M = 2

In this case, each receiver has 2 modes to switch between. Our goal is to achieve the
SDOF 2

3 in total, which can be obtained by sending 1 data stream of confidential
messages to each receiver in 3 time slots. To guarantee secrecy, 1 stream of AN
is also sent to protect the confidential messages at the unintended receiver. By
antenna switching, we have the following channel coherence structure in 3 time
slots, H1 = diag{1, 2, 1} and H2 = diag{1, 1, 2} 1. H1 and H2 are both 3 × 6
matrices. These 3 time slots can be seen as a supersymbol for transmission. We
design the 6 × 2 beamforming matrix for each receiver constructed by only 2 × 2
identity matrix and zero matrix. Apparently, the beamforming matrices do not rely
on the value of channel states. Let Φ[k] denote the beamforming matrix for receiver
k, k ∈ {1, 2}. The transmitted signal can be represented as

X = vec([X(1) X(2) X(3)])

1The abbreviation Hk = diag{m1,m2, . . . ,mt, . . .mT } denotes a block diagonal matrix
with the diagonal element mt replaced by 1 × M vectors hk(mt), mt ∈ M. Specifically,
H1 = diag{1, 2, 1} .= diag{h1(1),h1(2),h1(1)} andH2 = diag{1, 1, 2} .= diag{h2(1),h2(1),h2(2)}
where hk(m) is a 1× 2 vector for k,m ∈ {1, 2}.
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=

 I

I

0


︸ ︷︷ ︸

Φ[1]

[
µ1

ν1

]
+

 I

0
I


︸ ︷︷ ︸

Φ[2]

[
µ2

ν2

]
,

where µ1 and µ2 are two independent coded confidential data streams intended for
receiver 1 and 2, respectively, and ν1, ν2 are two independent AN streams chosen
from Gaussian distribution. We assume the powers of the streams scale equally with
P . The received signal at receiver 1 is

Y1 =

 Y1(1)
Y1(2)
Y1(3)

 = H1X + N1 =

 h1(1)
h1(2)

0


︸ ︷︷ ︸

rank=2

[
µ1

ν1

]

+

 h1(1)
0

h1(1)


︸ ︷︷ ︸

rank=1

[
µ2

ν2

]
+

 N1(1)
N1(2)
N1(3)

 .

We can see µ1 and ν1 appear through a rank 2 matrix, while interference µ2 and ν2
are aligned into the subspace with rank 1. It is clear to observe that the signal space
and the interference space are orthogonal to each other. Therefore, the confidential
data stream µ1 can be resolved from the received signal to obtain 1 DOF. Moreover,
because in the 1-D interference subspace, µ2 and ν2 are coupled together with the
same power level, AN ν2 can protect the confidential data at receiver 1. Similarly,
at receiver 2, µ2 can achieve 1 DOF. Therefore, by normalizing the transmission
time slots, each receiver achieve a DOF 1

3 . After collecting the whole codeword, we
have the normalized information leakage at receiver 1 as follows, for S = {2},

∆[1]
S = 1

n
I(W2;Y n1 |Hn)

≤ 1
n

(I(µ2,ν2;Y n1 ,Hn)− I(ν2;Y n1 |µ2,Hn))

·= 1
3 (I(µ2, ν2; Y1, HK)− I(ν2; Y1|µ2, HK)) ·= 0

where µ2 and ν2 represent the sequences of µ2 and ν2, respectively, over the code-
word length n. A similar analysis can be adopted at receiver 2. Finally, we show
that the SDOF 2

3 is achieved.

Remark 5.8. The main idea of keeping the confidentiality at eavesdroppers is to
let AN fill the interference subspace. When M > 2, we will carry out dimension-
extension in transmission schemes, which leads to the dimension-expansion on the
interference space. Consequently, the key step is to maintain the presence of AN in
every dimension of the aligned interference space.
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5.5.3 K = 2, M = 3

We aim to show the SDOF 2×(3−1)
3+2−1 = 1 can be achieved. We consider an 8-slot

transmission as a supersymbol, during which 4 streams of confidential messages can
be delivered to each receiver and 2 streams of AN are used for each receiver. We
shall introduce additional unitary beamforming matrices V [k] in the transmitted
signals, with the purpose of maintaining the existence of AN in the interference
space. We will show in the sequel that the elements in V [k] are either 1 or 0. Thus
they are independent of the value of the channel coefficients. The transmitted signal
in a supersymbol for each receiver is designed as follows, respectively:

x1 =



I 0
I 0
I 0
0 I

0 I

0 I

0 0
0 0


︸ ︷︷ ︸

Φ[1]

[
V

[1]
µ V

[1]
ν

]
︸ ︷︷ ︸

V [1]

[
µ1
ν1

]
,

x2 =



I 0
0 I

0 0
I 0
0 I

0 0
I 0
0 I


︸ ︷︷ ︸

Φ[2]

[
V

[2]
µ V

[2]
ν

]
︸ ︷︷ ︸

V [2]

[
µ2
ν2

]
,

where µk and νk are 4×1 and 2×1 vectors, respectively, denoting the confidential
data streams and AN. The block matrices V [k]

µ and V
[k]
µ have dimensions 6 × 4

and 6 × 2, respectively. I and 0 are 3 × 3 identity and zero matrices, respectively.
By antenna switching, we are able to have the corresponding channel matrices as
H1 = diag{1, 2, 3, 1, 2, 3, 1, 2} and H2 = diag{1, 1, 1, 2, 2, 2, 3, 3}, each representing
an 8×24 matrix. Let the transmitted signal X = x1 +x2. The received signals over
all 8 slots at receiver 1 are

Y1 = H1X + N1 = H1(x1 + x2) + N1
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=



h1(1) 0
h1(2) 0
h1(3) 0

0 h1(1)
0 h1(2)
0 h1(3)
0 0
0 0


︸ ︷︷ ︸

rank=6

[
V

[1]
µ V

[1]
ν

] [ µ1
ν1

]

+



h1(1) 0
0 h1(2)
0 0

h1(1) 0
0 h1(2)
0 0

h1(1) 0
0 h1(2)


︸ ︷︷ ︸

rank=2

[
V

[2]
µ V

[2]
ν

] [ µ2
ν2

]
+ N1

where hk(m) and 0 are 1 × 3 vectors. We observe from the signal space that 6
streams including 4 data stream in µ1 and 2 AN stream in ν1 can be resolved almost
surely in the 6-D space. After the alignment, the dimension of the interference space
has been reduced to 2 almost surely. As mentioned, for protecting the confidential
messages, we aim to fill AN in the whole interference space, which means the
following statement should hold almost surely (a.s.):

rank
{[

h1(1) 0
0 h1(2)

]
V [2]
ν

}
= 2.

One solution for V [2]
ν can be

[
1 0 0 0 0 0
0 0 0 1 0 0

]T
, which yields

rank
{[

h1(1, 1) 0
0 h1(2, 1)

]}
= 2, (5.5.2)

where h1(1, 1) and h1(2, 1) represent the first element in channel vectors h1(1) and
h1(2), respectively. It is clear that (5.5.2) holds almost surely. Therefore, V [2] can
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be chosen as the elementary matrix,

V [2] =
[
V

[2]
µ V

[2]
ν

]
=



0 0 0 0
0 1 0 0
0 0 1 0
0 0 0 0
1 0 0 0
0 0 0 1

1 0
0 0
0 0
0 1
0 0
0 0


. (5.5.3)

By these means, we guarantee that AN can be filled in the whole interference
space. The normalized information leakage ∆S,1 can be shown to vanish when
n → ∞. A similar argument can be made at receiver 2, with V [1] chosen as the
same elementary matrix in (5.5.3) to keep the presence of AN. Therefore, after the
alignment, 4 streams of confidential messages are delivered for each receiver over 8
slots to achieve the SDOF 1.

Remark 5.9. We note that the channel coherence structure provides the secret
key for receivers to decode. In other words, if the private antenna switch function
can be known by an eavesdropper, then the eavesdropper can switch its antenna
accordingly to mimic the channel coherence structure of the receiver. In this way, the
messages can be totally tapped by the eavesdropper. The network with adversary
settings can be an interesting work to generalize our work.

Based on the results for the K-user BCCM with reconfigurable antennas, the
following SDOF results can be obtained for the corresponding XNCM.

Theorem 5.5.1. For the M ×K XNCM with reconfigurable antennas, the optimal
sum SDOF can be bounded as K(M−1)

K+M−1 ≤ d ≤
K(M−1)
K+M−2 with no CSIT.

Proof. The converse follows directly from Theorem 5.3.1. The achievability follows
from the proof of Lemma 5.5.1, where no antenna cooperation is carried out at
transmitters. Therefore, by rearranging the message set, we can obtain the same
SDOF.

5.6 Achieving Perfect Secrecy

As shown in our achievable schemes, the normalized information leakage is proved
to be in the order of o(log(P )), e.g., at receiver k,

lim
n→∞

∆[k]
K\k,M = o(log(P )).

In this section, we aim to show that we can make this term to be exactly 0 by
placing a random-binning encoder in advance of the proposed ANA operation. Let
us first start from the following network model.
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Discrete Memoryless M×K XNCM-EE with state at the decoder side: Consider
the M ×K XNCM-EE with state, where the channel transition probability can be
written as

PY n1 ...Y nKY ne |X
n
1 ...X

n
M

Hn =
n∏
i

PY1,i...YK,iYe,i|X1,i...XM,iHi
,

with finite alphabet sets Xm, Yk and H, form ∈M and k ∈ {K, e}, where the lower
superscript i represents the time indices. Hn represents the channel state sequence.
The secure codebook in this channel are defined accordingly with the reliability
and secrecy constraints.

Theorem 5.6.1. For a discrete memoryless M ×K XNCM-EE with state at the
decoder side, the following secrecy rate can be achieved for the message Wij (i ∈ K
and j ∈M):

Rij < max
PUij

(
I(Uij ;Yi|H)− max

k∈{K,e},k 6=i
I(Uij ;Yk|UK,M\Uij ,H)

)
,

where UK,M = {Uij : i ∈ K, j ∈ M}, the random variables Uij are mutually
independent, and the following Markov chain holds

(U1i, U2i, . . . , UMi)−Xi − (Y1, Y2, . . . , YK , Ye).

Proof. The proof follows by treating the state sequence Hn as an extra channel
output. The secure coding for achievability is based on random binning. We place
the detailed proof in Appendix. 5.F.

Based on the above theorem, we are in the position to make the normalized
information leakage to be exactly zero. Let us again consider the achievable scheme
in the proof of Lemma 5.4.1, where the symbol-extension over time is αn. Let us
assume the whole codeword lasts for B blocks, i.e., n = αnB. For each alignment
block over αn time slots, let us treat the ANA operation and the channel together as
a new channel. For instance, when transmitter 1 is the helper, we have the following
equivalent memoryless channel with transition probability distribution:

B∏
b=1

PY1(b)...Ye(b)|UK,M\1(b)HK,M(b),

where the random variable is chosen as Uij = µij for i ∈ K and j ∈ M\1, and
HKM = {Hij : i ∈ K, j ∈M} is the set of channel state. Note that the channel has
M − 1 inputs, because the first transmitter is set as a helper. Based on Theorem
5.6.1, the following secrecy rate can be obtained

Rij < max
PUij

(
I(Uij ; Yi|HKM)− max

k∈{K,e},k 6=i
I(Uij ; Yk|UK,M\Uij ,HKM)

)
,
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with perfect secrecy

lim
B→∞

1
B
I(WK\k,M; YB

k ,HB
KM) = 0,

which implies that limB→∞
1
B I(WK\k,M;Y nk ,Hn) = 0. Recall that from the proof

of Lemma 5.4.1 I(Uij ; Yk|UK,M\Uij ,HKM) ≤ o(log(P )) based on the ANA ap-
proach, i.e., the rate penalty will not affect the SDOF. Therefore, we can achieve
the same SDOF.

The other network models discussed in this chapter can be studied similarly to
obtain perfect secrecy without affecting derived SDOF. We omit the details for the
sake of brevity here.

5.7 Conclusion

In this chapter, we have studied the achievable and optimal SDOF of wireless
X networks with confidential messages. In particular, we have proposed a SDOF
upper bound for the M ×K XNCM. This upper bound has been shown to be tight
for M = 2 or K = 2, with time/frequency varying channels. The achievability
of this bound was shown by an ANA scheme, where AN has been injected into
the interference space at the receivers. The proposed scheme can be generalized
to the M ×K XNCM with time/frequency channels for M,K ≥ 3, even when an
external eavesdropper appears. The achieved SDOF lower bound approaches the
upper bound asymptotically with large M and/or K. Finally, we have generalized
the ANA scheme to the blind case, in which CSIT is not necessarily needed but
channel coherence structure may be known to the transmitters. It is interesting
to note that by switching antenna modes artificially, we can not only obtain the
intended channel coherence structure for interference alignment but also the secret
key for decoding. The achieved SDOF is also asymptotically optimal as the number
of nodes in the network approaches infinity. By only restricting to linear operations,
we have offered a different approach for secure interference alignment. Furthermore,
to close the gap between the derived SDOF upper and lower bounds is an interesting
open problem for the future.
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5.A Proof of Lemma 5.3.1

We start from Fano’s inequality

n
∑

j∈M\p

Rk̂,j = H(Wk̂,M\p)

≤ I(Xn
M\p;Y nk̂ ) + nε1

= h(Y n
k̂

)− h(Y n
k̂
|Xn
M\p) + nε1

= h(Y n
k̂

)− h(Hk̂pX
n
p +Nn

k̂
|Xn
M\p) + nε1

= h(Y n
k̂

)− h(Hk̂pX
n
p +Hk̂pÑ

n + ˜̃Nn) + nε1

≤ h(Y n
k̂

)− h(Hk̂pX
n
p +Hk̂pÑ

n + ˜̃Nn| ˜̃Nn) + nε1

= h(Y n
k̂

)− h(Xn
p + Ñn) + nO(1),

for some ε1 > 0 and ε1 tends to zero as n→∞.Hk̂p = diag{hk̂p(1), hk̂p(2), . . . , hk̂p(n)}
denotes the channel matrix over n time slots, Xn

p denotes the n×1 channel input at
transmitter p, and Nn

k̂
is the n×1 noise vector at receiver k̂. We note that the third

equality follows by defining Nn
k̂

= Hk̂pÑ
n+ ˜̃Nn according to the infinite divisibility

of Gaussian distribution, where Ñn and ˜̃Nn are the independent Gaussian processes
(n × 1 vectors). It is observed that the variance of each entry Ñ(t) (t = [1 : n]) in
Ñn is smaller than 1

|hk̂p(t)|2 .

5.B Converse Proof of Lemma 5.4.1

In this part we aim to show that the sum SDOF of the M ×K wireless X network
with only an EE is bounded above by K(M−1)

K+M−2+M−1
M

. Therefore, this upperbound
also serves as a upper bound for that of the M ×K XNCM-EE. We note that the
detailed proof generalizes the converse proof for the K-user interference channel
with an EE in [XU14] to our studied network. Starting from Fano’s inequality, we
have:

n
∑

i∈K,j∈M
Ri,j = H(WK,M)

≤ I(WK,M;Y nK )− I(WK,M;Y ne ) + nε1

≤ I(WK,M;Y nK , Y ne )− I(WK,M;Y ne ) + nε1

= I(WK,M;Y nK |Y ne ) + nε1 ≤ I(Xn
M;Y nK |Y ne ) + nε1

= h(Y nK |Y ne )− h(Y nK |Y ne , Xn
M) + nε1

= h(Y nK |Y ne ) + no(log(P ))
= h(Y nK , Y ne )− h(Y ne ) + no(log(P ))
= h(X̃n

M, Y
n
K , Y

n
e )− h(X̃n

M|Y nK , Y ne )− h(Y ne ) + no(log(P ))
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≤ h(X̃n
M, Y

n
K , Y

n
e )−h(X̃n

M|Y nK , Y ne , Xn
M)−h(Y ne )+no(log(P ))

= h(X̃n
M) + h(Y nK , Y ne |X̃n

M)− h(Y ne ) + no(log(P ))
≤ h(X̃n

M)− h(Y ne ) + no(log(P )) (5.B.1)
≤ h(X̃n

M\1) + no(log(P )) (5.B.2)

≤
∑

p∈M\1

h(X̃n
p ) + no(log(P ))

≤
∑

p∈M\1

h(Y n
k̂

)− n
∑

j∈M\p

Rk̂,j

+ no(log(P )), (5.B.3)

for ε1 = o(log(P )), where X̃n
M = {Xn

i + Ñn
i }i∈M, and each entry Ñi(t) of Ñn

i

has variance smaller than 1
|hk̂i(t)|2

(t = [1 : n]). (5.B.1) follows from the fact that
by conditioning on the noisy input, only effective noise contributes at the outputs
which have differential entropy bounded by no(log(P )). (5.B.2) follows from the
following inequalities:

h(Y ne ) = h(
M∑
i=1

HeiX
n
i +Nn

e )

≥ h(He1X
n
1 +Nn

e ) = h(X̃n
1 ) + no(log(P )),

where Hei is the n × n channel matrix and Xn
i is the n × 1 transmission signal

vector.
Manipulating both sides of (5.B.3), it is shown that

(K +M − 1)H(WK,M)−H(WK,M−1) ≤ (M − 1)
∑
k̂∈K

h(Y n
k̂

).

Henceforth, we have the sum SDOF d ≤ K(M−1)
K+M−2+ 1

M

< K(M−1)
K+M−2 .

5.C Discussion on the SDOF Gap

In this section, we briefly discuss the reason why there exists a gap between the
derived SDOF lower bound and upper bound whenK,M ≥ 3. As our understanding
so far is still not complete, i.e., we are not clear whether the lower or the upper
bound is not tight, or both of them are not tight, the discussion presented below
can only represent our initial understanding of the problem. We will assume that
the derived upper bound is tight and emphasize on the reason why our proposed
scheme can not achieve it.

Consider the 3× 3 XNCM. Let us assume that the upper bound is tight, which
provides the sum SDOF d ≤ 3

2 . In what follows, we focus on the alignment design
and present the limitation of our proposed scheme for not being able to achieve
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Figure 5.4: The target alignment to achieve the sum SDOF 3
2 for the 3× 3 XNCM.

the target SDOF 3
2 . As shown in Fig. 5.4, one solution of the alignment design for

achieving the SDOF 3
2 is illustrated. Let us choose transmitter 1 as a helper, which

sends 2 streams of artificial noise symbols. At the same time, transmitter 2 and 3
send 3 streams of confidential messages, respectively. Let φ[1] and φ[2] represent the
beamforming matrix for two streams of AN, respectively. We use φ[ij] (i ∈ [1 : 3]
and j ∈ [1 : 2]) to denote the beamforming matrix for the signal stream originating
from transmitter j to receiver i. The alignment conditions can be summarized as
follows.

At receiver 1 : H12φ[22] ≺ H11φ[1], H13φ[23] ≺ H11φ[1],

H12φ[32] ≺ H11φ[2], H13φ[33] ≺ H11φ[2],

At receiver 2 : H22φ[12] ≺ H21φ[1], H23φ[13] ≺ H21φ[1],

H22φ[32] ≺ H21φ[2], H23φ[33] ≺ H21φ[2],

At receiver 3 : H32φ[12] ≺ H31φ[1], H33φ[13] ≺ H31φ[1],

H32φ[22] ≺ H31φ[2], H33φ[23] ≺ H31φ[2].

Also, the linear independence of the subspace has to be maintained as shown in Fig.
5.4. We can observe from the alignment condition that there exist a chain to link
the interference subspace at receiver 1 and 3: the streams W22 and W23 are aligned
with different AN streams at two receivers. This chain will be the main obstacle to
cause the collapse of the alignment scheme. We first put this chain aside and design
alignment based on the other 4 alignment blocks.
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Collecting the alignment conditions at receiver 2 and 3, we aim to have

span
(
H23φ[13]

)
⊆ span

(
H21φ[1]

)
, span

(
H22φ[12]

)
⊆ span

(
H21φ[1]

)
,

span
(
H33φ[13]

)
⊆ span

(
H31φ[1]

)
, span

(
H32φ[12]

)
⊆ span

(
H31φ[1]

)
.

We force φ[12] = φ[13]. Then, the conditions can be written as

span

H−1
21 H23︸ ︷︷ ︸
T1,1

φ[12]

 ⊆ span
(

φ[1]
)
,

span

H−1
21 H22︸ ︷︷ ︸
T1,2

φ[12]

 ⊆ span
(

φ[1]
)
,

span

H−1
31 H33︸ ︷︷ ︸
T1,3

φ[12]

 ⊆ span
(

φ[1]
)
,

span

H−1
31 H32︸ ︷︷ ︸
T1,4

φ[12]

 ⊆ span
(

φ[1]
)
.

The alignment conditions can be further written as

span
(
T1,iφ

[12]
)
⊆ span

(
φ[1]

)
, i ∈ [1 : 4]. (5.C.1)

Similarly, let us collect the alignment conditions at receiver 1 and 2, and force
φ[32] = φ[33]. The following conditions need to be satisfied:

span

H−1
11 H12︸ ︷︷ ︸
T2,1

φ[32]

 ⊆ span
(

φ[2]
)
,

span

H−1
11 H13︸ ︷︷ ︸
T2,2

φ[32]

 ⊆ span
(

φ[2]
)
,

span

H−1
21 H22︸ ︷︷ ︸
T2,3

φ[32]

 ⊆ span
(

φ[2]
)
,

span

H−1
21 H12︸ ︷︷ ︸
T2,4

φ[32]

 ⊆ span
(

φ[2]
)
,
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which can be written as

span
(
T2,iφ

[32]
)
⊆ span

(
φ[2]

)
, i ∈ [1 : 4]. (5.C.2)

By only considering the alignment conditions (5.C.1) and (5.C.2), it is clear that
the matrix construction method proposed by Cadambe and Jafar in [CJ09b] can
be applied here directly. Now we consider the alignment chain, as shown by the red
color in the alignment conditions:

span

H12H
−1
11︸ ︷︷ ︸

Σ1,1

φ[22]

 ⊆ span
(

φ[1]
)
,

span

H32H
−1
31︸ ︷︷ ︸

Σ2,1

φ[22]

 ⊆ span
(

φ[2]
)
,

span

H13H
−1
11︸ ︷︷ ︸

Σ1,2

φ[23]

 ⊆ span
(

φ[1]
)
,

span

H33H
−1
31︸ ︷︷ ︸

Σ2,2

φ[23]

 ⊆ span
(

φ[2]
)
.

Again, let us force φ[22] = φ[23]. Collecting all the alignment conditions, we aim to
obtain

span
(
T1,iφ

[12]
)
⊆ span

(
φ[1]

)
, i ∈ [1 : 4],

span
(

Σ1,jφ
[22]
)
⊆ span

(
φ[1]

)
, j ∈ [1 : 2],

and

span
(
T2,iφ

[32]
)
⊆ span

(
φ[2]

)
, i ∈ [1 : 4],

span
(

Σ2,jφ
[22]
)
⊆ span

(
φ[2]

)
, j ∈ [1 : 2].

Fig. 5.5 illustrates the relations between different subspace for the target align-
ment conditions. We observe that the critical problem happens for the crossover
links: φ[22] is linearly related to φ[1] and φ[2] via Σ1,j and Σ2,j , respectively. Note
that if there is no crossover link, i.e., the alignment chain, the alignment construc-
tion method proposed by Cadambe and Jafar [CJ09b] can be directly applied here.
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φ[2]

φ[12]

φ[32]

φ[22]

T1,i

T2,i

Σ2,j

Σ1,j

Figure 5.5: The relations between different subspace for the target alignment.

However, with the alignment chain, the linear independence of subspace will be
violated if we aim to use the same method. For instance, let us choose φ[22] as
follows:

φ[22] =


 4∏
i=1

Tα1
1,i T

α2
2,i

2∏
j=1

Σβ1
1,jΣ

β2
2,j

w : α1, α2, β1, β2 ∈ [1 : n]

 ,

where w is a random vector with certain dimension µn× 1. The value of µn can be
chosen according to the construction method. Based on φ[22], φ[1] becomes

φ[1] =


 4∏
i=1

Tα1
1,i T

α2
2,i

2∏
j=1

Σβ1
1,jΣ

β2
2,j

w : α1, α2, β2 ∈ [1 : n], β1 ∈ [1 : n+ 1]

 ,

and φ[2] becomes

φ[2] =


 4∏
i=1

Tα1
1,i T

α2
2,i

2∏
j=1

Σβ1
1,jΣ

β2
2,j

w : α1, α2, β1 ∈ [1 : n], β2 ∈ [1 : n+ 1]

 .

It is clear that φ[1] and φ[2] are not linearly independent any longer. Therefore, the
proposed alignment construction fails. The upper bound can not be achieved based
on the direct extension of our proposed method in Theorem 5.4.1.

The solution of solving the alignment condition shown in Fig. 5.5 remains open,
if the feasible solution exists. Therefore, settling the alignment chain or/and ana-
lyzing the feasibility of this problem are interesting for further studies.
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5.D A Preliminary Lemma

Lemma 5.D.1. For matrices A ∈ CM×N , Bi ∈ CM×Ti , with M ≥ N ≥ Ti and
i ∈ {1, 2, . . . , I}, if span(Bi) ⊆ span(A), then we have

rank(AAH +
I∑
i=1

λiBiB
H
i ) = rank(AAH), for λi ≥ 0

Proof. Let us assume that A has rank d, where d ≤ N . Apply the compact sin-
gular value decomposition (SVD) on A and Bi. U = [u1,u2, . . . ,ud] ∈ CM×d and
Γi = [γ1,γ2, . . . ,γdi ] ∈ CM×di are the left singular vector matrices of A and Bi,
respectively, corresponding to the nonzero singular values. We have di ≤ d because
of span(Bi) ⊆ span(A). Our goal is to show that the matrix AAH +

∑I
i=1 λiBiB

H
i

has at most d linearly independent column vectors. Because uj are the eigenvectors
of matrix AAH , any column vector of AAH can be written as the linear combination
of uj , for j ∈ [1 : d]. We also note that uj are the basis for the column space of A.
We then show that any column vector of BiBHi can be also written as the linear
combination of uj . Choose an arbitrary column vector in BiBHi , denoted as q. We
have q =

∑di
k=1 αkγk. Because span(Bi) ⊆ span(A), Γk =

∑d
j=1 βjuj which shows

that any left singular vector of Bi can be written as a linear combination of uj (the
basis of span(A)). Thus, q =

∑di
k=1 αk(

∑d
j=1 βjuj). Therefore, it shows that any

column vector of AAH +
∑I
i=1 λiBiB

H
i can be written as the linear combination of

d independent vectors. The rank of of AAH +
∑I
i=1BiB

H
i is at most d.

On the other hand, because AAH and λiBiB
H
i are Hermitian matrices, it is

clearly

rank(AAH +
I∑
i=1

λiBiB
H
i ) ≥ rank(AAH) = d.

Therefore, we conclude the rank of matrix AAH +
∑I
i=1 λiBiB

H
i is d to complete

the proof.

Lemma 5.D.1 provides the fundamentals to analyze the dimension of the aligned
subspace in our achievable schemes. For instance, if the interference space span(Bi)
is aligned into the subspace span(A), then by Lemma 5.D.1, we know the aligned
subspace is dominated by A.

5.E Proof of Lemma 5.5.1

For the K-user BCCM with M reconfigurable modes for the antenna at each re-
ceiver, we aim to show that the SDOF K(M−1)

M+K−1 can be achieved almost surely. Let
α = (M − 1)K−1 and β = (K + M − 1)α. Consider the α symbols extension over
the original channel, and we construct the supersymbol in β time slots. Then, it is
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equivalent to show (M − 1)α confidential streams can be delivered to each receiver
in β time slots, which yields d = (M−1)α

β = (M−1)K
(K+M−1)(M−1)K−1 = M−1

M+K−1 achieved
for each receiver. The transmitted signal for the receiver k ∈ K can be designed as

xk = vec[xk(1) xk(2) . . .xk(β)]

= Φ[k]
[
V [k]

µ V [k]
ν

]
︸ ︷︷ ︸

V [k]

[
µk
νk

]
,

where µk is the (M − 1)α × 1 confidential symbols vector intended for receiver k,
νk is the α× 1 AN stream. Thus the whole dimension of the signal vector is Mα.
Φ[k] is theMβ×Mα beamforming matrix, V [k] is a unitary matrix with dimensions
Mα×Mα, in which the block matrix V [k]

ν ∈ CMα×α is designed to make sure that
AN can fill the whole interference space almost surely. We adopt the same antenna
switching mode as proposed in [GWJ11], which gives the specific pattern for each
Hk with dimensions β ×Mβ. For simplicity, we omit the details of Hk and Φ[k]

(please refer to [GWJ11]), and instead the emphasis is placed on the submatrix
V

[k]
ν for transmitting AN.
Let X =

∑
k∈K xk. Consider the received signal at receiver k, which is

Yk = Hk

∑
k∈K

xk + Nk = HkΦ[k]V [k]

[
µk
νk

]

+
∑
j∈K\k

HkΦ[j]V [j]

[
µj
νj

]
+ Nk.

We first set all V [k] to be the same choice, such that V [k] = V for all k ∈ K. Let
Gk = HkΦ[k]V , and Qj = HkΦ[j]V for j ∈ K\k. We have

Yk = Gk

[
µk
νk

]
+
∑
j∈K\k

Qj

[
µj
νj

]
+ Nk. (5.E.1)

By choosing Hk and Φ[k] (k ∈ K) as in [GWJ11], it is shown that HkΦ[k] and
HkΦ[j] (j ∈ K\k) are all orthogonal. Because the isometry of the unitary matrix
V , which preserves the orthogonality and matrix rank, it is clearly that Gk and
Qj (j ∈ K\k) are all orthogonal. Moreover, Gk is shown to have rank Mα, which
implies that µk and νk can be resolved almost surely. Therefore, µk has the rate
Rk = (M−1)α

β log(P )+o(log(P )). For the interference subspace, Qj is shown to have
rank α. To guarantee that AN can fill the interference space, it suffices to show that

rank{HkΦ[j]Vν} = α, a.s.
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which yields

rank




h′j(1)

h′j(2)
. . .

h′j(α)

Vν

 = α, a.s. (5.E.2)

where for t = [1 : α]

h′j(t) =
{

hj(M) if t mod M = 0
hj(t mod M) otherwise

(5.E.3)

We choose Vν = I⊗θ, with θ = [1 0 . . . 0]T denoting theM×1 elementary vector,
I denoting the identity matrix with dimension α×α. The sufficient condition turns
out to be:

rank
{
diag{h′j(1, 1), h′j(2, 1), . . . , h′j(α, 1)}

}
= α, a.s. (5.E.4)

where h′j(i, 1) represents the first element of the channel vector h′j(i). It is clearly
that the above statement holds. Thus, V can be chosen as an elementary matrix
with the block V [k]

ν = I ⊗ θ. Let Q̄j = HkΦ[j]Vν and S = K\k. We consider the
information leakage at receiver k after the whole codeword length n,

1
n
I(WS ;Y nk ,Hn) ≤ 1

β
I(µS ; Yk, HK)

= 1
β

(I(νS ,µS ; Yk, HK)− I(νS ; Yk|µS , HK))

≤ 1
β
logdet

P∑
j∈S

QjQ
H
j + I


− 1
β
logdet

P∑
j∈S

Q̄jQ̄
H
j + I

+ o(log(P ))

·= 0,

where the last equality follows that QjQHj and Q̄jQ̄Hj have the same rank almost
surely.

5.F Proof of Theorem 5.6.1

The detailed proof of Theorem 5.6.1 is presented as follows.
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Proof. Codebook generation: Fix PUij , i ∈ K, j ∈M. For ε > 0, choose

Rij = I(Uij ;Yi|H)− max
k∈{K,e}\i

I(Uij ;Yk|UK,M\Uij ,H)− ε,

R
′

ij = max
k∈{K,e}\i

I(Uij ;Yk|UK,M\Uij ,H)− ε. (5.F.1)

Let Wij = [1 : 2nRij ] and W ′ij = [1 : 2nR
′
ij ]. Generate |Wij ||W

′

ij | independent
sequences unij ∈ Un according to the probability

∏n
t=1 PUij (uij(t)). We label them

as

unij(wij , w
′

ij), wij ∈ Wij , w
′

ij ∈ W
′

ij .

Encoding: In order to send the confidential message tuple (w1j , w2j , . . . , wMj) ∈
W1j ×W2j × · · · ×WMj , the transmitter j randomly chooses a value w′ij according
to the uniform distribution in the set W ′ij to associate with wij , and consequently
chooses the sequence unij(wij , w

′

ij), for i ∈ K, j ∈ M. Then the channel input
sequence xnj is generated according to

n∏
t=1

PXj |U1j ...UMj (xj(t)|u1j(t), u2j(t), . . . , uMj(t)).

Decoding: At receiver i, the decoder chooses the unique wij such that(
unij(wij , w

′

ij), yni , Hn
)
∈ Anγ (Uij , Yi,H), (5.F.2)

for j ∈ K. Otherwise, an error is declared. The joint typical set Anγ (Uij , Yi,H) is
defined as, for γ > 0

Anγ (Uij , Yi,H) ,
{

(unij , yni , Hn) :∣∣∣∣ ](a, b, c|unij , yni , Hn)
n

− PUijYiH(a, b, c)
∣∣∣∣ ≤ γPUijYiH(a, b, c),∀(a, b, c) ∈ U × Yi ×H

}
(5.F.3)

Reliability: This part follows from a standard analysis for the error probability,
e.g., packing lemma [GK11]. For the sake of brevity, we omit it here.

Confidentiality: We aim to show that 1
nI(WK\i,M;Y ni ,Hn) → 0 such as n →

∞. It is sufficient to show that for every confidential message Wij , the maximum
information leakage at the eavesdroppers is bounded, i.e., ∀i ∈ K, j ∈M

max
k∈{K,e}

I(Wij ;Y nk |Hn, UnK,M\Unij) ≤ nεn

where εn → 0 as n→∞.
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Let us choose k to represent the strongest eavesdropper which maximize the
above information leakage. Then it is sufficient to show that

H(Wij |Y nk ,Hn, UnK,M\Unij) ≥ nRij − nεn.

We have the following representations on H(Wij |Y nk ,Hn, UK,M\Uij):

H(Wij |Y nk ,Hn, UK,M\Uij)
= H(Wij , Y

n
k |Hn, UnK,M\Unij)−H(Y nk |Hn, UnK,M\Unij)

= H(Wij , U
n
ij , Y

n
k |Hn, UnK,M\Unij)−H(Unij |Y nk ,Hn, UnK,M\Unij ,Wij)

−H(Y nk |Hn, UnK,M\Unij)
= H((Wij , U

n
ij |Hn, UnK,M\Unij) +H(Y nk |Wij , U

n
ij ,Hn, UnK,M\Unij)

−H(Unij |Y nk ,Hn, UnK,M\Unij ,Wij)−H(Y nk |Hn, UnK,M\Unij)
= H(Wij , U

n
ij |Hn, UnK,M\Unij)− I(Unij ;Y nk |Hn, UnK,M\Unij)

−H(Unij |Y nk ,Hn, UnK,M\Unij ,Wij)

In what follows, we shall bound the three terms in the above one by one.
For the first term, it is clear that

H(Wij , U
n
ij |Hn, UnK,M\Unij) = n(Rij +R

′

ij). (5.F.4)

For the second term, we have

I(Unij ;Y nk |Hn, UnK,M\Unij) ≤ I(Unij ,Θ;Y nk |Hn, UnK,M\Unij),

where

Θ =
{

1, (unK,M, yni , Hn) 6∈ A(n)
γ (UK,M, Yi,H)

0, otherwise.

Consequently,

I(Unij ,Θ;Y nk |Hn, UnK,M\Unij)
= I(Unij ;Y nk |Hn, UnK,M\Unij ,Θ) + I(Θ;Y nk |Hn, UnK,M\Unij)
≤ I(Unij ;Y nk |Hn, UnK,M\Unij ,Θ) +H(Θ)

≤
1∑
θ=0

PΘ(θ)I(Unij ;Y nk |Hn, UnK,M\Unij ,Θ = θ) + 1.

For θ = 1, it is shown that

PΘ(1)I(Unij ;Y nk |Hn, UnK,M\Unij ,Θ = 1)
≤ nPΘ(1)log|Yk|
≤ nγlog|Yk|.
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Moreover, for θ = 0, we have

PΘ(0)I(Unij ;Y nk |Hn, UnK,M\Unij ,Θ = 0) ≤ I(Unij ;Y nk |Hn, UnK,M\Unij ,Θ = 0)

=
∑

(unK,M,yn
i
,Hn)∈A(n)

γ

P(unK,M, ynk , Hn)

×
(
logP(unij , ynk |Hn, unK,M\unij)− logP(ynk |Hn, unK,M\unij)− logP(unij |Hn, unK,M\unij)

)
≤ n (H(Yk|UK,M\Uij ,H) +H(Uij |UK,M\Uij ,H)−H(Yk, Uij |UK,M\Uij ,H) + 3γ)
= nI(Uij ;Yk|H, UK,M\Uij) + 3nγ

where the last inequality follows from the property of typical sequence.
Therefore, the second term can be bounded as

I(Unij ;Y nk |Hn, UnK,M\Unij) ≤ nI(Uij ;Yk|H, UK,M\Uij) + nε(γ)

= nR
′

ij + n(ε(γ)− ε) (5.F.5)

where ε(γ) = γ (log|Yk|+ 3) + 1
n , and ε(γ)→ 0 as n→∞.

For the third term, we apply Fano’s inequality based on the following observa-
tion: Provided Hn = Hn, UnK,M\Unij = unK,M\unij and Wij = wij , there exists a de-
coder that can find the unique unij to be joint typical with yni and Hn, such that the
error (wij , w

′

ij) 6= (ŵij , ŵ
′

ij) is shown to be zero as n→∞. This statement is based
on the codebook generation, where R′ij = maxk∈{K,e}\i I(Uij ;Yk|H, UK,M\Uij)− ε
lies in the decoding region of the equivalent channel for the strongest eavesdropper
k. Therefore,

H(Unij |Y nk ,Hn, UnK,M\Unij ,Wij) ≤ nδn, (5.F.6)

where δn → 0 as n→∞.
Combining (5.F.4), (5.F.5) and (5.F.6) together, we can obtain that

H(Wij |Y nk ,Hn, UK,M\Uij) ≥ nRij − nεn (5.F.7)

for εn = ε(γ)− ε+ δn which tends to zero as n→∞. Therefore, the perfect secrecy
can be guaranteed.

With reliability and confidentiality established with the chosen rate Rij and
R
′

ij , the proof is finished here.



Chapter 6

Artifical Noise Alignment for the
Two-Hop Interference Channel

with Secrecy Constraints

In chapter 5, we have studied the usage of AN in the interference alignment de-
sign. The main idea was to inject the AN into a subspace at the eavesdropper to
drown the confidential signal with a high power. In this chapter, we will intro-

duce another idea of employing AN in multiuser networks, in particular, networks
with delayed feedback:

“In the multi-block transmission, the AN symbols that have been sent in the
earlier blocks can be used to provide secret keys for the later blocks. ”

We start from a motivating example of an interference channel, and generalize
the idea further to a two-hop interference channel to achieve the optimal secure
SDOF based on delayed feedback, e.g., channel state information and/or channel
outputs.

6.1 A Motivating Example

Let us consider an interference channel with confidential messages (ICCM), as
shown in Fig. 6.1, where each transmitter intends to send one confidential message
to its corresponding receiver. The channel input-output relation can be written as
follows

Yi(t) = hi1(t)X1(t) + hi2(t)X2(t) + Zi(t), i ∈ {1, 2},

where hij(t) represents the channel coefficients from transmitter j to receiver i at
time slot t, and Zi(t) is the unit-variance AWGN. Xi(t) is the channel input at
transmitter i with average power constraint P , and Yi(t) is the channel output at
receiver i. Let us consider the case that hij is i.i.d. and time-varying. Moreover, we
assume that the delayed CSI can be attained by the transmitters, i.e., at time t, the
channel coefficients {hij(t− 1) : i, j ∈ {1, 2}} can be obtained by the transmitters.

107
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Figure 6.1: An motivating example: Using artificial noise to provide secret key.

In the following, we will show that the sum SDOF 2
3 can be obtained, without

any confidential message cognition at the transmitters. The transmission works as
follows:

Time slot 1: Let n1 and n2 represent two AN symbols, chosen independently
from Gaussian distribution CN (0, P ). We assume that it can be shared at two
transmitters. The transmission signals at this time slot are

X1(1) = n1, X2(1) = n2.

Then, the received signals are

Yi(1) = hi1(1)n1 + hi2(1)n2 + Zi(1).

Let us define l1 , h11(1)n1 + h12(1)n2 and l2 , h21(1)n1 + h22(1)n2 represent two
linear combinations of n1, n2, respectively. It is straightforward to observe that l1
and l2 are independent, and they can be recovered by both transmitters at the
beginning of the next time slot thanks to the delayed CSIT.

Time slot 2: Let µ represent the confidential symbol from transmitter 1 to
receiver 1, which is chosen from a Gaussian codebook with average power P . The
idea of transmission in this time slot is to use the recovered signal l1 as a secrecy
key to protect the confidential symbol µ:

X1(2) = µ+ l1, X2(2) = 0.

The received signal at receivers are

Y1(2) = h11(2)(µ+ l1) + Z1(2), Y2(2) = h21(2)(µ+ l1) + Z2(2).
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Upon receiving the signal Y1(2), receiver 1 can obtain the following signal by re-
moving l1 based on its received signal at time slot 1:

Ỹ1 = Y1(2)− h11(2)Y1(1) = h11(2)µ+ (Z1(2)− h11(2)Z1(1)) .

Therefore, µ can be decoded from the above equivalent point-to-point channel.
However, at the receiver 2, we can observe that l1 can not be removed by any
means, in other words, µ and l1 are always in the same dimension. Furthermore,
because l1 is also Gaussian with variance O(P ), the information leakage of µ can
be bounded by o(log(P )).

Time slot 3: Similar to the previous time slot, l2 is used in this time slot as a
secret key for receiver 2. Let ν represent the confidential symbol from a Gaussian
codebook with average power P . The transmission signals are:

X1(3) = 0, X2(3) = ν + l2.

The received signals are

Y1(3) = h12(3)(ν + l2) + Z1(3), Y2(3) = h22(3)(ν + l2) + Z2(3).

By removing l2 based on its received signal Y2(1), receiver 2 can decode ν from the
following equivalent point-to-point channel:

Ỹ2 = Y2(3)− h22(3)Y2(1) = h22(3)ν + (Z2(3)− h22(3)Z2(1)) .

However, at receiver 1, the impact of l2 can not be removed. Therefore, the infor-
mation leakage of ν can be bounded by o(log(P )).

Overall, in 2 time slots, we have delivered 2 streams of confidential messages.
The SDOF 2

3 can be achieved. It is interesting to note that based on the study
in [XU14], the considered interference channel with perfect CSIT has SDOF 2

3 .
However, in our case, the same SDOF is achieved based on the outdated CSIT
and the shared AN at the transmitters. Illustrated by Fig. 6.1, the idea of using
AN to provide secret keys for the later block has been introduced. This idea can be
generalized further to the two-hop interference channel as presented in the following,
for which the optimal SDOF is settled.

6.2 System Model

We consider a 2 × 2 × 2 ICCM, where 2 single-antenna sources S1 and S2 intend
to transmit confidential messages W1 and W2 to the destinations D1 and D2, re-
spectively, with the aid of two single-antenna relays R1 and R2, shown in Fig. 6.2.
We consider the scenario that both relays can be trusted by the sources, such that
there is no wiretapping at R1 and R2. The channel input-output relationships are

YRi(t) = hi1(t)X1(t) + hi2(t)X2(t) + ZRi(t),
Yi(t) = gi1(t)XR1(t) + gi2(t)XR2(t) + ZDi(t), i = 1, 2,
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Figure 6.2: The 2× 2× 2 interference channel with confidential messages.

where YRi(t), Yi(t) are the observations of Ri and Di at time slot t, respectively.
hij(t) is the channel coefficient between Sj and Ri at time slot t, i, j ∈ {1, 2}. Sim-
ilarly, gij(t) is the channel coefficient between Rj and Di at time slot t. ZRi(t) and
ZDi(t) are the unit-power AWGN at Ri and Di, respectively. Moreover, hij(t) and
gij(t) are assumed to be i.i.d., drawn from a continuous distribution. Their absolute
values are bounded away from zero to infinity to avoid degenerate channel condi-
tions. We assume that the inputs Xn

i = xni and Xn
Ri

= xnRi . We apply a long-term
average power constraint on the transmitted signals, such that 1

n

∑n
t=1 |xi(t)|2 ≤ P

and 1
n

∑n
t=1 |xRi(t)|2 ≤ P for i ∈ {1, 2}.

Assumption 6.2.1 (Delayed CSIT). Let H(t) = {hij(t) : i, j ∈ {1, 2}} and G(t) =
{gij(t) : i, j ∈ {1, 2}} represent the channel states for the first and second hop at
time instant t, respectively. We assume H(t) and G(t) are known at the receiver
side at the time instant t. Meanwhile, at each time instant t, H(t− 1) and G(t− 1)
are available at the transmitter side.

Under the assumption of delayed CSIT, a code for the 2× 2× 2 ICCM consists
of:

• A sequence of stochastic encoding functions: Wi × Ht−1 × Gt−1 → Xi for
t = [1 : n] and i = 1, 2, where H,G represent the sets of channel matrices.
Consequently, a message wi ∈ [1 : 2nRi ] is assigned to an input sequence xni .

• A sequence of relaying functions: YtRi × H
t × Gt−1 → XRi , that assigns an

input xRi(t) based on the received sequence ytRi .

• Decoding functions: Yni × Hn × Gn → Wi, that identify an estimate ŵi for
the received sequence yni .

With delayed CSIT, a SDOF pair (d1, d2) is said to be achieved if there exists
a code that satisfies the following constraints simultaneously:

• reliability: lim supn→∞ P{Wi 6= Ŵi} = 0,

• confidentiality: lim supn→∞ 1
nI(Wi;Y nj ,Hn,Gn) = 0,∀i, j ∈ {1, 2} and i 6= j,
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• achievable rate: limn,P→∞
Ri

logP ≥ di.

The union of all achievable pairs (d1, d2) is the optimal SDOF region. Here we
only consider the symmetric SDOF region that d1 = d2. Note that we assume two
trusted relays in the network, such that there is no secrecy constraint on R1 and
R2.

6.3 Main Results: SDOF of the 2× 2× 2 Interference
Channel

We provide the main result in the following theorem.

Theorem 6.3.1. The optimal SDOF pair ( 1
2 ,

1
2) can be achieved for the 2× 2× 2

ICCM with delayed CSIT.

Remarks: It is shown in [XU14] that the two-user single-hop ICCM with per-
fect CSIT has SDOF ( 1

3 ,
1
3 ). Therefore, the two-hop ICCM with delayed CSIT has

strictly larger sum SDOF than the one-hop ICCM with even full CSIT. Moreover,
as we will show in the converse proof that it is identical to the SDOF of the two-user
BCCM with delayed CSIT. Thus, two-hop transmission is shown to bring SDOF
benefits to the two-user ICCM. From another point of view, comparing to the con-
sidered network without secrecy constraints, which has DOF ( 2

3 ,
2
3 ) with delayed

CSIT [VV11b], the DOF price for secrecy can be quantified.

Proof. The converse part of the proof can be formulated as follows. We assume
full cooperation at the relays and provide the source messages W1 and W2 non-
causally to the relays. These assumptions certainly will not degrade the secrecy
capacity of the original network. Then, it is clear that the secrecy capacity of new
network is upper-bounded by the second hop, which is a two-user BCCM. As shown
in [YKPS13], the secrecy SDOF pair ( 1

2 ,
1
2 ) is optimal for the two-user BCCM with

delayed CSIT. Therefore, it also serves as an outer bound for the 2× 2× 2 ICCM.
The achievability scheme is presented in two steps. In the first step, an ANA

scheme is proposed to extend the MAT approach to secrecy communications, so
that the information leakage is bounded to o(log(P )). In the second step, we show
that the perfect secrecy condition can be achieved by placing a random binning
encoder in advance of the proposed ANA approach, based on a similar analysis in
Section 5.6 of Chapter 5.

6.3.1 Artificial Noise Alignment with Delayed CSIT
This step integrates AN transmission into an extended MAT scheme. The principle
is to hide the confidential message by filling the eavesdropper’s observation space
with AN, while at the legitimate receiver the AN can be aligned into a reduced
subspace. The proposed scheme is carried out in a multi-slot multi-block manner.
Specifically, we assume each block can be divided into 4 time slots, and without
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Table 6.1: The operation sequence of the multi-slot multi-block transmission

slot 1 2 3 4 5 6 7 8 9 10
Hop1 B1, 1 B1, 2 B1, 3 B2, 1 B1, 4 B2, 2 B2, 3 B3, 1 B2, 4 B3, 2
Hop2 B1, 1 B1, 2 B2, 1 B1, 3 B1, 4 B2, 2 B3, 1 B2, 3

slot 11 12 13 14 15 16 17 18 19
Hop1 B3, 3 B4, 1 B3, 4 B4, 2 B4, 3 ∗ B4, 4 ∗ ∗
Hop2 B2, 4 B3, 2 B4, 1 B3, 3 B3, 4 B4, 2 ∗ B4, 3 B4, 4

loss of generality we assume each slot lasts for τ time instances. Thus the block
length can be written as n̂ = 4τ . Suppose a length-n codeword can be transmitted
over B blocks such that n = n̂× B. Within one block transmission, the multi-slot
protocol of two hops works in the following sequence: slot 1 of hop 1 → slot 1 of
hop 2 → slots 2, 3 of hop 1 → slot 2 of hop 2 → slot 4 of hop 1 → slots 3, 4 of hop
2. For the whole codeword transmission, the detailed working sequence of multiple
blocks is displayed in Table 6.1, where Bi, j represents the j-th slot in i-th block.

Cognition of AN: The AN symbols are chosen from Gaussian distribution CN
(0, P ). We allow the cognition on AN at transmitters but without introducing
cooperation on confidential messages, i.e., each transmitter knows the AN sent by
the other transmitter. From the information theoretic point of view, this assumption
can be realized by the help of the auxiliary time-sharing random variable Q ∈ Q.
Fix two deterministic functions fi : Q → C (i ∈ {1, 2}). Let Q and fi be shared at
both sources, then the AN can be generated cooperatively.

For the brevity of presentation, we assume τ = 1 such that each slot only con-
tains one time instance to avoid vector representations of the channel input-output
relationship. Moreover, we note that the power scaling factors of the transmission
signals and the thermal noise in the received signals are omitted in the following, as
it does not affect the SDOF. For simplicity, we only provide the details of the first
block, which will take 4 slots at each hop. We shall show that 2 DOF confidential
messages can be delivered to the legitimate destinations, and remain secure at the
eavesdropper. For the sake of brevity, we omit the noise term in received signals as
they do not affect degrees of freedom.

Slot 1 of hop 1: The artificial noises are transmitted in this slot. Let ni represent
the AN symbol at Si. The transmission signals over this slot are formed as: Xi(1) =
ni, for i = 1, 2. Then, the received signals of this slot at the relays are

YRi(1) = hi1(1)n1 + hi2(1)n2.

Slot 1 of hop 2: Each relay forward its received signals during this slot. The
transmission signals are: XRi(1) = YRi(1) = hi1(1)n1+hi2(1)n2. Then, the received
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signals at the destinations are

Yi(1) = (gi1(1)h11(1) + gi2(1)h21(1))n1

+ (gi1(1)h12(1) + gi2(1)h22(1))n2

, li(n1, n2), (6.3.1)

where li(n1, n2) denotes a linear combination of n1 and n2. We simplify it as li in
what follows.

Slot 2, 3 of hop 1: Because of the delayed CSIT and AN sharing at transmitters,
it is clear that li can be known at Si after slot 1. Let µ1 and µ2 denote two confi-
dential symbols of S1 for D1, and ν1 and ν2 represent two confidential symbols of
S2 for D2. We transmit the confidential symbols with AN in the following form:

X̄1 = [X1(2) X1(3)]T = [µ1 µ2 + l1]T ,
X̄2 = [X2(2) X2(2)]T = [ν1 ν2 + l2]T .

The received signals at the relays are

ȲRi = [YRi(2) YRi(3)]T = Hi1X̄1 +Hi2X̄2,

where H̄ij = diag{hij(2), hij(3)} (i, j ∈ {1, 2}) denotes a 2 × 2 diagonal channel
matrix.

Slot 2 of hop 2: Each relay forms its transmission signal by summing up the
received signals from the previous 2 slots. Specifically, the transmission signals are

XRi(2) = YRi(2) + YRi(3)
= h̄Hi1u + h̄Hi2v + hi1(3)l1 + hi2(3)l2,

where h̄Hij = [hij(2) hij(3)] (i, j ∈ {1, 2}), u = [µ1 µ2]T and v = [ν1 ν2]T . The
received signals at the destinations are

Yi(2) = f̄Hi1 u + f̄Hi2 v + bi1l1 + bi2l2, (6.3.2)

where f̄Hij = gi1(2)h̄H1j + gi2(2)h̄H2j denotes a 1 × 2 vector and bij = gi1(2)h1j(3) +
gi2(2)h2j(3). We observe that li is available at Di for i = 1, 2, respectively, from the
received signals of the slot 1. Then, they can be removed from (6.3.2). Equivalently,
we have the following received signals:

Ŷ1(2) = f̄H11u + f̄H12v + b12l2, (6.3.3)
Ŷ2(2) = f̄H21u + f̄H22v + b21l1. (6.3.4)

Let us define λ1 , f̄H12v + b12l2 and λ2 , f̄H21u + b21l1. From (6.3.3) and (6.3.4), it
is clear that if D1 obtains λ1 and λ2, it can first remove λ1 from (6.3.3) to get f̄H11u
and then remove l1 from λ2 to get f̄H21u. As f̄11 and f̄21 are linearly independent
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almost surely, the two symbols µ1 and µ2 can be resolved. Meanwhile, the confi-
dential symbols in v for D2 is still concealed in λ1 covered by AN l2. Therefore,
the information leakage can be bounded for v. A similar observation can be made
analogously at D2. By this approach, a subspace has been constructed such that
the confidential messages appear at the legitimate destination and remain secure
at the eavesdropper. Thus, we aim to deliver λ1 and λ2 to both destinations in the
following slots.

Slot 4 of hop 1: With the aid of delayed CSIT, λ1 and λ2 can be recovered by S2
and S1, respectively, before the transmission of this slot. The transmission signals
at sources are formed as: X1(4) = λ2 and X2(4) = λ1. The received signals at the
relays are simply linear combinations of λ1 and λ2:

YRi(4) = hi1(4)λ2 + hi2(4)λ1.

Slot 3, 4 of hop 2: The transmission signals at the relays can be formed as follows.
At slot 3,

R1(3) = YR1(4), XR2(3) = 0,

and at slot 4,

XR1(4) = 0, XR2(3) = YR2(4).

Thus YR1(4) and YR2(4) can both be obtained at two destinations. Because YR1(4)
and YR2(4) can be seen as two linearly independent combinations of λ1 and λ2
almost surely, λ1 and λ2 can be resolved at two destinations. We collect the useful
received signals over 4 slots. For instance, at D1, the received signal can be written
as:

Y1 =


Y1(1)
Y1(2)
Y1(3)
Y1(4)

⇒


f̄H11
f̄H21
0
0

u +


0
0
l1

f̄H12v + b12l2

 ,
where⇒ represents a sequence of elementary row operations. Therefore, it is readily
seen that 2 streams can be achieved with high probability for u. We now consider the
information leakage of v at D1. Let Hn̂ and Gn̂ denote the channel state sequence
over this block. We have

I(V; Y1,Hn̂,Gn̂) = I(U,V; Y1|Hn̂,Gn̂)− I(U; Y1|V,Hn̂,Gn̂)
= o(log(P )) .= 0.

A similar analysis can be made at D2. After 4 slots of this block, we construct the
secure linear space at each destination such that 2 streams of confidential messages
can be delivered. Meanwhile, it is guaranteed that the information leakage of the
messages at eavesdroppers can be bounded by o(log(P )).
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6.3.2 Achieving Perfect Secrecy
In this step, we shall show the perfect secrecy constraint can be satisfied. Let us
consider the whole codeword length n = n̂ × B after the multi-block transmis-
sion. In the previous step, the alignment scheme manages to create an equivalent
memoryless channel

B∏
b=1

PY1(b)Y2(b)|U(b)V(b)H(b)G(b)

where b implies the b-th block. We adopt random binning in advance of the align-
ment scheme introduced in the first step similar to the method discussed in Section
5.6 of Chapter 5. Then it is shown in [LMSY08] that the following secret rate pair
(Re1, Re2) can be achieved:

Re1 <
1
n̂

max
PUPV

(
I(U; Y1|Hn̂,Gn̂)− I(U; Y2|V,Hn̂,Gn̂)

)
Re2 <

1
n̂

max
PUPV

(
I(V; Y2|Hn̂,Gn̂)− I(V; Y1|U,Hn̂,Gn̂)

)
where PU and PV represent the distributions of U and V, respectively. Meanwhile,
the following confidentiality condition can be satisfied:

lim
B→∞

1
B
I(UB ; YB

2 ,Hn,Gn) = 0

lim
B→∞

1
B
I(UB ; YB

1 ,Hn,Gn) = 0.

Recall that YB
1 = Y n1 and YB

2 = Y n2 . Choose PU to be independent to Hn and
Gn. We have the Markov chain W1 −UM − (Y n2 ,Hn,Gn). Thus, we have

lim sup
n→∞

1
n
I(W1;Y n2 ,Hn,Gn) = 0. (6.3.5)

Similarly, we can also show that the transmission of W2 also guarantees perfect
secrecy. Consider, for instance, that I(V; Y1|U,Hn,Gn) = I(V; Y1|Hn,Gn) +
H(U|Y1,Hn,Gn)−H(V|U,Y1,Hn,Gn) ≤ o(log(P )) + nε, following from Fano’s
inequality. Therefore, the rate penalty will not affect the DOF result. Consequently,
we can conclude that the SDOF ( 1

2 ,
1
2 ) can be achieved.

6.4 Extension of Main Results

As an extension, the following feedback scenario is studied.

Assumption 6.4.1 (Limited Shannon feedback). At time instance t, only one
relay, say R1, is able to know the channel states H(t − 1), G(t − 1) and channel
output Y1(t− 1). However, sources and R2 have no side information [VV11b].
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The SDOF result can be concluded in the following theorem.

Theorem 6.4.1. The optimal SDOF pair ( 1
2 ,

1
2) can be achieved for the 2× 2× 2

ICCM with limited Shannon feedback.

Proof. The converse follows the same approach as for Theorem 6.3.1. For the achiev-
ability, we can adopt a similar two-step proof as proposed in the proof of Theorem
6.3.1. Here we only elaborate the first step: in the multi-block transmission, 2
streams of confidential messages can be delivered after each 4-slot block for each
destination. We only provide the details of the first block, in which multiple slots
of two hops work in the following sequence: slot 1 of hop 1 → slot 1 of hop 2 →
slots 2, 3, 4 of hop 1 → slots 2, 3, 4 of hop 2.

Slot 1 of hop 1 and slot 1 of hop 2: The transmissions of these two slots work
the same as in the achievability of Theorem 6.3.1. The goal is to send the linear
combinations of AN, i.e., li(n1, n2) to destinations Di (i = 1, 2), respectively. Re-
ferring to (6.3.1), li can be written as li = gi1(1)YR1(1) + gi2(1)YR2(1). After slot 1
of hop two, because R1 can obtain l1, g11(1) and g12(1), YR2(1) can be computed
from l1. With YR1(1) and YR2(1), the AN l1 and l2 can both be recovered by R1.
This is important for hiding the confidential messages at eavesdroppers.

Slot 2, 3, 4 of hop 1: Let u = [µ1 µ2]T and v = [ν1 ν2]T represent the confidential-
symbol vectors for D1 and D2, respectively. Randomly choose two matrices Φ1,Φ2 ∈
C3×2, such that any two rows from the same matrix form a rank-2 matrix almost
surely. The transmission signals of these three slots are formed as:

X̄1 =[X1(2) X1(3) X1(4)]T = Φ1u, X̄2 =[X2(2) X2(3) X2(4)]T = Φ2v. (6.4.1)

Then, the received signals are

ȲR1 = H̄11Φ1u + H̄12Φ2v,
ȲR2 = H̄21Φ1u + H̄22Φ2v,

where H̄ij = diag{hij(2), hij(3), hij(4)} (i, j ∈ {1, 2}). After these three slots, each
relay obtains 3 independent linear combinations of 4 symbols. Thus, if a fourth one
can be obtained at R1, these 4 symbols µ1, µ2, ν1, ν2 can be resolved by the help of
the channel states. This goal is fulfilled by the following slots.

Slots 2, 3, 4 of hop 2: The transmission signals of the slot 2 at the relays are
given by

XR1(2) = YR1(2) + l1 + l2, XR2(2) = YR2(2).

Then, the received signals at the destinations are shown as follows:

Y1(2) = (g11(2)h11(3)φ12 + g12(2)h21(4)φ13)︸ ︷︷ ︸
,fH11

u
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+ (g11(2)h12(3)φ22 + g12(2)h22(4)φ23)︸ ︷︷ ︸
,fH12

v + g11(2)(l1 + l2), (6.4.2)

Y2(2) = (g11(2)h11(3)φ12 + g12(2)h21(4)φ13)︸ ︷︷ ︸
,fH21

u

+ (g11(2)h12(3)φ22 + g12(2)h22(4)φ23)︸ ︷︷ ︸
,fH22

v + g11(2)(l1 + l2), (6.4.3)

where φij represents the j-th row of matrix Φi for j ∈ [1 : 3] and i ∈ [1 : 2].
After this slot, Y1(2) can be fed back to R1. Because R1 has the information

of l1 and l2, it can obtain the linear combination fH11u + fH12v equivalently from
Y1(2). Therefore, combining the received signal ȲR1 and fH11u + fH12v, µ1, µ2, ν1, ν2
can be resolved. Let us define two linear combinations: λ1 , fH12v + g11(2)l2 and
λ2 , fH21u+g21(2)l1. We observe that if D1 and D2 can acquire both λ1 and λ2, µ1, µ2
and ν1, ν2 can be resolved at D1, D2, respectively. Meanwhile, µ1, µ2 are masked at
D2 due to the AN l1, and ν1, ν2 are masked at D1 due to l2. It is interesting that
λ1 and λ2 can be composed at R1. Thus, they can be transmitted from R1 in the
slot 3 and 4, respectively, while R2 remains silence.

Therefore, after 4 slots, each transmitter can deliver 2 streams of confidential
messages.

6.5 Conclusion

In this chapter, by studying a specific network model, namely, the 2× 2× 2 ICCM
with delayed CSIT or limited shannon feedback, the idea of ANA has been extended
to two folds:

• AN symbols can be placed into the same subspace of confidential message to
avoid information leakage, even when perfect CSIT is not available, and

• the AN symbols sent from earlier blocks can be used to provide secret keys
for the later transmission with the help of feedback.

We note that other than our presented results here, there are other relevant studies
to exploit a similar idea, e.g., the MISO wiretap and two-user MISO broadcast
channel with delayed CSIT are studied in [YKPS13], and the 2× 2 MIMO wireless
X channel with output feedback and delayed CSIT is studied in [ZASV13]. To
generalize the ANA scheme with feedback to other networks is still an interesting
problem.

Following a similar line of thought as Chapter 4, in the next chapter, we will
study how to design proper ANA schemes based on a more sophisticated CSIT
scenario, namely, mixed CSIT.





Chapter 7

Artifical Noise Alignment for the
Two-User MISO Broadcast

Channel with Secrecy Constraints

It has been shown in Chapter 4 as well as in [YKGY13,GJ12] that, with mixed
CSIT, the benefits of delayed and estimated current CSIT can be combined in
multiuser networks without secrecy constraints. On the other hand, the design

for secure transmission also differs based on the availability of CSIT. For example, as
we have discussed in Chapter 5 and 6 that with perfect CSIT or delayed CSIT there
exist different mechanisms to exploit artificial noise. Assuming that in a scenario
of secure communications we can also obtain the mixed CSIT, it is natural to
raise the question of whether the benefits of different types of CSIT can also be
integrated. We aim to answer this question by studying the SDOF of the two-user
MISO broadcast channel in this chapter.

7.1 Overview

The two-user MISO broadcast channel with confidential messages (BCCM) is stud-
ied, in which a two-antenna transmitter intends to send one confidential message
to each of two one-antenna receivers, by hiding it from the other receiver. The opti-
mal SDOF of the considered BCCM with mixed CSIT is found. Specifically, when
the variance of the estimation error for the current CSIT scales with O(P−α), the
optimal SDOF of the considered BCCM is 1 + α. For α ∈ [0, 1], it smoothly tran-
sitions from 1 to 2, where the former is the optimal SDOF of the studied BCCM
with delayed CSIT and the later is optimum for the considered network with per-
fect CSIT. The achievable scheme is based on an ANA approach such that the two
mechanisms of using AN are combined. Specifically, we beamform the AN such that
it partially aligns in the interference space of the eavesdropper based on inaccurate
CSIT. Meanwhile, its residue in the signal space can be used to generate secret
keys to convey confidential messages and align interference retrospectively based

119
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on delayed CSIT. Our results show that the benefits along with two different types
of CSIT can be integrated in secure communications. Our work can be seen as a
generalization of the works of Yang et al. [YKGY13] and Gou-Jafar [GJ12] to secure
multiuser networks.

7.2 System Model

We consider a two-user MISO BCCM, in which the transmitter has two antennas
and each receiver has one antenna. The channel input-output relations at time slot
t are

Y (t) = hH(t)X(t) + E(t), Z(t) = gH(t)X(t) +B(t),

where Y (t) and Z(t) are scalars representing the received signals at receiver 1 and 2,
respectively; X(t) is the 2×1 transmitted signal, with the average power constraint
P ; E(t) and B(t) are independent AWGN with unit-variance; and hH(t),gH(t) ∈
C1×2 are channel vectors. It is assumed that hH(t) and gH(t) are mutually in-
dependent and time-varying. Moreover, we provide the following definition and
assumptions regarding our channel model.

Channel States: The matrix St =
[

hH(t)
gH(t)

]
∈ S represents the channel state

at time slot t, where S is the set of all possible channel states. We assume that the
matrix St has full rank almost surely, because of the time-varying assumption for
channels.

Assumption 7.2.1 (Mixed CSIT). At each time slot t, the transmitter knows the
delayed channel state St−1. Moreover, the transmitter can obtain an estimate Ŝt of
the current state. Specifically, h(t) and g(t) can be represented as

h(t) = ĥ(t) + h̃(t), g(t) = ĝ(t) + g̃(t),

where ĥ(t) and ĝ(t) denote the estimates, and h̃(t) and g̃(t) are independent esti-
mation errors. The matrices Ŝt and S̃t are defined accordingly. It is assumed that
the estimates and the error have zero means and variances 1 − δ2 and δ2, respec-
tively. At time slot t, the estimates ĥt and ĝt can be obtained by the transmitter.
Let us introduce a parameter α to quantify the estimation error:

α , − log(δ2)
log(P ) .

We assume α has a well-defined limit when P → ∞ such that it is still feasible to
measure the quality of the current CSIT in the high SNR regime. Without loss of
generality, we consider α ∈ [0, 1]. It is assumed that the receivers know the states
St and Ŝt at time slot t.
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Assumption 7.2.2 (Markov chains). We assume the processes Ŝt and S̃t are
stationary and ergodic, and therefore St is also stationary and ergodic. Furthermore,
we assume that the following Markov chain condition holds:

(Ŝt−1,St−1)− Ŝt − St. (7.2.1)

With these assumptions, a code for the Gaussian MISO BCCM with mixed
CSIT contains:

• A sequence of stochastic encoders, at time slot t:W1×W2×St−1×Ŝt → X 2×1

whereW1 = [1 : 2nR1 ] andW2 = [1 : 2nR2 ] are uniformly distributed message
sets. The encoder assigns w1 and w2 to a codeword xn ∈ X 2×n.

• The decoder at receiver k (k = 1, 2): C2×n×Sn×Ŝn →Wk, maps the received
signal yn (or zn) and channel states (Sn, Ŝn) to an estimated codeword ŵ1
(or ŵ2).

A secrecy rate pair (R1, R2) is said to be achieved if there exists a code that satisfies
simultaneously

• reliability: at receiver k,

lim
n→∞

P[Ŵk 6= Wk] = 0,

• confidentiality:

lim
n→∞

∆[1] = 0, lim
n→∞

∆[2] = 0,

where the normalized information leakage ∆[k] (k ∈ [1 : 2]) is defined as
follows:

∆[1] ,
1
n
I(W2|Y n,Sn, Ŝn), ∆[2] ,

1
n
I(W1|Zn,Sn, Ŝn).

The secrecy capacity region Cs is defined as the closure of the set of all achievable
rate pairs. The SDOF region can be defined as follows:

Ds =
{

(d1, d2) ∈ R2
+ : ∀(w1, w2) ∈ R2

+,

w1d1 + w2d2 ≤ lim sup
P→∞

(
sup

(R1,R2)∈Cs

w1R1 + w2R2
logP

)}
.

Remark 7.1 (MISO wiretap channel). The MISO wiretap channel with 2 antennas
at the transmitter, and one antenna at both receiver and eavesdropper can be seen
as a special case of the above defined MISO BCCM, with the message set for the
eavesdropper (the receiver 2)W2 = ∅. The definition for the code and SDOF region
follow accordingly.
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Assumption 7.2.3 (Isotropic Process). We assume the distributions of h(t) and
g(t) are identical and independent. Furthermore, the estimation error is isotropic,
specifically, the distributions of h̃(t) and g̃(t) are invariant under unitary transfor-
mations.

Based on the above assumption, it is shown in [YKGY13] that the following
inequality holds.

Lemma 7.2.1.

ESt|Ŝt

[
log(1 + hH(t)Kh(t))− log(1 + gH(t)Kg(t))

]
≤ α log(P ) +O(1),

for any 2 × 2 Hermitian matrix K with Tr(K) ≤ P , which is chosen based on the

knowledge of Ŝt =
[

ĥH(t)
ĝH(t)

]
.

Proof. This lemma is the direct consequence of Lemma 1 in [YKGY13]. Please refer
to [YKGY13] for details.

This lemma plays an important role in the proof of the SDOF upper bound.
It offers the following intuition: on average, based on the current estimation Ŝt,
the precoding matrix K can at most cause α degrees of freedom difference at two
terminals.

7.3 Main Results

Our main results can be highlighted in the following theorem.

Theorem 7.3.1. The optimal secrecy degrees of freedom region of the two-user
isotropic Gaussian MISO BCCM with mixed CSIT is characterized by the following
polygon (α ∈ [0, 1]):

d1 ≤ min{2 + 2α
3 , 1}, (7.3.1)

d2 ≤ min{2 + 2α
3 , 1}, (7.3.2)

d1 + 3d2 ≤ 2 + 2α, (7.3.3)
3d1 + d2 ≤ 2 + 2α. (7.3.4)

It is interesting to note that with different values of α ∈ [0, 1], the above SDOF
region transitions smoothly between the SDOF region of two extreme cases: α = 0,
which corresponds to the case in which only delayed CSIT is available, and α = 1,
which corresponds to the case in which perfect current CSIT is available.

Remark 7.2 (The optimal SDOF for the Wiretap Channel). As a special case of
the considered BCCM, the MISO wiretap channel with mixed CSIT was studied
in [KYG13], for which the optimal SDOF is shown to be min{ 2+2α

3 , 1}.
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Figure 7.1: The SDOF region of the two-user MISO BCCM with mixed CSIT

The proof of the above theorem is presented in the following sections.

7.4 Achievability of Theorem 7.3.1

As shown in Fig. 7.1, it is observed from Theorem 7.3.1 that the derived secrecy
degrees of freedom region is a polygon constructed by the following corner points

(2 + 2α
3 , 0), (1 + α

2 ,
1 + α

2 ), and (0, 2 + 2α
3 )

for 0 ≤ α ≤ 1
2 ; or the corner points

(1, 0), (1, 2α− 1), (1 + α

2 ,
1 + α

2 ), (2α− 1, 1), and (0, 1)

for the case α > 1
2 .

In what follows, we aim to show the achievability of ( 1+α
2 , 1+α

2 ) for α ∈ [0, 1]
and (1, 2α − 1) for α ∈ ( 1

2 , 1]. The achievability of ( 2+2α
3 , 0) and (0, 2+2α

3 ) follows
by treating the broadcast channel as a wiretap channel as discussed in Remark 7.1,
for which the transmission scheme is proposed in [KYG13]. The achievability of the
other corner points follows consequently. We note that the power scaling factors
are omitted in the following, as long as they do not affect the degrees of freedom.
As we have addressed in the end of Chapter 4, the achievable scheme works under
the assumption that within each slot there exist sufficient many channel variations.
Please refer to Chapter 4 for the details of the codeword assembling in the fast
fading scenarios. The time indices of the channel vectors are omitted when this
does not cause ambiguities.
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7.4.1 Achieving the corner point (1+α
2 , 1+α

2 ) for α ∈ [0, 1]
Consider a 4-slot transmission scheme to deliver 2 + 2α streams of confidential
messages to each receiver. Let w1,t and w2,t (t = [1 : 4]) represent the confiden-
tial messages intended for receiver 1 and 2, respectively. The proposed scheme is
presented as follows.

Time Slot 1: The transmitted signal is

X(1) = µ1(w1,1) + µ2(w2,1) +
[
n1

n2

]
, (7.4.1)

where n1 and n2 are two artificial noise streams chosen independently from the
Gaussian distribution CN (0, P 1−α). µ1(w1,1) and µ2(w2,1) are two 2 × 1 symbols
coded from w1,1 and w1,2, respectively, with the covariance matrices chosen as
E
[
µ1(w1,1)µ1(w1,1)H

]
= PΦĝ⊥ and E

[
µ2(w2,1)µ2(w2,1)H

]
= PΦĥ⊥ , where

Φĝ⊥ ,
ĝ⊥(ĝ⊥)H

‖ĝ⊥‖2 , Φĥ⊥ ,
ĥ⊥(ĥ⊥)H

‖ĥ⊥‖2
.

The signals received at the receivers are

Y (1) = hH(1)µ1(w1,1)︸ ︷︷ ︸
∼P

+ hH(1)µ2(w2,1) + l1,1(n1, n2)︸ ︷︷ ︸
,η1,1∼P 1−α

+E(1), (7.4.2)

Z(1) = gH(1)µ2(w2,1)︸ ︷︷ ︸
∼P

+ gH(1)µ1(w1,1) + l2,1(n1, n2)︸ ︷︷ ︸
,η2,1∼P 1−α

+B(1), (7.4.3)

where the power level has been marked under each term, and l1,1(n1, n2), l2,1(n1, n2)
represent two linear combinations of two artificial noise terms. Specifically,

l1,1(n1, n2) , hH(1)
[
n1

n2

]
, l2,1(n1, n2) , gH(1)

[
n1

n2

]
. (7.4.4)

Time Slot 2: Because of the delayed CSIT, η1,1 and η2,1 can be obtained by the
transmitter at the beginning of this slot. The transmitted signal is

X(2) = µ1(w1,2) + µ2(w2,2) +
[
η1,1

η2,1

]
,

where µ1(w1,2) and µ2(w2,2) are two new coded symbols from w1,2 and w2,2, respec-
tively. The covariance matrices are chosen based on the estimated channel vectors
of the second time slot:

E
[
µ1(w1,2)µ2(w1,2)H

]
= PΦĝ⊥ + P 1−αΦĝ,

E
[
µ1(w2,2)µ2(w2,2)H

]
= PΦĥ⊥ + P 1−αΦĥ,
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where the projection matrices Φĝ and Φĥ are as follows:

Φĝ ,
ĝĝH

‖ĝ‖2 , Φĥ ,
ĥĥH

‖ĥ‖2
.

Then, the received signals are

Y (2) = hH(2)µ1(w1,2)︸ ︷︷ ︸
∼P

+ hH(2)µ2(w2,2) + l1,2(η1,1, η2,1)︸ ︷︷ ︸
∼P 1−α

+E(2),

Z(2) = gH(2)µ2(w2,2)︸ ︷︷ ︸
∼P

+ gH(2)µ1(w1,2) + l2,2(η1,1, η2,1)︸ ︷︷ ︸
∼P 1−α

+B(2).

Similar to (7.4.4), l1,2(η1,1, η2,1) and l2,2(η1,1, η2,1) are two linear combinations of
the artificial noise terms, which are defined as follows:

l1,2(η1,1, η2,1) , hH(2)
[
η1,1

η2,1

]
, l2,2(η1,1, η2,1) , gH(2)

[
η1,1

η2,1

]
.

Note that in the received signals, for instance, at receiver 1, η1,1 can be removed from
the linear combination l1,2, because η1,1 can be obtained from y1 after decoding w1,1,
with only noise level distortion. Based on this observation, we define the following
quantities:

η1,2 = hH(2)µ2(w2,2) + l1,2(0, η2,1),
η2,2 = gH(2)µ1(w1,2) + l2,2(η1,1, 0).

It is observed that if η1,2 and η2,2 can be obtained by both receivers, w1,2 and
w2,1 can be decoded by receivers 1 and 2, respectively. Therefore, we would like to
deliver them as common messages in the following time slots. It is necessary to note
that the confidential messages wj,2 can still be hidden from receiver k for k 6= j,
even when ηk,2 can be obtained by receiver k. Because, for instance, when receiver
1 obtains η1,2, the confidential message w2,2 is still covered by the artificial noise
l1,2(0, η2,1) with the same power level. This motivates us to design the transmission
schemes for the next 2 time slots.

Time Slot 3: It is observed that η1,2 and η2,2 have power at level P 1−α. By
Lemma 4.4.2, there exist quantization codebooks of size P 1−α such that we can
compress η1,2 and η2,2 into η̂1,2 and η̂2,2, respectively, with noise level distortion. Let
xc(η̂1,2) and xc(η̂2,2) represent the symbols coded from η̂1,2 and η̂2,2, respectively.
The transmitted signal is designed as follows:

X(3) = xc(η̂1,2) + µ1(w1,3) + µ2(w2,3),

where µ1(w1,3) and µ2(w2,3) are two new confidential messages with covariance
matrices chosen as E

[
µ1(w1,3)µ1(w1,3)H

]
= PαΦĝ⊥ and E

[
µ1(w2,3)µ1(w2,3)H

]
=
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PαΦĥ⊥ , based on the estimated channel vectors of time slot 3. The covariance ma-
trix of the common message is chosen as E

[
xc(η̂1,2)xc(η̂1,2)H

]
= P I. Consequently,

the received signals are

Y (3) = hH(3)xc(η̂1,2)︸ ︷︷ ︸
∼P

+ hH(3)µ1(w1,3)︸ ︷︷ ︸
∼Pα

+ hH(3)µ2(w2,3)︸ ︷︷ ︸
∼P 0

+E(3),

Z(3) = gH(3)xc(η̂1,2)︸ ︷︷ ︸
∼P

+ gH(3)µ2(w2,3)︸ ︷︷ ︸
∼Pα

+ gH(3)µ1(w1,3)︸ ︷︷ ︸
∼P 0

+B(3).

Likewise, the transmitted signal at time slot 4 can be designed symmetrically as
follows.

Time slot 4: The transmitted signal is

X(4) = xc(η̂2,2) + µ1(w1,4) + µ2(w2,4),

with the covariance matrices chosen analogously to those at time slot 3:

E
[
µ1(w1,4)µ1(w1,4)H

]
= PαΦĝ⊥ ,

E
[
µ2(w2,4)µ1(w2,4)H

]
= PαΦĥ⊥ ,

E
[
xc(η̂2,2)xc(η̂2,2)H

]
= P I.

The received signals are

Y (4) = hH(4)xc(η̂2,2)︸ ︷︷ ︸
∼P

+ hH(4)µ1(w1,4)︸ ︷︷ ︸
∼Pα

+ hH(4)µ2(w2,4)︸ ︷︷ ︸
∼P 0

+E(4),

Z(4) = gH(4)xc(η̂2,2)︸ ︷︷ ︸
∼P

+ gH(4)µ2(w2,4)︸ ︷︷ ︸
∼Pα

+ gH(4)µ1(w1,4)︸ ︷︷ ︸
∼P 0

+B(4).

Decoding: For brevity, we only present the decoding process of receiver 1. At
receiver 2, the decoding follows a similar process.

• Decode w1,1 from Y (1) by treating the interference as noise. It can readily
be shown that Rw1,1 = αlog(P ) +O(1) can be achieved, because the effective
SINR is approximately O(Pα).

• Decode η̂1,2 and w1,3 from Y (3) by successive decoding. It can be shown that
η̂1,2 can be decoded with rate (1 − α)log(P ) + O(1). Therefore, by Lemma
4.4.2 we can find a matching quantization codebook such that η̂1,2 can be
recovered with the decoding error probability tending to 0. After removing
xc(η̂1,2) from the received signal, it is clear that w1,3 can be decoded with
rate Rw1,3 = αlog(P ) +O(1).

• Decode η̂2,2 and w1,4 from Y (4) successively, such that η̂2,2 can be recovered
and also w1,4 can be decoded with rate Rw1,4 = αlog(P ) +O(1).
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• Decode w1,2 from the remaining signals in the following way. We collect all
the useful received signals as follows:

Ȳ =


Y (1)− hHµ1(w1,1)

Y (2)
η̂1,2

η̂2,2



=


η1,1 + E(1)

hHµ1(w1,2) + hHµ2(w2,2) + l1,2(η1,1, η2,1) + E(2)
hHµ2(w2,2) + l1,2(0, η2,1) + δ1

gHµ1(w1,2) + l2,2(η1,1, 0) + δ2

,
where δ1 and δ2 are the compression distortion for η1,2 and η2,2, respectively.
By Gaussian elimination, we can obtain the following effective signal relation:

Ȳ =
[

hH

gH

]
µ1(w1,2) + ξ,

where ξ is the effective noise with E
[
ξξH

]
= O(1)I. Consequently, we can

decode w1,2 with rate Rw1,2 = (2− α)log(P ) +O(1).

• Overall, we have delivered 3α+(2−α) streams over 4 time slots. Consequently,
d1 = 1+α

2 . We can prove that d2 = 1+α
2 in a similar way.

Confidentiality: In the following, we shall show that the information leakage of
confidential messages tends to zero as the number of channel use n tends to infinity.
As discussed in Chapter 5 and 6, if we can show that our proposed ANA scheme
can limit the information leakage to o(log(P )), then by placing a random binning
encoder in advance of the alignment operation we can manage to guarantee perfect
secrecy. As the random binning analysis follows a standard method as shown in
Chapter 5 and 6, let us focus on the first step, i.e., we aim to show that the
information leakage can be bounded to o(log(P )) in what follows.

Let Y = [Y (1) Y (2) Y (3) Y (4)]T , n = [n1 n2]T and wk = (wk,1, wk,2, wk,3, wk,4)
(k = 1, 2). It is observed that in every dimension of the received signal Y, the
confidential message w2 is covered by AN with the same power level. Essentially, this
is how confidentiality can be guaranteed. Let PWk

and PN denote the distribution
of wk and n, respectively. The information leakage at receiver 1 can be written as
follows:

I(W2; Y, Ŝ4,S4) ≤ I(W2; Y, Ŝ4,S4,W1) = I(W2; Y|Ŝ4,S4,W1)
= I(W2,N; Y|Ŝ4,S4,W1)− I(N; Y|Ŝ4,S4,W1)
= I(W2,N; Ỹ|Ŝ4,S4,W1)− I(N; Ỹ|Ŝ4,S4,W1),
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where

Ỹ =


hH(1)

hH(2)
hH(3)

hH(4)




µ2(w2,1) + n

µ2(w2,2) +
[

0
gH(1)n

]
µ2(w2,3)
µ2(w2,4)

+ E.

Ỹ is the signal after an invertible transformation of Y, and E is the effective noise
with the covariance matrix E(EEH) = O(1)I. Consequently, we have

I(W2,N; Ỹ|Ŝ4,S4,W1)− I(N; Ỹ|Ŝ4,S4,W1)

= logdet

O(1)I+


O(P 1−α)

O(P 1−α)
O(1)

O(1)




− log det

O(1)I +


O(P 1−α)

O(P 1−α)
0

0




= o(log(P )).

Therefore, the normalized information leakage ∆[1] can be shown to be o(log(P )).
The normalized information leakage ∆[2] can be shown to be o(log(P )) in a similar
way. Consequently, perfect secrecy can be achieved.

7.4.2 Achieving the corner point (1, 2α− 1) for α ∈ (1
2 , 1]

The achievability of this corner point relies only on the current CSIT. The transmis-
sion scheme works in a single time slot. We provide only an outline of the proposed
scheme. The transmitted signal can be written as

X = µ1(w1) + µ2(w2) + n,

where the covariance matrices are chosen as

E
[
µ1(w1)µ1(w1)H

]
= PΦĝ⊥ ,E(µ2(w2)µ2(w2)H) = PαΦĥ⊥ ,

E
[
nnH

]
= P 1−αΦĥ⊥ .
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The received signals are

Y (1) = hHµ1(w1)︸ ︷︷ ︸
∼P

+ hHµ2(w2)︸ ︷︷ ︸
∼P 0

+ hHn︸︷︷︸
∼P 1−2α

+E(1),

Z(1) = gHµ2(w2)︸ ︷︷ ︸
∼Pα

+ gHµ1(w1)︸ ︷︷ ︸
∼P 1−α

+ gHn︸︷︷︸
∼P 1−α

+B(1).

The target SDOF pair can be shown readily. The details are omitted for the sake
of brevity.

7.5 Converse Proof of Theorem 7.3.1

We now will prove the bound 3d1 + d2 ≤ 2(1 + α). The other bounds follow by
switching the role of receiver 1 and 2, and also from the SDOF upper bound of the
MISO wiretap channel [KYG13]. The following lemma plays an important role in
the converse proof.

Lemma 7.5.1. The following inequalities hold under the entropy symmetry of
channel outputs:

1
2h(Y n, Zn|Sn, Ŝn,W2)− h(Zn|Sn, Ŝn,W2) ≤ nα2 log(P ) +O(n),
1
2h(Y n, Zn|Sn, Ŝn,W1)− h(Y n|Sn, Ŝn,W1) ≤ nα2 log(P ) +O(n),

1
2h(Y n|Sn, Ŝn,W2)− h(Zn|Sn, Ŝn,W2) ≤ nα2 log(P ) +O(n),
1
2h(Zn|Sn, Ŝn,W1)− h(Y n|Sn, Ŝn,W1) ≤ nα2 log(P ) +O(n).

Proof. The proof of this lemma follows along the same lines as that of the inequality
(25) in [YKGY13], which holds also with secrecy constraints. The detailed proof
can be found in Appendix 7.A.

Now, we are ready to provide the upper bound proof. Starting from Fano’s
inequality for the rate of W1, we have

nR1 ≤ I(W1;Y n, Zn|W2,Sn, Ŝn) + nε1

≤ I(W1;Y n, Zn|W2,Sn, Ŝn)− I(W1;Zn|W2,Sn, Ŝn) + nε2

= I(W1;Y n|W2, Z
n,Sn, Ŝn) + nε2

≤ h(Y n|W2, Z
n,Sn, Ŝn) + nO(1)

= h(Y n, Zn|W2,Sn, Ŝn)− h(Zn|W2,Sn, Ŝn) + nO(1)
≤ nαlog(P ) + h(Zn|W2,Sn, Ŝn) + nO(1) (7.5.1)
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Figure 7.2: The diagram of interference alignment for secrecy.

for some ε1, ε2 → 0 when n→∞, where (7.5.1) follows from the first inequality of
Lemma 7.5.1. For R1, we also have the following rate:

nR1 ≤ I(W1;Y n|Sn, Ŝn)− I(W1;Zn|Sn, Ŝn) + nε3

= h(Y n|Sn, Ŝn)− h(Y n|Sn, Ŝn,W1)− h(Zn|Sn, Ŝn) + h(Zn|Sn, Ŝn,W1) + nε3

≤ h(Y n|Sn, Ŝn)− 1
2h(Zn|Sn, Ŝn) + n

α

2 log(P ) + nO(1), (7.5.2)

for some ε3 → 0 when n → ∞, where (7.5.2) follows from the last inequality of
Lemma 7.5.1.

For R2, we have

nR2 ≤ h(Zn|Sn, Ŝn)− h(Zn|Sn, Ŝn,W2) + nε4, (7.5.3)

for some ε4 → 0 when n→∞.
Let us sum the above derived bounds (7.5.1), (7.5.2) and (7.5.3) with weights

1, 2 and 1, respectively. It is observed that

3nR1 + nR2 ≤ 2h(Y n|Sn, Ŝn) + 2nαlog(P ) + nO(1),

which induces 3d1 + d2 ≤ 2(1 + α). This concludes the proof.

7.6 Conclusion

We have studied the SDOF region of the two-user MISO BCCM with mixed CSIT.
The proposed ANA scheme makes use of the AN in two different ways. Specifically,
AN is injected into the interference space of the eavesdroppers based on current
CSIT for jamming. And its residue in the signal space is used to provide secret
keys based on delayed CSIT. The optimal SDOF of the considered BCCM has been
shown to transition smoothly as a function of the measure α ∈ [0, 1] of the quality
of the current CSIT.

Taking Chapter 5 and 6 into account, we have introduced different interference
alignment schemes with secrecy constraints. To summarize the common line of these
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schemes, let us split the whole coding process into two sections as illustrated in Fig.
7.2. The interference alignment encoder can be seen as an inner encoder, which aims
to provide the signaling solution for transmission, i.e., treating the artificial noise
as a signal block, it offers the solutions to the following questions:

• How many artificial noise blocks are needed for the studied secure communi-
cations?

• How to align/place the artificial blocks in the receiving subspace of eaves-
droppers based on the availability of CSIT?

Meanwhile, the random binning encoder can be seen as an outer encoder, which
provides secure codewords as the input for the alignment section. By treating the
interference alignment encoder and the wireless channels as an equivalent channel,
the random binning encoder decides how much randomness, i.e., rate penalty is
needed in the codebook for achieving perfect secrecy. The design of secure codebook
is tied with the channel capacity of eavesdroppers.

As introduced in Chapter 5, 6 and the current chapter, the focus of the trans-
mission design is on the inner encoder, whereas the outer encoder follows based
on a standard secrecy coding argument from Wyner [Wyn75]. In the next chapter,
our emphasis will switch to the design of the outer encoder by imposing a strong
secrecy constraint on the communication. Instead of adopting Wyner’s approach for
constructing secure codewords, we will introduce the information-spectrum method
proposed by Han and Verdú [HV93] to associate the secrecy rate penalty with the
concept of channel resolvability.
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7.A Proof of Lemma 7.5.1

We aim to show that the first inequality holds, i.e.,

h(Y n, Zn|Sn, Ŝn,W2)− 2h(Zn|Sn, Ŝn,W2) ≤ nαlog(P ) +O(n).

The proof other inequalities follows from a similar approach.
Let us start from the chain rule for differential entropy:

h(Y n, Zn|Sn, Ŝn,W2)− 2h(Zn|Sn, Ŝn,W2)

=
n∑
i=1

(
h(Yi, Zi|Y i−1, Zi−1,Sn, Ŝn,W2)− 2h(Zi|Zi−1,Sn, Ŝn,W2)

)
=

n∑
i=1

(
h(Yi, Zi|Y i−1, Zi−1,Si−1, Ŝi,Si,W2)− 2h(Zi|Y i−1, Zi−1,Si−1, Ŝi,Si,W2)

)
=

n∑
i=1

h(Yi, Zi|Ui,Si)− 2h(Zi|Ui,Si)

where the last inequality follows by defining Ui = (Y i−1, Zi−1,Si−1, Ŝi,W2).
For h(Yi, Zi|Ui,Si) − 2h(Zi|Ui,Si), as shown in [YKPS13], it can be bounded

as follows:

h(Yi, Zi|Ui,Si)− 2h(Zi|Ui,Si)

≤ max
PUi

EUi
[

max
PXi|Ui

ESi|Ui [h(Yi, Zi|Ui = U,Si = S)− 2h(Zi|Ui = U,Si = S)]
]

= max
PUi

EUi
[

max
PXi|Ui

ESi|Ŝi

[
h(SXi + Ni|Ui = U)− 2h(gHXi +Bi|Ui = U)

]]
(7.A.1)

= max
PUi

EUi
[
max
A1

max
A2

ESi|Ŝi

[
h(SXi + Ni|Ui = U)− 2h(gHXi +Bi|Ui = U

]]
(7.A.2)

= max
PUi

EUi
[
max
A1

ESi|Ŝi

[
log|I + SK∗S

H | − 2log(1 + gHK∗g)
]]

(7.A.3)

≤ EŜi

[
max

K:K∈S2,Tr(K)≤P
ESi|Ŝi

[
log|I + SKSH | − 2log(1 + gHKg)

]]
(7.A.4)

≤ EŜi

[
max

K:K∈S2,Tr(K)≤P
ESi|Ŝi

[
log(1 + hHKh)− log(1 + gHKg)

]]
(7.A.5)

≤ αlog(P ) +O(1). (7.A.6)

(7.A.1) follows by defining the effective noise Ni = [Ei Bi]T ; (7.A.2) follows by
splitting the maximization into two parts, where A1 , {C ∈ S2 : Tr(C) ≤ P},
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and A2 , {PXi|Ui : C − Cov(Xi|Ui) ∈ S2,∀C ∈ A1}; (7.A.3) is from the extremal
inequality [LV07,WSS06], such that Gaussian distribution maximizes the weighted
difference of two differential entropy terms, based on the fact that Si is independent
of Xi conditional on Ui and gHXi +Bi is a physically degraded version of SXi +
Ni; where K∗ with C − K∗ ∈ S2 is defined as the optimal solution of the inner
maximization; (7.A.4) follows by enlarging the solution set; and finally (7.A.6)
follows from Lemma 7.2.1.

Therefore, the first inequality can be proved. We note that the proof relies on the
assumption that the channel fading is isotropical such that the differential entropies
are symmetric at two receivers.





Chapter 8

Strong Secrecy for Interference
Channels: Achievable Rate Region

and Degrees of Freedom

In Chapter 5, 6 and 7, we have introduced several interference alignment schemes
based on the weak secrecy constraint, where the secrecy measure is the normal-
ized information leakage with respect to the length of the codeword. As pointed

out by Maurer-Wolf [MW00], the normalized secrecy measure is too weak for cryp-
tographic applications, which motivates the study on a stronger version of the
secrecy measure. In this chapter, we focus on communications with strong secrecy
constraints, for which the total leakage of confidential information is introduced as
the strong secrecy measure [Csi96,MW00,Hay06]. For instance, letting W denote
the confidential message and Zn denote the received sequence at the eavesdropper,
we aim to study secure communications under the constraint:

lim
n→∞

I(W ;Zn) = 0.

Under such a strong secrecy constraint, there exist different methods to design
coding, such as privacy amplification [MW00,BBCM95], the signal processing ap-
proach [BS13], and channel resolvability [Hay06,BL13,HK13,HK14]. Among those
approaches, we follow the footsteps of Hayashi and Bloch-Laneman in this chapter
to study the strong secrecy problem in interference channels, for which the secrecy
problem is tied with the approximation method for output distributions, namely,
the channel resolvability theory [HV93].

8.1 Channel Resolvability

The concept of channel resolvability was introduced by Han and Verdú to define
the number of random bits per input sample required to achieve arbitrary accurate
approximation of the output statistics regardless of the actual input process [HV93].
To briefly interpret the notion of channel resolvability and its relation to the strong

135
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PY n|Xnxn ∼ PXn yn ∼ PY n

PY n(yn) =
∑

Xn

PY n|Xn(yn|xn)PXn(xn)

PY n|Xn yn ∼ QY nEncoder

xn(w) ∼ PXn

W ∈ [1 : 2nR]

QY n(yn) =
1

2nR

2nR∑

w=1

PY n|Xn(yn|xn(w))

Figure 8.1: Approximation for output statistics: The variational distance of PY n
and QY n vanishes as n tending to infinity, if the rate R is larger than the sup-
information rate, defined in Section 8.3.

secrecy problem, let us consider the two channels shown in Fig. 8.1. In the first chan-
nel, the output distribution PY n is well defined by the channel transition probability
PY n|Xn and the corresponding input distribution PXn . In order to approximate the
output distribution PY n , Han and Verdú introduced the second channel which fol-
lows the random coding argument: If we introduce a set of uniformly distributed
messages with size 2nR, and assign each of the message w to a codeword xn(w)
generated according to the distribution PXn . Then based on this codebook, the
induced output distribution is QY n shown in Fig. 8.1. It is shown in [HV93] that,
as long as R > Ī(X; Y), then the variational distance of two distributions, namely,
PY n and QY n tends to zero, i.e.,

lim
n→∞

d(PY n , QY n) = 0,

where d(PY n , QY n) as the variational distance and Ī(X; Y) representing the sup-
information rate will be specifically defined in Section 8.3. Meanwhile, Ī(X; Y) can
be defined as the channel resolution when the input distribution is PXn . Therefore,
if the message rate is above Ī(X; Y), it is hard for the output to sense whether or
not the channel has message input from its distribution, because PY n and QY n are
close enough. This observation is highly relevant to the transmission of confiden-
tial messages: If we treat yn as the channel output at the eavesdropper, our goal
for hiding the confidential message is to imitate the output distribution PY n by
QY n . Henceforth, the confidential message should be coded with the rate above its
channel resolution.
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The relation between channel resolvability and strong secrecy was originally ad-
dressed by Hayashi in [Hay06], and then thoroughly studied in [BL13] and [HK13,
HK14] for different types of wiretap channels and broadcast channels with con-
fidential messages. Considering the close relation between two measures, namely,
the variational distance and the strong secrecy measure (which is essentially a
Kullback-Leibler divergence between two distributions) [Mar14,CK11], these works
have shown that channel resolvability is a powerful tool to study secret communica-
tions. It is interesting to note that the information-spectrum toolbox presented by
Han and Verdú is capable to study more general channels, i.e., channel with mem-
ory or/and non-stationary channel. For instance, in [BL13], the arbitrary wiretap
channel was investigated based on the information-spectrum approach. As the re-
solvability and channel capacity can be understood as dual problems, we emphasize
that the resolvability-based strong secrecy code always has a rate penalty which is
slightly above the channel resolution, whereas the capacity-based weak secrecy code
often has a rate penalty that is slightly lower than the channel capacity.

8.2 Summary of Contributions

We study the achievable secrecy rate region and degrees of freedom for interference
channels with confidential messages under strong secrecy constraints. The (direct)
channel resolvability theorem is first generalized to the two user interference chan-
nels with arbitrary channel transition probability to provide a theoretical framework
for the study of secure communications. Then, the achievable secrecy rate region
is derived for the stationary and memoryless interference channel with confidential
messages. As an application, we also study the SDOF of the K-user Gaussian inter-
ference channel with confidential messages, for which the optimal symmetric SDOF
under strong secrecy constraints is established. The contributions of the chapter can
be summarized as follows:

• The resolvability for general interference channels: We first generalize the di-
rect channel resolvability theorem to the case of two-user interference channel,
for which there are no restrictions on the structure of the channel transition
probability. We consider the scenario in which transmitter i (i = 1, 2) in-
tends to deliver a message Wi to receiver i, with a constraint for the output
distributions that the variational distance limn→∞ d(PWiY nj

, PWi
PY n

j
) = 0

(i, j ∈ {1, 2} and i 6= j). The achieved rate region is presented in a support-
ing lemma based on the information-spectrum method. This lemma holds
regardless of the finiteness of channel input/output alphabets.

• The achievable secrecy rate region for interference channels with confidential
messages: Consider the two-user interference channel, in whichWi is intended
for receiver i and confidential for receiver j. The secrecy rate region is derived
for the stationary and memoryless interference channel with confidential mes-
sages. The main difference of these results from channel resolvability is based



138
Strong Secrecy for Interference Channels: Achievable Rate Region and Degrees of

Freedom

on the strong secrecy measure instead of the variational distance. The method
proposed in [BL13] for strong secrecy is generalized to interference channels
based on the supporting lemma. It is also interesting to note that if we specify
the channel to be discrete, our derived rate region ties with the best known
result under weak secrecy constraints [LMSY08].

• The secure degrees of freedom for K-user Gaussian interference channel with
confidential messages: We consider the K-user Gaussian interference chan-
nel, in which each transmitter intends to send one confidential message to
its corresponding receiver, while hiding it from all the other receivers. As an
application of our derived secrecy rate region, we study the SDOF of the con-
sidered network in the strong sense. It is shown that the optimal SDOF of the
network is K−1

2K−1 for each user, which equals to the SDOF with weak secrecy
constraints. The optimal alignment scheme proposed in the weak secrecy sce-
narios can be directly applied, however, with the secrecy coding based on
channel resolvability. For the K-user ergodic Gaussian interference channel,
we propose a suboptimal alignment approach which achieves the SDOF K−3

2K−2
for each user. These results show that the resolvablity based secrecy code can
be easily integrated with other efficient transmission schemes such as inter-
ference alignment for secure communications.

8.3 Preliminary Definitions

In this section, we introduce the definitions of some quantities that will be used in
the sequel. Let X and Y represent two finite alphabet sets. For xn ∈ Xn and yn ∈
Yn, PXn(xn) and PY n(yn) represent the probability mass functions, respectively.
In what follows, the definitions are provided based on discrete random variables.
As the information-spectrum method we adopt in this chapter does not impose the
finiteness of alphabets, the results from the discrete case to continuous cases can
be directly generalized as pointed in [Han02].

Definition 8.3.1 (Information Density [HV93,Han02]). Given a joint distribution
PXnY n(xn, yn) = PXn(xn)PY n|Xn(yn|xn), the information density is the function
defined on Xn × Yn:

iXnY n(xn, yn) = log
PY n|Xn(yn|xn)

PY n(yn) .

The distribution of the random variable ( 1
n )iXnY n(Xn, Y n) where Xn and Y n have

joint distribution PXnY n will be refereed to as the information spectrum. Therefore,
the mutual information I(Xn;Y n) is defined as the following expectation:

I(Xn;Y n) = E[iXnY n(Xn, Y n)] =
∑

xn∈Xn,yn∈Yn
PXnY n(xn, yn)log

PY n|Xn(yn|xn)
PY n(yn) .
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And the mutual information rate is defined as the limit, if it exists

I(X; Y) = lim
n→∞

1
n
I(Xn;Y n).

Based on the information density defined above, the lim sup and lim inf in proba-
bility can be defined as follows:

Ī(X; Y) = p- lim sup
n→∞

1
n
iXnY n(xn, yn) = inf

{
α : lim

n→∞
P[ 1
n
iXnY n(xn, yn) > α] = 0

}
,

I(X; Y) = p- lim inf
n→∞

1
n
iXnY n(xn, yn) = sup

{
β : lim

n→∞
P[ 1
n
iXnY n(xn, yn) < β] = 0

}
,

Ī(X; Y) and I(X; Y) are referred as sup-information rate and inf-information rate,
respectively.

Definition 8.3.2 (Variational Distance). For two distributions P and Q defined
on the same alphabet set X , the variational distance is defined as

d(P,Q) = 2 sup
E⊆X
|P (E)−Q(E)|

Definition 8.3.3 (Kullback-Leibler Divergence). Let P and Q represent two prob-
ability distributions over the set X , and P is absolutely continuous with respect to
Q, then the Kullback-Leibler divergence is defined as

D(P ||Q) =
∑
x∈X

P (x) log P (x)
Q(x) .

8.4 Channel Model

Definition 8.4.1 (Interference Channel with Confidential Messages). Let us con-
sider the interference channel Ψ defined by its channel transition probability as
follows

Ψ =
{

Ψn(yn1 , yn2 |xn1 , xn2 ) : Ψn(yn1 , yn2 |xn1 , xn2 ) = PY n1 Y n2 |Xn1 Xn2 (yn1 , yn2 |xn1 , xn2 ),
with (xn1 , xn2 , yn1 , yn2 ) ∈ Xn1 ×Xn2 × Yn1 × Yn2 }

∞
n=1 ,

where X1,X2 are the input sets, and Y1,Y2 are the output sets. Based on the channel
transition probability Ψn(yn1 , yn2 |xn1 , xn2 ), we consider an interference channel with 2
transmitters, each intending to send one confidential message to its corresponding
receiver. This channel is referred to as the interference channel with confidential
messages.

A (2nR1 , 2nR2 , n) code Cn for the considered channel is defined to consist of

• a set of messages at transmitter i (i = 1, 2): Wi ∈ [1 : 2nRi ],
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• a stochastic encoder f (n)
i at transmitter i,

f
(n)
i :Wi → Xni ,

which maps the message wi ∈ Wi to an output xni ∈ Xni , where the message
wi is chosen from the set Wi according to the uniform distribution, and

• a decoder g(n)
i at receiver i,

g
(n)
i : Yni →Wi,

that maps the output yni to an estimated message ŵi ∈ Wi.

The secrecy rate pair (R1, R2) is achieved for the considered channel if there exists
a code (2nR1 , 2nR2 , n) such that

• the error probability

lim
n→∞

P (n)
e = 0,

where P (n)
e = P[(Ŵ1, Ŵ2) 6= (W1,W2)], and

• the strong secrecy measure, for i 6= j:

lim
n→∞

I(Wi;Y nj ) = 0.

8.5 Strong Secrecy for Interference Channels

In this section, we present our derived secrecy rate region of interference chan-
nels step by step. At first, the considered channel is studied with the variational
distance as an alternative constraint for the output distributions, where the con-
cept of channel resolvability is introduced and generalized to arbitrary interference
channels. Then, via bounding the total information leakage above by the varia-
tional distance, we derive the achievable secrecy rate region for the stationary and
memoryless interference channel with additive cost constraints.

8.5.1 A Supporting Lemma Based on Channel Resolvability
Instead of studying the strong secrecy rate directly, we first take a detour to pro-
vide a supporting lemma based on channel resolvability. Let us replace the secrecy
measure I(Wi;Y nj ) with the variational distance between the statistics PWiY nj

and
PWiPY nj for (i 6= j):

d(PWiY nj
, PWiPY nj ).
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A closer look at the above variational distance tells us that when d(PWiY nj
, PWi

PY n
j

)
approaches to a small value, the distribution of the confidential message Wi and
the output distribution at the undesired user Y nj is almost independent. Intuitively,
when Wi and Y nj are independent, it represents the fact that the information of
the confidential message Wi in the sequence ynj is zero. Therefore, the product
distribution PWi

PY n
j
can be seen as our target distribution, and our goal is to make

the true distribution PWiY nj
arbitrarily close to it. Using the variational distance

to measure the distance of two distributions, in [HV93], the authors introduced
the concept of channel resolvability for approximating the output statistics of the
point-to-point channel. The idea is generalized here for the interference channel in
Definition 8.4.1. The main result is summarized in the following supporting lemma.

Lemma 8.5.1. For the interference channel defined in Definition 8.4.1 with the
strong secrecy measure replaced by the variational distance, the following rate can
be achieved:

0 ≤ R1 < I(V1; Y1|U)− Ī(V1; Y2|V2,U) (8.5.1)
0 ≤ R2 < I(V2; Y2|U)− Ī(V2; Y1|V1,U) (8.5.2)

such that

lim
n→∞

d(PWiY nj
, PWi

PY n
j

) = 0,∀i, j ∈ [1 : 2], i 6= j

for some distribution PUnV n1 V n2 Xn1 Xn2 that can be factorized as

PUnPV n1 |UnPV n2 |UnPXn1 |V n1 PXn2 |V n1 ,

Sketch of proof. The detailed proof can be found in Appendix. 8.B. For better un-
derstanding of the proof, we provide an outline of the proof here. Let us first set the
time sharing random sequence Un ∈ ∅ and force the channel prefixing V ni = Xn

i ,
i = 1, 2. Then the region constructed by (8.5.1) and (8.5.2) can be simplified into

0 ≤ R1 < I(X1; Y1)− Ī(X1; Y2|X2)
0 ≤ R2 < I(X2; Y2)− Ī(X2; Y1|X1)

For i, j ∈ {1, 2} and i 6= j, it is clear from the observation that I(Xi; Yi) is the rate
without any constraint, and Ī(Xi; Yj |Xj) is the rate penalty due to the constraint
limn→∞ d(PWiY nj

, PWi
PY n

j
) = 0.

Let us consider the case i = 1 and j = 2. According to the Triangle inequality
for the variational distance, provided in Lemma 8.A.1, we have

d(PW1Y n2
, PW1PY n2 ) ≤ d(PW1Y n2 X

n
2
, PW1PY n2 Xn2 ) = EW1Xn2

[
d(PY n2 |W1Xn2

, PY n2 |Xn2 )
]
.
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EW1Xn
2

[
d(PY n

2 |Xn
2 W1

, PY n
2 |Xn

2
)
]
→ 0, as n → ∞, if R

′
1 > Ī(X1;Y2|X2)

PY n
2 |Xn

1 Xn
2

Xn
2

Xn
1

Y n
2

w1 ∈ [1 : 2nR1 ]

w
′
1 ∈ [1 : 2nR

′
1 ] PY n

2 |Xn
1 Xn

2

Xn
2

Y n
2

PXn
1

xn
1 (w1, w

′
1)

Figure 8.2: The coding scheme over the equivalent channel with constraint on output
statistics.

Therefore, it is sufficient to have the equivalence of two distributions PY n2 |W1Xn2
and

PY n2 |Xn2 in terms of the average variational distance, i.e.,

lim
n→∞

EW1Xn2

[
d(PY n2 |W1Xn2

, PY n2 |Xn2 )
]

= 0. (8.5.3)

For each message w1 ∈ [1 : 2nR1 ], choose a random message w′1 uniformly from
the set [1 : 2nR

′
1 ]. Then, assign the message pair to a sequence xn1 (w1, w

′

1), which is
generated according to the distribution PXn1 . We generalize the channel resolvability
theorem [HV93] to multiple users: In order to achieve our goal, i.e., (8.5.3), it is
shown that the rate R′1 should be larger than the resolution of the corresponding
channel, which is shown to be Ī(X1; Y2|X2). The equivalent channel is shown in
Fig. 8.2. It is easy to understand that the rate of the random message w′1 serves as
the penalty term for the secrecy rate.

The case that i = 2 and j = 1 can be studied according to a similar argument.

Remark 8.1. This supporting lemma does not impose any restriction on the struc-
ture of the channel transition probability (e.g., stationary or memoryless). Therefore
the results hold in a general sense. As we show in the sequel, if we specify the chan-
nel transition probability, we can further study the achievable rate of the considered
network with strong secrecy constraints, based on the same theoretical framework.
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8.5.2 Stationary and Memoryless Interference Channel
To study strong secrecy for interference channel, we adopt the method given by
Csiszár in [Csi96]. In [Csi96], he pointed out that the entropy difference of two
distributions P and Q on the same alphabet can be bounded above by a function
of the variational distance of two distributions d(P,Q). The result is presented in
the following lemma.

Lemma 8.5.2 (Csiszár-Körner [Csi96,CK11]). Let P and Q denote two probability
distributions on a continuous set X , respectively. Let H(P ) and H(Q) represent the
entropies based on P and Q, respectively. Then, if d(P,Q) ≤ 1

2 ,

|H(P )−H(Q)| ≤ −d(P,Q) log d(P,Q)
|X |

, (8.5.4)

where |X | is the cardinality of X .

Based on this lemma, we have the following line of thought for bounding the
strong secrecy measure I(Wi;Y nj ) = D(PWiY nj

||PWi
PY n

j
) above by the variational

distance.

Remark 8.2. Considering the strong secrecy measure, based on Lemma 8.5.2, we
have

D(PWiY nj
||PWi

PY n
j

) = h(Y nj )− h(Y nj |Wi)

=
∑

wi∈Wi

P[wi]
(
h(Y nj )− h(Y nj |Wi = wi)

)
≤

∑
wi∈Wi

P[wi]
(
−d(PY n

j
, PY n

j
|Wi=wi)log

d(PY n
j
, PY n

j
|Wi=wi)

|Y nj |

)

Therefore, for each wi, if there exists some α > 0 such that d(PY n
j
, PY n

j
|Wi=wi) ≤

e−nα for sufficient large n, then it is shown that D(PWiY nj
||PWi

PY n
j

) is also expo-
nentially decaying to zero with respect to n. This is the key idea of our approach in
the following. BecauseWi is uniformly distributed, when the codebook construction
is symmetric, it is shown that

d(PY n
j
, PY n

j
|Wi=wi) = EWi

[
d(PY n

j
, PY n

j
|Wi=wi)

]
= d(PWi

PY n
j
, PWiY nj

).

Therefore, it suffices to show that d(PWi
PY n

j
, PWiY nj

) ≤ e−nα, the proof of which
depends on the stationary and memoryless structure of the channel. We note that
in [BL13], the authors adopted a similar approach to establish the secrecy rate
region for wiretap channels.

In order to handle the situations that for channel coding problems the cost of
the codewords must be taken into account, e.g., the transmission power constraint,
following Han’s approach [Han02], we introduce the following channel.
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Definition 8.5.1 (Stationary Memoryless Channel with Additive Cost Functions).
Let us consider the stationary and memoryless interference channel, where the
channel transition probability can be written as

Ψn(yn1 , yn2 |xn1 , xn2 ) =
n∏
i=1

Ψ(y1,i, y2,i|x1,i, x2,i),

where Ψ(y1,i, y2,i|x1,i, x2,i) = PY1Y2|X1X2(y1,i, y2,i|x1,i, x2,i). There are also cost
constraints based on the following additive cost functions:

1
n

n∑
i=1

c(xi) ≤ P, with c : X1 ∪ X2 → R+, (8.5.5)

where P is a positive given constant. Such a constraint is referred to as the additive
cost constraint P .

We are now in the position to present the following theorem.

Theorem 8.5.1. For the stationary memoryless interference channel with additive
cost constraint P , the following rate region can be achieved for strong secrecy

0 ≤ R1 < I(V1;Y1|U)− I(V1;Y2|V2, U)
0 ≤ R2 < I(V2;Y2|U)− I(V2;Y1|V1, U)

(8.5.6)

for some distribution

PUPV1|UPV2|UPX1|V1PX2|V2 , and E[c(Xi)] ≤ P, ∀i ∈ {1, 2},

if the moment generating functions for iViYj |VjU and c(Xi) exist.

Sketch of proof. The main idea of the proof is at first to show that there exists an
α > 0 such that d(PWiY nj

, PWi
PY n

j
) ≤ e−αn, if the rate of the randomness provided

by random binning is larger than I(Vi;Yj |Yj , U). Then following Lemma 8.5.2, the
secrecy measure D(PWiY nj

||PWi
PY n

j
) is shown to approach to 0 as n → ∞. We

note that the key idea is to apply the Chernoff inequality (provided in Appendix
8.A) to the proof of Lemma 8.5.1, because the stationary and memoryless transition
probability has been specified. Therefore, we need to make sure that the prerequisite
of the Chernoff bound holds: The moment generating functions for iViYj |VjU and
c(Xi) exist. Please read our detailed proof in Appendix. 8.C.

Remark 8.3. If we set the constraint P to be infinity and focus on the discrete
memoryless interference channel, we have the following observations based on the
proof in Appendix. 8.C:

• Setting the constraint P = ∞ will not affect our detailed proof. And, this
cost constraint is automatically satisfied for any finite discrete distribution.
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• The moment generating function for iViYj |VjU exists for any finite discrete
distribution.

Taking these two facts into account, we obtain that any distributions that achieve
the boundary points of the derived secrecy rate region also achieve the same points
at the boundary of the weak secrecy rate region presented in [LMSY08]. Therefore,
the derived strong secrecy rate region ties with the best known weak secrecy rate
region for the considered channel.

Remark 8.4. Note that for Gaussian interference channels with additive transmis-
sion power constraints, it is shown that the requirement for applying the Chernoff
bound can be satisfied. In other words, the moment generating functions of iViYj |VjU
and c(Xi) = |Xi|2 exist for some input distribution. Based on this observation, the
generalization of Theorem 8.5.1 to Gaussian channels is straightforward, as the
resolvability-based approach we adopted can be directly generalized from the dis-
crete case to continuous case [Han02].

The result in Theorem 8.5.1 can be generalized to multiuser interference chan-
nels. Let us first introduce the definition of the following channel.

Definition 8.5.2 (K-user Stationary and Memoryless Interference Channel with
Additive Cost Functions). Consider the K-user stationary and memoryless inter-
ference channel defined by the following transition probability

Ψn(yn1 , . . . , ynK |xn1 , . . . , xnK) =
n∏
i=1

Ψ(y1,i, . . . , yK,i|x1,i, . . . , xK,i)

where yk ∈ Yk and xk ∈ Xk, k ∈ [1 : K]. The cost constraint P is defined as

1
n

n∑
i=1

c(xi) ≤ P, with c :
K⋃
k=1
Xk → R+.

Consider that each transmitter k has one confidential message Wk to deliver to
receiver k. The strong secrecy constraints are defined as

lim
n→∞

I(WK\k;Y nk ) = 0, ∀k ∈ K

where K = [1 : K].

Corollary 8.5.1. The following rate region can be achieved under strong secrecy
constraints for the K-user stationary memoryless interference channel with additive
cost functions:

0 ≤ Rk < I(Vk;Yk|U)−R
′

k,∀k ∈ K,
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Figure 8.3: The coding scheme over the equivalent channel for i 6= 1.

where ∑
k∈K\i

R
′

k > I(VK\i;Yi|Vi, U), ∀i ∈ K.

for some distributions PU
∏K
i=1 PVi|UPXi|Vi , and Xk satisfies E[c(Xk)] ≤ P , pro-

viding that the moment generating functions for iVK\iYi|Vi,U and c(Xk) exist.

Sketch of proof. Let us again set U ∈ ∅ and Xk = Vk, then we need to show that
the following rate region can be achieved:

0 ≤ Rk < I(Xk;Yk)−R
′

k,∀k ∈ K,

where ∑
k∈K\i

R
′

k > I(XK\i;Yi|Xi), ∀i ∈ K.

Let us first consider the variational distance d(PWK\iY ni , PWK\iPY ni ), which can be
bounded as follows:

d(PWK\iY ni , PWK\iPY ni ) ≤ d(PWK\iY ni Xni , PWK\iPY ni Xni )

≤ EWK\iXni
[
d(PY n

i
|WK\iXni , PY ni |Xni )

]
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Lemma 8.5.1: Arbitrary channel

Theorem 8.5.1: Stat. & Memoryless chn.
Corollary 8.5.1: Multi-

user

d(PWiY n
j
, PWi

PY n
j
) ≤ e−nα

d(PWiY n
j
, PWi

PY n
j
) → 0

Figure 8.4: Relations among presented results. The arrows indicate the causal re-
lationships.

Therefore, it is sufficient to show that for sufficiently large n, there exists an α > 0
such that

EWK\iXni
[
d(PY n

i
|WK\iXni , PY ni |Xni )

]
≤ e−nα, (8.5.7)

if
∑
k∈K\iR

′

k > I(XK\i;Yi|Xi). For each confidential message wk ∈ [1 : 2nRk ], let
us choose a random message w′k from a uniformly distributed set [1 : 2nR

′
k ]. Then

assign the message pair (wk, w
′

k) to a sequence xnk which is randomly generated
according

∏n
i=1 PXk(xk,i). Let us repeat the steps in the proof of Lemma 8.5.1 and

Theorem 8.5.1. The inequality (8.5.7) can be proved. Consequently, the achievable
strong secrecy rate region can be established. For instance, when i 6= 1, the coding
scheme is illustrated in Fig. 8.3.

Remark 8.5. Up to now, we have provided results for different channel models.
For clarity of presentation, let us summarize the relations among the presented
results:

• Lemma 8.5.1 generalize the direct part of the channel resolvability theorem to
interference channels with arbitrary channel transition probability, where the
vanishing variational distance of output distributions is the goal for analysis.

• Based on Lemma 8.5.1, if we specify the channel to be memoryless and sta-
tionary, we can show further that the variational distance of our target dis-
tributions is decreasing exponentially, which provides an upper bound for the
strong secrecy measure. Consequently, the achievable rate region can be es-
tablished under strong secrecy criteria in Theorem 8.5.1. In order to deal with
the channel coding problem with cost constraints, the additive cost functions
are subjected to the considered channel.
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• Corollary 8.5.1 generalizes the result in Theorem 8.5.1 to multiple-user inter-
ference channels.

Fig. 8.4 visualizes the above relations.

In what follows, the SDOF of the Gaussian interference channels are studied
based on 8.5.1.

8.6 Interference Alignment for Strong Secrecy

In this section, we generalize our derived results to theK-user Gaussian interference
channel. As a performance measure, we introduce the notion of secure degrees of
freedom in the strong sense. In order to study the SDOF for the K-user Gaussian
interference channel, the transmission schemes that combine random binning and
different interference alignment approaches are proposed.

8.6.1 K-User Time-Invariant Gaussian Interference Channel
with Confidential Messages

Let us consider the K-user interference channel, where the channel input-output
relation at receiver k ∈ K can be written as

Yk =
K∑
i=1

hkiXi + Zk, (8.6.1)

where hki are the time-invariant channel coefficients, independently drawn from
continuous distributions, and Zk is i.i.d. AWGN noise with unit variance. We further
assume that the absolute values of hki are bounded away from zero and infinity to
avoid channel degeneration. We assume that the channel coefficients can be known
at both transmitter and receiver sides. The channel inputs satisfy average power
constraints: assuming xni is the actual input, then 1

n

∑n
t=1 |xi(t)|2 ≤ P , ∀i ∈ K.

Each transmitter i intends to send a uniformly chosen message Wi ∈ [1 : 2nRi ]
to receiver i, while hiding it from the other receivers. The code and achievable rate
region can be defined accordingly with reliability and strong secrecy constraints.
For the sake of brevity, we do not provide the detailed definition here.

Definition 8.6.1 (Secure Degrees of Freedom in the Strong Sense). Let us only
consider the symmetric case: if the rate R1 = R2 = · · · = RK = R can be achieved
with strong secrecy constraints, then η is an achievable secure degrees of freedom
in the strong sense, where η = limP→∞

R
log(P ) .

Now we are in the position to present the results for the K-user Gaussian inter-
ference channel with time-invariant channel state.
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Theorem 8.6.1. For the K-user time-invariant Gaussian interference channel
with confidential messages, the optimal degrees of freedom can be achieved for each
user with strong secrecy constraints. The optimal symmetric SDOF for each user is

η = K − 1
2K − 1 .

Proof. The proof relies on the work of Xie and Ulukus [XU13], in which the optimal
SDOF in the weak sense for the considered network is established to be K−1

2K−1 . For
achievability, if we can show that the achievable SDOF region derived with weak
secrecy is a subset of that under strong secrecy, then consequently the same degrees
of freedom can be implied. In [XU13], the following rate region is shown to be
achieved:

Rw ,

{
(R1, R2, . . . , RK) ∈ RK+ : Rk < I(Vk;Yk)− max

j∈K\k
I(Vk;Yj |VK\k),∀k ∈ K

}
.

For any ε > 0, let

R
′

k = max
j∈K\k

I(Vk;Yj |VK\k) + ε (8.6.2)

for k ∈ K. Let us define the following set:

Rw,ε ,
{

(R1, R2, . . . , RK) ∈ RK+ : Rk < I(Vk;Yk)−R
′

k,∀k ∈ K
}
.

Then, it is clear that Rw,ε ⊆ Rw. Furthermore, we observe that when ε = o(log(P )),
Rw,ε and Rw will induce the same SDOF region. In other words, Rw,ε implies that
the symmetric SDOF η = K−1

2K−1 can be achieved.
Let Rs denote the achievable rate region in Corollary 8.5.1 by setting U ∈ ∅.

We will show that Rw,ε ⊆ Rs in the following. It is sufficient to show that∑
k∈K\i

R
′

k > I(VK\i;Yi|Vi),

based on our choice on R′k in (8.6.2). For instance, when i = 1, we have

∑
k∈K\1

R
′

k =
K∑
k=2

max
j∈K\k

I(Vk;Yj |VK\k) + (K − 1)ε (8.6.3)

>

K∑
k=2

I(Vk;Y1|VK\k) (8.6.4)

≥
K∑
k=2

I(Vk;Y1|V1, . . . Vk−1) (8.6.5)

= I(VK\1;Y1|V1), (8.6.6)
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where (8.6.4) follows by choosing j = 1; (8.6.5) is because

I(Vk;Y1|VK\k) = I(Vk;Y1, VK\k)
≥ I(Vk;Y1, V1, . . . Vk−1)
= I(Vk;Y1|V1, . . . Vk−1),

providing that Vk are mutually independent; and finally (8.6.6) follows by the Chain
rule for mutual information. For the other choice of i, a similar proof can be adopted
here. Therefore, we have relations for the sets

Rw,ε ⊆ Rs,

from which we can conclude that the DOF achieved under weak secrecy constraints
can also be achieved under strong secrecy constraints, i.e., η = K−1

2K−1 .
It is worth noting that the choice of R′k is sufficient to provide the rate of random

messages to be slightly above the channel resolution, i.e., the rate penalty to be
slightly larger than the resolution.

The optimality of the achieved DOF follows directly by the argument that the
optimal SDOF in the weak sense always serves as an upperbound for that in the
strong sense.

Remark 8.6. The transmission scheme proposed by Xie and Ulukus in [XU13]
combines random binning and interference alignment, which corresponds to the
outer and inner encoder, respectively, as illustrated in Fig. 7.2 of Chapter 7. It is
shown that by an artificial noise alignment scheme to provide signaling method
which exploits the dimension of real numbers [MOGMAK14], the optimal SDOF
can be achieved. Please refer to [XU13] as well as references therein for the de-
tails of transmission. It is certain that the real interference alignment scheme can
be applied to time-varying channels also, because the channel coefficient contains
infinite dimensions to provide alignment subspaces, let alone the time-varying prop-
erty. Therefore, the optimal SDOF in the strong sense for the time-varying K-user
Gaussian interference channel is also K−1

2K−1 .

Remark 8.7. The signaling method based on the real interference alignment for
strong secrecy has a direct interpretation for the linear interference alignment based
on time-varying channels. It is observed that the main obstacle for applying lin-
ear interference is that it will introduce memory to the channel by using matrix
multiplication as beamforming, which changes the channel transition probability
and the i.i.d. property of the input sequence. As we have shown in the proof of
Theorem 8.5.1, the memorylessness of the channel and the i.i.d. property of the
input sequence are necessary conditions for the result. How to maintain these two
properties with linear alignment schemes is the main difficulty. This problem can
be solved by defining an equivalent channel in the following way. As the linear
alignment works in a block fashion, if we collect the sequences according to blocks
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and re-define the channel transition probability based on the new input-output al-
phabets, the sequence across blocks is still i.i.d. and the new defined channel is still
memoryless. Assume each length-n sequence can be transmitted by B alignment
blocks such that n = B × ñ, where ñ is the length of each block. Define a new
random variable by collecting ñ instances in each block, Ṽi , V ñi with the alphabet
set Ṽi , V ñi . Then the inputs can be replaced by the new defined random variable,
i.e., Ṽ Bi = V ni and similarly X̃B

i = Xn
i . Likewise, the channel sequence H̃B and

output sequences Ỹ Bi can be defined in a similar fashion. Consider the new channel
defined by the following transition probability:

B∏
b=1

PỸ1,b···ỸK,b|Ṽ1,b···ṼK,bH̃b
.

Treat X̃i as the output after the linear alignment encoding for Ṽi, where the sig-
naling method is the same as the optimal real alignment solution. It is observed
that the new channel is stationary and memoryless. Let us choose Ṽi to be i.i.d. and
consider the scenario that H̃ is also an i.i.d. process. Now based on the new channel,
the effect of memory has been removed. Consequently, it is clear that we can apply
resolvability-based secure code again for strong secrecy. The optimal SDOF can be
achieved. The same method of defining a new equivalent stationary and memoryless
channel has been used in Chapter 5, 6 and 7 for similar analyses.

In the next subsection, we study the achievable SDOF for the time-varying Gaus-
sian interference channel based on a different alignment method. A sub-optimal
alignment scheme is proposed to exploit the channel dimensions provided by the
time-varying property. The achieved SDOF approaches to the optimum as the num-
ber of the users in the network increases.

8.6.2 K-User Ergodic Gaussian Interference Channel with
Confidential Messages

Consider the channel input-output relation presented by (8.6.1) with time indices:

Yk(t) =
K∑
i=1

hki(t)Xi(t) + Zk(t).

The channel coefficients hki(t) are assumed to be time varying. Let H(t) = {hki(t) :
k, i ∈ K} denote the matrix of channel coefficients at time t, which is assumed
to be known at transmitters and receivers. We assume that each entry of this
matrix is independent of the others across time and the channel matrix is also i.i.d.
across time. Treating H as a random variable, we represent the probability mass
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(or density) function of the channel as follows

PH(H) =
K∏
k=1

K∏
l=1

Phkl(hkl)

PH(1)...H(T )(H1, . . . ,HT ) =
T∏
t=1

PH(Ht),

where the phase of each channel coefficient is drawn according to a uniform distri-
bution and independent from its magnitude, i.e.,

Phkl(h) = Phkl(ejbh), ∀h ∈ C, b ∈ [0, 2π).

Moreover, the average power constraint is also subjected to the input.
In what follows, we will introduce a secure ergodic interference alignment for

strong secrecy. Let us start with the following theorem.

Theorem 8.6.2. For the K-user ergodic Gaussian interference channel with con-
fidential messages, η = K−3

2K−2 degrees of freedom can be achieved for each user with
strong constraints by a secure ergodic interference alignment.

Remark 8.8. Recall that optimal SDOF in the strong sense is established to be
K−1
2K−1 . By the sub-optimal ergodic alignment as shown in the sequel, the achieved
SDOF has a gap O( 1

K ) compared to the optimal value, which vanishes with the
number of users in the network.

Before we present the formal proof of Theorem 8.6.2, let us first put aside the
secrecy constraints and review the main ideas of ergodic interference alignment
[NGJV12]. We will observe that ergodic interference alignment can be represented
by a permutation over its input sequence, and the permutation depends on the
channel H.

Theorem 8.6.3 (Nazer-Gastpar [NGJV12]). For the K-user time-varying (er-
godic) Gaussian interference channel, the rates

Rk = 1
2E[log(1 + 2|hkk|2P )]

can be achieved for k ∈ K.

Sketch of proof for Theorem 8.6.3. Let H = {hki : k, i ∈ K} represent an realiza-
tion of the channel matrix. The main idea of ergodic interference alignment depends
on the fact that the channel matrix close to its complement Hc will appear in the
future, almost surely, where H + Hc = diag{2h11, 2h22, . . . , 2hKK}. Therefore, after
2 channel uses, the interference can be nulled by simply summing up the received
signals from these two slots. We present the outlines of the achievable scheme as
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follows. The encoding process can be divided into two consecutive parts, namely,
channel quantization and channel matching.

Channel Quantization: Let hmax > 0 denote the channel quantization threshold.
Define the following set:

L = {H ∈ CK×K : |hki| > hmax for some k, i},

and the probability that the channel matrix H ∈ L as

ρ , PH(H ∈ L).

It is observed that ρ → 0 as hmax tends to infinity. The quantization function q
is only operating on the set of Lc in the following way: The complex plane up to
distance hmax from the origin is divided up into κ disjoint rings of equal width.
These rings are further subdivided into equal segments based on η angles spaced
equally between 0 and 2π. Let H be the finite set that contains all the centroid
of each segment. Thus, q(hki(t)) is a mapping that maps hki(t) to the centroid of
its segment if |hki(t)| ≤ hmax. Otherwise, the quantizer outputs an erasure symbol.
The legitimate quantized channel coefficients can be written as ĥki(t) = q(hki(t)).
Correspondingly, the quantized channel matrices are defined as Ĥ(t) , {ĥkl(t)}.
Let H be the finite set of all possible Ĥ(t), and P[H] = 1− ρ.

Channel Matching: Consider T time slots in the transmission, and we split the
T time slots into 2 consecutive intervals, each of which contains T

2 slots. Let us
define the the following sequence

H(i) =
(

H
(

1 + (i− 1)T
2

)
, . . . ,H

(
i
T

2

))
,

for i = 1, 2. And let Ĥ(i) denote the corresponding quantization sequence. Then
the following claim holds.

Claim 8.6.1 (γ-typical almost surely). For any ε, γ > 0, there exists a sufficiently
large T such that

P

[ 2⋂
i=1

(
Ĥ(i) ∈ Aγ(Ĥ)

)]
≥ 1− ε,

where Aγ is the γ-typical set defined as follows:

Aγ(Ĥ) =
{

Ĥ(i) :
∣∣∣∣ 2
T
](Ĥ|Ĥ(i))− PĤ(Ĥ)

∣∣∣∣ ≤ γ,∀Ĥ ∈ H}
In other words, when T goes to infinity, Ĥ(i) is joint γ-typical almost surely.

Therefore, it is observed that two intervals Ĥ(1) and Ĥ(2) are both γ-typical
almost surely as T → ∞. Henceforth, these two intervals can be paired with com-
plementary matrices: The new symbol that transmitted in the first interval at time
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Figure 8.5: The encoder and decoder at user k over two time intervals. The trans-
mission frameworks only works on the γ-typical channels.

slot t1 with channel matrix H can be transmitted again in the second interval t2
with the channel matrix close enough to Hc, such that interference is canceled.
Therefore, the rate 1

2E
[
log(1 + 2|hkk|2P )

]
can be achieved. The sketch of a proof

for Theorem 8.6.3 can be concluded here.

Remark 8.9. Assuming γ-typical channels, let us accumulate the signal sequence
transmitted in the first interval, and denote it asXn

k , where n represents the number
of time slots that can be used (the usable time slots will be specified later). Then the
transmitted signal in the second interval can be seen as a permutation for Xn

k , i.e.,
θXn

k , where θ is an n×n permutation matrix depending on the channel matching.

Now we are ready to present the proof of Theorem 8.6.2.

Proof of Theorem 8.6.2. To illustrate the main idea, the construction of encoder at
transmitter k is visualized in Fig. 8.5. We aim to show that for each user 1

2 −
1

K−1
degrees of freedom can be achieved with strong secrecy constraints. In order to
apply ergodic interference alignment, we divide the transmission time T into two
equal intervals, each of which contains T

2 time slots. The channel sequences are
denoted as H(1) and H(2). The following observations will be important in the our
proof:

• Ergodic interference alignment is essentially a permutation over its input se-
quences as pointed out in the Remark 8.9. Known permutation will not change
the secrecy rate region because it does not change the statistics of the input
distributions.

• Given the channel state matrices Hn = Hn for both transmitters and re-
ceivers, the channel can be divided into different sets, such that the time slots
corresponding to the same value of H can be put in the same set. There-
fore, within each set, we can conduct encoding according to the method in
stationary and memoryless channels.
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The detailed transmission scheme works as follows. Let Rk, R
′

k > 0 for k ∈ K
represent the rate of confidential message Wk and the random message W ′

k. Let
n > 0 be the length of codeword. Define the sizes of the message sets |Wk| = 2nRk

and |W ′k| = 2nR
′
k , respectively.

• The number of usable slots: Considering the T
2 slots interval, we only transmit

signal over the usable time slots. Let ε > 0, it is shown by Claim 8.6.1 that
there exist a γ such that H(1) and H(2) are γ-typical with probability higher
than 1 − ε

2 . If either of the interval is not γ-typical, an erasure is declared.
Let us assume both intervals are γ-typical. Then, the number of occurrences
of each possible quantized channel matrix in each interval is lower bounded
by T

2

(
PĤ(Ĥ)− γ

)
for all Ĥ ∈ H. We define a time slot t as the usable time

slot if none of the following event happens:

1) the channel matrix Ht ∈ L, where at least one entry has magnitude
larger than hmax.
2) the channel matrix Ht /∈ L, but the corresponding quantization Ĥt
has already occurred at least T

2

(
PĤ(Ĥt)− γ

)
times.

According to the channel quantization method, we have |H| = (κη)K2 . Con-
sequently, the number of usable time slots in each γ-typical interval is

T

2
∑
H

(
PĤ(Ĥ)− γ

)
= T

2

(
1− ρ− (κη)K

2
γ
)
.

• Codebook generation: The codebook at each transmitter is generated indepen-
dently. Let us introduce the codebook generation at the transmitter k. The
codebook is generated by treating the channel matrices Ĥ as the time sharing
variable. Fix PXk|Ĥ to be a circularly symmetric Gaussian distribution with
variance sightly less than P (such that the average power is less than P almost
surely). And generate |H| random codebooks, e.g, CĤ, for all Ĥ ∈ H. Define
n(Ĥ) = T

2

(
PĤ(Ĥ)− γ

)
. For each Ĥ, randomly and independently gener-

ate 2n(Ĥ)Rk(Ĥ)×2n(Ĥ)R
′
k(Ĥ) sequences xn(Ĥ)

k according to
∏n(Ĥ)
i=1 PXk|Ĥ(xk,i|Ĥ),

which can be labeled as xn(Ĥ)
k (i, j), for i ∈ [1 : 2n(Ĥ)Rk(Ĥ)] and j ∈ [1 :

2n(Ĥ)R
′
k(Ĥ)]. Let n represent the sum of all possible n(Ĥ). Therefore, we have

n =
∑
H
n(Ĥ) = T

2
∑
H

(
PĤ(Ĥ)− γ

)
to equal to the number of usable time slots. The values of RĤ and R′Ĥ will be
specified later in the proof.
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• Encoding: At transmitter k, let us split the message set Wk into a sequence
of subsets Wk(1) × Wk(2) × · · · × Wk(|H|), where |Wk(Ĥ)| = 2n(Ĥ)Rk(Ĥ).
Similarly, we split the random message set W ′k into a sequence of subsets
{W ′k(Ĥ)}, each with size 2n(Ĥ)Rk(Ĥ)

′

. In order to send a confidential message
wk ∈ Wk, the transmitter k randomly picks a value w′k ∈ W

′

k according to
uniform distribution. Split the messages wk into a unique set of messages
{wk(Ĥ) ∈ Wk(Ĥ) : Ĥ ∈ H} and w

′

k into {w′k(Ĥ) ∈ W ′k(Ĥ) : Ĥ ∈ H}. Then,
a set of sequences {xn(Ĥ)

(
wk(Ĥ), w′k(Ĥ)

)
: Ĥ ∈ H} is chosen as the input

of the ergodic interference alignment encoder, which works in the following
way: In the first interval, a new symbol of xn(Ĥ)

(
wk(Ĥ), w′k(Ĥ)

)
is sent to the

channel whenever the current usable time slot has quantized channel matrix
Ĥ. After T

2 time slots, let us combine the symbols of n usable time slots to-
gether and denote the whole codeword as xnk (wk, w

′

k). In the second interval,
a new sequence x̃nk (wk, w

′

k) is sent by n usable time slots after the channel
matching. We define x̃nk (wk, w

′

k) = θxnk (wk, w
′

k), where θ is an n×n permuta-
tion matrix depending on the channel matching. Let Xn,(1)

k and Xn,(2)
k denote

the transmitted sequences in the first and second interval, respectively. Then
X
n,(1)
k = xnk (wk, w

′

k), and Xn,(2)
k = x̃nk (wk, w

′

k). Moreover, we have∑
H
n(Ĥ)Rk(Ĥ) = nRk,

∑
H
n(Ĥ)R

′

k(Ĥ) = nR
′

k.

• Decoding: If either of the intervals is not γ-typical, an error is reported. Let
us again consider the typical channels. After receiving the signals in the two
intervals, each receiver sums up its observations from two matched time slots:
for instance, adding up the received signal Yk(t1) from the first interval and
Yk(t2) from the second interval, where t1 and t2 are matched time slots. The
sequence Y n,⊕k can be obtained:

Y n,⊕k , Y
n,(1)
k + θ−1Y

n,(2)
k ,

where Y n,(1)
k and Y n,(2)

k are the sequences in the first and second time inter-
vals. For each Ĥ ∈ H, the decoder demultiplexes the received sequence into
subsequences yn(Ĥ)

k . Then it chooses the unique sequence xn(Ĥ)
k

(
ŵk(Ĥ), ŵ′k(Ĥ)

)
such that

(
x
n(Ĥ)
k , y

n(Ĥ),⊕
k , Ĥn(Ĥ)

)
is jointly typical.

Let us approximate the ergodic Gaussian interference channel by the channel with
finite states in the set H. The analysis of this approximation is standard and will
be omitted here. We will show that for each Ĥ, if we specify the values of Rk(Ĥ)
and R′K(Ĥ) as follows, the reliability and secrecy constraints can be satisfied simul-
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taneously: for any δ > 0,

Rk(Ĥ) +R
′

k(Ĥ) = 1
2I(Xk;Y ⊕k |Ĥ = Ĥ)− δ,

R
′

k(Ĥ) = 1
K − 1 max

i∈K
I(XK\i;Yi|Xi, Ĥ = Ĥ) + δ.

Reliability: For each Ĥ = Ĥ, we can treat the channel as stationary and memo-
ryless. Therefore, reliability follows because Rk(Ĥ) +R

′

k(Ĥ) < 1
2I(Xk;Y ⊕k |Ĥ = Ĥ).

Consequently, there exists an ε and a codebook such that the decoding error is at
most ε

2 . Considering that the encoding and decoding are only working on γ-typical
channels, there is an extra ε

2 error probability for non-typical channels. Thus, the
total probability of error is at most ε.

Strong Secrecy: For receiver j, we have∑
k∈K\j

R
′

k = max
i∈K

I(XK\i;Yi|Xi, Ĥ = Ĥ) + (K − 1)δ > I(XK\j ;Yj |Xj , Ĥ = Ĥ).

According to Corollary 8.5.1, it is clear that the strong secrecy constraints can be
satisfied by treating Ĥ as the time sharing variable U .

Overall we have, as n, T tend to infinity

Rk =
∑
ĤH

n(Ĥ)
n

(
1
2I(Xk;Y ⊕k |Ĥ = Ĥ)− 1

K − 1 max
i∈K

I(XK\i;Yi|Xi, Ĥ = Ĥ)
)

= T

2n
∑
H

(PĤ(Ĥ)− γ)
(

1
2I(Xk;Y ⊕k |Ĥ = Ĥ)− 1

K − 1 max
i∈K

I(XK\i;Yi|Xi, Ĥ = Ĥ)
)

≥ T

2n
∑
H

(PĤ(Ĥ)− γ)
(

1
2I(Xk;Y ⊕k |Ĥ = Ĥ)− 1

K − 1 max
i∈K

h(Yi)
)

= T

2n

(
1
2I(Xk;Y ⊕k |Ĥ)− 1

K − 1 max
i∈K

h(Yi)
)
− T

2nδγ (8.6.7)

= T

2n

(
1
2E
[
log(1 + 2|hkk|2P )

]
− 1
K − 1 log(P )

)
−O(1) (8.6.8)

= T

2n
K − 3

2(K − 1) log(P )−O(1)

where (8.6.7) follows by choosing

γ = δγ

|H|max{ 1
2I(Xk;Yk ⊕ |Ĥ = Ĥ)− 1

K−1 maxi∈K h(Yi)}

for any δγ > 0, and h(Yi) represents the differential entropy of Yi. And (8.6.8)
follows from the result of ergodic alignment [NGJV12] by making the quantization
fine enough, and the fact that the maximum differential entropy is when Yi is
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Gaussian. Considering that the transmission only works on 2n time slots over total
T slots, we need to multiple 2n

T to Rk to obtain that the degrees of freedom K−3
2(K−1)

can be achieved with strong secrecy.

8.7 Conclusion

The problem of transmitting confidential messages in interference channels has
been studied under strong secrecy constraints. Starting from generalizing the chan-
nel resolvability theory to arbitrary interference channels, we derived the achievable
secrecy rate region for the stationary and memoryless interference channel with ad-
ditive cost functions. It is interesting to note that the derived secrecy rate region for
the discrete memoryless channel remains the same as the best known region under
weak secrecy constraints. However, the optimality of it has not yet been proved.
Note that we have used the information-spectrum method to analyze the secrecy
measure in the considered network, and the strong secrecy has been guaranteed by
associating the confidential message a binning rate above the resolvability of its
eavesdropper’s channel.

In the latter part of the chapter, the K-user Gaussian interference channel with
confidential messages has been studied as an application of our results derived in
the former sections. It is shown that the optimal SDOF in the strong sense for the
considered network is K−1

2K−1 , achieved by placing a resolvability based secure code
in advance to the interference alignment over real numbers. This result ties with
its counterpart under weak secrecy constraint. Moreover, we proposed an a secure
ergodic interference alignment for strong secrecy in the time-varying network. And
it has been shown that 1

2 −
1

K−1 degrees of freedom can be achieved for each user in
the network. These results have shown that the resolvability based secrecy coding
can be easily integrated with other efficient transmission schemes in the multiuser
networks. It is worth noting that the alignment schemes based on real numbers and
based on time-varying channels always contribute the equal SDOF. For example,
under weak secrecy constraints, the real interference alignment proposed by Xie and
Ulukus [XU13] in the time-invariant interference channel can be re-designed by the
linear alignment based on time-varying channels. Moreover, the method proposed in
Chapter 5 of the thesis has also an equivalent real interference alignment interpre-
tation for wireless X networks. Under strong secrecy constraints, this equivalence
is shown to hold as well for the stationary and memoryless interference channel as
studied in this chapter.
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8.A Preliminary Lemmas

Lemma 8.A.1 (Triangle Inequality for Variational Distance). Let X1, X2 and X3
be random variables defined on the same alphabet set X , with different distributions
respectively. The following inequality holds:

d(PX1 , PX3) ≤ d(PX1 , PX2) + d(PX2 , PX3),
d(PX1 , PX2) ≤ d(PX1PX3 , PX2X3) = EX3

[
d(PX1 , PX2|X3)

]
Lemma 8.A.2 (Data-processing Inequality for Variational Distance). Let X1 and
X2 be random variables defined on the alphabet set X . And Z1, Z2 are two random
variables defined on the set Z, which are defined as: ∀(z, x) ∈ Z × X

PZiXi(z, x) = PZi|Xi(z|x)PXi(x), i = 1, 2.

Then, d(PZ1 , PZ2) ≤ d(PX1 , PX2).

Lemma 8.A.3 (Han-Verdú [HV93]). Let P and Q be two distributions for X, then
for every µ > 0,

d(P,Q) ≤ 2
log eµ+ 2P

[
log P (X)

Q(X) > µ

]
,

where P
[
log P (X)

Q(X) > µ
]
is distributed according to P .

Lemma 8.A.4 (Markov Inequality). If X is any non-negative integrable random
variable and a > 0, then

P[X ≥ a] ≤ E[X]
a

.

Lemma 8.A.5 (Chernoff Inequality). Let x1, x2, . . . xn be independently and iden-
tically generated according to PX . Assuming that the moment generating function
WX(t) , E[etX ] exists, then, ∀δ > 0, there exists an α(δ) > 0 such that

P[ 1
n

n∑
i=1

xi > E(X) + δ] ≤ e−α(δ)n.

8.B Proof of Lemma 8.5.1

In this section, we will present the detailed proof of Lemma 8.5.1.

Proof of Lemma 8.5.1. We are going to show first that the following rate can be
achieved

0 ≤ R1 < I(X1; Y1|U)− Ī(X1; Y2|X2,U) (8.B.1)
0 ≤ R2 < I(X2; Y2|U)− Ī(X2; Y1|X1,U), (8.B.2)
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then (8.5.1) and (8.5.2) can be shown by channel prefixing as shown in [CK78].
We start the proof by creating a codebook. Let R1, R

′

1, R2, R
′

2 > 0. Define
W1 = [1 : 2nR1 ],W2 = [1 : 2nR2 ],W ′1 = [1 : 2nR

′
1 ] andW ′2 = [1 : 2nR

′
2 ]. Let arbitary

γ > 0.

• Codebook generation: Randomly generate a sequence un according to the prob-
ability PUn(un), which can be shared among all transmitters and receivers as
the time-sharing indicator. For transmitter i, i ∈ {1, 2}, generate |Wi||W

′

i |
independent sequences xni ∈ Xni according to the probability PXn

i
|Un(xni |un).

We label the sequences xni as

xni (wi, w
′

i), wi ∈ W1, w
′

i ∈ W
′

i .

• Encoding: In order to send a message pair (w1, w2) ∈ W1×W2, the transmitter
i randomly choose a value w′i according to the uniform distribution on the set
W ′i and sends the codeword xni (wi, w

′

i) to the channel.

• Decoding: Define the sets for i = 1, 2:

T (n)
γ,i , {(un, xni , yni ) ∈ Un ×Xni × Yni :

1
n
log

PY n
i
|Xn
i
Un(yni |xni , un)

PY n
i
|Un(yni |uni ) ≥ 1

n
log|Wi||W

′

i |+ γ

}
. (8.B.3)

Based on the received signal yni , the decoder i aims to find the unique xni (ŵi, ŵ
′

i)
such that (uni , xni , yni ) ∈ T nγ,i; otherwise, a random ŵi is chosen.

Reliability: Let |Wi||W
′

i | = 2n(I(Xi;Yi|U)−2γ). Therefore, we have

T (n)
γ,i = {(un, xni , yni ) : 1

n
iXn

i
Y n
i
|Un(xni , yni |un) ≥ I(Xi; Yi|U)− γ},

based on the definition of T nγ,i.
Define two types of error event as follows: based on the sent messages pair

(wi, w
′

i),

E1 = {(un, xni (wi, w
′

i), yni ) /∈ T (n)
γ,i }

E2 = {(un, xni (w̃i, w̃
′

i), yni ) ∈ T (n)
γ,i , for (w̃i, w̃

′

i) 6= (wi, w
′

i)}.

Therefore, we have the error probability P (n)
e ≤ P[E1] + P[E2] by the union bound.

By the definition of I(Xi; Yi|U), it is clear that limn→∞ P[E1] = 0. Because the
messages pair (wi, w

′

i) is chosen uniformly, it is sufficient to only consider the case
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that (wi, w
′

i) = (1, 1). Let xni represent the sequence corresponding to (w̃i, w̃
′

i) 6=
(1, 1). For the event E2, we have

P[E2] ≤ |Wi||W
′

i |P
[
(un, xni (w̃i, w̃

′

i), yni ) ∈ T (n)
γ,i

]
= 2n(I(Xi;Yi|U)−2γ)

∑
(un,xn

i
,yn
i

)∈T (n)
γ,i

PXn
i
Y n
i
Un(xni , yni , un)

= 2n(I(Xi;Yi|U)−2γ)
∑

(un,xn
i
,yn
i

)∈T (n)
γ,i

PY n
i
|Un(yni |un)PXn

i
|Un(xni |un)PUn(un) (8.B.4)

≤ 2n(I(Xi;Yi|U)−2γ)
∑

(un,xn
i
,yn
i

)∈T (n)
γ,i

PY n
i
|Un(yni |un)PXn

i
|Un(xni |un)

≤ 2n(I(Xi;Yi|U)−2γ)∑
(un,xn

i
,yn
i

)∈T (n)
γ,i

PY n
i
|Xn
i
Un(yni |xni , un)2−n(I(Xi;Yi|U)−γ)PXn

i
|Un(xni |un) (8.B.5)

≤ 2−nγ

where (8.B.4) follows from that yni is independent to xni given un for the not sent
codewords, and (8.B.5) follows from the definition of T (n)

γ,i . Therefore, as n → ∞,
P

(n)
e tends to zero. We note that this result is a conditioned version of Feinstein’s

Lemma [Fei54].
Consequently, we can conclude that Ri+R

′

i = I(Xi; Yi|U)−2γ can be achieved
for the reliability constraint.

Variational Distance for Output Distributions: In order to identify the channel
input and output when using a codeword from Cn, we represent the corresponding
channel input and output variables as X̄n

i and Ȳ ni , i = 1, 2, respectively, and the
time sharing variables as Ūn. To be specific, let us define the following codebook

Cn =
{

(un, cni (wi, w
′

i)) : ∀(wi, w
′

i) ∈ Wi ×W
′

i , i = 1, 2
}
.

Based on the codebook Cn, the joint probability PȲ1Ȳ2X̄1X̄2ŪW1W2
(on its support)

can be factorized as follows, for (un, cn1 , cn2 ) ∈ Cn:

PȲ1Ȳ2X̄1X̄2ŪnW1W2
(yn1 , yn2 , cn1 , cn2 , un, w1, w2)

= Ψn(yn1 , yn2 |xn1 , xn2 )PX̄n1 |ŪnW1
(cn1 |un, w1)PX̄n2 |ŪW2

(cn2 |un, w2)PŪn(un)PW1W2(w1, w2)

= 1
|W ′1||W

′
2|

∑
w
′
1∈W

′
1

∑
w
′
2∈W

′
2

Ψn(yn1 , yn2 |cn1 (w1, w
′

1), cn2 (w2, w
′

2))PW1W2(w1, w2)

The last equality follows from the fact that given Cn, PŪn(un) = 1 for un ∈
Cn, and PX̄n

i
|ŪnWi

(cni |un, wi) = 1
|W′

i
|

∑
w
′
i
∈W′

i
PX̄n

i
|ŪnWiW

′
i
(cni |un, wi, w

′

i), where

PX̄n
i
|ŪnWiW

′
i
(cni |un, wi, w

′

i) = 1{cni = cni (wi, w
′

i)}.



162
Strong Secrecy for Interference Channels: Achievable Rate Region and Degrees of

Freedom

Therefore, if we can show that

lim
n→∞

ECn
[
d(PWiȲ nj

, PWi
PȲ n

j
)
]

= 0, i, j ∈ {1, 2} i 6= j, (8.B.6)

then by Markov inequality as presented in Lemma 8.A.4, there exists at least one
codebook Cn such that limn→∞ d(PWiȲ nj

, PWi
PȲ n

j
) = 0. According to the property

of variational distance, we have, for instance i = 1 and j = 2,

d(PW1Ȳ n2
, PW1PȲ n2 )

≤ d(PW1Ȳ n2 X̄
n
2 Ū

n , PW1PȲ n2 X̄n2 Ūn) = EW1X̄n2 Ū
n

[
d(PȲ n2 |W1X̄n2 Ū

n , PȲ n2 |X̄n2 Ūn)
]

≤ EW1X̄n2 Ū
n

[
d(PȲ n2 |W1X̄n2 Ū

n , PY n2 |Xn2 Un) + d(PY n2 |Xn2 Un , PȲ n2 |X̄n2 Ūn)
]

= EW1X̄n2 Ū
n

[
d(PȲ n2 |W1X̄n2 Ū

n , PY n2 |Xn2 Un)
]

+ EX̄n2 Ūn
[
d(PY n2 |Xn2 Un , PȲ n2 |X̄n2 Ūn)

]
≤ EW1X̄n2 Ū

n

[
d(PȲ n2 |W1X̄n2 Ū

n , PY n2 |Xn2 Un)
]

+ EX̄n2 Un
[
d(PȲ n2 W1|X̄n2 Ūn

, PW1PY n2 |Xn2 Un)
]

= 2EW1X̄n2 Ū
n

[
d(PȲ n2 |W1X̄n2 Ū

n , PY n2 |Xn2 Un)
]
, (8.B.7)

where

• the conditional output distribution based on the code Cn is

PȲ n2 |W1X̄n2 Ū
n(yn2 |w1, c

n
2 , u

n)

=
∑
xn1∈Cn

PȲ n2 |X̄n1 X̄n2 ŪnW1
(yn2 |xn1 , cn2 , un, w1)PX̄n1 |X̄n2 ŪnW1

(xn1 |cn2 , un, w1)

=
∑
xn1∈Cn

Ψn(yn2 |xn1 , cn2 )PX̄n1 |ŪnW1
(xn1 |un, w1)

= 1
|W ′1|

|W
′
1|∑

w
′
1=1

Ψn(yn2 |cn1 (w1, w
′

1), cn2 )

= 1
|W ′1|

|W
′
1|∑

w
′
1=1

PY n2 |Xn1 Xn2 Un(yn2 |cn1 (w1, w
′

1), cn2 , un)

where the last inequality follows because of the Markov chain: Un−(Xn
1 , X

n
2 )−

Y n2 . Ψn(yn2 |xn1 , xn2 ) represents the marginal distribution defined by the channel
transition probability PY n2 |Xn1 ,Xn2 (yn2 |xn1 , xn2 ).

• the target distribution is

PY n2 |Xn2 Un(yn2 |xn2 , un) =
∑

xn1∈Xn1

Ψn(yn2 |xn1 , xn2 )PXn1 |Xn2 Un(xn1 |xn2 , un)

=
∑

xn1∈Xn1

Ψn(yn2 |xn1 , xn2 )PXn1 |Un(xn1 |un)



8.B. Proof of Lemma 8.5.1 163

Therefore, our goal is to show the sufficient condition of (8.B.6)

lim
n→∞

ECn
[
EW1X̄n2 Ū

n

[
d(PȲ n2 |W1X̄n2 Ū

n , PY n2 |Xn2 Un)
]]

= 0. (8.B.8)

According to Lemma 8.A.3, we have the following bound (let µ > 0)

ECn
[
EW1X̄n2 Ū

n

[
d(PȲ n2 |W1X̄n2 Ū

n , PY n2 |Xn2 Un)
]]
≤ µ

loge + 2An,

where

An = ECn

[
EW1X̄n2 Ūn

[
P

[
log

PȲ n2 |W1=w1,X̄2=cn2 ,Ūn=un(yn2 )
PY n2 |Xn2 =cn2 ,Un=un(yn2 ) > µ

]]]
,

and P[·] is distributed according to PY n2 |W1=w1,X̄2=cn2 ,Ūn=un . Considering the inde-
pendence of codewords and the symmetry of the codebook generation, we can let
w1 = 1 for simplicity. Therefore, we have

An = ECn

[
PȲ n2 |W1=1,X̄2=cn2 ,Ūn=un

[
log

PȲ n2 |W1=1,X̄2=cn2 ,Ūn=un(yn2 )
PY n2 |Xn2 =cn2 ,Un=un(yn2 ) > µ

]]

=
∑

un∈Un
PUn(un)

∑
cn2∈Xn2

PXn2 |Un(cn2 |un)
|W
′
1|∏

w
′
1=1

∑
cn1 (1,w′1)∈Xn1

PXn1 |Un(cn1 (1, w
′

1)|un)

×
∑

yn2 ∈Yn2

PȲ2|W1=1,X̄n2 =cn2 ,Ūn=un(yn2 )

× 1
{
log

PȲ n2 |W1=1,X̄n2 =cn2 ,Ūn=un(yn2 )
PY n2 |Xn2 =cn2 ,Un=un(yn2 ) > µ

}

= 1
|W ′1|

|W
′
1|∑

w
′
1=1

∑
un∈Un

PUn(un)
∑

cn2∈Xn2

PXn2 |Un(cn2 |un)
∑

cn1 (1,1)∈Xn1

PXn1 |Un(cn1 (1, 1)|un)

×
∑

cn1 (1,2)∈Xn1

· · ·
∑

cn1 (1,|W′1|)∈Xn1

PXn1 |Un(cn1 (1, |W
′

1|)|un)
∑

yn2 ∈Yn2

Ψn(yn2 |cn1 (1, w
′

1), cn2 )

× 1
{
log

PȲ n2 |W1=1,X̄n2 =cn2 ,Ūn=un(yn2 )
PY n2 |Xn2 =cn2 ,Un=un(yn2 ) > µ

}
=

∑
un∈Un

PUn(un)
∑

cn2∈Xn2

PXn2 |Un(cn2 |un)
∑

cn1 (1,2)∈Xn1

· · ·
∑

cn1 (1,|W′1|)∈Xn1

PXn1 |Un(cn1 (1, |W
′

1|)|un)

×
∑

cn1 (1,1)∈Xn

∑
yn2 ∈Yn2

PXn1 Y n2 |Xn2 Un(cn1 (1, 1), yn2 |cn2 , un)

× 1
{
log

PȲ n2 |W1=1,X̄n2 =cn2 ,Ūn=un(yn2 )
PY n2 |Xn2 =cn2 ,Un=un(yn2 ) > µ

}
.
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We can represent the identification function in the following way:

1
{
log

PȲ n2 |W1=1,X̄n2 =cn2 ,Ūn=un(yn2 )
PY n2 |Xn2 =cn2 ,Un=un(yn2 ) > µ

}

= 1

log 1
|W ′1|

|W
′
1|∑

i=1

Ψn(yn2 |cn1 (1, i), cn2 )
PY n2 |Xn2 Un(yn2 |cn2 , un) > µ


= 1

log 1
|W ′1|

|W
′
1|∑

i=1

PY n2 |Xn1 Xn2 Un(yn2 |cn1 (1, i), cn2 , un)
PY n2 |Xn2 Un(yn2 |cn2 , un) > µ


= 1

{
1
|W ′1|

exp
(
iXn1 Y n2 |Xn2 Un(cn1 (1, 1), yn2 |cn2 , un)

)
+ 1
|W ′1|

|W
′
1|∑

i=2
exp

(
iXn1 Y n2 |Xn2 Un(cn1 (1, i), yn2 |cn2 , un)

)
> 1 + 2τ

 , (8.B.9)

where τ = 2µ−1
2 > 0.

By substituting the identification function (8.B.9) into An, we can bound An in
the following way:

An ≤ P
[

1
|W ′1|

exp
(
iXn1 Y n2 |Xn2 Un(xn1 , yn2 |xn2 , un)

)
> τ

]

+ P

 1
|W ′1|

|W
′
1|∑

i=2
exp

(
iXn1 Y n2 |Xn2 Un(xn1 (1, i), yn2 |xn2 , un)

)
> 1 + τ

 ,
where xn1 and yn2 are related through channel Ψn, and {x1(1, i), yn2 } (i ∈ {2, . . . , |W

′

1|})
are independent. By [HV93], the above two probabilities approach to zero if

|W
′

1| ≥ 2nĪ(X1;Y2|X2,U)+nγ

for arbitrary γ > 0, which implies that R′1 ≥ Ī(X1; Y2|X2,U) + γ. Consequently,
An tends to zero as n → 0 which guarantees that the sufficient condition (8.B.8)
for the vanishing variational distance holds.

By a similar method, we can show that R′2 ≥ Ī(X2; Y1|X1,U) + γ to make the
target variational distance vanish as n→∞.

Combining the rate constraints for reliability and output distribution, we can
conclude that (8.B.1) and (8.B.2) can be achieved.

8.C Proof of Theorem 8.5.1

In this section, we present the detailed proof of Theorem 8.5.1.
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Proof. The proof is based on the proof for Lemma 8.5.1. The main idea is to show
that there exists a codebook Cn such that the variational distance of our target
distributions decays exponentially with respect to n. Henceforth, the information
divergence can be bounded according to Lemma 8.5.2 and Remark 8.2.

Let δ > 0. Fix a distribution PŨ on U . Fix the conditional distributions PX̃i|Ũ on
Xi×U such that E[c(X̃i)] ≤ P−δ for i = 1, 2, respectively. Let ũn, x̃n1 , and x̃n2 repre-
sent the random sequences generated according to

∏n
i=1 PŨ (ũi),

∏n
i=1 PX̃1|Ũ (x̃1,i|ũi)

and
∏n
i=1 PX̃2|Ũ (x̃2,i|ũi), respectively. Let ỹn1 and ỹn2 represent the output sequences

corresponding to the inputs via the stationary memoryless channel.
Let us construct new distributions such that the additive cost constraint can be

satisfied with probability 1. Let us define the following sets

P1,n =
{
xn ∈ Xn1 : 1

n

n∑
i=1

c(xi) ≤ P
}
,

P2,n =
{
xn ∈ Xn2 : 1

n

n∑
i=1

c(xi) ≤ P
}
.

Due to the law of large numbers, it is clear that P[X̃n
1 ∈ P1,n] → 1 and P[X̃n

2 ∈
P2,n] → 1, as n → ∞. By Chernoff bound, there exist α1(δ) > 0 and α2(δ) > 0,
such that

P[X̃n
1 ∈ P1,n] ≥ 1− e−nα1(δ),

P[X̃n
2 ∈ P2,n] ≥ 1− e−nα2(δ).

Note that we here assume the moment generating functions for c(X̃1) and c(X̃2)
exist. Define the following set

Gn =
{
un ∈ Un : PX̃n1 |Ũn=un [x̃n1 6∈ P1,n|un] < e−n

α1(δ)
2

and PX̃n2 |Ũn=un [x̃n2 6∈ P2,n|un] < e−n
α1(δ)

2

}
. (8.C.1)

Then we have

P[Ũn 6∈ Gn] = PŨn(Gcn)

= PŨn
({

PX̃n1 |Ũn [x̃n1 6∈ P1,n|un] ≥ e−n
α1(δ)

2

}⋃{
PX̃n2 |Ũn [x̃n2 6∈ P2,n|un] ≥ e−n

α2(δ)
2

})
≤ PŨn

(
PX̃n1 |Ũn [x̃n1 6∈ P1,n|un] ≥ e−n

α1(δ)
2

)
+ PŨn

(
PX̃n2 |Ũn [x̃n2 6∈ P2,n|un] ≥ e−n

α2(δ)
2

)
≤ en

α1(δ)
2 EŨn

[
PX̃n1 |Ũn [x̃n1 6∈ P1,n|un]

]
+ en

α2(δ)
2 EŨn

[
PX̃n2 |Ũn [x̃n2 6∈ P2,n|un]

]
= en

α1(δ)
2 P[X̃n

1 6∈ P1,n] + en
α2(δ)

2 P[X̃n
2 6∈ P2,n]

≤ e−n
α1(δ)

2 + e−n
α1(δ)

2 ≤ 2e−n
α(δ)

2 , 1− εn,
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where the second inequality follows from Markov’s inequality as shown in Lemma
8.A.4, and α(δ) = min{α1(δ), α2(δ)}. Therefore, we have εn → 1 as n→∞.

Now let us define random variables Un, Xn
i and Y ni (i = 1, 2) as follows. At

first, we construct Un: choose un ∈ Un according to the distribution

PUn(un) =
{

1
P[Ũn∈Gn]PŨn(un) for un ∈ Gn
0 for un 6∈ Gn

Then, we construct Xn
i as follows, for un ∈ Gn such that

PXn
i
|Un(xni |un) =

{
1

P[X̃n
i
∈Pi,n|un]PX̃ni |Ũn

(xni |un) for xni ∈ Pi,n
0 for xni 6∈ Pi,n and xni ∈ Xni

Therefore, the following inequalities hold for all (xni , un) ∈ Xni × Gn

PUn(un) ≤ PŨn(un)
εn

PXn
i
|Un(xni |un) ≤

PX̃n
i
|Ũn(xni |un)
εn

Consequently, the output distribution PY n
i

is constructed according to the input.
Overall, for all (yn1 , yn2 , xn1 , xn2 , un) ∈ Yn1 × Yn2 ×Xn1 ×Xn2 × Gn

PUnXn1 Xn2 Y n1 Y n2 (un, xn1 , xn2 , yn1 , yn2 ) = PUn(un)PXn1 |Un(xn1 |un)PXn2 |Un(xn2 |un)
Ψn(yn1 , yn2 |xn1 , xn2 ).

Codebook generation, encoding and decoding: Based on the newly constructed
distributions, we repeat the steps presented in the proof of Lemma 8.5.1. The rates
are specified as follows: for any γ > 0, i 6= j and i, j ∈ {1, 2},

Ri = I(X̃i; Ỹi|U)− I(X̃i; Ỹi|X̃j , U)− 3γ,

R
′

i = I(X̃i; Ỹi|X̃j , U) + γ.

Before going further, let us review the distributions appeared so far. Let us take
notation X as an example:

X̃ : the basis distribution
X : the newly constructed distribution based on X̃
X̄ : the specific input from a codebook Cn which is based on X.

Reliability: Following the standard method in the proof of Lemma 8.5.1 (the con-
ditional version of Feinstein’s Lemma), the achievable rate Ri+R

′

i = I(Xi; Yi|U)−
2γ can guarantee the reliability condition. Moreover, shown in [Han02] the follow-
ing relation exists I(Xi; Yi|U) ≥ I(X̃i; Ỹi|Ũ). Therefore, the choice of Ri + R

′

i =
I(X̃i; Ỹi|Ũ)− 2γ satisfies the reliability constraints.

Strong secrecy: At first, we provide the following lemma.
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Lemma 8.C.1 (Exponentially Decay). For any γ > 0, ∃N > 0 for all n ≥ N ,
∃α > 0 such that

ECn [d(PWiȲ nj
, PWi

PȲ n
j

)] ≤ e−nα, i 6= j

if R′i ≥ I(X̃i; Ỹj |X̃j , Ũ) + γ.

Based on the above lemma, we can use the upper bound in Lemma 8.5.2 to
show that for sufficiently large n, ∃β > 0, such that

ECn
[
D(PWiȲ nj

||PWiPȲ n
j

)
]
≤ e−nβ ,

if R′i ≥ I(X̃i; Ỹj |X̃j , Ũ) + γ for i, j ∈ {1, 2} and i 6= j. Therefore, it is sufficient for
the strong secrecy condition to be hold.

Combining the reliability and secrecy constraints, it is shown that the secrecy
rate region in (8.5.6) can be established.

In what follows, we shall provide the detailed proof for Lemma 8.C.1.

Proof of Lemma 8.C.1. Let us consider the case i = 1 and j = 2. Let γ > 0, and
recall that |W ′1| = 2nI(X̃1;Ỹ2|X̃2,Ũ)+nγ . The proof follows a similar method given
in [BL13]. Note that from (8.B.7), we have

ECn
[
d(PWiȲ nj

, PWiPȲ n
j

)
]

≤ 2ECn
[
d(PȲ n2 |W1X̄n2 Ū

n , PY n2 |Xn2 Un)
]

≤ 2ECn
[
d(PȲ n2 |W1X̄n2 Ū

n , PỸ n2 |X̃n2 Ũn
) + d(PỸ n2 |X̃n2 Ũn , PY n2 |Xn2 Un)

]
, V1 + V2,

where

V1 = 2ECn
[
d(PȲ n2 |W1X̄n2 Ū

n , PỸ n2 |X̃n2 Ũn
)
]
,

V2 = 2ECn
[
d(PỸ n2 |X̃n2 Ũn , PY n2 |Xn2 Un)

]
.

For the first term V1, we have, for every µ > 0

ECn
[
d(PȲ n2 |W1X̄n2 Ū

n , PỸ n2 |X̃n2 Ũn
)
]
≤ 2µ

loge + 2An

where

An ≤ PY n2 Xn1 Xn2 Un
[

1
|W ′1|

exp
(
iX̃n1 Ỹ n2 |X̃n2 Ũn

(xn1 , yn2 |xn2 , un)
)
> τ

]

+ PY n2 Xn1 Xn2 Un

 1
|W ′1|

|W
′
1|∑

i=2
exp

(
iX̃n1 Ỹ n2 |X̃n2 Ũn

(xn1 (1, i), yn2 |xn2 , un)
)
> 1 + τ

 ,
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for τ = 2µ−1
2 . Recalling that |W ′1| = 2nI(X̃1;Ỹ2|X̃2,Ũ)+nγ , the first term in An can be

bounded as follows: ∃αγ > 0

PY n2 Xn1 Xn2 Un
[

1
|W ′1|

exp
(
iX̃n1 Ỹ n2 |X̃n2 Ũn

(xn1 , yn2 |xn2 , un)
)
> τ

]
≤ 1
ε3
n

PỸ n2 X̃n1 X̃n2 Ũn
[

1
n
iX̃n1 Ỹ n2 |X̃n2 Ũn

(xn1 , yn2 |xn2 , un) > I(X̃1; Ỹ2|X̃2, Ũ) + (γ + logτ
n

)
]

≤ 1
ε3
n

e−nαγ (8.C.2)

where the first inequality follows from the distributions construction

PY n2 Xn1 Xn2 Un(yn2 , xn1 , xn2 , un)

≤ PY n2 |Xn1 Xn2 (yn2 |xn1 , xn2 )
PX̃n1 |Ũn

(xn1 |un)
εn

PX̃n2 |Un
(xn2 |un)
εn

PŨn(un)
εn

= 1
ε3
n

PỸ n2 X̃n1 X̃n2 Ũn
(yn2 , xn1 , xn2 , un),

and the last inequality follows from the Chernoff inequality, based on the assump-
tion that the moment generating function of iX̃n1 Ỹ n2 |X̃n2 Ũn(xn1 , yn2 |xn2 , un) exists.

For the second term in An, we need to note that xn1 (1, i) is independent to yn2
given xn2 , un. Specifically, the distribution can be factorized as

PUn(un)PXn1 |Un(xn1 |un)PXn2 |Un(xn2 |un)PY n2 |Xn2 Un(yn2 |xn2 , un)

≤ 1
ε3
n

PŨn(un)PX̃n1 |Ũn(xn1 |un)PX̃n2 |Ũn(xn2 |un)
∑

xn1∈Xn1

PY n2 Xn1 |Xn2 Un(yn2 , xn1 |xn2 , un)

= 1
ε3
n

PŨn(un)PX̃n1 |Ũn(xn1 |un)PX̃n2 |Ũn(xn2 |un)
∑

xn1∈Xn1

PY n2 |Xn1 Xn2 (yn2 |xn1 , xn2 )PXn1 |Un(xn1 |un)

≤ 1
ε4
n

PŨn(un)PX̃n1 |Ũn(xn1 |un)PX̃n2 |Ũn(xn2 |un)
∑

xn1∈Xn1

Ψn(yn2 |xn1 , xn2 )PX̃n1 |Ũn(xn1 |un)

= 1
ε4
n

PŨn(un)PX̃n1 |Ũn(xn1 |un)PX̃n2 |Ũn(xn2 |un)PỸ n2 |X̃n2 Ũn(yn2 |xn2 , un)

,
1
ε4
n

πỸ n2 X̃n1 X̃n2 Ũn
(yn2 , xn1 , xn2 , un)

Therefore, for the second term in An, we can bound it in the following way:

PY n2 Xn1 Xn2 Un

 1
|W ′1|

|W
′
1|∑

i=2
exp

(
iX̃n1 Ỹ n2 |X̃n2 Ũn

(xn1 (1, i), yn2 |xn2 , un)
)
> 1 + τ


≤ 1
ε4
n

∑
Yn2 ,Xn1 ,Xn2 ,Un

πỸ n2 X̃n1 X̃n2 Ũn
(yn2 , xn1 , xn2 , un)
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× 1

 1
|W ′1|

|W
′
1|∑

i=2
exp

(
iX̃n1 Ỹ n2 |X̃n2 Ũn

(xn1 (1, i), yn2 |xn2 , un)
)
> 1 + τ


≤ 1
ε4
n

P
[

1
n
iX̃n1 Ỹ n2 |X̃n2 Ũn

(xn1 , yn2 |xn2 , un) > I(X̃1; Ỹ2|X̃2Ũ) + γ

]
+ 1
τ2ε4

n

P
[

1
n
iX̃n1 Ỹ n2 |X̃n2 ,Ũn

(xn1 , yn2 |xn2 , un) > I(X̃1; Ỹ2|X̃2, Ũ) + γ

2

]
+ e−n

γ
2

τ2ε4
n

≤ 1
ε4
n

e−nαγ + 1
τ2ε4

n

e−nαγ + 1
τ2ε4

n

e−n
γ
2 (8.C.3)

where the second inequality follows from the proof given by Han and Verdú, and
(8.C.3) follows from the Chernoff inequality

Base on (8.C.2) and (8.C.3), it is easy to show that there exists αn > 0 such
that when n is sufficient large

V1 = 2ECn
[
d(PȲ n2 |W1X̄n2 Ū

n , PỸ n2 |X̃n2 Ũn
)
]
≤ e−nαn .

To bound V2, we have the following inequalities:

d(PỸ n2 |X̃n2 =xn2 ,Ũn=un , PY n2 |Xn2 =xn2 ,Un=un)

≤ d(PX̃n2 X̃n1 Ũn|X̃n2 =xn2 ,Ũn=un , PXn2 Xn1 Un|Xn2 =xn2 ,Un=un) = d(PX̃n1 |Ũn=un , PXn1 |Un=un)

= sup
A⊆Xn1

∑
B∈{A,Ac}

(
PX̃n1 |Ũn=un [B]− PXn1 |Un=un [B]

)
= sup
A⊆Xn1

∑
B∈{A,Ac}

(
PX̃n1 |Ũn=un [B ∩ P1,n] + PX̃n1 |Ũn=un [B ∩ Pc1,n]− PXn1 |Un=un [B ∩ P1,n]

)
≤ sup
A⊆Xn1

∑
B∈{A,Ac}

(
PXn1 |Un=un [B ∩ P1,n]( 1

εn
− 1) + PX̃n1 |Ũn=un [B ∩ Pc1,n]

)
≤ ( 1

εn
− 1) + (1− εn) ≤ e−nβn ,

for some βn > 0.
Combine the bounds on V1 and V2, we can conclude that ∃α > 0

ECn [d(PW1PȲ n2 , PW1Ȳ n2
)] ≤ e−nα.

if R′1 ≥ I(X̃1; Ỹ2|X̃2, Ũ) + γ.





Chapter 9

Conclusion

In this thesis, we have studied the DOF of different wireless networks with im-
perfect channel knowledge and secrecy constraints. Interference alignment is
our main approach for establishing the DOF lower bound. Before finalizing the

thesis, we summarize the experience and knowledge that we have learned from the
alignment design in the previous chapters in what follows.

• With perfect CSIT, interference alignment is a powerful tool for boosting
the sum DOF of wireless networks. Moreover, the alignment design which
is based on the linear beamforming method is often systematic, i.e., it can
be generalized to a larger network in a systematic way. For instance, the
alignment method for the 3-user interference channels can be generalized to
the K-user channel in a systematic manner [CJ08]. The asymptotic alignment
method proposed by Cadambe and Jafar is very useful in a wide variety of
networks [CJ09b,GJ10,GJW11].

• However, with delayed channel knowledge at transmitters, the systematic
alignment is hard to implement. The MAT scheme is remarkable for its nov-
elty of using outdated channel knowledge to provide DOF gain, and it re-
mains as the only scheme that can be systematically generalized from 2-user
to K-user network with significant performance difference. Despite many in-
teresting works to generalize the MAT scheme for divergent networks such
as interference channels, X channels [AGK13] and MIMO broadcast chan-
nels [VV11a], the proposed alignment schemes in general can not be system-
atically applied to larger networks with notable improvement on DOF. For
the network with mixed CSIT, it is also the case that the systematic gen-
eralization is difficult as studied in [YKGY13, GJ12] as well as in Chapter
4.

• Combination of interference alignment and artificial noise transmission is nat-
ural for secure communications. The intuition is that alignment works in a
way such that the interference is squeezed in the subspace, therefore the in-
jection of artificial noise to the interference subspace is efficient for masking
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multiple confidential signals in that space. This idea has been exploited in
Chapter 5, 6, 7 and Chapter 8, as well as the references therein.

As a concept of efficently using dimensions in the system, interference alignment
as a novel line of thought also sheds light on many interesting problems. Let us
provide some potential directions for future research.

• Topological interference alignment: As have been studied throughout the the-
sis, interference alignment is very sensitive to channel knowledge at transmit-
ters. In practice, feeding back the perfect and instantaneous CSI is hard to
be maintain all the time. To avoid using CSIT, recently proposed by Jafar,
an interference management approach can be designed based on the topology
of the network [Jaf14]. As the network topology is relatively stable compar-
ing with channel state, the alignment can work in a blind fashion in terms of
channel knowledge for managing interference in the network. Some algorithms
from graph theory such as coloring can be applied and combined with the con-
cept of alignment. The research in this direction might be more applicable in
practice.

• Different approaches for approximating network capacity: As a first order ap-
proximation for the capacity of networks, DOF is a validated measure in
the high SNR regime. However, in the low to mediate SNR regime, the ap-
proximation by DOF for the network capacity is not very accurate. In fact,
there exists another capacity approximation method often referred to as the
deterministic approach [ADT11], which provides a relatively speaking more
accurate approximation for the network capacity within constant-bit gaps.
In [CJS09] and [HCJ12], it is shown that the idea of these two approaches
can be combined in a signal-scale alignment approach. Moreover, as studied
in [NMA13], the connection of these two approaches is studied particularly
for the wireless X channel, where the capacity approximation is refined from
the DOF to constant-bit gap. The connection of these two approaches in dif-
ferent networks will be an interesting research direction. Generally speaking,
from the perspective of capacity approximations, how to refine the measure
of DOF will be interesting for theoretical concerns.

• Secure alignment in multi-antenna networks: As studied in the thesis, specif-
ically, from Chapter 5 to 8, the secure interference alignment schemes are
proposed in the single-antenna networks. The study of that for the general
multiple antenna settings will be a direct extension of our current work. More-
over, under strong secrecy constraints, how to generalize the method based on
channel resolvability to other major multiuser networks is also an interesting
direct extension of Chapter 8.

• The concept of alignment in wireless caching: Another interesting direction to
apply the idea of alignment is the wireless caching problem recently studied
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by Maddah-Ali and Niesen [MAN13], where essentially the delivery of lin-
ear equations is optimized in caching applications. From the linear equation
perspective, the coded caching scheme in [MAN13] shares the same insights
as the MAT alignment in which the overheard equations are efficiently used
for later transmission/delivery. At the current stage, the caching problem has
just been studied based on a wired setup, i.e., there is no error or erasure
during the data package delivery. However, this is too optimistic for the wire-
less networks. Therefore, to study the caching problem in a more practical
scenario will bring insights for the future wireless networks. For example, the
study of caching system similar to the model of erasure broadcast channel
with feedback [Wan12,GGT13] can be our first bite on the erroneous caching
setup. Generally speaking, motivated by the growing needs for analyzing big
data networks, to apply the principle of interference alignment at the inter-
section with network coding for data package delivery and caching is also an
interesting direction for study.
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