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Abstract 

With the widespread usage of mobile devices and their applications, many areas 
of innovation have created a multitude of opportunities for mobile technologies to be 
deployed with very interesting effects. One such new area that emerged in the last few 
years is mobile commerce. It represents a system where various entities create real–life 
or digital assets, distribute information about them to interested consumers, execute 
transactions, accept various types of compensation methods, and finally deliver these 
assets; all of it in a secure and trusted manner, respecting users’ privacy.  

Since mobile devices are increasingly used for m-commerce, it is important to 
ensure that users’ data on such devices are kept secure. Mobile devices contain many of 
our personal and private data and information, since we nowadays use them for all kind 
of activities, both personal and professional. However, such data and information are not 
always treated in a secure and privacy friendly way.  

The goal of this thesis is to identify and provide solutions to security related 
problems found on mobile devices, such as communications, storage and mobile 
application design, and with the use of cryptocurrencies to combine the findings in the 
design of a secure mobile commerce system.  

As a result, this thesis describes a design and architecture of a secure e-
commerce system, called eAgora, primarily exploiting mobile technology. The system is 
innovative as it treats digital goods, classified and called mobile commerce objects. Based 
on the attributes and anticipated use of such specific m–commerce objects, different 
security and privacy measures for each of them are needed and enforced. The goal was 
to design a system that deals with mobile commerce in a secure and privacy friendly 
way in all the lifecycle of the transactions. 

As users are mostly using mobile devices to connect to the proposed services, 
research first focused on mobile device security and privacy issues, such as insecure 
storage on the mobile device, insecure handling of user credentials and personal 
information, and insecure communications. Issues not only coming from the device 
itself but also from the nature of it; being mobile it is used in a different way that the 
classical desktop computers. Mobile devices are used in public, in an environment that 
cannot be controlled, and are interfacing a variety of networks that are not under the 
mobile device user’s control. Potential attackers’ interest was analysed in different 
mobile commerce scenarios in order to understand the needs for security 
enhancements. 

After having analyzed the possible threats, a methodology for mobile application 
development that would allow many common development errors to be avoided and 
security and privacy mechanisms to be considered by design was specified. Moreover, 
in order to provide secure storage and guard against active and passive intruder 
attacks, a secure Mobile Crypto Services Provider facility that allows storage of data on 
the UICC cards was designed and implemented. 

In order to secure communications, a secure e-mail application was designed 
and implemented. The application provides a user-friendly way to encrypt and sign e-
mails, using the users’ already working e-mail accounts. The security functionality is 
completely transparent to users and ensures confidentiality and integrity of e-mail 
exchange. 

For the mobile commerce system, an architecture that enables exchange of m-
commerce objects between different merchants, customers and retailers is proposed. In 
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the architecture, policy enforcement and the feature to detect suspicious events that 
may be illegal and to cooperate with law enforcement was embedded. 

The newly defined technology of virtual currencies is used as a payment 
facilitator within the proposed architecture. Many of its innovative features are adopted 
but some are also extended, such as the secure use of the user wallet files, i.e. the files 
that link the user with the virtual currencies and enable payment transactions between 
customers and merchants. Although there is no distinction between different virtual 
currencies, Bitcoin is used as an example of a market valued trading currency to 
validate and evaluate the proposed secure e-commerce architecture and the findings 
have been applied on it. 

The thesis provides detailed use cases that demonstrate how the proposed 
architecture of eAgora functions in different complicated e-trading circumstances and 
how different security related mechanisms are used. The thesis concludes with the 
analysis of the research results and with proposed directions for future research and 
development works. 
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Chapter 1. Introduction, Motives and Background 

Electronic commerce (e-commerce) has grown along with the wider use of the 
Internet. Shopping online became a commodity and even from the late 90’s two of the 
most well-known electronic shops were already in operation: eBay1 and Amazon2. Over 
the last several years, e-commerce has gained a new component: mobile commerce (m-
commerce) owing to using smart mobile phone technologies.  

Mobile communication devices, such as mobile phones and tablets, are today 
frequently used by almost every person of any age group. They are used for a variety of 
applications, transactions and activities collecting and exchanging personal data. As 
people are becoming familiar with the use and the adoption of mobile technology, the 
expectations for more m-commerce capabilities are rising. With the wide use of smart 
phones and mobile devices in general, m-commerce provides a way to shop directly 
using one’s mobile device. 

As m-commerce performed by electronic and micro payments is becoming more 
popular, it is inevitable that it will attract cybercriminals that will exploit vulnerabilities 
of m-commerce ecosystems. It is important to understand threats for m-commerce 
scenarios, as it is more than evident that attackers will choose to attack where they will 
gain most benefits with the least effort. It is essential to recognize the attractive benefits 
for an attacker in order to focus on security and assurance for legal and regular 
participants in those transactions. 

In addition to threats coming from cybercriminals, privacy of users carrying out 
m–commerce transactions in the context of profiling, proximity marketing and 
behavioral analysis, is of high interest, both for individuals, as well as for various 
government, law enforcers, and regulatory bodies. Viviane Reding, European’s 
Commission Vice President, stated in January 2012 that: “Personal data is in our today’s 

world the currency of the digital market and like any currency it has to be stable and 

trustworthy” [1]. As it is becoming common and acceptable to use mobile devices without 
hesitation, as well for various m-commerce transactions, both types of data involved, 
financial and personal, have to be protected and secured. 

1.1 Research Problem and Goal 

Mobile devices contain many of our personal and private data, since we 
nowadays use them for all kind of activities, both personal and professional. However, 
these data are not always treated in a secure and privacy friendly way.  

The goal of this thesis is to identify and provide solutions to security related 
problems found on mobile devices, such as communications, storage and mobile 
application design, and with the use of cryptocurrencies to combine the findings in the 
design of a secure mobile commerce system. During the process, current lack of security 
and privacy mechanisms in important parts of a mobile commerce system are addressed. 
Moreover, security policy enforcement and detection of suspicious events in the mobile 
commerce system are foreseen. As a result, the main goal of the thesis is to provide 
solutions to these parts and therefore create a secure means of storage on a mobile 

                                                        
1 https://www.ebay.com 
2 https://www.amazon.com 
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device, a secure means of communication, a new way of treating digital and physical 
merchandise, and an architecture that would handle the circulation of such merchandise.  

In order to design the m-commerce system, called eAgora, the potential 
attackers’ interest in different mobile e-commerce scenarios was first analysed, in order 
to understand the needs for security enhancement. 

In this respect, a Mobile Crypto Services Provider (m-CSP) that allows secure 
storage of data on the Universal Integrated Circuit Cards (UICC) was designed and 
implemented. A secure methodology for mobile application development that would 
allow many common errors to be avoided and security and privacy mechanisms to be 
considered by design was also proposed. 

In order to secure communications, a secure e-mail application to ensure ease of 
use and transparency was designed and implemented. The application provides a user-
friendly way to encrypt and sign e-mails, using the users’ already working e-mail 
accounts. The security functionality is completely transparent to users and ensures 
confidentiality and integrity of e-mail exchange. 

For the mobile commerce system, an architecture that enables exchange of m-
commerce objects between different actors with different roles is proposed. In the 
architecture, policy enforcement and the feature to automatically detect suspicious 
events and cooperate with law enforcement are embedded. 

As payment facilitator, the new technology of virtual currencies is used. Its 
innovative features are adopted and some are also extended, and in particular, the 
secure use of the user wallet files, i.e. the files that link the user with the virtual 
currencies and enable payment transactions. Although the author does not distinguish 
between virtual currencies, Bitcoin is used as an example and applied the findings are 
applied on it. 

Detailed use cases that demonstrate how the system functions in different 
complicated circumstances and how different mechanisms are used are provided. The 
thesis concludes with the analysis of the research results and with proposal for future 
work. Figure 1 gives an overview of the contributions made by this research. 

It is important to clarify at this point that the proposed m-commerce system is 
designed for mobile devices, but it can be used as well by any other device. It is 
therefore an e-commerce system that exploits mobile technology. Throughout the thesis 
the term “m-commerce system” is used when referring to the system. 
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Figure 1. Overview of Research Results 

1.2 Target Groups and Limitations 

The ideal target group for this thesis are ICT researchers working in the area of 
ICT security. It could be of specific interest to industry dealing with e-commerce or with 
a specific aspect that this thesis has worked on.  

In this thesis, a system that deals with mobile commerce transactions is designed 
and as part of this design, specific parts of the system were researched, designed and 
implemented. However, work has not been performed on aspects that have been 
previously researched and are known to be well proven and used. Therefore, the focus 
remained only on the innovative aspects that are proposed as solutions to deal with 
identified problems. 

1.3 Correlation between Chapters and Research Papers 

Most of the work and results described in this thesis has been published in 
research papers in conferences and journals. In this section, an overview of how the 
chapters link to the published papers is given.  

Some of the papers are used in more than one chapters. The correlation chapter 
– papers is the following: 

 Chapter 3, Research Methodology and Concepts of an m-Commerce 
System:  

o "An Architecture for Secure mCommerce Applications",  
o "Threats and Risks Associated with m-Commerce Objects",  

 Became part of the GSM 
methodology

 Integrated into SAFE

Secure storage on a 
mobile device

 Used as merchandise for the 
proposed architecture

 Compatible with iCore project

Notion of m-commerce 
objects

 Provides transparent secure 
communication between 
different actors 

 Compatible with existing e-mail 
accounts

 Used as example implementation 
for other services

Secure e-mail

 Architecture accepted from iCore
 Enables cooperation with law 

enforcement

iCore architecture 
adapted for m-commerce

 Analyzed threats of using of using a 
mobile device in a public environment

 Contributed to Mobileak
 Analyzed over-privileged applications

Mobile threat analysis
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o “Old and New Stakeholder Functions in m-Commerce” 
 Chapter 4, Security Problems and Requirements: 

o "Security of Service Requests for Cloud Based m-Commerce”,  
o "Trust in Mobile Commerce",  
o "Threats and Risks Associated with m-Commerce Objects",  
o “Generic, Secure and Modular (GSM) Methodology for Design and 

Implementation of Secure Mobile Applications", 
o “The MobiLeak Project: Forensics Methodology for Mobile 

Application Privacy Assessment”,  
o “In-Memory Credentials Robbery on Android Phones”,  
o "Data-in-Use leakages from Android Memory - Test and Analysis",  
o “A Permission Verification Approach for Android Mobile 

Applications”,  
o “Security and Privacy in Mobile Cloud Under a Citizen’s Perspective” 

 Chapter 5, Security Architecture for m-Commerce Transactions based on 
Virtual Currencies: " 

o An Architecture for Secure mCommerce Applications" 
 Chapter 6, Security Components and Services for Clients:  

o “Secure Middleware for Mobile Phones and UICC Applications”, 
o “Security Extensions for Mobile Commerce Objects” 

 Chapter 7, Secure Communications:  
o "Secure and privacy-enhanced e-mail system based on the concept of 

proxies" 

The full list of published papers can be found in Chapter 10.2. 

1.4 Thesis Outline 

In Chapter 2 an overview and analysis of current solutions and results in the 
research area is provided. The overview is divided in the areas worked on and there is a 
comparison with the results achieved during the author’s Licentiate thesis.  

In Chapter 3 the research methodology that was used is explained. Moreover, the 
concepts that are used throughout the thesis are defined. In Chapter 4, security 
problems found on mobile devices and mobile commerce are described. The 
particularities of mobile devices in terms of security and privacy are described, and 
possible attack scenarios in a typical mobile commerce transaction are analysed. 

In Chapter 5 the architecture is introduced. In Chapter 6 the solutions on the 
client side are described. In Chapter 7, the Secure Email system that secures the 
communications between all actors of the system is explained. In Chapter 8, how the 
mobile commerce system handles policy enforcement and how it can automatically 
detect suspicious events is shown. 

In Chapter 9, detailed use cases that show how all components work and 
collaborate are provided. Finally, in Chapter 10 the conclusions are found and thoughts 
for future work are expressed. 

The last chapters of the thesis consist of the reference section, a section that 
contains all the abbreviations found in the thesis, and two appendixes that contain extra 
information that may assist the reader in comprehending some particular sections. 
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1.5 Chapter Summary 

In this chapter the research problem and the goals of the thesis are given. The 
aim of this thesis is to put together the findings of research performed in different areas 
of mobile security in a mobile commerce system, named eAgora. eAgora handles 
different kinds of physical and digital merchandise and can use virtual currencies, such 
as Bitcoin, as payment facilitator.  
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Chapter 2. Overview and Analysis of Current Solutions 

From publications and conferences related to modern ICT and e-commerce, it is 
evident that a number of researchers are working in the field. It is similar with the 
number of projects implemented by industry and made available to consumers. In this 
chapter, review current state of the art solutions in all the areas researched are 
reviewed. 

Chapter 2.1 contains relevant work in mobile commerce, Chapter 2.2 covers 
relevant work for secure mobile development methodologies, Chapter 2.3 contains 
relevant work for the secure e-mail system, Chapter 2.4 gives an overview of Bitcoin and 
virtual currencies in general, and Chapter 2.5 compares the current work with the 
author’s Licentiate thesis in order to make clear the new content that has been added 
from the previous work. 

2.1 Mobile Commerce Systems 

Amazon [2], eBay [3] and Groupon [4] have freely available applications on all the 
major application markets (App Store [5], Play Google [6], Windows Marketplace [7], 
etc.). These applications offer different design and interface to their environment 
(traditionally accessed from a computer’s web browser). When using the application, the 
user has an adjusted interface, sometimes with limited options compared to the full web 
site, but nonetheless with all the necessary tools to fulfill a purchase. The approach 
followed in these cases does not rely on a new system or architecture, but is more an 
adaptation of existing web interfaces to mobile phones. 

Besides the simple approaches described above, Google has recently taken a 
slightly different approach to m-commerce by introducing the Google Wallet. What 
makes the Google Wallet different is that it does not only provide an interface to the 
cloud-based wallet in which the user’s credit cards and general payment information is 
stored, but also provides a way for the user to pay locally using his/her mobile device. 
The way this is done is that the user selects on his/her phone, by using the 
corresponding application, the payment method he/she would like to pay with and then 
taps the phone (which supports Near Field Communication) to the specially prepared 
Point of Sales (PoS). 

What Google Wallet achieves is, besides adapting web interface to a mobile 
platform, it also moves some of the logic and use of the online Google Wallet service to 
the mobile device. 

Moreover, already in 2000, Varshney at al. [8] recognized the importance of 
mobile commerce and defined a number of mobile applications, which have become 
successful from a business point of view in recent years. These applications include 
mobile payments, mobile entertainment services, mobile download of video or music, 
mobile procurements of products and services, etc.. This report focuses on mobile 
applications and related use cases of mobile payments, as well as mobile procurements 
of products and services. 

In general, the topic of m-commerce is usually researched from the point of view 
of the technologies used and not so much from a design point of view. The design of m-
commerce systems tends to keep the traditional format where mobile devices simply 
replace desktop computers and all the m-commerce products, or m-commerce objects as 
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described in this thesis, are not differentiated based on their attributes. Nonetheless, 
there are some papers on innovative m-commerce ideas as described below. 

In [9], Wei et al. describe a framework for mobile commerce with a focus on 
security requirements. The framework is based on a model that evaluates mobile agents 
that want to execute a mobile transaction based on their reputation. The implementation 
provides authentication and usage control, but does not address the protection of 
transaction data or user delegation. 

Kim et al. in [10] provide a design solution for mobile commerce where 
distributed organizations and individuals want to work together and share their 
information, but they also need to protect their privacy and sensitive information. The 
authors propose a combination of role, group, and task-based access control (RGT-based 
access control) to address the different needs of the user. The RGT-based access control 
is complemented by authentication and authorization functions and it is integrated in an 
overall layered framework for mobile commerce. While [10] is similar to this thesis’ 
work, in this thesis encapsulation of data in Virtual Objects (VO) is introduced which is 
not presented in [10], even if the concept of a virtual environment, where access control 
could be enacted, is presented. Moreover, policy enforcement mechanisms in order to 
enforce policies in additional to access control rules are used. Finally, the case of 
delegation of access control is presented. 

Related to trust in m-commerce and the mechanisms used, Mekovec et al. [11] 
describe how users perceive online privacy and security and underline the importance of 
this perception for the success or not of any e-commerce system. Similarly Hamed et al. 
[12] recognize the importance of trust in m-commerce and propose a unified trust model 
for this purpose, while the paper of Gupta et al. [13] focuses on trust between the 
different m-commerce actors. 

Nambiar et al. [14] performed an analysis of payment transactions security in 
mobile commerce. As their research is 10 years old, technologies such as Wireless 
Application Protocol (WAP) and Java Micro Edition (J2ME) are not considered relative 
for modern development. Nonetheless, the use of the Subscriber Identity Module (SIM) 
Application Toolkit is still considered relevant, although still not used by major vendors. 
Hughes [15] provides a comparison between Business-to-Business (B2B) and Business-
to-Consumer (B2C), pointing out which Public Key Infrastructure (PKI) components are 
not necessary for a B2C marketplace. Lam et al. [16] propose a lightweight security for 
mobile commerce transactions. Their proposal is based on public key cryptography and 
is end-to-end, thus avoiding any intermediate insecure actors. Chang et al. [17] have 
proposed a secure e-coupon system for mobile users. The requirements Chang proposes 
are similar to the ones proposed in this thesis with the difference that the later are 
extended by including duplication, monetary value, multiple use and tracing. 

The above research results are considered valuable input for the carried out 
research. However, it has to be pointed out, that as the works are relatively out dated, 
some of the restrictions mentioned are not applicable any more. For example, the 
computational power of the mobile devices, the wireless connectivity, the ease of use of 
modern smart phones and the full of capabilities mobile operating systems, make it 
possible to overcome many of the restrictions that were mentioned a few years ago. 

The most significant difference with the solution in this thesis is that a system 
that differentiates approach and security mechanisms depending on the nature of the 
m-commerce object is proposed. The approach is not universal and applied blindly to all 
objects. That is the reason why the different m-commerce object categories were 
distinguished and created. 
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2.2 Methodologies for Mobile Application Development 

This chapter gives an overview of what has been already published related to 
secure mobile applications. Most of these contributions indicate how to design or 
implement a mobile application and how to integrate some specific features into it. 
Some describe suggestions for mobile application development, while others point out 
the challenges for the development of secure mobile applications. 

Ueyama, Pinto and Madeira proposed a generic approach for constructing mobile 
device applications [18]. It is a middleware solution, based on generic components 
approach, to build adaptive applications, which can be deployed across heterogeneous 
devices with minimum resources overhead. It effectively solved the adaptability and 
flexibility issues. 

Andre and Segarra proposed another generic approach, called MoleNE [19]. It 
works in such a way that it provides a set of generic base services as the abstraction of 
concepts to the developers, so that they could use it to create customized applications. 

Serhani, Benharref, Dssouli, and Mizouni listed the main issues to consider when 
developing mobile applications and mobile web services [20]. A framework, which 
includes a mobile client environment and backend server/mobile web services, is 
described. Finally, an example of a mobile application, developed by using the proposed 
framework, is given. 

Ray Gonzales gives some suggestions on how to design mobile applications in 
[21]. These suggestions include how to structure user interfaces based on the size of a 
screen, some pre-defined design conventions, etc. in order to achieve convenient and 
comfortable interactions between users and mobile devices. 

Christien Rioux presented challenges for developing secure mobile applications 
in [22]. He also analysed security features for three popular mobile platforms: Windows 
Mobile, RIM Blackberry, and Google Android and listed some security vulnerabilities 
and malicious code for these platforms. 

It can be concluded that at the time of the research of the secure methodology 
there were not so many research and development results in the area of the generic 
methodology for developing secure mobile applications. Specially, few results 
concentrate on the security during the design and implementation phases. The 
methodology that is proposed in section 4.1.2 addresses this shortage. 

2.3 Secure Storage on a Mobile Device 

Securing data on a mobile device is becoming a requested feature over the last 
few years and many actions have been taken towards this approach. The latest versions 
of the most used mobile operating systems can provide full disk encryption in order to 
secure users’ data. The solution proposed in this thesis differs as the proposed means 
for securing data is not the internal phone’s memory, but the UICC which can ensure the 
security and integrity of the data stored in it [23]. 

In [24] Steffens et al. propose a SIM-based mobile wallet which is used as a 
replacement for credit/debit cards. Their wallet stores the cards in a UICC and then, 
when a purchase is about to take place, the wallet is used to retrieve the card numbers 
and proceed with the purchase. The technologies that the authors proposed in order to 
implement a demo wallet are the same with the one used in this thesis for the 
implementation of the Mobile Crypto Services Provider (m-CSP). However, the most 
important difference is that their implementation is application specific and handles 
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one type of data. M-CSP on the other hand is a middleware application that enables the 
use of the UICC for storing any kind of data. 

In [25] Kalman et al. propose an architecture in which a SIM card is used as a 
storage of keys in a communication network. As part of their proposal, they indicate 
that keys can be securely stored in a SIM card. In their paper, implementation details 
are not provided as it is out of the scope of the paper, but an important difference can be 
seen compared to the m-CSP implementation. Their proposed solution does not transfer 
any data towards and from the SIM card, but rather uses the keys that are created and 
stored internally in the SIM. 

Gejibo et atl. [26] propose a storage solution for Mobile Data Collection Systems 
running on Java Micro Edition (Java ME). Their solution is applicable for low end Java 
enabled phones. Egeberg proposes as well a solution for saving securely data using Java 
ME and related security APIs [27]. Their solutions different from the m-CSP as the 
storage media is the phone’s memory and not the UICC. Similarly, other solutions such 
as [28] and [29] focus on securely storing data on a cloud accessed from a mobile 
device. 

2.4 Secure Email 

The concept of using a proxy server in order to enhance security for an 
application or in particular for e–mail is not new. Already in 1999, Brown et. al [30] 
have implemented a proxy server called Enigma to add security to mail clients of that 
time. Their solution was using only the Post Office Protocol (POP), but more 
importantly, the proxy server they developed was not located remotely, but was an 
extra component on the user’s workstation. As a result, their proxy server was a local 
application acting as an extension of an e–mail client, communicating internally with the 
e–mail client and over the network with the corresponding e–mail server. 

Abbasi et al. [31] proposed a secure e-mail system with a proxy server, which is 
located logically at the domain of the mail server and acts as a proxy server by 
introducing Secure/Multipurpose Internet Mail Extensions (S/MIME) and other 
security mechanisms, such as spam filtering and address book protection. Their design 
is different from the secure e-mail implementation as it consists of two separate 
components, the secure e-mail server and the secure e-mail client, which both reside at 
the corresponding mail server. These components are responsible for performing 
security functions and act as a proxy on behalf of a user. Moreover, the two elements are 
actively interfering with the functionality of native e–mail servers in order to apply 
some of the extra security functionalities, to apply spam policies for example. The 
Secure Email (SEM) implementation, on the other hand, is more flexible, i.e. it does not 
interfere at all with functions and operations of the native mail server, as the native 
mechanisms are more than capable of handling these kinds of threats. Moreover, the 
mechanisms of the mail servers are updated regularly and as a result, the adoption to 
each update would have been an important burden. 

Another secure e-mail solution currently deployed and in testing phase, is 
Scramble [32]. Although providing end-to-end encryption to e-mails, it actually 
represents a new independent e-mail server and not an add-on solution. As a result, 
users cannot use it with their existing accounts, but would rather have to create a new, 
dedicated secure e-mail account. This is considered as a major obstacle for broader 
adoption and one of the distinguished features of SEM is that users can keep their 
current e-mail addresses. 
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Jammalamadaka et al. [33] have implemented a proxy based architecture in 
order to enable secure browsing when using a public computer. Delegate, as their 
system is called, prohibits some known attacks, like hijacking, and prohibits the user of 
entering his/her credentials on an untrusted computer. The drawback of this 
implementation is the necessity of extra hardware, a mobile phone in this case. The user 
needs to use his/her mobile phone loaded with a specific mobile application in order to 
authenticate to the proxy in order to then initiate the secure communication with the 
untrusted computer. 

Besides developing systems and designing architectures there have been also 
some more simple solutions, mostly focusing on a single e-mail server. For example the 
Gmail S/MIME [34] is a plugin for Firefox that adds S/MIME when accessing the Gmail 
server from the browser. The main drawback of this and other similar solutions is that 
the plugin is depending on the interface of the e-mail provider. As a result, when the GUI 
changes and functionalities are modified, the plugin is not functioning anymore. 

Another example for Windows based systems is OpaqueMail [35]. This solution 
provides a local proxy server that interacts with the mail client and provides S/MIME. 
The main differences with the author’s solution is that OpaqueMail requires local 
installation and thus, besides the Operating System requirements, needs to be installed 
on all users’ devices. 

2.5 Licentiate Thesis 

This thesis is a natural continuation of the Licentiate thesis [36]. The work for 
this thesis has used the results of the licentiate and has continued in more depth where 
needed. The most significant newly added parts are the following: 

 Secure Email: Design and implementation of a means to ensure secure 
communication between all actors of eAgora.  

 Virtual Currencies: Use of virtual currencies as a facilitator for the payment 
transactions; enhancement of personal wallet with a hybrid security solution. 

 Policy Enforcement: Enhance the mobile commerce architecture with policy 
enforcement and mechanisms to detect suspicious events 

 m-Commerce Objects: Continued research on secure mobile commerce 
objects 

 Mobile security and privacy issues: Continued research on mobile security 
and privacy issues 

2.6 Chapter Summary 

In this chapter, the related work of the main topics that this thesis covers is given 
and the differences with the proposed solutions are explained. Having reviewed other 
ongoing activities in the research area as well as commercial available solutions the 
following needs for further research have been recognized: 

 Secure storage on mobile devices using UICC 
 Designing mobile applications in a secure way 
 Secure e-mail without the need for extra hardware or software 
 A mobile commerce system that would provide policy enforcement 

mechanisms in order to enforce policies on the transactions  
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Chapter 3. Research Methodology and Concepts of an m-

Commerce System 

In this chapter, the research methodology and the key concepts of the thesis are 
described. In Chapter 3.1, the research methodology is explained. In Chapter 3.2 the 
notion of mobile commerce objects is defined. In Chapter 3.3, the key terms and 
concepts used in mobile commerce are given. In Chapter 3.4, Bitcoin and virtual 
currency related concepts and terms are explained. Finally, in Chapter 3.5 important 
security related terms are defined. 

3.1 Research Methodology 

The research carried out in the thesis started with a wide exploration of the area 
of ICT security. Being mobile, portable smaller in size and capabilities, having a different 
user interaction and most of all, being used in public, mobile devices have particularities 
which affect directly or indirectly user’s security and privacy. 

After having understood such particularities, research focused in finding specific 
security vulnerabilities on mobile applications and analyzing them. Depending on the 
results, solutions to the found problems were proposed. Moreover, where necessary the 
proposed solutions were designed and implemented. 

Mobile security is a subdomain of ICT security bit it was still broad for the results 
to take effect. Therefore, the research results were applied in the area of mobile 
commerce. Mobile commerce was chosen due to its potential and high demand for 
innovative security and privacy enhancements. As mobile commerce deals with 
transactions, money is involved and therefore any misuse or loss of user data may have 
a direct financial impact on him/her. Moreover, mobile commerce is suitable for all the 
results to be applied as it deals with mobile devices. 

Having specified the target application area, the work focused on finding an 
innovative way of handling mobile commerce merchandise. In this respect, the m-
commerce objects were introduced. This provided the means of applying the security 
and privacy results in this area. 

The next step was to design the complete mobile commerce system. In order to 
do this, and since the design should be practical and not only theoretical, research 
projects that could be utilized as a basis for the work to be built upon were searched. In 
this respect the iCore project [37] was identified as the basis. Even though iCore deals 
with the interoperability of Internet of Things, it was adapted to the notion of mobile 
commerce objects and was therefore used as the basis for eAgora. 

As the system was designed, focus was given on improving specific parts of it. In 
this respect, work has been done in different directions, such as designing and 
implementing: 

 a secure method of saving data on a mobile device, 
 a secure communication system between different actors using e-mails,  
 a new hybrid way of storing one’s digital wallet when using virtual 

currencies, and 
 a secure methodology for designing mobile applications. 



14 

Moreover, in the mobile commerce system were embedded ways of 
automatically dealing with particular requests, such as delegation of objects, policy 
enforcement and detection of suspicious events. 

Research was based on literature study, monitoring of the latest news and 
innovations in the area of ICT security, and discussions and exchange of thoughts with 
other researchers in conferences and workshops. All the information received was 
evaluated and used to propose, design and implement the solutions. 

3.2 Mobile Commerce Objects 

In this thesis, a comprehensive architecture for secure and privacy-enabled m-
commerce is described and proposed. The proposed architecture is generic, object-
oriented, and applicable to different types of specific m–commerce objects. Some of 
these objects represent obligations (for instance mobile discounts) while others have 
monetary value. For both types – having monetary value or not – their reliable and 
verifiable origin, source, content, and authorized usage is important. 

It is important to understand similarities and differences between various types 
of m-commerce objects. The criterion for some well-known transactions to be classified 
as m–commerce objects is whether they have direct – explicit or indirect – implicit 
value. An example of an m–commerce object with explicit value is a pre–paid card – its 
value is equivalent to the money paid for the card. An example of an object with implicit 
value may be various discounts or benefits based on different types of memberships. 

In this section, typical m–commerce objects are listed. The first type of m–
commerce object is promotions. They publicize a product or a service with discount, so 
that the offered discount represents an implicit value of this type of m–commerce object 
[38]. In a mobile digital environment, these objects can be managed through 
personalized advertisements received through the Internet or even through a personal 
area network. A citizen with a Bluetooth enabled phone, for example, may receive 
personalized promotions or discounts to his/her phone via Bluetooth when shopping in 
a mall. The project PROMO demonstrates how this can be achieved [39]. Promotions do 
not require payments by users, which means that this type of m–commerce objects can 
be obtained without associated financial transaction. 

The next type of m–commerce object is mobile coupons. Those are text or picture 
vouchers solicited or purchased and delivered to a consumer’s mobile phone. This 
object can be stored and exchanged for a financial discount, when purchasing a product 
or service [40]. The most important difference between promotions and coupons is that 
coupons have a value (expressed either as discount or monetary value), while 
promotions are mostly used for advertising of discounts. 

The third type of m–commerce objects is a standard voucher used mainly today 
in paper form. It is a small printed piece of paper that represents the right to claim 
goods or services [41]. In the case of an m-voucher, there is no printed copy, but a 
digital equivalent with the unique identifier, such as a barcode or a Quick Response 
(QR) code, stored locally on the phone or remotely at the m–commerce server. One 
example of such vouchers are coupons distributed by Groupon3 or some other similar 
companies. In order to acquire a voucher, a payment transaction is usually involved. 
The difference between a voucher and a coupon is that the voucher is a complete 
representation of a product or a service, while the coupon is an offer/discount for the 
product or service. In other words, having a voucher means that the specific product has 

                                                        
3 https://www.groupon.com 
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already been bought in advance while with a coupon consumers may claim it at 
alternative places or not at all, if the coupon was not purchased. 

Another type m–commerce object is a gift card. In real life it is usually a tangible 
device (plastic card), embedded or encoded in plastic, electronic or other form with a 
value based on a payment, which promises to provide to the bearer merchandise of 
value equal to the remaining balance of the card [42]. In a digital environment, a gift 
card can be seen as an equivalent to a very specific and limited pre–paid amount in an e-
wallet, which can be used only with the specific merchant, in a particular shop or for a 
particular series of products. The difference with the voucher is that a gift card can be 
used as many times as possible, as long as there is credit left in the card. The voucher 
however is usually limited to one or to a predefined number of claims. 

Mobile ticketing is an electronic realization with the help of a mobile device of 
the proof of access/usage of rights to a particular service [43]. There are many forms 
and ways to purchase a mobile ticket. Usually, a Short Message Service (SMS) message is 
the outcome of the purchase (the receipt). 

A pre-paid card has many similarities with the gift card. It has a value stored in 
an e-wallet or in some account that can be loaded with money in order to be used 
mostly for micropayments [44]. The main difference with a gift card is that a pre-paid 
card is intended to be used by the owner and not to be gifted to another party and is 
usually not limited to specific merchants. More importantly, a pre-paid card can be 
recharged when the pre–paid amount is exhausted. By their purpose and type of 
transactions supported, the very popular pre–paid airtime may also be considered as 
one type of pre–paid card. In case of airtime, such m–commerce object is usually called 
telecom account. 

The next example and type of m–commerce object is a bonus card (also called 
loyalty card). This type of object usually refers to accumulation of points that a user 
gains from various purchases [45]. They are usually represented as supermarket cards, 
airline bonus cards, membership cards, etc., issued by merchants/businesses that give 
points to the customers depending on the value of goods or services that they 
previously purchased. Their owners can later use these points, in exchange for products 
or services. Such cards are usually free to acquire, but are bound to a user (or to a small 
closed and related group of users, such as members of a family). 

The final type of m-commerce object is virtual currency. Virtual currencies are 
generated by digital activities, solving certain cryptographic problems. They have 
financial value, as they can be exchanged for real money. Virtual currencies are 
considered as a type of m-commerce object that have a value and are used to purchase 
goods or services. However, as the technology of virtual currencies is well used today 
their use is not elaborated in this thesis. They are used however as a payment facilitator 
for eAgora. 

3.3 Terminology and Concepts 

In the area of m-commerce many terms are used interchangeably. Therefore, it is 
essential to distinguish between them and clarify how they relate. 

3.3.1 Assets 

Mobile objects are assets for the user (Figure 2). Since they are digital objects, 
they cannot be treated directly as products/goods. However, they link to and assist 
with the purchase or use of a product (a gift card to buy furniture, for example). Besides 
tangible objects, they may also lead to the use of services, like a ticket for a bus. 
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Figure 2. Assets, Services and m-Commerce Objects 

 

3.3.2 Participants/Roles 

In this research, security is treated from a user’s perspective. Therefore, it is 
important to distinguish the different roles that a user may have in the m-commerce 
chain (Figure 3). A seller is a person who provides goods or services. A retailer or 
merchant is also a seller, but in these cases, the goods/services that are sold are 
produced/offered by other parties. A buyer/client/customer/purchaser is the 
recipient of a good/service from a seller/merchant. Finally, a user/consumer/owner is 
the person that uses a product or a service. 
 

 

Figure 3. The Citizen’s different Roles 

 
On the other hand, an attacker is a person who attempts to profit by attacking or 

masquerading all of the above-mentioned roles. Attacking may have different meanings, 
from simply stealing a good that a consumer bought to completely disabling a service 
that a merchant offers. The scale of the attack, as well as the resources used, depends on 
the motives of the attacker and more importantly on the economic gain. 

3.3.3 Transactions 

A user is interacting with other parties in the chain of m-commerce (Figure 4). 
Sellers and merchants inform and then try to influence and persuade citizens to buy 
and use the products they sell. Identification and authentication is used when special 
attributes are needed during a purchase. Delegation of a third party will require both 
actions. Gifting is the process of transferring an m-commerce object from the user that 
bought it to another person. The process of gifting may also involve authentication 
and/or identification. 
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Figure 4. Interactions of Citizens in their different Roles 

 
Finally, an actor of the m-commerce system, as described in the following 

sections, may be either a physical person or a computer-based entity. 
 

3.4 Payment Systems based on Virtual Currencies 

Virtual currencies have brought a new way for handling payments. In the 
proposed m-commerce system, virtual currencies were introduced as a payment actor 
and ways of increasing the user’s security when using them were designed. 

In this chapter and in the ones that follow Bitcoin is used as a specific virtual 
currency on which research is applied. The motivation behind this choice is that Bitcoin 
was the first decentralized virtual currency and has been used as a basis for the ones 
that followed. Therefore, it is useful to understand how Bitcoin works and what 
innovations it has brought to the payment schemas. It has to be noted however, that the 
work is applicable for other virtual currencies as well. 

3.4.1 Introduction to Bitcoin  

Money and currencies are as old as civilization and the first human interactions. 
It has evolved over the years and is found in different types. However, a new kind of 
currency has been only created a few years ago. Specifically, digital currencies gained 
wide acceptance with the newly created digital crypto currency of Bitcoin. The concept 
of Bitcoin was created in 2009 by Satoshi Nakamoto [46]. Although it still remains 
unknown who Satoshi Nakamoto is, if he is a real person or a pseudonym for a group of 
people, the software that he developed based on his paper became very popular and has 
marked a new era for digital currencies. Bitcoin is the world’s first decentralized peer-
to-peer payment system. 

Virtual currency schemes existed before the creation of Bitcoin. As the European 
Central Bank defines in their report [47], “a virtual currency is a type of unregulated, 
digital money, which is issued and usually controlled by its developers, and used and 
accepted among the members of a specific virtual community”. 

Generally, there are two main ways to obtain a virtual currency: 
i. You exchange it with real money. 

ii. You perform some tasks or services and as a reward gain an amount on a 
specific currency. 
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Moreover, virtual currencies can be distinguished into three main categories: 
i. Closed virtual currencies. Such currencies appear mostly at games. They 

are a currency used inside the game and is gained by performing tasks and 
missions, always in the game world. Usually such currencies do not have a 
real value and can be used only under the domain where they were created. 

ii. Closed virtual currencies that can be gained through real money. Such 
currencies are similar to the above category with the difference that they are 
gained by actually paying with real money. The virtual currency after the 
acquisition can only be used inside the domain for which it was purchased 
and cannot be exchanged back to real money. 

iii. Open virtual currencies. These are alternative to money currencies that can 
be used in all the ways as real money. They have an exchange rate to all 
known real currencies and can be exchanged to and from at any time. 

Bitcoin belongs in the last category. Money in general is associated and used in 
three forms [47] and Bitcoin has been created is such a way that it can be used for all 
three: 

i. As a medium of exchange; used to trade goods or services. 
ii. As a unit of count; as measurement of value in order to cost goods and 

services. 
iii. As a store value; to be stored and retrieved for future use. 

The way Bitcoin is used under these attributes is explained in the following 
section. 

3.4.2 Bitcoin Technology 

What can be confusing for Bitcoin users is that Bitcoins are not actual coins. They 
do not exist physically in a remote or local place, neither are they stored in a file on the 
user’s computer. They are actually a collection of transactions or even better a 
continuous group of linked transactions that has started from the very beginning and 
creation of Bitcoin. As a result, when user A has three BTC (BTC is the acronym of 
Bitcoin), what he/she actually has is an address that belongs to him/her which has been 
assigned of a total of three BTC from past transactions. 

An address in Bitcoin is a unique identifier that is based on public key 
cryptography. What happens is that the Bitcoin user creates a key pair (private and 
public key) and uses the public key as an address. The private key is kept secret and is 
the proof to the other Bitcoin users that the address created belongs to the user. A 
user’s account can consist of many different addresses like that and can be combined 
together, if needed, in order to perform transactions. For example, if address A has 1 
BTC and address B has 2 BTC the user can combine them together in order to perform a 
transaction that is equal to 3 BTC. 

Since users in Bitcoin use only their addresses for all transactions, Bitcoin is 
considered to be anonymous. Actually, this is not entirely true. The Bitcoin address is 
not directly linked with the real identity of the user, but if someone wants to find out the 
identity this could actually be done from the user’s third party activities. 

The balance of each address can be verified by anyone on the Bitcoin network, 
since all users are in possession of the complete transaction history, named blockchain. 
In the blockchain all transactions that ever happened on Bitcoin are recorded. The 
process of expanding the blockchain is a difficult computational algorithm that ensures 
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the stability of the system. Many people/miners devote a lot of computational power 
and electricity in order to work on the blockchain and continue to expand it with all the 
new transactions that take place worldwide. As this is a very important feature of 
Bitcoin, there is an award for the miner that solved the computation problem and thus 
expands the blockchain. This award was initially set to 50 BTC and is configured to be 
halved every 210000 blocks. As of today, the block reward is 25 BTC and is expected to 
drop to 12.5BTC in 2016. 

A block in the blockchain is a collection of all transactions that have been 
performed since the last block. The transactions are bound together and along with 
some other values, a block of data is created. The miners try to find a hash of this data 
that corresponds to a value that starts with a predefined number of zeroes. The precise 
number is defined by the algorithm itself and is recalculated every 2016 blocks, taking 
in consideration the time that was needed for a miner to find the solution. The target of 
the algorithm is to allow a creation of a block worldwide every ten minutes. If the global 
hash rate power increases and the discovery time is less, or the exact opposite, the 
difficulty is adjusted accordingly. The technical details of the algorithm is beyond the 
scope of this thesis and if the reader is interested in learning the complete algorithm 
he/she should read the original Bitcoin paper [46]. 

At the early use of Bitcoin, miners were using normal CPUs in order to perform 
these calculations. However, as the difficulty arose along with the global miner 
processing power and as a result, GPUs were later used as they were found to be much 
more efficient in mining. Nowadays one can find application specific integrated circuit 
(ASIC) miner hardware that are made exclusively to mine Bitcoins. 

Even with the use of specialized hardware, the difficulty of finding a “winning” 
block for a sole miner is very high and quite rare. The global hash rate power has 
increased so much that it is not anymore worth for a miner to mine alone. As a result, 
mining pools have been created and provide a means of mining as a community instead 
of mining individually. Different mining pools have different policies regarding the way 
they perform the common mining and on the way the split the awards. The base 
distinction between pools are the following: 

 Reward policy. The policy regarding the reward you gain from the pool 
when you choose to mine for them.  

o PPLNS – Pay Per Last N Shares. The reward is based on the last N 
shares of the winning share. 

o PPS – Pay Per Share. The miner receives an amount for each share 
he/she submits. 

o Proportionate. The miner receives an amount proportionate to the 
shares he/she has found in a round of mining. 

o Score based. The pool assigns a score to the miner based on their 
performance and a reward is given to them based on this score. 

 Share mining. When mining in a pool, miners do not mine directly in order 
to find the Bitcoin winning block but rather mine in order to find a “share”, 
which is an equivalent problem but with smaller difficulty. So each pool has 
its own blockchain, called sharechain, and the miners receive awards based 
on the shared they have submitted up to the point that a share that can 
qualify as a block is found. 

 Fees. Some pools may have fees in order to allow a miner to mine with them. 
Usually, in exchange of the fees the miner gets some benefits and some 
services that he/she may not find somewhere else. 
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 Payout time. The minimum time that needs to pass before you can receive a 
reward. 

 Location. Where the pool is physically located. This has implications on the 
legal status and the consequences that a pool may face. The miners are of 
course affected as well by any legal issues the pool may face, especially if 
their wallet is located in the pool. Another important aspect that may affect 
the location is the ping time from the miner’s location. 

 Merged mining. Some pools give you the possibility to mine for two 
currencies in parallel. Usually the second currency in such cases is 
Namecoin4. Mining for two coins at the same time is an advantage for the 
miner as with the same effort the miner can gain two rewards. Even if at the 
current time Namecoin is not as valuable as Bitcoin is, it is still a bonus. 

 Pool architecture. The architecture on which the pool is based. There are 
three main categories depending on the way the servers and the shares are 
handled: 

o Centralised. There is one main server that handles the 
communication and coordination of the miners 

o Decentralised. There are a number of main servers that handle the 
communication and coordination of miners 

o Distributed. There is no central server and everything is distributed 
in the network. 

Distributed pools are resistant to big scale DDOS attacks and are generally 
more stable. On the other hand, centralized and decentralized pools are 
easier handled and their reliability depends on the administrator/owner of 
the pool. 

3.4.3 Characteristics of Bitcoin 

One of the unique characteristics of a virtual currency is that unlikely traditional 
money, its value does not derive from gold or as government fiat, as traditional money, 
but rather from the value that people assign to it. In order to create, or mine as used in 
the Bitcoin terminology, new Bitcoins computational power is needed and the reward 
for the miner is a predefined number of Bitcoins. The value of a Bitcoin is based on 
demand and offer and has changed a lot in a short period of time. For example, in 2011 
one Bitcoin was worth US $0.30 while the highest exchange value was in 2013 where 
one Bitcoin could be traded for US $1135. Today, the price is approximately US $256 
[48]. 

The reason for this very large value fluctuation is twofold. On one hand, the 
steady increase of using Bitcoin worldwide has made it more powerful in terms of 
exchange compared to well-known currencies. Moreover, the increasing difficulty of 
mining new Bitcoins in addition with the increasing number of miners has also 
influenced the price increase of Bitcoins. On the other hand, Bitcoin has been in the 
center of cybercriminals. Attacks on not only the protocol itself but mostly at large 
Bitcoin markets has led to the theft of numerous of Bitcoins. Such loss has influenced 
the market a lot and has led to sudden and large decreases in price. 

Another important characteristic of Bitcoin is the fact that it is based on a 
distributed peer-to-peer network and therefore is completely decentralized. There is no 
central authority, no main server, every peer is equal on the Bitcoin network and 

                                                        
4 http://namecoin.info/ 
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altogether make the currency strong and resilient to large-scale attacks. This is seen as 
an advantage compared to traditional payment systems where there is a centralized 
authority which makes the connection between the client and the merchant and is 
responsible on carrying out the payment process. Since there is no central authority, 
there is also no single point of failure. In order for the Bitcoin network to fail, more than 
50% of the network must be compromised by the attacker, something that seems not 
feasible taking into consideration how large and wide spread the network is. 

Bitcoin has gained wide acceptance by merchants and services because of 
another difference it has with current digital payment schemes, such as credit and debit 
cards. It has much lower transaction fees, even none. The transactions fees for Bitcoin 
are significantly less compared to fees from the major credit card issuers like VISA, 
MasterCard and American Express. Especially, for micropayments this becomes a rather 
important factor for merchants as it increases the margin for profit a lot. 

Moreover, the transaction time is much shorter compared to credit card 
payments. This becomes very important for merchants, as they can have a transaction 
confirmed and the Bitcoins in possession in around an hour (or six block confirmations 
as described in the section below), a period which is significantly less than the 
transaction confirmation of credit cards or bank cheques. 

Another important characteristic for merchants is that Bitcoin is very easy and 
fast to set up. What is needed is a computer or even a mobile device and Internet 
connection. Then you are able to become a node of the Bitcoin network, create 
addresses and receive and send Bitcoins. In addition, all of the above come without 
subscription fees or contracts. 

Finally, the fact that the transactions are non reversible on Bitcoin is a favorable 
characteristic for all merchants. Once a transaction is performed, it cannot be reversed 
by the performer. The only way to reverse a transaction is to have the receiver of the 
transaction send the equivalent amount back to the sender, as a completely new 
transaction that is not linked with the previous one.  

3.4.4 Disadvantages of Bitcoin 

Besides the features and advantages of Bitcoin, some disadvantages are found as 
well. As mentioned previously, the time of the transaction until it can be confirmed 
without any doubt is at minimum the time of a new block discovery in the blockchain, 
i.e. around 10 minutes. In addition, to be certain at least six blocks will need to be 
created in the blockchain, making the confirmation time arise to one hour. Although this 
time is significantly less than the time needed for merchants to receive the payment 
from customer via a credit card system, for customers the situation is not the same. 
Making a customer wait for one hour in order to make a payment is not realistic, 
especially when considering shopping directly at a retail store and not online. This 
disadvantage is one of the main reasons why some other crypto currencies have 
emerged, like Litecoin for example. The time to find a block, and thus be able to confirm 
a transaction, is much faster in these cases. 

Although Bitcoin leaves the decision to set fees for a transaction to the user 
making the payment (or the system/actor providing the payment system), since version 
0.9.0 of the Bitcoin wallet, a minimum fee of 0.0001 BTC (0.1 mBTC) is set for 
transactions that have a size smaller than 1000 bytes [49]. This fee is still very low 
(around 0.04 Euro) but may start influencing micropayments. Nonetheless, other 
wallets may not choose to implement this option, but then the transaction may not 
always be certain to be approved. 
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Another problem, although not strictly related with Bitcoin, is the so called 
choice paralysis [50]. Making a user have one more payment option, may confuse the 
user and may in the end lead to cancel a transaction. This was observed in the Bitcoin 
case with Wikipedia and their choice to accept Bitcoin donation or not. Finally, what 
they did was to accept Bitcoins, but via Coinbase. As a result, the Bitcoins received were 
automatically exchanged to US dollars. 

Finally, a legal problem with Bitcoin is that it still lies in a non-defined legal state. 
Governments have not yet decided how to treat Bitcoin and this uncertainty causes 
doubts and hesitations to users.  

3.4.5 Difference with Other Virtual Currencies 

After the creation of Bitcoin, many similar concepts of virtual coins appeared. 
The difference between different currencies can be found based on the following 
characteristics: 

 Hashing algorithm. Bitcoin’s proof of work is based on the SHA-256 
algorithm. Besides this, another very popular option is the scrypt algorithm 
which depends more on high speed RAM than processing capabilities. There 
are also some currencies that use their own hashing algorithm, like 
SecureCoin for example that uses a combination of five different hashing 
algorithms. 

 Total number of coins. The total number of coins that can be created in the 
lifecycle of the currency. The total number of coins has different implications 
mostly at the value of the coin and the ease with which it is used. 

 Time of block creation. The amount of time needed in average to create a 
new block of transactions. This is actually the time that is needed for a miner 
to find a winning block. The time is steady and is dynamically modified 
depending on the total computing processing power of the miners. 

At the time of writing this dissertation (April 2015), the most well used crypto 
currencies in terms of market cap by available supply are (Table 1) [51]: 

 
Table 1. Market Cap of the most Used Virtual Currencies 

Rank Name Market Cap Price 

1  Bitcoin $ 3,593,289,808 $ 256.20 
2  Ripple $ 280,055,295 $ 0.008777 
3  Litecoin $ 63,806,092 $ 1.68 
4  Dash $ 22,077,794 $ 4.20 
5  BitShares $ 14,069,318 $ 0.005617 
6  Dogecoin $ 12,267,569 $ 0.000124 
7  Stellar $ 11,167,600 $ 0.002596 
8  Nxt $ 10,953,568 $ 0.010954 
9  MaidSafeCoin $ 9,240,939 $ 0.020420 

10  Peercoin $ 6,921,596 $ 0.311639 

Crypto currencies have managed in a very short period to be considered as a 
substitute for real money. Many websites offer their services and products in exchange 
for virtual money and very recently even Apple has announced that it will allow crypto 
currencies to be used for their app store purchases. 
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On the other hand, crypto currencies have been the target of various 
governments concerns and initiatives in terms of their legal status. As their value is not 
based on gold resources or government fiat they do not meet many of the state laws and 
are very often used for criminal activities or even tax evasion. 

3.4.6 Virtual Currency Definitions 

In this section, the most common terms of virtual currencies are defined and 
explained. 

 
Bitcoin Account: a collection of Bitcoin addresses. 
 
Bitcoin Network: Bitcoin network is a peer-to-peer payment network that operates 
using a specific cryptographic protocol. Users send Bitcoins to the intended recipient by 
broadcasting into the Bitcoin network digitally signed messages. There are no 
prerequisites to become the participant in the network. By downloading, installing and 
activating any Bitcoin wallet software, like for instance, the open–source Bitcoin wallet, 
Bitcoin-QT, any user may join the network and start performing transactions. 
 
Bitcoin Wallets are used for performing payment transactions and storing Bitcoins. A 
wallet is a collection of user’s cryptographic keys. The corresponding private keys act as 
a safeguard for the owner; a valid payment message from an address must contain the 
associated public key and a digital signature proving possession of the associated 
private key. The wallet can generate and store private keys, and it communicates with 
peers on the Bitcoin network in order to send and receive BTCs. 
 
Bitcoin Information Services Servers are used by all participants to get various types 
of information about Bitcoin network and its operations.  
 
Blockchain: Each payment transaction in the system is represented in a specially 
structured and formatted block. The blockchain is a full collection of all transactions 
(blocks) generated and used so far in the Bitcoin network since its establishment. 
Blockchain is a linear structure of blocks, starting with the Genesis block and ending 
with the most recent block, containing newly generated Bitcoins and the most recently 
verified transactions. Blockchain provides the proof of ownership of each Bitcoin at 
present and at all points in the past, since the initiation of the network. Approximately 
every ten minutes a new block containing 25 BTC is generated and added to the 
blockchain.  
 
Miners and Mining Pools: Miners are individuals that generate new blocks and add 
them to the top of the blockchain. Miners are organized in mining pools. When 
registering with the mining pool, miners submit their addresses and computing 
capabilities. The pools are classified into different categories, depending on their 
operations and policies for distribution of shares. The pool server splits the earned 
Bitcoins from a block discovery to the pool members depending on their participation 
as defined by the pool’s policy. 
 
P2Pool is a decentralized Bitcoin mining pool that works by creating a peer-to-peer 
network of miner nodes. P2Pool mining nodes work on a chain of shares similar to the 
Bitcoin’s blockchain. When a block is found, the reward is divided between the most 
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recent shares in the sharechain. The p2pool’s policy for distribution of shares is PPLNS 
(Pay Per Last N Shares). There is no central pool server and pool operator. This means 
that the P2Pool network is a fully distributed and synchronized network of miners. In 
other words, each miner’s client may act in fact as a local, personal pool server. 
 
Bitcoin Transactions: Different teams of miners, associated with the specific pool 
server, mine new Bitcoins in parallel across the Bitcoin network. Since the process is 
distributed, it is possible that several mining pools generate a new Bitcoin block 
simultaneously. In this case, the Bitcoin blockchain will have (temporary) two or more 
branches. 

These two versions of the Bitcoin blockchains with the same first part and 
different “heads” are broadcasted into the Bitcoin network. They are randomly received 
by other miners, who start the process of extending them by generating new blocks and 
appending to the top of the chain that they have received.  Depending on the success of 
that repetitive process, after some time one branch becomes longer than the others. 
Miners always select the longest branch for their validation. Thus, short branches “die 
out” and disappear from the Bitcoin network. The longest branch remains and in fact 
represents blockchain. It is important to clarify that the longer branch is the one that is 
longer in terms of difficulty and not in terms of block numbers. 

Whichever block ends up being included in the next block becomes part of the 
main blockchain because that blockchain is longer than others are. Eventually, shorter 
blockchains will be disregarded, as the longest blockchain will be adopted as the only 
Bitcoin blockchain for subsequent transactions (extensions).  

Blocks in shorter chains (or invalid chains) are disregarded and not used. 
However, all valid transactions of the blocks inside the shorter chain are re-added to the 
pool of queued transactions and will be included in another block. The reward for the 
blocks on the shorter chain will not be present in the longest chain, so they will be 
practically lost.  

The process of generating new block is as follows: 
i. New transactions are broadcasted to all nodes. 

ii. Each node – miner collects new transactions into a block, plus adds to that 
block the template received by its pool server.  

iii. Each node works on finding a nonce for its block. 
iv. When a miner finds a nonce, it broadcasts the block to all other nodes in the 

network. 
v. Nodes accept the block only if all transactions in it are valid and not already 

spent. 
vi. Nodes express their acceptance of the block by working on creating the next 

block in the chain, using the hash of the accepted block as the previous hash. 

Nodes always consider the longest chain to be the correct one and will keep 
working on extending it. If two nodes broadcast different versions of the next block 
simultaneously, some nodes may receive one or the other first. In that case, they work 
on the first one they received, but save the other branch in case it becomes longer. The 
tie will be broken when the next proof-of-work is found and one branch becomes 
longer; the nodes that were working on the other branch will then switch to the longer 
one. 

Cold Storage: Is the context of keeping Bitcoins offline. For example, keeping Bitcoins 
on a USB stick that is not connected to any device or using a paper wallet can be seen as 
cold storage. 



25 

3.5 Security Terms 

In this section, the most important security related terms that are used in the 
thesis are defined. 
 
Security Policy: A security policy is a statement of what is, and what is not, allowed 
[52]. 
 
Security: The protection of data and resources from accidental or malicious acts, 
usually by taking appropriate actions [53]. 
 
Trust: A belief or desire that a computer entity will do what it should to protect 
resources and be safe from attack. Moreover, an entity is trustworthy if there is 
sufficient credible evidence leading one to believe that the system will meet a set of 
given requirements [52]. 
 
Privacy: The ability to determine for ourselves when, how, and to what extent 
information about us is communicated to others [54]. 
 
Anonymization: Technology that converts clear text data into a nonhuman readable 
and irreversible form [55]. 
 
Threat: A potential violation of security [52].  
 
Message Authentication Code (MAC): A fixed-length quantity generated 
cryptographically and associated with a message to reassure the recipient that the 
message is genuine [56]. 

3.6 Chapter Summary 

In this chapter, the methodology used for this research is explained. Moreover, 
the concepts used throughout the thesis are defined. In this respect the notion of mobile 
commerce objects, the merchandise for eAgora, is explained. An introduction to virtual 
currencies, and Bitcoin more specifically, is given. Finally, some key security terms are 
defined. 
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Chapter 4. Security Problems and Requirements 

In this chapter, the security and privacy problems found on mobile applications 
and devices are described in detail. In Chapter 4.1 the security and business 
requirements are distinguished into three categories. Initially, the need for further 
security is motivated, while later all three categories are analysed. In this respect, the 
proposed secure mobile development methodology is explained, public mobile interface 
threats are analysed and the requirements for security services are set. 

In Chapter 4.2, in which phases of an m-commerce scenario an attacker would be 
more attracted to attack and the reasons for this decision are shown. In Chapter 4.3 the 
privacy requirements for eAgora are set, while in Chapter 4.4 the design goals are set. In 
Chapter 4.5 a summary of security and privacy threats is provided, while in Chapter 4.6 
the trust chain in a mobile commerce system is analysed. 

4.1 Categories of Security Problems 

The security problems for an m-commerce system are structured into three 
categories, shown in Figure 5.  

 

 
Figure 5. Three Categories of Security and Business Requirements 

 
The mobile application category refers to security requirements that need to be 

enforced on the user’s side. Such requirements and recommendations need to be applied 
when developing mobile applications. As applications represent the interface for the 
user to the m-commerce system, it is of great importance for them to contribute to user’s 
privacy and security. 

The public mobile interfaces category refers to risks and threats arising from the 
use of mobile devices in a public environment. These threats defer from classical 
scenarios in many ways and measures should be taken to protect against them. Threats 
in this case refer to the execution of the transactions and how sensitive and personal 
data is transferred between the user and the server. 

Finally, the IT infrastructure for business category represents the security and 
privacy measures that the business or company operating the m-commerce system 
should take. Such measures aim to protect the confidentiality of customers and also 
ensure normal execution of all internal operations. The administrators of the system are 
responsible for the correct application of these measures. 
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4.1.1 Motivation for Security and Privacy Enhanced Mobile Applications 

Threats found on mobile devices mostly originate from applications that have 
been infected with malware or have been simply badly developed and therefore 
represent the possibility for external attacks. Such application, once executed, can steal 
or mishandle user’s private and sensitive data, such as payment information, addresses, 
pictures, contacts, messages, etc. 

As shown in the MobiLeak project [57], many applications store such data in 
clear form on the device’s internal storage. Moreover, it was demonstrated how it is 
feasible to extract such data using open source tools that are easily accessible on the 
Internet. As a result, user’s data can be exposed in the case of a having a device lost or 
stolen. 

In the second phase of the MobiLeak project, [58], it was shown that a large 
percent of mobile applications mistreat personal and sensitive data in the memory. This 
is even more surprising as the target applications were either bank applications or high-
profiled apps coming from companies with significant investments in security. 
Moreover, in some cases it had been found that credentials were stored not only in 
clear, but next to an identifier, for example the user’s password was stored right after 
the keyword “password”. Finally, almost all the applications had their processes 
running even after the user had stopped using the app. In this way, the data remained in 
the memory. 

In [59], how the knowledge obtained from [58] can be exploited was 
demonstrated. A malware application that analyses the phone’s memory and searches 
for user related information was created. The malware could successfully retrieve such 
information and even more, due to its low power consumption and background 
execution, the process was hidden from the user. 

Another weakness found in mobile applications is having over-privileged 
applications. Either due to bad development techniques or due to efforts to reduce user 
inconvenience when receiving updates, a large number of applications ask for more 
privileges than they need upon installation. In [60], an Android mobile application 
permissions' risk evaluation approach was introduced. The application combines static 
and dynamic analysis to assess whether any given application is over-privileged with 
certain degree of probability. 

It has become clear that the evolution of mobile technologies and mobile 
applications has evolved in a very rapid pace, sometime faster than the involved parties 
were expecting. Most of the time, in order to keep up with the pace and the continuously 
increasing user demand for new features, security of mobile applications has been 
treated with secondary priority, sometimes been completely neglected [61].  

The results mentioned above, demonstrate that the trust the user puts in mobile 
applications is not always justified. Many applications, even many with high reputation, 
have weak implementations, and therefore reveal users’ private information. Such 
practices should be absolutely avoided. Following security guidelines for mobile 
applications and in general having security and privacy by design is an important aspect 
of the developing process. These research results are taken into account in the design 
and implementation of the system for payments based on virtual currencies. It is 
considered very important to have security and privacy by default and not add it as a 
later feature.  
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4.1.2 Methodology for a Generic, Secure and Modular System 

In order for any application that handles monetary values, such as an m-
commerce application, to be considered complete, the four modules that are described in 
the “Generic, Secure and Modular” methodology [62] should be followed. Special 
emphasis should be given to the communication and security module as they handle 
security and privacy of users, transactions, and digital assets. 

As shown in Figure 6, the GSM methodology structures mobile applications into 
four groups of modules: User Interface (UI) modules, communication modules, security 
modules, and business logic modules. The former three modules are generic, meaning 
that these three groups of modules can be reused in many applications. The last group of 
modules is specific, different for each mobile application. The reason for this approach is 
that these four groups of modules are necessary for most of the secure mobile 
applications. In other words, in order to create a secure mobile application, at least these 
four groups of modules should be included. 

 
Figure 6. Internal Structure of a Secure Mobile Application 

 
Every mobile application must have user interfaces for displaying information to 

users and for interacting with them. Some of them are simple and some are complex; this 
depends on the hardware and operating system of mobile phones. All mobile 
applications need also to communicate either with open networks or with internal 
modules of mobile devices. Communication modules exchange messages with networks, 
with other devices, and/or with other internal modules of mobile devices. Next, the 
security of mobile applications is also very important. Therefore, security modules that 
provide security features, such as generation of RSA keys, encryption, digital signatures, 
etc. are also necessary. These three groups of modules are not sufficient to create a 
complete secure mobile application, since they are separated and independent of each 
other and they do not perform any function specific to an application. Hence, business 
logic modules are needed to link all other modules together and coordinate them based 
on the services or functionalities provided by a specific mobile application. 
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The GSM methodology also organizes the process of specifying, designing and 
creating mobile applications into three steps: 

i. analyzing target platforms and devices, 
ii. designing and implementing the four groups of modules described above, and 

finally,  
iii. integrating all the modules and performing tests on the actual devices. 

As Greg Nudelman said, “One of the challenges of mobile application design is 
understanding both the capabilities and limitations of each platform” [63]. Therefore, the 
first step is to analyse target platforms in which the mobile application will be loaded 
and executed. It includes technical details of the target platform, such as which 
programming language should be used, which libraries and Application Programming 
Interfaces (APIs) are supported, etc. The next step for developers is to design and 
implement the generic and specific modules. The final step is testing the application on 
the mobile devices. 

Communication Modules and Provider 

Mobile applications must always access local or global networks. Therefore, 
network communication functions, such as sending/receiving Short Message Service 
(SMS), establishing connections through Bluetooth, Wi-Fi, 3G, etc. should always be 
designed and implemented. As a result, communication modules should perform 
communications with open networks. 

For communications with open networks, a generic object was designed, called 
communication provider, which is convenient to manage all communication protocols, 
such as Bluetooth, General Packet Radio Service (GPRS), Wi-Fi, SMS, etc. Following the 
methodology, the communications provider is generic, secure and modular. The 
communication provider works as a “coordinator” to support these communication 
channels, as required. For example, it dynamically and transparently selects the most 
convenient channel, controls the priority of the channels, adds/removes channels 
to/from the communication pool, etc. The priority of communication channels can be 
configured, depending upon usage requirements. Each specific communication channel 
is implemented individually and should be tested for connections with the 
corresponding communication provider. Communication channels should be 
independent of each other and the procedure of establishing connections should be 
transparent to users. 

Moreover, secure channels should be given priority over insecure ones. So, if 
there is an option to connect to a page with both http and https, the later protocol should 
be used by default, without requiring user intervention. 

Security Modules and Provider 

As explained in previous sections, security is more and more important for 
mobile applications. In order to provide comprehensive security services for mobile 
applications, a Security Provider was designed, based on the proposed trusted layer 
model. This provider, as all the other providers, is generic, secure and modular. 

As shown in Figure 7, the trusted layer model structures the security modules 
into four trusted layers: secure element (Chip), applets, middleware and applications. 
The trusted layer model is equivalent with the Open Systems Interconnection (OSI) 
seven layers model; each layer provides services to its upper layer while receiving 
services from the layer below. 
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Figure 7. Trusted Layer Model 

Layer 1: Chip (Secure Element) 

This layer represents Java card chips used by mobile devices for mobile 
transactions, such as the Subscriber Identity Module (SIM)/Universal Integrated Circuit 
Card (UICC) chip, Micro SD chip, etc. The chip contains a microprocessor and a small 
memory, used in the mobile phone. It is secure and tamper resistant, so that it works as a 
Secure Element (SE), storing important security credentials, such as credit card 
numbers, private keys, etc. Moreover, because of the compatibility and mobility of these 
chips, using them for storage of data ensures that users can easily migrate their data 
between different mobile devices. The chip layer defines how data is stored in the SE. It 
also defines the format of the Application Protocol Data Unit (APDU) that is used by 
upper layer to invoke the functionalities provided by the chips. 

Layer 2: Applets 

This layer represents the applets installed and functioning in the SE of a chip. 
Applets use the chip’s native functionality, invoking functions provided by chips and 
providing those functions to the upper layer. 

Layer 3: Middleware5 

Mobile applications use high-level programming APIs, but applets in the chips 
understand only APDU commands. Therefore, in order to make the communication 
between mobile applications and chips as smooth as possible, a middleware is needed. 
This approach is also suggested in the FIPS 201 (Personal Identity Verification - PIV) 
standard [64]. The middleware works as a “translator” between a high-level application 
and an applet loaded in the chips. On one hand, it provides APIs to high-level 
applications, so that developers should not need any knowledge about chips and applets 
loaded in them. As a result, it makes the invocation of the functions, which are provided 
by the applet in the chips, transparent to mobile applications. On the other hand, the 
middleware communicates with the chips using APDU commands.  

The middleware layer defines how the upper layer software applications invoke 
functions provided by applets. It provides APIs, for upper layer mobile applications to 
invoke functions provided by applets. The middleware layer contains the 

                                                        
5 The term middleware is referred to as Mobile Crypto Services Provider (m-CSP) in Chapter 6 
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implementation of these APIs, the role of which is to translate upper layer application 
functional calls into APDUs and vice versa. 

An implementation of the middleware is described in [65] and in Chapter 6.1. A 
middleware that allows the flow of data from a UICC to the upper layer applications and 
eventually to the user of the mobile device was created. The core principle of this 
implementation was to make the invocation and use of security functions transparent to 
the application developers and even more to the end user. 

4.1.3 Public Mobile Interface Threats 

Using a mobile device in a public environment may encounter dangers and risks 
for user’s privacy. In a digital world where security cameras are all around city centers 
and shopping malls, where people stand side by side in a bus or a train, where the 
device’s screens are growing more and more in size, it is reasonable to say that when a 
citizen uses his/her mobile device, he/she cannot be ensured that no one is 
eavesdropping and monitoring his/her screen. Recent research and papers have shown 
how easy it is to monitor what a user is typing on his/her mobile phone [66]. Such 
attacks can be done with the use of a normal camera; no special equipment is needed. 
One can realize that such threats are no more a hypothetical scenario, but a feasible use 
case. 

Moreover, when a citizen finds himself/herself using a mobile device in public, 
he/she may encounter some extra difficulties compared to when using the same device 
in a private area. The main and the most important is that the user does not have the 
same comfort when typing text on his/her device. This is especially the case when 
dealing with touch screen devices. Typing a message or even more importantly a long 
password while moving is highly uncomfortable. As a result, users avoid such measures 
wherever possible and try to minimize typing interactions with the device.  

This is basically the reason why a large percentage of users avoid using a 
passphrase when unlocking their phone, why they prefer to store locally passwords and 
thus login automatically to the accounts they use and generally why they avoid any extra 
typing than the absolutely necessary [67]. Moreover most of the applications that 
require authentication do not handle sessions as they should [68]. This can be harmful 
for the user, as even if he/she changes a password for a service he/she uses (e.g. 
LinkedIn or Twitter account), the corresponding mobile application will continue to be 
connected, even if the credentials of the user have changed. For example, if someone has 
his/her phone stolen, even if he/she later changes the password to log in to Twitter, the 
thief will be able to be logged in as well, as the session has not expired. Of course, there 
may exist other ways to disallow access from that specific device. 

All the above is completely aligned with Saltzer and Schroeder’s Psychological 
acceptability principle [52]. As they stated back in the 1970s “security mechanisms 
should not make the resource more difficult to access than if the security mechanisms were 
not present”. The result of not applying this principle is that users will simply not use the 
extra security features. 

Besides threats derived from the interface to the mobile device and the risk of 
being physically observed by others, a mobile device user can be exposed when 
connecting to public networks from his/her mobile device. One of the most common 
attacks on a public wireless network is a classical Man-In-The-Middle attack, where Alice 
and Bob are joined by unwanted Eve who pretends to Alice to be Bob and pretends to 
Bob to be Alice. Configuring a computer to impersonate a legitimate access point for a 
public wireless hot spot, such as a coffee shop or an airport first-class lounge, allows 
client connections to be attacked and sensitive data captured from unsuspected 
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intruders [69]. The computer may route traffic onto the legitimate access point while 
continuing to monitor communications. Since it provides gateway services and DNS 
settings to connecting clients, mapping authentic domain name of certain web sites, such 
as a bank or financial institution, to the IP number of a malicious web site is also a 
possibility. In a similar fashion, it is also possible, although more difficult, to set up a 
cellular base station to pose as a legitimate one [70]. 

The connectivity capabilities demanded by users from their smartphones mean 
that they are filled with radio interfaces. These include Bluetooth, NFC, WiFi, 2G/GSM, 
3G/UMTS, GPRS, EDGE technologies. Smartphones are able to use, for example, 3G 
service for data exchange with the Internet - then hand over the data circuit to Wi-Fi 
should they sense a valid network available. Some telecommunications providers 
(Orange UK for example) permit a direct handover of all 3G services to Wi-Fi using a 
built-in-Smartphone Orange Wi-Fi App. The attack surface area of vulnerabilities in each 
individual interface of the smartphone is becoming defined and research is starting into 
the handover between interfaces. For example, as the smartphone hands-over from 
3G/UMTS to Wi-Fi during typically transitioning from outside a building - where 3G may 
have better quality as a service - then upon entering the inside of the building, Wi-Fi will 
take over as carrying the data packets. This exposes a new vulnerability surface at the 
point of actual handover. 

According to Pratyusa K. Manadhata [71] "A system's attack surface is the set of 
ways in which an adversary can enter the system and potentially cause damage. Hence the 
larger the attack surface, the more insecure the system", and smartphones as a cloud 
connected device have - by user demand and engineering lock-in, as large a surface area 
for attack as can be dreamed of by the malware authors. 

4.1.4 Security Services 

Besides the above mentioned threats, it is important for an m-commerce system 
provider (i.e. the company or organization providing the infrastructure for the m-
commerce system) to meet some important security and privacy features. 

First of all, protection of all transactions has to be provided. All the actors have to 
communicate in a secure way, not allowing a third malicious person to eavesdrop on the 
exchanged messages. Moreover, data in databases have to be encrypted and the 
encryption keys should be well handled. 

Authentication of all actors must be based on proven and verified authentication 
mechanisms. Third party impersonation should not be feasible and access to an 
application should not be possible without knowledge or possession of the appropriate 
credentials. Access control based on different roles must also be strictly enforced. It is 
essential in an m-commerce system to distinguish between the specific characteristics 
each role entails, and what access rights he/she will need.  

Finally, integrity of all the m-commerce objects must be ensured. The values and 
attributes of m-commerce objects can only be altered by the m-commerce system itself 
and its internal functions. Other actors should not be able to alter any m-commerce 
attribute. They should only have the possibility to request such a change and then, 
depending on their access rights, the change will be accepted or rejected by the m-
commerce system. 

4.2 Attacker’s Point of Interest 

An attacker will almost always attack at the place from which he/she will gain the 
most effects and benefits. Usually this corresponds to economic gain, but it is not limited 
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to it. As a result, an attacker will be willing to eavesdrop incoming (and outgoing) 
connections from a mobile device. This is very feasible when using a public Wi-Fi 
connection, GSM network, SMS, Bluetooth messaging [69] [72] [70]. Nowadays such 
attacks are no longer hypothetical, but on the contrary very feasible. The hardware 
equipment needed can be bought by anyone having a budget of only a few thousand 
Euros. In addition, the software for such tools is usually freeware. 

It is important to understand the places where an attacker can attack and what is 
the ratio between effort, in terms of money, manpower, and gain. Even though a system 
should have a very well established secure perimeter, some extra measures may be 
needed in places where it is more likely to be attacked. 

Three main timing attack phases were identified, when an attacker may look for 
vulnerabilities: 

 During the creation of the mobile commerce object 
 During the transaction phase 
 During the storing phase, when a user stores a virtual object at his/her 

preferred means of storage 

In order to demonstrate how a malicious person may gain information or benefits 
from attacking a mobile customer, all possible m-commerce object scenarios are 
analysed. Each scenario describes first the purchase/acquisition of an m-commerce 
object by the user and then all the possible attacks and threats during the transactions 
and storage phase. 

In the first scenario (voucher scenario), different phases when an attack can 
occur are described in details. However, in the scenarios that follow, the description is 
not given at the same detail level, but emphasis is given to aspects that make each 
scenario different. 

4.2.1 Voucher Scenario 

A shop requests a voucher seller company to create a certain number of vouchers. 
This company will create and make them available to consumers through the Internet. A 
consumer will be able by using a specific application, available on his/her mobile 
device’s vendor app market, to access, evaluate and eventually buy a voucher. The 
payment itself is not of interest at this phase; it is considered as a normal payment 
scenario with the use of credit/debit cards. After the user is in possession of the voucher, 
he/she will use it and redeem it at the corresponding shop. The voucher will be checked 
for its validity and finally the user will get the product or service he/she wanted. 

An attacker during the lifecycle of the voucher may have the possibility to attack 
at different phases/places. All of them are described along with the economic impact 
they will have for the attacker in the following sections. 

Attacking the Voucher Seller before Purchase 

Such an attack could be a DoS attack on the servers (Figure 8.a) [52]. This will 
lead to the system not being available to be used by Internet users. As a result, no 
voucher can be purchased or even seen by consumers. An attacker doing this could gain 
in case he/she wants to ruin the reputation of either the voucher seller or the shop; it 
may be in his/her interest for example to promote another competitor company. In more 
rare cases, it may also be his/her interest not to allow a particular user to purchase a 
voucher. 

Of course, depending on the kind and magnitude of the attack, an attacker may 
succeed to breach the database of the company, read client information and even credit 
card details. This is not a specific attack to a voucher website, but a general threat that 
can occur to all companies which deal with purchases (and not only). As a result, in this 
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analysis it is considered as a different standalone category, which is not relevant to this 
study. 

 

Figure 8. The Phases of Purchasing and Using a Voucher from a Mobile User and the 
possible Attack Targets. 

 1. Purchase of the voucher, 2. Use of the voucher. 
a. Attack at the voucher seller, b. Attack during the purchase, c. Attack at the mobile 
device, d. Attack during the use of the voucher, e. Attack during the creation of the 

vouchers 

 

Attack during the Purchase of the Voucher 

Such an attack could be a Man-in-the-Middle (MitM) attack [52] placed between 
the server and the mobile device or eavesdropping on the wireless connections of the 
device (Figure 8.b). In the first case, an attacker may be able to intervene during the 
purchase phase and give the false impression to the consumer that a potential purchase 
failed, while in fact, the purchase was successful, but the voucher ended up with the 
attacker. 

In the case of eavesdropping, an attacker could copy the voucher at the time it 
was delivered to the consumer. Since vouchers are in general anonymous and can be 
used only once, the attacker could make sure that he/she would be the first to use it. 
Eavesdropping could also lead to the profiling of a consumer. By knowing what a 
particular consumer is interested in, an attacker could eventually use social skills in 
order to exploit such information [73]. Finally, knowledge of purchase of a specific 
voucher could also lead to side effect threats. For example, if an attacker knows that a 
consumer bought a voucher that can only be used on a specific date and time, he/she can 
safely assume that the consumer will physically be at the shop at that time. As a result, 
he/she can exploit this to break into his/her home. 

Attack on the Device 

The exploits and vulnerabilities of hardware or software of mobile devices could 
eventually lead an intruder to gain control and remotely manipulate mobile devices 
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(Figure 8.c). This will of course give him/her the possibility to steal and eventually 
illegally use the digital voucher before the consumer does. Such attacks can be Man-at-
the-end (MATE) attacks, as defined by Collberg et al [74], where an adversary has 
physical access to a device and compromises it by tampering with its hardware or 
software. In section 4.1.1 the consequences of such attacks have been explained. 

Disabling the Validation at the Shop 

Disabling a wireless reader/verifier at the shop where vouchers are redeemed 
may lead to increasing customer dissatisfaction (Figure 8.d). A person performing such 
an attack could be someone whose interest is to make that shop lose clients. 

Attack during the Voucher Creation Request Phase 

An attack could also be possible at the very beginning of this scenario (Figure 8.e). 
If someone performs a Man-in-the-Middle attack while the shop is requesting from the 
voucher seller to issue vouchers for it, he/she would be able to trick both sides. For 
example, it may be in the interest of the attacker that the shop does not issue vouchers, 
because by doing so it will become popular and “steal” clients from the attacker’s 
competitor shop. Therefore, the attacker will trick the shop that the voucher seller 
received its request and, on the other hand, he/she will not inform the voucher seller of 
the request. As a result, the shop will not manage to issue vouchers and attract new 
customers. 

4.2.2 Promotions Scenario 

A citizen goes for shopping to a mall. As he/she passes outside a shop, he/she 
receives a message on his/her mobile phone that informs him/her about some products 
he/she may be interested in. Such messages can be sent over Bluetooth protocol. It is 
common that they may contain coupons in order to influence and persuade the user into 
entering and purchasing the goods.  

Promotions may also be received from parties that are not physically close to the 
mobile device user. For example, a user may have subscribed to a service in order to 
receive promotions over SMS or may have downloaded an application on his/her device 
that informs him/her and sends him/her coupons for shops and products that he/she 
prefers. 

An attacker in this scenario does not have a direct benefit from attacking. 
Promotions are delivered for free and do not have any monetary value. Attacks originate 
from an interest to damage the reputation of the shop that offers promotions. 

As a result, an attacker may want to trick users with fake promotion data (see 
Figure 9.a). The basic motive behind such an attack would be to trick the users to go to a 
specific place probably at a specific time. For example, sending a fake promotion for a 
particular good to the user, which in reality is not valid, may lead to increasing customer 
dissatisfaction. If the attacker has a competitor shop that sells similar goods, he/she can 
immediately profit from this scenario.  

The same result could be achieved in the cases shown as (b) and (c) in Figure 9. 
An attacker could interfere during the use of the promotions or directly at the end point 
where the actual purchase takes place, and not allow the transaction to be cleared. 
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Figure 9. Receiving a Promotion on the Mobile Device and possible Threats and Points 
of Interest for an Attacker 

1. Receiving the promotion, 2. Using the promotion 
a. Change/create fake promotions, b. Interfere while using the promotion,  

c. Attack the end point/point of sales 

 

4.2.3 Coupon Scenario 

In this scenario, a user receives a coupon after usually meeting some 
requirements. The coupon is received from the corresponding m-commerce service, 
represented here as a cloud server. The user then proceeds with the use of the coupon 
at a local store. 

The coupon scenario for an attacker has many similarities with the promotion 
scenario. Besides, corresponding m-commerce objects do not have many differences. As 
a result, the attacker may target mostly ruining a specific store’s reputation by creating 
fake coupons or not allowing the transaction to be completed (Figure 10.a, d). 

Another likely scenario is that an attacker may want to annoy the user and can 
achieve that by either destroying the coupon by attacking directly the mobile device or 
by blocking the transaction (Figure 10.b, c). 
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Figure 10. Acquiring and Using a Coupon and the possible Threats and Points of 

Interest for an Attacker 

1. Creation of coupons, 2. Receiving coupon, 3. Using coupon. 
a. Change/Create fake coupons, b. Destroy the coupon, c. Block the use of the coupon, d. 

Attack the end point 

 

4.2.4 Bonus Card Scenario 

In the bonus card scenario, a customer of a specific shop would like to get a bonus 
(loyalty) card in order to use it when shopping. The card is requested from the 
corresponding server and the corresponding m-commerce object is used on the mobile 
device. Then, each time the customer shops at the shop (or chain of shops), where the 
bonus card can be used, he/she utilizes the m-commerce object. 

In this scenario, an attacker will have limited personal gain, similar to the coupon 
and discount scenarios. The most common motives behind a potential attack could be 
the chance to harm the consumer by destroying the m-commerce object or trying to steal 
the loyalty points in order to be used by the attacker (Figure 11.a, c). Nonetheless, both 
cases provide only a few, if any, real benefits to the attacker. Destroying the consumers’ 
bonus points may cause the user to be annoyed, but the economic impact is minimal. The 
same can be said with the unauthorized transfer of points from the legitimate user to the 
attacker (similar to stealing the card), as the gain of the attacker in this case would also 
be minimal.  
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Figure 11. Acquiring and Using a Bonus (Loyalty) Card 

1. Creation of bonus card, 2. Acquisition of card, 3. Usage of card 
a. Copying/Stealing the Bonus Card, b. Block the creation of bonus cards, c. Destroy the 

bonus card, d. Block the usage of the card 

 
Of course, in this scenario the typical case of the attacker ruining the shop’s 

reputation can also take part. This is again achieved by blocking the user when trying to 
use the card (Figure 11.d) or by interfering during the creation of the bonus cards, either 
by creating fakes ones or by not allowing the creation of the original ones (Figure 11.b). 

4.2.5 Prepaid Card Scenario 

The prepaid card scenario is usually the most appealing for an attacker as the m-
commerce object involved has direct reference to money. The amount involved may be 
small in most cases, but it is still appealing for potential attacks. 

In this scenario, the attacker besides all the attacks described so far, will try to 
steal the prepaid cards number and then use it for his/her own benefit (Figure 12.a). 
Stealing the number must be treated as a different case of stealing the m-commerce 
object itself. The former refers to finding out the number of the card and the extra data 
that is needed (expiration date, CCV, name holder) without taking it away from the 
legitimate owner. The later refers to physically (or better digitally in the scenarios) take 
it from the owner; the owner has no more the m-commerce object in his/her possession. 

Besides stealing the prepaid card numbers, all the attacks described above may 
take place here as well. An attacker may want to harm the bank by blocking the creation 
of the m-commerce objects (Figure 12.b) or may want to block the user from paying 
(using) his/her prepaid card (Figure 12.c). The motives behind the later attack could be, 
besides dissatisfaction of the user, a way to force the consumer to pay by other means. 
This may benefit the attacker in case he/she knows that he/she would exploit the other 
form of payment for his/her own benefit (force the user to pay with a normal credit card 
and then try to steal that one, for example). 
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Figure 12. Issuing and Using a Prepaid Card 

1. A bank requests for the creation of the card, 2. A user acquires one, 3. Use of the 
prepaid card at a shop 

a. Stealing the prepaid card, b. Create fake cards, c. Blocking the use of the card 

 
A recent attack that happened in the USA and then taking place worldwide, 

demonstrated the feasibility of attacks based on theft of pre-paid cards [75]. The 
attackers first gained access to computer system of a pre-paid card processor and then 
managed to alter the account balances and withdrawal limits. As a result, they managed 
to withdraw in total around $45 million in a few hours. 

4.2.6 e-Ticket Scenario 

A citizen wants to buy a ticket for a concert from his/her mobile device. He/she 
buys the ticket from either an online service or directly from a store and after the 
purchase the ticket is sent to his/her mobile device. At the day of the event, he/she goes 
to the venue and uses the ticket. An attacker in such scenario can directly benefit by 
stealing the ticket or managing to enter at the venue by blocking the validation 
mechanisms. 

In the ticket scenario, an attacker’s main target will be to steal the ticket. This can 
be achieved during the purchase of the ticket or the storage phase on the mobile device. 
If the ticket is anonymous, an attacker may immediately profit by using it before the 
legitimate owner does. If the ticket is linked to a person’s identity, the impersonation will 
be a hard issue to overcome. 

As shown in the above scenarios, causing users dissatisfaction can be 
accomplished by not allowing the user to redeem his/her ticket. This is shown in Figure 
13.c. However, in this scenario a new type of attack is possible. An attacker may succeed 
in disabling the control mechanisms at the end point (venue). He/she may then provide a 
fake ticket at the ticket control, which however will never be able to be checked for its 
validity. Therefore, he/she may eventually be granted access, since in such cases “false 
positives” controls cannot be eliminated. In the later example, an attacker may use social 
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skills [73] to persuade the inspectors for the validity of the ticket and manage to entry 
even easier. 

 

Figure 13. Buying and Using a Ticket and possible Threats and Points of Interest for an 
Attacker 

1. Creating and making tickets available, 2. Purchasing tickets, 3. Use of tickets 
a. Stealing a Ticket, b. Profiling User, c. Blocking the user to have his/her ticket 

validated, d. Blocking the ticket control mechanisms of the venue 

Finally, an attacker may not aim at stealing the ticket, but may aim at profiling the 
buyer. As seen in Figure 13.b, this can be achieved in different phases of the ticket 
scenario. Moreover, the blockage of issuing tickets during the creation phase can also 
apply to this scenario (Figure 13.a). 

4.2.7 Gift Card Scenario 

A user wants to send a gift card to a friend. What he/she first does is to purchase 
the gift card online and then send it to the third person. He/she can choose to send it 
directly to him/her with a file transfer over a Personal Area Network (PAN) or he/she 
may choose to have it delivered through the gift card provider. The third person, after 
receiving the card, will be able to go to a corresponding shop where the gift card can be 
redeemed and use it. 

An attacker in such scenario may benefit in different ways. The most direct way to 
profit would be to steal the card from the user. This could be achieved in different phases 
during the gift card scenario (Figure 14.c): 

 During the initial purchase of the gift card 
 While sending the gift card to the recipient 
 When the gift card is sent to the recipient and is stored on the mobile device 
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Figure 14. Sending a Gift Card to a third Person and the possible Threats and Points of 
Interest for an Attacker 

1. A user buys a gift card, 2. The card is sent to the recipient, 3. The card is used at a 
shop, 4. Issuing the cards on a cloud service a. Trick the user with a fake gift card, b. 

Issue fake gift cards, c. Steal the gift card, d. Prohibit the use of the gift card at the shop 

 
If the attacker gets hold of the gift card, he/she could be able to use it for his/her 

own cause. In most cases, gift cards are not personalized and as a result, the attacker 
could easily use them without many difficulties, if he/she goes to the shop before the 
recipient. 

Other attacks on this scenario will not provide a direct profit to the attacker but, 
as in the previous scenarios, will provide means to produce customer dissatisfaction or 
simply annoy users. In order to accomplish this, an attacker could exploit vulnerabilities 
during the following phases (Figure 14 (a, b, d)) to: 

 Send a fake gift card to a user 
 Issue fake gift cards on a server 
 Prohibit the use of a server that sells and sends gift cards 
 Sabotage the redemption of the gift card at the shop 

4.3 Privacy Requirements 

Privacy requirements refer to protecting user’s privacy when he/she is involved 
in an m-commerce scenario. Privacy protection is structured in three levels: 

 Confidentiality of the transaction 
 Anonymization of data 
 Data retention after usage 
Confidentiality of the transaction is necessary in order to protect user’s privacy in 

respect to his/her shopping preferences and not to be able to deduct who the person is 
just by monitoring his/her transactions. Shopping patterns can easily link back to a 
specific user if shopping data are not kept confidential to the relying parties. 
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Anonymization of data refers to have the personal data from the transactions 
anonymized when obliged to be used by a party that is not directly involved or was not 
foreseen to be involved in the handling of the transaction data (an added on service for 
example). Anonymizing the data means to remove all personal information from the 
transaction before processing the data. For example, the name, user id, address, 
telephone, etc. of the user must be removed from the initial transaction data in order to 
be considered anonymized. Anonymization differs from confidentiality in the fact that 
during the former the personal data is not present at all, while confidential data is 
present but can only be viewed and accessed by the entities that have the appropriate 
permissions. 

In eAgora, in order to provide anonymization of transactions, Bitcoin is used. To 
be accurate, and as mentioned in the previous chapter, Bitcoin transactions are in the 
end pseudonymous and not actual anonymous, depending of course on the amount of 
data that users “leak” regarding the addresses they use. Apart from the transactions, as 
described in Chapter 8, pseudonyms can be used for partial authentication. 

Data retention is the process of deleting data stored on the m-commerce servers 
after a certain period of time. The exact period may differ depending on the specific 
needs of the transaction. For example, in many cases there exists a long after sale 
cancelation or refund policy period. In general, it is clear the data retention as technique 
may differ a lot depending on the policies found on the server side. 

4.4 Specific Privacy Design Goals 

In order to build a Privacy-by-Design (PbD) m-commerce system, some crucial 
design principles need to be considered and addressed from the very beginning of the 
process. 

One of the most important design principles is to be proactive when dealing with 
privacy. Privacy has to be considered from the initial stages of designing a system and 
the potential privacy threats need to be identified and addressed already in the 
development phase. 

Another very important aspect is to enable privacy options by default. As also 
pointed out in [62], having set the default settings in the user’s favor when it comes to 
security and privacy aspects is of great importance. It is common that the average user 
tends not to change the default settings of the devices he/she uses and as a result 
leaving adjustments of privacy and security features to the user’s initiative will in most 
cases lead not to be used. 

Finally, as all extra privacy and security measures, the privacy functions and 
mechanisms should be user friendly. They should not alter the user experience of using 
a service nor add a significant overhead either computational or time consuming. As 
already mentioned earlier, this is completely compliant to the Saltzer and Schroeder’s 
principle of Psychological Acceptability [52]. 

4.5 Summary of Security and Privacy Threats 

From the described scenarios and the potential benefits and material gains that 
an attacker can achieve, it is clear that some areas are more risky to be attacked than 
others. To visualize this, the tables below have been created. Each table shows the 
possible risk of attacking. The risk is based on the formulas described in [76], and the 
ranking is based on personal perception and experience. The ranking from the least to 
the highest level is the following: Low, Average, and Large. The values of the ranking are 
not strict and absolute, but nonetheless they are a strong indication of the situation. 
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Table 2 shows the magnitude of the benefits from attacking m-products. The 
benefits are divided in three categories:  

i. Directly stealing the m-commerce object 
ii. Profiling the user 

iii. Ruining the reputation of the store (merchant and/or retailer) 
The magnitude of the benefit when stealing a product (𝐵𝑆) is measured using 

formula (1): 
𝐵𝑆 = 𝑉𝑎𝑙𝑢𝑒 × 𝑈𝑠𝑒   (1) 

where Value is the value of the m-commerce object and Use refers to the ease of using a 
stolen m-commerce object. 

The magnitude of the benefit for profiling a user depends on the personal 
information that the m-object contains or on the information that can be derived from 
the use of the m-commerce object. Finally, the magnitude of the benefit when ruining the 
reputation of a store depends on the link that the m-commerce object has with the 
specific store. For example, if a voucher is redeemable only in one store, then the store is 
more likely to have its reputation affected by a disturbance in the redemption than if the 
voucher were general and could be redeemed in plethora of stores. 

Table 3 shows the interest an attacker may have in the different phases of an m-
commerce object life cycle. The formula to calculate the interest in attacking (𝐼𝐴) in all 
five phases is the following (formula (2)): 

𝐼𝐴 = 𝐸𝑓𝑓𝑜𝑟𝑡 × 𝐺𝑎𝑖𝑛   (2) 
where Effort is the effort needed to perform a successful attack and Gain refers to what 
the attacker will gain from this attack. As a result, Effort is a sum of the time and budget 
needed in order to perform a successful attack, while Gain is the sum of the benefits as 
shown in Table 2. However, the Gain is not the same for all five phases. The first two 
phases, the creation and the phase before acquisition, cannot have an impact on profiling 
the user, since the m-commerce object has not been acquired yet. As a result, in these 
two cases, the Gain is calculated as the sum of stealing an m-commerce object and 
ruining the reputation of the merchant. 

The Effort is very difficult to measure with precision in a generic table like Table 
3. The reason for this is that the Effort depends on many parameters that can change 
significantly from one circumstance to another. For example, it is easier to perform an attack 
on an outdated version of Android than on the latest one [77]. As a result, the Effort value 
does not affect the average value from the other parameters. 
 

Table 2. Benefits from Attacking m-Products 
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Profiling 
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Average Average Average Low Low Average Average 

Ruining the 
reputation of 

a store 
Large Large Large Average Average Large Average 
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Table 3. Interest of Attacking Phases 
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Creation 
Phase 

High High High Medium Medium Medium Large 

Before 
Acquisition 

High High High Medium Medium Medium Large 

During 
Acquisition 

High High High Low Medium Medium Medium  

On Device High High High Low Medium Medium Medium  

During the 
use of m-
product 

High High High Low Medium Medium Medium  

 

4.5.1 Countermeasures 

A mobile device user can use some simple countermeasure techniques to avoid or 
at least minimize the risk of being exposed to the above mentioned threats. In order to 
avoid being tricked to purchase fake m-commerce objects a user can make sure that 
he/she buys the objects from trusted websites (use of Web Of Trust [78] for example), 
that he/she is in the correct web address and not in a similar fake one, that he/she uses 
original and authenticated applications for his/her mobile device or even check the 
website’s certificate. 

During the purchase process the user should make sure that he/she sends 
his/her credentials and more importantly his/her credit card details over a secure 
connection. Moreover, when the mobile user is interacting with his/her device in a 
public environment, he/she must protect and hide sensitive typing on the screen such as 
PINs and passwords in order to avoid accidental disclosure to other parties (physical or 
technical, i.e. cameras or just people eavesdropping). 

Finally, a very good practice in all technological devices, when it comes to 
security, is to keep the device up to date. Patches, security updates and bug fixes are 
released and made available to users upon discovery. All major manufacturers inform 
users about updates with the use of the Over The Air (OTA) method. Once an update is 
released, the user is informed with a message on his/her device’s screen. 

There are some cases where the user cannot prevent an attack, if it happens on 
the merchant side. Such cases, for example, can be a DoS at the point of sale or blocking 
the m-commerce object verification tools. There are also cases where the user is not able 
to verify who the sender is. This can happen when the sender is using Bluetooth or SMS 
for example. The possible countermeasures a user can take are shown in Table 4. 

From the merchants’ perspective, there are also some countermeasures against 
the most common threats. One of the most important is for the store to provide easy to 
use authentication mechanisms to clients. In this way, a customer will be able to 
recognize the store and avoid using fake ones. Moreover, it is in the best interest of the 
merchant to find and move legally against replication websites that try to imitate the real 
ones. 



46 

Table 4. Client’s possible Countermeasures 
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Fake m-
commerce 

objects 

Use trusted websites, 
check certificates 

Difficult to verify 
sender(especially over SMS, 

Bluetooth) 

Use trusted websites, 
check certificates 

DoS on point 
of sell 

Client cannot do anything to avoid this 

During 
Purchase 

Secure Connection, Do not type passwords, PINs, card numbers and other personal 
information on public places 

Attack on m-
device 

Device up to date, have only the features needed enabled, secure backup of m-commerce 
objects online or locally 

During 
redemption 

Client cannot do anything for this (in case of loss of Internet connectivity of the shop). In 
case of the use of Bluetooth, NFC the client can verify the source 

 

Merchants’ websites should also provide secure connection to a user in order to 
protect his/her confidentiality. The earlier the secure connection is applied, the better; 
ideally the complete website should be used through a secure connection. 

Finally, a merchant can have a copy of the receipt for goods that a client bought in 
order to be able to deal with cases where the client lost this object. However, in such 
cases, it is important for such data to be handled securely in order to protect clients’ 
privacy. 

However, there are some threats that are very difficult to eliminate. Such attacks, 
for example, can be a large-scale DDoS attack on the merchant’s website. Cloud adoption 
to handle unexpected, high volume traffic could be a solution, but could also lead to large 
(in terms of economic value) side effects [79]. 

It is also difficult to deal with jamming or other radio attacks that block 
verification mechanisms for m-commerce components. Especially in the case where the 
attack will target Internet availability, the same consequences as described in the DoS at 
the point of sale take place. Finally, in cases where the user’s identity is not involved and 
the m-commerce object is not acquired with a purchase (in promotions for example), the 
merchant cannot or does not need to protect the m-commerce object. The possible 
countermeasures a merchant can take are shown in Table 5. 
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Table 5. Merchant’s possible Countermeasures 
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Fake m-
commerce 

objects 

Provide authentication 
mechanism to the clients. 

Try to spot malicious 
websites that offer such m-

products. 

Difficult to do 
something 

(especially on 
Bluetooth, 

SMS) 

Provide authentication mechanism to the 
clients. Try to spot malicious websites 

that offer such m-products. 

DoS on point 
of sell 

Very difficult to protect against DoS, especially DDOS. Cloud servers could be a solution 
in the case of purchase over the Internet 

During 
Purchase 

Provide secure connection, secure storage of users’ data 
No purchase takes place (promotions, coupons) 

Attack on m-
device 

Have a copy of receipt with 
an identifier of the client in 

case the m-commerce 
object is personal 

Nothing can be done 

Have a copy of receipt 
with an identifier of the 

client in case the m-
commerce object is 

personal 

During 
redemption 

Hard to protect against 
Internet availability (in 

order to check the validity 
of the m-product) or 

blocking of the verification 
mechanisms 

Nothing 
needs to be 

done. 
Verifications 
is not needed 

Hard to protect against Internet 
availability (in order to check the validity 

of the m-product) or blocking of the 
verification mechanisms 

4.6 Trust in a Mobile Commerce System 

As defined by Matt Bishop in his book [52], trust is a belief or desire that a 
computer entity will do what it should to protect resources and be safe from attack. As a 
result, when dealing with mobile commerce, clients put this kind of trust to the whole 
technology involved in an m-commerce transaction; from the hardware of the device to 
the mobile commerce object. 

In this section, the chain of trust in mobile commerce is described, using the 
paradigm of a mobile voucher. As each mobile object is handled by an application and 
not directly by the Operating System (O.S.), first the client’s trust chain for mobile 
applications is described in general and later for m-commerce objects in particular.  

The work in this section has been published in [80]. 

4.6.1 Mobile Applications – Trusting the Device’s Operating System’s Application 
Market 

When purchasing a mobile device, the client assumes trust on the device 
manufacturer that the product will perform as described. Besides hardware, a major part 
of this expectation lies on the Operating System of the mobile device. Even more this 
trust refers to the manufacturer’s way of handling personal and sensitive information 
while handling the device. 

A few years ago, the above chain was simpler since every (or almost every) 
manufacturer had its own O.S.. Therefore, a user trusted one brand of mobile phones and 
that implied a series of other selections. Nowadays, users have more options. Choosing a 
mobile brand does not necessary imply the O.S. of the device. In addition, even when 
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selecting the O.S., that does not mean exactly the same experiences. Especially in cases of 
open software (Android for example), manufacturers tend to add their own programs 
and controls to the native O.S., thus creating a different experience for the user even if 
the core of the O.S. is the same. 

As mobile applications have evolved from a non-organized multisource 
distribution to a single centric distribution market – the application markets of the 
phones vendors (App store6, Play Google7, Windows MarketPlace8, etc.) – the user 
mitigates the initial trust given to the manufacturer (and thus to the O.S.) to the 
download and use of the applications. Therefore, when a user downloads an application 
from the market and uses it on the phone he/she trusts that this application is verified 
by the O.S. provider and therefore is safe and secure to use. 

As a matter of fact, this trust has very valid grounds: Only recently was the first 
infected application found on the App store [81]. On Play Google, there are more cases of 
malicious applications, but even in this case the problems are eventually found and 
treated accordingly, even if the applications are already installed on the user’s device. 
Google has introduced a malware tool called Bouncer [82] which has the role of scanning 
and monitoring the already approved applications on the market for malicious behavior. 

However, these security checks refer mostly to malware. As a result, privacy 
violation applications are not excluded from this kind of markets. For example, an 
application may not contain any malware, but as part of its verification process, it may 
need to transfer some sensitive data to cloud servers, where there is no adequate 
security. The application itself may pass the control of the application market, but the 
backend security and protection of personal data cannot be checked. As the Common 
Criteria certification in respect to security and a Privacy Impact Assessment (PIA) in 
respect to privacy protection are costly and resource intensive they are not carried out 
by the manufacturers for the majority of mobile applications. In such case, how is trust 
mitigated, from a client point of view? 

Trust has many links in the trust chain (see Figure 15): 
 Do you trust your mobile device? 

o Hardware 
o Operating System 

 Do you trust the applications that you are using on the device? 
o Application itself 
o Application Developer 
o Application Market 

 Do you trust the technology behind the application (for example GSM 
network, SMS, Cloud storage, etc.)? 

 

Figure 15. Trust Chain for a Client from the Mobile Device to the Application 
 

If one of the above trust bonds breaks then the whole sense of trust collapses. 
 
 
 

                                                        
6 http://www.apple.com/iphone/built-in-apps/app-store.html 
7 https://play.google.com/store 
8 https://www.windowsphone.com/marketplace 
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4.6.2 Trust Issues when delegating m-Commerce Objects 

In this section, the paradigm of an m-voucher is used. There are three main actors 
in a voucher purchase: the client, the voucher seller, and the voucher redeemer (in more 
details the reader can redirect to Chapter 5). In order to acquire a voucher a financial 
transaction is usually involved. Trusting the m-commerce object is more related to 
verifying the authenticity and validity of the object. The same goes for tickets or any m-
commerce object that has monetary value. The importance in this case from a merchant’s 
point of view is to trust the technology behind m-commerce objects. Trust in the m-
commerce object entails trust in an m-commerce object chain. For example, in the case of 
a m-voucher, trust will be delegated to the voucher seller (which is in most cases a 
different company from the voucher redeemer), then trust in the m-voucher itself 
(ability not to be reproduced or not to be transferred to unauthorized persons, ability to 
reclaim/restore in case of accidental loss) and finally to the verification mechanisms 
(authenticity, ability to be used only as many times as it is bought for). Figure 16 shows 
the above delegation of trust. 

 
Figure 16. Trust Chain for a Voucher Merchant 

 
From a client’s point of view, the starting point of the trust chain is the same; the 

voucher seller. As in the case of the mobile phone manufacturer, the initial trust placed 
on the voucher seller company is of great importance in order to build a successful trust 
bond until the end and redemption of the voucher. Second in line, after the selling 
company, comes the company that offers the product/service, i.e. the voucher redeemer. 
Even if the voucher is sold from a well-known company, if the redemption point is not 
trustworthy for the client, he/she will probably avoid buying it. Finally, the m-commerce 
object technology is also important for the client, especially when it implies the ways of 
using the m-commerce object itself (see Figure 17). 

 

Figure 17. Trust Chain for a Voucher Purchaser 

 
A successful m-commerce strategy needs to provide to clients the feeling of trust 

throughout the transaction lifecycle. If all the described trust bonds are strong, so is the 
trust chain. As a result, if trust is guaranteed, people will be keener to use new innovative 
technologies that tend to replace old and traditional concepts.  

4.6.3 Trust in eAgora 

In eAgora, the solutions proposed in this thesis are used in order to increase the 
trust perception to the users. The application should be developed following the GSM 
methodology (Chapter 2.2) and follow the specific design goals (Chapter 4.4). The 
system backend should follow the outcomes of the following chapters in order to 
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provide secure communication, enforcement of security policies and use of virtual 
currencies in order to protect users’ confidentiality and privacy. 

4.7 Chapter Summary 

This chapter covers different aspects of security problems found on mobile 
applications. As a result, a secure methodology, named GSM, is proposed in order to 
deal with many of the common design and implementation security mistakes. Moreover, 
the use of a mobile device in the public is analysed from a security and privacy point of 
view. Furthermore, all possible commerce scenarios with the use of m-commerce 
objects are examined in order to understand where and how an attack can take place 
and what the consequences can be. Finally, privacy specific requirements and design 
goals are set for the system to be designed and the trust chain in m-commerce 
applications and transactions is studied. 
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Chapter 5. Security Architecture for m-Commerce 

Transactions based on Virtual Currencies 

This chapter describes the designed architecture for the mobile commerce 
objects that were identified and described in the previous chapters. The architecture 
and design have taken into account all the requirements that are described in the 
previous chapters. 

In Chapter 5.1 the security features of m-commerce objects are described, while 
in Chapter 5.2 the use of such objects as colored Bitcoins is proposed. In Chapter 5.3 the 
actors of eAgora are described. Finally, in Chapter 5.4 the architecture for the system is 
described. 

5.1 Security Features and Attributes of m-Commerce Objects 

Each m-commerce object, as defined in Chapter 3, has a number of attributes 
that define it, both in terms of security and usability. Such attributes are required by 
both participating parties, object’s issuers (merchants, m–commerce providers) and 
users, as their enforcement is an advantage for all parties.  

The m-commerce objects are abstracted objects that eAgora handles. Using 
abstraction and modeling process, derived from the concept of object-oriented 
programming, the notion of m-commerce objects in a better and clearer way is 
illustrated. 

As shown in Figure 18, an m-commerce object has encapsulated some specific 
attributes. These attributes are available by creating object’s instances and thus derive 
from the generic object. Each instance has a specific value for each attribute. As a result, 
each generic object determines the structure of each of its instances and indicates as 
well how these attributes are handled or enforced. The specific m-object instance in the 
picture represents an m-voucher. The attributes the m-voucher has are [Single Use, Not 
purchased, 5 Euros, can be transferred, can be duplicated, encrypted, No 
authentication]. What these values represent is described in the following sections. 

 
Figure 18. An Instance of an m-Commerce Object 

In order to make the attributes of the m-commerce objects clearer, they are 
described using JSON9 format. JSON stands for JavaScript Object Notation and is an open 
standard format, similar to XML, that uses a format that is easy for humans to read in 
order to transmit data object consisting of attribute-value pairs. An example of a 
voucher with its attributes in JSON format is the following (the complete list of m-
commerce objects in JSON format can be found in Appendix B): 

                                                        
9 http://www.json.org 
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var voucher= '{  

"use":"3", 

"purchased":"true", 

"value":"25", 

"currency":"euro", 

"transfer":"true", 

"duplication":"false", 

"auth":"53f41457b67d7ca531893f41e5f6c98b", 

"owner":"CaSVzeEhV3Dkm" 

}' 

The use attribute refers to the times the m-commerce object can be used, the 
purchased attribute indicates if it has been purchased or not, the value and currency 
attributes refer to its monetary value, the transfer refers to the ability to be transferred 
after the initial acquisition, the duplication attribute refers to the ability of duplicating 
the m-commerce object, the auth attribute has a MAC value, and the owner attribute 
indicates the owner of the m-commerce object by using his/her unique identifier. 

5.1.1 Authenticity of m–Commerce Objects 

This security property refers to the capability of the recipient to verify the 
originality of the m-commerce object, which includes verification of the identity of its 
issuer as well as correct and original contents of an object. Verification can be 
performed by both the customer and the redeemer by validating the auth attribute with 
the m-commerce server. 

The customer should perform this check in the process of acquisition of an m-
commerce object, i.e., before paying for it. This should be done in a timely manner, 
without interfering with the customer’s purchasing experience in any way. In the best 
case, it should be an automated procedure, embedded in the acquisition phase and fully 
transparent to the user. The user should only be informed of the outcome of the 
procedure before giving the consent to proceed with the payment. 

The redeemer should also perform verification of the object’s authenticity before 
redeeming the m-commerce object. Such action should be performed with the 
assistance of the m–commerce provider. This control will protect the redeemer against 
fraudulent attempts to acquire fake m-commerce objects. 

Authenticity of m–commerce objects can be supported by the issuer (merchant 
or m–commerce provider) by digitally signing the object. Then the client will be able to 
verify the signature, as the certificates of either the provider or the merchant will be 
known to him/her. 

5.1.2 Security of m–Commerce Objects 

When referring to the security of an m-commerce object two different aspects 
are considered: the integrity and the confidentiality of its content.  

i. Integrity: Integrity refers to protection of the m-commerce object’s values, 
against illegal intentional or accidental modifications, after its creation. This 
security feature is actually equivalent to the authenticity, described in the 
previous section. Therefore, all the mechanisms described above are also 
applied when referring to the integrity. 

ii. Confidentiality of Content/Privacy for the User: Confidentiality of the 
content refers to the user’s privacy when proving that he/she is the owner of 
an m-commerce object. This property is not applicable to all m-commerce 
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objects, but rather depends on the type and also sensitive nature of the 
object. 

The user should be able to prove that he/she is the owner of an object without 
revealing any information of what he/she has purchased with that object. The content 
of the object should be encrypted by the user upon purchase and will only be decrypted 
when redeemed. In the intermediate states, a header/part of the m-commerce object, 
indicating the owner, will be unencrypted, but signed by the issuer. If the m–commerce 
provider is involved, it is already in possession of user’s identifying information and 
therefore there is no need to exchange any extra data with every purchase. The user 
should be able to define sensitivity level of the content in accordance to his/her 
preferences and then the system will enforce those preferences during the acquisition 
phase. 

The security mechanisms for confidentiality of m–commerce objects are 
standard symmetric key crypto algorithms. What makes this feature very complicated 
to design and implement is the partial use of some of the object’s values. For instance, 
gift cards or pre–paid cards may be partially redeemed. In such situations, encrypted 
objects must be decrypted, partially claimed, and then the new contents must be 
encrypted again. 

5.1.3 Duplication 

This is the property of m–commerce objects that specifies whether an object can 
be duplicated, i.e., whether a valid and legitimate copy of an m-commerce object can be 
created by its owner. Obviously, if objects have explicit value, this possibility should be 
prevented. In some virtual currency systems, this feature is called prevention of “double 
spending” [83]. 

In order to guarantee non–duplication, if required, a signature created over a 
random, unique, non–replicated value is needed. Therefore, the issuer will have to 
create a new value and sign a counter, possibly along with a timestamp, which when 
duplicated will not be possible to change, since in that case the signature will not be 
valid. 

This security property is useful when an instance of an m-commerce object must 
be unique. For example, a voucher for a specific service or a ticket for a concert are 
examples of non–duplicated objects. On the other hand, if an m-commerce object is free 
of charge, it is actually in the merchant’s interest to have the object duplicated and 
distributed as widely as possible, as this will give it more visibility. 

The unique value or counter must be specified by the issuer in the process of 
creation of the object. In cases where users create copies of the object, the redemption 
of the second instance of the object will not be accepted, as the redemption point will 
check the unique value of the counter. This verification is very tricky in open, 
distributed environments and the Bitcoin concept has successfully addressed and 
eliminated this problem. This is one more reason why its concept and some specific 
solutions for security of the m–commerce objects were adopted. 

There is of course a risk that an m-commerce object is illegally duplicated after 
its first redemption and the illegal copy is distributed to some other entity. Then, when 
the legitimate owner tries to redeem the original object, he/she will be denied 
redemption. This problem may be eliminated by having the owner to sign the object as 
well. Therefore, if there is an attempt to redeem another copy of the same object, the 
owner will be consulted for approval as well. In addition, if the same person is trying to 
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cheat the system, the unique identifier of the object will be sufficient to prohibit such 
action. 

5.1.4 Transferability 

This feature represents the property of an object to legitimately change 
ownership of an m-commerce object. 

If objects are transferable, this action must be performed with the assistance of 
the m–commerce provider, since it is the component responsible of signing the object 
and assigning its ownership. Moreover, even if a transfer is initiated or performed by 
one person to another person, the two entities will protect their privacy between them, 
as they will not have to exchange any details apart from their system identifiers (usually 
randomly assigned identifiers (IDs)). 

The provider will receive a «transfer request» command from the current owner 
along with the ID of the recipient and then, if and only if the new owner meets all 
security requirements associated with the specific object, for instance age limit, the 
transfer will be performed. The owner of the object will be changed and the object will 
be re–signed by the m–commerce provider. 

A drawback of this approach is the necessity to have provider’s server 
connectivity at the time of the exchange. If the server is not accessible at the time of the 
transaction, the request may be temporarily saved on the current owner’s station and 
when the connection is established, the request will be forwarded to the server and the 
transfer of the object will be performed. 

Finally, in this stage of the research, the option to have a fee charged for this 
exchange is not considered. All transfers are free of charge. The payment in order to 
acquire the m-commerce object from the provider has already taken place from the first 
owner. 

5.1.5 Monetary Value 

Monetary value is the attribute representing the financial value of the m-
commerce object, i.e., if it can be “exchanged” for something that has a cost. 

This property does not provide any extra feature or option, as all the previous 
ones, but rather is a key factor affecting which of the previous mechanisms must be 
enforced to the specific m-commerce object itself. It can be better viewed as a property 
rather than an extra attribute. 

If an m-commerce object has a monetary value, then, it is both in the merchant’s 
as well as in the consumer’s interest to have the object secured in all the above-
mentioned ways. As a conclusion, authenticity, non–duplication, integrity, and 
confidentiality for each object are needed. 

The contents of each object are cryptographically encapsulated by the m–
commerce provider and therefore the m–commerce objects cannot be tampered with. It 
is up to the object’s owner to disclosure such information to third parties when 
absolutely necessary, for instance during the redemption process. 

5.1.6 Purchased 

Mobile commerce objects have this “purchase” property if money is needed in 
order to acquire the object. 

This property is strongly linked to the monetary value property. What applies 
there is also applicable to this property as well. If an object has been purchased or not 
indicates solely the way in which the owner has acquired such object. Monetary value 
indicates the actual value of the object. 
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5.1.7 Multiple/Partial Use 

This property indicates whether an m-commerce object can be used more than 
once, i.e., if its total value may be partially redeemed. If yes, then such functionality can 
be enforced in two different ways: 

i. There is a predefined number of uses that is decreased after each use (or 
increased when the user buys some more quantities of the object). An 
example may be tickets for public transportation. 

ii. It can be an amount (in Euros for example) that is decreased (or increased if 
the user charges the object). This is mostly valid for a gift card. 

In both cases, the m–commerce provider must be involved in order to 
approve/confirm the remaining number of uses or the amount/value of the object. The 
new value of the object, after its adjustment, is signed and therefore can be verified by 
the provider at any time. 

5.1.8 Tracking 

This is the ability of the system to track past transactions and determine the 
status of the object, i.e., the ability to track its full life cycle. 

The attributes of the m–commerce objects that may be of interest when tracking 
are the date of creation, previous uses in terms of volume and content, and information 
about all previous owners. All these aspects depend on the type of the specific m-
commerce object and the specific values of its attributes. 

Tracking an object’s history may be performed by the user without the need to 
engage the m–commerce provider in that process. For example, all previous uses can be 
recorded in the header of the object and in that way they may be retrieved in a read-
only mode. They are always signed by the m–commerce provider. As such, it is generally 
recommended to reveal the values of all non–sensitive attributes (in terms of user 
privacy) in a read-only mode, so users can retrieve them at any given time and without 
requirement to be on-line, connected to Internet, in that process. 

5.2 m-Commerce Objects as Colored Bitcoins 

Colored coins is a meta protocol that overlays information on small amounts of 
Bitcoin [84]. In particular, a small amount of Bitcoins is repurposed in order to express 
the possession of another asset. In particular, extra labels are added to existing Bitcoins 
in order to indicate to what the colored Bitcoin refers. This is done, with the use of 
special wallets that add metadata to existing Bitcoins. An example of a colored Bitcoin 
that contains a voucher redeemable for a cup of coffee is the following: 

{ 

"source addresses": [ 

"1J2ZDBieMBiZm8cfRmh1sudzbZi6cbSxBB" 

], 

"contact_url": "https://www.kth.se/profile/kounelis/", 

"name_short": "freeCoffee", 

"name: "Free cup of coffee at the Angleria bar", 

"issuer": "Ioannis Kounelis", 

"description": "This voucher is redeemable for a free cup of 

coffee", 

"description_mime": "text/x-markdown; charset=UTF-8", 

"type": "Other", 

"divisibility": 0, 

"link_to_website": false, 
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"icon_url": null, 

"image_url": null, 

"version": "1.1" 

} 

Colored Bitcoins can be transferred and exchanged as normal Bitcoins. 
Moreover, once used, the “color” can be deleted. The actual term color is a metaphor, 
since the coins do not actually have a real color assigned to them. It is used in order to 
illustrate that an extra attribute has been added to these particular coins. 

The use of colored Bitcoins fits very well with the intended use of m-commerce 
objects. eAgora could create m-commerce objects on request by adding metadata to 
existing Bitcoins. Then these would be available in the market for users to purchase 
after having received the equivalent value of the m-commerce object. Finally, once 
redeemed, the metadata can be deleted by the retailer and the underlying Bitcoin value 
will be a “fee” given to the retailer in exchange for his/her services. 

5.3 Actors in an m-Commerce System 

In this section, the actors and their roles in a typical m–commerce transaction 
together with the terms used and their interpretation are introduced and defined.  

There are four actors in a typical m–commerce transaction: 
i. Merchant: This is a business entity that offers some services or products for 

purchase. Merchants define availability, price, and all specific attributes of 
the m-commerce objects they issue and accept. 

ii. Customer/User/Client: The customer is the entity that obtains or purchases 
an m-commerce object in order to later redeem it. 

iii. Redemption Point/Redeemer/Retailer: The place where m-commerce 
objects can be redeemed. In some cases, this entity can be the same as the 
entity that issued the object, but most likely, they will be different. For 
example, when buying a ticket for a concert, the merchant is the company 
selling tickets, while the redemption point is the venue where the concert 
takes place. In some cases, the redemption point is not an actual shop with a 
person, but a service, like a vending machine for example. 

iv. eAgora Server: This is the main entity of the m-commerce system. It is the 
central entity that all other actors communicate with in order to handle their 
requests. Depending on the actor, different roles and services may be offered 
by the server. Merchants use the server to make available their m-commerce 
objects, customers use it to acquire such objects and later use them, and 
redemption points use it for verification of validity of m-commerce objects in 
the redemption phase. 

Besides the direct users of the system, there are as well third parties that directly 
interact with the consumer, through the m-commerce system, or interfere directly or 
indirectly with internal policies. Such entity is a third party financial party which 
handles all the payments. When a consumer needs to pay in order to purchase a 
voucher, eAgora will contact the financial party to handle this payment. As a result, the 
consumer will choose to pay with his/her preferred payment to a party he/she already 
trusts and eAgora will not handle sensitive information, such as credit cards. Of course, 
in case the payments are done directly in Bitcoins, eAgora will handle the payment 
procedure, as described in the chapters that follow. 
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Another external party is the government or regulatory body which has a direct 
impact on the policies of the system. This actually refers to the laws that are applicable 
for each country. For example, when a consumer wants to buy a voucher for a bottle of 
wine, the regional law of age limit for alcohol consumption must be enforced. This 
enforcement can be automatically implemented by the system through access rights 
based on the attributes of the Virtual Object (VO). For example, if a bottle of liquor has 
an alcoholic content higher than a certain amount, the level of access should be granted 
only to adults over a certain age. 

Finally, the domain of the system administrator includes all the administrative 
functions. Two main actors can be identified in this scenario, the domain manager and 
the system administrator. The domain manager is responsible for inserting into the 
system information specific to the domain or can develop applications and logic 
targeted to the scenario. For example, the domain manager specifies the levels of access 
related to the roles of the users (e.g., adult). Different domain managers may exist for 
each domain. The other actor is the system administrator, who is responsible for the 
governance of the system. 

In Figure 19 the main actors involved in an m-commerce scenario are shown.  
 

  

Figure 19. The Actors in eAgora 

 

5.4 eAgora Architecture  

In this section, besides the general architecture and the actors in a typical m-
commerce transaction, the layered design of an m-commerce object and how it is treated 
throughout its lifetime is described.  

The approach followed in this design is based on EU’s Seventh Framework 
Programme for Research (FP7) iCore project [37]. The iCore project is dealing with the 
IoT and has as a goal to eliminate the heterogeneity between different objects while at 
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the same time maximizing the exploitation and provision of IoT objects. iCore is based on 
the principle that any real world object and any digital object that is available, accessible, 
observable or controllable can have a virtual representation, called Virtual Object (VO). A 
concept of a virtual object represents the abstraction of technological heterogeneity of 
the related real world object (e.g., a sensor) and includes a semantic description of the 
functionality. The iCore project proposes a framework where VOs can be aggregated in 
Composite Virtual Objects (CVO), which can support a service layer. Figure 20 shows the 
structure of iCore based on three layers (VO, CVO and Services). Additional details on the 
iCore framework are provided in [85]. 

 

 
Figure 20. iCore three Layers Framework 

 
Due to the flexibility of its design and the similarity in the use and composition of 

virtual objects, as the notion of digital and physical objects is very similar to the notion of 
m-commerce objects as given in this thesis, iCore was as chosen as a basis for some of 
the design and architecture proposals. It is not only used as a reference throughout the 
thesis, but it is also extended it with ideas, proposals and use cases.  

iCore can be applied to an m-commerce system and to the m-commerce objects 
described in the previous sections of this chapter. M-commerce objects can be 
represented as the VO and CVO concepts in iCore. Therefore, the functions and services 
that deal with VOs and CVOs in iCore can be adapted to handle the notion of mobile 
commerce VOs. As described before, security and privacy functions are particularly 
important in the m-commerce system. The perception of iCore adopted for the needs of 
m-commerce is explained below. 

The m-commerce objects on the device’s side are handled by the Service m-
commerce Object (SMO). This component provides an API to the user and is responsible 
for handling the digital m-commerce objects in the device. It handles instances and 
particular properties of each m-commerce object and at the same time assists consumers 
to obtain information about the m-commerce object’s status and conditions. In iCore, the 
m-commerce objects can be represented as VOs and the SMO can be represented as a 
CVO. Moreover, SMO provides and enables communication with external parties. For 
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example, it handles the procedure of redeeming an m-commerce object at a 
corresponding redemption point or the one that allows the procedure of transferring or 
gifting an m-commerce object to a third user (actor). The SMO can be seen as an iCore 
mobile application that handles VOs and CVOs in order to be accessible by the user, while 
in the backend is connected to the eAgora servers. 

On the eAgora server side, the m-commerce system comprises three main entities 
(Figure 21):  

i. the registry,  
ii. the authentication and the authorization server, and  

iii. the access server. 

 

Figure 21. eAgora Servers 

 
The registry (or repository) is the entity that has the responsibility of holding the 

VOs (i.e., m-commerce objects) and CVOs or their references. The registry is also used for 
the maintenance of m-commerce objects after their acquisition, because the registry 
stores the status of the VOs and CVOs. For example, the registry knows whether an m-
commerce object has been redeemed or not, whether it has expired, whether it has been 
transferred, etc.  

The registry is also the place where merchants make available their VOs (i.e., m-
commerce objects) and advertise their existence. The registry provides a semantic 
search function, which can be used by users and applications to identify the m- 
commerce objects they need on the basis of the type of m-commerce objects (e.g., tickets, 
vouchers) and their features: type of market (transportation, entertainment, retailer), 
geographical location, related conditions and so on. The registry has also the additional 
function of managing the m-commerce objects. The merchant does not take the 
responsibility of selling m-commerce objects by himself/herself, but usually delegates 
this task to the m-commerce server in order to be assured of security and integrity of the 
services offered. 

The authentication and authorization server is the component that authenticates 
consumers of VOs (i.e., m-commerce objects) and authorizes them for a specific level of 
access. Authentication is not needed for every m-commerce transaction. It is only 
required by those that require from consumers to demonstrate some specific 
characteristics; for example, to prove that they meet specific age limits when purchasing 
products that are marked as “adults only”, such as alcohol. In general, the authentication 
server is the entity that manages users’ identity and security credentials. Once a 

eAgora Servers
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consumer is authenticated, he/she is authorized to access VOs and CVOs at the specific 
level of access.  

The access server regulates the access to VOs and CVOs. Depending on the level of 
access of the user, the access server can allow or deny an m-commerce object 
transaction. The role of this server is to verify the access rights and integrity of each m-
commerce object, verify the authorization of the user (if needed), and then, if no other 
restrictions apply, to approve the transaction. 

The access server is also used by the redemption point. When an m-commerce 
object holder is in the process of redeeming his/her m-commerce object, the validity of 
that object is verified in the backend. If validation is granted, the redemption process 
proceeds normally, while in any other case the transaction is rejected. In some cases 
where authentication of the user is required, the access server will contact the 
authentication server and send a corresponding requirement to the redemption point 
and thus to the user, prior to the exchange of the m-commerce object. 

The overall flow for a consumer to access an m-commerce object stored as a VO is 
shown in Figure 22. The flow could be adapted to any type of scenario. For example, a 
consumer would like to access a voucher for a bottle of liquor, which is usually not sold 
to customers younger than 18 years old.  

 

 

Figure 22. Workflow for Accessing a VO 

 
The corresponding steps are the following: 
 A consumer would like to acquire an m-commerce object, which represents a 

voucher for a bottle of liquor in the local area. 
 The consumer is authenticated by the system based on his/her identity card, 

where it is stated that the user is 22 years old. The system is in possession of 
such personal information during the initial registration of the user to the 
system. The authentication and authorization server creates specific access 
rights (which are recorded as a VO as well) based on the age of the consumer. 

 The consumer searches for a voucher for a bottle of liquor in a specific area 
(e.g., city where the consumer is resident). 

 The registry finds and identifies a voucher (stored as a VO) in the system for 
the area of interest. 
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 The consumer tries to access the voucher. The request is intercepted by the 
access server, which checks the access rights of the consumer. 

 Access is granted and the voucher is provided to the consumer. Then, the 
consumer can use the voucher at the redemption point. 

Finally, it is important to clarify that eAgora does not deal with the credit/debit 
payment procedure itself. For this purpose, there is an external communication with a 
trusted financial party, which handles such financial transactions. For example, when a 
consumer wants to acquire an m-commerce object that requires payment, the m-
commerce system redirects communication to the financial party and then, if the 
payment transaction is successful, the registry will dispatch the m-commerce object to 
the consumer. When communicating with the financial party, only the value of the good 
is shown in order to conclude with the payment. No further client information is given. 
Many well established payment gateways exist in today’s market, such as PayPal10 and 
SecurePay11, while it is also possible to directly connect to a bank that can handle the 
payment. 

eAgora, however, can directly handle virtual currency payments. As described in 
the next chapter, eAgora is integrated with the Bitcoin network and can act as an 
enhanced online wallet for users. They can select eAgora as their wallet for Bitcoin 
payments, not only inside the system, but also for any other Bitcoin transaction. 

5.5 Chapter Summary 

In this chapter, the main components of eAgora’s system are described. The m-
commerce objects’ attributes are explained and the possibility to implement them as 
colored Bitcoins is expressed. Finally, the chapter lists the system’s main actors and how 
they interact in payment scenarios. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                        
10 https://www.paypal.com/ 
11 http://www.securepay.com/ 
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Chapter 6. Security Components and Services for Clients 

This chapter describes the functionalities that are found on the user’s side. In 
Chapter 6.1, a way to securely store sensitive data, including security tokens, on a user’s 
mobile device is designed, taking into account the research results regarding mobile 
applications security, described in Chapter 4. In Chapter 6.2, the dynamic reuse of the 
mobile commerce objects’ attributes is explained. Finally, in Chapter 6.3 how a user’s 
virtual currency wallet can be secured using the proposed hybrid secure wallet solution 
is described. 

6.1 Mobile Crypto Services Provider (m-CSP) 

Along with the new capabilities and opportunities for mobile devices come 
extended needs and demands, especially for security. One of the first and the most 
important is secure storage of data in mobile phones. At the moment, most of the 
applications loaded and executed in mobile devices, regardless of the phone’s 
manufacturer, use the phone’s memory (or memory card) to store data. It is similar to 
the use of a hard disk in PCs. However, the trend is to store data and use security 
functions based on capabilities of new, Javacard chips in mobile phones, called 
Universal Integrated Circuit Chip (UICC) [86].  

One of the goals of the research was to design and implement a Mobile Crypto 
Services Provider that will provide to mobile applications a new, safer and more secure 
way of handling data operations, by using UICC. The m-CSP could be used by the users 
of eAgora in order to save the security token into the UICC. 

Therefore, the m-CSP is a layered architecture, at the top level providing high–
level APIs to mobile phone applications and at the bottom level communicating with 
UICC applets using Application Programming Data Units (APDUs).  

Besides secure storage, functionalities are also provided by the UICC to enable 
mobile applications to securely execute their functions and use their internal data. Such 
functionalities include financial transactions (credit card payments, electronic cash, 
etc.), security enhancements (private and public key generation, storage and 
verification of certificates, encryption, etc.) and administrative commands. 

High-level applications, which are available to mobile phone users, use high-level 
programming APIs provided by the upper-end of the m-CSP. On the other hand, UICC 
applets “understand” only APDU commands. Therefore, in order to make 
communications between mobile applications and UICC applet as smooth as possible, 
the m-CSP layer was introduced. 

The m-CSP provides high level APIs to mobile application developers. These APIs 
do not require from application developers any knowledge of UICC internal functions 
and therefore they can be easily used through corresponding APIs. Moreover, the m-CSP 
communicates with the UICC and applets using APDUs. Therefore, the m-CSP in fact 
performs communications between the mobile applications and the UICC by 
“translating” application-enabled APIs to card-level APDUs. 

There are two basic approaches to implement at the m-CSP. The first one is to 
extend an existing application with some extra features that will provide this 
functionality. The second approach is to create a separate module, the m-CSP, that will 
provide communication between an application, which wants to use UICC functions and 
data storage in chip, and the UICC itself. In this approach, the m-CSP is actually a 
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standalone application that communicates with the UICC on one side and the 
application that wants to save data on the UICC on the other side. 

6.1.1 m-CSP as a Separate Module 

In order to be considered a separate module, the m-CSP is designed and 
implemented as a module separate from any application. It runs simultaneously with 
the application that wants to use UICC functionalities. This means that there are two 
different layers in which the middleware should provide communication. The upper 
layer deals with communication between the application and the m-CSP, while the 
lower layer deals with communication between m-CSP and UICC and its applets.  

When considering communication at the upper layer, two functionalities are 
needed:  

 To pass data, sent to the UICC, between the application and the m-CSP in a 
secure way 

 To receive feedback, positive or negative, of the communication process, i.e. 
whether data was successfully sent to the UICC or not. 

At the lower layer, APDU commands exchanged with the UICC and its applets are 
handled. APDU is an application level protocol command exchanged between an 
application on the mobile device and UICC. The application must first create a 
connection with the UICC in order to communicate with an applet. This connection 
supports exchange of APDU messages in a format standardized by ISO 7816-4 [87]. 
Each connection has a logical channel reserved for its use. The m-CSP implementation 
supports up to twenty logical channels for communication with the UICC chip, so the m-
CSP truly supports multi–application UICC [88][86].  

The details of upper and lower layer communications depend also on the 
operating system of the mobile phone. 

6.1.2 m-CSP Integrated with an Application 

An alternative approach is to create the m-CSP not as a separate module, but as 
an extension of an application that uses it. This means that the application calls the m-
CSP APIs internally without using external invocation methods. The advantage of this 
approach is that upper layer communication and exchange of data between the 
application and the m-CSP can be done directly without the need to adjust to the mobile 
phone’s operating system. As for the communication towards UICC, the approach is 
exactly the same as when the m-CSP is used as a separate module. 

This approach makes the communication between the m-CSP and the application 
much easier to implement. No extra connection is needed between the two entities and 
transfer of data towards the UICC is performed smoothly. Moreover, since the m-CSP is 
integrated into the application, it can be completely adjusted to the application’s specific 
needs and as a result, it is more efficient and effective during its use and operations. 

6.1.3 Design Principles of the m-CSP 

Designing the m-CSP requires a different approach than creating a standard 
application. The m-CSP is not intended to be used by mobile phone users; it is used in 
fact by developers of mobile phone applications. As a result, it does not provide any user 
interface, but it needs availability to easily connect to and communicate with other 
mobile applications. Therefore, some specific needs arise from this approach. 

Developers do not need to know how the m-CSP works. It is not necessary to 
have knowledge of the internal logic of the m-CSP and of the way it implements its 
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internal methods. This alternative way of using UICCs and their applets should not 
change the way the user interacts with a phone. As also mentioned before, Saltzer and 
Schroeder's psychological acceptability applies also in this case. 

Moreover, the process must be transparent to the upper layer applications. The 
upper layer should not understand any difference between receiving and storing data to 
the UICC and manipulating data internally by its own applets. As a result, the m-CSP 
must provide friendly, easy to use and simple interface on both sides. 

The m-CSP must have no semantic knowledge of any data that it parses and 
passes in both directions. It must treat all data in the same way and not be dependent 
on different types of variables and values. Of course, it should also have no knowledge 
of any passwords or keys that are used for authentication or cryptography. 
Implementing the m-CSP in this way makes it much more secure, flexible and easy to 
use. 

Another important property of the m-CSP is to try to access and use the UICC as 
infrequently as possible, because it’s lifetime is highly dependent on the intensity and 
frequency of its use [89]. As a result, the m-CSP should be designed in such a way that it 
reads and stores data on the chip as few times as possible. 

6.1.4 Implementation Example  

Within this research, the m-CSP was not only designed, but also implemented 
and a prototype version of it was tested. As a tool for designing and developing the m-
CSP, Java ME was used. Java ME is the most used independent development and 
operational platform (at the time of the m-CSP research). It is used in over 8000 devices 
and it is supported by many different vendors (Nokia, Sony Ericsson, LG, Samsung, and 
many others) [90]. Moreover, it has the Security and Trust Services API (SATSA), which 
enables communication with the UICC via the use of APDUs [91]. 

In order to test the m-CSP in a real case scenario the Secure Mobile Wallet 
application [92] was used. The Wallet was extended with m-CSP functionality, 
integrating it in the application as described in the previous section. As a result, 
interactions between the Wallet and the m-CSP are performed internally. At the lower 
layer, communication towards the UICC is achieved with the use of the SATSA-APDU 
package. 

An example of how the m-CSP is used can be seen in Figure 23. An upper layer 
application wants to retrieve some values from the UICC. In order to do so, it calls the 
corresponding methods from the m-CSP. The first time the m-CSP is called, it establishes 
a connection with the UICC and leaves it open throughout the execution time of the 
upper layer application. Afterwards, since the connection is open, the m-CSP 
communicates with the UICC and fetches the data buffer, which contains the values that 
are requested. Then it parses the buffer and returns to the upper layer application the 
correct value. 
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Figure 23. An Example Use of the m-CSP.  

The upper layer application wants to retrieve three attributes from the UICC. To do so it 
calls the corresponding methods from the m-CSP.  

a) Call the corresponding m-CSP method. b) Request the data buffer which contains the 
desired variable. c) Send the requested buffer. d) Save the buffer in the memory. e) 

Parse the buffer and return the value. f) Read the buffer from the memory 

 
In the implementation, internal working memory in the m-CSP was introduced. 

Therefore, when the m-CSP reads a buffer from the UICC, it stores it temporary in its 
memory. As a result, when the m-CSP needs to fetch another value that belongs to the 
same buffer, it will first check if it has already stored that buffer in its memory and then 
read the data from there. This leads to a significant decrease in the number of 
transactions with the UICC and hence makes the whole process a lot faster to complete 
while at the same time it extends the UICC’s lifetime. 

6.1.5 Interactions with UICC 

UICC is the new generation of chips used for mobile communications, usually 
known as Subscriber Identity Module (SIM). It is introduced by organizations like ETSI, 
ISO and GSM that promote next generation of SIM chips as an open and service-oriented 
platform. UICC is no longer a closed environment and technology, but a multi-
application hardware and software environment [93]. It allows applications, besides 
standard SIM application, to reside and run on the same chip. SIM and other 
applications are parallel and managed simultaneously by the card operating system, i.e. 
Global Platform [88]. Figure 24 shows the infrastructure of the UICC [86], where 
different application such as the purse, ticketing, etc. are running on top of the UICC. 
 

m-CSP
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Figure 24. The Internal Structure of UICC and Its Applications (adopted from [86]) 

 
Another significant innovation of UICC technologies is that they are now enabled 

by the Java Virtual Machine [94]. Therefore, all UICC internal applications are developed 
using the Javacard Framework, which is much smaller and more compact compared 
with other platforms, for instance Java EE. These on-card Java applications are called 
Javacard applets. Even though the on-card Javacard language and environment is a 
subset of the full Java language and environment, it integrates some other technologies 
specially created for SIM chips, called SIM Toolkit. The SIM Toolkit is a set of 
international standardized commands. Using it, Javacard applets can construct their 
own Graphical User Interface [95]. The Javacard technology and SIM Toolkit make it 
easier to develop a complete application for UICCs. 

Javacard applets reside on the UICC and they are accessed by the m-CSP. 
Actually, Javacard applets stored in UICC support and respond to the m-CSP’s requests. 
The m-CSP provides high level APIs to upper layer developers by “translating” them into 
sequences of corresponding APDUs. After that, it sends those APDUs to Javacard 
applets. All APDUs are predefined and standardized. In the implementation, two types 
of APDUs are found: for standard functions of Javacard applets standard APDUs are 
used [88]. However, for the Wallet application that uses the Wallet applet, there are no 
standard APDUs, so specialised APDUs were created supporting secure mobile payment 
functions and data handling. Only the m-CSP and the applet understand the meaning of 
the APDU commands, so they can successfully communicate with each other. When the 
UICC receives an APDU, the command is analysed by the on-card operating system and 
then the corresponding applet is activated. The applet executes the specific function 
that the APDU requires and sends back the response. The whole process is completed 
within the UICC; data are passed back to the m-CSP through a secure channel, so UICC 
provides support to guarantee full data security. Figure 25 shows the complete process 
(adopted from [95]). 
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Figure 25. The Process of Exchanging Data between the Upper Layer and the UICC 
(adopted from [95]).) 

 

6.2 Dynamic Use of Security Features of m-Commerce Objects 

The security features described in Chapter 5 are based on the basic set of 
security services: confidentiality, integrity and authenticity and can be used during any 
phase of an m-commerce object’s lifecycle. However, what makes these features 
different from the classical application of security services is that they are applied in a 
very dynamic way. 

The reason for the dynamic applicability is the complex reuse of the majority of 
the m-commerce objects. For example, a voucher that has a specific number of 
admissions to a service needs to have this number updated accordingly after each use. 
This implies that various features and properties established for the object in the initial 
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phase when creating an object, are re-applied after every use of the object. Therefore, in 
case of m–commerce objects, special security protocols are needed, supporting 
repetitive application of security services. These protocols, therefore, effectively ensure 
that in all phases of its lifetime, each m-commerce object meets all the security 
requirements according to their special needs and properties. As explained earlier, 
these needs and requirements are determined by the attributes of the specific m-
commerce object, each depending on their contents and the nature of use. A full list of 
significant attributes for the m–commerce objects is given in Table 6. 

Table 6. M–Commerce Objects and their Attributes 

 

The enforcement of security services that support those requirements takes 
place at both, the client side and the server side. Clients control object’s authenticity and 
conformity to a predefined set of standard attribute values. The server creates these 
attributes and cryptographically encapsulates them, thus binding security credentials to 
the values of the m–commerce attributes. When a value of some attribute of an m-
commerce object needs to be changed, the client sends a corresponding request to the 
server which performs the same procedure all over again, updating the values of the m-
commerce objects’ attributes. By “client” in this case it is not necessary implied that it is 
the end-user but also any other entity in the m–commerce transactions chain, such as a 
merchant or a retailer. 

6.2.1 Comparison with a Traditional Secure-by-Design System 

To illustrate how the dynamic nature of security services is different from other 
traditional network security applications, in this section, a comparison of the author’s 
work of a secure e-mail system based on Secure/Multipurpose Internet Mail Extensions 
(S/MIME) and security proxies and the dynamic use of security services for m-
commerce objects described above is provided. The secure e-mail is explained in detail 
in Chapter 7. 

In the traditional Secure E-mail System, the use of security is straightforward. 
When a security method is applied, for example encryption or signing of an e-mail 
letter, a security action takes place at the e-mail client or at the security proxy and it is 
directly applied to the complete and final form of the specific e-mail letter. Then, in 
order to read such letter, i.e., decrypt or verify it, the e-mail client of the proxy server is 
again used. In the intermediate states of the protected e-mail letter, a third party cannot 
manipulate the message. For the client, security is completely transparent; he/she only 
sees the “clear” output regardless of the way he/she accesses the proxy server. When 
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accessing the secure e-mail from any end-device (see Figure 26 i-iv), the result for the 
client is the same as for all the security functionalities that are performed internally. 

 
Figure 26. Secure Email Use. The Security Functionalities are local to the Secure Email 

Proxy Server 

 
In the m-commerce case, security services and mechanisms are re-applied after 

every use of the m-commerce object. Although there is a similarity in the two cases, in 
the sense that the server is the one that takes care of the enforcement of the security, 
the use for the client is different. When the client is using an m-commerce object, the 
values of the m-commerce object change. This directly implies that the signature and 
the authenticity of the m-commerce object is not the same anymore and as a result, the 
security attributes need adjusting to reflect the new data. The server is the one that 
takes the responsibility of fulfilling this task and then resends the newly adjusted m-
commerce object to the client. The client, however, in this case has the ability to verify 
and recognize the security enhancements. This is shown in Figure 27; as the m-
commerce object is used in the real world (i-iii), its values change. These changes are 
taken into account each time at the server and as a result, all the security attributes are 
re-applied. The attributes can be read not only by the server, but also at the client side. 

Secure Email

(i)
(ii) (iii) (iv)

(a)
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Figure 27. The dynamic Reuse of Security Attributes for an m-Commerce Object 

 

6.3 Securing Users’ Bitcoin Wallets 

The wallet is a piece of software that contains the user’s set of Bitcoin addresses 
along with the corresponding set of private keys. Private keys are necessary in order to 
perform a transaction originating from the user’s set of addresses and in case of loss, it 
is not possible by any way to perform such transactions any more. As such, it is of 
utmost importance for the user to protect the wallet12 in a satisfactory way. The wallet 
usually stores all such information in a file named wallet.dat. In that file all private keys 
are found and this is the file that is encrypted when users select to do so. 

There are two main ways for a user to have a wallet; he/she can have a wallet 
software locally on his/her own private device or he/she can use an online wallet 
service. The issues found in both cases are described in the next sections. 

6.3.1 Wallets installed locally on User’s Device – Local Wallets 

A local wallet is a wallet used on the client’s personal device. The first Bitcoin 
wallet, called “Bitcoin Wallet”, is an open source software available for all well known 
operating systems, such as Windows, Mac OS, and Linux [96]. In order to execute it, it 
needs to be loaded with the full blockchain and while running it is continuously 
connected to the Bitcoin network. Not all local wallets need to have local access to the 
blockchain. Some wallets act as a client and connect to a server where the blockchain is 
kept. 

                                                        
12 It has to be noted that when referring to wallet, the author intends software wallets and not hardware 
wallets 
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Potential issues with local wallets are: 

i. Wallet not encrypted. Although nowadays all software wallets support 

encryption, this feature is not always used. The result is to make it much 

easier for malware and hackers to steal and retrieve the private keys of the 

user. 

ii. The wallet is encrypted, but the user has forgotten/lost the password. In 

this case, the situation is straightforward: if the wallet.dat file cannot be 

decrypted, the accounts that are linked with the private keys cannot be used. 

There is no backward mechanism to find the key and such an issue results in 

losing the BTC that were assigned to the wallet’s accounts. 

iii. The media in which the wallet is used has been stolen. This is a common 

issue, especially when talking about wallets on mobile phones, tablets and 

laptops. The mobility and benefit/effort analogy of such devices makes the 

likelihood of theft high. If the wallet had been encrypted, the thief will not be 

able to use the available Bitcoins, but nonetheless the result for the user will 

be the same as he/she will lose his/her Bitcoins in either case. Moreover as 

mentioned in Chapter 4, using a mobile device in public makes it also easier 

to have users’ passwords eavesdropped. If a thief manages to first eavesdrop 

the user’s password and then to steal the device, he/she can then be in 

possession of all the user’s Bitcoins. 

iv. The media in which the wallet is used has been destroyed, damaged or 

thrown away accidentally. It is likely that one or more of the hardware 

components of the device may stop functioning due to misuse, accident, 

hardware malfunction, etc. and this may have a direct impact on the retrieval 

of the wallet. Moreover, it has been noticed that some old devices get thrown 

away without the users realizing or remembering what kind of data what 

stored inside [97]. 

6.3.2 Online Wallets 

Online wallets refer to Bitcoin services which are offered to users via a website. 
They have become popular as they are very easy to use and require no extra resources 
from the user. Moreover, they can be used instantly after an account creation as 
opposed to local wallets which usually require to synchronize with the Bitcoin network 
first. 

Potential issues for online wallets are: 
i. Service is not available. For some reason the online service is not available. 

This can be due to a temporarily technical problem, due to an ongoing attack 

on the server, due to a network configuration, etc. In all cases, the user cannot 

access his/her wallet and cannot perform any transactions. 

ii. The wallet is deleted or destroyed. The wallet is deleted (by mistake or 

deliberately) on the server or is destroyed due to a hardware malfunction. 

iii. Server is hacked and wallets are stolen. A hacker manages to bypass the 

server’s security mechanisms and steals the users’ wallets. In this case, as 
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analysed below, depending on the possessor of the wallet’s encryption keys 

the impact differs. 

6.3.3 Password Holder 

Online wallet services have two ways to deal with the password of the wallet 
files. Either the password is created and stored at the online service or the password 
stays with the user and the online service has no knowledge at all of it. Each solution 
has its positive and negative aspects. 

If the password stays with the user, then he/she is the one that takes the 
responsibility of keeping it secure. If it is lost, the online service can do nothing to 
retrieve it. In order to keep it safe, it is advised to have it stored in more than one means 
of storage that are not linked and to have chosen of course a long and secure password. 

If, on the other hand, the password is saved at the online service, the user has 
nothing to worry about. He/She logs in to the service with another authentication 
method and then the password for the wallet is automatically retrieved when a 
transaction is carried out. The problem here occurs for the user when for some reason 
the service loses the password. This can be due to a hack, an untrusted owner, a 
technical error, etc. In this case, the user will lose access to his/her accounts and his/her 
Bitcoins. 

In the latter case, the key is as strong as the authentication method. And this 
usually means that the key becomes less secure than it should be. A way to overcome 
this is to have a strong authentication of the user or to require extra authentication 
(preferably by different means than the initial login) when a transaction that will 
require to unlock the wallet file is needed. 

6.3.4 Open Security Issues 

The biggest issue to solve is how to deal with a potential hack at the server that 
will have a result of giving away the wallet files and/or the associated keys. If this issue 
is resolved, a secure and trusted solution for Bitcoin storage and exchange will be 
established. 

Two scenarios need to be taken into consideration. The first one is that the 
server is the holder of the encryption key of the wallet. This means that the user has 
delegated the complete security to the server. The second scenario is that the user 
remains the holder of the key and the server has no knowledge at all of this secret. 

Server is the Holder of the Encryption Key  

In the case where the wallet and the associated passwords have been 
compromised and this attack has been detected by the server, changing the passwords 
will not solve the problem. The passwords are used to decrypt the corresponding 
wallet, but if the wallet with its old password is already taken, the change of password 
cannot have an effect on it. 

A potential solution is to transfer immediately all Bitcoins from the compromised 
accounts to a newly created account. The transfer will ensure that the compromised 
wallet is practically useless, as the addresses will now contain no Bitcoins at all. The 
new accounts will be created with a random password, which will be then linked with 
the legitimate user according to the normal initial registration procedure. 

The bigger issue that remains open is what happens if the attack is not detected 
by the server. This is the worst case scenario, since the attacker has both the account 
information and the corresponding keys to use them and has enough time to do so. 
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The User is the Holder of the Encryption Key  

If the user is the only holder of the key, then the potential loss of the wallet by 
the server will not influence the user. As the only holder of the key, he/she is the one in 
charge of the accounts. In any case, the user will be warned about the situation and will 
be advised to transfer the existing Bitcoins in new accounts in order to avoid any 
potential leakage of the old wallet file. Such process can be handled by the system. Of 
course, in such case the wallet file is needed. Nevertheless, having a backup server, and 
potentially cold storage, the user will be able to access a copy of the wallet and thus 
retrieve the keys. 

6.3.5 Hybrid Solution for Bitcoin Wallets 

The main problems with Bitcoin wallets refer to what happens if the encryption 
password for the wallet gets lost, either on the user side or on the server side. In other 
words, a means of storage that ensures strong encryption and availability of users’ 
wallet under all circumstances is needed. 

The author’s proposed solution is a hybrid solution between local and online 
wallets. The user and the server each have a part of the password for the wallet. Both 
parts are needed in order to encrypt/decrypt the wallet. Moreover, a backup of all 
wallets is made in a separate means of cloud storage ensuring that the wallets can be 
retrieved in case of deletion. 

To understand better in which phase the passwords will be combined it is 
beneficial to explain how the encryption of the wallet works. As stated on the Bitcoin 
website13, the wallet uses AES-256-CBC to encrypt the private keys. Specifically, the 
private keys are encrypted with a random master key. The master key is then encrypted 
with AES-256-CBC with a key that is a combination of the password (passphrase) using 
SHA512 and OpenSSL's EVP_BytesToKey. Figure 28 shows the encryption scheme with 
the hybrid solution. 

 
Figure 28. Hybrid Encryption Solution 

 
When the wallet is encrypted, any command that will need to actively interfere 

with the wallet will first require an authorization. So at that point, it is necessary to 
insert the password. In the hybrid solution, the password in this case is split in two 
parts. One part is held by the user and the other half is at the server. The password is 
kept in a String format. When needed to perform a command that will require the 
password, the user is prompted to enter his/her part. The user’s password is sent 
securely to the server and then with the addition of the server’s part, the wallet is 
decrypted and the command can be performed. It has to be noted that the user’s 
password is under no circumstances saved at any time at the server.  

                                                        
13 https://en.bitcoin.it/wiki/Wallet_encryption 
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6.3.6 Advantages of a Hybrid Solution 

The hybrid solution combines the advantages of the local wallet with the 
availability and the security features of the online wallets. It provides the advantages of 
using an online service with the reassurance of the ownership and private use of the 
user’s information. In particular, the following problems – as previously described in 
Chapter 2– are solved: 

 Wallet not encrypted. The wallet is always encrypted on the server side. 
 The media in which the wallet is used has been stolen. The wallet, besides the 

main server, is backed up in other means that are not directly linked with the 
server and also in cold storage, so it can always be retrieved. 

 The media in which the wallet is used has been destroyed, damaged or 
thrown away accidentally. The plethora of backups in different means ensure 
that the wallet will always be available even if one or more instances of it are 
destroyed or deleted. 

 Server is hacked and wallets with corresponding keys are stolen. Even if one 
of the servers is hacked and the users wallets are stolen, the wallets will be 
able to be retrieved from the backup servers or cold storage. Moreover, as the 
server is not in possession of the complete password, the hackers will not be 
able to decrypt the wallets and thus use the Bitcoins. In case of such an 
attack, the user will be able to have access to his/her wallet as the wallet file 
and the server’s password can be retrieved from the backup storage. 

Moreover, the proposed solution follows the Bitcoin’s security model. As 
described by Andreas Antonopoulos in his book [84], the basic principles are not to take 
the control of the keys away from users and to not take transactions off the blockchain. 
With this solution, control is not taken away from the clients, but is empowered with 
more capabilities, as described above. 

Of course, not all problems are solved by this solution. The most important 
remaining problem is that the user has to make sure that he/she keeps the password 
secure. If the password is stolen or lost, the Bitcoins associated with that password will 
also get lost. The server is not in possession of the password and does not have any 
means to restore a lost user password. Finally, another remaining issue, as mentioned 
in section 6.3.2, is that the service may not be reachable due to a network disruption. In 
this case, the only possible solution is for the user to wait until the service becomes 
available again. 

6.3.7 Differences and Similarities with Pay-to-Script Hash and Multi-Signature 
Addresses 

Pay-to-script hashes (P2SH) are a new kind of Bitcoin address that begin with 
the number “3” instead of “1”, which traditional Bitcoin addresses have. Their difference 
is that they designate the beneficiary of a Bitcoin transaction as the hash of a script 
instead of the owner of a public key [84]. One of the most well used P2SH is the multi-
signature address. 

Multi signature addresses are implemented in such a way, that in order to spend 
the amount that is bound in such an address, X out of a total of N signatures are needed 
to sign the transaction. This is particular useful in cases where the owner of the Bitcoins 
is more than one, or the amount is shared (in a company for example).  
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This can be seen as a very similar situation with the hybrid solution. It resembles 
a multi signature address that requires two out of two signatures to be used: the 
signature of the user and the signature of the server. 

However, there are some important differences as well. In order to create such 
addresses, the script with both the public keys need to be known beforehand. In 
eAgora’s case, this could actually be achieved at the server. If the user created Bitcoins 
directly at the server (for example by exchanging Euros) the server could directly create 
a new multi signature address, since all the parameters are known. Moreover, if the user 
was already in possession of the Bitcoins he/she can perform a transaction and send 
them to a newly created multi signature address, having received the server’s public 
key. 

Another disadvantage of multi signatures is that they are a very large transaction 
in terms of size. This results in higher fees when creating a transaction using that 
address. Of course, the fees will be charged to the client, something which is not so 
popular, especially in the cases of micro payments. 

6.4 Chapter Summary 

In this chapter, the work that has an effect on the user side is explained. With the 
use of the mobile crypto services provider, the secure storage provided by UICCs can be 
used by mobile applications. Moreover, the dynamic use of the m-commerce objects’ 
attributes is explained. Finally, the issues of Bitcoin wallets are analysed and a hybrid 
solution is proposed in order to address some of them. 
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Chapter 7. Secure Communications 

In this chapter, the means of communication between all the actors and entities 
is described. Communications need to be confidential and have their contents secure 
and revealed only to the identified recipients. With this motivation, a secure e-mail 
system was designed and developed. The secure e-mail provides security extensions to 
existing e-mail accounts. 

In Chapter 7.1 the design of the secure e-mail is described, in Chapter 7.2 the use 
of proxies as a security solution us explained, in Chapter 7.3 details of the 
implementation are given, and in Chapter 7.4 is explained how the secure e-mail could 
fit in the mobile commerce system. 

7.1 Secure Email Design 

When designing the secure e-mail system, several important principles in terms 
of user–friendliness, usability, privacy of users, and security of e-mails were considered. 

The most important requirement is that all security and privacy extensions 
should be completely transparent to the end user. This principle is very important when 
designing and implementing new features, as it is common practice for users not to 
adopt new technologies that significantly change the way they interact with a standard 
service or a product. This is again aligned with Saltzer and Schroeder’s psychological 
acceptability principle. 

Because of this important aspect, the above principle has been applied in two 
ways in the design and the implementation. First, all security extensions were deployed 
completely transparently to the user. Encryption and signing of e-mails, management of 
certificates, secure communication between the users and the proxy server, and secure 
communication between the proxy server and the native e-mail servers are not visible 
to the user at all. They are all performed automatically by the secure e-mail proxy 
server and only appropriate indications are shown to the users as a means of informing 
and assuring them about the correctness and verification of the process. This approach 
is different from concepts like PGP where the user needs to establish the secure 
communication in a trusted way with each of his/her contacts by himself/herself. 

Second, the system is very simple to use. The aim was not to differentiate the 
logic of the secure e-mail system from the current popular web-based implementations 
of e-mail systems. Even the login function to the system is integrated with the user 
credentials of the native e-mail system. So, the user needs to provide only his/her e-mail 
address and password of the native e-mail account and all necessary security 
operations are performed transparently in the background, automatically by the 
system. 

Another important design principle that was followed was to implement the 
solution in such a way that no extra hardware or software is needed on the user side in 
order to access and use the system. As a result, the user is able to access the secure e-
mail system with a computer, a mobile device or in general any device that can support 
a standard browser. 

7.2 Proxy Server as a Security Solution 

In the secure e-mail, security functions are shifted from the user to the proxy 
server. As users are the most critical component of the entire system when it comes to 
security, the approach followed was to separate security functionalities from users and 
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delegate them to the dedicated proxy server. Nonetheless, the user is the one that is still 
responsible for security, i.e. the proxy server is not in the position to process any e-
mails or security credentials of the user, without the input of the user’s credentials. As 
explained in the next section, unique user’s e-mail credentials represent the identifiers 
to generate, protect, store and use cryptographic keys, which are used for secure 
processing of e-mails. 

By using the concept of a web proxy server, extra security functionalities are 
provided to the user. The design and proposal for the secure e-mail can be used for 
other research areas, such as Internet of Things or secure m-commerce systems. 
Although these two areas are conceptually different, the same concept is used for both. 

In the secure e-mail’s design, the proxy server is responsible for establishing a 
secure link with the user and delegating as many interactions as possible from the 
user’s workstation or mobile device. The secure e-mail proxy server represents the 
first–level solution towards the use of this approach and technology and will also be 
used later as a paradigm for more concrete and complicated system designs. 

PKCS #7 and S/MIME packaging are worldwide recognized as accepted 
standards to secure e-mail systems. They can be used generally for all e-mail 
communications and are recommended to guarantee confidentiality and authenticity in 
sensitive use cases such as secure exchange of m-commerce objects, as described in 
[98]. 

When using a mobile device, the use of the security proxies becomes even more 
important. Mobile devices have limited capabilities and so a user can delegate to the 
trusted party the secure operations he/she would like to execute and be reassured that 
the contents he/she receives meet the desired security and data protection 
requirements. Moreover, since the proxy server functions as a delegate for the more 
“heavy” computations in terms of processor and network speed, potential bottleneck on 
the mobile side will be avoided, especially when being in lack of network coverage 
(limited Internet speed) or low battery (avoid using heavy processor-related tasks). 

7.3 Implementation 

The secure e-mail proxy server is a Java web application using Java Server Pages 
(JSP) based on the PrimeFaces framework and Java Servlets. The security mechanisms 
are implemented with Java, using external cryptographic and e-mail security libraries. 
In particular, the libraries used were the Java Mail library to handle e-mail operations 
and the OneSEC™ Java Security Platform for security functionalities [99]. Certificates are 
issued by the OnePKI™ Public Key Infrastructure system [100], but in principle any 
other PKI could also be used. JSP pages and Java classes (the main elements of the 
application), along with other components of the project, are deployed using an Apache 
Tomcat server. 

Java and Apache Tomcat were used because they are cross-platform technologies 
and as such can be easily used on any O.S. This allows flexibility when deploying and 
testing the application. Moreover, the OneSec™ and OnePKI™ libraries were used for the 
security functionalities, as the secure e-mail was intended to be compliant with other 
on-going developments of author’s research groups, such as [92]. Nonetheless, the 
libraries provide a high-level API to security functions by using well-proven open 
source libraries, such as Bouncy Castle [101]. 

The architecture comprises two servers: the proxy server, which handles all the 
communication with the appropriate parties (users, CAs, e-mail servers) and the 
associated CA server. Users login to the proxy server using their e-mail address and 
password of the native e-mail account. The proxy server identifies the native e-mail 
server from the e-mail address and performs authentication of the user with the native 
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e-mail server. The protocols used are different, depending on the native e-mail server. 
The list of protocols and mail servers currently supported are given in Table 7. 

Table 7. Mail Servers available with the Secure E-Mail System 
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Gmail imap imap.gmail.com 993 smtp.gmail.com 465 

Hotmail pop3 pop3.live.com 995 smtp.live.com 587 

Yahoo Mail pop3 
plus.pop.mail.yahoo

.com 
995 

plus.smtp.mail.yahoo

.com 
465 

KTH Mail imap webmail.kth.se 993 smtp.kth.se 465 

JRC scientific 

Mail 
imap email.jrc.it 993 email.jrc.it 465 

Once the authentication is successful, the proxy server fetches the list of e-mails 
from the native e-mail server and displays them to the user, exactly in the same way as 
they would be displayed when using a normal web–based client. The user from this 
menu can have access to all standard mail functionalities, exactly as if he/she would use 
a desktop mail client. Figure 29 shows a screenshot of the secure e-mail’s inbox.  

 

Figure 29. A Screenshot of the Secure E-Mail’s Inbox 

Finally, the connection between the proxy server and the user is always secure. 
For this reason, the use of a standard SSL/TLS connection between the two parties is 
implemented. The architecture and the interactions between the parties in a normal 
workflow are shown in Figure 30. 
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Figure 30. Secure E-Mail Proxy Interactions 

Step 1: The user logs into the secure e-mail proxy using the e-mail address and 
password of his/her native e-mail system; Step 2: For new users, the proxy generates a 

key pair, sends public key to the CA server, receives and stores the user’s certificate; 
Step 3: The proxy fetches via IMAP the e-mails from the corresponding e-mail server. 

Upon double–click, each letter is cryptographically processed and displayed; Step 4: The 
user can now send signed and encrypted e-mails. 

 

7.3.1 Security Features 

When the user logs in for the first time, an RSA key-pair is automatically 
generated and a certificate is requested from the CA for his/her account. As the process 
is automated, the Common Name attribute of the Distinguished Name (DN) is set to the 
user’s e-mail address. They are both stored at the proxy server and they are encrypted 
with the user’s login credentials. As the standard secure e-mail approach requires, the 
private key is used to sign outgoing e-mails and certificates are used by recipients to 
verify the sender’s signature. 

When the user wants to send an encrypted or signed (or both) e-mail, his/her 
private key is decrypted on the fly (and kept in memory) and S/MIME formatting is 
performed with the original text of the e-mail. The user is not aware of any of these 
cryptographic processing details, as everything is performed transparently and by the 
proxy server. The user just selects, prior to sending an e-mail, the option to sign or/and 
encrypt the letter. 

The certificate of the recipient is fetched automatically by the proxy server from 
the local database of cryptographic keys. In that moment, the recipient(s) of the 
encrypted e-mail(s) must be registered in the same instance of the secure e-mail proxy, 
so that their certificate is available to the proxy server. The e-mail address of the 
recipient is used as the unique identifier. As a result, the recipient’s certificate is found 
in the local database and the S/MIME packaging is performed according to the 
corresponding Internet standards. 

When the recipient receives an encrypted e-mail, he/she will not be able to read 
it when fetching it and opening it directly from the native e-mail server. Instead when 



81 

accessing the native e–mail server directly, he/she will just see an S/MIME attachment 
as a file with the standard .p7m extension and an empty body of the e-mail. However, 
when he/she uses the secure e-mail proxy after his/her login, the server will 
automatically understand that the e-mail is encrypted and will automatically perform 
decryption when the user clicks on the selected e-mail in order to read it. At the same 
time, he/she will see a notification that the letter is encrypted. The exact same 
procedure is performed with signed e-mails with the only difference being the 
attachment extension, which in this case is .p7s. A comparison of how an encrypted e-
mail is viewed when using the secure e-mail system and how it is viewed when 
accessing it directly from the native e-mail server (Gmail in this example) can be seen in 
Figure 31 and Figure 32.  

 

Figure 31. Encrypted E-Mail when opened from the Native Mail Server (Gmail) 

 
Decryption is performed by recovering the encryption key packaged in the 

S/MIME format, using the private key of the recipient. The RSA private key of the user is 
already stored at the proxy server encrypted with his/her password. When the user has 
already logged in, fetching and decryption of the private key is performed in order to be 
used for decrypting encryption keys contained in the incoming e-mails. A similar 
process is used to verify the signature of an e-mail, using the public key of the sender 
extracted from his/her certificate. The user should be made fully aware of the fact that 
the e-mail password is used as well for the encryption of the keys and as such he/she 
should be encouraged to apply a strong policy on his/her password management. 
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Figure 32. Encrypted E-Mail as seen by Using the Secure E-Mail  

 

7.3.2 Drawbacks of Current Implementation and their Solutions 

Besides security and privacy enhancements, which were introduced with the 
design and implementation, there are inevitably some minor drawbacks as well. 

First, the proxy server represents a single point of failure. If it is attacked and not 
available to users, they will not be able to read their encrypted e-mails and verify 
signatures, as all the keys are stored there. As a result, even if they would be able to 
access their e-mails from the standard e-mail server, the non-availability of keys will not 
be possible to overcome. Nonetheless, a simple solution to this issue would be to have 
replica proxy servers that would serve as backups. All the encrypted key pairs and 
certificates would be saved there as well and a potential attack on the main proxy will 
not be able to compromise users’ keys. This solution is easily implementable in a 
scalable federated cloud environment. 

Another implementation issue that is complicated to overcome is the native 
security policies of the different e-mail servers. Many of the most well-knows e-mail 
systems apply IP filtering specifically for each user and if they notice a strange new 
login location, such as the location of the proxy server, they automatically block it. For 
example, Gmail by Google automatically blocks a user’s login attempt over IMAP if it is 
occurring from a country that has never been previously used by the user. In this case, 
the user will have to manually login to his/her native e-mail account and acknowledge 
that he/she allows the access from this third country. This security feature creates an 
extra burden for the implementation. As the proxy server physically resides in a specific 
country (Sweden in the current implementation), even if the user attempts to login from 
his/her country of residence to the proxy server, the native e-mail server will detect the 
IP of the proxy server and not of the user. As a result the above problem will occur. 

The only way to deal with this issue is to have the user manually accept the 
remote access from the country where the proxy server is located. An alternative would 
be to have proxy servers installed in every country, but even in this case the problem 
would remain when the user was travelling or when such security features would in the 
future not only be restricted to IPs, but also to the different devices that ask for remote 
e-mail access. 

Moreover, a processing overhead, in terms of displaying e-mails and network 
traffic, is inevitable due to additional functions performed by the proxy server. As all 
user traffic and data is deleted after the user logs off, so are all the e-mails that have 
been fetched from the server. As a result, each time the user logs into the secure e-mail 
proxy all his/her e-mails will need to be downloaded again. This issue is also present 
with native online mail servers and is not considered as an important overhead. Even 
more, as the aim in this phase was not to focus so much on the performance side, but 
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rather on the security and privacy aspect of the secure e-mail proxy server, this aspect 
is considered as an issue for future work in case that the solution will be used on the 
market and not solely for research purposes. 

Finally, it should be emphasized that encrypting an e-mail does not allow a third 
party to see the content of it. Nevertheless, on the other hand, it also prohibits various 
advertisers, filters and spam tests to access the content of e-mails. As a result, malware 
and spam e-mail can also be encrypted and in that way bypass filtering performed by 
mechanisms applied by native mail servers. However, this issue can be overcome by 
establishing security policies in which users may specify other users and mail servers 
from which they are willing to receive e-mails. 

7.4 Secure e-Mail Use in eAgora 

In eAgora, the secure e-mail is intended to be used as the main means of 
communication between all users and actors. By doing so, it is ensured that the 
communication is confidential and that the users can exchange without any concern 
sensitive information, such as account names and balances, requests for payments and 
receipts. Moreover, they can be sure of the sender’s and receiver’s identity and 
therefore not be deceived in phishing attacks for false payments. 

When a security enhanced e-mail is sent to an e-mail address that is not already 
registered, an invitation e-mail is sent first to that address. The invitation e-mail 
indicates that an already registered user wanted to securely communicate with the 
recipient and if the recipient would like this communication to be facilitated, he/she will 
have as well to register to the service. The initial e-mail is not sent neither stored, so the 
sender will have to resend it once the recipient has been registered. 

7.5 Chapter Summary 

In this chapter, the design and implementation of the secure e-mail is presented. 
It provides a means of communicating securely without having the need to install any 
extra hardware or software on the user side. Even more, the secure e-mail uses the 
users’ existing e-mail addresses. 
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Chapter 8. Security for Servers and Administrators 

In this chapter, how eAgora deals with various controls and transfers of virtual 
objects in the system is described. In Chapter 8.1 how policies are automatically 
enforced is described, while in Chapter 8.2 the ability to cooperate with law 
enforcement authorities in case of criminal activities in the system is shown, protecting 
however users’ privacy.  

As also mentioned previously, the research is based on the iCore project and 
with the current research further extensions to it are proposed. It is important to clarify 
that the work presented in this chapter is a joint effort work performed as possible 
enhancements to the iCore project. The work described here is not yet part of iCore but 
is a proposal for future enlargement of iCore functionalities. The author of the thesis has 
contributed to this effort by proposing the use of iCore for mobile commerce and for 
adjusting the iCore architecture in order to be compliant with digital and physical m-
commerce objects. eAgora will be based on the iCore design. The work described in this 
chapter has been submitted for publication. 

8.1 Policy Enforcement 

In iCore an event-based control model is supported in order to manage 
authorizations and obligations using enforcement mechanisms. Enforcement 
mechanisms follow an Event-Condition-Action (ECA) structure. When the event 
specified in the Event section of a mechanism is observed and the Condition component 
evaluates to true, the Action module is executed. 

Events are signaled by Policy Enforcement Points (PEPs) distributed at multiple 
layers of the iCore project. An event is signaled by PEPs whenever a relevant activity is 
executed or is about to be executed in the system. Two types of events are therefore 
supported: actual and tentative events. The objective of these two event types is to 
allow the specification of detection and prevention mechanisms. Detection mechanisms 
are ECA specifications that simply react to the actual events and execute additional 
actions in response to these events. Prevention mechanisms react to tentative events, 
before a sensitive activity is executed in the system, and may allow, inhibit, modify, or 
delay this activity [102]. 

The Condition component of the ECA mechanism may contain complex 
expressions combining propositional, temporal and cardinality operators. Reference to 
identity attributes and context information obtained at runtime to allow dynamic 
context-aware policy decision is also supported. 

Mechanisms from iCore are specified and combined with the virtual objects 
using a similar concept to sticky policies [103]. The idea is that when the VO is created, a 
set of usage control mechanisms is attached to this object in an encrypted format in 
order to regulate future usage, rights, and duties of this object during its lifecycle. The 
usage control function in iCore is capable of decrypting the attached mechanisms and 
evaluating these mechanisms at runtime to ensure the usage control policies are 
followed and enforced. 

The usage control function regulates the access rights and duties of VOs, CVOs 
and services. Depending on the level of authorization of the user, the usage control 
function can allow, deny, modify, or delay the execution of an activity in iCore (e.g., a 
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mobile commerce transaction). In addition to controlling the execution of activities, the 
usage control function can trigger execution of additional actions in order to enforce 
duties and regulate the compliance of iCore with security requirements derived from 
law enforcement regulations. The role of the usage control function is to manage 
policies specified by means of enforcement mechanisms that govern the use of 
VOs/CVOs and services. The usage control function is also responsible for managing 
encryption keys used to protect the enforcement mechanisms in a similar way to sticky 
policies. The policy enforcement inside iCore can be seen in Figure 33, along with the 
basic iCore components, and relevant iCore actors. 

 
Figure 33. iCore 

 

8.1.1 Automatic Enforcement of a Predefined Policy 

In order to illustrate the workflow and internal operations of iCore in regards to 
policy enforcement, the use case of an m-ticket is described. A complex, but nonetheless 
real-life scenario, is described in order to demonstrate how different challenges are 
dealt with, how pseudonyms are used, how CVOs work, how delegation from a user to 
another user is performed, how policy enforcement is applied, and finally, how law 
enforcements can search for illegal activities, while in the meantime protecting the 
citizens’ privacy. 

An iCore user wants to buy a ticket for a football match from his/her mobile 
device. Moreover, he/she would like in parallel to make his/her travel arrangements to 
the stadium and, as a result, combines the stadium ticket with a train ticket. Finally, the 
user also buys a voucher for a beer, which he/she can pick up at the stadium’s bar. The 
two tickets and the voucher are different VOs, combined together in a CVO. 

In the scenario, it turns out that the user will not be able to attend the football 
match, so he/she decides to give the stadium ticket, the train ticket and the beer 
voucher to a friend. In iCore, this transaction is seen as a delegation from one user to 
another to use the CVO he/she had already purchased. In order to perform the 
delegation, both users need to be connected to iCore, in order to update the CVOs details 
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in the registry. However, the actual transfer of the CVO between the users can be done 
directly from one mobile device to another, using Bluetooth for example. 

The inspector is also an iCore user, with different access rights. When given a VO, 
he/she verifies the unique code by searching for it in the iCore registry and seeing the 
status of the VO. Upon the correct verification, the VO has its status changed, both in the 
iCore registry and in the user’s mobile device. 

In order for a user to use iCore, he/she will have to be registered first. As a 
result, all the transactions and purchases done under the same identity, can lead to 
having the user profiled and his/her privacy compromised. In order to avoid this 
problem and to implement privacy-by-design, the use of pseudonyms is suggested, as 
described in [104] where a user has one pseudonym per context, making it difficult to 
link different identifiers across service contexts. 

A pseudonym is a set of attributes, different from identifying attributes, but in 
the system is linked to the user’s true identity that only reveals the absolutely necessary 
information, needed for a transaction to be completed. Moreover, attributes that are 
considered personal or sensitive, like age, are only partially revealed, as indicated in the 
project ABC4Trust [105] and decoupled from the real identity. The pseudonym reveals 
only that the user is an adult, without giving his/her true age. Finally, the pseudonym 
cannot be linked back to the real user by a third party, and even in the case of a security 
breach, the access to the user’s identity would be harder to reach. 

An example of pseudonym for the above use case would be a pseudonym that is 
used when purchasing tickets for concerts or events in general. In such case, the 
pseudonym identity would also reveal that the user is an adult, in order to be able to 
proceed with the purchase of the beer. Other attributes that the pseudonym can have, 
would be seat preference at the venue, special ticket category (student, disabled, etc.), 
payment method, etc. 

The diagram in Figure 34 presents the case where an event triggers a predefined 
policy, which is then automatically enforced. In particular, the delegation of the CVO, as 
described above, cannot be fully completed due to the age limitation of the user B. In 
order for the user to buy a beer, he/she should be above the national allowed age limit. 
This policy is not only performed during the purchase of the beer coupon, but also 
during the transfer from one user to another. As a result, if the second user does not 
meet the age requirement, he/she would be still able to receive the other two VOs 
(stadium and train ticket), but the VO linked to the beer will stay with the original user. 
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Figure 34. Workflow of a Delegation of CVO, Enforcing the Age Policy 

 
The workflow of the detailed process is the following: 

 Both users need to be registered and on-line with iCore. This connection is 
achieved through the corresponding interface, here named mobile commerce 
service. 

 After being connected, user A delegates to user B use of the CVO. The 
delegation is performed using a Bluetooth connection, without the use of 
iCore. However, after the local delegation, both users contact iCore in order 
to confirm and register the transaction. 

 The mobile commerce service receives both requests and proceeds with the 
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change of the CVO owner. The first step is to inform the registry (in particular 
the CVO registry) of the user change. 

 The PEP is triggered by this event (change of owner) and performs checks in 
case a specific policy will need to be enforced. Verification is performed for 
each VO independently. 

  When the verification process examines the beer voucher, the age policy 
needs to be enforced. As a result, the PEP informs the PDP of this activity. The 
PDP will then check with the registry if user B meets the required age limit. 

 The registry responds to the PDP that the user does not meet the age 
requirement and as a result, the PDP denies the delegation of the specific VO 
to user B. This VO will not change status and will still have user A as its 
owner. 

The registry performs all the modifications and informs the mobile commerce 
service. The former informs both users about the delegation status and as a result they 
can also see the representation of the VOs locally on their mobile device. 

8.2 Detection of Suspicious Events 

iCore enables monitoring of transactions and search for various patterns that 
may result in criminal activities. For example, in this scenario, it may be in the 
authorities’ interest to observe users that decide to delegate the ticket of an anticipated 
football match only a few hours or minutes before the start of the match, as this may be 
an act of black market transaction. However, it must be pointed out that the monitoring 
of the transactions is done without knowing the identity of the users and is supported 
by the enforcer user role. The latter can only be revealed in case a court order is issued 
and thus the iCore administrator must conform to such orders. 

The workflow in such case is the following (shown in Figure 35): 

 The procedure of the independent check of each VO is exactly the same as 
described in the previous subsection. 

 When the PEP detects a potential misbehavior, as defined by the law 
enforcements in the policy database, it informs the mobile commerce service. 
In this case, the event is triggered as the delegation of the stadium ticket VO 
has been attempted only a few minutes before the beginning of the match. As 
a result, the authorities may have to deal with a case of black market 
purchase. 

 The mobile commerce service, which acts as an interface to iCore, 
immediately notifies the law enforcer. In this notification, all the relevant 
information is included. Such information is the pseudonyms of the users, the 
values of the tickets (event, seats, price, etc.), accompanied VOs, etc. 

 As the act itself (the delegation of the ticket) is not directly forbidden by any 
policy, the procedure inside the iCore proceeds as planned. In the meantime, 
the law enforcers have all the necessary data in order to investigate the case. 
If the case is proven illegal and a court order is issued, the law enforcements 
can formally ask for the full details of the transaction and all parties involved. 
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Figure 35. iCore and Interactions with Law Enforcers in Case of Suspicious Incident 

8.3 Evaluation of the System Components 

The proposed components and the design of the system have been validated for 
their functionality and proposed operations by using the SecKit, a model-based security 
toolkit, as described in [106]. SecKit supports security policy specification and 
enforcement at all layers of iCore. The usage control enforcement architecture used in 
SecKit is very similar with the usage control function proposed for the m-commerce 
system. 

The PEP intercepts VO and CVO invocations, signals events that require action to 
the PDP, which then performs predefined actions. SecKit was tested for the PDP’s 
performance when dealing with a very large of predefined policies to control for 
incoming events. 

Even if the case study that was used in order to test SecKit was a smart city 
scenario, the results are also applicable in the m-commerce case. The architecture and 
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components used both derive from iCore and the approach of handling and dealing with 
VOs and CVOs is the same. 

8.4 Chapter Summary 

In this chapter, the iCore enhancements with policy enforcement and detection 
of suspicious events are presented. A usage control function is proposed in order to 
control conformity with established policies, following an Event-Condition-Action 
structure. Moreover, it is shown how suspicious event can be found, depending on pre-
established patterns, and the authorities informed in case further actions are required. 
Finally, how the system can be evaluated based on the architecture is presented. 
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Chapter 9. eAgora Use Cases 

In order to better illustrate how the internal components of the secure m-
commerce system are used, how the actors interact, and how m-commerce objects are 
handled, a voucher use case that demonstrates these interactions was created. 

In this use case, a merchant makes available in the m-commerce system a number 
of vouchers for purchasing bottles of wine with a special price. The merchant is 
accessing the m-commerce server from his/her mobile application or business computer 
to access the m-commerce system over Internet. This use case is described in Chapter 
9.1. 

Once the vouchers are registered, a client using the corresponding application for 
mobile devices, searches for vouchers and in the end purchases the wine voucher 
(Chapter 9.2). Finally, the user who bought the voucher goes to a retailer that offers the 
product and uses his/her voucher in order to get the bottle of wine he/she had already 
paid for (Chapter 9.4). In Chapter 9.3 the steps of a virtual currency payment transaction 
are shown. 

The use cases described in the following sections are based on the architecture as 
described in Chapter 5 and in the paper [98]. 

9.1 Voucher Scenario: Creation of the m-Voucher 

The merchant that wants to make a number of vouchers related to bottles of wine 
available at eAgora authenticates using a dedicated web-portal. The authentication itself 
is not in the scope of this chapter and as a result it is considered it as a normal secure 
authentication process. Along with the authentication, the merchant receives the 
appropriate authorization according to his/her role. 

After authenticating, the merchant requests the creation of the wine voucher and 
indicates the voucher’s attributes. Such attributes are the time life of the voucher (i.e., 
how long the VO will be valid for), the amount of bottles of wine that are available under 
the specific conditions (i.e., number of available VOs), the price of the bottles of wine, in 
which store the consumer can collect the wine, the description of the wine and so on. 

After the merchant specifies the desired attributes of the m-voucher, the VO 
creation function will contact the access control server in order to request the policies 
that are bound to the already specified attributes. Beyond the access rights imposed by 
the merchant, additional access rights can be imposed by policies given by the 
government or regulatory bodies. In this particular case where the voucher is for a bottle 
of wine, a policy will be enforced which allows this voucher to be purchased only by a 
person older than 18 years.  

The policies are defined and are enforced by encrypting the VO with the keys 
corresponding to a specific level of access. The VO is then stored in the repository. After 
storing the VO, the registry is updated. Thus, the registry contains a reference to the VO’s 
actual location and in the meantime shows all its attributes. Finally, the merchant 
receives feedback that the procedure was successful and the transaction is completed. 
The workflow of the scenario is presented in Figure 36. 

It is important to state that communications to and from the servers of the secure 
payments system are based on the secure e-mail system. This is not only valid for this 
use case, but for all the others that follow.  
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Figure 36. Creation of the Voucher 

 

9.2 Voucher Scenario: Acquisition of m-Voucher by a Consumer 

A consumer is interested in buying a bottle of wine in a specific area (e.g., a town). 
The consumer uses the mobile phone and the m-commerce mobile application, which 
connects to eAgora over the Internet. The consumer authenticates with his/her 
credentials and then is logged in the system as a regular user. Figure 37 shows the 
workflow of the scenario. 

The logic for executing a mobile commerce transaction is implemented as a 
specific mobile commerce service, which is handled by the domain manager. Once 
connected to eAgora , the consumer searches for a voucher with the desired criteria. 
When the voucher is found, the consumer proceeds with the purchase. 

The mobile commerce service forwards the request for the specific VO to the 
access control server inside eAgora to ensure that this particular user is allowed to 
access the VO. Once access is granted, the attributes of the selected voucher from the VO 
registry are retrieved. Then the conformity of these attributes is checked. For example, it 
has to be checked that the voucher is still valid and has not expired, that there are 
enough items left to be purchased and also in this case if there are specific authentication 
needs on behalf of the consumer. 

Once all the attributes are met, the payment needs to be performed. Card 
payments are handled with a 3rd independent party, such as a bank. The access function 
will initiate the payment procedure to the third party with all the necessary information. 
Then the user will be prompted to pay in the preferred way. If however, the user would 
like to pay with a virtual currency, the system will handle the payment details and 
message exchange between the actors. The details of this procedure are described in the 
next section. Once the payment is successful, all the necessary attributes are met and 
thus the acquisition of the voucher can be completed. 

At this point, the mobile commerce service can request access to the VO and 
retrieve the data needed for the consumer. A transaction wrapper is created in the 
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execution environment by the mobile commerce services and it is provided with the key 
related to the access level by the access function. In this particular implementation of the 
mobile commerce service and the transaction wrapper, a new VO (i.e., VO voucher) in the 
repository is created containing the barcode, the consumer ID and all the possible 
retailers IDs from where the consumer can redeem his/her voucher. After receiving the 
acknowledgement, the registry is also informed about the new VO. 

 
Figure 37. Acquisition of the Voucher 

 

A
uth

en
tication

 &
 

A
uth

o
rizatio

n
 Server

A
ccess Se

rver
C

o
nsu

m
er

M
o

b
ile

 Co
m

m
erce 

Serve
r

Tran
saction

 
W

rapp
er

V
O

 R
e

po
sito

ry

A
u

th
e

n
ticate

Sea
rch

 fo
r w

in
e

G
ran

t A
u

th
en

ticatio
n

Sea
rch

 fo
r V

O

V
O

 R
e

gistry
P

aym
e

n
t

N
o

tifica
tio

n
 o

f A
u

th
en

ticatio
n

Sea
rch

 R
esu

lts
Sea

rch
 R

esu
lts

R
e

qu
e

st sp
ecific 

w
in

e
C

h
eck access fo

r 
sp

ecific V
O

G
ran

t acce
ss

C
h

eck V
O

 s attrib
u

tes

R
e

tu
rn

 V
O

 s attrib
u

tes

C
h

eck 
co

n
fo

rm
ity 

o
f attrib

u
tes

R
e

qu
e

st to
 in

itiate p
aym

en
t fo

r co
n

su
m

e
r

P
aym

en
t req

u
este

d

P
aym

en
t a

ch
ie

ved

A
ckn

o
w

led
ge

 p
aym

en
t o

f co
n

sum
e

r

A
sk fo

r V
O

 s ke
y

C
re

ate/Sen
d

 ke
y to

 u
n

w
rap

 V
O

R
e

qu
e

st V
O

Sen
d

 V
OU
n

w
ra

p
 V

O
 an

d
 

re
trie

ve b
a

rco
d

e

C
re

ate n
ew

 V
O

 
w

ith
 b

a
rco

d
e, 

co
n

su
m

er ID
 a

nd
 

re
tailers ID

A
ckn

o
w

led
ge

m
en

t 
o

f cre
ation

R
e

gister n
ew

 V
O

Sen
d

 ba
rco

d
e an

d
 re

tailers ID
Sen

d
 ba

rco
d

e an
d

 
re

tailers ID
C

h
an

ge V
O

 s attrib
u

tes

In
fo

rm
 ab

o
u

t ch
an

ge
 o

f V
O

 s attrib
u

tes

D
e

stro
y th

e w
rap

p
er

C
lo

se
 

tran
sactio

n



96 

The next step is for the transaction wrapper to send back to the mobile commerce 
service the barcode of the wine VO and all the retailer IDs. 

The mobile commerce service forwards these data to the consumer, which is now 
in possession of the barcode, and transaction for the consumer is completed. Having all 
the retailers’ information, the consumer can now choose when and where to redeem that 
voucher. 

In iCore, the mobile commerce service updates the wine VO’s attributes in the 
iCore repository and as well in the registry. The changes indicate that the voucher has 
now been sold and is not anymore available for purchase. 

The final procedure in the system is to destroy the transaction wrapper and then 
terminate the transaction. 

9.3 Virtual Currency Payment Transaction 

When the payment is performed with virtual currencies, the procedure differs 
from the traditional card payment. The system will handle the communication between 
the two actors and make the payment procedure easier for them. The steps are shown 
in Figure 38. 

In the use-case shown below, two users have already agreed on a price for a 
payment exchange. Using examples from the previously described scenarios, these 
could be a merchant and a client, two clients using a mobile device, and in general any 
two parties registered in the system. As the figure focuses on the payment only, it is of 
course required that both users are already authenticated to the system. 

The first step is for the actor that receives the payment (user B) to ask for the 
creation of an address. All communications are done once again through the portal 
which provides a friendly and easy to use interface to the system functionalities. The 
portal forwards the creation of the address request to the wallet and more specifically 
to its address generating function. A new address is created and is communicated back 
to both user A and user B. 

Once user A receives the address, he/she can initiate the payment transaction. 
He/she gives this command to the portal, which then forwards it to the wallet and its 
transaction function. At this point, the transaction function request the address (or 
addresses) that belong to user A and will be needed in order to fulfill the transaction 
request. More than one addresses will be needed for the amount that is to be 
transferred, if the balance of a single address is not sufficient. Therefore, an 
accumulation of two or more addresses may be needed. 

Once the transaction function receives the address information, it communicates 
with the secure key storage and asks the server’s side key/password in order to later 
decrypt user’s A private key stored in the wallet and be able to sign the transaction. As 
stated in Chapter 6.3, the server and the user share a secret key in order to be better 
protected against attacks. Once the server’s side key is fetched, the transaction function 
will need to be in possession of the user’s key. As a result, a corresponding request is 
sent and the user’s key is fetched. 

Having received both keys, the transaction function is in possession of all the 
prerequisites and therefore can have access to the user’s wallet. Therefore, it formulates 
the transaction according to the virtual currency payment protocol and broadcasts it to 
the virtual currency network.  
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Figure 38. Bitcoin Transaction 

 
At this instant, the blockchain is checked until the transaction is confirmed. The 

confirmation, as mentioned previously, usually takes approximately an hour or six 
blocks in order to be certain of its validity (when Bitcoin is used as a virtual currency). 
Once the transaction is confirmed, the wallet and both the actors are informed. 
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9.4 Voucher Scenario: Retrieve the Physical Item at the Retailer 

This final phase describes the workflow for the retrieval of the physical item (e.g., 
bottle of wine) at the retailer place (see Figure 39). The consumer, having in possession 
the barcode, goes to one of the available retailers (already sent to the consumer during 
the purchase) and wants to redeem the voucher and get the bottle of wine. 

The retailer is in principle already authenticated to the m-commerce server and 
given the corresponding role. The consumer shows the barcode to the retailer simply by 
showing it on his/her mobile device. The retailer scans the barcode and sends it to the 
mobile commerce service. The mobile commerce service acts in this case exactly as in 
the case of the consumer; it is the interface for the retailer in order to access the entire 
m-commerce system. 

At this stage, the validity of the barcode is checked. The registry is searched for 
the VOProduct (each VO has the unique ID in clear, even if the VO itself is encrypted) and 
confirms the originality and validity of the consumer request. 

Once the retailer receives the confirmation, he/she can proceed with the 
transaction and hand over the bottle of wine to the consumer. The retailer will need to 
inform the system of the successful interaction. The repository will have to be updated 
with the new VO attributes, indicating that the VO has now been redeemed by the 
consumer. After updating the repository, the registry will also be updated accordingly. 
Finally, the transaction will terminate. The VOProduct can be deleted or flagged for 
successful mobile commerce transaction. 

This scenario could also be achieved with a non-human retailer. For example, a 
vending machine could automatically read the barcode and perform the tasks as 
described above. 

In this case, the iCore VO container in the iCore execution environment is used to 
interface the vending machine, both as a sensor function to read the barcode and the 
driving license of the consumer and as an actuator to provide the bottle of wine. The 
driving license or a similar ID card is used to identify the customer when specific 
authentication attributes are needed. 

 
Figure 39. Redemption of the Voucher 

In another variation of this use case, the consumer could store on his/her mobile 
device (e.g., a smartphone) the VOProduct itself as an encrypted object. Then the 
consumer could simply provide the VOProduct to the vending machine in order to 
complete the transaction. 
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9.5 Chapter Summary 

In this chapter, four use cases are shown in order to demonstrate how the 
internal components of eAgora function in different scenarios. Particularly use cases 
from the lifecycle of an m-commerce object are shown: the creation, the acquisition, the 
payment, and the redemption phase. The flowcharts show in detail how the internal 
components of eAgora work together and how the consumer interacts with the system. 
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Chapter 10. Conclusions and Future Research 

The research carried out throughout this Ph.D. phase focuses on mobile security 
and privacy aspects, using as a realistic use case mobile commerce. The research started 
with the very broad and general aspects of mobile applications and mobile commerce. 
The notion of m-commerce objects was introduced and seven major categories of such 
objects were described. Security services that ensure the integrity and authenticity of m-
commerce objects were as well emphasized. Those services are provided to all actors in 
the system, each having a different motivation and reason for ensuring the correctness of 
the objects and transactions. Moreover, customers’ privacy is ensured by concealing 
sensitive information from intermediate parties. 

The next step was to identify the security and business requirements for having a 
complete, secure and privacy enabled m-commerce system. In order to have a full 
picture of the possible threats of an m-commerce transaction, various potential attack 
scenarios were analysed, always having in mind that an attacker will try to gain the most 
with the least effort. 

After investigating the above-mentioned aspects, a new architecture for secure 
m-commerce transactions was proposed. This new architecture is a combination of 
Internet of Things and the author’s own notion of mobile commerce objects. The 
architecture is based on the general concepts of the iCore FP7 project, reapplied to an m-
commerce environment. The research results described in this report have also been 
acknowledged as iCore contributions. 

In order to facilitate the proposed architecture, research and implementation has 
been accomplished in several more specific areas. A secure e-mail system has been 
designed and implemented in order to facilitate secure communication between the 
system’s actors. Moreover, virtual currency technology has been introduced and policy 
enforcement and automatic detection of suspicious events has been investigated. Finally, 
a mobile Crypto Services Provider has been implemented in order to allow secure 
storage when using a mobile device. These results are shown in Chapter 10.1. 

In Chapter 10.2, the full list of publications performed during the Ph.D. studies is 
listed. Finally, in Chapter 10.3 some ideas and thoughts for future work are provided. 

10.1 Confidentiality and Privacy 

As stated in the requirements set in the early chapters of the thesis, 
confidentiality and privacy are the main characteristics that are essential for every 
secure system. Research activities focused on specific aspects that would enhance them, 
particularly on the user side. 

10.1.1 Secure Email System 

With the secure e-mail system, a secure and privacy–enhanced way to handle e-
mails based on the concept of a secure proxy server was designed and implemented. The 
solution does not introduce any overhead to users neither does it require any extra 
software or hardware. More importantly, all operations are transparent to end-users, so 
they do not need to be concerned with any configuration or understanding of the 
underlying technology. 

The design of the GUI followed the design of well-used e-mail services. The 
interface is as simple as possible in order to offer to the users a similar navigating 
experience to the one that they are used to. 
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The secure e-mail system ensures confidentiality of all e-mails exchanged within 
users of the system. S/MIME is used in order to ensure that. What is more important is 
that the system itself is not in possession of the user credentials and as such cannot 
under any circumstances have access to users’ personal and sensitive data. Moreover, 
the integrity and authenticity of e-mails is guaranteed. 

10.1.2 UICC Mobile Crypto Services Provider 

With the design and prototype implementation of the crypto services provider, it 
is feasible to store data in a secure way on the UICC and retrieve it with ease. Many 
functions and data handling operations for secure mobile financial transactions were 
implemented as well. The process of using those APIs is transparent to upper layer 
applications what makes the m-CSP very easy to use. No extra knowledge is needed in 
order to take advantage of its capabilities. Moreover, the whole process is as “light”, from 
a computational point of view, as possible, so that no extra hardware capabilities are 
needed.  

Users of mobile phone applications that are based on the m-CSP can now securely 
store data on their UICC and take advantage of the capabilities it provides. They can be 
confident that data cannot be retrieved by an unauthorized person. In addition, they can 
take advantage of the UICCs mobility. Namely, users can transfer their UICC to another 
phone and all the data will be available to them as if nothing changed. This gives users 
the possibility to enjoy true mobility of their mobile phone applications while in the 
meantime be secure from attacks on the mobile device as described in earlier chapters. 

10.1.3 Virtual Currencies and Pseudonyms 

With the use of virtual currencies and the design to handle users’ wallets and 
transactions, users’ privacy is ensured. By doing so, not only virtual currencies concept 
of pseudonyms that makes transactions performed without any link to the user’s 
identities are used, but it also made sure that the transactions and balance are available 
only to the user. This is done by maintaining the password, and therefore the encryption 
key, at the user side. The balance of the user’s addresses and the transactions are not 
seen by any component of the system. 

Moreover, with the use of pseudonyms and partial authentication, it is made sure 
that only necessary credentials and user information is used. This approach protects 
users’ privacy and only in cases where law interception is needed and after a court order, 
user information is handed to the authorities.  

10.2 Research Contributions 

Overall, the following are the papers that reflect the work that has been 
accomplished during the Ph.D. studies and have directly or indirectly contributed to the 
present thesis: 

 
i. Kounelis, I, Muftic, S., Loschner, J., "Secure and privacy-enhanced e-mail system 

based on the concept of proxies," 37th International Convention on Information 
and Communication Technology, Electronics and Microelectronics (MIPRO), 
pp.1405-1410, 26-30 May 2014 

ii. Kounelis, I., Baldini, G., Neisse, R., Steri, G., Tallacchini, M., Guimaraes Pereira, A., 
"Building Trust in the Human? Internet of Things Relationship," Technology and 
Society Magazine, IEEE , vol.33, no.4, pp.73,80, 2014 

iii. Kounelis I., Baldini G., Muftic S., Loeschner J, "An Architecture for Secure 
mCommerce Applications", Proceedings of the SIOT  Secure Internet of Things 
2013, Bucharest, 2013 
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iv. Kounelis, I., Loeschner, J., "Trust in Mobile Commerce", 7th Nordic Conference on 
Human-Computer Interaction, User-Centered Trust in Interactive Systems 
Workshop, Copenhagen, 2012 

v. Kounelis, I., Löschner, J., Shaw, Scheer, "Security of Service Requests for Cloud 
Based m-Commerce”, International Convention on Information and 
Communication Technology, Electronics and Microelectronics - MIPRO 2012, 
Opatija, Croatia, 2012 

vi. Kounelis, Loeschner, Scheer, "Threats and Risks Associated with m-Commerce 
Objects", ABSRC Venice 2012, Advances in Business-Related Scientific Research 
Conference in Venice, 2012 

vii. Kounelis, Zhao, Muftic, “Secure Middleware for Mobile Phones and UICC 
Applications”, Mobilware - 4th International ICST Conference on Mobile Wireless 
Middleware, Operating Systems, and Applications, London, 2011 

viii. Zhang, Kounelis, Muftic, “Generic, Secure and Modular (GSM) Methodology for 
Design and Implementation of Secure Mobile Applications", The Sixth 
International Conference on Emerging Security Information, Systems and 
Technologies - Securware 2012, Rome, Italy, 2012 

ix. Baldini G., Kounelis I., Löschner J., and Tallacchini M., “European Citizens and 
Their Trust in Social Networks” in Learning and Collaboration Technologies. 
Technology-Rich Environments for Learning and Collaboration, Springer 
International Publishing, pp. 363–374, 2014 

x. Abdulah B.N., Kounelis I., Muftic S., “Security Extensions for Mobile Commerce 
Objects”, SECURWARE 2014, The Eighth International Conference on Emerging 
Security Information, Systems and Technologies, pp 186-193, 2014 

xi. Geneiatakis D., Kounelis I., Loeschner J., Fovino I. N., and Stirparo P., “Security 
and Privacy in Mobile Cloud Under a Citizen’s Perspective” in Cyber Security and 
Privacy, M. Felici, Ed. Springer Berlin Heidelberg, 2013, pp. 16–27 

xii. Baldini G., Kounelis I., Fovino I., Neisse R., "A Framework for Privacy Protection 
and Usage Control of Personal Data in a Smart City Scenario", Proceedings of the 
8th International Conference on Critical Information Infrastructures Security, 
CRITIS, pp. 212-217, 2013  

xiii. Stirparo P., Kounelis I., “The MobiLeak Project: Forensics Methodology for Mobile 
Application Privacy Assessment”. Proceedings of the 7th International Conference 
for Internet Technology and Secured Transactions, ICITST, 2012, p. 297303 

xiv. Stirparo P., Fovino I., Taddeo M., Kounelis I., “In-Memory Credentials Robbery on 
Android Phones”, Proceedings of the World Congress on Internet Security, 
WorldCIS, 2013 

xv. Stirparo P., Fovino I., Kounelis I., "Data-in-Use leakages from Android Memory - 
Test and Analysis", Proceedings of the 9th IEEE International Conference on 
Wireless and Mobile Computing, Networking and Communications, WiMob 2013, 
pp. 701-708 

xvi. Geneiatakis, D., Fovino, I. N., Kounelis, I., & Stirparo, P., “A Permission Verification 
Approach for Android Mobile Applications”. Computers & Security, 2014 

xvii. Scheer, Kounelis, Löschner, “Will the Cloud Make the Citizen more Vulnerable? 
Risk and Vulnerability Assessment in Times of Cloud-computing”, 2nd 
International Conference on Cloud Computing and Services Science - CLOSER, 
Porto, 2012 

xviii. Scheer, Kounelis, Löschner, “Old and New Stakeholder Functions in m-
Commerce”, ABSRC Olbia 2012, Advances in Business-Related Scientific Research 
Conference in Olbia, 2012 
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xix. Loeschner, Kounelis, Mahieu, Nordvik, Striparo, Muftic, "Towards a better 
understanding of the impact of emerging ICT on the safety and security of the 
Citizen", 1st Syssec Workshop, Syssec 2011, Amsterdam, The Netherlands, 2011 

10.3 Lessons Learnt 

Ph.D. studies are an important chapter in one’s professional life and the lessons 
learnt within this period are useful to carry on for future activities but also to pass along 
to new colleagues and students. 

This thesis covered a wide area of topics and research activities. Research 
started from finding and analysing threats on mobile applications, understanding the 
particularities of using a mobile device in a public environment, proposing a secure 
methodology for mobile application development, a mobile crypto services application 
for secure storage on mobile devices, a secure e-mail for securing communications and 
finally designing an m-commerce system that can utilize all the above. 

What I would change if I started now, would be to narrow down the topics which 
I have worked on. Working on many topics, although interesting, does not allow the 
researcher to analyze in depth each topic. If I had to go over the process of starting a 
Ph.D. again I would have focused on a limited research area, analyzing a specific topic in 
much more detail in order to address very specific issues. 

Additionally, one of the most important lessons learnt during the Ph.D. studies is 
that you have to challenge almost everything, when it comes to receiving knowledge 
from others. Just because something is published in a conference paper, for example, 
does not always make it a trustworthy source. Moreover, even if the Ph.D. student goes 
through a process of deeper understanding how his/her source obtained the results, it 
will make it easier for him/her to build new knowledge on top of it. 

Moreover, it is beneficial for the Ph.D. student to not take anything for granted 
when writing and expressing opinions, as even if he/she may consider it self-evident it 
may not be for the other people. The assumptions that are made during the research 
should be well explained in order to clarify and make it easier for someone else to 
follow the writer’s approach and way of thinking. 
 Personally, I found it very useful to have a third person review your work. In this 
way, you may receive feedback that you had not never considered up to that moment as 
people with different experience and different point of view may understand and view 
things completely differently than you. This can help the Ph.D. student write the thesis 
in a clearer way, addressing therefore a wider audience. One of the things that I would 
have done differently if I could, would be to have people review my work and progress 
more frequently. 

Finally, it is very beneficial to be open to suggestions in one’s work. Of course it 
is not necessary, probably the opposite, to follow all the guidelines received, but being 
open minded and able to evaluate the comments received will definitely benefit one’s 
work. 

10.4 Future Work 

With the research and results, a practical mobile commerce system, eAgora, has 
been designed, having first analysed the needs for security and privacy both on the user 
and the server side. eAgora handles payments using virtual currencies and provides a 
security enhanced e-mail application for internal communications. 
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Future work should focus on expanding eAgora with new services and platforms. 
A mining subsystem could be added to eAgora in order to have its own mining pool. 
Moreover, a platform for exchanging between currencies could be created. With the 
above additions, eAgora could become a complete digital market system, providing the 
full scope of services to clients. 

Regarding specific components that are already implemented, future research 
could focus on adding some functionalities and features that have already been 
identified. In particular: 

 Secure Email: Future research can focus on extending the system so that it 
provides federation of multiple proxies by distributing certificates between 
two or more instances of the secure e-mail system. This means that a fully 
scalable federated architecture and utilization of the full PKI hierarchy 
should be introduced. For example, if one proxy server is deployed in Italy 
and the other in Sweden, a user that has already created a certificate for 
his/her account at the Italian proxy server should not need to re-generate 
one if he/she uses the Swedish proxy server. The two proxies should 
communicate and manage secure transfer of certificates in such a case. 
Moreover, the current system, being based on unreliable user e-mails, does 
not provide any assurance. One of the future extensions is to introduce 
versions with higher level of assurance in user identities and credentials. This 
will be achieved by linking the system to trusted and reliable identity and 
security providers and by using higher assurance authentication protocols, 
based on strong authentication, use of certificates, two–factor authentication 
and PIV smart cards. 

 Mobile Crypto Services Provider: Further research could involve the 
process of making the m-CSP totally independent from any specific mobile 
phone platform or environment. It should be created as a standalone 
functional module that communicates with other applications in a secure way 
and then stores and retrieves data from the UICC. Moreover, besides secure 
storage, various additional functionalities should also be added. The m-CSP 
should be able to provide an interface for all the functionalities that are 
supported by all applets stored on the UICC. It should be also possible to 
support over–the–air applet management functions, such as the possibility to 
load and unload new applets or to check the available memory [107]. 

 Mobile commerce objects: An interesting future development would be to 
create a sidechain to Bitcoin, starting with one of the m-commerce objects. 
Sidechain is a separate blockchain, which is backed by Bitcoins, in the same 
way that currencies are backed by gold [108]. Doing so would make it feasible 
to take advantage of the Bitcoin concept and characteristics, while in the 
meantime manipulate the side-chain according to the m-commerce object’s 
needs. 

10.5 Chapter Summary 

This chapter concludes the thesis. The main achievements of the research are 
described and the full list of publications is shown. Finally, proposals for future work 
are given and the lessons learnt from the overall Ph.D. studies are described. 
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Appendix A 

In this Appendix, the tables shown in Chapter 4.5 are further analysed.  

Stealing an m-product 

 

V
o

u
ch

e
r 

G
if

t 
C

a
rd

 

T
ic

k
e

t 

P
ro

m
o

ti
o

n
s 

C
o

u
p

o
n

 

B
o

n
u

s 
C

a
rd

 

P
re

P
a

id
 C

a
rd

 

Value of m-
product Average Average Average Zero Low Low Large 

Ease of use High High High High High Low Average 

Total 
benefit 

Large Large Large Low Average Low Large 

 
Value of products: Vouchers, gift cards, and tickets are given an average value following 
an average solution to the various values they have depending on the specific product 
they are meant to be used for. Promotions have no value at all, while coupons and bonus 
cards are considered to have low value as coupons generally provide an extra discount 
to a specific and are not usually purchased, while bonus cards have also no real value 
and are an accumulation of points. Finally, prepaid cards are considered to have a large 
value as the financial impact is direct in case of loss. 
 
Ease of use: Vouchers, gift cards, tickets, promotions, and coupons are generally not 
linked to an identity and are therefore easy to use once stolen. Bonus cards on the other 
hand are strongly linked to one’s identity have therefore a low ease of use. Finally, the 
prepaid card is linked as well to one’s identity but in several cases it can be used, 
especially in online purchases, without the need to prove the ownership. 
 
Total benefit: the total benefit is calculated as the average of the value of the m-product 
and the ease with which it is used. If the average is between two levels, for example if 
the value of the m-commerce object is high and the ease of use is average, the highest 
level is used as the final output. 
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Profiling User 
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Personal 
Information Average Average Average Low Low Average Average 

 
Personal Information: Vouchers, gift cards, tickets, bonus cards, and prepaid cards can 
be used in order to monitor the user’s preferences when performing transactions and 
daily activities. Promotions and coupons on the other hand, since they have no value 
and can be obtained free of charge, are not a strong indicator towards the user’s habits. 
 

Ruining the reputation of a store 
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Link to 
store Large Large Large Average Average Large Average 

 
Link to store: Vouchers, gift cards, tickets, and bonus cards are usually linked to a store 
or company. Therefore any disruption of their use can have an effect on the store’s 
reputation. Prepaid cards on the other hand can be used in different stores and a 
possible disruption may not be directly linked to the specific store. Finally, promotions 
and coupons have an average link as from the moment that they are usually acquired 
without any cost, the user expectance in redeeming them is lower in respect to the m-
commerce objects that have been purchased. 
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Appendix B 

Mobile Commerce Objects in JSON Format 

A complete list of m-commerce objects in JSON format. 
 
var voucher= '{  

"use":"3", 

"purchased":"true", 

"value":"25", 

"currency":"euro", 

"transfer":"true", 

"duplication":"false", 

"auth":"53f41457b67d7ca531893f41e5f6

c98b", 

"owner":"CaSVzeEhV3Dkm"}' 

var coupon= '{  

"use":"1", 

"purchased":"false", 

"value":"10", 

"currency":"euro", 

"transfer":"true", 

"duplication":"false", 

"auth":" 
b3ffbfaf9a5b7c9970bc2e5f7d4d6

c4e", 

"owner":" P8eJACnNqMqh"}' 
 

var promotion= '{  

"use":"-1", 

"purchased":"false", 

"value":"0", 

"currency":"euro", 

"transfer":"true", 

"duplication":"true", 

"auth":"", 

"owner":" PRHHuGK5Odnz"}' 

var ticket= '{  

"use":"15", 

"purchased":"true", 

"value":"45", 

"currency":"euro", 

"transfer":"true", 

"duplication":"false", 

"auth":" 
a461194b2c2f80eb5e993e460ab51

758", 

"owner":" QLYbxRCfkwg3"}' 
 

var giftcard= '{  

"use":"-1", 

"purchased":"true", 

"value":"100", 

"currency":"euro", 

"transfer":"true", 

"duplication" 

:"false", 

"auth":" 
170ed2d5e1c191ecab5e9f2cfc5c2035", 

"owner":" FmO8h8qLF1gt"}' 
 

var prepaid card= '{  

"use":"-1", 

"purchased":"true", 

"value":"80", 

"currency":"dollars", 

"transfer":"false", 

"duplication":"false", 

"auth":" 
8516c8b5daf1c694cfb26ed6ae3d9

222", 

"owner":" WnE9f24mTytl"}' 
 

var bonusCard= '{  

"use":"-1", 

"purchased":"false", 

"value":"8000", 

"currency":"miles", 

"transfer":"false", 

"duplication":"false", 

"auth":" 69236d4c17056a4671e7522cd839166d", 
"owner":" MQYD3UdSHF6o" 
}' 

 

 


