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Sammanfattning 

I dag anses molntjänster vara ett omtalat ämne som har ändrat hur IT-tjänster levereras och som 
skapat nya affärsmodeller. Några av molntjänsternas mest frekvent nämnda fördelar är flexibilitet 
och skalbarhet. Molntjänster är i dagsläget extensivt använda av privatpersoner genom tjänster så 
som Google Drive och Dropbox. Å andra sidan kan en viss försiktighet gentemot molntjänster 
uppmärksammas hos de organisationer som innehar känslig data. Denna försiktighet kan anses 
leda till en långsammare tillämpningshastighet för dessa organisationer. 

Detta examensarbete har som syfte att undersöka sambandet mellan molntjänster och känslig 
data för att kunna erbjuda stöd och kunskapsbas för organisationer som överväger en övergång 
till molntjänster. Känslig data är definierat som information som omfattas av den svenska 
Personuppgiftslagen. 

Tidigare studier visar att organisationer värdesätter en hög säkerhetsgrad vid en övergång till 
molntjänster och ofta föredrar att leverantören kan erbjuda ett antal säkerhetsmekanismer. En 
molntjänsts lagliga överensstämmelse är en annan faktor som uppmärksammas. 

Datainsamlingen skedde genom en enkät, som var riktad till 101 av de svenska organisationerna i 
syfte att kartlägga användningen av molntjänster samt att identifiera möjliga bromsande faktorer. 
Dessutom genomfördes tre (3) intervjuer med experter och forskare inom IT-lag och/eller 
molnlösningar. 

En analys och diskussion, baserad på resultaten, har genomförts, vilket ledde till slutsatserna att 
en molnlösning av hybrid karaktär är bäst lämpad för den försiktiga organisationen, de olika 
villkoren i serviceavtalet bör grundligt diskuteras innan en överenskommelse mellan parter 
uppnås samt att i syfte att undvika att lösningen blir oförenlig med lagen bör främst en leverantör 
som är väl etablerad i Sverige väljas. Slutligen, bör varje organisation utvärdera om molntjänster 
kan tillgodose organisationens säkerhetsbehov, då det i stor mån berör ett risktagande.    

 

Nyckelord: Cloud computing, publikt moln, privat moln, leveranssätt, molntjänster, känslig data, 
personuppgifter, PuL, tillämpning av molntjänster. 
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Abstract 

Cloud computing is today a hot topic, which has changed how IT is delivered and created new 
business models to pursue. The main listed benefits of Cloud computing are, among others, 
flexibility and scalability. It is widely adopted by individuals in services, such as Google Drive and 
Dropbox. However, there exist a certain degree of precaution towards Cloud computing at 
organizations, which possess sensitive data, which may decelerate the adoption.   

Hence, this master thesis aims to investigate the topic of Cloud computing in a combination with 
sensitive data in order to support organizations in their decision making with a base of 
knowledge when a transition into the Cloud is considered. Sensitive data is defined as 
information protected by the Swedish Personal Data Act. 

Previous studies show that organizations value high degree of security when making a transition 
into Cloud computing, and request several measures to be implemented by the Cloud computing 
service provider. Legislative conformation of a Cloud computing service is another important 
aspect. 

The data gathering activities consisted of a survey, directed towards 101 Swedish organizations in 
order to map their usage of Cloud computing services and to identify aspects, which may 
decelerate the adoption. Moreover, interviews with three (3) experts within the fields of law and 
Cloud computing were conducted. 

The results were analyzed and discussed, which led to conclusions that hybrid Cloud is a well-
chosen alternative for a precautious organization, the SLA between the organizations should be 
thoroughly negotiated and that primarily providers well established on the Swedish market 
should be chosen in order to minimize the risk of legally non-consisting solution. Finally, each 
organization should decide whether the security provided by the Cloud computing provider is 
sufficient for organization’s purposes.   
	  
Key-words: Cloud computing, public Cloud, private Cloud, delivery models, sensitive data, 
Personal Data Act, PuL, adaption. 
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1 Introduction 
	  
This chapter provides an introduction to the problem the thesis will target. Firstly, a short background about the 
area will be given. Secondly, the problem will be formulated and lead to two research questions. Then, the aim and 
objectives of the work will be presented. Finally, delimitations of the given thesis will be stated. 

1.1 Background 
Globalization is a matter of fact. Companies, both those providing physical products as well as 
services, are continuously trying to establish themselves on the international market. Therefore, 
for these companies it becomes a question of possessing the ultimate competitive advantage that 
will help them to differentiate themselves from the mass of competitors and to make the firm 
profitable. 
 
The latter is considered to be the truth for a variety of industries. One particular example of such 
an industry is the IT industry, which is constantly facing paradigm shifts in the way of delivering 
value for its customers and is embodied by a continuous and fast development (Kang, n.d.). In 
fact, the IT industry has always been a case of fast transformation and dynamic change. New 
technologies have emerged quickly, starting with the first supercomputers and continuing with 
the emergence of personal computers (PCs) as well as smartphones and cloud computing 
services, both for end-users and organizations. The advancement in the industry has most 
certainly driven by the aim to improve the current solutions, i.e. make these faster, more secure, 
relatively robust as well as more cost effective. 
 
One particular trend in the IT industry that has been seen lately is Cloud computing (Rebello, 
2014). Cloud computing may be divided into different kinds of categories. One of the most 
common ways of division is private, hybrid and public cloud. A private Cloud is often owned and 
maintained by the adopter him or herself, i.e. it may be compared with traditional, often in-house, 
IT solutions, and a public Cloud is commonly delivered as a service from another party, where 
the adopter often has no or little direct control over the geographical place of data storage and 
physical access to the storage hardware. A public Cloud may be considered as an external Cloud. 
A hybrid Cloud becomes a natural mixture of a private and public Cloud.   
 
For end customers this is primarily embodied by the well-known online storage services such as 
Dropbox, Google Drive and Apple’s iCloud Drive (Gohring, 2013), which are considered to be 
instances of a public Cloud. The benefits that are delivered to the users with these services are, 
among others, online storage, accessible not only on the home computer, but also on a remote 
device, e.g. a guest computer or even a mobile smartphone. The user may chose for him or 
herself, what kind of information is appropriate to store on such a platform and what level of 
trust, in terms of data privacy and integrity, the service is providing the user with. Examples of 
cases where the user’s personal data stored in a Cloud computing service were leaked (Babcock, 
2014) do not make the trust decision easier. 
 
When it comes to the organizations, these do often possess greater amounts of sensitive data 
compared with the individual users. The possessed data may cover a broad scope starting with 
the company’s internal documents, considered to be a part of competitive advantage, and ending 
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with information regarding the safety of a nation and its citizens. With this in mind, one should 
have complete trust that a solution will not leak the information to unauthorized parties. 
Especially when it comes to a decision to outsource the IT division to a third party, e.g. an IT 
service company, based on various reasons, the customer organization needs to feel trust as well 
as have guarantees that the supplier will deliver the requested level of security in its solution. In 
the given context the term “outsourcing” implies another party, which is chosen for operating 
and maintenances of an organization’s Cloud computing solution (Shields, 2011). The party for 
this task is commonly chosen to be an IT service company. In turn, this company, i.e. the 
supplier, often possesses its own server halls and Cloud computing solutions, which means that 
the customer would gain access to a service without having to directly possess any physical 
machines and other network components. However, it is important to note that the above 
examples are primarily valid for certain deployment models of Cloud computing, namely 
Infrastructure as a Service, which also includes Hardware as a Service.  
 
Both Cloud computing and outsourcing might boost an organization’s well being. Hence, these 
two areas could be considered to be combined. Yet, Cloud computing is to be used in such a 
scenario. A Cloud computing solution often entails positive factors such as scalability, flexibility 
and decreased costs for the adopter (Cloud.CIO, 2014), and outsourcing makes it possible to 
rather focus on the core activities, where the competence is centered. 

1.2 Problem formulation 
Often, outsourcing is a preferable option when a company or an organization does not consider a 
particular task as being a competitive advantage. In these cases a decision about whether to 
outsource the task or not is being considered. Instead of utilizing the organizational, and often 
limited, resources on such tasks, one is able to focus on the activities that boost the 
organization’s competitive edge, i.e. one is focusing on the core business activities.  
 
One common outsourcing candidate is a company’s IT division, a strategy that especially private 
companies have adopted. IT divisions are considered to both add a greater overhead cost and it 
is often costly to have an IT function with competent employees, server halls and maintenance 
risks. Therefore, it is often considered to be better to outsource the task to other actors that are 
specialized in the area.  
 
However, even if the IT outsourcing is sometimes the most preferable candidate for an 
organization, the full picture might be destroyed when sensitive data becomes involved. Different 
aspects, such as confidentiality and security, often force organizations with such kind of data to 
keep the full spectrum of an IT function “in-house” even though their core business is placed 
somewhere else. At the same time one has to be sure that the sensitive data is securely stored on 
an offsite server and that the decision is concurrently compliant with existing regulations.           
 
Thus, it becomes interesting to investigate whether it is possible for the organizations, that 
possess sensitive data, to benefit from the outsourcing opportunities regarding their IT function. 
There exist information about the benefits of Cloud computing as well as of possible drawbacks. 
However, no major and objective investigation of such possibility is currently available to find.  
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Considering the above-mentioned aspects the problem formulation can be summarized as 
follows: 
 
The existence of sensitive data in an organization often makes it difficult to perform a transition to Cloud 
computing. The organization hence becomes forced to keep the IT activities in-house, which is not always a case of 
competitive advantage.  

1.3 Research questions 
Based on the problem formulation, two research questions have been formulated to be answered 
by the given thesis. The two research questions are as follows: 
 

RQ1: To what extent is it possible to capture the outsourcing opportunities in a Cloud computing setting with 
sensitive data involved? 

 
RQ2: In today’s Cloud computing setting, what factors are feasible to implement and consider when preserving 

sensitive data? 
 

1.4 Aim and objectives 
This work aims to offer an analysis and an investigation of whether it is possible to capture the 
opportunities of outsourcing to Cloud computing when sensitive data is involved. Furthermore, 
understandings and recommendations to struggling organizations will be given in the question of 
whether it is worth to take the risks in today’s market setting to outsource the sensitive data to 
Cloud-like solutions, as well as what degree of confidentiality and security is provided on the 
marketplace today. Finally, the work is targeted to be able to provide insights of what is requested 
by the market in order for an organization with sensitive data storage to could successfully 
leverage the outsourcing benefits. Additionally, an objective of this thesis is to provide 
fundamental knowledge for organizations which are considering making a transition towards 
Cloud computing and are in possession of sensitive data. 
 
As a summary, the aim and objectives of the given work may be formulated as follows: 
 

• Provide information and help in the decision making process for organizations interested in Cloud 
computing and which are in possession of sensitive data. 

• Analyze the possibilities of making a transition into a Cloud computing and show towards a beneficial 
direction. 

1.5 Delimitations and limitations 
The primary delimitation of the future work will be to delimit the scope to study the Swedish 
environment, i.e. to focus on organizations established on the Swedish market. The following 
implications from the delimitations are that mainly Swedish legal and organizational aspects, such 
as Personal Data Act (PUL), will be considered when investigating the topic. Also, the solutions 
available on the market should be available in the country of choice. Therefore, the actors on the 
Swedish market will be of a greater interest than others. 
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Since Sweden is a member of European Union, several EU laws apply and sometimes overrule 
the local one. Data can sometimes be stored in another EU member country without breaking 
the origin country’s law about data storage. Thus, when it comes to outsourcing opportunities, 
the outsourcing decisions solely within EU borders will be taken into account.  
 
Public, external, Cloud will furthermore be primarily chosen as a leading candidate for the 
investigation about whether it is feasible to host the data on such a Cloud, since a private Cloud 
can be implemented internally and hence requires internal organizational resources to be kept in 
place.  
  
Furthermore, the situation that will be considered within the scope of the work is an organization 
what possesses all the needed cornerstones for internal data storage, including servers, 
maintenance and operational activities. The sensitive data will be defined as information that is 
covered by the Swedish Personal Data Act (Personuppgiftslagen, PuL), i.e. information that can 
be linked to a living person. The motivation behind the choice of this particular delimitation is 
that although there is a variety of different sensitive data levels and types possessed by different 
organizations, personal data is still a common denominator for all types of organizations. If no 
delimitation on sensitive data was made, the research would have been dispersed and unfocused 
as different categories of sensitive data and organizations would need to be targeted. Therefore, it 
was chosen to only consider the point of confluence.  
 
As the master thesis is conducted during a fixed period of approximately four months, time is a 
limitation, which prevents several aspects from being explored further. Due to these time 
constraints, one is sometimes forced to filter interesting findings from studying them closely. The 
time constraints, along with a restricted number of the work’s researchers, make it difficult to 
cover the complete problem area. Hence, trade-offs are made, e.g. to delimit the definition of 
sensitive data even though every organization is possessing data with a far wider scope of 
sensitivity. It is important to remember that the question about preserving the security of this 
data simultaneously as benefiting from new technological solutions is a perspective which many 
organizations value.      

1.6 Outline of the thesis 
Chapter 1: The first chapter of the master thesis starts with a short introduction and a 
background of the topic later to be discussed in this work. Problem formulation, along with the 
research questions, are then given. The aim and objectives are provided in the next section. 
Finally, delimitations and limitations of the work are discussed.  
 
Chapter 2: The second chapter aims to provide the reader with relevant theory, which may be 
useful in order to understand the topic closely. The literature review consists of deepening the 
knowledge, among others, about how technology is being adopted as well as the dynamics 
between existing and future technology. The mentioned topics are of interest since Cloud 
computing if often considered as a technology which challenges the existing, widely used, 
paradigms in the IT sector. Legal aspects are also touched upon in this chapter and the notion of 
Personal Data is discussed and defined. 
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Chapter 3: The third chapter aims to introduce the reader into the details of Cloud computing. 
First, the term is defined using several sources and then a short description of typical qualities of 
Cloud computing are given. Secondly, the roots and origin of the technology are presented, 
followed by the different delivery models, which are currently used to deliver the service. Thirdly, 
the chapter identify existing issues of Cloud computing, found in the reviewed literature. Finally, 
the results of the study of previous work about adoption of Cloud computing are presented.  
 
Chapter 4: The fourth chapter focuses on describing the methodology used to gather the 
empirical data for the given master thesis. First, the process of data collection from literature is 
described. Afterwards, the method of conducted the survey is presented. Lastly, details about 
how the interviews were performed are given.  
 
Chapter 5: The fifth chapter presents the results of the empirical data gathering process, which 
has been carried out within the scope of this master thesis. Firstly, compiled results of the survey 
are presented. Then, outcomes of the interviews are provided.  
 
Chapter 6: The sixth chapter aims to analyze and discuss the results of this master thesis. The 
discussion is structured into a number of themes to lead the analysis and discussion. Also, a 
discussion about the chosen methodology is included in this chapter.  
 
Chapter 7: In the seventh chapter conclusions, based on materials in previous chapters, are 
made and the research questions of this master thesis are answered. 
 
Chapter 8: The eighth chapter proposes a set of areas to target when performing future work. 
Future work is based on the given master thesis and points out where more research can be 
done.  
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2 Literature and Theoretical Framework 

This chapter aims to provide a background to the problem area stated in the previous chapter. Cloud computing 
services might be regarded as an instance disruptive innovation as it differs from the traditional IT services. Hence, 
a frame of reference about the topic will be presented. Furthermore, as the master thesis is touching the outsourcing 
and legal aspects, a context of those will be given. In the second section, the affecting laws will be presented in order 
to provide an environment for discussion and analysis on forthcoming stages of the master thesis. 

2.1 Adoption of new technology 
A transition from a well-established technology to a newly emerging challenging technology may 
sometimes be linked to reluctance of the market. In is sometimes considered that Cloud 
computing has changed the way of how IT is delivered as the challenged approach in this case 
becomes the in-house IT departments of organizations as well as traditional IT services. Hence, it 
becomes interesting to understand the dynamics between the two options in order to better 
identify the event and its periodical re-occurrence in different fields of technology, either it is 
product development or IT advancement as this may help to learn from the past. 
    
The reluctance to adopt new technologies has often been present when a new technology entered 
the market. Instead of adopting it, some market players tend to keep the already existing 
technologies within the organization intact, even if the latter are becoming obsolete and 
ineffective in the worst-case scenario. When a new technology is on its up rise, it can be hard at 
that stage to see what way the development will go, and therefore, it might feel more tempting 
for a potential adopter to neglect the stability factor, which it is experiencing with the current 
solution. One may also say that the probability of failing to adopt the new technology 
successfully, and hence loose the accumulated knowledge, familiarity and the established 
principles, has a delaying effect on adoption process (Utterback, 1994). 
 
One commonly present term in the battle between existing technologies and the emerging new 
ones, is the sailing ship effect. De Liso and Filatrella (2011) are arguing that the new technologies are 
not adopted earlier due to the fact of the investments in the existing technologies, which the 
potential adopter organizations are making. The investments, namely the R&D activities, are 
made mainly to develop the existing (old) technology to keep the pace and simultaneously share 
the benefits with the emerging technologies, thus creating a race between the two types. 
 
Other researchers (Mendonça, 2013), however, is by taking a historical approach, goes back to 
the very naissance of the term sailing ship effect, and discusses that the relationship between new 
technology and existing technology is more complex, than usually described. The researcher is 
using the example of steam and sail ships in the 19th century to show that the continuous 
development of existing technologies may indeed create innovative features, which may be used 
to improve the existing product or even be implemented as a feature in the new, still developing, 
technology on the up rise. In the example about competition between steam and sails ships, the 
newer steam technology could benefit from the development in the older sail ship’s technologies.  
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Howells (2002), on the other extreme, is arguing that sailing ship effect is a rare, and hardly 
existing phenomenon. By studying previous research, where a conclusion of an existence of 
sailing ship effect was made, as well as conducting empirical studies on his own, he was able to 
conclude that in most of the cases the results were interpretations of misleading facts due to two 
factors. The first factor is the possibility of co-existence of two substituting technologies during a 
long period of time. Howells argues that this is impossible due to the non-static behavior of the 
technologies, which leads to attractiveness of those to different segments. The second misleading 
factor is that an old technology’s continuous development is misinterpreted with an existence of 
a threat created by a new technology. That is, the sailing ship effect is mistakenly accredited when 
the development of the older technology is driven by intra-industrial competition between 
different actors. Hence, this creates the author’s main argument of the vague existence of the 
sailing ship effect.   

2.3 Technology readiness 
Before a technology becomes widely adopted, accepted on different levels of the society and has 
a chance of becoming the most preferred alternative, i.e. becoming the dominant design, the 
technology should often to be mature enough. In fact, a specific technology, or product for that 
matter, is popular at its most in a mature stage. However, an important adoption prerequisite is 
that the potential customers are able to embrace the new alternative to be offered. Therefore, it is 
of interest to investigate the factors, indicating the readiness of the market to embrace a new 
technology or solution. Cloud computing relates to the topic since it by penetrating the market 
aims to transform the way IT is delivered as well as modifying the existing norms within the IT 
domain.          
	  
Technology readiness (TR) is a term, which describes how ready the customers are for a specific 
technology (Son and Han, 2011), i.e. the embracement level of the technology. In other words, it 
is a measurement of the potential consumers’ assessment about their beliefs and attitudes 
towards the technology (Parasuraman, 2000). 
 
Furthermore, there exist a method, Technology Readiness Level (TRL), originally developed by 
NASA, which is used to assess the maturity of an innovation, i.e. goods or services (Government 
of Canada, 2015). The method is consisting of 9 levels, from 1 to 9, where 1 is the least mature 
technology, and 9 is the most mature. The level to be assigned to a certain technology is decided 
at the acquisition time and estimates the maturity of critical components in the technology. The 
aspects estimated are, among others, technology requirements and its capabilities. 
   
There are a number of definitions due to the wide spread of the measurement usage, e.g. British 
and American Departments of Defense, which is used for primarily risk assessment, and other 
types of evaluations. As this master thesis primarily a subject of EU space, the EU’s definition of 
the different levels may be found in appendix C.     
	  
A transition to specific technologic solution, especially in the technology intensive firm, as the 
ones with a strong linkage to the IT area, is not only the matter of the first transition itself. There 
is a trend, where the solutions change from being one-time-pay solutions, and instead changing 
the payment model to be subscription based, i.e. to pay a constant fee every month or pay an 



	  
	  

	  
	  

13 

amount proportional to the monthly usage capacity (Son&Han, 2011). Hence, the retention of 
customers becomes a crucial task since the switching costs for the individual customer decrease. 
The authors were, furthermore, able to map the important factors, structured as a chain of 
events, which led to this kind of retention. The chain is depicted in figure 2.1. From the figure we 
can see that some qualities, i.e. optimism and innovativeness, are having a positive effect on the 
long-term retention of a technology, whereas insecurity and discomfort are bringing a negative 
effect.  
 

 
FIGURE 2.1. THE FIGURE DEPICTS THE RELATIONSHIP BETWEEN DIFFERENT QUALITIES (TWO 

POSITIVE AND TWO NEGATIVE) OF TECHNOLOGY READINESS AND THEIR OUTCOME.  

2.4 Outsourcing 
Cloud computing may in some cases be regarded as a case of outsourcing. This is applicable not 
only for a public Cloud, but also for a private Cloud since the latter alternative may be maintained 
and operated by a third party by based on the organization’s request, which is a clear example of 
outsourcing activities. Organizations are, with an aim of decreasing costs and improving the 
revenue flows, often makes a decision to solely focus on core competence. Furthermore, 
outsourcing of IT functions has been present even before the entrance of Cloud computing on 
the market. In fact, Cloud computing may be regarded as an option in a product portfolio of an 
IT service company. Yet, outsourcing is not the main subject of this master thesis; it is rather an 
adjacent area. Nevertheless, the theory and frameworks presented in this section may still be of 
interest when making a decision about adoption of Cloud computing. 
	  
According to Snyder (2012) outsourcing is defined as “the choice of an organization to have functions of 
its business operations completed by a third party”. Furthermore, the most common reasons of 
outsourcing is to minimize the costs as no internal activities, apart from the follow-up and 
control process, need to be performed.  Hence, the organization may cut the costs by decreasing 
the number of employees, which is a common strategy performed in practice (Michie, 2010). 
 
McIvor (2008) provides a view of outsourcing as a tool to capture the competitive advantage 
correctly. In summary, the author describes that if a given activity at the organization is a part of 
competitive advantage, the activity should be kept internal and/or invested in to be internally 
developed. On the other hand, if the activity has no competitive edge value for the organization 
it should be considered to be outsourced. By using this way of thinking, it will help the 
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companies to focus on the activities where the competence relies and therefore succeed without 
having to lose focus on non-core tasks. McIvor also presents a framework that illustrates the 
cornerstones of the presented view, which may be seen in figure 2.2. 
 

 
FIGURE 2.2 THE FIGURE REPRESENTS THE GUIDELINES FOR ASSESSMENT IN AN OUTSOURCING 

DECISION. BASED ON (MCIVOR, 2008). 
 
Outsourcing in the IT industry has been a popular alternative since the early 1990s, when a 
number of large companies served as an example of successful practice. Ever since, IT 
outsourcing was a favorable option for small, medium and large companies. Furthermore, as it is 
in the case with general outsourcing, the main benefit of IT outsourcing is decreased costs. 
However, it has been identified that traditional IT outsourcing solutions, present in the product 
portfolio of IT service companies, are being challenged by the emerging mainstream popularity 
of Cloud computing, which is pushing the IT service companies to provide such solutions in 
order to survive (Yang, 2011). 

2.5 Applicable law 
This section will present the background of the legal aspects. As sensitive data is defined as the 
information protected by the Personal Data Act, the law and its dependencies will be described in 
provide the reader with a context and understanding in the later stages of this master thesis when 
the results of data gathering activities are described and discussion is led.   

2.5.1 Personal Data Act 
Personal Data Act (Swe.: Personuppgiftslagen, PuL) is a Swedish law, which was accepted and 
became valid October 24th, year 1998 (b Datainspektionen, 2015). The aim of the Swedish 
Personal Data Act (SFS 1998:204) is to protect individuals’ personal integrity. More specifically, 
the law protects personal integrity against violations through processing of personal data. This 
kind of data is defined as “information that can be linked to a living person, directly or indirectly”. The 
processing of such information is furthermore defined as “an act or a series of acts, which are executed 
on the personal data, automatically or manually; i.e. collection, registration, organization, storage, processing or 
modifying, recycling, importing, usage, submitting through sending, spreading or any other supply of data, 
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preparation or co-processing, blockage, eradicating or destroying”. The law is valid for the complete society, 
i.e. for governmental authorities as well as for other entities, e.g. private companies (c 
Datainspektionen, 2015), but does not cover actions on the personal data taken by an individual 
solely for private purposes. Also, there exist no need to apply the law when processing the 
personal data in an unstructured manner, such as in written text. Yet, one should keep in mind 
that insult of the person of any kind is prohibited by the Personal Data Act (c Datainspektionen, 
2015). Depending on the processing method of the collection of personal data, i.e. structured or 
unstructured manner, different paragraphs of the law do apply (b Datainspektionen, 2015). 
Structured methods, such as operations on the collection in a database, are naturally subject to 
more restrictions.  
 
Every legal entity, i.e. the organization itself, is considered to be responsible to decide how the 
processing of personal data should be performed and which purposes this should be done for. It 
is the organizations’ task to ensure that the personal data that it is processing in its operating 
activities is handled in a correct and lawful manner pursuant with the current legislation. In 
specific cases, this task may be performed by an individual, e.g. in the case of self-employment. 
Aspects such as contracts and laws and directives may also affect how and to whom the 
responsibility is delegated to (b Datainspektionen, 2015). However, the law is also mentioning the 
existence of a supervisory agency, an organization that is responsible for carrying out the 
supervision of the organizations’ work with the personal data. In Sweden, Datainspektionen 
(Eng.: The Swedish Data Protection Authority) is the supervisory agency. 
 
Another important aspect of the Personal Data Act is that the law is considered to be secondary. 
That is, as §2 states, if there is any other law or directive in the complete legislative body, which is 
diverging from the Personal Data Act in any regulation, the latter should be considered as 
ultimately correct in that case and the Personal Data Act hence becomes overruled (SFS 
1998:204). Moreover, the outermost responsibility of personal data can never be handed over to 
any other party, even though the factual processing of such data may be contracted to be 
performed by other reliable entity. In other words, an organization, which chooses to subcontract 
the task of processing its collection of personal data, cannot mitigate the responsibility by doing 
so. 

2.5.2 Directive 95/46/EC 
In October, year 1995, the European Parlament accepted directive 95/46/EC (European 
Parlament, 1995) with an aim to protect individuals from misusage of their personal data in data 
processing activities as well as enable free movement of such data. One of the other main aims of 
the directive was to create a more free flow of people, information and collaboration between 
member states since the possibility to do so is considered to be a human right (Art. 8, European 
Parlament, 1995). 
 
Due to the inequalities in the legislations of different member states, there was a need for a 
standard base, which should be valid for all member states. The specifics of the legislation about 
protection of personal data varied from country to country, and in order to create collaborations 
across national borders on equal terms and level of protection, the directive was created (Art. 7-8, 
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European Parlament, 1995). Based on the directive, each member state should have created a 
national law.   

2.5.3 Outlook – coming changes  
In order to modernize the directive of data protection from year 1995, the European 
Commission has in March 2012 presented a new data protection reform, which is aimed to be 
executed from year 2018 at the earliest. Another goal is to create a more uniform processing of 
personal data in the member states as well as strengthen individual rights and cope with the 
emergence of globalization and new technology (European Commission, 2015). At the creation 
time of this master thesis, the various contents of the reform decree package were in the process 
of being validated and passed by the European Parliament. (d Datainspektionen, 2015) 
 
When passed, the reform decree package is planned to be directly accepted as a part of Swedish 
law. This implies that the current Data Protection Act will be exchanged to the benefit of the 
reform package, which will be the guide the work and processing of personal data. Even if the 
general aim of the decree is to function as a final version for a national law, it is clear that there 
will be possibilities for each member state to include more precise nation level paragraphs 
concerning the processing of personal data. This is especially a valid case for governmental 
authorities, for which it will be possible to add specific requirements. (d Datainspektionen, 2015) 
 
Datainspektionen (a, 2015) list a number of the main differences, which the new degree target to 
improve compared to the existing law, which is based on the EU directive from year 1995. These 
are mainly as follows: 

• The precision and clearer definitions of a number of terms, e.g. biometrical data and 
genetic data. 

• Clearer control of personal data for individuals, which includes the right to delete the 
recorded data and transfer the data from one service supplier to another, e.g. in the case 
of electronic online services. 

• Clearer rules about responsibility for the personal data processing parties, including 
demands about privacy impact assessments, introduction of privacy by design as well as 
responsibility to report several abnormal events to the supervisory agency, i.e. 
Datainspektionen in the case of Sweden. 

• Stronger co-operation between the supervisory agencies in the EU member states. This 
implies that organizations, e.g. corporations, will only need to report to the supervisory 
agency in the country where the organization is having its home base, e.g. the country of 
incorporation. 

 
As a summary, the new decree aims to solve the inconsistencies and question marks between 
different EU member states, which may have been present even regarding the Directive from 
1995. This is focused to be performed through clarifications and definitions of acceptable, and 
unacceptable, actions. Also, since the technology has massively evolved since year 1995, this 
updated decree is presented in a timely manner. 
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3 Cloud Computing 

This chapter aims to clarify the term of Cloud computing and define its broad scope in order to enhance the 
understanding about the technology. The building blocks of Cloud computing will also be identified. 

3.1. Overview 
Since the first emergence of Cloud computing year 2007, there still exist no common and clear 
definition of the term (Sultan, 2013). However, Buyya et al. (2011) describes Cloud computing as 
an “umbrella term” for a number of on-demand computing services, offered by commercial 
providers. Examples of such on-demand services are computing power, storage and software 
resources.  Hence, in Cloud computing, one is aiming to deliver a service, rather than focus on 
how it works, - that is, a virtualization is being made. Furthermore, the philosophy of a Cloud 
computing service implies that the customer should not be concerned with the exact location of 
the physical entities (Carroll et al., 2011).  
 
Cloud computing is considered to be related with grid and cluster computing. Each of these is 
able to provide large amounts of information in a virtualized manner, which gather the various 
resources and present them to the user as a single system. The proponents of Cloud computing 
value the function itself rather than the way the mechanisms work behind the scenes. Hence, this 
perspective represent the computing power, storage and other features delivered by Cloud 
computing as utilities. Utility in the context may be defined as ”on demand delivery of infrastructure, 
applications, and business processes in a security-rich, shared, scalable, and based computer environment over the 
Internet for a fee”. (Buyya et al., 2011) 
 
Even though there exist numerous definitions of Cloud computing, these are having several 
points in common, namely (1) pay-per-use, (2) dynamic capacity, i.e. as much capacity as needed, 
and an illusion of infinite resource possessing, (3) a self service interface, and (4) the possessed 
resources are abstracted and virtualized (Buyya et al. 2011). The latter authors additionally define 
Cloud computing as “parallel and distributed computing system consisting of a collection of inter-connected and 
virtualized computers that are dynamically provisioned and presented as one or more unified computing resources 
based on service-level agreements (SLA) established through negotiation between the service provider and 
consumers.” 
 
Carroll et al. (2011) summarizes the Cloud computing architecture as an entity of four main 
building blocks. These blocks are linked as presented in figure 3.1 and consist of (1) Cloud 
service providers, (2) the Cloud computing service itself, (3) the Cloud computing service 
consumer and (4) the contractual agreements, which define the terms and relationship between 
the provider and the consumer, regarding a specific service. A Cloud service provider, e.g. third 
party, broker or supplier, is delivering the measurable services, the Cloud services, to the Cloud 
service consumer, e.g. end-users and companies. This delivery is being made over a networking 
infrastructure, commonly the Internet or the virtual private network (VPN). The Cloud services 
are finally controlled by the contractual agreements, specifying the consumer’s requests and the 
provider’s commitment. 
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FIGURE 3.1 THE FIGURE ILLUSTRATES THE CLOUD COMPUTING ARCHITECTURE. THE BLACK 

ARROWS ARE THE NETWORKING INFRASTRUCTURE, E.G. INTERNET OR THE VIRTUAL 
PRIVATE NETWORK. (CARROLL ET AL., 2011) 

 
Moreover, Cloud computing services and products are based on an infrastructure consisted of 
four layers. These layers are (1) hardware, e.g. physical servers and network components, (2) 
software, that is, operating systems, (3) virtualization layer, namely mechanisms enabling resource 
sharing and pooling and (4) the application, which runs on the end-host and serves as the user-
interface. One popular example of an application is Google Apps. The infrastructure layers and 
their dependencies are illustrated in figure 3.2. (Carroll et al., 2011) 

 
FIGURE 3.2. THE FIGURE DEPICTS THE FOUR CORE LAYERS OF CLOUD COMPUTING SERVICES 

AND PRODUCTS. (CARROLL ET AL., 2011) 
	  

3.2 Novelty of Cloud computing 
Even though Cloud computing is often considered a rather new phenomena in the area of IT; its 
roots may be tracked back farther then can be expected. In fact, Cloud computing emerged from 
the advancement of a number of other technologies, namely, (1) hardware development, e.g. 
virtualization and multicore chips, (2) the Internet, e.g. web services, service oriented architecture, 
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Web 2.0, (3) distributed computing paradigms, e.g. grid computing and clustering and (4) system 
management technologies. (Buyya et al., 2011) 
 
All of these technologies underwent the complete transition from the very emergence to 
maturity, before Cloud computing could be implemented in today’s form. Buyya et al. (2011) 
explains that Cloud computing evolved from a series of choices, made by researcher in the past, 
to consider the underlying technologies interesting and therefore ground their respective research 
on it. This behavior led to the maturity levels of the concepts. Figure 3.3 graphically presents the 
four core building blocks of Cloud computing. 
 

 
FIGURE 3.3. THE FIGURE PRESENTS THE ROOTS OF CLOUD COMPUTING, WHICH EVOLVED FROM 

THE ADVANCEMENT OF FOUR MAJOR AREAS OF TECHNOLOGY. (BUYYA ET AL., 2011) 
 
The technologies mentioned above, related to one of four groups, are all responsible for a 
specific task in Cloud computing. Web services enable the possibility for applications on different 
end hosts, e.g. servers and computers, to communicate and exchange data. In other words one 
may say that the data is accessed, and being available, through the Internet. Grid computing is 
important to gather the different resources, e.g. multiple servers on which an organization’s data 
is physically stored, and enable a seamless access to these resources.  
 
As Cloud computing services are backed by a large amount of physical servers, often compiled in 
data centers, and consisting of thousand of computers (Buyya et al., 2011) hardware virtualization 
is another vital building block. One server can host multiple tenants’ data and applications. 
However, every tenant, e.g. an organization, is not aware of the physical layout due to the 
hardware virtualization layer, which creates a sense of single usage. Figure 3.4 shows the details of 
the hardware virtualization. 
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FIGURE 3.4. THE FIGURE REPRESENTS THE FUNCTION OF HARDWARE VIRTUALIZATION. (BUYYA 

ET AL., 2011) 

3.3 Cloud computing service models 
Apart from the classification mentioned in the introductory chapter, Cloud computing services 
may be further be categorized according to the service models. These service models are 
presented and defined as follows. The definitions are formulated by the National Institute of 
Standards and Technology, NIST (Mell and Grance, 2011), as well as Rackspace (2013). 
 
SaaS – Sof tware as a Servi ce  

“The capability provided to the consumer is to use the provider's applications running on a Cloud 
infrastructure. The applications are accessible from various client devices through either a thin 
client interface, such as a web browser (e.g., web-based email), or a program interface. The 
consumer does not manage or control the underlying Cloud infrastructure including network, 
servers, operating systems, storage, or even individual application capabilities, with the possible 
exception of limited user-specific application configuration settings.” (Mell and Grance, 2011) 

  
PaaS – Plat form as a Servi ce  

”The capability provided to the consumer is to deploy onto the Cloud infrastructure consumer-
created or acquired applications created using programming languages, libraries, services, and tools 
supported by the provider. The consumer does not manage or control the underlying Cloud 
infrastructure including network, servers, operating systems, or storage, but has control over the 
deployed applications and possibly configuration settings for the application-hosting environment.” 
(Mell and Grance, 2011) 
 
PaaS is furthermore especially well fitted for, and often targeted towards, 
organizations with extensive software development activities. The applications 
could therefore be created in an easy manner without organization being forced to 
invest into or maintain the underlying infrastructure. The main difference between 
SaaS and PaaS is that SaaS deliver software over the Internet, whereas PaaS is a 
platform for the creation of a specific software application, delivered by the 
Internet. (Rackspace, 2011) 
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IaaS – Infrastructure as a Servi ce  
“The capability provided to the consumer is to provision processing, storage, networks, and other 
fundamental computing resources where the consumer is able to deploy and run arbitrary software, 
which can include operating systems and applications. The consumer does not manage or control 
the underlying Cloud infrastructure but has control over operating systems, storage, and deployed 
applications; and possibly limited control of select networking components (e.g., host firewalls).” 
(Mell and Grance, 2011) 

 
Figure 3.5 gives a brief overview of the different layers of Cloud computing, how the user may 
these services and examples of the specific contents of the respective layer. 
 

 
FIGURE 3.5. THE FIGURE PROVIDES EXAMPLES OF HOW EACH LAYER OF CLOUD COMPUTING IS 

ACCESSED (SECOND COLUMN) AND WHICH KIND OF SERVICES MAY BE PROVIDED (THIRD 
COLUMN). 

3.4 Identified issues of Cloud computing 
Cloud computing may offer a number of positive aspects and improvements, such as flexibility 
and decreased costs to an organization (Carroll et al., 2011). However, there still exist a number 
of barriers for Cloud computing. The most important concern is, as discussed by Carroll et al., 
(2011), the security of the solution. It should all times be guaranteed that the solution is not 
misused by unauthorized parties and not vulnerable to various attacks. The latter becomes even 
more important when the Cloud computing solution has access to sensitive data. Parikshit et al., 
(2011) is furthermore suggesting that the security and privacy issues may arise due to the 
centralized point of storage, i.e. the server halls. If an attacker is able to get access to the physical 
servers, large numbers of Cloud computing service customers may become affected by the attack, 
and the data leaked. A lot of research and propositions has been done, both by the private sector 
and academia, to develop more secure mechanisms. The research to be consulted for examples is 
presented in (Parikshit et al., 2011; Chandrareddy et al., 2012; Purushothaman and Abburu, 
2012). 
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In order to prevent something from occurring one is usually using the law to prevent the event. 
The IT sector is no exception and especially the data placement aspect is heavily legislated at 
various levels, both nationally and internationally (Knights, 2011). One of the most widely 
applicable Swedish legislation is Personuppgiftslagen (PUL) (eng. Personal Data Act) and applies 
to personal information such as name and social security numbers of the Swedish citizens. This 
national level act regulates the geographical places where the data may be stored. However, the 
international law, e.g. EU law, may in some cases overrule the national law. Hence, the legislative 
aspect becomes a barrier for adoption of Cloud computing services; especially the ones based on 
public/external or hybrid infrastructures (Sultan, 2013). This may imply that the adoption of 
these types of Cloud computing services is slowed down by the fear to use a service not 
compliant with the current legislation. 

3.5 Adoption of Cloud Computing 
Cloud computing is often described as a promising computer paradigm and the positive aspects 
of it, such as infinite resources, scalability and flexibility often figurate in the description of 
services. Charif and Awad (2014) have moreover identified the tendency of business and 
governmental authorities not adopting Cloud computing services, that is, a lag in the adopting of 
the paradigm. In order to provide an explanation to this phenomenon, the researchers made an 
investigation of the topic.  
 
Cloud computing and its benefits may be viewed differently depending on whether it is an 
employee inside or outside the IT department who perceives it. The employees of the IT 
department often value the technical aspects of Cloud computing services, such as elasticity, 
flexibility and diminished risks of outsider attacks, e.g. Denial-of-Service. The employees of the 
organizations without a major connection to the organizations’ IT department, on the other 
hand, value mobility and flexible access possibilities where the data can be accessed from various 
devices, almost anywhere. (Charif and Awad, 2014)       
 
The previous findings also included that businesses are often more willing to adopt Cloud 
computing services, compared to governmental authorities. This result may be described as the 
governmental organizations being more security conscious than business organizations (Charif 
and Awad, 2014). Yet, one should not neglect the importance of the legal aspects in the case of 
public organizations in Sweden. The public organizations are, as a rule, always more controlled to 
follow the law to a greater extent when compared with private organizations. As there is an 
existence of ultrasensitive information, such as information concerning the security of the 
Nation, the public organizations are more responsible to abide the law to a greater extent.  
 
Figure 3.3 is representing which requirements both business and governmental organizations, 
respectively, are requesting from the Cloud computing providers. From the figure one may see 
that the top five most important and re-occurring requirements are (1) Encryption of data, (2) 
Access authentication, (3) Antivirus protection, (4) Firewall and (5) Constant 24/7 access. The y-
axis of figure 3.3 represents the number of business and governmental organizations, 
respectively, which has agreed to participate in the authors’ research. Therefore, a given version 
of stack in the figure should be compared among different alternatives on the x-axis only with the 
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same type of stack, i.e. business or governmental. It is also evident that the group of business 
organizations, participating in the study, is larger than the group of governmental organizations.     
 

 
	  
FIGURE 3.6 THE FIGURE REPRESENTS TOP 10 REQUIREMENTS, WHICH BUSINESS AND 

GOVERNMENTAL ORGANIZATIONS ARE REQUESTING FROM THEIR CLOUD COMPUTING 
PROVIDERS. (CHARIF AND AWAD, 2014)  

 
Furthermore, in appendix B, more interesting figures from the study may be found, e.g. the 
distribution of type of Cloud computing services for business and governmental organizations 
along with the causes of not adopting Cloud computing services.  
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4 Methodology 

This chapter aims to present the methodology used when conducting this study. In summary, three different data 
gathering methods were used, namely, a literature study, a survey for organizations and a number of interviews with 
a deeper insight into the different aspects of Cloud computing. The three different methods are presented first in the 
chapter. Moreover, this chapter includes details about how empirical data of this research was analyzed. Then, a 
discussion of the quality of the research is provided. 

 
The data gathering of this master thesis consisted of three different methods, namely literature 
study of previous work, a survey and a number of interviews with parties with a deeper 
knowledge about the different aspects of Cloud computing. Hence, a mix of qualitative (literature 
study, interview) and quantitative (survey) data gathering methods was used. The information 
received from literature study was secondary data, while the primary, or empirical, data was 
collected through the conducted survey and the interviews. The order of the data gathering 
methods is represented in Figure 4.1. 
 

 
FIGURE 4.1 THE FOLLOWING ORDER OF DATA GATHERING METHODS IN THIS MASTER THESIS.  

4.1 Literature study 
As a first step in the master thesis process, a literature study was conducted. A literature study, or 
a literature review, is a study, with the purpose to evaluate the already existing body of knowledge 
within a specific area (Collis and Hussey, 2014). Furthermore, the aim of the literature review is 
to guide the research and provide a context of reference. Often, a literature study is made in 
order to get a deeper and wider picture of what has been done before and also identify the 
problems that other researchers within the area has identified. This has also been the case for this 
master thesis. The literature study’s aim has also been to identify what has already been answered 
in order to not provide answers that have already been answered in the past. 
	  
The literature studied consisted primarily of various journal articles, but also chapters in books in 
electronic format found on the Internet. Moreover, there might be a lot of information found on 
the Internet, primarily evaluations of Cloud computing services made by experts in the area. The 
information about applicable law, such as the Personal Data Act and the directives of the 
European Union was found on the official websites of Swedish Government and European 
Union, respectively. To find information on the Internet, primarily search engines, such as 
Google, were used. 
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The journal articles and electronic books were retrieved from online databases. A database search 
engine, KTH Primo (powered by the Royal Institute of Technology), was used. The information 
retrieved there had a more technical and rather complex nature. It served as an aid for 
understanding the already researched problem areas of Cloud computing as well as these sources 
could provide a rather technical definitions of Cloud computing’s building blocks. The keywords 
that were used to retrieve relevant sources were, among others, as follows. 
 

• Cloud computing sensitive data 
• Sensitive data 
• Cloud disruptive innovation 
• Personal data Cloud 
• IT outsourcing research 
• Adoption of new technology 
• Adoption of Cloud 
• Cloud computing legal 
• Cloud computing regulation 

 
Moreover, the search results were manually scanned and relevant articles could be chosen, based 
on their abstract and title.  

4.2 Survey 
According to Blomkvist and Hallin (2014), a qualitative study is useful in order to get an 
overview of a phenomenon. Furthermore, it can be used as a first step in a research to get a 
mapping of the current situation. A survey is moreover a helpful tool to gather greater amounts 
data in a quick and effective manner (McLeod, 2014). Afterwards, one may go deeper to reach 
the specifics in the researched area by studying specific aspects.  
 
The aim of the survey conducted in this master thesis was of the kind named above, i.e. its 
purpose was rather to identify the existing adaption of Cloud computing services for the Swedish 
organizations. Also, the purpose was to capture opinions and identify major factors, which may 
affect the adaption of Cloud computing services. Hence, despite the overall quantitative nature of 
a typical survey, the survey in this master thesis implies a slight qualitative aim. As mentioned by 
McLeod (2014), a qualitative survey is consisting of primarily open-ended questions, where the 
respondent is able to reply a given question with his or her own words instead of solely choosing 
predefined answer alternatives. In the survey conducted in this master thesis, the questions were 
a mix of closed and open-ended, thus strengthening the qualitative aspect compared with a 
typically quantitative data gathering methods, which a survey often is categorized into. When 
answering a question the respondents could in most cases either choose a predefined alternative 
or choose to mark the “other” field and write their own answer. Also, a number of pure open-
ended questions existed to be responded in the respondents’ own words.  
 
The survey consisted of several parts, i.e. the questions in each part aimed to be connected in 
order to treat the same topic. First, the respondents had to identify themselves with their 
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organization’s name as well as the position the respondent had at the organization. The second 
part mapped whether the organization possessed any sensitive data (information protected by the 
Personal Data Act) and if any Cloud computing services were already adopted within the 
organization. Based on the answer to the latter question the respondents were guided either to 
questions that were intended to be answered if Cloud computing services were used in the 
organization, or to questions where it was assumed that no services of that kind existed in the 
organization currently. As a fourth step the full set of respondents had to provide information 
about how a number of aspects affected the choice to whether adapt Cloud computing services 
in the organization, or not. Lastly, there existed a final field were additional comments could be 
left. 
 
The survey consisted of 22 questions (Appendix A) and was sent out to 101 organizations 
operating in Sweden. Thus, the sample size of the population, i.e. the complete set of existing 
organizations, was chosen to be 101. The organizations, to which a request was sent, were chosen 
randomly and the set consisted of private companies as well as of municipalities and 
governmental bodies active in Sweden. The organizations that received the request to answer the 
survey can furthermore be categorized as stated in Table 4.1.  
 
Category  Number of requests 
Municipality 15 
Governmental authorities 18 
Finance and Insurance 18 
Companies (manufacturing, franchising etc.) 41 
Healthcare 9 
Table 4.1. The table depicts the different categories of organizations and the number of 
organizations in each category, which received a request to answer the survey. 

The survey was created using the online tool Google Forms. The benefits of Google Forms are 
that it is widely used and hence becomes easy to view the responses. Also, the distribution of the 
survey is comparably not time-costly as the potential respondents may receive the web link to the 
survey quickly, e.g. in an e-mail. Also, the task of compilation the responses in order to draw 
conclusions in later stages become easier, since it might be done by the application itself. When 
such a compilation was done by the online application, the identity of a single organization is 
separated and mixed with the other responses diminishing the bias factor.  
 
The survey was distributed to the respondents via e-mail and the requests were directed towards 
the CIOs of the organizations. The CIOs were the primarily targets due to the practical 
knowledge about the organization’s IT infrastructure that these considered to possess and 
therefore be able to provide the most accurate information when answering the survey. Also, 
there existed a possibility, which was clearly stated in the e-mail, to forward the survey request to 
a person within the organization that possessed the most knowledge in order to provide the most 
truthful answer.  
 
Two different categories of addresses were used. The first category included organizations whose 
e-mails of CIOs were available online, such as the official webpages. The second category, on the 
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other hand, included organizations without such information. The latter organizations’ CIOs 
were attempted to be reached through either the general e-mail addresses or the press contact. 
 
After 2 weeks, a reminder to non-respondents was sent. Blomkvist and Hallin (2014) mention 
that reminders can be used as a useful strategy to receive more responses. In the case of this 
master thesis, the reminder helped to collect an additional number of responses. The final 
amount of responses, for respective type of organization, is presented in the chapter with results.  

4.3 Interviews with experts 
As a third element in the data collection activities, 3 interviews with experts in the different areas 
were conducted. Blomkvist and Hallin (2014) describe interviews as a method, which is 
considered as making it rather easy to capture how individuals reflect about various questions.  
The interviews took place as a third, and last, step in the data collection activities.  

4.3.1 Choice of interviewees  
After the opinions from the operational levels were gathered through the survey, it became clear 
that opinions of experts were necessary in order to fulfill the objectives of the work. Two major 
parts, security and legal aspects, which affected the adoption of Cloud computing services in a 
combination with sensitive data, were identified from both literature review and the survey’s 
results. Therefore, the results implied that the interviews were needed to preferably be targeting 
experts within these areas. Also, Datainspektionen was considered as a key player in the topic, i.e. 
the supervisory agency when it comes to the personal data processing in Swedish organizations. 
These insights resulted in a mapping of three experts, which could shed light on the possibilities, 
reluctances and prospects on Cloud computing from a knowledgeable point of view. The detailed 
information about the experts, interviewed can be found in Table 4.2. The experts will from now 
on be referred to as E1, E2 and E3, respectively, as indicated in the table.   
 
Code Expert information Area of expertise  Date and type of 

interview 
E1 Legal expert, 

Datainspektionen 
Personal Data Act, 
legal aspects and Cloud 
computing 

April 22nd 2015,  
E-mail 

E2 Cloud computing 
researcher, Royal Institute 
of Technology  

Cloud computing; 
security, sensitive data, 
technical aspects 

April 22nd 2015,  
Face-to-face 
meeting 

E3 Researcher, Stockholm 
University 

Legal expertise within 
IT 

April 22nd 2015, 
Telephone 

Table 4.2. The table represents the information about the three interviews conducted as a part of 
data collection for this master thesis.  

E1 was a straightforward choice since, as previously mentioned. Datainspektionen is a key player 
and could hence be identified easily through sending a request about an interview to the general 
e-mail address of Datainspektionen. After one week, the reply from the particular expert was 
received with information about how the expert wanted to proceed with answering the questions.  
 
E2 was, on the other hand, found through browsing the Internet. As it is commonly known that 
Royal Institute of Technology is having research in the number of different areas, it was 
presumed that there also existed a faculty, or a group, which focused on Cloud computing as 
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well. Therefore, a search was placed and the specific research group could be found easily. The 
group focused its research on the High Performance Computing, including Cloud computing.  
After finding the research group, a request to the head of the research group was sent to provide 
more information about the topic of Cloud computing in a combination with sensitive data, from 
a technical point of view with focus on security. The quick response contained information about 
a specific person in the research group, whose work touched the actual topic discussed in this 
master thesis. Hence, this researcher possessed the expertise needed to provide accurate 
information. The researcher was then contacted and an interview was set up according to the 
practical preferences of the interviewee. 
 
The third expert, E3, with an expertise in IT law, was found through a web search as well. It was 
previously known that there existed a faculty at the legal department at Stockholm University, 
whose competence was placed in legal aspects of IT. As Cloud computing falls into this category, 
it became of interest to capture the knowledge and expertise, which could be collected through 
an interview with a faculty member. Therefore, after a closer study of the faculty’s web page, in 
order to ensure that the area of competence was indeed complying with the topic of the master 
thesis, it was decided to send a request to one of the professors to be interviewed. The 
professor’s response provided more information about who at the faculty could be contacted in 
order to get precise answers about the topic. The faculty member was directly contacted and after 
a positive response, arrangements for the interview could be agreed on.  

4.3.2 Formulation of questions and data collection process 
Prior to each interview a set of question were formulated. As the expertise of each expert was 
different there existed a need mostly to create new questions for each of the interviews. The 
questions were assumed to be working as guidelines, as the interviews were planned to carry a 
semi-structural nature. However, as E1 preferred to be interviewed via e-mail, the nature of the 
particular interview had to be structured. Therefore, the overall time spent on the questions to 
prepare for the interview with E1 was somewhat longer compared with preparation time for 
interviews with E2 and E3, as the questions needed to be formulated as clearly and 
straightforwardly as possible in order to be understood by the expert. 
 
The questions for all three interviews were created gradually, and as the results from the literature 
study and the survey emerged. Therefore, it existed time to think through the choice of questions 
and include only the most relevant questions into the interview itself. The question formulation 
activities may be described as been performed in two steps. First, a draft was made with all the 
ideas of possible questions. The question drafts were unstructured and were written down by 
hand in a notebook. As the interview dates approached, a structured work with the questions was 
done. All the question drafts were carefully through, in order to delete inconsistencies, check the 
relevance of questions and identify whether the questions were formulated in such a way, which 
could capture the wanted information from the interviewees. Furthermore, duplicates of 
questions were removed from the set of possible questions, as the meaning of those was identical 
despite different wording and formulations. Finally, a clean version of the questions was created 
in an electronic document, which was considered to be a final version. The interview guidelines 
used in the three interviews can be found and studied in Appendix D. As the interviews with E1 
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and E3 were conducted in Swedish and the interview with E2 was conducted in English, the 
languages of the interview questions are Swedish and English, respectively.  

4.3.3 Interview conduction process 
As previously mentioned, each of the experts was contacted via e-mail in order to set up an 
interview. The e-mail included a short presentation, about both the researcher and the master 
thesis, the aim of the master thesis and a request to agree on an interview. It was also clearly 
stated that the interviewee could decide how the interview should be performed; either during a 
face-to-face meeting, over telephone or by e-mail. The contacted parties received a choice of how 
it was preferable for them to be interviewed in order to facilitate for them to ensure that they felt 
comfortable and could find an alternative, which suited them the most. This is due to the 
common time and workload restraints.  
 
Furthermore, E1 agreed to an e-mail interview, which led to a straightforward interviewing 
process. The questions for the expert were gathered in an e-mail message and were sent to the 
expert’s e-mail address. After approximately one day, the expert sent a reply with the answers to 
the questions hence providing a hard copy of information. 
 
The interview with E2 was carried out in a face-to-face meeting and took place in a meeting 
room belonging to the faculty at the main campus of the Royal Institute of Technology. The 
interview was semi-structured and the guidelines consisting of a set of open-ended questions 
were followed from a laptop. The aim of having open-ended questions is to allow the 
respondents to use their own words when answering a question (Collis and Hussey, 2014), which 
was also the intent of the particular interview. In order to not let important information to 
bypass, an audio recorder was used to record the interview. The use of the audio recorder 
enabled the opportunities to return to important statements of the interviewee. Also, notes with 
important insights were made during the interview in order to mark the importance of the 
information and then remember it. The interview with E2 took approximately 60 minutes. After 
the interview, the material was listened through and notes, consisting of valuable information, 
were created in a dot-shaped manner during the listening time. Here, more benefits of having an 
audio recording could be identified; one could replay a segment, one or several times, in order to 
interpret the information accurately.        
 
The third interview, the interview with E3, was conducted via telephone. E3 had explicit requests 
about carrying out the interview over telephone due to time constraints and big workloads 
experienced during the particular period of time. Often, face-to-face interviews are requiring 
more time compared with the alternatives (Collis and Hussey, 2014). The interview took place 
during approximately 20-35 minutes and was recorded for the same reasons as mentioned above 
for interview with E2. The interview with E3 consisted of a guideline, prepared well in advance, 
and the questions were open-ended. After the finalization of the interview, the recorded audio 
material was listened thorough, and compiled into a list of bullet points with the important 
insights where the notes taken manually during the interview were included.  
 
During the interviews with E2 and E3 several other questions arose during the interview process. 
Even though the questions were predefined in advance, the interviewees could speak freely, 
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which resulted in additional information that could be of interest for the given research. 
Therefore, the final set of questions asked the experts was continuously and dynamically adjusted. 
The aim of the guidelines was to function as a framework, or a skeleton structure, of the 
interview, and which could be modified if additional topics do arise during the interview.  
 
Finally, it is important to mention, that the interviewees were aware of the audio recordings being 
made, as a question was posed whether the interviewees approved the conversations being 
recorded. This took place in the beginning of the interviews.  

4.4 Data analysis 
After the collection of the complete set of empirical data, i.e. information from the literature 
review, the survey and the expert interviews, a data analysis and interpretation needed to be done. 
The information from the three sources was firstly individually reviewed. It was of important 
matter to retrieve the core points, which the data indicated. When the data from the three 
sources was collected, it was decided to perform a thematical analysis. Blomkvist and Hallin 
(2014) describe thematical analysis as a categorization of the empirical data in order to with the 
help of the categories answer the research questions. In other words, the empirical material is 
sorted into categories and then the discussion is taking place based on the different categories. 
Figure 4.2 is representing the analysis process graphically. 
 

 
FIGURE 4.2. THE FIGURE DEPICTS THE PROCESS OF ANALYSIS IN THE GIVEN MASTER THESIS. 

FIRSTLY, THE EMPIRICAL DATA FROM THE THREE DIFFERENT SOURCES WERE INTERPRETED 
INDIVIDUALLY. AFTERWARDS THEMES WERE CREATED, ACCORDING TO WHICH THE 
EMPIRICAL FINDINGS WERE DISCUSSED AND ANALYZED. 

 
Thematical analysis was chosen to be used for the analysis of the given work due to the fact that 
it was considered as being able to be successfully combined with the topic discussed in this 
master thesis. Already from the literature review several themes arose, which indicated of being 
of great importance considering the adoption of Cloud computing services in combination with 
sensitive data, such as PuL. Also, the survey’s results were also able to show where the biggest 
challenges were placed. Furthermore, the thematical analysis suited the interview set-up very well. 
Due to the different expertise areas of the interviewees, it became natural to choose a thematical 
approach.     
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The data analysis based on the literature review was a straightforward process. Since one is 
already provided with conclusions formulated by other researchers it is easy to see the factual 
points of interest, which could be taken into account at the point of discussion. 
 
The survey, however, was not analyzed in a typical way, which is done for quantitative survey. 
Instead, a rather qualitative approach was used in a combination with simple descriptive statistical 
analysis. The latter was done solely in order to present the compiled results and make the 
outcome of the survey understandable. The motivation behind the choice of analysis method was 
to rather map the existing situation on Cloud computing adoption in Swedish organizations as 
well as captures the organizations’ opinions about such services. The survey was intended to 
provide the report with discussable insights and support the analysis as well as draw conclusions 
about the adoption pace of Cloud computing services. Furthermore, the intent of the survey was 
to serve as a contribution of information in the thematical analysis, which is defined in Figure 4.2.   
 
The last information source, i.e. the data gathered from the interviews with E1, E2 and E3, could 
also be described as having a theme integrated as already mentioned. Therefore, it was rather 
straightforward to classify the information into the set of categories. The different points, 
retrieved from the audio recordings could then be mapped to the questions and combined 
accordingly. Afterwards, it was able to proceed with the thematical analysis of the respective 
themes and include the interviews’ outcomes into the discussion process. 

4.5 Quality of research 
This subsection is concerned with discussing and providing motivation about the quality of the 
given study. Collis and Hussey (2014) identify three major areas, which should be examined when 
conducting research, namely reliability, validity and generalizability. Blomkvist and Hallin (2014) 
agree and mention that validity and reliability are two quality measures, which are often discussed.  

4.5.1 Reliability 
Reliability is the term used when describing accuracy and precision of a given research. In order 
to get high reliability, the results of the research should be the same when the research is 
repeated. Reliability is not considered as being crucial for qualitative studies due to the aspect of 
possibility of different data interpretation of the researchers. It implies that every person 
understands the data in his or her own way based on the understanding, knowledge and study’s 
purpose among other causes. (Collis and Hussey, 2014)   
 
The survey could have yielded similar results if the same type of respondents were asked to 
respond the survey. Yet, a fact, which makes in difficult to retrieve same results is that the 
respondent organizations’ identities are not provided in this master thesis. Especially when it 
comes to surveys, there exist a given uncertainty depending on the amount of respondents and 
their background. If a different set of organizations would answer the survey, the results could 
have been slightly altered. The proportion of the different types of organizations could have, with 
a high probability, led to a given result. Hence, one should always keep in mind that it is 
challenging to rely 100 per cent on a survey’s results unless the complete population is able to 
respond the survey.  
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The fact that the interviews were conducted with experts, knowledgeable within their respective 
area, reflects positively on the reliability measure. Reliability is high especially for the interviews 
with the expert from Datainspektionen as well as the expert in the IT law. The fact that 
Datainspektionen is a unique point of reference and provides official information makes the 
results of the interview reliable. Otherwise, the organization would have functioning incorrectly 
and without objectivity, which is against its aim.  The quantity of experts interviewed could, 
however, affect this factor, especially when it comes to the Cloud computing research. In this 
case, the studied literature makes a good complement to cover the area.   

4.5.2 Validity 
Collis and Hussey (2014) represent validity as “the extent to which a test measures what the researcher 
wants it to measure and the results reflect the phenomena under study”. In other words, the study’s results 
should represent the reality in a correct way. 
 
There is no opinion that the results of the survey are invalid. In order to assure that the validity 
of the survey’s results would be high and to prevent wrong information being captured, it was 
decided to target the people in the organizations with the most knowledge about the topic of the 
survey, namely the CIOs. This was done either by sending a direct request to their official e-mail 
addresses or through specifically asking the manager of an organization’s general e-mail address 
to forward the survey to the head of the IT department. Even if there occurred cases when CIOs 
were unable to respond the survey, they have forwarded it further to an employee, who had the 
knowledge and the competence to provide an accurate answer. Therefore, when it comes to the 
survey, the mentioned aspects have improved the research’s validity. However, as already 
discussed before, the response rate and its distribution between the different types of 
organizations is the most volatile factor, which can affect the validity, both of this research and in 
general cases. 
 
The interviews, conducted as a part of the data collection, were, as already known, performed 
with experts in different areas. It is considered that these interviewees have a lot of knowledge in 
their respective topics, which gives the research good validity. The only part, which brings 
uncertainty to the interviews’ results, is different peoples’ abilities to interpret questions and 
express their thoughts, i.e. the human factor. The information received through interviews may 
be indeed valid, but during its path from thought to being spoken about it might be filtered 
through the individual’s biases, assurances and interests. However, the latter is unlikely due to the 
degree of professionalism and the number of years of experience, which these experts possess.  
Nevertheless, the validity of the research could be increased if more interviews were performed 
and hence more experts could have validate the results of both the survey and each others 
statements. 

4.5.3 Generalizability 
Generalizability is a notion, which is often used in a combination with qualitative studies. The 
term indicates the extent to which a research’s findings, which are commonly based on a 
subgroup, can be valid for the general purposes, e.g. a population or even be transferred to other 
settings. (Collis and Hussey, 2014) 
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The measure is mostly interesting when evaluating the survey results, rather than reviewing the 
results of the interviews. The first, reasonably evident aspects, is that due to the survey is 
answered solely by Swedish organizations one is not able to generalize its results to a different 
country. However, due to the Personal Data Act being a National level application of a directive 
issued by the European Union, the results should be somewhat transferrable to the member 
states of the European Union. Yet, it is still not possible to generalize completely due to the 
presence of different laws in the member states, which may most likely affect a country’s 
equivalence of the Swedish Personal Data Act. 
 
Another insight it that the survey threats a number of different types of organizations, by placing 
them as equals due to the presence of Personal Data. However, in Sweden different rules and 
demands may apply for different categories of organizations. One division may be public versus 
private organizations. Another more detailed division is to consider, for instance, banks, health 
services and governmental authorities where each of the types need to abide to different laws and 
to process the personal data accordingly with the respective law. This factor is reflected to affect 
the results from being widely generalized. Nevertheless, generalizability would be suitable to 
discuss, in the way it is defined, if only one type of organizations, e.g. banks or governmental 
authorities would be considered. By studying a number of these organizations, one would have 
been able to draw conclusions about solely banks or governmental bodies in general.	  
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5 Empirical findings 

This chapter aims to present the empirical data that has been gathered within the scope of this master thesis. The 
chapter first includes the results from the survey and then the results from the interviews. 

5.1 Survey 
The section aim to present the empirical results gathered from the survey.  

5.1.1 Collected responses 
As previously mentioned, the survey was distributed to 101 organizations. The organizations 
could be categorized into five different types, namely municipalities, governmental authorities, 
finance and insurance organizations, companies with their core business in manufacturing, 
franchising et cetera and healthcare organizations. The amount of responses received from each 
category and the respective response rate is presented in Table 5.1. In general, 26 responses out 
of 101 were received, which leads to an overall response rate of 26/101 = circa 25 per cent.  
	  
Category  Number of received responses (response 

rate) 
Municipality 8 (53 per cent) 
Governmental Authorities 4 (22 per cent) 
Finance and Insurance 3 (16 per cent) 
Companies (manufacturing, franchising etc.) 8 (19 per cent) 
Healthcare 3 (33 per cent) 
Table 5.1 The table illustrates the number of respondents from each category of 
organization. 

Furthermore, table 5.2 presents the distribution of the position of the respondents in their 
respective organization. In the most cases, the CIOs were considered themselves eligible to 
provide an accurate response to the survey. However, a number of CIOs forwarded the request 
to another member, in the most cases to a member of the IT department.  
 
Position at the organization Number of received responses 
System Operation Responsible 2 
Information Security Strategist/Responsible 2 
IT Security Architect  2 
IT Coordinator 1 
CIO 14 
IT Strategist 1 
Chief Financial Officer (CFO) 1 
Solution Architect 1 
Enterprise Architect/ Software Architect 2 
Table 5.2 The table is representing the relationship between the different positions at 
respondent organizations and the number of answers received from each position.  
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5.1.2 Survey results 
Here, important insights from the survey are presented. However, the more detailed and 
graphical representation of the results in form of circle diagrams is provided in appendix E. Some 
of the citations provided in this sections can be somewhat modified to guarantee the anonymity 
of the organizations.  
 
Possessing of sensitive data 
All respondent organizations do possess and process information protected by the Personal Data 
Act. Apart from this information the respondents are processing other kinds of sensitive data as 
follows. (Questions 3 and 4) 

• Patient data, i.e. information protected by the Swedish Patient Data Act and Patient 
Security Act 

• Procurement information 
• Financial data, e.g. financial metrics, financial account statements and information about 

the stock market 
• Information about collaboration partners, sensitive strategic information and future 

development plans 
• Extra sensitive personal data 
• Data collected during normal operation, which should not be publicly available 
• Information relevant to protect the security of the Nation 
• Internal information, e.g. description of current systems   

 
Adoption of Cloud computing services and motivations – Cloud computing adopters 
The majority of organizations (73 per cent or 19 out of 26 respondents), which participated in the 
survey, are using some type of Cloud computing services as of today. This section presents the 
results based on the responses provided by organization with an existing Cloud computing 
service as of today. (Question 5) 
 
The distribution between different deployment models is that SaaS is the most common one, 
followed by PaaS and IaaS as the least deployed model. Motivations behind why a Cloud 
computing service was chosen are as follows: (Question 6a and 9a): 

• Easy to set up 
• Increased collaboration possibilities 
• Fulfills the received requests and the goals 
• Security, price and organizational value 
• Standard solution, which easy and fast to start working with 
• Security, well known suppliers, cost efficiency 
• “Best possible solution” for the purpose 
• Easy solution with minimum concern, price 
• Easier to purchase [the specific type of] service from a third party provider. Value in 

having a third party in delivering the service in question. 
• The least costly alternative considering maintenance, administration and development 

compared to internal solution. 
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• Cloud computing delivers flexibility, scalability and less time-to-market 
• Intra-organizational evaluation concerning functionality and accessibility requirements  

 
The organizations are, however, still conservative when it comes to the choice of functions to 
transfer to Cloud computing. The most common functions, which can be found in Cloud 
computing are e-mail and storage or back up of data. Also, some organizations use Cloud 
computing for management of their customer relations (CRM tools). A number of other 
functions may be delivered by Cloud computing. These are, among other, HR-tools, 
whistleblowing. Only 16 per cent, 3 organizations, state that they have made a complete 
transition of their IT operations to Cloud computing. (Question 7a) 
 
The majority of Cloud computing services, which are deployed by 74 per cent (14 organizations), 
is delivered by a third party, e.g. an IT service company. The remaining 26 per cent (5 
organizations) are using Cloud computing services, which are a mixture of third party and 
internal deliverable service. (Question 8a) The organizations with a Cloud computing service of any 
kind, has in the most cases been assured by the service supplier that the service meets all the 
needed requirements, which the organization requests. Nevertheless, it is interesting to note that 
one (1) organization has not received any confirmation of this kind and one organization is not 
aware of this is the case. (Question 10a) 
 
Almost half, 42 per cent (8 organizations), of the respondent organizations, which has adopted 
any Cloud computing solution state that the respective organizations have chosen to implement 
one or few functions with a linkage to personal data with a Cloud computing service. Other part 
of the respondents, 47 per cent, (i.e. 9 organizations) in the group of adopters have decided not 
to do so. The remaining 11 per cent (2 organizations) has stated that their situation cannot be 
described by the question’s response alternatives. (Question 11a) Moreover, in the group of Cloud 
computing adopters there exist divided opinions about whether personal data has a decelerating 
function on adoption of Cloud computing services. 44 per cent (8 organizations) of the 
respondents in the specific group perceive that it is the case, i.e. that personal data may decelerate 
the adoption. Another 44 per cent (organizations) disagree with the statement and the remaining 
12 per cent (2 organizations) chooses to not respond the question. (Question 12a) However, the 
majority of the adopters agree that the choice of whether adopt or not to adopt a Cloud 
computing service could be made easier if the personal data could be neglected. (Question 13a) 
 
Adoption of Cloud computing services and motivations – Cloud computing non-adopters 
The second group of respondent organizations includes organizations without any Cloud 
computing service adopted today. This group consisted out of 7 organizations. When asking this 
group about the future within Cloud computing area, the majority of the respondents are 
evaluating the possibilities of a successful transition to Cloud computing, but to different extents. 
The most common answer, 57 per cent (4 organizations) of the responses, state that the 
organization is considering to use Cloud computing services for functions, which do not process 
any sensitive data, i.e. information protected by the Personal Data Act. Other part of the group, 
29 per cent (2 organizations), cannot provide any answer on the question by some reason. The 
last group, 14 per cent (1 organization) of the respondent organizations do not consider any 
transition to Cloud computing of any kind. (Question 6b) 
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Furthermore, all 7 respondents, i.e. 100 per cent, agree with the statement that sensitive data is a 
decelerating factor in the full-scale adoption of Cloud computing services. (Question 7b) 86 per 
cent of the respondents (6 organizations) in the given group agree that the absence of sensitive 
data could have made the choice easier to Cloud computing services’ benefit. 14 per cent (or 1 
organization) disagrees with the statement. (Question 8b) 
 
The group has also been asked to name the reasons of why no Cloud computing service is 
adopted. The respondents could in this case choose multiple alternatives within the predefined 
set of alternatives and/or state own alternative(s). The most common reason, 71 per cent 
(alternative chosen by 5 organizations), is that a Cloud computing service cannot guarantee the 
security of data. The second most common reason, chosen by 43 per cent (or 3 organizations) of 
the respondents, is that respondent organizations do not feel that the solutions, available on the 
market currently, do not meet the requirements set by organizations themselves. Also, 29 per 
cent of the groups’ respondents (2 organizations) show concern about the integration process, i.e. 
it will be impossible to integrate the new Cloud computing service with the existing IT 
infrastructure of the organization. (Question 9b) 
 
Affecting factors 
The complete set of respondent organizations was moreover asked to rate the different factors, 
which can affect the adoption of Cloud computing services. The rating scale was chosen to be 
from 1 to 5, with 1 as the lowest and 5 as the highest affection level. The section only outlines 
the most important insights. For more detailed information, appendix E can be consulted. 
 

• Almost every organization considers the legal aspect as being affecting to a very large, or 
large aspect (3 or higher). 	  

• It is perceived by the majority of organizations that the legal aspect does not create any 
unclarity in the adoption process of Cloud computing services. Some of the 
organizations, on the other hand, still consider that the laws and regulations entail 
unclarity to some extent. 

• The supplier’s assurance of the Cloud computing service’s level of security is having an 
affect (3 or higher) on the adoption of such a service. 

• There is a tendency towards that the adoption of Cloud computing service may be driven 
by economical savings possibilities. 

• General opinions of various parties do not affect the adoption process of Cloud 
computing services. 

 
Furthermore, the respondent organizations were able to name other important factors, which 
could affect the adoption of Cloud computing services and were not listed in the rating list. The 
responses were as follows. 

• The degree of lock-in effect of a certain Cloud computing service. The suppliers 
sometimes fail to describe how to escape the service at a given point of time. 
Standardization of Cloud computing services and flexibility may also play a major role 
for some organizations in their decision process.  
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• It can be costly for the organization to carry out the integration of the new service into 
the existing IT infrastructure, as well as the overall infrastructure complexity increases. 

• The amount of trust for the supplier, including the supplier’s brand, economical assets 
and size. 

• The negotiation process of the service agreement. Especially this can be difficult with 
suppliers situated outside Sweden. 

• Risk exposure may affect the decision. Both small and larger risks may be evaluated and 
the results may be used as input for the discussion. 

• The lack of a consistent dialogue between the different functions in the organization, i.e. 
the operation personnel does not possess any greater knowledge about the topic and the 
IT personnel do not always possess in-depth knowledge about the organization’s 
operations. This also includes common goals for different functions in the organization. 

• The difficulties to processes the complete set of data if different parts of the set are 
stored at different suppliers. In this case the organization in question perceives Cloud 
computing services as being a new generation of outsourcing. 

• Other laws and regulations, which do not necessarily cover personal data, make it 
difficult to make a transition to Cloud computing if the organization possess data with 
more sensitivity compared with personal data. 

• Encapsulation processes may affect the decision of whether to adopt PaaS or not. 
• The level of transparency is an important factor. It is preferable for the organizations to 

receive the information from the Cloud computing service provider of the exact 
geographical place of the data storage, including the information of how it becomes 
routed to the destination.  

• The security factor, e.g. the possibility to encrypt the data with own methods or keys. 
The accessibility and redundancy of a given Cloud computing service should be 
demonstrated.  

 
The respondents had a chance to state the factors, which are missing today in order for them to 
successfully adopt Cloud computing services. The received information was as follows. 

• Internal investigation processes 
• The service suppliers should follow the applicable law, e.g. the Personal Data Act and 

the Patient Data Acts, as well as the guidelines set by Health and Human Services 
Department (Swe.: Socialstryrelsen). 

• Service Level Agreements (SLA), which are adapted to Swedish law to 100 per cent. 
• More secure Cloud computing services. 
• Clear guidelines and information about how specific types of organizations should act 

towards Cloud computing services. 

5.2 Interviews 
This section presents the most important insights and information gathered through the 
interviews. The insights are presented in bullet-point to underline only the information of 
importance. 
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5.2.1 Interview with Datainspektionen 
• The Cloud computing service provider acts as a personal data assistant (Swe: 

personuppgiftsbiträde) for the organization to whom the service is delivered. Hence, the 
data is being processed by the provider for the customer’s account. The provider can 
never act independently and use the personal data for own purposes, e.g. the purposes, 
which are not stated by the customer organization. To ensure this, a personal data 
assistant agreement between the customer and the supplier is set. These agreements are 
later examined by Datainspektionen to investigate how the supplier is using the data. The 
suppliers, e.g. as described in the cases of disapproved agreements by Datainspektionen, 
as observed in Swedish mass media, processed the personal data in an incompatible way 
with the Swedish law. 

• How the service is delivered is not of importance for the examination process. In the case 
of Cloud computing, SaaS, PaaS and IaaS are examined on the same terms.  

• Both the organization’s and the provider’s purposes of personal data processing should 
be compliant with Swedish law, e.g. the Personal Data Act. 

• According to Datainspektionen, it is today too early to identify how the EU’s new 
personal data reform will affect the adoption of Cloud computing services in a 
combination with personal data. 

• When an organization is evaluating the prospects of using Cloud computing services for 
its sensitive data, it should evaluate both integrity laws and secrecy laws. When 
considering personal data, §31 in the Personal Data Act1 (SFS 1998:204) should be met as 
well as there must exist a legal ground for transfer of data to 3rd countries, i.e. non-EU 
member countries. The latter is especially important when considering international 
suppliers present on the global market. Different jurisdiction may apply in respective 
countries, which makes it possible, and legal, to enclose sensitive information to e.g. the 
country’s government. 

• It is impossible to speak generally about Cloud computing services and personal data, due 
to the existing of different ways of processing of such data and the sensitivity of personal 
data. 

• One main difference between public and private organizations in Sweden in legal terms is 
that public organizations are subjects of freedom of information and secrecy legislation. 
However, some private organizations can still be subjects of confidentiality. It is 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1 §31 Swedish Personal Data Act states as follows:  

“The controller of personal data shall implement appropriate technical and organizational measures to protect the personal data that is 
processed. The measures shall provide a level of security that is appropriate having regard to  

a) the technical possibilities available, 
b) what it would cost to implement the measures, 
c) the special risks that exist with processing of personal data, and d) how sensitive the personal data processed really is.  

If the controller of personal data engages a personal data assistant, the controller of personal data shall ensure for him/herself that the 
personal data assistant can implement the security measures that must be taken and ensure that the personal data assistant actually takes 
the measures.” (SFS 1998:204, Eng.) 
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moreover to remember that Personal Data Act itself is identical for the two types of 
mentioned organizations. 

• According to Datainspektionen, the national applications of the EU directive 95/46/EC 
in the all of EU member states are “very comparable”. However, the national jurisdiction 
in the country where the Cloud computing service provider is established may affect. It is 
true for EU member states as well. 

• Datainspektionen has no comments on whether Cloud computing services will be more 
adopted in Swedish organizations in the future.  

5.2.2 Interview with Cloud computing researcher 
Below, the outcome of the interview with a Cloud computing researcher is provided. 

• When talking about security in Cloud computing, one should always be specific. Security 
in the Cloud is a broad question. It depends on the infrastructure (IaaS), on the platform 
(PaaS) or the application (SaaS), which is delivered to the customer as well as the 
sensitivity level of the data. This will affect the maximum security and hence makes it 
difficult to provide a quantitative measure, which describes the maximum security that 
can be guaranteed in Cloud computing.   

• There is no absolute security that can be provided in Cloud computing and one should 
always be conscious about the security risks. 

• The level of security that a given Cloud computing service provider can guarantee should 
and can be found in the SLA in terms of provided security measures for a given service. 

• When outsourcing the IT functions into Cloud computing, the provider can often deliver 
certain security measures in order to ensure the integrity of sensitive data. One major 
security measure, which can be provided by Cloud computing service, is usually as 
follows. 

o Limited access to certain data, i.e. only specific employees can access parts where 
sensitive data can be viewed. The implementation is a question of engineering e.g. 
how to authenticate a user, how to authorize the access etc.  

o The security measures available depend on the Cloud computing service provider 
and are tightly linked to the characteristics of a given Cloud.  

• One should always choose a Cloud to adopt carefully when sensitive data is involved. 
Different Cloud computing service providers have different rules, e.g. Cloud computing 
provider A may store the data on a server in China without the end-user’s awareness of it 
and hence looses all the control of the data. The lack of transparency in certain Clouds in 
a concern for sensitive data. 

• Trust for the Cloud service provider is one of the core requirements for collaboration. 
The trust may be a weak area, which prevents a Cloud computing adoption.  

• In the technical terms, one of the weak areas in Cloud computing is multitenant 
environments on the servers. If any malicious data is present on the same server as an 
organization’s sensitive data, the worst-case scenario is that the malicious data will affect 
the clean data, e.g. create a leakage or corruption.  

o Data isolation is needed and should always be targeted by Cloud computing 
providers by certain mechanisms. 

• Another major weakness with Cloud computing is the loss of control of the data.  
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o When giving out the data to a public Cloud computing provider, e.g. Google or 
Facebook, the providers do often have a guarantee to prevent data loss. This is 
implemented by having multiple copies of data kept in different datacenters in 
various geographical locations. The end-user has often no knowledge about the 
amount of copies and these copies may still exist even if the customer cancels the 
service usage.      

•  If an organization wants to have more control over their data, IaaS should be chosen as a 
Cloud computing delivery model. 

o Control over traffic of own data 
o Access control of own data, e.g. to set up own extra security measures to ensure 

that only permitted parties are accessing certain data. 
o However, the Cloud computing provider maintains the public Cloud, which takes 

away the possibility of full control. 
• The above mentioned does not protect against unwanted behavior of personnel, who 

operate the Cloud computing services, e.g. administrators 
o Therefore, the tasks should be ensured to be performed in a standardized 

manner, e.g. monitoring or logging user activity. 
o To prevent unauthorized behavior, third party auditing can be used to ensure 

correct behavior. This measure can provide a security layer beyond the technical 
aspects of Cloud computing. 

• Private, intra-organizational, Cloud needs a remained IT department at the customer 
organization. 

• Public Clouds require less financial investments compared with public Clouds. 
o However, not originally built for security 

• Cloud computing is regarded as a mature technology, i.e. it has passed the boundary to 
maturity stage. A lot of research is carried out today in order to solve the existing 
weaknesses and to improve the technology. Security issues create a dominating weakness. 
Two other areas are  

o Legal issues 
o Trust towards the Cloud computing provider. 

• International aspects may make it difficult to solve a Cloud computing crime, e.g. in cases 
between Sweden and country B as different law apply. This is an example area, which 
should be more targeted. However, the maturity of Cloud computing is met for regular 
usage. 

• Cloud computing has proven itself as a successful business product and it is highly likely 
that it will be continued to be used. 

• User information may be owned by private companies, where the user to agreeing to such 
an ownership through continuing using a service. Hence, these private companies may 
process the data for their own purposes.  

• Governmental authorities, on the other hand, are considered to possess more sensitive 
data as compared with private organizations, where in some cases the data is less 
sensitive. Less sensitive data, or non-sensitive data is well suited for Cloud computing. 

o Duty to provide privacy 
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• When considering supply versus demand, today the IT departments of organizations have 
to adjust to standard service description, i.e. a push from the IT service companies is the 
case, rather than demand driven adoption initiated from the organizations themselves. 

• Research tendency shows that in the future prospects, it is possible that the security of 
Cloud computing will reach the point when sensitive data can be stored in such a service, 
hence enabling the possibility for specific types of organizations, e.g. governmental 
authorities, to make a transition to Cloud computing. 

• According to the interviewee, it will not be possible to use Cloud computing in a 
combination with highly sensitive data simultaneously as guaranteeing proper security 
mechanisms in the near future, i.e. 5-10 years from today. 

o Work should be done in different layers 
§ SLA 

• Include physical layer security and data breach implications 
§ Security mechanism 

5.2.3 Interview with researcher within IT and law 
• The Personal Data Act is not written specifically for Cloud computing services, but it is 

still applicable for the case. 
• From the legal perspective, the processing of personal data in a Cloud computing setting 

is not different from any other automated method of processing personal data.  
• It highly depends on the nature of Cloud computing service of which security one is able 

to retrieve.  
• One specific difficulty concerning Cloud computing services from the legal point of view 

is whether Cloud computing services allow the existence, e.g. storage and processing, of 
personal data without the data integrity being threatened. 

o However, it is a question depending on the different qualities of each Cloud 
computing service. 

o The Swedish Personal Data Act is regulating a wide set of different parameters, 
e.g. the level of security and the transfer of data to different countries. 

o In order to evaluate whether there exist any legal hindrance to adopt Cloud 
computing services, one should always start with judging the specific cases, e.g. a 
given solution delivered by the provider. 

•  In general, one is able to state that if a solution may include transfer of data to a country 
outside EU or when one is using several sub providers to deliver a service, one should be 
careful to place sensitive personal data into this type of solution. 

o These types of solutions may raise some legal questions. 
• However, an evaluation is to be made whether a certain solution may provide the 

requested level of security 
o The law, as it is today, is vague to identify the level 

• Most certainly, the new reform decree package will not clear the specific questions about 
deciding whether it is possible to use Cloud computing services in a combination with 
sensitive data 

o The reform decree package was inspired by, and builds further on, the EU 
Directive 95/46/EC. 
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o Yet, evaluations of different services and their SLA in different will be made by 
supervisory agencies in EU countries in order to determine an acceptable 
standard.  

o The evaluation may include: 
§ Organizational routines of the provider 
§ A service’s technical design 
§ SLA 

o Are requirements to fulfill the regulations. 
• Cloud computing service providers may illustrate that they can fulfill certain aspects, but 

this does not entail that a given Cloud computing service necessarily is well suited to be 
used with all types of data and for all organizations. 

o As e.g. public organizations are often a subject of law, which does not apply to 
private sector. 

o Different sectors, e.g. banking, have domain-specific restrictions, e.g. bank 
secrecy regulation.    

• The risks of Cloud computing services are similar or identical to risks linked with other 
IT activities 

• From one point of view one may say that Cloud computing services are even more secure 
when compared with alternatives 

o Professional services 
o Continuously updated security guidelines 
o However, one do transfer the data to be processed by other party hence losing 

the control 
• The Personal Data Act is very similar to the EU directive 95/46/EC. Therefore, one 

should interpret the national law by also taking the EU law and other decisions of the EU 
court into account. 

o One argument behind the introduction of the new reform decree package is that 
it will directly rule in the EU member states, and not be a basis for national law, 
as the EU Directive 95/46/EC is.  

§ Directive 95/46/EC have been interpreted differently by different 
member states. 

o The EU court may be entitled to solve disputes between parties about each 
party’s correctness in a given situation. 

• How a certain law is interpreted may affect whether Cloud computing is adopted 
o E.g. some organizations choose to proceed more carefully with the interpretation. 
o Simultaneously, there exist specific applicable law, which provides more 

restrictions. 
• Transfer of data is a current topic for Cloud computing. The area that could be further 

developed within the legal aspect, in order to make a transition to Cloud computing 
services easier, is how to behave towards such a transition of data. 

• Today, there exist indications, towards the increased adoption of Cloud computing. 
Nevertheless, it is difficult to make an accurate prognosis about the future Cloud 
computing adoption pace. 
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6 Analysis and discussion 

This chapter focuses on providing a discussion based on the empirical findings as well as the outcome of the 
literature review. 
 
Within the limits of this master thesis, it has become interesting to analyze and discuss the 
gathered data according to a number of themes. The methodology discussion, presented as a first 
part of this chapter, should be concerned with analyzing and evaluating the choice of 
methodology, due to the quality and validity of collected empirical data. Afterwards, the first 
theme reviews Cloud computing in a relation to organizations and discusses about whether a 
Cloud should be chosen when there exist alternatives, which can be less risk filled compared with 
Cloud computing services. Security and legal aspects are two other major themes, which are 
impossible to neglect when Cloud computing adoption is discussed. The fourth, and also the last 
theme, is the process of choosing a specific Cloud computing service, e.g. a delivery model, or 
other features. It should furthermore be noted that the term Cloud computing primarily refers to 
a public Cloud in further discussions of this chapter. When private and hybrid Clouds are 
mentioned, this will be explicitly stated.    

6.1 Methodology discussion and implications 
There is no doubt that the choice of methodology may affect the outcome of a given research to 
a great extent. In fact, the type of data, which the researcher aims to collect in the beginning of 
the research and data gathering processes may turn out to be completely different after the 
completion of data gathering activities. Therefore, one should always choose the methods 
carefully and not to be afraid of modifying the choices as the research activities proceeds.  
 
When it comes to the methodology choices of this master thesis, the methods used are 
considered as being sufficient and correctly chosen in order to provide answers for the research 
questions in the end. Before the survey and the interviews could be performed, it was needed to 
establish a solid knowledge base about the area of Cloud computing as well as pacing through the 
existing body of knowledge and previously done work. This was important in order to avoid 
collisions with previous work and research as well as to see the opinions of other researchers on 
the topic. Useful theories, which would be able to explain the concept of Cloud computing in a 
pedagogical and understandable way, were also needed before going to the next step and 
formulating the survey questions.  
 
The choice of gathering data from organizations through a survey is considered to be a good 
choice as the survey method could generate needed information during a shorter period of time. 
The alternative would have been to set up interviews with the organizations in order to map their 
usage of Cloud computing services. This would not have been a feasible option when considering 
the limitations of this research. 
  
When collecting the data through a survey it is important to be well prepared not only by asking 
the organizations the right questions, the answers on which would generate valuable information 
for the research, but also understanding the information received from the survey, e.g. terms used 
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to describe a solution adopted by a respondent organization, or understanding the motivation 
behind a choice or decision. The number of organizations, which the survey was sent to, was, as 
already mentioned in the methodology chapter, 101 organizations. After the completion of the 
data collection activities from the survey, the number of respondents was 26, which implies a 
response rate of approximately 25 per cent. Considering the total number of organizations in 
Sweden, the number of respondents is representing a minority. Naturally, this could affect the 
results in the way of not being fully representative of the whole population, that is, the complete 
set of organizations in Sweden. However, the results and the indications of the survey can be 
strengthened by data collected as a part of previous research project2.  
 
In the mentioned research project, a part of empirical data was collected by a survey targeting 
governmental authorities. The survey aimed to focus on the interaction between a governmental 
authority, i.e. the customer, and a Cloud computing service provider. As a part of the data 
collection for the work, survey questions were posed. These questions aimed to capture the 
opinions about Cloud computing and possible constraints, which could affect the usage of Cloud 
computing services. The results of the two surveys, i.e. the one conducted within the limits of 
this research and the one conducted as a part of the above mentioned research project, showed 
towards a common direction and identified the importance of security and legal aspect when 
considering a Cloud computing solution. Yet, the previous report was not focusing implicitly on 
personal data, or some other sensitive data for that matter. Instead, it related to sensitive data as 
one aspect, which can put constraints on the adoption of Cloud computing for governmental 
authorities. 
 
When it comes to the process of conducting the survey, a few minor difficulties arose as the 
survey was prepared to be conducted. First and foremost, the e-mail addresses of organizations 
needed to be found before sending out the requests to answer the survey. The time, which was 
assumed in advance and estimated the amount of time it would take to find a certain amount of 
e-mail addresses turned out to be wrongly approximated in the end. In practice, this turned out 
to be a very time consuming task due to the fact that many organizations do not state direct e-
mail addresses of their CIO on the organizational webpage. This was especially true for the 
private companies, as opposed the municipalities and the governmental authorities. In order to 
reach the CIOs of the organizations that did not state the e-mail addresses of their CIOs directly, 
it was needed to send the request to the organizations’ general e-mail address. This added an 
amount of overhead time to the overall time it took to get a response. Hence, it is possible to say 
that forwarding the request within an organization was the second greatest time costly task during 
the survey conduction period.  
 
The time consuming aspects of the survey preparation activities affected the number of sent out 
requests as the amount of time spent on each task, e.g. survey preparation, result compilation 
etc., was limited. If more time was available, it comes highly likely to assume that more 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
2 Bentahar, Y., Cirgic, N., Flykt, A., Henriksson, S., Romberg, D., Vaskovich, D. and Wadenholt, 
J. “Transformation Towards Cloud Based Solutions from an IT Service Company Perspective”. The report is a 
deliverable for the course ME2502 Change Project in Industrial Management, taught at Royal 
Institute of Technology between September 2014 and January 2015.  
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organizations would have been contacted with a request to participate in the survey, which would 
yield more responses. Also, the organizations were not chosen in a statistical manner. Instead, a 
random selection was made when including a given organization into the list of potential 
respondents.  However, start-ups and organizations with a small number of employees were not 
targeted as participants in the survey, as these may not have similar drivers and needs as slightly 
larger organizations may have. The focus was in its place turned to well-established and known 
organizations.    
 
The last part of the methodology of this master thesis consisted of interviews with experts in a 
number of fields. The interviews were an important part in this master thesis as they provided 
information from a more knowledge intense perspectives. As the data received from the survey 
originated from an operational perspective, it could have been shaded by the operative dilemmas, 
which may daily occur and need to be solved at an organization’s IT department. Hence, more 
tangible and factual knowledge needed to be gathered. Also, the interviews aimed to provide 
more tangible answers and explanation about certain areas, which could explain the mechanisms 
behind tendencies and trends identified from the results of the surveys. 
 
However, the number of interviews, performed within the boundaries of this master thesis is 
three interviews. When it comes to the consideration about the number of interviews, it is 
important to remember that the core knowledge is identical no matter which expert one is 
choosing to interview about a specific topic, e.g. in theory it should not matter which legal expert 
one chooses since the law clearly states what is possible to do and what is forbidden by law. 
However, different researchers within the same field, e.g. Cloud computing, may have different 
opinions and insights even if the basic knowledge is most likely identical. Therefore, having more 
interviews can benefit the research as more objective knowledge can be found. In the case of this 
master thesis this would imply that a number of researchers within the law, various aspects of 
Cloud computing as well as other fields could be performed as a contrast to the current set up. 
Nevertheless, with the time constraints and manpower available of this master thesis this 
becomes a balancing task. 
 
A good alternative, which could have been used instead of the interviews, is focus group 
discussions.  This could be implemented by gathering several experts in one area, e.g. the security 
in Cloud computing, and ask them to discuss the problem in a semi-structured manner with the 
help of guidelines. The focus groups could, for instance, reflect upon the results of the survey 
and answer any additional questions posed by the researcher. Yet, focus group would need to be 
highly coordinated, both during the planning phase as well as during the execution of the session. 
Simultaneously, it is correct to assume that the outcome of the different sessions would have 
produced good and qualitative results with the prerequisite that the sessions were performed 
accurately.   
 
However, despite the issues presented and discussed above, the methods used in this master 
thesis were enough in order to being able to answer the research questions and to fulfill the 
objectives, which are stated in the introductory chapter of this work. 
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6.2 Cloud computing and organizations 
From what has become clear during this research, Cloud computing is not a problem free area 
only with strengths. In-house IT functions seem today be an IT solution, which is linked with 
security and ownership of data and leaves the organization with a sense of control. A large 
proportion of the respondent organizations make a conclusion to keep the existing, in-house, 
infrastructure rather than entering grounds where integrity of their data may be compromised. 
On the other hand, one may view Cloud computing as an incremental evolvement of technology. 
When existing in an environment, surrounded by technology continuously developing, one may 
not be aware of the advancements one is making only to make the IT infrastructure better, safer 
and more stable.  
 
Moreover, for organizations, it is often a question of making investments and getting return on 
these investments. If a certain company for various reasons has recently invested a high amount 
of financial assets into developing an in-house IT department, it may feel reluctant to using any 
other alternative solution. Hence, this may create the sailing ship effect, as discussed previously in 
the theory chapter, where the in-house solution would be developed internally to match the 
known benefits of the alternative solution, e.g. Cloud computing. However, this is a costly 
solution, since the investment, maintenance and continuous development would take a large 
share of the organization’s overall costs. In the times of cutting costs, this is not the most 
preferable scenario, especially when the IT department is not a case of an organization’s core 
competence.   
 
In fact, the results of the survey, performed within the boundaries of this master thesis, state that, 
the financial cost savings opportunities, which Cloud computing services may provide, are of 
importance when making a decision whether to make or not to make a transition to Cloud 
computing. This may indeed be explained by the contrasting differences of the two alternatives, 
an in-house IT department and Cloud computing. If the financial structure of the former 
alternative is as described above, the periodic subscription rate for Cloud computing services is 
much lower. This offer may be tempting especially for technology intensive start-up companies, 
e.g. in the smartphone gaming field, have often limited budget at launch time and may hence 
choose a Cloud computing solution along with its various benefits, such as scalability and 
flexibility. Then, Cloud computing is used from the very beginning and little or no investments 
into in-house infrastructure are being made.  
 
During the data gathering activities of this master thesis, a number of surveyed organizations and 
expert interviewees expressed importance of the risk assessment activities, which are often 
performed before taking any major decision. Cloud computing is no exception, and the data 
collected shows towards an extensive risk assessment at almost every organization surveyed. This 
comes logically, as it has become clear from the survey that every organization possesses sensitive 
data, often with various sensitivity levels and ranging from personal data to information 
concerning the security of the Nation. Hence, a risk acceptable as worth taking for one 
organization, may be too high to take for another organization, such as governmental authority, 
and may affect not only its public image, but also the safety of the Nation. It is additionally 
important to remember that every solution, either technical or non-technical, bears a certain 
amount of risk. Having a stack of sensitive information as paper files, bears more physical risk, 
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such as risk of fire or risk of natural catastrophes. When the digitalization era was in its initiation, 
it is highly likely to presume that there existed reluctance of digitalizing the physical information 
due to the new domain of risks; namely the threats embodied by cyber crime and hacking.  
 
However, when it comes to technology, and information technology in particular, there may exist 
divided opinions within the organization itself, as pointed out by a number of surveyed 
organizations. Different functions, i.e. the higher management and the IT department may not 
share a common goal, which may describe another aspect, which decelerates the adoption of 
Cloud computing. If one party is only identifying the benefits given by a given technology and 
what value it delivers, and the other party is focusing on more technical implementation and 
hence sees the issues more directly, it will hardly make Cloud computing the first choice to begin 
with. The importance of being able to having a discussion on equal terms and the ability of each 
party to understand its co-existing parties is almost as important as to ensure the security and 
legal compatibility of Cloud computing. 
 
The literature and the experts interviewed do agree that Cloud computing is a mature technology, 
with a number of issues, which should be addressed. In fact, the survey shows that there exists an 
interest for Cloud computing, but the known issues, such as security and legal aspects, stop the 
organization from a full-scale adoption. There also exist a push from Cloud computing providers, 
which invest manpower and financial resources into marketing their Cloud computing services 
and attracting new customers. The importance of a consistent dialogue within the organization is 
important in order to improve the outcome of the intra-organizational evaluation of the 
prospects of Cloud computing services in that particular organization. Also, when leading a 
discussion with a Cloud computing service provider and negotiating the SLA, key persons from 
different functions should be present. This set up may benefit both the organization and the 
provider since problems from different perspectives may be brought up and create a SLA, which 
each party feel comfortable with both today and tomorrow. Furthermore, a common 
understanding about the motivation behind a specific choice will be created, which may set 
different parts of organization on the same path.          

6.3 Legal aspects, the SLA and Cloud computing 
Today, as pointed out by both the expert from Datainspektionen and the expert within IT and 
law, Cloud computing needs to adapt itself to existing law, such as the Personal Data Act. In fact, 
Cloud computing is perfectly compatible with personal data under the Personal Data Act if it can 
be proven that the solution meets the complete set of requirements stated in the Act. This insight 
finds its support also in the information gathered during the interviews. However, even though 
the legal body, at least in Sweden, was created a number of years ago, e.g. the Personal Data Act, 
which was created year 1998, new technology, needs to follow the guidelines developed long 
before their existence. In many cases, the law does still suit its purpose and is applicable to e.g. 
Cloud computing, for instance when considering data transfer to third party countries, which is a 
core issue in Cloud computing.  
 
Hence, the dilemma following from this reasoning becomes to what extent one should regulate. 
That is, should the regulators regulate technology and by doing so creating unfavorable 
development conditions for technology, which does not meet the minimal requirements. In some 
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cases, this can affect that a certain technology becomes a dominant design among a set of 
alternatives. On the other hand on could let the technology steer and the legislations to follow. In 
other words, on should monitor the market to see the tendencies and identify the most popular 
solutions and write the law accordingly to suit the details of a technology. However, this would 
require that the legislation becomes continuously rewritten and changed, following the dynamics 
of the technology. Also, the task of monitoring, rewriting, passing and enforcing the law on 
various levels would be time consuming, which makes the idea both difficult to implement and 
ineffective. Therefore, it is understandable that the former approach is used and hence creates a 
framework of criterion, of the qualities that the solution should fulfill in order to legally 
acceptable. 
 
When discussing Cloud computing, the legal aspect comes naturally into the conversation. Yet, it 
is only one aspect, which should be fulfilled, and it is often directed only one way. In other 
words, it only concerns the adopting side, e.g. the organizations possessing sensitive data. A 
malicious intruder does in turn not care specifically about the law, as it is known a priori that the 
activity of intrusion into the information system of another party without permission is 
prohibited and consequences may follow. That is, in case such an intrusion is made with the 
objective to access sensitive data, the last thing the intruder will do is to consult the legal texts. 
Such a scenario creates more questions than answers. Furthermore, under the Personal Data Act 
it would imply that the Cloud computing adopting organization would have the outermost 
responsibility, as the responsibility can never be transferred to anyone under the Act, and in 
worst case would give the adopting organization a lot of negative attention for not being able to 
make solid decisions. Also, the Cloud computing service provider would be affected, as its Cloud 
computing service would be proven to be unable to resist the attack and hence not being able to 
provide sufficient security measures. The event would only serve well for the opponents of Cloud 
computing by creating an extra argument.  
 
In order for the Cloud computing service provider to convince an organization, as well as the 
supervisory agency, that their service meets all of the legal and technological requirements, the 
provider has to create a SLA with the adopting organization. Many Cloud computing providers 
have today standardized their SLAs to include the general descriptions of the measures and 
features of the service, which the provider is able to provide. However, as pointed out in the 
interview with Datainspektionen, it is better to make the SLA rather detailed and explicitly show 
how the routines at the provider side gets executed when it comes to data processing, preserving 
the security of information and other important aspects. A standard SLA is most certainly too 
vague in order to provide any in-depth description about the processes carried out at the 
provider. Moreover, it is the responsibility of both the customer and the provider to make sure 
that the SLA includes the required contents. This would save both time and resources for every 
party and the Cloud computing service can proceed to be utilized without question marks.  
 
In the case of Sweden, Datainspektionen does the reviews of solely the SLA in order to identify 
how the personal data is being processed at the provider, both for the purposes specified by the 
customer and for the possible purposes of the provider itself. However, the question remains, 
how does one prove that the Cloud computing service provider does indeed take the stated 
measures? Therefore, the choice of Cloud computing provider is on of the most important 



	  
	  

	  
	  

50 

choices, an organization should make. A well-established provider with good references is 
generally the best choice. Also, a well-chosen candidate does let an auditing firm to make 
revisions of the provider’s organizational processes in a periodical manner.  
 
Furthermore, as the expert from Datainspektionen and the expert within IT and law stressed, 
apart from general guidelines from Datainspektionen and other governmental agencies, every 
organization considering a transition to Cloud computing should perform own evaluation before 
making the decision. The evaluation should, among others, consist of risks the organization is 
willing to take and the level of security. Hence, this type evaluation is performed in a 
decentralized manner on organizational level. Especially when sensitive data comes into 
consideration it becomes extra demanding to make a decision, which would be the best option 
for given requirements. When consulting the results of the survey, conducted as a part of this 
master thesis, there is a clear sign that the sensitivity of possessed data matter when considering 
adopting Cloud computing. This information can be linked with the nature of the most common 
Cloud computing services, which the surveyed organization adopted today. From 26 surveyed 
organizations only eight organizations chose to implement a function, which has a link to 
personal data, by using a Cloud computing solution. This can be described by that the 
organizations are being more precautious when sensitive data enters the picture and are therefore 
feeling reluctant to take any additional risk, which Cloud computing services may entail.  
   
As noted by two of the interviewed experts, organizations may feel reluctant to adopt Cloud 
computing due to the fact that different laws apply in different countries, even if these countries 
are EU member states. All three expert interviewees have also pointed out this aspect. For 
instance, organization A, located in country A possess sensitive information, e.g. personal data, 
which should not be shared with other party of any kind. If it decides to adopt a Cloud 
computing solution, whose provider states that the data will be stored on servers located within 
EU, the decision may imply that the government of the EU country where the server with the 
data is situated may have the legal right, according to that country’s jurisdiction, to access the 
information. Under the Personal Data Act, this scenario is theoretically possible if the Cloud 
computing solution fulfill the evaluation criterion of organization A and the SLA between the 
provider and organization A becomes accepted by the supervisory agency in country A. It is 
important to note that the evaluation and the SLA auditing takes the place before adopting a 
service, which imply that the example described above would happen during the operation. 
 
In the special case of when an organization, e.g. organization B, located in EU country B, 
requests any information from the Cloud computing service provider, as the provider stores 
information on a server located in country B, the organization in country A is able to take dispute 
further and make an appeal. If the matter cannot be solved between the parties and their 
respective countries on their own, the matter may proceed to the final stage where the EU legal 
court may decide which party has the legal right.  

6.4 Security and technology aspects and Cloud computing 
Technological trends come in circles. Cloud computing may be regarded as a return to the, once 
popular, mainframes, which provided a centralized storage and processing of data. When the era 
of the PC begun, decentralization was the matter of fact. Today, once again, the market is facing 
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centralized storage, provided by Cloud computing, which implicates the existence of servers 
where data of different customers is stored along with the services. However, with a centralized 
approach there come consequences. If an attack is targeted towards a Cloud computing 
provider’s data centers, data of many organizations can get compromised. In fact, as the 
interviewed Cloud computing researcher pointed out, the large data centers are one major 
weakness of Cloud computing. A customer is rarely aware of what other data is stored on the 
same server as the customer’s data is stored on. The notion of shared memory and corrupted 
data, which can infect the neighboring data, is a serious risk and today many providers offer 
measures to prevent such incidents. Yet, it is unclear whether all the Cloud computing providers 
are including this feature into the set of security measures. An interesting question emerges from 
this reasoning, namely if the level of security, which a Cloud computing provider is able to 
provide to its customers has a correlation with the provider’s size and brand or with the price it 
offers its services for.     
 
As already mentioned in the discussion concerning the legal aspects, an attacker will not be 
concerned with follow the law. Therefore, it becomes rather important for organizations to 
ensure that their sensitive data is perfectly secure in the hands of Cloud computing provider. In 
fact, this becomes a matter of trust between the customer and the provider. It is in the interest of 
provider to deliver solutions, which are continuously improved. Then, benefits for both the 
customer and the provider will follow in terms of secure and reliable services and increased and 
stable income due to the size of the customer base, respectively. 
 
An interesting insight, received during one of the interviews, was that public Cloud was never 
built for security from the beginning. Instead, security measures developed as sensitivity of the 
information stored in the Cloud increased. This implies that the security was build in, which is a 
contrasting approach to the reasoning about the method of a secure system creation where the 
security measures are taken into account from the very start. The theory underlines that the latter 
approach will create more secure system as compared with an integration of security measures 
when a need evolves.     
 
Furthermore, even if personal data is not the highest entry in the sensitivity scale, it can still be 
used for more purposes, than identifies at the first glance. If a party somehow gets access to a list 
of employees of an organization, at which the employment titles of employees should be kept 
private due to various reasons, data mining operations can be performed on the data in order to 
map the current employee base for that particular organization including information such as age 
or gender. These types of attacks may be primarily targeted towards organizations, where secrecy 
should be preserved in order to preserve the safety of the Nation. The cyber attack, as described, 
would be the first step in a greater context. Therefore, this may lead to a way of thinking that 
organizations that need to have higher secrecy levels, but still wants to receive as many benefits as 
the features a Cloud computing service may offer, should review their classifications of data. One 
example of such division may be to regard personal data and sensitive personal data as two 
different levels. This leads one to the consideration that the level of security needed should be 
proportional to the level of sensitivity of the data. 
 



	  
	  

	  
	  

52 

The results of the survey indicate a clear preference of the organizations to implement solely the 
function without a link even to personal data with Cloud computing services. This result may be 
interpreted as the majority of the surveyed organizations today feel that the level of security is 
compatible with non-sensitive information, and not with higher sensitivity levels. Furthermore, 
this could as well be an effect of standardization, which the providers aim to establish when it 
comes to the services offered. The limited possibility for the customers to customize their 
solution to include the requested level of security can to some extent decelerate the existence of 
more sensitive data in a public Cloud. However, the level of needed security may be considered 
to be quantified with a difficulty and is again a question of assessment on the organizational level. 
 
On the other hand, an organization may be able to combine an internal solution with a Cloud 
computing service to increase the level of data integrity. The most straightforward example is to 
be able to encrypt the data leaving the organization with an own key, as mentioned by one 
surveyed organization. Yet, this will not affect the security of a Cloud computing service itself. 
Instead, the organizations data would only be readable for the organization and no other party, as 
theory suggests. As of today, this type of encryption is not possible to practice together with 
every Cloud computing service available on the market. The reasoning implies that the more 
security features are available for the customer to use, the more organizations will follow into 
gradually transferring their sensitive data into a Cloud. 
	  
Previous studies, the survey results and the interviews are all highlighting the importance of 
security within a Cloud computing service. Even if Cloud computing services may still be a case 
of security weaknesses, some organizations however, identify these services as secure enough for 
fulfilling the purposes. Yet, as mentioned by the researcher within IT and law, every organization 
always should, and most certainly does, make own evaluations of whether to adopt a specific 
solution. The expert noted as well that some organizations might be better suited for using a 
Cloud computing service compared with other organizations. In other words, the level of 
sensitivity of possessed data may make it difficult to find a Cloud computing alternative, which 
can suit the needed level of data protection.  
 
A comment of interest was received from one of the organizations participating in the survey and 
was presenting a slightly rare opinion, compared with the overall perception of security in Cloud 
computing. The respondent argued that due to the professionalism of the Cloud computing 
services, such a service was able to provide more security as compared with an in-house solution. 
The respondent also made in clear that sometimes it is difficult to internally, on an organizational 
level, implement a solution, which is able to guarantee high security. The reasoning of the 
respondent is understandable; a lot of resources e.g. financial, manpower, as well as research 
hours are spent on improving the technological flaws of Cloud computing and to make it safer. 
On one hand, there exist various risks, such as a leakage of sensitive data or an attack of a data 
center. On the other hand, due to the existence of data loss guarantee from the provider, multiple 
copies of a customer’s data may also come in wisely. If the complete set of data is kept internally, 
and an attack occurs, either physical or cyber, data can be lost, sometimes without a possibility to 
restore. However, a copy may not be helpful in a specific case of data leakage, which is 
considered to be higher compared with the risk of a system crash with a followed erasure. 
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Therefore, every solution bears a certain amount of risk thus making the existence of a perfect 
solution rather impossible.  

6.5 The choice of Cloud computing service 
First and foremost, it is important to point out that there must be a separation of data, if an 
organization makes a choice to deploy the outcomes of this report. The separation should most 
certainly be done based on the different sensitivity levels of the possessed data. This has already 
been mentioned in previous sections of this chapter and will therefore not be discussed in the 
given section. 
 
According to the survey’s results the most common delivery model for the surveyed 
organizations is SaaS. This result agrees well with the types of functions, which the surveyed 
organizations implement with a Cloud computing service, namely e-mail, CRM or storage. The 
three examples are typical first candidates when making a transition into Cloud computing. For 
instance, Microsoft’s product Office365 is today a popular solution, which includes the features 
often used in an organization’s office, e.g. e-mail editor, word editor or online storage. However, 
these types of services do often not have any relation to sensitive data of any kind. Also, as the 
interviewed Cloud computing researcher mentioned, SaaS in the delivery model in Cloud 
computing where the customer has very little or no control over the data. This view does not 
agree with the other results, which indicate that it is important for the organizations to control, or 
at least have detailed knowledge, about where and how their data is stored and processed. SaaS, 
on the other hand, as it has been thought about originally, does not allow that to a high extent. 
The mechanisms are more or less hidden for the customer and the logic behind it is that the 
customer should only think about using the data, without the need to go too much into the 
underlying structure of the backbone supporting the service. 
 
Indeed, the described logic makes sense. However, it is again a matter of whom one asks in the 
organization. An employee from operational functions, travelling in his or her work want to have 
easy access to the organization’s information without going into technical detail and instead 
spend time on using the needed data. However, the sensitive data should be kept securely at the 
Cloud computing provider’s service. Hence, it becomes clear that contradictions exist and should 
be discussed. Nevertheless, as it has been confirmed by the Cloud computing researcher SaaS will 
not be able to provide control, which implies that it should not be used with sensitive data if the 
organization value to monitor and to have more power over their sensitive data. Furthermore, 
functions like e-mail do not necessarily need to contain any sensitive information and are not 
vital for the organization’s core activity, which may explain the underlying decision to implement 
the function with a Cloud computing service.  
     
However, the Cloud computing delivery model stack may offer alternatives besides SaaS. In fact 
below SaaS one may find PaaS and IaaS delivery models as well. When considering control, it has 
become clear from the interviews that the organization’s control over their data may increase as 
one paces through the stack downwards starting from SaaS and ending with IaaS. Namely in IaaS 
the organization may implement own features, such as customized access control as the customer 
may interact with the infrastructural building blocks, such as network routers, even if these 
resources are virtualized. Nevertheless, the delivery model still entails the fact that the 
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infrastructure is maintained and delivered by a Cloud computing provider, which brings the 
discussion back to processes at the provider’s site where the physical processing of data is 
performed.     
 
As it has been discussed during this chapter, not all organizations may feel that public Cloud is an 
option for their set-up. Additionally, one should not forget about the broad definition of Cloud 
computing as well as there exist other types of Clouds, namely a private Cloud and a hybrid 
Cloud. A private Cloud is sometimes a good option; one may collect the, at this time already well 
known, benefits, which Cloud computing may offer and at the same time get an organization-
unique and customized solution adapted to the needs of the organization. However, it is often 
required by the organization to operate and maintain the private Cloud internally. One may 
furthermore consult a Cloud computing provider to set up the Cloud, or also outsource the 
operation task of the Cloud to the provider for various reasons. On the other hand, the 
organization will have to invest assets into this solution as well as it may be regarded as an 
updated in-house solution. 
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7 Conclusion 

In this chapter, conclusions within the scope of this master thesis are made and the research questions are answered.  

 
In the introductory chapter of this work two research questions were stated. The questions were 
aimed to be answered after the completion of this master thesis. The two questions, along with 
their answers are as follows: 
 
Research question 1: To what extent is it possible to capture the outsourcing opportunities in a 
Cloud computing setting with sensitive data involved? 
 

The extent to which a certain organization may adopt Cloud computing cannot be a general 
decision. Instead, it is a matter of evaluation at each organization. When considering personal 
data, the Personal Data Act does not implicate any specific restrictions apart from lawful 
processing of personal data. However, every organization should decide for itself whether a 
specific public Cloud computing solution is capable of preserving the security of the data. It 
has become clear from the empirical data of this master thesis that different organizations 
may perceive Cloud computing’s ability to host personal data either as able or as unable. This 
leads to the conclusion that public Cloud computing services start to gradually convince the 
organizations towards the existence of personal data within the Cloud. It is accurate to 
mention that the providers are ensured about their services being ready to embrace personal 
data existence, however it is often a matter of the customers’ trust. Thus, it is correct to say 
that such an existence is possible, but an organization’s accepted level of security may lead of 
to a decision is taken to the disadvantage of Cloud computing. 
 
Nevertheless, it is important to remember that the risks that a public Cloud computing 
solution may entail are too high for some types of organizations, e.g. governmental 
authorities. When assessing, one should always put the security of the data in first hand.  

 
 
Research question 2: In today’s Cloud computing setting, what factors are feasible to 
implement and consider when preserving sensitive data? 
 

For the precautious organization, an alternative to the public Cloud would be the hybrid 
Cloud. As the empirical data indicates, organizations already today adopt Cloud computing 
services for functions without a link to any sensitive data. For sensitive data, one is aiming to 
have a full control, which a public Cloud unfortunately is not able to fully provide. In order 
to solve this problem, and to get the benefits of Cloud computing, one may adopt a mixture 
of public and private Cloud, i.e. a hybrid Cloud. The private part can hence host the sensitive 
data internally. 
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However, this will implicate investments in both knowledge and financial assets, to set up 
and operate such a Cloud. In some cases this will also implicate a continued existence of an 
in-house IT department. Nevertheless, the tradeoffs are forced to be made. 
 
If the organization wants to still to pursue the public Cloud in order to use in a combination 
with personal data, IaaS delivery model should preferably be used. The benefit of IaaS over 
SaaS and PaaS delivery models is that the customer organization may receive increased 
control over how data is handled, e.g. who may gain access.  
 
When discussing the choice of a Cloud computing provider a well-established market player 
should be chosen. In the case of Sweden, such players often provide services, which are 
modified for the Swedish market including the legislative aspects. The services provided by 
such players are often more cautious to be consistent with the local legislation. A dialogue 
should always be carefully negotiated if the standard terms are unclear. In fact, personal data 
in the Cloud requires a high amount of detailed information, which is often not a priori 
included in the standard SLA. If no sufficient information, or transparency, is provided in the 
SLA about the processing purposes or routines of personal data, either at provider’s site or 
for the customer organization, legal questions may be raised by supervisory agency in the case 
of personal data. 

 
 
Contribution of this thesis 
Furthermore, this master thesis succeeds to fulfill its objectives, stated in the first chapter of the 
work. An analysis and discussion are performed based on the results in order to support 
organizational decision-making processes within the field of Cloud computing in a combination 
with both personal data and possibly data with a higher sensitivity level. The given work targets 
the Swedish setting, namely organizations and law, hence filling the gap of missing data 
specifically valid for Sweden. Also, due to the lack of, or little, research focusing on the 
compatibility of Cloud computing with personal data, i.e. the information covered by the Swedish 
Personal Data Act, this thesis succeeds to help organizations to consider such compatibility.   
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8 Future studies 

This chapter presents suggestions for future work with the given master thesis as its starting point. 

 
As already seen throughout this master thesis, Cloud computing is an interesting, but yet complex 
area. The presented benefits are tempting, but the downsides, such as legal compliances and 
security issues, are always lurking around the corner. This master thesis provided an analysis of 
whether it is today possible for organizations, which possess sensitive data, i.e. the information 
covered by the Swedish Personal Data Act, to make a full transition to Cloud computing. 
However, the sensitivity level of the data possessed does not stop there, and as seen, different 
organizations process a number of different types of data, sometimes even more sensitive than 
personal data. Hence, future research may be concerned with investigating how one could enable 
that, both personal data and its more sensitive counterparts, can indeed make such a transition.  
 
Furthermore, interest has been expressed to study the different types of organizations in detail as 
well as preferably compare, whether it is easier, or more difficult, for some sorts of organizations 
to adopt Cloud computing services. It is highly likely that different organizations value 
suggestions and recommendations, which are specifically valid for their type of organizations, 
rather than studying the general standpoint. Hence, future research may continue to investigate 
this motivated aspect. 
 
Even though this master thesis is primarily treating the area of engineering, this does not mean 
that the studied topic may not be studied from other perspectives, e.g. the legal one. Especially if 
one continues to pace through the sensitivity levels of the data in a combination with Cloud 
computing, the legal aspect will be an unneglectable aspect. Therefore, there exist a scope for 
studying Cloud computing from a legal perspective and suggestively identify needs and 
weaknesses, if such, which should be resolved in order to make the transition to Cloud 
computing, and other new technology, easier to perform without consequences. 
 
Lastly, sociological aspect of a technology transition may be studied, from an intra-organizational 
perspective. This can be done in order to understand the drivers and reluctances better in the 
case when old technology is its verge of being replaced with new technology, e.g. traditional in-
house IT functions replaced with a third party Cloud computing services. 
 
In conclusion, one may say that no matter of which approach is used, either one of the above 
mentioned ones or not, the topic of Cloud computing in a combination with sensitive data will 
yield an interesting scope to study. 
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10 Appendices 

A. Survey questions 
Since the aim of the survey was to capture the current adoption of Cloud computing services in 
Swedish organization, or Swedish subsidiaries of international companies, the survey created 
survey was in Swedish language. 
 
* = information that is under protection of Swedish Personal Data Act (Personuppgiftslagen, 
PuL) 
 
Molnlösningar och Känslig Data* 

• Identifiering av organisation och respondentens position 
1. Vilken organisation företräder Ni? 
2. Vilken titel/position har Ni på organisationen? 

 
• Kartläggning av användning av molntjänster 

3.    Hanterar Er organisation känslig data? 
§ Ja/Nej/Vet ej 

4.    Om det är annan känslig information än den som omfattas av PuL som Er 
organisation behandlar får Ni gärna ange detta nedan. 
5.    Använder Er organisation någon typ av molntjänst i dagsläget? 

§ Ja/Nej 
 

• Molntjänster används 
6a.   Vilken typ är molntjänsten av? 

§ Mjukvara/Platform/Infrastruktur/Annat 
7a.   Vilken/vilka funktioner tillämpas med hjälp av molntjänster i Er organisation? 

§ CRM/E-mail/Lagring, Back-up/Helhetsdrift/Annat 
8a.   Är molntjänster/molntjänsterna 

§ Drivna internt/Levererade av en tredje part (t ex ett IT-service 
företag)/Är en kombination av de två ovanstående alternativen/Annat 

9a.   Varför föll valet på den speciella molnlösningen och dess typ? 
10a. Har molnlösningens leverantör försäkrat att molntjänsten tillmötesgår alla 
nödvändiga villkor? 

§ Ja/Nej/Vet ej 
11a.  Är någon funktion som har en koppling till känslig data tillämpad med hjälp 
av en molntjänst? 

§ Ja/Nej/Har ej molntjänster/Annat 
12a.  Tycker Ni att känslig data är en bromsande faktor för att kunna tillämpa 
molnlösningar fullt ut för en organisation? 

§ Ja/Nej/Vet ej 
13a.  Tycker Ni att avsaknandet av känslig data skulle underlätta beslutet till 
molnlösningarnas fördel? 

§ Ja/Nej/Vet ej/Annat 
 

• Molntjänster används inte 
6b. Övervägs det på Er organisation att inom en snar framtid (0-5 år) tillämpa en 
molntjänst? 
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§ Ja, för alla funktioner/ Ja, endast för alla, vissa funktioner som hanterar 
känslig data/ Ja, endast för alla, vissa funktioner som inte hanterar känslig 
data/ Nej/Vet ej 

7b. Tycker ni att känslig data är en bromsande faktor för att kunna tillämpa 
molnlösningar fullt ut för en organisation? 

§ Ja/Nej/Vet ej 
8b. Tycker Ni att avsaknandet av känslig data skulle underlätta beslutet till 
molnlösningarnas fördel? 

§ Ja/Nej/Vet ej/Annat 
9b. Vad är orsaken/orsakerna bakom att ingen molntjänst används inom Er 
organisation? 

§ Säkerheten av data kan ej garanteras/Marknadens molnlösningar möter ej 
behovet/Integrationen med organisationen övriga IT infrastruktur 
kommer ej vara möjlig/Risk att inte kunna behålla samma kompetensnivå 
som besitter kunskap om organisationens specifika IT-
lösning/Molntjänster används i organisationen/Annat 

 
• Påverkande faktorer 

14. När det gäller övervägning/adaption av molnlösningar på Er organisation, hur 
mycket påverkar den LAGLIGA aspekten valet? 

§ 1-Påverkar mycket lite/2/3/4/5-Påverkar mycket stort/Vet ej 
15. Tycker Ni att den lagliga aspekten skapar en oklarhet för en lyckad adaption av 
molnlösningar? 

§ Ja/Delvis/Nej/Annat 
16. När det gäller övervägning/adaption av molnlösningar på Er organisation, hur 
mycket påverkar LEVERANTÖRSFÖRSÄKRAN om ytterst möjliga 
säkerhetsnivå enligt Er organisations säkerhetskrav valet? 

§ 1-Påverkar mycket lite/2/3/4/5-Påverkar mycket stort/Vet ej 
17. När det gäller övervägning/adaption av molnlösningar på Er organisation, hur 
mycket påverkar molnlösningens EKONOMISKA 
BESPARINGSMÖJLIGHETER valet? 

§ 1-Påverkar mycket lite/2/3/4/5-Påverkar mycket stort/Vet ej 
18. När det gäller övervägning/adaption av molnlösningar på Er organisation, hur 
mycket påverkar ALLMÄNNA ÅSIKTER om molnlösningen valet? 

§ 1-Påverkar mycket lite/2/3/4/5-Påverkar mycket stort/Vet ej 
19. Om det är några andra faktorer som Ni tycker påverkar en adaption av 
molnlösningar där känslig data är involverad i högre utsträckning, får Ni mycket 
gärna ange dessa i textfältet nedan. 
20. Är det något som Ni tycker saknas i dagsläget för att Er organisation ska kunna 
fördelaktigt tillämpa molntjänster? 
 

• Övriga frågor 
21. Övriga synpunkter 
22. Skulle Ni tänka er att svara på ytterligare, mer djupgående, uppföljningsfrågor? 

§ Ja/Nej 
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B. Figures from (Charif and Awad, 2014) 
	  

 
 
 
 
 
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  

FIGURE B.1 THE FIGURE DEPICTS THE REASONS FOR NOT ADOPTING CLOUD COMPUTING. 
 
 

 
FIGURE B.2 THE FIGURE PRESENTS THE DITRUBUTION OF CLOUD COMPUTING SERVICES FOR 

BUSINESS ORGANIZATIONS. 
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FIGURE B.3 THE FIGURE PRESENTS THE DITRUBUTION OF CLOUD COMPUTING SERVICES FOR 

GOVERNMENTAL ORGANIZATIONS. 
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C. Technology Readiness Levels 
Definition of:  European Union (2014).  
 
Where a topic description refers to a TRL, the following definitions apply, unless otherwise 
specified: 
 
• TRL 1  

o Basic principles observed 
• TRL 2  

o Technology concept formulated 
• TRL 3  

o Experimental proof of concept 
• TRL 4  

o Technology validated in lab 
• TRL 5  

o Technology validated in relevant environment (industrially relevant environment in the 
case of key enabling technologies) 

• TRL 6  
o Technology demonstrated in relevant environment (industrially relevant environment in 

the case of key enabling technologies) 
• TRL 7  

o System prototype demonstration in operational environment 
• TRL 8  

o System complete and qualified 
• TRL 9  

o Actual system proven in operational environment (competitive manufacturing in the case 
of key enabling technologies; or in space) 
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D. Interview guidelines 
Here, the guidelines for the three expert interviews are collected. 
 
Datainspektionen (conducted in Swedish via e-mail) 
 

1. Det har stundtals uppmärksammats i media och på officiella källor, att organisationer, 
främst kommuner och myndigheter, får sina lösningar granskade och sedan icke 
godkända av Datainspektionen. Därefter brukar dessa organisationer få se över sina avtal 
med sin molnleverantör för att sedan göra en omprövning. Vilka är de mest frekventa 
aspekterna/orsakerna som leder till ett icke-godkänt avtal? (Historiskt sett) 

 
2. Som fortsättning på föregående fråga (1), brukar det mest vara problem att få avtal 

godkända av Datainspektionen om molntjänster levereras från en tredje part som 
mjukvara, plattform eller som infrastruktur? Eller finns det ingen skillnad? 

 
3. Enligt Datainspektionen, vilka egenskaper behöver en molntjänst ha för att bli godkänd 

att användas för att lagra personlig data (PuL)? 
 

4. Vilka faktorer mäter Datainspektionen när en molntjänst/avtal utvärderas? Hur går den 
process tillväga? 

 
5. EUs nya dataskyddsreform träder som känt i kraft fr. o. m år 2018. Detta kommer även 

att bidra att PuL-lagen som den ser ut i dag inte kommer att finnas kvar. Kommer den 
nya reformen påverka molntjänsternas användning i kombination med PuL-uppgifter 
positivt eller negativt? Om positivt, på vilket sätt? Om negativt, varför och på vilket 
sätt?    

 
6. Många organisationer, främst myndigheter och kommuner, drar sig från att lägga ut 

känslig data (till att börja med PuL) på molnet. Flera blir avrådda av sina jurister att göra 
detta. Är det något speciellt i den svenska/europeiska lagstiftningen som motsätter sig att 
molntjänster används mer, eller är det främst en fråga om molntjänstens egenskaper 
(säkerhet, pålitlighet osv.)? 

 
7. Molnleverantörer, t ex IT-serviceföretag, påstår att deras molntjänster är 100 procent 

anpassade till svensk lagstiftning, där PuL är en lag, samt kan utlova hög säkerhet. Anser 
Datainspektionen att dagens molnlösningar kan tillgodose det dataskydd som krävs för 
att upprätthålla lagen? 

 
8. Finns det något lagligt lager som skiljer molntjänsters framfart mellan privat och offentlig 

sektor? Finns det några extra krav på de offentliga organisationerna jämfört med de 
privata som får de statliga organisationerna att tänka till ytterligare en gång extra? 

 
9. Vilken lag gäller främst - svensk eller europeisk när det gäller lagring och hantering av 

personuppgifter? Som känt bygger den svenska PuL-lagen på Europeiska Unionens 
dataskyddsdirektiv från år 1995. Är det så att EU-lagen kan överrida lagen på nationell 
nivå? Vilken part har det sista ordet - ett enskilt land (och dess lag) eller EU? 

 
10. Har alla EU-länder har en jämn skyddsnivå (tillämpat EU-direktivet på nationell nivå) när 

det gäller dataskyddet av personliga uppgifter? Hur vet man med säkerhet att så är fallet 
och att de personuppgifter som lagras i ett EU land har motsvarande säkerhetsgrad som 
de skulle ha haft i Sverige? 
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11. Framtidsutsikt: Är det i dag möjligt att förutspå ifall molnet kommer att bli alltmer använt 

bland de svenska organisationerna, både för de privata och de offentliga? Finns det något 
som pekar på en sådan utveckling (t.ex. tydligare avtal mellan leverantören och kunden)?  

 
 
Cloud computing – technical and security aspects (conducted in a face-to-face meeting) 
 
 

• How much security it is possible to guarantee in today’s Cloud computing solutions? A 
lot of IT-service companies are stating that their solutions are having a very high security 
level - but what is possible to provide in reality, in today’s solutions? 

o Most of the IT-service companies (at least in Sweden) are promising Cloud 
computing services, which are secure, 100 per cent compliant with the law and are 
promising various positive aspects. Comments about that? Should an organization 
trust the promises and move the sensitive data into the Cloud? 

 
• Which part in a Cloud computing solution may be regarded as the weakest link (bottle 

neck)? Since Cloud computing is implemented on a set of already existing technologies, 
e.g. virtualization, Internet, networks. 

 
• How mature is Cloud computing today? Its position on the product lifecycle curve? 

 
• What aspect within (technically speaking) is slowing the adaption of Cloud computing 

down? Does these aspects exist, at all? 
o virtualization? 
o potential latency in the networks? 
o cryptography? 

 
• Generally speaking, why are the organizations are experiencing such reluctance when 

Cloud computing is becoming considered in organizations with sensitive data? 
 

• A lot has been done and researched in the security aspect in Cloud computing domain. 
What more is needed to be in place in order for it to be secure enough for sensitive data? 
(As sensitive as possible) 

 
• Viewed from a security aspect, which of the following delivery models are most most 

secure and robust one? Allows more control for the customer? 
o SaaS? 
o PaaS? 
o IaaS? 
o None of them?  

   
• Some types of organizations in Sweden (e.g. the governmental authorities) seems to have 

it more difficult to adopt Cloud computing solutions for sensitive data compared with 
other parties, such as private companies? 

o If the PuL law if the same for all Swedish organizations, why does it seems that it 
is easier for some of the organizations to use Cloud computing solutions? 
technical aspect of it? 

 
• On today’s (Swedish) Cloud computing market, is there a balance between demand and 

supply? 
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o Are the requested features, services, qualities etc. requested by the organization 
delivered by the providers? 

o Security aspect most of all 
 

• Is there any Sweden specific problem in the adoption of Cloud computing, that other 
countries do not face? Is it easier for organizations in other countries to adopt Cloud 
computing? 

 
• Future: Are there any indicators today that Cloud computing services are going to be 

adapted in higher extent? How will the Cloud’s development be in the near future? How 
far away are we to host sensitive data in the Cloud? 

o What is needed to reach this goal?  
o Position on the expectation curve - will it reach the productivity level and how 

soon.  
o Before, one was considering digital storage less safe compared with usual 

paperfiles. How about Cloud computing in that comparison? 

 

Legal expert within IT (conducted by telephone) 

• (Varför är det så att när molntjänster ska adapteras på en organisation, är det just den lagliga aspekten 
som anges att vara en utav bromkrafterna? Särskilt när det gäller känslig data?) 

 
• Är dagens lagstiftning tydlig nog/tillräcklig för att kunna lägga över PuL uppgifter in i 

molnet? Vad krävs ytterligare för att göra detta? Är PuL anpassad till molnet? 
 

• Vilka egenskaper ska en molntjänst ha för att vara 100 procent säker och kompatibel med 
lagstiftning, ur en laglig synpunkt? Är dagens molntjänster det? 

o Nästan alla IT-service företag lovar att deras molntjänster är till 100 procent 
anpassade till svensk lagstiftning och kan därmed hosta även känslig data. Men 
ändå drar sig många organisationer undan molnet när det gäller användning av 
molntjänster i kombination med känslig data, trots molntjänsters alla fördelar. Är 
det så i verkligheten? Är det hellre en tillitfråga? Talar företagen sanning, dvs. att 
tjänsterna är anpassade till svensk lag? Kan man anse (de svenska) molntjänsterna 
vara 100 procent anpassade till svensk lagstiftning? Hanteras PuL i dag på rätt sätt 
i molnet i överlag? 

 
• Varför tycker många organisationer att det i dag inte finns ett lagstöd/ krånglighet för att 

lägga ut (PuL uppgifter) känslig data ut i molnet ur en juridisk synpunkt? Är det så i 
verkligheten? Speciellt myndigheter där jurister avråder IT avdelningar att ta steget ut i 
molnet. 

 
• Är varje organisations lagtolkning ett problem som stoppar dessa att använda 

molntjänster för känslig data? 
 

• Vad kännetecknar en dålig molntjänst som inte skulle få godkänt av PuL-lagstiftningen? 
Finns sådana i dag i och med nästa fråga…  

 
• Om jag, som organisation, i dag väljer att lägga ut PuL i molnet genom en svensk 

molnleverentör, kommer jag då följa lagen?  
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• Måste man lagstifta mer för att åstadskomma en övergång till molntjänster eller är de 

tekniska bitarna av molnlösningen som man måste beakta? Om lagstiftning krävs, på 
vilken nivå ska denna vara - nationell eller EU? 

 
• Kan EU-lag överrida nationell lag - vem är det som har sista ordet? 

 
• (Om PuL lagen är desamma för alla organisationer i Sverige, varför verkar vissa organisationer (t. ex.) 

privata företag ha det enklare att tillämpa molnlösningar?) 
 

• Vart föreligger problemet som bromsar molntjänsternas framfart - kompatibilitet med 
lagen eller något annat? 

 
• Hur mycket påverkar lagen molnlösningarnas adoption egentligen? 

 
• Vad behövs ur en laglig aspekt (vilka delar?) för att möjliggöra en övergång av känslig 

data ut i molnet? 
 

• Framtidsutsikter: Är det i dag möjligt att förutspå ifall molnet kommer att bli alltmer använt 
bland de svenska organisationerna, både för de privata och de offentliga? Finns det det 
något som pekar på en sådan utveckling (t. ex. tydligare avtal mellan leverantören och 
kunden)?  
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E.	  Survey: The detailed distribution of responses 
Response distributions for questions, which may disclose any information about the respondent 
organization’s identity, are not presented in this appendix.	  Also, questions with a more elaborated 
response needed are not included. Due to the fact that the survey was conducted in Swedish, the 
results below are also presented in Swedish.  
	  
3. Hanterar Er organisation känslig data? (envalsfråga, checkbox question) 

 
	  
5. Använder Er organisation någon typ av molntjänst i dagsläget? (envalsfråga, checkbox 
question) 

 

 
MOLNTJÄNSTER ANVÄNDS 
 
6a. Vilken typ är molntjänsten av? (flervalsfråga, multiple choice question) 
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7a. Vilken/vilka funktioner tillämpas med hjälp av molntjänster i Er 
organisation?(flervalsfråga/multiple choice question) 

 
The category other include received responses as HR-tools, whistleblowing and recruitment 
tool. 
 
8a. Är molntjänsten/molntjänsterna (envalsfråga/checkbox question) 

 
 
10a. Har molntjänstens leverantör försäkrat att molntjänsten tillmötesgår alla nödvändiga 
villkor? (envalsfråga/checkbox question) 

 
 
11a. Är någon funktion som har en koppling till känslig data tillämpad med hjälp av en 
molntjänst? (envalsfråga/checkbox question) 

 

- Levererade av en tredje part – 14 
- Drivna internt – 0 
- Är en kombination av de två    
ovanstående alternativen – 5 
- Annat – 0  
	  

Ja – 8 
Nej – 9 
Har ej en molntjänst – 0 
Annat - 2 
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12a. Tycker Ni att känslig data är en bromsande faktor för att kunna tillämpa 
molnlösningar fullt ut för en organisation? (envalsfråga/checkbox question) 

 
 
13a. Tycker Ni att avsaknandet av känslig data skulle underlätta beslutet till 
molnlösningarnas fördel? (envalsfråga/checkbox question) 

 
 
 
MOLNTJÄNSTER ANVÄNDS INTE 
 
6b. Övervägs det på Er organisation att inom en snar framtid tillämpa en molntjänst? 
(envalsfråga/checkbox question) 
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7b. Tycker Ni att känslig data är en bromsande faktor för att kunna tillämpa 
molnlösningar fullt ut för en organisation? (envalsfråga/checkbox question) 
 

 
 
 
8b. Tycker Ni att avsaknandet av känslig data skulle underlätta beslutet till 
molnlösningarnas fördel? (envalsfråga/checkbox question) 
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9b. Vad är orsaken/orsakerna bakom att ingen molntjänst används inom Er 
organisation? (flervalsfråga/multiple choice question) 

 
 
 
 
PÅVERKANDE FAKTORER 
 
14. När det gäller övervägning/adaption av molnlösningar på Er organisation, hur 
mycket påverkar den LAGLIGA aspekten valet? (envalsfråga/checkbox question) 

 
 
15. Tycker Ni att den lagliga aspekten skapar en oklarhet för en lyckad adaption av 
molnlösningar? (envalsfråga/checkbox question) 

 

-‐ 1 - Påverkar mycket lite – 0 
-‐ 2 – 1 
-‐ 3 – 3  
-‐ 4 – 5  
-‐ 5 – Påverkar mycket stort – 17 
-‐ Vet ej – 0   
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16. När det gäller övervägning/adaption av molnlösningar på Er organisation, hur 
mycket påverkar LEVERANTÖRSFÖRSÄKRAN om ytterst möjliga säkerhetsnivå enligt 
Er organisations säkerhetskrav valet? (envalsfråga/checkbox question) 

 
 
 
 
17. När det gäller övervägning/adaption av molnlösningar på Er organisation, hur 
mycket påverkar molnlösningens EKONOMISKA BESPARINGSMÖJLIGHETER 
valet? 

 
 
 
18. När det gäller övervägning/adaption av molnlösningar på Er organisation, hur 
mycket påverkar ALLMÄNNA ÅSIKTER om molnlösningen valet? (envalsfråga/checkbox 
question) 

 

-‐ 1 - Påverkar mycket lite – 1 
-‐ 2 – 2 
-‐ 3 – 9  
-‐ 4 – 5  
-‐ 5 – Påverkar mycket stort – 9 
-‐ Vet ej – 0   

	  

-‐ 1 - Påverkar mycket lite – 2 
-‐ 2 – 1 
-‐ 3 – 10  
-‐ 4 – 9 
-‐ 5 – Påverkar mycket stort – 3 
-‐ Vet ej – 1  

	  
	  

-‐ 1 - Påverkar mycket lite – 13 
-‐ 2 – 4 
-‐ 3 – 3 
-‐ 4 – 4 
-‐ 5 – Påverkar mycket stort – 1 
-‐ Vet ej – 1  

	  


