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Abstract

This thesis presents results on bit security and bit extraction.

1. A function b(·) is called secure or a hard-core function for a given function
f(·), if for all probabilistic polynomial time algorithms, the information
f(x) does not significantly aid in distinguishing b(x) from a random string
of the same length.

The benefit of studying hard-core functions is that they provide insight
to the security of cryptosystems and means to construct pseudo-random
generators.

2. The bit extraction problem is the problem of transforming n independent,
identically biased, {−1, 1}-valued random variables, X1, . . . , Xn into a sin-
gle {−1, 1} value, b(X1, . . . , Xn), so that this result is as unbiased as pos-
sible. (A {−1, 1} random variable Xi has bias β if E[Xi] = β.) In general,
no function b produces a completely unbiased result. We perform the first
study of the relationship between the bias β of these Xi and the rate at
which b(X1, . . . , Xn) can converge to an unbiased {−1, 1} random variable
as n→∞.

Although our main interest in this problem is information theoretic, the
access to true random bits is a primary tool in computer science and many
other research areas. Since one does not always have access to a perfect
(unbiased) random source, it may be necessary to simulate such.

The first problem is considered in a purely complexity theoretic setting, whereas
as mentioned, the second is mainly studied from an information theoretic point
of view.

For problem 1, we demonstrate the following results.

• We consider the case when f is any one-way function and where h is chosen
randomly from a family of strong universal hash functions, and b(x) is one
(or more) bit(s) in the binary representation of h(x). We study the two
families:

– Affine functions on GF[2n] (n = blog2(x)c + 1).

– Affine functions on Zp, p an Ω(n)-bit prime.

We show individual security for all bits in both cases, and both types
of functions are also shown to have O(log n) bits that are simultaneously
secure.

• Next, we study the case when f(x) = EN (x) is RSA encryption and b(x)
is a single bit in the binary representation of x. We show that given
EN (x), predicting any single bit in x with non-negligible advantage over
the trivial guessing strategy, is (through a polynomial time reduction) as
hard as breaking RSA.
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• Finally, we study the complexity of computing the hard-core b itself. We
prove that a general family of boolean hard-core functions (only assum-
ing f to be one-way) requires boolean circuits of depth Ω (logn/ log log n)
or super-polynomial size to be realized. This lower bound is essentially
tight. For constant-depth circuits, an exponential lower bound on the size
is obtained.

For the second problem, we obtain the following results.

• Fixing a bias β, to explore the rate (as a function of n) at which the output
bias, |E[b(X1, . . . , Xn)]|, can tend to zero for a function b : {−1, 1}∗ →
{−1, 1}, we classify the behavior of the natural normalized quantity

Ξ(β) , inf
b

[
lim
n→∞

n
√
|E[b(X1, . . . , Xn)]|

]
,

this infimum taken over all such b.

We show that when β ∈ Q, Ξ(β) = 1
s , where 1+β

2 = r
s , and (r, s) = 1.

We then explore the case where β is irrational. We prove a new metri-
cal theorem concerning multidimensional Diophantine approximation from
which we show that for (Lebesgue) almost all biases β, Ξ(β) = 0. Finally,
we show that (real) algebraic biases exhibit curious “boundary” behavior,
falling into two classes.

I. Those algebraics β for which Ξ(β) > 0 and furthermore, c1 ≤ Ξ(β) ≤
c2 where c1 and c2 are positive constants depending only on β’s alge-
braic characteristics (and not its magnitude).

II. Those algebraics β for which there exist n > 0 and b : {−1, 1}n →
{−1, 1} so that E[b(X1, . . . , Xn)] = 0.

This classification excludes the possibility that n
√|E[b(X1, . . . , Xn)]| limits

to zero for algebraics.

For rational and algebraic biases, we also study the computational problem
arising from restricting b to be a polynomial time computable function.

Keywords: Pseudo-random, hard-core function, bit security, one-way function,
computational complexity, small-depth circuit, universal hash function, public
key cryptography, RSA, bias, Diophantine approximation, type, bit extraction
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Chapter 1

Introduction

1.1 Randomness

What is randomness? Does randomness exist? Before pursuing the existence, we
must of course first define what we mean by “random”. If you look in a standard
encyclopedia, randomness is often defined as the outcome of an experiment,
where, no matter how many times you do the experiment, the next outcome is
basically a complete surprise. That is, the outcomes are unpredictable.

To search for answers to the questions above, let us first consider the case
where we have “binary” events, i.e. the outcome can be classified by “yes” or
“no”. For instance, suppose we have a casino that provides you with two gam-
bling options. You can choose between the following games with the same odds1.
In the first game, you are asked to place a bet on the answer to the question:
“Will it rain tomorrow?” The second game is in essence classical roulette, using
a wheel numbered 1–36, and you should bet yes/no to the question: “Will the
next wheel-spin come out as an odd number?” We assume that the casino is
honest. Most people will probably agree that the outcome of the wheel-spin is
more random than tomorrow’s weather. Even if you observed the roulette wheel
for several hours, you would probably not be able increase your a priori advan-
tage in that game, but by watching the weather forecast for tomorrow, you can
most likely improve your chances at the weather game. Hence, if you are asked
to venture your savings, the best bet is on the weather.

How should we define a yes/no-event as being random? Certainly, we are
now convinced that using weather as a definition is not a good idea, but is even
the outcome of roulette to be considered random? Maybe there is some really
complicated “equation” that given, say, the last 10100 outcomes, uniquely deter-
mines where the ball lands the next time? Perhaps it is just lack of information,
intelligence, and computing power that makes us unable to find and solve this
equation. An analog of this can be seen by studying the developments in weather

1Odds is understood to be the relative pay-back in a winning game.
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4 Chapter 1. Introduction

forecasting. In ancient days, weather was probably much more surprising to our
forefathers than it is to us today. Besides trivial observations such as “the leaves
are falling from the trees, so it is going to snow soon”, they were probably able to
use other signs in nature to do certain predictions, but not very accurately and
certainly, long-term forecasts were impossible. It is also a fact that the last few
decades of advances in computer technology has increased the quality of weather
forecasts, both in terms of accuracy and time-span. So, could it not be the case
that our problems to predict other things in nature, are due only to current
limitations in science and technology? Of course, in the case of roulette, there is
no such thing as a perfect wheel, and maybe it is possible in practice even today
to increase your probability in “guessing” the outcome. But we can replace the
wheel by some seemingly more chaotic candidate for “true” randomness, e.g.
radioactive decay or thermal noise, and carry out the same argument.

Now, there are physical theories that support the idea that there really is
some absolute randomness in nature, but this is clearly beyond the scope for this
thesis (and this author). We shall therefore not pursue the existence of genuine
randomness further, and fortunately, we have essentially already answered the
questions we started with. Namely, even if there is no real randomness in nature,
there at least appears to be. That is, there are things in nature that current
(and foreseeable) science and technology accepts as satisfying any reasonable
definition of randomness. Whenever we in the sequel need true randomness, we
can therefore rest assured that this is not a problem.

1.1.1 Distinguishability

Even if we accept some fundamental source such as radioactive decay as being
random, how do we tell if something else is also random?

In the area of artificial intelligence (AI), there is a proposed test to decide if a
computer program possesses artificial intelligence or not. This test is sometimes
known as the Turing test. You are sitting in front of a computer terminal in
one room, with a connection to the neighboring room. In that room, there is
a computer running AI-software and also a “normal” human being. There is a
switch, outside of your control, that either connects you to the human, or, to the
computer. Your task is to decide, by asking questions and making conversation,
which of the two you are connected to. If you are correct as often as incorrect,
the AI-software is said to pass the test.

Can we do some similar test to decide if a source is random or not? For
instance, suppose you are working for C.I.A., the Casino Inspection Agency, and
that you want to check if the roulette wheel has been tampered with. One way
to do this might be to try to measure the randomness in the wheel, and compare
it to true randomness. What criterion should you use? Clearly it is not sufficient
to check that each number comes up the correct fraction of the time. It could do
that, and still have some deficiency such as coming up with an odd/even number
every second time.

Imagine that you have a computer test program that takes a sequence of
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numbers as input with the purpose of outputting “random” if it believes it is
given true random numbers as input, and answer “roulette wheel” if it believes
that the input is produced by the (imperfect) wheel. Now flip a coin and depend-
ing on the outcome, either give the program true random numbers in the range
1–36, or, give it a sequence of wheel-spins. If this program is able to accurately
pin-point the input source, we cannot let this wheel pass as a good one. On the
other hand, if the output of the program is uncorrelated with the input source of
origin, the wheel passes this test program as a true random source. If this holds
for all such test programs, we say that the roulette wheel is indistinguishable
from a true random source. Hopefully, even the most suspicious reader will agree
that such a wheel must be considered fair. The only problem is that it seems
very hard to do such testing, using “all” possible testing software. It has been
shown however, that we can restrict ourselves to a single test (or class of tests)
that covers all aspects, and we return to this later.

1.1.2 Bias

Suppose that we have some event that we can predict with 80% chance of being
correct. As an example, assume that the forecast on whether or not it will rain
tomorrow is accurate with that probability. There are two obvious explanations
for being that successful.

1. We are living in a special climate zone such as the tropical region. It is the
rainy season, so it really will rain 8 days out of 10. In this case, always
blindly predicting “rain” for tomorrow, will give an 80% rate of correctness.

2. We have no a priori advantage as above (it rains randomly with 50% proba-
bility each day), but we are really good meteorologists, and after collecting
data and doing a lot of work, we can do accurate forecasts.

In the first case, to have achieved something as a meteorologist, we need to beat
the a priori expectations of being correct, so that we have a hit rate of, say 90%,
whereas in the second case, any prediction being correct more than 50% of the
time must be considered non-trivial.

The point we would like to make is that it is meaningful to talk about ran-
domness and unpredictability also for events that are biased in the sense that
some trivial, a priori information is at hand, enabling a naive guessing strategy.
In such cases we just need to take this bias into account.

Another interesting issue also arises by introducing biased random events.
Maybe there is no perfect randomness at our disposal. For instance, we may be
limited to flipping a coin that comes up tails with probability 0.8 and thus heads
with probability 0.2. However, we may still wish that we had a fair, unbiased,
coin to make some decision for us. Can we simulate a fair coin with the biased
one? Perhaps we can flip the coin, say 4 times, and make the decision based on
the sequence of outcomes? For example, we decide “yes” if an odd number of
the 4 tosses comes up heads, and “no” otherwise. A straightforward calculation
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shows that the probability of such a sequence is approximately 0.44, a significant
improvement. Still, it may be possible to do better, getting even closer to 0.5,
and we return to this later.

1.2 Randomness and Unpredictability in Cryp-
tography

1.2.1 Secure Cryptosystems

The most fundamental problem studied in cryptography is the following.

Two parties, A (Alice) and B (Bob), want to exchange messages in
secrecy over a public channel, e.g. the Internet, so that an unau-
thorized eavesdropper, E (Eve2), cannot find out what the message
is.

Formally, we want to find an encryption function f = fk, where k is a secret key
shared by Alice and Bob. We desire that if x is a message, Alice and Bob can
easily compute both f(x), the encryption, and for any y = f(x), they should
be able to find x = f−1(y), the decryption. Eve, on the other hand (who does
not know k) should have serious trouble computing f−1(y) if we are to argue
that this is a good cryptosystem. “Easily” above means that Alice and Bob,
using ordinary computers, can encrypt/decrypt, consuming computation time
that grows polynomially with some security parameter of the system, typically
the size of the secret key k. It is this k that enables Alice and Bob to decrypt.
Similarly, “having serious trouble”, means that if Eve’s computer is left to work
on finding f−1(y), it should not have done so within similar time-bounds. More
precisely, the problem of breaking the cryptosystem by an outsider, requires
computational resources (computation time) that grows faster than any poly-
nomial in the security parameter. This should hold regardless of what kind of
ingenious cracking software the “hacker” Eve is using. This model of polynomial
time boundedness shall be used throughout the thesis. Note that there is noth-
ing that prevents Eve from being able to encrypt messages efficiently, as long as
she still is kept from performing decryption. In that case we have a so called
public-key cryptosystem.

A function f with the properties just described is called a one-way function3.
Up until quite recently, the main design goal in constructing cryptosystems seems
to have been to make the encryption function as complicated as possible, hoping
that this would imply security. The first to notice the importance of basing
cryptography on some kind of provable security with respect to computational
complexity, and in particular, one-way functions, was Diffie and Hellman (1976)
in their pioneering work New Directions in Cryptography. Unfortunately, it is

2The eavesdropper is under the heavy burden of cryptologic tradition given a female identity.
3A one-way function with a secret key, the possession of which allows inversion, is also

denoted a trapdoor one-way function.
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still at this time unknown if such functions exist, and this question appears
to be even more profound than the “P 6= NP?” question in computational
complexity; see Goldreich (1995) for example. Nevertheless, we will throughout
this thesis make the assumption that one-way functions do exist. We shall deal
with the theoretical aspects of cryptography, and since this field of research
basically breaks down without one-way functions, there is little that can be done
otherwise. Also, there are many promising candidates for one-way functions that
have, so far, withstood all attacks in breaking them. As an example, we mention
RSA encryption, discovered by Rivest, Shamir, and Adleman (1978). RSA has
the public-key property—anyone can encrypt, but only the intended recipient of
a message can decrypt it.

Hard-Core Bits

Let us return to Alice’s and Bob’s cryptosystem. Observe that they are really
asking for very little—they only require that the entire secret message x is hard
to recover by Eve. Even if we could achieve this, it may still be the case that
parts of x are quite easy to extract or, in general, that some other information
b(x) could be obtained from f(x). For instance, suppose that Eve could deduce
something like: “the number of 1’s in the binary representation of x is 4711”,
“the message x is an odd integer”, or, “the 17th word in x is nuclear”4. If she
could draw such conclusions, this might be harmful enough.

As an example of this, suppose that Alice wants to send a yes/no answer to
Bob, and that Eve knows that the message is either “yes” or “no”. Eve could
then encrypt (assuming a public-key system) both possibilities herself and com-
pare to the intercepted cryptogram. To avoid this problem, Alice and Bob have,
without considering possible vulnerabilities, agreed on the following scheme: Al-
ice chooses a completely random integer x and sends the encryption f(2x) if the
answer is “yes”, and f(2x+ 1) if it is “no”. After decryption, Bob checks if the
message was odd or even. Now it is infeasible for Eve to encrypt all messages cor-
responding to odd/even numbers, but if f leaks information on the odd/even-bit
as above, she can still find out the answer. The conclusion is that it is important
to identify which parts of the message are secure (if any).

Shannon (1949) showed that any deterministic cryptosystem, using a key
that is shorter than the message encrypted, enables the adversary do obtain
information regarding the message, at least in an information theoretic sense.
This may be problematic since for practical use, a system with a “short” key is
desired. There are solutions to this. For instance, Goldwasser and Micali (1984)
have constructed a so called probabilistic encryption scheme which is guaranteed
to hide, in the complexity theoretic meaning, all partial information concerning
the plaintext. This construction, however, is based on stronger assumptions than
just the existence of one-way functions. It is true that any one-way function

4As seen, we occasionally switch from viewing the message x as the binary representation
of a character string, to considering it as the representation of an integer. Hopefully, this does
not confuse the reader.
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can be used to build a secure cryptosystem, see H̊astad et al. (1998), but this
construction is very complex and inefficient.

Now, how should we define a reasonable criterion to use in order to decide if
some partial information, b(x), is to be considered secure or not? Suppose that
we present Eve with the following. She gets the encryption f(x) and, in addition,
she gets a binary string r of the same length as b(x). We have secretly, by flipping
a coin, either set r = b(x), or set r as a completely random string. Her task is
now to decide if she really has b(x) or if it is just a random, uncorrelated string.
It would be nice (for Alice and Bob) if after spending a reasonable amount of
computation time, she still could not tell the difference. Of course, we cannot
stop Eve from guessing the answer, but we can hope that guessing is all she can
do.

In general, we shall call a function b(x) that passes this distinguishability test
a hard-core function for f . (For the important special case when b(x) is a single
bit of information, b is called a hard-core predicate, and we will interchangingly
also use terminology such as b is secure for f .) The intuition behind this ter-
minology is that although parts of x may leak through f(x), at least we have a
small core that is hard to compute, b(x). If Eve is given f(x), she cannot even
distinguish b(x) from a random string. Now, one possible way that Eve could
do this is as follows. Find x by inverting f(x), then compute b(x) and compare
it to the given string. For this reason, it is only meaningful to talk about hard-
core functions when the underlying function f is one-way. (Actually, it is also
possible that the hardness of computing b(x) depends on information loss. For
instance, if f simply discards parity, i.e. f(2z) = f(2z + 1) for all z, then given
f(x), it is obvious that we cannot do better than just guessing if x is odd or
even. However, we will not consider such degenerate examples.)

We could also demand that it should be infeasible to compute b(x) from
f(x) with an advantage over a trivial guessing-strategy. If b(x) is a single bit of
information, this is an equivalent condition, but when b(x) is more than a single
bit, this is a weaker notion of security. For instance, knowing that “the 17th bit
of b(x) is 1” gives an advantage in distinguishing b(x) from random bits, but it
may not be helpful in computing the other bits of b(x). We shall therefore use
the notion of indistinguishability.

Do hard-core bits exist? Does every one-way function have such secure bits?
Well, if f(x) is a one-way function, then it should be clear that some of the
bits in x must be at least “slightly” hard-core for f , since if all bits of x were
easy, we could invert f . This was noted by Yao (1982), who showed that a single
hard-core bit could be extracted from these slightly hard bits. A generalized
construction was later given by Goldreich and Levin (1989).

1.2.2 Pseudo-random Generators

Another cryptographic primitive of the utmost importance is pseudo-random
number generation. For instance, a common way to construct a cryptosystem
is to take a random string, k, and XOR it bitwise with the message. Since we
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need as many random bits as the length of the message, and Alice and Bob
should agree on this k by exchanging it in privacy (not over the Internet), it is
for practical reasons desirable to reduce the number of bits they exchange. We
are faced with the following problem.

Given a short, truly random seed, s, deterministically and efficiently
expand it into a longer sequence g(s) so that g(s) is “as good as” a
truly random string of the same length.

Given g as above, Alice and Bob only need to agree on the short string s, and
can then use k = g(s) as their XOR key. It can in fact be shown formally that
this is a very good way of constructing a cryptosystem, see Goldreich (1989) for
example.

What is to be meant by “as good as a truly random string”? Traditionally,
the generator g was considered good if it managed to withstand the scrutiny of a
certain, fixed set of statistical tests, see e.g. Knuth (1981). This is a theoretically
highly unsatisfactory definition, since we can never be sure that we are not
missing some important test criterion.

Since we in every-day life regard random events as something unpredictable,
it is natural to use the same intuition for pseudo-randomness. Blum and Micali
(1986) proposed a criterion known as the next-bit test : Given the l first bits
of g(s), try to predict the l + 1st bit. Also here, the predictor is restricted
to polynomial time computation. Still, it is not clear that this test expresses
all aspects of pseudo-randomness. To assert that we cover all possible tests,
we can leave unspecified the internal structure of the test, and again define
“randomness” in terms of indistinguishability: Pick secretly a random string
s and compute r1 = g(s). Also pick a truly random string of r2 of the same
length as r1. Now flip a fair coin without exposing the outcome. If it comes up
heads, give r1 to Eve, and otherwise give her r2. Eve’s task is again to decide
if the string r she gets is produced by g, or, is a truly random string. If g
passes this test for all adversaries, we say that g is a pseudo-random generator
(PRG). The indistinguishability criterion was suggested by Yao (1982), and he
also showed that, in fact, indistinguishability is equivalent to passing Blum and
Micali’s next-bit test.

Now, by the indistinguishability criterion, we are characterizing a PRG by
its “effect” on the outside world. If the effect is indistinguishable from that by
true random bits, we are happy. This can have curious consequences as can be
seen in the following example. A use of PRG’s outside cryptography is in the
simulation of real-world phenomenon. One worry here is that the outcome of the
simulation will agree badly with reality since the simulation is based on pseudo-
randomness rather than true randomness. Notice though that if we are using a
PRG, this can in some sense not happen, since otherwise the simulation itself
is a test that distinguishes the generator from real randomness. Unfortunately
this may not always be a comfort—to use the simulation as a distinguisher, i.e.
to detect the deviation from the expected outcome of the simulation, we must
know in advance what to expect!
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It should now be clear that there are common denominators for hard-core
predicates and pseudo-random generators. Since g above must produce some
extra, random looking bits to expand the input seed, these bits must be taken
from somewhere, and in such a way that they appear to be random. It is here
that hard-core bits are useful. In fact, hard-cores (although different terminology
was used) first appeared in the work by Blum and Micali (1986) on constructing
pseudo-random generators. They gave a very general method of constructing
a PRG. Suppose that we have a permutation f (i.e. f is 1–1 and onto) and
that we have a boolean predicate b. Pick a random x0 and iterate xi+1 = f(xi),
0 ≤ i < m. Output the bit-sequence of {b(xi)}mi=0. A sufficient condition for this
construction to produce a pseudo-random sequence is that b(x) is unpredictable
given f(x), i.e. that b is a hard-core for f . Yao (1982) proved that any one-way
function f that is a permutation can be used to construct a PRG in this way.

A deep result by H̊astad, Impagliazzo, Levin, and Luby (1998) shows that
pseudo-random generators exist if and only if one-way functions do. (One im-
plication, that any PRG must be a one-way function, is easy to see.) For an
introductory survey on pseudo-randomness in cryptography, see the papers by
Brands and Gill (1995, 1996). For a more technical exposition we refer to the
book by Luby (1996).

Having demonstrated the usefulness of hard-core predicates, a large part of
this thesis will be devoted to studying them from several different view-points.
We will give new explicit constructions of hard-core predicates and also study
their computational complexity.

1.3 Bit Extraction

We have so far suggested producing true random bits as input to our crypto-
graphic algorithms by flipping a fair coin, i.e. a coin that comes up heads/tails
with probability exactly 1

2 . But maybe we do not have such a perfect coin. Per-
haps it comes up heads with probability 1−β

2 , and tails with probability 1+β
2

where |β| < 1, β being the bias of the coin. Is it still possible to produce a
single, fair, or almost fair, coin-flip by flipping the coin repeatedly n times, and
outputting our single coin as heads/tails based on the outcome of the sequence
of coin-flips observed? We have the following problem:

Given β, find a fixed function b so that when applied to n indepen-
dent, identically distributed 0/1 random variables X1, . . . , Xn, each
of fixed bias β, the random variable b(X1, . . . , Xn) is as unbiased as
possible. That is∣∣∣∣ Pr

X1,... ,Xn

[b(X1, . . . , Xn) = 1]− Pr
X1,... ,Xn

[b(X1, . . . , Xn) = 0]
∣∣∣∣

is minimal.
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In 1951, von Neumann proposed the following quite ingenious trick to extract
a single unbiased coin from a sequence of coinflips. Keep tossing the coin until
either we have (heads,tails), or, (tails,heads), as two consecutive outcomes. If
it is (heads,tails), we output “heads”, and if it is (tails,heads), output “tails”.
Notice that these two events have exactly the same probabilities, regardless of the
bias, so we do not even need to know the bias to make this work. One may argue
that our problem is solved, and there is nothing more to do. However, there is
algorithmically one very unsatisfactory property with this method: Given only
n coins to flip, we are not guaranteed to produce any output at all, and there is
no fixed bound on the running time (number of coinflips needed) until an output
is produced.

To get acquainted with the problem we want to solve, consider the following
toy example.

Example 1.1. We have a coin that comes up heads (= 1) with probability (1 −
3
5 )/2 = 0.2 (and thus tails, 0, with probability 0.8). We are allowed to toss
the coin 4 times. Find b so that Pr{Xi}[b(X1, X2, X3, X4) = 1] is as close to
1
2 as possible. (And so that b always produces an output within some fixed
timebound.)

Since X =
∑4

i=1Xi is a binomially distributed random variable, the proba-
bility of a sequence of h heads and t tails, h+ t = 4, is

(
4
h

)
0.2h0.84−h. We notice

that the problem we want to solve is a partitioning problem; with each of the 16
points in the boolean lattice on four elements, we associate a weight of the form
0.2h · 0.84−h, and we want to partition the lattice into two sets (the set mapped
to 0 by b, and the set mapped to 1) so that the total weight of the two sets are
as close to each other (and therefore also to 1

2 ) as possible.
Consider first the following function, b1, which is commonly used to improve

a biased source
b1(x1, x2, x3, x4) = x1 ⊕ x2 ⊕ x3 ⊕ x4,

i.e. we XOR the coins and output 1 (heads) if, and only if, an odd number of
the four coinflips come out heads. Then

Pr
{Xi}

[b1(X1, X2, X3, X4) = 1] =
(

4
1

)
· 0.21 · 0.83 +

(
4
3

)
· 0.23 · 0.81 = 0.4352,

which seems to be quite good compared to the 0.2 respectively 0.8 probabilities
we started out with.

Instead, let us try the following, somewhat more sophisticated function b2:

b2(x1, x2, x3, x4) = 0 b2(x1, x2, x3, x4) = 1

(0, 0, 0, 1), (0, 0, 1, 0) (0, 0, 0, 0), (0, 0, 1, 1)
(0, 1, 0, 0), (1, 0, 0, 0) (0, 1, 0, 1), (0, 1, 1, 0)
(1, 0, 0, 1), (1, 0, 1, 0) (0, 1, 1, 1), (1, 0, 1, 1)
(1, 1, 0, 0), (1, 1, 0, 1)
(1, 1, 1, 0), (1, 1, 1, 1)
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Now,

Pr
{Xi}

[b2(X1, X2, X3, X4) = 1] = 0.20 · 0.84 + 3 · 0.22 · 0.82 + 2 · 0.23 · 0.81 = 0.4992

which is significantly better.
In general, there are 22n

possible choices for b, so there is no reason to believe
that a simple function, such as XOR, should be even close to optimal, and we
will also show that this is a fact. On the downside, since there are so many
possibilities for b, it may be very hard to find an optimal one, especially if we
would like to have b computable in time polynomial in n. For n ≤ 5 it is feasible
to carry out a brute force search on your personal computer for an optimal b.
Doing so for n = 4 establishes that b2 above is one of several optimal choices for
b when the bias is 3

5 . Also, ones sees that roughly 6000 of the 65536 different
functions are better than XOR. A part of our results is that there are polynomial
time computable b that are asymptotically optimal.

Although we study the case when b is restricted to be computable in polyno-
mial (in n) time, our results are mainly of information-theoretic nature, i.e. we
are mostly interested in the existence of b. Furthermore, we do not restrict our
attention to cases when the bias is a rational number. We will show that some
very interesting phenomena appear when the bias is allowed to be an algebraic
number or even transcendental.

Somewhat surprisingly, it appears that this problem has not been studied
previously in the quantitative way that we do here.

1.4 Overview of the Thesis

The first part of the thesis considers different aspects of hard-core predicates. In
Chapter 3, which is based on the papers Näslund (1995, 1996), we prove that
some families of strong universal hash functions can be used in a natural and
efficient way to construct general hard-core predicates (i.e. without assumptions
on the underlying one-way function f). Chapter 4 is based on joint work with
Johan H̊astad (H̊astad and Näslund, 1998) and studies the specific case when
the one-way function f is RSA encryption. In Chapter 5 finally, we study the
question: How “simple” can a function b be, and still be a hard-core predicate?
This is joint work with Mikael Goldmann, and a preliminary version of these
results appeared in Goldmann and Näslund (1997).

The second part of the thesis, Chapter 6, focuses on the bit extraction prob-
lem and the results there have been developed in cooperation with Alex Russell,
see Näslund and Russell (1998).

Concerning the parts of this thesis that are based on joint work, this author
has contributed to these results by an estimated fifty percent.



Chapter 2

Notation and Definitions

2.1 Mathematical Notation

Throughout the thesis, the following notation is used.

2.1.1 Sets

R The set of real numbers

R+ The set of positive real numbers

C The set of complex numbers

Q The set of rational numbers

Z The set of integers

Z+ The set of positive integers

N The set of natural numbers

[a..b] The set {a, a+ 1, . . . , b} ⊂ Z for b ≥ a

We have the following operations and relations on sets.

A ⊆ B A is a subset of B

A ⊂ B A is a proper subset of B

A ⊇ B A is a superset of B

A ⊃ B A is a proper superset of B

AOB The symmetric difference: AOB , (A \B) ∪ (B \A)
#A The cardinality of A

An The set of all strings of length n over the set A

A∗ The set of all finite length strings over the set A

(The operations ∪,∩, and \, are defined in the normal way.)

13
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2.1.2 Functions

log(x) Logarithm in base 2
ln(x) Natural logarithm in base e

〈~x, ~y〉 Inner product:
∑

i xiyi

Definition 2.1. A non-negative function p(n) is said to be polynomially bounded
if there is a constant c ≥ 0 so that p(n) ∈ O(nc). The set of polynomially
bounded functions is denoted poly(n).

Similarly, a function ν(n) is negligible, if for any constant c ≥ 0, ν(n) ∈
o(n−c).

Definition 2.2. A function, h : {0, 1}∗ → {0, 1}∗, is called length-regular if the
length (number of bits in the binary representation) of h(x) is non-decreasing in
the length of x, and when x1, x2 have the same length, then so do h(x1), h(x2).

2.1.3 Number Theory, Binary Strings

For x ∈ R define

‖x‖ Fractional part of x

[x] Integer part of x

〈x〉 Distance to nearest integer: 〈x〉 , min{‖x‖ , 1− ‖x‖}
For a, b, i, j ∈ Z, 0 ≤ i ≤ j, and m ∈ Z+ set

(a, b) Greatest common divisor of a and b

[a]m Remainder of a when divided by m: [a]m , a mod m
absm(a) absm(a) , min{[a]m,m− [a]m}
sgnm(a) sgnm(a) , 1, if [a]m = absm(a); −1 otherwise

biti(a) The ith bit in the binary representation of a:

biti(a) ,
[⌊ a

2i
⌋]

2
.

For arbitrary binary strings, biti(a) is well-defined by
interpreting a as an integer in the natural way.

lsb(a) Least significant bit, lsb(a) , bit0(a)
Bji (a) Bits i, i + 1, . . . , j in the binary representation of a:

Bji (a) , [ba/2ic]2j−i+1

a⊕ b Bit-wise addition modulo 2, i.e. XOR

|a| The number of bits in the binary representation of a.
For a ∈ Z+: |a| , blog(a)c+ 1

x ◦ y Concatenation of the binary strings x, y
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0n, 1n The strings consisting of n consecutive 0’s and 1’s,
respectively

To avoid confusion we point out that throughout this thesis, we number bits
in the binary representation of an integer z in the normal “right-to-left” order:
bit0, bit1, . . . , bit|z|−1.

2.1.4 Probability Theory

Let T ⊆ S be sets and D a probability distribution on S.

x ∈D S An element x chosen at random from S according to
D

λS(T ) Standard uniform measure of T : λS(T ) , #T/#S

We always use U to denote the uniform distribution.

Definition 2.3. A probability ensemble is a sequence of probability distribu-
tions, D = {Dn}n≥1 where Dn is a distribution on {0, 1}n.
Definition 2.4. A Bernoulli random variable X is said to have bias β, 0 ≤ β ≤
1, if

max(Pr[X = 0],Pr[X = 1]) =
1 + β

2
.

2.1.5 Algebra

Zm The ring of integers modulo m

GF[q] The field of q elements

2.2 Computational Model

Unless otherwise stated, the computational model we consider is that of proba-
bilistic, polynomial time Turing machines, which we abbreviate pptm. That is,
Turing machines, allowed to make random choices by flipping an unbiased coin,
and whose worst case running time is polynomial in the size of the input.

2.2.1 Function Ensembles

Definition 2.5. An ensemble of functions is a sequence, F = {Fn}n≥1, where

Fn is a probability distribution on functions {0, 1}n → {0, 1}l(n). If F only has
support on polynomial time computable functions and in addition, there is a
pptm that on input 1n outputs a description of f , chosen according to Fn, we
say that we have a polynomial ensemble of functions.
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2.3 Cryptographic Primitives

Definition 2.6. A one-way function1 f , is a function {0, 1}∗ → {0, 1}∗, com-
putable in deterministic polynomial time and so that for any pptm, M ,

Pr[M(f(x)) ∈ f−1(f(x))] = µM (n)

is negligible, the probability taken over x ∈U {0, 1}n and M ’s random choices.

Definition 2.7. Let D1 =
{D1

n

}
n≥1

, D2 =
{D2

n

}
n≥1

, be probability ensembles.
We call D1,D2 polynomially ε(n)-indistinguishable if for all pptm D,

|Pr[D(y1) = 1]− Pr[D(y2) = 1]| ≤ ε(n),

the probability taken over y1 ∈D1
n
{0, 1}n, y2 ∈D2

n
{0, 1}n and D’s random

choices. Replacing “≤” by “≥”, we similarly define ε(n)-distinguishable.
If D1,D2 are polynomially ε(n)-indistinguishable for all non-negligible ε(n),

we say that D1,D2 are polynomially indistinguishable.

We sometimes omit the word “polynomially” above, since we will not use any
other notion of indistinguishability.

Definition 2.8. Let B = {Bn}n≥1 be a polynomial ensemble of functions where
b ∈ Bn maps {0, 1}n → {0, 1}, and let f : {0, 1}∗ → {0, 1}∗ be a function. An
ε(n)-oracle for B relative to f is a pptm O such that

Pr[O(f(x), b) = b(x)] ≥ 1 + ε(n)
2

,

the probability taken over x ∈U {0, 1}n, b ∈ Bn, and O’s random choices.

When supplying b as the input to O, we are referring to the description of b,
encoded as a binary string. How this encoding is done will become clear when
we later consider explicit b’s.

We will only consider oracles for which ε(n) > 0, as they are the only ones of
interest to our study.

Definition 2.9. Let H = {Hn}n≥1 be a polynomial ensemble of length reg-

ular functions where h ∈ Hn maps {0, 1}n → {0, 1}l(n), l(n) ≤ n, and let
f : {0, 1}∗ → {0, 1}∗ be a function. We call H a hard-core function for f , if the
two ensembles D1 =

{D1
n

}
n≥1

, D2 =
{D2

n

}
n≥1

, defined below, are polynomially
indistinguishable. Set

D1
n = f(x) ◦ h ◦ h(x)
D2
n = f(x) ◦ h ◦ y,

1This is actually the definition of a strong one-way function, but since they exist if and only
if weak one-way functions do (see Goldreich (1989) for example), we shall use this definition
as it simplifies some arguments.
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where x ∈U {0, 1}n, h ∈ Hn, and y ∈U {0, 1}l(n). (Again h refers to the descrip-
tion of h, encoded as a binary string in a suitable way.)

We will sometimes also use the quantified terminology ε(n)-secure when
D1,D2 as above are ε(n)-indistinguishable.

For the important special case when l(n) = 1, we say that H is a hard-core
predicate (or bit) for f . We also note that then, H is ε(n)-secure if, and only if,
no ε(n)-oracle for H exists; see Goldreich (1989) for instance.
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Part I

Hard-Core Predicates and
RSA Bit Security
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Chapter 3

Universal Hash Functions
and Hard-Core Predicates

3.1 Introduction

Many cryptographic protocols need access to some source of random, or at least
pseudo-random bits. Such, in turn, can be extracted from one-way functions
and hard-core predicates. The next natural questions to ask is therefore: Where
should we look for hard-core predicates? It is tempting to try something very
simple like b(x) = “some bit in x”. However, this is too simple to work in
general. Even if f is a one-way function it may output several of its input bits
totally unaffected. As an example of this, suppose f ′ is a one-way function and
define f(xn−1xn−2 · · ·x0) = f ′(xn−1xn−2 · · ·x1) ◦ x0. Then f is also one-way,
but b(xn−1xn−2 · · ·x0) = x0 is completely determined by f(xn−1xn−2 · · ·x0).
We will in Chapter 5 investigate in more detail just how simple b can be and
still be a hard-core predicate, only requiring f to be one-way.

Whether or not some single bit in x is a hard-core for some function f , is not
just an artifact of tailor made examples as above. It is a quite delicate matter
as can be seen by studying some (conjectured) one-way functions in practical
use. For example, we first note that the least significant bit of x is a hard-core
predicate for f(x) = EN (x), RSA encryption, see Alexi et al. (1988). However, if
we replace EN (x) by gx mod p, discrete exponentiation, then lsb(x) is no longer
a hard-core for this function, since determining lsb(x) can be done efficiently by
testing whether gx is a quadratic residue modulo p. On the other hand, the most
significant bit of x (or actually another predicate, related to the msb) is a hard-
core for gx mod p, see Blum and Micali (1986) and the survey on page 23. Clearly
it would be desirable to have a boolean function b that is a hard-core predicate
for any one-way function f . Future progress in algorithms for factorization and
discrete log’s may make it necessary to use general constructions based on other
one-way functions.

21
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As Yao observed (Yao, 1982), although a one-way function may reveal many
bits of the input, it must hide at least some bits. We may in general not know
which these bits are, so a good candidate for a hard-core should depend on all
(or almost all) of its input bits.

For the same reason, without assumptions on f , we can never hope that a
fixed function b is a hard-core predicate. Instead, we shall assume that have
a family of boolean functions B, and from this family, we pick a function b at
random according to some probability distribution, typically the uniform dis-
tribution. In other words, using previously defined terminology, we need an
ensemble of boolean functions. In this model, Goldreich and Levin (1989), have
shown that any one-way function f has a hard-core predicate, obtained as the
inner product modulo 2 of x and a random n-bit vector1 r.

Another common technique for producing pseudo-randomness is to make
“slightly random” sources more random looking. This can be achieved by means
of families of universal hash functions, first introduced by Carter and Wegman
(1979). When picking a function h, uniformly at random from such a family,
elements are mapped pairwise independently, and the image of each element
is uniformly distributed. Universal hash functions have been used extensively
in the construction of pseudo-random number generators (PRG’s), see for in-
stance H̊astad et al. (1998). A promising property from such hash functions is
that the functions in these families depends on all bits of the argument, x.

This chapter is concerned with a relation between universal hash functions
and hard-core bits. As discussed above, the inner product modulo 2 gives a
hard-core predicate, and a simple modification of this function (making it affine
rather than linear) is from Carter and Wegman (1979) known to be a universal
hash function. A natural question is therefore: Can we obtain hard-core bits
from the other known universal hash functions as well? More generally, does
every universal hash function have such hard bit(s)? Not very surprisingly we
will answer the first question positively and although we are not able to answer
the second question, this thesis presents some “circumstantial evidence” pointing
towards a positive answer to this problem as well.

An outline of the chapter is as follows. After giving a short survey of related
work and introducing some notation, we first study hash functions given by affine
functions in a finite field of characteristic 2. Here we show that for randomly
chosen A,B ∈ GF[2n], any single bit of the function X 7→ AX+B is a hard-core
bit. Also, any set of O(log n) bits are shown to be simultaneously hard-core.
Next, we investigate hash functions obtained as affine functions on the integers
modulo a prime; x 7→ [ax + b]p. Here, we prove individual hardness for all
bits and simultaneous hardness for the O(log n) least significant bits, provided
p ≥ 2Ω(n).

1It is possible to do a padding argument and include this vector r as part of the input to
f , thereby proving that any one-way function can be modified to have a fixed function as a
hard-core. That is, defining f ′(x, r) = f(x) ◦ r, 〈r, x〉 mod 2 is a hard-core for f ′.
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3.2 Survey of Related Work

Although we have already mentioned some results in the area, we start by giving
a short survey of the state of knowledge in bit security and hard-core predicates.
Let us see what is hitherto known for some (conjectured) one-way functions. Be-
low, p, q are large prime numbers, N = pq, and g is a generator for the respective
multiplicative groups (see the book by Stinson (1995) for further descriptions of
the cryptosystems involved). Unless otherwise stated, the results hold under the
assumption that the respective f(·) is one-way.

Any one-way function f(x). Goldreich and Levin shows that any one-way
function has a hard-core predicate (Goldreich and Levin, 1989), and in
addition, O(log |x|) simultaneously hard bits. New results of this kind are
presented in this chapter.

RSA encryption, f(x) = [xe]N . The O(log logN) least significant bits of x are
individually and simultaneously hard (Alexi et al., 1988). All individual
bits are at least “somewhat” hard (Alexi et al., 1988; Ben-Or et al., 1983).
Also here we present new results (see Chapter 4).

Rabin encryption, f(x) = [x2]N . Same as for RSA. (See also Vazirani and
Vazirani, 1984a).

Discrete exponentiation mod p, f(x) = [gx]p. The bits in the function

umsb(k)
p (x) , b2kx/pc

(the unbiased most significant bits) are simultaneously secure; see Blum
and Micali (1986) for k = 1 and Long and Wigderson (1988), for k ∈
O(log log p). Notice that umsb(k)

p (x) corresponds, to some extent, to the k
most significant bits of x.

If p = t2s + 1, t odd, then the bits s, s + 1, . . . , s + O(log log p) of x
are simultaneously hard (Peralta, 1986), and the s least significant bits are
“easy”, since [x]2s can be found using the algorithm by Pohlig and Hellman
(1978).

Under the assumption that [gx]p is a one-way function, even if x is restricted
to be “small”, Patel and Sundaram (1998) proves that essentially all the
bits of x are (simultaneously) hard. Using another bit-representation than
the standard binary, Schnorr (1998), recently proved security for all bits
in this representation under similar (but weaker) assumptions.

Discrete exponentiation mod N , f(x) = [gx]N . If factoring N is hard, then
all bits of x are individually hard and n/2 bits are simultaneously secure,
H̊astad et al. (1993).

El-Gamal encryption, f(x) = ([gr]p, [x(ga)r]p). For umsb(k)
p (x) as above, the

bits in this function are at least “slightly inapproximable” if k ∈ Ω(
√

log p),
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in the sense that computing all of these bits implies breaking El-Gamal,
see Boneh and Venkatesan (1996). (They also show similar results for the
Diffie-Hellman key-exchange protocol.)

Elliptic curves mod p. Kaliski (1987) shows that the analog of umsb(1)
p (x) is

a hard-core bit for “exponentiation” in an elliptic curve group.

3.3 Preliminaries

For simplicity, all one-way functions considered in this chapter are assumed to be
length-preserving, i.e. |f(x)| = |x|. By a simple padding argument, see Goldreich
(1989) for example, this can be seen to be a harmless assumption.

The following fact (a version of the Goldreich-Levin Theorem from Goldreich
and Levin (1989)) will be useful:

Fact 3.1. The ensemble of functions defined by br(x) = 〈r, x〉 mod 2 for r ∈U
{0, 1}n is a hard-core predicate for any one-way function.

Generalizing, any one-way function has a hard-core function, defined as fol-
lows: Let k ∈ O(log n) and let r1, r2, . . . , rk ∈U {0, 1}n. Then b̂r1,r2,... ,rk

(x) =
br1(x) ◦ br2(x) ◦ · · · ◦ brk

(x).

In other words, there is no oracle, O, that given r and f(x), where f is
a one-way function, predicts br(x) with probability exceeding (1 + ε(n))/2 for
non-negligible ε(n).

Notice also that the hard-core function above is nothing but matrix multipli-
cation by a random boolean matrix, R, with rows given by the rj ’s. It is shown
by Goldreich and Levin that choosing R as a 0/1 Toeplitz-matrix suffices.

Definition 3.2. Let Un, Vn be sets. A family of (strong) universal hash func-
tions (UHF) is a set of functions, Hn. Each h ∈ Hn maps Un → Vn, so that for
any x1 6= x2 ∈ Un and any y1, y2 ∈ Vn:

Pr
h∈UHn

[h(x1) = y1 ∧ h(x2) = y2] =
1

(#Vn)2
.

Typically, Un = {0, 1}n and Vn = {0, 1}l(n), l(n) ≤ n.
When we have a sequence of UHF’s, H = {Hn}n≥1, we view this as a function

ensemble H = {Hn}n≥1 in the natural way, defining Hn by choosing, uniformly
at random, a function h ∈ Hn as above. To simplify notation, we then also write
biti(H) when referring to the ensemble

{biti(h(x)) | h ∈ Hn}n≥1.
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3.4 Hash Functions Given by Affine Functions

on GF[2n]

3.4.1 Notation

As usual, GF[2n] is the field of 2n elements and we view field elements as poly-
nomials in Z2[t] of degree less than n. More precisely, we have a representation
of the field as Z2[t]/(Q(t)) where Q is an irreducible polynomial of degree n,∑n
i=0 qit

i.
We here study the ensemble H1 =

{H1
n

}
n≥1

where

H1
n , {hA,B(X) = A(t)X(t) +B(t) | A,B ∈ GF[2n]}

with the uniform distribution on the above set. An element (polynomial) P (t) ∈
GF[2n] is represented by its coefficient vector: P = (pn−1, . . . , p0) ∈ {0, 1}n and
thus we also write hA,B for the description of the function hA,B, i.e. hA,B is the
pair (A,B) ∈ {0, 1}n×{0, 1}n. Elements x = (x1, . . . , xn) ∈ {0, 1}n are mapped
to GF[2n] in the natural way by

Φx(t) ,
n∑
i=0

xit
i = X(t). (3.1)

We use small letters (such as x) when we refer to values as binary strings and
capital letters (e.g. X) when we have polynomials.

The family H1
n is shown to be a family of strong universal hash functions,

see Carter and Wegman (1979). Functions in H1 are efficiently computable
since there are well-known polynomial time algorithms to carry out addition,
multiplication (and computing inverses, which we will need later) in GF[2n]. For
example, see Mignotte (1991).

The notion of lsb, least significant bit, is not well defined in GF[2n]. However
it turns out that what bit we interpret as least significant really does not matter
so let us define it as the constant term in the polynomials. In general, the ith
bit of the polynomial X(t) is the coefficient of ti. Finally, note that all additions
below is modulo 2.

3.4.2 Security of lsb(A(t)X(t) + B(t))

The aim is to show

Theorem 3.3. The ensemble lsb
(H1

)
is a hard-core predicate for any one-way

function, i.e. it is n−c-secure for any c > 0.

We shall give two proofs of Theorem 3.3. The idea behind the first proof is
simple and quite intuitive. It is well known that multiplication and addition in
GF[2n] can be expressed as matrix-vector multiplication and addition modulo 2.
We can therefore set up a 1–1 correspondence between the usual inner product
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modulo 2 and the lsb in the above representation, giving a reduction to the proof
of the Goldreich-Levin Theorem.

The second proof is a direct proof since it does not use the Goldreich-Levin
Theorem at all. This proof will also get the reader acquainted with techniques
that will be gradually generalized in the following chapters of this thesis.

First Proof of Theorem 3.3

Lemma 3.4. Given any r ∈ {0, 1}n there is a unique polynomial R(t) ∈ GF[2n]
such that for all x ∈ {0, 1}n we have

〈r, x〉 mod 2 = lsb(R(t)Φx(t)). (3.2)

Furthermore, R(t) can be found in polynomial time.

Proof. Let L1 be the set of all linear functions {0, 1}n → {0, 1} and L2 the set of
all linear functions GF[2n] → {0, 1}. First note that distinct r’s define distinct
linear functions: 〈r, x〉 mod 2, and distinct polynomialsR(t) define distinct linear
functionsX(t) 7→ lsb(R(t)X(t)) in GF[2n]. Since #L1 = #L2 = 2n, any function
in L1 can be expressed as 〈r, x〉 mod 2 for some r ∈ {0, 1}n and any function in L2

can be written as lsb(R(t)X(t)) for some R(t) ∈ GF[2n]. We conclude that there
is a bijection between the respective set of linear functions. Finally, given the
values of 〈r, x〉 mod 2 for n linearly independent x’s we can in polynomial time,
using standard linear algebra methods, find a corresponding polynomial R(t) ∈
GF[2n] such that Equation (3.2) is satisfied for all Φx(t) = X(t) ∈ GF[2n].

We can now reduce the problem of predicting the inner product modulo 2
to the problem of predicting lsb(hA,B(Φx(t))). Theorem 3.3 then follows from
Fact 3.1.

Proof of Theorem 3.3. Suppose the claim is false, i.e. that the pptm O, given
f(x) and A,B (the description of hA,B), returns lsb(A(t)X(t) + B(t)), X(t) =
Φx(t), with probability (1+ε(n))/2. Using O as a black-box, we construct a new
oracle O′ that given f(x) and random r predicts the inner product 〈r, x〉 mod 2,
also with advantage ε(n).

We define O′ as follows. On input r ∈U {0, 1}n, y = f(x), do the follow-
ing: Using Lemma 3.4, find the unique R(t) ∈ GF[2n] such that 〈r, x〉 mod 2 =
lsb(R(t)Φx(t)) for all x ∈ {0, 1}n. Choose B(t) ∈U GF[2n] and run O on input
(y,R(t), B(t)). Suppose that O outputs σ. Now output lsb(B(t)) + σ.

If r is uniformly distributed in {0, 1}n, R(t) is by the 1–1 correspondence
in Lemma 3.4 uniformly distributed in GF[2n]. Thus, the success probability is
exactly the same as that of O. The reduction is clearly polynomial time.

Summing up, if ε(n) is non-negligible, we now have an oracle for the inner
product bit, also with non-negligible advantage, a contradiction to the Goldreich-
Levin Theorem.
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Before giving the second proof, let us immediately prove a few more results
that “fits” better with the proof method we just gave. First, we note that there
is nothing special about the least significant bit.

Theorem 3.5. For any i, 0 ≤ i ≤ n− 1, biti
(H1

)
is a hard-core predicate for

any one-way function.

Proof. The proof is the same as before. Just note that each single bit of X(t) 7→
R(t)X(t) is a linear function GF[2n]→ {0, 1}.

3.4.3 Simultaneous Security

Recall the definition of Bji (z) as the bits i, i+1, . . . , j in the binary representation
of z. The same technique as above can also be used to prove:

Theorem 3.6. Let c be any constant. The ensemble Bc logn
0

(H1
)

is a hard-core
function for any one-way function. In general, any set of O(log n) bits constitute
a hard-core function.

The theorem follows from the following two lemmas, the first being the well-
known Computational XOR-Lemma by Vazirani and Vazirani (1984a). The fol-
lowing version is from Goldreich (1991).

Lemma 3.7 (The Computational XOR-Lemma). Let f ′ and h′ be arbi-
trary length-regular functions. Suppose that there is a pptm, D, for which

|Pr[D(f ′(x), h′(x)) = 1]− Pr[D(f ′(x), s) = 1]| ≥ ε(n),

the probability taken over x ∈U {0, 1}n, s ∈U {0, 1}|h′(x)| and D’s random
choices. Then there is a pptm T so that

Pr

T (f ′(x), s) =
|h′(x)|−1∑
i=0

si biti(h′(x)) mod 2

 ≥ 1
2

+
ε(n)

2|h′(x)|
,

the probability taken over x ∈U {0, 1}n, s ∈U {0, 1}|h′(x)| \ {~0} and T ’s random
choices.

The reason behind the name of the lemma, is that
∑
i si biti(h′(x)) mod 2

corresponds precisely to an XOR over a non-empty subset of the individual
bits of h′(x). Notice that for h′ such that |h′(x)| ∈ O(log n), then if h′(x) is
distinguishable from random bits, the XOR over a random, non-empty subset
of the bits of h′(x) is predictable with non-negligible advantage. Of course, the
converse is also true, and we leave the verification of this to the reader.

Next, we show that the problem of predicting 〈r, x〉 mod 2 can also be reduced
in polynomial time to that of predicting the XOR of any non-empty subset of
the bits of A(t)X(t) +B(t).
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Lemma 3.8. Let s ∈ {0, 1}n, s 6= ~0. Given r ∈ {0, 1}n, there is a unique
polynomial R(t) ∈ GF[2n] such that for all x ∈ {0, 1}n

〈r, x〉 mod 2 =
n−1∑
i=0

si biti(R(t)Φx(t)) mod 2,

and where R can be found in time poly(n).

Proof. Let X(t) = Φx(t). If r is identically zero, we may take R(t) = 0, so
suppose this is not the case. For each i = 0, 1, . . . , n− 1, X(t) 7→ biti(R(t)X(t))
is a linear function GF[2n] → {0, 1}. Being a sum (mod 2) of linear functions,∑

i si biti(R(t)X(t)) is also a linear function. Arguing as before it suffices to
show that distinct R(t) define distinct functions.

Suppose that for all X(t) ∈ GF[2n],∑
i

si biti(R(t)X(t)) =
∑
i

si biti(R′(t)X(t)),

where R(t) 6= R′(t). By linearity, with Z(t) = R(t) − R′(t), we then have∑
i si biti(Z(t)X(t)) = 0, identically for all X(t). For some i0 we have si0 = 1,

so if Z(t) is non-zero, since we are working in a field, there must be an X0(t)
so that Z(t)X0(t) = ti0 . For this X0(t),

∑
i si biti(Z(t)X0(t)) = 1, so the only

possibility is that Z(t) is identically 0.
Finally, finding R is again easy by standard methods.

Proof of Theorem 3.6. Suppose the claim is false, i.e. that there is a pptm D so
that for some non-negligible ε(n),∣∣∣Pr[D(f(x), hA,B ,B

c log n
0 (hA,B(Φx(t)))) = 1]− Pr[D(f(x), hA,B, s) = 1]

∣∣∣ ≥ ε(n),

probabilities over random x ∈U {0, 1}n, hA,B ∈ H1
n and s ∈U {0, 1}c logn and the

internal coinflips of D. That is, the distributions are ε(n)-distinguishable.
Let f ′(x,A,B) = (f(x), hA,B) and h′(x,A,B) = Bc log n

0 (A(t)Φx(t) +B(t)).
By our assumptions above, and the computational XOR-Lemma, this implies
that there is a pptm T that given f ′(x,A,B) predicts a random, non-empty
XOR of the bits in h′(x,A,B) with a non-negligible advantage on average, since
|h′(x,A,B)| ∈ O(log n). We claim that this is impossible, because being able to
predict any fixed XOR implies being able to predict 〈r, x〉 mod 2, contradictory
to the Goldreich-Levin Theorem. This can be seen as follows.

Fix any s ∈ {0, 1}c logn \ {~0} and suppose that T ′ is a pptm that given
f ′(x,A,B) predicts

∑
i si biti(h′(x,A,B)) mod 2 with probability (over random

x,A,B) 1+ε′(n)
2 where ε′(n) is non-negligible. To predict 〈r, x〉 mod 2 on input

f(x), r, now do as follows. By padding s with n− c logn leading zeros, we may
consider s as a non-zero vector in {0, 1}n, and use Lemma 3.8 to find the unique
R(t) ∈ GF[2n] so that for all x,

〈r, x〉 mod 2 =
∑
i

si biti(R(t)Φx(t)) mod 2.
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Next pick P (t) ∈U GF[2n]. For uniformly distributed r, so is the function hR,P .
Now feed f ′(x,R, P ) = (f(x), hR,P ) to T ′ and suppose it answers σ. Then output
σ +

∑
i si biti(P (t)) (modulo 2) as our prediction for 〈r, x〉 mod 2.

Clearly this prediction is correct if, and only if, T ′ is correct, i.e. with proba-
bility 1+ε′(n)

2 . We have thus reached a contradiction, and there can be no pptm
D as above.

Finally, notice that there was nothing special about choosing the c logn least
significant bits in hA,B—any subset of O(log n) of the bits of hA,B could have
been used with the same proof.

The reduction from predicting the inner product mod 2 to predicting the XOR
(i.e. Lemma 3.8) works also without the restriction of |h(x)| ∈ O(logn). The
“bottleneck” is in the XOR-lemma that can only be applied to give a predictor
for the XOR for logarithmically many bits. However, it is conjectured (Goldreich
and Levin, 1989), that it is impossible to go beyond O(log n) bits without further
assumptions on f . There may be one-way functions that output as many as
n− ω(logn) bits completely unaffected.

3.4.4 Second Proof of Theorem 3.3

Proof Outline

This proof is direct and does not use the Goldreich-Levin result. However, the
basic idea behind the techniques are from a proof of the Goldreich-Levin due
to Rackoff. In general, how does one prove that some bit, say the lsb, in a
function-ensemble, H, is ε(n)-secure for some one-way function f(x)? The most
natural way is to do the proof by contradiction, proving that if an ε(n)-oracle for
lsb(H) exists, i.e. one that given h ∈ H and f(x) predicts lsb(h(x)) with some
advantage, then this oracle can be used in a black-box fashion to retrieve x—in
other words to invert f(x).

By picking random h1, . . . , hm ∈ H, and obtaining information on lsb(hj(x)),
j = 1, . . . ,m, from the oracle, we hope that this will determine x, and that x
can be found in polynomial time from this information. The main concern is
that the oracle is only correct slightly more than 50% of the time. On one hand,
the functions {hj} we pick should be random, since for any fixed hj , the oracle
may have no advantage at all. On the other hand, if the hj’s are totally random,
we may not be able to relate the oracle’s answer on lsb(hj(x)) to x in the way
we want, so we have to be quite clever.

Average Arguments I

Before giving the second proof, we make the following simplifying observation.
If some oracle, O, has an ε(n)-advantage in determining lsb(hA,B(X)), this ad-
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vantage is for random A,B, and X . In other words, if we define the random
variable YA,B,X = 1 if the oracle is correct on lsb(hA,B(X)), 0 otherwise, then

EA,B,X [YA,B,X ] = EX [EA,B[YA,B,X ]] =
1 + ε(n)

2
.

It is now easy to see that for at least an ε(n)/4-fraction of all X , the oracle
has an ε(n)/2 advantage, now taken over random A,B only. Since ε(n) is non-
negligible, we will sufficiently often get such a good X if we pick one at random,
and we can therefore assume that we have a fixed, good X , for which we have a
non-negligible advantage when we vary A,B at random. With this in mind we
return to the proof.

Suppose first that we have an oracle O′, that for each fixed A(t), B(t), de-
termines lsb(A(t)X(t) + B(t)) (X(t) = Φx(t)) without errors. We can view the
oracle as a narrow “window” to the bits in A(t)X(t) + B(t). Namely, suppose
that

A(t)X(t) +B(t) =
n−1∑
i=0

cit
i.

Then, using the oracle we can determine c0 = lsb(A(t)X(t) + B(t)). We then
transform A(t)X(t) + B(t) into a polynomial with a zero constant term by re-
placing B(t) by B′(t) = B(t) − c0, so that lsb(A(t)X(t) + B′(t)) = 0. Now let
G(t) be the unique solution to

G(t) · t = 1

in GF[2n]. Then

G(t) · (A(t)X(t) +B′(t)) = (G(t)A(t))X(t) + (G(t)B′(t)) =
n−2∑
i=0

ci+1t
i,

and we have in effect shifted the bit pattern of A(t)X(t) + B(t) one step to the
right. Now use the oracle again to determine lsb((G(t)A(t))X(t) + (G(t)B′(t))),
which is the old 1st bit of A(t)X(t) +B(t). Repeating the procedure, we deter-
mine all bits in A(t)X(t) + B(t) one by one from right to left, see Figure 3.1.
Eventually we have all the bits c0, . . . , cn−1 and X(t) can be found as

X(t) = A(t)−1

(
n−1∑
i=0

cit
i −B(t)

)
.

Unless A is identically zero, an inverse exists since we are working in a field.
The algorithm below now inverts f(x). (X(t) = Φx(t) as defined in (3.1)

above).
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Figure 3.1. Deciding bits right to left. Dark grey: unknown bits. Light grey:
bit processed. White: determined bits.

Algorithm 3.9.

Input: f(x)
Output: x
(1) pick A(t), B(t) ∈U GF[2n]; A′(t)← A(t); B′(t)← B(t)
(2) find G(t) ∈ GF[2n] so that G(t) · t = 1 in GF[2n]
(3) for i := 0 to n− 1 do
(4) ci ← O′(f(x), A′(t), B′(t))
(5) B′(t)← B′(t)− ci
(6) B′(t)← G(t) ·B′(t)
(7) A′(t)← G(t) · A′(t)
(8) return Φ−1(A(t)−1(

∑
i cit

i −B(t)))

We can relax the need for a perfect oracle slightly. Notice that consecu-
tive values we feed the oracle are not random values, since in the ith iteration,
A′(t)X(t) +B′(t) has i consecutive zeros in its most significant bits. But if the
oracle is correct for each fixed A(t), B(t) with probability (over its internal coin-
flips) at least 1 − 1

2n , the probability of a single error is at most 1/2 since the
oracle is used n times. We have thus proved

Lemma 3.10. If for a fixed x, and each fixed A(t), B(t), the oracle O′ deter-
mines lsb(A(t)Φx(t) +B(t)) with probability at least 1− 1

2n , then we can invert
f(x) in random polynomial time with probability at least 1/2.

What remains do be done is to prove that an arbitrary ε(n)-oracle for the
least significant bits can be turned into an oracle as above.
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Pairwise Independent Sampling

The standard method for increasing a probabilistic algorithm’s success probabil-
ity, is to take many random samples in such a way that the oracle’s answer on
each sample gives a 0/1-vote for the question we actually want to find an answer
to. We then take a majority decision.

Here is a straightforward idea for our particular situation where we want to
decide lsb(A(t)X(t) + B(t)). Pick a set of random, independent polynomials
Rj(t), Sj(t), j = 1, 2, . . . ,m(n). As adding elements in GF[2n] is nothing but
adding polynomials, coefficient by coefficient modulo 2, we see that

lsb(A(t)X(t) +B(t)) = 1
m (3.3)

lsb(Rj(t)X(t) + Sj(t)) 6= lsb((A(t) +Rj(t))X(t) + (B(t) + Sj(t))).

Thus, by querying the oracle on lsb(Rj(t)X(t) + Sj(t)) and on lsb((A(t) +
Rj(t))X(t) + (B(t) + Sj(t))) we will get one vote for lsb(A(t)X(t) + B(t)). We
then repeat this for j = 1, 2, . . . ,m(n) and make a majority decision. The prob-
lem with this method is so called error-doubling, and was observed by Alexi et al.
(1988) when trying to use similar methods to prove bit security for RSA. Since
we need to ask the oracle twice to get one vote, we increase the error probability
by a factor of 2, so this only works if the oracle’s error probability is bounded
away from 1

4 . We may have an error probability very close to 1
2 so we must be

a little more sophisticated.
The cure for error-doubling was also found by Alexi et al. We do not really

need completely independent samples. Pairwise independence is enough to allow
an error analysis. The cost we pay is just that we need to take more samples
to bring the error probabilities down. In a totally independent sample, we may
use Chernoff bounds (see Chernoff, 1952; Alon and Spencer, 1992), bringing
the errors down exponentially with the number of votes/samples. With pair-
wise independence, we are limited to use Chebyshev’s inequality (see Alon and
Spencer, 1992, for example), and this makes the errors decrease polynomially
which is sufficient.

However, at the expense of needing more samples, we also get something in
return. It turns out that we can generate pairwise independent sample points so
that we already in advance “know” the answer to the question “lsb(Rj(t)X(t)+
Sj(t))?” and we therefore only need to ask the oracle once on each sample point
to use (3.3) above. Formally we have the following lemma.

Lemma 3.11. Fix X(t) = Φx(t) and let d(n) ∈ O(log n). Given independently
chosen Ui(t), Vi(t) ∈U GF[2n] for i = 1, 2, . . . , d(n), it is possible to generate in
deterministic polynomial time a set of m(n) = 2d(n) − 1 pairwise independent,
uniformly distributed values of the form (Rj(t), Sj(t)) ∈ GF[2n]×GF[2n] and a
set of 2d(n) lists, {L(k)}, each L(k) consisting of m(n) values in {0, 1}, and so that
for at least one such L(k), lsb(Rj(t)X(t) + Sj(t)) = L

(k)
j , for j = 1, . . . ,m(n).
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Proof. Let T be the set of all 2d(n) − 1 non-zero vectors in {0, 1}d(n) and define
the set of Rj(t), Sj(t) by considering the set of all linear combinations of the
form

Rj(t) ,
d(n)−1∑
i=0

tiUi(t), Sj(t) ,
d(n)−1∑
i=0

tiVi(t)

where (t0, . . . , td(n)−1) is the jth vector (in lexicographic order say) in T . (We
thus define the jth sample point to use in (3.3) as Rj(t)X(t) + Sj(t).)

Since the Ui(t)’s and Vi(t)’s are random, so is each Rj(t), Sj(t). To see
the pairwise independence, take a pair Rj1(t), Rj2 (t), for distinct j1, j2. (We
show that Rj1 (t), Rj2(t) are independent; the same reasoning can be applied to
Sj1(t), Sj2 (t).) This pair, Rj1(t), Rj2 (t), comes from distinct linear combinations
(t0, . . . , td(n)−1), (t′0, . . . , t′d(n)−1) that differ in at least one position: tk = 1,
t′k = 0 say. But the polynomial Uk(t) is uniformly distributed and independent
of the other Ui’s, so the difference, Rj1(t) − Rj2(t), depends on Uk(t) and is
uniformly distributed. Hence, Rj1(t), Rj2 (t) are independent.

To find lsb(Rj(t)X(t)+Sj(t)), j = 1, . . . ,m(n), note the following. Since we
know lsb(Vi(t)) for each i, we also know {lsb(Sj(t))}. Hence, each lsb(Rj(t)X(t)+
Sj(t)) would be known if we only knew each lsb(Rj(t)X(t)). By construc-
tion, lsb(Rj(t)X(t)) is determined by {lsb(Ui(t)X(t)) | i = 1, . . . , d(n)}, and
there are 2d(n) possibilities for this latter set. Therefore, for each possibility for
{lsb(Ui(t)X(t))} we construct one list L(k), containing what would be the correct
values for {lsb(Rj(t)X(t)+Sj(t))} if {lsb(Ui(t)X(t))} is correct. Note that one of
the lists L(k) will be based on the correct choice for the set {lsb(Ui(t)X(t))}, and
hence, that list will contain the correct values for {lsb(Rj(t)X(t) + Sj(t))}.

The idea is now to make a set of 2d(n) oracles, {Ok}, each using the original
oracle O for the lsb as a black box, and the sample points {lsb(Rj(t)X(t) +
Sj(t))}, and where the kth oracle gets L(k), the kth suggestion for the list of
lsb’s.

Algorithm 3.12.

The oracle Ok:
Input: A(t), B(t), f(x), {Rj(t), Sj(t) | j = 1, . . . ,m(n)}, and the kth list L(k).
Output: lsb(A(t)Φx(t) +B(t))
(1) count← 0
(2) for j := 1 to m(n) do
(3) if O(f(x), Rj(t) +A(t), Sj(t) +B(t)) 6= L

(k)
j then

(4) count← count+ 1 /* a vote for lsb(A(t)Φx(t) +B(t)) = 1 */
(5) if count/m(n) > 1/2 then /* majority decision */
(6) return 1
(7) else
(8) return 0



34 Chapter 3. Universal Hash Functions and Hard-Core Predicates

One oracle gets the correct list L(k), and if m(n) ∈ poly(n), we can simply
try all oracles exhaustively. Let us therefore analyze the error probability of the
oracle that gets this correct L(k).

Since the Rj(t)’s and Sj(t)’s are pairwise independent and uniformly dis-
tributed, so are the (Rj(t) + A(t))’s and (Sj(t) + B(t))’s that we give to the
oracle. We decide correctly if at least half of the oracle calls return the correct
answer. Let Zj = 1 if the jth query is answered correctly and Y , 1

m(n)

∑
j Zj .

Then E[Y ] = 1+ε(n)/2
2 (recall that we are considering the advantage for a fixed,

good x) and by pairwise independence, Var[Y ] = 1
m(n)2

∑
j Var[Zj] ≤ 1/(4m(n)).

Applying Chebyshev’s inequality, the probability that we make an error, i.e. that
Y < 1/2 is

Pr |Y < 1/2] ≤ Pr[|Y − E[Y ]| ≥ ε(n)/4] ≤ Var[Y ]
(ε(n)/4)2

=
4ε(n)−2

m(n)
.

Hence, m(n) ≥ 8nε(n)−2 is sufficient to bring the error down below 1
2n . Substi-

tuting this value into Lemma 3.11, we get 8nε(n)−2 + 1 possibilities for the list
L(k). This proves the following lemma.

Lemma 3.13. If for a given x, O is an ε(n)
2 -oracle for lsb(A(t)Φx(t) + B(t)),

then it is in polynomial time possible to construct a set of at most 8nε(n)−2 + 1
oracles, {Ok} such that at least one of them, for each fixed A(t), B(t) determines
lsb(A(t)Φx(t) +B(t)) with probability at least 1− 1

2n .

We can now complete this alternative proof of Theorem 3.3.

Second proof of Theorem 3.3. Suppose the claim is false and that O on average
determines lsb(A(t)Φx(t) + B(t)) with probability 1+ε(n)

2 . Call x good if the
oracle has an ε(n)

2 -advantage over random A,B only. Then x is good with prob-
ability at least ε(n)

4 , and by Lemmas 3.13, 3.10, we can for each good x invert
f(x) with probability at least 1/2.

Hence, if ε(n) is non-negligible, we reach a contradiction to the one-wayness
of f .

3.5 Hash Functions Given by Affine Functions

on Zp

3.5.1 Notation

As usual, Zp denotes the field of integers modulo the prime p. By Pn, we mean
the set of primes p of length n + 1, i.e. 2n < p < 2n+1. Here, n = |x|, the
security parameter of some one-way function f(x). As in Alexi et al. (1988);
Chor (1986), we divide Zp into “positive” and “negative” elements. The positive
being {1, 2, . . . , (p−1)/2} and the negative {(p−1)/2+1, (p−1)/2+2, . . . , p−1}.
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Thus, we identify elements z ∈ Zp by their absolute values, absp(z) as previously
defined, and the sign, sgnp(z). If absp(z) ≤ δp, z is said to be δ-small (modulo
p).

We need a notion of “oddness” and “evenness”, and we define the parity of
z ∈ Zp by parp(z) , lsb(absp(z)). This way, the odd/even concept agrees with
the intuition both for positive and negative z.

The hash functions we study here is the set H2 =
{H2

n

}
n≥1

where

H2
n , {ha,b,p(x) = [ax+ b]p | p ∈ Pn, a, b ∈ Zp}.

Again, we use the uniform distribution on p ∈ Pn and a, b ∈ Zp when picking
a random function in H2

n. Although H2
n is strongly universal considered as

functions Zp → Zp, when studying individual bits such as lsb(H2
n), it is (in

contrast to the case for GF[2n]) no longer strongly universal. This is due to the
simple fact that the uniform distribution on Zp is not the same as the uniform
distribution on {0, 1}|p|. Recalling the definition of the bias, we denote by βi(p)
the value satisfying Prz∈UZp [biti(z) = 0] = 1+βi(p)

2 . It is an easy exercise to
verify that always, 1

p ≤ βi(p) ≤ 2i

p . The bias is therefore only of significance for
the O(log log p) most significant bits.

Average Arguments II

Again we do an average argument to simplify the discussion. Picking a random
ha,b,p means picking random a, b and p. An oracle for lsb(ha,b,p(x)) is now
assumed to have an advantage for random x, a, b, and p. We shall first assume
that we have a fixed x (from a set of density ε(n)/4) for which the oracle has
an ε(n)/2-advantage for choices of random a, b and p. Then, we repeat the
argument and assume that we have a fixed, “good” p, from a set of primes of
density ε(n)/8 in Pn, and for which the oracle has an ε(n)/4-advantage, now for
choices of random a and b only.

3.5.2 Security of lsb([ax + b]p)

Our first goal is to show:

Theorem 3.14. The ensemble lsb(H2) is a hard-core predicate for any one-way
function.

The idea behind the proof is once again to show that an ε(n)-oracle for
lsb(ha,b,p(x)) can be used to retrieve x mod p. Since p ≥ 2n, this also determines
x mod 2n, i.e. x. We will later see that we can slightly relax this lower bound
on the size of the primes. Also here, we give two proofs.

The first uses a modification of the ideas used by Alexi, Chor, Goldreich, and
Schnorr. To get some motivation we review some of that work.
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Previous work

In the 1988 paper, Alexi, Chor, Goldreich, and Schnorr, proves that the least
significant bit of x is a hard-core predicate for the function f(x) = EN (x) =
[xe]N , RSA encryption. (To make a single fixed function such as lsb(x) fit in our
model where we choose random functions, we can view it as a function ensemble
with support on a single function.) It is not known if RSA is a one-way function,
so the result implies that predicting lsb(x) is as hard as inverting RSA, which is
the best one can hope for.

They used the following procedure. (In fact, already in Ben-Or et al. (1983),
the same basic principle was used to study the bit security of RSA.) There is
a well-known algorithm for computing integer gcd (greatest common divisor)
using only parity tests, i.e. essentially lsb-tests. The basic algorithm to compute
gcd(u, v) is recursively described as follows.

1. If u, v are both even, then gcd(u, v) = 2 · gcd(u/2, v/2).

2. If precisely one of u, v is even, v say, then gcd(u, v) = gcd(u, v/2).

3. If none of u, v is even, then one of u ± v is divisible by 4 (say u − v) and
gcd(u, v) = gcd(u, (u− v)/4).

The recursion stops when u or v ≤ 1.
Suppose we have a very reliable oracle for parN (·) (we define parN for com-

posite N completely analogous to parp for primes). That is, given EN (x), the
oracle returns parN (x) with high probability. Now, for sufficiently large N , if
one picks random u, v ∈ ZN , then with probability roughly 6

π2 (see Knuth, 1981,
for instance), we have gcd([ux]N , [vx]N ) = 1. Note that RSA is multiplicative;
EN (ux) = [EN (u)EN (x)]N . Given EN (x), we can therefore supply the oracle
with EN (ux) for u of our own choice, even if x is unknown, and with high prob-
ability, the oracle then gives us parN (ux). The idea is now to pick random u, v,
compute gcd([ux]N , [vx]N ), eventually giving us a value of the form [wx]N with
w known. Since we probably have [wx]N = 1, x can be found as x = [w−1]N .
(If w lacks a multiplicative inverse, gcd(w,N) > 1, and we have factored N , also
implying breaking RSA.) However, if we look at the gcd algorithm above, we
also seem to need the ability to compute the encryption of sums, for example in
case 3 above. In general, it is not possible to compute EN (u′ + v′), given only
EN (u′) and EN (v′), but in our case, we always have u′ = ux, v′ = vx for some
u, v, and we can easily find EN (ux + vx) = EN ((u + v)x) = EN (u + v)EN (x),
using only multiplicativity.

We describe the RSA inversion procedure below. The gcd implementation
is, as in Alexi et al. (1988), based on the algorithm by Brent and Kung (1983).
To simplify, we assume that the oracle, O, is very reliable—O always correctly
decides parN (x). Below lu, lv are bounds on the size of u, v, u < 2lu , v < 2lv . We
have for simplicity omitted one auxiliary variable that keeps track of the number
of oracle calls (see Alexi et al., 1988; Chor, 1986, for details). We assume that
initially, [ux]N is odd.
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Algorithm 3.15.

Input: EN (x), |N | = n
Output: x
(1) pick u, v ∈U ZN
(2) lu ← n; lv ← n
(3) repeat
(4) b0 ← O(EN (v)EN (x)) /* parN (vx) */
(5) if b0 = 0 then
(6) v ← [2−1v]N ; lv ← lv − 1
(7) goto (4)
(8) if lv ≤ lu then
(9) swap(u, v); swap(lu, lv)
(10) b0 ← O(EN (2−1(u+ v))EN (x)) /* parN (2−1(u + v)x) */
(11) if b0 = 0 then
(12) v ← [4−1(u+ v)]N ; lv ← lv − 1
(13) else
(14) v ← [4−1(u− v)]N ; lv ← lv − 1
(15) until v = 0
(16) x← [u−1]N

It can be shown (see Chor, 1986) that the number of oracle-calls needed
until v = 0 is at most 6n + 3. So, the need for a perfect oracle can be relaxed
to an oracle that errs with probability at most 1

2(6n+3) ; the probability of a
single error is then bounded by 1/2. On the other hand, we see that as the
gcd computation proceeds, consecutive values for [ux]N , [vx]N gets smaller and
smaller in the absN (·)-sense. Hence, we do not query the oracle on random
points, and we therefore need the oracle to be correct on all small [ux]N , [vx]N .
This can, however, be achieved.

The reason for studying this method is a common property shared between
RSA and h(x) = [ax + b]p, namely the multiplicative properties as described
above. For our hash functions, we can relate [uh(x)]p to h(x) = [ax + b]p
through h′(x) = [(ua)x+(ub)]p, another function of the same type (again, with-
out knowing x explicitly). Now, h(·) has an extra feature; additive properties,
[h(x)− u]p = [ax+ (b− u)]p, and this property greatly simplifies the procedure,
giving us a second proof method.

It should in fact already at this point be clear that we can prove that lsb([ax+
b]p) is a hard-core predicate for any (one-way) f(x). Simply carry out a gcd
computation in analogy to the RSA case. That is, choose a, b, c, d ∈U Zp and
use a straightforward modification of Algorithm 3.15 so that it computes [yx+
z]p = gcd([ax + b]p, [cx + d]p). Since y, z are known and we probably have
[yx+ z]p = 1, we can find x as x = [y−1(1 − z)]p. The only essential difference
is “syntactical”, in that oracle calls of the form O(EN (u)EN (x)), related to
parN (ux), are replaced by calls of the form O(f(x), a′, b′, p), giving parp([a

′x +
b′]p). All technical details can be taken care of in much the same way as for RSA,
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the key point is the multiplicative properties. The one-way function f may not
be multiplicative, but it suffices that x 7→ [ax+ b]p is. We leave the verification
of this to the reader. Instead, we spend the remainder of the section to give an
alternative and somewhat simpler proof.(
1− 1

n+1

)
-oracles for parity.

Jumping ahead, suppose that we already have access to a
(
1− 1

n+1

)
-oracle for

parp(·), Opar. Just as we did in GF[2n] in the previous section, the idea is to
decide the bits in [ax + b]p one by one, from right to left. Choose a, b ∈U Zp

and assume that ax + b is “small”. For instance, assume [ax + b]p is ε(n)
32 -small

and positive, i.e. sgnp([ax+ b]p) = 1 (the negative case is completely analogous,
and we can try both possibilities for the sign or just guess). This happens with
probability ε(n)

32 . We now make the following observations: If parp([ax+ b]p) = 0
then [ax + b]p is divisible by 2, and absp([2−1(ax + b)]p) is even smaller than
absp([ax + b]p). On the other hand, if parp([ax + b]p) = 1 then [ax + b − 1]p is
divisible by 2 and absp([2−1(ax + b − 1)]p) is small. If the oracle gives correct
answers, the absolute values will decrease and the sign does not change.

Eventually, after n+ 1 parity-tests, if they all gave correct answers, we end
up with a representation y = [ax+b]p with y, a, and b known, and can easily find
[x]p which also determines x. In contrast to the RSA situation with N being a
composite number, now any non-zero a has a multiplicative inverse. Below, p is
a fixed prime for which we assume the oracle has an advantage.

Algorithm 3.16.

Input: f(x), p
Output: x
(1) pick a, b ∈U Zp; a′ ← a; b′ ← b

(2) find 2−1 ∈ Zp /* Multiplicative inverse of 2, [2−1]p = p+1
2 */

(3) for i := 0 to |p| − 1 do
(4) yi ← Opar(f(x), a′, b′, p)
(5) b′ ← b′ − yi
(6) b′ ← [2−1b′]p
(7) a′ ← [2−1a′]p
(8) x← [a−1(

∑
i yi2

i − b)]p
(9) return x

Thus, instead of the gcd computation (Algorithm 3.15) we use the algorithm
above. Notice the large similarities with Algorithm 3.9 in the GF[2n] case, the
key is also here the additive properties.

Since we make exactly |p| = n+ 1 parity calls, the probability of getting one
(or more) incorrect parity answers is at most (n+ 1) 1

2(n+1) = 1/2. Finally note
that if the initial [ax+ b]p is small and the oracle makes no errors, all successive
[a′x+ b′]p are also small. We have thus proved:



3.5. Hash Functions Given by Affine Functions on Zp 39

Lemma 3.17. For fixed x and p, a
(
1− 1

n+1

)
-oracle for parp([ax+ b]p), for all

ε(n)
32 -small [ax+ b]p, can be used to find x with probability at least 1/2.

It remains to see how an ε(n)
4 -oracle for lsb can be converted into a good

parity-oracle.

Using ε(n)
4 -oracles for lsb.

Suppose we have a known integer j and an unknown integer i and that we
somehow are able to obtain information on lsb(j) and lsb(j+ i). We can deduce
the parity of i from this since the parity of i is 1 if and only if the lsb of j differs
from the lsb of j + i (c.f. relation (3.3) in the previous section).

Is this true also in Zp? Not in general. If the addition j+i causes wraparound
modulo p, that is, a reduction by p, the parity is affected. However it is easy to
see that the probability (for random j) of such overflow is absp(i)

p . Thus, if i is
“small” modulo p, we can deduce that

parp(i) = 1⇔ lsb(j) 6= lsb(j + i) for most j. (3.4)

This gives a simple way to approximate parp([ax + b]p) using a lsb-oracle, Ol:
On input a, b, p choose c, d ∈U Zp and ask Ol about lsb([cx+ d]p) and lsb([(a+
c)x+(b+d)]p). Output 0 if Ol answers the same to both questions, 1 otherwise.
Again, we must be concerned with the error-doubling phenomenon though.

We therefore generate pairwise independent sample points to query the oracle
on, and we do this in such a way that some a priori information on the samples
is known without needing to query the oracle for this information. We can
then turn an arbitrary ε(n)

4 -oracle for lsb into a
(
1− 1

n+1

)
-oracle for parity only

requiring ε(n) to be non-negligible.
We record these two lemmas, which are slight modifications of those in Alexi

et al. (1988); Chor (1986). For the sake of self containment we include their
proofs.

Lemma 3.18. For random u1, u2, v1, v2 ∈U Zp, it is possible to generate in
deterministic polynomial time a list, P (u1,u2,v1,v2), of m(n) ∈ poly(n) points
of the form P

(u1,u2,v1,v2)
j = (rj , sj) ∈ Zp × Zp and a set of lists, L(k), k =

1, 2, . . .4m(n)3, each L(k) containing m(n) values in {0, 1}. The lists satisfy:

• The rj ’s and sj’s in P (u1,u2,v1,v2) are pairwise independent and uniformly
distributed in Zp.

• At least one of the lists L(k) satisfies: For each j, with probability 1− 2√
m(n)

(over random u1, u2, v1, v2)

lsb([rjx+ sj ]p) = L
(k)
j .
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Since we now have points of the form [rjx+ sj ]p with “known” lsb, we only
need to ask the oracle about lsb([(a + rj)x + (b + sj)]p) to gain information on
parp([ax+ b]p).

Proof. We go about generating these in the following way: Divide Zp into
m(n)3/2 intervals of roughly equal length, Ii = [ip/m(n)3/2, (i + 1)p/m(n)3/2),
i = 0, . . . ,m(n)3/2 − 1. For random u1, u2, v1, v2 ∈U Zp let the jth points,
P

(u1,u2,v1,v2)
j , be (rj , sj) = ([u1 + ju2]p, [v1 + jv2]p), j = 1, 2, . . . ,m(n). (The

idea is of course to use [rjx + sj ]p = [(u1 + ju2)x + (v1 + jv2)]p as our sample
point.) Since the ui’s and vi’s are uniformly distributed, so are rj , sj . They are
also pairwise independent. Consider for instance [u1 + ju2]p, [u1 + j′u2]p, j 6= j′.
Since j − j′ is invertible modulo p, the system

u1 + ju2 = y mod p
u1 + j′u2 = y′ mod p,

for any y, y′, has a unique solution in u1, u2.
Suppose we know intervals Ii1 , Ii2 (of length ≤ p/m(n)3/2) such that y ,

[u1x + v1]p ∈ Ii1 and z , [u2x + v2]p ∈ Ii2 . Assume that we in addition know
lsb(y) and lsb(z). Then, since y, z is known within p/m3/2, y + jz is known
within (1 + j)p/m3/2 ≤ 2p/

√
m. This determines b(y + jz)/pc, unless y + jz

happens to lie in an interval of length 2p/
√
m(n) containing a multiple of p. But

the later occurs only with probability 2√
m(n)

. From b(y + jz)/pc, lsb(y), and

lsb(z) then, we can then determine lsb([y + jz]p) (which equals lsb([rjx+ sj ]p),
since [y + jz]p = [rjx+ sj ]p).

Now, we do not actually “know” all the things assumed above, but there are
m(n)3 possibilities for the pair (i1, i2) that determine the intervals and there
are 4 choices for the pair (lsb(y), lsb(z)). In total we have a set of 4m(n)3

possibilities so we let L(k) consist of our calculated lsb’s for each point, based
on the kth possibility for the quadruple (i1, i2, lsb(y), lsb(z)). Exactly one of
these quadruples is the correct one and hence, the corresponding list contains
m(n) 0/1-elements, the jth one being equal to lsb([y + jz]p) with probability
1− 2√

m(n)
.

Remark: Looking closer at the above proof, we observe that for the “correct”
L(k), we in fact know for which points, [rjx + sj ]p, that we may have an er-
roneous lsb, namely those for which [rjx + sj ]p is 2√

m(n)
-small. Although this

information could be useful (we simply throw out possibly erroneous points), it
is not necessary to use this information as is seen below.

We can now use these points to get a good parity oracle.

Lemma 3.19. Given an ε(n)
4 -oracle for lsb([ax+ b]p) for fixed x and p, we can

in polynomial time construct a set of 238(n + 1)3ε(n)−6 oracles, such that at
least one of them is a

(
1− 1

n+1

)
-oracle for parp([ax+ b]p), for all a, b such that

[ax+ b]p is ε(n)
32 -small.
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The proof is almost the same as in the paper by Alexi et al., and very similar
to the analysis of the oracle construction in Algorithm 3.12.

Proof. Each oracle gets the m(n) sample points P (u1,u2,v1,v2) and the kth oracle
gets the list L(k) as created in Lemma 3.18. In order to get a vote for the parity
of some [ax+ b]p, the oracle uses a point [rjx+ sj ]p, (rj , sj) ∈ P (u1,u2,v1,v2) and
then only needs to ask the lsb-oracle about lsb([(a+rj)x+(b+sj)]p). Recall that
lsb([rjx+ sj ]p) is already known as L(k)

j with high probability. We can therefore
use relation (3.4) to get votes for the parity and make a majority decision.

We analyze the oracle that is based on the correct choice for L(k). Let Y be
the fraction of correct answers. Again, we will decide correctly if Y ≥ 1

2 . Besides
the errors from the oracle, we have two new error sources that must be taken
into account. First, the precomputed value for lsb([rjx + sj ]p) may be wrong.
This has probability at most 2m(n)−1/2. Also, we may get wraparound when
using relation (3.4). Since [ax + b]p is ε(n)

32 -small, this has probability at most
ε(n)
32 . Hence, the oracle’s answer on each sample is still correct with probability

at least
1 + ε(n)/4

2
− ε(n)

32
− 2√

m(n)
≥ 1 + ε(n)/8

2
,

provided m(n) ≥ 212ε(n)−2. Thus, if Y is the fraction of correct answers,
E[Y ] ≥ (1+ε(n)/8)/2 and Var[Y ] ≤ 1/(4m(n)) by pairwise independence. Hence,
Chebyshev’s inequality can be applied and

Pr[Y < 1/2] ≤ Pr[|Y − E[Y ]| ≥ ε(n)/16] ≤ 1
4m(n)(ε(n)/16)2

.

It clearly suffices with m(n) = 212(n+1)ε(n)−2 to get the error probability below
1

2(n+1) .

We can now prove the main theorem of this section:

Proof of Theorem 3.14. We show that an ε(n)-oracle can be used to invert f(x)
with probability 1/2 on at least an Ω(ε(n)) fraction of its domain, contradicting
the one-wayness of f .

If x is chosen at random, we have seen that with probability ε(n)/4, the
oracle has an ε(n)/2-advantage over random a, b, p. We call a prime p good if,
in addition, the oracle has an ε(n)/4-advantage over random a, b only. We also
know that a random p is good with probability at least ε(n)/8. Repeat the
following n times with independent random choices each time:

Pick l(n) = 8nε(n)−1 random primes in Pn. The probability that none is
good is

l(n)∏
j=1

(
1− ε(n)

8

)
=
(

1− ε(n)
8

)8nε(n)−1

→ e−n
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as n → ∞. In particular, for sufficiently large n, the probability is less than
2−n which is negligible. For each of the primes, repeat the oracle construction
in Lemma 3.19 which, for a good p, through Lemma 3.17 enables us to find [x]p,
i.e. to invert f(x) with probability at least 1/2.

3.5.3 Security of other bits

The same reasoning as in Alexi et al. (1988) also gives:

Theorem 3.20. Let j ∈ O(log n). Then:

1. bitj(H2) is a hard-core predicate for any one-way function.

2. Bj0
(H2

)
(the j least significant bits) are simultaneously secure.

Proof. To see 1, note that in the proof of Lemma 3.19 we can afford to try all
possibilities for the j least significant bits when generating the sample points as
in Lemma 3.18. Also, in Algorithm 3.16 we can “guess” the value of the j − 1
least significant bits of [ax+ b]p (or assume that they are 000 · · ·0) and start the
algorithm from the jth bit.

The simultaneous security, part 2, follows from 1 and from Yao’s unpre-
dictability criterion (Yao, 1982): Predicting the jth bit given the j − 1 first bits
is equivalent to distinguishing the j least significant bits from random bits. When
querying the oracle on each sample, the j−1 least significant bits can be supplied
to the oracle since they can be assumed to be known. (These bits are known as
the least significant bits in the sample points generated in Lemma 3.18.)

In fact, we can also prove the following theorem.

Theorem 3.21. For any j, bitj
(H2

)
is a hard-core predicate for any one-way

function.

This is much harder to prove. We will in the next chapter prove that any sin-
gle bit in x is a hard-core predicate with respect to EN (x), RSA encryption, and
the proof of the above theorem follows in a straightforward way from that. The
main point is once again the multiplicative properties that [ax+ b]p shares with
EN (x). We shall therefore postpone the proof until Section 4.8, after discussing
the bit security of RSA.

3.5.4 Extensions

We note, without proofs, that the following extensions are possible.

Smaller primes. We can use primes p with |p| = n/l for any constant l. Now,
having found [x]p is not enough to determine x = [x]2n , but by the Chinese
remainder theorem, any set of l congruences z1 = [x]p1 , . . . , zl = [x]pl

for
distinct primes determines x uniquely. The reason that we need l to be
a constant is that when choosing random primes {pj}, we do not know
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a priori for which pj ’s the oracle will succeed, and looking back at the
proof, we might also have a large number of suggestions for [x]pj for each
pj . However, if l ∈ O(1), we can in polynomial time exhaustively try
all l-subsets of the primes and solve the corresponding system of modular
equations for x. We know when we have succeeded since we can verify a
candidate x̃ for x by evaluating f(x̃).

Using primes p with |p| ∈ o(n) though, is still an open problem.

Non-prime moduli. We can use lsb([ax+ b]M ) as a hard-core predicate where
M is a composite number, provided that the smallest prime factor of M
is not too small. It is quite easy to follow the details of the proofs above,
and check where we need that p is a prime and see to what extent that can
be relaxed. First, the smallest prime factor in M should be at least some
polynomial in ε(n)−1 in order to make the proof of Lemma 3.18 work out.
Otherwise, the points may not be pairwise independent. Also, we need a
to be invertible mod M to retrieve x. If this has low probability (for a
random a), then the oracle could have all of its advantage concentrated to
non-invertible a’s. Since the probability that a is invertible is ϕ(M)/M , we
need roughly ϕ(M) ≥M(1−ε(n))/2, where ϕ is the Euler totient function.

Polynomials over Zp. We can consider using polynomials [
∑d

j=0 ajx
j ]p of de-

gree d, d ∈ O(poly(log p)), e.g. using lsb([
∑

j ajx
j ]p) as a hard-core bit.

Here, we can use the same proof method. The pairwise independent sam-
pling works out as before. We just need to observe that assuming the
existence of an lsb-oracle, and then having found all bits in the binary
representation of [

∑
j ajx

j ]p as described, we need to retrieve x, i.e. solve
polynomial equations modulo p. This can be accomplished in expected
polynomial time, O(d3 log3 p) using the algorithm by Berlekamp (see Co-
hen, 1993; Knuth, 1981; Mignotte, 1991, for instance). This produces d
roots, i.e. d suggestions for x: {x̃1, . . . , x̃d}, but again we can find the
correct one by comparing each f(x̃j) to f(x).

3.6 Concluding Remarks

The proof of Theorem 3.14 does not carry over if we choose |p| too small. How-
ever, we ask if it would be possible to improve the result to allow for primes sig-
nificantly shorter than Ω(n). For instance, is the theorem still true if |p| ≈ √n?

The three common examples of UHF’s often given in the literature are:

1. Multiplication by a randomly chosen boolean matrix.

2. Affine functions on GF[2n].

3. Affine functions on Zp.
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The results in Goldreich and Levin (1989) together with our results show that
all these give a logarithmic number of hard-core bits. The natural conjecture
must be that all UHF’s give hard-core bits. We note that all previous proofs of
bit security as well as the proofs given here rely heavily on knowing the explicit
construction of the hash function. Stinson (1996), shows that strong universal
hash functions are, in the combinatorial sense, equivalent to so called orthogonal
arrays. However, it is hard to see how a combinatorial result of this type will
aid in proving the computational results that we would like. Some completely
new technique seems called for to approach the general case.

Another indication for a connection between hard-core predicates and UHF’s
will be given in Chapter 5. The results presented there together with the known
lower bound for universal hashing (Mansour et al., 1993), and the existing con-
structions for hard-core predicates and UHF’s imply that the computational
complexity of universal hashing is the same as that for (general) hard-core pred-
icates.



Chapter 4

The Security of Individual
RSA bits

4.1 Introduction

Let us return to the question: What is to be meant by a secure cryptosystem? We
have already demonstrated that asking that the entire secret message is hard to
come by is too weak. On the other side of the spectrum is the notion of semantic
security; “whatever can be computed efficiently from the cryptotext should also
be computable without it”. Although this is a theoretically satisfying definition
of security, there are cryptosystems in practical use, based on (conjectured) one-
way functions that we know do not satisfy such strong security criteria. Hence,
it is still of value to study the security of specific information concerning the
plaintext. We focus once again our attention on bit security: Given the encrypted
message E(x), it should be infeasible to predict even a single bit (in the binary
representation) of x. Just as before we define as a successful adversary, one who
on average has a small advantage over the trivial guessing strategy. Clearly, it
is reasonable to ask for bit security from any cryptosystem in practical use.

We here study the particular case when E(x) = EN (x) is the RSA encryption
function. (Here N is the product of two large primes, see Rivest, Shamir, and
Adleman (1978)). RSA has been investigated from many different angles over
the last 20 years, but still relatively little is known about the security. It is
known that certain non-trivial, and possibly also useful information about x leaks
through EN (x), namely

(
x
N

)
, the Jacobi symbol of x. This fact, together with

the wide use of RSA, certainly motivates an effort to try to identify its hard-core
bits. For the specific issue of security for individual bits in x, this has so far only
been proven to be true for the O(log logN) least significant bits. Starting from a
relatively weak result, in a sequence of papers, Goldwasser et al. (1982); Ben-Or
et al. (1983); Vazirani and Vazirani (1984b); Goldreich (1985); Schnorr and Alexi
(1985); Chor and Goldreich (1985a), this was gradually improved, ending with

45
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the final proof of “complete” security by Alexi, Chor, Goldreich, and Schnorr
(1988). There are also other known security results for certain predicates that
are related to the individual bits of x, e.g. halfN (x) = 1 if x ≥ (N + 1)/2, 0
otherwise, see Chor (1986) for instance.

For the other, internal bits, however, the best known result up until now
states that they can cannot be computed with probability greater than 3/4. By
using relations between halfN (x) and the individual bits of x, Ben-Or, Chor,
and Shamir (1983) first proved that the internal bits cannot be computed with
probability of success exceeding 15/16. By a reduction to this proof, the result
by Alexi et al. for the least significant bit, then improved the result to 3/4, still
leaving a large gap to the desired 1/2-result.

In this chapter we show the following:

Theorem. For any constant c and all sufficiently large n, unless RSA can be
broken1 in random polynomial time, no single bit of E−1

N (x) (n = logN) can be
predicted with advantage2 exceeding n−c.

As we have seen, the security of some bit does not imply the security of the
other bits. Also, it seems that in the cases where security for all individual bits
are known, the proofs for the “internal” bits are much more complicated than
for the leftmost and rightmost bits. The result presented in this chapter is no ex-
ception. This is perhaps not surprising, since the proofs are highly “arithmetic”
in the sense that they make use of properties such as multiplicativity/additivity
of the functions involved, and the extreme end-bits are more directly related
to “arithmetic information” than the internal bits. For instance, assuming the
ability to predict the most significant bit in x can often, and in a straightforward
way, be used to do binary search to find all bits of x efficiently.

To our knowledge, prior to this thesis and without making “non-standard”
assumptions, only one function was known to have all individual bits secure.
Assuming that factoring Blum-integers3 is hard, H̊astad, Schrift, and Shamir
(1993) proved that given gx mod N , where N is a Blum-integer, all bits of x are
secure.

Besides the direct usefulness of proving bit-security results, we also recall
the applications for pseudo-random number generation. Following the con-
struction by Blum and Micali (1986), one can in the RSA case do as follows.
Pick a random x0. Set xj+1 = EN (xj) and for any i output the sequence
biti(x0), biti(x1), . . . ,biti(xm).

The chapter is organized as follows. After first giving some notation in Sec-
tion 4.2, we will in Section 4.3 review some techniques used in previous results.
The rest of the chapter then proves the security results for all individual RSA

1To avoid confusion, we point out that “breaking” simply means retrieving the message x.
In particular, our result is not connected to issues such as the relationship between RSA and
factoring, recently investigated in Boneh and Venkatesan (1998).

2We do not credit “trivial” advantagedue to bias. The effect of bias is discussed in Sec-
tion 4.6.

3N = pq is a Blum-integer if p, q are primes of roughly equal size and p = q = 3 mod 4.



4.3. Previous Work and Proof Outline 47

bits. Section 4.4 generalizes some well-known sampling techniques, in particular
the two point based sampling from the previous chapter. For technical reasons
we divide the proof into two parts; the internal (non-most significant) and the
most significant bits, see Section 4.5 and 4.6 respectively. Part of the proof uses
some new results on uniform distribution of sequences of rationals, and we have
chosen to postpone the proofs of these results until Section 4.7.

As promised, we end by showing in Section 4.8, that the techniques easily
carry over to prove security for all individual bits in functions of the form x 7→
[ax+ b]p, i.e. that they are secure for any one-way function, c.f. Theorem 3.21,
page 42.

4.2 Preliminaries

Our goal is to prove that for any i, biti(x) is a hard-core predicate for the function
f(x) = EN (x), RSA encryption. Hard-core predicates have been defined as
ensembles of boolean function where we pick some function b(x) at random, so
to make the single, fixed function biti(x) fit in this model, we may view it as an
ensemble having support on a single function for each n: Bn = {biti(x) | |x| = n}

As in the previous chapter, if for some δ ∈ [0, 1], absN (z) ≤ δN , z is said
to be δ-small (modulo N). We will sometimes say “z is known within δN”,
and by this we mean that we know a y so that absN(z − y) is δ-small. Also,
define the unbiased most significant bits: umsb(t)

N (z) , b2t[z]N/Nc. (Thus,
umsb generalizes halfN mentioned in the introduction.) The name is slightly
misleading, since these bits are not unbiased if t is large. On the other hand, we
only consider t ∈ O(log n), and the bias is then negligible.

We use EN (x) to denote the RSA encryption function: EN (x) , [xe]N for
|N | = n, N = pq, the product of two primes, and e, an integer relatively prime
to (p− 1)(q− 1). (Hence, although EN (x) depends on e, we view e as fixed and
write EN (x) rather than EN,e(x).)

As was the case modulo a prime p, the bits in [z]N are not uniformly dis-
tributed since the uniform distribution on ZN is not the same as the uniform
distribution on {0, 1}|N |. The bias of the ith bit is now the value βi(N) such
that Prz∈UZN [biti(z) = 0] = 1+βi(N)

2 . Recall that 1
N ≤ βi(N) ≤ 2i

N , so the bias
is only of significance for the O(log logN) most significant bits.

4.3 Previous Work and Proof Outline

The security of the least significant bit in an RSA encrypted message has gained
a lot of attention. The first result by Goldwasser, Micali, and Tong (1982) was
to prove a 1− o(1)-security result. They used the relation halfN (x) = lsb([2x]N )
(halfN as above), enabling a binary search to find x. By introducing the gcd
computation technique (as described in Chapter 3, p. 36) a 1

2 + o(1) result was
given in Ben-Or, Chor, and Shamir (1983). Further progress (still using the
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gcd technique) was accomplished by a more intricate sampling technique, and
then by an improved combinatorial analysis of this technique. More precisely,
Vazirani and Vazirani (1984b), and then Goldreich (1985), respectively, showed
0.464- and 0.45-security. Goldreich also proved that the tools that were being
used at this point to study RSA’s bit security had limitations, and in fact, that
a 1

3 -security was the best that could be achieved.
By improving the sampling techniques once again, Schnorr and Alexi (1985),

proved ε-security for any constant ε. They removed the error-doubling phe-
nomenon (as discussed on page 32) by using “preprocessing”. The cost of this
preprocessing was, however, exponential in ε−1.

To show ε(n)-security for any non-negligible ε(·), Chor and Goldreich (1985a)
managed to reduce the cost of preprocessing to poly(ε−1) by introducing the two-
point based sampling, see Chapter 3 of this thesis. Recently, a simpler proof of
ε(n)-security was given by Fischlin and Schnorr (1997). This last method does
not use a gcd computation. Instead, the main idea is to use lsb-information to
iteratively improve an approximation for the rational number x

N .
The results for the least significant bit generalizes in a straightforward way

to any of the O(log n) least significant bits. For the internal bits of RSA how-
ever, the results so far are not very strong. The first appeared in the paper by
Goldwasser et al. (1982), where it was shown that for each i, there are N of very
special form, for which the ith bit of x cannot be computed without errors. In
Ben-Or et al. (1983), it was proved that an oracle for the ith bit of RSA can be
converted into an lsb-oracle, increasing the error probability by 1

4 in the worst
case. However, they could also prove that for every second bit-position i, the
error introduced could be bounded by 3

16 . Hence, from their own result for the
lsb, a 7

8 -security for “half” of the individual bits followed. All later progress
in proving security for the lsb has then, via the reduction by Ben-Or et al.,
strengthened the provable security for the internal bits. The best result so far is
the 1

2 +o(1)-security that follows from the work in Alexi et al. (1988), still leaving
a large gap to the desired o(1) result. The provable security obtainable by these
reductions depends on N and i (the bit-position considered), but for worst case
N and i, results better than 1

2 +o(1) are impossible by this “standard” reduction.
If the oracle for the ith bit we start with is correct with probability 1+ε′

2 , then
after the conversion to an lsb-oracle, a success probability non-negligibly greater
than 1

2 must remain. The extra 1
4 error that the reduction may add to the error

probability is a tight bound, so we certainly need 1+ε′
2 − 1

4 >
1
2 , i.e. ε′ > 1

2 .
As mentioned, few results of bit security for all individual bits in some func-

tion are known. In our paper, Näslund (1996), we claimed that all bits in func-
tions of the form x 7→ [ax+b]p, p an Ω(n)-bit prime, were ε(n)-secure with respect
to any one-way function. However, upon completing the proofs, it has become
clear that the methods outlined there can not give better results than 1

2 -security
for p of special form and a 3

4 -security for general p. Still, we have already indi-
cated (see the previous chapter) that we can take care of the problems involved,
and in fact, it was this completion that led us to realize that the techniques apply
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to RSA as well. The common property between the two types of functions has
already been touched upon, namely multiplicativity; EN (cx) = [EN (c)EN (x)]N
and [ch(x)]p = [(ca)x + cb]p. That is, even if x is unknown, given EN (x) one
can compute EN (cx), and given h(x), [ch(x)]p can be found as h′(x), another
function of the same type. This property is used extensively in obtaining the
previous RSA results and also in Näslund (1996). Of course, h(·) above has an
extra feature; additive properties, ([h(x) − c]p = [ax + (b − c)]p) and although
this was used in Näslund (1996), it will be shown that we do not need additivity,
just as we did not really need it to show security for the least significant bit of
[ax+ b]p—the proofs just become simpler using additivity.

Once again, the proof is by reductio ad absurdum: if an ε(n)-oracle for biti(x)
exists, then this oracle can be used in a black-box fashion to retrieve x, i.e. to
invert RSA. Since RSA is not known to be a one-way function, this will then
prove that predicting biti(x) is as hard as inverting RSA, and this is the best we
can hope for.

4.3.1 The Method of Alexi et al.

Before proceeding, it may be helpful for the reader to review Algorithm 3.15,
page 37 at this point, since we use it here as well. The main point was that an
lsb-oracle was converted into a parity-oracle, and this parity-oracle in turn was
used to perform a gcd computation.

It turns out that it is not necessary to have a “pure” lsb-oracle to start with
to make that procedure work. This was noted by Ben-Or et al. (1983). Let
an interval J ⊂ [0..N − 1] denote a set of consecutive integers in ZN and for
z ∈ Z, J+z is the interval J shifted z steps, allowing wraparoundN by reducing
modulo N . Suppose that for some not too short interval J , we have an oracle
that, when given EN (z), is somewhat more likely to answer “1” for z ∈ J than
for z ∈ J + (N + 1)/2. Now ask this oracle about EN ([2−1x]N ). We see that

[2−1x]N =
x− lsb(x)

2
+ lsb(x)[2−1]N =

x− lsb(x)
2

+ lsb(x)
N + 1

2
, (4.1)

see also Figure 4.1. Hence, if x−lsb(x)
2 ∈ J , then [2−1x]N ∈ J + lsb(x)(N + 1)/2.

Since the oracle “behaves” differently on J , J + (N + 1)/2, there is some hope
to determine the lsb by querying the oracle.

There are some technical details that needs to be taken care of however. For
instance, it is not clear how to get x−lsb(x)

2 to lie in J in the first place, and a
more serious concern is the existence of such J , and these problems are the main
focus of this chapter.

As noted, a new, more efficient method for inverting RSA using an lsb-oracle
has recently been devised by Fischlin and Schnorr (1997). Although this method
could probably be used here too, we shall use the gcd method since there are a
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0

x

N − 1
2−1x

lsb(x) = 0 lsb(x) = 1

0
(N + 1)/2

N − 1

Figure 4.1. Division by 2 in ZN . Values that only differ in their lsb’s are
mapped to points N+1

2
apart.

few technical details that appear to be slightly easier to handle in that setting.
However, the choice of method is basically an arbitrary one.

4.3.2 The Method of Näslund

Here the objective was to use an oracle for the ith bit in the function x 7→ [ax+b]p,
p an Ω(|x|)-bit prime and a, b random elements in Zp, to retrieve x.

To handle the internal bits, the main idea in Näslund (1996) was to convert
the oracle for the ith bit into an oracle that computed both the lsb and the i+1st
bit, creating a two-bit window that by manipulating a, b through multiplications
can be made to “slide” over all the bits in [ax+ b]p, see Figure 4.2.

. . . . . .

. . . . . . . . . . . .

. . . . . .

n− 1 i+ 1 0

i+ 2 1

Figure 4.2. Deciding bits two-by-two.

As mentioned, a closer study of this work reveals that the methods in fact
do not apply for some “highly structured” oracles that behave in a certain way.
On the other hand, the oracles for which the methods fail are of a very special
nature that we can exploit. We mentioned above that the tools from Ben-Or
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et al. (1983) can not be used to prove stronger security than 1
2 for general N .

The plan is now: (a) Investigate how, and when, the methods in Näslund (1996)
are applicable to prove bit security for RSA. (b) Show that when those methods
fail, we can deduce that a certain relation between N and 2i+1 holds (i is the bit
position predicted by the oracle), and furthermore, the oracle must then have
a certain structure. (c) Prove that when the methods by Näslund fail, (so that
we are in case (b)), this makes it possible to construct an algorithm, i.e. a new
oracle, O′, using the original oracle O as a black box, such that O′ is an lsb-
oracle. That is, either the methods from Näslund (1996) works or the methods
in Ben-Or et al. (1983) can be refined to prove the desired result.

We start by giving some generalizations of well-known sampling techniques
and then formalize how the gcd method is used as a “warm-up”. We then follow
(a), (b), (c) as above.

4.4 Sampling Techniques

Throughout this chapter, i is reserved to denote the bit-position predicted by the
oracle. More precisely, we assume that we have an oracle O that given EN (x),
|N | = n, predicts the ith bit of x with probability at least 1+ε(n)

2 where ε(n) is
non-negligible.

Definition 4.1. By an interval , J , we mean a set of consecutive values J =
{[u]N , [u + 1]N , . . . , [v]N} in ZN . (We allow the intervals to wrap around N .)
The length of J is #J and the measure is λ(J) , #J/N . If J is an interval and
z ∈ ZN , denote by J + z , {[y + z]N | y ∈ J}.

For a distribution D with support on J ⊂ ZN , let POD (J) be the fraction of
1-answers the oracle gives on D:

POD (J) , Ez∈DJ [O(EN (z))] = Pr
z∈DJ

[O(EN (z)) = 1].

If D is the uniform distribution on J , we shall omit it from the notation, and fur-
thermore, we then also define for J1, J2 ⊂ ZN : ∆O(J1, J2) ,

∣∣PO(J1)− PO(J2)
∣∣.

The main idea shall always be to use the oracle to distinguish between two
distributions on ZN . Fix an a ∈ ZN and suppose we have some set of random
values R = {rj} ⊂ ZN . Using the multiplicative properties of RSA, we can query
the oracle on the ith bit of

R′ = {E−1
N ([(rj + a)x]N ) | rj ∈ R}.

The idea is that in cases when some bit (or bits) of x equals 0, R′ corresponds
to some distribution D0 on ZN , and when the bit is 1, it corresponds to a
distribution D1. If theses two distributions are polynomially distinguishable, we
can by taking enough samples almost surely decide some bit of x in this way.
We will present two main methods, and what differs in them is basically just the
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value a (which always is of the form [2−τ ]N , τ ≥ 1) and which bit (bits) we are
trying to compute.

Now, these distributions D0,D1 have support on two subsets of ZN (e.g. when
we want to distinguish between values in some interval J and J+(N+1)/2). To
make sure that we hit one of these two subsets when sampling, we can actually
arrange things so that we know in advance the approximate locations in ZN of
the sample points. We will in fact later also need to know more than just the
approximate locations, so we therefore state the following lemma.

Lemma 4.2. Let m(n) ∈ poly(n), dI(n), dY (n) ∈ O(log n). Then, given EN (x)
and r, s ∈U ZN , it is in deterministic polynomial time possible to generate a list of
m(n) values of the form EN (rjx) so that each [rjx]N is uniformly distributed and
the values in {[rjx]N} are pairwise independent. Furthermore, we generate a set
consisting of 22(dI(n)+dY (n))m(n)2 pairs of lists, {(LI , LY )}, each LI consisting
of m(n) values in Z2i+1 and each LY of m(n) values in Z.

For at least one (L′, L′′) ∈ {(LI , LY )}, for each j = 1, . . . ,m(n), for some
zj so that [zj]N = [rjx]N we have

∣∣zj − L′′j ∣∣ ≤ N

2dY (n)
(4.2)

and

abs2i+1(zj − L′j) ≤ 2i+1−dI(n). (4.3)

The reader is encouraged to compare this to §4.4 of Alexi et al. (1988) (and
to Lemma 3.18, page 39 of the previous chapter). There, it was only necessary
to know the lsb of each point.

Proof. Let U = [rx]N , V = [sx]N , and rj = (r + js), zj = U + jV , so that
[rjx]N = [zj]N , j = 1, . . . ,m(n). We easily see that this gives uniformly dis-
tributed values [rjx]N ∈ ZN that are pairwise independent (see Chor (1986) for
example, or compare to the proof of Lemma 3.18). Repeat the following for all
possibilities of

Bii−(dI (n)−1) (U) , Bii−(dI (n)+logm(n)−1) (V ) , (4.4)

and

u′ , umsb(dY (n))
N (U), v′ , umsb(dY (n)+logm(n))

N (V ). (4.5)

Notice that there are 22dI(n)+2dY (n)m(n)2 possibilities all together. For each we
create one (LI , LY )-pair as described below. Let us focus on the one based on
the correct values above.

Since by (4.5) above, we know V within N/2dY (n)+1+logm(n) and j ≤ m(n),
we know jV to within N/2dY (n)+1. But we also know U within N/2dY (n)+1 so
U + jV (i.e. zj) is known within N/2dY (n). Hence, this gives us a L′′j such
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that
∣∣U + jV − L′′j

∣∣ ≤ N/2dY (n). (Although not needed, we note that except
with probability 2−dY (n), this also gives us b(U + jV )/Nc. An error occurs
precisely when U + jV is within 2−dY (n)N of an integer multiple of N , i.e. when
absN (U + jV ) ≤ 2−dY (n)N .)

Furthermore, we make the following observations. First, by (4.4), [V ]2i+1 is
known to within 2i+1−(dI(n)+1+logm(n)), and j ≤ m(n), so we also know [jV ]2i+1

within 2i+1−(dI(n)+1). But we have [U ]2i+1 with the same accuracy, so [U +
jV ]2i+1 is known within 2i+1−dI(n).

Note in particular that (4.2) implies that each [rjx]N is known (in absN (·) sense)
within N

2dY (n) . To start with, we will in fact only need (4.2) above, (4.3) will be
useful later.

To be able to distinguish between two subsets of ZN by observing how the
oracle behaves, we must first know how the oracle ought to behave in the two
cases.

Claim 4.3. Let J ⊂ ZN with λ(J) non-negligible. Then, for any non-negligible
ε′(n), any constant c, and K(n) ∈ poly(n), it is in probabilistic polynomial time
possible to compute a value p̃ such that

Pr[
∣∣PO(J) − p̃∣∣ ≥ ε′(n)/c] ≤ 1

nK(n)
.

Proof. Let c′ = max(c,
√

8), m′(n) = 1
2 (ε′(n)/c′)−2 ln(4nK(n)), and set m(n) =

2λ(J)−1m′(n). Pick randomly and independently x1, . . . , xm(n) ∈ ZN . For each
xj , such that xj ∈ J , query the oracle on EN (xj) and compute p̃ as the fraction
of 1-answers the oracle gives. With Y = #({xj} ∩ J) we have E[Y ] = 2m′(n)
and applying Chernoff bounds,

Pr[Y < (1− γ) E[Y ]] ≤ e−γ2
E[Y ]/2.

With γ = 1
2 , the probability that less than m′(n) of the m(n) points fall in J

is then less than 1
2nK(n) , and if this is not the case, a second application of a

Chernoff bound gives that the probability that
∣∣PO(J)− p̃∣∣ ≥ ε′(n)/c is at most

1
2nK(n) also.

Lemma 4.4. Suppose that J0, J1 ⊂ ZN and let D0,D1 be distributions on J0, J1

respectively. Then, if
∣∣POD0

(J0)− POD1
(J1)

∣∣ ≥ ε′(n) for non-negligible ε′(n), the
distributions D0,D1 are polynomially distinguishable.

In particular, given R = {EN([rx]N )}, where {[rx]N | r ∈ ZN} is a set of at
least 16nW (n)ε′(n)−2 uniformly distributed, pairwise independent samples, there
is a polynomial time algorithm χ, such that

Pr
R∈D1

[χ(R, J0, J1) = 1]− Pr
R∈D0

[χ(R, J0, J1) = 1] ≥ 1− 1
nW (n)

.
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Proof. First, use Claim 4.3 to compute p̃0, p̃1 so that (except with probability
1

4nW (n) ) δ(n) , maxj∈{0,1}
∣∣∣PODj

(Jj)− p̃j
∣∣∣ ≤ ε′(n)/8. Query the oracle on the

points in R. For j = 1, . . . ,#R, let Xj = 1 if the oracle answers ’1’ on the
jth value and 0 otherwise. Let X = (#R)−1

∑#R
j=1Xi and choose the output

χ(R, J0, J1) = 0 if |X − p̃0| < |X − p̃1| and “1” otherwise.
Let us analyze the probability that χ outputs 1 when R is generated according

to D0. Assume wlog that p̃1 ≥ p̃0. We then output 1 only if X > (p̃0 + p̃1)/2,
i.e. X − E[X ] ≥ (p̃0 + p̃1)/2− E[X ]. But

E[X ] ≤ p̃0 + δ(n),

so we will surely output 0 unless |X − E[X ]| ≥ (p̃1 − p̃0)/2− δ(n), i.e. when

|X − E[X ]| ≥ 1
2

∣∣POD0
(J0)− POD1

(J1)
∣∣− δ(n) ≥ ε′(n)

4
.

By pairwise independence we have Var[X ] ≤ 1
4(#R) , so by Chebyshev’s in-

equality,

Pr
[
|X − E[X ]| ≥ ε′(n)

4

]
≤ 16

4 ·#R · ε′(n)2
≤ 1

4nW (n)
,

and in total, we output 1 with probability at most 1
2nW (n) . A symmetric argu-

ment shows that the probability of outputting 1 on D1 is at least 1− 1
2nW (n) .

Notice that the lemma also tells us that the probability that we correctly classify
R as being generated by D0 or D1 is at least 1− 1

2nW (n) .
We also need to conclude that when generating pairwise independent sample

points, we will with high probability get sufficiently many to fall into the subsets
of ZN that we are interested in. This, of course, depends primarily on the relative
measures of the sets.

Claim 4.5. Let J ⊂ ZN and let R be a set consisting of m(n) = 2λ(J)−1m′(n)
uniformly distributed, pairwise independent values in ZN . Then

Pr[#(J ∩R) ≥ m′(n)] ≥ 1− 2
m′(n)

.

Proof. For each rj ∈ R, define the random variable Zj = 1 if [rjx]N ∈ J , 0
otherwise, for j = 1, . . . ,m(n). Put Z =

∑m(n)
j=1 Zj. We have Pr[Zj = 1] =

λ(J), E[Z] = λ(J)m(n) = 2m′(n) and by pairwise independence, Var[Z] =
m(n)λ(J)(1 − λ(J)).

Applying Chebyshev’s inequality, we obtain

Pr[Z < m′(n)] ≤ Pr[|Z − E[Z]| ≥ E[Z]−m′(n)] = Pr[|Z − E[Z]| ≥ m′(n)]

≤ m(n)λ(J)(1 − λ(J))
m′(n)2

=
2(1− λ(J))
m′(n)

.
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4.5 Security of Non Leftmost Bits

In this section, we consider i such that

τ(n) + log ε(n)−4 + logn+ 33 ≤ i ≤ n− 3τ(n)− log ε(n)−1 − 7

where τ(n) , 32 + log ε(n)−4 + logn. (In some places we “cheat” slightly by
not rounding quantities to make sure that they are integers. This is of no real
significance for the results, but simplifies calculations that are tedious enough as
it is.) We impose these restrictions on i for two reasons. First, we need at least
a logarithmic number of bit positions to “the right” of the oracle to make the
proof work here. This does not matter, since the O(log n) least significant bits
are covered by previous results. Secondly, for bit positions among the O(log n)
most significant bits, the bias imposed by the binary representation of N may
be non-negligible, and we handle these bits in Section 4.6.

4.5.1 RSA inversion, Method 1

The main result of this section is the following lemma, slightly generalizing lem-
mas from Ben-Or et al. (1983); Alexi et al. (1988).

Lemma 4.6. If O is such that for some interval J we have ∆O(J, J + (N +
1)/2) ≥ ε′(n), where λ(J), ε′(n) are non-negligible, then we can in random poly-
nomial time construct an oracle, O′ such that for all λ(J)ε′(n)

48 -small [ax]N , O′
determines lsb([ax]N ) with probability at least 1− 1

12n+6 .

Notice that such an oracle, O′, is all we need to make Algorithm 3.15 (gcd
inversion) work.

Before proceeding, we point out that the assumptions made on O in the
lemma are strong, and we cannot prove directly that such an interval J exists.
Instead the existence of J will rely on the failure of another RSA inversion
method described later in this chapter.

We use O as a black-box to build the new oracle as follows. First, by ran-
dom, pairwise independent sampling, O is amplified so that it almost surely
can distinguish between points in J and J + (N + 1)/2. This is done by stan-
dard methods. As noted, if [(2−1a + r)x]N ∈ J when lsb([ax]N ) = 0, then
[(2−1a + r)x]N ∈ J + (N + 1)/2 if lsb([ax]N ) = 1. Suppose that we have
a set of random, pairwise independent values in ZN of the form {[rjx]N} for
which we know their approximate locations in ZN , that is, we know Lj so that
absN (rjx− Lj) is small. Let us assume the hypothesis “lsb([ax]N ) = 0”. Then,
if the hypothesis is correct, since [ax]N is small, except for some small error
probability, we can tell if [2−1ax + rjx]N = [(2−1a + rj)x]N is in J or not. If
so, ask the oracle about this value and otherwise, disregard this rjx. Since the
length of J is not too short, we will ask the oracle on some non-negligible fraction
of the points. Now, if the hypothesis is correct, these will all be points in J . If,
on the other hand, the hypothesis is wrong (lsb([ax]N ) = 1) we will query the
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oracle on points in J + (N + 1)/2 and by observing the oracle’s behavior (the
fraction of 1-answers) we should be able to tell the two cases apart.

Proof of Lemma 4.6. Let J0 = J , J1 = J + (N + 1)/2. By Claim 4.3 we can
assume that we have p̃0, p̃1, approximations to PO(J0), PO(J1) within ε′(n)/8.
This can be made to hold with probability at least 1− 1/(24n+ 12).

Furthermore, assume that we as described in Lemma 4.2, Eq. (4.2)), have
generated R′, a set of

m(n) = 2((1− ε′(n)/12)λ(J))−1 · 16(24n+ 12)n
(
ε′(n)

2

)−2

pairwise independent, uniformly distributed values of the form rjx with each
[rjx]N “known” within 2−d(n)N for d(n) = log 48 + log ε′(n)−1 + logλ(J)−1.
Actually, there are a polynomial number of candidates to these “approximate
locations”, but let us concentrate on the correct one—we can make one oracle
O′ for each possibility, and we can exhaustively try them all.

We now compute χ(R, J0, J1) as in Lemma 4.4 by proceeding as follows.
Consider initially the set

R = {[(2−1a+ rj)x]N | [rjx]N ∈ R′}.

For each such [r′jx]N ∈ R, check if under the hypothesis that lsb([ax]N ) = 0
we have [r′jx]N ∈ J . Assuming that lsb([ax]N ) = 0, that [rjx]N is known

within 2−d(n)N , and that [ax]N is λ(J)ε′(n)
48 -small, we can do this by computing

an approximation for the location of [(2−1a+ rj)x]N that is within ϑ(n)λ(J)N
where ϑ(n) , ε′(n)

24 . If this approximation is in J , we decide that [r′jx]N ∈ J ,
and otherwise that it is not and remove it from R.

Claim 4.7. Assume lsb([ax]N ) = 0 and let D0 be the distribution on the points
in R obtained by the above procedure. Then R is chosen from a set J ′0 with
#J ′0 ≥ #J0(1− 2ϑ(n)) and with∣∣POD0

(J ′0)− PO(J0)
∣∣ ≤ 6ϑ(n).

We postpone the proof of the claim. Similarly, if lsb([ax]N ) = 1, then by sym-
metry, R is chosen from a distribution D1 on some J ′1 with

∣∣POD1
(J ′1)− PO(J1)

∣∣ ≤
6ϑ(n). Thus

∣∣POD0
(J ′0)− POD1

(J ′1)
∣∣ ≥ ε′(n)− 12ϑ(n) ≥ ε′(n)/2.

Since the points in R are pairwise independent, and as by Claim 4.5, the
probability that fewer than 16(24n + 12)n (ε′(n)/2)−2 remain is smaller than
1/(48n + 24), we can now as described in Lemma 4.4 decide if lsb([ax]N ) = 0
or 1 with probability at least 1− 1/(48n+ 24). Thus, all the error probabilities
sum to at most 2/(48n+ 24) + 1/(24n+ 12) = 1/(12n+ 6).

It remains to prove the claim we used above.
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Proof of Claim 4.7. Let us call a point in J0 internal (resp. external) if it is
inside (outside) J0 and at least ϑ(n)λ(J)N from the respective end-points of
J0. Then, an internal point is always included, and an external point is never
included. The set of points included all come from some J ′0 of size at least
λ(J0)N(1 − 2ϑ(n)) and at most λ(J0)N(1 + 2ϑ(n)). Furthermore, since each
[r′jx]N is uniformly distributed, each internal point is included with equal prob-
ability.

If JI are the internal points, we observe that over the uniform distribution,∣∣PO(JI)− PO(J0)
∣∣ ≤ 2ϑ(n).

Given that a certain [r′jx]N is included, it is an internal point with probability
at least 1− 4ϑ(n). Hence,∣∣PO(JI)− POD0

(J ′0)
∣∣ ≤ 4ϑ(n),

which proves the claim.

Discussion

We will not be able to prove directly that for any oracleO, an interval J as above
exists. Nevertheless, let us for the moment investigate some circumstances, under
which we could hope for such an oracle.

Suppose that N+1
2 ≈ r2i, r odd. Then it is easy to see that for almost all

z ∈ ZN ,
biti(z) 6= biti([z + (N + 1)/2]N),

see Figure 4.3. This appears to be a favorable situation since if the oracle would
everywhere behave the same at distance (N + 1)/2, it can have no advantage in
determining the ith bit. Of course, this only tells us how the oracle behaves on
pairwise points at distance (N + 1)/2 and does not guarantee the existence of
pairs of intervals where the behavior is different.

. . .

0

x

N − 1
2−1x

lsb(x) = 0 lsb(x) = 1

0 N − 1
biti 1 0 1 0 1 0 1 0 1

Figure 4.3. (N + 1)/2 ≈ r2i, r odd.
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On the other hand, if there are no good intervals at distance (N + 1)/2, then
the oracle describes a function O : ZN → [0, 1] that is close to being (N + 1)/2-
periodic. (It can of course never be exactly (N + 1)/2-periodic, since (N + 1)/2
does not divide N .) By assumption, O is correlated with the ith bit, i.e. it
is (at least to some extent) a 2i+1-periodic function. Intuitively, the only way
that a function can be both (almost) (N + 1)/2-periodic and 2i+1-periodic, is if
(N + 1)/2 and 2i+1 have integer multiples that are “close”, s(N + 1)/2 ≈ r2i+1.
These observations suggests a closer study of such relations.

Let us now try to make use of what we know, i.e. that the function O : ZN →
[0, 1] has a structure on its domain modulo 2i+1. Rather than just looking at how
the oracle behaves for values at distance (N+1)/2 (which is huge in comparison to
2i+1), we look closer at the “modulo 2i+1-behavior”. To simplify the discussion,
let us first assume that [x]2i+1 is small. We can extend Equation (4.1) on page 49
as follows:

[2−1x]N =
x− 2i+1 biti+1(x)− lsb(x)

2

+2i biti+1(x) + lsb(x)
N + 1

2
. (4.6)

Since x is small modulo 2i+1, so is the term x−2i+1 biti+1(x)−lsb(x)
2 , and it (hope-

fully) does not effect the behavior modulo 2i+1 too seriously. Besides the influ-
ence of the lsb, we can expect the oracle’s behavior on [2−1x]N to also depend
on the i+ 1st bit of x, since this bit “falls into” position i which we know is of
significance to the oracle. This suggests that we could try to decide both the
lsb and the i+ 1st bit of x by querying the oracle on [2−1x]N . To do this, two
effects must be considered: On the small scale, modulo 2i+1, the important term
is 2i biti+1(x) + lsb(x)[N+1

2 ]2i+1 , and on the large scale, modulo N , the term
lsb(x)N+1

2 may be of importance.
Now, we actually cannot assume that [x]2i+1 is small. If this was true, then

we would essentially have biti([2−1x]N ) = biti+1(x) ⊕ (lsb(x) · biti(N+1
2 )), and

if biti(N+1
2 ) = 0, we cannot hope to determine the lsb. What we will do instead

is to make sure that we know, with high enough accuracy, the value [x]2i+1 .
It now becomes natural to view ZN , not as a 1-dimensional interval of length

N , but rather as a 2-dimensional plane, one dimension corresponding to pro-
jections modulo 2i+1, the other corresponding to the rough size modulo N (as
before). We represent each z ∈ ZN uniquely by (z mod 2i+1, bz/2i+1c). When
sampling the oracle, we now need to know in advance, not only the sample
points approximate location in ZN , but also the approximate location modulo
2i+1. This explains the need for (4.3) of Lemma 4.2.

In the next section, we will see that at least in cases where a generalized (and
quantified) version of the constraint s(N + 1)/2 ≈ r2i+1 does not hold, we are
able to carry out this program. In the cases where we cannot determine the bits
two by two, this relation between N and 2i+1 is shown to hold, and in addition,
the oracle has a special property. For such oracles and such N , the gcd method
outlined above can be made to work.
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4.5.2 RSA inversion, Method 2

This second method is much more technical than the previous, and we start by
outlining the ideas. This method follows the principles used in Näslund (1996).

As mentioned, the idea is to use the oracle for the ith bit to decide both
the lsb and the i + 1st bit. Suppose that we have set things up so that we
already know the value of Bii−d+1 (x), the value of the d bits to the right of, and
including bit i. (If d is small enough we can initially simply guess this value.)
Instead of asking the oracle on EN ([2−1x]N ), we will use EN ([2−τx]N ) where
1 < τ � i. (Why τ > 1 is a good idea is explained shortly.) Make a list of all 22τ

possibilities for bits i+ 1, . . . , i+ τ , and bits 0, . . . , τ − 1 in x, i.e, for Bi+τi+1 (x)
and Bτ−1

0 (x). Hence, an entry in this list looks like (u1, v1), 0 ≤ u1, v1 ≤ 2τ − 1,
u1 corresponding to a possibility for Bi+τi+1 (x) and v1 to a possibility for Bτ−1

0 (x).
The two bits we are after, biti+1(x) and lsb(x), then corresponds to lsb(u1) and
lsb(v1), respectively.

Take any two distinct candidates from the list (u1, v1) and (u2, v2). Surely,
they cannot both be correct, so we shall try to exclude one of them (the in-
correct one if one is correct). Furthermore, since we only try to determine the
two bits biti+1(x) (corresponding to lsb(u1), lsb(u2)) and lsb(x) (corresponding
to lsb(v1), lsb(v2)), we are only interested in pairs (u1, v1), (u2, v2) for which
lsb(u1) 6= lsb(u2) or lsb(v1) 6= lsb(v2).

We now attempt to distinguish between the two choices by “shifting” x by
τ steps to the right, computing [2−τx]N . What happens? Because we know the
value of Bii−d+1 (x), the interesting bits that will have effect on the ith bit in
[2−τx]N are the τ bits to the left of bit i; bits i+1, . . . , i+τ , since they are shifted
to the right, passing position i, and the τ least significant bits; 0, 1, . . . , τ − 1,
since these cause wraparound modulo N when shifted:

[2−τx]N =
x− Bi+τi+1 (x) 2i+1 − Bii−d+1 (x) 2i−d+1 − Bτ−1

0 (x)
2τ

+ Bi+τi+1 (x) 2i+1−τ + Bii−d+1 (x) 2i−d+1−τ

+ Bτ−1
0 (x) [2−τ ]N . (4.7)

(C.f. equation (4.6).) The term x−Bi+τi+1 (x) 2i+1−Bii−d+1 (x) 2i−d+1−Bτ−1
0 (x)

is divisible (as an integer) by 2τ , and it has d zeros to the right of bit i, so it is
very small mod 2i+1. Hence, Bi+τi+1 (x) 2i+1−τ +Bτ−1

0 (x) [2−τ ]N is essentially the
only unknown term that influences the ith bit in [2−τx]N .

Now let us try to decide if Bi+τi+1 (x) = u1 or u2 and if Bτ−1
0 (x) = v1 or v2. We

would like to tell if [2−τx]N is of the form z′+u12i+1−τ+v1[2−τ ]N or, of the form
z′ + u22i+1−τ + v2[2−τ ]N , and this is the same as distinguishing between values
of the form z and z + u2i+1−τ + v[2−τ ]N , where z = z′ + u12i+1−τ + v1[2−τ ]N ,
u = u2−u1, and v = v2− v1. We would for simplicity like to have both u, v > 0.
Obviously, we can assume that v > 0; we are only interested in the differences,
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so we may interchange (u1, v1) and (u2, v2) to ensure that v > 0. Still, it may
be the case that u < 0. If this is so, we replace u by 2τ + u. Note that

(2τ + u)2i+1−τ = 2i+1 + u2i+1−τ = u2i+1−τ mod 2i+1,

so the only difference by doing this replacement is a single multiple of 2i+1 which
should not matter to the oracle (see Lemma 4.12). That is, we can compute u, v
as u = [u2 − u1]2τ , v = [v2 − v1]2τ so that 0 ≤ u, v ≤ 2τ − 1. Because at least
one of the pairs u1, u2, v1, v2 differs in their least significant bit, we know that
at least one of u, v is odd.

If we assume that z belongs to some subset S ⊂ ZN , then [2−τx]N ∈ S if
(u1, v1) is correct and [2−τx]N ∈ S+u2i+1−τ + v[2−τ ]N if (u2, v2) is correct. We
now make the following definition:

Definition 4.8. For given N, τ and 0 ≤ u, v ≤ 2τ − 1, define

ατN (u, v) , u2i+1−τ + v[2−τ ]N .

Note that ατN (u, v) is computed modulo N , not modulo 2i+1. Again, we are
only interested in ατN (u, v) where at least one of u, v is odd, so there are 3

422τ

such values.
Just like we in the previous section wanted to find sets J , J + (N + 1)/2 =

J + [2−1]N , where the oracle behaved differently, we can now ask if there are
similar sets S, S + ατN (u, v) where the oracle behaves differently. Consider first
the case when v is odd. There are then 2τ distinct values of the form kατN (u, v),
k = 0, 1, . . . , 2τ−1, and one can hope that for at least one of these k’s, the oracle
distinguishes between some S+kατN (u, v) and S+(k+1)ατN(u, v). (When k = 2τ ,
[kατN (u, v)]N = u2i+1 + v, which in turn is v modulo 2i+1. Since v is small and
the oracle predicts the ith bit, as far as the oracle is concerned, we are then
“back where we started”. When τ = 1 there are therefore essentially only two
possible multiples of α1

N (u, v) so this also explains why we use τ > 1.) Now,
if we can find good interval pairs for all these α-values, we seem to be in good
shape. This seems unlikely at first—we could not even argue that there must be
a single good interval pair J, J +(N +1)/2. On one hand, we are better off now,
because we are free (within some range) to choose k, τ as we wish. Then again,
we now need an exponential number (in τ) of such interval pairs.

Consider a particular (u, v) and fix S ⊂ ZN so that all z ∈ S have the same
value for their ith bit. We can thus not let S be an interval as before, since
the length S would then be bounded by 2i, which is negligible compared to
N . Instead, we take S as a union of short intervals, each at distance 2i+1, i.e.
S =

⋃
l(J

′ + l2i+1) where J ′ is a “traditional” interval of length at most 2i and
the range of l is chosen suitably so that the measure of the set S is non-negligible.
We will shortly see that we can view these S as two-dimensional intervals, or
“boxes”, in a nice way.

For such an S, consider now the sets

Sk = S + kατN (u, v), 0 ≤ k ≤ 2τ − 1.
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If for some k, ∆O(Sk, Sk+1) is non-negligible we are done, so suppose this is not
the case. Consider next all translations of {Sk}:

Sj,k = S + kατN (u, v) + j(#J ′), 0 ≤ k ≤ 2τ − 1, 0 ≤ j ≤ b2i+1/#J ′c.
If S is chosen suitably, these sets can be made to cover ZN very nicely and
if, in addition, {kατN (u, v)}2τ−1

k=0 is nicely distributed modulo 2i+1 then there
must be a fixed j such that the oracle does not behave the same on some Sj,k,
Sj,k+1, otherwise the oracle cannot be correlated with the ith bit. Hence the key
property is that of the distribution of the sequence {kατN (u, v)}k≥1 modulo 2i+1.
Recall that we so far assume that v is odd. (We can show, see Proposition 4.22,
that the case when v is even is “easy”, and we do not discuss that case further
at this point.) For odd v, we define a new quantity that is later shown to be
intimately related to ατN (u, v).

Definition 4.9. For 0 ≤ u, v ≤ 2τ − 1, v odd, define

α̃τN (u, v) , [−uv−1N ]2τ 2i+1−τ +
⌈
N

2τ

⌉
.

We show that unless a small integer multiple of α̃τN (u, v) is close to a multiple
of 2i+1, then the sequence {kα̃τN(u, v)}k≥1 will indeed be “equidistributed” mod
2i+1, and this will imply the existence of good boxes at distance ατN (u, v). The
only problem is when for some u, v, r and “small” s ∈ Z,∣∣∣∣ α̃τN (u, v)

2i+1
− r

s

∣∣∣∣
is “small”.

We cannot rule out the possibility that such u, v, s, r exist, but the good
news is that when they do, and the original oracle behaves the same on all
S, S + ατN (u, v), then we can construct an oracle and find an interval J so that
this new oracle behaves differently on J and J + (N + 1)/2.

Definition 4.10. In the sequel we write N as N , N12i+1 + N0 where N0 <
2i+1. We will sometimes also study N1 closer, and it will be convenient to write
N1 as N1 , N32τ(n) +N2 where N2 < 2τ(n).

Definition 4.11. Let I , Z2i+1 = {0, 1, . . . , 2i+1 − 1} and Y , ZN1+1 =
{0, 1, . . . , N1}. We can view ZN as a subset of I × Y by defining the natu-
ral projection π : ZN → I × Y by

π(z) = (πI(z), πY (z)) , (z mod 2i+1, bz/2i+1c).
Note that π is surjective, except possibly for some values4 of the form (j,N1)

4We would like to draw the readers attention to the fact that since we are really working
modulo N , the value z that π(·) is applied to should, when necessary, first be reduced mod
N . Such wrap in the Y -direction of Π(N, i) could cause problems. For this reason, we shall
arrange things so that the argument z (even when z is the sum of elements in ZN ) can always
be considered as an integer in the range [0..N − 1] and no boundary-problems arise.
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with j ≥ N0. We define the plane Π(N, i) = (I × Y ) ∩ π(ZN ). For b ∈ {0, 1} we
set

S(b) , {z ∈ ZN | biti(z) = b}.
For all non-negative integers z0, y0, w, h that satisfy 2i+1(y0+h−1)+z0+w−1 <
N we define a box , S, of width w and height h as the following rectilinear subset
of I × Y :

{π(z + 2i+1y) | z0 ≤ z < z0 + w, y0 ≤ y < y0 + h}.
That is, should z0 + w ≥ 2i+1, we allow wrap around the edges of I in the
natural way, but wrap in the Y -direction is not allowed for technical reasons.
The measure of such a box is simply λ(S) , #S

N = wh
N . Furthermore, for a

box S and z ∈ ZN such that max(z′,y′)∈S(2i+1y′ + z′ + z) < N , we define the
z-translation of S as

S + z = S + (πI(z), πY (z)) , {(πI(z′ + z), πY (y′ + z)) | (z′, y′) ∈ S}.

That is, the operation is defined unless the translated box is forced to wrap in
the Y -direction.

A level is a subset of Π(N, i) consisting of the set of values having a fixed
πY -value. (As noted, all levels except possibly the N1th level are “full”, and this
is one reason for avoiding boxes that wrap in the Y -direction.)

Finally, if S is a box and D is a probability distribution on S, we define as
before

POD (S) , Pr
z∈DS

[O(EN (z)) = 1].

When D is the uniform distribution, we omit it from the notation and then also
define ∆O(S, S′) ,

∣∣PO(S)− PO(S′)
∣∣.

Figure 4.4 below illustrates the plane.

In the figure, the relative scale on the I and Y -axis suggests that i > n/2, since
2i+1 = #I > #Y = N1 + 1 = dN/2i+1e ≈ 2n−(i+1).

Let us first, as promised, and as a warm up, check that we only need to
consider ατ(n)

N (u, v) with 0 ≤ u ≤ 2τ(n)− 1, although we a priori only know that
|u| ≤ 2τ(n) − 1.

Lemma 4.12. If for some u, v, 0 ≤ v ≤ 2τ(n) − 1, −(2τ(n) − 1) ≤ u < 0 there
is a box S of height h and with ∆O(S, S + α

τ(n)
N (2τ(n) + u, v)) ≥ ε′(n), then

∆O(S, S + α
τ(n)
N (u, v)) ≥ ε′(n)− 2

h
.

Proof. As noted,

α
τ(n)
N (2τ(n) + u, v) = (2τ(n) + u)2i+1−τ(n) + v[2−τ(n)]N = 2i+1 + α

τ(n)
N (u, v),
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S(0) S(1)

N1

S h

S + z

w

Y 0
I 0 2i 2i+1 − 1

Figure 4.4. The Π(N, i)-plane. Shown is a typical box, S, and a translation, S + z.

so πI(α
τ(n)
N (2τ(n) + u, v)) = πI(α

τ(n)
N (u, v)) and

πY (ατ(n)
N (2τ(n) + u, v)) = πY (ατ(n)

N (u, v)) + 1.

Hence, the boxes S+ατ(n)
N (u, v), S+ατ(n)

N (2τ(n)+u, v) coincide in the I-direction
of Π(N, i), and they are translations of each other by 1 in the Y -direction. The
symmetric difference between the two are therefore only a 2/h fraction of the
boxes.

Since all our boxes will be of substantial height, negative u are thus no problem
and we will only consider positive u, v in the remainder of the section.

Before discussing the existence of “good” boxes in general, let us assume
that we have all the boxes we need, and see how we use them to invert RSA. As
suggested we decide the bits two by two. Using knowledge of already determined
bits, we can by the lemma below decide two more bits.

Lemma 4.13. Suppose that for all 0 ≤ u, v ≤ 2τ(n)−1, u or v odd, there is a box
Su,v of width w(n)2i+1, height h(n)N1, and with ∆O(Su,v, Su,v + α

τ(n)
N (u, v)) ≥

ε′(n), where h(n), w(n), ε′(n) are all non-negligible. Define dY (n) , log ε′(n)−1+
log(w(n)h(n))−1 + 9, dI(n) , log ε′(n)−1 + logw(n)−1 + 8. Then it is possible
to construct an oracle, O′, that given EN (x), j, Bi+ji−dI(n)+1 (x), Bj−1

0 (x), and y
so that absN (x − y) ≤ 2−dY (n)N , for any 0 ≤ j ≤ max(n− i− 2, i), determines
biti+j+1(x) and bitj(x) with probability at least 1− 1

2n .
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Proof. We assume that, in fact, j ≤ min{i−dI(n)+1, n−dY (n)−1}. Otherwise,
only one of the two bits biti+j+1(x), bitj(x) are unknown, and it is easy to see
how that would only simplify the procedure below.

For notational convenience, we define the quantities

ϑ(n) , max(h(n)−12−(dY (n)−2), w(n)−12−(dI(n)−1)),

and furthermore, λ , minu,v λ(Su,v) (λ is non-negligible), W (n) , 3 · 22τ(n)−1,
m′(n) , 16nW (n)(ε′(n)/2)−1, and m(n) , 2((1− 11ϑ(n))λ)−1m′(n).

By Lemma 4.2, we can generatem(n) sample points of the form rkx where for
some zk, [rkx]N = [zk]N , zk is known within 2−dY (n)N and with [zk]2i+1 known
with a relative error of 2−dI(n). There are a polynomial number of possibilities
for these values but we can construct one oracle for each, and try them all, so
we may assume that we have the correct choice.

The procedure to decide two new bits in x is:
Algorithm 4.14.

Output: (biti+j+1(x), bitj(x))
(1) T ← {0, 1}τ(n) × {0, 1}τ(n)

(2) while ∃ (u1, v1), (u2, v2) ∈ T s.t. lsb(u1) 6= lsb(u2) OR lsb(v1) 6= lsb(v2) do
(3) (u, v)← ([u2 − u1]2τ(n) , [v2 − v1]2τ(n)); α← α

τ(n)
N (u, v)

(4) guess that u1 = Bi+j+τ(n)
i+j+1 (x) and v1 = Bj+τ(n)−1

j (x)
(5) R = {}
(6) for k := 1 to m(n) do
(7) π′ ← approximation to π([(rk + 2−(j+τ(n)))x]N )

based on j, τ(n), u1, v1 and available info. on x, rkx
(8) if π′ ∈ Su,v then
(9) R← R ∪ {EN ((rk + 2−(j+τ(n)))x)}
(10) if χ(R,Su,v, Su,v + α) = 0 then
(11) delete (u2, v2) from T
(12) else
(13) delete (u1, v1) from T
(14) pick any (u, v) ∈ T ; return (lsb(u), lsb(v))

Some comments may be in place. The while-loop loops over pairs of candi-
dates for Bi+j+τ(n)

i+j+1 (x), Bj+τ(n)−1
j (x), and terminates when all remaining ones

have the same value both for lsb(Bi+j+τ(n)
i+j+1 (x)) (corresponding to biti+j+1(x))

and lsb(Bj+τ(n)−1
j (x)) (i.e. bitj(x)), meaning that we hopefully have decided

two new bits in x. (We need actually only loop over possibilities for the τ1(n) =
min(τ(n), n − dY (n) − i− j − 1) least significant bits of u1, u2 and the τ2(n) =
min(τ(n), i − dI(n) + 1 − j) least significant bits in v1, v2. The other, most
significant bits are either already known or must be identically zero.)

In line (4) we “guess” that (u1, v1) is the correct choice for the unknown
bits. Guessing means that the computations that follow are made as if (u1, v1) is
correct. This guess is needed to perform the computation in line (7). It will be
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shown that if (u1, v1) indeed is correct, then the π′-value computed there will
be a good approximation to the true π-values. Therefore, the distribution on
the set R used to compute χ as described in Lemma 4.4 will be close to random
points on Su,v.

If instead, (u2, v2) is correct, then R consists of values close to the uniform
distribution on Su,v+ατ(n)

N (u2−u1, v2−v1), and by Lemma 4.4 we will with high
probability not err on computing χ in line (10). Of course, we may be totally
wrong so that none of (u1, v1), (u2, v2) is correct, but if so, we will always (and
correctly) rule out one of them as a possibility. In other words, the set of possible
candidates decreases by one, and we are unlikely to throw out the correct choice.

When the while-loop terminates, T contains a set of pairs, all pairs having
the same value for their least significant bits. Moreover, one of them will (with
high probability) actually be the correct value for Bi+j+τ(n)

i+j+1 (x), Bj+τ(n)−1
j (x),

so we can pick any value in T , knowing that we at least get the correct values
for biti+j+1(x), bitj(x).

It remains to analyze the error probabilities. We fix (u1, v1) and (u2, v2)
and analyze the error in one round of the loop. We claim the following (c.f.
Claim 4.7).

Claim 4.15. Let ϑ(n) = max(h(n)−12−(dY (n)−2), w(n)−12−(dI(n)−1)) as above
and suppose the following holds.

• x is known within 2−dY (n)N , and Bj−1
0 (x), Bi+ji−dI (n)+1 (x) are known.

• In line (4), u1, v1 is the correct value for Bj+τ(n)−1
j (x), Bi+j+τ(n)

i+j+1 (x).

• In line (7), for some zk such that [zk]N = [rkx]N , zk and [zk]2i+1 are known
within 2−dY (n)N , 2i+1−dI(n), respectively.

Then, we can compute a value π′ so that the distribution, D0, induced on the
points included R subject to π′ ∈ Su,v has support on a set S′ with #S′ ≥
#Su,v(1− 11ϑ(n)) and for which∣∣POD0

(S′)− PO(Su,v)
∣∣ ≤ 20 · ϑ(n) + 2 · (w(n)h(n))−12−(dY (n)−2).

We postpone the proof of the claim. Similarly, if u2, v2 are correct, we sample
according to a distribution D1 on some S′′ so that∣∣∣POD1

(S′′)− PO(Su,v + α
τ(n)
N (u, v))

∣∣∣ ≤ 20 · ϑ(n) + 2 · (w(n)h(n))−12−(dY (n)−2).

Hence∣∣POD1
(S′′)− POD0

(S′)
∣∣ ≥ ε′(n)− 40 · ϑ(n)− 4 · (w(n)h(n))−12−(dY (n)−2) >

ε′(n)
2

since

ϑ(n) = max(h(n)−12−(dY (n)−2), w(n)−12−(dI(n)−1))

< max
(
ε′(n)2−7, ε′(n)2−7

)
<
ε′(n)
100
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and 2−(dY (n)−2) < w(n)h(n)ε′(n)
100 .

The while loop is executed 3
422τ(n) times. What is the error probability in

one round of the loop? By Claim 4.5, the probability that #R ≤ m′(n) is at
most 2

m′(n) ≤ (3n22τ(n))−1. If this does not occur, by Lemma 4.4, the probability
that χ is correct is then at least 1− 1

2nW (n) = 1− (3n22τ(n))−1. The probability
of a single error in all the rounds is then at most

3
4
22τ(n)

(
1

3n22τ(n)
+

1
3n22τ(n)

)
=

1
2n
.

To complete the proof of the Lemma, we have to prove Claim 4.15. We first
record this Lemma.

Lemma 4.16. Suppose that

• x is known within 2−dY (n)N , and Bj+τ(n)−1
0 (x), Bi+j+τ(n)

i−dI(n)+1 (x) are known.

• [rkx]N , is uniformly distributed in ZN , and for some zk such that [zk]N =
[rkx]N , we know zk and [zk]2i+1 within 2−dY (n)N , 2i+1−dI(n), respectively.

Then, we can compute a value π′ = (π′I , π
′
Y ) that satisfies

absN1+1(π′Y − πY ([(rk + 2−(j+τ(n)))x]N )) ≤ N1

2dY (n)−2
,

and unless absN ((rk + 2−(j+τ(n)))x) ≤ 2−(dY (n)−1)N ,

abs2i+1(π′I − πI([(rk + 2−(j+τ(n)))x]N )) ≤ 2i−dI(n)+2.

Proof. Let b = Bj+τ(n)−1
0 (x), b′ = Bi+j+τ(n)

i−dI(n)+1 (x). We have

[2−(j+τ(n))x]N =
x− b′2i−dI(n)+1 − b

2j+τ(n)︸ ︷︷ ︸
=x1

+ b′2i−dI(n)+1−j−τ(n) + b[2−(j+τ(n))]N︸ ︷︷ ︸
=x2

.

Since x is known within N/2dY (n), so is x1 (it is in fact known even more precisely
than that). Moreover, x2 is known exactly, so surely, [2−(j+τ(n))x]N = x1 + x2

must be known within N/2dY (n).
Secondly, since [zk]N = [rkx]N is known withinN/2dY (n), [rkx+2−(j+τ(n))x]N

is known within N/2dY (n)−1. This then gives us a z so that

absN ((rkx+ 2−(j+τ(n)))x − z) ≤ N/2dY (n)−1,

and it also determines t , b(zk + 2−(j+τ(n))x)/Nc, except possibly if zk +
2−(j+τ(n)))x is within N/2dY (n)−1 of an integer multiple of N (and whence,
absN ((rk + 2−(j+τ(n)))x) ≤ N/2dY (n)−1).
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Then, as πY ([rkx+ 2−(j+τ(n))x]N ) = b[rkx+ 2−(j+τ(n))x]N/2i+1c, we there-
fore know πY (rkx+ 2−(j+τ(n))x) with an error of at most

N

2i+1+dY (n)−1
=

N1

2dY (n)−1
+

N0

2i+1+dY (n)−1
<

N1

2dY (n)−2
.

Finally, consider πI([rkx+ 2−(j+τ(n))x]N ). With x1, x2, t as above, and since
[zk]N = [rkx]N ,

πI([rkx+ 2−(j+τ(n))x]N ) = πI([x1 + x2 + zk]N ) = x1 + x2 + zk − tN mod 2i+1.

We have Bii−dI (n)+1 (x1), Bii−dI(n)+1 (zk), and x2 is fully known. Furthermore, t
is known by assumption. So, the error in πI([rkx + 2−(j+τ(n))x]N ) is not more
than 2 · 2i+1−dI(n).

Proof of Claim 4.15. Compute π′ = (π′Y , π
′
I) as in Lemma 4.16, i.e. so that

absN1+1(π′Y − πY ([(rk + 2−(j+τ(n)))x]N )) ≤ N1

2dY (n)−2
, N1δY ,

and unless absN ((rk + 2−(j+τ(n)))x) ≤ 2−(dY (n)−1)N (that is, with probability
1− 2−(dY (n)−1)),

abs2i+1(π′I − πI([(rk + 2−(j+τ(n)))x]N )) ≤ 2i−dI(n)+2 , 2i+1δI .

We call z internal (resp. external) if z ∈ Su,v (z /∈ Su,v) and z is at least
N1δY , 2i+1δI away from the horizontal/vertical boundaries of Su,v. Let SI be
the internal points. By definition, max(δI/w(n), δY /h(n)) ≤ ϑ(n), so SI is at
least a

(w(n) − 2δI)(h(n)− 2δY )
w(n)h(n)

≥ 1− 4
(

δIδY
w(n)h(n)

+
δI
w(n)

+
δY
h(n)

)
≥ 1− 11ϑ(n)

fraction of Su,v (note: ϑ(n)� 3/4). Hence over the uniform distribution,∣∣PO(Su,v)− PO(SI)
∣∣ ≤ 11ϑ(n). (4.8)

By selecting [(rk + 2−(j+τ(n)))x]N if and only if π′([(rk + 2−(j+τ(n)))x]N ) ∈
Su,v, internal points are always selected and external points are never selected.
Observe that it may be the case that π′ is wrong (due to the fact that the
π′I -component is wrong), but this only occurs for [(rk + 2−(j+τ(n)))x]N with
absN ((rk + 2−(j+τ(n)))x) ≤ 2−(dY (n)−1)N , implying that

absN1+1(πY ([rk + 2−(j+τ(n)))x]N ) ≤ 2−(dY (n)−2)N1 = N1δY

so that [rk + 2−(j+τ(n)))x]N cannot be an internal point in that case either.
So, an internal (external) point is always (never) selected, and besides the

internal points, the selected points all come from a set of density at most

(h(n) + 2δY )(w(n) + 2δI)− (h(n)− 2δY )(w(n) − 2δI) + 2−(dY (n)−2)

= 4(w(n)δY + h(n)δI) + 2−(dY (n)−2) ≤ 8w(n)h(n)ϑ(n) + 2−(dY (n)−2),
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i.e. the non-internal points plus the points having incorrect π′-values. Thus,
given that a point is selected, it is an internal point with probability at least

1− 8w(n)h(n)ϑ(n) + 2−(dY (n)−2)

(w(n) − 2δI)(h(n)− 2δY )
> 1− 8w(n)h(n)ϑ(n) + 2−(dY (n)−2)

w(n)h(n)− 2δIh(n)− 2δY w(n)

≥ 1− 8w(n)h(n)ϑ(n) + 2−(dY (n)−2)

w(n)h(n) − 4w(n)h(n)ϑ(n)

= 1− 8ϑ(n) + (w(n)h(n))−12−(dY (n)−2)

1− 4ϑ(n)

≥ 1− 9ϑ(n)− 2(w(n)h(n))−12−(dY (n)−2)

since 1− 4ϑ(n)� 8/9. Hence∣∣POD (S′)− PO(SI)
∣∣ ≤ 9ϑ(n) + 2(w(n)h(n))−12−(dY (n)−2).

Combining this with (4.8) establishes the claim.

Lemma 4.17. Let dY (n), dI(n) as is Lemma 4.13. If there is an oracle O′,
that given EN (x), j, Bi+ji−dI(n)+1 (x), Bj−1

0 (x), and y such that absN (x − y) ≤
2−dY (n)N , for any 0 ≤ j ≤ max(n− i−2, i), determines biti+j+1(x) and bitj(x)
with probability at least 1 − 1

2n , then we can invert RSA in random polynomial
time with probability of success at least 1

2 .

Proof. The inversion algorithm is now very simple.

Algorithm 4.18.

Input: EN (x), |N | = n
Output: x
(1) guess y so that absN (x− y) ≤ 2−dY (n)N

(2) guess z′ = Bii−dI(n)+1 (x); z ← 0 /* z = Bj−1
0 (x) */

(3) for j := 0 to max(n− i− 2, i) do
(4) (b′, b)← O′(EN (x), j, z′, z, y) /* biti+1+j(x), bitj(x) */
(5) z′ ← 2j+dI(n)b′ + z′; /* Bi+ji−dI(n)+1 (x) */
(6) z ← 2jb+ z; /* Bj0 (x) */
(7) return z′2i+1−dI(n) + z

We can repeat the process for all the polynomially many choices for y, z′, so
we may assume that we have a correct guess. If the oracle does not err, it is
easy to see that the final z′2i+1−dI(n) + z is the correct binary representation
of x. Since O′ is used at most n times, the total error probability is at most
n 1

2n = 1
2 .

In the remainder of this section, we find sufficient conditions for the existence
of the good boxes.
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The Existence of Good Boxes Needed in Lemma 4.13

As mentioned (recall the discussion on page 57), if for some r, s ∈ Z, the quantity∣∣sN+1
2 − r2i+1

∣∣ is “small”, we may not be able to use the oracle for ith bit as a lsb-
oracle. Note that this is the same as having |ζ − r/s| small where ζ = (N+1)/2

2i+1 .
In this subsection we shall generalize and quantify this statement and see how
such criterion on the numbers involved can be useful.

Definition 4.19. The number ζ ∈ Q is said to be of (Q,ψ)-type if for all integers
r, s, 0 < s ≤ Q and (r, s) = 1:

∣∣∣ζ − r

s

∣∣∣ > 1
s2ψ

.

(That is, the distance from sζ to the nearest integer is at least 1
sψ .)

It is well known that there are no ζ of (Q, 1)-type, not even if we allow ζ to be
irrational, and if ζ is of the form α/2i+1 (which is interesting for us) and where
α is random, then it is easy to show that the probability that ζ is of (Q,ψ)-type
is 1−O( logQ

ψ ), provided 2i+1 ≥ Q2ψ.
Why is type a useful concept? The famous Weyl equidistribution theorem

states that if ζ is irrational, the fractional parts of the sequence {jζ}K−1
j=0 is

uniformly distributed in [0, 1] in the sense that as K → ∞, each [a, b] ⊂ [0, 1],
gets about the “correct” number of points from the sequence, i.e. a b−a fraction.
The rate of convergence to the uniform distribution depends on the extent to
which ζ is approximable by rationals. We want to show that (at least for some
u, v), {jατ(n)

N (u, v)}2τ(n)−1
j=0 is nicely distributed modulo 2i+1. There should be

a close correspondence between this sequence modulo 2i+1 and the sequence
{jζ}2τ(n)−1

j=0 modulo 1 (the fractional parts), where ζ = α
τ(n)
N (u, v)/2i+1, so we

look for a quantitative version of the Weyl-theorem for rational ζ. (In the next
chapter on bit extraction, we shall also use results of this kind.)

However, notice that the sequence {jατ(n)
N (u, v)}2τ(n)−1

j=0 is really a sequence
modulo N . So, we cannot consider it as an arbitrary integer sequence modulo
2i+1 as reductions modulo N occurs first. It is here that we switch to study-
ing α̃

τ(n)
N (u, v) instead. We encourage the reader to verify that by definition,

the sequence {jα̃τ(n)
N (u, v)}2τ(n)−1

j=0 does not wrap modulo N and can therefore
be treated as an integer sequence. In Lemmas 4.23, 4.25, the correspondence
between α̃τ(n)

N (u, v) and ατ(n)
N (u, v) is investigated. So, we can now consider the

rational ζu,v = α̃
τ(n)
N (u, v)/2i+1, and there are three cases in which we can show

that there are good boxes at distance ατ(n)
N (u, v). Specifically, we divide our

study as follows.
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1. v = 2v′ is even. Then α̃τ(n)
N (u, v) is actually not defined. But we can study

α
τ(n)
N (u, v) directly, and since now u must be odd, we see that

2τ(n)−1α
τ(n)
N (u, v) = 2τ(n)−1u2i+1−τ(n) + 2τ(n)−12v′[2−τ(n)]N

= u2i + v′ mod N ≈ u2i,

since v′ < 2τ(n) is “small” compared to 2i. We know that the oracle is
correlated with the ith bit, so since u is odd there should be good boxes at
distance 2τ(n)−1α

τ(n)
N (u, v) ≈ u2i, and since 2τ(n)−1 ∈ O(poly(n)), there

should also be good boxes at distance ατ(n)
N (u, v).

2. v is odd and ζu,v is of bad type, but ζu,v is close to some r/s, (r, s) = 1,
and where s is even. This case can be treated very similarly to case 1.

3. v is odd and ζu,v is of good type, i.e. inapproximable by small rationals.
Then we win because we can prove that the sequence {jα̃τ(n)

N (u, v)}2τ(n)−1
j=0

is nicely distributed modulo 2i+1.

The three cases are considered in Proposition 4.22, Corollaries 4.28, and 4.33,
respectively. The only remaining difficulty is when v is odd and ζu,v is of bad
type, and approximable by a rational with a small, odd denominator. It is in this
case (and when the oracle does not distinguish between any S and S+ατ(n)

N (u, v))
that we are able to use the gcd method described previously. This last case is
treated in Section 4.5.3.

Recall the definition of S(0), S(1) as the subsets of Π(N, i) where the ith bit
is 0 and 1, respectively.

Claim 4.20. If O is an ε(n)-oracle for biti(E−1
N (x)) and the bias of the ith bit

is βi(N) then
∆O(S(1), S(0)) ≥ ε(n)− βi(N).

Proof. By the assumption on O,

Pr[O(EN (x)) = biti(x)] ≥ 1 + ε(n)
2

,

and since

Pr[O(EN (x)) = biti(x)] = PO(S(1)) Pr[biti(x) = 1]
+(1− PO(S(0))) Pr[biti(x) = 0]

= PO(S(1))
1− βi(N)

2
+ (1 − PO(S(0)))

1 + βi(N)
2

=
1 + βi(N)

2
+

1
2
(PO(S(1))− PO(S(0)))

−βi(N)
2

(PO(S(0)) + PO(S(1))),
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we must have

1 + βi(N)
2

+
1
2
(PO(S(1))−PO(S(0)))− βi(N)

2
(PO(S(0))+PO(S(1))) ≥ 1 + ε(n)

2
.

Therefore,

PO(S(1))− PO(S(0)) ≥ ε(n)− βi(N)(1−PO(S(0))− PO(S(1))) ≥ ε(n)− βi(N).

A consequence of defining an “internal bit” by an upper bound on i and the
observation that βi(N) ≤ 2i/N , is that ε(n) − βi(N) is lower bounded by a
non-negligible quantity.

Lemma 4.21. If O is a ε(n)-oracle for biti(E−1
N (x)) and A 6= 0 ∈ ZN is such

that there are r, s, (r, s) = 1 and s even with∣∣∣∣ A2i+1
− r

s

∣∣∣∣ = δ <
1
s
.

Then there is a box S of width 2i, height at least N1 − (r − 1)/2 and satisfying

∆O(S, S +A) ≥ ε(n)− (r + 1)/N1

s
− 4δ

Proof. By assumption r must be odd and

s

2
A = 2i(r ± sδ). (4.9)

Set t = πY ( s2A) = b2i(r ± sδ)/2i+1c = (r − 1)/2 and define

S′ = S(0) ∩ {z | 0 ≤ πY (z) ≤ N1 − t− 1},
S′′ = S(1) ∩ {z | t ≤ πY (z) ≤ N1 − 1}

(We avoid values with πY (z) = N1.) The heights of S′, S′′ are N1 − (r − 1)/2
and the widths are 2i. From Claim 4.20, since i < n− 2− log ε(n)−1,

∆O(S′, S′′) > ∆O(S(0), S(1))− (r − 1)/2 + 1
N1

≥ ε(n)− βi(N)− r + 1
2N1

≥ ε(n)− 2i

N
− r + 1

2N1
≥ ε(n)

2
− r + 1

2N1
.

From (4.9) above, we bound the relative symmetric difference

#(S′′O(S′ + s
2A))

#S′′
≤ 2sδ
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and therefore
∆O(S′, S′ +

s

2
A) ≥ ∆O(S′, S′′)− 2sδ.

If we now let Sj = S′ + jA, there must be a j0, 0 ≤ j0 < s/2, so that

∆O(Sj0 , Sj0+1) ≥ 2
s

(
ε(n)
2
− r + 1

2N1
− 2sδ

)
≥ ε(n)− (r + 1)/N1

s
− 4δ.

See also Figure 4.5 below.

S(0) S(1)

N1

S′

S′′

t
0

0 2i 2i+1 − 1

Figure 4.5. S′, S′′ (grey), and S′ + s
2
A (dotted line).

Proposition 4.22. For 0 ≤ u, v ≤ 2τ(n) − 1 with u odd, v even, there is a box
S of width 2i, height at least N1 − 2τ(n)−1, so that

∆O(S, S + α
τ(n)
N (u, v)) ≥ ε(n)

2τ(n)+1
.

Proof. Observe that

2τ(n)−1α
τ(n)
N (u, v) = 2τ(n)−1(u2i+1−τ(n) + v[2−τ(n)]N )

= 2τ(n)−1u2i+1−τ(n) +
v

2
[1]N = u2i +

v

2
mod N.
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Therefore
α
τ(n)
N (u, v)

2i+1
− u

2τ(n)
=

v

2i+τ(n)+1
.

So, by Lemma 4.21, there is a box S with width 2i, height N1 − (u − 1)/2 ≥
N1 − 2τ(n)−1 and

∆O(S, S+α
τ(n)
N (u, v)) ≥ ε(n)− 2τ(n)/N1

2τ(n)
− 4

v

2i+τ(n)+1
>
ε(n)− 2τ(n)/N1

2τ(n)
− 2

2i
.

By assumption, 2−(i−1) ≤ ε(n)
2τ(n)+2 and 2τ(n)/N1 ≤ ε(n)

4 . Hence

∆O(S, S + α
τ(n)
N (u, v)) ≥ ε(n)

2τ(n)+1
.

Before proceeding we make some simplifying observations on ατ(n)
N (u, v). As

usual, let Sm denote the symmetric group on {0, . . . ,m− 1}.
Lemma 4.23. For τ(n) < n, there is a permutation στ(n),N ∈ S2τ(n) such that

{[j2−τ(n)]N | j = 0, . . . , 2τ(n)−1} = {dστ(n),N(j)N/2τ(n)e | j = 0, . . . , 2τ(n)−1}.

στ(n),N is defined by

στ(n),N(j) , −jN−1 mod 2τ(n)

and, furthermore, στ(n),N preserves parity.

Proof. First note that both sets have the same cardinality since N/2τ(n) > 1.
We define στ(n),N (j) = rj where rj ∈ Z2τ(n) is the unique solution to Nrj =
−j mod 2τ(n), which exists since (N, 2τ(n)) = 1. (In other words, στ(n),N(j) =
−jN−1 mod 2τ(n).) Then 2τ(n)|(rjN + j) and

2τ(n) rjN + j

2τ(n)
= rjN + j = j mod N.

Hence, [j2−τ(n)]N = rjN+j

2τ(n) , which in turn, is of the form drjN/2τ(n)e since
j < 2τ(n).

Finally, if 2τ(n) divides rjN + j, then j = rj mod 2 since N is odd.

Proposition 4.24. Let 0 ≤ u, v ≤ 2τ(n)−1, v odd. Then, for k = [−v−1N ]2τ(n) ,

kα
τ(n)
N (u, v)− α̃τ(n)

N (u, v) = c2i+1 mod N

where c ∈ Z, 0 ≤ c < 2τ(n).
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Proof. We have by Lemma 4.23 that,

kα
τ(n)
N (u, v) = ku2i+1−τ(n) + kv[2−τ(n)]N

= ku2i+1−τ(n) +
⌈
στ(n),N(kv)N

2τ(n)

⌉
mod N

= ku2i+1−τ(n) + d[v−1NvN−1]2τ(n)N/2τ(n)e mod N
= ku2i+1−τ(n) + dN/2τ(n)e mod N.

Therefore, if we put u′ = [ku]2τ(n) , then 2τ(n) divides ku− u′ and

kα
τ(n)
N (u, v)− α̃τ(n)

N (u, v) = kα
τ(n)
N (u, v)−

(
u′2i+1−τ(n) + dN/2τ(n)e

)
= (ku− u′)2i+1−τ(n) = c2i+1 mod N

where c = ku−u′
2τ(n) < 22τ(n)

2τ(n) = 2τ(n).

Since kα
τ(n)
N (u, v), α̃τ(n)

N (u, v) as above only differ by a small multiple of
2i+1, the two quantities should be closely related as far as the oracle’s behavior
is concerned.

Lemma 4.25. Let 0 ≤ u, v ≤ 2τ(n) − 1, v odd, and k = [−v−1N ]2τ(n) . If there
is a box S′ of height h such that ∆O(S′, S′ + α̃

τ(n)
N (u, v)) ≥ ε′(n), then there is a

box S of the same dimensions and with

∆O(S, S + α
τ(n)
N (u, v)) ≥ ε′(n)

2τ(n)
− 2
h
.

Proof. By Proposition 4.24, kατ(n)
N (u, v)− α̃τ(n)

N (u, v) = c2i+1 mod N , c < 2τ(n).
We therefore have πI(kα

τ(n)
N (u, v)) = πI(α̃

τ(n)
N (u, v)) and the box S′+ατ(n)

N (u, v)
coincides with S′+ α̃τ(n)

N (u, v) in the I-direction of Π(N, i). In the Y -direction of
the plane, we have that πY (kατ(n)

N (u, v)) = πY (α̃τ(n)
N (u, v))+c, so the symmetric

difference (S′ + kα
τ(n)
N (u, v))O(S′ + α̃

τ(n)
N (u, v)) is 2c times the width (which is

the same for both boxes). Hence

∆O(S′, S′ + kα
τ(n)
N (u, v)) ≥ ε′(n)− 2c

h
.

There must therefore be a k0, 0 ≤ k0 < k, so that

∆O(S′ + k0α
τ(n)
N (u, v), S′ + (k0 + 1)ατ(n)

N (u, v)) ≥ 1
k

(
ε′(n)− 2c

h

)
>

1
2τ(n)

(
ε′(n)− 2 · 2τ(n)

h

)
,

and we can now take S = S′ + k0α
τ(n)
N (u, v).



4.5. Security of Non Leftmost Bits 75

These results allow us to study sequences of the form

{jα̃τ(n)
N (u, v)}j≥0 = {j(u′2i+1−τ(n) + dN/2τ(n)e)}j≥0,

rather than {jατ(n)
N (u, v)}j≥0 = {j(u2i+1−τ(n) + v[2−τ(n)]N )}j≥0. They key

benefit of this is that the former sequence is strictly increasing with respect to
πY (·). Also, since u′ < 2τ(n) and 2i+1 < N/22τ(n) (from the upper bound on i),
the first sequence never “wraps” modulo N , i.e.

[j(u′2i+1−τ(n) + dN/2τ(n)e)]N ≡ j(u′2i+1−τ(n) + dN/2τ(n)e), 0 ≤ j ≤ 2τ(n)−1.

We now study how the type of the number α̃
τ(n)
N (u,v)

2i+1 is related to the existence
of good boxes.

Definition 4.26. Define Q(n) , 210ε(n)−1, ψ(n) , ε(n)2τ(n)

212 log2 Q(n)
.

We first have the case when the type is “bad”, but we have a good approxi-
mation with an even denominator. The aim is obviously to apply Lemma 4.21.

Lemma 4.27. Suppose 0 ≤ u, v ≤ 2τ(n)− 1, v odd. If there are relatively prime
integers r, s, 0 < s ≤ Q(n) and s even, so that∣∣∣∣∣ α̃τ(n)

N (u, v)
2i+1

− r

s

∣∣∣∣∣ ≤ 1
s2ψ(n)

, (4.10)

then there is a box S of width 2i, height ≥ N1/2 and so that

∆O(S, S + α̃
τ(n)
N (u, v)) ≥ ε(n)

2s
.

Proof. We must obviously have r equal to the integer closest to sα̃τ(n)
N (u, v)/2i+1,

since the right hand side of (4.10) is smaller than 1. Let s′ = s/2. Then for some
δ < 2τ(n), with u′ = [−uv−1N ]2τ(n)

s′
α̃
τ(n)
N (u, v)

2i+1
= s′

u′2i+1 +N + δ

2i+1+τ(n)

= s′
u′2i+1 +N32i+1+τ(n) +N22i+1 +N0 + δ

2i+1+τ(n)

= s′N3 + s′
(u′ +N2)2i+1 +N0 + δ

2i+1+τ(n)
< s′(N3 + 2).

because δ, u′, N2 < 2τ(n), N0 < 2i+1 and 2τ(n) < 2i. Hence, r ≤ 2s′(N3 + 2) + 1
and πY (s′α̃τ(n)

N (u, v)) = r−1
2 ≤ s′(N3 + 2).
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From Lemma 4.21, there is a box S of width 2i, height N1 − r−1
2 > N1 −

2N3s
′ ≥ N1(1−s′2−(τ(n)−1)) ≥ N1/2 (which holds since s′ ≤ Q(n)/2 = 29ε(n)−1

and τ(n) > log ε(n)−1 + 10), and with

∆O(S, S + α̃
τ(n)
N (u, v)) ≥ ε(n)− (2s′(N3 + 2) + 2)/N1

s
− 4

1
s2ψ(n)

≥ ε(n)
s

(
1− 2sN3

N1ε(n)
− 4
sε(n)ψ(n)

)
≥ ε(n)

s

(
1− 211ε(n)−2N3

N1
− 214 log2Q(n)ε(n)−2

2τ(n)

)
We have 211ε(n)−2N3

N1
< 211ε(n)−2

2τ(n) < 1
4 since τ(n) > 2 log ε(n)−1 + logn + 16 and

therefore also 214 log2Q(n)ε(n)−2

2τ(n) < 1
4 . Thus,

∆O(S, S + α̃
τ(n)
N (u, v)) ≥ ε(n)

2s
.

Corollary 4.28. With 0 ≤ u, v ≤ 2τ(n) − 1, v odd and α̃
τ(n)
N (u, v) satisfying

(4.10) above, there is a box S of width 2i, height ≥ N1/2 and with

∆O(S, S + α
τ(n)
N (u, v)) ≥ ε(n)

2τ(n)+2s
.

Proof. Immediate from Lemmas 4.27, 4.25, and from N1 � 2τ(n)+4Q(n)ε(n)−1,
s ≤ Q(n).

It remains to see what can be said when α̃τ(n)
N (u, v) is of good type. The goal

is to prove that we can find a set of boxes that cover Π(N, i) very nicely.

Definition 4.29. Let S be a box and t ∈ Z. If α ∈ Z satisfies tα < N , we define
the t-orbit of the box S as

⋃t
j=0 S + jα.

Lemma 4.30. Let 0 ≤ u, v ≤ 2τ(n) − 1, v odd, and let S be the box [0..w− 1]×
[0..h− 2] ⊂ Π(N, i) where w < 2i+1, h = πY (α̃τ(n)

N (u, v)). Define

S = {Sj,k} = {S+ jw+ kα̃
τ(n)
N (u, v) | 0 ≤ j ≤ b2i+1/wc− 1, 0 ≤ k ≤ 2τ(n)− 2}.

Then the boxes in {Sj,k} are pairwise disjoint and cover Π(N, i) except for at
most a 4 · 2−τ(n) + w/2i+1-fraction.

Proof. First of all, notice that no box wraps in the Y -direction. To see this, first
note that

πY (kα̃τ(n)
N (u, v))− kπY (α̃τ(n)

N (u, v)) =

⌊
kα̃

τ(n)
N (u, v)
2i+1

⌋
− k

⌊
α̃
τ(n)
N (u, v)

2i+1

⌋
≤ k − 1. (4.11)
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Thus, as N3 ≤ πY (α̃τ(n)
N (u, v)) ≤ N3 + 1,

max
0≤k≤2τ(n)−2

{πY (z) | z ∈ Sj,k} ≤ πY ((2τ(n) − 2)α̃τ(n)
N (u, v) + h2i+1)

≤ πY ((2τ(n) − 1)α̃τ(n)
N (u, v))

≤ (2τ(n) − 1)πY (α̃τ(n)
N (u, v)) + 2τ(n) − 2

≤ (2τ(n) − 1)(N3 + 1) + 2τ(n) − 2
= N1 −N2 −N3 + 2τ(n)+1 − 3 < N1

because N3 ≥ 2τ(n)+1 (from the upper bound on i).
To see that the boxes are pairwise disjoint, consider first boxes Sj,k, Sj′,k

for j 6= j′. We can write these boxes as Sj,k = Sj + kα̃
τ(n)
N (u, v), Sj′,k =

Sj′ +kα̃
τ(n)
N (u, v) where Sj = Sj,0, Sj′ = Sj′,0. By definition, Sj∩Sj′ is empty—

their respective projections onto the I axis of Π(N, i) are disjoint. But since
Sj,k, Sj′,k then are translation of Sj , Sj′ by the same amount, kα̃τ(n)

N (u, v), and
this translation can be considered over Z (since the boxes do not wrap), Sj,k ∩
Sj′,k must also be disjoint.

Next, consider Sj,k, Sj′,k′ where k 6= k′. It is easy to see that the only such
boxes that potentially could have a non-empty intersection, is when k = k′ + 1,
j′ ≥ j. Otherwise, the projections of Sj,k, Sj′,k′ onto the Y -axis of Π(N, i)
are clearly disjoint. But this in fact also holds for k, k′, j, j′ as above. Write
α̃
τ(n)
N (u, v) = h2i+1 + b, 0 ≤ b < 2i+1. Then

min
z∈Sj,k

πY (z) ≥ πY (kα̃τ(n)
N (u, v)) = kh+

⌊
kb

2i+1

⌋
,

and

max
z∈Sj′,k′

πY (z) ≤ πY (k′α̃τ(n)
N (u, v) + 2i+1 − 1 + (h− 2)2i+1)

= (k′ + 1)h− 2 +
⌊
k′b+ 2i+1 − 1

2i+1

⌋
.

Substituting k′+1 = k, we see that maxz∈Sj′,k′ πY (z) ≤ kh−1 as desired. Thus,
since the boxes are pairwise disjoint,

#S = (2τ(n) − 1)(πY (α̃τ(n)
N (u, v))− 1)

⌊
2i+1

w

⌋
w

≥ (2τ(n) − 1)(N3 − 1)(2i+1 − w)
> (N3 − 1)2i+1+τ(n) −N32i+1 −N3w2τ(n).

Thus, since N < (N3 + 1)2i+1+τ(n),

λ(S) =
#S

N
≥ (N3 − 1)2i+1+τ(n) −N32i+1 −N3w2τ(n)

N

≥ 1− 2 · 2i+1+τ(n) +N32i+1 +N3w2τ(n)

N
.
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Now, by the bounds on i, 2 ·2i+1+τ(n)/N < 2−τ(n)+1, N32i+1/N < 2−τ(n)+1 and
N3
N ≤ 2−(i+1+τ(n)), and the claim follows.

Theorem 4.31. Let 0 ≤ u, v ≤ 2τ(n) − 1, v odd. If α̃τ(n)
N (u, v)/2i+1 ∈ Q is of

(Q(n), ψ(n))-type, then for all 0 ≤ a < b < 2i+1,∣∣∣∣Pr
j

[a ≤ jα̃τ(n)
N (u, v) ≤ b]− b− a

2i+1

∣∣∣∣ ≤ 14
(

1
Q(n)

+
4ψ(n) log2Q(n)

2τ(n)

)
,

the probability taken over j, chosen uniformly at random in {0, 1, . . . , 2τ(n)−2}.
Proof. See Section 4.7.

Lemma 4.32. Let 0 ≤ u, v ≤ 2τ(n)−1, v odd. If the rational α̃τ(n)
N (u, v)/2i+1 is

of (Q(n), ψ(n))-type, then there is a box S of width 2i+1ε(n)/80, height at least
N3 − 1, and with ∆O(S, S + α̃

τ(n)
N (u, v)) ≥ ε(n)

2τ(n)+1 .

Proof. Let w = 2i+1ε(n)/80, m = b2i+1/wc, y = πY (α̃τ(n)
N (u, v)) and note that

N3 ≤ y ≤ N3 + 1. Define the a set of base-boxes {Sj} by

Sj = {jw, . . . , (j + 1)w − 1} × {0, . . . , y − 2}, 0 ≤ j ≤ m− 1.

To avoid dealing with non-full boxes, we omit the set

Sm = {mw, . . . , 2i+1 − 1} × {0, . . . , y − 2},

see Figure 4.6 below.

Since (2τ(n) − 2)α̃τ(n)
N (u, v) < N we consider the orbits

Sj,k = Sj + kα̃
τ(n)
N (u, v), 0 ≤ k ≤ 2τ(n) − 2,

for 0 ≤ j ≤ m − 1. By Lemma 4.30, these boxes cover Π(N, i), except for at
most a δ ≤ 4 · 2−τ(n) + w/2i+1-fraction. Since the oracle predicts the ith bit
with probability at least 1+ε(n)

2 over Π(N, i), it must have at least a 1+ε(n)
2 − δ

success probability, taken only over S =
⋃
j,k Sj,k.

Define the random variable X(z) by X(z) = 1 if O(EN (z)) = biti(z), zero
otherwise. Then

Ez∈S[X(z)] = Ej [Ez∈Sj,k
[X(z)]] ≥ 1 + ε(n)

2
− δ.

Clearly, there must be a specific j for which Ez∈Sj,k
[X(z)] ≥ 1+ε(n)

2 − δ, so fix
this j. For the corresponding orbit, oj = {Sj,k}, let us say that Sj,k ∈ oj is
split if both Sj,k ∩ S(0) and Sj,k ∩ S(1) are non-empty, i.e. if Sj,k contains both
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S(0) S(1)

N1

S0,1 S1,1

S0 S1
y Sm−1 Sm

0
0 2i 2i+1 − 1

Figure 4.6. The base boxes.

values having the ith bit equal to 1, and 0. Let l(Sj,k) = minz∈Sj,k
πI(z), the

left “edge” of Sj,k. If b is the number of split boxes, then

b = #{k | 2i − w ≤ l(Sj,k) < 2i, or, 2i+1 − w ≤ l(Sj,k) < 2i+1}.

No box wraps in the Y -direction. From the assumptions on α̃
τ(n)
N (u, v)/2i+1,

Theorem 4.31 tells us that

b ≤ 2
(
2τ(n) − 2

)( w

2i+1
+D

)
,

where D ≤ 14(Q(n)−1 + 4 · 2−τ(n)ψ(n) log2Q(n)). Let S′ = {Sj,k ∈ oj |
Sj,k is not split }, then

Ez∈S′ [X(z)] ≥ 1 + ε(n)
2

− δ − b

2τ(n) − 2
≥ 1 + ε(n)

2
− δ − 2

( w

2i+1
+D

)
.

(4.12)

If we put S(0)′ = S′ ∩ S(0) and S(1)′ = S′ ∩ S(1) then

Ez∈S′ [X(z)] = Pr[X(z) = 1 | z ∈ S(1)′]λ′(S(1)′)

+ Pr[X(z) = 1 | z ∈ S(0)′]λ′(S(0)′)

= PO(S(1)′)λ′(S(1)′) + (1− PO(S(0)′))λ′(S(0)′) (4.13)
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where λ′ is the normal measure on ZN , normalized to S′. We would like to have
λ′(S(0)′) = λ′(S(1)′), but this need not be entirely true. However, we at least
know that λ′(S(0)′) + λ′(S(1)′) = 1, and again, by Theorem 4.31,∣∣∣λ′(S(1)′)− λ′(S(0)′)

∣∣∣ ≤ 2D
2(1− w/2i+1 −D)

=
D

1− w/2i+1 −D
< 2D

(
1 +

w

2i+1
+D

)
≤ 4D

(
1 +

w

2i+1

)
since D < 1, (1 − z)−1 ≤ 2(1 + z) for z ≤ 1/

√
2 and w

2i + D � 1/
√

2. Thus,
writing λ′(S(1)′) = 1

2 + µ, |µ| ≤ 2D(1 + w/2i+1), rearranging (4.13), and using
that the quantities involved are all in [0, 1],

Ez∈S′ [X(z)] ≤ 1
2
(PO(S(1)′)− PO(S(0)′)) +

1
2

+ 2D
(
1 +

w

2i+1

)
.

If we define γ = max0≤k<2τ(n)−2 ∆O(Sj,k, Sj,k+1) then

Ez∈S′ [X(z)] ≤ 1
2
2τ(n)γ +

1
2

+ 2D
(
1 +

w

2i+1

)
.

Combining this with (4.12), we get

1 + ε(n)
2

− δ − 2
( w

2i+1
+D

)
≤ 1

2
2τ(n)γ +

1
2

+ 2D
(
1 +

w

2i+1

)
,

in other words, using that D < 1,

γ ≥ ε(n)− 2δ − 4
(

w
2i+1 +D

)− 4D
(
1 + w

2i+1

)
2τ(n)

≥ ε(n)− 10 w
2i+1 − 8

2τ(n) − 8D
2τ(n)

. (4.14)

From the definition of Q(n), ψ(n) we see that

D ≤ 14(Q(n)−1 + 4 · 2−τ(n)ψ(n) log2Q(n)) = 14
(
ε(n)
210

+
ε(n)
210

)
<
ε(n)
32

.

Also, w
2i+1 = ε(n)

80 so substituting these values into (4.14), we get

γ ≥ ε(n)− 10 ε(n)
80 − 8

2τ(n) − 8 ε(n)
32

2τ(n)
≥ ε(n)

2τ(n)+1

as 8
2τ(n) � ε(n)

8 .
We conclude that there must be a box Sj,k with ∆O(Sj,k, Sj,k+1) ≥ γ, γ as

above.
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Corollary 4.33. If for 0 ≤ u, v ≤ 2τ(n) − 1, v odd, α̃τ(n)
N (u, v)/2i+1 is of

(Q(n), ψ(n))-type, then there is a box, S, of height at least N3−1, width 2i+1 ε(n)
80

and

∆O(S, S + α
τ(n)
N (u, v)) ≥ ε(n)

22τ(n)+2
.

Proof. Follows from Lemma 4.32, Lemma 4.25 and from the fact that

2
N3 − 1

≤ 4 · 2i+2+τ(n)

N
≤ ε(n)

22τ(n)+2

from the upper bound on i, i ≤ n− log ε(n)−1 − 3τ(n)− 7.

Let us sum up the information collected so far.

Corollary 4.34. Either

(i.) for all 0 ≤ u, v ≤ 2τ(n) − 1, with at least one of u, v odd, there is a box of
width w(n)2i+1, height h(n)N1 and with

∆O(S, S + α
τ(n)
N (u, v)) ≥ ε′(n),

where h(n), w(n) and ε′(n) are non-negligible, or,

(ii.) for some u, v, v odd, there is no such box and furthermore, there are inte-
gers r, s, 1 ≤ s ≤ Q(n), (r, s) = 1, s odd satisfying∣∣∣∣∣ α̃τ(n)

N (u, v)
2i+1

− r

s

∣∣∣∣∣ ≤ 1
s2ψ(n)

.

Proof. Suppose that (i) does not hold. By Proposition 4.22 we can furthermore

assume that v is odd. From Corollary 4.33, we see that α̃
τ(n)
N (u,v)

2i+1 is not of
(Q(n), ψ(n))-type, or else (i) would hold. In other words, there are relatively
prime integers r, s, s ≤ Q(n) so that∣∣∣∣∣ α̃τ(n)

N (u, v)
2i+1

− r

s

∣∣∣∣∣ ≤ 1
s2ψ(n)

.

Finally, we deduce from Corollary 4.28 that in fact, there must be such r, s with
s odd.

Should (i) above hold, we are done by Lemma 4.13 and Lemma 4.17, the next
section studies case (ii).
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4.5.3 RSA inversion, Combining Method 1 and 2

The main result of this section is the following Proposition.

Proposition 4.35. If there are integers u, v, r, s, 0 ≤ u, v ≤ 2τ(n) − 1, v odd,
0 < s ≤ Q(n), (r, s) = 1 and s odd, such that∣∣∣∣∣ α̃τ(n)

N (u, v)
2i+1

− r

s

∣∣∣∣∣ ≤ 1
s2ψ(n)

,

and for all boxes S, ∆O(S, S+ α̃
τ(n)
N (u, v)) is negligible, then using O, we can in

random polynomial time construct an oracle O′ and find an interval J for which
we have ∆O′

(J, J + (N + 1)/2) ≥ ε′(n) where λ(J), ε′(n) are non-negligible.

In other words, the conditions of Lemma 4.6 will be fulfilled, and the gcd
method can be used.

To see how the proof will go, we remind the reader of the work in Ben-Or
et al. (1983). Recall that we writeN = N12i+1+N0. Ben-Or et al. showed that if
O is an ε(n)-oracle for the ith bit in E−1

N (x), and we (utilizing the multiplicative
properties of RSA) define a new oracle, O2, by

O2(EN (x)) = O(EN ([N−1
1 x]N )), (4.15)

then O2(EN (x)) distinguishes between some sets J, J + (N + 1)/2, increasing
the error probability of O by a quantity depending on [N ]2i+1 and this quantity
in turn is 1

4 in the worst case (a tight bound). Using the improved sampling
techniques from Alexi et al. (1988), a 1

2 -security result for the internal RSA
bits thus follows. The reason that this works is that the mapping z 7→ [N1z]N
maps intervals at distance 2i to intervals “almost” at distance (N + 1)/2. This
“almost” depends on [N ]2i+1 and gives rise to the additional error term.

We have so far encountered some bad α̃τ(n)
N (u, v)’s (expressing more general

relations between N and i), but we have gathered a lot of information on these
and on the behavior of the oracle. As we will show, we can use this information
to find another transformation (similar to (4.15)) of the original oracle that maps
certain sets at distance 2i to sets also almost at distance (N + 1)/2 and where
the oracle’s advantage is concentrated.

Lemma 4.36. If there are integers u, v, r, s, 0 ≤ u, v ≤ 2τ(n) − 1, v odd, 0 <

s ≤ Q(n), (r, s) = 1 and s odd, such that
∣∣∣∣ α̃τ(n)

N (u,v)

2i+1 − r
s

∣∣∣∣ ≤ 1
s2ψ(n) , then for

u′ = [−uv−1N ]2τ(n) there is r′ ∈ Z, r′ ≤ 2Q(n) so that for all sufficiently large
n, ∣∣∣s(u′ +N2)− r′2τ(n)

∣∣∣ ≤ nsε(n)−1.
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Proof. Since α̃τ(n)
N (u, v)/2i+1 > N/2i+1+τ(n) > N3 and 1

s2ψ(n) < 1, we must
clearly have r > sN3, and we set r′ = r− sN3. Then, unfolding the definition of
α̃
τ(n)
N (u, v), for some δ < 2τ(n) we have∣∣∣∣∣ α̃τ(n)

N (u, v)
2i+1

− r

s

∣∣∣∣∣ =
∣∣∣∣u′2i+1 +N32i+1+τ(n) +N22i+1 +N0 + δ

2i+1+τ(n)
− r

s

∣∣∣∣
=

∣∣∣∣N3 +
u′2i+1 +N22i+1 +N0 + δ

2i+1+τ(n)
− r′

s
−N3

∣∣∣∣
=

∣∣∣∣(u′ +N2)2i+1 +N0 + δ

2i+1+τ(n)
− r′

s

∣∣∣∣ .
Now multiply through by 2τ(n)s:

2τ(n)s

∣∣∣∣ (u′ +N2)2i+1 +N0 + δ

2i+1+τ(n)
− r′

s

∣∣∣∣ =
∣∣∣∣s(u′ +N2) +

s(N0 + δ)
2i+1

− 2τ(n)r′
∣∣∣∣

≤ 2τ(n) 1
sψ(n)

by assumption. But N0 + δ < 2i+1 + 2τ(n), so∣∣∣s(u′ +N2)− 2τ(n)r′
∣∣∣ ≤ 2τ(n) 1

sψ(n)
+ s(1 + 2τ(n)−i−1),

and therefore also r′ ≤ 2−τ(n)s(u′ + N2 + 1 + 2τ(n)−i−1) + (sψ(n))−1. Using
s ≤ Q(n), u′ < 2τ(n), N2 < 2τ(n) and substituting the definition of Q(n), ψ(n),
and τ(n) now establishes the results.

What lemma tells us is that if sα̃τ(n)
N (u, v) is close to a multiple of 2i+1, then we

must have s(u′ +N2) close to a small multiple of 2τ(n).
Notice that s(u′ +N2)− 2τ(n)r′ ∈ Z so we can make the following definition.

Definition 4.37. Define the integer

κ , s(u′ +N2)− 2τ(n)r′.

In the remainder of this section we now concentrate on r′, s, u′, κ as above.
We can in fact at this point write down the oracle that we claim distinguishes
between some J and J + (N + 1)/2. Let O be the original oracle for the ith bit.

Definition 4.38. Define φ : ZN → ZN by

φ(z) , [(sN1 − κ)z]N .
For S ⊂ ZN , φ(S) is defined in the natural way; {φ(z) | z ∈ S}.

We now define the oracle

O′(EN (x)) , O(EN (φ−1(x))).
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It may be the case that φ−1 does not exist, i.e. that sN1− κ does not have a
multiplicative inverse, but if so, we have factored N . (sN1 − κ is much smaller
than N and it cannot be 0.) We see that when s = 1, κ = 0, we get precisely the
same oracle construction as in Ben-Or et al. (1983).

The plan is now the following. Consider an orbit in the Π(N, i)-plane of the
following form:

o1 = {S + ksα̃
τ(n)
N (u, v) | 0 ≤ k ≤ b(2τ(n) − 2)/sc}

where S is a box of appropriately chosen height and width. The reason for
considering translations by sα̃

τ(n)
N (u, v) rather than by α̃

τ(n)
N (u, v) is that we

know by assumption that sα̃τ(n)
N (u, v) is close to a multiple of 2i+1, and the

sequence ksα̃τ(n)
N (u, v), k = 0, 1, . . . , has a relatively steep “slope” in the Y -

direction of Π(N, i). We can also assume that the oracle O behaves almost the
same on all boxes in this orbit. Since s is small, we would otherwise have boxes
of the form S′, S′+ α̃τ(n)

N (u, v) where the oracle behaves differently and we would
then be done. Consider now also

o′1 = {S + ksα̃
τ(n)
N (u, v) + 2i | 0 ≤ k ≤ b(2τ(n) − 2)/sc}.

The same holds here; the oracle behaves the same on all of these or else we
are done. By choosing the size of S suitably, we can by translations (in the I-
direction of Π(N, i)) of these orbits cover (almost) the entire plane with pairs of
orbits, where the oracle’s behavior is “flat” within each such orbit. Notice that for
each point z ∈ o1, there is a corresponding point z′ ∈ o′1 so that biti(z) 6= biti(z′).
We will shortly see (in Lemmas 4.39 and 4.40), that under the mapping φ(·),
o1 gets mapped into what is (almost) an interval J1, and that o′1 maps to a
similar “interval” J ′1 such that J ′1 ≈ J1 + (N + 1)/2. Hence, if the new oracle,
O′(EN (x)) = O(EN (φ−1(x))), should behave the same on J1 and J ′1, then the
original oracle, O can have no advantage in deciding the ith bit on o1 ∪ o′1.
Repeating the argument for all translations of orbit pairs, {(oj , o′j)}, always
finding that O′ behaves the same on the corresponding Jj , J ′j would thus give
a contradiction to the assumptions on O, since it would then nowhere have an
advantage in deciding the ith bit. This reasoning is made formal in the lemmas
below.

We proceed by investigating how φ acts on the Π(N, i)-plane. Of particular
interest is what happens to the number sα̃τ(n)

N (u, v), to our boxes, and what
happens with values that differ in the ith bit position. We start by showing
that φ(sα̃τ(n)

N (u, v)) is very small so that the “line” {ksα̃τ(n)
N (u, v) | k = 0, 1, . . .}

maps to values that are “close” mod N . (This is one of the results that is later
needed in order to show that orbits are mapped to intervals.)

Lemma 4.39.

φ(sα̃τ(n)
N (u, v)) ≤ 214n2sε(n)−2 max(2i+1, N/2i+1).
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Proof. For some δ < 2τ(n), so that N + δ is divisible by 2τ(n), with u′ =
[−uv−1N ]2τ(n) , we have

sα̃
τ(n)
N (u, v) = s

u′2i+1 +N + δ

2τ(n)
= s

(u′ +N32τ(n) +N2)2i+1 +N0 + δ

2τ(n)

= sN32i+1 + s
(u′ +N2)2i+1 +N0 + δ

2τ(n)

= sN32i+1 +
(κ+ 2τ(n)r′)2i+1 + s(N0 + δ)

2τ(n)

= sN32i+1 + κ2i+1−τ(n) + r′2i+1 +
s(N0 + δ)

2τ(n)
(4.16)

We then have

(sN1 − κ)sα̃τ(n)
N (u, v) = (sN1 − κ)

(
sN32i+1 + κ2i+1−τ(n) + r′2i+1

+
s(N0 + δ)

2τ(n)

)
= 2i+1sN1(sN3 + r′)︸ ︷︷ ︸

(i)

+ sN1

(
κ2i+1−τ(n) +

s(N0 + δ)
2τ(n)

)
︸ ︷︷ ︸

(ii)

− κsN32i+1︸ ︷︷ ︸
(iii)

− κ
(
κ2i+1−τ(n) + r′2i+1 +

s(N0 + δ)
2τ(n)

)
︸ ︷︷ ︸

(iv)

. (4.17)

We first treat (i) and (ii) separately.

(i) : 2i+1sN1(sN3 + r′) = s(N −N0)(sN3 + r′)
= (s2N3 + sr′)N − sN0(sN3 + r′)
= cN − s2N0N3 − sN0r

′

for some c ∈ Z. Next,

(ii) : sN1

(
κ2i+1−τ(n) +

s(N0 + δ)
2τ(n)

)
= (s2τ(n)N3 + sN2)

·
(
κ2i+1−τ(n) +

s(N0 + δ)
2τ(n)

)
= sN3κ2i+1 + s2N3N0 + s2N3δ

+sN2κ2i+1−τ(n) +
s2N2(N0 + δ)

2τ(n)
.

(Note that 2τ(n) divides N0 + δ, so that this is still an integer.) We now see that
the term sN3κ2i+1 in (ii) cancels the negative (iii) and that the term s2N3N0
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in (ii) cancels the term −s2N0N3 in (i). Hence we can continue from (4.17),
taking the remainder modulo N :

(sN1 − κ)sα̃τ(n)
N (u, v) = cN − sN0r

′ + s2N3δ + sN2κ2i+1−τ(n)

+
s2N2(N0 + δ)

2τ(n)
+ (iv)

≡ −sN0r
′ + s2N3δ + sN2κ2i+1−τ(n)

+
s2N2(N0 + δ)

2τ(n)
+ (iv) mod N. (4.18)

The term (iv) is small:

κ

(
κ2i+1−τ(n) + r′2i+1 +

s(N0 + δ)
2τ(n)

)
< nsε(n)−1

(
nQ(n)ε(n)−12i+1−τ(n)

+2Q(n)2i+1 +Q(n)
2i+1 + 2τ(n)

2τ(n)

)
≤ nsε(n)−1(210nε(n)−22i+1−τ(n)

+211ε(n)−12i+1

+211ε(n)−12i+1−τ(n))
≤ 3 · 211sn2ε(n)−22i+1,

since 2τ(n) > ε(n)−1. We can also easily bound the other remaining terms
in (4.18):

sN0r
′ + s2N3δ ≤ s(2i+1 · 2Q(n) +Q(n)N32τ(n))

≤ 211s(ε(n)−12i+1 + ε(n)−12τ(n)N3),

sN2κ2i+1−τ(n) ≤ s2τ(n)nsε(n)−12i+1−τ(n) ≤ 210nsε(n)−22i+1,

and
s2N2(N0 + δ)

2τ(n)
≤ sQ(n)2τ(n)(2i+1 + 2τ(n))

2τ(n)
≤ 211sε(n)−12i+1.

Thus, we can bound (4.18) by

[(sN1 − κ)sα̃τ(n)
N (u, v)]N ≤ 3 · 211sn2ε(n)−22i+1

+211s(ε(n)−12i+1 + ε(n)−12τ(n)N3)
+210nsε(n)−22i+1 + 211sε(n)−12i+1

≤ 211sε(n)−1(4n2ε(n)−12i+1 + 2τ(n)N3)

(for n > 1). Finally, notice that by definition, 2τ(n)N3 ≤ N/2i+1.

It may seem that the error term ∼ max(2i+1, N/2i+1) is very large. However,
since the plan is to find intervals J, J + (N + 1)/2 where the oracle behaves
differently, the error term should be compared to N , not to 2i+1 or N/2i+1 as
we had to when we wanted to find the boxes in the Π(N, i)-plane.
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Lemma 4.40. ∣∣∣∣φ(2i)− N + 1
2

∣∣∣∣ ≤ 2snε(n)−12i+1

and
absN

(
φ(2i+1)

) ≤ 4snε(n)−12i+1

Proof. Recall that N = N12i+1 +N0 with N0 < 2i+1.

(sN1 − κ)2i = sN12i − κ2i = s
N −N0 + 1− 1

2
− κ2i

= s
N + 1

2
− sN0 + 1

2
− κ2i.

Now, N0 is odd, so (N0 + 1)/2 is an integer bounded by 2i. Also, s = 2s′ + 1 is
odd so

(sN1 − κ)2i = (2s′ + 1)
N + 1

2
− sN0 + 1

2
− κ2i

= s′ +
N + 1

2
− sN0 + 1

2
− κ2i mod N,

where by Lemma 4.36,

s′ + s
N0 + 1

2
+ κ2i ≤ s

2
+ s2i + nsε(n)−12i ≤ 4nsε(n)−12i.

The second part is now obvious.

The first part of the Lemma says that values that differ in their ith bit gets
mapped to values “almost exactly” (N + 1)/2 apart. The second part tells us
that boxes get only slightly “skewed” by φ, since the vertical edges of a box
corresponds to values that are 2i+1 apart. If the height of the box is not too
large, this small skewness should not matter too much. In particular, if the
height is ∼ N1/2τ(n), the vertical edges of a box are skewed sideways by only
∼ nsε(n)−1N/2τ(n).

Figure 4.7 shows how φ maps a line of “slope” sα̃τ(n)
N (u, v), a box S, and two

points p1, p2 at distance 2i. Now, φ is thought of as a mapping from Π(N, i)
to ZN , so to see more clearly the effect of φ when applied to two-dimensional
objects such as boxes, we chose to illustrate the mapping z 7→ (φ(z), πY (z)),
which maps Π(N, i) = I × Y to ZN × Y . That is, we take into consideration
from which level in Π(N, i) that z originates. The mapping φ(z) is then actually
the projection onto the horizontal ZN -axis of the figure.

Definition 4.41. We consider the following division of Π(N, i) into a set of
boxes. Define w(n) , ε(n)/210 and for 0 ≤ j < bw(n)−1/2c define the base
boxes

Sj , {jw(n)2i+1, . . . , (j + 1)w(n)2i+1 − 1} × {0, . . . , πY (sα̃τ(n)
N (u, v))− 2}
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N1

S

p1 p2

0 2i 2i+1 − 1 0 N+1
2 N − 1

Figure 4.7. The mapping φ on some interesting objects.

and then the boxes

Sj,k , Sj + ksα̃
τ(n)
N (u, v), 0 ≤ k ≤ b(2τ(n) − 2)/sc.

Also, define the orbit
oj ,

⋃
k

Sj,k.

For each Sj , Sj,k, oj we define S′j , Sj + 2i, S′j,k , Sj,k + 2i, o′j , oj + 2i.
As before, we call a box S split if both S ∩S(0), and S ∩S(1) are non-empty.

Finally, let S be the union of all these oj , o′j .

Figure 4.8 illustrates the division of Π(N, i).

Claim 4.42. The boxes in S are pairwise disjoint and cover Π(N, i), except for
at most a 2w(n) + 8s2−τ(n) fraction. Furthermore, in any orbit oj ∈ S, at most
a 4 · 2−τ(n) fraction of the levels are missed. Finally, at most a 2w(n) fraction
of the boxes in S are split.

Proof. The first part is similar to the proof of Lemma 4.30, and we therefore
omit the proof.

For the second part of the lemma, notice that since the height of the boxes is
πY (sα̃τ(n)

N (u, v))−1, between any two boxes Sj,k, Sj,k+1 in oj , at most two levels
are missed. Also, less that 3N3 levels above the “top” box, Sj,b(2τ(n)−2)/sc, are
not contained in the orbit. From some elementary calculations the claim now
follows.

Finally, for the last part, notice that a box is split precisely when its left edge
is within w(n)2i+1 from 2i or 2i+1. The boxes are of width w(n)2i+1, so therefore,
for each k, at most two boxes of the form Sj+ksα̃

τ(n)
N (u, v) or S′j +ksα̃

τ(n)
N (u, v)

(for one unique j) are split. For each k there are w(n)−1 boxes of this form.

We now study how orbits, oj , o′j can be mapped into intervals.
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N1

oj o′j

0
0 2i 2i+1 − 1

Figure 4.8. Two orbits oj , o′
j .

Lemma 4.43.

w(n)sN
(

1− ε(n)
256

)
≤ φ(w(n)2i+1) ≤ w(n)sN

Proof.

φ(w(n)2i+1) = (sN1 − κ)w(n)2i+1 = sw(n)(N −N0)− κw(n)2i+1 mod N.

Since w(n) = ε(n)/210 = Q(n)−1 ≤ s−1, equality holds also in Z. Hence, that
φ(w(n)2i+1) < sw(n)N is obvious, and by the upper bound on κ (Lemma 4.36),

sw(n)(N −N0)− κw(n)2i+1 > sw(n)(N − 2i+1 − nε(n)−12i+1)

≥ sw(n)N
(

1− ε(n)
256

)
since nε(n)−12i+1 � Nε(n)/512 by the upper bound on i.

Definition 4.44. With each orbit oj =
⋃
k Sj,k in S, we associate an interval

Jj as follows:
Jj , [max

k
min
z∈Sj,k

φ(z)..min
k

max
z∈Sj,k

φ(z)]

and J ′j similarly, replacing Sj,k by S′j,k.

Figure 4.9 shows φ(oj) and the corresponding Jj .
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N1

0 2i 2i+1 − 1

Figure 4.9. The set φ(oj) (skewed boxes), and Jj , (grey).

Since the “box” Jj has full height, it is actually an interval, Figure 4.9 just takes
into account from which level in Π(N, i) the points in φ(oj) originate. Since the
orbit oj avoids the top levels (and also “misses” a few intermediate levels, not
visible in the figure) there are some points in Jj that are not contained in φ(oj),
but we will soon see that they are few.

Lemma 4.45. The interval Jj (and J ′j) has length at least w(n)sN
(
1− 3ε(n)

256

)
(which is non-negligible).

Proof. By the definition of Jj , we can lower bound its length, L(Jj), by

L(Jj) ≥ φ(r0 − l0)−max
k

φ(lk − l0)−max
k

φ(rk − r0)

where lk, rk are some points on the left/right edges of the box Sj,k ∈ oj . By
definition, rk − lk = w(n)2i+1 and by Lemma 4.43

φ(w(n)2i+1) ≥ sw(n)N(1 − ε(n)/256).

A point on the left edge of a box Sj,k is always of the form

jw(n)2i+1 + y2i+1 + ksα̃
τ(n)
N (u, v)

and one on the right edge is of the form

(j + 1)w(n)2i+1 − 1 + y2i+1 + ksα̃
τ(n)
N (u, v),
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where 0 ≤ y < πY (sα̃τ(n)
N (u, v)). Since we have k ≤ b 2τ(n)−2

s c < 2τ(n)

s , we can
lower bound L(Jj) as follows

L(Jj) ≥ φ(w(n)2i+1)− 2 max
y,k

φ(y2i+1 + ksα̃
τ(n)
N (u, v))

≥ φ(w(n)2i+1)− 2sφ(πY (α̃τ(n)
N (u, v))2i+1)− 2

2τ(n)

s
φ(sα̃τ(n)

N (u, v))

≥ φ(w(n)2i+1)− 2sφ(2N32i+1)− 2
2τ(n)

s
φ(sα̃τ(n)

N (u, v))

> sw(n)N(1 − ε(n)/256)− 4sN3φ(2i+1)− 2
2τ(n)

s
sφ(α̃τ(n)

N (u, v))

≥ sw(n)N(1 − ε(n)/256)− 24s2nε(n)−1N32i+1

−2τ(n)+1 · 214n2sε(n)−2 max(2i+1, N/2i+1)

by Lemmas 4.39, 4.40. From the upper/lower bounds on i and the definition of
w(n), τ(n), it follows that

2τ(n)+15n2sε(n)−2 max(2i+1, N/2i+1) <
ε(n)
210

sN
ε(n)
256

= w(n)sN
ε(n)
256

and

24s2nε(n)−1N32i+1 ≤ 24s2nε(n)−1N/2τ(n) ≤ w(n)sN
ε(n)
256

also. Hence
L(Jj) ≥ w(n)sN(1 − 3ε(n)/256).

The sets φ(oj), φ(o′j) correspond closely to good interval pairs.

Lemma 4.46. If there is a j such that ∆O(o′j , oj) ≥ ε(n)/8 then there is an
interval J , of non-negligible length and for which the oracle O′ has

∆O′
(J, J + (N + 1)/2) ≥ ε(n)

16

Proof. Suppose that ∆O(oj , o′j) ≥ ε(n)/8 and consider the corresponding inter-
vals Jj , J ′j as defined in Definition 4.44. By Lemma 4.43 and Lemma 4.45, Jj
(and J ′j) is at least a

w(n)sN(1 − 3ε(n)/256)
w(n)sN

= 1− 3ε(n)
256

fraction of φ(oj) (resp. φ(o′j)). On the other hand, there are points in Jj , J ′j that
are not of the form φ(z), for any z ∈ oj . The reason is that oj does not contain
values from all levels in the Y -direction of the Π(N, i)-plane; certain levels are
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“missed”. But by Claim 4.42, at most a 4 · 2−τ(n) < ε(n)/256 fraction of the
levels are not of this form. Therefore,

∆O′
(Jj , φ(oj)) ≤ 3ε(n)

256
+
ε(n)
256

≤ ε(n)
64

from the definition of τ(n). Repeating the argument for J ′j ,

∆O′
(Jj , J ′j) ≥ ∆O(oj , o′j)− 2 · ε(n)

64
≥ 3ε(n)

32
.

We are almost done, except for the fact that Jj , J ′j do not correspond exactly
to intervals at distance (N + 1)/2. But since o′j = oj + 2i, by Lemma 4.40, the
difference from (N + 1)/2 is at most 2nsε(n)−12i+1. Adjusting Jj , J

′
j slightly,

we loose at most an additional fraction

2nsε(n)−12i+1

w(n)sN(1 − 3ε(n)/256)
≤ 221nε(n)−22i+1

N(1− 3ε(n)/256)
≤ ε(n)

32
,

in ∆O′
between the intervals, and we can therefore take J as Jj , adjusted ap-

propriately.

If there is a j with ∆O(oj , o′j) ≥ ε(n)/8, we are now done, since this gives us
intervals at distance (N+1)/2 that can be used. So, we shall assume that for all j,
∆O(oj , o′j) < ε(n)/8, and see that this gives us a contradiction to the assumption
that the original oracle predicts the ith bit with probability (1 + ε(n))/2.

Definition 4.47. For oj =
⋃
k Sj,k let

γj , max
0≤k<b(2τ(n)−2)/sc

∆O(Sj,k, Sj,k+1)

and γ′j similarly for o′j . Also, for the orbits oj , o′j let Fj , F ′j be the number of
split boxes in oj , o′j .

Although not needed for the proof, we encourage the reader to verify that
Fj = F ′j .

If for some j, γj (or γ′j) is non-negligible, we have found boxes S′, S′′ at

distance α̃τ(n)
N (u, v) with ∆O(S′, S′′) ≥ γj/s, which is then also non negligible.

This would violate our current assumption on the oracle, so we assume this is
not the case.

Recall the definition of S(0), S(1) as the halves of the plane corresponding to
the ith bit being 0 and 1, respectively. Observe that the orbit-pairs {(oj , o′j)}
are disjoint and by Claim 4.42, they cover most of the plane Π(N, i). We can
write ∆O(S(0), S(1)) as a weighted sum:

∆O(S(0), S(1)) = λ
∑
j

∆O((oj ∪ o′j) ∩ S(0), (oj ∪ o′j) ∩ S(1))± δ (4.19)



4.5. Security of Non Leftmost Bits 93

where λ is the measure of an orbit-pair (relative to ZN ) and δ is the error term
corresponding to the subset of Π(N, i) not covered by the boxes in the orbits
(c.f. Claim 4.42). We call the term ∆O((oj ∪ o′j) ∩ S(0), (oj ∪ o′j) ∩ S(1)) the
contribution to ∆O(S(0), S(1)) from the orbit-pair (oj , o′j).

Lemma 4.48. For any j, 0 ≤ j ≤ bw(n)−1/2c, the orbit-pair oj , o′j contributes
to the quantity ∆O(S(0), S(1)) by at most

∆O(o′j , oj) +
2τ(n)+3

s
max(γj , γ′j) + µ(Fj + F ′j)

where µ = b(2τ(n) − 2)/sc−1 is the measure of a box (relative to oj , o′j).

Proof. For two boxes Sj,k, Sj,l ∈ oj we have
∣∣PO(Sj,k)− PO(Sj,l)

∣∣ ≤ |k − l| γj .
Hence, since |k − l| ≤ b(2τ(n) − 2)/sc,

∣∣PO(Sj,k)− PO(Sj,l)
∣∣ < 2τ(n)

s
γj . (4.20)

The same relation holds for PO(S′j,k), P
O(S′j,l) and therefore

∣∣PO(oj)− PO(Sj)
∣∣ =

∣∣PO(oj)− PO(Sj,0)
∣∣ ≤ 2τ(n)

s
γj

(since Sj,0 is the “base box” Sj) and
∣∣PO(o′j)− PO(S′j)

∣∣ ≤ 2τ(n)

s γ′j also. Thus

∣∣PO(S′j)− PO(Sj)
∣∣ ≤ ∆O(o′j , oj) + 2 · 2

τ(n)

s
max(γ′j , γj). (4.21)

Next, let E0 = {k | Sj,k ⊂ S(0)} where we only consider boxes that are proper
subsets of S(0), i.e. not split boxes. Define similarly E1 as the boxes in oj that
lie in S(1) and also E0

′, E1
′ for o′j analogously. Let M0 = #E0, M1 = #E1 and

similarly M ′
0,M

′
1 for o′j . This means that M0 +M1 + Fj = b(2τ(n) − 2)/sc, the

total number of the boxes in the orbit. Also note that since o′j is a translation
of the form o′j = oj + 2i, for each box S ∈ oj such that S ⊂ S(0), there is a box
S′ ∈ o′j for which S′ ⊂ S(1), and vice versa. This means that M0 = M ′

1, and
M ′

0 = M1.
We can now compute how much oj , o

′
j contributes to ∆O(S(1), S(0)). Call

this value ∆j . Then, summing over 0 ≤ k ≤ b(2τ(n) − 2)/sc, partitioning the
sum over the sets E0, E1, E

′
0, E

′
1:

∆j ≤ µ
∣∣∣ ∑
k∈E1

′
PO(S′j,k) +

∑
k∈E1

PO(Sj,k)−
∑
k∈E0

′
PO(S′j,k)−

∑
k∈E0

PO(Sj,k)
∣∣∣

+µ(Fj + F ′j).
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From (4.20) above we then have

∆j ≤ µ
∣∣∣ ∑
k∈E1

′
PO(S′j) +

∑
k∈E1

PO(Sj)−
∑
k∈E0

′
PO(S′j)−

∑
k∈E0

PO(Sj)
∣∣∣

+
2τ(n)+1

s
(γ′j + γj) + µ(Fj + F ′j).

We may collect similar terms and use M0 = M ′
1, M

′
0 = M1, so

∆j ≤ µ
∣∣∣M ′

1P
O(S′j) +M1P

O(Sj)−M ′
0P

O(S′j)−M0P
O(Sj)

∣∣∣
+

2τ(n)+1

s
(γ′j + γj) + µ(Fj + F ′j)

= µ
∣∣∣M ′

1(P
O(S′j)− PO(Sj)) +M ′

0(P
O(Sj)− PO(S′j))

∣∣∣
+

2τ(n)+1

s
(γ′j + γj) + µ(Fj + F ′j)

≤ µ(M ′
1 +M ′

0)
∣∣PO(S′j)− PO(Sj)

∣∣
+

2τ(n)+1

s
(γ′j + γj) + µ(Fj + F ′j).

We have µ(M ′
1 +M ′

0 + F ′j) = 1, so µ(M ′
1 +M ′

0) ≤ 1 and

∆j ≤ ∣∣PO(S′j)− PO(Sj)
∣∣+ 2τ(n)+2

s
max(γ′j , γj) + µ(Fj + F ′j).

We can now combine this with (4.21) so that

∆j ≤ ∆O(o′j , oj) +
2τ(n)+3

s
max(γ′j , γj) + µ(Fj + F ′j).

We can now draw the final conclusion, proving Proposition 4.35.

Proof of Proposition 4.35. Suppose that for all j, max(γj , γ′j) < 2−(τ(n)+6)ε(n),
otherwise we are done, contradicting the assumption that O does not distinguish
between some set S and S + α̃

τ(n)
N (u, v). We claim that then, there must be a

j so that ∆O(o′j , oj) ≥ ε(n)/8, which then through Lemma 4.46 implies that
O′(EN (x)) = O(EN (φ−1(x))) distinguishes between some non-negligible length
interval J and J + (N + 1)/2.

Suppose the claim is false, i.e. for all j, ∆O(o′j , oj) < ε(n)/8. Lemma 4.48
tells us that no pair of orbits, oj , o′j = oj + 2i, can contribute to ∆O(S(0), S(1))
by more than

∆O(o′j , oj) +
2τ(n)+3

s
max(γj , γ′j) + µ(Fj + F ′j) <

ε(n)
4

+ µ(Fj + F ′j). (4.22)
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If we take the weighted sum of (4.22) over all (o′j , oj)-pairs in S, i.e. (4.19)
above, we will by Claim 4.42 cover all but a 2w(n) + 8s2−τ(n) fraction of the
total difference, ∆O(S(0), S(1)) in this way. Also, we know that at most a 2w(n)
fraction of the boxes are split, contributing to Fj , F ′j . Thus,

∆O(S(0), S(1)) <
ε(n)
4

+ 2w(n) + 8s2−τ(n) + 2w(n)

<
ε(n)
4

+
ε(n)
29

+
ε(n)
8

+
ε(n)
29

<
ε(n)
2
.

But this contradicts Claim 4.20, stating that the assumptions on i (i.e. on the
bias) implies that ∆O(S(0), S(1)) ≥ ε(n)

2 .
We can now determine which of the orbit pairs oj , o′j that gives us the good

intervals by sampling as in Claim 4.3.

Theorem 4.49. For i ≤ n − 3τ(n) − log ε(n)−1 − 7, the ith bit in an RSA
encrypted message is secure, unless RSA can be broken in random polynomial
time.

Proof. If i < τ(n) + log ε(n)−4 + logn+ 33 we may refer to the result obtained
in Alexi et al. (1988). Otherwise, if case (i) of Corollary 4.34 holds, then we are
done by Lemmas 4.13, 4.17. Otherwise, we are in case (ii), and the theorem then
follows from Proposition 4.35 and Lemma 4.6.

The next section considers the remaining bits, i > n− 3τ(n)− log ε(n)−1 − 7.

4.6 Security of Leftmost Bits

We now study the O(log n) most significant bits. First of all it is not too hard
to see that the previous methods can be extended and that in fact, the proofs
are much easier now. The reason for this is natural—we can now assume that
all the O(log n) bits to the left of the ith bit are already known. There is now
only one bit affecting the oracle’s behavior, the least significant bit. However, it
is possible to use a completely different strategy that will lead to a very simple
proof.

A new concern for the most significant bits is that due to a possibly large
bias of the ith bit, the oracle’s advantage may be severely shifted, favoring values
having the ith bit equal to 0. Furthermore, one may argue that if the probability
that the ith bit equals 0 is non-negligibly larger than 1/2, there is a trivial
prediction algorithm, one that always predicts ’0’.

It has been shown that the definition of ε(n)-security used up until now in
this chapter does not generalize in the natural way to functions that are a priori
known to be biased. The paper by Schrift and Shamir (1991), gave what turns
out to be the correct definition of “unpredictability” for biased functions. In fact,
there are several, equivalent ways to define this, and we here use the following.
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Definition 4.50. Let b be a boolean function having bias 0 ≤ β < 1 towards 0
and let O be a pptm. The quantity

2
(

Pr[O(f(x)) = b(x) | O(f(x)) = 1]
1− β +

Pr[O(f(x)) = b(x) | O(f(x)) = 0]
1 + β

)
,

the probability taken over x ∈U {0, 1}n and the random choices of O, is called
the weighted success ratio of O and is denoted by wsO(f, b).

Let f be a one-way function. We call b ε(n)-secure for f if no O exists with
wsO(f, b) ≥ 2 + ε(n).

If the bias is small, this definition specializes to the previous definition. If,
on the other hand, the bias is very close to 1, which (for RSA) can only occur
for the most significant bit, we have a bit that is trivially hard-core. For this
reason we shall assume that bias is at least bounded away from 1 by βi(N) ≤
1− 1/ poly(logN).

Before continuing with the proof, we note that all that appears to be known
about the security of the most significant bits in RSA is that certain predicates
such as halfN (x) = 1 if x ≥ (N + 1)/2, 0 otherwise, are secure (see Chor,
1986, for instance). The proof is easy, since as we have seen, this predicate
is reducible to/from an lsb-computation: halfN (x) = lsb([2x]N ) and lsb(x) =
halfN ([2−1x]N ). This predicate is to some extent, depending on N , related to
the most significant bit of x.

4.6.1 Proof Outline

For RSA it is known (Alexi et al., 1988), that the t(n) ∈ O(log n) least significant
bits of x are simultaneously secure, i.e. given EN (x), they are polynomially indis-
tinguishable from random bits, and in particular, they cannot be computed with
non-negligible advantage over the trivial 2−t(n). This fact is probably “folklore”,
but for completeness, we formally have the following claim.

Claim 4.51. Let P be a pptm such that

Pr[P (EN (x)) = Bt(n)−1
0 (x)] ≥ 2−t(n) + δ(n),

the probability taken over x ∈U {0, 1}n and P ’s internal coinflips. Then there is
a pptm D that satisfies∣∣∣Pr[D(EN (x), y) = 1]− Pr[D(EN (x),Bt(n)−1

0 (x)) = 1]
∣∣∣ ≥ (1− 2−t(n)

) δ(n)
2
,

probabilities over x ∈U {0, 1}n, y ∈U {0, 1}t(n), and D’s internal coinflips.

Proof. Define D as follows. On input EN (x), z, D runs P on input EN (x).
Suppose that P answers z′. Output ’1’ if z = z′ and otherwise, output the flip
of a fair coin.

A straightforward calculation shows thatD satisfies the claim. The interested
reader may easily verify this.
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The plan is to prove that an ε(n)-oracle for biti(x), i = n−O(log n), can be
converted into an algorithmO′ that for some t(n) ∈ O(log n) predicts Bt(n)−1

0 (x)
with probability 2−t(n) + ε′(n), where ε′(·) is non-negligible. This will, via the
claim above, contradict the result by Alexi et al.

For the moment, let us assume that the bias of the ith bit is small. Ask the
oracle O about biti(E−1

N ([2−tx]N )) where t = n− i+ t0 and where t0 ∈ Θ(logn)
(so that t ∈ O(log n)). Again we note that

[2−tx]N =
x− Bt−1

0 (x)
2t

+ Bt−1
0 (x) [2−t]N .

The term x−Bt−1
0 (x)
2t is very small,

x− Bt−1
0 (x)
2t

≤ N

2t
≤ 2i−t0 ,

so except with probability ∼ 2−t0 , we have biti(Bt−1
0 (x) [2−t]N ) = biti([2−tx]N ).

This means that although there are a priori 2t possibilities for Bt−1
0 (x), if the

oracle is correct on the ith bit of [2−tx]N , we can narrow it down to roughly
2t−1 as only half of the Bt−1

0 (x)-values would have given this particular value
for the ith bit (by Lemma 4.23, the set {j[2−t]N | 0 ≤ j < 2t} is evenly spread
out modulo N , and we assume the bias is small). We now have an algorithm
that computes Bt−1

0 (x) with probability 2−(t−1), which is twice the success rate
of any trivial guessing-strategy. Taking the bias into account and switching to
weighted-success ratio as above, everything works out nicely even for large biases.

Formally, we analyze the success probability of the following algorithm. O is
the oracle that is assumed to predict the ith bit of x.

Algorithm 4.52.

Input: EN (x), |N | = n

Output: Bt(n)−1
0 (x), for some t(n) = n− i+ t0(n) ∈ O(log n)

(1) b← O(EN ([2−t(n)x]N )) /* biti([2−t(n)x]N ) */

(2) J← {j | 0 ≤ j < 2t(n) ∧ ∃z, 0 ≤ z ≤ 2i−t0(n) s.t. biti([j2−t(n) + z]N) = b}

(3) pick j ∈U J

(4) return j

Notice that for t(n) ∈ O(log n), t0(n) ≥ 1, the algorithm is polynomial time:
For each j, 0 ≤ j < 2t(n), we only need to consider z = 0 and z = 2i−t0(n) to
determine the set J.

We first record the following Lemma due to Schrift and Shamir (1991):



98 Chapter 4. The Security of Individual RSA bits

Lemma 4.53. If there is an oracle O1 for the ith bit of RSA and with wsO1 ≥
2 + ε1(n) for some non-negligible ε1(n), then there exists an oracle O2 such that

|Pr[O2(EN (x)) = 1 | biti(x) = 1]− Pr[O2(EN (x)) = 1 | biti(x) = 0]| ≥ ε2(n)
(4.23)

where ε2(n) is also non-negligible, the probability taken over random x and O2’s
random choices.

Notice that this proposition corresponds to Claim 4.20 for bits with small
bias.

Lemma 4.54. Suppose that O satisfies (4.23) of Lemma 4.53 and that the bias
is upper bounded by βi(N) ≤ 1 − δ(n) where δ(n) is non-negligible. Then, for
t(n) = n− i+ t0(n) where t0(n) ≥ log ε2(n)−1 + log δ(n)−1 + 3, Algorithm 4.52
outputs Bt(n)−1

0 (x) with probability at least 2−t(n)(1 + ε2(n)/2).

Proof. For random x, [2−t(n)x]N is uniformly distributed modulo N . To simplify
expressions, let A be the event that Algorithm 4.52 outputs the correct value,
and for b ∈ {0, 1}, A(b) denotes the event that the algorithm is correct given
that O(EN ([2−t(n)x]N )) = biti([2−t(n)x]N ) and biti([2−t(n)x]N ) = b. Finally,
for b ∈ {0, 1} put

qb , Pr[O(EN ([2−t(n)x]N )) = biti([2−t(n)x]N ) ∧ biti([2−t(n)x]N ) = b]

and
pb , Pr[O(EN ([2−t(n)x]N )) = 1 | biti([2−t(n)x]N ) = b].

Then, by Lemma 4.53, we have |p1 − p0| ≥ ε2(n), and we may in fact assume
that p1 − p0 > 0, otherwise we simply invert all outputs from O.

We have

Pr[A] ≥ Pr[A(0)]q0 + Pr[A(1)]q1. (4.24)

By definition,

qb = Pr[O(EN ([2−t(n)x]N )) = biti([2−t(n)x]N ) | biti([2−t(n)x]N ) = b]
·Pr[biti([2−t(n)x]N ) = b]

so since [2−t(n)x]N is uniformly distributed in ZN ,

q0 = (1 − p0)
1 + βi(N)

2

and
q1 = p1

1− βi(N)
2

.

Hence, continuing from (4.24) above,

Pr[A] ≥ Pr[A(0)](1− p0)
1 + βi(N)

2
+ Pr[A(1)]p1

1− βi(N)
2

.
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Next, it is easy to see that for b ∈ {0, 1},

Pr[A(b)] =
1

#J
=

1
#{j | ∃z, 0 ≤ z ≤ 2i−t0(n) ∧ biti([j2−t(n) + z]N) = b} .

This holds since given that the oracle is correct on deciding the ith bit, then J

does contain the correct choice for Bt(n)−1
0 (x). Hence, as [2−t(n)x]N is uniformly

distributed in ZN , we have Pr[biti([2−t(n)x]N ) = 0] = (1 + βi(N))/2, so for
b = 0 for instance, one would expect #J = 2t(n)(1 + βi(N))/2. However, this
is not completely true, but since Pr[biti([j2−t(n) + z]N) = biti([j2−t(n)]N )] =
1 − 2−t0(n), we certainly have #J ≤ 2t(n)((1 + βi(N))/2 + 2−t0(n)). A similar
statement hold when the ith bit is 1. Hence,

Pr[A] ≥ 2−t(n)
( 1

(1 + βi(N))/2 + 2−t0(n)
(1− p0)

1 + βi(N)
2

+
1

(1− βi(N))/2 + 2−t0(n)
p1

1− βi(N)
2

)
= 2−t(n)

( 1
1 + 2−(t0(n)−1)/(1 + βi(N))

(1− p0)

+
1

1 + 2−(t0(n)−1)/(1− βi(N))
p1

)
≥ 2−t(n)

(
1

1 + 2−(t0(n)−1)
(1− p0) +

1
1 + 2−(t0(n)−1)δ(n)−1

p1

)
≥ 2−t(n)

(
(1− 2−(t0(n)−1))(1− p0) + (1− 2−(t0(n)−1−log δ(n)−1))p1

)
= 2−t(n)

(
1 + p1 − p0 − p12−(t0(n)−1−log δ(n)−1) − (1− p0)2−(t0(n)−1)

)
≥ 2−t(n)

(
1 + ε2(n)− 2 · 2−(t0(n)−1−log δ(n)−1)

)
≥ 2−t(n) (1 + ε2(n)/2) ,

using the definition of t0(n) and that 0 ≤ p1, p0 ≤ 1.

Combining the above lemma, the proof in Alexi et al. (1988) of simultaneous
security for the t(n) least significant RSA bits, and our result in Theorem 4.49
now establishes the main result:

Theorem 4.55. For all non-negligible ε(n), any single bit in x is ε(n)-secure
for RSA, or else RSA can be broken in random polynomial time.

We conclude the chapter by proving Theorem 4.31.

4.7 The Discrepancy of a Rational Sequence

This section follows closely the ideas behind the proof of Theorem 2.5 in Kuipers
and Niederreiter (1974).
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Definition 4.56. Recall that for ζ ∈ Q, ‖ζ‖ denotes the fractional part, ζ
(mod 1) and 〈ζ〉 is the distance to the closest integer 〈ζ〉 , min(‖ζ‖ , 1 − ‖ζ‖).
By a rational sequence we mean a sequence of the form {‖jζ‖ | 0 ≤ j ≤ T − 1}
where ζ ∈ Q, T ∈ N. We denote such a sequence by (ζ)T .

For any sequence WT = w1, w2, . . . , wT ⊂ [0, 1], the discrepancy of W is
defined to be

D(WT ) , sup
0≤a<b<1

∣∣∣∣#(WT ∩ [a, b])
T

− (b− a)
∣∣∣∣ .

Our objective is first to prove the following theorem, from which the desired
result then easily follows.

Theorem 4.57. If ζ ∈ Q is of (Q,ψ)-type, then the rational sequence (ζ)T
satisfies

D((ζ)T ) ≤ 6
(

2
Q

+
8ψ log2Q

T

)
.

In order to do so, we first need a few preliminaries.

Theorem 4.58 (Erdős-Turán). For any finite set WT = {w1, w2, . . . , wT } of
real numbers and any positive integer m:

D(WT ) ≤ 6

 1
m

+
m∑
h=1

1
h

∣∣∣∣∣∣ 1T
T∑
j=1

e2πihwj

∣∣∣∣∣∣
 .

A proof can be found in Kuipers and Niederreiter (1974).

Lemma 4.59. If ζ ∈ Q is of (Q,ψ)-type, then for any m ≤ Q:

D((ζ)T ) ≤ 6

(
1
m

+
1
T

m∑
h=1

1
h〈hζ〉

)
.

Proof. By the Erdős-Turán Theorem,

D((ζ)T ) ≤ 6

 1
m

+
m∑
h=1

1
h

∣∣∣∣∣∣ 1T
T∑
j=1

e2πihjζ

∣∣∣∣∣∣


for any m. Now, ∣∣∣∣∣∣
T∑
j=1

e2πihjζ

∣∣∣∣∣∣ ≤ 2
|e2πihζ − 1| =

1
| sinπhζ|

since hζ is never an integer for h ≤ m ≤ Q. This also implies that | sinπhζ| =
sinπ〈hζ〉. Finally, note that sinπx ≥ 2x for 0 ≤ x ≤ 1/2 so that

1
|sinπhζ| =

1
sinπ〈hζ〉 ≤

1
2〈hζ〉 .
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Lemma 4.60. Suppose ζ ∈ Q is of (Q,ψ)-type and m ≤ Q/2. Then

m∑
j=1

1
j〈jζ〉 ≤ 8ψ log2m.

Proof. Define sj =
∑j
k=1 1/〈kζ〉, j = 1, 2, . . . ,m. Then, by induction, it is easy

to see that
m∑
j=1

1
j〈jζ〉 =

m∑
j=1

sj
j(j + 1)

+
sm

m+ 1
. (4.25)

If 0 ≤ r < s ≤ j ≤ m ≤ Q/2,

〈sζ ± rζ〉 = 〈(s± r)ζ〉 ≥ 1
(s± r)ψ ≥

1
2jψ

and hence

|〈sζ〉 − 〈rζ〉| ≥ 1
2jψ

. (4.26)

Consider the intervals[
0,

1
2jψ

)
,

[
1

2jψ
,

2
2jψ

)
, . . . ,

[
j

2jψ
,
j + 1
2jψ

)
.

Each of these can by (4.26) contain at most one rational of the form 〈kζ〉, 1 ≤
k ≤ j, with no such in the first interval. Therefore

sj =
j∑

k=1

1
〈kζ〉 ≤

j∑
k=1

2jψ
k
≤ 4jψ log j

so that from (4.25),

m∑
j=1

1
j〈jζ〉 ≤ 4ψ

 m∑
j=1

log j
j

+ logm

 ≤ 8ψ log2m.

We are now ready to prove Theorem 4.57.

Proof of Theorem 4.57. By Lemma 4.59 and 4.60, setting m = Q/2:

D((ζ)T ) ≤ 6

 1
m

+
1
T

m∑
j=1

1
j〈jζ〉

 ≤ 6
(

2
Q

+
1
T

8ψ log2(Q/2)
)
.
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Finally, we prove Theorem 4.31.

Proof of Theorem 4.31. Let ζ = α̃
τ(n)
N (u, v)/2i+1 and

p′ = Pr
j∈UZ

2τ(n)

[a ≤ [jα̃τ(n)
N (u, v)]2i+1 ≤ b.]

Then

p′ = Pr
j

[
a

2i+1
≤ jζ mod 1 ≤ b

2i+1

]
=

#
({‖jζ‖ | 0 ≤ j ≤ 2τ(n) − 1} ∩ [ a

2i+1 ,
b

2i+1

])
2τ(n)

∈ b− a
2i+1

±D((ζ)2τ(n)).

Since ζ is of (Q(n), ψ(n))-type, Theorem 4.57 tells us that

D((ζ)2τ(n)) ≤ 6
(

2
Q(n)

+
1

2τ(n)
8ψ(n) log2(Q(n))

)
.

However, we are restricted to picking j in {0, . . . , 2τ(n) − 2} only. But it is
easy to see that by omitting the single value (2τ(n)−1)ζ, this can only make the
discrepancy go up by 2−τ(n) so certainly, if we pick j at random in {0, . . . , 2τ(n)−
2}, ∣∣∣∣Pr

j
[a ≤ [jα̃τ(n)

N (u, v)]2i+1 ≤ b]− b− a
2i+1

∣∣∣∣ ≤ 7
(

2
Q(n)

+
8ψ(n) log2(Q(n))

2τ(n)

)
.

4.8 Security of All Bits in [ax + b]p

With the results of this chapter at hand, as promised, we now prove Theo-
rem 3.21, page 42. Actually, the similarities with the RSA case are many, and
we only need to see what changes that needs to be made. Recall that we have
an arbitrary one-way function f and that we are assuming the existence of an
oracle, O, that given f(x), a, b, and p, predicts biti([ax + b]p) with some advan-
tage. We fix x and p for which the oracle has an advantage over a, b only, and
use O to invert f(x).

The first major change is that when we in the RSA case query the oracle on
some EN ([ux]N ) for random u in ZN , we instead give the oracle f(x), [ua]p, [ub]p,
and p, for random u in Zp. In particular, all arithmetic carried out modulo N is
now done modulo p.

There are two cases. If the oracle behaves differently for values at distance
(p + 1)/2, we can use the gcd method to find all bits of y = [ax + b]p and then
x as [a−1(y − b)]p. This is essentially the same proof that could be used for
lsb([ax + b]p), see the discussion on page 37.
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In the second case, when the two-by-two bit extraction works, we can use
the same principle as in Lemma 4.13. In fact, with the additive properties now
at hand, we can simplify the procedure somewhat. After deciding the two bits
bitj([ax+ b]p), biti+1+j([ax+ b]p), we can now set these bits to zero, replacing b
by b− 2j bitj([ax+ b]p)− 2i+1+j biti+1+j([ax+ b]p). Thus, we need not consider
the effect of these bits any more when proceeding with the next two bits as we
had to do for RSA.

Finally, in cases when we must perform the oracle-conversion step, using
O(φ−1(·)) instead of O, everything also works out as before. Now, φ−1 always
exists since we are working modulo a prime. Note that in Section 3.5.4, p. 42,
we discussed an extension to non-prime moduli M , in which case φ−1 need not
exist. Furthermore, the fact that φ is not invertible now does not help us as it
does in the specific case when M = N is an RSA modulus. However, if φ is not
invertible mod M , we obtain a factor d in M . If d is “small”, which is likely
if M is chosen at random, we do as follows. Use previous techniques to find
y′ = [ax+ b]M/d (φ is invertible mod M/d). Then “guess” [ax+ b]d and use the
Chinese remainder theorem to obtain [ax+ b]M .

4.9 Discussion and Open Problems

Although the reduction from RSA inversion to predicting the individual bits
is polynomial time, it is still quite complex and it is hard to give practical
implications of the results obtained here. It would therefore be of great interest
to find, if possible, a simpler proof, leading to tighter relation between bit security
and overall security for RSA.

Hence, to hide partial information on x in a practical application involving
RSA, it is of course still wise to use RSA in a more sophisticated way such as
in Bellare and Rogaway (1995).
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Chapter 5

The Complexity of
Computing Hard-Core
Predicates

5.1 Introduction

For efficiency reasons, e.g. when using hard-core predicates to construct a pseudo
random generator, we would like our hard-cores to be very simple to compute.
Thus, a natural question to ask is: How simple can they be? We know that naive
ideas such as b(x) = “some bit of x” are too simple in general without assumption
on the underlying one-way function f . This case, when no other information on
f (besides one-wayness) is available, is the case we consider in this chapter. As
noted, a good candidate for a hard-core predicate must then depend on all bits of
its argument as the existing constructions do, i.e. the Goldreich-Levin Theorem
(Goldreich and Levin, 1989), and the results presented in Chapter 3 of this thesis.

We shall here prove that the existing constructions are basically the simplest
possible. To measure the simplicity/complexity we will use the computational
model of circuits, i.e. how large/deep a circuit of boolean AND/OR/NOT-gates
that is needed to compute the hard-core predicate. All of the general construc-
tions mentioned above can be computed by circuits of logarithmic depth, poly-
nomial size, and constant fan-in. So, the next natural step-down in complexity
is to consider constant depth, polynomial size, unbounded fan-in circuits. There
are numerous results indicating that this class of circuits is not very powerful.
For instance, it is known from work by Mansour, Nisan, and Tiwari (1993), that
universal hash functions (in general good candidates for hard-core predicates)
can not be computed by such simple circuits. A similar negative result on the
existence of so called pseudo-random functions was given by Linial, Mansour,
and Nisan (1993).
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Making the necessary assumption on the existence of one-way functions, we
explicitly construct a one-way function f(x) so that if b is any boolean function,
computable by a small-depth circuit c, we are almost always able to deduce
b(x) from f(x). This in turn, relies on a widely used technique for showing
computational limitations of small-depth circuits: The H̊astad Switching Lemma
(H̊astad, 1987). This lemma basically says that knowing some of the inputs to a
small-depth circuit is very likely to be enough to deduce the output value of the
circuit. This method is in itself probabilistic, and will give non-uniform results,
i.e. the construction of f(x) will depend on n = |x|. However, we show that it is
possible to obtain uniform results as well.

An outline of this chapter is as follows. First we give some basic definitions
and a proof outline in Section 5.2. Section 5.3 describes some tools from the
theory of circuit complexity. Although it may already be known as a “folklore
theorem” we shall in Section 5.4 prove that no family of constant depth, con-
stant fan-in circuits can be a hard-core predicate. We choose to do this since
it illustrates the basic techniques. In Section 5.5 we then prove that not even
polynomial size, constant depth, and unbounded fan-in circuits can be hard-core
predicates. Both for bounded and unbounded fan-in circuits we prove the results
in the non-uniform and the uniform settings.

5.2 Preliminaries

If x = x1 · · ·xn ∈ {0, 1}n and I ⊆ {1, 2, . . . , n}, #I = m, let xI , xi1xi2 · · ·xim ,
ij ∈ I, i1 < i2 < · · · < im. xI is defined analogously by taking the complement
of I.

Let Bn = {b : {0, 1}n → {0, 1}}, B =
⋃
n≥1 Bn, i.e. the set of boolean

functions. A circuit is a directed acyclic graph having gates as vertices. A gate
can be of type OR, AND and computes the corresponding boolean function of
its incoming edges, the incoming edges being outputs of other gates or one of the
inputs, xi, i = 1, 2, . . . , n or the negation of an input xi. (We thus assume that
all NOT-gates are directly at the inputs. This assumption is justified below.)
The fan-in of a gate is the number of incoming edges. There is a unique gate the
output of which is the output of the whole circuit. The output gate can therefore
be considered as a sink, and the vertices corresponding to inputs are sources in
the graph. The size of the circuit is the number of gates and the depth is the
maximum path-length from an input to the output gate.

We may in fact also assume that the circuit is leveled with the gates at level
i taking their inputs from gates at level i− 1 and that all gates at a given level
are of the same type (AND/OR), types alternating from level to level. Hence
all inputs xi (and negations thereof) are at level 0, and the depth of the circuit
is thus the number of levels. That the circuit has the above form (i.e. that it
is leveled and has all negations at the inputs) is not a serious restriction. An
arbitrary circuit may be converted to one of this form, increasing the size slightly.
Should negations appear “internally”, we may use DeMorgan’s law to move them
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“downward”, and this will at most double the size of the circuit. If the circuit
is not leveled, we can add dummy gates that only propagate values “upward”,
simulating missing intermediate levels. This increases the size by a factor that is
linear in the depth. Finally, should adjacent levels consist of gates of the same
type, they may be merged into a single level.

A circuit c computing b ∈ Bn is said to depend on m bits if there is a fixed m-
subset, I ⊆ {1, 2, . . . , n}, such that for all x, |x| = n, c(x) is uniquely determined
by xI . Notice that since the graph corresponding to a circuit c is acyclic, c can
be evaluated on input x in a well-defined way by an algorithm whose running
time is polynomial in the size of c; we simply traverse c’s gates (vertices).

By NC0 we mean the set of b ∈ B so that for some t, d, k ∈ O(1), for all
n and x ∈ {0, 1}n, b(x) is computable by a circuit with size, depth, and fan-in
bounded by nt, d and k respectively. AC0 is defined similarly but without the
restriction on the fan-in.

An ensemble of circuits is defined in analogy to a function ensemble (c.f.
page 15): An ensemble of circuits is a sequence, C = {Cn}n≥1, where each Cn
is a probability distribution on circuits computing functions in Bn. If there is
a probabilistic polynomial time Turing machine that on input 1n outputs a c
according to Cn, we shall say that we have a polynomial ensemble of circuits.
An ensemble of circuits, {Cn}n≥1, is said to be (s(n), d(n), k(n))-bounded if for
all n, Cn has support only on circuits c with size(c) ≤ s(n), depth(c) ≤ d(n),
and fan-in bounded by k(n). If one of the three parameters, e.g. the fan-in, is
unbounded we shall omit it and write (s(n), d(n), ·)-bounded etc.

Again, referring to a simple padding argument, we shall also in this chapter
assume that all one-way functions are length-preserving, i.e. |f(x)| = |x|.

5.2.1 General Proof Outline

So far in this thesis, “we” have played the roll of the “good guys”, proving positive
results about the hardness of certain bits and functions. Since we in this chapter
give negative results, we in some sense play the part of the adversary, proving
that any too simple construction of hard-core predicates will fail. That is, if c is
some simple circuit, “we” will almost always be able to deduce c(x) from f(x),
where f is some one-way function.

We have already seen that very simple functions/circuits, such as lsb(x),
cannot be hard-core predicates for all one-way functions. This was motivated
by assuming that we have a one-way function1 g from which we build a new
one-way function f of the form f(xn−1 · · ·x0) = g(xn−1 · · ·x1) ◦ x0.

Now, to consider somewhat more complicated circuits, suppose that f is a
one-way function of the form f(x) = g(xI)◦xI where I ⊂ {1, 2, . . . , n} and where
g is another one-way function. In other words, f is defined by applying g to a part
of x and output the rest of x unchanged. It may be the case that g itself outputs

1Without this assumption, the notion of hard-core predicate is, as noted, in principle mean-
ingless.
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some bits unchanged, but this will only help us. The hardness of inverting f
is now reduced to the hardness of inverting g, and the length of the argument
of g (g’s security parameter) is decreased. Hence, we will lower the security of
f correspondingly. But as long as this length reduction is within a polynomial
factor, this is, at least from a theoretical standpoint, of no importance.

Assume now that we are the prediction-oracle, or adversary, A. Given f(x)
as above and a circuit c, we want to compute c(x). How would we go about
this? Since we know the bits in xI , a natural approach would be to try to make
a partial evaluation of c using only these bits. If, for instance, we know that
one of the inputs to an AND-gate in c is a zero, we can simplify the circuit
by deleting this gate and replacing it by the constant zero and so on. If we
are able to make enough simplifications from the information in xI , the circuit
will be independent of xI given xI . It is not clear how to do this evaluation in
polynomial time, nor is it clear how to tell if the circuit indeed is independent
of xI . However, if it almost always is the case that c “collapses” in this way, we
can act as if the value xI is unimportant, substitute an arbitrary value z for xI ,
and then evaluate the circuit using z, xI . In the case where c does not depend
on xI , this strategy gives a correct value for c(x). Also, this evaluation can be
done in time polynomial in size(c). (This running time is certainly polynomial
in A’s input, (f(x), c), but it may not be polynomial in n = |x| unless size(c) is
polynomial in n. We would like to point out this difference, since we shall later
include larger circuits in our study.)

If we for the moment accept this idea, there remains one big concern. How
should we choose the set I that g is applied to? Surely, we cannot hope that
a fixed I will work as it seems likely that we could find a circuit that only
uses the bits in xI that are hidden to us and thus the circuit output would
be unpredictable. We should therefore use a random I each time. This ran-
domness must be taken somewhere and there are two ways of doing this; either
we “hardwire” the randomness into f and we have a non-uniform construction
or, to get uniformity, we “borrow” randomness from x since x is assumed to
be random. This second approach can be realized as follows. Writing x as
x = x′ ◦ x′′ (we shall determine the lengths of x′, x′′ later), we now interpret (in
some way) x′ as a coding of a subset I of the bits in x′′. We then compute f as
f(x) = f(x′ ◦ x′′) = g(x′′I ) ◦ x′′I ◦ x′. So, we need roughly |x′| = log

(|x′′|
#I

)
.

This coding could introduce a problem. Since all information on I is available
in x′ which is supplied to the circuit c, we must do this coding carefully to avoid
c “figuring out” which bits it should use, namely those in I, hidden by g.

These are the main ingredients and the rest of the chapter is basically con-
cerned with three things. 1. Find a coding that circumvents the problem just
mentioned. 2. Quantify how many bits in x we (the adversary) need to know
(the size of I). 3. Analyze how likely it is that the circuit indeed “collapses”
given the bits in xI .
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5.3 Restrictions

We start by formalizing the notion of knowing certain bits in x by describing so
called random restrictions, introduced by Furst, Saxe, and Sipser (1981).

Definition 5.1. A restriction is a partial assignment to some of the inputs of a
circuit c. The assigned inputs are given values in {0, 1} and the rest are assigned
the symbol ∗ to denote that they remain variables. By R(n,p), p ∈ [0, 1], we
mean the set of restrictions assigning ∗ to some np-subset of x1, x2, . . . , xn and
assigning the other n(1 − p) xi’s values in {0, 1}. The uniform distribution on
R(n,p) corresponds to choosing uniformly at random an np-subset I ⊂ {1, . . . , n},
assigning ∗ to xI , and independently for each i /∈ I, choosing xi ∈U {0, 1}.

For a circuit c and a restriction ρ, c �ρ denotes the circuit computing the
restricted function of the remaining ∗ after ρ is applied. For ρ ∈ R(n,p), let
∗(ρ) be the np-subset (of indices) that is assigned ∗ by ρ. Since ∗(ρ) and the
assignment to the other bits in x uniquely determines ρ, we can by setting
I = ∗(ρ) specify ρ using the representation [I;xI ].

5.3.1 Coding Restrictions as Integers

Consider the restrictions in R(n,p). We now code these as integers, i.e. binary
strings. For a ρ = [∗(ρ); z], it is trivial to code z as a binary string, so the only
possible problem is how to encode the set ∗(ρ). We show how to do this. Note
that there are

(
n
np

)
possibilities for ∗(ρ).

Lemma 5.2. Let u(n) =
(
n
np

)
, p ∈ [0, 1]. For every v ≥ 0 there is a polynomial

time computable surjective function

Qv : {0, 1}dlogu(n)e+v → J = {I | I ⊆ {1, 2, . . . , n}, #I = np}

such that for h ∈U {0, 1}dlogu(n)e+v, for every I ∈ J :(
1− 1

2v

)
1

u(n)
≤ Pr

h
[Qv(h) = I] ≤

(
1 +

1
2v

)
1

u(n)
.

Proof. The proof is straightforward. The main idea is to interpret an integer h
as a coding of a subset in lexicographic order.

Envision all u(n) choices for I listed in lexicographic order: First all with
1 ∈ I, then all with 2 ∈ I but 1 /∈ I, etc. Set Q′(h) = h mod u(n). Given an
integer w = Q′(h), 0 ≤ w < u(n), it is easy to convert this to a unique np-subset
I: We see that the first j to be included in I is the smallest j, 1 ≤ j ≤ n, such
that w ≤ s(j) =

∑j
i=1

(
n−i
np−1

)
. Having found this j, we set w = w − s(j − 1),

replace np by np − 1 and n by n − j. Then proceed recursively with the other
indices. Let Q′′(w) be the subset I found in this way and set Qv(h) = Q′′(Q′(h)).
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Clearly Qv is surjective since v ≥ 0 implies that Q′ is surjective onto the set
{0, 1, . . . , u(n) − 1}. Also, the lexicographic coding, Q′′, is a one-one mapping
from {0, 1, . . . , u(n)− 1} to J . Since now

Pr
h

[Q(h) = I] =
#{h | Q′(h) = w = Q′′−1(I)}

#{h} ,

all I’s are therefore chosen with a probability that lies in the interval[
2−(dlog u(n)e+v)

⌊2dlog u(n)e+v

u(n)

⌋
, 2−(dlog u(n)e+v)

⌈2dlog u(n)e+v

u(n)

⌉]
.

Some elementary calculations now establishes the lemma.

As noted, there could still be a problem with how we perform the coding,
since the circuits could gain information on the restriction. We will take care
of this when computing the value h that Qv is applied to and we return to this
later. In the remainder of the chapter we abuse notation slightly and refer to
the value h as coding a restriction rather than Qv(h). As long as h is uniformly
distributed in {0, 1}dlogu(n)e+v, this is by the lemma above basically the same.

5.4 There are no Hard-Core Predicates in NC0

The situation for NC0 circuits is quite simple. Since such circuits have fan-in
bounded by k ∈ O(1), they can depend on only kdepth(c) ∈ O(1) of the inputs
xi. The proofs in this case are simple combinatorial arguments.

Proposition 5.3. Let c be a circuit of depth d, fan-in k, d, k ∈ O(1) (or an
arbitrary circuit depending on at most kd of its inputs), computing some function
b ∈ Bn and let ρ ∈U R(n,p). Then

Pr
∗(ρ)

[c�ρ is a constant ] ≥ 1− kdp.

Furthermore, if this is the case then given ρ we can deterministically in time
polynomial in size(c) decide what this constant is.

Proof. Since c can depend on at most kd of its inputs, the probability that c
depends on an input xi such that i ∈ ∗(ρ) is at most kd npn .

If c “collapses” under ρ, we can simply evaluate the circuit by assigning an
arbitrary (even fixed) value to the xi’s with i ∈ ∗(ρ) since c does not depend on
these.

5.4.1 Non-uniform One-way Functions

Theorem 5.4. For all constants d, k, δ, 0 < δ < 1, there is a polynomial ensem-
ble of one-way functions {Fn}n≥1, and a deterministic polynomial time algorithm
A such that for any (·, d, k)-bounded ensemble of circuits {Cn}n≥1,

Pr[A(f(x), c) = c(x)] ≥ 1−O
(
n−(1−δ)

)
,
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the probability taken over x ∈U {0, 1}n and f, c chosen independently from Fn,
Cn respectively.

Proof. Let g be a one-way function and let Fn be the uniform distribution on
the following set of one-way functions:

{fI(x) = g(xI) ◦ xI ◦ I | I ⊂ {1, 2, . . . , n},#I = nδ}.

For any c chosen according to Cn, having a value of the form fI(x) for random
I, corresponds in a natural way to having a random restriction ρ = [I;xI ] in
R(n,n−(1−δ)) on the input of c. The result now follows directly from Proposi-
tion 5.3.

Corollary 5.5. For all constants d, k, δ, 0 < δ < 1, for any (·, d, k)-bounded en-
semble of circuits {Cn}n≥1, there is a non-uniformly computable one-way func-
tion f and a deterministic polynomial time algorithm A so that

Pr[A(f(x), c) = c(x)] ≥ 1−O
(
n−(1−δ)

)
the probability taken over x ∈U {0, 1}n and c chosen from Cn.
Proof. Define the random variable YI,x,c = 1 if A(f(x), c) = c(x), and 0 other-
wise, where A and f(x) = fI(x) ∈ Fn is as constructed in the proof of Theo-
rem 5.4. We have for all sufficiently large n that

EI,x,c[YI,x,c] = EI [Ex,c[YI,x,c]] ≥ 1− qn−(1−δ),

for some constant q. By standard probabilistic arguments, there must be a fixed
I = In so that Ex,c[YI,x,c] ≥ 1 − qn−(1−δ), and we may hardwire this I into
f .

5.4.2 Uniform One-way Functions

In the construction of the one-way functions {fI} in the previous subsection
we used extra randomness when selecting I. To get a uniform result we must
somehow eliminate this. As mentioned in the outline, we cannot use a fixed
subset I.

The idea is that since x, the argument supplied to f(x), is supposed to be
a random string, we can “borrow” a few random bits from x itself to “point
out” which subset I to use when computing g(xI) (and thus also which subset
to output unaffected). We therefore need a mapping from, say the first l(n)
bits of x to the set of all nµ-subsets of {l(n), l(n) + 1, . . . , n − 1}. If we split
x as x = x′ ◦ x′′, we would like to interpret x′ as coding a random subset of
the bits of x′′. But we know how to do this from Lemma 5.2. We need roughly
l(n) = dlog

(
n
nµ

)e ≤ nµ logn bits to encode all nµ-subsets. To be more precise we
should have l(n) = |x′| = dlog

(|x′′|
nµ

)e, and since |x′′| = |x| − |x′| = n− l(n), l(n)



112 Chapter 5. The Complexity of Computing Hard-Core Predicates

should in fact satisfy the equation l(n) = dlog
(
n−l(n)
nµ

)e. Instead of solving this
equation we can cheat slightly and simply choose l(n) “large enough”. This also
means that we will use a v-value greater than zero when referring to Lemma 5.2
and this will give a more uniform distribution on the restrictions. Alternatively,
we can assume that the length of x′′ is given, from this we compute the necessary
length of x′ and define n as the sum of |x′|, |x′′|.

We must also be slightly careful, since the subset we are to compute g on
is now supplied to the circuit c via x, and c might use that information to
correlate itself to that subset and maybe even become dependent on some of the
bits hidden by g. To avoid this we use a slightly more elaborate coding of the
nµ-subsets as described in the proof below.

Theorem 5.6. For any 0 < µ < 1 there is a one-way function f and a de-
terministic polynomial time algorithm A such that for all constants d, k, for all
sufficiently large n, for any (·, d, k)-bounded ensemble of circuits {Cn}n≥1, (or
ensemble of arbitrary circuits depending on O(1) inputs), for all c ∈ Cn,

Pr
x∈U{0,1}n

[A(f(x), c) = c(x)] ≥ 1−O
(
n−(1−µ)

)
.

Consequently, there are no (general) hard-core predicates in NC0.

Proof. Let 0 < τ < 1 − µ, let g be a one-way function and write x = x′ ◦ x′′
where x′ is the first l(n) = nτnµ logn bits of x and x′′ is the last n− l(n) bits.
Define

hi(x′) =
(i+1)nτ−1∑
j=inτ

x′j mod 2

(the exclusive-or over the ith nτ -bit segment of x′) and set

h(x′) = h0(x′) ◦ h1(x′) ◦ · · · ◦ hnµ log n−1(x′).

Observe that h(x′) is an nµ logn-bit string where each individual bit is to-
tally random to the circuits we are considering. This holds since each bit is
an exclusive-or of nτ bits, and the circuits we study can depend on no more than
kd ∈ O(1) bits. Hence, if x and therefore x′ is random, the circuit is completely
uncorrelated with h(x′). Now use h = h(x′) as described in Lemma 5.2 to code
an nµ-subset of x′′. (To simplify notation, we abuse it slightly by writing h(x′)
rather than Qv(h(x′)).) The coding can be viewed as in Figure 5.1.

Define
f(x) = f(x′ ◦ x′′) = g(x′′h(x′)) ◦ x′′h(x′)

◦ x′.
For a c from Cn, given f(x), c(x) is now equivalent to a circuit c′(x′′) = c(x′ ◦
x′′) upon which we have an (almost) random restriction ρ = [h(x′);x′′

h(x′)
] in

R(n−l(n),p), p = nµ/(n − l(n)) = (n1−µ − nτ logn)−1. The distribution on the
restrictions is not exactly the uniform distribution, but by Lemma 5.2, no “bad”
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. . .
... ...... . . .

. . .

x′-part x′′-part

blocks of nτ bits

x =

+ + +
h0(x′) h1(x′) hnµ logn−1(x′)︸ ︷︷ ︸

= h(x′)
points to an nµ-subset of x′′

Figure 5.1.

restriction (one that does not force c′ to a constant) is chosen by more than
twice the probability it is chosen by the uniform distribution. (And this can also
be made arbitrarily close to the uniform distribution by Lemma 5.2.) Hence,
by Proposition 5.3 the output of this circuit is completely determined by ρ with
probability at least 1−2kd(n1−µ−nτ logn)−1. Notice that for NC0 circuits, the
algorithm A is polynomial time also in n = |x|.

5.5 There are no Hard-Core Predicates in AC0

For AC0 we cannot apply the same simple counting arguments since these circuits
may very well depend on all n bits in x. We therefore need some more powerful
tools from the theory of circuit complexity.

5.5.1 The Switching Lemma

The H̊astad Switching Lemma (H̊astad, 1987), quantifies how much and how
likely it is that a circuit is simplified under a restriction. More precisely we have
the following version of the switching lemma found in a paper by Beame (1994):

Lemma 5.7 (The Switching Lemma). Let G be an AND-gate whose inputs
are OR-gates, all of fan-in at most r and let ρ ∈U R(n,p), p ≤ 1/7. Then the
probability that G�ρ can be written as an OR of ANDs, each AND having fan-in
strictly less than t is at least 1− (7pr)t.

A dual lemma holds by replacing AND by OR and vice versa. We can prove
the following powerful result:
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Lemma 5.8. For any δ ∈ (0, 1), for all sufficiently large n the following holds.
If c is a circuit of depth d(n) ≤ logn

log logn and size s(n) ≤ n−(1−δ)/d(n)2
1
14n

(1−δ)/d(n)
,

computing some function in Bn, then with p = n−(1−δ),

Pr
ρ∈UR(n,p)

[c�ρ is a constant function ] ≥ 1− 8n−(1−δ)/d(n).

If this is the case, we can given ρ find this constant in time polynomial in size(c).

Proof. Let c be a circuit as mentioned in the lemma. We will choose ρ ∈ R(n,p)

in d(n) steps, each step consisting of picking a random restriction ρi on the
remaining unset inputs. Our ρ will be the composition of all these restrictions.
Let t = 1

14n
(1−δ)/d(n).

The first step is needed to get fan-in at most t at level 1. Assume it consists
of AND-gates. For the purposes of the Switching Lemma, we view these gates
as ANDs of ORs where each OR has fan-in 1 (a variable xi or its negation).
We pick a random restriction from R(n,p0), where p0 = 1/14. By the Switching
Lemma we know that each AND of fan-in-1 ORs can be replaced by an OR of
ANDs of fan-in t with probability at least 1− (7p0)t = 1−2−t. The OR can now
be “collapsed” into the level above, as that level contains OR-gates. (Notice in
particular that s(n)2−t < 1.)

In steps 2 through d(n)− 1 we reduce the circuit by applying the Switching
Lemma to the bottom two levels of the circuit, switch ANDs of ORs to ORs of
ANDs (or vice versa) and collapsing adjacent levels of OR-gates (or AND-gates)
maintaining the bound t on the bottom fan-in. This is done as follows.

Let p1 = (14t)−1, and let ni = p0(p1)i−1n. At step i we pick a random
restriction ρi ∈U R(ni−1,p1), where the domain of ρi is the input variables that
have not been set by ρ1 through ρi−1. Notice that after step i there are ni
variables that remain unset.

For every AND of ORs (or OR of ANDs) that we consider, the probability
that the restriction does not allow us to switch is at most (7p1t)t = 2−t. Over
steps 1 through d(n) − 1 we invoke the Switching Lemma once for each gate in
the circuit (except the top gate), and each time the probability of failure is at
most 2−t. So with probability at least 1 − s(n)2−t the entire circuit has been
collapsed to a single AND of ORs of fan-in ≤ t (or to an OR of ANDs of fan-in
≤ t), and there are still nd(n)−1 = p0(p1)d(n)−2n variables unset.

Finally, in step d(n) we do as follows. Assume we have been successful in
steps 1 through d(n)− 1, and that we are left with an AND of ORs, where each
OR has fan-in at most t. Let p2 = (14t2)−1 and pick ρd(n) ∈U R(nd(n)−1,p2). By
the Switching Lemma, the probability that the AND of ORs can be written as
an OR of ANDs, each AND of fan-in strictly less than 1 (and must thus be a
constant) is at least 1− (7p2t) = 1− (2t)−1.

The probability that all the ρi are successful is at least 1−s(n)2−t−(2t)−1 =
1− 8n−(1−δ)/d(n). Notice also that p = pd(n) = p0(p1)d(n)−2p2 = n−(1−δ).

Finally, to find the constant we substitute arbitrary values for xi, i ∈ ∗(ρ),
and evaluate the circuit like before.
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Notice that for the circuit depths covered by the lemma, the failure probability,
8n−(1−δ)/d(n) ∈ o(1). Hence, almost surely, for such circuits, c �ρ will be a
constant.

5.5.2 Non-uniform One-way Functions

Theorem 5.9. For any δ ∈ (0, 1) there is a polynomial ensemble of one-way
functions {Fn}n≥1, and a deterministic polynomial time algorithm A for which
the following hold. For any (s(n), d(n), ·)-bounded ensemble of circuits {Cn}n≥1,

where d(n) ≤ logn
log logn and s(n) ≤ n−(1−δ)/d(n)2

1
14n

(1−δ)/d(n)
, for all sufficiently

large n, for every c in the support of Cn,

Pr[A(f(x), c) = c(x)] = 1−O
(
n−(1−δ)/d(n)

)
,

the probability taken over x ∈U {0, 1}n, and f chosen according to Fn.
Proof. Let p = n−(1−δ), assume that g is a one-way function and let Fn be the
uniform distribution on the one-way functions

{fI(x) = g(xI) ◦ xI ◦ I | I ⊂ {1, 2, . . . , n}, |I| = np}.
Note that for random x and I, fI(x) corresponds to the random restriction
ρ = [I;xI ] ∈ R(n,p) on the input of c.

The result now follows, since for any c chosen from Cn, the probability that
c �ρ is a constant is by Lemma 5.8 at least 1 − 8n−(1−δ)/d(n) and this constant
can be found in polynomial time using fI(x).

Again, by standard “averaging” arguments we have as an immediate Corollary:

Corollary 5.10. Let δ ∈ (0, 1) and let {Cn}n≥1 be an (s(n), d(n), ·)-bounded

ensemble of circuits where d(n) ≤ log n
log logn and s(n) ≤ n−(1−δ)/d(n)2

1
14n

(1−δ)/d(n)
.

Then, there is a non-uniform one-way function f and a deterministic polynomial
time algorithm A such that for all sufficiently large n,

Pr[A(f(x), c) = c(x)] = 1−O
(
n−(1−δ)/d(n)

)
,

the probability taken over x ∈U {0, 1}n, and c chosen according to Cn.

5.5.3 Uniform One-way Functions

In the bounded fan-in case we could derandomize our proofs by encoding the
restriction as a part of x, the argument to the one-way function. We had to
choose this coding so that the circuit would be completely uncorrelated with
the restriction and this could be done by observing that bounded fan-in circuits
cannot “see” all bits in x. For unbounded fan-in circuits however, the situation
is more difficult, since theoretically at least, the circuit can have full information
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on the restriction. We will still use the same principal coding of the restrictions,
but we have to be more careful in the analysis. We therefore choose the encoding
so that the encoding itself cannot be computed by an AC0-circuit.

We now consider restrictions in R(n,n−(1−ε)), i.e. leaving nε ∗ for some ε > 0,
and encode them lexicographically like before. Let x = x′ ◦ x′′ where x′ is the
first L(n) = nαnε logn bits in x and x′′ is the n− L(n) last bits. The constants
ε and α are determined later. Now let

H(i)
α (x′) =

(i+1)nα−1∑
j=inα

x′j mod 2,

i.e. the XOR over the ith nα-bit segment of x′, and let

Hα,ε(x′) = H(0)
α (x′) ◦H(1)

α (x′) ◦ · · · ◦H(nε logn−1)
α (x′)

which we by setting h = Hα,ε(x′) like in Lemma 5.2 interpret as coding a restric-
tion on the bits in x′′. (Again we simplify notation by writing Hα,ε(x′) instead
of Qv(Hα,ε(x′)).)

We now get what in a natural way corresponds to restrictions on x = x′◦x′′ of
the form ρ = [Hα,ε(x′);x′′Hα,ε(x′)

◦x′]. What we would like to do is to analyze the

probability that an AC0 circuit collapses when subjected to such a restriction.
However, we now clearly do not have the uniform distribution on restrictions,
in particular we have all ∗ concentrated to the x′′-part of x. The simple combi-
natorial arguments applicable to NC0-circuits cannot be applied here. We must
make a closer analysis of the induced distribution on the restrictions to be able
to apply the switching lemma.

Below we describe three distributions D1(α), D2(α), and D3(p, α) on random
restrictions in R(n,n−(1−ε)). The plan is to show that:

(A) For a suitable choice of p, a random restriction from D3(p, α) will collapse
our circuits with probability close to 1. (This is done in Lemma 5.13.)

(B) D3(p, α) is equal to D2(α). (See Lemma 5.14.)

(C) D2(α) is very close to D1(α). (Lemma 5.15.)

The distribution D1(α) will be the one we actually have, and D3(p, α) is the one
we will analyze. Where will this lead? Like before, we shall construct a one way
function,

f(x) = f(x′ ◦ x′′) = g(x′′Hα,ε(x′)) ◦ x′′Hα,ε(x′)
◦ x′

where again, g is another one-way function. For x ∈U {0, 1}n, f(x) will corre-
spond in a natural way to a random restriction ρ ∈D1(α) R

(n,n−(1−ε)). Hence,
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using our previous strategy for evaluating circuits under restrictions, substitut-
ing arbitrary values for unknown inputs, we have an algorithm A such that by
(A), (B), and (C) above,

Pr
x

[A(f(x), c) = c(x)] ≥ Pr
ρ∈D1(α)R(n,n−(1−ε))

[c�ρ is a constant ]

≈ Pr
ρ∈D2(α)R(n,n−(1−ε))

[c�ρ is a constant ] (by (C))

= Pr
ρ∈D3(p,α)R(n,n−(1−ε))

[c�ρ is a constant ] (by (B))

= 1− o(1) (by (A)) .

With this program in mind, we now define the distributions.

Distribution D1(α)

1. Choose x′ uniformly at random in {0, 1}L(n), and set I = Hα,ε(x′).

2. Assign 0/1 with equal probability, independently to each bit in x′′
I
.

3. Assign ∗ to all of x′′I .

Let ρ = [I;x′′
I
◦ x′] ∈ R(n,n−(1−ε)) be the induced restriction on x.

Distribution D2(α)

1. Choose I, a random nε-subset of the bits in x′′ and assign ∗ to the
bits in x′′I .

2. Assign 0/1 with equal probability, independently to each bit in x′′
I

3. Choose x′ uniformly at random in H−1
α,ε(I).

Let ρ = [I;x′′
I
◦ x′] ∈ R(n,n−(1−ε)) be the induced restriction on x.

The difference betweenD1(α) andD2(α) is that in D1(α) we choose the argument
of Hα,ε and compute I from this, in D2(α) we reverse the procedure. Intuitively,
since the “hash function” Hα,ε is well-behaved, it should not matter too much
in which order we do these operations.

Finally we define a last distribution, the one that we analyze. This last
distribution is constructed in four steps where we first apply a random restriction
from R(n,p) to all of x, i.e. both to x′ and x′′. For ρ ∈ R(n,p), write ρ = ρ′ ◦ ρ′′
where ρ′ and ρ′′ is the part of ρ assigning values to x′ and x′′ respectively.

Distribution D3(p, α)

1. Fix some bits in x′, x′′ by choosing a random ρ = ρ′ ◦ ρ′′ ∈U R(n,p),
such that

(a) | ∗ (ρ′′)| ≥ nε, and



118 Chapter 5. The Complexity of Computing Hard-Core Predicates

(b) for i = 0, . . . , nε logn − 1, H(i)
α �ρ= ∗. (That is, each H

(i)
α (x′) is

undetermined by the restriction ρ′ on x′.)

2. Choose I, a random nε-subset of ∗(ρ′′) and let these remain as ∗ in
x′′.

3. Assign 0/1 with equal probability, independently to each of the re-
maining ∗ in x′′

I
.

4. Assign 0/1 with equal probability, independently to each of the re-
maining ∗ in x′, but assert that x′ ∈ H−1

α,ε(I).

Let ρ = [I;x′′
I
◦ x′] ∈ R(n,n−(1−ε)) be the induced restriction on x.

Let us give some motivation for studying this distribution. In step 1, we fix some
of the bits in x′, but by condition 1b, they are not many enough to determine
any of the H(i)

α components of Hα,ε at all. To be able to later fix x′ so that
Hα,ε(x′) can point to an nε-subset of the indices in x′′, we need at least nε ∗
in the x′′-part, and this is ensured by condition 1a. Therefore, after step 1, the
possibilities for I (determined in step 2) are still at this stage equally likely. The
point is now that if our circuit c has collapsed after step 1, it will have done
so without obtaining information concerning I. Later steps, 2, 3, and 4, only
decrease the number of ∗ and thus c will remain collapsed. In particular, c will
already after step 1 be a constant, independent of the final set of ∗, corresponding
to the bits hidden by our one-way function f .

There is some hope to apply Lemma 5.8 to the restriction we have at step 1
if we can show that it is “almost” random. Finally, steps 2, 3, and 4 assert that
the final restriction is consistent with distribution D1(α).

We start by showing that the restriction obtained after step 1 above is al-
most uniformly distributed. To this end, we prove that except with negligible
probability, a random restriction in R(n,p) will automatically satisfy constraints
1a, 1b. First, we show that almost always, an nα-subset of the bits in x′ are
assigned at least one ∗ so that by the definition of H(i)

α , the value H(i)
α (x′) is

undetermined, in other words we satisfy 1b.

Proposition 5.11. Let p = n−(1−δ), ρ ∈ R(n,p). For any J ⊂ {1, 2, . . . , n},
#J = nα with 1 − δ < α < 1, if ρJ is the part of ρ assigning values to i ∈ J ,
then

Pr
ρ∈UR(n,p)

[#(∗(ρJ )) = 0] ≤ 2−pn
α

for all sufficiently large n.

Proof. Consider choosing ρ ∈ R(n,p) by first choosing the position for the first
∗, then for the second ∗ (among the remaining positions), and so on until we
have chosen np ∗. Then choose the remaining bits at random in {0, 1}. Clearly
this gives the uniform distribution on R(n,p). If qi is the probability that the
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ith ∗ is not assigned to a j ∈ J , given that none of the first i − 1 was, then
1− n−(1−α) = q1 > q2 > q3 > · · · , and for large n,

Pr
ρ∈UR(n,p)

[#(∗(ρJ )) = 0] =
np∏
i=1

qi ≤
np∏
i=1

(1 − n−(1−α))

= (1− n−(1−α))np → e−pn
α

as n→∞.

Next, we bound the probability that a random ρ ∈ R(n,p) does not satisfy 1a.

Proposition 5.12. If I ⊂ {1, 2, . . . , n}, #I = n − nα+ε logn, 1
2 < ε < δ < 1,

α+ ε < 1, and p = n−(1−δ), then for all sufficiently large n,

Pr
ρ∈UR(n,p)

[#(∗(ρI)) < nε] ≤ e− 1
2n

δ−ε

Proof. For i = 1, . . . , n, let ti be the function ti(ρ) = #(∗(ρ{1,2,... ,i})) and
r(ti(ρ)) = #(∗(ρ{1,2,... ,i}∩I)). Notice that r(tn(ρ)) = #(∗(ρI)). Define the
martingale X1, . . . , Xn by Xi = E[r(tn(ρ)) | ti]. Since |ti(ρ) − ti−1(ρ)| ≤ 1,
well-known results (e.g. see Theorems 2.1–2.3 in Alon and Spencer, 1992) states
that |Xi −Xi−1| ≤ 1 and also that

Pr[r(tn(ρ)) < E[r(tn(ρ))]− λ√n] ≤ e−λ2/2.

By setting γ = (δ − ε)/2,

E[r(tn(ρ))] = E[#(∗(ρI))] = np
n− nα+ε logn

n
= nδ − nα+ε+δ−1 logn > nε+γ

for all sufficiently large n. Thus,

Pr[#(∗(ρI)) < nε+γ − n1/2+γ ] ≤ e−n2γ/2 = e−
nδ−ε

2

and since ε > 1/2, nε+γ − n1/2+γ > nε for sufficiently large n.

An alternative proof can be given by explicitly writing down an expression for
the probability that #(∗(ρI)) < nε and then bounding the binomial coefficients
appearing, using Stirling’s formula.

Lemma 5.13. Assume 1
2 < ε < δ < 1, α ∈ (1 − δ, 1− ε), and let c be a circuit

of depth d(n) ≤ logn
log logn and size s(n) ≤ n−(1−δ)/d(n)2

1
14n

(1−δ)/d(n)
. Then with

p = n−(1−δ), for all sufficiently large n,

Pr
ρ∈D3(p,α)R(n,n−(1−ε))

[c�ρ is a constant function ] ≥ 1−O
(
n−(1−δ)/d(n)

)
,

and if so, given ρ, this constant can be found in time polynomial in s(n).
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Proof. By Lemma 5.8, if we for the moment consider all of R(n,p) (i.e. regardless
of whether or not it passes the constraints in step 1 in the definition of D3(p, α)),
we have

Pr
ρ∈UR(n,p)

[c�ρ is a constant function ] ≥ 1− 8n−(1−δ)/d(n).

Let us call a restriction in R(n,p) bad if it does not satisfy the additional con-
straints in step 1. Write ρ = ρ′ ◦ ρ′′ as defined above. First we see that the
probability that at least one of the H(i)

α ’s (there are nε logn of them) becomes
determined by ρ′, a violation of constraint 1b, is for large n by Proposition 5.11
bounded by

(nε logn)2−pn
α

= (nε log n)2−n
α−(1−δ)

which is negligible since α > 1− δ.
Furthermore, the probability that we get fewer than nε ∗ in ρ′′ (violation of

constraint 1a) is by Proposition 5.12 bounded by e−
1
2n

δ−ε

since α+ ε < 1. Thus,
for large n

Pr
ρ∈UR(n,p)

[ρ is bad ] ≤ (nε logn)2−n
α−(1−δ)

+ e−
1
2n

δ−ε

.

The lemma now follows since

Pr
ρ∈D3(p,α)R(n,n−(1−ε))

[c�ρ is a constant ] ≥ 1− 8n−(1−δ)/d(n)

− Pr
ρ∈UR(n,p)

[ρ is bad ].

This is actually the probability the circuit has collapsed already after step 1 in
forming D3(p, α), but as noted, the circuit will then surely remain collapsed.

Next, notice that the distributions D3(p, α),D2(α) are the same.

Lemma 5.14. With p = n−(1−δ), 0 < ε < δ < 1, α ∈ (1 − δ, 1 − ε), the two
distributions D3(p, α), D2(α) on R(n,n−(1−ε)) are equal.

Proof. We prove that for both distributions: (1) The location of the ∗ in ρ′′,
i.e. the set I, have the same distribution. (2) Non-∗ in ρ′′ are random. (3) The
ρ′-part is a random value consistent with Hα,ε(x′) = I. This establishes the
claim.

(1) InD2(α) we first choose a random nε-subset as ∗(ρ′′) so each such is chosen

with probability
(|x′′|
nε

)−1
. In D3(p, α) after step 1 in forming the distribution,

let R1 be the random variable corresponding to ∗(ρ′′) at this stage and let R2

similarly be the value of ∗(ρ′′) after step 2. Since the final ∗(ρ′′) is obtained by
first choosing R1 at random and then R2 as a subset of R1, we have by symmetry
that for any nε-subset I:

Pr
ρ∈D3(p,α)R(n,n−(1−ε))

[∗(ρ′′) = I] =
(|x′′|
nε

)−1

· Pr[#R1 ≥ nε].
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But in D3(p, α) we discard precisely those ρ for which #R1 < nε, and thus each
nε-set is chosen with the same probability as by D2(α).

(2) Note that there is no difference in the distribution on non-∗ in ρ′′ in the
two distributions since they are in both cases assigned 0/1 with equal probability.

(3) Here, we have cheated slightly. We do not really have I = Hα,ε(x′), but
rather I = Qv(Hα,ε(x′)), where Qv is as in Lemma 5.2, and Qv is not necessarily
one-to-one. What we really need to do is first to pick at random w ∈ Q−1

v (I),
so fix such a w. We must then consider the distribution of x′ = H−1

α,ε(w) in the
two respective distributions. Below, we analyze this.

First, when assigning 0/1 to ρ′ in D2(α), we choose at random an x′ ∈
H−1
α,ε(w). By the XOR-construction of each H(i)

α , we can in each nα-bit segment
of x′ choose any set of nα − 1 indices at random in {0, 1} and the last bit in
each segment has to be assigned a unique value determined by the condition
Hα,ε(x′) = w. In D3(p, α) we choose I, and therefore also w = Q−1

v (I), before
choosing x′. Since we in D3(p, α) know that we have at least one ∗ in each nα-bit
segment of ρ′ and all the ∗ were selected at random, we can there also fix all but
one of the remaining ∗ as 0/1 at random and the last bit is determined uniquely
by Hα,ε(x′) = w.

Also, we have that D2(α),D1(α) are close:

Lemma 5.15. For any fixed ρ0 ∈ R(n,n−(1−ε)),

2−1 Pr
D2(α)

[ρ = ρ0] ≤ Pr
D1(α)

[ρ = ρ0] ≤ 2 Pr
D2(α)

[ρ = ρ0].

Proof. The difference in the two distributions is in the way we choose the set
I = ∗(ρ), and the result follows immediately from Lemma 5.2.

Corollary 5.16. Let 1
2 < ε < δ < 1, α ∈ (1 − δ, 1 − ε), and let c be a circuit

of depth d(n) ≤ logn
log logn and size s(n) ≤ n−(1−δ)/d(n)2

1
14n

(1−δ)/d(n)
. Then, for

sufficiently large n,

Pr
ρ∈D1(α)R(n,n−(1−ε))

[c�ρ is a constant function ] ≥ 1−O
(
n−(1−δ)/d(n)

)
,

and if so, this constant can from ρ be computed in time polynomial in s(n).

Proof. With p = n−(1−δ) as in Lemma 5.8, the result follows immediately from
Lemmas 5.13, 5.14, and 5.15.

Theorem 5.17. For any δ ∈ (1/2, 1) there is a one-way function f and a de-
terministic polynomial time algorithm A for which the following hold. For all
sufficiently large n, for any (s(n), d(n), ·)-bounded ensemble of circuits {Cn}n≥1,

where d(n) ≤ logn
log logn , s(n) ≤ n−(1−δ)/d(n)2

1
14n

(1−δ)/d(n)
, for every c in the support

of Cn,
Pr

x∈U{0,1}n
[A(f(x), c) = c(x)] = 1−O

(
n−(1−δ)/d(n)

)
.
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Proof. Choose ε ∈ (1/2, δ), α ∈ (1 − δ, 1 − ε), let g be a one-way function and
define the one-way function

f(x) = f(x′ ◦ x′′) = g(x′′Hα,ε(x′)) ◦ x′′Hα,ε(x′)
◦ x′.

For any c ∈ Cn, for random x, f(x) gives a restriction ρ = [Hα,ε(x′);x′′Hα,ε(x′)
◦

x′] ∈ R(n,n−(1−ε)) on c, and this ρ is chosen according to the distribution D1(α).
It follows from Corollary 5.16 that c �ρ will be a constant with probability 1 −
O(n−(1−δ)/d(n)), and if this is the case, we can use ρ (i.e. f(x)) to determine
what this constant is in time polynomial in size(c).

We immediately get the following corollary.

Corollary 5.18. An (s(n), d(n), ·)-bounded ensemble of circuits, computing a
(general) hard core predicate, requires depth d(n) ≥ logn

(2+ε) log logn for every ε > 0,
or otherwise, requires size s(n) ≥ 2ω(logn). If d(n) is a constant, size s(n) ≥
2n

Ω(1)
is required. In particular, there are no hard core predicates computable in

AC0.

Comment: The existing constructions of hard-core predicates such as the one
by Goldreich and Levin can be computed by polynomial size circuits of depth

logn
log logn (see Theorem 2.3, p. 324, in Wegner, 1987) and hence, the lower bound
in Corollary 5.18 is almost tight.

5.6 Summary and Open Problems

The results given here do not rule out the possibility of generating pseudo-
random sequences in AC0, but they do tell us that a “generic” construction
based on an arbitrary one-way function and a hard-core predicate does not work.
For instance, the construction by Impagliazzo and Naor (1996) could still be a
pseudo-random generator since it is based on a particular conjectured one-way
function.

Furthermore, the one-way functions constructed here are not computable in
AC0 themselves. (This appears to be necessary for the proof.) Thus, it could
be the case that any one-way function, computable in AC0, has a hard-core
predicate also computable in AC0. In the non-uniform case, however, we can
rule out that possibility. Also, the author knows of no candidate for such a
one-way function.

A one-way function f(x) can always be inverted by exhaustively trying all 2n

possible x̃ and checking if f(x̃) = f(x). With this in mind let us informally define
the “security” of a one-way function in terms of the time necessary to invert
it. Then certainly, no f has security greater than 2n. By studying the proof
of Theorem 5.17 we see that the one-way function constructed there, outputs
n − nε of the bits of x unchanged, and only supplies nε bits to the underlying
one-way function g. Hence, the security of f is bounded by 2n

ε

, say 2n
0.9

for
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the sake of the argument. This means that if we restrict ourselves to the set of
one-way functions with security close to 2n, these functions could have a general
hard-core predicate computable in AC0. This is not at all surprising, since a
function with such high security should leak very little information.

We have found an essentially tight lower bound on the complexity of com-
puting hard-core predicates. Note that with respect to AC0 circuits, the results
obtained are uniform in a very strong sense: We have a fixed one-way function
that has no hard-core predicates computable by any circuit family of constant
depth d and size nr regardless of d, r and the distribution on the circuits.

Together with existing constructions of hard-core predicates, we now have a
good characterization of them with respect to computational complexity. The
next step would therefore be to give, if possible, a more functional characteriza-
tion of them.
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Part II

Bit Extraction
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Chapter 6

Extraction of Optimally
Unbiased Bits from a
Biased Source

6.1 Introduction

The general problem of producing unbiased random bits from an imperfect ran-
dom source has received enormous attention. This study essentially began with
von Neumann in 1951 and, following his work, a variety of models of such “im-
perfect sources” have been defined and studied. We study the problem of trans-
forming n independent random bits X1, . . . , Xn, each of fixed bias β, into a
single bit b(X1, . . . , Xn) which is as unbiased as possible. These “bits,” Xi,
are {−1, 1} random variables, terminology we shall use throughout the chapter.
Choosing {−1, 1} instead of {0, 1} will simplify expressions appearing. Such a
bit then has bias −1 < β < 1 if E[Xi] = Pr[Xi = 1] − Pr[Xi = −1] = β. By
symmetry, there is no loss in generally assuming that β is positive towards 1 so
that Pr[Xi = 1] = 1+β

2 > 1
2 .

A natural method for producing such a “nearly unbiased” bit is to XOR
(multiply) the input bits. These input bits being independent, E[

∏n
i=1Xi] =∏n

i=1 E[Xi] = βn, so the XOR function produces the respectable bias βn. One
curious conclusion of our results, however, is that XOR is essentially always
non-optimal (see the theorem on page 129). In general, the bias produced by a
specific function b : {−1, 1}∗ → {−1, 1} when coupled with n input bits of bias
β is denoted

ξb,n(β) , |E[b(X1, . . . , Xn)]| .
The natural value with which to compare this is

Ξn(β) , min
b
ξb,n(β),

127
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this minimum taken over all functions b : {−1, 1}∗→ {−1, 1}.
Returning to the XOR function, we have1 ξXOR,n(β) = βn. From each new

β-biased bit, then, XOR “extracts” another (constant) factor β in the output
bias. We naturally expect any asymptotically optimal function to extract at
least this extra multiplicative factor of β with each new bit. With this in mind,
we define the normalized quantity

Ξ(β) , lim
n→∞

n
√

Ξn(β).

This quantity represents the optimal asymptotic multiplicative effect of each new
input bit on the resulting bias. Of course, Ξ(β) ≤ limn→∞ n

√
ξXOR,n(β) = β.

This value, Ξ(β), we call the extraction rate of β.
Having erected the above framework, a natural algorithmic question arises:

How well can polynomial time computable functions perform in this regard? One
potential method for exploring this question is to define

ΞP (β) , inf
b

lim
n→∞

n

√
ξb,n(β),

this infimum now taken over all polynomial-time functions for which the limit
exists, and investigate the relationship between ΞP and Ξ. Of course, since XOR
can be computed in polynomial time, one still has ΞP (β) ≤ β. Consider, however,
the following polynomial-time computable “improvement” to the XOR function.
In polynomial-time one can find an optimal function b : {−1, 1}log logn → {−1, 1}
by exhaustive search. Dividing the input bits into blocks of size log logn, we
may XOR the results obtained from application of this b to each block; this
“improved” polynomial-time function we label g. Despite the simplicity of
this function, it is completely unclear what bias it achieves (though, of course,
Ξn(β) ≤ ξg,n(β) ≤ βn). One compelling property of the above function is that
n
√
ξg,n(β) actually limits to the extraction rate of β, demonstrating that

ΞP (β) = Ξ(β)

for all β. In order to explore the relative “extraction” capacity of polynomial-
time functions, then, we must turn to a finer measure: for a polynomial-time
function b, we shall consider the growth of the ratio

ξb,n(β)
Ξn(β)

between like terms. (In general, one would expect this quantity to grow expo-
nentially.) So our results fall into two categories.

• We prove upper and lower bounds on Ξ(β) and Ξn(β).

• We construct specific, polynomial time functions b for which ξb,n(β)
Ξn(β) is well-

behaved.
1This fact is also sometimes referred to as the Piling-up Lemma, see Matsui (1994).
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The general problem is that of suitably partitioning the space of possible
outcomes of (X1, . . . , Xn) into two sets (the “-1 set” and the “1 set”) so that the
probability of (X1, . . . , Xn) falling into each of these sets is roughly the same. In
the case where the bias is rational and one can rely upon the arithmetic structure
of Z, such partitions can be explicitly built (see Section 6.2) with little difficulty.
Specifically, for a bias β with 1+β

2 = r
s , where (r, s) = 1, one can easily see that

Ξ(β) ≥ 1
s and we show, in fact, that polynomial-time computable partitions of

the outcomes of (X1, . . . , Xn) can be found which asymptotically achieve this
lower bound. These results comprise the following theorem. (See Theorem 6.4
and Corollary 6.5.)

Theorem. For rational β with 1+β
2 = r

s , (r, s) = 1,

Ξ(β) =
1
s
.

Moreover, there is a polynomial time computable function b for which ξb,n(β) ≤
2r(s−r)2

sn , so that for all n

ξb,n(β)
Ξn(β)

≤ 2r(s− r)2.

It is worth noticing that this offers exponential improvement (in the achieved
bias) over XOR, i.e. the function

∏
iXi. Considering, for example, the bias

β = 3
5 (as in Example 1.1, p. 11 with n = 4), so that r

s = 4
5 = (1 + 3

5 )/2, we
see that XOR produces bias ξXOR,n

(
3
5

)
= (3

5 )n, exponentially inferior to the
(1+o(1)

5 )n offered by any asymptotically optimal algorithm.
In general, however, the behavior of Ξ depends on rather deep properties of

the bias β. Lacking the combinatorial comfort of the integers, the cases for most
algebraic and transcendental numbers seem to require quantitative bounds on
the behavior of sums of “independent” irrationals. The theory of Diophantine
approximation2 seems the natural place to turn for such machinery. Indeed,
Section 6.3 shall be spent developing that theory in the direction necessary to
prove results concerning irrational biases. (To retain the results for irrational
biases in the computational framework, one must assume a computational model
which permits appropriate arithmetic with real numbers.)

Sharply contrasting the case for rational biases (where Ξ(β) > 0), in Sec-
tion 6.5 we prove a metrical result concerning multi-dimensional Diophantine
approximation which shows the following theorem. (See Theorem 6.35.)

Theorem. For (Lebesgue) almost all β, Ξ(β) = 0.

Algebraic numbers exhibit interesting “boundary” behavior. This is discussed
in Section 6.4, where we prove Theorems 6.29, 6.30, and Corollary 6.31 which
can be summarized as:

2We caution the reader that our results will be of the negative kind, proving that the fact
that a number is inapproximable by rationals is useful to our study.
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Theorem. Algebraic numbers fall into two classes:

Class I. Those algebraic numbers β for which Ξ(β) = ε > 0. Furthermore,
c1 ≤ Ξ(β) ≤ c2, where c1 and c2 are constants depending only on β’s
algebraic characteristics.

Class II. Those algebraic numbers β for which Ξ(β) = 0 and, furthermore, for
which ∃n0, ∀n > n0,Ξn(β) = 0.

For biases in Class I above, we show that there exists a polynomial time function
b for which ξb,n(β) ≤ c

n
log n a−n for constants a, c, depending essentially on β’s

algebraic properties.

Notice that this classification excludes the possibility of algebraic biases β
with Ξ(β) = 0 but for which no unbiased bit can be extracted from any finite
collection of Xi. Both classes are rich: it is easy to construct infinite collections
of examples of Class II (one can take β = 2αi − 1, where αi ∈ { 1√

2
, 1

3√2
, . . . },

for example), and a result of Feldman et al. (1993) shows that Class I in fact
contains all algebraic integers. These results demonstrate that Ξ(β) depends
essentially on β’s algebraic properties, and not on its magnitude, as one might
expect.

6.1.1 Related Work

The bulk of the previous work in this area studies problems roughly dual to ours.
There are two predominant directions. The first is the case originally considered
by von Neumann (1951). In this scenario, the bias of Xi is unknown and one
wishes to produce totally unbiased output bits. His work has been substantially
generalized and refined (see Hoeffding and Simmons (1952); Samuelson (1968);
Dwass (1972); Elias (1972); Knuth and Yao (1976); Blum (1984); Stout and
Warren (1984); Vembu and Verdú (1995)). It is an essential property of the
algorithms studied in these papers that they have the option of producing an
empty stream of output. These algorithms, where the bias is unknown, provide
upper bounds on the expected number of input bits necessary to produce an
unbiased output bit. The second scenario is that of Itoh (1996) and Feldman
et al. (1993), which focuses more closely on properties of the input biases (and
so is more akin to our study). They show that by carefully selecting the input
biases, they can always produce an unbiased output bit with a large, but fixed
number of input bits.

It is worth noticing that these “dual” problems discussed above are quite
different in nature from the problem we consider, as they focus on conditions
necessary for producing perfectly unbiased output distributions. Of course, for
general biases, one cannot hope to achieve such perfection. The main contribu-
tion of the results presented here, is the first systematic approach to bounding
the error terms resulting from the combination of such independent, similarly bi-
ased bits. In contrast to the above work, this allows us to elucidate the behavior
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of algorithms designed to produce approximately unbiased output distributions
with no requirements on the either the number or bias of the input bits.

There are also a number of results which discuss the relationship between cer-
tain imperfect sources and specific complexity classes. These include the “weak
random source” model of Zuckerman (1990, 1991); Srinivasan and Zuckerman
(1994) and the “slightly random source” model of Vazirani and Vazirani (1985).
Other, more combinatorial, results are known such as those of Santha and Vazi-
rani (1984); Alon and Rabin (1989); Chor and Goldreich (1985b), and those
concerning the t-resilient model of Chor et al. (1985); Friedman (1992).

6.1.2 Some Notation

Recall the definitions of [γ], ‖γ‖ (or γ mod 1), and 〈γ〉. For ~γ = (γ1, . . . , γk) ∈ Rk

we write 〈~γ〉 rather than (〈γ1〉, . . . , 〈γk〉) and use ‖~γ‖ similarly. For an algebraic
number α, the irreducible polynomial of α refers to the unique polynomial g ∈
Z[x] of minimal degree with relatively prime coefficients and positive leading
term for which g(α) = 0. The height of α, denoted H(α), is defined as the
maximum of the absolute values of the coefficients of this polynomial.

Let X1, . . . , Xn be independent, identically distributed {−1, 1} random vari-
ables each with bias 0 < β < 1, so that Pr[Xi = 1] = (1 + β)/2 , p. For a
function b : {−1, 1}∗ → {−1, 1} we define

ξb,n(β) , |E[b(X1, . . . , Xn)]|

and

Ξn(β) , min
b
ξb,n(β),

where this minimum is taken over all functions b. Finally, the extraction rate of
β is defined

Ξ(β) , lim
n→∞

n
√

Ξn(β).

An easy exercise shows that this limit exists.
Let Bn be the boolean lattice {−1, 1}n and for ~x ∈ Bn, let wt(~x) denote the

Hamming weight of ~x (i.e. wt(~x) = #{j | xj = 1}). Bin denotes the ith level of
Bn, i.e. all ~x ∈ Bn with wt(~x) = i. Then, #Bin =

(
n
i

)
. If X1, . . . , Xn are inde-

pendent bits with bias β we may associate with each outcome of (X1, . . . , Xn)
a point in Bn and, for ~x ∈ Bin, the event (X1, . . . , Xn) = ~x has probabil-
ity P in(p) , pi(1 − p)n−i. For a collection of outcomes C ⊆ Bn we define
w(C) = Pr[(X1, . . . , Xn) ∈ C] =

∑
~c∈C P

wt(~c)
n (p). We use Ln(p) to denote

the level in Bn where we pass the “half-point”, i.e. the largest number l so that∑n
i=l

(
n
i

)
P in(p) ≥ 1/2. The k-dimensional Lebesgue measure of a measurable set

A ⊂ Rk is denoted λ(A). Finally, let Ent(p) = −(p log p+ (1− p) log(1 − p)) be
the usual entropy function.
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6.2 Rational Bias

We begin now by studying the behavior of Ξ(β) for rational biases β > 0. Fix
β and define r

s , 1+β
2 , for relatively prime r and s. To start with, let us see

that one cannot extract an unbiased bit from any collection of β-biased bits and
that, in fact, Ξ(β) ≥ 1

s .

Lemma 6.1. For a rational bias β as above, Ξn (β) ≥ 1
sn and hence Ξ (β) ≥ 1

s .

Proof. Consider a collection C ⊆ Bn with w(C) = 1+δ
2 , −1 ≤ δ ≤ 1 so that |δ|

is the bias produced by the function

b(X1, . . . , Xn) =

{
1 if (X1, . . . , Xn) ∈ C,
−1 otherwise.

Suppose, without loss of generality, that (−1, . . . ,−1) /∈ C, otherwise we take
the complement of C. Then the weight of C is

1 + δ

2
=

n∑
i=1

ti

(r
s

)i (
1− r

s

)n−i
=

1
sn

n∑
i=1

tir
i(s− r)n−i,

for some integers 0 ≤ ti ≤
(
n
i

)
. Multiplying through by 2sn we have

sn(1 + δ) = 2
n∑
i=1

tir
i(s− r)n−i.

Notice that δ is non-zero: r divides the right hand side, r > 1 (since β > 0),
and r and s are relatively prime. Furthermore, the right hand side is always an
integer, so that the left hand side must be also and Ξn(β) = |δ| ≥ 1

sn . Hence
Ξ(β) ≥ 1

s . In fact, writing δ = d
sn , this shows that d ≥ (r − (sn mod r)).

As promised, we proceed with a matching upper bound. We shall construct
a family of functions bn : {−1, 1}n → {−1, 1} for which

lim
n→∞

n
√
|E[bn(X1, . . . , Xn)]| = 1

s
,

showing that Ξ(β) ≤ 1
s .

Lemma 6.2. For a rational bias β as above, Ξ (β) ≤ 1
s . Furthermore, for n ≥

2r + 1, Ξn (β) ≤ 2r(s−r)2
sn .

Proof. Let q = s− r so that q
s + r

s = 1. Since we work with positive bias, r > q.
Considering the Boolean lattice as described above, the probabilities associated
with the ith level are

P in

(r
s

)
=
riqn−i

sn
.
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For convenience, we scale all of our probabilities by sn, and work with quantities
Rin = snP in(

r
s). Our goal, then, is to build a collection Cn ⊂ Bn for which the

scaled weight snw(Cn) =
∑
~c∈Cn

R
wt(~c)
n is close to sn

2 . The function

bn(X1, . . . , Xn) =

{
1 if (X1, . . . , Xn) ∈ Cn,
−1 otherwise

then has E[bn(X1, . . . , Xn)] close to zero.
Form an initial collection C̃n = Bnn ∪ Bn−1

n ∪ Bn−2
n ∪ T where T is a

maximal subset of
⋃
i<n−2 Bin for which snw(C̃n) < sn

2 and #(T ∩Bjn) ≥ r−1 for
1 ≤ j ≤ n−3. (Note that for n > r, #Bjn > r for 1 ≤ j ≤ n−3.) We shall use this
extra space left over on each level j, 1 ≤ j ≤ n−3, to adjust this initial collection,
bringing its scaled weight closer to sn

2 . Since r > q, Rin < Rjn for any i < j so

that from the maximality of T we have
∣∣∣snw(C̃n)− [ s

n

2 ]
∣∣∣ < Rn−2

n = rn−2q2.
We now use elements in levels 1, 2, . . . , n − 3 to build an approximation of

snw(C̃n)− [ s
n

2 ] modulo rn−2q2. This approximation, we show, can then be lifted
to an agreeable adjustment of C̃n.

Consider the group Z/(rn−2q2) and let φ : Z → Z/(rn−2q2) be the natural
quotient map. Since r and q are relatively prime, the element φ(rn−iqi) has
order ri−2 for any i ≥ 2, so that we have a series of subgroups of Z/(rn−2q2)

(0) = (φ(rn−2q2)) < (φ(rn−3q3)) < · · · < (φ(rqn−1)),

where (γ) denotes the (cyclic) subgroup generated by γ. (Here < denotes sub-
group containment.) Each group has index r in the next, the last having index
rq2 inside Z/(rn−2q2). This last subgroup, generated by φ(rqn−1), can be used
to “approximate” any value in Z/(rn−2q2) to within an additive error of rq2.
Specifically, defining ∆ = φ([ s

n

2 ] − snw(C̃n)), there is ∆′ ∈ (φ(rqn−1)) so that
∆−∆′ ∈ {φ(0), φ(1), . . . , φ(rq2 − 1)}.

If we represent ∆′ as cφ(rqn−1), we may have difficulty lifting this to an
adjustment of C̃n because c may be large, whereas we want c < r. Allowing
ourselves to use elements from each of the nested subgroups above leads to an
expression for ∆′ which we can lift. Before continuing, we record the following
observation.

Observation 6.3. Let {e} = G0 < G1 < · · · < Gn = G be a sequence of
groups, written additively, each a subgroup of the next. Let Γi ⊂ Gi be a system
of representatives for the left cosets of Gi−1 in Gi (so that Gi = (γ1 +Gi−1) ∪
. . . ∪ (γt +Gi−1)). Then G = Γn + Γn−1 + · · ·+ Γ1 = {γn + · · ·+ γ1 | γi ∈ Γi}.

Notice that for two cyclic groups (γ) < (δ) with γ = tδ, say, the set
{δ, 2δ, . . . , (t − 1)δ} is a system of representatives of the cosets of (γ) in (δ).
Then, applying the above lemma with G = (φ(rqn−1)) and the subgroups as
listed above, we have an equation in G

∆′ = t1 · φ(rqn−1) + · · ·+ tn−3 · φ(rn−3q3) (6.1)
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where 0 ≤ ti < r for each i. Since the bias is positive, r > q, and riqn−i ≤
ri+1qn−(i+1). Therefore,

n−3∑
i=1

tir
iqn−i ≤ rn−2q2

n−3∑
i=1

ti < nr · rn−2q2. (6.2)

We may then lift the modular approximation ∆ −∆′ ∈ {φ(0), . . . , φ(rq2 − 1)}
to an expression

[
sn

2
] = t1 · rqn−1 + · · ·+ tn−3 · rn−3q3 −mrn−2q2 + w(C̃n)sn + E

where by (6.2), m ≤ nr, and where the error E lies in {0, . . . , rq2 − 1}. Now,
adding ti < r members of Bin to C̃n and removing m members of Bn−2

n from C̃n
(which we can do as long as m ≤ ( n

n−2

)
, i.e. n−1

2 ≥ r), we have a new collection
Cn for which

w(Cn)sn − [
sn

2
] < E.

Dividing through by sn gives Ξn(β) ≤ 2rq2

sn and hence Ξ(β) ≤ limn→∞ n

√
2rq2

sn =
1
s , as desired.

Combining these two lemmas yields the theorem discussed in the introduc-
tion.

Theorem 6.4. For rational β as above, Ξ(β) = 1
s .

Corollary 6.5. For rational β as above, there is a polynomial time computable
function b : {−1, 1}∗ → {−1, 1} so that for n ≥ 2r + 1,

1
sn
≤ ξb,n(β) ≤ 2r(s− r)2

sn
.

Proof. The only step in the proof of Lemma 6.2 that is (perhaps) not obviously
polynomial time in n, is solving Eq. (6.1), since there are Ω(rn) possible ti’s.
However, since the corresponding groups generated by the different φ(riqn−i)’s
are nicely nested, we can do “back substitution”. That is, we first choose tn−3

(while keeping the other ti = 0) so that tn−3φ(rn−3q3) is as close to ∆′ as
possible. This value for tn−3 can be found in time O(r) by exhaustive search.
Then we fix this computed tn−3 and solve for tn−2 and so on. By Observation 6.3,
we know that this will produce the desired solution.

6.3 Discrepancy

For the moment, let us again reformulate our general problem as a “partitioning
problem”: given the probabilities P in(p) = pi(1 − p)n−i, we would like to find
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integers t1, t2, . . . , tn with 0 ≤ ti ≤
(
n
i

)
so that

∑n
i=0 tiP

i
n(p) is as close to 1

2 as
possible. When p is irrational, the group-theoretic tools of the previous section
are no longer available. Instead, we study the “richness” of the set of numbers
expressible by sums of the above form, showing that it behaves rather like a set
of random numbers. Intuitively, this seems a favorable state of affairs; there are
roughly

∏
i

(
n
i

)
different sums that we can form, and a collection of that many

random numbers in [0, 1] should include some very close to 1
2 . This leads to very

general results about sums of “independent irrationals” which we apply in both
the algebraic and the metrical (probability 1) case.

Given an irrational number ζ, the celebrated Weyl equidistribution theorem,
that we have already encountered in Chapter 4, states that as N limits, the
sequence of fractional parts of ζ, 2ζ, . . . , Nζ becomes uniformly distributed3 in
[0, 1). It is this sort of “richness” which we shall study. As discussed in the previ-
ous chapter, the rate at which this sequence converges to the uniform distribution
is known to depend on the extent to which ζ is approximable by rationals (see
Kuipers and Niederreiter, 1974, for example). This section proves similar results
for sums of k irrationals. That is, we study the rate at which the sequence of
fractional parts of

t1ζ1 + t2ζ2 + · · ·+ tkζk, 0 ≤ ti < N, ti ∈ Z

converges to the uniform distribution on [0, 1). As will be shown, the one-
dimensional behavior of this type of sequence is intimately related to the be-
havior of the vector sequence ||t~ζ||, 0 ≤ t < Nk. It is immediately clear that
favorably “random” behavior on the part of ||t~ζ|| requires that these ζi, in ad-
dition to being irrational, are “independent” in some sense. For example, if
all of the coordinates are the same irrational then ||t~ζ|| always lies in the set
{(x, . . . , x) | x ∈ [0, 1)} ⊂ [0, 1)k. The set of points {||t~ζ|| | t < N} can then
certainly not satisfy any reasonable definition of “equidistribution” in [0, 1)k.
Such independence issues are, in general, very delicate (see the discussion open-
ing Section 6.5), and we refer the interested reader Lang’s book on Diophantine
approximation (Lang, 1995) and the comprehensive book of Kuipers and Nieder-
reiter (1974) on uniform distribution of sequences. Since the irrational numbers
we must combine are of form pi(1 − p)n−i for a fixed p, it is not a priori clear
that they should be “independent” in this sense. The central notion in the study
of such independence is that of type4, defined below. Recall that 〈·〉 denotes
distance to the nearest integer.

3An infinite sequence in [0, 1) is uniformly distributed if, for every interval I ⊂ [0, 1), the
fraction of points falling into I is asymptotically λ(I). A simple Fourier-analytic proof is
given in Part 1, §3 of Körner (1988), which explains the presence of the exponential sums in
Theorem 6.10.

4The notion of type we use differs from the traditional one (see Lang, 1995, for example)
in that the coefficients qi are required to be positive. (The traditional definition bounds the
behavior for all coefficients q1, . . . , qk with |qi| < q, while we work only with positive such qi.)
The difference is predominantly incidental, but is required in the proof of Lemma 6.32.
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Definition 6.6. The vector ~ζ = (ζ1, ζ2, . . . , ζk) ∈ Rk, is said to have type ψ if
there is a q0 ∈ N such that for all q ≥ q0, and for all integers 0 ≤ q1, q2, . . . , qk ≤ q
(not all zero):

〈q1ζ1 + q2ζ2 + · · ·+ qkζk〉 ≥ 1
qkψ(q)

.

We encourage the reader to compare this definition to Definition 4.19, p. 69,
that we used for rational (and 1-dimensional) ζ in Chapter 4.

In general, for vectors ~ζ with small type one has graceful convergence of the
sequence ||N~ζ|| to the uniform distribution. One measure of the rate at which
such a sequence convergences is the notion of discrepancy, defined next.

Definition 6.7. For a finite set of points W = {~w0, ~w1, . . . , ~wN−1} ⊂ [0, 1)k,
the discrepancy of W is defined

D(k)(W ) , sup
B

∣∣∣∣#(W ∩B)
N

− λ(B)
∣∣∣∣ ,

where this supremum is taken over all rectilinear sets B ⊂ [0, 1)k of the form

{(b1, b2, . . . , bk) | x1 ≤ b1 < y1, . . . , xk ≤ bk < yk},
for ~x, ~y ∈ [0, 1)k. If k = 1 we simply write D(W ). Occasionally, we will also
study one-dimensional discrepancy modulo σ, σ < 1, that is, the deviation from
uniform distribution in [0, σ) which is defined in the natural way.

Notice that the above definition generalizes Definition 4.56, p. 100, of Chap-
ter 4.

The main result of this section is the following theorem:

Theorem 6.8. Let ~ζ = (ζ1, ζ2, . . . , ζk) ∈ Rk and define

P (~ζ,N) , {‖t1ζ1 + · · ·+ tkζk‖ 0 ≤ ti < N, ti ∈ Z} .

Then for every ε > 0, there is a δ > 0 so that if ~ζ has type ψ(q) ∈ O(qδ) then
D(P (~ζ,N)) ∈ O(N−k(1−ε)).

We introduce some more notation and prove two preparatory lemmas before
we proceed with the proof. This involves some technical details, and the reader
who wishes can for the moment simply note Theorem 6.8, proceed to Section 6.4,
and return here later.

Definition 6.9. For any ~ζ = (ζ1, ζ2, . . . , ζk) ∈ Rk, the volume of ~ζ, denoted
vol ~ζ, is

∏k
j=1 ζj . We shall be primarily concerned with the modular volume of

~ζ,

vol
∥∥∥~ζ∥∥∥ ,

k∏
j=1

‖ζj‖ ,
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and the reduced volume of ~ζ,

vol〈~ζ〉 ,
k∏
j=1

〈ζj〉.

Our main tool for showing results on discrepancy is once again the Erdős-
Turán Theorem, i.e. Theorem 4.58 of Chapter 4. We remind the reader of its
statement:

Theorem 6.10 (Erdős-Turán). For any finite set W = {w0, . . . , wN−1} ⊂
[0, 1) and any positive integer m:

D(W ) ≤ C
 1
m

+
m∑
h=1

1
h

∣∣∣∣∣∣ 1
N

N−1∑
j=0

e2πihwj

∣∣∣∣∣∣


where C is an absolute constant, independent of W .

Applying the Erdős-Turán Theorem to the sets important for our study re-
sults in the following discrepancy bounds. The first lemmas are analogs to Lem-
mas 4.59, 4.60 (where k = 1 and ζ was rational), p. 100 of Chapter 4.

Lemma 6.11. For any ~ζ = (ζ1, ζ2, . . . , ζk) ∈ (R \Q)k, the set

P (~ζ,N) = {‖t1ζ1 + · · ·+ tkζk‖ 0 ≤ ti < N, ti ∈ Z}
satisfies

D(P (~ζ,N)) ≤ C

Nk

1 +
Nk∑
h=1

1

h vol〈h~ζ〉


where C is an absolute constant.

Proof. We apply the Erdős-Turán Theorem, setting m = Nk, and use standard
methods to bound the sum:

D(P (~ζ,N)) ≤ C

Nk

1 +
Nk∑
h=1

1
h

∣∣∣∣∣
N−1∑
t1=0

· · ·
N−1∑
tk=0

e2πih
∑

j tjζj

∣∣∣∣∣


=
C

Nk

1 +
Nk∑
h=1

1
h

∣∣∣∣∣∣
N−1∑
t1=0

· · ·
N−1∑
tk=0

k∏
j=1

e2πihtjζj

∣∣∣∣∣∣


=
C

Nk

1 +
Nk∑
h=1

1
h

k∏
j=1

∣∣∣∣∣∣
N−1∑
tj=0

e2πihtjζj

∣∣∣∣∣∣


=
C

Nk

1 +
Nk∑
h=1

1
h

k∏
j=1

∣∣∣∣1− e2πihNζj

1− e2πihζj

∣∣∣∣
 .
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Now,
∣∣1− e2πihNζj

∣∣ ≤ 2 and 1−e2πihζj is never zero since hζj is never an integer,
so ∣∣∣∣1− e2πihNζj

1− e2πihζj

∣∣∣∣ ≤ 2
|1− e2πihζj | =

1
|sinπhζj | .

Since sinπhζj = sinπ〈hζj〉 and sinπx ≥ 2x for 0 ≤ x ≤ 1/2, we have that
|sinπhζj |−1 ≤ 〈hζj〉−1 and therefore

D(P (~ζ,N)) ≤ C

Nk

1 +
Nk∑
h=1

1
h

k∏
j=1

1
〈hζj〉

 =
C

Nk

1 +
Nk∑
h=1

1

h vol〈h~ζ〉

 . (6.3)

Given Lemma 6.11, we can bound the discrepancy by controlling sums of the
form found in Equation (6.3) above. The primary step in this process is the
following bound.

Lemma 6.12. Let ~ζ = (ζ1, ζ2, . . . , ζk) ∈ (R \ Q)k. Then for every ε > 0, there
is a δ > 0 so that if ~ζ is of type ψ(q) ∈ O(qδ) then

h∑
j=1

1

vol〈j~ζ〉 ∈ O(h1+ε).

The proof (of Lemma 6.12) is quite technical, and we begin by outlining
it. Initially, we observe that if the type of ~ζ is small, then the k-dimensional
discrepancy of the set

S(~ζ,N) ,
{∥∥∥i~ζ∥∥∥ 1 ≤ i ≤ N

}
is also small, see Lemma 6.13 below. This means that the set is roughly uniformly
distributed in [0, 1)k. We partition [0, 1)k into a set of “nested” regions, {Hs},
each pair of regions, Hs ⊂ Hs′ , enclosing those points whose vol〈·〉-values lie
in a certain range (c.f. Definition 6.15). In particular, for i such that ||i~ζ|| ∈
(Hs′ \ Hs), s ≤ vol〈i~ζ〉 ≤ s′. Applying our discrepancy results, we show that
each of these regions intersects roughly the expected number of points from the
set S:

#
{
i 1 ≤ i ≤ N,

∥∥∥i~ζ∥∥∥ ∈ Hs

}
≈ Nλ(Hs).

For each pair of regions, except possibly regions adjacent to the boundaries of
[0, 1)k, we can lower bound the value vol〈j~ζ〉 for any point of S lying between
these regions. The region closest to the boundaries requires special treatment,
and for this we prove in Lemma 6.14 that for sufficiently large N , and for all
1 ≤ i ≤ N , vol〈i~ζ〉 ≥ vN for some vN > 0. Hence, for sufficiently large N ,
there is a “smallest” region HvN that we need to consider, and there is a set,
T = {s0, . . . , st}, vN = s0 ≤ s1 ≤ · · · ≤ st ≤ 1, so that any point from the
sequence S falls in some (Hs′ \Hs), s, s′ ∈ T .
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We can then rewrite the sum by partitioning it over the regions as

h∑
j=1

1

vol〈j~ζ〉 ≤
t−1∑
l=0

#{i | 1 ≤ i ≤ h, ||i~ζ|| ∈ (Hsl+1 \Hsl
)}

sl

≈ h
t−1∑
s=0

λ(Hsl+1 \Hsl
)

sl
.

By an appropriate choice of {Hs}, this is shown to give the bound stated in
Lemma 6.12.

We note that in the 1-dimensional case in Lemma 4.60 of Chapter 4, we
did something similar, but much simpler. We could there take the regions as
ordinary subintervals of [0, 1), and each interval only contained a single point.

We now proceed to give the formal proof, and we start with the discrepancy
results promised.

Lemma 6.13. Let ~ζ ∈ (R \Q)k, and as above, put

S(~ζ,N) ,
{∥∥∥i~ζ∥∥∥ 1 ≤ i ≤ N

}
.

Then for every ε > 0, there is a δ > 0 so that if ~ζ has type ψ(q) ∈ O(qδ) then

D(k)(S(~ζ,N)) ∈ O(N−(1−ε)).

Proof. This follows from the proof of Theorem 9, Niederreiter (1971), noticing
that the notion of discrepancy used there is within a factor 2k of that discussed
here.

We proceed to show that for all large N , we do not get points from our set
that fall close enough to the boundaries of [0, 1]k to have exceptionally small
reduced volume.

Lemma 6.14. For ~ζ = (ζ1, ζ2, . . . , ζk) ∈ (R \Q)k, define

vN = min
1≤j≤N

vol〈j~ζ〉.

Suppose that the discrepancy of the set S(~ζ,N) (as defined in Lemma 6.13),
satisfies D(k)(S(~ζ,N)) ∈ O(N−(1−ε)). For any δ large enough that (1+δ)(1−ε) >
1, for all but a finite number of N :

vN ≥ N−(1+kδ).

In particular, when ε < 1
2 , we may take δ = 2ε so that vN > N−(1+2kε).
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Proof. Suppose that the claim is false, so that for some infinite sequence N1 <

N2 < · · · , (Nj ∈ N), we have vol〈Nj~ζ〉 < N
−(1+kδ)
j . Consider a specific N with

this property. Let γ < δ, but still large enough so that (1 + γ)(1 − ε) > 1, and
consider the set

S′ =
∥∥∥N~ζ∥∥∥ , ∥∥∥2N~ζ∥∥∥ , . . . , ∥∥∥NbNγc~ζ

∥∥∥
inside the set S(~ζ,NbNγc). We define three quantities that, in turn, define a
rectilinear subset of [0, 1)k:

mi ,
{

max1≤j≤bNγc ‖jNζi‖ , if ‖Nζi‖ < 1
2 ;

max1≤j≤bNγc(1− ‖jNζi‖), otherwise,

yi ,
{

0, if ‖Nζi‖ < 1
2 ;

mi, otherwise,

and

zi ,
{
mi, if ‖Nζi‖ < 1

2 ;
1, otherwise.

Now, let B be the set

B = {(x1, . . . , xk) yi ≤ xi ≤ zi} .
These definitions may seem hard to penetrate, so in order not to obscure the

proof by technicalities, let us assume that ‖Nζi‖ ≤ 1/2 for each i. The other
cases follow by symmetry, using the above definitions. Since ‖Nζi‖ ≤ 1/2, this
now means that the quantities above become

mi = max
1≤j≤bNγc

‖jNζi‖

and that B is the set

B = {(x1, . . . , xk) 0 ≤ xi ≤ mi} .
In particular, ~0 ∈ B. Then, since ‖jNζi‖ ≤ j ‖Nζi‖, the measure of B is at most

k∏
i=1

mi ≤ bNγck vol〈N~ζ〉 < N−(1+k(δ−γ)).

Also, we see that S′ ⊆ B so that

#(S(~ζ,NbNγc) ∩B) ≥ #(S′ ∩B) = bNγc.
Considering now the sequence N1, N2, . . . , we have∣∣∣∣∣#(S(~ζ,N1+γ

j ) ∩B)

N1+γ
j

− λ(B)

∣∣∣∣∣ ≤
∣∣∣∣∣ N

γ
j

N1+γ
j

−N−(1+k(δ−γ))
j

∣∣∣∣∣ ≤ D(k)(S(~ζ,N1+γ
j ))

= O(N−(1+γ)(1−ε)
j ).
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But this is impossible—notice that D(k)(S(~ζ,N1+γ
j )) = o(N−1

j ) but the above
absolute value is Ω(N−1

j ).

We note that if ζ1, . . . , ζk, 1 are algebraic and linearly independent over Q, the
above Lemma also follows from a result by Schmidt (1970).

Next, we describe a collection of hyperbolic regions into which we divide
[0, 1]k.

Definition 6.15. For 0 < s ≤ 1, define

Hs ,
{
~x ∈

[
0,

1
2

]k
vol~x ≤ s

}
H̃s ,

{
~x ∈ [0, 1]k vol〈~x〉 ≤ s} .

For D ⊆ {1, . . . , k}, let rD : [0, 1]k → [0, 1]k be the affine linear map

rD(~x)i =

{
1− xi if i ∈ D
xi if i 6∈ D.

(Note also that rD is an involution: rD(rD(~x)) = ~x.) Then

H̃s =
⋃

D⊆{1,... ,k}
rD(Hs) (6.4)

and, naturally,

vol〈~x〉 = min
D⊆{1,... ,k}

vol rD(‖~x‖). (6.5)

Since by (6.4) each H̃s can be written as the union of the 2k natural reflections
of the set Hs, we focus on the simpler region Hs; for ~x ∈ Hs, vol〈~x〉 = vol ‖~x‖ =
vol~x.

Asymptotic volumes of these sets are recorded in the following Lemma.

Lemma 6.16. For any constant c > 1, as s→ 0,

1. λ(Hs) ∼ s lnk−1 s−1

(k−1)! .

2. λ(Hcs) ∼ cs lnk−1 s−1

(k−1)! for c > 0.

3. λ(Hcs \Hs) ∼ (c−1)s lnk−1 s−1

(k−1)! .

Where f(s) ∼ g(s) means that lims→0
f(s)
g(s) = 1.
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Proof. The lemma follows from the following explicit formula for the volume of
the set A = {~x |∏i xi ≥ s} ⊂ [0, 1]k:

λ(A) =
∫ 1

s

∫ 1

s/x1

· · ·
∫ 1

s/(x1x2...xk−1)

dxk . . . dx1 = 1− s
k−1∑
i=0

(− ln s)i

i!
.

Notice that our notion of discrepancy is defined in terms of rectilinear sets.
To bound the discrepancy of S(~ζ,N) with respect to these hyperbolic regions,
we show that the latter can be well approximated by rectilinear sets.

Definition 6.17. For a constant η > 1 let L(η) ⊂ [0, 1]k be the lattice

L(η) ,
{
(η−i1 , . . . , η−ik) ij ∈ N

}
.

Finally, let B(η) be all k-dimensional rectilinear sets of the form

B~i , B(i1,... ,ik) ,
{
~x ∈ [0, 1]k 0 ≤ xj ≤ η−ij

}
where (η−i1 , . . . , η−ik) ∈ L(η).

Definition 6.18. For a set of indices I ⊆ L(η), let BI =
⋃
~i∈I B~i. Then for

0 < s ≤ 1, let

B̌s ,
⋃

I⊆L(η),
BI⊆Hs

BI , and

B̂s ,
⋂

I⊆L(η),
Hs⊆BI

BI .

Notice that by definition B̌s ⊂ Hs ⊂ B̂s.
Lemma 6.19. (B̂2s \ B̌s) ⊆ (H2ηks \Hη−ks) and furthermore, B̂2s \ B̌s may be
covered by O(lnk s−1) rectilinear sets, constants depending only on η, k.

Proof. By the maximality of B̌s, Hη−ks ⊆ B̌s. (Notice that for ~x ∈ (0, 1)k, there
is always a lattice point of L(η) in the rectilinear box spanned by ~x and η−1~x.)
Similarly, B̂s ⊆ Hηks. Repeating the argument for H2s we find that

B̂2s \ B̌s ⊆ H2ηks \Hη−ks

as claimed. For the second statement of the lemma, notice that minimal recti-
linear sets “aligned” with the lattice L(η) suffice. Clearly, choosing the lattice
points (η−i1 , . . . , η−ik) ∈ L(η) for 0 < ij ≤ log s−1/ log η suffices for this and
there are O(logk s−1) such points. (In fact, a more careful analysis shows that
O(lnk−1 s−1) rectilinear sets suffices.)
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Putting the pieces together, we can finally prove Lemma 6.12:

Proof of Lemma 6.12. Fix ε > 0, but smaller than 1
2 , and let ε′ < ε

2k+1 . Consid-
ering S(~ζ,N) = {||~ζ||, ||2~ζ||, . . . , ||N~ζ||}, by Lemma 6.13, we may select a δ > 0
small enough so that the assumption that ~ζ has type ψ(q) ∈ O(qδ) insures us
that D(k)(S(~ζ,N)) ∈ O(N−(1−ε′)). Invoking Lemma 6.14, for sufficiently large
N and j ≤ N , vol〈j~ζ〉 ≥ N−(1+2kε′). Set l , d(1 + 2kε′) logNe.

Pick η > 1, the constant that defines the lattice L(η). Select a small γ > 0
and choose s0 ∈ (0, 1) small enough so that for all c ∈ [2, 2η2k] and all s ≤ s0,
the measures of the sets Hcs \Hs are well-behaved:

(1− γ) (c− 1)s lnk−1 s−1

(k − 1)!
< λ(Hcs \Hs) < (1 + γ)

(c− 1)s lnk−1 s−1

(k − 1)!
.

Note that s0 is a constant depending on k and η only. Let

T (l, s0) =
{
2−l, 2−(l−1), . . . , 2blog s0c

}
,

and consider the behavior of the set S = S(~ζ,N) with respect to the sets
{Hs | s ∈ T (l, s0)}. By the choices of l, s0, for any ||j~ζ|| ∈ S, it is either the
case that vol〈j~ζ〉 > s0, or, that 〈j~ζ〉 ∈ Hs for some s ∈ T (l, s0). Then we have
by Lemma 6.19 and Equation (6.5):

N∑
j=1

1

vol〈j~ζ〉 <

N∑
j=1

∑
D⊆{1,... ,k}

1

vol rD(||j~ζ||)

≤
∑

D⊆{1,... ,k}

[ ∑
1≤j≤N

vol rD(||j~ζ||)>s0

1
s0

+
∑

s∈T (l,s0)

∑
1≤j≤N

rD(||j~ζ||)∈(H2s\Hs)

1

vol rD(||j~ζ||)

]

≤ 2kN
s0

+
∑

D⊆{1,... ,k}

∑
s∈T (l,s0)

#(S ∩ rD(H2s \Hs))
s

≤ 2kN
s0

+
∑

D⊆{1,... ,k}

∑
s∈T (l,s0)

#(S ∩ rD(B̂2s \ B̌s))
s

.

(Recall that rD is an involution so that rD(||j~ζ||) ∈ (H2s \ Hs) if and only if
||j~ζ|| ∈ rD(H2s \ Hs).) Notice that from Lemma 6.19, B̂2s and B̌s may be
expressed as unions of at most O(lk) rectilinear sets. This of course also holds
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for rD(B̂2s \ B̌s). So, from our assumptions on ~ζ together with Lemmas 6.13 and
6.19 we see that:

#(S ∩ rD(B̂2s \ B̌s)) = N(λ(rD(B̂2s \ B̌s)) +O(lk)D(k)(S(~ζ,N)))

= N(λ(B̂2s \ B̌s) +O(lk)D(k)(S(~ζ,N)))

≤ N(λ(H2ηks \Hη−ks) +O(lk)O(N−(1−ε′)))

≤ N

(
(1 + γ)(2η2k − 1)

(k − 1)!
s lnk−1 s−1 +O(lkN−(1−ε′))

)
.

Then there is a constant a > 0 so that for all sufficiently large N and all s ∈
T (l, s0),

#(S ∩ rD(B̂2s \ B̌s)) ≤ aN(s lnk−1 s−1 + lkN−(1−ε′)).

Thus

N∑
j=1

1

vol〈j~ζ〉 ≤ 2ka

O(N) +
∑

s∈T (l,s0)

(
N lnk−1 s−1 +

lkN ε′

s

)
≤ 2ka

O(N) +N

l∑
j=0

lnk−1 2j + lkN ε′
l∑

j=0

2j


≤ 2ka

O(N) +N(ln 2)k−1
l∑

j=0

jk−1 + lkN ε′2l+1

 .

Using our definitions of t, l, we see that this is asymptotically O(N1+(2k+1)ε′)
and hence O(N1+ε). (Recall that logO(1) n ∈ o(nν) for any ν > 0).

We can now prove Theorem 6.8.

Proof of Theorem 6.8. By Lemma 6.11,

D(P (~ζ,N)) ≤ C

Nk

1 +
Nk∑
h=1

1

h vol〈h~ζ〉

 .

By the Abel summation formula,

Nk∑
h=1

1

h vol〈h~ζ〉 =
Nk∑
h=1

sh
h(h+ 1)

+
sNk

Nk + 1

where sh =
∑h

j=1

(
vol〈j~ζ〉

)−1

.
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Fix ε > 0. Applying Lemma 6.12, there is δ > 0 so that the assumption that
the type of ~ζ is O(qδ) yields that sh ∈ O(h1+ε). Then, for some constant C′:

Nk∑
h=1

1

h vol〈h~ζ〉 ≤ C
′

Nk∑
h=1

1
h1−ε +Nkε

 ∈ O(Nkε).

Thus D(P (~ζ,N)) ∈ O(N−k(1−ε)).

With this machinery at our disposal, we can now proceed to explore the
behavior of Ξ(·) for irrational biases.

6.4 Algebraic Bias

We now consider the case where the bias β is an algebraic number. In order retain
the equivalence between ΞP and Ξ in this case, one must permit the polynomial
time bounded algorithms to perform arithmetic with real numbers.

Let α = (1+β)/2 where β is assumed to be an algebraic number of degree at
least k+ 1. As before, our goal is to find a collection Cn of Bn for which w(Cn),
the probability that (X1, . . . , Xn) ∈ Cn, is as close to 1

2 as possible. We proceed
roughly as in the rational case, selecting an easy initial collection C̃n and then
refine this collection.

Specifically, we begin with a subset, C̃, of the lattice, including the entire
bn2 cth level but avoiding levels bn/2c + 1, . . . , bn/2c + k, for which w(C̃n) is
fairly close to 1

2 . In fact, one can easily find such a subset whose weight is
within ∆ of 1

2 , where 0 ≤ ∆ < p′ = P
bn/2c
n (α). We then refine this initial

collection by the use of elements on levels bn/2c+ 1, bn/2c+ 2, . . . , bn/2c+ k.
More precisely, we shall approximate ∆ modulo p′ by finding a subset C of these
latter k levels whose weight w(C) is very close to ∆ when taken modulo p′.
Writing w(C) = ∆′ + mp′, for 0 ≤ ∆′ < p′ and m = bw(C)/p′c ∈ Z, we shall
have |∆−∆′| very small. Combining this C with our original collection yields a
new set C ∪ C̃n with ∣∣∣∣w(C ∪ C̃n)− 1

2

∣∣∣∣ = mp′ + |∆−∆′| .

Provided m is smaller than the number of elements on level bn/2c, we can then
remove m such elements that are already in C̃n, producing a final set Cn with
|w(Cn)− 1/2| = |∆−∆′|. Hence, the quality of this approximation depends
on how close to ∆ we can get by forming sums of the probabilities of levels
bn/2c+ 1, bn/2c+ 2, . . . , bn/2c+ k, modulo p′. Bounds on the discrepancy of
such sums modulo p′, then, can be translated into bounds on the quality of such
an approximation.

We have seen that the discrepancy of sets of the form

{t1ζ1 + · · ·+ tkζk 0 ≤ tj < N}
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(where we may think of ζj as the probability of an element on level bn/2c + j
in Bn) is roughly N−k. Wishing to depress this bound as much as possible, we
would like N to be as large as possible. In the outline above, N is bounded by
the “width” of the Boolean lattice. The width in turn is maximized at level bn2 c,
explaining why we choose to work with levels in this neighborhood.

Before proceeding, we introduce some more notation.

Definition 6.20. Let α , (1 + β)/2, i.e. the probability that a bit from our
biased source is 1 and set σn , αbn/2c(1 − α)n−bn/2c, the probability that
(X1, . . . , Xn) has Hamming weight exactly bn/2c. Finally, let τ , α

1−α . We
focus on the sequences produced by our source of length n and weight j for
j = bn/2c, bn/2c+ 1, . . . , bn/2c + k (where k + 1 is a lower bound on the de-
gree of α). The probabilities associated with such outcomes then form the set{
σn, σnτ, σnτ

2, . . . , σnτ
k
}
. Scaling by σn 6= 0, we define Γ ,

{
1, τ, τ2, . . . , τk

}
.

Claim 6.21. Let X1, . . . , Xn be independent, identically distributed {−1, 1} ran-
dom variables with Pr[Xi = 1] = p. Then |Ln(p)− np| ∈ O(

√
n) and further-

more, for k ∈ O(1), #BLn(p)±k
n ≥ 2(Ent(p)−o(1))n.

Proof. Set Sn =
∑n

i=1Xi so that E[Sn] = np. Applying a Chernoff bound
(Chernoff, 1952; Alon and Spencer, 1992),

Pr [Sn < n(p− ε)] < e−2nε2 <
1
2

if ε ≥√ln 2/(2n). Hence, Ln(p) = n(p±O(n−1/2)).
Finally, notice that from this, for k ∈ O(1) we have (see §14 of Alon and

Spencer, 1992, for example)

#B(Ln(p)−k)
n ≥

(
n

n(p± o(1))

)
= 2(Ent(p)±o(1))n.

Since k = O(1), #B(Ln(p)+k)
n = 2(Ent(p)±o(1))n, also.

Lemma 6.22. Let α be as above. For all sufficiently large n, there is a subset
C̃n ⊂ Bn such that

Bbn/2cn ⊂ C̃n, (6.6)
C̃n ∩ Bbn/2c+jn = ∅, 1 ≤ j ≤ k, and (6.7)

w(C̃n) = 1/2 + ∆(n), (6.8)

where 0 ≤ ∆(n) < P
bn/2c
n (α).

Proof. Start by setting C′ = Bbn/2cn ; this ensures that (6.6) is satisfied. Next,
add to C′ a maximal subset, C′′, of

⋃n
j=Ln(α) Bjn, but so that w(C′ ∪ C′′) < 1

2 ,

and notice that by definition of Ln, #((C′ ∪ C′′) ∩ BLn(α)
n ) ≥ 1. As a first
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approximation, now set C̃n = C′ ∪ C′′. For sufficiently large n, Claim 6.21
implies that Ln(α) > bn/2c + k for any constant k so that (6.7) holds at this
point.

For j = Ln(α) − 1, Ln(α) − 2, . . . , bn/2c+ k + 1, add elements from level j
to C̃n as follows. First, if w(C̃n) + P jn(α) > 1

2 , then delete one element from
Bj+1
n that is already included in C̃n. (By induction, at least one element from
Bj+1
n has already been added.) Then add a maximal subset of Bjn to C̃n, so that

still, w(C̃n) < 1
2 . Hence, at least one element from Bjn is added, and in fact,

since probabilities associated with adjacent levels are related by the constant τ ,
at most a constant number of elements are added.

When we have reached level j = bn/2c + k + 1, we will by the maximality
criterion on C̃n have

w(C̃n) =
1
2
−∆,

where 0 ≤ ∆ < P
bn/2c+k+1
n (α).

We now finally add to C̃n a minimal subset of
⋃bn/2c−1
j=0 Bjn so that the final

C̃n has w(C̃n) ≥ 1/2. For sufficiently large n, this is always possible to achieve.
The probability mass, associated with each element in level bn/2c − 1 is related
to that for elements in level bn/2c+ k + 1 (i.e. P bn/2c+k+1

n (α)) by the constant
τk+2, and again by Claim 6.21, the lattice is at these levels exponentially wide.

Hence, for the final C̃n so constructed, we have w(C̃n) = 1
2 + ∆(n), where

0 ≤ ∆(n) ≤ P bn/2c−1
n (α) < P

bn/2c
n (α).

Next, we need some results on the algebraic properties of the numbers in-
volved.

Claim 6.23. If α is algebraic of degree t > k then Γ is linearly independent over
the rationals.

Proof. If α is algebraic, then so is τ = α(1−α)−1, since the algebraics are closed
under multiplication. Suppose that τ is algebraic of degree d and let u(x) ∈ Z[x]
be the irreducible polynomial for τ ,

u(x) =
d∑
i=0

uix
i.

Then u(τ) = u(α(1− α)−1) = 0 and defining

g(x) =
d∑
i=0

uix
i(1− x)d−i,

one has

g(α) =
d∑
i=0

uiα
i(1− α)d−i = (1 − α)du(τ) = 0.
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Notice that g is a polynomial of degree at most d so that the degree of τ is at
least that of α and Γ is independent over the rationals.

Definition 6.24. For r ∈ Z, define max(1) (r) = max(|r| , 1). For ~r ∈ Zk, define
r(~r) =

∏k
i=1 max(1) (ri).

Theorem 6.25 (Schmidt). Let ζ1, . . . , ζk be algebraic numbers for which the
numbers 1, ζ1, ζ2, . . . , ζk are linearly independent over Q. Let ~q = (q1, . . . , qk) ∈
Zk \ {~0}. Then for any δ > 0, and for all but finitely many ~q,

(r(~q))1+δ〈
k∑
j=1

qiζi〉 ≥ 1

Such ~ζ = (ζ1, . . . , ζk) then have type at most ψ(q) = qkδ.

Proof. See Schmidt (1970) for a proof.

Collecting Claim 6.23, the previous theorem, and Theorem 6.8 we immedi-
ately have

Corollary 6.26. The set

P ((τ, . . . , τk), N) =
{∥∥t1τ + t2τ

2 + · · ·+ tkτ
k
∥∥ 0 ≤ ti < N

}
has discrepancy D(P ) ∈ O(N−k(1−ε)) for all ε > 0.

We can now prove the main result of this section.

Theorem 6.27. Let β be algebraic of degree at least k+1. Then with α defined
as above, for all ε > 0, for all sufficiently large n,

Ξn(β) ≤ c2−(1−ε)kn,

for some constant c. Hence Ξ(β) ≤ 2−k.

Proof. Select ε > 0. Note that if β is algebraic of degree d ≥ k + 1, then so is α
(and vice versa). Our goal is, once again, to find a collection Cn ⊂ Bn so that
the probability that (X1, . . . , Xn) ∈ Cn is as close to 1/2 as possible.

Set C̃n as the collection found in Lemma 6.22, so that w(C̃n) = 1
2 + ∆,

0 < ∆ < P
bn/2c
n (α), C̃n ∩ (

⋃k
j=1 Bbn/2c+jn ) = ∅ and Bbn/2cn ⊂ C̃n. We now use

levels bn/2c+1, . . . , bn/2c+ k to approximate ∆ mod P bn/2cn (α) and then “lift”
this to an approximation modulo 1.

Define N = #Bbn/2cn and observe that #Bbn/2c+jn = 2(1−o(1))n for 0 ≤ j ≤ k.
Now, let N1 = N

kdτke , recall that τ = α(1−α)−1, and consider the set of non-zero
linear combinations of form

t1τ + t2τ
2 + · · ·+ tkτ

k, 0 ≤ ti < N1.
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By Corollary 6.26, we know that this set has discrepancy (mod 1) O(N−k(1−ε)
1 ).

Scaling by σn, this means that the set all linear combinations we can form by
taking

t1σnτ + · · ·+ tkσnτ
k = t1P

bn/2c+1
n (α) + · · ·+ tkP

bn/2c+k
n (α),

for 0 ≤ ti < N1, has discrepancy O(N−k(1−ε)
1 ), now modulo σn = P

bn/2c
n (α).

Thus, there is a ~t = (t1, . . . , tk) for which the corresponding linear combination
gives a ∆′ with |∆−∆′| ≤ QεN

−k(1−ε)
1 mod P bn/2cn (α) for a constant Qε. Now

form C by picking tj elements from level bn/2c+ j, j = 1, 2, . . . , k. Then with

m =
⌊

w(C)

P
bn/2c
n (α)

⌋
we have∣∣∣∣w (C̃n ∪ C)− 1

2

∣∣∣∣ = mP bn/2cn (α) + |∆−∆′| .

We now take our final Cn as C̃n ∪ C except that we remove m elements from
level bn/2c. The entire bn/2cth level is already included in C̃n and furthermore,
since the bias is positive,

w (C) =
k∑
j=1

tjP
bn/2c+j
n (α) <

N

kdτke
k∑
j=1

P bn/2c+jn (α) <
N

kdτkekP
bn/2c+k
n (α)

=
N

kdτkekτ
kP bn/2cn (α) < #Bbn/2cn P bn/2cn (α),

so we must have m < #Bbn/2cn .
In summary, we can find a Cn for which the probability that (X1, . . . , Xn) ∈

Cn satisfies∣∣∣∣w(Cn)− 1
2

∣∣∣∣ ≤ |∆−∆′| ≤ Qε
(

N

kdτke
)−k(1−ε)

≤ Qε
(

2(1−o(1))n

kdτke
)−k(1−ε)

.

The produced bias implies that

Ξn(β) ≤ 2Qε
(
kdτke)k(1−ε) 2−(1−ε)kn

Taking the nth root and the limit as n→∞, the bound Ξ(β) ≤ 2−k follows.

We proceed by proving that the algebraic biases fall into two distinct classes.
We first have the following result.

Claim 6.28. Suppose that α is algebraic of degree d, and let g(x) =
∑d
i=0 gix

i ∈
Z[x] be the irreducible polynomial of α. Then for j ≥ d, reducing αj modulo g
we have

gj+1−d
d αj =

d−1∑
i=1

c
(j)
i αi (mod g(α))

for some integers c(j)i bounded by maxi
∣∣∣c(j)i ∣∣∣ ≤ (2H(α))j .
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Proof. Recall that H(α) = maxi |gi|. Let hj = maxi
∣∣∣c(j)i ∣∣∣. We use induction on

j. The base case is j = d, and by definition,

gdα
d = −

d−1∑
i=0

giα
i,

so, in fact, hd ≤ H(α).
Suppose the claim holds some j > d. Then

gj+1−d
d αj+1 = α(gj+1−d

d αj) = α

d−1∑
i=0

c
(j)
i αi =

d−2∑
i=0

c
(j)
i αi+1 + c

(j)
d−1α

d

=
d−2∑
i=0

c
(j)
i αi+1 − c

(j)
d−1

gd

d−1∑
i=0

giα
i (mod g(α)).

Multiplying by gd to clear denominators and collecting powers of α,

gj+2−d
d αj+1 =

d−1∑
i=1

(gdc
(j)
i−1 − c(j)d−1gi)α

i − c(j)d−1g0 (mod g(α)).

Thus,

hj+1 = max
i

∣∣∣c(j+1)
i

∣∣∣ = max
(
max
i

∣∣∣gdc(j)i−1 − c(j)d−1gi

∣∣∣ , ∣∣∣c(j)d−1g0

∣∣∣)
≤ 2hj max

i
|gi| = 2hjH(α)

and the claim follows.

Theorem 6.29. Let β be algebraic of degree k+1 and set α = (1 +β)/2. Then
β falls into one of the following two classes.

Class I. Ξ(β) > 0 and furthermore for all ε > 0 and sufficiently large n, Ξn(β) ≥
(2H(α))−3(1+ε)kn. Hence Ξ(β) ≥ (2H(α))−3k.

Class II. Ξ(β) = 0 and there is a number n0 so that for all n > n0, Ξn(β) = 0.

In other words, Ξ(β) can not limit to zero.

Proof. Suppose that β is not in Class II. Let g(x) =
∑k+1
i=0 gix

i ∈ Z[x] be the
irreducible polynomial of α. Consider a family of partitions, {(C−1

n , C1
n)}, where

C−1
n and C1

n partition Bn and let #(C−1
n ∩ Bjn) = qnj . Then

w(C−1
n ) =

n∑
j=0

qnjα
j(1− α)n−j (6.9)
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where qnj ≤
(
n
j

) ≤ ( n
n/2

)
. We can write

αj(1 − α)n−j = αj
n−j∑
i=0

(
n− j
i

)
(−α)i =

n−j∑
i=0

li(−1)iαi+j

where li =
(
n−j
i

) ≤ ( n
n/2

)
and by Claim 6.28, gi+j−kk+1 αi+j is a polynomial in α of

degree k and with coefficients bounded in absolute value by (2H(α))n.
Reducing (6.9) modulo g, and scaling by gn−kk+1 to clear denominators,

gn−kk+1w(C−1
n ) =

k∑
j=0

Qnjα
j ,

where the Qnj’s then are integers bounded in size by

|Qnj | ≤ gn−kk+1 · n
(
n

n/2

)2

(2H(α))n ≤ H(α)n−kn
(

2n√
n

)2

(2H(α))n ≤ 8nH(α)2n.

Considering the bias produced by C−1
n ,

∣∣2w(C−1
n )− 1

∣∣, since this is assumed
to be non-zero we then have

gn−kk+1

∣∣2w(C−1
n )− 1

∣∣ =
∣∣∣∣∣∣
k∑
j=1

2Qnjαj − (gn−kk+1 − 2Qn0)

∣∣∣∣∣∣ ≥ 〈
k∑
j=1

2Qnjαj〉

since gn−kk+1 − 2Qn0 is an integer. But 1, α, α2, . . . , αk are linearly independent
over Q, so we know from Theorem 6.25 that for all ε > 0 (and sufficiently large
n),

〈
k∑
j=1

2Qnjαj〉 ≥
 k∏
j=1

2Qnj

−(1+ε)

≥ 1
2k(1+ε)8nk(1+ε)H(α)2nk(1+ε)

,

so that the bias produced by C−1
n is bounded from below by∣∣2w(C−1

n )− 1
∣∣ ≥ 1

gn−kk+1 · 2k(1+ε)8nk(1+ε)H(α)2nk(1+ε)
≥ 1

2k(1+ε)[2H(α)]3nk(1+ε)

Slightly adjusting ε yields the bound on Ξn(·) quoted in the theorem. The bounds
on Ξ follow.

We note that if α is an algebraic integer, then it belongs to Class I. This is a
consequence of a result by Feldman et al. (1993), where it is shown that a totally
unbiased bit cannot be produced unless 2 is a divisor in the leading coefficient
of the irreducible polynomial of α.

Combining the results in this section we conclude:
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Theorem 6.30. Let α = 1+β
2 , for an algebraic bias β of degree at least k+1. If

Ξ(β) 6= 0, then for a constant c, depending essentially on α’s algebraic properties,
for all ε > 0 and sufficiently large n,

(2H(α))−3(1+ε)kn ≤ Ξn(β) ≤ c2−(1−ε)kn

and thus (2H(α))−3k ≤ Ξ(β) ≤ 2−k.

As in the rational case, we can demonstrate an explicit upper bound on ξb,n
for polynomial time b:

Corollary 6.31. With β as above, there is a function b : {−1, 1}∗ → {−1, 1},
computable in polynomial time satisfying

ξb,n(β) ≤ c n
log n 2−(1−ε)kn

for all ε > 0, a constant c depending essentially on α’s algebraic properties, and
sufficiently large n.

Proof. Divide the n input bits into n
logn blocks of logn bits each. Following the

details of the proof of Theorem 6.27, we can find h : {−1, 1}logn → {−1, 1} that
produces output bias ξh,logn(β) ≤ c2−(1−ε)k logn. Further studying the proof, we
see that the time required to find this h is dominated by evaluating the 2O(logn)

sums involved.
Now compose h applied to each block with an XOR of the n

log n bits produced
by h.

6.5 A Metrical Result

Hoping to follow the program developed in the previous section, we would like
to see that most biases ζ ∈ [0, 1] will produce probabilities P in(ζ) to which we
can apply the discrepancy results of Section 6.3. As one would expect, the criti-
cal issue is the type of the vector (ζ, ζ2, . . . , ζk). The current state of knowledge
concerning multidimensional type, however, (this is ψ in the previous sections) is
rather curious: while the multidimensional type of vectors with algebraic compo-
nents has been elucidated by a deep result of Schmidt (see Theorem 6.25 above),
the problem appears to be unsolved in any specific transcendental case. Very
strong metrical results are known, however (see Schmidt (1960); Beck (1994),
for example) which show that (Lebesgue) almost all vectors have nearly perfect
type—far better than that known for algebraics. Unfortunately, we cannot di-
rectly appeal to these results, since we are concerned with vectors which have
highly correlated entries: vectors of the form (ζ, ζ2, . . . , ζk). Below we prove a
metrical result for vectors of this form.
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Lemma 6.32. Fix δ > 0 and k ∈ N. For (Lebesgue) almost all ζ ∈ [0, 1], there
are only finitely many ~q ∈ (N ∪ {0})k for which

〈
k∑
i=1

qiζ
i〉 < 1

r(~q)
∏k
i=1 LN1+δ(qi)

, (6.10)

where LN(x) , max(ln(x), 1).

The proof is not difficult, but may seem a little technical. To see where we are
going, here is a quick overview. It is natural to view

∑
i qiζ

i as a polynomial in
ζ with positive coefficients, and we denote this polynomial T~q(ζ). For ζ ∈ (0, 1],
we have 0 < T~q(ζ) ≤

∑
i qi , Q. Hence, if T~q(ζ) is close to an integer (so that ζ

is “bad”), this integer lies in the interval (0, Q]. More precisely, for each integer
in (0, Q], there is a short interval around it (of length determined by the right
hand side of (6.10) above) so that ζ is bad, precisely if T~q(ζ) falls in the union
of these intervals, denoted B. Then, for a given ~q, the measure of the set of bad
ζ’s is the measure of the inverse image: T−1

~q (B). The main work that needs to
be done is to relate these two measures to each other, via the mapping T~q(·).

Formally, the proof is as follows.

Proof. Fix σ ∈ (0, 1). For ~q ∈ Nk set

D~q , 1
r(~q)

∏
i LN1+δ(qi)

.

and define T~q(x) = q1x+ · · ·+ qkx
k, Q =

∑k
i=1 qi. Then, for x ∈ (0, 1], we have

T~q(x) ∈ (0, Q] and

T ′~q(x) , dT~q
dx

(x) ≥ T~q(x)
x

.

For S ⊂ R and γ > 0, define

Bγ(S) , {z | ∃s ∈ S, |s− z| ≤ γ}.

Let Qσ ⊂ Nk denote the finite collection of ~q for which T~q(σ) < 1 or D~q ≥ 1
2 .

For ~q 6∈ Qσ, we have that

Pr
x∈[σ,1]

[〈T~q(x)〉 < D~q] = Pr
x∈[σ,1]

[
T~q(x) ∈ BD~q

({1, . . . , Q})] .
For ~q 6∈ Qσ, T ([σ, 1]) ⊂ [1, Q] and, since T ′~q(x) > 0 for all x ∈ [σ, 1], T~q is
invertible on [σ, 1]. We define a probability measure on [1, Q] by setting ν~q(S) =
µ({x | T~q(x) ∈ S}), where µ is the uniform probability measure on [σ, 1]. Then

ν~q(S) =
∫
S

g′

1− σ dλ
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where g = T−1
~q . (See Dudley (1989), §5.5.4, for example, for a discussion of

Radon-Nikodym derivatives). Furthermore, notice that T ′′~q (x) ≥ 0 on [σ, 1], so
that for two intervals [a, b] and [a+ γ, b+ γ] ⊂ [1, Q], where γ > 0, we have

ν~q ([a, b]) > ν~q ([a+ γ, b+ γ]) . (6.11)

Now, let j0 be the smallest natural number for which BD~q
({j0})∩T~q([σ, 1]) 6= ∅.

Considering equation (6.11) above, for j ≥ j0, for intervals of form [j +D~q, j +
1 +D~q], we have

ν~q(BD~q
({j + 1})) ≤ 2D~q ν~q([j +D~q, j + 1 +D~q]),

we conclude that
ν~q
(
BD~q

({j0 + 1, . . . , Q})) ≤ 2D~q.

Then, since ν~q(BD~q
({j0})) < 2D~q,

Pr
x∈[σ,1]

[〈T~q(x)〉 < D~q] = ν~q
(
BD~q

({1, . . . , Q})) ≤ 4D~q.

Now, ∑
~q

4D~q = 4
k∏
i=1

∞∑
qi=0

1
max(1) (qi) · LN1+δ(qi)

which is finite, since each sum converges.
Recall the Borel-Cantelli lemma:

Lemma 6.33 (Borel-Cantelli). Let E1, E2, . . . be events with
∑

i Pr[Ei] <∞.
Then Pr[∩i ∪j>i Ei] = 0.

A proof can be found in Dudley (1989), §8.3.4, for example. Applying this
to the events E~q = {x 〈T~q(x)〉 < D~q} shows that with probability 1 there are at
most finitely many ~q for which 〈T~q(x)〉 < D~q, as desired. Since σ was arbitrary,
the lemma is established.

Theorem 6.34. For every δ > 0, for (Lebesgue) almost all ζ ∈ [0, 1], the vector
(ζ, ζ2, . . . , ζk) has type ψk(q) = (ln q)(1+δ)k for all k ∈ N. Furthermore, for any
k, any ε > 0, the set

P ((ζ, . . . , ζk), N) =
{∥∥t1ζ + t2ζ

2 + · · ·+ tkζ
k
∥∥ 0 ≤ ti < N

}
then satisfies

D(k)(P ((ζ, . . . , ζk), N)) ∈ O(N−k(1−ε))

Proof. Fix ε > 0. For each k ∈ N, we may apply Lemma 6.32 to conclude that

Pr
[
(ζ, . . . , ζk) has type ψk

]
= 1.

Since measure is countably additive, for (Lebesgue) almost all ζ ∈ [0, 1], the
vector (ζ, . . . , ζk) has type ψk for every k. The second part now follows from
Theorem 6.8.
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Theorem 6.35. Let ζ be randomly chosen in [0, 1] then, with probability 1,

Ξ(ζ) = 0.

Proof. The proof is identical to the proof of Theorem 6.27, replacing Corol-
lary 6.26 by Theorem 6.34. Since the results now hold for any k, the theorem is
established.

6.6 Extensions

We notice some natural generalizations of our results.
Simulate any fixed bias: Instead of producing a single, unbiased bit, we now
would like to find b so that |Pr[b(X1, . . . , Xn) = 1]− q|, 1/2 < q < 1, is small.
Our previous definition of Ξ now generalizes to:

Ξ(q)(β) , inf
b

lim
n→∞

n
√
|E[b(X1, . . . , Xn)]− (2q − 1)|,

and Ξ(q)
n (β) similarly. Analogous results to those proved in this chapter can be

demonstrated in this case.
For algebraic input bias, attempting to simulate a rationally biased bit, the

input biases can still be partitioned into two classes, but by the results in Feldman
et al. (1993), the partition depends on q.
Output d(n) > 1 unbiased bits: Let Dn be the uniform distribution on
{−1, 1}d(n). Here, we define

Ξ(Dn)(β) , inf
b

lim
n→∞

(
max
S

∣∣∣∣∣E
[∏
i∈S

bi(X1, . . . , Xn)

]∣∣∣∣∣
) d(n)

n

where S ranges over all non-empty subsets of {1, . . . , d(n)} and where bi is the
ith bit of b. Although the distribution Dn depends on n, one can derive analogue
results when d(n) ∈ o(n) by dividing the input bits into blocks of size n

d(n) . Each
block then produces one output bit by the application of previous methods.

We can in fact generalize further, simulating any fixed distribution D, on
{−1, 1}d, d ∈ O(1). Consider the following generalization of Ξ:

Ξ(D)(β) , inf
b

lim
n→∞

(
max
i

∣∣∣Ê(b)i − D̂i∣∣∣) d
n

where E(b) is the output distribution of b(X1, . . . , Xn) and
{
Ê(b)1, . . . , Ê(b)2d

}
,{

D̂1, . . . , D̂2d

}
are the Fourier coefficients of E(b) and D respectively. Note

that this definition of Ξ(D) specializes to each of the cases above. This can be
simulated again by dividing the input into appropriate blocks and simulating the
conditional distributions. Since d is restricted to be a constant, we can avoid
extreme cases of degenerate distributions.
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6.7 Concluding Remarks

Although we now have a good understanding for how properties of the bias
affects the extraction rate, Ξ(β), some intriguing open problems remain: are
there transcendental numbers ζ for which Ξ(ζ) > 0? Is there ε > 0, for which
{β Ξ(β) > ε} is infinite? We would also like to see the gap closed in Theo-
rem 6.30. One may conjecture that the lower bound there is closer to the truth
than the upper bound. Finally, the problem which arises from consideration of
possibly mixed biases (input bits with perhaps different biases) seems interesting.
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