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Abstract 

Modern vehicles include several electronic control units (ECUs), organized in a controller area network (CAN), 

and interact with external networks for reasons such as comfort, infotainment, and autonomy. The security risks 

from this increasing external interaction are alarming for the safety-critical vehicle systems, since possible 

attackers have more options for intrusion. For example, an attack might result in malfunctioning braking system 

and put lives in danger. This thesis examines the type of countermeasures for the commercial vehicle system of 

Scania to make intrusions impractical, and compares it to the case of passenger vehicles. This study focuses on 

the infotainment ECU and its Bluetooth interface, by first examining in practice the vulnerabilities that make an 

intrusion to the commercial vehicle feasible. The attacks considered are broken down into steps to first exploit 

the Bluetooth interface, then the communications between the infotainment and instrument cluster ECUs, and 

finally performing a flooding attack on the internal network. Tests on a test bench and on a truck simulated the 

attacks to examine their feasibility. The feasibility evaluation of the attack steps that could not be tested, due to 

resource and time limitations, is supported by previous studies. To examine and evaluate the attacks this study 

uses attack trees, which represent an attack as series of steps (combined in alternative or complementary steps) 

in a tree-like structure. Afterwards, this study examines countermeasures some of which are found in literature, 

to mitigate the vulnerabilities that can enable the attacks considered, e.g. DoS attack on CAN bus. The findings 

and suggestions of the study are compared and related to the general case of the automotive industry. In 

conclusion, this thesis explores security issues of a particular ECU in Scania’s electrical system combining practical 

work with previous studies, and can be used as a starting point for further research, for example, in-depth testing 

of all attack steps. 
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Sammanfattning 

Moderna fordon innehåller flera elektroniska styrenheter (ECU), som är organiserade i ett Controller Area 

Network (CAN), och interagerar med externa nätverk på grunder av komfort, infotainment och autonomi. 

Säkerhetsriskerna från denna ökande extern samverkan är alarmerande för säkerhetskritiska fordonssystem, 

eftersom eventuella angripare har fler alternativ för intrång. En attack kan t.ex. leda till funktionsfel av 

bromssystemet och sätta liv i fara. Denna avhandling undersöker vilken typ av motåtgärder för nyttofordon 

system av Scania göra intrång opraktisk, och jämför den med fallet av personbilar. Denna studie fokuserar på 

infotainment ECU och Bluetooth-gränssnitt, genom att först undersöka i praktiken de säkerhetsproblem som gör 

ett intrång i det nyttofordon möjligt. Attackerna anses är uppdelade i åtgärder för att först utnyttja Bluetooth-

gränssnitt, då kommunikationen mellan infotainment och kombiinstrumentet ECU, och slutligen utför en 

översvämning attack på det interna nätverket. Tester på en provbänk och på en lastbil simulerade attacker för 

att undersöka deras genomförbarhet. Genomförbarheten utvärdering av attacken steg som inte kunde testas, 

på grund av begränsade resurser och tid, stöds av tidigare studier. För att undersöka och utvärdera attackerna 

studien använder attack träd, som formulerar en attack som en serie av steg (kombinerade i alternativa eller 

kompletterande steg) i en trädliknande struktur. Sedan undersöker studien motåtgärder varav några finns i 

litteraturen, att minska sårbarheter som möjliggör attackerna anses, t.ex. DoS attack på CAN-bussen. Studiens 

resultat och förslagen jämförs och relateras till det allmänna fallet av bilindustrin. Sammanfattningsvis, utforskar 

denna avhandling problem med en särskild ecu i Scanias elektriska systems säkerhet och kombinerar det 

praktiska arbetet med tidigare studier, som kan användas som en utgångspunkt för ytterligare forskning, till 

exempel, fördjupad testning av alla attacksteg.   



iv 

 

  



v 

 

Acknowledgements 

First, I would like to thank my thesis supervisors; Oscar, my supervisor at Scania, who gave me the opportunity 

to examine such an interesting subject, and was there to provide support at all times; Slava, my supervisor at 

KTH, who was completely engaged to my thesis, and provided help and suggestions no matter the hour of the 

day. 

I am also grateful to many people at Scania, with whom I interacted during my work there. Particularly, 

Jörgen and Jan, from the department I conducted my thesis at, were supportive and available whenever 

necessary. Also, Daniel, from the department which supplied the ECU I focused on, gave me invaluable insight 

on the particular ECU. 

I greatly appreciate the guidance and interest of Martin, my examiner at KTH, whose advices and 

suggestions were always to the point. Fredrik, the degree project coordinator at the Mechatronics department 

KTH, resolved all issues for which I sought his help, even non-working hours. 

Last but not least, I want to thank my closest ones; my family back in Greece, whose encouragement 

and support gave me the strength to accomplish my thesis, as well as my studies abroad; my cousins in Sweden, 

and especially my cousin Marie, who was there whenever I needed her for the important and the simple things; 

my friends, those I had before, but also those I made during this thesis, for their help and advices. 

 

  



vi 

 

  



vii 

 

Abbreviations 

ACK  Acknowledgement 

AP Access Point (Wireless) 

CAN Controller Area Network 

CERT  Community Emergency Response Team 

CIA Confidentiality, Integrity, Availability – the three information security attributes 

COO Coordinator gateway 

CPS Cyber Physical System 

CRC  Cyclic Redundancy Check 

CTR  Remote controller for the Scania system 

DoS  Denial of Service 

ECU Electronic Control Unit 

EOF  End Of Frame 

ESCAR  Embedded Security in Cars (yearly conference) 

FMS  Fleet Management System 

GPS Global Positioning System 

GSM Global System for Mobile Communications, originally Groupe Spécial Mobile 

HARA Hazard Analysis and Risk Assessment 

ICL Instrument Cluster (and the respective control unit) 

ISO International Organization for Standardization 

LIN Local Interconnect Network 

MAC  Media Access Control (address), or Message Authentication Code 

MITM  Man In The Middle (attack) 

MOST Media Oriented Systems Transport 

OBD II  On-Board Diagnostics II 

OS Operating System 

PIN Personal Identification Number 

RDS  Radio Data System 

RTOS  Real Time Operating System 

SAE  Society of Automotive Engineers 

SAHARA Security Aware Hazard Analysis and Risk Assessment 

SD  Secure Digital 

SDP Service Discovery Profile (of Bluetooth) 

SOF  Start Of Frame 

STRIDE  Spoofing, Tampering, Repudiation, Information disclosure Denial of Service, Elevation of 

privilege 

TPMS  Tire pressure monitoring system (and the respective control unit) 

VN1630  CAN network interface by Vector 

 



viii 

 

  



ix 

 

Table of figures 

Figure 1: External gateways and interfaces of Scania’s electrical system ............................................................... 2 

Figure 2:  Infotainment and ICL subsystem ............................................................................................................. 3 

Figure 3: Example attack tree ................................................................................................................................. 5 

Figure 4: Scania’s electrical system and external gateways .................................................................................... 7 

Figure 5: Computer and network incident taxonomy [6] ..................................................................................... 18 

Figure 6: External interfaces of the modern vehicle [36] ...................................................................................... 20 

Figure 7: attack trees - OR nodes .......................................................................................................................... 21 

Figure 8: attack trees- AND nodes ........................................................................................................................ 22 

Figure 9: Attack tree example for stealing a car ................................................................................................... 24 

Figure 10: Attack surface capabilities, table 1 from  [9] ....................................................................................... 26 

Figure 11: Implemented control and trigger channels, table 2 from  [9] ............................................................. 26 

Figure 12: CAN bus firewall suggestion by Arilou [36] .......................................................................................... 27 

Figure 13: Required resource ’R’ classification - determination of the ’R’ value for required resources to exert a 

threat, [16] ............................................................................................................................................................ 29 

Figure 14: Required know-how ’K’ classification - determination of the ’K’ value for required know-how to pose 

a threat [16] .......................................................................................................................................................... 30 

Figure 15: Threat criticality ’T’ classification - determination of the ’T’ value of threat criticality [16] ................ 30 

Figure 16: SecL Determination Matrix - ascertains the security level from R, K, and T values [16] ...................... 30 

Figure 17: Scania electrical system ....................................................................................................................... 37 

Figure 18: Subtrees of general attack tree on CAN network ................................................................................ 41 

Figure 19: Attack via OBD II passthrough at a workshop ...................................................................................... 42 

Figure 20: Attack via 3rd party CAN adapter .......................................................................................................... 43 

Figure 21: Attack via TPMS gateway ..................................................................................................................... 43 

Figure 22: General attack tree on CAN network ................................................................................................... 44 

Figure 23: Infotainment subsystem and connections ........................................................................................... 49 

Figure 24: Typical CAN breakout box by National Instruments [49] ..................................................................... 50 

Figure 25: An ECU of the gearbox subsystem in Scania’s system handling the opticruise functionality [50] ....... 51 

Figure 26: Test bench setup .................................................................................................................................. 52 

Figure 27: Extended CAN frame [53] .................................................................................................................... 52 

Figure 28: CAN and J1939 arbitration field structure [54] .................................................................................... 53 

Figure 29: Attack internal CAN via trojan Bluetooth application scanning for services........................................ 67 

Figure 30: Attack internal CAN via trojan Bluetooth application .......................................................................... 68 

Figure 31: Attack internal CAN via Bluetooth or CD update of the infotainment system .................................... 69 

Figure 32: Attack internal CAN via Bluetooth or CD update of the infotainment system with intrusion 

countermeasures applied ..................................................................................................................................... 73 

 

file:///C:/Users/Alexandros/Dropbox/thesis%20master/report/ThesisReport.docx%23_Toc422863344


x 

 

  



xi 

 

Contents 

Abstract .....................................................................................................................................................................i 

Sammanfattning ...................................................................................................................................................... iii 

Acknowledgements .................................................................................................................................................. v 

Abbreviations ......................................................................................................................................................... vii 

Table of figures ....................................................................................................................................................... ix 

1 Introduction .................................................................................................................................................... 1 

1.1 Motivation ........................................................................................................................................... 3 

1.2 Background.......................................................................................................................................... 5 

1.3 General problem description .............................................................................................................. 6 

1.4 Purpose and goals ............................................................................................................................... 7 

1.5 Research methods ............................................................................................................................... 8 

1.6 Quality Assurance ................................................................................................................................ 9 

1.7 Delimitations ..................................................................................................................................... 11 

1.8 Contributions ..................................................................................................................................... 13 

1.9 Thesis structure ................................................................................................................................. 13 

2 Theoretical background ................................................................................................................................ 15 

2.1 Automotive electrical systems and trends ........................................................................................ 15 

2.2 Control units and network ................................................................................................................ 16 

2.3 Security concepts .............................................................................................................................. 16 

2.3.1 Security as a system property ................................................................................................ 17 

2.3.2 Security in embedded and automotive electronics ............................................................... 19 

2.3.3 Attack modelling and attack trees ......................................................................................... 21 

2.3.4 Attacks and countermeasures in automotive context ........................................................... 25 

2.4 Scania electrical system and security ................................................................................................ 37 

2.4.1 Electrical system..................................................................................................................... 37 

2.4.2 Security aspects ..................................................................................................................... 39 

2.5 Reflection and summary ................................................................................................................... 44 

3 Study design ................................................................................................................................................. 47 

3.1 Study focus area and goals ................................................................................................................ 47 

3.2 Practical setup ................................................................................................................................... 49 

3.2.1 Test bench setup .................................................................................................................... 50 

3.2.2 Test plan ................................................................................................................................. 53 

3.3 Reflection and summary ................................................................................................................... 55 

4 Testing and results ........................................................................................................................................ 57 

4.1 Testing phase 1 .................................................................................................................................. 57 

4.2 Testing phase 2 .................................................................................................................................. 61 



xii 

 

4.3 Attack feasibility ................................................................................................................................ 64 

5 Discussion and reflection .............................................................................................................................. 71 

5.1 Security features of the system ......................................................................................................... 71 

5.2 Vulnerabilities of the subsystem in focus and countermeasures...................................................... 72 

5.3 General good practice guidelines for the entire system ................................................................... 74 

5.4 Scania vehicle security versus passenger vehicle security ................................................................ 76 

5.5 Discussion summary .......................................................................................................................... 77 

6 Conclusions and Future work ....................................................................................................................... 79 

6.1 Vulnerabilities identified and intrusion feasibility ............................................................................ 80 

6.2 Security assessment and improvement suggestions......................................................................... 81 

6.3 Evaluation of the study ..................................................................................................................... 82 

6.4 Future work ....................................................................................................................................... 83 

References ............................................................................................................................................................ 87 

Appendix A - Attack trees and risk assessment .................................................................................................... 91 

 

 
 
 
 
 
 
 



1 

 

1 Introduction 

 “The only truly secure system is one that is powered off, cast in a block of concrete and sealed in a lead-lined 

room with armed guards.” 

– Gene Spafford [1] 

Computer systems are never completely secure. However, it is important to achieve the highest level of 

security possible, especially in the safety critical automotive systems. Such systems may put lives at risk if their 

security is compromised, their state is altered, and they do not function as intended. It can also be said that it is 

a good practice to address the security issues of a system starting with the most vulnerable component. This 

thesis tries to do the same on Scania’s electrical system, by focusing on the components which seem to be the 

most vulnerable in terms of security. Specifically, it examines the electronic control units (ECUs) of the electrical 

system as they are arranged in the internal controller area network (CAN), and focuses on the ones that also 

communicate with external networks. Then, out of those, so called external gateways, the gateway assumed as 

less secure is selected for further investigation. 

Initially, the thesis topic was generally rather broad, defined as “Intrusion protection of the in-vehicle 

network” for the case of Scania vehicles, but it was clear from the beginning that it would be narrowed down. In 

order to gain insight and familiarize with the platform, the first two steps involved an overall study of the Scania’s 

original electrical system of Scania, and the study of a previous thesis on “Security of the ECU software update 

process” by another student of KTH [2]. Then, our study focused on the external gateway units of the electrical 

system, because these units interact with external networks from where a possible intrusion may potentially 

originate. All external gateways reside on the same part of the internal network, i.e. the “yellow” CAN segment, 

and they are the telematics gateway, the body gateway, the tire pressure monitoring system gateway (TPMS), 

and the infotainment gateway (Figure 1). The latter has to go through another ECU, the instrument cluster (ICL) 

ECU, to reach the “yellow” CAN and has no direct access to it. The external traffic exchanged with the gateways 

can be mobile data traffic (via telematics gateway), external CAN traffic (via body gateway), custom radio 

frequency traffic (via tire pressure monitoring system gateway), or Bluetooth traffic (via infotainment gateway). 

The system takes input from other offline media as well, such as the CD and SD card interfaces of the 

infotainment gateway. Furthermore, a non-exhaustive study of the state of the art work done in the field of 

security of automotive systems took place. The literature examined includes both theoretical and practical works 

documented in papers or presented at conferences.  

Early in the study of the gateways, it was decided to include a practical part as well, in order to support 

with more tangible findings the feasibility of attacks against, the system. This practical part focused on one 

gateway and on one external interface in an effort to completely cover one attack, within the given time 

limitations. Bluetooth seemed promising, because it is one of the interfaces with several vulnerabilities 

documented  [3]. The infotainment gateway employs Bluetooth in order to facilitate phone handling and audio 

streaming. Also, the infotainment gateway interacts with the driver’s mobile phone via Bluetooth, which creates 
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opportunities for intrusion originating from the driver’s mobile phone. The mobile phone could be infected by a 

malicious application downloaded from the internet. Finally, interacting with the Bluetooth interface does not 

require anything more than a laptop with a Bluetooth interface and a few tools that use this interface. Such tools 

are usually “open source” and come in the form of simple console scripts, or executables. They can be found in 

many places on the internet, and were often created for personal hacking or research [4]. Therefore, the 

infotainment gateway seemed an appropriate choice the practical part of the thesis.  

 

Figure 1: External gateways and interfaces of Scania’s electrical system 

Afterwards, test scenarios were planned and examined both on a test bench, and on an actual Scania 

truck. A first round of tests explored the vulnerabilities of the infotainment and ICL subsystem and their 

interconnections, i.e. the CAN segment between them, the Bluetooth interface, and the “yellow” CAN segment 

(Figure 2). Then the identified vulnerabilities were used in a second round of testing that simulated the steps of 

an attack that starts from the Bluetooth interface with a target to reach the “yellow” CAN segment. These steps 

are  

 misusing the Bluetooth interface 

 planting and running malicious code on the infotainment ECU 

 misusing the infotainment – ICL segment 

 attack the “yellow” CAN segment by flooding it with traffic to exclude other ECUs from using 

it (Denial of Service, DoS) 

The testing procedure proved several of these steps possible. The first two steps were not performed in 

practice due to time and resource limitations, such as lack of source code and debugging capabilities for the 

infotainment unit that would be necessary for the vulnerability discovery. However, the feasibility of these steps 

was reported by similar studies. The feasibility analysis of this attack is facilitated by a threat analysis using attack 

trees [5] and the CERT (Community emergency response team) taxonomy [6]. The same attack tree modelling is 

used in this thesis for proposing countermeasures and examining their effect on the system’s security. 
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Figure 2:  Infotainment and ICL subsystem 

1.1 Motivation 

Imagine your car taking over control, locking you inside and driving you to some place without being able to do 

anything about it. This scary scenario is possible if the security of the vehicle’s electrical system is not ensured. 

Therefore, intrusion protection in the vehicle’s electrical system is important to mitigate the chances of an attack 

on its security already today. The imaginary scenario above, is simulated in an article [7] on a previous study by 

Valasek and Miller [8]. The two hackers are in the backseats controlling the car’s function with a laptop connected 

to the internal communication network of the car’s electrical system. The reporter sits in the driver seat and 

plays the role of the victim of an attack. For the sake of the example, we can assume the attackers’ incentive is 

just to prank their victim, by taking control of the vehicle and driving them in out of the road. If in a hypothetical 

scenario the driver was not aware of the prank, this would be a quite terrifying experience. Of course, possible 

attackers may also have more dangerous goals, stemming from financial or terrorist incentives, for example. The 

attack of the example above employed a wired connection straight to the internal network of the vehicle, but an 

attack could happen remotely too.  

Recent trends in the automotive business have led to more interaction with external networks, through 

various interfaces. A modern vehicle is expected to have Bluetooth, GSM, or even Wi-Fi interfaces, through which 

numerous studies in the past have shown that the security risks are increasing and serious attacks feasible (see 

2.3.4). These risks are particularly higher if the external gateway units are 3rd party supplied, as it is often the 

case for most of vehicle manufacturers [9], [10].  

Scania follows a similar strategy, since all of the external gateways have software third party developed 

entirely or in part, with the body gateway as an exception that is developed in-house. Specifically, the telematics 

gateway is mostly outsourced, with pieces of its software in-house developed, and employs a GSM interface for 

the purpose of remote diagnostics and fleet management. The in-house developed body gateway has an external 

CAN interface to communicate with the body of the vehicle for information sharing and request handling, e.g. 
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brake requests made by the body of a bus when the doors are open at a bus stop. Another gateway is the TPMS 

ECU which is integrated off-the-shelf into Scania’s system, and contains a custom radio interface to collect 

measurements from the pressure sensors in the tires. Finally, the infotainment gateway is outsourced after the 

requirements phase, and incorporates several external interfaces, that include CD reader, SD card reader, 

Bluetooth, for the purposes of infotainment, phone handling, and map storage for navigation. Therefore, the 

security threats posed by all these external interfaces need to be studied thoroughly.  

For this study, we assumed that the infotainment gateway poses the greatest threat to security for the 

following reasons. The telematics gateway uses secure communications when communicating with the server, 

while the body gateway can only be breached through a compromised body. Last, the security threats of the tire 

pressure monitoring gateway have already been examined in the previous work and an attack on it requires 

special equipment [11]. Moreover, the infotainment system interacts heavily with the driver and their personal 

devices, e.g. through the well-known Bluetooth interface, which allows for attacks involving “cons” on people. 

For example, a truck driver could be tricked into downloading a mobile application which, when connected to 

the infotainment through Bluetooth, tries to intrude the internal network of the vehicle. 

In more detail, the infotainment gateway can only access the internal CAN network through a second 

level gateway, the instrument (ICL) cluster ECU. The two ECUs communicate with each other via a dedicated CAN 

bus, namely the infotainment CAN bus. Therefore, the attacks considered require several steps. First, an attacker 

would develop a mobile application that exploits the Bluetooth connection of the driver’s phone to the 

infotainment gateway, and then it exploits the communications with the ICL. Last, it performs a DoS attack on 

the internal CAN network (which means preventing other nodes from using the network by flooding it with 

useless messages). However, this multistep attack does not necessarily have small chances of succeeding, if the 

attacker has all the required skills. First, there are many developers in the community familiar with mobile 

application development, i.e. nearly half of them [12]. Then, Bluetooth and CAN bus standards are rather well-

known, as are their weaknesses, and a DoS attack is straightforward, especially on a CAN bus [13]. 

After it became obvious that an attack through the infotainment system would require several steps, 

the concept of attack trees was selected for the modelling and visualizing of the attack.  Attack trees are tree-

like structures where the root is the attack target, the leaf nodes are attacks, and all intermediate nodes are 

either alternatives towards the same goal (OR nodes), or steps towards the parent goal (AND nodes). After the 

tree is formed, the leaf nodes are assigned with values for probability, boolean conditions, a custom scale or 

even a combination of them to express the risk of an attack. Then, the values are propagated from the leaves to 

the root of the tree, following the calculation rules for each node’s children. Note that OR nodes propagate their 

values differently than AND nodes (Figure 3). This simple structure of attack trees and the propagation of risk 

values provide a tool to find the biggest threats, and in turn, examine the effect of countermeasures on these 

threats (see 2.3.3 for more details). 
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Figure 3: Example attack tree 

1.2 Background 

Automotive electrical systems and their internal networks were initially designed to be safety-critical and isolated 

from external networks. Thus, unlike safety, security was not considered a top priority [14]. Nevertheless, recent 

trends have led to increased amount of the vehicle’s functionality being controlled by ECUs and extensive 

interaction with external networks, for the purposes of convenience, infotainment, and assisted (or even 

autonomous) driving. Currently, functionality such as infotainment, remote diagnostics, telematics, fleet 

management require communications through wireless interfaces, e.g. Wi-Fi, Bluetooth, custom radio 

frequencies, which are basically open to compromises unless secured adequately [9]. Usually, these interfaces 

can be found scattered on several ECUs of the vehicle system, rather than one central unit. Consequently, the 

attack surface, i.e. all the interfaces through which an attack is possible, grows in favor of potential intruders. 

Furthermore, it is quite common for car manufacturers to outsource hardware and software development for 

the ECUs [10], including those with external interfaces, and although the suppliers may employ security measures 

and test the units for the property of security on a component level, this property does not necessarily hold after 

their integration into the electrical system of a vehicle. Electrical systems can be really complex in terms of 

hardware and software configurations, which further complicates the traceability of security. 

Integration testing is also hindered by closed source implementations of outsourced parts. The 

suppliers’ motivation for closed source solutions can be the protection of their intellectual. In this case, the 

manufacturers have to test a subsystem with little or no knowledge about its internals, or rely on the supplier’s 

claims and tests for security adequacy. 

The internal automotive networks follow standards that reflect the initial goal of robust, yet isolated 

function, thus, lack the attributes necessary to provide the security attributes of confidentiality, integrity and 

availability. For example, the most widely used standard for such networks, the CAN bus, employs low level 

arbitration to facilitate medium access control and error checking, both of which increase its robustness [15]. 



6 

 

However, it does not define any kind of encryption or authentication for the information exchanged over the 

bus, which can have effects on the security properties of the system. In an ordinary computer system the 

immediate effects would be limited to compromised security. In the cyber physical systems and by extension in 

the automotive systems, the effects could harm the safety of the system itself, as well as of the rest of the 

involved parties, e.g. passengers, cargo, companies, pedestrians, environment. Realizing this danger, the 

community has been active in providing identification of the risks and proposing solutions, ranging from 

dedicated countermeasures, such as intrusion detection and protection systems [13], to general procedures in 

the development, such as a combined framework for assessing safety and security [16] (for more details see 

2.3.4). The community also stresses that more work needs to be done in integrating security in the entire 

development process with industry wide standards, much like what is done with safety [16].  

1.3 General problem description 

Following the recent trends, Scania has increased the interaction of their in-vehicle system with the external 

networks and recently celebrated having delivered 100,000 connected vehicles [17]. These vehicles are 

connected via the telematics gateway to the Scania servers, using GSM data connectivity and secure 

communications, and exchange data traffic regarding remote diagnostics and fleet management. This ECU is 3rd 

party supplied both with respect to hardware and software. Scania also complements the ECU with its own 

software. 

The telematics gateway is one of the four ECUs on Scania’s electrical system, which interface with 

external networks as discussed previously. The other three external gateways are the body gateway, the TPMS 

gateway, and the infotainment gateway. All external gateways are arranged on the same internal subnetwork, 

called “yellow” CAN, and communicate with the other internal subnetworks, the “green” and the “red”, via the 

coordinator ECU as depicted by Figure 4. The picture also shows the various interfaces of the gateways and the 

external components, e.g. Scania server, tire sensors, which interact with the system. All interfaces in the picture 

are discussed below, except for the OBD II interface, which is a diagnostic interface also used by the authorities 

to monitor the vehicle when it is stationary. This interface requires physical access to be used, so it is less open 

than the rest of the interfaces considered and it is left out of scope for this thesis. 

The body gateway is mainly responsible for bridging the internal CAN network to the body CAN network, 

filtering traffic between the two parts, and serving requests from the body of the vehicle by translating them to 

internal ones (e.g. bus stop brake requests). Any intrusion through the body gateway must intrude the body first, 

and then through the body CAN segment reach the body gateway and the internal network (Figure 4). The 

hardware for this gateway is outsourced, but the software is in-house developed. 

The TPMS gateway has a wireless interface to communicate with the sensors and can be considered 

open to intrusion attempts, as proven in literature (see 2.3.4). This unit is special because it is acquired off-the-

shelf and integrated into the vehicle’s electrical system. Therefore, any vulnerabilities are inherited too. 
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The infotainment gateway has a Bluetooth interface, CD and SD card readers, a GPS receiver, an RDS 

radio receiver, and an auxiliary port for audio. It is responsible for phone handling, streaming an external audio 

source to the sound system, and navigation using maps. Software and hardware for this gateway are 3rd party 

supplied. Scania is quite involved into the development process by providing the requirements. The number of 

external interfaces of the infotainment gateway provide a large attack surface, offering several alternatives to 

potential intruders. For example, the CD or SD card interfaces, or the Bluetooth interface with the several known 

vulnerabilities [3] could be exploited to load and run malicious code on the infotainment ECU. 

Given that the external gateways of the electrical system of Scania are the main ECUs responsible for 

the security of the system, and the fact that they are 3rd party supplied to varying extend (TPMS gateway off-the-

shelf while body gateway in-house developed) it is essential to formally assess the level of security they provide 

as part of the system. 
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Figure 4: Scania’s electrical system and external gateways 

 

1.4 Purpose and goals 

With respect to the security assessment of Scania’s electrical system, this thesis poses the following main 

research question: 

Which intrusion protection countermeasures on the in-vehicle network of a commercial Scania vehicle 

are necessary to prevent or make intrusions impractical? What is different from the case of a passenger vehicle? 
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As discussed in 1.3 and illustrated in Figure 4, the main focus points for the security of Scania’s in-vehicle 

network are the four external gateways. Also, the infotainment system with the various external interfaces it 

exposes, can be considered as a promising intermediate attack target to break into the internal network, and it 

is the subject of the focused study of this thesis. The Bluetooth, CD reader, or SD card reader interfaces are 

possible means to exploit in order to gain access to the internal network and perform an attack on it, e.g. a DoS 

attack that would have consequences on other ECUs of the network. 

Additionally, the infotainment gateway has to go through a second level gateway in order to reach the 

internal CAN network and the rest of the ECUs (Figure 4). This second level gateway is the instrument cluster ECU 

(which facilitates the functionality offered by the infotainment system). Any attack on the internal network 

through the Bluetooth interface of the infotainment gateway has to go through the ICL first. The focused study 

goals will be to first identify the possible attacks, then suggest countermeasures, and finally compare the findings 

obtained to the passenger vehicle case.  

The narrowed down research questions focus on the infotainment system ECU, its Bluetooth interface 

and the instrument cluster (or the internal CAN segment) as an attack target: 

 How can the instrument cluster display and the internal CAN network be attacked through 

the Bluetooth interface of the infotainment gateway?  

 What countermeasures would prevent this attack? 

 Which are the differences between intrusion protection for Scania’s vehicle electrical system 

and one of a passenger vehicle? 

1.5 Research methods 

The purpose and goals of this thesis will be met by first exploring the vulnerabilities present on Scania’s electrical 

system that make an attack on the instrument cluster via the Bluetooth interface of the infotainment system 

possible, then by finding countermeasures that make this attack infeasible, and throughout the study by 

comparing the examined case to the case of a passenger vehicle. Additionally, the security of external gateways 

had been largely a 3rd party supplier responsibility this far, and hence, was not explored. This thesis combines all 

available sources of data for Scania, quantifiable or not, and applies both quantitative and qualitative research.  

A case study design is the most appropriate for this thesis, as it needs to utilize multiple sources of 

evidence in a certain context (Scania’s electrical system) with obscurity between the phenomenon and the 

context, that is, it is uncertain how secure the electrical system is  [18]. Regarding data collection, interviews 

with system owners at Scania and documentation study are used to narrow down the scope and find possible 

security issues. Then, exploratory tests are performed on specific ECUs to find out if the vulnerabilities present, 

or even discover more in practice. The latter findings can be used for further testing of the feasibility of attack 

scenarios by combination of the vulnerabilities. Throughout the research, an extensive literature study of the 

state of the art in the area of security of automotive information systems offers insight on where to look for 
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vulnerabilities, how to mitigate them by applying countermeasures, and relate the findings of this thesis to 

previous works. 

The findings in different stages of the research, as mentioned earlier, are both qualitative and 

quantitative and in order to draw intermediate and final conclusions, both abductive and deductive reasoning 

are used. Calculations and statistics are used for the analysis of the data gathered from the practical tests to 

assess the vulnerabilities. Finally, a qualitative comparison between intrusion protection of Scania’s electrical 

system and the system of a passenger vehicle takes place to offer valuable insights on how best practices already 

applied in the passenger automotive industry can be used by a truck manufacturer. 

1.6 Quality Assurance 

This thesis can serve as a starting point for further research, that will examine different possibilities of attacks to 

the system, and for that reason it needs to offer a certain level of quality in all aspects. Quality assurance for case 

studies requires evaluating the validity, reliability, replicability and ethics criteria [18]. 

Validity is divided into construct, internal and external [19]. Construct validity refers to the extent to 

which a study investigates what it claims to investigate [19]. This study investigates the level of security in the 

external gateways of Scania’s electrical system and, in the focused practical part, the security level of the 

infotainment gateway. To ensure that security is correctly investigated, this study uses attack trees and CERT 

taxonomy for threat modelling, which are well adopted standards for security assessment. 

Internal validity refers to the causal relationships between variables and results [19]. In this study, it 

regards both individual exploratory tests and the composite attacks. To ensure this, test cases that focus on 

vulnerabilities or simulate attacks are repeated several times to support the causality relationship between 

attempted attack and the result. Also, the system under test is brought to the same initial condition before trying 

the attack each time. 

External validity expresses the extent to which the study can be generalized to settings other than the 

one studied [19]. On a focused view, this concerns the extent to which the findings on the infotainment gateway 

can be generalized to the other gateways too. Given that all gateways reside on the same CAN subnetwork of 

the internal network (Figure 4), a successful attack on any of them can yield similar results on the system. Also, 

it concerns the fact that external interfaces similar to the ones studied would provide similar findings. For 

example, attacks attempted on the Bluetooth interface that may also succeed on another wireless interface, 

such as the GSM interface, or that vulnerabilities of one CAN segment may hold for other CAN segments of the 

internal network. The latter is subject to the traffic exchanged over each segment which may differ significantly, 

e.g. the “red” segment has mostly critical traffic of high priority, while the “yellow” has lower priority messages. 

Therefore, the generalization is limited (Figure 4). 

On a more general basis, external validity concerns whether findings can be generalized across vehicle 

manufacturers. Findings based on industry wide standards hold on other systems too, e.g. CAN bus, Bluetooth, 
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TPMS. Also, similar architectures and setups will probably have similar issues, e.g. other infotainment systems 

with the same functionality available through Bluetooth. 

Reliability refers to the stability of the measurements and defines the consistency of the results for 

every aspect of the testing procedure [18] and the absence of random errors [19]. For this reason, measurements 

and tests are repeated several times to mitigate random factors.  

Replicability is the possibility of somebody repeating the study to reach the same results [18]. Since the 

thesis handles the sensitive issue of security, a substantial amount of information used for the study is not 

disclosed, as this would create obvious risks for the company. However, with enough effort, the attacks discussed 

are feasible, even in the absence of the sensitive information. The security assessment is also facilitated by the 

appendix for more details. In addition, the overall concept can be replicated on similar vehicle systems by 

adjusting it to their specifications. 

Ethics regard the moral principles in planning, conducting and reporting results of a study [18]. The 

overall principle followed by this thesis is to protect and not to harm the company’s reputation. As discussed 

above, the thesis handles a sensitive issue and classified information was used in the process. Special care was 

taken to exclude such information from the public report. Also, the thesis takes care of not becoming a hacker’s 

guideline by leaving enough details out and not creating a step by step guide to hack Scania’s system. For 

example, if a buffer overflow vulnerability is exploited to perform an attack, one could avoid disclosing which 

part of the software has the vulnerability, or even hide the type of vulnerability exploited. All vulnerabilities 

documented should be first reported to the appropriate people at Scania, and only after discussion should they 

be disclosed in the agreed manner as part of the report. 

Regarding the assumptions for this thesis, these concern mostly the profile of the attacker. Specifically, 

a potential attacker is expected to be familiar with mobile phone application development, and knows the basics 

on Bluetooth, CAN, and ECUs. Also, on the scale of script kiddies to highly skilled hackers, the potential attacker 

sits somewhere in the middle, since there is need for some programming and reverse engineering, but no need 

for more difficult tasks such as cryptanalysis. Table 1 summarizes the assumptions of this thesis, including 

assumptions on naming conventions that are complementary to the abbreviations listed in the respective 

subchapter. 
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Assumption Notes 

Attacker is familiar with mobile phone 

application development, and knows the 

basics on Bluetooth, CAN, and ECUs. 

These assumptions limit the possible attackers to a fraction of 

the people capable of developing software. However, nearly 

half of the developers are familiar with mobile applications 

[12], and Bluetooth and CAN are quite wide spread. This 

limitation can be considered not too strict. 

Attacker has moderate hacking skills, i.e. 

can develop and reverse engineer code, 

but no cryptanalysis skills. 

Naming conventions (to be used in 

combination with the abbreviations) 

 A gateway ECU is also referred to as ECU or simply unit.  

 The infotainment gateway is also referred to as 

infotainment subsystem or infotainment system. 

 The instrument cluster ECU is also referred to as 

instrument cluster display, after the display it controls, or 

ICL as an abbreviation. 

Table 1, Assumptions 

1.7 Delimitations 

The delimitations for this thesis define the extent to which issues are examined and which issues are completely 

excluded. First, a previous thesis at Scania explored the security of the update procedure of ECUs via CAN [2]. 

Hence, attacks on the update procedure are left outside the scope of this thesis, and the two theses can be 

viewed as complementary rather than overlapping. In the high level security assessment of the external 

interfaces, the OBD II interface is not examined in more detail than already done in previous work, because it is 

also the subject of other theses planned or ongoing. Regarding the study of the infotainment gateway, the SD 

card interface and the related map update procedure are not examined and could be studied in future work. The 

same can be said for the CD reader interface and the firmware update procedure via CD. The security of rest of 

the external gateways is also considered out of scope for this thesis and as possible future work. One of the 

attacks considered has a step of running malicious code on the infotainment ECU via Bluetooth. This step is not 

completed due to time shortage and lack of resources for the ECU (source code, debug capabilities).  

Also, one of the countermeasures suggested involves multimode access on the gateway ECUs, whereby 

some of the functionality needs authorization first in order to be enabled. However, bypassing this security 

mechanism, e.g. by forcing the ECU into debug mode, is not considered when evaluating the countermeasure. 

For threat modelling the attack tree concept is used and the probability propagation on the trees is simple and 

follows the paradigm used in literature [20], [5]. Another alternative could be Bayesian networks [21]. Finally, 

the attack risk assessment for each leaf node in the attack trees is done based on the personal experience and 

judgment of the author. Table 2 summarizes the delimitations for this thesis. 
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Delimitation Notes 

Update procedure of ECUs over CAN is not examined in 

this study. 

The subject is examined by a previous master 

thesis [2]. 

OBD II interface as an entry point for an intrusion is not 

in scope of this study, only findings from previous work 

are used. 

There are ongoing and planned theses for this 

subject. 

Study focuses on the infotainment gateway. Thus, 

telematics, body and TPMS gateways are out of scope. 

Only discussed on a high level, left for future work. 

Study focuses on the Bluetooth interface of the 

infotainment gateway as an intrusion point. Thus, the CD 

and SD card reader interfaces are out of scope. 

Only the CD update procedure is examined but 

not in depth, left for future work. 

The attack step of running malicious code on the 

infotainment ECU via Bluetooth is not completed due to 

lack of source code for the ECU and shortage of time. 

The feasibility of this step is, however, argued by 

means of previous similar work on exploiting 

Bluetooth in general, and in the context of a 

vehicle system. 

Countermeasure suggested involves multimode access 

for different levels of security access. 

Multimode access vulnerabilities not discussed, 

left for future work. 

Attack trees for threat modelling More complex and accurate models are not 

considered, and left for future work. 

Attack risk assessment on the attack trees used for 

security threat modelling. 

The current thesis only considers rough analogies 

when expressing the total success probability of 

each leaf attack node as a combination of success 

probabilities based on cost and suspicions raised. 

The choice of the scales for the two component 

probabilities to be uniformly distributed, and the 

assignment of each leaf node with the respective 

values are mostly based on the personal judgment 

of the author. 

Table 2, Delimitations 
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1.8 Contributions 

This thesis includes both theoretical and practical contributions for Scania, as well as the automotive industry in 

general:  

 It offers a non-exhaustive up-to-date view of the state of the art for security threats and 

countermeasures for the automotive electrical systems, facilitating this also by an aggregative 

table (see 2.3.4).  

 The well-founded concepts of attack trees and CERT taxonomy are used for attack modelling 

[5] [22]. The latter is a widely known standard in information security, while the first allows 

modelling of attacks that happen in multiple steps. Security attacks usually have to go 

through multiple systems and bypass security measures, and this is why multistep modelling 

may be a more realistic approach. 

 The security of the infotainment and instrument cluster ECUs of Scania’s electrical system is 

assessed on a practical level, considering the Bluetooth interface and the update procedure 

by CD as the entry points (see 4.3). 

 The infotainment and instrument cluster subsystems in focus are also considered in a higher 

level, of non-exhaustive security assessment of the external gateways of the system (see 

2.4.2).  

 Countermeasures are suggested, which mitigate the threats of intrusion through the 

infotainment system, and their effect on the security is evaluated by means of attack trees 

(see 5.2). 

 On a system level, general good practice guidelines and procedures are suggested in 5.3, 

including a framework from a recent study for combined safety and security threat 

assessment [16].  

 Comparison of threats identified and countermeasures suggested is conducted to previous 

studies in the passenger vehicle security for each point, and collectively in 5.4. 

1.9 Thesis structure 

The rest of this thesis is structured as follows. Chapter 2 introduces the theoretical background necessary for 

comprehending the thesis. The chapter starts from a general talk on the automotive electrical systems and the 

recent trends (2.1), followed by details on the basic elements of these systems, the control units and the 

networks used (2.2). Subchapter 2.3 discusses security as a system property and in the embedded and 

automotive systems (2.3.1 & 2.3.2), explains the concept of attack trees (2.3.3), and presents an extensive list of 

related previous works done this far (2.3.4). Subchapter 2.4 focuses on Scania’s electrical system and its security 

aspects, while 2.5 summarizes the background chapter. In chapter 3, the focus area of the study is discussed 
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along with its goals (3.1), followed by the details on the setup for the practical part of the study (3.2), and a brief 

summary of the chapter (3.3). Next, chapter 4, demonstrates the results from the two test phases (4.1 & 4.2), 

and explores the attack feasibility with the aid of attack trees (4.3). Chapter 5 discusses and reflects on the study’s 

findings, in terms of the security features already present in the system (5.1), the security threats and 

countermeasures suggested (5.2), and closes with a system wide general good practice guideline (5.3). Finally, 

chapter 6 concludes the thesis and lists the open issues for future work. 
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2 Theoretical background  

This chapter elaborates on the theoretical background necessary for comprehending this thesis and explains the 

previous work done on the subject. First, the recent trends in automotive electrical systems are introduced in 

2.1. Then, more insight on the important components of the vehicle electrical systems is given in 2.2. In 2.3 

security concepts are discussed on a general basis and later on embedded and automotive systems, including 

the previous work done in the field. Subchapter 2.4 focuses on Scania’s electrical system, while 2.5 offers a 

summary of this chapter. 

2.1 Automotive electrical systems and trends 

It is no secret that modern cars incorporate an increasing number of electronic parts that facilitate the driving 

experience and provide new features for all stakeholders such as drivers, passengers, transportation and haulage 

companies, and regulation and legislation authorities. A large part of a modern vehicle’s functionality is 

controlled by small embedded systems called electronic control units (ECU) [23]. Following the divide and 

conquer paradigm, a vehicle usually employs tens of ECUs with each one handling a different part of the vehicle 

and communicating with each other using a network.  

Moreover, there is a drift in contemporary automotive industry to make vehicles more intelligent and 

electronic than just mechanical. According to experts, by 2018, 30% of the overall vehicle costs will be due to 

vehicle electronics [24]. One reason for this trend is optimizing the main functionality of a vehicle, as for example, 

the powertrain system, the braking system, fuel efficiency, and reducing emissions. Another motivating force has 

been the competition between companies to deliver convenience, and increase their market share, with 

functionality related to the navigation and the infotainment system. Media playback and internet browsing are 

becoming basic features in state of the art passenger cars.  

Driving assistance is also emerging and continuously evolving, with autonomy and driverless vehicles 

being the final destination and challenge for car companies. The pure autonomous driving scenario seems to be 

closer than many would think. According to Tesla’s CEO, Elon Musk, the technology for a purely autonomous 

vehicle is only six years away, and it will be far less dangerous for passengers and other drivers than current 

vehicles [25]. In another interview Musk supports once again that creating an autonomous vehicle that drives far 

less dangerously than a human being is not as difficult as it is believed [26]. Another big player in automotive 

world, Mercedes-Benz, in 2013 was the first to prove in real world environment that driverless cars driving on 

country and city roads is a viable goal [27]. Also, Scania’s future plans include automated truck driving, where 

trucks drive themselves in platoons [28]. 

The above trends only make more apparent that complexity of software run on the vehicle is rising, and 

so are the demands for in vehicle high end systems which, at the same time, maintain their real time properties. 
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2.2 Control units and network 

Regarding vehicle electronics the electronic control unit (ECU) is the embedded system that controls a number 

of subsystems in a vehicle. There are several types of ECU depending on their use, i.e. the subsystems that they 

control. A few examples are the Engine Control Module (ECM), the Powertrain Control Module (PCM), the 

Transmission Control Module (TCM), and the Brake Control Module (BCM). These units together comprise the 

vehicle’s computer, or rather a network of computers [23]. Also, from a computational standpoint, the 

microprocessors that ECUs include are quite powerful, in some cases comparable to high-end computers, 

following the increasing demand of functionality delivered, e.g. for automated or assisted drive. 

The number of ECUs residing on a vehicle can reach in some cases up to 100, and in order for them to 

communicate towards the common goal of controlling the vehicle, there is a need for a scalable, robust and 

efficient network. This network consists of one or more channels or buses, with several standards existing for 

the type of bus. Controller area network (CAN bus or CAN) is the most frequently used bus type to enable 

communications by means of messages between the various ECUs  [15]. 

The CAN bus standard, part of the ISO standard 11898 since 1993, has been used in the automotive 

industry since the mid-eighties [29], and has proven to be a long lasting and robust solution, mainly because of 

the simplicity of its design. Based on a differential signal between two lines, usually arranged in a twisted duplex 

pair, CAN bus requires no clock on the bus, which makes it an event based communication standard. CAN is a 

message based, serial, broadcast bus with low level arbitration for medium access control  [15]. Simply, all nodes 

on the bus listen and can transmit to the bus at the same time. Then, the message with the smallest identifier 

value will eventually manage to get through, while all other nodes will back off from transmitting and only try 

again after a specified amount of time. This simple scheme allows formal reasoning for determinism and real 

time behavior of the communications between the ECUs, which is necessary especially in safety critical 

functionality, as for example braking. The maximum message payload is eight bytes, but there is support for 

bigger payloads through fragmentation in the commonly used group of standards SAE J1939  [30]. The maximum 

bandwidth in current implementations is around 1 Mbit/s, which is still enough for the needs of in vehicle 

networks. 

There are several other standards and protocols for ECU communications, and, although some of them 

hold a considerable share in use cases, they have failed to replace CAN bus. Some examples are MOST, local 

interconnect network (LIN), and FlexRay [31]. 

2.3 Security concepts 

In this subchapter the concept of computer security is introduced in 2.3.1, followed by security in the specific 

category of embedded and automotive systems in 2.3.2. Then, 2.3.3 elaborates on attack modelling with attack 

trees which are used later in this report, and 2.3.4 presents the state of the art attacks and countermeasures in 

the automotive systems. 
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2.3.1 Security as a system property 

When talking about computer security, people mean the security measures applied to guarantee confidentiality, 

integrity, and availability (aka CIA) attributes of the data in a computer system [32]. A computer system can be a 

regular personal computer, a computer network (scaling from local to the entire internet), or even an embedded 

system. A security policy defines what is allowed and disallowed, regarding the system states and actions 

performed on it, in order to preserve the security requirements (CIA). In order for the policies to be enforced, 

security mechanisms are employed, and they can be both technical and operational (i.e. procedural). Then, the 

efficiency of the policies enforced can be measured by the various methodologies that exist to deduct the 

security assurance of the system. 

Towards the goal of standardizing the computer security incidents and handling, there have been efforts 

to create a common framework or language to express the various models of incidents [6]. An incident can be 

the manifestation of an attack against the system’s security. It is defined by Howard et al. [6] as a single or a 

group of attacks by attackers towards fulfilling their objectives. An attack is further expressed as a tuple of tools 

used, vulnerability used, action performed, target attacked and the unauthorized result. Each of the dimensions 

of the incident can have multiple values, and each combination can be considered an attack vector (Figure 5). 

According to this framework, an attacker uses tools to exploit vulnerabilities of the target system and perform 

an action of attack. The unauthorized result of this action serves the attacker’s initial objectives. The reader is 

encouraged to find the definitions of all values for the different dimensions of an incident [6]. For the purpose of 

this thesis, it is sufficient to explain only a few of them that are unclear, i.e. the actions scan, flood, spoof, and 

the unauthorized result of denial of service. Scanning is to access several targets one after another to identify 

which of them meet certain requirements. Flooding is to access a target repeatedly until it reaches its full 

capacity. Spoofing is to impersonate or pretend being a different entity in a given network. Finally, denial of 

service (aka DoS) is the enforced blocking of a resource, e.g. by flooding it. 
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Figure 5: Computer and network incident taxonomy [6] 

Another framework for modelling threats is STRIDE  [33], which is an acronym for six security threat 

categories. The first category is spoofing, which is assuming the identity of another entity and gain access to 

privileges. The second category is tampering with data, which involves malicious modification of data. 

Repudiation threats concern systems that cannot trace prohibited operations. The category of information 

disclosure regards threats of sensitive information exposure, while denial of service attacks deny service to 

legitimate users. Finally, elevation of privilege threats target privileged access to compromise or destroy the 

system. 

A particular category of an embedded systems are cyber-physical systems (CPS), which are integrations 

of computation and physical processes [34]. The systems monitor and control physical phenomena, usually with 

feedback loops to express the bilateral dependency between the phenomena and computations. It can be 

anything from robotics, to supervisory control and data acquisition systems, and distributed control systems, 

often controlling infrastructure, e.g. power plants. Not all cyber-physical systems are equally critical, but they 

have common characteristics that call for tailored security solutions [35]. Such characteristics are physical control 

and communication channels, real time behavior, and their use in critical infrastructure. With these 

characteristics in mind, the author claims that to make them secure, security has to be present at the beginning 

of the design process. Then, information flow, control, and availability requirements can be tracked down and 
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ensured throughout the process. This policy should be aided by means of design tools for the developers, as well 

as operating system, networking, and middleware components which separately ensure the requirements. 

Similarly, the automotive electrical systems, another category of cyber physical systems, needs special 

consideration when it comes to security. These issues are discussed in 2.3.2. 

2.3.2 Security in embedded and automotive electronics 

In-vehicle networks were initially designed to be isolated from external networks, and, as a result, security was 

not a serious issue for the most part [14]. However, as mentioned earlier, vehicle manufacturers are integrating 

increasing amounts of intelligence into their cars and, with the fraction of functionality delivered by electronics 

growing rapidly. Thus, to serve the purposes of convenience, infotainment, or even autonomous driving, which 

is one of the latest trends [27] [25] [26], the concept of the connected vehicle is becoming mainstream in the 

automotive business. As a matter of fact, Scania recently broke the threshold of 100,000 connected vehicles, 

which allow the owner of the vehicle and Scania’s workshops to get frequent feedback on the vehicle’s 

performance [17]. 

Functionality such as infotainment, remote diagnostics, telematics, fleet management, require the 

internal ECU network to interface with external networks through wireless interfaces. Wi-Fi, Bluetooth, custom 

radio frequencies, and basically any kind of wireless interface is open to compromise unless secured adequately. 

Usually it is the telematics ECU that is responsible for most of the interfacing with external networks, but the 

infotainment system has several interfaces too (Figure 6). Also, there might be ECUs that handle wireless sensors 

on the vehicle itself, e.g. tire pressure monitoring. Consequently, there is no single point or unit to secure, but 

rather a number of them. The attack surface grows in favor of the adversaries. Although each of these gateways 

may have security measures, such as end to end encrypted communications, and have been tested and verified 

for security on a component basis, it is uncertain that the property of security is preserved after integration in a 

composite system. The need for security verification on a system level is also encouraged by the fact that several 

of the ECUs that have external interfaces are implemented by outsourcing. 



20 

 

 

Figure 6: External interfaces of the modern vehicle [36] 

Regarding the CAN bus standard  [15], its main purpose was and is robustness and not security [37]. It 

lacks any form of encryption, authentication, it does not ensure confidentiality and it is inherently a broadcast 

protocol, which leaves plenty of room for spoofing and impersonating. Moreover, the low level arbitration allows 

anyone with access to the bus to abuse it by using the highest message priority available, monopolize the bus 

and starve all other nodes.  

All the above together can have devastating effects not only on privacy, as with regular computer 

systems, but also on safety of the passengers, cargo, environment, other drivers and pedestrians, or the 

reputation of the car manufacturer, as shown in many occasions in literature [38] [11] [9] [37]. However, precisely 

because the community is aware of the issues, in most of the studies there a lot of effort is placed into proposing 

efficient ways to tackle the security issues identified. Moreover, there are quite a few coordinated efforts for the 

companies in the automotive business to team up and address security, as for example the conference on 

Embedded Security in Cars [39], which dates back to 2003. 

Following the example of CERT [6] and adapting it to the automotive case with future IP-enabled cars in 

mind, Lang et al. stress that IT security measures are necessary in this future scenario [22]. To demonstrate this 

they simulated an attack scenario using a wide spread at the time automotive development and simulation 

software. Among the attacks discussed in the paper is the man-in-the-middle attack, which requires 

eavesdropping and being able to modify the communication between two parts, spoofing attack and denial of 
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service (also introduced earlier in 2.3.1), malicious code attack, which uses harmful code that runs on the victim’s 

device, and social engineering, an attack that actually manipulates humans using real world “cons” in order to 

gain access to compromise information or system security. 

2.3.3 Attack modelling and attack trees 

For the purpose of analyzing and evaluating the possible security attacks, it can be helpful to use modelling 

technique and express the attack as a combination of different steps. One such suggestion in literature are attack 

trees. Attacks trees is a concept defined by Bruce Schneier [5] to model security threats of computer systems. As 

a concept it is quite close to fault trees that are used in safety assessment. Attack trees offer a comprehensive 

way to understand the various ways by which the system, or a part of it, can become an attack target, coupled 

with the likelihood of the attack being successful. Then, it can be derived where the biggest security 

vulnerabilities lie, and which vulnerabilities should be fixed first in order to get the maximum effect. 

In more detail, the root of an attack tree is the attack target, the leaf nodes are attacks, and all 

intermediate nodes are either alternatives to accomplish the same goal, i.e. OR nodes (Figure 7), or individual 

steps-subgoals to accomplish the parent goal, i.e. AND nodes (Figure 8). This structure can be demonstrated both 

in graphic and text form, depending on which is more convenient for the given tree. For example, attack trees 

for big systems may be hard to realize in a graphic form due to tree size and depth. Moreover, there are probably 

more than one possible attack targets in a system, which translates to multiple attack trees that form an attack 

forest. After the tree is formed, the leaf nodes can be assigned with values, such as probability, boolean values, 

a custom scale or even a combination of different types of values. Following a bottom up fashion, the values are 

propagated to the root of the tree, following the calculation rules for each node’s children. Note that OR nodes 

propagate their values differently than AND nodes. Each time a leaf node is modified, the values of all affected 

nodes have to be calculated anew 

Parent node

Child 1 Child 2

OR

 

Figure 7: attack trees - OR nodes 
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Parent node

AND

Child 1 Child 2

 

Figure 8: attack trees- AND nodes 

Adding to this threat modelling technique, Vavoulas et al. propose another type of node, the conditional 

AND or CAND nodes [20]. This type of node, extends the AND type by expressing a parent node as being realized 

only if all children nodes are successful under certain conditions. 

A simple example of a car theft is probably the best way to understand the use of an attack tree. 

Consider the attack tree in Figure 9 with values for each node defined as a pair of cost in money to implement 

the attack and low/medium/high profile of the attempted attack regarding the suspicions raised. These two 

measures define respective components for the total probability of success of an attack node, i.e. probability 

based on the cost of the attack (ProbCOST), and probability based on the suspicions (ProbSUSP). It is safe to say 

that a thief would prioritize not raising suspicion over spending extra money on the attack. Thus, the total 

probability with respect to the cost and suspicions components can be defined for simplicity as by equation 2.2. 

The possible values for the two measures are given in Table 3 and Table 4, with columns for the real world value 

for each measure, and the probability. The probability for each real world value is defined by a description, i.e. 

low/medium/high, a numeric range that the level of probability covers, and the approximation value used in 

calculations for that range, i.e. the average value of the range. 

In the example of Figure 9, the objective is to find the attack path in the tree with the maximum threat 

risk. The risk for a given attack node, according to [20], is defined as the product of the total probability of success 

with the consequences of the node (equation 2.1). However, since in our case the ultimate consequence of any 

attack is to steal the car, the consequences can be factored out for simplicity. Thus the risk becomes equal to the 

probability of success for an attack node (equation 2.2). Regarding the propagation of cost and probability, 

similar rules to the simple rules of [20] are used. In more detail, the propagated risk value of OR nodes to their 

parent is given by equation 2.3. Since the OR nodes are alternatives for achieving the parent node, the probability 

of the parent node to succeed is equal to the maximum of its children’s probabilities. For a parent node with 

AND children nodes, equation 2.1 holds, but the probability and the cost of the parent are calculated with 

equations equation 2.4 and equation 2.6 respectively in the general case. However, in our simplified case, 

equation 2.6 can be omitted. Regarding equation 2.4, AND children must all be successful in order for their parent 

to succeed. Also, the AND siblings are independent from each other, if not they should be modelled as CAND 

nodes. Thus, their combined probability for their parent is the product of all their individual probabilities, 
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according to probability theory. Finally, equations equation 2.1 and 2.2 hold for CAND nodes too, but the 

probability of the parent is calculated with equation 2.5. The latter equation is again the product of all sibling 

nodes’ probabilities, but this time each child node is dependent on the completion of the previous nodes, in 

order to model dependent probabilities for conditional AND type of nodes.  

𝑅𝑖𝑠𝑘(𝑎𝑡𝑡𝑎𝑐𝑘) = 𝑃𝑟𝑜𝑏(𝑎𝑡𝑡𝑎𝑐𝑘) × 𝐶𝑜𝑛𝑠𝑒𝑞(𝑎𝑡𝑡𝑎𝑐𝑘) 

 

equation 2.1 

𝑅𝑖𝑠𝑘(𝑎𝑡𝑡𝑎𝑐𝑘) = 𝑃𝑟𝑜𝑏(𝑎𝑡𝑡𝑎𝑐𝑘) = 0.33 × 𝑃𝑟𝑜𝑏𝐶𝑂𝑆𝑇(𝑎𝑡𝑡𝑎𝑐𝑘) +  0.67 × 𝑃𝑟𝑜𝑏𝑆𝑈𝑆𝑃(𝑎𝑡𝑡𝑎𝑐𝑘) equation 2.2 

𝑅𝑖𝑠𝑘𝑂𝑅(𝑁) = 𝑀𝐴𝑋(𝑅𝑖𝑠𝑘(𝑁1), 𝑅𝑖𝑠𝑘(𝑁2), … , 𝑅𝑖𝑠𝑘(𝑁𝑚)) 

 

equation 2.3 

𝑃𝑟𝑜𝑏𝐴𝑁𝐷(𝑁) = 𝑃(𝑆𝑢𝑏𝑁1 ∩ 𝑆𝑢𝑏𝑁2 ∩ … ∩ 𝑆𝑢𝑏𝑁𝑚) = 

𝑃(𝑆𝑢𝑏𝑁1) × 𝑃(𝑆𝑢𝑏𝑁2) × … × 𝑃(𝑆𝑢𝑏𝑁𝑚) 

 

equation 2.4 

𝑃𝑟𝑜𝑏𝐶𝐴𝑁𝐷(𝑁) = 𝑃(𝑆𝑢𝑏𝑁1 ∩ 𝑆𝑢𝑏𝑁2 ∩ … ∩ 𝑆𝑢𝑏𝑁𝑚) = 

𝑃(𝑆𝑢𝑏𝑁1) × 𝑃(𝑆𝑢𝑏𝑁2| 𝑆𝑢𝑏𝑁1 ) × … × 𝑃(𝑆𝑢𝑏𝑁𝑚| 𝑆𝑢𝑏𝑁𝑚−1 … 𝑆𝑢𝑏𝑁2 𝑆𝑢𝑏𝑁1) 
equation 2.5 

  𝐶𝑜𝑛𝑠𝑒𝑞𝐴𝑁𝐷(𝑁) = 𝐶𝑜𝑛𝑠𝑒𝑞(𝑁1 ∩ 𝑁2 ∩ … ∩ 𝑁𝑚) = 𝑃(𝑁1) + 𝑃(𝑁2) + ⋯ + 𝑃(𝑁𝑚) 

 

equation 2.6 

     

Cost 

Probability 

Description Range Approximation 

0 – 50 $ High probability 0.67 ≤ p ≤ 1 0.825 

50 – 200 $ Medium probability 0.33 ≤ p < 0.67 0.495 

more than 200 $ Low probability 0 ≤ p < 0.33 0.165 

Table 3, Scale for the success probability of an attack based on cost for the attacker  

Suspicions raised 

Probability 

Description Range Approximation 

High profile Low probability 0 ≤ p < 0.33 0.825 

Medium profile Medium probability 0.33 ≤ p < 0.67 0.495 

Low profile High probability 0.67 ≤ p ≤ 1 0.165 

Table 4, Scale for the success probability of an attack based on the suspicions raised 
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Let us take the example attacks in Figure 9 step by step, and assign approximate values to the leaf nodes. 

One way in the vehicle would be to simply buy tools like a crowbar, break into the car and jumpstart it. This is 

obviously a high profile attempt that would raise suspicions, while simple tools like a crowbar would not cost 

more than 200$. Another way to steal the car would be to get a wireless transceiver which can log the radio 

signal sent by the car’s key when unlocking, and then replay that signal when the car is left alone to open it. The 

attacker would also have to study the victim’s schedule in order to organize the logging correctly. However, these 

two leaf nodes are independent and can happen in any order. Getting the wireless equipment could cost a few 

hundreds of dollars, e.g. 150 $, and raise little suspicion, while studying the victim can be done in a way that 

raises little suspicion and may only cost a few cups of coffee, i.e. 20 $ approximately. Then the attacker can 

perform the replay attack whenever the car is left alone. Finally, a third attack to steal the car could be to first 

acquire the original key unnoticed, and then replicate it. After that, the attacker could easily steal the car by using 

the key replica. In this case the leaf nodes are dependent, and need to follow a specific sequence of execution. 

Acquiring the original key is not a trivial task and could probably raise suspicions, therefore considered of medium 

profile, but costs no money. Replicating the key, however, although it is a low profile action, may cost a bit more 

than the wireless equipment for the replay attack, e.g. 500 $. Applying the equations properly for the evaluation 

of the risk for each node gives the final tree of Figure 9. 

N9. Steal vehicle
key

Risk = 0.59

N7. Replay attack on 
key

Risk = 0.59

N6. Physically break 
in and jumpstart

Risk = 0.275

N8. Use key replica
(500 $ / medium prob)

Risk = 0.366

Buy break in tools
(200 $ / high prof)

Risk = 0.275

Get wireless equipment
(150 $ / low prof)

Risk = 0.715

N3. Study victim’s 
schedule

(20 $ / low prof)
Risk = 0.825

N4. “Borrow” original key 
unnoticed

(0 $ / medium prof)
Risk = 0.605

N5. Replicate key
(500 $ / low prof)

Risk = 0.605

AND CAND

OR

 

Figure 9: Attack tree example for stealing a car 

This simple threat analysis shows that easiest way to steal the car is the replay attack, and an effective 

security countermeasure would be to make the unlocking procedure more secure, e.g. with a random seed and 

a freshness timestamp. It can also be deducted after making the replay attack so hard to perform that the risk of 

N7 drops below the risk of N6 and N8, that would be wise to start securing the car against the rest of the attacks 

too, since the replay attack would no longer be the biggest threat. 
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2.3.4 Attacks and countermeasures in automotive context 

There has been a significant number of studies and experimental attacks on vehicle electrical systems 

documented in literature. This subchapter focuses, without being exhaustive, on several such cases, which are 

picked in order to give as much as possible a complete a picture of the threats identified and the 

countermeasures proposed. 

Koscher et al. [40] demonstrated in their work the amount of damage that can be achieved after an 

adversary gains access to the internal CAN network, leaving the ways of getting access out of scope. It is argued 

that vehicle components are specifically made with failure tolerance in mind, but not with attack tolerance. They 

were amazed by how much easier it was to reverse engineer, fuzz their way into the system, and cause a 

significant amount of damage. Also, in some cases they easily bypassed the access control or found no access 

control whatsoever. Finally, once they penetrated one ECU, they were able to magnify an attack by making their 

way into more ECUs of the system. Although it was out of scope for the most of their work, they did consider 

several ways to get into the system in order to propose countermeasures. Regarding the diagnostic and reflashing 

services, they propose that only some privileged ECUs should be allowed to send diagnostic commands and only 

after validation, and that dangerous commands should require physical access. In order to prevent aftermarket 

3rd party components to interfere and make the internal network unstable or expose information (as in this case 

[41]), there should be a filter between the two parts. Finally, they conclude that the trade-offs to consider are 

detection versus prevention, security versus openness to independent workshops, and in general that any 

manufacturer must consider all stakeholders in the after-market life of a vehicle. 

In another interesting work, that included practical experiments too, the tire pressure monitoring 

system (TPMS) was targeted [11]. The authors found that both tracking and spoofing risks exist in current 

implementations. Tracking is possible because the messages transmitted by the wireless pressure sensors have 

a fixed ID in plaintext form, they can be picked up from a distance up to 40 meters with a low-cost public software 

radio platform, an antenna, and a low noise amplifier, and they proved that active tracking is feasible even with 

vehicles in motion. On the other hand, spoofing is possible from a nearby vehicle even in high speed motion, 

because there is no input validation and weak filtering. The latter experiment resulted in permanently disabling 

the TPMS ECU. The paper argues that people should get worried before more devastating security and privacy 

exploits show up, and that most of the problems can be tackled by reliable software design, cryptography, and 

signing of sensor activation commands. 

In [9] Koscher, Checkoway et al. come back in 2011 with a rather comprehensive analysis of the 

automotive attack surfaces, and to the best of the authors’ knowledge at the time, they were the first to explore 

the full external attack surface. Their findings on vulnerabilities and attacks are summarized in the two tables 

below (Figure 10 and Figure 11) taken from the paper. 
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Figure 10: Attack surface capabilities, table 1 from  [9] 

 

Figure 11: Implemented control and trigger channels, table 2 from  [9] 

The paper goes on exploring the causes of the vulnerabilities identified. For one, the pressure from 

attackers has been low until now, but this is expected to rise, as it did with personal computers. The authors 

suggest that the automotive industry should learn from PC security history and make security top priority before 

a high profile attack takes place. Another cause is the conflicting interests of software suppliers for the ECUs and 

vehicle manufacturers. The software suppliers naturally want to protect their intellectual property and share of 

the market, so in many cases they do not provide the source code, but rather the binaries, documentation and 

testing results. This leads to weak security tests in the integration phase by the manufacturer. It is no surprise 

that most exploits were found in “glue” code joining third party and car manufacturer software components. 

Last, they suggest that ECUs that have open interfaces should not be outsourced and that a middle ground 

solution could be penetration testing. 

Another work [13] offers a good investigation of the work done up to the time of the survey. It points 

out that the security of the connected car is a challenging task and that most studies to the point focused on 

finding problems and not proposing solutions and draw attention to specific issues of urgent concern. First the 

paper discusses the problems identified in in-vehicle networks, such as lack of sufficient bus protection, weak 

authentication, misuse of protocols, poor protocol implementation, and information leakage. Then, it 

demonstrates the suggestions made in previous works, sorting them in three parts for architectural security 
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features (e.g. message authentication code, communication encryption, dividing ECUs in trust groups, data 

management system), intrusion detection systems (both anomaly-based and specification-based), and 

honeypots, which impersonate attack targets to collect attack information. Finally, threats and attacks modelling 

is discussed noting that effort has been made to adapt CERT Taxonomy [6] to the vehicle environment. 

The ESCAR conferences have provided a lot of insight in automotive security [39]. Several valuable 

suggestions have been introduced over the years that the conference is active. For instance, Ken Peirce from 

General Motors mentions that car manufacturers depend on suppliers for highly sophisticated ECUs and this 

trend needs to be reversed, with the OEMs getting more involved in development process towards security [10]. 

Tier 1 software tool chains should have higher standards for security, and surplus functionality should be 

removed to reduce exploits. Also, third party security tests can be useful and the testing model should consider 

fuzzing techniques as well, to keep an eye on methods that the attackers use. 

Another interesting presentation at ESCAR [36] argues that redesigning the entire vehicle for security is 

not a feasible solution for the near future, and cryptography can only address several issues while leaving 

vulnerabilities unsolved. A CAN bus firewall placed between critical and external gateway ECUs is proposed, with 

a rule based policy (Figure 12). 

 

Figure 12: CAN bus firewall suggestion by Arilou [36] 
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Bosch, the creator of the CAN bus standard, find that attacks can happen through various interfaces, 

even remotely, and suggest challenge response authentication to prevent them. Authentication codes can be 

added on a per message basis or split across messages to consume less bandwidth. Encryption of state data in 

the messages is also considered, in order to protect from information leakage and state triggered DoS attacks. 

On a more general scope, they find that the properties of safety and security have a tight bond and should be 

addressed together with the reuse of existing, well-understood mechanisms [38]. Towards this goal, security 

could be first applied on critical functionality, then extended on already designed systems with small impact, and 

on long term basis, security should be included in the design process, alongside with safety. Also, industry-wide 

standards and security measures will facilitate this gradual increase of security. 

Another ESCAR presentation [42] spots that leaving the software unsecured allows for white box attacks, 

such as reverse engineering attacks, tampering attacks, and automated attacks. This can be addressed by using 

existing measures to make software read-proof and tamper-resistant, in a way cheaper than in hardware. 

Miller and Valasek [8] showed in their whitepaper how a malicious part, attacker or malicious ECU, can 

control most of the functionality on a car if it has access to the CAN bus. Their practical study focused on Ford 

Escape and Toyota Prius vehicles, on which they were able to manipulate the engine, accelerating, braking, lights 

and many other aspects of their functionality. The means used for this purpose were both regular and diagnostic 

CAN messages. Moreover, they were able to reprogram some ECUs by bypassing the security access required for 

the task. In order to do so, they reverse engineered the firmware residing on the ECUs to acquire the security 

keys. Their suggestion on how to detect this kind of attacks is to simply monitor the CAN traffic for abnormalities. 

A driving session of several minutes can be used for acquiring the normal traffic pattern, and then comparing it 

each time to the current traffic and infer if a possible attack is active. They further developed this proposed 

solution in a cost efficient device [43] that any car owner can buy. 

A high level architectural suggestion is introduced in [14], with two gateways, one interfacing with the 

external networks, and one with the internal networks. The external gateway has access to the internal networks 

only via the internal, second-level gateway. This way the two gateways can stop attacks from all subnetworks to 

all the other subnetworks. The gateways are responsible for identifying sensitive data, using and enforcing 

security authentication, anti-tampering, encryption and monitoring. 

A recent study [37] illustrates that an attack over Bluetooth is physically feasible using a real vehicle, a 

Bluetooth to CAN pass-through device installed on the OBD II interface, and a malicious application on a paired 

smartphone. To mitigate this threat, a security protocol for CAN is suggested.  

An important point to keep from the study above [37] is that Bluetooth is an interface that can possibly 

lead to a compromise, because it offers practically unlimited access to a paired smartphone, which is likely to be 

infected with malware much easier than the car itself. Although most cars do not have a Bluetooth-to-CAN bridge 

installed, a lot of them are including Bluetooth interfaces in their infotainment systems. However, as shown in 

[3] there are more than one way to exploit Bluetooth, even without pairing first, and Me has found that 

embedded Bluetooth implementations may be vulnerable to buffer overflow exploits [44]. A buffer overflow bug 
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could be resident in the implementation of the Bluetooth profiles on a device, regardless of each profile’s 

purpose. For example, Bluetooth supports profiles and the respective services to support phone handling, such 

as hands-free operation, or phone book access, and audio streaming. All the available services are discoverable 

by the use of the service discovery profile (SDP) for a paired device [45]. 

A really interesting suggestion is SAHARA, i.e. Security-Aware Hazard Analysis and Risk Assessment, 

which combines HARA, Hazard Analysis and Risk Assess, of ISO 26262 standard  [46] and STRIDE  [33], in order to 

include security threats in the safety risk assessment process already from the concept phase of the development 

process  [16]. STRIDE has been introduced in 2.3.1, while HARA according to ISO 26262 determines the 

automotive safety integrity levels (ASILs) for a system, by identifying hazards, quantifying them in terms of 

severity (S),  exposure (E), and controllability (C), and finally setting safety goals for the hazards  [46]. Up until 

now, security and safety were addressed separately, even seen as contradicting system properties. However, 

since modern automotive systems have increased connectivity which comes with increased security threats, 

their safety cannot be considered immune to security issues anymore. According to SAHARA, similarly to what 

happens in HARA and ASIL analysis, threats are categorized based on the resources (R) and the know-how (K) 

that are required to pose the threat, and the threats’ criticality (T). The scale for R (resources) goes from zero to 

three, meaning no additional tool or everyday commodity, simple tool, advanced tool, and special tool (Figure 

13). The scale for K (prior knowledge) includes the values zero through 2, and they mean no prior, technical and 

domain knowledge respectively (Figure 14). Finally, the scale for T (threat criticality) goes from zero to four, 

translating to no security impact, moderate security relevance, high security relevance, and high security and 

possible safety relevance (Figure 15). These three metrics are combined to determine the security level index 

(aka SecL), according to a special table (Figure 16). Security threats with a SecL of four have an impact on safety 

and are further analyzed for safety hazards according to the HARA model for criticality, exposure and severity. 

This substantially improves the HARA analysis by including security threats in a structured manner. The original 

paper provides an example of the safety assessment of a battery management system with SAHARA identifying 

34% more hazards than HARA. 

 

Figure 13: Required resource ’R’ classification - determination of the ’R’ value for required resources to 
exert a threat, [16] 
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Figure 14: Required know-how ’K’ classification - determination of the ’K’ value for required know-how to 
pose a threat [16] 

 

Figure 15: Threat criticality ’T’ classification - determination of the ’T’ value of threat criticality [16] 

 

Figure 16: SecL Determination Matrix - ascertains the security level from R, K, and T values [16] 
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Regarding the security of Scania’s electrical system, which is in the focus of this thesis, a Master’s thesis 

was conducted recently on the “Security of the ECU software update process” by another student of KTH [2]. The 

thesis first identified vulnerabilities of various ECUs in the system, then performed three attacks on the ECUs 

using the vulnerabilities, and finally proposed solutions and countermeasures. The identified vulnerabilities 

showed that some ECUs had no security implemented to protect the update process and were excluded from 

the attack phase. Also, in several ECUs the short seed, short authentication code, and mediocre inter attempt 

delay allow for brute force attacks. Another vulnerability is that messages with flashing data had no 

authentication or encryption, which allows for man in the middle (MITM) attacks. Then, the ECUs with short seed 

were attacked by brute force, man in the middle attack was performed on one of the most secure ECUs, and a 

combined attack on another ECU, where MITM found a seed-response pair and fed it to a brute force attack that 

requested a new challenge until the known seed appears. The proposed countermeasures are that all ECUs 

should secure their update procedure with long seeds, and that the flashing data messages should be encrypted 

or each of them should have a hash signature. 

In general, the previous studies in the field of security for the automotive electrical systems found that 

the industry security needs to gain more attention in a standardized manner. Several works stress the need for 

security to be addressed early in the development process and coupled with safety, in order to examine how the 

two properties affect each other. Table 5 summarizes the studies reviewed in the context of this thesis, listing 

the security threats, attacks, and countermeasures in each study.  
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Source  

Attack 

interface 

 

[40] 

A
tt

ac
ks

 

OBD II port 

 Direct manipulation of safety critical ECUs created unsafe 

conditions 

 Fuzz packets is an effective way to modify state of car 

 Lack of access control to critical functions of ECUs (update, 

diagnostic control) 

 Multiple bridges ECUs between CAN networks increase the 

chance of manipulation to amplify an attack 

 Custom code running on compromised ECU can erase all traces 

of attack 

C
o

u
n

te
rm

e
as

u
re

s 

 

 Only some privileged ECUs should be allowed to send diagnostic 

commands and only after validation  

 Dangerous commands (e.g. Update) should require physical 

access 

 Filtering between 3rd party devices and internal network 

[11] 

A
tt

ac
ks

 

Tire pressure 

monitoring 

system 

(TPMS) 

 Tracking from up to 40 meters is feasible, even by nearby driving 

car, because the TPMS messages have a fixed sensor ID in 

plaintext 

 Spoofing of TPMS messages is feasible, even by nearby driving 

car, due to lack of authentication and weak filtering 

 The TPMS ECU can be permanently brought down by 

overloading with spoofed messages 

C
o

u
n

te
rm

e
as

u
re

s 

 

 Reliable software design, e.g. Measurement consistency check 

to mitigate the effect of spoofing 

 Encryption of TPMS messages and improve message format to 

protect information and make tracking harder 

 TPMS ECU should add signature to the activation command to 

prevent spoofed activation of sensors which eases battery 

draining and tracking  
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[42] 

A
tt

ac
ks

 

 

White box attacks on software 

 Reverse engineering attacks 

 Tampering attacks 

 Automated attacks 

C
o

u
n

te
rm

e
as

u
re

s 

 

 Apply software security measures to make software read-proof 

and tamper-resistant, without having to change hardware which 

is hard 

[9] 

V
u

ln
e

ra
b

ili
ti

e
s 

CD reader 

 Firmware update initiated by CD file unless user prevents it on 

time 

 CD Special song (WMA) that sends messages on CAN bus 

Passthrough 

device 

 Wi-Fi or wired control connection to advertised passthrough 

devices and possibly reprogram the ECUs 

 Wi-Fi or wired malicious code injection 

Bluetooth 

 Buffer overflow with paired Android phone and trojan app 

 Sniff MAC address, brute force PIN, buffer overflow 

Cellular 

 Call car, authentication exploit, buffer overflow (using laptop) 

 Call car, authentication exploit, buffer overflow (using iPod with 

exploit audio file, earphones, and a telephone) 

A
tt

ac
ks

 

TPMS 

 Predefined tire pressure sequences causes telematics unit to 

send CAN packets 

 TPMS trigger causes TPMS receiver to send CAN packets 

Bluetooth 
 Presence of trigger MAC addresses allows remote control 

FM radio 

(RDS) 

 FM RDS trigger causes radio to send CAN packets 

Cellular 

 IRC command-and-control (botnet) channel allows broadcast 

and single-vehicle control 
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C
o

u
n

te
rm

e
as

u
re

s 

 

 Restrict access to external interfaces  

 Improve code robustness 

 Secure (authenticated and reliable) software updates 

 Subsystems that are open to remote compromise should not be 

outsourced in order to avoid exploits due to integration 

 Close cooperation of the computer security community and the 

car manufacturers 

[13] 

Th
re

at
s 

CAN (mainly) 

 Lack of sufficient bus protection 

 Weak authentication 

 Misuse of protocols 

 Poor protocol implementation 

 Information leakage 

C
o

u
n

te
rm

e
as

u
re

s 

 

 Architectural security features such as message authentication 

code, communication encryption, dividing ECUs in trust groups, 

data management system 

 Intrusion detection systems (anomaly-based and specification-

based) 

 Honeypots to collect attack information 

[10] 

Th
re

at
s 

 

 Vestigial or unexpected functionality exposes vulnerabilities 

C
o

u
n

te
rm

e
as

u
re

s 

 

 Higher standards for security for Tier 1 software tool chains. 

 Surplus or vestigial functions should be removed 

 Third party security assessment 

 Change traditional testing model to include fuzzing 

[36] 

Th
re

at
s 

 

 Cars were designed for safety and functionality – not for security 

C
o

u
n

te
rm

e
as

u
re

s 

 

 Rule based CAN bus firewall between the critical ECUs and ECUs 

with external communication interface (whitelist, rate limit, 

authentication) 
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[38] 

Th
re

at
s 

 

 Direct sniffing on the CAN bus lines  

 OBD can be used to eavesdrop internal network 

 Wireless interfaces allow remote attacks 

 Software of ECUs on the bus can be manipulated to launch 

attacks on the internal network 
C

o
u

n
te

rm
e

as
u

re
s 

 

 Challenge – response authentication by using message 

authentication codes (MACs) 

 Several alternatives for MAC piggybacking trading bandwidth for 

security level: one MAC per message, composite MAC sliced 

across several messages 

 Encryption of sensitive state data in messages, to prevent 

information leakage and state triggered attacks 

[8] and [43] 

Th
re

at
s 

 

 Malicious code with access to the internal network can send 

CAN packets cause safety hazards. 

A
tt

ac
ks

 

CAN 

 Sending normal or diagnostic messages to control the car (lights, 

engine, brakes etc.) 

 Reverse engineering to extract security access keys and install 

custom software on ECUs 

C
o

u
n

te
rm

e
as

u
re

s 

 

 Traffic monitoring for abnormalities 

 A device that learns the normal traffic patterns and detects 

abnormalities 

[14] 

Th
re

at
s 

 

 Direct attacks through OBD II by 3rd party devices 

 Attacks through peripheral entertainment devices 

 Attacks from external networks, e.g. intelligent keys, TPMS, 

other connected vehicles 

C
o

u
n

te
rm

e
as

u
re

s 

 

 Architectural suggestion with two gateways, one interacting 

with the external and one with the internal networks. Both 

gateways perform identification of sensitive data, secure 

authentication mechanism, anti-tampering, encryption, 

monitoring 

[37] 

A
tt

ac
ks

 Bluetooth to 

CAN pass-

through 

 Used a Bluetooth to CAN pass-through device installed on the 

OBD II interface, and a malicious application on a paired 

smartphone to control ECUs 
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C
o

u
n

te
rm

e
as

u
re

s 

 

 A new security protocol for CAN following the current CAN 

specifications 

[2] 

V
u

ln
e

ra
b

ili
ti

e
s 

CAN bus 

 ECUs with weak or even no security to protect the update 

procedure 

 No authentication or encryption of update data transmitted 

allow man-in-the-middle attacks 

A
tt

ac
ks

 

CAN bus 

 Brute force on update procedure of ECUs with short seed 

 Man in the middle (MITM) on update procedure of one of the 

most secure ECUs 

 Combined attack on update procedure of ECU (MITM finds a 

seed-response pair and feeds it to a brute force attack)  

C
o

u
n

te
rm

e
as

u
re

s 

 

 A new security protocol for CAN following the current CAN 

specifications 

[16] 

Th
re

at
s 

 

 Security and safety were addressed separately in the past but 

increased connectivity means safety risks from security threats. 
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 SAHARA, a combined approach of the automotive HARA (hazard 

analysis and risk assessment) with the security threat model 

STRIDE translates security issues into safety hazards in the 

concept phase. 

Table 5, Attacks and countermeasures in automotive found in literature 

 

 



37 

 

2.4 Scania electrical system and security 

In this subchapter, the reader can find valuable insight on Scania’s electrical system and its security aspects. First, 

the main components of the electrical system and their interactions are analyzed in 2.4.1, and in 2.4.2, the 

security of the system is discussed using the attack tree modelling theory introduced in 2.3.3. 

2.4.1 Electrical system  

 

Figure 17: Scania electrical system 

Since this thesis is a case study on Scania’s platform, an overall study of the electrical system of the company was 

necessary. The main information sources were documentation and interviews with the system owners of each 

of the three external gateways that were considered for this thesis. The latter expedited the knowledge 

acquisition, which was critical in order to have enough time later to focus on one of the gateway ECUs and study 

in more depth. 

Scania’s electrical system (Figure 17) is comprised by a number of ECUs that communicate mainly over 

three CAN segments. There are some other communication channels between tightly coupled ECUs, e.g. small 

dedicated CAN segments between two nodes, and custom input-output connections for sensors and actuators, 

but the large volume of information necessary for implementing the functionality is exchanged over the three 
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main CAN segments. Apart from the CAN bus standard  [15], parts of the J1939 are also supported to facilitate 

communications between ECUs even more, e.g. when payloads bigger than eight bytes are necessary  [30].  

The three main CAN segments are color coded as “red”, “yellow” and “green”, in descending order of 

criticality. For example, the ECUs responsible for the primary or critical tasks of the vehicle, such as braking, 

engine control, gear management, reside on the “red” segment, while less critical systems are arranged on the 

two other segments. A central internal gateway ECU, the coordinator (COO), bridges and filters information flow 

between the three segments. This design works well both in terms of locality and isolation, e.g. control units with 

critical tasks find most of the information they need only one hop away, and the interference of critical and non-

critical information flows is minimized. 

Furthermore, the design of the electrical system at hand is fairly modular and follows the principle of 

separating duties among ECUs. This way, Scania is able to provide their clients with customized solutions that fit 

exactly their needs. Thus, some ECUs are not present on every vehicle produced, and the variety of combinations 

is quite big. However, a few of the ECUs that comprise the backbone of the electrical system are included in every 

combination, e.g. the central internal gateway ECU that bridges traffic between the three main CAN segments. 

Since this thesis is deals with security and intrusion protection, it is concerned mostly with the ECUs that 

act as gateways between external networks and the internal network of CAN segments. Specifically, these 

gateways are the telematics gateway, the body gateway, the infotainment gateway and tire pressure monitoring 

gateway. Additionally, there is an OBD II interface that provides access to the “green” CAN segment. This 

interface is a standard hardware interface that gives access to the internal network. It is usually available on the 

dashboard of the vehicle and is mandated by law to be there, in order to be accessible by the authorities. 

The telematics gateway is the only ECU with GSM data connectivity. It also employs GPS receiver, and it 

is responsible for tunneling the remote diagnostics traffic and fleet management traffic from and to the servers. 

Moreover, the unit is able to update small parts of its functionality remotely. 

The body gateway does not have any wireless interfaces, however, it bridges the internal CAN network 

to the body CAN network and filters the information flow from both sides. This communication gateway is 

necessary, for example, when a bus is at a bus stop with the doors open and needs to hold the brake. This request 

is translated internally by the body gateway to a request for the brake management unit. Another use case is 

when the body includes a crane and the crane needs the powertrain to supply more power in order to lift some 

object. 

The infotainment gateway has a Bluetooth interface, CD and SD card readers, and a GPS receiver. It is 

responsible for hands-free phone handling (ingoing, outgoing calls), streaming audio from a phone to the sound 

system, and navigating with the help of the touchscreen it has. The functionality it offers is tightly coupled to the 

instrument cluster unit and largely depends on the latter. The instrument cluster unit also acts as a second level 

gateway after the infotainment gateway, since all the traffic from and to the latter goes through the first. 
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Finally, the tire pressure monitoring unit is not so much an external gateway, since the pressure sensors 

are mounted inside the tires, but it has a wireless interface to communicate with the sensors and can be 

considered open to intrusion attempts. This unit is also special because it is entirely third party supplied and 

integrated ‘as is’ in the vehicle’s electrical system. 

2.4.2 Security aspects 

The distributed structure of Scania’s electrical system, with the external interfaces spread across different 

gateways, raises several security issues. In order to put all security issues of the Scania electrical system into one 

context, a threat model is necessary. A simple and comprehensive framework is the attack tree analysis, 

presented in 2.3.3. In an exhaustive and formal study all assets and potential attack targets would be identified 

and each of them would have its own attack tree, exploring all possible ways of attack. However, for the purpose 

of this thesis, it suffices to use the internal CAN network as a common target, and create one general attack tree 

that can be used as a reference for future analyses in more detailed subtrees. Then, in the analysis of each of 

these subtrees, the attack target can be further specified if necessary. 

Regarding the probability of success for the leaf attack node, similarly to the example in 2.3.3, it is 

composed by two component probabilities, i.e. the probability of not raising suspicions or getting caught, and 

the probability of being able to afford the cost for the attack. Much like in the example of 2.3.3, all attacks have 

the same consequence, in this case it is to access the internal CAN network. Thus, the consequences can be 

factored out of equation 2.1. Also, an attacker would be mostly interested in not getting caught, rather than how 

much an attack would cost. Hence, equation 2.2 is used for the evaluation of the total probability and risk of each 

leaf node. Equations equation 2.3 to equation 2.5 are used for propagating the risk values up the tree.  

The scale for the probability of success without raising suspicions or getting caught is split in five levels, 

uniformly spread on the zero to one range. The scale for the probability of the attacker being able to afford the 

cost of the attack is split in three levels, for cost below 3000 $, between 3000 and 10000 $, and above 10000 $. 

The scale of probability levels for the two components of the total probability are given by tables Table 6 and 

Table 7. The probability for each level is defined by a description, i.e. low/medium/high, a numeric range that 

the level of probability covers, and the approximation value used in calculations for that range, i.e. the average 

value of the range. Additionally, the cost scale (Table 7) has a column for the actual cost that categorizes the cost 

in three ranges. 
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Description Range Approximation 

Very low probability (VL) 0 ≤ p < 0.20 0.10 

Low probability (VL) 0.20 ≤ p < 0.40 0.30 

Medium probability (M) 0.40 ≤ p < 0.60 0.50 

High probability (H) 0.60 ≤ p < 0.80 0.70 

Very high probability (VH) 0.80 ≤ p < 1 0.90 

Table 6, Probability of success of an attack without raising suspicions or getting caught 

Cost 

Probability 

Description Range Approximation 

cost > 10.000 $, high cost  Low probability 

($$$) 

0 ≤ p < 0.33 0.825 

3.000 $ < cost ≤ 10.000 $, 

medium cost  

Medium probability 

($$) 

0.33 ≤ p < 0.67 0.495 

cost ≤ 3.000 $, low cost  High probability ($) 0.67 ≤ p ≤ 1 0.165 

Table 7, Probability of an attacker affording an attack based on cost 

At this point it should be made clear that the probability and risk of each attack (including a linear 

combination of the probability components found in equation 2.2, the probability component scales, and the 

assignment of the leaf nodes with values for each component) are based on the personal assessment, judgement 

and experience of the author. These can be considered an input to the security assessment framework. If more 

experienced engineers apply a similar security assessment, they probably will consider more probability 

components, different scales and value assignments. Then the security assessment could be more even more 

accurate. 

The identified entry points form six subtrees, i.e. the root node has six immediate children and those 

children define six trees with them as roots (Figure 18). An attacker can gain access to the internal CAN network 

through the OBD II interface, a 3rd party GSM to CAN device, or one of the infotainment, telematics, TPM, or 

body gateways. Note that above the actual root of the tree there is an additional, optional target of cleaning up 

the traces of the attack in a dashed box. This is common practice in cyber-attacks, in order not to get caught for 
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legal reasons or for the feasibility of repeating the attack in the future. It is obvious in the tree that there is 

important information missing for this threat analysis to be complete. Following, each of the subtrees is explored. 

Access/attack CAN bus
Risk ≥ 0.875

Attack telematics 
gateway
Risk = ?

Attack body 
gateway
Risk = ?

Access OBD II 
interface

Risk = 0.742 Attack TPMS 
gateway

Risk = 0.875

Attack 3rd party GSM to 
CAN adapter
Risk = 0.074

Optional 
cleanup

Attack infotainment 
gateway
Risk = ?

OR

 

 

One way of attacking is through OBD II interface while the vehicle is being serviced. There are two types 

of diagnostic pass-through devices that connect to the OBD II interface, wired and wireless. To attack the wireless 

pass-through device, one would have to install a rogue access point (AP) near the workshop that has a signal 

strong enough to overcome the signal by the default AP used at the workshop. This way, the wireless pass-

through device would connect to the rogue AP, allowing the attacker to access the CAN bus, or even sniff and 

intercept the communications between the vehicle and the mechanic’s computer. The success of such an attack 

without getting caught can be considered of high probability, while an appropriate AP does not cost more than 

several hundreds of dollars. Another option is to somehow intercept the wired connection of the vehicle with 

the mechanic’s computer and this requires closer physical access. One way to do that is to gain access by bribing 

or tricking another workshop employee to install, for example, a piece of software or hardware into the workshop 

equipment that will expose the wired connection of the pass-through device to the attacker, again, allowing 

access to the CAN bus. The cost of bribing and tricking can be considered low according to the scale of Table 7. 

However, it is expected to be harder to convince an employee to betray their employer and risk legal issues, and 

the attacker might end up getting caught if not cautious when selecting the employee to approach.  On the other 

hand, tricking an employee may have more chances of succeeding without getting caught. Thus, bribing success 

is considered to be of low probability, while the success of tricking attack is considered of medium probability.  

After the application of the appropriate equations for risk evaluation, the resulting tree can be viewed in Figure 

19. 

Figure 18: Subtrees of general attack tree on CAN network 
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Figure 19: Attack via OBD II passthrough at a workshop 

A second interface to the internal CAN network can be a 3rd party CAN to GSM adapter, if one exists on 

the vehicle. Several insurance, fleet management and telematics companies supply their customers with log 

devices in order to keep track of the vehicle’s data. According to another ongoing thesis at Scania surveying some 

of the biggest European FMS providers [47], the great majority of the providers admitted that they use a 

monitoring device on the CAN, which connects to the OBD II interface or straight on the bus wires, and use mobile 

data connectivity, in order to have all data available at their disposal. Also, a vehicle owner could install such a 

device on their own and log for themselves. Then, the attacker still has to find a way to hack the device and gain 

access to the internal CAN. Hacking GSM is close to becoming available to script kiddies according to this article 

[48] and the tools to do this are nothing more than a conventional laptop and an internet connection. Thus, the 

probability of this attack succeeding unnoticed is high and the cost low. Moreover, a modest estimation of how 

many commercial vehicles employ 3rd party CAN to GSM adapters can be 10%, according to the survey by 

Lundgren [47]. This estimation can be modelled as a leaf node with a total probability and risk of 0.10. This 

particular node does not need values for cost and attack success, since it is a simple fact and not an attack. The 

resulting tree after introducing the calculated risk values is depicted in Figure 20. 
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Figure 20: Attack via 3rd party CAN adapter 

Reaching CAN bus through the tire pressure monitoring system (TPMS) gateway can be seen as similar 

to what Roufa et al. did [11] in their experiments. They proved that implementing such an attack requires special 

equipment of a few thousand dollars (1500 $), and with enough effort, the sensor signals can be reverse 

engineered. After that, the success of such an attack depends solely on being within 40 meters radius from the 

target vehicle, which can provide high probability of success without getting noticed. Figure 21 shows the 

respective subtree with the risk values for each node. 

Attack TPMS 
gateway

Risk = 0.875

Remote attack with 
custom antenna

VH / $
Risk = 0.875

Access/attack CAN bus
Risk = 0.875

 

Figure 21: Attack via TPMS gateway 
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Attacks through the telematics, body and infotainment gateway have not yet been explored for the case 

of Scania, and this makes the assessment of an attack on the root target, the CAN bus, unclear. Therefore, by 

combining the subtrees of figures Figure 19, Figure 20, and Figure 21 into the general tree of Figure 18 gives us 

the tree of Figure 22. Notice that the subtrees for telematics, body, and infotainment gateways are incomplete 

and cannot provide a risk estimation. However, it can be argued that since all the children of the root node are 

alternatives, i.e. OR nodes, the risk of the parent node will be the maximum of its children. Thus, the risk of an 

attack on the internal CAN will be at least equal to the maximum risk of the six subtrees known so far, i.e. that 

of the TPMS subtree. This does not mean that the unexplored subtrees should not be studied. On the contrary, 

minimizing the TPMS threat can be as easy as switching to a provider who uses stricter security measures for the 

respective components. Then, it is up to the rest of the subtrees to define the most efficient attack from the 

attacker’s perspective, which is the weakest point of the system. 
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Figure 22: General attack tree on CAN network  

2.5 Reflection and summary 

This chapter analyzed the theoretical background relevant for this thesis. Subchapter 2.1 discussed the recent 

trends in automotive electrical systems, which become more and more complex for reasons of entertainment, 

convenience, optimization, driving assistance, and driving autonomy. Then, in 2.2, the main parts of the vehicle 

electrical systems were presented along with their basic properties. In 2.3 security concepts were discussed by 

viewing security as a system property in regular computer environments, as well as more demanding computer 

systems such as embedded and cyber-physical systems in 2.3.1. Later 2.3.2 offered insight on another special 

category of embedded systems, the automotive systems, and in 2.3.4 the valuable literature on security of 
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automotive systems was presented, aggregating all attacks and countermeasures in important previous works. 

Subchapter 2.4 focused the discussion on Scania’s electrical system, applying the theory of attack trees 

introduced in 2.3.3 on the electrical system of Scania. From this security analysis, it is clear that more work needs 

to be done on exploring the attack vectors that use the external gateways of the system. 
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3 Study design 

As discussed in 2.3.4, numerous studies in the past have shown that the security risks of incorporating interfaces 

to external networks in vehicle electrical system are real and the attacks are feasible. Moreover, the chance of 

attacks from the outside happening is unclear, because the external attack surfaces of the automotive systems 

still remain unexplored by researchers to a large degree. Although there has been some good work already done, 

as introduced in chapter 2, more work is clearly necessary. Chekoway et al. [9], but also et al. [10] stress out that 

outsourcing might not be ideal for ECUs from a security point of view, especially for ECUs interacting with 

external interfaces. Most of the vulnerabilities found in a previous study [9] were located in the joints where 

software or hardware from OEMs and 3rd party suppliers “glued” together. Also, the security analysis in 2.4.2 

revealed that Scania’s external attack surfaces are not explored thoroughly too. Moreover, the external gateways 

are for the most part 3rd party developed and in some cases contain closed source too. Closed source code leaves 

little room for integration testing with respect to security, which, in turn, means that chances are high that 

serious vulnerabilities exist. 

Looking at each of the external gateways, the body gateway only interacts with an external CAN 

network, namely the body CAN network, and only a few messages are passed on “as is”. This means that any 

attack on it would require the body to have been compromised first. On the other hand, the telematics gateway 

uses a private AP and encrypted communication, which drastically reduces the chances of a successful attack. As 

argued in 2.4.2, the TPMS gateway is subject to the same vulnerabilities as the system examined in [11]. Finally, 

the infotainment gateway employs a Bluetooth interface which is generally considered an open interface with 

plenty of room for exploits [3]. It was also proven in recent studies that a malware in disguise running on a paired 

device (i.e. a trojan software) can cause damage to the internal network [37].  Moreover, the infotainment 

system is updatable by CD, and this too is a known vulnerability [9]. Therefore, for this thesis the infotainment 

gateway was chosen to focus on. 

The rest of this chapter explains the design of the study conducted on the electric system of Scania, by 

first discussing the focus area and the goals of this study, and then by elaborating on the details of the practical 

part of the study.  

3.1 Study focus area and goals 

As discussed in 2.4.1 and 2.4.2, the electrical system of Scania employs several external gateway ECUs, which 

have the task of connecting the internal CAN network to the external networks necessary for the intended 

functionality and protecting it from external threats. In the latter subchapter, we argue that these external 

surfaces pose serious security threats and have not been assessed in depth to guarantee a certain security level. 

It was found in previous work (see 2.3.4) that the integration of external surfaces in the automotive systems 

should be done with care to avoid compromising such safety critical systems. The community, has been active 

on suggesting possible countermeasures to tackle various vulnerabilities of those identified this far. Therefore, 
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it is necessary for Scania to explore which countermeasures, found in literature or even custom ones, are 

necessary to protect the vehicle’s electrical system from intrusions. It is also interesting to see how the case of 

Scania differs from a better studied case of passenger vehicles. These two points comprise the general research 

question of the thesis. 

The general research question can be better answered by focusing on a particular external interface of 

the system, in order to include a practical part as well and not be limited to a high level discussion. The external 

interfaces allow interaction with the external networks and reside on four external gateways, as well as on the 

dashboard, i.e. the OBD II interface. The latter interface is examined in the context of other theses ongoing or 

planned at Scania. The most promising gateway for an attack is the infotainment gateway, which has a Bluetooth 

external interface, as discussed above. 

It is crucial at this point to introduce more insight on the design of the infotainment system and the way 

it connects to the rest of the electrical system (Figure 23). The main external interfaces of the infotainment ECU 

are a Bluetooth interface, a CD reader, an SD card reader, an auxiliary audio input, and the antennas for GPS and 

radio signals. On the internal network, the infotainment ECU is connected by a dedicated CAN segment (the 

infotainment CAN segment or “grey” segment) to the instrument cluster ECU or ICL ECU, and it is only through 

the latter ECU that the infotainment system exchanges traffic with the rest of the electrical system’s ECUs. This 

way, the ICL acts as second level gateway for the infotainment. It is also important to note that the traffic that is 

allowed to get through the ICL in either direction is strictly defined in documentation. The ICL ECU connects to 

the “yellow” CAN segment on the internal network. Another ECU that is important to the infotainment one is the 

remote controller ECU (CTR). This is placed inside a wired remote controller device that is located in the back of 

a truck’s cabin, near the bed, in order for the driver to be able to control functionality like radio and heating 

without getting up. The remote controller ECU connects to the internal network through the “green” CAN 

segment, and thus, to the infotainment ECU via the coordinator and the ICL. That means that communications 

between the controller and the infotainment engage three CAN segments, the “green”, the “yellow” and the 

“grey”. 
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Figure 23: Infotainment subsystem and connections 

From an attacker’s perspective, any attack on the internal network through the infotainment ECU has 

to go through the ICL ECU first, especially if the final target would be the critical ECUs on the “red” bus, in which 

case the attack would have to go through the coordinator too. In addition, given that the infotainment has several 

external interfaces, an attacker has plenty of choices. Bluetooth, as already discussed in 2.3.4 and other places 

is a rather promising part of an attack vector. Combining the above, it is one of the goals of this thesis to explore 

how the ICL and the internal CAN network can be accessed by an attack performed via the Bluetooth interface 

of the infotainment ECU. The feasibility of such an attack is discussed and put into the general security context 

of Scania’s system in 4.3. 

The customizability of Scania’s electrical system is one of its features, as discussed in 2.4.1, thus, securing 

this system calls for tailored solutions along with the ones already available in previous works. Therefore, it is 

also crucial for the security assessment of the vehicle system to identify security measures that prevent the type 

of attack introduced above. Additionally, since the automotive systems are a special case of cyber physical 

systems that often differ significantly from manufacturer to manufacturer, it would be useful to compare the 

findings of this study with the ones presented in previous work. This can help both Scania and other vehicle 

manufacturers towards more secure automotive systems. These two issues are discussed in chapter 5. 

3.2 Practical setup 

In order to assess the feasibility of the attack discussed in 3.1, the study includes a practical part on the area of 

the system in focus, by which the security vulnerabilities are explored. The test bench setup is introduced in 

3.2.1, while the vulnerability assessment is planned in test cases discussed in 3.2.2, with the results of the testing 

procedure presented in the next chapter (i.e. in 4.1 and 4.2). 
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3.2.1 Test bench setup 

The test bench is comprised by a breakout box which represents the “yellow”, “grey”, and “green” CAN segments. 

This device is necessary in order to easily mount and connect various ECUs on the setup, along with the power 

supply units. A breakout box (Figure 24) is used to facilitate connecting multiple ECUs on the same CAN segment, 

also by adding the required terminating resistance  [15]. 

 

Figure 24: Typical CAN breakout box by National Instruments [49] 

The ECUs necessary for the setup, as already discussed in 3.1, are the coordinator (COO), the instrument 

cluster (ICL), the remote controller (CTR), and of course the infotainment ECU. All ECUs used are in the form they 

are installed on the Scania vehicles, i.e. final prototype, and run the latest software. They all expose their power 

supply and CAN connections through custom pin connectors, which make it easy to dynamically add them or 

remove them from the CAN topology for the needs of testing different functionality in isolation or as a subsystem. 

The ECUs were powered according to their needs by two power supply units, one 12 Volt and one 24 Volt. A 

typical ECU is illustrated in Figure 25 with microcontroller and the pin connector highlighted. 
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Figure 25: An ECU of the gearbox subsystem in Scania’s system handling the opticruise functionality [50] 

The setup also included a computer running Windows and CANalyzer, a software tool for analysis and 

stimulation of CAN bus communication [51], connected to a VN1630 CAN hardware interface by Vector [52] in 

order to communicate with the ECUs and to log or produce CAN traffic for the purpose of testing. Additionally, a 

laptop with a Bluetooth interface, running Linux was employed for testing the specific interface of the 

infotainment ECU using the various "open source” Bluetooth test tools available [4]. 

In 2.4.1 the electrical system of Scania was introduced. Now it is time to look closer at the components 

involved in the practical study and their place on the test bench with the testing equipment. As depicted in Figure 

26, the infotainment ECU connects via a dedicated CAN segment to the ICL unit, the so-called infotainment or 

“grey” segment. The ICL unit is connected to the “yellow” CAN segment which hosts ECUs of medium critical 

functionality, e.g. the ECU controlling the vehicle’s lights, the telematics ECU, the body gateway ECU. The 

coordinator ECU is connected to all three of the main CAN segments of the internal network, i.e. “green”, 

“yellow”, and “red”. It acts as an internal gateway, routing traffic between the three segments. The remote 

controller ECU resides on the “green” segment, on which the OBD II diagnostic interface is also connected.  
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Figure 26: Test bench setup 

For the purpose of this practical study, it is necessary to connect the VN1630 interface to all four CAN 

segments of the setup in order to examine the effect of various test cases on the entire internal network. With 

the use of the computer running the CANalyzer tool and connected to the VN1630, it is possible to monitor the 

traffic on all segments in real time, transmit CAN messages that are specified in documentation, or even 

manipulate the message frame and test different values for the frame fields. The CAN frame format used in 

Scania’s system is the extended one. An extended CAN frame, as defined in ISO 11898  [15], is consisted of several 

fields (Figure 27). The bus idle bit in the beginning, the 3 intermission bits in the end of the frame and the CRC 

field are used for error checking. The SOF and EOF fields signify the start and the end of frame respectively. The 

arbitration field is used for arbitration and identification of the message. The control field bits define which 

format is used, regular or extended, the length of the frame, and other control parameters. The data field 

contains the actual payload and can only be eight bytes long at most. Finally, the ACK field is used for 

acknowledgement of successful transmission. 

 

Figure 27: Extended CAN frame [53] 

Scania also complies with the J1939 standard [30], which defines several subfields for the arbitration 

field in the extended format of CAN. In short, these fields signify the messages priority, format, destination and 

source address (Figure 28). Specifically, the priority subfield is located together with the format subfield in the 
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first eleven bits of the identifier. The format field denotes the type of the message. On the other hand, the source 

and destination address subfields are part of the eighteen bits of the identifier’s extension.  

CAN arbitration works by giving the smallest value the highest priority. Thus, a message with a J1939 

priority field of 0x001 would win the arbitration over another message of priority 0x002. If the priority fields are 

tied, of course, the arbitration mechanism proceeds to check the next most significant bits in the arbitration field. 

This simple arbitration scheme is part of the reason why CAN is such a widely accepted standard. However, it is 

also the reason why it is generally not secure or safe if a malicious or faulty node is present. Any node can 

monopolize the CAN bus by sending messages of the highest priority at the highest transmission rate. Such a 

message could be an active error frame, which is a special frame with 6 to 12 consecutive zero bits in the 

beginning of the frame, making it a top priority message that always wins arbitration. The address fields are 

useful for identification of the sender when the message is received by the destination node, or even for routing 

purposes, as for example in Scania’s case, when the coordinator needs to decide for a message received on the 

“green” segment if it should be routed to the “red”, “yellow” or both segments. 

 

Figure 28: CAN and J1939 arbitration field structure [54] 

A common practice for automotive systems is to define minimum cycle times, aka periods, for the 

different messages defined on an application level. This way, the ECUs may check before transmitting a message, 

and if the minimum cycle time has not elapsed, the transmission is postponed, and the CAN network becomes 

potentially resilient to overload. Such a policy is critical when arguing about real time constraints and should be 

followed, as defined in requirements, by all ECUs in a vehicle electrical system. 

Regarding the Bluetooth connectivity of the infotainment system, it supports all the required Bluetooth 

profiles necessary for telephone functionality and audio streaming [45]. That is, the hands free profile for 

receiving ingoing and initiating outgoing calls through the infotainment system, the mobile phone book access 

profile to facilitate caller recognition and calling contacts of the driver’s phonebook stored on their phone, and 

the advanced audio distribution profile for streaming audio to the vehicles sound system. 

3.2.2 Test plan 

The testing was planned to take place in two phases: an initial, exploratory phase, and a second phase with more 

elaborate test cases which use the findings of the first phase. The reason for this two-fold testing is to first explore 

and evaluate the attack possibilities, and then utilize the outcome of this evaluation in attack steps. Moreover, 
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some of the test cases of the second phase require regular traffic generated by other ECUs (not present on the 

test bench) in order to examine the interference of the injected traffic on the regular one. Thus, the latter test 

cases require to be run on an actual Scania vehicle. 

The first testing phase mainly explores two areas, the effect that CAN bus traffic originating from the 

infotainment bus can have on the internal network, and the possible exploits of the Bluetooth interface on 

infotainment ECU. Also, apart from the planed test cases, a fair amount of test cases came up on the way. The 

distinct tests for this phase are listed below and numbered using the abbreviation p1.X, where p1 means phase 

1 and X is the index of the test case. 

p1.A.  CAN bus overload with a specific type of message. Use the different types of messages 

that are allowed to be gatewayed from the infotainment to the internal bus and try to 

flood the internal bus with the generated traffic. 

p1.B.  CAN message with modified priority. Try to gateway a CAN message from the infotainment 

bus to the internal bus with a different priority than in specification. 

p1.C.  CAN message with modified destination. Try to gateway a CAN message from the 

infotainment bus to the internal bus with a different destination than in specification. 

p1.D.  CAN message with modified type. Try to gateway a CAN message from the infotainment 

bus to the internal bus with a different type than in specification. 

p1.E.  Flood with active error frames. Send CAN level error messages at the highest rate and 

examine if this causes ECUs to malfunction. 

p1.F.  CAN bus overload effect. Examine which messages of the regular traffic on the internal 

CAN bus are harmed by the overload traffic. 

p1.G.  Updateability of infotainment ECU software. Examine how easy it is to run custom 

software on the infotainment ECU. 

p1.H.  Bluetooth profiles available. Examine which Bluetooth profiles are enabled on the 

infotainment ECU unit and are available for a paired device. 

p1.I.  Bluetooth pairing security. Examine how easy it is to pair an unauthorized device to the 

Bluetooth interface of infotainment ECU. 
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The second testing phase explores the feasibility of DoS attacks on the internal network, and the 

feasibility of updating the infotainment system with custom software. It includes the following test scenarios 

(with similar indexing as in phase 1, with p2 meaning phase 2): 

p2.A.  Make infotainment ECU control through CTR unresponsive. Use the overload traffic to 

make the CTR controller unable to control the infotainment ECU unit. 

p2.B.  Boycott heartbeat messages of ECUs on the internal bus. Use the overload traffic to 

eliminate the heartbeat messages generated by the ECUs on the internal bus. A possible 

outcome can be warnings on the ICL, or even a shutdown of the unit. 

p2.C.  Update infotainment ECU with custom software. Modify the software image designed for 

the infotainment ECU unit and program the unit via the CD update support. 

3.3 Reflection and summary 

This chapter focused on the external surface of the electrical system of Scania, the collection of all the external 

interfaces of the system. The discussion in 3.1 concluded that there is a need for a formal security assessment of 

the various external interfaces with possible attack vectors of the electrical system in focus. The external gateway 

ECUs and their vulnerabilities were considered on a high level, and argued that the most promising gateway for 

an attack is the infotainment ECU (along with the TPMS gateway which was pointed out in 2.3.4 as rather 

vulnerable). Moreover, the OBD II interface on the “green” CAN segment also poses an attack vector, but it is 

examined in other theses that are or will be conducted at Scania.  

Focusing on the infotainment gateway, this thesis examined the feasibility of an attack using the 

Bluetooth interface of the ECU to reach the instrument cluster ECU, and from there the rest of the internal 

network. Also, an alternative way in by exploiting the CD update procedure is examined, but not in depth. 

Subchapter 3.2.1 elaborated on the test bench setup, the testing tools, the setup components and their 

connections, while 3.2.2 outlined the test cases, whose results are discussed in the respective subchapters of 

chapter 4. 
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4 Testing and results 

The testing procedure discussed in this chapter is split into two phases, first evaluating possible vulnerabilities of 

infotainment and ICL subsystem, and then using this evaluation towards completion of attacks. Another reason 

for the two testing phases is that some of the test cases in the second phase require testing on a real truck, 

instead of a test bench. 

The first phase includes several test cases to examine the effect of CAN traffic from the infotainment 

bus on the internal network. These test cases include overloading of the CAN bus with a certain type of regular 

messages or error frames, and trying to send a CAN message with modified priority, destination or type through 

the ICL to the internal network.  A few other test cases focus on identifying vulnerabilities of the Bluetooth 

interface on infotainment ECU. Specifically, these cases explore the Bluetooth services and profiles available to 

a paired device, and the pairing procedure security. There is also one case exploring the updateability of the 

software running on the infotainment ECU. The results from test cases of phase 1 are discussed in 4.1 in the 

order as they were introduced in 3.2.2. 

The second testing phase explores the feasibility of DoS attacks on the internal network, and the 

feasibility of updating the infotainment system with custom software. The two DoS attacks attempted are to 

make the infotainment ECU unresponsive to the remote controller, and to flood the “yellow” segment so that 

heartbeat messages from the adjacent ECUs never get to transmit on the bus. The results from test cases phase 

2 are discussed 4.2 also in the order they were introduced in 3.2.2 respectively.  

Finally, in 4.3, overall conclusions are drawn on the feasibility of accessing the internal network and 

performing DoS attack on it via the infotainment ECU. This subchapter uses the attack tree threat modelling 

introduced in 2.3.3, as well as the CERT taxonomy introduced in 2.3.1. 

4.1 Testing phase 1 

The results of testing phase 1 are discussed below, with short discussion for each test case and an overall 

conclusion of phase 1 in the end. The test cases are summarized in Table 8, where p1.X means phase 1 test case 

X, and so on. Test cases p1.A to p1.E concern the CAN related tests, case p1.G examines the updateability of 

infotainment ECU software, and the cases p1.H and p1.I explore the Bluetooth vulnerabilities. 
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 Testing phase 1 

p1.A CAN bus overload with a specific type of message 

p1.B CAN message with modified priority 

p1.C CAN message with modified destination 

p1.D CAN message with modified type 

p1.E Flood with  active error frames 

p1.G Updateability of infotainment ECU software 

p1.H Bluetooth profiles available 

p1.I Bluetooth pairing security 

Table 8, Testing phase 1 cases 

P1.A. CAN bus overload with a specific type of message  

All gatewayed message types defined in specification were tested for this test case, using the generator of 

CANalyzer to transmit the message traffic on the infotainment bus and observe the outcome on the internal bus. 

There is a special option on the generator window for producing high load, which transmits the messages back 

to back, i.e. as soon as one message is successfully sent, the next one is sent. 

The overload attempt was expected to be successful only for the messages of diagnostic type, given the 

minimum cycle time and priority specified for each gatewayed message type. Diagnostic messages, according to 

specification, have no minimum cycle time defined and their priority places them above several message types 

of the regular traffic on the “yellow” bus. Given the low level arbitration of CAN [15], the diagnostic flood traffic 

was expected to occupy a substantial percentage of the “yellow” bus utilization. 

The outcome was that all gatewayed messages have a minimum cycle time defined in specification that 

is also respected in the implementation of the ICL, except for the diagnostic messages, which have no such 

bound. Thus, the diagnostic messages were used to create an overload that utilized the infotainment bus to a 

100%. However, this only translated to roughly 94% additional utilization on the internal bus (the two buses have 

identical bandwidths). This probably happens because of the computational delay on the ICL unit. Even so, this 

additional flooded load is rather remarkable and caused several messages of the regular traffic of the internal 

bus to get blocked and eventually dropped. As a result, the forwarded traffic from the ICL largely monopolized 

the bus and the share of the rest of the ECUs decreased drastically, i.e. the overall regular traffic dropped from 

+/- 10% to +/- 5% and COO utilization dropped from 5.76% to fluctuating around an average of 2.81% and 

momentarily going to zero on several occasions. Moreover, although the display of the ICL already had some 

warnings flashing, it filled up with even more warning icons and quite a few of them were critical. 

Regarding the criticality of this vulnerability, it is considered severe, since it can be used in DoS attacks. 

A malicious piece of code that is able to transmit diagnostic messages on the infotainment bus can flood the 

“yellow” bus and affect the regular traffic substantially. 

This test was repeated five times with similar results. 
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P1.B. CAN message with modified priority 

For this case one type of diagnostic message that is gatewayed via ICL to the internal bus was modified to have 

higher priority by changing the respective field of the identifier. According to specification, the ICL should not 

allow such a modified message through. The modified message failed to get relayed to the internal bus. This 

attests that ICL also checks this field of the identifier when deciding whether a message is passed on to the 

internal bus or dropped. 

This test was repeated numerous times with always exactly the same result. 

P1.C. CAN message with modified destination 

This test was performed similarly to p1.B with identical outcome and repetition. 

P1.D. CAN message with modified type 

This test was performed similarly to p1.B with identical outcome and repetition. 

P1.E. Flood with active error frames 

Active error frames in CAN have the first 6 to 12 bits set to zero, which means that they receive the highest 

priority in J1939, since the priority field of J1939 is included in the 6 first bits [30]. Thus, this can be seen as a 

special case of p1.A that has more significant effect on the bus. Specifically, flooding any CAN segment with active 

error frames at the highest possible transmission rate silences all other traffic. However, these frames are not 

relayed by the ICL from the “grey” to the “yellow” segment, as it was expected a priori. 

This test was repeated numerous times. 

P1.G. Updateability of infotainment ECU software 

Studying the documentation for the infotainment ECU revealed that its OS is a modified version of Nucleus RTOS 

[55], which inherently supports Qt framework [56]. Qt is an open framework designed for cross platform 

development of applications. Moreover, there does not seem to be any encryption of the update image on the 

CD. By examining the update CD itself, it was found that all contents were accessible without any restriction. 

Thus, with a reasonable amount of effort and reverse engineering, an attacker can add code to an existing 

software image and the image would still look as legitimate when running on infotainment ECU. Similar reverse 

engineering efforts on ECU software succeeded in previous work [9] [40] and demonstrated that updating an 

ECU with custom software to turn it into a malicious node will effectively compromise security. 

P1.H. Bluetooth profiles available 

The Bluetooth profiles, and respective services, enabled on the infotainment ECU were identified via sdptool, a 

tool in Linux that uses the SDP profile to discover Bluetooth profiles [57], and via btcrawler, a tool similar to 

sdptool [4]. The profiles enabled are the serial port profile, the hands free profile, the phone book access profile, 
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the advanced audio distribution profile (only the sink functionality though), and audio/video remote control 

profile.  

Excluding the serial port profile, all other profiles are necessary for the intended functionality according 

to specification. This means that almost no slack functionality is enabled. Also, during tests with the serial port 

profile, there seemed to be no way to exploit this profile to intrude, since the host ECU of the Bluetooth chip has 

no code that handles serial ports over Bluetooth. Any further study would require a white, or at least a grey box 

testing method, by looking at code and debug output, and not only documentation. The current infotainment 

ECU offers no debug interface or output (e.g. JTAG). Thus, examining each of the available profiles for exploits 

was not possible. 

The service scan with sdptool was run five times and the btcrawler was run two times with identical 

results. They only worked when the device was paired to the infotainment system. If the device was not paired 

there was an error message that the connection could not be established. 

P1.I. Bluetooth pairing security 

Regarding the Bluetooth pairing procedure, it requires user input on the infotainment ECU touchscreen to get 

initiated and only then the infotainment ECU Bluetooth device became discoverable for a specified and short 

amount of time, i.e. it remains hidden the rest of the time. Consequently, an attacker has only a small window 

for any attacks on the procedure itself. However, the password used was small, non-modifiable and rather 

common. Moreover, the device can still be discovered with tools such as RedFang [4]. 

The actual results for this test case were more or less expected and comply with the ECU’s specification. 

The discoverability of hidden Bluetooth devices was previously reported in literature and is known [3]. 

Phase 1 conclusions 

The exploratory testing phase 1 revealed that the ICL actually performs quite strict gateway policies, allowing 

only the messages specified in documentation to be forwarded in either direction. All other messages are either 

consumed by the ICL itself, or simply dropped, in case they are messages that do not comply with what is defined 

in documentation, e.g. messages with modified priority, destination or type as shown in p1.B / C / D. Error frames, 

as expected, could monopolize any CAN segment if they were transmitted at the highest rate, because they have 

the highest possible priority. Also, all messages forwarded from the infotainment system to the “yellow” CAN 

segment comply with the minimum cycle time in specification, and that includes the diagnostic messages which 

have a minimum cycle time of zero, i.e. they are not bound by any lower limit. This can actually be viewed as a 

system feature and a trade-off over transmission speed. Diagnostic messages are used both for diagnostics at 

the workshop and for uploading special specification files on the ECUs, which carry all the information on the 

system’s configuration (the so-called vehicle’s DNA) and are rather big. Thus, when several vehicles are in the 

workshop waiting to be serviced and the mechanic wants to diagnose several dozens of ECUs on each vehicle 

and upload those big files to the ECUs, it is reasonable to try to speed up this procedure so that the clients get 

their vehicles back with minimum waiting time. However, this also means that this functionality can be misused 
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by malicious code running on the infotainment system, which floods the “yellow” bus with garbage diagnostic 

traffic. This possibility will be examined in 4.2 by the test cases p2.A and p2.B. 

Regarding the feasibility of updating the infotainment ECU with custom software using the CD interface, 

this seems to be feasible and needs further practical examination. Also, the Bluetooth vulnerabilities of the unit 

need to be further examined by practical study, but this is not possible in the context of this study due to the 

lack of debug capabilities on the unit. 

An aggregating table (Table 9) gathers the points discussed in this subchapter (4.1), with one entry per 

test case. For each test case the table shows its ID, short description, the expected outcome, the actual result 

and the criticality of identified vulnerabilities (when applicable). 

ID Description 
Expected 

outcome 
Result Criticality (if applicable) 

p1.A 

CAN bus overload with 

a specific type of 

message 

Success Success Severe – Can be used in a DoS attack 

p1.B 
CAN message with 

modified priority 
Failure Failure — 

p1.C 
CAN message with 

modified destination 
Failure Failure — 

p1.D 
CAN message with 

modified type 
Failure Failure — 

p1.E 
Flood with  active error 

frames 
Success Success 

Non critical – Error messages do not 

pass onto the “yellow” bus 

p1.G 

Updateability of 

infotainment ECU 

software 

Unsecure Unsecure 
Severe – Can be used to update with 

custom software 

p1.H 
Bluetooth profiles 

available 
Limited Limited 

Uncertain — Further studies needed 

on exploitability of available profiles 

p1.I 
Bluetooth pairing 

security 
Moderate Moderate — 

Table 9, Testing phase 1 results 

4.2 Testing phase 2 

The results of testing phase 2 are discussed below, with short discussion for each test case and an overall 

conclusion of phase 2 in the end. The test cases are summarized in Table 10, where p2.X means phase 2 test case 

X, and so on. Test cases p2.A and p2.B examine DoS attack feasibility on the internal CAN targeting respectively 

the remote control functionality of the infotainment system, and the heartbeat messages of the ECUs on the 
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“yellow” CAN segment. Last, test case p2.C examines the feasibility of updating the infotainment ECU with 

custom software. 

 Testing phase 2 

p2.A Make infotainment ECU control through CTR unresponsive 

p2.B Boycott heartbeat messages of ECUs on the internal bus 

p2.C Update infotainment ECU with custom software 

Table 10, Testing phase 2 cases 

P2.A. Make infotainment ECU control through CTR unresponsive 

By using the diagnostic messages, as indicated by the findings of test case p1.A, the CTR controller was unable to 

control the infotainment unit for as long as the “yellow” bus was flooded with the forwarded diagnostic traffic. 

As soon as the flooding was disabled on the CANalyzer generator, the CTR was able to regain control of the 

infotainment ECU unit (to change the radio station for example). Moreover, not only the “yellow”, but also the 

“green” segment was flooded during this attack, which means that ECUs on that segment would probably have 

problems functioning normally. However, the “red” bus was completely unaffected by this attack, showing that 

its isolation was preserved. As a result, although it may cause inconvenience, this attack is considered of 

moderate criticality, since all the critical functionality of the truck that resides on the “red” bus is unaffected. 

The successful outcome of the attack was according to expectations derived after testing phase 1. 

The test case was run both on the test bench and a Scania truck with identical results, twice on each 

platform. 

P2.B. Boycott heartbeat messages of ECUs on the internal bus 

This test case could only be meaningful when run on a truck, since it requires all heartbeat messages to be already 

transmitted on the internal bus by ECUs other than the ICL and the coordinator as well. Also, the full effect on 

the display of the ICL is not visible on the test bench, as it was demonstrated by the test case p1.A, where the 

display showed several warnings even before injecting the diagnostic traffic.  

Again, as in p2.A, the diagnostic traffic was channeled from the infotainment to the internal bus via the 

ICL and the outcome was roughly 82% additional traffic on the internal bus. However, the regular traffic on the 

internal bus generated by all the ECUs connected to it was around 47% before flooding with the diagnostic traffic. 

When the flooding started, it dropped and stayed near 18% causing several units to fail transmitting their 

heartbeat messages and the coordinator share were down to zero and remained there for as long as the 

CANalyzer was generating the flooding traffic. The result of this simulated attack was that the ICL unit filled up 

with warnings, produced warning sounds, and all indicators malfunctioned (zero speed, fuel display etc.). It would 

cause the driver to pull over if it happened during driving. However, once again, the “red” segment was 

unaffected and all driving functionality seemed to work fine, since the truck was able to move, accelerate, shift 

gears, and brake without delay. 
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The result of this attack can be considered more severe than the one in p2.A. Misleading and annoying 

the driver could cause them to pull over, which can be used in numerous theft or boycotting real-life scenarios, 

by, for example, professional criminals. 

This test was repeated twice on the truck with identical results. 

P2.C. Update infotainment ECU with custom software 

Due to time limitations of the thesis, and lack of the source code and developer tools for the OS software of the 

infotainment ECU, this test was impossible to conduct. Of course, even without getting the software and 

developer tools from the third party supplier who develops this ECU, the attacker could reverse engineer the 

binary software image with appropriate tools that exist. Also, since part of the image is known, which is the 

Nucleus RTOS core, the code analysis can be significantly sped up. After that, the attacker would have to also 

figure out how to add code to the binary, without corrupting it, and make it run as normal. 

Phase 2 conclusions 

This second testing phase used the findings of p1.A test case in 4.1 and showed that a flooding or DoS attack on 

the “yellow” CAN and “green” segments originating from the infotainment system is feasible. Specifically, test 

case p2.B (with a DoS attack on the ICL and the “yellow” segment) resulted in a malfunctioning instrument cluster 

display with many warnings, beep sounds and failure to show the current status of the vehicle (speed, gear etc.). 

This gives birth to questions as to what would a truck driver do if such an attack happened on the road, possibly 

while driving at high speed. It can be speculated that they would at least try to pull over and see what is wrong. 

However, despite the warnings on ICL, the critical “red” segment responsible for the basic functionality of the 

truck, such as steering, accelerating, braking, was not affected by any of the two flooding attacks. Thus, the safety 

critical functionality remained fully functional. 

Test cases p2.A and p2.B are only half the puzzle of an attack through the infotainment. The other half 

is injecting malicious code to perform this attack. Towards this direction, the feasibility of updating the 

infotainment ECU with custom code that could transform the ECU to a malicious node could not be examined by 

a completed test. This was due to time limitations and lack of resources (source code, debug capabilities). One 

more way to inject malicious code into the system can be done by abusing vulnerabilities of the Bluetooth 

functionality, for example, to cause a buffer overflow and to inject code. However, as discussed in 4.1, this was 

not tested in a complete attack scenario, again due to time limitations and lack of resources. 

Nevertheless, considering the work already done in similar cases, these attack steps are possible with a 

certain amount of extra effort. Specifically, both a CD update attack and an attack via exploiting Bluetooth 

protocol implementation vulnerabilities are examined by Checkoway et al. [9] on a passenger car case study. 

Firstly, the CD update attack requires acquiring the ECUs code, and then reverse engineering it to add malicious 

code. The latter was proven possible in previous work with the use of developer’s tools that can be easily found 

[40]. After that, it will be necessary to trick the vehicle owner to update the infotainment ECU with the custom 

software.  Secondly, an attack via Bluetooth could also include some reverse engineering to find the 
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implementation vulnerabilities on a specific ECU, which is generally possible according to the same previous 

study [9].  

An aggregating table (Table 11) gathers the points discussed in this subchapter (4.2), with one entry per 

test case. For each test case the table shows their ID, short description, the expected outcome, the actual result 

and the criticality of identified vulnerabilities (when applicable). 

ID Description 
Expected 

outcome 
Result Criticality (if applicable) 

p2.A 

Make infotainment 

ECU control through 

CTR unresponsive 

Success Success 
Moderate – Basic functionality 

working (driving, braking etc.) 

p2.B 

Boycott heartbeat 

messages of ECUs on 

the internal bus 

Success Success 

Severe – Basic functionality working, 

but the instrument cluster was 

malfunctioning 

p2.C 

Update infotainment 

ECU with custom 

software 

Possible – – 

Table 11, Testing phase 2 results 

4.3 Attack feasibility  

Putting together the findings of the two testing phases discussed earlier, it can be argued that it is generally 

feasible for an attacker, with a certain amount of effort, to intrude to the “yellow” CAN bus through the 

infotainment system in two ways, via the Bluetooth interface, and via the update procedure by CD.  

This section will continue with a threat analysis using attack tree theory, in order to place this study in 

the general security assessment of the electrical system of Scania (2.4.2). Moreover, although it is demonstrated 

by p2.B in 4.2 that a DoS attack on the “yellow” CAN segment can be the root target attack, it can be categorized 

as an attack on the internal CAN, similar to the one in the general attack tree presented in 2.4.2 (Figure 22). The 

following assessment of intrusion via the infotainment ECU uses the same units for attack probability and risk 

evaluation. Also, the respective tables for the total probability components based on success without getting 

caught, and attack cost are illustrated again below to ease the reading. More details on the risk assessment of 

each leaf node can be found in the appendix as well. 
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Description Range Approximation 

Very low probability (VL) 0 ≤ p < 0.20 0.10 

Low probability (VL) 0.20 ≤ p < 0.40 0.30 

Medium probability (M) 0.40 ≤ p < 0.60 0.50 

High probability (H) 0.60 ≤ p < 0.80 0.70 

Very high probability (VH) 0.80 ≤ p < 1 0.90 

Table 12, Probability of success of an attack without raising suspicions or getting caught 

Cost 

Probability 

Description Range Approximation 

cost > 10.000 $, high cost  Low probability 

($$$) 

0 ≤ p < 0.33 0.825 

3.000 $ < cost ≤ 10.000 $, 

medium cost  

Medium probability 

($$) 

0.33 ≤ p < 0.67 0.495 

cost ≤ 3.000 $, low cost  High probability ($) 0.67 ≤ p ≤ 1 0.165 

Table 13, Probability of an attacker affording an attack based on cost 

Considering the Bluetooth way in, an attacker could first create a malicious application for commercial 

smartphones, which hides its malicious intentions by advertising itself as a useful piece of software, i.e. a trojan 

application similar to other cases in previous work [37], [9]. Then, using social engineering the attacker could 

trick the driver into installing the application on their phone, with the driver becoming a non-malicious insider 

attacker. Once the phone is paired and connected to the infotainment system via Bluetooth it would scan for the 

available Bluetooth services offered by the system and look for exploits. Then, the application would misuse the 

Bluetooth connection to inject another piece of malicious software on the infotainment system, using for 

example a buffer overflow attack as in previous studies [9], [44]. Last, the malicious software running on the 

infotainment ECU could misuse the diagnostic message functionality to access and attack the “yellow” CAN 

segment through the ICL ECU, as demonstrated by p2.B in 4.2. An optional step after the final attack could be, of 

course, cleaning up the traces by deleting all malicious code from the infected components. 

Regarding the tree structure, the leaf attack nodes for this tree would be creating the trojan application, 

convincing the driver to install the application on their phone, and scanning for Bluetooth services available and 
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finding exploits. These three nodes must be combined with a CAND operator, since all three leaf attacks must 

succeed in the specified order towards injecting malicious code into the infotainment unit. Regarding the 

probability of succeeding undetected and the cost of these attacks, creating the trojan application can be 

considered of very high probability and low cost. This is because there are many examples on the internet on 

how to build such malicious pieces of software, and it is generally cheap to acquire the development tools for 

building applications for phones. Tricking the driver to install the application on their phone can be done with 

social engineering, e.g. claiming that the application is useful or spending a small amount of money to advertise 

the application. Thus, this step is considered of medium probability to succeed and of low cost. Scanning the 

Bluetooth services available and finding exploits that will allow code injection in the infotainment ECU is a non-

trivial task, given that the application is agnostic to the software architecture of the ECU. It may take time and a 

lot of efforts to find an exploit. While searching, the driver might be alarmed by the battery drain, or by the 

possible malfunctioning of the phone and the ECU. Therefore, this leaf attack node is considered of low 

probability to succeed, but costs no money. The three leaf attack nodes are combined are CAND nodes, since 

they have to be executed in a specific order.  

After injecting the malicious code on the infotainment ECU, the only thing remaining is to misuse the 

ICL and to access the internal CAN segment. Propagating the leaf values up the tree gives us the subtree 

presented in Figure 29. 
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Figure 29: Attack internal CAN via trojan Bluetooth application scanning for services 

Another similar way in using the Bluetooth interface is to reverse engineer the software running on the 

ECU, and figure out vulnerabilities of the Bluetooth implementation. This approach avoids the Bluetooth service 

scanning. First, by using social engineering, an attacker could acquire documentation or the source code of the 

infotainment operating system or the documentation for that code.  This attack step could cost a moderate 

amount of money, as whistle-blowers are assumed to put a high price on this exchange, and generally infiltrating 

a big company and leaking documents in any manner can be considered of low probability. This requires good 

social engineering skills. As an alternative, an attacker could rent or borrow a truck, dismount the infotainment 

system, dump the memory and work out the source code from the binary code as done by Koscher, Checkoway 

et al. [40] [9]. The success probability of obtaining the reverse engineering tools and finding a truck for a few 
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days considered high, while it should not exceed the low cost limit of 3000 $. With either of these two 

alternatives, the attacker can find vulnerabilities of the Bluetooth functionality in the OS running on the 

infotainment ECU, i.e. these two leaf nodes are OR siblings. As a result, the created application can skip scanning 

the Bluetooth services and go straight to the code injection. Also, the application would probably get a lot more 

lightweight, which can help in convincing the driver to install it on their phone. Combining this case’s tree with 

the subtree of Figure 29 gives us the attack tree in Figure 30. 

Inject malicious code in infotainment 
ECU 

Risk = 0.335

Bluetooth service 
scan and find exploit

L / $
Risk = 0.475

Create trojan app
VH / $ 

Risk = 0.742

Social engineering to get 
documentation and/or source 

code
L / $$

Risk = 0.365

Reverse engineer 
infotainment OS from 

binary
H / $

Risk = 0.742

Social engineering to 
trick driver to install 

application on phone
M / $

Risk = 0.608

OR

OR

Access/attack 
CAN

Risk = 0.335

Misuse infotainment – ICL 
system

Risk = 0.335

CAND

CAND

Exploit Bluetooth 
by scanning 
Risk = 0.214

Exploit Bluetooth by 
known vulnerabilities 

Risk = 0.335

Find vulnerabilities 
in infotainment OS

Risk = 0.742

 

Figure 30: Attack internal CAN via trojan Bluetooth application 

The third alternative to access the internal CAN via the infotainment system is by attacking the update 

procedure of the firmware that uses a CD, as Checkoway et al. did in their work [9]. First an attacker would have 

to get documentation or source code of the infotainment system, in a similar fashion as in the attack via the 

trojan Bluetooth application. Then, they could create a custom firmware, as in previous studies [9] [40] [8], which 

looks and acts normal, but contains trojan malicious software. The next step would be to burn it on a CD with 

the right format for an update. The update format can also be reverse engineered, because the update 

functionality is part of the firmware. Also, the update procedure does not use any elaborate image encryption 

that would make things harder, as discussed in 4.1 – p1.G. Then the attacker would have to trick the driver into 
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installing the custom firmware on the vehicle’s ECU. Adding a few extra features to the custom firmware could 

help convincing the driver that the update is useful. The success probability of such a social engineering attempt 

can be considered medium, if enough effort is put into making the custom firmware popular. The best 

advertisement is the firmware itself. Hence, adding extra functionality to the firmware can save the attacker 

money reducing the cost of this attack to low. The complete attack tree for accessing the internal CAN via the 

infotainment system is depicted in Figure 31. 
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driver to install custom 

firmware on infotainment
M / $

Risk = 0.608
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Figure 31: Attack internal CAN via Bluetooth or CD update of the infotainment system 

The possible attackers that would be interested in such attacks are either hackers, with challenge and 

fame as an objective, or professional criminals, with financial gain or damage as an incentive. The latter could be 

driven by valuable cargo that the truck might carry. By attacking the instrument cluster, filling it with warnings 

and causing the driver to pull over, professional criminals could steal the cargo. Another possibility is that they 

work on behalf of a competitor haulage company and they want to damage the truck, the cargo, or the fame of 

their competitors. Modelled according to the CERT taxonomy [6], the attacks considered are depicted in Table 

14. The only difference between the two attacker categories is the possible objectives. Tools, vulnerabilities, 

actions, targets, and unauthorized result are the same. Specifically, the two tools examined by the attack tree 

analysis are a trojan smartphone application, or a custom firmware for the infotainment ECU with malicious code 
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embedded. The application exploits the vulnerabilities of the Bluetooth implantation and that of CAN arbitration. 

On the other hand, the custom firmware exploits the vulnerabilities of the update procedure for the ECU, and 

the CAN arbitration. Both tools examined perform the action of flooding on the in-vehicle network and the ECUs 

residing on it. The result is a denial of service attack, which does not allow other ECUs to use the internal CAN 

bus. 

Attacker Tool Vulnerability Action Target Unauthorized 

result 

Objective 

Hacker 

Trojan 

smartphone 

application 

Bluetooth 

implementation, 

CAN arbitration 

Flood 

In-vehicle 

network, 

ECUs 

DoS 
Challenge, 

Status, Thrill 
Custom 

firmware update 

for infotainment 

ECU with 

malicious code 

Update 

procedure of 

infotainment 

ECU, CAN 

arbitration 

Professional 

Criminals 

Trojan 

smartphone 

application 

Bluetooth 

implementation, 

CAN arbitration 

Flood 

In-vehicle 

network, 

ECUs 

DoS 

Financial 

Gain, 

Damage 

Custom 

firmware update 

for infotainment 

ECU with 

malicious code 

Update 

procedure of 

infotainment 

ECU, CAN 

arbitration 

Table 14, Attacks modelled a la CERT  
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5 Discussion and reflection 

This chapter summarizes the security features of Scania’s electrical system and how they can be improved. The 

suggestions come from literature mostly, while focus is on the security issues identified by the practical work of 

this thesis. In subchapter 5.1 the overall security of the system is discussed, with the high level assessment from 

2.4.2 in mind. Subchapter 5.2 lists the threats identified in chapter 4 and suggestions to mitigate them. The effect 

of the security countermeasures suggested is assessed by the use of attack trees. Subchapter 5.3 outlines a 

broader picture in terms of good practice towards for securing the entire electrical system. Then, in 5.4 a 

comparison is given between the security of the systems in Scania vehicles and that one in passenger vehicles. 

Finally, this chapter is summarized 5.5. 

5.1 Security features of the system 

In general, the security of the external gateways of Scania’s electrical system are found to have several security 

features in place, as expected, also demonstrating several good practices suggested in literature, as discussed in 

the subchapter 2.3.4. First, the telematics unit is employing several security measures, such as connecting to 

GSM through a private Scania AP and using secure communications with encryption. However, even though this 

solution seems to guarantee some level of security, this might not be that high as thought. The security protocols 

used in GSM communications have been found to be vulnerable to the so-called false base station attack, where 

an adversary can redirect user traffic between networks or even impersonate all other networks [58]. Second, 

the body gateway can only be compromised if the body itself exposes the CAN network to some external 

interface. However, it applies strict filtering of incoming traffic, and almost all of the external requests are 

translated to internal and are not passed on as they are, e.g. an external brake request when the bus doors are 

open. The TPMS gateway, as discussed in 2.4.2, is used off the shelf, and uses custom radio frequency 

communications to gather measurements from the sensors. Therefore, it may be subject to the same 

vulnerabilities as the system examined in [11], since the study was performed on a standard vehicle with a TPMS 

that uses a similar wireless protocol. Moreover, the OBD interface is an automotive standard mandated by law 

to be accessible. This third party devices can be attached to it and pose a vulnerability by connecting to the GSM 

network. However, it is also a common practice for third party service providers to attach a similar device straight 

on the CAN cables which bypasses any safety or security measures employed on the OBD interface, which is even 

more dangerous. Further study is probably necessary to formally assess the level of security for the gateways 

and interfaces which are not evaluated in this thesis. 

Regarding the infotainment system, which is the focus of this study, it only has access to the internal 

CAN network through dedicated gateway, the ICL ECU. This second gateway applies strict gateway policy in terms 

of keeping the minimum cycle times for each message type as specified in the requirements to ensure robustness 

of the CAN network, having two different software modules to handle each CAN interface (infotainment and 

internal). This leaves no chance of a malicious code running on infotainment ECU to impersonate another ECU 

and modify the state of the ICL ECU. Also, ICL checks the entire message identifier when deciding if a message 
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sent by the infotainment ECU should be passed on to the internal network or not. Thus, only a very small set of 

messages is actually able to pass through to the internal network. 

The Bluetooth interface of the infotainment ECU is also handled in a way that tries to minimize the 

attack surface. Only the necessary Bluetooth profiles for the required functionality are enabled, while all others 

are disabled, including most of the profiles that are usually exploited for attacks. Also, the pairing procedure can 

only be initiated by the user through the infotainment ECU screen and makes the Bluetooth interface 

discoverable for a short period of time, leaving a small window for attack on the procedure. 

 From a more general architectural point of view, the critical ECUs are isolated on their own CAN 

subnetwork with strict gateway policies for the traffic exchanged, which also has mostly a direction from the 

critical ECUs and not to them. Thus, bus overflow and tampering are practically infeasible to be caused by an 

ECUs which have external interfaces and reside on the other, non-critical subnetworks. This has been proven in 

practice, at least for the infotainment ECU, as discussed in 4.2, and demonstrates the robustness of the main 

functionality of the vehicle. 

5.2 Vulnerabilities of the subsystem in focus and countermeasures 

There is still a room for improvement in the security of Scania’s infotainment system, as demonstrated by the 

threat analysis in 4.3. The resulting attack tree shows that an attacker has a reasonable probability of succeeding 

with only a low cost of a few thousand dollars. 

Looking at the leaf nodes of the attack tree in Figure 31, it becomes clear that the first threats to address 

should be the ones with high probability of success, i.e. the reverse engineering feasibility of the infotainment 

system’s firmware, and the vulnerabilities in the Bluetooth functionality allowing code injection in the ECU. Thus, 

the existing software security measures can be applied, as suggested by [42], to make the reverse engineering 

attacks practically infeasible. Additionally, it is important to ensure that the Bluetooth related software on the 

ECU is not prone to buffer overflow attacks and generally free from vulnerabilities, would also render the 

Bluetooth scanning application rather improbable to find an exploit. This could be attested by penetration testing 

performed by an independent party, i.e. other than Scania and the supplier. 

The Bluetooth interface could be hardened even more, if the pairing password was not hardcoded and 

not so common. The infotainment system has a touchscreen interface, which can be used for changing the 

password by hand, or it can even change to random values with a specified period. During the pairing procedure 

the password is visible on the screen. Hence, the driver can easily copy it on their mobile device and connect. 

Regarding the rest of the threats, encrypting the firmware updates and using digital signing to 

authenticate official updates is one step to make counterfeit, custom firmware updates harder to apply. 

Moreover, a totally different update procedure could be considered and the CD update could be entirely 

dropped. For example, the software update could be downloaded using secure communications through the 

telematics unit, and then applied on the infotainment system only when the vehicle is stationary. However, the 
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human factor is always the weakest link in security. Thus, the social engineering leaf attacks will always have a 

considerable success probability. 

As a result of the countermeasures, the whole subtree using the CD update is eliminated. Also, scanning 

for Bluetooth service exploits, and reverse engineering the OS for exploits are now considered of very low 

probability to succeed. The resulting attack tree after the application of countermeasures is depicted in Figure 

32. 

Inject malicious code in infotainment 
ECU 

Risk = 0.165

Bluetooth service 
scan and find exploit

VL / $
Risk = 0.342

Create trojan app
H / $ 

Risk = 0.742

Social engineering to get 
documentation and/or source 

code
M / $$

Risk = 0.365

Reverse engineer 
infotainment OS from 

binary
VL / $

Risk = 0.342

Social engineering to 
trick driver to install 

application on phone
M / $

Risk = 0.608

OR

OR

Access/attack 
CAN

Risk = 0.165

Misuse infotainment – ICL 
system

Risk = 0.165

CAND

CAND

Exploit Bluetooth 
by scanning 
Risk = 0.154

Exploit Bluetooth by 
known vulnerabilities 

Risk = 0.165

Find vulnerabilities 
in infotainment OS

Risk = 0.365

 

Figure 32: Attack internal CAN via Bluetooth or CD update of the infotainment system with intrusion 
countermeasures applied 

Taking it a step further, the risk of malicious code on the infotainment unit causing an overflow on 

the “yellow” CAN network can be further mitigated by introducing an absolute lower bound on the cycle time of 

diagnostic messages from the infotainment unit. Consequently, the scenarios examined in chapter 4 (p2.A and 

p2.B) will become practically impossible. This has been tested on the test bench and for a minimum cycle time 

of 5 msec, which only produces a utilization of 10% of the bus bandwidth. Nonetheless, since lack of cycle time 

restriction for diagnostic messages also facilitates the workshop service of the vehicles, it can be hard to find an 

efficient trade off. Instead, another suggestion could be to set a minimum cycle time for the diagnostic messages 

that is non zero, but at the workshop and after a security access login, this cycle time could be set back to zero 
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to speed up the servicing. With this method both objectives, security and short service time, are met.  However, 

this multimode access solution could imply other security issues that need to be studied. This study can be part 

of a future work and is discussed in 6.4. 

5.3 General good practice guidelines for the entire system 

There are a number of useful suggestions from previous studies and the passenger vehicle industry that are 

applicable on Scania’s system, and that can be adopted to help building more robust and secure vehicles with a 

long lifetime, as it is required in the automotive business. 

One such step would be to have a logger which looks for abnormal traffic on all CAN buses, internal or 

external, and logs the abnormalities for later use at the workshop. Hence, vulnerabilities that have not been 

considered can be identified and addressed. Intrusion detection and protection systems, along with honeypots 

would enable identifying and acting on attack attempts, as suggested in previous studies [13]. Identifying and 

logging attacks can be useful for discovering new attack methods that had not been considered when designing 

the system’s security, and it may help to keep up with the adversaries. 

Moreover, security should become a key concept early in the vehicle development process and 

considered together with safety, since these two properties affect each other [16]. To make sure that it is 

considered in the vehicle electric system, it is necessary to standardize the security of automotive systems with 

widely adopted criteria, similarly to the case of safety already today. Also, since safety and security are tightly 

related properties of the system, both should be addressed together, as suggested in literature and discussed in 

2.3.4. 

A step towards a combined approach for the properties of safety and security from an early phase in 

the development process is the SAHARA framework [16], which was introduced in 2.3.4. This framework builds 

upon the HARA and ASIL analyses [46]  and combines them with the security threat model STRIDE [33]. This 

allows incorporating security threats into the hazard analysis. Each of the identified security threats for the 

system is categorized in terms of the resources (R) and the know-how (K) that are required to pose the threat, 

and the threat’s criticality (T). These three metrics have their own separate scales, and are combined to 

determine the security level index (SecL), according to a special table. The scales for the three metrics and the 

special table, which were introduced in 2.3.4 in detail, can be combined in one single table below (Table 15). 

Security threats with a SecL of four, i.e. the maximum value, are potential safety hazards and are included in the 

HARA model for criticality, exposure and severity. The improvement in the original paper [16] is illustrated by an 

example with SAHARA identifying 34% more hazards than HARA. 
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 Threat Level ‘T’ 

Required 

Resources 

‘R’ 

Required 

Know-How 

‘K’ 

0 - no security 

impact 

1- moderate 

security 

relevance 

2- high 

security 

relevance 

3- high 

security and 

possible 

safety 

relevance 

0 - no 

additional 

tool or 

everyday 

commodity 

0 - no prior 

knowledge 
0 3 4 4 

1- technical 

knowledge 
0 2 3 4 

2 - domain 

knowledge 
0 1 2 3 

1 - standard 

tool 

0 - no prior 

knowledge 
0 2 3 4 

1- technical 

knowledge 
0 1 2 3 

2 - domain 

knowledge 
0 0 1 2 

2 - simple tool 

0 - no prior 

knowledge 
0 1 2 3 

1- technical 

knowledge 
0 0 1 2 

2 - domain 

knowledge 
0 0 0 1 

3 - advanced 

tools 

0 - no prior 

knowledge 
0 0 1 2 

1- technical 

knowledge 
0 0 0 1 

2 - domain 

knowledge 
0 0 0 1 

Table 15, SecL Determination Matrix – combines scales for R, K, and T values [16] 

This structured way to include security threats into the HARA analysis could be applied in Scania’s case 

too. One benefit from adopting this framework can come from the outsourced ECUs. In the development of 

outsourced ECUs Scania is mainly involved in the requirements phase, and later in the integration phase. The 

design, implementation, and unit testing is left to the supplier. Thus, SAHARA could help to ensure that security 

is addressed early in the requirements, and that the security goals are clear to the suppliers. After all, the SAHARA 

model can be applied even earlier, in the concept phase, leaving enough time to perform several iterations of 

the analysis and to identify more possible critical hazards. 
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Other automotive companies could also benefit from the SAHARA framework. Combined addressing of 

safety and security is mostly missing in the entire automotive business, as pointed out by previous studies too 

(2.3.4). Manufacturers could adopt a common framework and together suggest further improvements to the 

framework. SAHARA could be the basis for an industry wide standard, even if it ends up completely different. For 

example, STRIDE could be replaced by a more complete and exhaustive security threat modelling framework, 

e.g. CERT [6], ISO 26262 could be replaced by a successor which is improved, and the way of calculating the 

security level index could be revised completely. What matters the most is that security and safety are addressed 

together in one framework, and whichever this framework is, it receives wide adoption in the industry to 

guarantee a high level of standardization. 

5.4 Scania vehicle security versus passenger vehicle security 

Through the course of this study, commercial vehicles such as Scania’s and passenger vehicles were found to 

have overall more similarities than differences when it comes to their electrical system’s security. Both vehicular 

electrical systems use architectures with several ECUs that employ external interfaces. Thus, their external 

surface is usually located on more than one ECUs. Also, the CAN bus standard is dominant in the entire 

automotive world. Hence, the DoS attack vulnerabilities examined in this study exist on passenger vehicles too. 

This is because the DoS vulnerability comes from one of the basic characteristics of CAN, i.e. its low level 

arbitration scheme. Moreover, Bluetooth protocol implementation and CD update procedure vulnerabilities 

examined in previous works [9] possibly exist in Scania’s system as well. More work is necessary, however, to 

demonstrate these vulnerabilities.   

Similarities between Scania’s system and passenger vehicle systems exist in the best practices and 

security countermeasures too. There are quite a few suggestions from studies on passenger cars that are already 

applied on Scania’s system, including: 

 the strict gateway policy of ICL on a second level after the infotainment ECU [36]  

 the elimination of surplus functionality on the Bluetooth interface [10] 

 the isolation of the critical ECUs on a separate bus [36]  

Additionally, Scania could benefit by extending the application of the already applied countermeasures, 

e.g. eliminate the CD update procedure, and by adopting a few more suggestions from the general automotive 

and passenger car industry. These suggestions include  

 secure software on ECUs against reverse engineering [42] 

 third party security audits to find vulnerabilities [10] 

 intrusion detection/protection systems and honeypots to identify and react to threats [10] 

 the SAHARA framework to combine security and safety assessment [16]. 
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On the other hand, there are a few differences between passenger vehicle and Scania’s electrical 

system. The passenger cars, as the term indicates, are passenger oriented and usually offer more infotainment 

media, which demands more and newer external interfaces. Therefore, passenger vehicles will most likely be on 

the forefront of facing and addressing new security threats. Commercial vehicles such as Scania’s trucks and 

buses, are expected to have longer lifetime, longer development cycles and need to foresee security issues that 

might not exist at the time of development, and might arise from technologic progress. Also, long haulage 

vehicles are used for transfer of goods, sometimes rather expensive, and form the supply backbone of 

companies, or even communities. Consequently, these vehicles may attract attackers such as professional 

criminals, and their compromise may affect bigger parts of the society. 

5.5 Discussion summary 

This chapter discussed the security features already existing in Scania’s electrical system and the infotainment 

system. For the latter. The findings are supported by the results of the testing procedures (chapter 4). Strict 

gateway policy by the ICL on the traffic allowed to enter the “yellow” CAN segment from the infotainment ECU, 

and the restriction of Bluetooth profiles available to those necessary for the intended functionality are security 

measures that comply with the suggestions in the previous work. However, the feasibility of an intrusion through 

the infotainment gateway could be further reduced by applying the following countermeasures: 

 Replace the CD update procedure with another method to eliminate the respective attack 

probability 

 Further harden the Bluetooth interface with frequent update of the pairing password to a 

random value 

 Make the firmware software read-proof and tamper-resistant to limit the chances of reverse 

engineering 

 Third party security audits on the infotainment ECU 

On the level of the entire electrical system, it could be beneficial for security to incorporate intrusion 

detection and protection systems, together with honeypots for identification and reaction to attack efforts [13]. 

Finally, it is essential to address the security property early in development and to combine it with safety. As 

suggested in 2.3.4, the SAHARA framework could be considered for this purpose. The SAHARA framework 

combines the STRIDE security threat model to identify security threats that could cause safety hazards, and to 

examine them further using the HARA process [16]. 

Comparing the electrical system security of Scania and passenger vehicles reveals more similarities than 

differences. Similar architecture in hardware and software means common vulnerabilities and common ways of 

addressing them. Scania is already employing several good practices known in the automotive business, but could 

benefit from extending the adoption of such approaches. Nonetheless, the two types of systems have a few 

differences. One example is that manufacturers of passenger cars are keen on offering more infotainment and 
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trying out new interfaces, which together with the new security challenges. On the other hand, commercial 

vehicles have longer development cycles and may need to foresee security issues that can arise 15 or even 20 

years after the initial development of the vehicle.  
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6 Conclusions and Future work 

The study explored the subject of intrusion protection of the automotive electrical systems and internal 

networks, focusing on the case of Scania. We identified several vulnerabilities of the infotainment subsystem 

that make an intrusion to the internal network feasible, and presented a list of countermeasures to tackle them, 

as well as general suggestions for the improvement of security in the entire electrical system. Both the identified 

vulnerabilities and the suggestions are compared and connected to the case of the automotive industry and 

passenger vehicles. This correlation is supported by findings of previous studies on the security of vehicular 

electrical systems. 

Security in the automotive systems has gained attention lately, as vehicles become increasingly more 

automated and connected to external networks. Thus, they require a formal and standardized way throughout 

the development process to guarantee that security is preserved. As a matter of fact, there have been many 

previous studies proving practically the security vulnerabilities found in modern vehicles, which allow for remote 

control of the car and put safety in danger [40] [9] [8] [37]. Security vulnerabilities may lead, for example, to the 

shutdown of the braking system or the engine, remote manipulation of steering, or even leading the vehicle 

remotely to a private warehouse. 

Following the recent trends of increased connectivity, the in-vehicle electrical system of Scania has 

several ECUs interfacing with external networks to deliver various functionality features. Those ECUs, otherwise 

called external gateways, provide a number of diverse external interfaces of the system which raise security 

issues. A preliminary study of the external gateways on a high level took place to select the one that acts as the 

weakest link for security. As a result of this study, we found the infotainment gateway and its Bluetooth interface 

to be one of the most promising and feasible ways into the system. The reason behind this is mainly the openness 

of the interface and its well-known vulnerabilities [3]. Literature study on the security issues of Bluetooth showed 

that there are several ways to exploit the various service profiles the protocol offers. Regarding its openness, it 

is a wireless protocol which allows close by devices to eavesdrop and exploit an existing connection. Additionally, 

in car systems Bluetooth is often used for connecting to mobile phones, and this was found in previous work to 

create more possibilities of intrusion by intruding the phone first [9] [37].  

Focusing on the infotainment gateway, the study sought to answer which intrusion countermeasures 

on the in-vehicle network Scania make intrusions impractical, and compare it to the case of passenger vehicles.  

This infotainment gateway has access to the internal network through another ECU, the instrument cluster (ICL). 

Therefore, any intrusion through the infotainment ECU would have to go through the ICL first. This focused 

purpose of the study was broken down into three goals.  

First, by a testing procedure we examined the vulnerabilities that would allow an attack on the ICL and 

the internal CAN network via the Bluetooth interface of the infotainment gateway. The vulnerabilities found 

were used in later test cases which simulated the different steps of an attack. We concluded that malicious code 

on the infotainment ECU can misuse the connection to the ICL and attack the internal network. Regarding the 
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steps of the attack exploiting the Bluetooth interface, the tests showed that there are several available services 

to exploit. However, further tests on these vulnerabilities were prohibited by lack of time and absence of detailed 

knowledge on the implementation of the software on the infotainment ECU. Nevertheless, the feasibility of 

exploiting the Bluetooth interface is argued by previous work [9]. The feasibility of this multistep attack was 

assessed by the use of attack trees, to describe the attack as series of steps combined as alternative or 

complementary steps in a tree-like structure (see 6.1 for more). 

Second, using the security assessment for the infotainment ECU and the Bluetooth interface, this thesis 

proposed a list of countermeasures. We evaluated their effectiveness again by the use of attack trees. Moreover, 

several general suggestions on the entire electrical system’s security were considered. The suggestions for the 

infotainment and the entire system come mostly from previous studies on security in the automotive business 

(more in 6.2). 

Regarding the comparison of the electrical system security in Scania and passenger vehicles, we found 

more similarities than differences. Common vulnerabilities and common ways of addressing them originate from 

similar architecture in hardware and software. Scania already applied several good practices known in the 

automotive business, but could benefit from extending the adoption of such suggestions. Nonetheless, Scania 

vehicle and passenger car systems have a few differences. One example is that passenger cars usually offer more 

infotainment and try out new interfaces, which often come with security challenges. On the other hand, 

commercial vehicles have longer development cycles and may need to foresee security issues that will come in 

the future due to technological progress. Also, the role of long haulage vehicles in the supply line of societies and 

companies may attract different types of attackers, e.g. professional criminals, and those vehicles’ compromise 

may affect bigger parts of the society. 

The rest of the gateways, as well as the other interfaces of the infotainment gateway, should be 

addressed in future studies. A few suggestions on further investigation are given in 6.4. 

6.1 Vulnerabilities identified and intrusion feasibility 

The practical part of the study identified a few vulnerabilities that can be used in an intrusion through the 

Bluetooth interface of the infotainment gateway targeting the internal network. The Bluetooth services available 

to a paired device are only the services required for the intended functionality of mobile phone handling, and 

audio streaming, with the exception of the serial port profile service. However, these services could be misused 

by a malicious phone application to run malicious software on the infotainment ECU, using for example a buffer 

overflow attack as in previous studies [9], [44]. Then, the malicious code running on the infotainment ECU could 

misuse the CAN segment connecting to the ICL and access the internal network. We found this to be possible by 

misusing the diagnostic messages that the infotainment ECU is allowed to send to the internal network through 

the ICL. The diagnostic messages have no time limitations on how often they can be sent. As a result, the final 

outcome of such an attack could be overloading the internal network and denying other ECUs to access it. Such 

a DoS attack on the internal network was tested on an actual truck, and caused the instrument cluster display to 
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fill with warnings, produce error sounds, and show false readings. Moreover, the utilization of the internal 

network for the other ECUs on it dropped substantially. However, the critical part of the internal network 

responsible for the basic driving tasks, e.g. engine, brakes, gears, was unaffected, and the truck could be driven 

without problems. 

Another attack we examined was an attack exploiting update procedure of the infotainment ECU via CD.  

There seems to be no encryption of the update CD. Moreover, the operating system running on the ECU is 

Nucleus RTOS [55], which supports Qt framework, an open framework designed for cross platform development 

of applications. Therefore, it can be assumed that using reverse engineering, one could produce a custom version 

of the OS that looks and feels legit, but acts maliciously, and trick the vehicle owner into updating the 

infotainment ECU with it. The reverse engineering of an ECU software and its update procedure has been proven 

possible in previous studies [9] [40]. Then, a similar DoS attack could be launched on the internal network, as the 

one described for the intrusion via Bluetooth. It is important to note that due to time limitations and lack of 

resources, the steps of reverse engineering and updating the ECU with custom software are only speculated. 

6.2 Security assessment and improvement suggestions 

Regarding the security countermeasures, we found several of them already in place, which impede intrusions 

through the infotainment gateway. The ICL ECU acts as a second level gateway similarly to suggestions in 

literature [14]. It applies a strict policy on the CAN messages allowed to get through to the internal network, 

regarding the type of messages, destination, and flow control. Only the diagnostic messages have no minimum 

transmission period according to specification, in order to facilitate the servicing of a vehicle at a workshop. Then, 

the Bluetooth interface exposes only the services required for the intended functionality, and protects the pairing 

procedure by demanding initiation by the driver via touchscreen. On a more general note, the critical ECUs 

responsible for the basic driving tasks, e.g. engine, brakes, gears, are isolated on their own subnetwork with strict 

policy on the ingoing traffic. Thus, this architectural feature makes it hard for an intrusion originating from the 

rest of the internal network to expand to the critical subnetwork. 

However, there are a few improvements listed by this thesis that could make the possible intrusions 

impractical. Specifically, the attack through the CD update procedure could be eliminated by using another way 

to update the infotainment ECU, e.g. download through the telematics gateway. The Bluetooth interface can be 

further protected by making the pairing password automatically renew, leaving less chances of success to brute 

force attacks or similar. Regarding the software running on the infotainment unit, it can be secured as suggested 

in literature [42] to make the reverse engineering attacks practically infeasible. Moreover, another applicable 

proposition from literature is that the software exploits can be limited by third party audits [10], especially for 

outsourced units such as the infotainment ECU. Furthermore, the DoS attack with diagnostic messages could be 

limited with a minimum cycle time for the diagnostic messages that is non zero. At the workshop this cycle time 

could switch to zero, after authorization, to speed up the servicing. 
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Regarding the security improvements for the entire electrical system of Scania, there are quite a few 

useful suggestions in previous studies. Intrusion detection and protection systems, and honeypots can help 

identifying and reacting to attack attempts [13]. Furthermore, it is generally found that security and safety have 

tight bonds to each other and should be addressed together from an early stage in development [42] [36] [38]. 

A framework for safety combined with security threat assessment is SAHARA, which couples the HARA safety 

model with the STRIDE security model [16]. This framework assesses the security threats by means of a 

composite security level index, and when the index is high enough suggesting possible safety threats, the threat 

is assessed by the HARA. The SAHARA framework is applicable even from the concept phase of development, 

making it suitable for outsourced development too. Of course, the framework could be adopted by any vehicle 

manufacturer, not only Scania, and could be further improved through practice to contribute to an industry wide 

standard of addressing safety and security together. 

6.3 Evaluation of the study 

The vulnerabilities identified and the security suggestions of the current study ought to be evaluated for quality. 

This is done according to the criteria introduced in 1.6 and concern the contributions of the study introduced in 

1.8. 

With respect to reliability, the regular traffic on the internal network was rather stable and consistent 

throughout time, both on the test bench and on the truck. However, the tests were repeated several times to 

mitigate the random factors. 

Regarding replicability, the state of the art research part can be repeated by anyone by looking up the 

references. Nonetheless, the thesis handles sensitive information, so special care was taken not to disclose 

anything inappropriate. Performing the attacks is considered possible, but requires an important amount of 

effort if one does not have access to documentation and source code. The security assessment using attack trees 

and the custom risk evaluation are explained in 4.3 and the appendix. The entire study, in any case, can be 

repeated by somebody who has access to Scania internal information. Also, the overall concept can be replicated 

on similar vehicle systems by adjusting it to their specifications. 

The ethical standpoint of this thesis not to harm, but rather to protect the reputation of Scania from 

future misplaced liabilities. Since the thesis handles the sensitive issue of security, special care is taken not to 

disclose information that would create risks for the company. All vulnerabilities identified or speculated were 

first reported to Scania, and only after discussion and reviewing did they become part of the public report. 

Besides, the thesis takes care of not becoming a hacker’s guideline by leaving enough details out, even though 

no attack was followed through completely. However, because the attacks discussed are generally considered 

possible, the countermeasures suggested address them in an effort to make them impractical. 

The contributions of our study are the following: 
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 A non-exhaustive state of the art for security threats and countermeasures on the 

automotive electrical systems (2.3.4).  

 Examples of security assessment using attack trees to model attacks in multiple steps 

realistically, and the CERT taxonomy to classify the attacks [5] [22]. 

 A practical assessment of the infotainment and instrument cluster ECUs as a subsystem, with 

the Bluetooth interface as main entry point. 

 A higher level, non-exhaustive security assessment of all the external gateways of the system. 

 Countermeasures which tackle the threats of intrusion through the infotainment system, and 

an evaluation of their effect on the security using attack trees. 

 General good practice guidelines and procedures (5.3), along with a framework for combined 

safety and security threat assessment [16].  

 Comparison of threats and countermeasures considered in previous studies on the passenger 

vehicle security. 

Regarding structural validity, and to ensure that security is correctly investigated, this study uses attack 

trees and CERT taxonomy for threat modelling, which are well adopted concepts for security assessment. To 

ensure internal validity, test cases are repeated several times to support the causality relationship between 

tested vulnerability and the outcome. Also, the system under test is brought to the same initial conditions before 

trying each attack.  

External validity on a focused view, is about how findings on the infotainment gateway and the 

interfaces involved can be generalized to the other gateways and other interfaces within Scania’s system. If the 

attack target remains the internal network, the result of a successful attack would be similar regardless of which 

gateway is attacked, since they all interface with the internal network on one side. However, the generalization 

across interfaces is limited because of their diversity, e.g. Bluetooth versus GSM interfaces. It suffices to say that 

the low level vulnerabilities of CAN are valid across all the segments of the internal network, to a variable degree 

depending on each segment’s regular traffic.   

On the other hand, external validity is also about how findings can be generalized across vehicle 

manufacturers. Findings based on industry wide standards hold on other systems too, e.g. CAN bus DoS 

vulnerability, Bluetooth pairing vulnerabilities. Also, systems with similar architectures and functionality will 

probably have similar vulnerabilities, for example the vulnerability of the CD update procedure. 

6.4 Future work 

The course of the study, gave rise to several additional questions besides the goals of this study. These questions 

come mostly from the delimitations of the current study and can be used as a starting point for further future 

work. 
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Multimode access 

One of the suggestions includes multimode access security, to keep the diagnostic messages’ minimum cycle 

time bound in normal operation and make it zero only after secure access at a workshop. However, such a 

solution should also be examined for security and make sure it is hard to bypass. A number of different existing 

protocols could be evaluated and even customized. This could result in a multimode access protocol with high 

enough security. 

SAHARA framework adoption 

Another suggestion of this thesis is to adopt a safety and security threat assessment framework, i.e. the SAHARA 

framework [16], to address both system properties together. However, it should be studied in more detail how 

exactly this framework can be applied on Scania’s development model. The study could include an example of a 

subsystem starting from the concept phase all the way to production, and examine what changes are necessary 

to apply the SAHARA framework. Also, the framework itself could be customized to fit Scania’s needs and existing 

development model. 

Security threat modelling 

For security threat modelling in this study attack trees were used, which are simple and easy to comprehend.  

More sophisticated and expressive models could also be interesting to examine and find out if they offer benefits 

in the security assessment that outweigh their complexity, e.g. Bayesian networks [21]. A list of security threat 

models could be examined and identify pros and cons for each of them. 

In depth security assessment of the infotainment gateway 

As mentioned earlier, the study had certain limitations in terms of knowledge about the infotainment ECU. 

Source code and debugging means for the software running on the ECU, as well as the ICL ECU were unavailable, 

the limited time to conduct this study did not allow for reverse engineering as an attacker would do in this case. 

For these reasons the possible attacks discussed were not followed through. Therefore, it would interesting to 

perform the same practical study with the presence of the resources that were missing. Apart from the Bluetooth 

interface, the CD update procedure was discussed in part. Studying in more depth how this procedure can be 

exploited for an intrusion is necessary. Moreover, the SD card interface should be explored for vulnerabilities. 

The result of such a study would give a definite answer with concrete findings on how exactly the infotainment 

system can be attacked, and how this can be made infeasible. 

Security assessment of the other external gateways 

Last but not least, the rest of the external gateways and interfaces of the electrical system ought to be examined 

in depth too, i.e. the telematics, body, TPM gateway. The telematics unit and its GSM interface could be the 

subject of another study. Specifically, it is necessary to examine how secure is the current scheme that uses a 

private AP and secure communications. After all, GSM communications have been found to be vulnerable to the 

so called false base station attack, where an adversary can redirect user traffic between networks and 
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impersonate all other networks [58]. Moreover, one part of the software running on this ECU is outsourced, 

while another is developed in house. This may be the source of vulnerabilities according literature [9] [10]. 

Regarding the TPMS gateway, previous work can be used and adjusted to see if the subsystem can be hacked in 

a similar manner [11]. Finally, GSM enabled devices by 3rd party suppliers of telematics or fleet management 

services can pose a serious threat when attached to the internal network via the OBD II interface or straight on 

the cables of the CAN network. The feasibility of a firewall with flow control, and intrusion detection and 

protection systems to mitigate these threats is another field for study 
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Appendix A - Attack trees and risk assessment 

This part of the appendix explains the risk assessment of the leaf nodes of the attack tree in 4.3. All tables and 

equations used are repeated here for ease of reading, along with the entire attack tree. Once again it is noted 

that the probability component scales, the probability and risk of each attack as a linear combination of the 

probability components, and the assignment of the leaf nodes with values for each component is based on the 

personal assessment, judgement and experience of the author. These can be considered an input to the security 

assessment framework. If more experienced engineers apply a similar security assessment, they probably will 

consider more probability components, different scales and value assignments. Then the security assessment 

could be more even more accurate.  

Since in our case the ultimate consequence of any attack is to access the internal CAN network, the 

consequences can be factored out for simplicity. Thus the risk becomes equal to the probability of success for an 

attack node. Also, an attacker would be mostly interested in not getting caught and not how much an attack 

would cost, so equation 2.2 is used for the evaluation of the total probability and risk of each leaf node. Regarding 

the propagation of cost and probability, the propagated risk value of OR nodes to their parent is given by 

equation 2.3. Since the OR nodes are alternatives for achieving the parent node, the probability of the parent 

node to succeed is equal to the maximum of its children’s probabilities. For a parent node with CAND children 

nodes, equation 2.5 holds. The latter equation is the product of all sibling nodes’ probabilities, but each child 

node is dependent on the completion of the previous nodes, in order to model dependent probabilities for 

conditional AND type of nodes.  

𝑅𝑖𝑠𝑘(𝑎𝑡𝑡𝑎𝑐𝑘) = 𝑃𝑟𝑜𝑏(𝑎𝑡𝑡𝑎𝑐𝑘) = 0.33 × 𝑃𝑟𝑜𝑏𝐶𝑂𝑆𝑇(𝑎𝑡𝑡𝑎𝑐𝑘) +  0.67 × 𝑃𝑟𝑜𝑏𝑆𝑈𝑆𝑃(𝑎𝑡𝑡𝑎𝑐𝑘) equation 2.1 

𝑅𝑖𝑠𝑘𝑂𝑅(𝑁) = 𝑀𝐴𝑋(𝑅𝑖𝑠𝑘(𝑁1), 𝑅𝑖𝑠𝑘(𝑁2), … , 𝑅𝑖𝑠𝑘(𝑁𝑚)) 

 

equation 2.2 

𝑃𝑟𝑜𝑏𝐶𝐴𝑁𝐷(𝑁) = 𝑃(𝑆𝑢𝑏𝑁1 ∩ 𝑆𝑢𝑏𝑁2 ∩ … ∩ 𝑆𝑢𝑏𝑁𝑚) = 

𝑃(𝑆𝑢𝑏𝑁1) × 𝑃(𝑆𝑢𝑏𝑁2| 𝑆𝑢𝑏𝑁1 ) × … × 𝑃(𝑆𝑢𝑏𝑁𝑚| 𝑆𝑢𝑏𝑁𝑚−1 … 𝑆𝑢𝑏𝑁2 𝑆𝑢𝑏𝑁1) 
equation 2.3 

   

The assignment of each leaf node with values is discussed in the table “Leaf attack nodes - Risk 

evaluation”, with one column for the probability component based on the suspicions raised (probability of 

success without getting caught), and the probability component based on the attack step cost (probability that 

the attacker can afford performing the attack step). Afterwards, equation 2.2 is applied to combine the 𝑃𝑟𝑜𝑏𝑆𝑈𝑆𝑃 

and 𝑃𝑟𝑜𝑏𝐶𝑂𝑆𝑇 components into the general probability and risk for each leaf attack step. Finally, equations 2.3 

and 2.5 are applied on OR and CAND parent nodes to propagate the risk towards the root of the tree. 
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Description Range Approximation 

Very low probability (VL) 0 ≤ p < 0.20 0.10 

Low probability (VL) 0.20 ≤ p < 0.40 0.30 

Medium probability (M) 0.40 ≤ p < 0.60 0.50 

High probability (H) 0.60 ≤ p < 0.80 0.70 

Very high probability (VH) 0.80 ≤ p < 1 0.90 

Table A1. Probability of success of an attack without raising suspicions or getting caught 

Cost 

Probability 

Description Range Approximation 

cost > 10.000 $, high cost  Low probability 

($$$) 

0 ≤ p < 0.33 0.825 

3.000 $ < cost ≤ 10.000 $, 

medium cost  

Medium probability 

($$) 

0.33 ≤ p < 0.67 0.495 

cost ≤ 3.000 $, low cost  High probability ($) 0.67 ≤ p ≤ 1 0.165 

Table A2. Probability of an attacker affording an attack based on cost 

 



93 

 

Access/attack CAN
Risk = 0.451

Misuse infotainment – ICL 
system

Risk = 0.451

Inject malicious code in infotainment 
ECU 

Risk = 0.335

Bluetooth service 
scan and find exploit

L / $
Risk = 0.475

Create trojan app
VH / $ 

Risk = 0.742

Social engineering to get 
documentation and/or source 

code
L / $$

Risk = 0.365

Reverse engineer 
infotainment OS from 

binary
H / $

Risk = 0.742

Social engineering to 
trick driver to install 

application on phone
M / $

Risk = 0.608

Create custom 
firmware with 
trojan installed

Risk = 0.742

Social engineering to trick 
driver to install custom 

firmware on infotainment
M / $

Risk = 0.608

OR

OR

OR

CAND

CAND

CAND

Exploit Bluetooth 
by scanning 
Risk = 0.214

Exploit Bluetooth by 
known vulnerabilities 

Risk = 0.335

Install custom firmware on 
infotainment ECU

Risk = 0.451

Find vulnerabilities 
in infotainment OS

Risk = 0.742

 

Figure A1. Attack internal CAN via Bluetooth or CD update of the infotainment system 
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Attack step Probability of success of an attack without 

raising suspicions or getting caught 

(𝑷𝒓𝒐𝒃𝑺𝑼𝑺𝑷) 

Probability of an attacker affording 

an attack based on cost 

(𝑷𝒓𝒐𝒃𝑪𝑶𝑺𝑻) 

Create trojan app Very high probability 

 Many examples on internet on how to 

build malicious pieces of software (e.g. 

this blog1) 

 Bluetooth well known interface and 

code for handling and exploiting it 

available on internet [44] 

 Attacker has all the time they need. 

Low cost 

 Generally cheap (≤ 3.000 $) to 

acquire the developer tools for 

building applications for phones 

Social engineering to 

trick owner to install 

application on paired 

phone 

Medium probability 

 The application may appear to do 

something really useful, e.g. application 

that streams audio from multiple online 

sources (YouTube, Spotify), a social 

network where truck drivers gather and 

talk internet telephony including group 

calls. 

 Application will be distributed free of 

cost, so drivers might as well try it. 

Low cost 

 Spend a small amount of money 

(≤ 3.000 $) to advertise the 

application. 

Bluetooth service scan 

and find exploits 

Low probability 

 The application is agnostic to the 

software architecture of the 

infotainment ECU, so it may take time 

and a lot of efforts to find an exploit. 

 While searching, the driver might be 

alarmed by the battery drain, or 

possible malfunctioning of the phone 

and the ECU. 

 

Low cost 

 Actually zero cost, this step is 

just application execution. 

                                                                 

1 http://www.netstumbler.com/2012/01/16/how-easy-is-it-to-write-malware-for-android  

http://www.netstumbler.com/2012/01/16/how-easy-is-it-to-write-malware-for-android
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Reverse engineer 

infotainment firmware 

from binary 

High probability 

 Attacker can rent a truck, dismount 

infotainment unit and dump the 

program memory, or find a unit in spare 

parts store or yard. 

 Disassembler tools for reverse 

engineering are available to the public3 

 The reverse engineering should not take 

more than 3-4 weeks, and is proven 

possible in previous works2 

 

Low cost 

 Rent a truck can cost around 

600$ per week, so overall it 

would not cost more than 

2000$ to rent a truck for 

enough time. 

 Finding an ECU in spare parts 

could be a lot cheaper 

 IDA pro costs around 1000 $3 

 Thus, overall no more than 

3000$ 

Social engineering to 

get documentation 

and/or source code 

Low probability 

 Finding a whistle blower can be hard 

 Infiltrating a big company and leaking 

documents in any manner can be 

considered of low probability 

Medium cost 

 Whistle-blowers assumed to put 

high price on this exchange 

Social engineering to 

trick owner to install 

custom firmware 

Medium probability 

 Add extra functionality to the custom 

firmware to convince the driver that the 

update is useful 

Low cost 

 Might need to spend a small 

amount of money (< 3000 $) to 

advertise the firmware, e.g. 

bribe a workshop 

 

Table A3. Leaf attack nodes - Risk evaluation 

 

 

 

 

 

                                                                 

2 Checkoway, et al., Comprehensive experimental analyses of automotive attack surfaces, 2011 
3 Hex-Rays IDA disassembler, https://www.hex-rays.com/products/ida 
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