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Abstract. The expected increase in transports of people and goods across Eu-
rope will aggravate the problems related to traffic congestion, accidents and 
pollution. As new road infrastructure alone would not solve such problems, In-
telligent Transportation Systems (ITS) has been considered as new initiatives. 
Due to the complexity of behaviors, novel methods and tools for the require-
ments engineering, correct-by-construction design, dependability, product vari-
ability and lifecycle management become also necessary. This chapter presents 
an ontology-based approach to safety management in Cooperative ITS (C-ITS), 
primarily in an automotive context. This approach is supposed to lay the way 
for all aspects of ITS safety management, from simulation and design, over run-
time risk assessment and diagnostics. It provides the support for ontology driv-
en ITS development and its formal information model. Results of approach val-
idation in CarMaker are also given in this Chapter. The approach is a result of 
research activities made in the framework of Swedish research initiative, re-
ferred to as SARMITS (Systematic Approach to Risk Management in ITS Con-
text). 
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1 Introduction 

The expected increase in transports of people and goods across Europe 
will aggravate the problems related to traffic congestion, accidents and 
pollution. As new road infrastructure alone would not solve such prob-
lems, ITS (Intelligent Transportation System) has been considered as a 
necessary initiative. In essence, the ITS-based approach emphasizes the 
provisions of new services for advanced collaborative and cooperative 
behaviors through information and communication technologies. In 
such a context, the perception of operational situations is supported 
both by in-vehicle sensors and through the V2V (vehicle-to-vehicle) 
and V2I (vehicle-to-infrastructure) communication channels [1, 2]. 

While traditionally focusing on traffic efficiency [3], ITS provides 
many new opportunities for promoting traffic safety. One main innova-
tion would be the provision of system wide safety services by integrat-
ing the existing local sensing and safety features of individual traffic 
objects. This constitutes an important basis for reaching the goal of Vi-
sion Zero [4], i.e. that no one will be killed or seriously injured within 
the road transport system. On the other hand, for the automotive indus-
try, the transition into ITS represents many technology and culture 
leaps. For example, an ITS-based service for traffic safety requires not 
only a functional conformity of traffic objects, but also a guarantee of 
the performance and dependability of their coordinated behaviors. This 
in turn implies both design-time measures (e.g. safety process) and run-
time features (e.g. quality-of-service), where a consideration of multi-
ple traffic objects beyond the traditional automotive vehicle centered 
view becomes necessary. In particular, due to the complexity of coop-
erative operational situations, novel methods and tools for the require-
ments engineering, correct-by-construction guarantee, variability and 
lifecycle management become also important. For the design of safety 
functions, there is a need of capturing the operational behaviors of all 
related traffic objects under dynamically changing conditions for be-
havior control and anomaly detection. Such a specification of opera-
tional behaviors is often not supported by current approaches to the 
design of safety functions, which rest on worst-case analyses [5]. 

This chapter presents an ontology-based approach to safety manage-
ment in C-ITS (Cooperative Intelligent Transportation Systems), pri-
marily in an automotive context. It describes the methodology where 
formal models play a key role both for supporting the perception of 



operational situations and for dynamically assessing the safety risks and 
planning the behaviors. The rest of this chapter is structured into the 
following sections: Section 2 discusses the state-of-the-art approaches 
to safety management through ITS. Section 3 introduces the envisioned 
ontology-based approach, including the minimal version of this ontolo-
gy, description of design and deployment stages. 

2 Related Work 

There is a wide range of approaches to the management of transport 
system safety using communication and information technologies. 
While some of these approaches focus on the integration of strategic 
and tactical decisions (dealing with long-time goals), the others deal 
with the integration of operational actions (dealing with decisions sec-
onds into the future). In this section, we also compare some related 
safety management approaches in other domains.  

For road transport, the integration of strategic and tactical level deci-
sions has been studied in particular for the transport of hazardous mate-
rial. For example, dynamic risk assessment has been suggested as a way 
to minimize the risk during transport routing and emergency response. 
One type of systems that provides such services today is ATMS (Ad-
vanced Traffic Management Systems). These systems typically attempt 
to use available traffic information to develop optimal traffic control 
strategies. The focus is usually on a centralized solution for monitoring 
and controlling traffic behavior at macroscopic and mesoscopic levels 
(i.e. with whole cities and large city blocks) [6]. The microscopic level 
(i.e. separate road segments) behavior is often left uncontrolled. An 
ATMS normally includes methods and tools to support incident detec-
tion, incident verification, etc. However, static models developed for 
larger geographical road systems are often inefficient when dealing 
with unforeseen dynamic factors such as peak hours. Tying together 
models at the macro- and mesoscopic levels with simulation at the mi-
croscopic level has therefore been suggested as a way of addressing 
these dynamic factors better. However, to avoid a too high demand on 
computational resources by simulations the microscopic level is typi-
cally only considered in particular “problem areas”. 

An elaboration of safety-relevant requirements on ITS based rail 
crossings can be found in [7]. The focus is however on the support for 
operational (vehicle) level safety in predefined static situations. The 



dynamical aspect, i.e. runtime risk assessment, is not discussed. In [8], 
a simulation-based approach to autonomous vehicle safety assessment 
is presented. The core is an ontology that stipulates the concerns in sit-
uation analysis and task planning. It is suggested that dynamic risk as-
sessment (continuous evaluation of the risk of possible actions and the 
selection of the “best” action) can be necessary in complex and less 
controlled environments where predetermined risk assessment (analysis 
of possible accidents and the inclusion of protection mechanisms) is 
problematic to apply. An approach to offline risk analysis with Bayesi-
an Networks for the modeling traffic accident data is given in [9]. The 
factors of concern include the characteristics of the road, traffic flow, 
time/season and the people involved in an accident. The work presented 
in [10] also considers the factors relating to driver behavior and vehicle 
dynamics including sensor uncertainty and vehicle state. In this ap-
proach, the risk level is assessed at run time by combining traffic rules, 
vehicle dynamics, and environment prediction. However, it does not 
cover cooperative behaviors and lifecycle perspective of ITS. In [11], 
an evaluation and testing of the two demonstrator vehicles developed 
for intersection driver assistance is described. The dynamic risk as-
sessment (DRA) is supported through object tracking and classification 
and the communication of traffic management and driver intention. 

The overall dependability of industrial installations in the nuclear, 
automotive, chemical and energy domains is centered on functional 
safety and risk management provided by IEC61508 [12] and associated 
standards (e.g. ISO 26262 [13]). According to these standards, a risk 
management lifecycle typically goes across the design, the deployment, 
and the post-accident analysis stages. During the design, the risk man-
agement is focused on eliminating known hazards by safety measures 
that keep the system in a safe state. The success can however be re-
stricted because of a high degree of uncertainty due to a lack of 
knowledge, insufficient model accuracy, etc. Post-deployment risk 
management refers to constantly conducted safety evaluations because 
of changes in the system configuration, component reliability, mainte-
nances, etc. Such measures are implemented in many industrial installa-
tions to prevent accidents.  Post-accident risk assessment produces a 
detailed description of the incident/accident and its consequences, pro-
poses additional prevention and protection barriers, etc.  

All of these risk assessment methods are based on some assumed ac-
cident scenarios [14]. For automotive vehicles, such accident scenarios 



are often given by some estimated worst case scenarios. From a safety 
engineering perspective, such deterministic estimations often abstract 
away details about the combinatorial effects of environmental events 
and system anomalies in spatial and temporal domains for the efficien-
cy of assessment. In nuclear domain, after the Fukushima Dai-Ichi ac-
cident, when deterministic safety approaches failed, these have been 
complemented by probabilistic safety assessment/probabilistic risk as-
sessment (PSA/PRA). Currently both activities are implemented during 
Nuclear Power Plant Instrumentation&Control System development 
stages. The current PSA framework has some limitations in handling 
the timing of automatic and personnel actions. The conventional PSA 
techniques (Event Tree / Fault Tree) methodology may not yet yield 
satisfactory results, but they open the way for use of new dynamic 
techniques to accurately describe system dynamics while considering 
e.g. state uncertainties. These new methodological approaches to risk 
assessment include statistical analysis of near-miss and incident data 
using Bayesian theory to estimate operational risk value and the dy-
namic probabilities of accidents sequences having different severity 
levels [15]; and the application of simulation models to analyze scenar-
ios using dynamic fault trees [16]. ITS can potentially be benefited by 
the approaches in other safety critical industrial processes. Here, one 
challenge is related to the complexity of ITS where unknown emergent 
behaviors dominate. For example, the risk assessment, e.g. in the nu-
clear domain, is performed to build risk profiles for critical processes. 
The application of dynamic risk assessment just allows one to make 
these profiles dynamical. 

3 An Ontology-Based Approach 

By system ontology, we refer to the formalization of system-wide con-
cerns in terms of models. Such concerns typically range from the defi-
nitions of system constituent units (i.e. the traffic objects and traffic 
environments) in regard to their boundaries, compositions, technologi-
cal preferences, to the specifications of the interactions of such objects 
in regard to the functionalities and extra-functional constraints. As a 
generic support for knowledge formalization, the ontology-based ap-
proach aims to promote not only the quality management at design time 
across engineering disciplines and teams, but also the data treatment 
and decision making at run time across traffic objects.  



3.1 An overview 

For the functional safety of road vehicles, ISO26262 represents the 
domain consensus on the state-of-the-art approaches [12]. It is centered 
on a reference safety lifecycle through which the work tasks as well as 
the information to be generated and communicated for risk manage-
ment and requirements engineering are stipulated. In the case of ITS, 
the connectivity across multiple traffic objects implies that a system-of-
systems perspective on functional safety becomes necessary. This 
means in practice that the safety-loop, i.e. the loop of system safety 
lifecycle, now needs to cut across the safety lifecycles of involved traf-
fic objects and infrastructure [6]. As outlined earlier, the complexity of 
operational situations also makes dynamic risk assessment services 
necessary for enabling optimized control in a priori unknown situations 
or simply for guaranteeing more qualified specification of safety goals.  

The ontology-based approach described here emphasizes the provi-
sion of an integrated knowledge model both for safety engineering and 
for the design of advanced safety features. It in particular considers co-
ordinated driving when two (or more) vehicles coordinate their behav-
iors either based on predefined traffic rules (i.e. choreographed), or 
through active communication and consolidation of intents (i.e. coop-
erative), or by active negotiation for consensus (i.e. collaborative). An 
overview of the target lifecycle phases, work tasks, and run-time ser-
vices, all centered on a common ontology, is given in Fig. 1. 
 

 
Fig. 1. The lifecycle phases, work tasks and run-time services to be benefited by a common ontology.  



Post-accident analysis is supposed to be one of main stage of the ITS 
safety management process. The information accumulated during sys-
tem runtime would be stored and processed during vehicle fault analy-
sis through big-data and pattern elicitation. Detailed tracking and analy-
sis of vehicle malfunctions and failures will allow the updates of failure 
probabilities used during design stage. Besides, it decreases uncertain-
ties in risk and hazard analysis.  

3.2 The modeling framework 

There are different roles of the ontological core. During system devel-
opment, the focus is on a model-based approach to risk assessment and 
elicitation of safety requirements. It would provide a well-structured 
and standardized specification of the operational situations, the system 
architecture in terms of functional and technical design, as well as the 
related safety requirements and constraints. Beyond the development 
time, the support is focused on the provision of a knowledge model for 
dynamically consolidating the monitored operational situations, coordi-
nating the control behaviors, and handling possible anomalies. For in-
stance, during the deployment stage, the ontology allows for transfor-
mations of information during V2V and V2I to provide a common basis 
for logging, shared perception and decision making. For post-accident 
analysis, it assures that the factors of importance for the analysis are 
available from the data logged by the ITS infrastructure. 

The key base technology to support the deployment of such an ontol-
ogy-based approach is the EAST-ADL (Electronics Architecture and 
Software Technology - Architecture Description Language). As a mod-
eling framework, EAST-ADL represents a key European initiative to-
wards a standardized multi-viewed description of automotive electrical 
and electronics systems [17]. It integrates many existing frameworks 
(e.g. SysML, RIF/ReqIF, ISO26262) while allowing a wide range of 
functional safety related concerns (e.g. hazards, faults/failures, safety 
requirements) to be declared and structured seamlessly along with the 
lifecycle of nominal system development. Based on such a structured 
description, EAST-ADL also provides necessary modeling support for 
functional safety [18]. Moreover, through its support for behavior de-
scription, the modeling framework also allows the developers to pre-
cisely capture various behavioral concerns in requirements engineering, 
system design, and safety engineering [19]. However, although consti-



tuting a very good basis for capturing and formalizing various aspects 
of ITS, current EAST-ADL does not provide any explicit methodology 
on the modeling and analysis of ITS systems in regard to the emergent 
properties and safety issues. Therefore, language extensions and spe-
cializations in regard to cooperative ITS (C-ITS) are being developed. 
One key modeling package being extended is the Environment Model, 
shown in Fig 2. In particular, the following additional concepts are in-
troduced to support the specification of operational situations: 
• Scene - a description of characteristics and objects that are of interest 

and “static” at a strategic or tactical level. Typical static scene data 
include: 1. Weather conditions, i.e. air density, humidity and pressure, 
solar radiation, temperature, etc. 2. The terms defined by the WGS 
84, OpenDrive and OpenCRG standards; 3. Regions of interest, 
which are defined by a polygon set, a type (e.g. boundary) and an ob-
ject identified (e.g. fence)   

• Situation - a scene populated with dynamic objects, which are defined 
by: 1. WGS 84; 2. Mass and Speed; 3. Behavior, which is defined by 
a type (e.g. choreographed) and a trajectory (i.e. an intent); 4. An 
associated region of interest; 5.A probability distribution tied to each 
of these terms 

• Scenario - a set of situations linked in time. 
 

 
Fig 2. An overview of the meta-model packages of EAST-ADL. 



3.3 The Case Study with Virual Depolyment  

As a first step towards analyzing the use of our ontology during the 
deployment stage we used IPG CarMaker to simulate interactions be-
tween an ego-vehicle and both uncoordinated and all types of coordi-
nated drivers on a four lane circular track (see Fig. 3). If all information 
defined by the ontology is available, then an ego-vehicle can make in-
formed control decisions by sharing data across all ITS levels. In real 
implementation, there would of course be many challenges since there 
is a high probability for the information being lost or corrupted (e.g. the 
sheer size of the data, failing sensors, transmission issues, etc.). As a 
fundamental requirement, such problems would not result in risk, but 
rather in a lower level of certainty of the dynamic assessment outcome 
that would in turn imply the activation of ADAS function (for involv-
ing the human driver in the loop as the fail-safe).  

 
Fig. 3. CarMaker Simulation 

A related problem of concern is that each ego vehicle will have to 
evaluate the trustworthiness of each piece of information provided via 
ITS. For legal reasons it is unreasonable to assume that the manufactur-
er of a vehicle will be able to completely trust and coordinate with all 
other manufactures of vehicles and infrastructure. This implies two 
things. Firstly, that the probability distribution tied to each piece of in-
formation will have to be subjective for each ego-vehicle in the ITS 
system. Secondly, that the probabilities of most importance to dynamic 
risk assessment in an ITS systems are not those related to the outcomes 
an ego-vehicle set of possible actions, but rather those related to the 
validity of the provided decision support. Support for reasoning about 
such uncertainty, such as that provided by Dempster-Shafer Theory and 
Belief Propagation, across ITS levels is therefore likely to be a well-



motivated research direction. It is also likely that those objects in ITS 
on which a specific vehicle can trust completely are going to become 
important as evaluators of other entities. For example, a trusted vehicle 
driving in front of a less trusted vehicle can be used to evaluate the ac-
curacy of the latter vehicle´s sensors; trusted infrastructure can estimate 
the speed of a vehicle, which can then be compared with the broadcast-
ed value. 

4 Conclusions 

Deployment of ITS is expected to bring the many benefits for all traf-
fic participants. ITS will help to improve the transport efficiency, pas-
sengers comfort, decrease environmental contamination, etc. Due to 
the inherent complexity of ITS, it is impossible to cover all of the pos-
sible traffic scenarios during the design stages. The traditional ap-
proaches to safety management in ITS would not be sufficient due to 
their heavy reliance on worst case assumptions. The approach pro-
posed by this paper is based on an ontology that allows one to formal-
ly capture the concerns in temporal and spatial domains and thereby 
constitutes a basis for a novel safety lifecycle with knowledge-in-the-
loop. The approach emphasizes the interplay of model‐based system 
development and the design of advanced system services, through 
which meta‐knowledge for robust perception and safe operation will 
be deployed and maintained at system run‐time. 
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