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Summary

The Internet of Things (IoT) is an emerging paradigm that will change the
way we interact with objects and computers in the future. It envisions a global
network of devices interacting with each other, over the Internet, to perform a
useful action. As such, quite a number of useful and bene�cial applications of
this technology have been proposed.

Although a convenient technology, the use of IoT technology will add additional
risks to our lives that the traditional Internet did not have. This is primarily
because IoT technology allows the virtual world to directly a�ect the physical
world.

Therefore, ensuring security is of paramount importance for IoT technology. As
such, this thesis has two aims. First, we will identify the security issues for IoT
technology as well as highlight what approaches academia has developed to re-
solve them. This will allow us to see the state of this technology along with what
still needs to be done in the future. Secondly, we will analyze some security pro-
tocols proposed by academia and evaluate whether they ensure con�dentiality
and authenticity.

A literature survey is used to achieve the �rst goal and the results show that
although a lot of research has been performed regarding security for IoT en-
vironments. We still have quite a way to go before a full holistic system is
developed which ensures all the security requirements for IoT.

The results for the security protocol analysis shows that less than half of the
protocols proposed ensured authenticity and con�dentiality; despite the fact



that their respective papers claim that they did. Therefore, we emphasize the
fact that good peer reviews need to be enforced and that protocols need to be
validated to ensure what is proposed performs as described.
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Chapter 1

Introduction

The Internet of Things (IoT) is an emerging technology that envisions giving
physical objects a virtual presence. The basic idea of the Internet of Things
is attaching embedded devices to everyday objects to make them smart ob-
jects/devices. These smart devices, which are connected to Internet, will be
uniquely identi�able and able to communicate with each other; with the goal
of cooperating to perform complex tasks for the bene�t of humanity. As such,
these devices require the ability to collect, process, and transmit information.

This is only possible through the use and integration of existing technologies like
smart sensor networks, radio frequency identi�cation (RFID), near �eld com-
munication (NFC), mobile technology and the Internet itself; to name a few.
By integrating these technologies into a whole system, the Internet of Things
environment will be made up of a vast variety of devices; from complex and
powerful servers to simple constrained RFID tags. Thus, given the heteroge-
neous nature of the IoT environment, it is expected that some devices will be
constrained devices.

Constrained devices are devices that may form networks which have low through-
put and a high probability of packet loss [10]. This is because constrained devices
have limited processing capabilities, power, memory and bandwidth. With these
limitations in mind, traditional solutions to security problems that were initially
designed for the Internet will not function [1]; primarily because these solutions
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Introduction

require a considerable quantity of resources and energy, which constrained de-
vices most likely do not possess. However, this issue did not go unnoticed by the
academic community and a considerable quantity of research has since gone into
enhancing and developing solutions that can function on constrained devices.

Therefore, the question we need to ask ourselves is, "Why are we interested in
the Internet of Things?" Well, mainly because it is an emerging technology with
the possibility to change the world and how we live in it. Forecasts carried out by
ABI research shows that the number of wireless connected devices in 2014 had
reached 16 billion and they forecast that the number would reach approximately
40 billion by 2020 [11]. Now this is a lot of devices and corporations can see the
pro�tability that this emerging market has to o�er. This is particularly true
in the �elds of health-care, transportation and logistics, smart homes, energy
production, surveillance, disaster relief and consumer consumption; to name a
few sectors that could bene�t from the implementation of IoT technology [12].

However, like all emerging technologies, IoT faces challenges that need to be
overcome to ensure that the technology is successfully deployed on a large scale
[13]. Some of the key challenges identi�ed by Whitmore et al. [13], Skarmeta et
al. [10], and Weber [14] are in the following areas:

• Security and privacy

• Legal restrictions

• Accountability

• Business models

• Trust

• Standardization

The challenge in regard to security is of particular importance, as IoT technol-
ogy is designed to unobtrusively collect information about the environment in
which it is residing in at the moment. Therefore, a majority of the implementa-
tions of this technology will deal with very sensitive information for people and
corporations. For instance, pacemakers integrated with IoT technology allow
for real-time data of patients cardiovascular readings to be made available to
medical practitioners. Thus, allowing them to be immediately informed if an
unusual heart rhythm is detected by the IoT devices. Although this application
is quite useful, the information collected is still quite sensitive to the patient
involved and he/she would not want everyone to have access to it. As such,
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Introduction

security is of paramount importance for IoT to fully develop and be generally
accepted.

Now what exactly do we mean by security? Usually when security is mentioned
in relation to information technology (IT) systems, the key focus is on the
CIA security model. CIA stands for con�dentiality, integrity, and availability
of data and information [15, 16]. Additionally, the AAA model also de�nes
crucial security components. AAA stands for authentication, authorization,
and accounting [17]. For us, security will encompass these two models.

These two security models were designed for the Internet as we know it today
and while solutions to security concerns have been developed for the traditional
Internet, they had not been developed with IoT in mind; where the environment
is made up of constrained devices. Therefore, the direct implementation of
security solutions from the traditional Internet to IoT is not straightforward
[10]. For instance, typical cryptographic and security mechanisms take up a
lot of resources in terms of bandwidth, processing power, memory and actual
power; mainly because they were designed for devices where a limitation of these
resources was not a concern [10]. As such, light weight cryptographic solutions,
like ECC, have been developed and researched.

Given all this information, we believe IoT is an interesting �eld but it is still
in its infancy. Furthermore, there has been quite a bit of research into IoT, its
possible uses and the security and the privacy aspects of IoT. This thesis will
focus on the security aspect of IoT. One of the primary aims of this thesis is
to perform a literature survey of the state of security in regard to IoT. This is
done to get a better overview of what has been done, which issues have been
receiving more focus and most importantly, what still needs to be done. This
part of the research will act as a guideline or road map for future researchers so
that they do not reinvent the wheel.

The second aim is to investigate some of the proposed protocols for IoT de-
vices. In particular, the proposed protocols will be analyzed and simulated to
determine if they are secure in terms of authenticity and con�dentiality. This
is useful as it allows for a double check to see if the proposed protocols ensure
that these two requirements are met. In addition to the proposed protocols, the
standardized DTLS security protocol will also be analyzed to verify that it also
ensures these two security features.

The structure of this thesis is as follows. Chapter 2 will provide some background
information regarding the Internet of Things, the key enabling technologies, and
common protocols that are currently being used. Additionally, related work will
also be discussed. Chapter 3 outlines how the thesis was conducted, therefore
the methodology used while Chapter 4 presents the key security issues that
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were identi�ed in regard to the literature survey. Chapters 5 and 6 provide a
quantitative and qualitative analysis respectively of the papers surveyed. We
will then cover the protocol analysis in Chapter 7, followed by the conclusion in
Chapter 8.
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Chapter 2

Background

Given that the Internet of Things is made up of quite a few di�erent existing
technologies, this chapter provides a general background on what IoT is while
also highlighting some of the general concerns regarding its implementation; to
emphasize why security is important. Additionally, some of the key enabling
technologies will be introduced as well as the common protocols that have been
developed and used by industry and academia. Finally, this chapter will con-
clude with a brief outline of the related work performed.

2.1 What is the Internet of Things?

It is envisioned that the Internet of Things (IoT) will revolutionize how indi-
viduals and corporations interact with the digital and physical world [18]. In
the future, IoT is going to be a part of everyone's daily lives by extending the
communication and networking capabilities of physical objects or smart devices.
These devices are expected to be ubiquitous, context-aware, and deployed with
some form of ambient intelligence to allow them to pool their resources and
make decisions for the bene�t of humanity [13].

The idea of connecting physical objects to the digital world is not really a new
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2.1 What is the Internet of Things? Background

idea. However it is only with the recent development and acceptance of tech-
nologies like radio frequency identi�cation (RFID) and wireless sensor networks
(WSN) that IoT technology has become feasible and a�ordable. Generally, the
Internet of Things allows physical objects to have a virtual presence, primarily
with the goal of cooperating with each other in order to perform or generate
a useful action; all while communicating over the Internet. Therefore, IoT can
be viewed as an extension of IT to all areas of our lives; transforming currently
isolated networks into new networks in order to form a global interconnected
heterogeneous network of smart objects or things [19].

Given all this, an IoT environment or network will be made up of a great number
of heterogeneous devices and technologies; each made for di�erent purposes,
produced by di�erent vendors, and with di�erent capabilities, complexities and
bit-rates. Regardless of these di�erences, IoT devices are usually called smart
devices and not all of them are equal; some are more powerful than others [20].
Simply put, an IoT environment is a constrained environment made up of any
device that is currently connected to the Internet as well as everyday objects
installed with an embedded device. Additionally, a smart device, as de�ned by
Fisher and Hancke [21], is a device/node that has the following characteristics:

• a physical presence

• communication facilities

• can be uniquely identi�ed

• possesses some basic computing capabilities

• can sense and interact with its environment

Furthermore, using IoT technology means that we will be allowing unprece-
dented access and collection of information about our personal and professional
lives. As such, ensuring security is extremely important. One important security
concern for IoT is due to the fact that it integrates quite a number of existing
technologies and devices. Therefore to ensure the security of IoT environments,
each of the underlying technologies that are being integrated must be secure in
their own right, since any security issues they face will be obviously inherited
by IoT environments.

Additionally, the integration of di�erent technologies in itself may result in new
vulnerabilities that did not exist in the standalone systems. Let us take the NFC
technology - traditionally, the technology is assumed to be deployed in a closed
system; where the reader is assumed to be uncompromisable and has a secure
connection to the sever it is communicating with. A typical example of this is
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an NFC credit card that uses a secure NFC payment terminal/reader to pay for
services. In this situation, the NFC payment reader is expected to be a dedicated
device and is assumed to be securely bootstrapped. However, in an IoT scenario,
the reader/terminal device can be any device that is NFC enabled. As such, it
can be a mobile phone and while these devices are not insecure on their own,
there is the possibility that their users have installed malicious software on it
inadvertently that would make the device vulnerable [22]. Therefore, in an
IoT scenario, we can no longer assume that such terminals are always secure;
since other devices that are not secure, like mobile phones, could be used as a
terminal [3].

Another concern is that IoT devices will not always be used within a safe and
controlled environment like a home or o�ce. Therefore, deployment in environ-
ments with harsh and uncontrollable conditions increases the risk of the device
malfunctioning as well as physical sabotage and manipulation.

However, the biggest challenge in developing a secure system for IoT is due
to the constrained nature of IoT devices. Given the limited memory, energy,
bandwidth and processing capabilities of IoT devices, they are unable to directly
implement current existing security mechanisms used on the Internet [4]. For
example, the general method of ensuring the con�dentiality of information is
through the use of cryptography but most cryptographic mechanisms require a
signi�cant amount of resources in terms of processing power and energy [23].
This is quite a challenging issue to overcome and has received a lot of attention
in the academic community.

Despite this, many areas of people's lives can bene�t from this technology as
it allows for real-time tracking, monitoring, and data collection. Areas that
have the most to bene�t from this technology is transportation, health care,
and environmental monitoring [1], to name a few. Furthermore, it seems that
the sky's the limit for developing useful applications for IoT technology.

Some examples of such applications are as follows. IoT can be deployed as a
personal medical device, which is able to monitor a patient's medical condition in
real-time. This allows patients, particularly the elderly ones, to be independent
for a longer period of time without requiring specialized medical assistance [24].
Another example is a smart home setup where a network of sensors can be
used to manage and monitor the security of the house. Furthermore, with
the help of motion detectors, a video feed can be sent to the home owner in
the event that someone is detected in the house when it was supposed to be
vacant. In addition, using facial detection, while a valid occupant is home can
allow for the system to automatically enable the user's personal preferences, like
light brightness and music settings, when a user enters and leaves a room [21].
There is quite a signi�cant quantity of research covering some of the useful and
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2.2 Enabling Technology Background

ingenious ways in which IoT technology can be implemented, some of which are
described in [25�30] and in all cases, security is an important factor.

In conclusion, in an IoT environment, everything will be connected; this means
that each person and object in the physical world would be locatable, address-
able, and readable via their virtual presence in the Internet [31]. Therefore,
security is important and without strong security mechanisms in place, attacks
and malfunctions in IoT systems will ensure that the risks outweigh the po-
tential bene�ts; especially since constrained devices are being connected to the
traditional Internet. Furthermore, the ubiquitous and unobtrusive means in
which IoT devices collect and process sensitive information further emphasizes
the importance of security.

Additionally, an important security concern that IoT allows for, which the tra-
ditional Internet does not, is that IoT allows the virtual world to directly a�ect
the physical world [32]. This further emphasizes the importance of security for
the Internet of Things.

2.2 Enabling Technology

The Internet of Things can be seen as the integration of passive sensor commu-
nications and embedded devices with the Internet. As such, in this section we
will brie�y introduce three of the key enabling technologies for IoT [33]. They
are the Internet protocol version 6 (IPv6), radio frequency identi�cation (RFID)
and wireless sensor network (WSN) technologies. It is important to note that
this is not a comprehensive listing of technologies that IoT envelops as the fol-
lowing are also a part of the Internet of Things and will not be discussed in
detail: intelligent sensing devices, near �eld communication (NFC), cloud com-
puting, global positioning systems (GPS), service oriented architectures (SOA),
geographic information systems (GIS) and mobile cellular devices; to name a
few.

2.2.1 Internet Protocol Version 6

The Internet protocol version 6 or IPv6 was developed due to the depletion of
the currently available IP addresses usable under the IPv4 scheme. The IPv6
scheme allows for 2128 IP addresses to be available in comparison to the 232 IP
addresses under the IPv4 scheme; which is a signi�cant di�erence.
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Background 2.2 Enabling Technology

This is very important for IoT due to the fact that the number of smart devices
and sensors that are forecasted to be connected to the Internet would easily use
up the remaining address space available under the IPv4 scheme [11].

2.2.2 Radio Frequency Identi�cation

Radio frequency identi�cation (RFID) is one of the key enabling technologies of
the Internet of Things. Even though its deployment in the commercial and pri-
vate sectors has been quite recent, it was �rst used to identify friendly aircrafts
during World War II; although it was not as portable and energy e�cient back
then [34].

Usually RFID technology is composed of two devices: RFID tags and RFID
readers [35]. A RFID tag is a device attached to the object we wish to track or
collect information about and a RFID reader is a device that can sense/recognize
the presence of an RFID tag and is able to read the information stored on
them [35]. Furthermore, RFID technology allows for information to be retrieved
from tagged objects wirelessly through the use of radio waves [3, 13].

RFID tags generally can be classi�ed into three categories: passive, semi-active
and active tags. Passive RFID tags are devices without their own power supply.
As such, they obtain their power by modifying the electromagnetic radio wave
that the RFID reader sends when querying it for information [35]. A semi-
active tag has a small power supply but also obtains power like the passive tags
to complement its limited power supply [34] while active RFID tags have their
own in-build power supply in order to power its microchip and sensors [35].

Though active tags are important, in terms of IoT, we should be mindful that
smart devices are required to operate for extended periods of time without
user intervention. Therefore an energy e�cient implementation that obtains its
power from other sources, like passive devices, is more ideal for IoT environments
[36].

RFID tags may possess sensors and actuators to collect information and modify
the environment as required [37]. Additionally, RFID tags are quite constrained
in terms of memory, energy, processing power, and bandwidth.

Furthermore, RFID technology typically works whereby a RFID reader trans-
mits a radio frequency (RF) signal, which a tag receives and converts into energy
to power its chip. The tag then sends its identity back to the reader; as can be
seen in Figure 2.1 [35]. This is how RFID technology basically works, although
there are variations; for instance, some tags are able to encrypt the messages
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Figure 2.1: Example RFID system [7]

they send when communicating with a reader and some may even ignore readers
that do not provide the appropriate password [35].

2.2.3 Wireless Sensor Networks

Generally wireless sensor networks (WSNs) consist of a group of sensor devices,
scattered in a certain area that collects and reports data to a central sink device;
which then sends the data to the data repository for processing [12]. These sink
devices are usually more powerful than the sensor devices as they are required
to handle all incoming information, possibly perform some processing on the
information, and send the information to a back-end system [29]. This idea is
depicted in Figure 2.2.

Figure 2.2: Simple WSN setup
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WSNs are networks traditionally built up of homogeneous devices with limited
capabilities. However, just like RFID, there are various types of WSNs; for
instance, in some sensor networks, the routers and sink devices are only available
at certain times while others have no such constraints [38]. Regardless, all
variations of WSNs are made up of devices with constrains on their storage
capacity, processing power, communication channels and sensor range [39].

Additionally, since sensor devices have a limited communication range, they
may not always be able to send/report information directly to the sink node.
As such, WSNs usually relay the information through other sensor nodes until
it reaches the sink node [40].

2.3 IoT Protocols

Given that the Internet is one of the key enabling technologies required for IoT
to function, a TCP/IP protocol stack similar to the one available for the Internet
can also be de�ned for IoT environments. Therefore, this section will outline
some of the standard protocols de�ned for the Internet of Things.

Figure 2.3: IoT stack

Figure 2.3 shows the protocol stack that we developed while going through the
literature and although not comprehensive; it shows that a lot of work has been
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done in the area of IoT. The following sections will look into some of the most
commonly used protocols encountered while performing the literature survey.

Figure 2.4: Commonly used elements of the IoT stack

Additionally, it should be noted that Figure 2.4 shows the most common setup
encountered and used by academia when performing security research into IoT;
within the constraints of our survey.

2.3.1 Application Layer Protocols

This section highlights some of the application layer protocols that are being
used and what they provide. A quick summary can be found in Table 2.1.

Application
Protocol

Transport
Protocol

QoS Communication Model Security

CoAP UDP Yes
Request/respond
Publish/subscribe

DTLS

MQTT TCP Yes Publish/subscribe TLS/SSL

XMPP TCP No
Request/respond
Publish/subscribe

TLS/SSL

Table 2.1: Common application protocols for IoT [41]
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Although there are multiple application layer protocols, the CoAP protocol is
the most commonly used. Primarily because it is extremely lightweight since it
runs over UDP. An additional factor is that the CoAP protocol allows for both
uni-cast and multi-cast communications.

2.3.1.1 Constrained Application Protocol

The Constrained Application Protocol (CoAP) is a specialized application layer
protocol designed to be used by constrained devices [42,43]. It enables the use of
HTTP functionalities, as well as a client/server (request/response) interaction
model [41,44]. Additionally, like HTTP, CoAP uses universal resource identi�ers
(URI) to access resources on a particular node or device [44]. This allows it to
be easily interfaced with the HTTP protocol as it is run on the Internet today.

The key advantage of the CoAP protocol is that it provides low overhead given
that it runs over UDP instead of TCP [41,44]. Additionally, it supports multi-
cast and uni-cast communications as well as a built-in device discovery func-
tion [44]. It also has mechanisms for ensuring the quality of service; which is
important because it runs over the unreliable UDP protocol [41,42].

However, despite the fact that it was speci�cally designed for constrained de-
vices, the CoAP protocol does not have any inbuilt security features. Similar
to the HTTP protocol which relies on the TLS protocol to ensure security, the
CoAP protocol relies on the DTLS protocol to handle security [41, 44]; as pro-
posed by the Internet Engineering Task Force (IETF) [45]. Another possible
security protocol for CoAP is the IPSec protocol [43] but unlike DTLS, the
IPSec protocol has not been endorsed for use in conjunction with the CoAP
protocol by the IETF.

2.3.1.2 Message Queue Telemetry Transport (MQTT)

The Message Queue Telemetry Transport (MQTT) protocol was developed by
IBM for lightweight machine-to-machine communications. It runs on top of the
TCP protocol to implement a publish/subscribe interaction model [41]. This
model is chosen because client devices do not need to speci�cally request for
updates; which would in e�ect reduce the drain on resources on the IoT nodes
[41].

In regard to security, the MQTT protocol makes use of its broker device, which
may enforce authentication via the SSL/TLS protocol.
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2.3.1.3 Extensible Messaging and Presentation Protocol

The Extensible Messaging and Presentation Protocol (XMPP) is a protocol
designed for real-time communications and runs over the TCP protocol. It
allows for both publish/subscribe and request/response interaction models and
is aimed to ensure low latency and a small message footprint [41]. However,
it does not support quality of service and the overhead due to XML message
parsing can be quite high.

Like the previous two application protocols, XMPP relies on another layer for
security; speci�cally the transport layer in terms of SSL/TLS [41].

2.3.2 Transport Layer Protocols

This layer makes use of the TCP and UDP protocols and it is assumed that the
reader is aware of these technologies; however, for further information, please
refer to [46]. Consequently, we will focus on how security is enforced at this
layer.

The most commonly used security protocol implemented by this layer is the
transport layer security (TLS) protocol for the Internet and the distributed
transport layer security (DTLS) for constrained IoT devices. These two proto-
cols are brie�y covered next.

2.3.2.1 Transport Layer Security and Distributed Transport Layer
Security

TLS is a protocol that is designed to ensure security for reliable transport
protocols; like the TCP protocol [47]. As such, it ensures authentication, con-
�dentiality, and integrity at the transport layer by ensuring that tampering,
eavesdropping, and message forgery attacks cannot occur. Generally, TLS al-
lows two devices on the Internet to negotiate a shared key, which is then used to
create a secure communication channel [47, 48]. However, since this protocol is
quite resource intensive, constrained IoT devices are unable to run this protocol.
Another reason this protocol is unsuitable for IoT environments is because TLS
is designed to function over a reliable communication channel [9]. Therefore, in
the event of packet loss or messages appearing out of order, the protocol would
drop the connection [9]. Given that IoT devices run over an unreliable channel,
this can potentially result in a lot of connections being dropped.
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DTLS is a protocol that is designed to mimic TLS over an unreliable communi-
cation channel, like the UDP protocol [9,42]. It is basically just TLS with a few
additional features; for instance, DTLS does not allow for stream ciphers as its
unreliable channel does not prevent message losses and messages being received
out of order. DTLS ensures that key security features like authentication, in-
tegrity, and con�dentiality along with a secure key exchange is accomplished
when in use, as de�ned by [9, 43,49].

However, the key disadvantage of the DTLS protocol is that it was not designed
speci�cally for IoT devices. As a result, it does not support multi-cast commu-
nication [41, 43]. Additionally, it assumes that CoAP based IoT devices have
pre-existing long term keys for this protocol to function [44]. Another draw-
back of the DTLS protocol is that the handshake process has the possibility to
allow for an exhaustion attack to be performed on a constrained device [43].
Nevertheless, DTLS is faster than traditional TLS as it runs over UDP.

2.3.3 Network Layer Protocol

We will now outline, in this order, the IPv6 over Low power Wireless Personal
Area Networks (6LoWPAN), IPv6 Routing Protocol for Low-Power and Lossy
Networks (RPL), and Internet Protocol Security (IPSec) protocols that come
under the network layers umbrella.

2.3.3.1 6LoWPAN

The 6LoWPAN protocol was developed by the IETF to run over IPv6 to allow
heterogeneous link layer technologies to be integrated [49]. Additionally, it is the
primary network protocol used by IoT and simply put, it enables constrained
devices that cannot handle the traditional IP stack, used by the Internet, to
function and connect to devices on the Internet [48,49].

This protocol allows constrained devices to behave like any other device con-
nected to the Internet, with some caveats. As such, it would allow for con-
strained devices and any other device connected to the Internet to create an
end-to-end connection [19]. Additionally, it makes use of packet header com-
pression and encapsulation mechanisms to reduce the load on the communication
channel [19]. However, this protocol does not ensure security in any way; prefer-
ring to rely on other protocols for this, like the IPSec and DTLS protocols [49].

Furthermore, routing at this layer can be performed via the RPL protocol and

15



2.3 IoT Protocols Background

security can be established via the IPSec protocol.

2.3.3.2 RPL

RPL is a protocol developed by IETF for routing in IoT environments and
makes use of distance vector mechanisms for routing over IPv6 environments
[50]. This protocol was developed for low-power and lossy networks (LLNs),
hence it conserves resources by meagerly generating control tra�c and bounding
it in respect to the data tra�c [50,51]. RPL supports three categories of tra�c
�ows: point-to-point, multipoint-to-point, and point-to-multipoint. It is exactly
for these reasons that this protocol is preferred over current routing protocols,
like OSPF, IS-IS, and OLSR [50,52,53].

2.3.3.3 IPSec

IPSec is a protocol that is used to ensure con�dentiality, integrity, and authen-
ticity between two clients over an insecure channel. The key advantage that
IPSec has over TLS and DTLS is that it allows for security to be transparent
to the application. Generally, the IPSec protocol has two phases of operation:
the security association phase and the working phase [54].

The security association phase usually makes use of the IKEv2 protocol to gen-
erate the security associations between entities [54]. Following this, the resulting
key generated from the previous phase will be used to ensure a secure channel is
established between two entities [54]. It should be noted that the IPSec protocol
can run in di�erent modes at this stage; that being the Authentication Header
(AH) or Encapsulating Security Payload (ESP) modes [55]. AH can be used
to ensure the integrity and authenticity of an IP packet but it does not ensure
con�dentiality of information; which is what ESP allows for [55]. However ESP
does not ensure header authenticity, like AH, because the outermost IP layer is
not integrity protected. Despite this, ESP is the preferred mode used over AH
since it is not a�ected by NATs and more importantly, it encrypts the payload
of messages to ensure con�dentiality [55]. ESP also ensures replay attacks are
detected [55].

Furthermore, given the additional overhead for this protocol when compared to
DTLS, combined with the fact that not all IoT nodes are capable of using the
IPSec protocol, makes the DTLS protocol the most preferred means of ensuing
security. However, the IPSec protocol could be used depending on the IoT setup.
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2.4 Related Work

A great deal of research has been conducted into security for the Internet of
Things. In this section, we will highlight some related studies, starting with
security surveys for IoT followed by existing work into protocol veri�cation.

Skarmeta and Moreno [56] provides a high level survey of the concerns for the
implementation of IoT devices in regard to privacy, trust, and security. They
provide a good analysis of security for constrained devices as well as issues
related to privacy due to the fact that IoT devices should share information.
Most importantly, they highlight key issues that need to be addressed like the
development of security architectures based on dynamic trust models.

However, they only focus on the challenges and not on the research in relation
to them [56]. They conclude that for IoT to fully take o�, scalable and secure
management protocols need to be developed. They also highlight that new
standards and algorithms are being developed for cryptography, like secure hash
functions, elliptic curve cryptography, and pairing-based cryptography, which
are lightweight and possible to be run on constrained IoT devices. Similar
studies by Benabdessalem et al. [12], Zhang et al. [57], and Abomhara et al. [58]
also primarily identi�es IoT security issues with no attempt solve them.

Additional studies by Yoon et al. [59] and Suo et al. [60] respectively identify
some basic concerns for IoT in the smart home environment. While Ashraf and
Habaebi [16] outlines the security issues faced by IoT and primarily focuses on
self-con�guration and self-security with minimal human intervention.

Keoh et al. [44] covers some of the standards in regard to IoT. In particular the
6LoWPAN and CoAP communication standards, de�ned by IETF, and what
they entail. They also highlight the di�erent security policies that have been
suggested in regard to securing IoT: DTLS and IPSec protocols. However, their
paper primary focuses on DTLS and the usability of this protocol since academia
is more focused on this approach. Similarly, Granjal et al. [49] analyzes the
current existing IoT protocols for each layer in the IoT protocol stack to ensure
secure communication. Their study is more detailed and goes into concerns
regarding all layers in the protocol stack; the application, network, data link,
and physical layers.

Taking a step back, Borgohain et al. [40] identi�es some security issues plaguing
the underlying technologies of IoT and not the issues that arise due to the
integration of these technologies. They primarily focus on distributed denial of
service (DDoS) attacks without stating what research has been done currently.
Similarly, Khoo [61] focuses on the security issues for RFID technology only.
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Finally, Sicari et al. [62] covers the road ahead for IoT as well as the questions
that need to be resolved in regard to IoT security, privacy and trust. Current
projects into IoT have also been outlined and evaluated. However, this paper
structures solutions to resolve only one particular issue while some proposed
solution may resolve multiple security issues. As such, it is missing a full chart
analysis as to what the solutions outlined resolved.

Although quite a few survey papers exist, the majority does not provide a break-
down as to what each approach or paper they analyzed does or ensures in terms
of security and a good analysis still needs to be performed. Furthermore, al-
though the identi�cation of security issues is important, it is also important to
identify research aimed at resolving these issues.

In terms of verifying protocols; to our knowledge, no other paper has analyzed
multiple proposed or standardized security protocols in relation to IoT deploy-
ment; while checking for authenticity and con�dentiality. There exists research
showing possible theoretical attacks, like the work performed by Erguler [3].
However the majority do not simulate attacks on the protocol and completely
focuses on a single protocol.

As mentioned earlier, Erguler [3] evaluates the protocol de�ned by Zhu et al. [2]
and shows that it is vulnerable, theoretically, to attacks against authentication;
which was one of the goals that Zhu et al. [2] claims the protocol achieves.

Another study by Shi et al. [63] evaluates a security scheme developed by Luo et
al. [64] which makes use of certi�cate-less online/o�ine signcrypion. Signcrypion
is a technique that allows for the encryption and signing of information under
one operation and allows for authentication, con�dentiality, non-repudiation,
and integrity to be enforced. Their study shows that an attacker is able to
obtain the private key of the sender by performing operations on the messages
intercepted. This emphasizes the need to verify mechanisms and policies used
to enforce security for IoT.

Similarly, Ndibanje et al. [65] analyses the protocol proposed by Liu et al. [32],
which shows that the protocol developed by Liu et al. [32] is too costly. This is
because redundant messages were being sent, thereby increasing the overhead
of the IoT device. More importantly, the protocol designed by Liu et al. [32] is
shown to be vulnerable to authentication attacks theoretically and Ndibanje et
al. [65] improved upon the design.

While all the previous studies discussed looked at previous research work per-
formed, the next two papers evaluate actual implementations of the technology
available to the public. The study by Kasper et al. [37], which focuses on
NFC and RFID products, performs experiments with actual devices that have
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been sold to consumers. They show that some manufacturers use proprietary
algorithms and low cost mechanisms; which usually leads to vulnerabilities in
relation to con�dentiality and authentication. Although this is not the only
cause of vulnerabilities, their study identi�es defects in the technology; which
solutions already have been developed by academia.

Similarly, Patton et al. [66] shows that technology available to the general public
is extremely vulnerable. Their results show that a large number of devices
connected to the Internet are not secured and if they are, default passwords
are used. As a result, these devices are extremely vulnerable. The rates of this
vary from device to device but given the forecasted scale of IoT, the number of
vulnerable devices will be signi�cantly large.

From the studies mentioned above in conjunction with past experiences, where
weaknesses were discovered in mechanisms that have been in used for a long
period of time, like the Hearbleed bug [67], emphasize the point that current
research and standards for security should be checked for weaknesses overlooked
or not present previously. This particularly enforces the fact that we should not
take for granted that a mechanism is always secure when integrated with new
technology. Therefore, regardless of whether it is the academic or commercial
sectors developing security protocols, every protocol should be veri�ed to ensure
that they are actually secure.
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Chapter 3

Methodology

In this chapter, we will describe the methodology that was followed in regard
to the research performed during the development of this thesis. We will �rst
explain the methodology for the literature survey followed by how the protocol
analysis was performed.

3.1 Survey

To achieve the �rst goal, which is the comprehensive literature survey, an on-
line search was performed using the following search engines for articles and
publications in regard to security for the Internet of Things:

• KTH electronic library

• DTU electronic library

• IEEE explore

• ACM digital library

• Google scholar
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• Google

• Secure Direct

• Wiley Online library

However, since IoT is made up of quite a few existing technologies, the search
for papers was limited to the keywords security, Internet of Things, and
IoT. This was decided to provide a focus for the search and without this; the
survey would be enormous and unreasonable, given the time limitations of our
work.

The papers collected were analyzed in terms of the security threats identi�ed.
Additionally, if they proposed a solution, the security issues they solved were
categorized.

3.2 Protocol Analysis

This section will �rst describe the method used for the protocol analysis followed
by the hardware used for the simulations of the protocol.

3.2.1 Method

In regard to IoT security, communication protocols were analyzed and simulated.
This was performed as follows:

• The IoT communication protocol was formulated in Alice and Bob (AnB)
notation.

• It was then analyzed and simulated - using a model checking tool, to deter-
mine if the particular protocol was vulnerable to attacks like replay, relay,
and man-in-the-middle attacks. It is important to note that protocol sim-
ulation was run for �ve hours or until an attack was discovered, whichever
event occurred �rst. Five hours was chosen to limit the simulation of the
analyzed protocols because the simulation would run forever if no attack
was discovered; or at least until the computer ran out of memory.

• Requirements on the con�dentiality of information exchanged and the au-
thenticity of the entities communicating was also veri�ed during the sim-
ulation.
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The model checking tool that was used was called OFMC. Additionally, this
analysis was performed for the existing DTLS protocol as well as some security
protocols proposed by researchers that have not been standardized.

The goal of this was to see which of these protocols held up in terms of au-
thentication and con�dentiality. Furthermore, it is important to note that the
attacker model the protocols were analyzed against was the Dolev-Yao intruder
model [68]. This model had the following properties:

• it assumed a black-box model of cryptography. So, we assumed perfect
cryptography where an intruder could not break the cryptographic algo-
rithm being used without the key.

• Kerckho�s's principle was enforced. Which means that the encryption
and decryption algorithms were not secret; as such, everything about the
system except the keys was public knowledge [69].

• the intruder could act as normal user of the network. This was realistic
as not all participants in a network are honest.

Additionally, the intruder was assumed to be able to control the network. So
they were able to read (unencrypted messages), intercept, and send messages.

Under this model, it gave us a de�nition of an all powerful intruder. So if the
protocols were shown to be able to ensure authentication and con�dentiality
under this model, then we could be reasonably sure that the protocol would do
the same when implemented in the real world - assuming that the cryptographic
mechanisms were good enough.

It should also be noted that this intruder model fails to take into account the
possibility of the intruder physically compromising the device.

3.2.2 Equipment Used

The simulation of the protocols analyzed was performed on a laptop with the
following speci�cations:

Operating system Windows 7 Professional 64-bit
Processor Intel(R) Core(TM) i7-3610QM CPU @2.30GHz (8CPUs)
Memory 4096MB RAM

23



3.2 Protocol Analysis Methodology

24



Chapter 4

Security Issues

This chapter highlights the issues that are identi�ed while reading and analyzing
the existing research into security for IoT. As such, we will �rst identify the
issues. Following this, for each issue, we will brie�y explain what it is and why
it is important for the Internet of Things.

The key issues identi�ed are as follows:

• Authentication

� Non-repudiation

• Authorization

• Con�dentiality

• Integrity

• Privacy

� Anonymity

� Digital Forgetting

• Self Con�guration
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• Software Authenticity

• Hardware Anti-tampering

• Availability

• Key Management

• Trust Management

4.1 Authentication

Authentication is the process of determining whether someone or something
is actually who they claim to be; and not a malicious user pretending to be
someone they are not. In the real world, humans do this all the time when we
talk with one another; since we are able to recognize each other through various
factors like facial features, hair color, voice, and so on.

This identi�cation process is not limited to humans and electronic devices also
need to be aware of whom they are communicating with. For IoT, authentica-
tion is important since the majority of communications will occur without user
interaction. Additionally, the ability to ensure that correct devices, sensors, and
users have the right to access the network for resources and information is an
important security concern [33]. It is also crucial to ensure that information,
commands, and requests are received from the correct devices.

Let us take an example where authentication is very important. Take for in-
stance credit card payments via near �eld communication (NFC) technology. If
a banks server does not ensure that the payment request comes from a particular
clients card, then an attacker would be able to easily use that clients account
to make purchases.

As such, some general means of ensuring authentication is through the use of
passwords, digital signatures, and challenge and response protocols [33]. Bio-
metrics can also be used but this type of authentication is too computationally
intensive to be used by the constrained IoT devices we have today.

4.1.1 Non-repudiation

Non-repudiation is the means of ensuring the identity of the entity that generates
a particular message. It is commonly achieved through the use of signatures
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because it allows for the ability to de�nitely identify that a party generated a
message. This is usually of particular importance in terms of tracking illegal
activities on the Internet, as it allows for accountability to be enforced.

However for the Internet of Things, its importance could vary depending on the
application. For example, in the health-care sector, it is important that drug
adjustments sent to any IoT system maintaining a patient's automated drug
dispensing system is only accepted from the patient's doctor. This means that
non-repudiation needs to be enforced under such circumstances.

Furthermore, non-repudiation can be seen as a subcomponent of authentication,
which also makes use of signatures, but non-reputation has a more stringent re-
quirement in that the sender of the message should be uniquely identi�able.
For instance, authentication may be established via a symmetric key whereby
entities with this key can legitimately access the system or network. However,
this would not ensure non-repudiation as there is no di�erentiation from mes-
sages that are generated by the entities communicating with the symmetric key.
Hence, digital signatures are the only means of ensuring this security feature.

4.2 Authorization

Authorization and access control mechanisms are used to limit the privileges
that a device has and determines what actions a device is able to perform. This
privilege may be in relation to, but not limited to, the access of resources and
data. As a result, authorization mechanisms determine the operations each
device is capable of performing and the information it has access to.

Additionally, due to the ubiquitous nature and large scale of IoT environments,
it is not di�cult to imagine some devices being compromised. As such, autho-
rization mechanisms ensure a restriction on the operations an attacker is able
to perform, in the event that the system is compromised.

A simple example of an access control mechanism is the user accounts which
individuals log into their computers under. After the initial login, which is au-
thentication, the actions that a user can perform would be de�ned by the autho-
rization controls. For instance, some users would have administrative privileges
that allow them to do everything while other users are limited or restricted.

This is usually enforced through the use of access control mechanisms like role
based access control (RBAC), attribute based access control (ABAC), and ca-
pability listings; to name a few mechanisms.
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4.3 Con�dentiality

Con�dentiality is the means of ensuring that only the people or devices that
should have access to the information, have access to that information [33].

Ensuring the con�dentiality of information is very important for IoT devices
because they unobtrusively and ubiquitously collect information, which may be
very sensitive in nature. As such, this is a concern because most people do not
want their sensitive personal information made available for the world to see.

For example: if an IoT device simply transmits all the information that it collects
about your daily schedule in clear text over the Internet. Then an intruder can
easily determine when would be the best time to rob your house.

Con�dentiality is usually achieved through the use of encryption and crypto-
graphic mechanisms and is particularly important when IoT nodes transmit
information to each other [16]. The enforcement of con�dentiality also prevents
eavesdropping through cryptographic mechanisms.

4.4 Integrity

Integrity is the means of ensuring that the information/data is correct and has
not be corrupted or modi�ed in any way by unauthorized entities [16,33]. This
is usually of key importance during the transmission of information from one
device to another since this is where attacks commonly occur [16].

Data integrity is very important for IoT systems as the accurate collection of
information by sensors is required for the IoT system to function correctly. As
such, systems should ensure that malicious modi�cation of data is not possible
but if they occurred, the system should be able to detect it.

An example where a grievous situation may arise when data is modi�ed is in
the health-care sector. Imagine if a patient is experiencing a heart-attack and
a malicious individual modi�es the messages sent by the sensors to say that
the patient is in perfect health. Obviously this is a grave situation where the
integrity of information received is of critical importance.

Additionally, integrity is usually achieved through the use of collision resistant
hash functions and digital signatures.
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4.5 Privacy

Given the vast amount of information that IoT devices will collect about indi-
viduals, it is no wonder that privacy is of concern for the Internet of Things.
Although we have identi�ed privacy as a security concern, we will not cover it
in Chapter 6. This is because of the numerous privacy enforcement mecha-
nisms developed and researched; so much so that it can be a survey on its own.
Therefore we have decided to focus on the other key security concerns.

Privacy can be described as "the right of individuals to determine for themselves
when, how and to what extent information about them is communicated to
others" [70]. Privacy by design is one possible means of ensuring this and it is
the concept whereby users use tools to manage the data that IoT devices collect
about them [10, 31]. It is also related to the concept of ensuring that access to
information is based on the least privileges required to perform an action. For
example, even if a device has full access to everything on the IoT network; when
it needs to perform an action that only required one resource, then the device
should be limited to only using that resource while executing the particular
action.

Additionally, it is commonly thought that encryption ensures privacy, and in a
way it does; but only to the extent of preventing information from being read
while in transit and possibly while being stored. However, the central server that
stores and processes this information will still have access to all this information.
As such, anonymity also plays an important role in ensuring privacy. Digital
forgetting is also a sub-component of privacy; which we will discuss shortly.

4.5.1 Anonymity

Anonymity is the concept of decoupling or removing the connection to a par-
ticular user from the data collected. As such, no individual user should be
identi�able given the data that has been collected. This is a common concern
for big data and given the vast quantity of information that IoT devices are
expected to generate, it will fall within this �eld.

4.5.2 Digital Forgetting

Digital forgetting is the idea of completely and provably removing an item or
piece of data from the digital world. Given the vast amount of data that IoT
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devices are forecasted to collect, a considerable quantity will probably be sen-
sitive in nature. Therefore, having the ability to be certain that information is
deleted after it is deemed no longer necessary is very important [18].

4.6 Self Con�guration

Since IoT technology is forecasted to connect billions of devices to the Internet
[11]. It will be unrealistic to assume that users will be willing to manually
interact and setup these devices individually so that they can function. As
such, it is important that these devices are able to self con�gure themselves and
manage the access control mechanisms dynamically, all without user intervention
or at least with minimal user intervention [10].

Let us take an example: Bob has recently purchased 10 new IoT devices which
he intends to integrate into his home IoT network. Given these 10 new devices,
it will probably be inconvenient for him to manually set them up individually
but it can be done. However, the Internet of Things is envisioned to connect
everything. Now as the technology progresses, it is expected that in the near
future, even groceries will be connected to the Internet of Things. Therefore,
as the number of devices grows, Bob will most likely not longer be willing to
con�gure and manage these devices manually.

It should be noted that this issue is not limited to secure boot-strapping but
also how devices operate and con�gure themselves during normal operations.
Studies by Hamdi and Abie [71] on adaptive security is one possible means of
achieving this as it allows for nodes to adapt to the environment as well as its
own state when applying security mechanisms.

4.7 Software Authenticity

Ensuring the authenticity and integrity of software installed on devices is im-
portant for any IT system. Particularly so for IoT environments since corrupted
software can allow for the security mechanisms in place to be bypassed.

An example of where this can be disastrous is if malware on an IoT device
copies and forwards all the information it collects to an attacker's computer and
consequently bypasses all security measures.
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A common means of defending against this, on the Internet today, is by having
software vendors sign their software.

4.8 Hardware Anti-Tampering and Physical Se-
curity

IoT devices are expected to operate in an unattended fashion and deployed
in unprotected environments; like city streets, forests, and car-parks. Conse-
quently, this allows them to be easily accessed by attackers and increases the
risks of physical attacks as well as the possibility of tampering [31].

This emphasizes the need to have anti-tampering mechanisms integrated into
the embedded chips of IoT devices to help prevent attacks, like reverse engi-
neering and device tampering. Possible anti-tampering mechanisms include the
integration of hardware elements and using hardware values as a part of the
key generation process. An example of this is the physical unclonable functions
(PUFs), which is used to ensure that if an attacker tampers with the device,
then the devices characteristics will be altered; which in turn will make the keys
change [72].

4.9 Availability

Availability for IT systems means that the system should be running and op-
erational to valid users under all operating conditions. As such, the systems
uptime should be maximized to allow for the proper operation of the system.
However, ensuring availability for IoT environments is even more challenging
than for the traditional Internet due to the constrained nature of IoT devices,
which makes it vulnerable to energy draining attacks that unconstrained devices
are not susceptible to.

A common attack against availability is the denial of service (DoS) and dis-
tributed DoS (DDoS) attacks where an attacker �oods the network with unnec-
essary tra�c in order to block access to valid users. This attack is common on
the Internet and IoT has inherited this vulnerability.

Availability is an important aspect of IoT as some devices are life critical de-
vices. A good example of this is in relation to health-care for terminal patient
monitoring where the collection of real-time live data is extremely critical.
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For IoT, ensuring the availability of a system integrates multiple factors, like
implementing energy e�cient protocols and encryption mechanisms, integrating
energy harvesting and saving mechanisms and even implementing DoS counter-
measures. These all come together to ensure availability in the context of IoT.

4.10 Key Management

Key management primarily deals with the management of security keys and
given the scale of IoT, it is obviously important. Particularly due to the fact
that if the security keys are made available to an attacker or if the attacker got
his/her hands on them someway, then he/she will be able to retrieve all the
information that is being sent from IoT devices.

Furthermore, key management is not just safely storing the security keys; it also
involves key generation or creation, key distribution, key change or update, and
key destruction or revocation [39].

This is usually achieved through the use of secure key exchange protocols for
key generation and encryption mechanisms for key storage.

4.11 Trust Management

Given that IoT networks rely on sensor devices to collect information, ensuring
the credibility that a particular device is honest and sending back the correct and
valid information is important. Therefore, without enforcing trust mechanisms,
it will not be possible to determine if the system is functioning correctly or not.

Additionally, general cryptographic control mechanisms only provide protection
of data validity and authenticity of devices. Therefore, faulty or hacked devices
that provide incorrect data will go unnoticed. Given this context, from the
networks perspective, the authentication, con�dentiality and integrity of the
information being sent is perfectly �ne because it is all coming from a valid
device. However, the validity or quality of the information will be an issue.

This is why trust management is important; since it allows us to monitor when
a device is behaving di�erently and out of the ordinary [39]. Intruder detection
systems (IDS) are one possible solution to ensure trust in IoT environments [53].
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Chapter 5

Quantitative Analysis

This chapter aims to provide an idea of which security issues have been identi-
�ed the most as well as the geographical trends for performing security research
into IoT. This allows us to get a feel of what researchers deem to be the most
important security issues plaguing IoT technology at the moment as well as
which regions of the world are more invested into performing security research;
within the scope of our literature survey. The results show that the CIA and
AAA security models, with the exception of accountability, are primarily iden-
ti�ed and that most of the research carried out came out of Europe and Asia.
As such, the following sections will �rst cover the security trends, followed by a
discussion of them.

5.1 Security Trends

This section shows the quanti�cation of the papers studied; which allows us to
identify the primary security concerns for IoT as well as localize the security
research by world region. It should be noted that although various security
issues may be identi�ed by a particular paper, this does not mean that the
paper provides a solution to them. As such, we will �rst cover the results for
the security issue identi�cation trends, followed by the localization trends.
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Generally aggregating the security issues identi�ed for the papers evaluated
allows us to see which issues are identi�ed the most; thus allowing for us to see
the issues deemed more important by academia in regard to IoT.

Figure 5.1 shows a graphical representation of the quantity in which issues
are identi�ed. For a detailed breakdown of which speci�c papers identify a
particular issue, refer to Table B.1 in the Appendix.

Figure 5.1: Security Issues by Paper

The results indicate that the CIA security model as well as authentication,
authorization, and privacy are the most frequently identi�ed security concerns
for IoT; as shown in Figure 5.1. This is to be expected, as for any IT system,
these are the most common security concerns.

We will now look into the geographic trends of the papers studied and given the
importance of IoT in the future, it is expected that multiple scholars from across
the globe will be performing research into various aspects of this technology.
Figure 5.2 shows the localization by geographical region of the papers evaluated.

34



Quantitative Analysis 5.2 Discussion

Figure 5.2: Localization of papers by world region

From this, we can infer that the majority of papers evaluated came from Asia
and Europe. This shows that security is a key concern to academia in these
regions of the world. Although other regions show a smaller number of papers
on the topic, this can be due to various reasons. For instance, the keywords in
which the research is published may not be the same as the keywords we used
as the search criteria for our survey. This is a limitation but given the time
constraints on our work, performing a full evaluation across all keywords is not
feasible. As such, the graph shows the breakdown for the papers evaluated in
our study. Regardless, given the scope of our work, Europe and Asia are at the
forefront of security research into IoT technology.

5.2 Discussion

The results from Figure 5.1 indicate that the security concerns speci�c to IoT
environments, like hardware anti-tampering mechanisms and software authen-
ticity, are not commonly identi�ed; which is quite surprising due to the fact that
they are also key security issues that needs to be resolved for IoT systems. As
such, these security concerns are clearly of secondary importance and although
there has been research into areas, like hardware anti-tampering mechanisms
for embedded devices, more work is needed for this topic to fully develop.

In relation to software signing and authenticity, researchers may have seen this
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as inconsequential when compared to other security issues as it only requires
that the software be signed; which is already quite common for systems on the
Internet. However, the question of how IoT devices will access the updates
and the management system approach used is still in question. Speci�cally, the
question as to whether each environment should have a designated device that
is aware of the �rmware running on each particular device in the environment
with the purpose of updating the constrained devices with the latest drivers or
alternatively, receiving updates directly from the IoT device vendors infrastruc-
ture. These concerns will also bring up the question of scalability and trust, as
well as resource usage.

Additionally, IoT systems need to be created that require little to no human
intervention; thus envisioning a system that can self con�gure when faced with
changing environmental conditions [16]. This is quite important as the ability
to adapt and self manage is very essential for a large system like the IoT and
some work has been done in this regard [37,66], but more still needs to be done.

All in all, the more common aspects of security based on previous experience
with IT systems on the Internet is driving the issues identi�ed by academia;
that being the CIA and AAA security principles. As these issues are resolved,
other areas of interest will likely come to the forefront, like self-con�guration,
hardware anti-tampering mechanisms, and authorized software to name a few.

In regard to the localization of research, the results indicate that the majority of
research originated from Asia and Europe. However, as the technology becomes
more ubiquitous and as standards develop, it is expected that the contributions
of other regions of the world will increase.
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Chapter 6

Proposed Solutions

This chapter summarizes the approaches that have been de�ned or proposed in
the literature analyzed; in regard to the security issues identi�ed in Chapter 4.

It is important to note that not all approaches will be discussed as this would be
quite repetitive; instead, some key or interesting approaches will be discussed.
Furthermore, frameworks generally attempt to resolve quite a number of di�er-
ent IoT security issues. Therefore, only the approach for the speci�c security
issue being described will be covered in its respective section. The full function-
ality of the solutions proposed can be seen in the Table 6.2 at the end of this
chapter.

We will �rst address the proposed security solutions followed by the architectural
proposals. This section will provide a general layout for ensuring security and
not a de�nite solution. As a result, it will never resolve a speci�c issue but
de�nes what would need to be done at each layer in order to ensure security.

Finally, this chapter will end with a summary of the proposed solutions and a
discussion on what we believe is the future work required to make IoT technol-
ogy secure. This will also contain a table outlining the security features each
proposed solution claims to provide.
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6.1 Security Issues

Each security concern identi�ed in Chapter 4, with the exception of privacy, will
be highlighted in order to see what the present state of ensuring this particular
security aspect is at the present point in time.

6.1.1 Authentication

Authentication is the means of deciding whether someone or something is who
they are claiming to be. This can be done in various ways but for IoT, it is
most commonly performed through the use of digital signatures and certi�cates.
Additionally, knowledge of session keys and tokens can also be used to ensure
authentication.

Typically, authentication is based on three principles: what you are, have, and
know. The what you are property is normally associated with biometric charac-
teristics. What you know is a classic description of using a password to log into
a system. Finally, what you have de�nes using something the entity possesses to
authenticate themselves, for instance a key card. These are the common means
of ensuring authentication on the Internet and multi-faced authentication meth-
ods have also been developed that combine these techniques. However due to
the constrained nature and scale of devices connected to the Internet of Things,
the what you have property is the most commonly used approach to ensure
authentication. Furthermore, amongst the options de�ned by what an entity
possesses, digital signatures and secure tokens are commonly used throughout
all the literature surveyed.

Digital signature algorithms (DSA) have been in use by the Internet in order
to prove authenticity for a number of years. Initially the challenge was creating
a signature scheme whose cryptographic algorithm was usable by constrained
devices, since the traditional RSA and DSA schemes used a lot of resources
[10]. However, with the development of elliptic curve cryptographic (ECC)
mechanisms that allow for a much shorter key size with the same level of security
as the traditional approaches, this is no longer an issue [10,73].

Additionally, of the three techniques (RSA, DSA, and ECDSA) used for the
generation and veri�cation of digital signatures that have been accepted by
NIST, only the ECDSA technique is applicable for constrained devices [74].
As such, most of the papers reviewed used ECDSA or a variant of an ECC
cryptographic mechanism, like a token system signed by an authoritative device,
to ensure authentication.
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Finally, the majority of authentication mechanisms developed that use certi�-
cates and signature algorithms rely on a trusted third party or certi�cate au-
thority in order to verify that the entity is who they are claiming to be. Thus, all
approaches covered, unless stated otherwise that use signatures will assume to
have certi�cates signed by trusted entities. In this regard, the non-reputability
is also covered by these approaches. However, this is only the case when all
the messages are signed because protocols that only use message signing for the
authentication process, then shift entirely to symmetric encryption mechanisms,
do not ensure non-repudiation.

The minority of studies that did not use a trusted third party with certi�cates
and digital signatures proposed approaches that were questionable; one of which
we will analyze in Chapter 7, Section 7.9.

The following sections will brie�y cover the approaches developed by academia
in regard to ensuring authentication for IoT. We will �rst cover the security
frameworks proposed followed by the protocols developed to ensure authenticity.

6.1.1.1 Frameworks

This section covers some of the interesting security frameworks proposed and ex-
plains how they ensured authenticity. As mentioned previously, most approaches
make use of the public key infrastructure (PKI) to ensure the authenticity of de-
vices. To this extent, we will �rst discuss the work that has been developed and
fully implemented by academia, followed by some purely theoretical approaches.

Prototype Developed and Analyzed

All the papers mentioned in this section have developed prototypes of their
proposed solution and have analyzed it to some extent.

Skarmeta et al. [10] proposed a simple framework that makes use of a decen-
tralized capability based access control mechanism, built upon public key cryp-
tographic mechanisms in order to ensure authenticity and access control. More
speci�cally, their approach makes use of the ECDSA algorithm to ensure au-
thentication and capability tokens to grant entities access to resources over the
CoAP protocol and is shown in Figure 6.1.

The general idea behind their approach is that a subject/client obtains a capa-
bility token from an issuing authority; which is outside the scope of their work.
When the subject requires information, an access request to the device it wants
information from is sent. This CoAP request contains the token and the infor-
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Figure 6.1: Distributed capability-based approach proposed by Skarmeta et
al. [10]

mation being requested, which is signed by the subject. Once the device receives
the request, it checks if the token is valid by checking the issuers signature. The
subject is then authenticated by verifying its signature and depending on the
capability list, the access request is determined to be valid or not. Although
not holistic, their approach and prototype shows the feasibility for signatures to
be used for authentication purposes; assuming that the IoT device has access to
the appropriate public keys. A key concern regarding their implementation is
that it does not authenticate the IoT device. As a result, authentication is one
way from the client and not mutual.

Overall, their approach is distributed in nature relying on the IoT node to make
authorization and authentication decisions while assuming that it had access to
the public keys to verify signatures.

A more complex framework proposed by Vu£ini¢ et al. [4], called OSCAR, is dif-
ferent from the previous approach by Skarmeta et al. [10] in that access control
decisions are shifted to unconstrained devices. This would result in a signi�-
cantly smaller drain on resources when compared to the previous approach by
Skarmeta et al. [10]. Additional security features are also ensured; speci�cally
con�dentiality and integrity. Regardless, they both make use of ECDSA to
ensure authenticity between IoT nodes. Additionally, OSCAR makes use of
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the standardized DTLS protocol when communicating with the authorization
servers, thus ensuring authenticity between all communicating devices except
the proxy servers; which they do not really explain. Furthermore, the general
setup of OSCAR in shown in Figure 6.2.

Figure 6.2: OSCAR an object-based producer�consumer security outline pro-
posed by Vu£ini¢ et al. [4]

OSCAR makes use of authorization servers to provide clients with Access Se-
crets; which is used by the IoT devices to generate a symmetric key. The nodes
encrypt and sign all responses to client requests; ensuring integrity, con�dential-
ity, and non-repudiation. Additionally, OSCAR supports multi-cast, with their
implementation results showing low energy usage and latency.

Furthermore, the security handshake with every client is not performed by the
constrained nodes but by the Authorization servers via a secure DTLS com-
munication channel. This results in the constrained devices saving resources.
Their results show that OSCAR outperforms a security scheme based on DTLS
when the number of nodes increases. It also shows better cost e�ciency and
allows for multi-cast as opposed to the traditional DTLS approach. Authenti-
cation is achieved in this framework through the use of digital signatures. In
addition to authentication, their framework provides end-to-end security with
access control, while supporting multi-cast, caching, and asynchronous tra�c.

Another study, by Ramos et al. [19], proposes a holistic security framework
where lightweight protocols are used to ensure authentication and authorization
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for an IoT environment. Their solution builds upon the work performed by IoT-
A EU in the Architecture Reference Model (ARM) project and makes use of
unconstrained devices for processing intensive decision making operations [75].
Consequently, this reduces the resource consumption of the constrained devices.
The solution is good in that it ensures authorization, integrity, authentication,
and access control through the use of the CoAP, DTLS, SEAPOL, EAP, and
RADIUS protocols. Simply put, they make use of a security bootstrapping
stage to generate authorization credentials for use in the operations stage. In
the former stage, they use the lightweight extensible authentication protocol
over LAN (EAPOL) protocol. Afterwards, the CoAP and DTLS protocols are
used for the operations phase.

Their approach is good in that it covers authentication and security for the
whole system throughout its life cycle. It ensures authorization and authentic-
ity through the bootstrapping stage and a secure channel is generated via the
operations stage. However a full cost analysis in terms of energy usage and com-
putational use needs to be performed to for their approach. Despite this, a good
analysis is performed for the bandwidth and memory usage of their approach
and their results shows that the approach is applicable for IoT environments.

Overall, although the di�erent frameworks are setup in various ways to resolve
multiple security concerns, those that ensure authentication all ensure it through
the use of digital signatures or via the DTLS protocol. Some examples of this
are frameworks proposed by Lakkundi and Singh [42], Kothmayr et al. [76],
Peretti et al. [77], Vu£ini¢ et al. [4], and Skarmeta et al. [10].

Pure Theoretical Papers

In contrast to previous frameworks, the following are completely theoretical
without any implementation or prototype. Additionally, for the theoretical ap-
proaches proposed, we will only discuss the interesting proposals that di�er from
the implementations discussed earlier in the previous section.

Leo et al. [20] proposes a federated central framework that makes use of bound-
ary devices between networks, called a secure mediation gateway (SMGW).
Their approach assumes that every IoT network has a central SMGW which
manages all communications with other SMGWs when connecting to other net-
works; the SMGW also handles communications within its own network. As
such, the SMGW is assumed to be unconstrained and powerful enough to im-
plement all the traditional Internet security mechanisms.

The key features handled by the SMGW are the encryption/decryption and
signature/authentication mechanisms for all inbound and outbound messages.
It also handles the management of security policies and the publication/sub-
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scription of services in the intra and inter domains. Their approach leverages
RESTful and SOAP based web services to allow for access to resources via a
publish/subscribe mode of information exchange because this is less resource
intensive than a request/response model.

Given this, the SMGW is expected to use SOAP based WS-Security to ensure
integrity, con�dentiality, non-repudiation and authentication. The strength of
this approach is that it is scalable and secure. However, the key issue with this
proposed framework is that constrained devices are not able to handle the secure
SOAP message exchange, as shown by Unger et al. [78]; where they show that
WS-Security is not as e�cient as TLS. Now, since we know TLS cannot be run
on constrained devices, this will also not run on these devices. Consequently,
this approach may not be possible until DTLS is integrated in WS-Security.

Another alternative approach to ensure authenticity is presented in the study by
Cherkaoui et al. [72]. They propose the use of physically unclonable functions
(PUFs) and unlike most previous approaches which use the what you have ap-
proach for authenticity, their approach is more along the lines of what you are.
This is mainly because PUF functions can be seen as biometrics for machines;
with each device being able to generate a unique value when running the same
function. Although arguably better than storing symmetric keys on an IoT de-
vice to prove authenticity, their approach will still have scalability issues as each
device will need to be registered with the authorization servers beforehand; but
this is an issue for key management, so we will ignore it for now.

In conclusion, although there are theoretical papers that made use of DTLS and
digital signatures [24,79], the approaches described by Cherkaoui et al. [72] and
Leo et al. [20] show alternative mechanisms to achieve authentication; each with
their own advantages and disadvantages.

6.1.1.2 Protocols

Even though ensuring authenticity is important, it is especially so when gen-
erating a session key between communicating entities. As such, protocols have
been designed, like the Authenticated Key Exchange (AKE) protocol, to ensure
the authentication of entities during communications. In this section, we will
be discussing some of the protocols proposed by researchers and a lot of them
also ensure con�dentiality.

Zhu et al. [2] proposes a protocol, called AKE-MRFID, which makes use of public
key cryptographic mechanisms to ensure con�dentiality and authenticity. Like
previous approaches they make use of digital signatures to ensure authenticity.
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Additionally, their work is evaluated and enhanced by Erguler [3].

In Erguler's [3] study, he identi�es a key issue with authentication concerning
protocols that have been deemed secure for RFID technology and its implemen-
tation for IoT. He highlights the fact that under the traditional RFID setup, a
reader that communicates with a server over a secure channel cannot be com-
promised. For traditional RFID, this is typically true since these readers are
dedicated devices that are assumed to be securely bootstrapped and setup; while
also operating in a secure environment. However for IoT, we can no longer as-
sume that these reader devices are uncompromisable for a number of reasons
but one of the key reasons is that these readers can no longer be assumed to be
dedicated devices. As such, they can be any device with RFID technology, from
mobile phones to tablets, and although these devises are not insecure on their
own, they have the possibility of being so.

This vulnerability is due to human interactions; for instance studies show that
very few users actually read the EULA when installing software [22]. As a
consequence, most users are unaware of the rights that they have granted to the
software being installed or even what additional software may also be installed
[22]. This results in the reader device having the possibility of being insecure.

Taking this into consideration, some currently secure protocols for RFID, when
directly implemented into IoT allows for basic protocol attacks like replay, de-
synchronization, and impersonation attacks during the authentication phase of
the protocol. One such protocol that is shown to be vulnerable by Erguler [3]
is the AKE-MRFID protocol, proposed by Zhu et al. [2]. The vulnerability is
because the server is not generating a nonce for messages, therefore allowing
for replay attacks. Additionally, the reader does not authenticate itself to the
back-end server. Given this, Erguler [3] proposes changes to the initial proto-
col to ensure authentication and con�dentiality. Although the correctness of
his modi�cations is only argued theoretically, he still uses digital signatures to
ensure authenticity.

Additionally, Liu et al. [32] proposes another protocol that makes use of the
public key cryptographic mechanisms with ECC to ensure authentication and
con�dentiality. This is integrated with a RBAC mechanism to ensure authoriza-
tion. Although an interesting approach, the exact contents of the message ex-
change are not clearly de�ned. Consequently, Ndibanje et al. [65] shows that this
protocol is vulnerable to various attacks and using this as a baseline, Ndibanje
et al. [65] improves upon the design to ensure authenticity, authorization, and
con�dentiality. Das [6] also proposes a similar protocol that also makes use
of ECC, as a public key cryptographic mechanism, due to its small key size.
However, his solution does not have any implementation and the argument of
correctness is purely theoretical.
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Meanwhile, Hussen et al. [5] proposes and tests an alternate approach that
makes use of both symmetric and asymmetric cryptographic mechanisms to
ensure authenticity. Their study shows positive results however a key concern
of their approach is how the initial key values will be shared.

Alternatively, although less common, some protocols make use of shared values,
which have been pre-setup on the devices to generate a session key. One such
protocol that uses this approach is proposed by Rekleitis et al. [7], which makes
use of pseudonyms that are dependent on the current secret and nonce values
exchanged between parties to ensure authentication. However, their solution
has the limitation that it merges the readers and servers into a single entity.

Rghioui et al. [1] proposes another similar protocol that uses pre-registered val-
ues in which authenticity is proven based on knowledge of the key. On the
other hand, Flood and Schukat [80] make use of public graphs and random
permutations to generate the session keys which are used to ensure authentica-
tion. Despite these di�erent approaches, the protocols proposed by Flood and
Schukat [80], Rekleitis et al. [7], and Rghioui et al. [1] all ensure authenticity
based on knowledge of the key and face the issue of key management; particu-
larly in regard to the initial node setup because as they all assume values have
been pre-registered.

Other than the proposed protocols, standard protocols like EAP and PANA
can be used to ensure authentication, as introduced by Bonetto et al. [81] and
Ramos et al. [19].

In conclusion, the majority of protocols make use of various message exchanges
combined with digital signatures to ensure authentication. Some examples of
such protocols were developed by Zhang [8], Das [6], Liu et al. [32], Erguler [3],
and Ndibanje et al. [65], where lightweight digital signature algorithms were
used; like ECDSA.

6.1.2 Authorization and Access Control

In this section, we will cover the research into authorization and access control
for IoT. Generally, authorization and access control is the means of limiting
what operations and information a devices has access to. Additionally, it is
usually performed together with authentication.

In terms of mechanisms, various methods of ensuring access control have been
developed for the Internet and the most common models in use today are ac-
cess control lists (ACLs), capability listings, role based access control (RBAC),
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and attribute based access control (ABAC) [82]. However, due to the dynamic
and constrained nature of IoT environments, it is di�cult to directly use the
approaches used on the Internet [82].

Furthermore, although there are discrepancies on which approach to use, the
majority of the academic papers focus on the capability based approach. This
is for various reasons but the key reason is that capability listings allow for the
enforcement of the least privilege access principle [82,83]. This means that unlike
the ACLs, RBAC, and ABAC approaches, capability listings are able to ensure
that the minimum set of privileges are used when performing an operation;
consequently enforcing better security.

Another reason for this decision is that RBAC and ABAC approaches do not
have a standard de�nition of the meaning of roles and attributes, while also
requiring complex access policies [10, 83]. They are also in�exible and do not
scale well for IoT purposes [82]. Furthermore, ACLs also do not scale well as
they become quite complex as the number of devices in the system grows. All
in all, a capability based access control approach allows for the best balance
of scalability, ease of user management, �ne grained access control as well as
accountability, and adaptability to di�erent contexts [10,83].

However, the capability based approach does have its drawbacks in that each
device or entity must be issued the capabilities it can perform. Now given
the scale of IoT, this is not feasible to be performed manually and is quite a
complex task to automate. Despite this, work been performed in this area by
Skinner [84] and Fang et al. [85] where they look into enforcing policies which
grants capabilities on the �y to authorized devices. However more work needs
to be done in this regard.

We will now cover some research papers of interest in relation to authorization
and access control. A paper of note is the study by Gusmeroli et al. [83], where
they argue for a capability based approach and theorize how it could also achieve
delegation support, capability revocation, and �ne grained access control. Al-
though they have proposed quite an interesting approach, it requires a number
of services to be running, like the policy decision point and revocation services.
Consequently, these services interactions with IoT devices may actually drain
the limited resources of these devices further. Furthermore, despite the fact that
their approach looks into enhancing the IoT@Work project, an implementation
of their idea is still to be seen. As such, it cannot be determined if IoT devices
are capable of running the processes required for their approach.

Similarly, the studies by Anggorojati et al. [86], Anggorojati [82], Fang et al. [85],
and Skinner [84] also looks into a capability based access control approach with
delegation and revocation also being considered. However all these approaches,
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with the exception of the study by Fang et al. [85], lack a practical prototype
for evaluation.

Sitenkov [87] performs a study of interest, where he implements and adds to the
theoretical work performed by Selander et al. [88]. His paper analyzes a capabil-
ity based access control listing under di�erent hardware and encryption schemes;
furthermore, an access revocation scheme is also implemented. He shows that
his approach is possible to be run on constrained devices as the overhead for
the additional authorization mechanisms added at most a 7.9% increase in pro-
cessing and memory requirements. However, although his approach states that
it is a capability based approach, it does not ensure the least privilege access
principle; speci�cally, the user is granted full access rights upon knowledge of
the key. Additionally, given that his implementation is tested with only a sin-
gle client and IoT device, further analysis and testing in environments that are
more complex is required. Another similar framework developed by Skarmeta
et al. [10] uses the capability approach while also allowing for full access based
on knowledge of session key values. However, this study is not as detailed as
the work by Sitenkov [87] as it does not consider access revocation.

Furthermore, capability based approaches are not the only access control mecha-
nisms researched. Kaiwen and Lihua [89] combined the RBAC and ABAC mod-
els in order to ensure authorization. However, the complex nature of the RBAC
and ABAC approaches are inherited by their approach and thus, required users
to manage attributes and roles manually. Additional similar studies performed
by Cherkaoui et al. [72], Ndibanje et al. [65], and Vu£ini¢ et al. [4] also look into
other approaches, like tokens and RBAC mechanisms; but they generally lacked
an implementation of the access control approach used.

In conclusion, the capability based approach is the most used approach since
other traditional access control systems lack �exibility and the scalability to
handle the dynamic IoT environment, which will require cross-domain autho-
rization. Despite this, a practical implementation of this approach is still re-
quired that makes use of all its features; particularly access rights delegation,
revocation, and a �ne granularity of access control.

6.1.3 Con�dentiality

We will start o� this section with an outline of the two main encryption schemes
usable by IoT devices. This will be followed by the sections discussing studies
into frameworks, protocols and encryption mechanisms.

Primarily, con�dentiality is ensured through the use of encryption and cryp-
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tographic mechanisms. Given this, there are two common ways of performing
encryption: symmetric and asymmetric encryption schemes, both of which are
usable by IoT. Additionally, each scheme has its own advantages and disadvan-
tages.

For instance, it is commonly known that performing symmetric cryptographic
operations are generally faster than asymmetric operations. However, for IoT to
only make use of symmetric cryptographic encryption mechanisms brings into
focus the challenge of key management; speci�cally in terms of how to pre-share
the keys. In contrast, asymmetric cryptographic mechanisms do not have this
issue given that they can rely on the public key infrastructure (PKI) to mitigate
this concern. However, it does have the weakness of having to rely on trusted
third parties as well as a signi�cantly larger resource drain when compared to
symmetric cryptography.

Traditionally, asymmetric encryption makes use of the RSA cryptographic al-
gorithm, which is quite resource intensive [90]. However, with the development
of elliptic curve cryptography (ECC), it is possible for IoT devices to perform
asymmetric encryption [90]. Essentially, ECC o�ers the same level of security
as RSA with a substantially smaller key size; for example, a 256 bit ECC key
will provide an equivalent level of security as a 3072 bit RSA key [73,91]. These
smaller key sizes results in savings in terms of power, memory, bandwidth, and
computational cost; all of which makes ECC especially attractive for constrained
environments [9, 73,90,91].

Now that the encryption algorithms that can be used by IoT have been deter-
mined, we will cover the work done in regard to frameworks, security protocols,
and encryption mechanisms in the following sections.

6.1.3.1 Frameworks

This section will highlight the frameworks proposed and evaluated by academia.

Although there are the varying approaches developed by academia to resolve
con�dentiality issues, some researchers simply perform a proof of concept in
which they show that DTLS, using ECC, can be used by IoT devices and that it
is more appropriate for constrained devices in comparison to alternate standard
security approaches, like IPSec and DTLS using RSA. We will start o� by
looking into these studies, followed by some complex frameworks developed by
academia.

The study by Lakkundi and Singh [42] shows that standard open source libraries
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for DTLS are su�cient for their direct implementation on constrained devices
to ensure con�dentiality. To supplement this, the work by Kothmayr et al. [76]
analyzes the resources used when implementing DTLS; using both ECC and
RSA cryptographic mechanisms. They show that RSA is possible to be run on
some constrained devices; assuming that a trusted platform module (TPM) chip
is used by the IoT nodes to improve performance and e�ciency. This chip pro-
vides for the generation and storage of RSA keys as well as hardware support for
the RSA algorithm; while also ensuring that these operations are tamper proof.
To conclude, their results show that ECC implementations require signi�cantly
less resources than the RSA approach. Similarly, the study by Bafandehkar et
al. [90] performs a comparison of RSA and ECC with parallel results.

Furthermore, Rubertis et al. [92] performs an evaluation of DTLS and IPSec
based on memory, energy, and bandwidth usage and shows that constrained
devices are be able to run both protocols while also showing a similar resource
drain for both approaches.

Overall, the results of these studies conclude that DTLS using ECC is an e�-
cient means of ensuring con�dentiality. Additionally, they also show that other
methods are also possible; like IPSec and RSA.

We will now look into some of the more complex frameworks developed to ensure
con�dentiality. Peretti et al. [77] develops an end-to-end security framework that
makes use of the commonly used IoT protocol stack de�ned earlier in Figure
2.4. Speci�cally, they make use of 6LoWPAN, CoAP, and DTLS protocols with
the aim of evaluating the applicability of the DTLS security protocol in order
to see if it is usable by constrained devices. Their results show that CoAP with
DTLS is possible without incurring too much overhead.

Basically, their approach makes use of di�erent interconnected components, im-
plementing various lightweight versions of the DTLS, CoAP, and 6LoWPAN
protocols. Additionally, they develop a middleweight component, called SSLP,
which intercepts all CoAP messages and redirects them to the DTLS component
for encryption and decryption. The SSLP component also handles all messages
exchanges between the other components; CoAP, DTLS, and 6LoWPAN. This
setup can be seen in Figure 6.3.

Due to their use of DTLS, their framework ensures authentication, integrity, and
con�dentiality. They perform an analysis based on memory footprint, energy
consumption, and network usage for their approach and the results show that
their framework is feasible for most IoT devices (those being class 1 and above).
This is good as class 0 devices are extremely constrained devices; so much so
that they are unable to run the CoAP protocol [93].
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Figure 6.3: BlinkToSCoAP architecture [77]

Although this is a simpli�ed description of their approach, the majority of frame-
works, like those de�ned by Bafandehkar et al. [90], Lakkundi and Singh [42],
and Ramos et al. [19], rely on DTLS in a similar manner to ensure con�dential-
ity; despite the fact that their implementations were varied depending on their
speci�c goals of their respective studies.

In addition, although DTLS is the standard and most commonly mechanism
used to ensure con�dentiality, other approaches have been researched. We will
now discuss some of these. One such study is the OSCAR framework developed
by Vu£ini¢ et al. [4], which ensures con�dentiality by making use of symmetric
cryptography. Speci�cally, the symmetric session key is created from secret
values combined with the standard CoAP message header values and is used to
ensure con�dentiality.

Additionally, although questionable, Leo et al. [20] proposes an alternate ap-
proach that makes use of WS-Security components to ensure con�dentiality.
This approach is questionable because, to our knowledge, WS-Security ensures
con�dentiality through the TLS protocol, which is unsuitable for constrained
devices; as shown by Unger et al. [78].

Finally, the paper by [54] looks into the possibility of using IPSec on a second
generation RFID tag to allow for the creation of a secure end-to-end channel
between two devices. Their approach makes use of ECDF and AES to ensure
con�dentiality. The results show that IPSec can be used on this type of tag to
establish a secure channel. Now, since their primary aim is to show that IPSec
can be used on constrained IoT devices, they did not make or enhance their
implementation for e�ciency, which can be seen from their results. Regardless,
this shows that IPSec can indeed be used; but only by class 1 devices and above.

In conclusion, with the exception of frameworks that are questionable, like the
framework proposed by Leo et al. [20], the primary means of ensuring con-
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�dentiality is through the use of symmetric cryptography or an asymmetric
cryptographic mechanism that makes use of ECC.

6.1.3.2 Protocols

We will now highlight some of the not so common approaches used to ensure
con�dentiality. What we mean by common are approaches that suggest the
use DTLS to ensure this feature; without major adjustments. As such, we will
�rst cover the purely symmetric based approaches, followed by the asymmetric
approaches that aim to ensure con�dentiality.

Firstly, although not common due to scalability issues, the following papers sug-
gest the use of purely symmetric cryptography to ensure con�dentiality. Rghioui
et al. [1] proposes a protocol to ensure con�dentiality and authenticity. Their
solution makes use of symmetric cryptography along with a session key estab-
lishment scheme and has 3 entities: a central server, IoT nodes, and a border
gateway. In their solution, the server is pre-registered with the ID and physical
location/address of the nodes. These pre-registered values are then combined
with a seed value provided by the border gateway, by both the IoT node and the
server, to generate the session key. Consequently, their solution does not make
use of ECC mechanisms but is purely symmetric, based on some pre-shared
secret values. Ndibanje et al. [65] similarly makes use of symmetric encryption
mechanisms to ensure con�dentiality.

Taking a step away from the symmetric approaches, we will now focus on some
asymmetric approaches. It is important to note that although DTLS is the
standard security protocol proposed by the IETF for ensuring security over the
CoAP protocol, it does have its limitations [45]; being its lack of multi-cast
support. The DICE work-group has been working on enhancing DTLS to allow
for multi-cast communications [94]. This is noteworthy work since one of the
key bene�ts of the CoAP protocol is that it allows for multi-cast communication
but because DTLS cannot perform this at the moment, limits what can be done
with the technology. Furthermore, the bene�ts of enabling multi-cast may result
in a signi�cantly smaller drain on the resources of constrained IoT devices.

This study, along with the work performed by Perrig and Tygar [95], is used
as a baseline for the study performed by Martynov [96]; where he makes use
of DTLS for multi-cast with extended features. Speci�cally, he extends multi-
cast DTLS to account for source authentication (or non-repudiation) while also
de�ning a key management mechanism, which enables keys to be easily dis-
tributed and updated to allow for forward and backward group security [96].
This is very important for multi-cast because users are expected to be able to
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join and leave the network dynamically [96]. Given his implementation of this
approach, his results show that the developed multi-cast version of DTLS can
ensure con�dentiality.

In regard to IPSec, although it is not standardized for use by constrained de-
vices, research is being done in this area to make it more e�cient. In 2014, a
study by Palomares et al. [97] proposes a variant of the Encapsulating Security
Payload (ESP) protocol used by IPSec to minimize overheads, in order to allow
constrained devices to run ESP and consequently the IPSec protocol. Further-
more in 2015, the Diet-ESP protocol was drafted with the goal of reducing the
size of messages sent by devices using the IPSec/ESP security policy [98]. Specif-
ically, Migault and Guggemos [98] make use of compression mechanisms for the
header �elds; thus reducing the communication overhead [98]. Building upon
this work, in conjunction with the fact that IPSec allows for multi-cast commu-
nication, Martynov [96] looks into the idea of using IPSec to secure multi-cast
for IoT environments and devices.

This pretty much covers the interesting approaches that deviated from the ap-
proaches covered in the frameworks section earlier and it can be seen that solu-
tions thus-far mainly make use of variations of ECC cryptography or symmetric
cryptography. Additionally, ensuring con�dentiality for multi-cast communica-
tions is receiving more attention by the academic community.

6.1.3.3 Encryption work

Con�dentiality for IT systems mainly relies on cryptographic mechanisms that
usually require a signi�cant amount of resources and processing power in order to
function; which constrained devices generally do not have. For this reason, this
section will cover some work into the enhancement of cryptographic mechanisms.

The study by Prasetyo et al. [23] makes use of past research, like the work per-
formed by Nadeem and Javed [99] and Verma et al. [100], which shows that the
blow�sh symmetric cipher is more e�cient in terms of resources and throughput
than some other ciphers; like DES and triple-DES.

As such, Prasetyo et al. [23] implements and analyzes the blow�sh algorithm,
using IoT devices that have a �eld programmable gate array (FPGA), based
on the encryption time, through-put, resources use, and the avalanche e�ect.
Additionally, the algorithm is tested and evaluated while modifying the key size
and the number of rounds encryption was performed.

The result of their analysis shows that reducing the number of rounds performed
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during encryption reduces the total encryption time and improves throughput
while also not signi�cantly a�ecting the avalanche e�ect. Therefore, they show
and e�cient and secure means of ensuring con�dentiality.

In contrast to the previous papers that focus on symmetric encryption, we will
now cover some work regarding asymmetric encryption. The paper by Yao et
al. [101] proposes a light weight no-pairing attribute based encryption(ABE)
scheme based on elliptic curve cryptography (ECC) to address security issues
in IoT. The study shows that the scheme had a lower computational cost and
communication costs than other existing ABC schemes analyzed.

Common ABE schemes make use of a resource expensive bilinear pairing mecha-
nisms. Their scheme replaces these with the less expensive point scalar multipli-
cation operation based on the Elliptic Curve Decisional Di�e-Hellman (ECDDH)
model.

The strength of their approach is that it is light weight and e�cient through the
use of a no-pairing ECC based ABE scheme because security is based on the
ECDDH rather than bilinear pairings. This results in low computation and com-
munication overhead. Another advantage is that their approach automatically
grants access control mechanisms with no extra cost. However, the approach
has issues with �exibility (because it is not easy to revoke attributes), scalability
and multi-authority [101].

Another interesting paper by Sun et al. [102] looks into homomorphic encryption
schemes. These schemes have the property that any operation performed on the
encrypted text, which when decrypted, will return the same result as that of
the operation performed directly on the unencrypted text. However, homomor-
phic encryption is not a mature technology and it is currently still limited and
insecure [102].

In conclusion, ensuring con�dentiality is pretty well established and academia
mainly makes use of ECC mechanisms in order to ensure con�dentiality initially.
Then based on the session key generated, symmetric encryption is used. The
general issues still remaining are related to multi-cast communications and key
management.

6.1.4 Integrity

There is really not much to say regarding ensuring integrity as the use of digital
signatures and hash functions are well established means of ensuring this on the
Internet and these approaches can be run by constrained devices. As such, all
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frameworks and protocols that claim to ensure integrity do so through the use
of one or more of these mechanisms. Some examples of this can be seen in work
performed by Yao et al. [101], Gross et al. [54], Meca et al. [103], Zhang [8],
Flood and Schukat [80], and Lakkundi and Singh [42].

Furthermore digitally signing messages is possible for constrained devices due
to ECC and even NIST has standardized the ECDSA algorithm [74]. In addi-
tion, this issue is also taken into account and integrated into some standardized
protocols that ensure con�dentiality, like the DTLS protocol [9]. In conclusion,
a well established means of ensuring integrity currently exists for IoT devices.
As such, this area has not received much focus.

6.1.5 Self Con�guration

In this section, we will look into security papers related to self-con�guration.
We will �rst look into approaches based on Markov's game theory, followed by
risk management approaches. Finally, we will conclude with a human immune
system based approach.

Having the ability to adapt and self con�gure is an important trait that would
be bene�cial to the Internet of Things; particularly since the number of IoT de-
vices being deployed and connected to the Internet is constantly growing. Most
security solutions and frameworks take a static approach to security; whereby a
mechanism is enforced all the time and is not adjusted based on the context in
which the IoT device is operating. As such, these approaches lack �exibility as
well as the ability to determine situations where security should be prioritized
over energy e�ciency [71].

With this in mind, Hamdi and Abie [71] look into the idea that security should
be made adaptive depending on various factors of the IoT nodes. To this extent,
a game based mode for adaptive security is proposed. Their approach makes use
of the Markov game theory, which allows for the modeling of uncertain game
variables and is based on a decision metric, for the game simulation, using rates
for energy, communication, intrusion, and memory as key factors for decision
making. Consequently, depending on these factors and state of the IoT node,
di�erent security mechanisms are enabled and disabled under their approach.

Their results show that an adaptive security model provides the best balance
of ensuring security, which was just authenticity in their simulation, and energy
e�ciency. However, although this is true logically, in practice, the public would
probably not want to have IoT devices lower their security properties to extend
the lifetime of the device; especially when it is operating in an environment with
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sensitive information.

Wang et al. [104] performs a similar study that also makes use of the Markov
decision model; with the di�erence that their evaluation is based on authenticity,
con�dentiality, and integrity.

The key point they identify is that given the existing technology, completely
enforcing security measures to satisfy all security requirements, like those iden-
ti�ed in chapter 4, would be a huge burden on the IoT device. As such, they
propose that the security measures enforced adapt to the context in which the
device is operating under.

Although the results of the studies by Hamdi and Abie [71] and Wang et al.
[104] shows progress in adaptive security based on game theory, both of these
approaches do not consider how the rate of compromised nodes are adjusted
and set in a live environment. Furthermore, they also do not de�ne how a
node will determine if another node is indeed compromised. Consequently, their
approaches are not practical until these concerns are resolved.

An alternative approach to adaptive security is theorized by Mayzaud et al.
[52] where they propose idea of using risk management techniques to detect
and prevent attacks, while also making the most e�cient use of the resources
available. This would allow nodes to adjust their security metrics depending
on their circumstances and the threats detected. They primarily focus on the
RPL routing protocol and suggest that a risk metric be calculated based on the
probability of attacks, exposure to attacks and consequence of attacks.

Under their approach, once a threat has been detected, the nodes security metric
is updated and the security requirements are adjusted, while taking into account
the amount of resources required to prevent the attack. However, unlike the
previous approaches by Hamdi and Abie [71] and Wang et al. [104], the current
approach is purely theoretical, providing only an idea of how such a system may
function.

Another alternative approach, by Liu et al. [105], proposes a dynamic approach
based on the idea of the human immune system. Their solution, called arti�cial
immune system response model (AISRM), aims to recognize and respond to at-
tacks against IoT environments by generating antigens from messages; which is
used to determine if attacks on the system is taking place due to unrecognized
and unknown antigens. They show that their approach is feasible for IoT envi-
ronment through their simulation. However, their approach relies on a central
server and it may not scale well as all communications must pass through this
server. As such further testing under more complex conditions is required for
their solution.
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In conclusion, although some approaches have been theorized; analyzed imple-
mentations are quite sparse and not fully developed. Therefore, more work
needs to be performed in this area.

6.1.6 Non-repudiation

Given that non-repudiation allows for the de�nite means of ensuring or deter-
mining the identity of who created a particular message. For IoT, the only
approach observed for performing this task is through the use of digital signa-
tures; by either signing messages with a private ECC key or through the use
of a DSA algorithm like ECDSA. It is also observed that not all frameworks or
protocols proposed ensure non-repudiation outside of the authentication stage.
Studies by Yao et al. [101], Su et al. [106], Hamdi and Abie [71], Ray et al. [107],
Wang et al. [104], and Gross et al. [54] are such solutions. However, there are
also studies that ensures that all messages exchanged are signed, like the work
by Palomares et al. [97], Skarmeta et al. [10], Vu£ini¢ et al. [4], Peretti et al. [77],
Leo et al. [20], Lakkundi and Singh [42], and Rubertis et al. [92].

Overall, the use digital signatures is a well established means of ensuing non-
repudiation and with the development of ECC, constrained IoT devices are able
to use this security mechanism. As such, this area has not received a lot of
attention.

6.1.7 Software Authenticity

While being able to ensure the validity and authenticity of the software that is
running on a device is important, this area has not received a lot of attention for
IoT environments. We believe this is because the standard approach used by the
Internet provides an acceptable level of assurance that this security concern is
adequately defended against. Given that the standard approach is to use DSAs
and digital certi�cates. Furthermore since these can be used by IoT devices due
to ECC based cryptography, it is no wonder that this area is not receiving much
attention.

Despite this, we did come across one paper that looks into this issue. Kanuparthi
et al. [108] proposes the idea of using hardware performance counters (HPC)
to check for software tampering. Their idea is that the tampered software will
perform di�erently from valid software and that the HPC should be able to
identify this. However, their approach does not take into account software
updates and also does not test this idea but merely proposes it.

56



Proposed Solutions 6.1 Security Issues

In conclusion, proper use of non-repudiation mechanisms is expected to be suf-
�cient to mitigate this security concern. Furthermore, since non-repudiation
mechanisms can also be used to ensure software authenticity during software
updates and startup, it is expected that alternative solutions will not be adopted
without exhibiting signi�cant bene�ts over the current approach.

6.1.8 Hardware Anti-Tampering and Physical Security

Given the unsafe environment IoT devices are expected to operate in, ensuring
physical security and implementing anti-tampering mechanisms is important.
In this section we will cover the approaches proposed to ensure this security
feature and although not extensive, we came across a few papers that looked
into this issue.

An interesting approach by Xu et al. [18] proposes the use of physical unclonable
functions(PUFs) and public PUFs (PPUFs) to achieve physical hardware secu-
rity and the establishment of a secure communications channel. The main idea
is that hardware based security mechanisms are more e�cient in terms of energy
consumption in comparisons to the traditional software approaches. Although
no implementation is performed, they argue that the usage of PPUFs ensures a
secure key generation, physical tamper protection and resistance against reverse
engineering; all while allowing for the establishment of a secure channel for in-
formation �ow. As such, it ensures con�dentiality and integrity; in addition to
being tamper resistant.

Similarly, a theoretical framework developed by Cherkaoui et al. [72] also makes
use of PUFs. They highlight the di�erent approaches in which PUFs can be
generated and conclude that PUF mechanisms allow for a cheap and tamper
proof means of ensuring authentication. However, their framework assumes the
fact that the IoT device is pre-registered with the server and they use the PUF
values to ensure the validity of tokens generated based on the PUF value; which
makes the approach not scalable.

Alternatively, Du et al. [109] looks into using micro-certi�cates, based on trusted
platform module (TPM) chips, to ensure authenticity and secure key generation.
Although this is possible, the paper does not take into consideration the fact
that IoT devices may not always have access to the central certi�cate entity for
authentication. Their results show that their proposed solution is able to be run
on constrained devices and it leverages the TPM chip to prevent hardware based
attacks. A similar study by Hu et al. [110] also makes use of TPM chips for
the same purpose. Furthermore, it is important that information, particularly
keys stored on IoT devices to be securely stored. Current solutions to enforce
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this makes use of on-chip-ROM memory [111] and the already mentioned TPM
chips [76].

In conclusion, it looks as if TPM chips and on-chip-ROM memory technologies
are the most commonly used mechanisms to ensure that information stored on
IoT devices are secure and this security feature is relatively well established as
long as the TPM chips remain secure. PUF functions are also shown to be useful
in regard to generating a secure key, as long as the PUF function is su�ciently
collision resistant.

6.1.9 Availability

Ensuring availability is made up of multiple factors and for the Internet, this
concept is most commonly associated with preventing DDoS and DoS attacks.
However for constrained devices, additional factors come into play due to their
constrained nature; factors like energy, memory, and bandwidth e�ciency.

Although none of the papers we have read directly look into ensuring availabil-
ity, some of them address it in various ways. For instance, solutions proposed
by Vu£ini¢ et al. [4] and Erguler [3] respectively attempt to make cryptographic
functions more e�cient while also removing redundant messages from the pro-
tocols used; in order to make their solution more e�cient.

In terms of IoT, besides making algorithms and protocols more lightweight and
e�cient, the use of devices that can harvest energy is also an important aspect
of ensuring availability. Furthermore, researchers should be aware of availabil-
ity when developing solutions and attempt to ensure this based on their prior
experience with the Internet. A good example of this is the DTLS protocol,
which integrates cookies to help prevent DoS attacks [9].

Although availability is an important concern, since IoT is not fully developed,
there is currently a lack of information on the possible attacks against avail-
ability that are speci�c to the IoT environment and these will only come to
the forefront once the technology has been implemented and is available to the
public. However, good design based on past experience in order to prevent some
issues is recommended. In conclusion, this is still an open issue.
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6.1.10 Key Management

When setting up any network, one of the �rst concerns that need to be resolved
is determining how to setup the security. Particularly in regard to sharing
security keys or keying material so that a secure channel can be established
when a new device enters the network [103]. Therefore, this section will cover
work in the area of key management. We will �rst cover the work related to
the key generation aspect of key management followed by the work related to
setting up keying parameters.

In regard to key generation, there are quite a few well known protocols available
that ensure that a secure key is generated, like the DTLS [9], HIP-DEX [112],
IKEv2 [55], PANA [113], and AMIKEY [114] protocols, to name a few that can
be run by constrained devices. Quite a substantial quantity of research has been
done in this area, with academia also developing protocols to ensure a secure
key exchange occurs, like the studies performed by Rghioui et al. [1], Zhu et
al. [2], Erguler [3], Vu£ini¢ et al. [4], Hussen et al. [5], Das [6], Rekleitis et al. [7],
and Zhang [8].

There are also studies that look into enhancing the current available protocols
mentioned previously. Hummen et al. [115] enhances the HIP-DEX protocol to
allow for session resumption, puzzle based DoS protection mechanisms, and an
adaptive retransmission system. Their results show a better performance when
compared to the unmodi�ed HIP-DEX protocol.

Additionally, Meca et al. [103] develops a security framework that extends the
HIP-DEX protocol with the adapted multimedia Internet keying (AMIKEY)
protocol. The HIP-DEX protocol makes use of asymmetric key cryptographic
mechanisms combined with stable host identities to securely identify previously
unknown hosts. The AMIKEY protocol provides key management functionali-
ties for their approach by using the pairwise keys generated as its master key;
thereby allowing for a security association to be setup with any device in the
network. Their results show that their approach is scalable and lightweight
while also enabling end-to-end security. Additionally, the number of messages
exchanges and the size of their messages are signi�cantly lower than other ap-
proaches analyzed, like PANA/EAP-TLS. A similar study by Martynov [96]
proposes the use of the AMIKEY protocol in the context of multi-cast opera-
tions; though they do not implement this to determine its usability for IoT like
the previous approaches did.

An alternative study by Sanchez et al. [116] evaluates the applicability of the
PANA protocol with EAP for constrained environments. Their results show
that the PANA protocol can be used by constrained devices for this purpose.
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However a study by Martynov [96] shows that the PANA protocol is not as
e�cient as the HIP-DEX protocol.

From this, we can see that a signi�cant amount of research has been done in
this area. However, all these approaches require some sort of pre-setup and
generally focus on the generation and update of session keys, while assuming
the variables required for the generation and update process already exist. This
is unacceptable and a full key management solution is required for the Internet
of Things that does not require user intervention or at least requires minimal
user intervention.

The question of how to securely bootstrap IoT devices is quite challenging and
a number of papers are dedicated to solving this issue. We will now look at
some papers that address this concern.

The paper by Suomalainen [117], extends the work by Asokan et al. [118], which
studies the development of key pairings. Suomalainen [117] proposes the use of
an intermediary device, like a mobile phone, that makes use of an out of band
channel to setup the pairing (security keys between two devices) information
between two devices.

However, the problem with this approach is that it would not scale for IoT
purposes; as it would most likely require substantial user intervention. This
is because the study that Suomalainen [117] extends is not de�ned for IoT
environments but for personal networks, where the number of devices joining
the network is expected to be small. Additionally, the security of the system
hinges on the security of the users mobile phone, which also may be a concern.

Similarly, Sethi [119] also proposes the use of mobile phones to securely boot-
strap IoT devices. Alternatively, he also suggests the use of scanning bar-codes
that store the unique keying information for a secure pairing. Regardless, all
these approaches discussed, as well as the work by Cheneau et al. [120], make
use of an out of band mechanism that requires user intervention. Therefore,
these solutions will not scale. However, there is slightly better proximity based
approach proposed by Rasmussen et al. [121] that does not require user inter-
vention and looks promising.

As such, key management is an open issue for IoT environments and more
research is needed in the development of scalable key management and boot-
strapping mechanisms that do not require user intervention.
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6.1.11 Trust Management

Given that IoT systems usually have a large number of devices, having the
ability to determine if a device can be trusted or not is important because IoT
applications will not function correctly if the IoT devices connected to it start
sending it incorrect data. In this section we will cover the approaches proposed
to ensure trust management and although not extensive, we came across three
papers that looked into this issue.

In the �rst scheme, Bao et al. [122] proposes a distributed trust system where
nodes form communities of interest (CoI), based on the nodes that interact
frequently with the particular node in question. Basically, each node maintains
the trust ratings of a limited set of other nodes and will update these based on its
interactions or encounters with other nodes. Additionally, nodes can also pass on
recommendations to other nodes while results in a �exible trust management
system. The results of their simulations shows that newly joined nodes can
quickly build up an accurate trust convergence rating. However, their solution
is missing a proof of concept implementation or simulation on constrained IoT
devices so its feasibility for IoT environments is questionable.

Intruder detection is an important aspect of security for any network. As such,
the second study by Raza et al. [53] designs and simulates an IDS system, called
SVELTE to handle trust management. Their solution assumes that the IoT
devices are using RPL for routing over the 6LoWPAN protocol. Additionally,
SVELTE uses a hybrid design: performing heavyweight tasks on a centralized
unconstrained device and running lightweight modules on the IoT nodes in a
distributed manner.

The lightweight modules running on the IoT nodes regularly sends mapping
information to the central server, which reconstructs the RPLs routing state
for anomaly based intruder detection by its IDS module. Additionally, the IDS
module is also able to perform signature based intruder detection. Under their
approach, once a compromised node is detected, the mini-�rewall is informed,
so that it �lters unwanted messages from the network.

The results of their simulation shows, based on energy and memory usage, that
their IDS system can be run on IoT nodes and servers because the heavy weight
processing tasks are performed by the unconstrained devices. It also shows a
good ratio of attack detection and allows for easy extensibility to the IDS module
to detect other attacks.

In contrast to this approach, a study by Oh et al. [123] proposes an IDS system
that is purely anomaly based and runs entirely on the IoT nodes. The main
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idea behind their approach is to speed up the traditional anomaly detection
mechanisms by reducing the quantity of matching operations for detecting an
attack. However, the applicability of their approach is questionable as it is not
evaluated in terms of energy e�ciency and memory usage; as done by Raza et
al. [53]. This energy and memory evaluation is particularly important for their
approach since they mention that each IoT node will run an IDS module, which
may overtax the constrained devices resources.

In conclusion, there is insu�cient research into this area and further studies are
needed.

6.2 IoT Architecture

In this section we will discuss the IoT architectures that have been proposed
by academia. We will start o� with the commonly described approach and the
extensions to this approach. This will be followed by the outlier approaches
along with a brief outline of some papers of note.

6.2.1 Common Approach

The majority of studies that look into IoT architectures make use of or de�ne
the same or similar security architecture for IoT [3, 39, 60, 102, 124�135]. Most
commonly, they divide IoT into three layers; being the perception, network,
and application layers as shown in Table 6.1. For completeness, Table 6.1
also shows the additional layers, italicized, that are not commonly identi�ed
but have been de�ned by some researchers.

Business layer

Application layer

Middle-ware layer

Network layer

Perception layer

Table 6.1: IoT Architecture

We will now brie�y cover the functions of each of these layers; starting with the
three most common: perception, network, and application layers. This will be
followed by other not so common layers.
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6.2.1.1 Common Layers

Perception layer - represents the physical IoT devices/nodes and is responsi-
ble for all sensing and actuation activities [124]. This layer handles the data and
physical security concerns of the IoT nodes and given that IoT nodes may be
deployed in harsh environments, the primary risks associated with this layer are
tampering, cloning, and information leakage [124]. Therefore, it should ensure
that the information collected by sensors is not made available to attackers and
that it is reliable [127].

Network layer - depending on the paper, this layer is also referred to as the
Transport layer and its purpose is to provide information transmission func-
tionalities for IoT devices across di�erent linked layer devices [128, 132]. Since
this is basically the communication layer, it is vulnerable to all communication
attacks, like eavesdropping, illegal access, DoS, replay, authentication, and con-
�dentiality attacks; to name a few. As such, it should ensure that information
received from the perception layer is transmitted securely to the devices that
will be further processing this information.

Application layer - handles the analysis and processing of information re-
ceived from the IoT nodes to achieve a useful goal [128]. It also controls decision
making processes and generates commands that nodes/devices must execute to
achieve a task [128]. This layer should ensure that information is processed and
stored securely while also maintaining proper access control functionalities.

6.2.1.2 Extension Layers

Middle-ware layer - also sometimes referred to as the processing or support
layer in literature [8, 60, 125, 132]. Its task is to process, collect, and analyze
the information that is received from the network layer. This layer acts as
an interfacing layer between the network and application layers; to allow for
the easy access of information and execution of commands by the application
layer [129]. It also allows for data standardization from the possible di�erent
formats of information received from the network layer.

Business layer - manages the IoT applications and builds business models
based on information from the application layer [132, 133]. It is basically an
overall system management layer that is also used for analytical purposes to al-
low businesses to strategize and determine the future actions/investments/paths
they wish to take in regard to IoT technology [132,133].
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Figure 6.4: IoT architecture security requirements by layer [60]

Now that we have covered the common approach de�ned, Figure 6.4 provides
a good, if brief, outline of the security requirements that some of the layers
should provide and this matches what the majority of the architectural papers
de�ne [60].

All in all, the majority of studies de�ned the approach covered in this section.

6.2.2 Outliers

In this section, we will cover the architectures proposed that are di�erent from
the common approach previously described.

Sicari et al. [33] develops an architecture that primarily makes use of two key
components: e-nodes and networked smart object (NOS); which can be seen in
Figure 6.5.

E-nodes are IoT nodes with the extension of special nodes that are able to
access user generated data; like information a user posts on facebook. NOS
devices are used to control e-nodes and perform three key operations called
analysis, data annotation, and integration; to allow for the normalization of the
data received from di�erent sources. This would allow a user to easily access
and process information. The operations are de�ned as follows:
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Figure 6.5: Proposed security architecture by [33]

The analysis layer analyzes the information to derive the source, data type,
security features available and quality of information. The data annotation
layer adds additional meta-data to the messages in terms of the factors analyzed
previously. The integration layer integrates data from the various e-nodes
depending on the system requirements. For instance, if the system requires a
certain level of security, then this layer can ignore all e-nodes that do not meet
this criterion while only sending the information from nodes that do.

Although the structure of their architecture looks di�erent from the previously
commonly de�ned one; they are similar. This paper de�nes e-nodes that would
be the same as the perception layer. NOS operations would be the application
layer and/or middle-ware layer. However, the primarily focuses of this archi-
tecture is limited to the application layer of the commonly de�ned architecture
and is missing other important layers.

Sicari et al. [33] however does bring up an interesting idea of IoT nodes that are
not just physical but also digital in nature; which has been overlooked in previous
approaches. Speci�cally, under their architecture, they de�ne special IoT nodes
that do not have a physical presence and instead of collecting information about
the physical world, they collect information that their user puts on the digital
world, like their facebook updates.

Another di�erent approach is proposed by Addo et al. [136], where they specif-
ically separate out cloud services and divide the architecture into three key
components: IoT sensors and actuators, the cloud based services, and a central

65



6.3 Discussion and Future Work Proposed Solutions

governing component; which can be seen in Figure 6.6.

Figure 6.6: Conceptual reference architecture [136]

The ubiquitous sensors and devices component handles all security and privacy
issues directly related them along with the network security when communi-
cating with the external environment. A similar functionality limited to cloud
based services is de�ned by the cloud component. The cross-cutting governance
layer is a trusted third party responsible for ensuring and monitoring privacy
and standard protocols are enforced as well as regulating cloud servers and ubiq-
uitous devices; to ensure that standard protocols, policies and security features
are maintained.

However, they do not go into a lot of detail on how some of this will be achieved.
For example, the cross-cutting governance component is envisions to have the
means of evaluating and enforcing security policies on all IoT devices. Although
this is easy to state, it might not be possible because having a central entity
ensure security policies are enforced worldwide is a titanic task.

6.3 Discussion and Future Work

This section will provide a summary of the state of each security aspect as well
as what we believe is the future research work required for IoT to fully develop.
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A summary of the approaches surveyed is also provided and can be seen in Table
6.2.

6.3.1 Summary

This section will provide a summary of what we believe is the state of each
security concern.

Given the signi�cant amount of research in the areas of authentication, con-
�dentiality, integrity, non-repudiation, and software authenticity, which show
concrete and proven solutions exist to these issues. We believe that the cur-
rent solutions to these issues are su�cient to reasonably mitigate the security
concerns in these areas. However, further research can always be done into
the enhancement or development of new cryptographic mechanisms that are
more e�cient than the currently used mechanisms. Additionally, given that the
Internet of Nano Things has already been envisioned, it is expected that these
devices will be even more constrained than the current IoT [61,137,138]. There-
fore, more e�cient algorithms will be required for this next phase of IoT to be
feasible.

In regard to authorization and access control, although research is not sparse
and primarily focuses on a capability based approach; a practical implementa-
tion that provides a �ne granularity of access control along with the ability to
delegate and revoke access rights is still pending. Therefore, more research into
this area is required.

The area of self-con�guration primarily consists of theoretical papers; with
sparse analyzed implementations. As such, more research into this area is re-
quired. A particular area of interest is regarding mobile IoT devices and how
self-con�guration should occur when joining and leaving IoT environments; all
while maintaining its own identity and knowledge of its home environment.

Hardware anti-tampering research primarily focuses on TPM microprocessors
and PUFs and the results show that these are suitable to prevent hardware
related attacks. Further research may be required in the development of collision
resistant PUFs to ensure unique keys are generated. Other than this, continuous
development of the TPM microprocessors are required to ensure that newly
discovered vulnerabilities are defended against. However, current research has
shown that the implementation of TPM chips will not signi�cantly impact the
cost of the IoT devices and that it is currently a feasible technology to be
integrated to mitigate hardware security concerns; but whether corporations do
this is an entirely di�erent matter.
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In terms of availability, research into ensuring the availability of systems con-
nected to the Internet is constantly ongoing. Given that new attacks are con-
stantly developed and defended against, it is expected that this trend will also
occur for the Internet of Things. However, presently IoT technology is still
emerging and the attacks against availability is still to be seen. Consequently,
researchers should keep this security concern in mind and attempt to integrate
preventative measures to known attacks based on their knowledge with systems
on the Internet. A good example of this is the DTLS protocol which integrates
cookies to help prevent DoS attacks [9]. Therefore solutions should be devel-
oped to help prevent issues in the future based on our past experience with
availability for the Internet.

Key and trust management are currently open issues for IoT and further re-
search is required in these �elds. Particularly, the development of scalable key
management and bootstrapping mechanisms that does not require user inter-
vention needs to be developed. Furthermore, trust management solutions needs
to be developed, evaluated, and compared to determine the best possible way
forward.

6.3.2 Future Direction

This section covers the future research into IoT that we believe is required based
on this chapter as well as the summary of solutions proposed shown in Table
6.2.

To start o�, despite that fact that a lot of research has been done in the context
of IoT and security, there is a striking lack of research and literature that de�nes
a complete IoT system which takes care of security throughout a devices/nodes
entire life-cycle. The majority of research focuses on a small set of security
concerns and while we have come across a couple of studies that does look at a
holistic security system for IoT [19,119,139], an implementation of the approach
is still pending.

Additionally, due to limited bandwidth and resources available to IoT devices,
the use of multi-cast communications would bene�t IoT devices since it would
not require the retransmission of the same message to multiple recipients. Al-
though some work has been performed in this area [96, 97]; there is currently
no standard that we are aware of which secures multi-cast communications over
CoAP. Therefore, further research needs to be performed to develop this stan-
dard.

Furthermore, it is not only in this area that standards need to be developed.
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Kasper et al. [37] has shown that the industry does not always follow the best
practice and that they sometimes develop �awed products based on proprietary
solutions. As such, standard security frameworks need to be developed to pro-
vide a guideline for manufacturers. This would also help with the integration
of IoT environments because if everyone is following the same standard, inte-
grating di�erent products from di�erent manufacturers becomes a much simpler
process.

Another emerging research area relates to the development of security policies
and information control �ow mechanisms. Since IoT technology revolves around
the idea of multiple devices sharing information with each other; limitations on
what the receiver or consumer can do with the information it receives needs
to be enforced. Without this, consumer devices would be able to share data
with other devices or people who should not have access to the information.
Additionally, since nodes may be a member of more than one IoT environment,
this feature is all the more important.

Moreover, although symmetric cryptographic mechanisms are fast and e�cient,
a scalable and e�cient key management system that does not require user in-
tervention is still unavailable for constrained devices and needs to be developed.

Additionally, we should be aware that the software running on IoT devices is
not perfect. Therefore, when new vulnerabilities are found, new software up-
dates and patches are developed and deployed to resolve the issue discovered.
However, updating millions of constrained devices in a secure, timely, and au-
tomated manner is challenging and more research into this issue needs to be
performed with this in mind.

In addition, despite the fact that research into access control mechanisms is
not sparse for IoT, a practical implementation that allows for access rights
delegation, revocation, and a �ne granularity of access control is still pending.

Finally, an interesting point of research is in relation to self-adaptive systems
where the IoT devices are able to adapt their security in relation to the network
policies that it is connected to at the moment; assuming that the IoT device is
mobile and joins and leaves multiple IoT networks while being mobile. As such,
these changes must occur on the �y without obvious delay to the devices current
operation. In contrast to this, it is important that devices are secure in their
own right; hence control over which networks a device is able to connect to is
also important. Although some research into this area has commenced; like the
interesting idea by Ning et al. [126], whereby di�erent identities, information,
and operations become available to the IoT devices as it connects to di�erent
networks. More work still needs to be done in this area.
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Chapter 7

Protocol Analysis

This chapter covers the analysis of various protocols proposed in order to deter-
mine if they are vulnerable to attacks against authenticity and con�dentiality.
Additionally, with the exception of the DTLS protocol, all the other protocols
analyzed are not standardized security protocols. The protocols being analyzed
are listed as follows in the following sections:

Protocol 1: by Rghioui et al. [1]

Protocol 2: by Zhu et al. [2]

Protocol 3: by Erguler [3]

Protocol 4: by Vu£ini¢ et al. [4]

Protocol 5: by Hussen et al. [5]

Protocol 6: by Das [6]

Protocol 7: by Rekleitis et al. [7]

Protocol 8: by Zhang [8]

Protocol 9: by Modadugu and Rescorla [9]
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7.1 OFMC Protocol Analysis

Each protocol was de�ned in Alice and Bob (AnB) notation and simulated using
a tool called OFMC. In the following sections, we will �rst brie�y explain what
OFMC is followed by an explanation of the approach used by each protocol
proposed along with the results of the analysis. Finally, an overall wrap up
of the protocols will be performed whereby a summary of the results will be
illustrated.

7.1 OFMC

OFMC is a tool developed for the veri�cation of security protocols based on
lazy demand driven searches [141]. It is able to make use of the Alice and Bob
(AnB) notation as a simple language to describe protocols for analysis. The
AnB notation is used because it allows for an intuitive and succinct means of
describing security protocols [142]. A detailed explanation of this is beyond the
scope of this project but the components and notation commonly used will be
brie�y covered in Section 7.1.1. For more details, it is recommended that the
reader refer to [142].

OFMC also makes use of the idea of a lazy intruder model to limit the state
space (to stop an in�nite branching e�ect on the state space under the Dolev-
Yao intruder model) that will be searched for the protocol being analyzed when
combined with constraint di�erentiation; more details can be found in [141,143].
As such, OFMC is able to perform a demand driven veri�cation of a protocol
that is constraint based and guaranteed to terminate; if an attack is found within
the session bounds [141,143].

Although there are a number of tools that perform protocol analysis, like SATMC.
OFMC was chosen as it does not generate false positives.

7.1.1 AnB Input and Notation

This section will cover the general components of an AnB �le used by OFMC;
as well as some of the common notations used in our work. As such, we will be
using the input �le speci�ed in Listing 7.1 as a baseline for the explanation.
The input �le is made up of 4 sections: types, knowledge, actions, and goals.

Types specify the data type a variable is, like whether the letter B denotes an
agent, number or function. It is also important to note that agents de�ne the en-
tities or devices that are communicating. Knowledge de�nes what information
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Listing 7.1: Sample AnB input �le for OFMC

Types :
Agent A, r ;
Number NA,NR;
Function sk

Knowledge :
A: A, r , sk (A, r ) ;
r : A, r , sk (A, r )

Act ions :
A−>r : A, { | A, r ,NA |} sk (A, r )
r−>A: { | A, r ,NA, NR |} sk (A, r )
A−>r : { | A, r ,NR |} sk (A, r )

Goals :
A au then t i c a t e s r on r , sk (A, r ) ,NA,NR
r au then t i c a t e s A on A, sk (A, r ) ,NA,NR
NA s e c r e t between A, r
NR s e c r e t between A, r

the particular agent/role knows prior to the execution of the protocol. Actions
de�ne the message exchange between agents. Goals specify the objective of the
protocol after the messages have been exchanged.

Additionally, Table 7.1 contains some of the common notations used. Fur-
thermore, it should be noted that when de�ning types, variables in uppercase
letters de�ne entries that can be any value or simply variable values, like A.
Furthermore, variables in lower case letters are constants, like r.

7.2 Protocol 1: by Rghioui et al. [1]

Rghioui et al. [1] proposes and develops a protocol speci�cally in the context of
health-care for IoT devices but it can also be applied in other contexts. Their
protocol makes use of symmetric cryptography and a key management system
to ensure con�dentiality and authentication. It also aims to ensure that a secure
key exchange occurs.

The protocol has three agents: the IoT node, a gateway, and a health-care
server. Additionally, it assumes that the IoT nodes are pre-registered with the
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Notation Meaning
Communication
Channels

A ->B: M Agent A sends message M to Agent B
over an insecure channel.

A *->B: M Agent A sends message M to Agent B
over an authentic channel. So Agent B
can be sure that the message came from
Agent A.

A ->* B: M Agent A sends message M to Agent B
over a con�dential channel. Therefore,
Agent A can be sure that only Agent B
can receive the message.

A *->* B: M Agent A sends message M to Agent B
over a secure channel. This channel
ensures both authenticity and con�den-
tiality.

Encryption and
decryption

{ x }pk(A) Asymmetric encryption of variable x us-
ing the public key of agent A.

{ x }inv(pk(A)) Asymmetric decryption or signing of
variable x using the private key of agent
A.

{| y |}k Symmetric encryption of variable y us-
ing the key k.

Functions sk(A,r) Function sk should return the symmet-
ric key between Agents A and r.

pk(A) Function pk run should return the pub-
lic key of Agent A.

inv(pk(A)) Function inv should return the private
key of Agent A when given the public
key of Agent A as an argument.

h(.) Hash function.
, Comma is used as a conjunction opera-

tion.
Miscellaneous # Designates comments.

N? or N?? Designates nonce values from a particu-
lar agent. For instance NS would be a
nonce value from Agent s.

Table 7.1: Notation Used
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server; where the server stores a special node identi�er for each node in the IoT
network. The basic idea of their approach is that the gateway generates a seed
value, which the server and nodes then use, in conjunction with the nodes pre-
registered ID value, to generate a symmetric key. Given this, the server can be
sure that any data it receives that is encrypted with the symmetric key comes
from an authentic node and that the information sent is con�dential.

A very good aspect of their approach is that they do not de�ne any speci�c
encryption scheme to be used. This allows for appropriate mechanism to be
chosen depending on the needs of the application being developed.

The following section covers the protocol in more detail as well as the analysis
results of this protocol.

7.2.1 Protocol 1: Analysis Result

Listing 7.2 shows the protocol Rghioui et al. [1] proposes in AnB notation. Their
protocol generally performs the following steps. First, the gateway generates a
seed value, which is sent to the server and IoT node to allow them to generate
the symmetric key in combination with the nodes ID (which is assumed to be
pre-registered in advance). The IoT node then encrypts its node ID with the
generated symmetric key and sends it to the server via the gateway. Once this
message is received, the server decrypts the message to ensure that the nodes
ID matches that of the IoT node that it is attempting to communicate with. If
the node's ID is valid, then the node is authenticated and each party can then
use the symmetric key generated for communications.

Upon simulation of this protocol, two attacks are found. First, the protocol is
vulnerable to replay attacks. This is a problem because an intruder is able to
replay valid old messages to the server. The cause of this is that there is no
mechanism in the protocol to ensure freshness of messages.

As a side note, since the authors did not specify whether the gateway node is
secure or not; the protocol is simulated under both situations. Regardless of
this, both simulations are shown to be vulnerable to the same replay attack.
The attack trace for the protocol is shown in Figure B.1 in Appendix B.3;
which illustrates the replay attack. This attack can possibly be resolved by
adding nonce values to messages to ensure that the message is unique and fresh.

The second attack found shows that the protocol does not ensure authenticity.
This is due to the fact that the gateway is not authenticated by either the
node or the server; which brings into focus two issues, �rst being the lack of
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Listing 7.2: Protocol Rghioui et al. [1] proposes

Protoco l : P1

Types :
# A − node
# G − gateway
# s − s e r v e r
Agent A,G, s ;
Number SEED, SEQNO, SEQNO2, NR;
Function sk , nid ,h

Knowledge :
A: A, nid (A) , sk , h ;
G: G, s , sk , h , nid (G) ;
s : s , nid , sk , h

Act ions :
G−>A: SEED, h(SEED) , SEQNO
A−>G: { | nid (A) | } sk (SEED, nid (A) ) , A
G−>s : SEED, h(SEED) , SEQNO2
s−>G: NR
G−>s : { | nid (A) | } sk (SEED, nid (A) ) , A

Goals :
A au then t i c a t e s G on SEED, h(SEED) , SEQNO
s au then t i c a t e s G on SEED, h(SEED) , SEQNO2
s au then t i c a t e s A on nid (A) ,A,SEED, h(SEED)
sk (SEED, nid (A) ) s e c r e t between A, s
nid (A) s e c r e t between A, s
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authentication. Second, the fact that an intruder can set the seed values which
the nodes and server use to generate a session key. This allows the intruder to
rollback the seed value to an older seed value; which the symmetric key used
may have been compromised or broken. As a result, the protocol will no longer
ensure authenticity or con�dentiality. The attack trace for this can be seen
in Figure 7.1 where the intruder successfully pretends to be a valid gateway
without the other devices noticing that they are not really communicating with
the gateway device. A possible solution is to authenticate the gateway device
by signing the messages that it sends.

Figure 7.1: Attack trace for the protocol that Rghioui et al. [1] proposes -
authentication attack

In conclusion, this protocol does not ensure con�dentiality and authenticity
while also being vulnerable to replay attacks.

7.3 Protocol 2: by Zhu et al. [2]

The study by Zhu et al. [2] proposes an authenticated key exchange (AKE)
protocol for the RFID technology. Speci�cally, the paper highlights the fact that
given how RFID technology is integrated into the IoT environment; protocols
and security mechanisms can no longer assume that the RFID readers are secure
and uncompromisable. As such, they propose a protocol that they claim is
secure, in terms of authenticity and con�dentiality.

Despite the security claims of Zhu et al. [2], Erguler [3] performs a study that
refutes their claims by showing that the protocol is vulnerable to attacks. How-
ever, Erguler [3] does not simulate the protocol but theoretically brakes it under
certain assumptions. As such, even taking their analysis into account, our sim-
ulation shows an attack on the protocol that is not previously identi�ed.
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7.3.1 Protocol 2: Analysis Result

Listing 7.3 shows the protocol Zhu et al. [2] proposes in AnB notation. Simply
put, the protocol performs the following steps. The RFID reader �rst sends a
nonce with a query request to the RFID tag/node. The node responds with a
new nonce along with a hash of what it knows so far back to the reader. The
reader encrypts the information it has received with the public key of the server
and sends it to the server. Upon its receipt, the server will use these values to
determine the nodes identity and then generates the session key as well as a few
other hashed values; which the tag uses to generate the session key. These values
generated by the server are then sent to the reader and eventually propagated
to the node device.

Listing 7.3: AKE-MRFID protocol Zhu et al. [2] proposes

Protoco l : P2

Types :
# T − RFID tag /node
# R − RFID reader
# s − s e r v e r
Agent T,R, s ;

# NR/NT − random number generated by reader / tag
# AT − ac c e s s type
# T1 − r ep r e s en t s the new T id generated
# q − r ep r e s en t s a query c a l l
# nid − r e t r i e v e s the nodes ID
Number NR, q , NT, AT, T1 ;
Function h , sk , pk , inv , xor , nid

Knowledge :
T: T, s , sk (T, s ) , h , xor , nid (T) ;
R: R, s , sk (R, s ) , pk ( s ) , h , q , nid (R) ;
s : sk , pk ( s ) , inv (pk ( s ) ) , R, T, s , xor , h , nid

Act ions :
R−>T: q , NR
T−>R: NT, h( nid (T) , NR, NT, sk (T, s ) ) , nid (T)
R−>s : {AT, nid (R) , NR, nid (T) , NT, h( nid (T) ,NR,NT, sk (T, s ) ) }

pk ( s )
s−>R: { | nid (R) ,NR, nid (T) , h(NR,NT, sk (T, s ) ) , xor (h( nid (T) ,

sk (T, s ) ) ,T1) , h (T1 , h(NR,NT, sk (T, s ) ) ) | } sk (R, s )
R−>T: xor (h( nid (T) , sk (T, s ) ) ,T1) , h (T1 , h(NR,NT, sk (T, s ) ) )

Goals :
s au then t i c a t e s R on nid (R) , NR, nid (T) , NT, h( nid (T) ,NR,NT, sk
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(T, s ) )
s au then t i c a t e s T on nid (T) , h( nid (T) ,NR,NT, sk (T, s ) ) , NR, NT,

sk (T, s )
T authen t i c a t e s R on NR, nid (T) , NT, h(NR,NT, sk (T, s ) )
T authen t i c a t e s s on h(NR,NT, sk (T, s ) ) , h ( nid (T) , sk (T, s ) ) , T1 ,

h(T1 , h(NR,NT, sk (T, s ) ) )
h(NR,NT, sk (T, s ) ) s e c r e t between T, s
T1 s e c r e t between T, s
h(NT, sk (T, s ) ) s e c r e t between T, s

The results of this protocols simulation shows that it does not ensure the au-
thenticity of the entities communicating. Speci�cally the RFID reader is not
authenticated; thus allowing an intruder to pretend to be a valid RFID reader.
This is consistent with the attack shown theoretically by Erguler [3]. The attack
trace for this can be seen in Figure 7.2 where the intruder is able to imper-
sonate the tag and reader to the server and tag devices respectively. A possible
solution for this attack is to ensure that the RFID reader authenticates itself;
possibly by signing the messages.

Figure 7.2: Weak authentication attack trace for AKE-MRFID protocol Zhu
et al. [2] proposes

The simulation also identi�es in an attack not found by the analysis performed
by Erguler [3]. This attack has to do with the secrecy of the session key generated
by the server. Given the fact that the reader is assumed to no longer be an
uncompromisable device, an intruder that takes over a valid RFID reader will
have access to all the information that the particular reader has rights to. This
is a problem since the protocol de�nes that the server sends the symmetric key
for communication between the RFID tag and the server to the RFID reader.
It is unclear as to why this is occurring; as the reader does not send this key
value on to the tag because the tag is able to generate the key from the hash
values it received. Regardless, if the reader is compromised, an intruder is then
able to read and modify the contents of the messages sent from a valid tag to a
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valid server; thus resulting in con�dentiality not being maintained. The attack
trace for this can be seen in Figure 7.3. A possible solution is to simply remove
sending the symmetric key to the RFID reader in the �rst place.

Figure 7.3: Secrecy attack trace for AKE-MRFID protocol Zhu et al. [2] pro-
poses

As such, the protocol does not ensure authenticity and con�dentiality.

7.4 Protocol 3: by Erguler [3]

The study by Erguler [3] proposes an authenticated key exchange (AKE) pro-
tocol for RFID technology, which enhances the previous protocol we discuss in
Section 7.3. In their study, they prove that the protocol de�ned by Zhu et al. [2]
is weak against de-synchronization, replay, and reader impersonation attacks.

Given this, they enhance the protocol to ensure that a secure session key is
generated to guarantee authenticity and con�dentiality. Their paper claims that
their protocol ensures that these security requirements are met but simulations
are not performed to verify this claim.

7.4.1 Protocol 3: Analysis Result

Listing 7.4 shows the protocol Erguler [3] proposes in AnB notation. Simply
put, their approach enhances the protocol initially de�ned by Zhu et al. [2] by
adding two new message exchanges at the start of the protocol. This is done
to ensure the authenticity of the RFID reader (through the use of signatures)
and to ensure the freshness of messages (by having the server generate a nonce).
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There are some other minor changes but primarily, the protocol remains the
same.

Upon simulation, a critical attack is found for this protocol where the symmetric
key value is obtainable by the intruder. It should be noted that this attack is
present in the initial protocol, as shown in the previous Section 7.3; but is
not identi�ed by Erguler [3] in their study. This attack is possible due to the
fact that the reader device is sent the symmetric key. When combined with
the assumption that a reader device may be compromised, this will result in a
situation where the intruder is able to modify and read the data as they please.

Therefore, the protocol does not ensure con�dentiality and authenticity. The
attack trace for this can be seen in Figure 7.4, where an intruder has compro-
mised a valid reader device. A simple solution to resolve this issue is to not send
the session key to the RFID reader as it does not re-send the key to the node
device and it does not do anything with this key value.

Figure 7.4: Secrecy attack for the protocol that Erguler [3] proposes

As such, this protocol does not ensure authenticity and con�dentiality.
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Listing 7.4: Protocol Erguler [3] proposes

Protoco l : P3

Types :
Agent T,R, s ;
Number NS, NR, Q, NT;
Function h , sk , pk , nid

Knowledge :
T: T, s , sk (T, s ) , h , nid (T) ;
R: R, s , pk (R) , inv (pk (R) ) , pk ( s ) , h , nid (R) ;
s : sk , pk ( s ) , inv (pk ( s ) ) , R, T, s , h , nid , pk (R)

Act ions :
R−>s : { nid (R) , { nid (R) ,NR} inv (pk (R) ) }pk ( s )
s−>R: {NS, h( nid (R) , NR) } inv (pk ( s ) )
R−>T: Q, h(NR,NS)
T−>R: NT, h( h(NR,NS) , NT, sk (T, s ) )
R−>s : h(h(h(NR,NS) ,NT, sk (T, s ) ) ,NR) ,h(h(NR,NS) ,NT, sk (T, s ) ) , NT
s−>R: h( nid (T) ,h(NT, h(NR,NS) , sk (T, s ) ) , sk (T, s ) ) , { h(NT, h(NR,

NS) , sk (T, s ) ) ,NR }pk (R)
R−>T: h( nid (T) , h( NT, h(NR,NS) , sk (T, s ) ) , sk (T, s ) )

Goals :
s au then t i c a t e s R on NR, NS, nid (R) , { nid (R) ,NR} inv (pk (R) ) , h

( h( h(NR,NS) , NT, sk (T, s ) ) , NR)
R authen t i c a t e s s on NR, NS, {NS, h( nid (R) ,NR) } inv (pk ( s ) ) , h (

nid (R) ,NR)
s au then t i c a t e s T on h(h(NR,NS) ,NT, sk (T, s ) ) , h (NR,NS) , sk (T, s )

, nid (T)
T authen t i c a t e s s on h( NT, h(NR,NS) , sk (T, s ) ) , nid (T)
h( NT, h(NR,NS) , sk (T, s ) ) s e c r e t between T, s
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7.5 Protocol 4: by Vu£ini¢ et al. [4]

The protocol Vu£ini¢ et al. [4] proposes is an end-to-end protocol called OSCAR.
The goal of it is to ensure authenticity, authorization, con�dentiality, integrity,
and non-repudiation while also achieving a better performance factor, in terms
of energy, space, and bandwidth, than simply using DTLS over CoAP.

The protocol makes use of DTLS for all communications occurring with the
server and a symmetric key composed of the message ID, device certi�cate, and
an access secret; to allow for an e�cient means of ensuring security.

7.5.1 Protocol 4: Analysis Result

Listing 7.5 shows the protocol Vu£ini¢ et al. [4] proposes in AnB notation.
Simply put, the protocol makes use of a secure DTLS communication channel
whenever the consumer/producer node communicates with the authentication
servers. All other communication occurs over a channel that is not secure.

As such, their protocol generally consists of the following steps. First, the pro-
ducer registers its resources with the server. For which the server generates an
access secret and sends it back to the producer IoT node. Now, when a consumer
wants to access a particular resource, he/she �rst requests for access to it from
the authentication server. The server then checks if the consumer is authorized
to have access to the resource in question and if so, sends him/her the access
secret as a response. This ensures that the consumer has been authenticated
and authorized. Next, the consumer sends the producer device a request for the
resource and waits to receive a signed and encrypted payload from the producer.

It should be noted that Vu£ini¢ et al. [4] are aware that their protocol is vulner-
able to reply attacks; therefore this type of attack is ignored from our analysis.
They have handled this by stating that the CoAP protocol they use has an
existing duplicate detection mechanism and when combined with the periodic
updates to the access secrets, should handle this security concern adequately.
Additionally, their approach also allows for the use of multi-cast communication
by leveraging the fact that only symmetric encryption mechanisms are used for
secure data transmission.

Our simulation of the OSCAR protocol, when not taking into account replay
attacks, does not �nd an attack against authentication or con�dentiality; mean-
ing that the payload from the producer node is always secure and authentic.
This can be seen in Listing 7.6 where the simulation is run for 5 hours.
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Listing 7.5: Protocol Vu£ini¢ et al. [4] proposes - OSCAR

Protoco l : P4_OSCAR

Types :
# C − IoT c l i e n t dev i c e
# P − IoT senso r /node
# s − s e r v e r
Agent C,P, s ;

# ASID − Access s e c r e t ID or seed value ID
# MID/MID2− Message ID ( t h i s i s a part o f the CoAP message

but i s used f o r key gene ra t i on ; so i t i s model led here )
Number ASID , MID, MID2, REQUEST, DATA, N;

# re s − f unc t i on to get the r e sou r c e that the IoT node i s
r e g i s t e r i n g

# ra − f unc t i on to r eques t au tho r i z a t i on
# as − f unc t i on to get the a c c e s s s e c r e t g iven i t s ID
# c id − c e r t i f i c a t e ID
Function sk , pk , res , ra , as , c id , h

Knowledge :
C: ra (C) , C, pk , inv (pk (C) ) , sk , C, s , h ;
P : r e s (P) , P, pk , inv (pk (P) ) , sk , P, s , h ;
s : ra , res , c id , as , C,P, s

where C!=s , P!=s , P!=C

Actions :

P ∗−>∗ s : r e s (P)
s ∗−>∗ P: ASID , as (ASID)
P ∗−>∗ C: N
C ∗−>∗ s : ra (C)
s ∗−>∗ C: P, ASID , as (ASID)

#reques t phase
C−>P: MID2,ASID , C, { |{REQUEST} inv (pk (C) ) | } sk ( as (ASID) ,MID2,C)
P−>C: MID, ASID , P, { | {DATA} inv (pk (P) ) | } sk ( as (ASID) ,MID ,P)

Goals :
C weakly au then t i c a t e s s on ASID , as (ASID)
P weakly au then t i c a t e s s on ASID , as (ASID)
DATA s e c r e t between C,P
REQUEST s e c r e t between C,P
( sk ( as (ASID) ,MID,P) ) s e c r e t between C,P
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Listing 7.6: Successful simulation for the protocol that Vu£ini¢ et al. [4] pro-
poses

Open−Source Fixedpoint Model−Checker ve r s i on 2013b
Ve r i f i e d f o r 1 s e s s i o n s
Ve r i f i e d f o r 2 s e s s i o n s

In conclusion, this protocol ensures con�dentiality and authentication.

7.6 Protocol 5 by Hussen et al. [5]

The protocol Hussen et al. [5] proposes is called SAKES and is supposed to
ensure authentication and the establishment of a secure session key. They make
use of three entities: the IoT nodes, IoT reader device or router device, and
an unconstrained border gateway. The general idea behind their protocol is
to ensure that a secure communication channel between an IoT node and the
border gateway is established. This is also combined with the assumption that
all communications between the border gateway device and the server, or other
devices on the Internet, is assured via traditional security measures to provide
a full security solution. This is because the border gateway is an unconstrained
device and is assumed to be able to handle the load of traditional security
mechanisms.

It is important to note that the protocol, as they de�ne it is impossible to run.
This is due to the simple fact that at one point, the protocol requires that
the gateway device directly communicate with the IoT devices, without �rst
sending the message through the intermediate router or reader device. This is
not possible under most situations because the border gateway will not be in
range of the IoT device to directly communicate with it. Furthermore, if the
border gateway is able to communicate directly with the node devices, then
there is no need for the reader device to exist in their protocol.

Taking this into consideration, the protocol we analyze is adjusted for this issue
in order to see if other issues arise during simulation. The adjustment sim-
ply routes the messages through the router device when the border gateway is
de�ned to communicate directly with the IoT node.
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7.6.1 Protocol 5: Analysis Result

Listing 7.7 shows the protocol Hussen et al. [5] propose in AnB notation. Simply
put, it assumes that the IoT devices and reader/router devices have been pre-
registered with the border gateway. As such, devices will have the appropriate
symmetric and asymmetric keys available to them. Their protocol has two
phases: the authentication and session key generation phases.

In the authentication phase, the protocol makes use of a nonce and the devices
ID values, which are encrypted and/or signed, to ensure authenticity. Once this
has been performed, the session key is generated by the border gateway in the
session key generation phase. Additionally, the required values to generate the
same key are sent to the router; which then calculates the session key and sends
it to the IoT device.

The simulation of the protocol shows that it does not ensure con�dentiality due
to the fact that the router/reader device is able to generate the session key. This
same issue is identi�ed in Sections 7.3 and 7.4, where an intruder taking over
a reader device is able to obtain the session key. Therefore, this protocol allows
for a situation where an intruder can modify and read messages; if the intruder
manages to take control of a router/reader device.

Figure 7.5: Secrecy attack for the protocol that Hussen et al. [5] propose
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Listing 7.7: Protocol Hussen et al. [5] proposes - SAKES

Protoco l : P5

Types :
# N = Node , R = router , s = border gateway
# NN/NR/NS/NN1 = nonce va lue s
# NKEY = pub l i c key value generated
# G − Di f f i eHe l lman p and g va lue s
Agent N,R, s ;
Number NN, NR, NS, he l l o , he l lo_rep ly , G,NN1;
Function sk , h ;
PublicKey NKEY

Knowledge :
N: he l l o , sk (N, s ) , h , sk (N,R) , pk , N, R, s ;
R: he l lo_rep ly , h , sk (N,R) , sk (R, s ) , pk , N, R, s ;
s : sk (N, s ) , h , sk (R, s ) , inv (pk ( s ) ) , pk , N, R, s

Act ions :
# authen t i c a t i on phase
N−>R: NN, h e l l o
R−>N: NR, he l l o_rep ly
N−>R: h ( { |N,R, s ,NN|} sk (N, s ) , sk (N,R) ,N,NN) , { |N,R, s ,NN|} sk (N, s )

, N, NN
R−>s : h ( { |N,R, s ,NN|} sk (N, s ) , sk (R, s ) ,R,NR) , { |N,R, s ,NN|} sk (N, s )

, R, NR

# { | R, NS | } sk (N, s ) added as an adjustment s i n c e s cannot
send messages to agent N

s−>R: { | NS, {N, s } inv (pk ( s ) ) ,NKEY, inv (NKEY) , { |R,NS| } sk (N, s ) | } sk
(R, s )

R−>N: { |R,NS| } sk (N, s )
N−>R: { |NN1| } sk (N,R)

# s e s s i o n key es tab l i shment phase
R−>s : {h({N,R, s } inv (NKEY) ,R,NR,NKEY) , {N,R, s } inv (NKEY) , R, NR

} inv (NKEY)
s−>R: { h( s ,NKEY,G,NS) , s ,G,NS} inv (NKEY)
R−>N: { | exp ( exp (G,NKEY) , inv (NKEY) ) ,NR |} sk (N,R)

Goals :
R au then t i c a t e s N on h ( { |N,R, s ,NN|} sk (N, s ) , sk (N,R) ,N,NN) , NN,

N, sk (N,R) , { |N,R, s ,NN|} sk (N, s )
s au then t i c a t e s R on NR, R, s , NKEY
s au then t i c a t e s N on { | N,R, s ,NN |} sk (N, s ) , N, R, s , NN
R authen t i c a t e s s on NS, N, s
N authen t i c a t e s s on R, NS, s
N authen t i c a t e s R on R, NR
NKEY s e c r e t between R, s
inv (NKEY) s e c r e t between R, s
exp ( exp (G,NKEY) , inv (NKEY) ) s e c r e t between N, s
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The attack trace for this can be seen in Figure 7.5 where the intruder acts as a
router/reader device and is therefore able to generate the session key. A simple
solution to this issue is to not send the values required to generate the session
key to the router/reader. Since the server is generating the key for itself and is
assumed to have a long term symmetric key with the IoT node already, it can
encrypt the session key with the long term key; which the router can simply
forward to the IoT node.

In conclusion, the original protocol will not function and when adjusted for this
issue, the protocol still does not ensure con�dentiality and authenticity as the
key generated is also known by a third party; the router/reader device.

7.7 Protocol 6: by Das [6]

A study by Das [6] proposes a protocol that makes use of the ECC cryptographic
mechanisms to ensure that devices are authenticated and that a secure key is
established.

However, the protocol as he has de�ned it is incomplete and impossible to
run. This is because it makes use of pseudo-random functions, like F(Y,nr,X)
where Y, nr, and X are arguments for the function F; from which the receiver
is expected to be able to retrieve the arguments of this function when sent
the calculated result. This is simply impossible given that these functions are
assumed to be similar to collision resistant hash functions.

Das [6] does mention that additional parameters are required to perform this
action, but given that he is aware of this and does not put it into the protocol
or even attempt to explain what these parameters can be, does not make logical
sense.

Furthermore unlike Protocol 5, where we made slight adjustments to the pro-
tocol without signi�cantly altering its structure to make it work, the means of
doing this for the current protocol is not obvious. Therefore, the protocol is not
simulated despite our best e�orts.

7.8 Protocol 7: by Rekleitis et al. [7]

The protocol Rekleitis et al. [7] proposes aims to ensure authentication and a
secure key establishment scheme. The protocol primarily focuses on the RFID
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environment for the Internet of Things. An additional aspect of the protocol
is that it allows for node delegation; as well as ensuring authenticity and con�-
dentiality.

However, a major drawback of their approach is that they assume that the
reader is uncompromisable and thus merge all operations between the server
and router/reader devices; resulting in these two devices becoming a single
entity in their protocol. This is a weakness as it is not always the case for IoT
environments that the reader is uncompromisable. Regardless, the protocol as
they have de�ned it is analyzed to see if it holds given their assumptions.

Generally, the protocol makes use of a pre-shared secret value to generate a
session key and authenticate the node and server. The protocol is divided into
two phases where �rst the node is authenticated to the reader/server and in the
second phase, the reverse occurs. Additionally, node data can also be modi�ed
or updated as required in this phase.

7.8.1 Protocol 7: Analysis Result

Listing 7.8 shows the protocol Rekleitis et al. [7] proposes in AnB notation. It
should be noted that the node and back-end server must have a pre-shared secret
value and horizon time value. The horizon value is used to remove delegation
and also determines the number of times the hash operation is performed. Their
protocol has two phases: the authentication and node data update phases.

In the authentication phase, the node is authenticated to the server through the
use of hash operations and xor operations. Similarly in the node update phase,
the server authenticates the node. This phase also allows for the node and server
to update the session key that is being used for communications along with the
secret values used. This phase also generates the session key through the use
of a chained hash function; which is just a hash function run multiple times
depending on the arguments it receives.

A good aspect of this protocol is that the key value is never sent by anyone.
Additionally, since most of the information that is transmitted is hashed val-
ues, only the entities with the pre-shared information are able to generate the
session keys and verify the hashed values; thus ensuring authentication and
con�dentiality.

Upon simulation of this protocol, no attacks are discovered, which is good and
can be seen in Listing 7.9; where the protocol is veri�ed for up to three simul-
taneous sessions over 5 hours. Despite this, as mentioned earlier, there is an
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Listing 7.8: Protocol Rekleitis et al. [7] proposes

Protoco l : P7

Types :
# T − node dev i ce
# s − reader / s e r v e r
# ge tSe c r e t − f unc t i on used to get the pre−shared l−b i t

va lue between two e n t i t i e s
# hor izon − f unc t i on used to get the pre−shared t−b i t time

value between two e n t i t i e s
# chainedhash − a chain hash func t i on
# r i d − get the reader ID
# currentTime − ge t s the cur rent time f o r a timestamp
Agent T, s ;
Number NT, NT1, NS, TIMESTAMP, OPERATION, NEWTIME;
Function getSecre t , hor izon , h , chainedhash , r id ,

currentTime , xor

Knowledge :
T: g e tS e c r e t (T, s ) , hor i zon (T, s ) , h , chainedhash , T, s , xor ;
s : ge tSec re t , hor izon , h , chainedhash , currentTime , s , T,

xor , r i d

Act ions :

s−>T: r i d ( s ) , NS, currentTime ( s )
T−>s : h(NS , xor (h( r i d ( s ) , chainedhash ( g e tSe c r e t (T, s ) ,

currentTime ( s ) , hor i zon (T, s ) ) ) ,NT) ) , NT
s−>T: OPERATION, NEWTIME
T−>s : NT1
s−>T: h(OPERATION,NT1, xor ( chainedhash ( g e tSe c r e t (T, s ) ,

currentTime ( s ) , hor i zon (T, s ) ) ,NEWTIME) )

Goals :

s au then t i c a t e s T on h(NS, xor (h( r i d ( s ) , chainedhash ( g e tSe c r e t (T
, s ) , currentTime ( s ) , hor i zon (T, s ) ) ) ,NT) ) , chainedhash (
g e tSe c r e t (T, s ) , currentTime ( s ) , hor i zon (T, s ) ) , NS, NT

T authen t i c a t e s s on h(OPERATION,NT1, xor ( chainedhash ( g e tSe c r e t
(T, s ) , currentTime ( s ) , hor i zon (T, s ) ) ,NEWTIME) ) , chainedhash (
g e tSe c r e t (T, s ) , currentTime ( s ) , hor i zon (T, s ) ) ,OPERATION,NT1

,NEWTIME
chainedhash ( g e tSe c r e t (T, s ) , currentTime ( s ) , hor i zon (T, s ) ) s e c r e t

between s , T
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issue with the protocols assumptions that may result in an attack when it is
actually implemented. The protocol assumes that the reader/router device is
uncompromisable and that it has a secure channel with the back-end server. As
such, Rekleitis et al. [7] have merged the operations for the reader and server
into one entity in their protocol. However, when this is actually implemented
in a live environment, it is not always the case that the reader/router device is
uncompromisable.

Listing 7.9: Successful simulation up to three sessions for the protocol that
Rekleitis et al. [7] propose

Open−Source Fixedpoint Model−Checker ve r s i on 2013b
Ve r i f i e d f o r 1 s e s s i o n s
Ve r i f i e d f o r 2 s e s s i o n s
Ve r i f i e d f o r 3 s e s s i o n s

Additionally, the protocol de�ned has a means of updating the session key easily;
which cannot be simulated under OFMC. Even without this additional security
feature, no attack is found and the protocol ensures the authenticity and con�-
dentiality of information.

7.9 Protocol 8: by Zhang [8]

The study by Zhang [8] proposes a protocol to ensure authenticity and the
generation of a secure session key.

However, the protocol as they de�ne it will not work on a constrained IoT node
for a number of reasons. First, in the registration phase of their protocol, they
attempt to setup an SSL connection; which can be seen in Figure 7.6. This is
not possible for most IoT constrained devices and is precisely why lightweight
mechanisms like DTLS, that runs over UDP, is more standardly used.

Secondly, Zhang [8] mentions that they remove the central point of failure from
their protocol by removing the central server. However, they replace it with a
central authority node; so instead of a powerful server accepting and signing all
the IoT nodes in the network, they have transferred this task to a constrained
node. This is a problem as a constrained node will most likely have problems
achieving this task securely and safely while still maintaining a central point
of failure. Thirdly, the proof of concept of the protocol is implemented on two
unconstrained desktops; as such, Zhang [8] does not really test it in an actual
constrained IoT environment.
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Figure 7.6: Registration Phase for Security that Zhang [8] propose

Despite all these issues, the protocol that they have de�ned when performing a
BAN logical analysis, to show that it is secure, is not the impossible protocol
that is described previously. As such, this alternate protocol is analyzed to see
if it is secure; given that Zhang [8] performs a BAN analysis claiming that it is
indeed secure.

7.9.1 Protocol 8: Analysis Result

Listing 7.10 shows the protocol, which Zhang [8] performs a BAN logical anal-
ysis on, in AnB notation. It should be noted that the protocol described is ac-
tually a central server implementation and not a peer-to-peer one; which Zhang
claims it to be.

This protocol attempts to ensure authenticity, freshness, and that a secure ses-
sion key is generated by making use of public key cryptographic mechanisms as
well as nonce values.

Upon simulation of this protocol, it is shown that the protocol is vulnerable; as
an intruder is able to obtain the session key generated. This will result in the
protocol not being con�dential or authentic. The attack trace for this is shown
in Figure 7.7.

This attack is due to the simple fact that the server is not authenticated properly
because Zhang uses self-signed certi�cates as an authentication mechanism. This
results in a situation where the intruder is able to generate its own certi�cate
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Listing 7.10: Protocol Zhang [8] proposes

Protoco l : P8

Types :
Agent A, s ;
Number NA, NS, NA1, NS1 ;
Symmetric_key KAS;
Function pk

Knowledge :
A: A, pk (A) , inv (pk (A) ) , s ;
s : s , pk ( s ) , inv (pk ( s ) )

Act ions :

[A]−>s : A, NA
s−>A: s , pk ( s ) , {A, NA, NS} inv (pk ( s ) )
A−>s : A, { A, pk (A) , NA1 }(pk ( s ) ) , {A, pk (A) , NS} inv (pk (A) )
s−>A: s , { A, KAS, NA1 }pk (A) , { | A, NA1, NS1 , {A, s , pk (A) }

inv (pk ( s ) ) | }KAS
A−>s : { | NS1 | }KAS

Goals :

s au then t i c a t e s [A] on A, s , pk (A) , NS, NA1, NS1 , NA
[A] au then t i c a t e s s on A, s , pk ( s ) , NS , NA, NA1, NS1
KAS s e c r e t between s , [A]
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and sign it in order to pretend to be the server; as shown in Figure 7.7. A
possible solution to this is by making use of a certi�cate authority to initially
sign the servers certi�cate and thus ensuring the servers authenticity.

Figure 7.7: Secrecy attack for protocol proposed by Zhang [8]

Taking all this into consideration, this is not a very good protocol as it does not
do what it claims. In conclusion, the results show that the proposed protocol
does not ensure authenticity and con�dentiality.

7.10 Protocol 9: by Modadugu and Rescorla [9]

Modadugu and Rescorla [9], in conjunction with the work by Dierks and Rescorla
[47], de�nes the workings of the DTLS standard security protocol. This protocol
ensures that a secure communication channel, that prevents message tampering,
eavesdropping, and forgery from occurring, is established [47]. Therefore it
ensures integrity, con�dentially, and authenticity.

It should be noted that DTLS, like TLS, can run under various cipher suites and
may have slightly di�erent message exchanges; depending on the key exchange
algorithm being used. For IoT, this can be any Di�e-Hellman key exchange
using ECC cryptographic mechanisms, like ECDH. Additionally, we will only
focus on the DTLS handshake protocol and will not look into the DTLS record
protocol as the handshake protocol is where the session keys are generated.

Regardless, this protocol is simply a modi�ed TLS protocol that allows for a
secure channel to be established over an unreliable transport medium. Addi-
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tionally, unlike TLS, two additional message exchanges occur, which is used to
generate a cookie as a DoS countermeasure.

7.10.1 Protocol 9: Analysis Result

The DTLS handshake protocol is depicted in Figure 7.8 and since it is a stan-
dardized protocol; the AnB notation will not be shown but can be found in
Appendix B.2. Generally, the protocol makes use of the �rst two messages to
generate a cookie value to help prevent DoS attacks. From here, the rest of the
protocol is very similar to TLS; except with a few slight di�erences to allow
for the protocol to run over an unreliable communication channel, like UDP.
Additionally, the hashed values for the Certi�cateVerify and Finished messages
do not include the �rst two �ights of messages.

Figure 7.8: Message Flights for Full DTLS Handshake protocol [9]

It should be noted that the protocol is run under the assumption that the servers
certi�cate provides enough information for the client to generate the pre-master
secret value. As such, the ServerKeyExchange message is not sent. Additionally,
it is assumed that there exists a certi�cate authority which has pre-signed the
server and clients certi�cates.

Under these assumptions, no attacks are discovered when analyzing the protocol,
which is extremely good since this is a standardized protocol that is widely in
use. As such, the DTLS protocol ensures con�dentiality and authenticity. This
can be seen in Listing 7.11.
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Listing 7.11: Successful simulation of DTLS handshake protocol [9]

Open−Source Fixedpoint Model−Checker ve r s i on 2013b
Ve r i f i e d f o r 1 s e s s i o n s
Ve r i f i e d f o r 2 s e s s i o n s

7.11 Discussion

This section discusses the protocol analysis completed in this chapter. We will
start with a summary of the results followed by what can be inferred from them.

A total of 9 protocols are analyzed, of which 8 are proposed and 1 is a standard-
ized protocol. The results indicate that de�ning protocols to ensure con�den-
tiality and authenticity is not a straightforward task. Overall, our results show
that more than 65% of the protocols analyzed are either unsuitable for IoT en-
vironments or are vulnerable to attacks against authenticity and con�dentiality.

Table 7.2 shows a summary of the protocols that are evaluated. From the ta-
ble, it is obvious to see that with the exception of three protocols, by Rekleitis
et al. [7], Vu£ini¢ et al. [4], and Modadugu and Rescorla [9]; all the rest show
vulnerabilities that results in them not ensuring con�dentiality and/or authen-
ticity. Although, since the protocol by Rekleitis et al. [7] assumes that the IoT
reader/router device is uncompromisable, which is a possible vulnerability; this
consequently makes their protocol not ready for direct implementation into IoT
environments as it is de�ned. Therefore, only two protocols are secure and ready
for IoT implementation as they are de�ned.

Additionally, the fact that the DTLS protocol is shown to be secure is of particu-
lar importance because it is a widely used standardized protocol. Consequently,
if a weakness is shown to exist in this protocol, it will have negative conse-
quences on all implementations and frameworks that enforce security based on
the DTLS protocol.

In conclusion, these results show the importance of using standardized protocols,
as well as the need to validate proposed protocols to ensure that they actually
do what their authors claim.
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Table 7.2: Protocol analysis summary.

Protocol Citation Ensures Vulnerable to
replay attacks

Notes

Con�dentiality Authentication

1 [1] No No Yes

2 [2] No No Yes Replay attack is not performed because it
is shown by Erguler [3].

3 [3] No No No

4 [4] Yes Yes Yes The paper identi�es that the protocol is
vulnerable to replay attacks.

5 [5] No No No The protocol is slightly modi�ed as it is
initially impossible to run.

6 [6] ? ? ? The protocol is impossible to run. 1

7 [7] Yes Yes No
Assumes that the reader and server have a
secure connection and cannot be compro-
mised.

8 [8] No No No Simulated their veri�ed protocol and not
the described protocol.

9 [9] Yes Yes No DTLS protocol.

1? means that we are unable to simulate the protocol

9
9



7.11 Discussion Protocol Analysis

100



Chapter 8

Conclusion

In this thesis, we have surveyed the security research into the Internet of Things
with the focus of identifying the security issues plaguing this technology while
also identifying the state of the art solutions to the identi�ed security issues.
This is done to provide future security researchers a road-map on what has
been done and what still needs to be done. In addition to this, we also analyzed
security protocols developed for the Internet of Things to determine if they
ensure con�dentiality and authenticity.

As such the aim of this thesis was twofold. First, to identify the core security
issues faced by IoT and to determine the present state of the research into
solutions for the respective issue. This allowed us to determine which security
issues were adequately secure as well as those that required more research in
order to ensure that the eventual deployment of the Internet of Things was safe
and secure. In order to achieve this, a literature survey was performed where
each study was evaluated and categorized.

Secondly, in order to determine whether the security protocols proposed for the
IoT actually ensured the con�dentiality and authenticity security aspects, the
protocols were simulated. This was performed though the use of a modeling
tool in order to identify vulnerabilities in the respective protocols.

Given this, we will now cover the core �ndings of our work and since this thesis
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had two main goals, we will start with the results from the literature survey,
followed by the results of the protocol veri�cation.

From the literature survey, the core security issues studied by academia were
identi�ed and categorized both quantitatively and qualitatively. From the quan-
titative analysis, it was discovered that the security concerns identi�ed by the
CIA and AAA security models, with the exception of accountability, were the
most frequently identi�ed security issues. Furthermore, that Asia and Europe
were at the forefront of research into IoT security. Although our results show
this, it should be remembered that the survey was restricted based on speci�c
keywords.

In addition, from the qualitative analysis the current state of the art approaches
into security were evaluated. Each study was categorized depending on the
security issues the approach resolved allowing for the determination of which
areas required further research. From this, it was discovered that although
more security research can be performed across most security areas. Security in
relation to authorization and access control, self-con�guration, key management,
and trust management required the most signi�cant amount of research.

In terms of the protocol security analysis, it was discovered that developing
security protocols is a complex task and that it is easy to overlook simple aspects
that may result in the protocol being vulnerable to attacks. Our results show
that of the 9 protocols analyzed, only 2 were usable as they were described by
the Internet of Things while also ensuring con�dentiality and authenticity. This
emphasizes the need for the development and use of security standards as well
as the proper veri�cation and review of proposed protocols to ensure that they
actually perform as their authors claim.

In the following sections, we will highlight what we believe were the core con-
tributions of this thesis. This is followed by the future work section.

8.1 Contributions

Survey of IoT Security Issues and Solutions

This survey provides security researchers with a baseline for further research
towards the development secure security solutions for the Internet of Things.
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Security Protocol Analysis

Our protocol analysis provides security researches with a veri�cation of some
proposed security protocols for the Internet of Things, speci�cally in regard
to authenticity and con�dentiality. This allows them to see if the protocols
proposed actually ensures authenticity and con�dentiality, and if this is not the
case, it shows how the attack occurs.

8.2 Future Work

This section provides what we believe to be some future areas of research based
on our work while writing this thesis. We have divided this into di�erent cat-
egories. First is the future work into IoT security in general, which is followed
by improvements into the research process. Finally, we will cover possible ex-
tensions to the work we have performed.

IoT Security Research Areas

• Given the Internet of Things complex nature, it is obvious that even
academia do not fully understand how everything �ts together. There-
fore, the further development of IoT standards should be prioritized to
ensure that secure systems are actually developed and implemented.

• From our literature survey, it is noticed that a fully holistic security so-
lution is yet to be developed and evaluated. Given that all solutions
evaluated make certain assumptions on the functioning of the system, a
fully integrated solution needs to be developed and evaluated to determine
if all the security mechanisms required can actually run on a constrained
device.

Research Process Recommended Improvements

• In regard to protocol development, it is recommended that security pro-
tocols receive stringent analysis and peer review before implementation
and publication. From our results, it can be seen that some protocols are
simply impossible given the state of technology today.

• It is also recommended that protocol analysis tools be used, to verify the
protocols ensure the security properties that their authors claim.
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Extensions to Current Work

• Given the limitation of the literature survey, additional keywords could
be included to extend the survey performed in order to present a more
comprehensive view of the state of security for the Internet of Things.

• Regarding protocol veri�cation, the protocols were evaluated based on
their ability to ensure con�dentiality and authenticity. Consequently, the
veri�cation of additional security concerns could be added in future re-
search.
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Appendix A

Glossary of Terms

AAA - Authentication, Authorization, and Accounting
ABAC - Attribute Based Access Control
ABE - Attribute Based Encryption
ACL - Access Control List
AMIKEY - Adapted Multimedia Internet KEYing
AnB - Alice and Bob
AKE - Authenticated Key Exchange
BAN logic - Burrows Abadi Needham logic
CIA - Con�dentiality, Integrity and Availability
CoAP - Constrained Application Protocol
DDoS - Distributed Denial of Service
DoS - Denial of Service
DSA - Digital Signature Algorithms
DTLS - Distributed Transport Layer Protocol
EAP - Extensible Authentication Protocol
EAPOL - Extensible Authentication Protocol over LAN
ECC - Elliptic Curve Cryptography
ECDH - Elliptic Curve Di�e Hellman
ECDSA - Elliptic Curve Digital Signature Algorithm
ESP - Encapsulating Security Payload
FPGA - Field Programmable Gate Arrays
HIP-DEX - Host Identity Protocol Diet Exchange
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Glossary of Terms

HTTP - Hypertext Transfer Protocol
IDS - Intrusion Detection System
IETF - Internet Engineering Task Force
IKEv2 - Internet Key Exchange Protocol version 2
IoT - Internet of Things
IP - Internet Protocol
IPSec - Internet Protocol Security
IPv4 - Internet Protocol version 4
IPv6 - Internet Protocol version 6
IS-IS - Intermediate System to Intermediate System
IT - Information Technology
LLN - Low-power and Lossy Networks
MQTT - Message Queuing Telemetry Transport protocol
NAT - Network Address Translation
NIST - National Institute of Standards and Technology
OLSR - Optimized Link State Routing
OSPF - Open Shortest Path First
PANA - Protocol for Carrying Authentication for Network Access
PEP - Policy Enforcement Point
PKC - Public Key Cryptography
PKI - Public Key Infrastructure
PSK - Pre-shared Keys
PUF - Physical Unclonable Function
RADIUS - Remote Authentication Dial In User Service
RBAC - Role Based Access Control
RFID - Radio Frequency Identi�cation
RPL - IPv6 Routing Protocol for Low-Power and Lossy Networks
SEAPOL - Slim EAPOL
SOA - Service Oriented Architecture
SOAP - Simple Object Access Protocol
SSL - Secure Sockets Layer
TCP - Transmission Control Protocol
TLS - Transport Layer Protocol
TPM - Trusted Platform Module
UDP - User Datagram Protocol
WSN - Wireless Sensor Networks
XMPP - Extensible Messaging and Presence Protocol
6LoWPAN - IPv6 over Low power Wireless Personal Area Networks
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Appendix B

Supplementary Tables and

Protocol Analysis Data

This chapter contains some supplementary information regarding the following:

• a detailed breakdown of which studies identi�ed which security issue.

• the DTLS protocol in AnB notation.

• the replay attack trace for Protocol 1 proposed by Rghioui et al. [1].

B.1 Quantitative Breakdown

Table B.1 provides a breakdown of which papers identi�ed which security issues.

B.2 DTLS in AnB Notation

Listing B.1 shows the DTLS protocol in AnB notation.
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Security Issue Paper Citation
Authentication [1�3,5�8,10,12,14,16,18�21,24,26,29�34,36,39,

40,42�44,48,49,53,54,56�63,65,71,72,76�80,92,
96�98, 101, 103, 104, 106�109, 117, 125�130, 134�
136,139,140,144]

Authorization [2�4, 7, 10, 14, 19, 20, 24, 29�33, 39, 43, 44, 48, 56�
62,65,72,76,102�104,123,125,126,128�130,134�
136,139,140,145]

Con�dentiality [1,3�8,10,12,14,16,18,19,21,23,24,29,30,32�34,
36,37,39,40,42�44,48,49,53,54,56,58�63,65,71,
76�80,92,96�98,101�104,107,108,111,123,125�
130,134�136,139,144�147]

Integrity [1,3�6,8,10,12,14,16,19,21,24,26,29,30,33,36,
39,40,43,44,49,53,54,56,58�63,65,76�80,92,97,
98, 101�104, 108, 125�130, 134�136, 139, 140, 144,
147]

Privacy [2, 6, 8, 10, 12, 12, 14, 16, 18, 24, 29�32, 39, 43, 44,
48,49,56�58,60,61,65,72,79,80,92,102,103,106�
108,111,125,126,128�130,134�136,140,147]

Anonymity [2, 7, 16,33,34,49,57,62,65,79,102,106]
Digital Forgetting [18]
Self Con�guration [10,31,40,48,52,71,104,105,128,144]
Non-repudiation [6, 10, 18, 29, 43, 49, 60, 62, 63, 98, 108, 126, 134,

136,139]
Software Authenticity [6,18,20,40,44,57,60,107,108,111,128,130,136,

144,145]
Hardware Anti-tampering [3, 4, 6, 8, 16, 18, 20, 37, 39, 40, 44, 62, 71, 76, 106,

108,111,125,128�130,134,136]
Availability [2�8,12,16,21,24,29,30,34,39,40,43,49,53,58�

61, 92, 102, 104, 107, 108, 111, 123, 125, 126, 128�
130,134,136,139,144,146,147]

Key Management [6, 16,39,48,60,65,76,96,103,129,144]
Trust Management [16,33,39,49,53,58,108,122]

Table B.1: Breakdown of papers that identi�ed which security issues
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Listing B.1: DTLS Handshake Protocol [9]

Protoco l : P9−DTLS

Types :
# ca − c e r t i f i c a t e author i ty
Agent C, S , ca ;

# NC/NS − random value from c l i e n t / s e r v e r
# Sid − Se s s i on ID
# PC/PS − Secur i ty p r e f e r e n c e s that cannot be shown under

OFMC ( in c l ud e s p ro to co l ver s ion , c iphe r su i t e s , and
compress ion methods )

# PMS − pre−master s e c r e t
# SECRET − s e c r e t va lue used f o r cook i e gene ra t i on known

by the s e r v e r
# CH − c e r t i f i c a t e r e q u e s t and he l l o r eque s tdone messages

cannot be modeled but a showed l i k e t h i s .
Number NC,NS, Sid ,PC,PS ,PMS, emptycookie , SECRET, CH;

# c l i entK / serverK − f un c t i on s to generate the symmetric
keys f o r the s e r v e r / c l i e n t communications
r e s p e c t i v e l y .

# pr f − pseudo−random func t i on
Function pk , hash , c l i entK , serverK , prf , hmac

Knowledge :

C: C, pk (C) , pk ( ca ) , inv (pk (C) ) , {C, pk (C) } inv (pk ( ca ) ) , S , hash
, c l i entK , serverK , prf , emptycookie , hmac ;

S : S , pk (S) , pk ( ca ) , inv (pk (S) ) , {S , pk (S) } inv (pk ( ca ) ) , hash ,
c l i entK , serverK , prf , hmac

Act ions :

C−>S : C, NC, Sid , emptycookie , PC #Cl i en t He l lo
Message

S−>C: S , PS , hmac(SECRET,C, S) #Hel lo Ver i fy
Request

C−>S : C, NC, Sid , hmac(SECRET,C, S) , PC #Cl i en t He l lo
Message

S−>C: NS, Sid ,PS , #f l i g h t 4 − s e r v e r h e l l o
{S , pk (S) } inv (pk ( ca ) ) , #s e rv e r c e r t i f i c a t e

CH #c e r t i f i c a t e r e q u e s t and
s e r v e rh e l l odone
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Listing B.1: Continued

C−>S : {C, pk (C) } inv (pk ( ca ) ) , #f l i g h t 5 − c l i e n t c e r t i f i c a t e
{PMS}pk (S) , #c l i e n t gene ra t e s pre−

master s e c r e t
{hash (C,NC, Sid , hmac(SECRET,C, S) ,PC, #c e r t i f i c a t e v e r i f y

NS, S ,PS ,
{S , pk (S) } inv (pk ( ca ) ) ,CH,
{C, pk (C) } inv (pk ( ca ) ) ,{PMS}pk (S) ) } inv (pk (C) ) ,

{ | hash ( p r f (PMS,NC,NS) , #c l i e n t f i n i s h e d
C,NC, Sid , hmac(SECRET,C, S) ,PC,
NS, S ,PS ,

{S , pk (S) } inv (pk ( ca ) ) ,CH,
{C, pk (C) } inv (pk ( ca ) ) ,{PMS}pk (S) ) ,

{ hash (C,NC, Sid , hmac(SECRET,C, S) ,PC,
NS, S ,PS ,
{S , pk (S) } inv (pk ( ca ) ) ,CH,
{C, pk (C) } inv (pk ( ca ) ) ,{PMS}pk (S) ) } inv (pk (C) )

| } c l i en tK (NC,NS, p r f (PMS,NC,NS) )

S−>C: { | hash ( p r f (PMS,NC,NS) , #s e r v e r f i n i s h
C,NC, Sid , hmac(SECRET,C, S) ,PC,
NS, S ,PS ,

{S , pk (S) } inv (pk ( ca ) ) ,CH,
{C, pk (C) } inv (pk ( ca ) ) ,{PMS}pk (S) ,

{ hash (C,NC, Sid , hmac(SECRET,C, S) ,PC,
NS, S ,PS ,
{S , pk (S) } inv (pk ( ca ) ) ,CH,
{C, pk (C) } inv (pk ( ca ) ) ,{PMS}pk (S) ) } inv (pk (C) ) ,

{ | hash ( p r f (PMS,NC,NS) ,
C,NC, Sid , hmac(SECRET,C, S) ,PC,
NS, S ,PS ,
{S , pk (S) } inv (pk ( ca ) ) ,CH,
{C, pk (C) } inv (pk ( ca ) ) ,{PMS}pk (S) ) ,

{ hash (C,NC, Sid , hmac(SECRET,C, S) ,PC,
NS, S ,PS ,
{S , pk (S) } inv (pk ( ca ) ) ,CH,
{C, pk (C) } inv (pk ( ca ) ) ,{PMS}pk (S) ) } inv (pk (C) )
| } c l i en tK (NC,NS, p r f (PMS,NC,NS) )

)
| } serverK (NC,NS, p r f (PMS,NC,NS) )
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Listing B.1: Continued

Goals :

S au then t i c a t e s C on hash ( p r f (PMS,NC,NS) , C,NC, Sid , hmac(SECRET
,C, S) ,PC, NS, S ,PS , {S , pk (S) } inv (pk ( ca ) ) ,CH,{C, pk (C) } inv (pk
( ca ) ) ,{PMS}pk (S) ) ,{ hash (C,NC, Sid , hmac(SECRET,C, S) ,PC,NS, S
,PS, { S , pk (S) } inv (pk ( ca ) ) ,CH,{C, pk (C) } inv (pk ( ca ) ) ,{PMS}pk (S
) ) } inv (pk (C) )

C authen t i c a t e s S on hash ( p r f (PMS,NC,NS) , C,NC, Sid , hmac(
SECRET,C, S) ,PC, NS, S ,PS , {S , pk (S) } inv (pk ( ca ) ) ,CH,{C, pk (C) }
inv (pk ( ca ) ) ,{PMS}pk (S) ,{ hash (C,NC, Sid , hmac(SECRET,C, S) ,PC
,NS, S ,PS, { S , pk (S) } inv (pk ( ca ) ) ,CH,{C, pk (C) } inv (pk ( ca ) ) ,{PMS
}pk (S) ) } inv (pk (C) ) , { | hash ( p r f (PMS,NC,NS) , C,NC, Sid , hmac(
SECRET,C, S) ,PC, NS, S ,PS , {S , pk (S) } inv (pk ( ca ) ) ,CH,{C, pk (C) }
inv (pk ( ca ) ) ,{PMS}pk (S) ) ,{ hash (C,NC, Sid , hmac(SECRET,C, S) ,
PC,NS, S ,PS, { S , pk (S) } inv (pk ( ca ) ) ,CH,{C, pk (C) } inv (pk ( ca ) ) ,{
PMS}pk (S) ) } inv (pk (C) ) | } c l i en tK (NC,NS, p r f (PMS,NC,NS) ) )

p r f (PMS,NC,NS) s e c r e t between C, S
serverK (NC,NS, p r f (PMS,NC,NS) ) s e c r e t between C, S
c l i en tK (NC,NS, p r f (PMS,NC,NS) ) s e c r e t between C, S

B.3 Protocol 1 - Additional Replay Attack Trace

Figure B.1 shows the attack trace depicting a replay attack for Protocol 1
proposed by Rghioui et al. [1].
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Figure B.1: Attack trace for protocol proposed by Rghioui et al. [1] - replay
attack
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