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Abstract

In the reliability analysis community Bayesian Networks have gained increased
interest and is a field of research also in the automotive industry company Scania
CV AB. At Scania, testing of requirements is widely used to ensure functional-
ity and safety for vehicles. Sometimes testing of a requirement does not explore
all of its possible behaviours and at Scania it is desired to guarantee that all
required behaviors hold. To estimate the quotient of required behaviours that
hold based on testing, a method using Bayesian Networks is proposed in this
thesis to estimate this quotient. It provides a novel framework for modelling
requirements in a hierarchical structure that calculates an estimate of the quo-
tient of required behaviors that hold. Graphs created with the method visualizes
which requirements that affects the quotient the most.
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1 Introduction

In the automotive industry, testing of requirements has been a vital part of the
development process of new motor vehicles to ensure functionality and safety for
decades and it is continuously being improved [1]. At Scania, testing has always
been a part of the vehicle development and with time it has become a more
difficult task to perform as the vehicles involve more advanced functionality [2].
In an effort to improve the test process of new requirements for new vehicles
and catch up with growing complexity, the test process has become more and
more important at Scania.

A new ISO standard has been planned to be released in a few years and put more
responsibility on automotive manufacturers to provide safe vehicles. It estab-
lishes required safety for the functionality in road vehicles which means more
demands on the test process during development of new vehicles. ISO26262
describes a V-shaped development process including; hazard and risk analy-
sis, Automotive Safety Integrity Level (ASIL), functional and technical safety
concept, system design, hardware- and software-development, and system inte-
gration up to the product release [3].

Three of these concepts have been considered to require extra analysis at Scania;
hazard and risk analysis, functional and technical safety concept, and ASIL. In
this report, a method to improve functional and technical safety in road vehicles
at Scania has been proposed. It is based on a previous work made by J. West-
man and M. Nyberg [4] which proposes a method to standardize the definition
of a requirement and their intermediate relationships to fulfill an overall safety
goal. The safety goal is a concept from the Automotive Safety Integrity Level
(ASIL) which refers to an abstract classification of inherent safety risk in an
automotive system or elements of such a system. It expresses the level of risk
reduction required to prevent a specific hazard, with ASIL D representing the
highest and ASIL A the lowest risk reduction level. The ASIL assessed for a
given hazard is then assigned to the safety goal set to address that hazard and
is then inherited by the safety requirements derived from that goal. Further
details of an ASIL decomposition can be seen in Section 2.2 where the work
made by J. Westman and M. Nyberg is further described. An example of an
ASIL decompisiton can be seen in Figure 1.

With this ASIL decomposition there are too many tests to be done to obtain a
complete and reliable answer whether the safety goal is satisfied or not. There-
fore the problem formulation consists of two questions;

• Which tests should be prioritized?

• How much can we rely on tests at Scania?

and the goal of this thesis is to find a method that answers these two questions.
The method presented in this report solves these two questions with the help of
theory from Bayesian Networks. It estimates a lower bound of the confidence
that a safety goal holds, i.e. a confidence statistically determined from testing
of its safety requirements. The method is partly based on two measures. The
first one is a statistically determined lower-bound probability to get a ”success”
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Figure 1: ASIL decomposition of a safety goal (SG) into safety requirements
(R).

outcome of a test, we denote this the level-of-assurance of a test. The second
determines how much we can rely on a test. It consists of two statistically de-
termined lower-bounded probabilities that bounds the probability of making an
error in a test, we call these two bounds the strength of a test. Detailed descrip-
tions of the level-of-assurance and strength of a test is presented in Section 2.3.
The method also partly consists of requirements from a truck to form a Directed
Acyclic Graph (DAG) that forwards the information about tested and untested
requirements to a confidence that the safety goal hold.

The method was simulated for the Fuel Level Display (FLD)-system which is
responsible for tracking the fuel level in the tank of a truck and make it vis-
ible to the driver. The result of the simulations are shown in graphs of the
confidence for different numbers of requirements that have been tested. They
indicate which requirements that increases the confidence the most for different
values of the level-of-assurance and strengths. When all tests have the same
level-of-assurance and strengths, it was identified from the graphs that the test
activities closer to the safety goal gave more increase in confidence than those
far away, e.g. in Figure 1 the test for SG would give the most increase, then
R1 and R2, then R3 and R4. Detailed priorities using this method is made
made by analyzing its graphs. From this result the first question of the problem
formulation was taken care of, i.e. we know which tests that should be priori-
tized. The second question of the problem formulation was addressed by using
the definition of the level-of-assurance and strength of a test. They required
statistical data to define their lower-bounded probabilities of a test, i.e. ploa for
the level-of-assurance and α, β for the strength. Now the second question of the
problem formulation was tackled, i.e. we now know how much we can rely on
tests at Scania.

In Chapter 2 necessary theory and knowledge about Scania is presented, in
Chapter 3 the problem and goal is further described, in Chapter 4 the method
using Bayesian Networks is presented, in Chapter 5 this method is simulated
for the FLD-system at Scania and discussions about the results are made in
Chapter 6 where a scenario of where the method can be used is described. In
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Chapter 7 the conclusions are stated and future work can be seen in Chapter 8.
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2 Preliminaries

The method uses theory and tools from different kinds of fields. This chapter
is divided into into five sections consisting of testing at Scania, vehicle require-
ments, estimation of reliability in tests, Bayesian Networks and software. The
first two present basic information about how requirements are defined at Scania
and about corresponding testing. The third uses statistical data to estimate the
lower-bounded probabilities of the level-of-assurance ploa and strength (α,β),
and the last two goes through the theory behind Bayesian Networks and the
software used.

2.1 Testing at Scania

Testing at Scania is currently made according to the V-shaped development pro-
cess describing the different test levels in a trucks development process partly to
decrease the risk for gaps in testing and avoid redundancy. The V-shape mainly
consists of two parts, requirements specification on the left side and different
kinds of tests on the right. It reduces gaps in testing, increases traceability,
avoids redundancy and increases test coverage to name a few. Requirements
are created and tested on different levels where each level corresponds to a
specific level of functionality in the vehicle, see Figure 2. There are several ab-
breviations in the figure; user function requirements (UFRs), function allocation
description (FAD), system descriptions (SDs), allocation element requirements
(AERs) and test benches (TBs).

Figure 2: The V-shaped development process of a vehicle at Scania.

The V-model is read from left to to right, starting in the left topmost corner
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where the overall functionality of a vehicle is specified. It is divided into UFRs,
FADs SDs etc. until requirements on specific hardware and software have been
specified. At the bottom of the V, development of new hardware and software
are constructed to meet the requirements. These hardware and software mod-
ules are thereafter put together and tested for every test level in the right part of
the figure until all test levels are considered to meet its requirements. There are
many different kinds of tests and tools for testing requirements at Scania. There
are emulation tools, validation testing, hardware in the loop and many more.
One or a combination of several of these are being used to test requirements on
every test level. Software emulation is used for testing software code before it
is used in the hardware since it is easy to use and takes less time. Hardware
in the loop tests software in its intended hardware using inputs and outputs to
the hardware to analyses the signals that are sent in and comes out. Validation
refers to the tests that only test a part of all possible test cases of a requirement
because of feasibility physical limitations, e.g. sometimes prioritization has to
be made when there is a big number of possible test cases for a requirement.

A version of validation is positive testing which is a concept in testing that
focuses on testing expected behaviors. Positive testing is used within Scania to
test systems if they behave according to requirements to analyze if the system
behaves as it should. The opposite would be to test non-expected behaviors for
a requirement which is called negative testing.

2.2 Vehicle Requirements

The development of new vehicles at Scania is partly based on requirements
since they are used during the entire development process. They are needed to
specify desired behavior, as a framework for development of new functionality,
validation and much more. Defining new behaviors for a new version of a ve-
hicle starts with defining requirements according to the V-model presented in
Section 2.1, see Figure 2. The requirements are implemented to include their
new functionality in software and hardware. When these new implementations
do not work, they are adjusted until the requirements have been tested and are
considered to hold.

The creation of requirements is an important process at Scania and using a
reliable framework for creating them has many benefits. They affect what kind
of hardware and software to develop which is carried out by engineers and de-
fine what functionality the vehicle should have. If requirements are defined
in a structured manner, it can greatly improve traceability, reliability of the
functionality of a vehicle and much more because of its affects on the entire
development process. Therefore it is important to choose a method for cre-
ation of requirements that is reliable and covers desired demands. The V-model
described in Section 2.1 is used as a reference within Scania to decrease the
gaps in between testing interfaces for different test organizations and reduce the
need for redundant testing. The model specify which kind of requirements that
should be created but lack a the structure and framework that standardizes the
definition of a requirement and how they relate to each other. Today the it
differs between test organizations how a requirement is defined which creates
ambiguity in testing.
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Figure 14. Contract structure for the architecture AFLDSys where the structure of the elements are not shown for reasons of
readability.

2) Safety Requirements on COO (the item) and its environment: As shown in Fig. 14, the safety goal SG has
an incoming ”Assumptions of” arc from the FSR FSRDriver, which means that FSRDriver is an assumption of
the contract ({FSRDriver},SG) for EV ehicle in accordance with Sec. V-B. This means that the safety goal is
under the responsibility of the vehicle EV ehicle, but only if the driver EDriver fulfills the assumption FSRDriver,
i.e. that the driver does not refuel the vehicle while the parking brake is not applied, as expressed in Table II.

In accordance with Sec. V-B, the arc from the FSR FSRCOO to the safety goal SG in Fig. 14, means that
the intent is that FSRCOO fulfills SG. As can be seen in Table I, these two requirements are the same, which
means that the responsibility of SG is fully delegated from the vehicle EV ehicle to COO ECOO. However, the
FSR FSRCOO is only under the responsibility of ECOO, if the environment of ECOO fulfills the requirements
TSRTank, FSREMS , and FSRICL, as shown in Fig. 14.

As shown in Table II, the requirements TSRTank and FSREMS , express the following in the nominal case,
respectively: the fuel sensor EfuelSensor is correctly installed in the tank EFueltank; and EMS EEMS provides
an accurate estimate of the fuel consumption, when driving. The FSR FSRICL, under the responsibility of ICL
EICL, expresses in the nominal case that: the indicated fuel volume, shown by the gauge, shall correspond
to the estimated fuel volume, transmitted onto CAN2 by ECOO. As further shown in Fig. 14, the assumption
FSRDriver of the contract for the vehicle, is also an assumption of the contract containing FSREMS , under
the responsibility of EEMS .

3) Safety Requirements on Application and Middleware SW: In Table III, the safety requirements FSRFUEL,
TSRANIN , TSR1−2

ICAN , and TSR1−2
OCAN on the SW components FUEL EFUEL, ANIN EANIN , ICAN EICAN

and OCAN EOCAN , respectively, are presented. The SW components in the MIDD SW provide the APPL
SW with SW-signals that correspond to readings from sensors and CAN signals and also encode SW-signals
from the APPL SW into CAN messages.

As can be seen in Table I and Table III, the FSR FSRFUEL on FUEL is the same as FSRCOO, which
means that the responsibility of FSRCOO is delegated to FUEL, given that the environment of EFUEL fulfills
the requirements TSRTank, FSREMS , and FSRICL, and furthermore TSRANIN , TSR1−2

ICAN , and TSR1−2
OCAN

as shown in Fig. 14.
The TSR TSRANIN expresses that the input signal fuelSensorRes V al F32[%] corresponds to the

position of the floater sensedFuelLevel[%], or the status signal fuelSensorRes SS U08[Enum] has the
value ERR. The TSRs TSR1−2

ICAN expresses that the input signal fuelRate V al F32[litres/h] to FUEL
corresponds to CAN signal FuelRate[l/h] in CAN message FuelEconomy in case FuelRate[l/h] is not
equal to 0xFE (error). In case FuelRate[l/h] is equal to 0xFE (error) or if the signal was expected sooner,
then fuelRate SS U08[Enum] is equal to ERR. The TSRs TSR1−2

OCAN expresses that the output signal

Figure 3: Requirements created by Jonas Westman and Mattias Nyberg for the
FLD-system at Scania according to [4].

Thorough analysis has been performed for the FLD-system at Scania by Jonas
Westman and Mattias Nyberg to standardize the requirements at Scania to
improve testing. They have proposed a way to define requirements as well
as their intermediate relationships in [4]. It proposes a comprehensive set of
definitions for a requirement on any electromechanical system. A safety goal
(SG) is defined for a desired behavior of the system. This is decomposed into
smaller and smaller safety requirements; functional safety requirements (FSRs),
technical safety requirements (TSRs), hardware safety requirements (HWSRs)
and software safety requirements (SSRs). Every requirement has either a direct
or indirect relation to the SG and each requirement can either hold, hold , or
not hold, ¬hold , i.e. does the implementation fulfill its requirement/s or not.
If a requirement assumes that two other requirements hold to fulfill its own
requirement, it is said to have two assumptions. The intermediate relation-
ships between requirements with regard to which are assumptions to others was
defined in their report. An illustrative example was presented for the the FLD-
system in a Scania truck and is in a directed acyclic graph (DAG) in Figure 3.
The nodes represent requirements and the edges represent relationships. The
end of an edge is indicated with a filled dot or an arrowhead. A requirement in
the start of a dot-edge is an assumption to the requirement in the end while the
requirement in the start of an arrowhead-edge is inherited by the requirement
in the end (this behavior is further described in their paper [4] and is not used
in this report). If all requirements hold, the safety goal also hold.

The DAG structure in Figure 3 has partly been used as a base for the simula-
tions in this report. The simulations was also based on another DAG structure
consisting of requirements that were used at Scania at the current time of the
report. They were created by me according to J. Westmans and M. Nybergs re-
port. The primary reason for using two different requirements structures was to
analyze the method presented in this report. The second reason was to analyze
the benefits of defining the requirements according to J. Westmans and M. Ny-
bergs paper [4]. During the creation of the method presented in this report,
the definition of an assumption played a central part in the Bayesian Network.
The definition of an assumption which partly creates the basis for the Bayesian
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Network presented in this report is seen below.

”An assumption is a requirement which constitutes a vital func-
tionality in another requirement”

2.3 Estimation of Reliability in Tests

The value of ploa and strength (α,β) have to be assigned to every kind of test
before the method presented in this report can be used in practice. The variable
ploa is the lower-bounded statistical probability that the test gets a ”success”
outcome, in this report named as a Pass outcome. The strength (α,β) of a test
is determined by analyzing the outcome of a successful Pass respectively non-
successful ¬Pass outcome of a test. In the following, we summarize how these
lower-bounded probabilities are defined based on theory from statistics [5][6].
They are needed to establish a quantitative reliability that a safety goal holds.

2.3.1 The level-of-assurance ploa of a Test

The value of ploa is determined by creating a Confidence Interval (CI) [5] with
unknown mean µ and variance σ. Let p denote the proportion of ”success”
in a population. In our case, the population is the number of tests performed
with a certain test method where ”success” corresponds to a Pass outcome.
Let X be the number of successes in a sample of size n, then X ∼ Binomial
(p). If n is large, np > 10 and n(1 − p) > 10 , then X ∼ Normal, µ = np and
σ =

√
np(1 − p). We estimate p using p̂ = X

n such that p̂ ∼ Normal, µ = p and

p =
√

p(1−p)
n

p̂− p√
p(1−p)
n

∼ N(0, 1)

To find a 100(1-α)% CI one can use

P

(
− zα/2 <

p̂− p√
p(1− p)/n

< zα/2

)
≈ (1− α)

In this report we are only interested in finding a lower limit of the CI since we
are interested in finding a lower bound of the value of ploa , so we use

P

(
− zα <

p̂− p√
p(1− p)/n

)
≈ (1− α)

Solving the inequality, we get the (1 − α)100% CI of p:

lower confidence limit =
p̂+

z2α
2n − zα

√
p̂(1−p̂)
n +

z2α
4n2

1 +
z2α
n

(1)

When n is large, we get

lower confidence limit = p̂− zα
√
p̂(1− p̂)

n
(2)

9



Given a 95% CI, it is not entirely correct to say that the CI has a probability
of 95% to contain µ. Instead you can say that in m number of CIs created for
µ, 0.95·m of them contains µ. A CI can either contain µ or not.

The value p̂ corresponds to p̂l and in a test setting it is desired to know how
big sample size that is needed to produce a certain CI. Equation 1 and 2 were
created using a large sample size n, i.e. np > 10 and n(1 − p) > 10 . Therefore
the sample size n depends on the desired lower bound and the chosen confidence
level α as can be seen in equations 1 and 2. α can be chosen in advance as well
as the desired lower confidence level, but p̂ will vary depending on the obser-
vation, so the exact sample size is not possible to calculate in advance. A first
sample will have to be performed to acquire a p̂, then an estimation of required
sample size can be calculated. As an example we can say that a sample has
been collected and has a p̂ = 0 .999 . To use equation 2 we need a sample size of
at least 10/(1 − 0 .999 ) = 10000 . Using equation 2 to see how big sample size
that is needed to get a desired lower confidence level of 0.995 on confidence level
97.5% (α = 0 .025 ), the equation shows that a sample size of n = 76 is needed.
This is significantly smaller than the sample size needed to use the equation
and a sample size of 1000 is big in the context of tests. Increasing the lower
confidence level to 0.99 a sample size of n = 470 is required which is still lower
than 10000 , using the sample size of n = 10000 we acquire a lower confidence
limit of 0.99816.

2.3.2 The strength (α,β) of a Test

The Bayesian model presented in this report requires a measurement of to which
degree we can rely on a test. Several papers were surveyed to find such a mea-
surement and one feasible definition was found in the work made by A. Legay
and B. Delahaye [6] which is an overview of statistical model checking, partly
based on work make by Younes [7] and K. Sen [8].

The strength (α,β) of a test was presented in [7] and [8], then summarized
and compared in [6]. It has been implemented in [9] and [10]. The theory is
based on hypothesis testing, let p = P(φ), to determine whether p ≥ θ, we can
test H : p ≥ θ against K : p < θ.

If a test based solution is used, it is not possible to guarantee a correct re-
sult. To come around this problem, another measure of reliability in tests is
used. Using the fact that it is possible to bound the probability of making an
error, the strength (α,β) of a test is defined. From [6] ”The strength (α,β) of
a test is determined by two parameters, α and β, such that the probability of
accepting K (respectively, H ) when H (respectively, K ) holds, called a Type-I
error (respectively, a Type-II error) is less or equal to α (respectively, β).”

Performing testing to determine the strength can be made in different ways,
e.g. by using a Single Sampling Plan (SSP) by Younes [7] or a Sequential Prob-
ability Ratio Test (SPRT ) from Wald [11]. The method presented in this report
uses an Single Sampling Plan to estimate the strength of a test but a Sequential
Probability Ratio Test would also be feasible.
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From [6] ”Let Bi be a discrete random variable with a Bernoulli distribution of
parameter p. Such a variable can only take 2 values 0 and 1 with Pr [Bi = 1 ] = p
and Pr [Bi = 0 ] = 1 − p. In our context, each variable Bi is associated with one
simulation of the system. The outcome for Bi , denoted bi , is 1 if the simulation
satisfies φ and 0 otherwise. ... Single Sampling Plan (n,c). To test H0 : p ≥ p0

against H1 : p < p1 where p0 > p1 , we specify a constant c. If
∑n

i=1 bi , where
bi is a Bernoulli distributed variable, is larger than c, then H0 is accepted, else
H1 is accepted. The difficult part in this approach is to find values for the pair
(n, c), called a Single Sampling Plan (SSP in short), such that the two error
bounds α and β are respected. In practice, one tries to work with the small-
est value of n possible so as to minimize the number of simulations performed.
Clearly, this number has to be greater if α and β are smaller but also if the size
of the indifference region is smaller. This results in an optimization problem,
which generally does not have a closed-form solution except for a few special
cases [7]. In his thesis [7], Younes proposes a binary search based algorithm
that, given p0 , p1 , α, β, computes an approximation of the minimal value for c
and n.”

2.4 Bayesian Networks

In this work, we are interested in relationships between requirements and why
their satisfaction influence other requirements and the overall safety goal. These
relationships to be modeled to reflect the intermediate dependencies are impor-
tant to model since they create the basis for estimating the satisfaction of the
safety goal. At the same time, the modeling formalism has to support tests
with different strengths to provide the possibility to use several test methods.
Different test methods and tests on different requirements affect the safety goal
differently and finding this relationship has become more and more important at
Scania as the complexity of relationships between requirements increases with
time.

Bayesian Networks is a method to describe conditional probabilities in a graph-
ically comprehensive way. It consists of nodes connected with arrows. An arrow
from one node to another indicates that that one node affects the outcome the
other. If one node symbolizes that an event has occurred, the arrow indicates
that there is a probability that the other event will also occur. This behaviour
propagates through nodes in the network and makes it possible to visualize gen-
eral behaviors in a system and identify complex relationships [12] [13].

This can be illustrated with an example. To make it simple, three nodes are
used and represent three possible diseases a person can have. They can happen
separately or at the same time and are named malaria, flu and fever . They can
take one of two values each, either True or False. True indicates that the person
has the disease and False that it does not. An arrow between two nodes indi-
cates that there is a probability that one has a chance to occur if the other has
occurred. The direction of the arrow indicates which disease that will affect the
outcome of the another. This is represented mathematically with conditional
probabilities and which are described later. The direction indicates which node
is the cause and which is the effect, also called parent and child. The start
node is the cause and the end node the effect. In this example it is chosen that
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Figure 4: A Bayesian Network consisting of three nodes where flu and malaria
are parents to fever .

malaria and flu will be causes for fever so malaria and flu are parents to fever ,
see Figure 4.

Each node is assigned a conditional probability table (CPT) which defines how
it depends on its parents. The CPT consists of several sets of probabilities that
sum to one, each set depending on the states of its parents. fever can exist
in one of two states, True or False, so for a certain state-combination of its
parents, fever is assigned a probability p to be True and 1 − p to be False.
The parents (flu and malaria) have two states each so there are four possible
state-combinations of its parents, hence fever will have to define four differ-
ent probability-sets. The probability that fever = False when flu = True and
malaria = False is denoted P(¬fever |FLU = True,M = False). In this partic-
ular case, every set of probabilities only needs to be assigned one probability p
for every state-combination since every node only has two possible states where
the probabilities are p and 1 − p respectively. A CPT for fever can be seen in
Table 1.

flu malaria P (fever|FLU,M) P (¬fever|FLU,M)
F F 0.1 1-0.1 = 0.9
F T 0.5 1-0.5 = 0.5
T F 0.6 1-0.6 = 0.4
T T 0.8 1-0.8 = 0.2

Table 1: The CPT for fever . Names with small letters are instantiated stochastic
variables.

The probability that a node exist in one of it’s states can change when an ob-
servation has been made, e.g. flu is observed to be True, which is called an
evidence. The new probability is calculated with a posterior probability distri-
bution for a set of query variables, given a set of evidences. X is a set of
query variables and it is possible to compute the posterior probability for a set
of queries but for instruction we refer to one query variable as x. E is a set of
evidence variables E1 , ..En where e is an evidence.
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Figure 5: The new example with two new nodes, hfw and tm, and corresponding
CPTs. The CPT for fever is presented in Table 1.

To illustrate this behavior, two nodes are added to the example in Figure 4,
home from work, hfw , and takes medicine, tm. The network with correspond-
ing CPTs can be seen in Figure 5.

The key property about the network is its ability to compute a posterior prob-
ability distribution for a set of query variables, given a set of evidences. E
is a set of evidence variables and e denotes one observed event. X denotes a
set of query variables and x denotes one query variable. Only one query will be
considered at a time to simplify the representation. Y is a set of nonevidences,
nonquery variables called hidden variables and one hidden variable is denoted y.
A query asks for the posterior probability distribution P(x|e). It is calculated
with the equation:

P (x|e) = αP (x, e) = α
∑
Y

P (x, e,y). (3)

The term P(x, e,y) is calculated with the expression used in Bayesian Networks:

P (x1, ...,xn) =

n∏
i=1

P (xi|parents(Xi)). (4)

If it is observed that flu = True and tm = False, then a a query could be: what
is the probability that the person has hfw given these two observations? Here
e = {flu,¬tm}1 are the evidences. The expression becomes

P (hfw|flu,¬tm) = αP (hfw, flu,¬tm)
= α

∑
Y

P (hfw, flu,¬tm,y)

where Y = {fever,¬fever,malaria,¬malaria}. The probabilities are evalu-
ated according to equations 3, 4 and the probabilities given from the CPTs in
Figure 5. It results in

1There is an ambiguity in the usage of the variable names such as flu since they can only
exist in one of two states in this example, True or False. When referring to flu for example
it sometimes stands for flu = true rather than the name. In the cases flu = False, it is is
referred to as ¬flu. It should be apparent from the situation what the variable name stands
for.
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P (hfw|flu,¬tm) = 11%, hence
P (¬hfw|flu,¬tm) = 89%.

2.5 Software

Two software programs, GeNIe & SMILE and Matlab, were used in the devel-
opment and analysis of the method presented in this report. GeNIe was used
to create the Bayesian Network in this report, it included a graphical interface
with nodes and arrows as well as possibility to efficiently compute queries. The
results created in GeNIe were transferred to Matlab for creatoion of graphs that
show the increase in confidence for increasing number of tests that have been
performed. The graphical network interface (GeNIe) is a graphical interface
to SMILE (structural modeling, inference, and learning engine) which are de-
veloped by the Decision Systems Laboratory at University of Pittsburgh. It is
known for its ability to implement graphical decision-theoretic methods, such
as Bayesian Networks and inference diagrams [14]. Matlab (matrix laboration)
is developed by MathWorks and is partly used for matrix manipulation, im-
plementation of algorithms, creation of user-interfaces and plotting of functions
and data.

GeNIe was used for modeling Bayesian Networks in this report. It visualized the
network with nodes and arrows. The nodes were called ”general chance nodes”
in the program and efficiently answered queries for small networks. Chance
nodes were created by clicking on a chance node in the toolbar at the top of
the screen and then click somewhere in the work space in the middle. An edge
could also be found at the top in the toolbar and was created in a drag and
drop-manner between nodes. When the example from Figure 5 in Section 2.4
was put into GeNIe it looked like in Figure 6.

Figure 6: Visual representation in GeNIe of a Bayesian Network. This Fig-
ure represents the example presented in Section 2.4, Figure 5.

It was possible to simulate results in GeNIe in the sense that queries could be
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answered. The layout of the nodes could be transferred into bar charts showing
the probabilities for every node to exist in a certain state. In order for the prob-
abilities to show, the network had to be simulated. It calculated the queries for
every state in the network and presented each results as a bar in bar charts.
Transferring the network into bar charts was done by right clicking on each node
and choosing View as¿Bar Chart and simulating the system by pressing F5 on
the keyboard, then the bars became automatically filled by the program. This
transformation and simulation was made for the example in Figure 6 and the
screen shot afterwards can be seen in Figure 7.

Figure 7: Bar chart representation and simulation of the network in Figure 6.
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3 Problem and Goal

3.1 Problem Formulation

The increasing complexity of functionality in vehicles combined with the planned
release of the ISO26262 standard puts more responsibility on the testing per-
formed at Scania and requires better test processes. The test process at Scania
is in need of improvement in order to comply with the new standard since there
are several areas that were not taken care of at Scania during the time of this
work. The advanced technology being implemented in new trucks made it more
important to provide a robust test process. Extensive testing were being per-
formed for requirements in a truck with the aim to make the conclusion that all
the requirements were considered guaranteed to hold. Unfortunately this was
not the case because of several reasons, uncertainty in test methods, practical
infeasibility, increased complexity and time limitations to name a few.

This work aims to come closer to a conclusion that a safety goal can be con-
sidered guaranteed to hold. Therefore the problem formulation of this thesis
consists of two questions;

• Which tests should be prioritized?

• How reliable are the tests?

3.2 Goal

To answer the two questions in the problem formulation, we employed a method
that could estimate the confidence that a safety goal holds based on statisti-
cally determined measures of the probability that a test gets a Pass outcome
and reliability in tests. The confidence would computed with mathematical re-
lationships depending on the the number of test that had been performed on
requirements. Bayesian Networks were proposed to be used as a framework
for this task and theory had to be found for estimating the probability that
a test gets a Pass outcome and reliability in tests. The method presented in
this report was therefore based on Bayesian Networks that uses the definition
of the level-of-assurance and the strength of a test to acquire a number of the
confidence that the safety goal hold.
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4 Method

The method is based on a framework that can model any requirement structure
that uses the principles that this method is based upon. This section is divided
into two sections that describes the steps to build this framework by using
illustrative examples. Later in this report, the framework is applied to two
requirement structures for the FLD-system to analyze different behaviors of the
method, see Chapter 5.

4.1 Step 1: Combinational Logic and Directed Acyclic
Graph

First, combinational logic was in this thesis used as a basis for describing the
theory for estimating the confidence that the SG hold. The safety goal consist of
safety requirements (referred to requirements sometimes) and was thought of as
having relations to each other as combinational logic, see Figure 8a. The safety
goal and safety requirements were represented as nodes and the arrows in the
figure represented their intermediate dependencies. The and-box represents the
and-relationship between the two requirements R3 and R4 since every require-
ment can have two values, either hold or ¬hold (hold not). If both requirements
(R3 and R4) and R2 had the value hold at the same time, the SG would also
hold, i.e. the SG only hold when all requirements in Figure 8a hold.

(a) Safety goal
and safety re-
quirements as
combinational
logic.

(b) SG decompo-
sition compatible
with ASIL.

(c) Plus integra-
tion nodes.

(d) Plus test
nodes.

Figure 8: Turning the Safety goal with corresponding safety requirements into
a DAG that can be used as a Bayesian Network.

Unfortunately the decomposition of a SG into safety requirements was different
in reality and we had to adapt the model of the requirement hierarchy, see Fig-
ure 8b. The SG would no longer be guaranteed to hold if the all leaf-nodes (R2,
R3 and R4) were in the state hold . In order to conserve the possibility to only
need the leaf-nodes to be in the state hold for the SG to hold , we have added
integration nodes as illustrated in Figure 8c. An integration node represented
the assumptions and extra behavior to fulfill its requirement. It was easy to
identify which requirements that are assumptions to others by observing the di-
rection of the arrows. R3 and R4 were assumptions to R1, hence R1 assumeed
them to hold during executing of its own behavior. Therefore R1 and R2 were
in turn assumptions to SG. Now the leaf nodes were ISG, I1, R2, R3 and R4
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and if all of them were in state hold the SG would hold .

To know whether the leaf nodes in Figure 8c hold, tests had to be performed
and were represented by test nodes. A test node was added to every leaf node
in Figure 8c (every integration activity and every requirement without an as-
sumption)such that, according to combinational logic, the SG would hold if all
tests had the value Pass in Figure 8d.

The directed acyclic graph (DAG) in Figure 8d was now deterministically de-
termining whether the SG hold or not based on whether all tests have passed
or not. This was basically what the situation looked like at Scania during the
time of this report. To include uncertainty in testing, a Bayesian Network was
applied to the DAG structure in Figure 8d to include uncertainty in tests and
intermediate relationships between requirements. A DAG is a directed graph
with no directed circles. The implementation of the Bayesian Network into
the DAG is described in the next section where the Bayesian Network uses the
level-of-assurance and strength of a test to determine the confidence that a SG
holds.

4.2 Step 2: Definition of Reliability Propagation to the
Safety Goal

Once given a DAG structure given from Step 1, it was desired to incorporate
uncertainty for tests and intermediate relationships betwen requirements in the
structure. Therefore the level-of-assurance and strengths together with rules
for intermediate dependencies between requirements were used to define Condi-
tional Probability Tables (CPTs) that constitutes a Bayesian Network. There
are three different kinds of CPTs used in the Bayesian Network which are found
in three different kinds of nodes; test nodes, the leaf nodes in Figure 8c and
requirement nodes that has one or more assumptions (the SG counts as a re-
quirement that has one or more assumptions).

It can be tested how often tests usually get the outcome Pass according to
the theory presented in Section 2.3.1 and was used in the CPT of test nodes.
This statistical probability was called a level-of-assurance since it was the sta-
tistical probability that a test would get the outcome Pass before it had been
performed and was denoted ploa . It was used in the CPT of a test node to
represent how often that specific sort of test usually got the outcome Pass. The
CPT of a test node can be seen in Table 2.

P (T = Pass) P (T = ¬Pass)
ploa 1-ploa

Table 2: CPT of a test node.

The outcome of a test was different from one sort of test to another, there-
fore each sort of test was given a uniquely determined reliability (strength)
according to the theory presented in Section 2.3.2. It used the strength (α,β)
of a test to determine a measurement of reliability in a test. The reliabil-
ity was reflected in the Bayesian Network by assigning α and β to the CPTs
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of an integration/requirement node that had an incoming arrow from a test
node (the leaf-nodes in Figure 8c), see Figure 9 and Table 3. The CPT repre-
sent the the statistical probability that the integration/requirement node hold
for the two possible outcomes of a test, Pass or ¬Pass. When the test had
the outcome Pass, there was a statistical probability of α (Type-I error) that
the integration/requirement did not hold and when the outcome of a test was
¬Pass, there was a statistical probability of β (Type-II error) that the integra-
tion/requirement hold.

Figure 9: An integration/requirement node that has an incoming arrow from a
test node.

T P (R = hold) P (R = ¬hold)
Pass 1-α α
¬Pass β 1-β

Table 3: CPT of an integration/requirement node that have an incoming arrow
from a test node.

The method was partly based on the definition of an assumption (see Sec-
tion 2.2) since the third sort of node used it to define its CPT. This sort of
node was a requirement that had one or several assumptions and therefore al-
ways had an integration node connected to them. The CPT was defined with
respect to the definition of an assumption. Each node had two possible states,
either hold or ¬hold . The definition the CPT can be described with an example.

A requirement that has one assumption can be seen in Figure 10 with and its
corresponding CPT is seen in Table 4. Every requirement with one assumption
have the same CPT. If the integration did not hold (¬hold), the requirement
was given zero probability to hold even if its assumption was considered to hold.
If the integration hold and the assumption hold, the probability was set to 100%
that the requirement hold. In the last case where the integration hold but the
assumption did not hold, there was a contradiction because the definition of an
assumption was supposed to prevent the third case to occur. The result was
that there was one argument for (that the integration hold) and one against
(the assumption do not hold) that the requirement hold. Therefore a voting-
strategy-equation determined the probability that the requirement hold. The
voting-strategy-equation is be seen in equation 5 and calculated the probability
that a requirement hold given that an integration hold.
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Figure 10: An example of a requirement that has one assumption.

I A P (R = hold|I, A) P (R = ¬hold|I, A)
¬hold ¬hold 0 1
¬hold hold 0 1
hold ¬hold 0.5 0.5
hold hold 1 0

Table 4: CPT of a requirement that has one assumption.

P (R = hold|I = hold,A1, ..., An) =

1

1 +
∑n
i=1Ai = ¬hold

(5)

The decomposition of the SG into safety requirements becomame an impor-
tant part of the method presented in this report because of its affects of how
well it modeled reality. In line with equation 5, the SG had to be divided into
safety requirements according to the definition of an assumption if the CPTs of
requirements with assumptions would be valid. This made the confidence that
the SG hold to greatly depend on how it was decomposed into safety require-
ments.

20



5 Simulation of the Method for the Fuel Level
Display-System

The method was simulated for requirements on the FLD-system within a Scania
vehicle which has been subject to several analyses at Scania. The FLD system
had the responsibility to track the fuel level in the tank of a truck. It consisted
of both electrical and mechanical components and had a set of requirements it
had to fulfill at Scania. A work had been made by J. Westman and M. Nyberg
to redefine these requirements such that they complied with the ISO26262 stan-
dard. The structure of these requirements can be seen in Figure 3 in Section 2.2.
The requirements that were created by me, found in the documentation for the
FLD-system at the time of this report, structured in the same manner as in Fig-
ure 3. They differed in the sense that they lacked intermediate dependencies to
a great extent and were defined in a way that introduced ambiguities in testing.
The simulations of the two requirement structures is described in the following
subsections.

5.1 The Fuel Level Display-System

The FLD-system was responsible for tracking the fuel level in the tank and was
chosen because it was well documented in comparison to other subsystems in
a Scania vehicle. It read the fuel level in the tank as a voltage using a sen-
sor. This voltage was converted into a volume and filtered using a kalman-filter
which produced an estimate of the volume. To show the estimated volume to
the driver, the value was sent over the controller area network (CAN) through
a number of control process units (CPUs) in the vehicle until it reached the
display in the display panel in the truck.

The FLD-system was simulated for two kinds of requirements. The first created
by J. Westman and M. Nyberg with detailed descriptions in their report [4].
The second one was created by me from searching through the documentation
of the FLD-system at Scania and figuring out their intermediate dependencies.
The structure that was created by J. Westman and M. Nyberg was put into
GeNIe according to the method presented in Chapter 4 for analysis and their
representation in GeNIe can be seen in Figure 11. The same was made for the
requirements found by me and due to limitations in time and GeNIe, nine out of
20 requirements (including the safety goal) were put into GeNIe for simulation,
see Figure 12.

There were two kinds of testing policies used during simulations for both struc-
tures. The first one used a policy which started by testing the safety goal first,
then proceed with its assumptions and then row by row downwards in the re-
quirements structure until the last requirement was tested. Informally this pol-
icy was named the downwards-policy. The other policy consisted of performing
test activities in the reverse order and was therefore named the upwards-policy.
A simulation that was half-way through using the downwards-policy can be seen
in Figure 11. The blue bars represented performed tests with a Pass outcome.
Another simulation where three tests had been performed using the upwards-
policy can be seen in Figure 12.
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Figure 11: The safety goal and safety requirement structure created by J. West-
man and M. Nybergs as a Bayesian Network in the program GeNIe. The safety
goal is considered a requirement as well and the blue bars on some test activities
represents that ten tests have been performed with positive outcomes.

Figure 12: The requirement structure that was created by reading the docu-
mentation of the FLD-system at Scania.

5.2 Assignment of Values to the CPTs in the Bayesian
Networks

Each graph in the results section was simulated by varying one of the three
parameters used in the Bayesian Network; the Type-I error, α, the Type-II er-
ror, β, or the value of ploa . When any of the three variables were not varied in
a graph they were held constant. In the cases that the Type-I error, Type-II
error and level-of-assurance were kept at constant levels they were assigned the
values 0.01, 0.1 and 0.5 respectively.

It was desired to simulate the method for different values of the level-of-assurance
and was held constant at a level of 0.5 to represent a reasonable scenario. A
level-of-assurance of 0% was not feasible to use since it would imply that no tests
would ever get a Pass outcome which was obviously not the case for the areas of
use for this method. Therefore the statistical probability was set to 50% to rep-
resent a reasonable value. This was also motivated by the fact that Figure 13c
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in the results only displayed a marginal change in the confidence when switching
from 20% to 50% for the level-of-assurance as compared to varying the other two
variables in Figure 13a and 13b. Combining this information with the fact that
it was not not known what the level-of-assurance was at Scania, 50% was used
as a reasonable value for the constant level-of-assurance was during simulations.

The value of the Type-I error value was 1% in simulations where a constant
Type-I error was used in order to reflect a likely scenario. It was motivated by
visits to test labs at Scania and interviews with test engineers. A Type-I error
of 1% meant that when a test had gotten the value Pass, it had a chance in one
out of hundred to be incorrect, i.e. that the requirement do not hold. A similar
motivation was used for assigning the constant value of the Type-II error which
was set to 10%. This meant that in one out of ten tests that got the outcome
”¬hold” the outcome was incorrect, i.e. that the requirement hold.

5.3 Results

The y-axes in all figures represented the confidence, i.e. the confidence that the
SG hold. The confidence is the statistically determined percentage of behaviors
considered to hold based on tests by this method. When talking about behav-
iors it refers to all behaviors that were specified by the safety goal and its safety
requirements. The x-axes of the figures represents the number of tests that was
performed.

Several graphs were created for both requirement structures to visualize the
increase in confidence for different number of tests performed. Figure 11 in-
cludes six graphs on the structure created by J.Westmans and M. Nyberg and
Figure 12 contains six graphs for the requirements structure created created by
me. Each graph was created by performing one test at a time by assigning a
blue bar to a test node. Every time a new test was performed, the Bayesian
Network was simulated to acquire the value of the confidence. The first three
graphs in both figures were created using the downwards-policy while the last
three in both figures were created by using the upwards-policy.

Two graphs in Figure 13 indicated that the confidence reached 100% in two sce-
narios which should obviously not be possible. They were found in the graphs
that varied the Type-I error for the requirements structure made by J. West-
man and M. Nyberg. Therefore it was desired to recreate the behavior close to
the 100% limit for small values of the Type-I error to investigate the effect the
type-I error. The Type-I error, Type-II error and level-of-assurance were kept
constant at values 0.001, 0.01 and 0.5 and only the Type-I error of the safety
goal was varied. The result is seen in Table 5.

There is a possible explanation for the 100% confidence that appeared for two
graphs in Figure 13. It possible that it has to do with the rounding made in
GeNIe. As indicated by Table 5, the confidence only provides the confidence
in integers. More accuracy can be achieved by using SMILE instead of GeNIe
to calculate the confidence. Further analysis regarding the accuracy has to be
performed to distinguish the reason for the 100% limit to find evidence for this
argument. By reasoning with regards to reality, it should not be possible to
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achieve a 100% confidence of the SG as long as at least one of the Type-I error
or Type-II error of the SG is not 0%. See the discussion in Chapter 6 and the
table description in Table 5 for an analysis of the 100% limit.
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(a) Downwards-policy, varying Type-I error α
when ploa = 0.5 and β = 0.1.
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(b) Downwards-policy, varying Type-II error β
when ploa = 0.5 and α = 0.01.
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(c) Downwards-policy, varying level-of-
assurance ploa when α = 0.01 and
β = 0.1.
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(d) Upwards-policy, varying Type-I error α
when ploa = 0.5 and β = 0.1.
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(e) Upwards-policy, varying Type-II error β
when ploa = 0.5 and α = 0.01.
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(f) Upwards-policy, varying level-of-assurance
ploa when α = 0.01 and β = 0.1.

Figure 13: Simulations for the requirement structure in Figure 11 created by
J. Westman and M. Nyberg for the FLD-system in a Scania vehicle.
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(b) Downwards-policy, varying Type-II error β
when ploa = 0.5 and α = 0.01.
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(c) Downwards-policy, varying level-of-
assurance ploa when α = 0.01 and
β = 0.1.
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(d) Upwards-policy, varying Type-I error α
when ploa = 0.5 and β = 0.1.
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(e) Upwards-policy, varying Type-II error β
when ploa = 0.5 and α = 0.01.
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(f) Upwards-policy, varying level-of-assurance
ploa when α = 0.01 and β = 0.1.

Figure 14: Simulations for the requirement structure in Figure 12 created by
me from reading the documentation of the FLD-system at Scania.
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Type-I
error α
of the SG

0.4 0.3 0.2 0.1 0.05 0.01 0.002 0.001

Confidence
[%]

60 70 80 90 95 99 99 100

Table 5: Simulation with purpose to investigate the 100% limit of the confidence
in the requirement structure created by J. Westman and M. Nyberg. The Type-I
error of the SG was the only parameter varied while all other variables remained
constant at α = 0.001, β = 0.01 and ploa = 0.5. The program GeNIe rounded
the values of the confidence, hence the results in the table were also integers.
Due to the fact that the program GeNIe rounded the values of the confidence, it
can be concluded that any value of 100% confidence generated by GeNIe reflects
an approximate value with undetermined uncertainty.
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6 Discussion

Acquiring statistical data for estimating the level-of-assurance is less vital than
acquiring statistical data for the strength in tests. The level-of-assurance only
require the engineers to keep track of the total number of tests that have been
performed during a certain time period and compare with the total number
of tests that got a Pass outcome and use equation 2 to acquire the estimate
of the level-of-assurance. The level-of-assurance does not affect the confidence
that SG hold when all tests have been performed, so it could be considered to
not be needed to estimate at all if only that case is considered. The theory for
estimating a level-of-assurance was presented in Section 2.3.1.

On the other hand, gathering statistical data for estimating the reliability in
a test, i.e. the strength of a test with Type-I errorα and Type-II error β, in
tests requires further investigation and interviews have been conducted with
test engineers to investigate the feasibility of the task. It has not been decided
how the statistical data should be acquired. In the theory presented in this
report it is assumed that the data have been collected and labelled correctly.
The task of defining correctly labeled statistical data and how to perform such
reference testing still needs further investigation and will most likely have to
include input from test engineers.

To investigate the feasibility of finding such a definition, some interviews were
conducted. The first one said that there was a rule of thumb in testing that
says that you can never test all possible behaviors of a system. Another one
informed that he was using emulation tools for simulating software and usually
all possible behaviors of the software code were tested. Even if he tested all
possible behaviors of the software he mentioned, there was still a possibility
that the requirement was not met. Some faults appeared during execution of
the code in its intended hardware. He gave an example of that a start current
in the hardware once made the code to not work at all.

Some interesting questions during the definition process of the statistical data
for the strength might be;

• Should the definition of a correct test result be based on fault reports for
vehicles or are there other ways to determine it, e.g. based on other tests?
Or based on reference tests?

• In which context could the method be used?

• Could the method be used for different purposes depending on which sta-
tistical data that is used?

The safety goal specified for the FLD-system is one out of several safety goals
that will have to be specified for a complete vehicle to comply with ISO26262.
In a truck there are several subsystems with different functionality whom need
their own safety goal and some of them might depend on each other. There-
fore the simulation made for this system is probably only a smaller part of how
a complete safety goal and safety requirement structure might look like for a
complete vehicle. The method presents a straightforward way to calculate the
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confidence that the safety goal (or any other requirement in the vehicle) hold.
This functionality was not present in the testing process at Scania during the
making of this report.

Using the structure created by J. Westman and M. Nyberg indicated a higher
confidence than the one created by me and it might be the case that the more
requirements and intermediate relationships that are used, hence more tests,
the higher the maximum confidence can become. As indicated by the two 100%
values in two graphs in Figure 13 (which was not supposed to be possible but
rounding were made during simulations) compared to none in Figure 14, the
structure seemed to produce a higher maximum possible confidence than the
structure with nine requirements. One reason for the appearance of 100% con-
fidence is that GeNIe only provided results in integers in the range of 0 to 100
such the confidence was most likely to be just above 95.5% in reality, see Ta-
ble 5. If a higher accuracy was desired, it was possible to implement the problem
directly into the program SMILE to receive more accurate results.

The values that were used in this report to create graphs of the confidence might
not reflect a realistic reality since the constant values were the same for all level-
of-assurance and strengths. The strength might decrease for tests performed on
higher test levels because of the increased complexity of the task. Therefore
the conclusions in this report is important to think of as reference conclusions
from this kinds of graphs. Using statistically acquired level-of-assurance and
strengths would give more insight into the systems used at Scania.

It might be tempting to define the CPTs for requirements with assumptions
differently because different requirements depends differently on its assump-
tions. This reasoning is unfeasible if one wants to implement this method as
it is. The reason is that this method is partly based on the definition of an
assumption that was stated earlier in this report in Section 2.2, i.e. that the en-
gineers creating the safety requirements create them according to this definition.
Hence the CPTs are implicitly based upon this definition. Changing the CPTs
would make the method to be based upon different kinds of CPTs and loose
the mathematical framework the method is based on, hence the method would
become unreliable if no further investigation has been made prior to doing such
a change.

6.1 Example of a Possible Area of Usage

An example area of use can be found within Scania in situations where priority
between tests has to be considered. As can be seen in Figure 13 and 14 some
tests gave more rise in confidence than others. This can be used to increase the
confidence as much as possible for a given number of tests (or if given a time
cost, the highest possible confidence increase for that time period can be found.
GeNIe has an option for adding the ”cost” of an observation, i.e. a performed
test).

To give an example, say we would like to optimize the confidence increase for
the FLD-system in the situation it is desired to only perform five tests because
of limitations. Consider the structure created by J. Westman and M. Nyberg.
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Say that some assumptions were made; the number of times that are needed to
re-design the SW & HW before it meets its requirement and the time taken for
this are independent of the order of tests performed (if they were dependent,
this could also be taken into consideration in the optimization of test policy),
the strength of all tests were equal, it would obvious that using the test down-
policy (SG first) would give a significant more increase in confidence compared
to than using the up-policy (SG last). Comparing Figure 13a and 13d with
α = 0 .001 for the first five tests would give an increase of 73% with the up-
policy and 27% with the down-policy (see the indication marks). The difference
is easily identified to be 51%. The calculation would be just as easy if different
level-of-assurance and strengths were used. The only limitation would be the
time taken to acquire those values. When this has been done, the method would
produce fast and useful results.

Finding a good test policy was one of the possibilities created from the method
in this report and the process of finding one can be automated if further work
is made. As it is now, the method can be used to test different test-policies to
find one that is good enough which might take some time until one is found.
This process could be further analyzed and developed to create a program in
SMILE that automates this process, e.g. it could take several parameters into
consideration such as time, probability of having to re-design HW & SW if, a
test fails (level-of-assurance), strength α,β (which it is already is doing) etc. to
provide the best/a good test-policy.
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7 Conclusions

The goal for the master thesis was achieved and the method in this report
provided answers to the problem formulation which consisted of two questions;

• Which tests should be prioritized?

• How reliable are tests?

If the safety goal was divided into safety requirements depending on each other
and all the tests had the same Type-I error α, Type-II error β and level-of-
assurance ploa , the tests to prioritize would be the ones closest to the safety
goal if only considering the confidence that the safety goal holds. This was
observed in the simulations for both requirements structures in Figure 13 and
Figure 14. There was also theory found to acquire the reliability in tests, i.e.
the strength in tests, using a Single Sampling Plan (SSP), see Section 2.3.2 for
further description.
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8 Future Work

There are areas in need of further work to be able to implement this method at
Scania. One is to to determine how to acquire statistical data for the strength
and another one is to perform statistical tests for the level-of-assurance and
strengths.

There are also areas in need of optional improvement that would provide useful
enhancements of the method. The method to estimate the level-of-assurance
can be improved to require fewer tests and an analysis of how many tests that
are needed to estimate the strength of a test can be made, i.e. by using an SSP,
see Section 2.3.2. There is also a need for creating a GUI for engineers to use
during testing and creation of requirements, e.g. it could be programmed in
SMILE to provide fast creation of requirements and automate the process of
finding a good test policy, see Chapter 6 for further details. Also an analysis
regarding the rounding in GeNIe has to be made to be able to draw more ac-
curate conclusions regarding the confidence that the SG holds, see Section 5.3
for further details.

Independent of the areas in need of further work described above, more sim-
ulations can be performed for different requirement structures to increase the
understanding of the method. The analysis would most likely provide useful
insights into the behavior of the method by varying the requirement structures
with regard to:

• Different number of requirements, e.g. 10, 50, 100, 200, etc.;

• Different depth of the requirement structure, e.g. 1, 3, 5, 10, 15, 20 levels
etc.;

• Combinations of both of these.
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