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Abstract 

The focus of this thesis is to utilize many of today’s current technologies to 

design a communication protocol that allows different devices to be 

incorporated into a system that can facilitate the flow of information between a 

user and a world of digital data. The protocol will take advantage of individual 

benefits from NFC, Bluetooth and cloud computing in its design to make the 

underlying complexity as transparent to the user as possible. Some of the main 

problems, such as security and reliability, are discussed and how they are 

incorporated into the core design of the protocol. The protocol is then applied 

to a case study to see how it can be utilized to create an integrity preserving 

system for managing medical records in a healthcare environment. The results 

from the case study gives merit to guidelines provided by the protocol 

specifications, making a system implementation based on the protocol 

theoretically possible. A real system implementation is required to verify the 

results extracted from the case study. 
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Abstract 

Denna uppsats fokuserar på att använda många av dagens teknologier för att 

konstruera ett kommunikationsprotokoll som möjliggör för olika enheter att 

inkorporeras i ett system som underlättar informationsflödet mellan en 

användare och en värld av digital data. Protokollet utnyttjar olika individuella 

fördelar hos NFC, Bluetooth and molntjänster i dess design för att göra den 

underliggande komplexiteten så transparant som möjligt för användaren. 

Några av de främsta problemen, så som säkerhet och tillförlitlighet, diskuteras 

och hur de inkorporeras i hjärtat av protokollet. Protokollet appliceras sedan i 

en fallstudie för att se hur det kan användas för att skapa ett system för 

sjukjournaler som bevarar integriteten hos patienter. Resultatet från 

fallstudien pekar mot att de riktlinjer som gavs av protokollspecifikationerna 

fungerar för att göra en systemimplementation på en teoretisk nivå. En verklig 

systemimplementation skulle behövas för att verifiera de resultat som framgår 

ur fallstudien. 
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Cyberfysiska System, Molntjänster, Kommunikationsprotokoll, Sjukvård, 
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1 Introduction  

The world is moving towards a time where more and more objects are 

connected to the Internet, the so called “Internet of Things” [1]. In an 

environment where these objects transmit information, tools are needed to 

enable us to access it.  

 

In our modern society, the number of people using a cellphone in 2014 is about 

4.5 billion and out of these there are around 1.75 billion smartphones [2]. Of 

course, a majority of these smartphones are located in developed countries 

because of the economical factor [3] and, therefore, it can assumed that it is 

more likely that someone in a developed country is carrying a smartphone 

instead of a regular phone. This trend is only going to continue [2], making the 

smartphone an excellent tool to help the general population gather information 

from sources in the surrounding environment. By using the wireless 

communication features of a modern smartphone, such as Bluetooth [4], Near 

Field Communication (NFC) [5] and Wi-Fi [6], a solid ground to transmit and 

receive information to and from various sources can be established. 

 

There is however an obstacle that needs to be solved before any information 

transaction can occur, namely a communication protocol telling the different 

devices how to transmit the information, what data the transaction should 

contain and how to interpret any received data. By constructing a 

communication protocol based on different communication technologies and 

implementing a system on top of the protocol, where a user can exchange useful 

information with the help of a smartphone or any other device with similar 

functionalities, a so called cyber-physical system (CPS) [7] is created. A CPS is 

a system that connects the physical world with the digital, creating a link which 

allows physical objects to provide information in a digital form. An example is 

that if the camera of a smartphone is pointed towards a restaurant in the street, 

the menu is immediately presented on the screen.  
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1.1 Background 

It is only in recent years that the concept of developing CPS has become a high 

priority for many highly regarded institutes and companies. The National 

Science Foundation started as late as 2006 to sponsor workshops with regards 

to developing CPS [8] and it was not until 2008 that they claimed that it was a 

key area of research [9]. The CPS industry is estimated to be used in 

applications for markets accounting for a rough 33 trillion dollars US and 

potentially grow to a market worth about 82 trillion dollars US by 2025 [10]. It 

is now regarded that CPS will revolutionize the way that humans interact with 

the physical world [7], which is why development in all aspects are getting 

increased attention. All kinds of different CPS are starting to be implemented 

in our everyday life, such as smart homes [11] and smart cars [12]. These are 

only a few of the many possibilities where CPS can be incorporated. 

 

There is also another major technology that has become renowned lately, 

namely cloud computing [13]. Cloud computing can be viewed as having a 

private server stored at some location in the world. The upside here is that the 

purchase of hardware, physical storage of the server, handling backups and 

more, is all taken care of by a company. The only thing the client has to do is 

pay for storing data and data transfer to and from the server [14]. This gives a 

tremendous advantage if used together with a CPS. It allows the computational 

power of the physical components in the CPS to be rather low level, since 

computationally large tasks can be sent to the cloud for computation. This in 

turn allows for a physically small system to be built without having to 

compromise on computational power. It also gives economical and storage 

advantages since the user only pays for the usage (except for static storage of 

data) and does not have to create space to store the server. 

1.2 Problem 

There are several aspects when designing a communication protocol for a CPS 

that has to be taken into consideration. First of all, the hardware that enables 

communication between devices is required. There are already technologies in 
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place that allows this, but when constructing a CPS the number has to be limited 

to a few in order to create a manageable system.  

 

When the hardware is in place, a protocol has to be implemented to allow a vast 

amount of different devices to communicate information with each other [15]. 

The main challenge here is that systems have different languages and in order 

to build a global system out of these subsystems a standardized communication 

protocol has to be established. Also, before the construction of the protocol can 

begin there has to be a framework that outlines the different components and 

provides various levels of detail. This framework should be the foundation of 

the whole protocol and all of its content should be accounted for in the actual 

specification.  

 

Some other important aspects in the protocol design are reliability [16] and 

security [17; 18]. For a large CPS the requirement on reliability is of great 

importance since if the system is not reliable it does not make sense to invest 

money into it. Say for example that someone wants to measure the humidity in 

the air within a certain area. This person could then buy sensors that measure 

the humidity and let them communicate with each other to come up with a good 

average. If then some of the sensors started to transmit faulty data because of 

some error in the data collection or from packet losses in the transmission the 

end result might be corrupted, which would defeat the whole point of having 

built the system. 

 

In terms of security, the communication protocol for a CPS can be broken down 

into different parts. At one level, the protection of transmitted information has 

to be tightly secured. A two-way communication should in most cases only be 

between two parts and no one else. On another level, the static information 

stored on devices has to be protected. As with any other system that contains 

non-public information there is need for protection in order for the information 

to not get into the wrong hands. Private data such as bank records and medical 
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records are highly private and if it is incorporated into a system it is essential 

that the information is kept private. 

 

The main problem statement that should be answered within this thesis is one 

that groups all of the problems described here into one question: What has to 

be included in a communication protocol for a cyber-physical system for it to 

applicable when designing a system based on it? 

1.3 Purpose 

The purpose of this thesis is to present a communication protocol for a cyber-

physical system based on NFC, Bluetooth and cloud computing and how it can 

be used within a healthcare environment to make the visit and flow of 

information as seamless as possible.  

1.4 Goal 

The goal is to provide a communication protocol for a CPS using wireless 

technologies and cloud computing that companies and institutions can use to 

facilitate certain tasks, such as check-ins and information exchange between 

parties. The protocol should enable users of the CPS to use its services with ease, 

hiding the complex underlying structure and make interactions as natural as 

possible. 

1.4.1 Benefits, Ethics and Sustainability 

The described system will be beneficial to institutions and companies as well as 

clients of these. It will facilitate certain tasks, which will make the overall 

experience more pleasant for all parties. 

 

There are several ethical parts that have to be taken into consideration 

depending on the usage of the system. The system could be used in an open 

environment where the information is public. In this case the information has 

to meet certain ethical requirements, such as being safe to read for all ages, not 

containing any discriminating factors and containing up to date material so that 

decisions are based on current facts. 
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The use of the system within a more private environment will pose a lot of 

pressure on the reliability and security parts. Private data has to be kept private 

without explicit permission from the owner. Any data that is stored to a user 

device has to be acknowledged by the user first so that the device is not filled 

with unwanted information. The reliability will also play an ethical part since if 

the system for some reason is not working, and a big part of the operation is 

based on it, the client might risk being rejected from using certain services. This 

will reflect badly on the service provider since they cannot provide the promised 

services and it will be even worse for the client that might really need to use the 

service. 

 

In terms of sustainability there are three main factors that needs to be 

accounted for: Economical, Ecological and Social [19]. In terms of the 

economical factor the actual system can be considered good. It will take 

advantage of already existing technologies, which will make development and 

production of new technologies unnecessary. The fact that the client side can 

utilize hardware that many people already own, a smartphone or a similar 

device, they can use the system without having to purchase additional 

hardware. For service providers, institutions and companies that implement a 

system based on the communication protocol there will be an immediate cost, 

but hopefully it will pay itself of in the long run since staff cost could be reduced. 

 

The ecological factor will of course be negative since new hardware devices have 

to be constructed in order to set up the system. In order to limit this negative 

effect the system should utilize already existing technologies, which will make 

development and production of new technologies unnecessary. Also, by using 

devices that the system users already own, such as smartphones, the production 

of new client hardware can be kept down to a minimum. The fact that service 

providers, institutions and companies will have to set up new hardware where 

the system is going to be used is another ecologically negative effect. This aspect 

has to be considered when the decision of implementation is taken. The system 
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should improve the current situation in a capacity that makes it worth the 

implementation of a new system in an ecologically sustainable way. 

 

The last aspect to take into consideration is the social part. This part concerns 

how the development of a communication protocol for a cyber-physical system 

could affect the general society. The communication protocol itself will be 

subtle and not have a direct effect in social terms since it is integrated within a 

system, making it hidden from most users. The system itself could however 

have a large impact on how people interact with the digital world. Since a 

system built on top of a communication protocol could vary in many ways it is 

not possible to pinpoint any direct effect, but since cyber-physical systems are 

being more integrated in the modern society it is likely that future systems will 

have a large impact. It is therefore important that a communication protocol 

for a CPS takes a lot of possible aspects into consideration, to make any system 

based on it work in a safe and reliable way. 

1.5 Methodology / Methods 

In a thesis there are a number of different methodologies and methods that can 

be used to carry out the research depending on what the goal is. This section 

will mention some of the higher level methods and methodologies that can be 

used in a thesis and which are chosen for this particular thesis. 

 

Before going into the methods and methodologies available one has to 

determine what kind of research that will be conducted. There are generally two 

main methods to choose from, qualitative research and quantitative research 

[20]. They can be seen as opposite forces, where qualitative research focuses on 

investigating a phenomenon and through that create concepts and theories, 

such as models and products [20]. Quantitative research then focuses on 

proving a phenomena by experiments or system testing using big data sets [20].  

 

This thesis will be based on a qualitative model since the purpose is to develop 

a communication protocol for a theoretical CPS. The focus lies in the 
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development of a communication protocol for a described CPS to see if the 

design is feasible, not to implement a real system and perform tests on it. 

1.5.1 Philosophical assumptions 

This is where the first choice of how the actual research will be conducted is 

made [20]. The philosophical assumption can be viewed as what underlying 

view the research will have. It describes methods of how the collected data 

should be viewed and how valid it is in the eye of the researcher.  

 

 Positivism - The assumption that the observers have no impact on the 

reality, that the reality is completely objective [20]. It is good when 

evaluating performances. 

 Realism - The assumption that collected data from a phenomenon is 

objective and credible [20]. When the data is collected, the researchers 

work to understand the data. “Realism can be used in interdisciplinary 

research in information and communication” [20]. 

 Interpretivism - The assumption that the understanding of phenomenon 

is subjective [20]. Used when developing computer systems. 

 Criticalism - The assumption that reality is subjective [20]. It focuses on 

the causes of the subjectivity and tries to eliminate them. Can be used 

when studying the impact of cultures on computer usage. 

The philosophical assumption used in this thesis will be interpretivism, which 

means that different opinions, perspectives and experiences will be used to 

gather data to construct the protocol [20]. The majority of the collected data 

will be from reports and studies conducted on different communication 

technologies and how they can be intertwined with each other to work towards 

solving a common problem. These reports are written by different researchers 

and thus they all provide valuable experience and information which can be 

utilized for the construction of the conceptual model in this thesis. 

 

 



10 
 
 
 
 

1.5.2 Research methods 

Here the researcher will have to choose what kind of procedures that should be 

used to finalize tasks within the research [20]. The procedures can be viewed as 

a framework, containing directives of how the research should be done in 

general. 

 

 Experimental research method - Studies variables, their relationship, 

their causes and effects depending on the settings [20]. It is good when 

evaluating the performance of a system. 

 Non-experimental research method - “Examines existing scenarios and 

draws conclusions for the situation” [20]. It is good when using a 

qualitative research method to examine people’s thoughts about a 

subject. 

 Descriptive research method - Studies a phenomena and the details 

surrounding a situation but not what the actual cause is [20]. “The 

method focuses on finding facts to establish the nature of something as 

it exists and can be used to find new characteristics, meanings and/or 

relationships in already existing data” [20]. It is useful in both qualitative 

and quantitative research since it is very versatile in which ways the data 

can be collected, such as surveys, observations and case studies.  

 Analytical research method - Is used when analyzing an existing dataset. 

One draws conclusions and verify/falsify a hypothesis by analyzing 

already existing information [20]. It can be useful when you want to 

create a design for a process or a product since previous data can tell 

what has worked before and what has not. 

 Fundamental research method - Studies a phenomena to gain new 

knowledge about its nature [20]. It will result in new innovations and 

evolution of old problems by using basic research and testing theories. It 

is used when one wants to generate something new out of something old. 

 Applied research method - Uses the same principle as fundamental 

research but is more targeted on a specific problem [20]. It depends on 

the subject if one should use applied or fundamental research. If one is 
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targeting something specific within an environment then applied 

research should be used since fundamental research is much broader. 

 Conceptual research method - “Is used for developing new concepts or 

interpreting existing concepts” [20]. It uses literature as a base platform 

from where theories can be evolved into new concepts within the field of 

study. It should be used if there is anything conceptual within the 

research that needs to be investigated further. 

 Empirical research method - Uses observations and experiences to get 

knowledge and draw conclusions about real situations and people [20]. 

It can be used with either quantitative or qualitative research to explain 

situations. 

The research method used in this thesis will be fundamental research due 

to the fact that the focus of thesis is to study current technologies and gain 

new knowledge of how they be can be used together to form a new kind of 

model. By having this theoretical model as a base, a communication 

protocol for it will evolve based on established facts of the used 

technologies. Most of the theories will have their base in already 

established technologies and how they can be used together, which further 

merits the choice of a fundamental research method. 

1.5.3 Research approaches 

This is where the researcher can choose what type of approach to have with 

regards to conclusions drawn from the collected data [20]. It can be used to find 

out if a hypothesis is true or false, formulating new theories and a combination 

of both. 

 

 Inductive approach - Starts with data collection, usually with qualitative 

methods, which is then analyzed to gain an understanding of a 

phenomenon [20]. Good to use if there are several explanations or 

during the development of an artifact. 
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 Deductive approach - Used to test theories using, almost always, 

quantitative methods with large data sets [20]. Good to use when a 

theory or hypothesis is already in place and needs to be validated. 

 Abductive approach - Is a mix of the previous two research approaches 

[20]. Starts with a hypothesis which best explains the relevant evidence 

and an incomplete data set. It is useful as heuristics. 

As research approach this thesis will follow an inductive approach since there 

is no hypothesis to prove, but rather to explore different qualities of 

technologies and by analyzing their properties come up with a protocol that 

enables information exchange within the system. The work in the thesis will 

be based on existing technologies, which means that data collection will be a 

crucial part to gain understanding of the different qualities and properties of 

the different communication technologies used. This understanding will then 

be used to develop an artifact, a communication protocol, which should allow 

for the proposed system model to work on a theoretical level. 

1.5.4 Literature Study 

In order to find the necessary information to conduct a qualitative investigation 

into the field of communication protocols a literature study will be conducted. 

This study will collect information from various sources to find information 

regarding the different topics that will be presented in this thesis. The tool used 

for gathering information for this thesis will mainly be the Internet. The reason 

for this is that nearly everything that is related to science and research is 

nowadays available on the Internet, making it easy to gather information from 

various sources. To find useful information, all that has to be done is to search 

for keywords related to the field of interest and specify that the results should 

be from scholarly articles. This way many of the results will be of high quality 

and provide valuable information with regards to the field of interest. To assure 

the quality of the gathered information, data within the same subject will be 

compared to each other and their results should be similar in order for the 

information to be admissible.  
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The information gathered for this thesis will first be regarding the background 

of cyber-physical systems and related work combining CPS with cloud 

computing. The reason for starting with this is that in order to design a 

communication protocol for a CPS, information regarding how a CPS is 

constructed and how others have built a CPS is required. This information will 

influence the design choices of the communication protocol and provide 

valuable insight as to how others have chosen to design their systems. After this, 

information regarding how a general communication protocol should be 

designed will be gathered. This information should contain guidelines as to how 

the protocol will be constructed in a way that has been proven to work. The next 

information that will be required is regarding how the chosen communication 

technologies used within the protocol works. This information will be crucial in 

order to design a protocol that will work in theory, making a future system 

implementation possible without having to change the core design. The last 

information that will be collected is what the current infrastructure looks like. 

This information should give a clear view of how hard an implementation of a 

general CPS currently is and how the infrastructure has to evolve to allow for 

more ubiquitous CPS to be built. 

1.6 Delimitations 

It is assumed that the infrastructure used in the communication protocol is in 

place and that people using the CPS have access to a device with technologies 

that enable communication with it. The hardware, except for the described 

wireless technologies, will be assumed to work with regards to the described 

CPS and not be a limiting factor. The device used by system users is assumed to 

be equipped with a secure biometric fingerprint scanner that can be used for 

services with regards to the CPS. 

 

Actual programming code of the described system will not be included in the 

thesis; instead overview diagrams of some features are used to describe the core 

functionality. The system should be viewed as a local area network and the only 

connection to an outside network is when a cloud computing service is used to 
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retrieve and store information at the request of a system user. The protocol 

itself should not be seen as a detailed description of how to do an exact system 

implementation, but rather as guidelines as to what hardware to use, how the 

communication should be done and pointers towards security and reliability of 

data within the system. 

 

The reason for using Bluetooth instead of Wi-Fi for the long range 

communication medium is due to documentation and power consumption. 

There are formal documentation on how to use NFC and Bluetooth together to 

facilitate a connection, which will help system designers to easier establish a 

system connection. The fact that Bluetooth can operate on as little as 2.5 mW 

of power [21], compared to Wi-Fi where the power consumption ranges from 1 

W to over 15 W [22] in some cases, opens up for a wider range of possible 

systems due to placement possibilities etc. If Wi-Fi is wanted for a system it is 

possible to use the protocol in the same way by simply replacing the Bluetooth 

technology with Wi-Fi. Of course this will require some modifications on how 

to set up the connection, but principal usage will be the same. 

1.7 Outline 

In chapter 2 the background information regarding the different components 

of the thesis will be described. This will give a good overview of the current 

status within the field of cyber-physical systems, details of how a 

communication protocol is built, technical specifications of wireless 

communication technologies used within communication protocol and how the 

current infrastructure supports cyber-physical systems. Chapter 3 will go more 

into methods used to write a thesis and how they are applied throughout this 

thesis. In chapter 4 the main protocol will be defined. First a description of how 

the protocol will be built is provided, followed by general specifications of the 

communication between the different components. In addition it will also 

describe how to handle reliability, quality of service and security for all 

components involved. Chapter 5 will move deeper into specifications regarding 

the communication within the protocol. It will first describe the necessary 
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communication to establish a connection between a user and a system which 

utilizes the different components of the protocol. It will then provide a 

description of how a general information transaction between a user and a 

system should be done. 

 

Chapter 6 will be a case study of how the proposed communication protocol can 

be used to design an integrity preserving system for handling medical records 

within the Swedish healthcare system. It will contain information of the current 

situation in Sweden with regards to medical records management and why it is 

hard to design a nationwide system that handles medical records. It will then 

present the case study where a person has to visit a hospital and how the 

proposed system will facilitate certain tasks, especially management of the 

person’s medical records. Thereafter some results will be presented that will 

give details as to how the system utilized the communication protocol within 

this thesis. Chapter 7 will contain conclusions of all the work done within this 

thesis and what future work has to be done in order to improve the presented 

communication protocol. 
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2 Theoretic Background 

This chapter will first look at the background of cyber-physical systems in 

general and then move to previous work done in the area of cyber-physical 

systems, communication protocols and cloud computing to see what has been 

done before, with a focus on how these areas have been combined before and 

what conclusions can be drawn from it. After the previous work, the background 

of the communication technologies used for the communication protocol in this 

thesis will be presented and some of the technical specifications for each 

technology are presented to give an understanding of how they work. The last 

section will be regarding the current infrastructure, at what level it supports 

cyber-physical systems and how it has to evolve for more ubiquitous CPS to be 

designed.  

2.1 Cyber-Physical systems 

Although cyber-physical systems (CPS) have been used since the early 1970’s 

when the first microprocessors started to emerge [23], it was not until 2006 

that the actual term cyber-physical system was used to describe systems that 

connected the physical world with the digital [24]. Instead of just describing a 

computer system that consists of components and a microprocessor, CPS have 

a much bigger meaning. It tries to encompass the whole process of designing a 

new type of system, from theoretical models to realizing a finished product and 

then the incorporation of a new dimension where two different worlds are 

connected, with just one term. The usage of CPS is so vast that only the 

imagination is the limiting factor. Many of the systems seen in science-fiction 

could be realized using CPS, and since the research within the field of CPS is 

still in its infancy, large breakthroughs are to be expected in the near future. 

There are already autonomous cars [25], [26], which can maneuver in traffic 

without a driver, in development and augmented reality [27], [28], which allows 

digital information to be displayed as an overlay on the real world. These kinds 

of highly technical systems, which use advanced digital components and lets 

them interact with the physical world, is where CPS really show what they are 

capable of, and it is still only the beginning. 
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2.2 Related work 

Since cyber-physical systems and cloud computing are relatively new areas 

there is not an abundance of research out there that combines these key areas. 

The potential usefulness of combining these two is however getting increased 

attention as more research papers that combines them are presented in recent 

years.  

 

The development of smart cars is one of the research areas of cyber-physical 

that has come a long way. This is due to the nature of integrating more and more 

electronics into cars making them both safer and more enjoyable. The fact that 

the worldwide car industry is worth about 800 billion dollars US a year [29] 

gives the car manufacturers a big incentive to further integrate technologies 

that makes their cars more desirable than their competitors’. 

 

Researchers from Korea have proposed a cyber-physical system for vehicles 

called VCPS [12] that utilize smartphones, cloud computing and smart cars to 

create a global network that can be used to increase safety and reduce travel 

time. The system is using a Traffic Control Center (TCC) which is a cloud system 

that use information from users (cars and pedestrians) to calculate their 

expected routes, which in turn will give information about upcoming heavy 

traffic and potential collisions. By using a few Internet-connected road side 

nodes that create links for ad hoc vehicular networks [30] to a wired network, 

the TCC can receive and forward information from and to the users. By using 

many offline nodes instead of connected ones, the cost can be reduced by a great 

deal. These offline nodes will then store and forward packets from and to users 

by using vehicles as intermediary carriers of packets. This system can then be 

used to calculate the optimal route for navigation based on calculations of 

probable events in the near future and also help cars avoid collisions with 

pedestrians if they are on a collision course. This kind of CPS is much like the 

model of this thesis and therefore it merits the likelihood of a system based on 

a connected world and smartphone usage to work well together. 
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Another key area of interest for this thesis is the use of CPS in a healthcare 

environment as this is where a case study will be done to apply the proposed 

communication protocol to a system on a theoretical level. 

 

A paper that addresses this area is one describing a secure healthcare 

architecture for cyber-physical systems, called CPeSC3 [9]. Here they propose 

an architecture consisting of three cores; a communication and sensing core 

which handles wireless sensors and their transmission of information, a 

computation and security core which consists of layered security for 

information and data computation in the cloud, and finally a resource 

management and scheduling core which decides how, where and when to 

compute different segments of data. This architecture is then applied to a 

healthcare example where a cloud service is constructed that links together 

several remote locations to promote safety and assistance to the patients of a 

healthcare clinic. The patient’s home and biometrics are monitored using 

cameras and biometric sensors on the body to indicate their current health 

status. This information is then transmitted to a cloud service which can be used 

for a wide range of services. The healthcare clinic can regularly check the up-to-

date medical record of the patient and based on this prescribe new medication 

if some values are outside the normal range. The cloud service can also monitor 

if an elderly patient has fallen down and is in need of assistance and relay this 

information to both the health clinic and relatives to the patient, who could act 

appropriately.  

 

A similar system which proposes an H-Cloud architecture [31] goes into great 

detail of how to divide the system into different parts to promote layered 

security, which is critical in healthcare. The process is divided into three steps. 

The first step is collection of patient health data which is transmitted to a secure 

wireless sensor network (WSN) [32] and then forwarded to a cloud service. For 

the next step the data is encrypted using the CP-ABE encryption scheme [33], 

which allows for different segments of the data to be separately encrypted. This 

allows different users to have different sets of credentials which allow them to 
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access different segments of the data, for example allowing doctors at a 

healthcare clinic access to sensitive patient data, while nurses receive a more 

basic level of data. The final step is access to the cloud and decryption of data. 

This is when medical staff gain access to information they are entitled to. The 

patient information is fetched from the cloud and then different segments can 

be decrypted depending on the attributes of the user, which grants patients 

privacy in knowing that only verified users can access their personal data. 

2.3 Communication protocols 

In order to get information transmitting devices to communicate, a formal 

language has to be specified. As with human communication it is difficult to 

have an understandable conversation if they speak different languages. This is 

why languages exist, to specify a set of rules which allows for understandable 

communication. The same applies for hardware devices, they cannot 

communicate with each other in an understandable way if there is no set of rules 

defining how to interpret the information. This is where the definition of 

communication protocols come into play. They define the set of rules needed to 

get the communication working in an expected way. 

 

A prominent paper called Formal Methods in Communication Protocol Design 

[34] was released in the 80’s, presenting methods for how a communication 

protocol can be constructed. It suggests that protocols can be divided into 

layers, where each layer provides a user with a set interactions to another user. 

These users can be anything or anyone using the system, a human getting 

feedback from some input or a computer system requesting status information 

from some sensors. The layers can be viewed as black boxes, meaning that the 

users are not concerned with the internal structure but rather the input and 

output. This input/output behavior is called the service specification of the 

protocol. The internal behavior, which is irrelevant to the user but required to 

be specified by the protocol designer, is called the protocol specification. In a 

distributed system there is also a requirement of having entities, which act as 
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the medium between a user and a layer. It is the interaction between these 

entities that defines the actual protocol. 

The authors of the paper then give a list of descriptions that a protocol should 

contain; a general purpose of the layer and its services, a detailed description of 

the services for each layer, specifications of services for lower level layers that 

are required for the current layer to work, how entities within layers interact 

with each other and their relations, and finally a description of what protocols 

the entities use between each other [34].  

The authors then continue by describing some general rules of protocol design, 

such as the descriptions of services and layers should be easy to understand and 

that the focus of the design should be on the protocol itself and not the services 

it provides [34]. 

After and during the design of a protocol the authors propose that validation 

and verification of each object stated in the specification is done to ensure 

satisfaction in terms of design goals [34]. This should be done by simulations, 

analytical predictions of performance, testing possible interactions between 

entities in each layer, and finally verifying that the implementation of each 

entity works according to the abstract protocol specification. 

2.4 Bluetooth 

The Bluetooth technology was developed by Ericsson in 1994 [4] and has since 

been used by a wide variety of electronic devices to handle short-range wireless 

communication. The technology works by emitting radio waves in the 2.4 to 

2.485 GHz spectrum, which is unlicensed in most countries [35], and utilizes a 

frequency hopping technique which means that it can adapt to 79 frequencies 

with a 1 MHz space between each other [35]. This allows for many Bluetooth 

devices to communicate in the same vicinity without interfering with each 

other. The range of Bluetooth communication varies depending on what 

hardware is used. There are three different classes; class 3 with a range up to 1 

meter, class 2 with a range around 10 meters and class 3 with a range up to 100 

meters [35]. In ordinary smartphones the class 2 hardware is incorporated, 

meaning that the range when using Bluetooth from a smartphone should be 
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about 10 meters unless there are walls or other objects between the 

communicating devices. This class of hardware operates using only 2.5mW of 

power, making it very energy efficient but with the drawback of limiting high 

speed data transfer to about 1-3 Mb/s [21]. There is however a Bluetooth high 

speed technology [36] in place which utilizes a separate high speed antenna 

which can be activated when data intensive transfers are required, at the cost of 

energy efficiency. By utilizing this technology a theoretical maximum transfer 

rate of 24 Mb/s is possible [37].  

 

Before devices can start transmitting information between each other, a setup 

known as “pairing” is required. This setup is done by first having Bluetooth 

enabled on both devices. Then the devices should be able to locate each other if 

they are in range, making them visible in a list of nearby devices. One device 

then chooses to pair with the other, making the initial connection. Then 

depending of the level of security you will either have a full connection or you 

might have to enter a passcode to verify that you are allowed to connect to the 

device. After this pairing process the devices can transmit information between 

each other and the connection can be saved so that if they connect again at a 

later point the whole pairing process can be done immediately. 

2.5 Near Field Communication 

Near Field Communication, more commonly known as NFC [5], is another 

wireless communication technology that has become integrated in most 

modern smartphones. It started as a collaboration between the companies 

Nokia, Sony and Philips in 2004 as they created the NFC Forum and later in 

2006 released the specifications for NFC tags [38]. NFC is similar to Bluetooth 

in terms of communication, but there are several key differences. The first most 

distinct difference is that NFC only works when devices are within about 20 cm 

of each other [39]. This is because NFC, just like RFID [40], uses magnetic 

induction to create a magnetic field which allows passive components to 

transmit information to an active reader [39]. This only works if the active 

component provides the electricity to create a magnetic field that the coil in the 
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passive component can utilize to induce a current to the system. The passive 

components (NFC tags) usually store up to 512 bytes of data, which might not 

seem as much, but it can be used for a wide range of applications. 

 

One thing making NFC superior in terms of user experience over Bluetooth is 

that there is no requirement of pairing. An authorized user can just take their 

NFC device and hold it close to another NFC device and the information can be 

transmitted instantly [41]. This is utilized in applications such as payment using 

a smartphone, where a user simply holds their phone to a terminal at a store 

and a transaction will occur [42]. It is also utilized to make Bluetooth pairing a 

seamless effort [41]. An NFC tag can hold the key for a Bluetooth connection, 

which can be transmitted to an active device instantly. The device can then use 

this key to instantly connect to a Bluetooth device without going through the 

whole pairing process. This will be utilized in the communication protocol 

described in this thesis to make the experience for the users as smooth as 

possible. 

2.6 Infrastructure 

A requirement for implementing a cyber-physical system is that there is an 

infrastructure that supports it [43]. A device that possess the ability to make 

logical decisions based on a person’s individual preferences cannot retrieve any 

data from the surrounding environment if there is no data being transmitted. 

This fact imposes constraints on what kind of CPS that is currently feasible to 

implement. In order to create a new type of system that augments the 

environment, making it more accessible for the general population, there has 

to be significant investments in the infrastructure to support it.  

 

The current infrastructure does not, yet, support the development of ubiquitous 

CPS that can take advantage of available digital information since there are not 

enough devices that transmit the data. Even if a restaurant has a website with 

their menu and software to book a table, a person has to actively seek the 

information and perform operations to ensure their preferences are met. To 
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tackle this and make information, as well as individual choices, known to the 

surrounding environment there have to be devices that can interpret and 

transmit personalized data. When these kinds of devices are in place, an 

augmented reality where the environment adapts to meet individual needs is 

possible.  

 

In order to get to this reality some significant changes have to be made to the 

communication within the infrastructure as well as how the environment 

responds to human presence [43]. A CPS has to be equipped with near field 

sensors and other devices within the Internet of Things, providing personalized 

and intelligent interactions with humans. It is important that the interaction 

seems natural, posing requirements on negotiation and decision-making 

between devices within the CPS to alleviate an ongoing intelligent conversation. 

The current data exchange between devices is rather simple and has to be more 

adapted in order to augment the capabilities of humans. A step on the way is 

therefore to implement communication protocols, providing detailed 

descriptions as to how a system should interact with external sources. These 

protocols should be used as core building blocks when designing a CPS, 

providing details regarding how to communicate with other systems. This way 

a large CPS can be constructed from a smaller subset, letting non-related 

systems exchange data to augment the environment in an individual manner 

for all humans. 
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3 Methods 

In section 1.5 the methods and methodologies regarding philosophical 

assumption, research methods and research approaches were discussed and 

how they would be used within this thesis. This section will discuss the rest of 

the methods that can be used for writing a thesis and how they will be used 

throughout this thesis. 

3.1 Research strategies 

This is tightly connected with the research methods described in section 1.5.2, 

but rather than describing the framework it describes the actual steps that need 

to be taken in order to conduct the research [20].   

 

 Experimental research - “concerns control over all factors that may affect 

the results of an experiment” [20]. It verifies or falsifies a hypothesis and 

provides correlations between variables. Usually used in experiments 

with large data sets. 

 Ex post facto research - Similar to experimental research, but is carried 

out after the data is collected so it does not change independent variables 

[20]. Can be used to study behaviors.  

 Surveys - Examines the relationship between variables and describes a 

phenomenon which is not directly observed [20]. There are two types of 

surveys: cross-sectional and longitudinal. Cross-sectional surveys collect 

data at a single point in time from a population while longitudinal 

surveys collect data over a period of time. 

 Case study - A strategy which involves an empirical investigation and 

multiple sources of evidence to explain a phenomenon [20]. Can be 

based on either qualitative or quantitative methods or both.  

 Action research - “Performed by actions to contribute to practical 

concerns in a problematic situation” [20]. Supposed to improve how 

people address issues and solve problems. Qualitative methods are most 

suited since action research often involves settings with restricted data 

sets.  
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 Exploratory research - Explores the possibility to obtain as many 

relationships between variables as possible [20]. Uses surveys to get 

insight, but rarely provide definite answers. It uses qualitative data 

collection to identify key issues and variables to define objectives. 

 Grounded theory - Collects and analyzes data [20]. “The grounded 

theory is an inductive theory discovery method that allows the 

development of a theoretical account of general features of a topic” [20]. 

 Ethnography - Uses descriptive studies of cultures and people in order 

to place a phenomenon in cultural and social contexts [20]. 

The research strategy used in this thesis will be grounded research. This means 

that data will be collected and analyzed and by doing this iteratively in an 

inductive manner a theory of a communication protocol based on the used 

technologies can be established. 

3.2 Data collection 

Here the researcher will chose what methods will be used to collect data for the 

research [20]. Some of the methods are more suited for quantitative research, 

while some are better suited for qualitative research. Several of the methods can 

be combined; it depends on what data is required to conduct the research. 

 

 Experiments - Used when one need to collect big chunks of data using 

certain variables [20]. 

 Questionnaire - Used when one want to gather data from certain 

questions [20]. 

 Case Study - Used when gathering data from a small number of samples 

or a smaller group and get a deep understanding of their behavior [20]. 

 Observations - Used to “observe behavior with focus on situations 

(participation) and culture (ethnography)” [20]. 

 Language and Text - “Used for interpreting discourse and 

conversations, and meanings in texts and documents” [20]. 
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 Interviews - Used to gather what some people think about a certain 

subjects and gain a deeper understanding of why they think like they do 

[20]. 

The data collection methods used for this thesis will be a mix of text analysis 

and a case study. The text analysis is used to gain information of how the 

different components in the protocol can communicate with each other and 

what requirements can be set on the different parts. A case study will be 

conducted where the proposed communication protocol is used to implement a 

system that handles medical records within the Swedish healthcare system and 

other aspects that could be useful when visiting a medical facility in Sweden. 

3.3 Data analysis 

This describes in what way the collected data should be analyzed [20]. The data 

is inspected, relevant information is extracted, and then it can be converted and 

modelled into a manageable state. 

 

 Statistics - Used when analyzing data and determining the significance 

of it [20]. 

 Computational Mathematics - “Used for calculating numerical methods, 

modelling and simulations with an emphasis on algorithms, numerical 

methods, and symbolic methods” [20]. 

 Coding - Used when turning qualitative data, such as interviews and 

observations, into quantitative data [20]. 

 Analytic Induction / Grounded Theory - Used when developing a theory 

but there are many different cases that need to be analyzed before 

anything can be concluded [20]. There are iterations of collection and 

analysis of data for each case until some kind of valid theory can be 

formed. 

 Narrative Analysis - Uses the meaning of text, signs and symbols in 

literary discussions and analysis “to support traceability in requirements 

and interfaces” [20]. 
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As for data analysis this thesis will follow the path of analytical induction. This 

is because the proposed protocol is just a concept at the moment. Validation of 

the concept in terms of analysis of the available information for the different 

technologies is required in order to say if the proposed protocol can actually 

work outside of theory. This will be done iteratively, meaning that when a new 

part of the protocol is developed it has to be analyzed to make sure it will work 

with the all other components in the protocol.  

3.4 Quality assurance 

This is the final part of the research and it describes how the research can be 

verified and validated in a way that is satisfactory to other researchers in the 

same area [20]. 

3.4.1 Quantitative research 

 Validity – The instruments used for testing works correctly and the 

collected data is of the expected type [20]. 

 Reliability – The measurements are stable and repeated testing is 

consistent with previous measurements [20]. 

 Replicability – The same results can be achieved by having another 

researcher perform the same tests [20]. 

 Ethics – “Independent of quantitative research or qualitative research, 

is the moral principles in planning, conducting and reporting results of 

research studies” [20]. 

3.4.2 Qualitative research 

 Validity – The research in conducted by following a set of existing rules 

and the results can be confirmed by participants that they are correctly 

understood [20]. 

 Dependability – Another expert in the area can judge what level of 

correctness the conclusions have [20]. 

 Confirmability – The research has been conducted according to a 

professional standard without letting personal judgment affect the end 

results [20]. 
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 Transferability – “Create rich descriptions that can become a database 

for other researchers” [20]. 

 

As stated in section 1.5 this thesis is conducted using qualitative research, 

meaning that the points under section 3.1.4.2 are the ones that need to be 

addressed. For validity the research will try to follow the structure described in 

section 2.2 of how a communication protocol is built. This means that there are 

a set of predefined rules for the structure of the protocol, making it possible for 

others to confirm that the structure is built according to the rules. For 

dependability other researchers should be able to look at the specifications of 

each technology used and check it according to the defined protocol to see if the 

conclusions are correct. Confirmability is easy to check since personal 

judgement will not have an impact if the proposed protocol could work, it either 

follows the specification or it does not. In terms of transferability the protocol 

will be described in a manner that allows other researchers to use it as a 

platform when constructing other similar systems. The protocol should not be 

made for a specific scenario, but rather a general solution that can be adopted 

for systems using the contained technologies. 
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4 The Protocol 

The first thing needed when defining a new protocol is to specify the baseline 

requirements which should be fulfilled upon completion. The requirements will 

be divided into categories where each requirement is a suggested solution to a 

defined problem. These problems have been specified in section 1.2 and all 

mentioned problems will be addressed and their suggested solutions will be 

presented.  

4.1 Structure 

Before going into any details regarding the proposed protocol, a formal protocol 

structure has to be defined. This structure will be the outline for how the 

protocol will be built. In section 2.3 the concept of how a communication 

protocol could be designed was introduced and the outline of this protocol will 

try to follow some of the key methods introduced.  

 

The protocol is first introduced in more general terms. This step focuses on 

providing details regarding the general usage of the system which is built on top 

of the protocol. It describes the overall structure and how the different entities 

within the system are connected. It also explains what steps a user has to take 

in order to utilize the system and how the system can interact with a user. The 

next step is designated to inform about limitations within the system and what 

kind of qualities that can be expected. It describes some of the complications 

that could arise when implementing the proposed protocol and how it could 

affect the users. It also gives propositions regarding solutions to the mentioned 

complications and informs about possible limitations in terms of hardware 

used. 

 

The final step of the more general view of the protocol is regarding security. 

There is no point in trying to give detailed specifications regarding how the 

security within a system utilizing this protocol should be designed. This is 

because all implementations will have variations, both in terms of software and 

hardware, which will require different security measures. The proposed 
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security design is therefore more of a guideline with regards to the system 

overview presented here. The security design is a step-by-step guide that will 

describe possible security issues in each stage of the protocol and possible 

countermeasures, both for the system and a user. 

 

Moving further with the protocol design, the next step is to go into details with 

regards to the communication. Even though a system design is proposed, the 

main focus is regarding the communication within the system and therefore 

this is where details are needed. First the system connection is described with a 

split focus with regards to a user and the system, enabling better details to be 

displayed depending on the interest. Details are given on how the user interacts 

with an entity that relays input to different devices in order to gain access to the 

requested system. The focus then switches to the view of how the system 

handles a connection establishment, with regards to communication between 

devices and the system. 

 

The final detailed description is regarding how a normal information 

transaction could look like. This is an essential part since it gives a clear 

description of each step in the communication flow between a user and the 

system. It describes how the transaction is initiated, the different calls going 

back and forth between the system and the entity which relays information 

between a user and the system, and how the cloud is used to process a request.  

4.2 Protocol Specifications 

This section marks the start for the proposed communication protocol and 

following sections will go into more details regarding different aspects of it. The 

protocol consists of different hardware pieces equipped with wireless 

communication technologies and cloud computing. An example of how a 

general system should be designed and how the protocol binds the different 

parts together is shown in figure 1. The communication will be initialized using 

NFC by having a user device request access to the system. The user device is 

equipped with a unique personal identifier which will let the system know who 
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requests access. Once the user is identified by the system a key for a Bluetooth 

connection will be transferred to the user device via NFC. The user device will 

then establish a Bluetooth connection to the system using the received key, 

allowing the user to freely move around while still being connected.  

 

 
 
Fig. 1. A general overview of the underlying structure of the protocol and the different 
communication paths.  

 
After having established a Bluetooth connection it is up to the user and system 

what kind of transactions should occur. Each user device is equipped with a 

personal cloud environment, such as MINi-Me [43], which is used to store 

private data, i.e., a copy of collected data and information about the user. This 

cloud can only be accessed by the owner or by having explicit owner permission. 

The user cloud is used as a central hub of information between a user and the 

system as it contains personal data that can facilitate the interaction. The 

system can use the information in the user cloud to gain knowledge of a user 

and based on this determine what kind of services it can provide. The system 

will then interact with the user based on this information and other direct 

information provided by the user. All interaction between the system and a user 

is done via the established Bluetooth connection. 
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The system itself also has its own cloud environment. This environment is used 

to store all information associated with the system and its users. In addition to 

being a storage unit it also handles more computationally heavy tasks. The local 

system server should not be required to manage all computation itself when 

there are cloud servers which have much more computational power. By 

utilizing the cloud for heavy computations the local system can be rather small 

in size, which will make implementation easier and save physical space. A key 

thing to notice with regards to the cloud is that the system is able to gain access 

to the personal cloud of a user without the information going through the user 

device. This will make the user experience more pleasing since the system can 

utilize its wired Internet connection to acquire user information, which in most 

cases will be much faster than having the user device download the information 

and transfer it via Bluetooth to the system. 

4.3 Reliability and Quality of Service 

Since Bluetooth has a limited range of about 10 meters, the access point has to 

be placed strategically so that the communication can be conducted before the 

user is out of range. The point of the system is not to allow a user to have a 

continuous connection to the system wherever they are, but rather to establish 

a connection when some kind of communication transaction should occur. This 

could be a check-in at a facility, transfer of data to and from the system within 

a facility or other information transactions that only require a temporary 

connection. 

 

There is also another limitation to the Bluetooth system that could affect the 

reliability, namely interference from other devices. Since Bluetooth operates 

within a limited spectrum there can only be a total of 79 Bluetooth connections 

established within a certain area before two connections risk interfering with 

each other. This scenario is unlikely, but since an increasing amount of 

wearable technologies are utilizing Bluetooth nowadays it could happen. There 

are Bluetooth headphones, hands-frees, smart watches and other devices that 

require a constant connection which would actually compete with the Bluetooth 
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connections established to the system. Therefore the protocol will allow for 

communication with the system to be conducted over NFC as well. If a key for 

a Bluetooth connection has been given to a user device and the user cannot 

utilize the connection because of interference the user can establish a 

connection to the NFC receiver once again to gain access to the system without 

using Bluetooth. This will require the user device to be in close proximity to the 

NFC receiver during the whole transaction, which could reflect negatively on 

the user experience. However, since this scenario is unlikely to occur it is only 

implemented as a safety net, guaranteeing a user access to the system no matter 

how crowded the Bluetooth spectrum is.  

 

In case of a malfunction in the Internet connectivity in the system the protocol 

requires offline data management. This means that the system should have a 

limited backup of key information that is required for the institution utilizing 

the system to operate. This also applies to the user device since a user should 

always be able to utilize the system, regardless of its Internet connectivity. This 

means that a copy of essential information should always be stored locally on 

the user device, which can then be used when cloud access is restricted. 

4.4 Security 

Since the system can be implemented in a vast variety of environments, many 

of the security components have to be tailored for the situation. The focus of 

this section will be general security specifications which should serve as 

guidelines that cover most of the basic security requirements within the system.  

 

Starting with the initial connection to the system, which is done via NFC, the 

user will be required to provide an identity. The identity is stored locally on the 

user device and when prompted the user should scan their fingerprint (or 

provide other means of identification) to confirm that it is the device owner that 

is using the device. The identification information will then be transferred to 

the system which can match the information given against its database to 

establish if the user should be granted access or not. If the user is granted 
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access, a token which represents the key for a Bluetooth connection, will be 

transferred to the user device. All communication should of course be done over 

a secured channel, which should be established in the initial handshake, to 

prevent eavesdropping.  

 

The next part of the connection is when the user connects to the Bluetooth 

access point using the received token. In the initial handshake a secure channel 

should be established, which will encrypt all traffic between the user device and 

the access point. The data, which is transferred between the access point and 

the system server, should also be encrypted to prevent an intruder that gains 

access to the system network to interpret the information flow. Figure 2 

describes an overview of the suggested security when a user establishes a 

connection to the system, it is purposely vague as to the details of the security 

establishments since it will vary from system to system. It can be seen that when 

a user device detects a NFC receiver it will make an initial, automatic, 

handshake to establish a connection. Some security parameters are then 

negotiated and these parameters will be used to make a secure connection. The 

Bluetooth connection key can then safely be transferred to the user device. The 

user device then connects to the Bluetooth access point with the received key, 

establishing an initial connection. Some security parameters are negotiated, 

which are applied to make the connection secure. The access point will then 

negotiate connection parameters with the system to form a connection between 

the user device and the system. 
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Fig. 2. An overview from a user point of view as how the communication security should be 
handled when making a system connection. 

 
When it comes to stored data, in both the cloud and physical devices, everything 

non-public should be encrypted. Most cloud services offer to encrypt the data 

that is stored [44; 45], this is however only viable as long as the data is stored 

on the cloud servers. When the data is transferred to a local machine the data 

will be unencrypted, which could be a security issue. By encrypting the data 

before it is stored in the cloud and storing the decryption key in the local device, 

the data is unreadable to anyone without access to the key.  

 

The recommendation for this protocol is that a user divides their files into 

categories and encrypt each category with its own key. The encrypted files are 

then stored in the personal cloud while the decryption keys are stored on the 

local device. When a system request access to certain files from a personal cloud 

the user device can transfer the decryption key for those files, granting the user 

power to decide which files the system should be allowed to access. The files 

belonging to the system itself should also be encrypted. Only the local backup 

of the cloud data, which is used when the Internet connection is down, is 

required to be encrypted. The data stored in the cloud should not require 

additional encryption other than the one provided by the cloud service. This is 

because most of the data management should be done within the cloud, which 

requires the data to be unencrypted. Data that is transferred out of the cloud 

and to the local server could require encryption depending on its sensitivity, but 

that should be decided case-by-case. User data that had been modified by the 
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system and stored back to the personal cloud of a user should be encrypted 

before it is transferred. The decryption key for the modified files should then be 

transferred to the user device using the secured Bluetooth channel.  
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5 Communication Details 

The focus of this section will be on details regarding how some of the basic 

communication paths should be implemented when constructing a system 

utilizing the described communication protocol. There are two main designs 

that will be described as they will cover the most basic suggested 

communication paths, other paths should be designed with the two main 

designs in mind. The main focus will not be on the internal data processing of 

the different parts, but rather how the information flows between the parts 

should be done. In an actual implementation, the procedure calls will look 

different and most likely require more calls than the suggested ones. The 

suggestions should therefore be viewed as summaries and not a total 

description of all required communication. The details regarding some of the 

security features are purposely left out in the descriptions. How the system 

security should be managed has been described in enough detail in chapter 4.4, 

which should suffice as guidelines when adopting the communication protocol. 

5.1 Connection Establishment 

The first design will be regarding the connection establishment to the system. 

The design will be divided into two pieces, one describing the connection 

establishment from a user point of view and one from a system point of view. 

The purpose of dividing them into two separate pieces is to better understand 

how the connection is made from either side and how they individually could 

be tweaked if used for a system implementation.  
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Fig. 3. A connection establishment to the system from a user point of view. 

 
As seen from Figure 3 there are three main components when making a system 

connection from a user point of view. These components are the user device 

(UD), the NFC receiver (NFC-r) and the Bluetooth access point (BAP). The UD 

starts a session with the NFC-r by issuing a basic hello message. The NFC-r will 

then request user identification, which will make the UD prompt the user for 

an analog response. Depending on the capabilities of the UD the verification 

could be done in different ways, but the suggestion is to require a fingerprint 

scan. When the user is successfully identified with the UD it will send a response 

to the NFC-r with pre-established user information necessary for the system to 

identify the user. This information is of course relayed to the system for 

verification, but this step is invisible to the user and therefore out of scope for 

this part of the design. After processing the user identification the NFC-r will 

either provide the UD with a key for the Bluetooth connection or reject the user 

access. If the user is rejected, the reply should contain some information 

regarding the reason for rejection.  

 

After having received the Bluetooth key the UD will attempt to connect to the 

BAP with a hello message together with the key and the user identification. The 

key will serve as a token, verifying that the user is eligible to access the system, 
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while the user identification will be relayed to the system. After having provided 

the BAP with the necessary information, the UD should have an established 

connection with the system using the BAP as a relay point. The BAP could also 

reject the connection for various reasons, which is for the system designer to 

decide, and in that case a response with the reason for rejecting the connection 

should be supplied. 

 

 
 
Fig. 4. A connection establishment with a user device seen from a system point of view. 

 
The second part of the first design is the connection establishment from a 

system point of view. As seen from Figure 4 the UD is not directly visible since 

there are communication relays in between. The initialization is done when an 

identification request containing the user identification is sent from the NFC-r 

to the local system server. The system will then request user information from 

the system cloud to gain knowledge if the user is eligible for system access. 

When the local server receives a response from the cloud it will process the 

given data and send a reply to the NFC-r with a boolean value, stating if the user 

is allowed access or not. It will also cache the user information received from 

the cloud since it is likely that the system will need it soon again when the user 

establishes a connection via the BAP. 
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The next part of the connection establishment is when the system receives a 

connection request from the BAP. This means that the user has previously been 

processed and allowed access, which means that the user information should 

be stored in the cache. The system will use the provided user identification to 

load the cached data. In case the user information cannot be found, a new 

request for user information will have to be sent to the system cloud. When the 

user information has been processed the local server will spawn a thread that 

will handle all future communication with the specific user. This thread will 

then calculate necessary data for handling communication with the user. The 

data will then be sent to the BAP and relayed to the UD, which then can start to 

utilize the system services. 

5.2 Information Transaction 

The second main design that will be described has to do with information 

transactions within the system. This design will describe how the 

communication between the UD and the system should be done and how a 

normal case of information transaction could look. As with the first design, 

some of the security features have purposely been left out to give a clearer 

overview of the communication steps. The BAP has also been removed for 

better visibility, but all communication between the local server and the UD 

should go through the BAP.  
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Fig. 5. A description of how a general information transaction should be done, starting from a 
service request from a user and finishing with the request completed. 

 
As seen from Figure 5 the start of the information transaction is done when a 

connection has been established and the local server, where a designated thread 

is handling all communication with the UD, has compiled a list of possible 

services. This list will then be sent to the UD, which will display it to the user. 

The user will then choose an appropriate service, which will make the UD send 

a request for that service to the system. As described in Figure 5 the system 

requires some specific user files to process the request. What those files are 

depend on what service was requested and in other cases the system will not 

need to request files from the user. The local server will send a request to the 

UD to access the specific user files. The UD will then display this request to the 

user, who can choose to allow access or deny it. In case the user denies access 

the requested service might not be able to proceed, which will make the system 

go back to the state where it requests the user to submit a request for a service. 
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In case the user allows access to the requested files the service request can 

proceed. 

 

Together with the response, granting the system access to the requested files, 

there will be a decryption key and a token attached. The local server will send a 

request to the user’s personal cloud to gain access to the requested files. 

Together with this request the token given by the UD will be attached, telling 

the personal cloud what files the system is allowed to download. When the files 

are downloaded to the local server it will process them and send a request to 

the system cloud. This request will contain what kind of service the user has 

requested from the system, the user identification, the downloaded encrypted 

files and the decryption key. The system cloud will then have access to all 

necessary data to process the request. After having done the processing the 

cloud will send a response back to the local server with all the data that should 

be relayed to the UD. The local server will relay the data to the UD, which in 

turn will display the processed query to the user. This marks the end of the 

described information transaction, but other transactions might require more 

back and forth communication between the user and the system before a service 

request is completed. 
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6 Case Study in a Healthcare Environment 

To give an example of how the described communication protocol could be 

implemented in a real environment this section will propose a system that will 

facilitate access to patients’ medical records within the Swedish healthcare 

system, without compromising their integrity.  

6.1 Management of Medical Records in Sweden 

There are several issues in Sweden when it comes to handling medical records. 

Many of the issues are related to patient integrity, which is making it hard to 

have a nationwide system where all records are stored together [46]. Instead, 

the different counties in Sweden have their own systems where they store the 

medical records of their patients [47]. This makes it hard to digitally transfer 

the records between medical facilities in different counties since the systems 

cannot communicate with each other, sometimes forcing the facilities to fax or 

even send the records by letter. This can make the process of acquiring vital 

information regarding a patient’s health a slow process, which is a liability for 

the medical practitioners treating the patient. What makes it even worse is that 

data might have to be compiled in several steps, increasing the potential loss of 

information in proportion to the number of people involved [47].  

 

The Swedish agency for handling issues regarding individual integrity, 

Datainspektionen, is critical to a nationwide system where many different 

practices could access a person’s medical records [46]. One of the problems is 

that not only public hospitals need access to medical records, but all sorts of 

different healthcare facilities, such as private specialized practices and 

physiotherapists. This means that there are a lot of different people that could 

gain access to the medical records of a patient if there was a united system, 

increasing the risk that someone unauthorized could view the records. In order 

for Datainspektionen to allow a nationwide system it has to meet rigorous 

requirements with regards to integrity, making sure that any individual’s right 

to integrity is preserved.  
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6.2 An Integrity Preserving System for Medical Records 

To tackle the issue of having a nationwide system for medical records that 

preserves the integrity of a patient, the system proposed here will let patients 

themselves handle the access and storage of their medical records. This will take 

away the integrity issue that arises when the records are stored in an 

environment not fully controlled by the patients themselves. All 

communication between devices within the system in this case study is 

encrypted after each initial handshake and the access to all cloud services is 

conducted over encrypted channels. 

 

In order to go into specific details of how the system will work, a premise is 

required. The premise that will run throughout this case study will be that a 

person is having stomach pain and is seeking medical attention at the local 

hospital. The person is not in any emergency and has brought herself to the 

hospital for a booked appointment. The person has brought her smartphone, 

which is equipped with user identification and a personal cloud, to facilitate 

some of the information transactions required during the visit. The main reason 

for bringing her smartphone is that she has lived in another part of the country 

for many years and recently moved back to the place where she grew up. The 

hospital only has access to her old medical records and will require the ones 

that are up to date to do a better diagnostic. An overview of the system and the 

paths for information flow can be seen in Figure 6. 
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Fig. 6. An overview of a system for handling medical records built upon the described 
communication protocol. 

 
When the person enters the hospital she will go to one of the NFC receivers 

located at the entrance. Here she will identify herself using her fingerprint on 

her smartphone, which will make the system aware of her presence. Since the 

patient has a scheduled appointment the system will grant her access to further 

communication, making the NFC receiver transfer the Bluetooth key to her 

smartphone. The smartphone will then automatically connect to a nearby 

Bluetooth access point. The system will then ask the user if she wishes to 

automatically pay for the visitation using pre-registered bank information on 

the smartphone or manually pay at the reception counter. The person chooses 

to pay using her smartphone, which requires her to identify herself to the bank 

using either a passcode or a fingerprint. After having finalized the payment the 

system will notify the doctor that a scheduled appointment is present and 

available at their earliest convenience.  

 

While the person is waiting for her doctor there are some services available 

from the system. The smartphone contains the date of when the person’s 

medical records were last updated, which is visible to the system. This will make 
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the system prompt the user if she wishes to transfer her up-to-date records to 

the hospital servers, which will facilitate the upcoming examination. The user 

accepts this request by authenticating herself using her fingerprint. This will 

send a token with authentication information and a decryption key to the 

system. The system will then send a request for the folder containing the 

medical records from the person’s personal cloud. The personal cloud will 

validate the provided token and send the folder to the system’s local server. The 

system will in turn send the medical records to its cloud together with the 

decryption key. The cloud will then decrypt all the files and update the old 

records for the patient.  

 

The doctor will now be able to access the patient’s up-to-date records and read 

them to better establish a diagnostic. This could be done either before, during 

or after the examination. When the examination of the patient is done the 

doctor will update the medical records of the patient. This update will then be 

stored in the system’s cloud, but also in the patient’s personal cloud. In order to 

store the records in the patient’s cloud, the system will use the previously 

provided token to gain storing access. The system will encrypt a folder 

containing the records and store it as an up-to-date version of the medical 

records. To gain access to the decryption key, all the person has to do is have an 

established Bluetooth connection to the system, or swipe their smartphone over 

a NFC receiver as they are leaving the hospital. The decryption key will then be 

sent to the patient’s smartphone, giving them full access and control of their 

stored records. The decryption key will also be stored in the person’s cloud 

environment, but this key should in normal cases never be accessible to any 

system. The decryption key should always be required to be sent from the user’s 

smartphone to increase the security. 

 

To further indulge the premise the doctor did not find anything wrong with the 

patient and took some tests that were sent to the lab for analysis. The patient 

was told to take it easy for a few days and take aspirins to manage the pain 

before the test results are back. The patient had some work to do the following 
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days in yet another part of the country and had to stay there at a hotel. At some 

point during the visit the stomach pain became intolerable, making the patient 

lose her consciousness and had to be taken to the local hospital by ambulance. 

This hospital has no previous records of the patient other than the information 

gathered from the person’s driver’s license. In order to gain access to medical 

records of the patient the fastest way would be to retrieve them from the 

person’s personal cloud. The problem is however that the person is not 

conscious, making it impossible to give direct consent to access it.  

 

There is however a feature built into the system that can allow emergency access 

to certain files in a person’s cloud environment. This feature has to be manually 

set up in the settings for the personal cloud by the user and works on a folder to 

folder basis. The person in this case had fortunately set up an emergency access 

to her medical records in case a hospital requires them. The system that has 

been set up at hospitals around the country has their own unique key that can 

be used for emergency overrides. This key is strictly regulated and only vetted 

doctors may use it. There will be a log file created for each use of the key, giving 

detailed information about who used it and for what purpose to stop 

unauthorized usage. The doctor in charge of the patient used this key to 

download the patient’s medical records together with the decryption key. Part 

of the emergency override is that the decryption key can be retrieved together 

with the related files. This is to allow access without requiring the presence of 

the connected smartphone. 

 

The doctor can now view the latest medical records and sees that the patient 

recently had an examination for stomach pain, making the stomach the prime 

focus. The doctor does a close examination of the patient’s stomach and finds 

out that her spleen has ruptured and is in need of surgery. After having removed 

the raptured spleen the patient has to do some recovery while the doctor can 

update her medical records. The updated records will be saved in the system 

cloud until the patient can grant it access to store it in the personal cloud. The 

emergency access will not allow data to be written to the cloud, only retrieved. 
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After a while the patient can leave the hospital and has had her belongings, 

including her smartphone, brought to her by a family member. She then 

acknowledges the system to store the updated medical records in her cloud and 

is now in possession of the up-to-date records, which she is in full control over. 

6.3 Results 

The case study provided a theoretical system implementation of the described 

communication protocol for medical records within the Swedish healthcare 

system. The protocol states that the first interaction with the system should be 

done by using NFC, authenticating the user and transferring a Bluetooth access 

token. In the case study this was done by having a patient visiting a hospital 

place a smartphone at a designated NFC station and using a biometric 

fingerprint reader to provide identification. The system verified the patient and 

transferred the Bluetooth access token. The next part of the protocol is to access 

the Bluetooth access point using the provided token, which also was done in the 

case study. 

 

Having acquired system access via the Bluetooth access point, the protocol 

states that it is now up to the individual system and the user to determine what 

information transactions should occur. In the case study, the first transaction 

that occurred was that a request from the system whether the patient wished to 

pay for the visit via her smartphone or manually at the hospital reception. The 

patient chose to do it using the smartphone by using pre-registered bank 

credentials and identification. The system is made aware of the completed 

transaction, stores the transaction details and sends a notification to the doctor 

that the patient is present. This kind of transaction is purposely not explicitly 

defined within the protocol since not all systems will require a payment service. 

As stated before, the protocol serves as general guidelines for how the 

communication between the different devices should be done. It is up to the 

designers of each individual system to determine how to make use of the 

provided guidelines. 

 



49 
 
 
 
 

The next information transaction that occurred was when the system retrieved 

the date of when the patient’s medical records were last updated and compared 

it to the date from the system’s record stored in the cloud. The system saw that 

the records were outdated, making it prompt the patient’s smartphone with a 

request to retrieve the latest ones. The patient gave consent to retrieve them, 

making the smartphone transfer an access token and decryption key to the 

system. The system used this to retrieve the records from the patient’s personal 

cloud and store the now up-to-date records in its own cloud. This interaction is 

a rather precise adoption how the protocol specifies that a general information 

transaction should be done. A query is made, resulting in an access request that 

eventually leads to information between clouds to be transferred. 

 

A key interest throughout the case study was patient integrity. The main point 

of the system was to circumvent many of the current issues in having a 

nationwide system for medical records by letting the patients themselves 

managing the access and storage. In order to preserve the integrity within the 

system there had to be many different security features implemented. In 

accordance with the recommendations from the protocol specifications, many 

of the suggested features were implemented. The medical records were stored 

in an encrypted folder in the patient’s personal cloud, making the patient in 

charge of what information the system would be allowed to access. If the patient 

had other encrypted folders within the cloud, they could not be read by the 

system since the provided decryption key only would work for the folder with 

the medical records. Most of the queries to the system would be handled by its 

cloud, where all the data is encrypted and therefore secured. All communication 

was encrypted after each initial handshake between the devices and the access 

to all cloud services was conducted over encrypted channels. By having this 

encryption of data everywhere the chance of someone unauthorized viewing 

anything readable decreases drastically, which is a key requirement for an 

integrity preserving system. 
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7 Conclusions 

This thesis presents a communication protocol for a cyber-physical system 

using wireless technologies, i.e., NFC, Bluetooth and cloud computing to 

facilitate different tasks, such as check-ins and information exchange between 

parties. The protocol will enable users of the CPS to use its services with ease, 

hiding the complex underlying structure and make interactions as natural as 

possible. Moreover, guidelines to develop CPS with the communication 

protocol including reliability, quality of service and security, are given. 

 

By using the communication protocol a theoretical system implementation is 

done within a healthcare environment, where the visit and flow of information 

is conducted as seamless as possible. The implementation shows that the 

communication protocol can be used to design a cyber-physical system that 

uses Bluetooth, NFC and cloud computing to hide the underlying complexity 

for the users and facilitate certain tasks. Also, by using hardware components 

with different strengths, the connection to the system and its usage is done in a 

natural and intuitive way. 

7.1 Evaluation 

Looking at the results from this thesis, they point towards that the presented 

communication protocol will work if it is used as guidelines to create a CPS that 

utilizes NFC, Bluetooth and cloud computing. That being said, there is no proof 

that an actual system implementation from the protocol would work exactly as 

specified, but that is not the point of the protocol. As stated before, the protocol 

only provides guidelines as how to construct a system based on the used 

technologies. It does not contain any exact instructions since a wide variety of 

systems could be built on top of the protocol, which is why the definitions within 

the protocol were kept at a general level. The main result from the work done is 

the protocol itself. Even though nothing can be said for certain about how well 

it would work and if there is something missing, the likelihood of being able to 

construct a system from it is high because of how the methods have been 

applied. By using proven methods and applying them to the research everything 
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has been done at a professional standard to assure that the protocol contains 

reliable information.  

 

To eliminate the possibility that something was lacking in the protocol 

specifications the system implemented in the case study was done by following 

the guidelines carefully. This provided valuable insight and some parts of the 

protocol had to be fine-tuned during this process in order to achieve as 

complete guidelines as possible. Since the case study was done on a theoretical 

level the results cannot be said to be conclusive, which means that even though 

everything has been done close with connections to reality there are still pieces 

missing before any real conclusions from the results can be drawn. 

7.2 Discussions 

In the introduction of this thesis we presented an outline for the usage of a 

smartphone and how its communication technologies could be used to create a 

cyber-physical system. We also stated that in order to build this system, a 

communication protocol was needed that enabled the different components of 

the system to talk to each other. The whole purpose of the thesis was to first 

present a communication protocol for a cyber-physical system based on NFC, 

Bluetooth and cloud computing and then show how it could be used within a 

healthcare environment to make the visit and flow of information as seamless 

as possible. The work done when specifying the protocol was done to first 

provide the general structure of the protocol, giving an understanding of how 

the different components were going to be presented. After that a general 

description of the protocol was given to provide a clear image of the overall 

structure and how the different components communicated with each other. 

We also presented guidelines towards reliability, quality of service and security, 

which are all important points for a CPS and for data in general. Although these 

areas are not directly connected to communication, they are related to the data 

being communicated. That is why we felt that they had to be included within 

the protocol, to not only focus on the data transmission but also on the data 

itself. 
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The next part of the protocol was to go deeper into how the communication 

between the devices should be done. The protocol specifies that a user uses a 

“user device” as a medium to interact with the system. The common conception 

from the introduction was that a smartphone was going to be used, but we felt 

that the protocol should try to keep everything as general as possible. There is 

a possibility that other devices have capabilities to use NFC and Bluetooth and 

would be more useful for a specific system. Because of that we decided to refer 

to the device a person is using to communicate with the system as a “user 

device”, even though we prefer that a smartphone is used. The reason we prefer 

that a smartphone is used is to reduce the strain on the environment, improve 

the economical factor and increase the probability that people actually use the 

system. If every system that is implemented using the protocol would require 

its own user device the creation of these devices would have a negative effect on 

the environment, everyone would have to buy a device for each system which 

would cost a lot of money for the users, which in turn probably would lead to 

many people deciding not to use the system in the first place. 

 

In order to specify how the communication should be done when a user 

connects to the system we broke it down into two separate units, one for how it 

looks from a user’s point of view and one from the system’s point of view. The 

reason was that we felt that if we combined the two views it would be less 

general since a connection establishment will be done differently with every 

system. Therefore we decided that we would provide separate guidelines, where 

a system designer could use the guidelines separately and hopefully use them 

to a greater extent than if they were combined. The final specification within 

the protocol was regarding how a general information transaction should be 

done. Here we provided an overview of how the user device interacted with the 

system and how the different cloud services were utilized. We decided to leave 

out the intermediate communication relays since their role lacked importance 

in this regard. We wanted to give a detailed view of how the different 

components worked, but at the same time we did not want any details being 
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overlooked because of too much information at once. We provided as much 

details as we thought was necessary for a system designer to understand the 

general concept of how the different components would act during an 

information transaction and how the flow of information between the 

components should be done. 

 

The purpose after having provided a communication protocol of the specified 

technologies was to show how it could be used implement a system within a 

healthcare environment. We decided that to create a system that managed 

medical journals in an integrity preserving way within the Swedish healthcare 

system. The reason for choosing Sweden is that it does not have a nationwide 

system for medical journals, much because it is hard to ensure patient integrity 

if many people have access them. By applying the presented communication 

protocol to a system that let the patients themselves be in charge of their 

medical records the integrity can be preserved in a way that would allow 

medical professionals easier access to the records of the patients they are 

treating. To give a good explanation of how the system worked and how it 

utilized the communication protocol we decided to do a case study of how a 

person would interact with the system. We described how this person went to a 

hospital, connected to the system, paid for the visit, transferred the medical 

records and how the security around everything worked. All this to provide an 

example of how the protocol could be applied to an actual system and give 

system designers an idea of how they should design their own system based on 

the protocol. 

 

Going back and looking at the methods used to conduct the research within this 

thesis we think that the choices made were correct and that by applying the 

different methods the end result came together well. Starting with the 

philosophical assumption, where we chose interpretivism, we applied it by 

investigating what different researchers said about the same topic to draw 

conclusions based on a consensus. We valued their experience and expertise in 

the choices of communication technologies used and what they previously have 
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done within the same field of research to form a base which was well founded. 

As a research method we chose fundamental research and applied it by studying 

already invented communication technologies and formed theories of how they 

could be used to construct a communication protocol. We used it to generate a 

new kind of application where these already well-known technologies came 

together in a new way, utilizing their already known strengths and weaknesses. 

When it comes to the research approach we used an inductive approach, 

meaning that we did not have a hypothesis. We applied the inductive approach 

by collecting data with regards to how a communication protocol is built and 

how the different components within the protocol work. Then we analyzed this 

data to get an understanding of how the components could come together and 

form a communication protocol.  

 

Following the inductive approach we used grounded theory as our research 

strategy. The grounded theory was applied iteratively, collecting and analyzing 

data until conclusions could be drawn and from these conclusions we could 

develop a theory of how the different components of the communication 

protocol could work together by utilizing their individual advantages. When it 

comes to data collection we used both text analysis and a case study. The text 

analysis resulted in a literature study where we investigated all the different 

components of the protocol as well as how they could be used together. The 

literature study also contained research regarding how others have used many 

of the involved technologies and how their systems were designed. This gave 

knowledge of what has worked before and what has not, which is valuable 

information when trying to design a new protocol. The case study was done to 

test, on a theoretical level, if the protocol could actually be used to design a 

functional system. This was needed in order to draw any conclusion of how 

valuable the guidelines from the protocol actually were and if it was enough to 

design a whole system without having to make too many guesses of how 

processes work. 
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When it comes to data analysis we used analytical induction as our approach. 

In general it is hard to analyze any data when the work consists of a concept and 

not something that can provide quantifiable data. By using analytical induction 

we instead had to validate each new concept of the protocol before it could be 

introduced as a component. This means that rigorous analytics was done to 

determine what a specific technology would add to the protocol and why it 

should be included instead of other technologies. When the validation of the 

technology has been done we also had to analyze how it would work with the 

rest of the components already included. This was to avoid problems at a later 

stage so that we did not suddenly came across something that was not 

compatible between some of the technologies.  

 

The final methods applied has to do with quality assurance. Since the research 

was qualitative we had to check validity, dependability, confirmability and 

transferability. In terms of validity we tried to use existing rules when 

constructing the communication protocol. This was done by first having a 

general template that has been proven to work and then applying this template 

to the structure of the communication protocol. This was how we knew that we 

were following proven guidelines which would facilitate for others to 

understand the presented results. For dependability we have tried to base all 

the components and their interactions on proven facts. This means that 

everything proposed within the protocol has been vetted and checked for 

interoperability so that the theory is sound. This should let experts within the 

field compare the specifications within the protocol to facts about the used 

technologies and draw the same conclusions of functionality as we have. When 

it comes to confirmability we have been keen on not letting personal judgement 

affect the end result. Everything about the protocol is based on reliable facts, 

leaving out any own interpretation of how things might work. The final point, 

transferability, has been kept in mind throughout the work. The protocol has 

been designed in such a way that it is very general and therefore letting others 

continue building more specialized protocols for their own systems. When 

someone would design a system of their own using the protocol proposed here, 
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they would have to be much more specific in how things are done within their 

system. This validates the protocol in terms of transferability since others can 

continue building on top of a concept that already has been investigated.  

 

One important thing to discuss is also how this work fits together with the 

related work described in the background. In the background we mentioned a 

system that used real-time data to find optimal navigation routes and systems 

that would improve how the modern healthcare works. A common theme 

among these are that they all are cyber-physical systems, meaning that they use 

data from a real environment to construct a digital representation of it. The 

protocol we introduced in this thesis does not immediately correspond to any 

of these CPS, but rather to the underlying structure of them. All the presented 

CPS must have been constructed with a communication protocol in mind. In all 

the systems there are several components involved and for them to transmit 

data between each other, there has to be a medium telling them what data to 

transmit and how to interpret and act on received data. The work done within 

this thesis has therefore been to create such a base medium that can be used for 

creating a CPS. All the related work relies on the communication between 

components to work, which is why a communication protocol is essential. 

Hopefully the protocol presented here can be used by others when they design 

their systems, giving them the base they need to focus on other parts within 

their systems. 

7.3 Future Work 

For future work there is one key component that has to be investigated, a real 

system implementation. By utilizing the guidelines from the proposed 

communication protocol, a more specific protocol has to be designed when 

constructing a system. This protocol should use many of the key features of the 

proposed protocol and go into exact details of how the communication is done 

within that system. If this protocol can be constructed by not altering the key 

concepts of the protocol proposed here, and also making a successful system 

implementation of it, we would consider our protocol a success. A preference 
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for future work would also be that the proposed healthcare system is 

constructed and implemented to see how the results from the case study 

compare to those of a real system. Our hope is of course that they yield the same 

results, proving that the conclusions here were correct. In case the real system 

would yield different results that would also provide valuable feedback as to 

why our results differed from reality, giving other researchers an opportunity 

to analyze how theoretical work could differ from reality. 
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