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Abstract  

In this Master Thesis, several common applications and Windows operating system 

services are modeled within the field of information security. This thesis focuses on 

applying the Enterprise Architecture Analysis Tool (EAAT) and the Cyber Security 

Modeling Language (CySeMoL), which are developed by the Department of Industrial 

Information and Control System (ICS) at KTH. The overall objective of this study is to 

determine the probability of the CySeMol model with a particular kind of attack. The 

project models six common applications on Windows platform and two Windows 

operating system services. The detailed information regarding the applications and defense 

mechanism are acquired from various sources. A few experiments have been carried out to 

validate the correctness of the predicted probabilities calculated by the CySeMoL. The 

results of the analysis suggest that the CySeMoL model has a good performance on 

operating system vulnerability prediction. At last, some possible suggestions in the context 

of the CySeMoL model are given. 

 

Keywords. CySeMoL, EAAT, Operating System, Application Modeling, Information 

Security. 
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1. Introduction 

This chapter proceeds as follow. The general background information is briefly introduced 

at first, followed by a description of the purpose and the goal of this thesis. Then, a short 

analysis of the research question is specified, as well as the scope of this thesis. At last, an 

outline and the structure of the article is described. 

 

1.1 Background 

With the rapid development of network technology, the network speed and accessibility of 

the World Wide Web have dramatically improved, which has brought enormous benefits 

to the whole society. Information can be exchanged instantly from one point to another. 

Relying on this robust network, nowadays most enterprises build their business and service 

on information systems, and individuals also store their public or private information on 

the internet. As the information transferred by organizations and individuals may include 

sensitive account password, trade secrets and classified information, the risk that an 

attacker will invade the current security technologies increases. This kind of attack is 

particularly difficult to defend because the attacker can operate the information anywhere 

in the world, and the link between an attacker and a victim is a complex network that 

involve different physical systems [1]. Thus, the computer security, also known as the 

cyber security, has become a major issue to be raised for every participant in the network. 

For example, the well-known Heartbleed vulnerability allowed attackers to obtain 

protected memory from 24 - 55% of popular HTTPS sites [2]. 

The demand for secure information systems leads to the requirement for a security 

assessment tool. The tool needs to evaluate the security level based on possible 

vulnerabilities of the target system and provide corresponding solutions. The Department 

of Industrial Information and Control System at KTH has developed a tool called the Cyber 

Security Modeling Language (CySeMoL) that can provide a comprehensive and system-

level assessment of cyber security on information system architectures. The CySeMoL 

model could represent the information system in a straightforward way and provide a 

probabilistic evaluation of all the assets in the system [3]. Details of this tool are given in 

the Theory chapter.  

 

1.2 Research Question 

CySeMoL has been tested and applied in the electric power industry, including Supervisory 

Control and Data Acquisition (SCADA), substation automation system, and office 

environments [4]. However, CySeMoL has not been particularly applied in a typical 

operating system environment. Thus, this degree project intends to investigate the 

feasibility and correctness when using CySeMoL with an operating system and common 

applications. The primary task in this project can be decomposed into three sub-tasks. 
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 Modeling the most commonly used applications on Windows platform by using 

CySeMoL. 

 Exploring the probability of succeeding with testable attacks with CySeMoL model. 

 Validating the correctness of calculated succeeded probability with experiment. 
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2. Methodology 

This chapter describes information about the applied methods and the modeling methods 

in this thesis. 

This thesis’ objective is to determine the probability of succeeding with particular kind of 

attack. The whole procedure can be divided into three phrases. Figure 1 shows the specific 

three steps. 

 

Figure 1 Thesis Process Steps (Source: made by the author) 

The first phase of this assignment is to identify the applications that are valuable for 

modeling with the CySeMoL. To achieve that, preliminary studies related with the 

CySeMoL and EAAT are essential. Apart from that, information studies about the 

Windows operating system and the typical applications are also needed for the first task. 

Moreover, knowledge about the attack steps that have mentioned in the CySeMoL model 

is also a part of the preliminary study. The second phrase is modeling. After the first phrase, 

the data about the modeled application is gathered. According to the collected information, 

the model is built, and the security settings for the model are configured. The third phrase 

predicts the attack probability by CySeMoL and validates the correctness of predicted 

possibility through experiment.  

 

2.1 Data gathering 

In this thesis, the data gathering is related to the establishment of model and the validation 

of predicted results. The acquired data can be divided into two classes, primary data, and 

secondary data.  

Primary data is collected for the validation of predicted results. Primary data can be defined 

as the data collected specifically for the research project being undertaken, and it can be 

collected through observation, experiments, interviews and focus groups, and 

questionnaires [5]. The major validation method of the predicted results is experimental 

working. Based on Lewis, Thornhill, and Saunders (2007), an experiment is a form of 

research to study the causal relationship, whether a change will occur in the dependent 

variable when the other independent variable changes. The benefits of using experimental 

data can increase the control of the experimental variables, as well as the accuracy of the 

result [5]. However, the experimental strategy is not suitable for some difficult cases. For 

example, it is hard for the author to implement finding a public exploit for the patchable 

public vulnerability. 
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This study makes use of the secondary data to build the application models. According to 

Lewis, Thornhill, and Saunders (2007), secondary data is the data that has already been 

connected for the other purposes, and it consists of both raw data and published summaries. 

More specifically, there are three categories of secondary data, which are documentary, 

multiple source, and survey. The documentary includes written materials (organizations’ 

databases, organizations’ websites and journals, etc.) and non-written materials (media and 

voice recordings, etc.). The multiple source includes area based (government publications 

and books, etc.) and time-series based (industry statistics and reports, etc.). The survey 

includes censuses (governments’ censuses, etc.), continuous and regular surveys (family 

spending and employee attitude surveys, etc.) and ad hoc surveys (government’s 

investigations and academics’ studies, etc.) [5].  

The advantages of secondary data are summarized as follows; the first is saving time and 

money [6]. Moreover, it can generate new discoveries, as well as improve the quality of 

the data. However, there are also some disadvantages that the data may not accurately 

match authors’ research, and there is less control over how the information was collected 

[5]. To make sure the accuracy and comprehensiveness of data, the sources for this thesis 

are books, academic papers, company website information and software product 

documentation that belongs to the category of documentary and multiple sources. 

 

2.2 Modeling 

In general, when building a model by CySeMoL, the modeling procedure for different 

models follows a similar pattern. The steps are as following: 

1. Identifying research objectives. 

2. Determining the survey method 

3. Preliminary model formulation 

4. Model review 

5. Configuration of defense mechanism settings 

6. Validation of calculated results. 

To begin with, the basic question is to figure out what we need to model, it can be an 

operating system or a software. After the research objective is determined, the information 

collecting method needs to be investigated. The method depends on the model object’s 

property. For instance, if the modeled object is an open source software with detailed 

documenation, then the model could relay on the materials, however, if the modeld object 

is a propertry software which is closed source and without any proper documents recording 

the software’s detailed information, in this case the experiment method is a better option 

for collecting model’s information.  
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With all the necessary information regarding the model being ready, the preliminary model 

can be built. The model needs to reflect the modeled object’s objective reality. When doing 

the model review, there are serval things to be considered. The first is the relationship with 

other elements in the model. For example, if an application client is modeled, whether the 

application client relay on any operating system or not, or if it belongs to a kind of software 

product. Another example can be when modeling the user account login part of the 

application, does it has any access control point or any pasword account?  In order to ensure 

the model's credibility, this kind of information needs to be confirmed after the preliminary 

model part.  

When the model’s framework has been confirmed, the next task is to configure all the 

settings in the model. In the CySeMoL model, it not only consider about the attack path, 

but also the defense method. The attack configurations are already contained in the model, 

however, the defense settings need to be inputed manually. The defense mechanisms are 

also summarized from software documents or experiments. When the model’s framework 

and defense mechanism settings are ready, the model now can be applied to access the 

system security.  

As mentioned before, the model can be built from documentations or experiments. Both 

methods are used in this project, but most of them are based on experiemnts due to the 

modeled objects are mostly propertry software. Therefore, to identify the entities involved 

in the model, the experimental method is applied as the primary technique; each application 

model is established by custimized experiments. The modeling process consists of a series 

of steps. A flowchart in Figure 2 describes the processes. 

 

Figure 2 Modeling Steps [8] 
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The first step of the procedure is to formulate an idea to a precise, testable hypothesis. By 

way of illustration, when investigating whether the Skype application stores user 

information with encryption or not, a hypothesis can be made as the user’s information is 

unencrypted. Once the research question and testable hypothesis have been made, the next 

step is to develop a suitable experiment to test the hypothesis. The experiment is usually 

conducted by using network-monitoring applications to monitor the network activities of 

certain application. After the experiment, the observed content is ascertained and measured. 

The conduct study part deals with the correctness of the collected data, and the data are 

formally recorded for later modeling. [8]  
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3. Theory 

This chapter presents the applied principles that include the modeling language CySeMoL, 

the software tool EAAT, the theory for probabilistic assessment, predictive properties 

P2AMF, UML/OCL, and the related work.  

 

3.1 CySeMoL 

The cyber security modeling language (CySeMoL) is an attack graph tool that can be 

applied to predict the cyber security of enterprise architectures [9]. It is developed by the 

researchers at the Department of Industrial Information and Control System at the Royal 

Institute of Technology in Stockholm, Sweden. The primary objective of the CySeMoL is 

to model the system architecture and calculate the successful likelihood of various cyber-

attack mechanisms. Users only need to model their system and set the attributes, and then 

CySeMoL can calculate the successful probability of certain kind attack. CySeMoL is a 

modeling framework, which composed of different classes, attributes for entities and the 

relationship of the entities [10]. 

The CySeMoL covers plenty of attack methods, including eavesdropping, data 

modification, identity spoofing, password based attacks, denial-of-service attack, man-in-

the-middle attack, compromised-key attack, sniff attack, and application layer attack. In 

addition to the attack methods, the CySeMoL also contains various defense mechanisms, 

which are classified by different assets in the system, such as intrusion detection system, 

firewall, software security patch status, static ARP table, USB autorun disable, and so on. 

The comprehensive attack and defense approaches make the CySeMoL become a robust 

modeling tool regarding system security modeling.  

The method that applied to build the CySeMoL contains both qualitative and quantitative 

approaches. More specifically, the qualitative structure includes the classes, reference slots, 

attributes, and parents of attributes. The development is based on the literature study and 

review of domain experts. The literature study determines the assets and attack steps that 

included in the model, and the general attacks and specific attacks are reviewed by 

professional penetration testers to ensure the usability and accuracy of the model. Moreover, 

the CySeMoL also needs quantitative data for logical dependencies and probabilistic 

dependencies. These dependencies are applied to calculate the successful probability that 

a professional attacker against the system with available public tools [10]. 

The classes signify numerous IT components in the model, such as OperatingSystem (e.g., 

Windows 8), ApplicationServer (e.g., Windows time service server), Dataflow (e.g., 

Windows update data), and Protocol (e.g., HTTP). Furthermore, the entities themselves 

have a set of attributes, which are possible attack steps toward the entity and the 

countermeasures related to it. For instance, the ApplicationServer entity includes attack 

steps like access, compromise, denialOfService, deployExploit, findExploit, floodDos and 

semanticDos. Apart from attack steps, the entity also covers countermeasure such as 
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patched. Each attribute in the model has the True of False value that represent whether the 

attack is successful or not, or whether the countermeasure is valid or not. CySeMoL 

includes 59 attack types, 58 defense types, 23 assets types, 51 system relations types. An 

overview of the modeling language can be seen in Figure 3.  

 

Figure 3: An overview of the CySeMoL metamodel [9] 

As shown in Figure 3, the entities represent the model’s classes, in the lower box of the 

object denotes the attack steps related with it; the upper box indicates the countermeasures 

associated with it. The black and red dashed lines in the figure shows the relationship 

between the classes. For instance, between OperatingSystem and SoftwareProduct, they 

can have a connection named “product”, the connection denotes OperatingSystem is a kind 
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of SoftwareProduct that has all the possible vulnerabilities and countermeasures that 

SoftwareProduct has. Another example is between Person and PasswordAccount, the 

Person can be the owner of the PasswordAccount, and thus the connection between them 

is a possession-related relationship. 

 

3.2 EAAT 

Enterprise Architecture Analysis Tool (EAAT) is a software tool that can be used for 

enterprise architecture modeling and analysis. EAAT is developed at ICS at KTH in 

Sweden that made public since 2008. Various attributes can be assessed by EAAT such as 

interoperability, availability, usability, performance, and information security. EAAT 

consists of two parts, Class Modeler, and Object Modeler. The class modeler is used to 

create the assessment framework incorporated in a class model. The object modeler is used 

to create the actual enterprise architecture model and make analysis for the system.  

The main purpose of enterprise architecture tool is to provide stakeholders information 

regarding the quality parameters of the system architecture, which help them make rational 

decisions. The enterprise architecture analysis consists of assessment scoping that define 

what will be evaluated; evidence collecting that results in a concrete model; and the 

model’s quality attributes calculating, visualizing them in the form of diagrams [82]. 

 

Figure 4 Flowchart for the EAAT [9] 

The general enterprise architecture analysis method is shows in Figure 4, and it is divided 

into three steps. The first step is assessment framework specification, this step occurs in 

the class modeler, the framework depends on the kind of class and attribute, and the 

outcome of this step is a meta-model, for example, CySeMoL is a meta-model focusing on 

the information system security. The second step is the model creation, based on the meta-

model created by Object Modeler, which is already created in the first step. After that 

various settings for different attributes are configured for the model. The last step is the 

analysis part, which the object modeler calculates and visualizes the predictive results.  

The design of the tool is based on three processes, which are the identification of the goals, 

scenario elaborations, and attribute calculations. The first process is mainly about the meta-

model that composes of entities, attributes, entity relationships, and attribute relationships. 

Entities describe the elements in the enterprise architecture model such as OperatingSystem, 

Person, and so on. In the entities, there exist attributes that represent the properties of the 

certain entity like “experience”, “time”. For instance, the entity attacker has “time” 

attribute that indicate the workdays spending on each attack step for an object model.  
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Additionally, the entities can be connected with each other and it is represented as lines. 

The relationship can be active or passive, that means one entity use the other entity or used 

by another entity according to different situations. The last part of the meta-model is 

attribute relationships; they denote the probabilistic dependence between two attributes. If 

there is a relationship between two attributes in two different entities, usually, these two 

entities also have an entity relationship. To sum up, entities, attributes, and their 

connections constitute the meta-model that can describe the goal of the assessment in 

enterprise systems. However, only the meta-model alone is not enough for the concrete 

model and scenario assessment; evidence collection is an indispensable step during 

scenario elaboration. The evidence are collected according to the assessment goal, and they 

are gathered per scenarios; that means for different scenarios, different set of evidence need 

to be collected. When the meta-model and evidence are prepared, they form a concrete 

model that is an instantiation of the meta-model. With the concrete model, the object 

enterprise architecture is presented visually, and various calculations can be implemented 

[82]. 

 

 

Figure 5 an example view of the PasswrodAccount in CySeMoL 

A PasswordAccount view from CySeMoL meta-model can be seen in Figure 5. The arrows 

describes the inheritance relationship between the objects, in this case, the 

PasswordAccount belongs to the Asset class, and the three attack steps are inheritances 

from the AttackStep class. Moreover, the solid lines between PasswordAccount and the 

three attack steps indicate the PasswordAccount asset may vulnerable to these attack steps.  
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Figure 6 an example of PasswordAccount instantiation in Object Modeler 

The PasswordAccount asset in the meta-model can be instantiated based on the particular 

situations, an example can be seen in Figure 6. The example PA is an instantiation of 

PasswordAccount, and the attack steps that are interconnected in the meta-model are 

represented as attributes in the asset.  

 

3.3 P2AMF  

The framework behind CySeMoL that applied to build the attack graphs and calculate 

vulnerability is Predictive, Probabilistic Architecture Modeling Framework (P2AMF), 

which is developed by Pontus Johnson, Johan Ullberg, Markus Buschle, Ulrik Franke and 

Khurram Shahzad. It is an extension of the Object Constraint Language (OCL), which is a 

formal language to describe expressions on models in the Unified Modeling Language 

(UML) [7]. This chapter focuses on the property of P2AMF, and in next section UML and 

OCL are introduced.  

Although the OCL is suitable for specifying constraints on enterprise system analysis, 

however, it is a lack of uncertainty that is a significant characteristic of the modern software 

systems. Nowadays, as the development of IT-systems, it becomes increasingly powerful 

and complex. Numerous old and new modules, systems, and products are combined; this 

results in a significant problem when analyzing the complicated system. Because there are 

so many indeterminacies in the system such as the performance of an old server is good 

enough or not, or the connection between two offices is operating or not. P2AMF solve 

this problem by adding the uncertainty feature to the OCL. 

The main characteristic of P2AMF is to express uncertainties of objects, relations and 

attributes in UML models and perform probabilistic assessment incorporating these 

uncertainties [9]. There are two kinds of uncertainty in P2AMF. The first is the attribute 

values, which are stochastic. Once the attributes are instantiated, the values are assigned 

according to probability distributions, this can contribute to the individualization of the 

instantiated attributes. The other uncertainty is the existence of objects and relationships. 

It can be represented by, for instance, the system status of a server, and the status of the 

connections between servers. Furthermore, the probabilistic aspects are in a Monte-Carlo 

fashion. Some samples are instantiated according to the user’s specification, and then, the 

stochastic variables are created based on their respective distributions for the existence of 

classes and relationships. Until now, the P2AMF statement is created, after transform it 
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into OCL statement; then it can be evaluated by the OCL parser. After the iteration for all 

the samples, the calculated results are aggregated and visualized in the application. 

 

3.4 UML/OCL 

The Unified Modeling Language (UML) is a general-purpose modeling language that 

provides a unified, standard and visible way to represent the design of the system. UML is 

the de facto standard for modeling software systems. It was created by Grady. Booch, Iva. 

Jacobson and James. Rumbaugh at Rational Software during 1994-1995 and adopted by 

the Object Management Group (OMG) as a standard. The objective of UML is to provide 

analysis, design, and implementation of the software-based system and similar processes. 

UML is developed on the basis of three object-oriented methods (Booch, OMT, and OOSE) 

and some object-oriented programming languages, modeling design languages [77].  

UML represents the visual object in the CySeMoL model. The UML objects usually have 

a class attribute; the attribute can be a kind of activity, class, component, package, and use 

case. Like the circumstance of NetworkInterface in Figure 7, the attribute represents the 

object belonging to a particular category. The second line of the object is the object’s name, 

the name indicates the identity of the subject and differentiates it from the other objects. 

There are also connections between objects, the connection denotes the relationship of the 

connected objects. For example, in Figure 7, between TP-LINK WR700N and TOM Home 

Network, the annotations fromTrustedZone and toTrustedZone represent the traffic from 

the network interface to network zone is from a safe area.  

 

Figure 7 example of UML object in CySeMoL 
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UML alone is not enough for the operation of models. The Object Constraint Language 

(OCL) is a formal language that served as a compliment of modeling language like UML. 

The expressions of OCL specify the details for modeling objects, such as constraints, 

preconditions, and postconditions. OCL is a descriptive language, and its expressions do 

not have any side effects to the result when they are evaluated (i.e., the execution of OCL 

expression cannot change the state of the relevant system) [76]. An OCL example is given 

as below. 

context Person inv: 

let income = self.jobsalary->sum() in  

if isUnemployed then 

 income < 100 

else 

 income >= 100 

endif  

The example OCL code is about the summation of the salary of the Person class, and at the 

same time, the operation has a restrictive condition. More specifically, the first line of the 

code defines a class name Person, and the ‘inv’ indicates the content after the colon is 

invariants. The second line determines the function of the code that is to calculate the sum 

of the salaries. The rest of the codes describe the restrictive condition that means the 

unemployed person’s income is lower than 100.  

 

3.5 Related work 

Quantifying security has became a hot topic due to the widespread use of the network 

technology. There are numerous network security analysis tools available. A research from 

Verendel investigated over 100 methods related with security evaluation [87]. Different 

instruments and techniques have its positive and negative aspects, in this section, two attack 

graph based tools MulVAL and NetSPA are introduced and discussed in terms of the 

security modeling.  

MulVAL stands for “Multi-host, Multi-stage Vulnerability Analysis Language”. MulVAL 

is developed by Xinming Ou, Sudhakar Govindavajhala, and Andrew W. Appel. Two 

features of MulVAL are crucial for the network vulnerability analysis. The first one is that 

it can automatically integrate vulnerability information, and the other one is that it can scale 

up to thousands of computers in the network. The idea of MulVAL comes from the system 

administrator’s daily routines; the administrator needs to read bug reports every day and 

find out the bugs that are related to his network. If there are bugs inside his network, the 

administrator needs to evaluate the severity of the bugs and considers the solutions like 
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install patch, change the firewall’s rule set and so on. MulVAL is developed to improve 

the administrator’s daily work [88].  

MulVAL applies Datalog as its modeling language. Datalog is a pure declarative logic 

programming language and a branch of Prologs. The user just need to provide the described 

information rather than the detailed process of obtaining information; it is defined in a 

declarative way thus makes the query easier. [86]  

 

Figure 8 the MulVAL framework [88] 

The procedure of process a security bug contains two steps, the first is to recognize if the 

bug exists on the machine, and the second is to identify the influence caused by the bug. In 

order to identify the bug, MulVAL deploys Open Vulnerability Assessment Language 

(OVAL) for illustrating machine configuration tests. OVAL is an XML-based language for 

declaring machine configuration tests. As long as there is a new software vulnerability 

being found, the OVAL definition can explain how to check the existence on a particular 

computer. As showed in Figure 8, the OVAL Scanner is worked by using OVAL 

definitions. The output of the vulnerability is represented in the form of Datalog, an 

example of the clause is presented as following: 

vulExists(webserver, ‘CAN-2002-0392’, httpd) 

The ‘vulExists’ indicates that the scanner has identified an existing vulnerability on the 

machine. The first parameter ‘webserver’ means the machine’s name; the second parameter 

shows the vulnerability’s number, in this case, is the Common Vulnerabilities & Exposures 

(CVE) ID CAN-2002-0392. The last parameter means this vulnerability involved the 

program httpd.  

MulVAL uses the information from National Vulnerability Database to provide the effect 

of the vulnerability. The effect is represented by Datalog as well, a simple example like the 

following: 

vulProperty(‘CVE-2004-00495’, localExploit, privEscalation) 

The clause means the vulnerability requires the attacker has local access to the machine, 

and the consequence can be privilege escalation. 
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MulVAL framework needs some inputs to operate. The inputs to MulVAL when doing 

analysis include advisories, host configuration, network configuration, principals, 

interaction, and policy. Advisories show the reported vulnerabilities and its existence on 

an individual machine. Host configuration contains the software and daemons that are 

running on the computer, as well as its configurations. Network configuration presents the 

routers and firewalls’ configurations. Principals represent the users in the local network. 

Interaction deals with the model and the interaction among the model’s components. The 

policy defines the access rights and rules configured by the user. [88] 

The strong points of MulVAL are automaticity and scalability. More precisely, it can 

automatically collect vulnerability specifications by using OVAL and find the 

vulnerability’s effect from National Vulnerability Database. The scalability means the tool 

can adapt to thousands of machine; this feature makes it become a practical security 

analysis tool. However, there also exist shortcomings for MulVAL. For example, it does 

not take the system defense mechanism into consideration, however, the defense system 

can fix particular vulnerabilities, this situation may cause the inaccuracy of the predicted 

results.  

 

 

Figure 9 NetSPA component diagram [89] 
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NetSPA stands for Network Security Planning Architecture, it is developed at Lincoln 

Laboratory in Massachusetts Institute of Technology by Richard Lippmann. The launch of 

this project is in response to a series of cyber threats that against U.S. government 

computers between 2003 and 2005. The objective of NetSPA is an attack graph that shows 

the possible leak of the target system; the graph is based on information about the networks 

and the software running on the machine. NetSPA also claims that the tool can analyze 

graph and provide suggestions about how to repair the system vulnerabilities. [89] 

The database is a vital part of NetSPA; all the network configurations are extracted from 

different databases. The information includes host information, software description, 

intrusion detection system information, firewall rule sets and so on. NetSPA deploys three 

relational database system that are action database, software database, and network model 

as shown in Figure 9. An important feature of NetSPA is the attack graph that the tool 

outputs. An attack graph is a precise way of representing possible network attack. 

Numerous attack paths result in an attack tree. According to the attack tree, the 

administrator can investigate the attack routes and find the weakest point of the network.  

Figure 9 shows the NetSPA components, and it represents the overall technological process. 

At first certain network scanner scans the network, the output together with the information 

in software database constitute the detailed network diagram that includes information like 

software version, opened port, IP address and so on. The information and data in the action 

database input to the computation engine, the grapher will visualize the results as complete 

attack graph. 

NetSPA has the ability to analyze thousands of machines. Another merit of NetSPA is the 

compatibility of the network scanners. Various result outputs can be used as the original 

input data, such as nmap, Nessus, and NetVis. The feature makes NetSPA a general 

purpose security analyzer in many different areas. However, NetSPA has some limitations. 

For example, when describing the attacker, there is very less control on the attacker’s 

ability. All the attacks are treated equally, that means any attacker can do all kinds of 

attacks in the model. Another drawback is all the software flaws in the database are 

considered to be exploitable. It could be better if the model takes the defense mechanism 

into consideration.  
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4. Model  

In this chapter, the selection of the modeled application, the application models, and their 

descriptions are presented. At beginning, the arguments and sources for the software 

selection are provided in the modeling software selection section. Then in the graph section, 

the detailed information is introduced for each view in the model, as well as a description 

of entities in the model. In the last part of this chapter, the defense mechanisms of assets in 

the model are clarified, and the settings and the sources of the parameters are presented.  

 

4.1 Modeling software and service selection 

According to Schmitz, Scheffel, Friedrich, Jahn, Niemann and Wolpers (2009), in their 

study about what tools and services are used in Personal Learning Environment (PLE), 

they apply statistics from Wikipedia and w3schools.com to find the most used browser, 

“Fingerprint” for the email client usage statistics, and “Wakoopa” for the most used Instant 

Messaging Application and office application. “Wakoopa” is a software application that 

runs on user’s computer and reports the usage of other applications [12]. The survey was 

done in 2009, which is too old for the present, but the study approaches can be used for 

reference.  

Inspired by the survey’s approaches, a new study for the commonly used applications is 

conducted. The most used browser is found through the source of Wikipedia, but due to 

the shutdown of “Fingerprint” and “Wakoopa”, the author utilised the content from 

“Litmus” to determine the most used email client and “WhatPulse” for the selection of the 

most used software. “Litmus” is a software company that focuses on email testing and 

tracking solutions, the company provides email client market share based on 1.24 billion 

emails opened per month [20]. “WhatPulse” is a free service that can be used to measure 

computer usages such as application stats, computer uptime, bandwidth usage and the 

number of keystrokes and mouse clicks. It was developed by Martijn Smit in 2003 and 

today it has more than 223,544 people in 194 different countries use the service [79]. The 

particular reasons for the choice of software are described in section 4.2. 

Windows service is a computer program that running in the background, it is similar to the 

daemon on UNIX system. Windows services provide various functionalities such as event 

logging, system updating, error handling and so on [13]. For the operating system services, 

Windows Update and Windows Time are selected. 

 

4.2 Reasons for the chosen applications and services 

4.2.1 PDF Reader 

A PDF Reader is a viewer for Portable Document Format files. There are many kinds of 

PDF reader software on the market. (e.g., Adobe Reader, Foxit Reader, Sumatra PDF 

Reader, etc.) According to the application ranking on “WhatPulse”, Adobe Reader is 
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ranked 17 in the total ranking list and is the number one PDF reader in the ranking list [80]. 

Therefore, Adobe Reader is chosen as the modeling application in this category. The 

version of Adobe Reader application that has been tested in this thesis is Adobe Reader XI 

(11.0.10). 

4.2.2 Antivirus Software 

An Antivirus software is a computer software that can protect your computer away from 

malicious software. It can detect, prevent, and remove viruses and worms. With the 

development of the internet, nowadays antivirus software usually needs a broadband 

connection to update its virus database, software configurations and so on.  

Table 1 Antivirus Product Market Share from OPSWAT [14] 

Antivirus Product Name 

Antivirus 

Product 

Market Share 

Microsoft Security Essentials 17.8% 

avast! Free Antivirus 17.6% 

Avira Free Antivirus 5.9% 

AVG Anti-Virus Free Edition 5.0% 

McAfee VirusScan 3.6% 

Symantec Endpoint Protection 3.6% 

Norton 360 2.4% 

Kaspersky Internet Security 2.2% 

McAfee VirusScan Enterprise 2.2% 

Spybot – Search & Destroy 2.1% 

Comodo Antivirus 1.9% 

Other (click to expand) 35.8% 

 

The most used application ranking from “WhatPulse” indicates that avast! Antivirus ranks 

number 65, and it is the most used antivirus software [80]. Furthermore, based on 

OPSWAT’s Antivirus and Compromised Device Report: January 2015, in the Antivirus 

Product Market Share section [14], Microsoft Security Essentials leads the market with 

17.8% market share, followed by avast! Free Antivirus. However, Windows Defender has 

been removed in this market share calculation due to it is pre-installed on Windows 8 and 

8.1, which is not selected by users’ intention. As Microsoft Security Essentials does not 

applicable for Windows 8.1 [15], and Windows Defender has replaced it. Therefore, the 

avast! Free Antivirus is selected in this project, and the software version number is 

2015.10.2.2218. 

4.2.3 Web Browser 

A web browser is a computer software that used to access the content on the World Wide 

Web. It can retrieve, present and traverse information on the internet according to a 

Uniform Resource Identifier. 
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There are various web browser market statistic sources like Net Market Share, StatCounter, 

W3Counter, and WikiMedia. They all have different data sources and calculation methods. 

The data from Net Market Share count the unique visitor from their 40,000 network sites 

per day; this mechanism has proper control of fraud access and duplicate access [16]. The 

data from Net Market Share shows that until February 2015, Internet Explorer has 57.38% 

market share among the top desktop browsers, which is a major player in the market.   

Table 2 web browser market share from Net Market Share [17] 

Web Explorer  Market Share (March 2015) 

Internet Explorer 56.54% 

Chrome 24.99% 

Firefox 11.89% 

Safari 5.00% 

Netscape 0.33% 

Other  1.24% 

 

According to the information above, the Internet Explorer is selected in this project, and 

the software version number is 11.09600.17801. 

4.2.4 Office Software 

An Office software or a productivity software is a software that used to create information 

such as documents, spreadsheets, graphs.  There are many office suite options in the market, 

e.g. Microsoft Office, OpenOffice, LibreOffice. In the study of office applications usage 

under Windows in [12], the source from “Wakoopa” in 2009 shows that Microsoft Office 

Word, Microsoft Office Excel, Microsoft Office PowerPoint, Adobe Reader and 

OpenOffice.org are the most used office applications. Moreover, in a collection of statistics 

about Microsoft products and services that published by Microsoft shows that there are 

more than 1.2 billion people use Microsoft Office [18]. From the Microsoft Office user 

number, it is evident that Microsoft Office is the most popular office application in the 

market. 

Table 3 Microsoft Office Application on "WhatPulse" [80] 

Application Name Ranking on “WhatPulse” 

Microsoft Word 13 

Microsoft Excel 20 

Microsoft PowerPoint 32 

 

From the information by “WhatPulse” until June 2015, Microsoft Office Suite is still the 

market leader in the office application area, Table 3 indicates the ranking of office 

applications in the “WhatPulse” list [80]. As Microsoft Word is the most used application 

according to the information in Table 3, hence, Microsoft Word is selected to model in this 

project, and the software version number is 15.0.4719.1000. 
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4.2.5 Mail Client 

A mail client is a computer software used to access and manage emails [19]. In this thesis, 

the selected application type is locally installed desktop software, some traditional 

examples such as Microsoft Outlook, Thunderbird, etc. 

Table 4 Email Client Market Share from Litmus [20] 

Email Client Market Share 

Apple iPhone 26% 

Gmail 28% 

Apple iPad 12% 

Outlook 9% 

Apple Mail 8% 

Google Android 7% 

Outlook.com 5% 

Yahoo! Mail 4% 

Windows Live Mail 2% 

AOL Mail 1% 

 

Litmus investigates the email client market share that calculated from 1.1 billion open 

emails per month [20]. The method of email client investigation is by adding a small picture 

link in the body of the mail and when the user opens the mail; the image is downloaded. 

However, this method has an obvious flaw that some mail clients like Microsoft Outlook 

by default is block image unless the user turn off the block. This process underestimates 

the market share of the certain mail client. From the data provided by Litmus, which shown 

in Table 4, Outlook is ranked number four that hold a 9% market share, but it has the 

biggest market share among desktop mail clients. Therefore, Microsoft Outlook is selected 

in this thesis, and the application version number is 15.0.4719.1001. 

4.2.6 Instant Message Application 

An instant message application is a software that used to instant chatting via text, audio or 

video on the internet. According to the ranking on “WhatPluse”, Skype is ranked number 

two in the list that is apparently the most used IM application [80]. Moreover, OPSWAT 

has issued a report that count the worldwide instant messenger market share [21]. The 

report shows that Skype has 37.7% market share followed by Windows Live with 31.8%. 

The full statistics of the market share are presented in Table 5 below. 

Table 5 Worldwide Instant Messenger Market Share [21] 

IM Application Market Share 

Skype 37.7% 

Windows Live 31.8% 

Yahoo! Messenger 8.6% 

Mail.Ru Agent 3.9% 

Google Talk 3.9% 
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Facebook Messenger 3.9% 

Tencent QQ 3.7% 

Other 7.4% 

 

According to the information above, Skype is selected to model in this project, and the 

modeled software version number is 7.4.99.102. 

To sum up, the choice of the modeled applications is presented as follows: 

 Adobe Reader  

 avast! Free Antivirus 

 Internet Explorer 

 Microsoft Office Word 

 Microsoft Outlook 

 Skype 

 

4.3 Windows service selection 

The operating system services can be viewed at “Computer Management” – “Services and 

Applications” – “Services”. Among all the services in the list, 26 of them are Windows 

services, and they are listed with a short description in the table below. 

Table 6 Windows Service Description [source from the Windows System information] 

 Windows Service name Description (source from the Windows System 

information) 

1 Windows Audio Manages audio for Windows-based programs. 

2 Windows Audio Endpoint 

Builder 

Manages audio devices for the Windows Audio 

service. 

3 Windows Biometric Builder Gives client applications the ability to capture, 

compare, manipulate and store biometric data 

without gaining direct access to any biometric 

hardware or samples. 

4 Windows Color System Hosts third-party color device model and gamut 

map model plug-in modules. 

5 Windows Connect Now Microsoft’s implementation of Wi-Fi Protected 

Setup (WPS). 

6 Windows Connection 

Manager 

Manages network connectivity options. 

7 Windows Defender Network 

Inspection 

Against intrusion attempts. 

8 Windows Defender Service This service protects users from malware. 

9 Windows Driver Foundation Manages user-mode driver process. 

10 Windows Encryption 

Provider Host Service 

Evaluate/apply EAS policies. 
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11 Windows Error Reporting 

Service 

Reports programs errors. 

12 Windows Event Collector Manages events from remote. 

13 Windows Event Log Manages events and event logs. 

14 Windows Firewall Protects computer from unauthorized users 

through the network. 

15 Window Font Cache Service Caches font data. 

16 Windows Image Acquisition  Provides image acquisition for devices. 

17 Windows Installer Manages application packages. 

18 Windows Location 

Framework Service 

Monitors the current location. 

19 Windows Management 

Instrumentation 

Provides interface and object model to access 

management information. 

20 Windows Modules Installer Enables manipulation of Windows Updates and 

other components. 

21 Windows Presentation 

Foundation Font Service 

Caches font data for Windows Presentation 

Foundation (WPF) 

22 Windows Remote 

Management 

Implements WS-Management protocol for remote 

management. 

23 Windows Search Content indexing and result searching. 

24 Windows Store Service Provides infrastructure support for Windows 

Store. 

25 Windows Time Manages date and time synchronization. 

26 Windows Update Enables manipulations for Windows updates and 

other programs. 

 

As the focus of CySeMoL model is in the cyber security area; thus the services that do not 

put emphasis on the network are ignored in this thesis. Among all the services, many of 

them are locally based services that do not have network connections to the outside network, 

for example in Table 6, 1,2,3,4,9,15,16,17,19,20,21,23. Moreover, the test machine has 

installed the avast! Antivirus program and the Windows Defender is disabled in the system. 

Therefore 7 and 8 are not running in the system. The irrespective services include the 

services that serve as a prerequisite condition or running pre-requirement for the other 

services or programs, like 12,17,19,24. As the tested laptop does not have GPS chip, the 

Windows Location Framework Service check the location by sending the computer’s IP 

address, and this process only runs if some applications like “map” request this service. 

Moreover, the service works as a dependency for the other geo-fence required an 

application. Thus, the service 18 is considered not suitable for the CySeMoL model. 

After consideration, the target services for this project are 25 and 26 because these two 

services are both network-oriented services and they exchange message with the outside 

servers. Hence the service 25 and 26 are suitable for the CySeMoL model. 

Choice of the modeled Operating System Services: 
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 Windows Update 

 Windows Time 

 

4.4 Model Description 

In this section, the image of all the models are presented, the graphs are introduced in two 

categories. The first part shows the environment views that include the operating system, 

network topology, and router. The second part describes the details of application models. 

For both parts, a brief explanation of each entity and its original sources are presented. 

4.4.1 Environment views 

4.4.1.1 ASUS Laptop 

 

 

Figure 10 ASUS Laptop View 

In ASUS Laptop view, the laptop environment view and two systems daemon process are 

presented. The laptop is installed with Windows 8.1 64 bits version operating system, as 

showed in the graph in OperatingSystem and SoftwareProduct. The laptop is located in the 

apartment, and it has a network connection through a TP-LINK router, these are 

represented in PhysicalZone and NetworkZone. From the notebook, the TP-LINK router 
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can be accessed and controlled after fill in the account name and password, the router login 

page needs authentication, they are represented in TP-LINK ACP, TP-LINK PAM, and 

TOM TP-LINK.  

Two windows system daemons are listed in the view. They are windows update and 

Windows time synchronization that represented as ApplicationClient. For windows update, 

it has two connections to different servers. One is the update check data flow to the 

windows update server, which is encapsulated by HTTP protocol and encrypted by TLS 

v1.2. The other connection is for the downloading part, which is encapsulated by HTTP 

protocol. In terms of the time sync service, the system query the time sync server once a 

week, the data flow use the Network Time Protocol without encryption. 

Table 7 Description of Entities in ASUS Laptop View 

Type of Entity Name of Entity Description of Entity 

ApplicationServer fe2.update.microsoft.com Windows update server that checks 

if the system is latest. 

ApplicationServer au.v4.download.windows 

update.com 

Providing update file to the client 

that needs update data. 

ApplicationServer Time.windows.com Time sync service that provide the 

correct, current time. 

Dataflow Windows update check The network data that contain the 

system current system version. 

Dataflow Windows update data The network data that contain the 

system update patch/content. 

Dataflow Time synchronization The network data that include the 

request for the current time. 

Protocol  HTTP over TLS v1.2 HTTP protocol encrypted with TLS 

v1.2. 

Protocol HTTP HTTP protocol. 

Protocol Network Time Protocol Network Time Protocol version 3 

sends information unencrypted due 

to the U.S.A governmental 

sensitivities [22]. Therefore, the 

property of authentication, 

encryption and freshenessIndicator 

are set to false.  

ApplicationClient Microsoft Update A Windows system service that 

download, install, manage the 

operating system and software 

patches. 

ApplicationClient Microsoft Time Sync A Windows system service that used 

to sync operating system’s date and 

time. 

OperatingSystem TOM ASUS Windows 

8.1 

ASUS brand laptop with Windows 

8.1 installed. 
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SoftwareProduct Windows 8.1 64 bit Windows 8.1 operating system 64-

bit version. 

NetworkZone TOM Home Network TOM’s home network. 

PhysicalZone TOM Home TOM’s home. 

Person TOM The laptop owner. 

PasswordAccount TOM TP-LINK TOM’s account for the router. 

AccessControlPoint TP-LINK ACP Access control point for the router. 

PasswordAuthentic 

-ationMechanism 

TP-LINK PAM Router’s password authentication 

mechanism. 

 

Windows Update is a service that used to fix bugs and install security patches [23]. In a 

documentation named “Windows Update Explained” records the procedure and working 

manner of Windows updates. The Windows client checks the Windows Update server at 

Microsoft every 17 to 22 hours; then the server decides which update should apply to the 

client. Once the update has been selected, windows update client will download the 

upgrade package, this process happens in the background and use the idle network 

bandwidth without interrupt user’s normal usage [24]. The document has also mentioned 

all the update data is exchanged by using Secure Socket Layer Protocol, which has been 

confirmed by the capture from Wireshark. At the same time, two application servers’ 

address is found from the capture information.  

Another windows daemon service is windows time service. It synchronizes the computer’s 

date and time from a Windows time server [25]. Normally the default server address is 

time.windows.com; there are other internet time server options like time.nist.gov, time-

nw.nist.gov. Date and time on the computer are vital for the computer since almost every 

user interaction with the computer are related to time. For example, correct system time 

helps the user from replay attack. Moreover, some software validates how long the trial 

version has been used base on the local computer time. The time information is exchanged 

through Network Time Protocol version 3, which sends information unencrypted due to 

the law of U.S.A at that time [26]. 

4.4.1.2 Network 

 

Figure 11 Network View 

In the network view, the network settings are described. There are PhysicalZone and 

NetworkZone that have mentioned in the previous section. TOM Home Network indicates 



26 
 

the experimental network. The network is accessed through the TP-LINK router network 

interface, and ZoneManagementProcess represents the management process. The TP-

LINK router has the firewall function, and the Firewall entity denotes it. 

Table 8 Description of Entities in Network View 

Type of Entity Name of Entity Description of Entity 

NetworkZone TOM Home 

Network 

TOM’s home network. 

PhysicalZone TOM Home TOM’s home. 

NetworkInterface TP-LINK WR700N Network gateway for the TOM’s home 

network. 

Firewall TP-LINK The firewall in the router. 

ZoneManagement 

Process 

TOM’s ZMP The process of managing the home 

network through the router configuration 

interface. 

 

4.4.1.3 TP-LINK router 

 

Figure 12 TP-LINK Router View 

In the TP-LINK router view, the router’s elements are presented. The router has a network 

interface that directly connect the TOM Home Network. It also has a built-in firewall 

function, such as IP address filtering, domain name filtering, MAC address filtering, this 

is represented by Firewall (TP-LINK). To access the router’s configuration panel, the 

password authentication must validate the password and the user account. 

AccessControlPoint, PasswordAccount, and PasswordAuthenticationMechanism presents 

the user account, password, and password authentication. As the entities in the TP-LINK 

router are already described in the ASUS Laptop view and the Network view, the object 

descriptions are omitted in this part. 

4.4.2 Application views 

4.4.2.1 Adobe Reader 
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Figure 13 Adobe Reader View 

Adobe Reader is a software that can manipulate PDF files; it also can operate PDF files on 

Acrobat.com. Acrobat.com is a cloud service provided by Adobe Systems which mainly 

focus on PDF related services such as personal data management, PDF export, ESIGN 

service [27]. The Adobe Cloud Server entity represents the Acrobat.com server.  

In the Adobe Reader view, the network architecture of Adobe Reader is described. The 

Adobe Reader version number in this thesis is 11.0.10 which is the latest by the date of 

2015.04.06. As Adobe Reader is a PDF reader is mainly used for local PDF file browsing, 

and it also has an online storage for the user to upload or download PDF files. To use the 

online storage functionality, the user is required to create an Adobe account. Therefore, 

there are AccessControlPoint, PasswordAccount, and PasswordAuthenticationMechanism. 

The user’s file data are accessed from the Adobe cloud server that encapsulated in HTTP 

protocol and encrypted in TLS v1.2. 

In the process of interacting with Adobe cloud server, the Adobe Reader application client 

initiates several connections to different servers, in this model, the servers are aggregated 

to one application server and the data flow as well. Although there are many different 

servers, the data streams are in the same protocol which is HTTP over TLS v1.2. Moreover, 

the defense mechanism settings and the attack steps for different application server and 

data flow are the same. From the perspective of network system security, the servers can 

be treated equally in this model. The connected servers are listed as below in Table 9. 

Table 9 Server list of Adobe Reader 

Server Addresses Dataflow protocol 

ims-na1.adobelogin.com 

HTTP over TLS v1.2 

ocsp2.globalsign.com 

sstats.adobe.com 

use.typekit.com 

p.typekit.com 

adobeid-na1.services.adobe.com 

files.acrobat.com 

createpdf.acrobat.com 
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cloud.acrobat.com 

files.acrobat.com 

upload.files.acrobat.com 

 

The information below is a brief description of each entity. 

Table 10 Description of Entities in Adobe Reader View 

Type of Entity Name of Entity Description of Entity 

OperatingSystem TOM ASUS 

Windows 8.1 

ASUS brand laptop installed with 

Windows 8.1. 

SoftwareProduct Adobe Reader SP The Adobe Reader software class. 

ApplicationClient Adobe Reader AC The instance of SoftwareProduct 

Adobe Reader. 

Dataflow PDF files The network data contain Adobe ID 

information, PDF file. 

Protocol HTTP over TLS 

v1.2 

HTTP protocol encrypted with TLS 

v1.2. 

ApplicationServer cloud.acrobat.com The Adobe cloud service server. 

AccessControlPoint Adobe Cloud ACP Access control point for Adobe 

Reader AC. 

PasswordAccount Adobe Cloud PA TOM’s account for Adobe cloud 

service. 

PasswordAuthentication 

Mechanism 

Adobe Cloud PAM Adobe cloud’s password 

authentication mechanism. 

 

4.4.2.2 avast! Free Antivirus 

 

Figure 14 avast! Free Antivirus View 

 In the avast! Free Antivirus view, the architecture of the software is presented. The 

antivirus software has a local virus database that represented by Datastore Local Virus 
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Data, and it will update its virus database every 4 hours [28] when there is an internet 

connection [29]. When the software checks the streaming updates server with HTTP 

request, if there are updates available, the updates server will send an HTTP packet to the 

client with the latest virus database patch file address. The update procedure is described 

by Dataflow (virus database update), ApplicationServer (update database) and 

ApplicationServer (streaming updates server). An example of avast! Virus update history 

is available at [30].  

The Dataflow exchanged between ApplicationServers and clients have been aggregated 

into one Dataflow if they use the same Protocol. Because from the perspective of security 

in this model, they share the same security settings. The accessed ApplicationServer list 

and its corresponding protocol are recorded in Table 11 below. 

Table 11 Server List of avast! Free Antivirus 

Server Addresses Dataflow protocol 

gamification.ff.avast.com 

HTTP ai.ff.avast.com 

vl.ff.avast.com 

ipm-provide.ff.avast.com 

HTTP over TLS v1.2 ipmcdn.avast.com 

pair.ff.avast.com 

 

Table 12 Description of Entities in avast! Free Antivirus View 

Type of Entity Name of Entity Description of Entity 

OperatingSystem TOM ASUS 

Windows 8.1 

ASUS brand laptop with Windows 8.1 

installed. 

SoftwareProduct AVAST Free 

Antivirus SP 

The AVAST Free Antivirus software 

class. 

ApplicationClient AVAST Free 

Antivirus AC 

The instance of SoftwareProduct 

AVAST Free Antivirus SP. 

Dataflow Virus database data 

update 

The network data that contain the virus 

database update information. 

Protocol HTTP over TLS v1.2 HTTP protocol encrypted with TLS 

v1.2. 

Dataflow AVAST data The AVAST network information. 

Protocol HTTP HTTP protocol. 

ApplicationServer Update database The server sends the update database 

link. 

ApplicationServer Streaming updates 

server 

The avast! Streaming updates server. 

ApplicationServer ipm-

provider.ff.avast.com 

The avast! server. 

Datastore Local virus data The local avast! virus data file that 

contain virus definitions. 
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4.4.2.3 Internet Explorer 

 

Figure 15 Internet Explorer View 

The Internet Explorer view denotes the typical client-server model, which describes the 

relationship between Internet Explorer and servers. In this example, three sites are accessed 

by Internet Explorer, the sites are selected from Alexa top browse sites [31], which are 

Google, YouTube, and Facebook. The result of Wireshark shows that most of the web 

browsing traffic are encapsulated with HTTP over TLS v1.2. In this model, the three web 

server are represented by three ApplicationServer, the network traffic, and Dataflow and 

Protocol denote its protocol. ApplicationClient indicates the Internet Explorer application. 

Moreover, the Internet Explorer’s local cache is presented by Datastore. Caches are also 

called temporary internet files that record the browsing history, it allows quickly access if 

a user visit the same websites.  

Table 13 Description of Entities in Internet Explorer View 

Type of Entity Name of Entity Description of Entity 

OperatingSystem TOM ASUS 

Windows 8.1 

ASUS brand laptop installed with 

Windows 8.1. 

SoftwareProduct Internet Explorer SP The Internet Explorer software class. 

ApplicationClient Internet Explorer AC The instance of Internet Explorer SP. 

Dataflow Web browsing The web browsing traffic content such as 

text, picture and video. 

Protocol HTTP over TLS v1.2 HTTP protocol encrypted with TLS 

v1.2. 

ApplicationServer www.google.com Google web server. 

ApplicationServer www.youtube.com YouTube web server. 

ApplicationServer www.facebook.com Facebook web server. 

Datastore Internet Explorer 

Local Cache 

Local Internet Explorer file that contains 

information about browser history, 

loaded pictures, and cookies. 

 

http://www.google.com/
http://www.youtube.com/
http://www.facebook.com/
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4.4.2.4 Microsoft Office Word 

 

Figure 16 Microsoft Office Word View 

 Microsoft Office Word nowadays can not only process local word files but also documents 

which stores online such as files in OneDrive. In the Microsoft Office Word view, three 

ApplicationServer are presented, docs.live.com, office15client.microsoft.com and 

roaming.officeapps.live.com. There are also three Dataflow corresponding to the three 

servers. The Microsoft account can also used with Microsoft Office Word. Therefore, there 

are PasswordAccount, AccessControlPoint and PasswordAuthenticationMechanism for 

the application. The descriptions of each entity are discussed in Table 14.  

Table 14 Description of Entities in Microsoft Office View 

Type of Entity Name of Entity Description of Entity 

SoftwareProduct Microsoft Office Word SP The MS Office Word 

software class. 

ApplicationClient Microsoft Office Word AC An instance of MS Office 

Word SP 

Dataflow Office files The network traffic of Word 

files. 

Dataflow Word application data The network traffic of Word 

application data. 

Dataflow  Word application settings The network traffic of Word 

application setting data. 

ApplicationServer docs.live.com The file server of the Word 

application. 

ApplicationServer office15client.microsoft.com The office server for Word 

application. 

ApplicationServer roaming.officeapps.live.com Word application setting 

server. 
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AccessControlPoint Outlook ACP Access control point of 

Outlook mail account. 

PasswordAccount Outlook PA The password account of 

Outlook client. 

PasswordAuthentication 

Mechanism 

Outlook PAM This entity describes the 

password authentication 

mechanism of Outlook ACP. 

 

4.4.2.5 Microsoft Outlook 

 

Figure 17 Microsoft Outlook View 

In the Microsoft Outlook view, the architecture of the software is presented. The Outlook 

client has two accounts logged in; one Outlook mail account and one Gmail account. The 

Dataflow Outlook mail data and Gmail mail data represent the mail data exchanged 

between the Outlook client and mail servers. The two ApplicationServer denote the mail 

servers. For Outlook mail data, it is encapsulated in HTTP over TLS v1.2. For Gmail mail 

data, it is encrypted in IMAP over TLS v1.0. The Outlook client can be opened in an offline 

environment. Therefore, there is a local storage for its application data. Outlook data files 

have two types, .pst and .ost. Outlook data files (.pst) are used for POP3 and IMAP when 

backup the Outlook contents. Outlook data files (.ost) are copies of items and used for 

offline work [32]. In this model, they are considered the same for the Datastore part. There 

are also PasswordAccount, AccessControlPoint and PasswordAuthenticationMechanism 

for both Outlook and Gmail account separately.  

The accessed servers and the Dataflow’s protocol are listed in Table 15 below. 

Table 15 Server List of Microsoft Outlook 

Server Address Dataflow Protocol 
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office15client.microsoft.com 

HTTP over TLS v1.2 support.content.office.microsoft.com 

bay402-m.hotmail.com 

 

Table 16 Description of Entities in Microsoft Outlook 

Type of Entity Name of Entity Description of Entity 

SoftwareProduct Microsoft Outlook 

SP 

The class of Outlook software. 

ApplicationClient Microsoft Outlook 

AC 

An instance of the Microsoft Outlook 

SoftwareProduct. 

Dataflow Outlook mail data Outlook mail account data. 

Protocol HTTP over TLS 

v1.2 

HTTP protocol encrypted with TLS 

v1.2. 

Dataflow Gmail mail data Email data for Gmail account. 

Protocol IMAP over TLS 

v1.0 

IMAP protocol encrypted with TLS 

v1.0 

ApplicationServer Outlook server The Outlook mail server. 

ApplicationServer Gmail server The Gmail mail server. 

AccessControlPoint Outlook ACP Access control point of Outlook mail 

account. 

PasswordAccount Outlook PA The password account of Outlook 

client. 

PasswordAuthentication 

Mechanism 

Outlook PAM This entity describes the password 

authentication mechanism of Outlook 

ACP. 

AccessControlPoint Gmail ACP Access control point of Gmail account. 

PasswordAccount Gmail PA The password account of Gmail client. 

PasswordAuthentication 

Mechanism 

Gmail PAM The password authentication 

mechanism of Gmail ACP. 

 

4.4.2.6 Skype 
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Figure 18 Skype View 

The Skype view showed in Figure 18 is based on numerous articles and the Wireshark 

captures. According to Salman A. and Henning G. (2004) [33], Skype Network has three 

main entities: supernodes, ordinary nodes, and the login server. An ordinary node is a 

Skype application, like the ApplicationClient (Skype AC 1), it can be used to place calls 

and sent text messages. A super node is an ordinary node with a public IP address and 

adequate processing power, and network bandwidth. All the Skype usernames and 

passwords are stored in Skype login server that represented as ApplicationServer in the 

model. To login Skype, the username and password must be validated in the Skype login 

server. The credential information is denoted as Dataflow (Skype account data), and it is 

encapsulated in HTTP with TLS v1.0.  

From the Wireshark capture, following information has been found out. Skype checks if it 

is the latest version through ApplicationServer (ui.skype.com), the data is in HTTP protocol. 

Moreover, the Facebook account can be used to login Skype, the Facebook server and 

Facebook account data are represented by ApplicationServer (connection.facebook.net) 

and Dataflow (Facebook account data). The Facebook account information is in HTTP 

protocol with TLS v1.2.  

When Skype sending text messages to its peers, it is based on a proprietary P2P 

communication network [34], in order to present this relationship, two ApplicationClient 

have been added to the model, Skype AC 1 indicates the Skype client on the local machine 

and Skype AC 2 denotes the other client outside the local network zone. From MSNP 

(Microsoft Notification Protocol) version 24, it has been employed by Skype since 2014 

[35], and the messages send between two Skype clients are encrypted in AES (Advanced 

Encryption Standard). These elements are represented by Dataflow (Skype chat message) 
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and Protocol (MSNP with AES). The Datastore (Skype local data) represents the local file 

that stores conversation history, contact list, and Skype settings [36]. 

The accessed servers and the Dataflow’s protocol in Skype are listed in Table 17 below. 

Table 17 Server List of Skype 

Server Address Dataflow Protocol 

api.trap.skype.net 

HTTP over TLS v1.2 

b.config.skype.com 

apps.skypeassets.com 

api.skype.com 

api.mcr.skype.com 

pipe.skype.com 

prod.tpc.skype.com 

apps.skype.com 
HTTP over TLS v1.0 

gateway.messenger.live.com 

ui.skype.com 
HTTP 

conn.skype.com 
 

Table 18 Description of Entities in Skype View 

Type of Entity Name of Entity Description of Entity 

SoftwareProduct Skype SP The class of Skype software. 

ApplicationClient Skype AC 1 An instance of the Skype SP. 

ApplicationClient Skype AC 2 An instance of the Skype SP. 

Datastore Skype local data This entity represents the 

Skype application local data. 

Dataflow Skype chat message The network traffic of Skype 

message information. 

Protocol Microsoft Notification 

Protocol with AES 

Microsoft Notification 

Protocol encrypted with AES 

NetworkZone Internet This entity represents the 

outside network. 

Dataflow Facebook account data The network traffic of 

Facebook account 

information. 

ApplicationServer connect.facebook.net The server that receives 

Facebook account data. 

Dataflow Skype version data The network traffic of Skype 

version information. 

ApplicationServer Skype version The server provides the 

latest Skype version 

information. 

Dataflow Skype account data The network traffic of Skype 

account data. 
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ApplicationServer gateway.messenger.live.com Skype message server. 

ApplicationServer Skype login server Skype login server that 

validates the Skype account 

credential. 

Protocol HTTP over TLS v1.0 HTTP protocol encrypted 

with TLS version 1.0 

AccessControlPoint Skype ACP Access control point of 

Skype account. 

PasswordAccount Skype PA The password account of 

Skype client. 

PasswordAuthentication 

Mechanism 

Skype PAM This entity describes the 

password authentication 

mechanism of Skype ACP. 

 

 

4.5 Model settings and its sources 

In CySeMoL model, the user needs to set the defense mechanism of an asset before the 

model calculates the attack probability. Under an asset with defense mechanism, in the 

property tab, there are two options named Functioning_EvidenceToInject and 

Functioning_InjectEvidence, by setting the true or false value of these two options, the 

selected defense mechanism’s properties are configured in the model. The 

Functioning_EvidenceToInject illustrates the evidence that should be injected, and the 

Function_InejctEvidence indicates whether the injective evidence should be used or not 

[9]. The example in Table 19 shows the sample value when configuring the defense 

mechanism condition. 

Table 19 Example of Defense Mechanism Value 

 state true state false 

Functioning_EvidenceToInject true false 

Functioning_InjectEvidence true true 

 

4.5.1 Defense mechanism of Protocols 

 HTTP 

HTTP indicates Hypertext Transfer Protocol; it is an application layer protocol that used 

to provide a method to distribute and receive HTML pages [38]. In this thesis, the HTTP 

asset represents the HTTP protocol without any other encryption protocol applied. 

Freshness Indicator of HTTP is set to true. As most HTTP applied protocols are use TCP/IP 

as the transport layer and network layer protocol nowadays [38], the protocols support the 

freshness indicator like the sequence number in TCP [40].  HTTP is insecure and 
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unencrypted [41]. Therefore, the Authentication and Encryption options for HTTP asset 

are set to false. 

 HTTP over TLS v1.2 

TLS states for Transport Layer Security, the goal of this protocol is to provide privacy and 

data integrity between two end points. The communication point can be authenticated by 

TLS using asymmetric or public key [42]. Therefore, the Authentication for HTTP over 

TLS v1.2 asset is set to true in this thesis. TLS applies a shared secret key to encrypt the 

traffic transferred between two communication points and the process of negotiating the 

shared secret is reliable [42], according to this the Encryption option for this asset is set to 

true. 

 HTTP over TLS v1.0 

According to The TLS Protocol Version 1.0 from RFC, TLS v1.0 provides authentication 

and encryption for the traffic between two communication points [43]. Thus, the 

Authentication and Encryption for this asset are set to true. The FreshnessIndicator is 

configured to true. 

 IMAP over TLS v1.0 

This asset shares the same security property as HTTP over TLS v1.0 since they use the 

same encryption protocol TLS v1.0. Thus, FreshnessIndicator, Authentication, and 

Encryption are all set to true for this asset. 

 Microsoft Notification Protocol with AES 

AES stands for Advanced Encryption Standard; AES is a standard that used for electronic 

data encryption by the U.S. National Institute of Standards and Technology [44]. Skype 

uses 256-bit AES encrypted session for the communication session [45]. Thus, all network 

traffic is encrypted with AES algorithm. The session key generated by the platform’s 

random number generator ensure that the client communicates with the authenticated 

server [45]. Thus the Authentication and Encryption for this asset are set to true.  

 Network Time Protocol 

Network Time Protocol is an application layer protocol that designed for synchronizing 

time between computers. As NTP does not apply any encryption or authentication [46], 

thus the Authentication and Encryption are set to false for this asset. NTP is based on User 

Datagram Protocol and Internet Protocol, as UDP/IP is a connectionless protocol that does 

not have any sequence number, nonces and timestamps, thus the FreshnessIndicator for 

this asset is set to false. Table 20 shows the overall selection for the Protocols below. 

Table 20 Defense Mechanism of Protocol 

Protocol Functioning_EvidenceToInject 

HTTP  
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- FreshnessIndicator True 

- Authentication False 

- Encryption False 

HTTP over TLS v1.2  

- FreshnessIndicator True 

- Authentication True 

- Encryption True 

HTTP over TLS v1.0  

- FreshnessIndicator True 

- Authentication True 

- Encryption True 

IMAP over TLS v1.0  

- FreshnessIndicator True 

- Authentication True 

- Encryption True 

Microsoft Notification 

Protocol with AES 

 

- FreshnessIndicator True 

- Authentication True 

- Encryption True 

Network Time Protocol  

- FreshnessIndicator False 

- Authentication False 

- Encryption False 

 

4.5.2 Defense mechanism of Operating System 

Table 21 Defense Mechanism of Operating System 

 Functioning_EvidenceToInject 

aSLR True 

antiMalwareInstalled True 

executableSpaceProtection True 

hostFirewall True 

patched True 

staticARPtables False 

uSBAutoRunDisabled True 

 

ASLR stands for Address Space Layout Randomization; it randomizes the memory address 

of a particular software. The Windows operating system has this feature since Windows 

Vista, hence, in Windows 8.1 the ALSR is set to true. The test machine has avast! Free 

Antivirus software installed; the antiMalwareInstalled is configured to true. Executable 

Space Protection prevents an application executing code from a non-executable memory. 

It is available for Windows XP SP2 and upward, therefore, this property is set to true. 
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Windows firewall by default is on. Thus, the hostFirewall is configured to true. The 

operating system is installed with latest patches; the patched option is set to true. The ARP 

table on Windows by default is dynamic, and it has not been altered, the staticARPtables 

is false. The USB autorun is disabled and set to true in the model.  

4.5.3 Defense mechanism of Application Server 

Due to the application server’s patch information is confidential and not public, the patched 

options in all the ApplicationServer are set to true. 

4.5.4 Defense mechanism of Application Client 

All the application that used in this thesis is up-to-date. Therefore, the patched options for 

all the ApplicationClient are set to true. 

4.5.5 Defense mechanism of Software Product 

Table 22 Functioning_EvidenceToInject of SoftwareProduct 

 Windo

ws 8.1 

64 bit 

Micros

oft 

Office 

Word 

SP 

avast! 

Free 

Antivirus 

SP 

Microsoft 

Outlook 

SP 

Adobe 

Reader 

SP 

 

Skype 

SP 

 

Internet 

Explorer 

SP 

 

binaryCodeSecret True True True True True True True 

noPatchableVulne

rability 

True True True True True True True 

noUnpatchableVul

nerability 

True True True True True True True 

safeLanguages False  False False 

[47] 

False False False 

[48] 

False 

scrutinized True True True True True True True 

sourceCodeSecret True True True [49] True True True 

[50] 

True 

staticCodeAnalysis True True True True True True True 

 

Windows 8.1 is a proprietary software [51], the product codes are kept secret from the 

public, and thus the binaryCodeSecret and sourceCodeSecret are both set to true. From the 

National Vulnerability Database [52], the vulnerabilities have corresponding patches. For 

example, in the CVE-2015-1644, Windows MS-DOS Device Name Vulnerability has been 

addressed in the patch of MS15-038: Vulnerabilities in Microsoft Windows Could Allow 

Elevation of Privilege (3049576) [53]. The settings for noPatchableVulnerability and 

noUnpatchableVulnerability are valid. As most of the Windows products are written in C 

or C++ [54], thus the safeLanguages option is false. The scrutinized option for the 

Windows 8.1 is set to true as most of the commercial software are strictly tested before 

publishing. As most of commercial software have static code analysis, the 

staticCodeAnalysis is configured to true. 
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For the six applications, as they are all commercial software, the scrutinized, and 

staticCodeAnalysis options are set to true. According to [55], Microsoft Office, and Internet 

Explorer are proprietary, Microsoft Outlook is part of the Microsoft Office family. 

Therefore, the sourceCodeSecret option for these three assets is set to true. According to 

[56], the Microsoft Office, Internet Explorer, and Adobe Reader were written in C++. Thus, 

the safeLanguages options for Microsoft Word, Microsoft Outlook, Internet Explorer and 

Adobe Reader are set to false. The other sources are directly attached in Table 22. 

4.5.6 Defense mechanism of Datastore 

Table 23 Functioning_EvidenceToInject of Datastore 

Encryption Functioning_EvidenceToInject 

Microsoft Outlook Local File False 

Internet Explorer Local Cache False 

Skype Local Data False 

Local Virus Database (.vpx) False 

 

Microsoft Outlook stores its local data in OST or PST files [39], an answer from Microsoft 

support states that the Outlook OST file is encrypted by default [57]. However, there are a 

lot of third party solutions like Outlook OST to PST Recovery [37], which could fetch data 

from OST file no matter it is encrypted or not; that means the OST file can be easily 

uncovered. Therefore, the Encryption option for the asset Microsoft Outlook Local File is 

set to false.  

Internet Explorer Local Cache stores information like HTML pages, images, and videos to 

reduce the bandwidth consumption. There is free IE cache viewer available like 

IECacheView can view the content of the local cache [58]. Thus, the Encryption option for 

this asset is false. 

Skype Local Data represents the local data that the Skype application used; it is usually 

stored in C: \Users\USER_NAME\AppData\Roaming\Skype\USER_NAME. Pirrluigi. P 

wrote an article points out that Skype store all the application and user data in plain text 

[59]. It also has been validated that Skype store its data like contact list and calling list in 

an SQLite database without any encryption. Therefore, the option for this asset is false. 

Local Virus Database is the virus file for avast! Free Antivirus Software; it contains 

several .vpx files that including latest virus definitions [60]. Text reader can open the .vpx 

file, but the content is just raw numbers, as there is no information about the encryption of 

the .vpx file, this asset is false. 

4.5.7 Defense mechanism of Password Authentication Mechanism 
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Table 24 Functioning_EvidenceToInject of PasswordAuthenticationMechanisms 

 TP-

LINK 

PAM 

Skype 

PAM 

Outlook 

PAM 

Adobe 

Cloud 

PAM 

Windows 

8.1 PAM 

Gmail 

PAM 

backoffTechnique False True True True  True True 

defaultPasswordsRemoved False True True True True True 

functioning True  True True True True True 

hashedRepository False True True True True True 

hasheRepositorySalted False False False True False False 

proactivePasswordChecker False True True True True True 

 

TP-LINK PAM, for backoffTechnique, twenty times wrong password has been 

intentionally tried, and there is no sign of exponential back off warning, disconnection, 

disabling or jailing. Thus, this option is set to false. As the TP-LINK router has a default 

password, defaultPasswordsRemoved is set to false. For the functioning, it works well, and 

the option of this is set to true. The router’s user account and password usually store in 

router’s system file, a software named RouterPassView [75] can view the router’s system 

file. By investigating the contents in RouterPassView of TP-LINK’s system file, the user 

account and password have been found and can be viewed in plain text as shown in Figure 

19, therefore, the hashedRepository and hashRepositorySalted are set to false. There is no 

requirement for the format of the password, so the option for this asset is false. 

 

Figure 19 Login Password from RouterPassView 
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Skype PAM, when login with the incorrect password several times, the Skype will prompt 

a warning shows that the user has attempted to sign with the wrong password too many 

times and please try again later. It means Skype has a backoffTechnique for its 

authentication mechanism; the backoffTechnique is set to true. When creating a Skype 

account, the user is required to enter a password that between 6 to 20 characters, include 

numbers and letters, this indicates that Skype PAM does not have default password, hence, 

proactivePasswordChecker, defaultPasswordsRemoved and proactivePasswordChecker 

are all set to true. From Fabric. D and Kostya. K’s paper Vanilla Skype [61], Skype uses 

MD5 hash to authenticate the account, and the MD5 hash is encrypted by AES-256 and 

SHA-1 if the user selects the Remember password option. Thus, the hashedRepository is 

set to true and hashedRepositorySalted is set to false. The functioning option for this asset 

is configured to true. 

Outlook PAM and Windows 8.1 PAM are both Microsoft account, and they share the same 

properties and settings. They both have backoffTechnique when creating the account at the 

first time, a password that at least eight characters is essential. Thus the 

defaultPasswordsRemoved, functioning and proactivePasswordChecker are all set to true. 

According to Microsoft tech documentation, Windows stores both local and Microsoft 

account in Security Accounts Manager (SAM) file, and Windows use NTLM hash for the 

account credentials [62]. Neither the NT hash nor LM hash is combined with salt [63] [64]. 

Therefore, the hashedRepository is set to true, and the hashedRepositorySalted is set to 

false. 

Adobe Cloud PAM, the account has locked after a few times login attempt, and this means 

it has backoffTechique. Besides, the password needs at least six characters, so the 

proacticePasswordChecker is set to true. Since Adobe Cloud account does not have a 

default or preset password, the defaultPasswordRemoved was configured to true. The 

password must be validated with a corresponding account to login, so the functioning is set 

to true. According to Adobe IDs specification, Adobe uses SHA 256 hash algorithm in 

combination with password salts, as well as some hash iterations [65] [66]. Thus the 

hashedRepository and hashedRepositorySalted are set to true for this asset. 

Gmail PAM, after a few times login attempts with the wrong password, the login page will 

require user to identify some letters in a picture, the password can only be validated if the 

user input the correct letters in the image. Thus, the backoffTechique is set to true. In the 

Google’s password requirement, it describes that the password should have at least eight 

characters and include both uppercase and lowercase letters, numbers [67]. Hence, the 

proactivePasswordChecker, and functioning are all set to true. As Gmail account does not 

have any predefined password, the defaultPasswordRemoved is configured to true.  

4.5.8 Defense mechanism of Network Zone 

Table 25 Functioning_EvidenceToInject of Network Zone 

 Functioning_EvidenceToInject 

TOM Home Network  
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- dNSSec True  

- portSecurity True  

Internet  

- dNSSec True  

- portSecurity False  

 

Both NetworkZone’s dNSSec are set to true as DNSSec is very common nowadays as 

DNSSec has been deployed on some Top Level Domains like .com, .net and .org [68]. In 

TOM Home Network, because the Laptop’s MAC address is bind with a fixed IP address 

in the TP-LINK router’s setting, the portSecurity is set to true. The Internet NetworkZone 

represents the internet outside the TP-LINK router gateway, and the portSecurity option is 

set to false by default.  
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5. Predicted Results  

In this chapter, the settings of all the experiments are introduced at first, then the predicted 

probabilities that calculated by CySeMoL model are presented separately. 

The application models are analyzed using EAAT version 1.0.0 and CySeMoL version 2.4. 

There are more than 50 kinds of attack steps in the CySeMoL model, which seven of them 

are selected to study in this thesis. Two criteria are considered when selecting the attack 

steps. The first is the suitability for testing; the selected attack step needs to be suitable for 

testing in a standard network environment with available public tools. The second criteria 

is the degree of difficulty, due to the limitation of the author’s professional knowledge and 

hands-on experience, some attack steps are too difficult to implement, such as 

OperatingSystem.deployExploit, OperatingSystem.findExploit. Furthermore, some attack 

steps are very obvious that the tests for those are not necessary, for example, the 

guessCredentialsOffline in PasswordAccount. 

In the TCP/IP protocol suite, the Address Resolution Protocol is the most significant 

address resolution protocol, it is used to match IP addresses to the underlying data link 

layer addresses [83]. Because of its widespread use, the attacks aiming at this technique 

are extensively developed. Thus, the attack steps related to it are worth to study. 

Additionally, the attack on Domain Name System is quite prevalent, some types of man-

in-the-middle attack rely on the DNS attack like DNS spoof [84], and hence the attack 

about DNS can be studied. Furthermore, most of the attacks need to access or compromise 

the system or application; it is worth to consider the predicted results about this kind of 

attack steps. Nowadays, most of the attacks are network related, and the network access is 

fundamental. Consequently, the NetworkZone.access attack step is chosed to study in this 

thesis. To sum up, the following attack steps are selected for the test. 

 OperatingSystem.aRPSpoof 

 OperatingSystem.compromise 

 OperatingSystem.accessThroughUI 

 ApplicationClient.compromise 

 NetworkZone.access 

 NetworkZone.dNSSpoof 

 NetworkInterface.aRPSpoof 

Due to there are 15 different Dataflows, and generally they can be classified into three 

types, the first is the data flow without authentication, encryption, and freshnessIndicator, 

the other kind is the data flow without authentication and encryption but with 

freshnessIndicator, for instance, the data flow with HTTP. The last one is the data flow 

with authentication, encryption, and freshnessIndicator, like data flow with HTTP over 

TLS v1.2. In the list below is a classification of data flows. 

Table 26 Protocol Classification 

Protocol Settings Type 



45 
 

Network Time 

Protocol 

Without freshness indicator, 

authentication, and encryption 

Indicated as 

Protocol type 1 

HTTP With freshness indicator, without 

authentication and encryption 

Indicated as 

Protocol type 2 

HTTP over TLS 

v1.2 

With freshness indicator, 

authentication, and encryption  

Indicated as 

Protocol type 3 

HTTP over TLS 

v1.0 

MSNP with AES 

IMAP over TLS 

v1.0 

 

5.1 Predicted Results of OperatingSystem.aRPSpoof 

OperatingSystem.aRPSpoof is an attack step that the attacker poisons the ARP tables in the 

system, it is also called ARP Cache Poisoning or ARP Poison Routing. In this attack, the 

attacker sends customized ARP messages to a local area network [70]. For example, the 

attacker sends his MAC address that bind with the IP address of the default gateway in the 

local area network. In this way, all the other hosts in that network will consider the 

attacker’s machine is the default gateway. Hence all the traffic will send to the attacker’s 

machine.  

In this test, an attacker asset is connected to the OperatingSystem.aRPSpoof with time 

attribute of one day. The calculated results are as follows. 

Table 27 Predicted Results of OperatingSystem.aRPSpoof 

Attack Step Asset Name Probability 

OperatingSystem.aRPSpoof TOM ASUS Windows 8.1 100% 

Dataflow.disrupt  Protocol type 1  100% 

Dataflow.manInTheMiddle  Protocol type 1 100% 

Dataflow.produceRequest  Protocol type 1 100% 

Dataflow.produceResponse  Protocol type 1 100% 

Dataflow.disrupt Protocol type 2 100% 

Dataflow.manInTheMiddle Protocol type 2 100% 

Dataflow.produceRequest Protocol type 2 100% 

Dataflow.produceResponse Protocol type 2 100% 

Dataflow.disrupt  Protocol type 3 100% 

SoftwareProduct.getProductInformation MS Time Sync 100% 

SoftwareProduct.getProductInformation Update 100% 

SoftwareProduct.getProductInformation Windows 8.1 64 bit 100% 

SoftwareProduct.getProductInformation avast! Free Antivirus 100% 

 

5.2 Predicted Results of OperatingSystem.compromise and 

OperatingSystem.accessThroughUI 
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OperatingSystem.compromise is an attack step that means the attacker can access an OS as 

an administrator. OperatingSystem.accessThroughUI is about if the attacker could 

compromise the system through the system login interface or not. Both of these attack steps 

have the same effect that is to gain the root access to the system.  

In this test, the attacker is connected to the OperatingSystem.compromise and 

OperatingSystem.accessThroughUI separately, the time attribute is set to one day. The 

calculated results are shown as below. 

Table 28 Predicted Results of OperatingSystem.compromise and OperatingSystem.accessThroughUI 

Attack Step Asset Name Probability 

of 

OS.compro

mise attack 

Probability 

of 

OS.accessT

hroughUI 

attack 

OperatingSystem.aRPSpoof TOM ASUS 

Windows 8.1 

100% 100% 

OperatingSystem.accessThroughUI 0% 100% 

OperatingSystem.compromise 100% 100% 

OperatingSystem.denialOfService 100% 100% 

OperatingSystem.deployExploit 100% 100% 

OperatingSystem.executeArbitaryCode 94% 88% 

OperatingSystem.findUnknownService 72% 70% 

NetworkZone.access TOM Home 

Network 

100% 100% 

ApplicationClient.compromise 

AVAST 100% 100% 

Adobe 0% 0% 

IE 100% 100% 

Word 24% 20% 

Outlook 24% 20% 

Skype 25% 14% 

MS Time Sync 100% 100% 

MS Update 100% 100% 

ApplicationClient.denialOfService 

AVAST 100% 100% 

Adobe 100% 100% 

IE 100% 100% 

Word 100% 100% 

Outlook 100% 100% 

Skype 100% 100% 

MS Time Sync 100% 100% 

MS Update 100% 100% 

Datastore.delete 

AVAST 100% 100% 

IE 100% 100% 

Outlook 24% 20% 

Skype 25% 14% 

Datastore.read AVAST 100% 100% 
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IE 100% 100% 

Outlook 24% 20% 

Skype 25% 14% 

Datastore.write 

AVAST 100% 100% 

IE 100% 100% 

Outlook 24% 20% 

Skype 25% 14% 

AccessControlPoint.byPass 

TP-LINK 0% 0% 

Skype 25% 14% 

Outlook 24% 20% 

Adobe 0% 0% 

Windows 8.1 0% 0% 

Gmail  0% 0% 

AccessControlPoint.interface 

TP-LINK 0% 0% 

Skype 100% 100% 

Outlook 100% 100% 

Adobe 100% 100% 

Windows 8.1 0% 0% 

Gmail 100% 100% 

Dataflow.disrupt Protocol type 1 100% 100% 

Dataflow.eavesdrop 100% 100% 

Dataflow.manInTheMiddle 100% 100% 

Dataflow.produceRequest 100% 100% 

Dataflow.produceResponse 100% 100% 

Dataflow.replay 100% 100% 

Dataflow.disrupt Protocol type 2 100% 100% 

Dataflow.eavesdrop 100% 100% 

Dataflow.manInTheMiddle 100% 100% 

Dataflow.produceRequest 100% 100% 

Dataflow.produceResponse 100% 100% 

Dataflow.disrupt Protocol type 3 100% 100% 

Dataflow.produceRequest 24% - 

100% 

19% - 

100% 

SoftwareProduct.getPorductInformation 

AVAST 100% 100% 

Adobe 4% 7% 

IE 5% 4% 

Word 7% 4% 

Outlook 8% 3% 

Skype 100% 100% 

MS Time 100% 100% 

MS Update 100% 100% 

 

5.3 Predicted Results of ApplicationClient.compromise 
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ApplicationClient.compromise denotes an attacker can control the application as an 

administrator. In order to measure the probability of this attack step, the Skype application 

is chosed among six applications due to it has a complete object elements like data store, 

dataflow, application server and client, and access control point.   

Table 29 Predicted Results of ApplicationClient.compromise 

Attack Step Asset Name Probability 

ApplicationClient.compromise Skype AC 1 100% 

ApplicationClient.denialOfService Skype AC 1 100% 

Datastore.delete Skype Local Data 100% 

Datastore.read Skype Local Data 100% 

Datastore.write Skype Local Data 100% 

Dataflow.disrupt Skype version data 100% 

Dataflow.produceRequest Skype version data 100% 

Dataflow.produceRequest Virus database update 100% 

Dataflow.produceRequest Office files 100% 

Dataflow.disrupt Facebook account data 100% 

Dataflow.produceRequest Facebook account data 100% 

Dataflow.disrupt Skype account data 100% 

Dataflow.produceRequest Skype account data 100% 

Dataflow.disrupt Skype chat message 100% 

Dataflow.produceRequest Skype chat message 100% 

 

5.4 Predicted Results of NetworkZone.access 

NetworkZone.access denotes the attacker can communicate within the network zone, in 

other words, the attacker has an address on this network area. The tested results of 

NetworkZone.access are shown as follows in Table 30. 

Table 30 Predicted Results of NetworkZone.access 

Attack Step Asset Name Probability 

Dataflow.eavesdrop Protocol type 1 100% 

Dataflow.replay Protocol type 1 100% 

Dataflow.eavesdrop Protocol type 2 100% 

OperatingSystem.findUnknownService TOM ASUS Windows 8.1 66% 

SoftwareProduct.getProductInformation  Windows 8.1 64 bit  66% 

 

5.5 Predicted Results of NetworkZone.dNSSpoof 

NetworkZone.dNSPoof indicates that the attacker can monitor local area network and create 

fake DNS response to the requester; it usually links an IP address with an incorrect or 

malicious URL [71]. The test results of NetworkZone.dNSPoof are presented as follows in 

Table 31. 
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Table 31 Predicted Results of NetworkZone.dNSSpoof 

Attack Step Asset Name Probability 

Dataflow.manInTheMiddle Protocol type 1 100% 

Dataflow.produceRequest Protocol type 1 100% 

Dataflow.produceResponse Protocol type 1 100% 

Dataflow.manInTheMiddle Protocol type 2 100% 

Dataflow.produceRequest Protocol type 2 100% 

Dataflow.produceResponse Protocol type 2 100% 

OperatingSystem.findUnknownService TOM ASUS Windows 8.1 66% 

SoftwareProduct.getProductInformation  Windows 8.1 64 bit  66% 

 

5.6 Predicted Results of NetworkInterface.aRPSpoof 

NetworkInterface.aRPSpoof denotes that the attacker can poison the ARP table in the 

network interface. Once the ARP tables are poisoned, the attacker could intercept the traffic 

frame that from outside to the internal network, modify or stop the traffic [72]. The test 

results of NetworkInterface.aRPSpoof are shown as follows in Table 32. 

Table 32 Predicted Results of NetworkInterface.aRPSpoof 

Attack Step Asset Name Probability 

Dataflow.disrupt MSNP with AES 100% 

NetworkZone.denialOfService TOM Home Network 100% 

NetworkZone.denialOfService Internet 100% 
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6 Results Evaluation 

In this section, the results of the prediction are analyzed, followed by the descriptions of 

the test environment and procedures.  

The results evaluations are based on separate experiments that designed according to the 

specification of different attacks. More precisely, there are two types of test when 

evaluating the results. One is changing the system setting directly and observing the system 

behavior; this method is applied because the outcomes are always constant, and it is 

beneficial to reproduce the results. The other method is to simulate an attack to confirm the 

predicted results. For example in the result evaluation of NetworkZone.access, the author 

applies another machine that have access right to the same local area network with the 

target machine, and then use network application to test and verify the predicted results. 

The advantage of this method is that it is closer to the real attack scene. However, the 

disadvantage is the results may be unstable under the condition of different system settings. 

Thus the availability of experiment reproducibility would be influenced.  

A list of analyzed elements is as follows. 

 OperatingSystem.aRPSpoof 

 OperatingSystem.compromise 

 OperatingSystem.accessThroughUI 

 ApplicationClient.compromise 

 NetworkZone.access 

 NetworkZone.dNSSpoof 

 NetworkInterface.aRPSpoof 

 

6.1 Results evaluation of OperatingSystem.aRPSpoof 

To simulate the attacker step of OperatingSystem.aRPSpoof, the ARP table of the test 

machine are modified by implementing an ARP attack with the WinArpAttacker 

application. WinArpAttacker is a program that can scan, attack, detect and protect 

computers on local area network [85]. In this simulation, the SniffGateway attack method 

in WinArpAttacker application is used to spoof the victim. More specifically, the attacker 

sends spoofed ARP packages that bind attacker’s MAC address with the gateway IP 

address, in this way, the victim will send all the packages to the attacker and the attacker 

can monitor the victim’s network traffic. A network topology graph of the router, attacker, 

and the victim is shown as below in Figure 20. 
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Figure 20 network topology of experiment for OperatingSystem.aRPSpoof 

The attack is starting by scan the target wireless local area network. After the attacker 

confirms the target’s IP address and MAC address, the attack can be executed directly by 

specifying the victim’s information. An example of the WinArpAttacker application 

interface showed as follows in Figure 21. 

 

Figure 21 An example of WinArpAttacker application 

The current ARP table on the victim machine is showed in Figure 22.  

 

Figure 22 The Original ARP table 
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The Internet Address 192.168.1.253 is the TP-LINK router’s address, and the default 

gateway of this Local Area Network. The corresponding physical address of the router’s 

default gateway is 40-16-9f-2d-0b-da. When the attacker starts the ARP spoof attack, 

customized packages are sent in the network that indicate the attacker’s machine is the 

actual default gateway, and the victim will update its ARP table according to the attacker’s 

message. The poisoned ARP table on the victim’s machine is shown below in Figure 23. 

 

Figure 23 The Poisoned ARP table 

As shown in Figure 23, the victim machine’s default gateway’s physical address has been 

changed to 00-21-5d-9b-5c-5c, which is the attacker’s physical address. The Wireshark 

monitor showed that all the information sent from the victim’s machine went to the 

attacker’s physical address. An example of the traffic that captured on attacker’s machine 

is showed in the Figure 24 below. 
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Figure 24 Example traffic of the Poisoned ARP table 

It is obvious that if the attacker executes this attack, all the network traffic will be forward 

to the attacker’s predesigned physical address. All the information can be disrupted by 

leading the traffic to a preset physical address, and the unencrypted traffic are vulnerable 

to a manInTheMiddle attacker. As the unencrypted traffic can be viewed and modified by 

the attacker, thus the unencrypted data flow is exposed to produceRequest and 

produceResponse.  

The prediction results also show that the SoftwareProduct.getProductInformation of 

AVAST, Windows Time, Windows Update and Windows 8.1 64 bit is 100%. However, 

according to the existing information and data, the author could not determine the 

prediction’s correctness. 

 

6.2 Results evaluation of OperatingSystem.compromise and 

OperatingSystem.accessThroughUI 

The OperatingSystem.compromise and OperatingSystem.accessThroughUI attack steps 

are both denote the attacker has the administrator authority of the operating system, they 

are simulated by an administrator operating the operating system.  

It is obvious that if the attacker can access the system as an administrator, the 

OperatingSystem.compromise and OperatingSystem.accessThroughUI are true. The 

attacker can terminate the operating system’s service, the denialOfService is right. At the 

same time, deployExploit, executeArbitaryCode, and findUnknownService are true. 
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The model also predicted that TOM Home Network can be accessed, this is also true as the 

administrator can manipulate the network settings through the operating system. 

For the ApplicationClient, avast!, Adobe, IE, Windows Time and Windows Update, for 

these applications, the compromise and denialOfService are 100%. It is true as long as the 

attacker can access the operating system. However, Microsoft Word, Microsoft Outlook, 

and Skype, for these three applications, the predicted compromise probabilities are between 

14% and 25%. In fact, the compromise probability is 100% because if an attacker can 

access the operating system, the applications mentioned can be compromised. 

The datastore’s predicted results are listed as follows. The probabilities are showed in a 

fashion like compromise / accessThroughUI. 

Table 33 Evaluation Results of Datastore 

 Attack Step Predicted 

Probability 

Evaluation 

Result 

avast! Local Virus 

Data 

delete/read/write 100% / 100% True 

IE Local Cache delete/read/write 100% / 100% True 

Microsoft Outlook 

Local File 

delete/read/write 24% / 20% False 

Skype Local Data delete/read/write 25% / 14% False 

 

The avast! Local Virus Data and IE Local Cache are right because they are both 

unencrypted and as long as the attacker can access the operating system, the data can be 

viewed, deleted or wrote by the attacker. However, the model predicted that there are under 

30% probability that the attacker can manipulate the data file for Microsoft Outlook Local 

File and Skype Local Data, this is opposite to the experiment. The fact is both of these data 

files can be accessed and modified by the attacker. 

In terms of the AccessControlPoint, the experiment shows that the interface of each 

AccessControlPoints can be accessed, and the predicted results of 

AccessControlPoint.interface should be 100%, otherwise, the results are opposite to the 

experiment. For the AccessControlPoint.bypass, the predicted results show a low 

possibility that the control point can be bypassed. The detailed predictions and evaluations 

are showed as follows in Table 34. The probabilities are showed in a fashion like 

compromise / accessThroughUI. 

Table 34 Evaluation Results of AccessControlPoint 

 Bypass 

prediction 

Bypass 

evaluation 

Interface 

prediction 

Interface  

evaluation 

TP-LINK 0% / 0% False  0% / 0% False 

Skype 25% / 14% True 100% / 100% True 

Outlook 24% / 20% True 100% / 100% True  

Adobe 0% / 0% True 100% / 100% True 
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Windows 8.1 0% / 0% False  0% / 0% False 

Gmail  0% / 0% True  100% / 100% True  

 

TP-LINK’s predictions are opposite to the experiment because the TP-LINK’s default 

password has not been removed, the router’s interface can be reached via the default 

gateway IP address and bypassed by using the default password. The second opposition is 

in Windows 8.1; it is evident that if the attacker has access to the system, and the attacker 

can reach the interface and bypass it to control the system. For Skype, Outlook, Adobe, 

and Gmail, the experiments indicate the predictions are right because having the access to 

the operating system means the attacker can reach all the applications’ interface. The 

predictions of the bypass probability are very weak; this is same as the experiment as the 

applications have defense mechanism like backoffTechnique.  

For the data flows Protocol type 1, the model predicted disrupt, eavesdrop, 

manInTheMiddle, produceRequest, produceResponse, and replay are all vulnerable, and 

the probabilities are all 100%. It is true as Protocol type 1 does not apply any authentication 

and encryption, as well as the freshnessIndicator. The Protocol type 2’s prediction is the 

same as Protocol type 1 except the replay’s probability is 0%. It is due to the Protocol type 

2 has freshnessIndicator. Thus, the replay attack cannot replay the message.  

 

6.3 Results evaluation of ApplicationClient.compromise 

The ApplicationClient.compromise attack step means that the attacker can manage the 

application as an administrator. This attack action is simulated as the user manipulate the 

Skype application as an administrator. 

At first, the compromise and denialOfService of ApplicationClient Skype AC 1 are 100%, 

this is obvious because the attacker manages the application as an administrator. Then for 

the datastore Skype Local Data, the predicted probabilities of delete, read and write are all 

100%, this is the same as the experiment due to the data are unencrypted and located in a 

directory on the disk. Moreover, the model also predicts that for the data flow of Skype 

version data, Facebook account data, Skype account data, and Skype chat message, the 

probabilities of disrupt and produceRequest are 100%. It is trivial as the attacker can 

manipulate the application as an administrator. The data flow for virus database update and 

office files are also predicted as they can produceRequest by the attacker; this is false as 

the attacker does not have access to the avast! or Microsoft Word. 

 

6.4 Results evaluation of NetworkZone.access 

The NetworkZone.access attack step indicates that the attacker can communicate with the 

other devices in the network zone. The predicted results show that data flow with protocol 

type 1 and 2 are vulnerable to eavesdrop, and there is 66% of probability that the attacker 



56 
 

can do OperatingSystem.findUnknownService and 

SoftwareProduct.getProductInformation of Windows 8.1 64 bit. 

The simulation of this attack step is to use another laptop to access the same network as 

the test machine, and at the same time use a tool called “Zenmap” to find the system’s 

services and attempt to get the product information of the operating system. Zenmap is an 

application that focuses on network exploration and security scanning [73]. 

A sample scan for the test machine’s services is in Figure 25. It can be observed that there 

are six open TCP ports on the computer. This fact proves that the prediction for 

OperatingSystem.findUnknownService is right. 

 

Figure 25 Sample Scan Results of Nmap 

Another sample scan for the test machine’s operating system information is in Figure 26. 

The results indicate that the target operating system has a probability of 97% to be 

Windows 7 Professional or Windows 8. This fact proves that the prediction for 

SoftwareProduct.getProductInformation of Windows 8.1 64 bit is valid. 
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Figure 26 Sample Scan of Operating System from Nmap 

 

 

6.5 Results evaluation of NetworkZone.dNSSpoof 

The NetworkZone.dNSSpoof attack step is simulated by cache poisoning. More specifically, 

the host file of the operating system is poisoned. 

The Windows system has the following sequence to do the host name resolution [74].  

1. The system checks if the query is itself.  

2. The system checks the local Host file if the queried name in the Host file. 

3. The system queries the Domain Name System servers. 

4. The system queries the NetBIOS name resolution. 

The Windows system will try these steps one by one until it resolves the correspond name. 

If the Host file is poisoned, the system will use the IP address in the Host file instead of 

query the DNS servers.  

The original local Host file: 
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Figure 27 the Original Local Host File 

For test purpose, three websites are intentionally mapped with the TP-LINK router’s 

gateway address. The modified local Host file: 

 

Figure 28 the Modified Local Host File 

The model predicted that the data flows of protocol type 1 and 2 were vulnerable to 

manInTheMiddle, produceRequest and produceResponse attack. The experiment has the 

same result as the prediction. As the local Host file has been changed, and the HTTP 
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requests for the three poisoned address are redirected to the router’s gateway. A capture 

from Wireshark shows the HTTP request message. 

 

Figure 29 A Sample Capture of HTTP Request Message 

As shown in Figure 29, the conclusion can be made that if the mapped address in the local 

Host file has been changed to the attacker’s predesigned address, all the data flow will be 

sent to it. At the same time, because the data stream is unencrypted, the attacker can 

monitor the traffic, modify and resend the traffic. Hence, according to the experiment, the 

predictions for the Dataflow are valid. The predictions also indicate that the product 

information of Windows 8.1 64 bit, Windows Time, Windows Sync, Skype and avast! can 

be obtained.  

 

6.6 Results evaluation of NetworkInterface.aRPSpoof 

The NetworkInterface.aRPSpoof attack step is simulated by modifying the ARP tables in 

the network interface, in this case, is the TP-LINK router’s ARP table.  

The test machine’s IP address and MAC address is as follows: 
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Figure 30 IP Address and MAC address of the Test Machine 

In the TP-LINK router’s configuration, the test machine’s IP address has been bind with 

E0-9D-31-9D-A7-00, which is different with the test machine’s MAC address. It causes 

the network disconnection of the test device. Because the machine with MAC address E0-

9D-31-9D-A7-00 broadcast the gratuitous ARP message as showed in Figure 31, then the 

TP-LINK router asks who has the IP address of 192.168.1.100, the ASUS test machine 

answer that the IP address is located at 24-0a-64-62-c4-1b, but in the router’s configuration, 

the IP address 192.168.1.100 binds with E0-9D-31-9D-A7-00, the router will ignore the 

ASUS test machine’s broadcast. Therefore, the network connection for ASUS test machine 

has been denial service and the failed ping confirm it as shown in Figure 32. This fact 

confirms the model’s predictions that NetworkInterface TP-LINK WR700N and 

NetworkZone TOM Home Network are vulnerable to denialOfService.  

 

Figure 31 Traffic Captured in Wireshark after ARP Spoof 

 

Figure 32 NetworkZone.denialOfService 

6.7 Summary of results evaluation 
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In this section, the aggregated result evaluations are presented in tables, the table contains 

entity name, attack step, asset name, the probability predicted by CySeMoL, and the 

corresponding evaluation result. 

 

OperatingSystem.aRPSpoof 

 Attack Step Asset Name Probability Evaluation 

result 

OperatingSystem aRPSpoof TOM ASUS 

Windows 8.1 

100% True 

Dataflow disrupt  Protocol type 1  100% True 

Dataflow manInTheMiddle  Protocol type 1 100% True 

Dataflow produceRequest  Protocol type 1 100% True 

Dataflow produceResponse  Protocol type 1 100% True 

Dataflow disrupt Protocol type 2 100% True 

Dataflow manInTheMiddle Protocol type 2 100% True 

Dataflow produceRequest Protocol type 2 100% True 

Dataflow produceResponse Protocol type 2 100% True 

Dataflow disrupt  Protocol type 3 100% True  

SoftwareProduct getProductInformation MS Time Sync 100% Unknown  

SoftwareProduct getProductInformation Update 100% Unknown 

SoftwareProduct getProductInformation Windows 8.1 

64 bit 

100% Unknown 

SoftwareProduct getProductInformation avast! Free 

Antivirus 

100% Unknown 

 

OperatingSystem.compromise and OperatingSystem.accessThroughUI 

Attack Step Asset 

Name 

Proba

bility 

of 

OS.co

mpro

mise 

attack 

Evaluation 

result 

Probabili

ty of 

OS.acces

sThroug

hUI 

attack 

Evaluation 

result 

 

OperatingSystem. 

aRPSpoof 

TOM 

ASUS 

Window

s 8.1 

100% True 100% True 

OperatingSystem. 

accessThroughUI 

0% True 100% True 

OperatingSystem. 

compromise 

100% True 100% True 

OperatingSystem. 

denialOfService 

100% True 100% True 

OperatingSystem. 100% True 100% True 
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deployExploit 

OperatingSystem. 

executeArbitaryCode 

94% True 88% True 

OperatingSystem. 

findUnknownService 

72% True 70% True 

NetworkZone.access TOM 

Home 

Network 

100% True 100% True 

ApplicationClient. 

compromise 

AVAST 100% True 100% True  

Adobe 0% False 0% False 

IE 100% True 100% True 

Word 24% False 20% False 

Outlook 24% False 20% False 

Skype 25% False 14% False 

MS Time 

Sync 

100% True 100% True 

MS 

Update 

100% True 100% True 

ApplicationClient. 

denialOfService 

AVAST 100% True 100% True 

Adobe 100% True 100% True 

IE 100% True 100% True 

Word 100% True 100% True 

Outlook 100% True 100% True 

Skype 100% True 100% True 

MS Time 

Sync 

100% True 100% True 

MS 

Update 

100% True 100% True 

Datastore.delete 

AVAST 100% True 100% True 

IE 100% True 100% True 

Outlook 24% False 20% False 

Skype 25% False 14% False 

Datastore.read 

AVAST 100% True 100% True 

IE 100% True 100% True 

Outlook 24% False 20% False 

Skype 25% False 14% False 

Datastore.write 

AVAST 100% True 100% True 

IE 100% True 100% True 

Outlook 24% False 20% False 

Skype 25% False 14% False 

AccessControlPoint. 

byPass 

TP-

LINK 

0% False 0% False  

Skype 25% True 14% True 

Outlook 24% True 20% True 

Adobe 0% True 0% True 
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Window

s 8.1 

0% True 0% True 

Gmail  0% True 0% True 

AccessControlPoint. 

interface 

TP-

LINK 

0% False 0% False 

Skype 100% True 100% True 

Outlook 100% True 100% True 

Adobe 100% True 100% True 

Window

s 8.1 

0% False 0%  

Gmail 100% True 100% True 

Dataflow. 

disrupt 

Protocol 

type 1 

100% True 100% True 

Dataflow. 

eavesdrop 

100% True 100% True 

Dataflow. 

manInTheMiddle 

100% True 100% True 

Dataflow. 

produceRequest 

100% True 100% True 

Dataflow. 

produceResponse 

100% True 100% True 

Dataflow.replay 100% True 100% True 

Dataflow.disrupt Protocol 

type 2 

100% True 100% True 

Dataflow. 

eavesdrop 

100% True 100% True 

Dataflow. 

manInTheMiddle 

100% True 100% True 

Dataflow. 

produceRequest 

100% True 100% True 

Dataflow. 

produceResponse 

100% True 100% True 

Dataflow.disrupt Protocol 

type 3 

100% True 100% True 

Dataflow. 

produceRequest 

24% - 

100% 

True if 

bigger 

than 50% 

19% - 

100% 

True if 

bigger 

than 50% 

SoftwareProduct. 

getPorductInformati

on 

AVAST 100% True 100% True 

Adobe 4% False 7% False 

IE 5% False 4% False 

Word 7% False 4% False 

Outlook 8% False 3% False 

Skype 100% True 100% True 

MS Time 100% True 100% True 

MS 

Update 

100% True 100% True 
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ApplicationClient.compromise 

Attack Step Asset Name Probability Evaluation 

result 

ApplicationClient.compromise Skype AC 1 100% True 

ApplicationClient.denialOfService Skype AC 1 100% True 

Datastore.delete Skype Local Data 100% True 

Datastore.read Skype Local Data 100% True 

Datastore.write Skype Local Data 100% True 

Dataflow.disrupt Skype version data 100% True 

Dataflow.produceRequest Skype version data 100% True 

Dataflow.produceRequest Virus database 

update 

100% False 

Dataflow.produceRequest Office files 100% False 

Dataflow.disrupt Facebook account 

data 

100% True 

Dataflow.produceRequest Facebook account 

data 

100% True 

Dataflow.disrupt Skype account data 100% True 

Dataflow.produceRequest Skype account data 100% True 

Dataflow.disrupt Skype chat 

message 

100% True 

Dataflow.produceRequest Skype chat 

message 

100% True 

 

NetworkZone.access 

Attack Step Asset Name Probability Evaluation 

result 

Dataflow.eavesdrop Protocol type 1 100% True 

Dataflow.replay Protocol type 1 100% True 

Dataflow.eavesdrop Protocol type 2 100% True 

OperatingSystem. 

findUnknownService 

TOM ASUS 

Windows 8.1 

66% True 

SoftwareProduct. 

getProductInformation  

Windows 8.1 64 

bit  

66% True 

 

NetworkZone.dNSSpoof 

Attack Step Asset Name Probability Evaluation 

result 

Dataflow.manInTheMiddle Protocol type 1 100% True 

Dataflow.produceRequest Protocol type 1 100% True 
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Dataflow.produceResponse Protocol type 1 100% True 

Dataflow.manInTheMiddle Protocol type 2 100% True 

Dataflow.produceRequest Protocol type 2 100% True 

Dataflow.produceResponse Protocol type 2 100% True 

OperatingSystem. 

findUnknownService 

TOM ASUS 

Windows 8.1 

66% False 

SoftwareProduct. 

getProductInformation  

Windows 8.1 64 

bit  

66% False 

 

NetworkInterface.aRPSpoof 

Attack Step Asset Name Probability Evaluation 

result 

Dataflow.disrupt MSNP with 

AES 

100% True 

NetworkZone.denialOfService TOM Home 

Network 

100% True 

NetworkZone.denialOfService Internet 100% True 
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7. Discussion 

The CySeMoL has been successfully tested in the electric power industry that includes 

SCADA system, automation system, and office environments. In this study, the CySeMoL 

has been tested in Windows 8 operating system together with some popularly used 

applications. The evaluation results are presented in Chapter 6, and those results provide a 

practical overview of the CySeMoL applied to the common operating system applications.  

The CySeMoL model shows good performance in terms of the operating system and its 

popular applications regarding cyber security. And the majority of models’ predictions are 

correct according to the conducted experiment results. However, there still exists potential 

for the CySeMoL model to improve the prediction quality. For instance, in the evaluation 

for AccessControlPoint in the attack of OperatingSystem.compromise and 

OperatingSystem.accessThroughUI, the model’s predictions of byPass and interface for 

TP-LINK and Windows 8.1 are different from the experimental results. 

There are some limitations concerning this research. It should be noted that this study has 

only examined from the perspective of computer users. For example, the 

ApplicationServer’s security settings cannot be investigated due to the confidentiality and 

inaccessibility of this kind of information to the public. Another restriction of this study is 

the safety settings of the operating system are based on the author’s actual situation, which 

cannot represent the overall conditions. However, those problems could be coped with if a 

comprehensive survey about the safety settings in the operating system can be carried out. 

Despite its preliminary character, this study has clearly indicated the possibility of applying 

CySeMoL in the typical operating system conditions, and it can be considered a case study 

as well.  

There are some possible improvements regarding the CySeMoL model when modeling the 

operating system and its applications. The model can be ungraded more comprehensive if 

the following situations have been taken into consideration. For the ApplicationClient and 

OperatingSystem, the remember password attribute for the user’s account can be added, 

the argument is that if the user has chosed the remember password option when login the 

operating system or the application, the level of difficulty for the attacker to compromise 

those applications would be much lower than the situation that the user do not select the 

option. Another point is the PasswordAccount’s defense mechanism; nowadays there are 

many advanced password protection methods available, such as two-factor authentication 

with fingerprint data and random token number [69]. These methods are playing a more 

and more significant role in the network security area, the involvement of this defense 

mechanism could strengthen the CySeMoL model. Additionally, some attack steps can be 

added to the CySeMoL model. For instance, a kind of attack method called the BadUSB, 

and it can impersonate as human interface device like a keyboard to control the victim’s 

system. In that way, the BadUSB can do malicious attacks such as changing the DNS 

settings or running a virus program [81].  
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8. Conclusion 

In this master thesis, the Windows 8.1 operating system and some modern applications are 

modeled by using the CySeMoL model and the EAAT tool, which are developed by the 

Industrial and Control Systems Department of KTH. In this chapter, the conclusions of the 

study are presented in order to specify the research questions that proposed at the beginning 

of this thesis.  

 Modeling the most commonly used applications on Windows platform by using 

CySeMoL. 

The first research question is solved in two steps. The first is to conduct a survey regarding 

the most commonly used applications on Windows platform. The survey’s data is based on 

various sources like market share report published by software companies, officially 

published statistics and statistical websites. The modeled software are Adobe Reader, avast! 

Free Antivirus, Internet Explorer, Microsoft Office Word, Microsoft Outlook, and Skype. 

The second is the modeling of those applications; this part is based on information 

collection and experimental observations. The models show an overall condition about the 

software, which include network zone, connected server, protocol applied to the data flow, 

and user/password account. 

 Exploring the probability of succeeding with testable attacks with CySeMoL 

model. 

The second research question focuses on the testable attacks and its predicted probabilities. 

Due to the limit of author’s capability and professional knowledge, some attack steps are 

too hard to be implemented, such as develop a zero-day exploit, and find a public 

unpatchable vulnerability. After consideration, the tested attack steps are aRPSpoof, 

compromise, and accessThroughUI in OperatingSystem, compromise in ApplicationClient, 

access and dNSSpoof in NetworkZone, and aRPSpoof in NetworkInterface. The predicted 

results are calculated by forward evidence injection sampling method with 1000 average 

samples and 1 for the time attribute in Attacker asset. 

 Validating the correctness of calculated succeeded probability with experiment. 

In the third research question, customized operations for different attack steps are 

implemented. More specifically, the ARP spoof attack in the operating system is simulated 

by maliciously modify the operating system’s ARP table and then validated the probability 

through observation of the facts on the test machine. The attacks of compromise and 

accessThroughUI in OperatingSystem and compromise in ApplicationClient are 

straightforward to imitate as the regular user permission can simulate them. The DNS spoof 

attack in the network zone was simulated by intentionally modify the host file in the 

operating system. The ARP spoof attack was done by change the router’s ARP table on 

purpose. The experimental results show that the CySeMoL has a high degree of accuracy 

towards the vulnerability assessment; expect a small number of conditions where the 

predicted results are different from the experimental fact.  
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